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Abstract. Lizard is a very recently proposed lightweight stream cipher that claims 60 bit security
against distinguishing (related to state recovery) and 80 bit security against key recovery attack. This
cipher has 121 bit state size. In this paper, we first note that using ¥ key stream bits one can recover
1) unknown bits of the state when 7 state bits are fixed to a specific pattern. This is made possible
by guessing the remaining state bits. This helps us in mounting a TMDTO attack with preprocessing
complexity 27, and the maximum of Data, Time and Memory complexity during the online phase as
254 The parameters in the online phase are significantly less than 2°°.

Keywords: Cryptanalysis, Lizard, Lightweight Stream Cipher, Time Memory Data Trade-Off
(TMDTO) Attack.

1 Introduction

Time-Memory Trade-off attack on block ciphers has been first proposed in [13]. Later a generic
TMDTO attack was introduced against stream ciphers in [7] modeling a similar situation as that of
block ciphers. Given a stream cipher with search space N = 2", the classical TMDTO theory says
that internal state of cipher can be recovered if TM?2D? = N?, where T is the time complexity,
M is the memory required and D is the total amount of data available to the attacker during the
online phase. The pre-computation time is calculated as P = % (this complexity is generally more
than the exhaustive key search). The attack involves computing a chain of m pseudo-random states
of size % by repeatedly finding its image ¢ times using the non-invertible function f that we like to
attack. Here, a random state ¢ is considered as the input to the function, and the output f(() is
the key stream output corresponding to that state equal to the same length as the state. This leads
to formulation of % tables, introducing a natural constraint of ¢ > D. By choosing parameters of
T =M =2% and D = 2% for a search space of N = 2" (i.e., state size of n-bits), one can deduce
the internal state. If the state size is less than twice the security-level mentioned for the cipher,
then this is a generic attack, when the secret key can be directly recovered from the state. Hence,
a basic rule of thumb in designing stream ciphers is to keep the state size atleast twice more than
the secret key size. Added to this, one may also note that if the sum of key and IV size is less than
the state size, then the attack is guided by the sum [14]. However, there are some ciphers, where
discovering the secret state does not automatically guarantee obtaining the secret key directly (as in
Lizard [11]) and in such a situation this attack does not immediately follow for secret key recovery.

Presently, new lightweight stream ciphers are being designed where we have state size lesser
than twice the key size. The initial design, Sprout [1] has been attacked soon after the proposal
(see [17,9,18]). Plantlet [16], an improvement over Sprout is also presented very recently and a
generic TMDTO analysis has been presented in [12] very recently (earlier only differential fault



attack [15] had been reported). The idea of Plantlet involves use of secret key bits not only during
the Key Scheduling Algorithm (KSA) but also during the Pseudo Random Generation Algorithm
(PRGA). The design of Lizard [11] is from a different viewpoint, and is similar to classical designs
in which the secret key bits are not used during PRGA. Very recently certain cryptanalytic obser-
vations have been made [5] in connection with related keys of Lizard. This cipher has a state size of
121 bits and a generic TMDTO attack will obtain the state of this cipher in 2° online complexity.
Thus the challenge is to obtain a reduced complexity than this.

Towards that, we try to obtain some information related to the state from the key stream bits.
After carefully studying the PRGA of the cipher, it is found that 13 bits of key stream provide 13
unknown bits of the state. The constraint is that, we need to fix 28 bits of the state to a specific
pattern and then need to guess 80 bits. Thus, the search space becomes 2% and our parameters
are such that we require 267 complexity during the preprocessing. During the online phase, the
parameters are T = M = D = 2%*. Note that each of the parameters during the online phase is
less than 20 and thus this is the first TMDTO analysis against Lizard other than the designers
themselves. The designers specified that Lizard can be used for generating 2'® key stream bits only
for a specific key and IV. However, we like to point out that obtaining a total amount of 2°% key
stream bits (corresponding to D) from different sources will work in such a scenario. We will be
able to obtain one state corresponding to a specific Key/IV for which the attack finally succeeds.
Further, from theoretical point of view, our findings show certain weaknesses against this instance
of lightweight stream cipher. The designers of Lizard [11, Appendix B1] indeed acknowledged the
applicability of BSW-sampling [6,7] describing this as highly cipher specific. We should also like to
mention at this point that our observation is not same as the BG attack [3,10]. Indeed we consider
the situation TP = DP = M P = N, which is similar to the condition of BG trade-off. However,
we do not have P = T here as in the BG scenario. Our condition M D = MT = DT < N follows
from the idea of sampling resistance as given in [7] and further, we try to minimize the maximum
of T, M, D by making ' = M = D. Thus, this cannot be achieved directly by BG kind of attack
on stream ciphers. In fact, we show that if ¢ bits of the secret state can be recovered from key

stream bits (either fixing some state bits or not), then we can achieve the parameters P = 2 3

andT=M=D = 2%, where the state size is of v bits. Needless to mention that how a higher
preprocessing complexity will be accepted is a matter of interpretation. At the same time, we note
that identifying the equations for guessing some state bits from key stream bits is important as
well, since this reduces the online complexity significantly.

This motivates us to study the exact design of Lizard, and identify parameters for which is
referred as conditional BSW-sampling. The term ‘conditional’ comes as we need to fix a few state
bits with a specific pattern. In [11, Section 4.2], the ideas of TMDTO attack has been discussed
clearly, but the applicability of conditional BSW sampling has not been studied in detail. Thus
we apply conditional BSW sampling in this paper to analyze Lizard [11]. We should also like to
mention that the computational power has developed a lot and we should look at the computations
related to Bitcoin for estimating the achievable time complexity in real life. The current hash rate
for Bitcoin is 6 Million Tera-Hash/Sec, which is more than 252 and in a day it is more than 278
operations. This is achieved in a distributed environment over the Bitcoin network [8]. Further,
we have ASIC hardwares that claims around 13.5 Tera-Hash/Sec at USD 3000 [2], which provides
more than 20 operations in a day. Each such operation is almost competitive with the unit of
computation in the TMDTO attack on a lightweight cipher like Lizard [11].



Before proceeding further, let us describe the organization of this paper. A brief description
of Lizard is mentioned in Section 2. Section 3 illustrates the procedure of fixing state bits for a
successful attack in obtaining some unknown state bits by looking at the key stream. Section 4
explains the preparation of offline tables and the description of the attack in detail. Section 5
concludes the paper.

2 Description of Lizard

The 121-bit inner state of Lizard is divided into two NFSRs namely NFSR1 and NFSR2. At time
t, the first NFSR, NFSR1 is denoted by (S(o4),---,S30+4)) and the second NFSR, NFSR2 by
(B(0+i)s - - - » B(gg+i))- The clocking of the cipher can be divided into following three functions:

1. NFSR1 Update Function: NFSRI1 is of 31 bit size and the update rule of this NFSR is:

S@144) = S(0+4i) D S2+i) B S(544) D S(e44) D S1544) © S1744) B S(18+4) D S(2044) D S (2544)
® S(814)S(18+i) D S8+i)52044) © S(12440)9(214+4) D S(1444)S(19+4) D S(1744)S(21+4)
® S20+4)S22+4) B S(ati)S12+i)S22+i) D Sat4)S(19+1)5(22+4) D S(744)S(20+4) S (21 44)
© S(844)S(18+i)S(22+1) B S(844)S(2044)S(22+1) B S(12+44)S(19+4)5 (22+4)
© S(2044)S(2144)S(22+4) D S(ati)S(7+i)S(1244) S 2141) B S(asi)S(74)S(19+4) S (21 44)
® S(ari)S(12+0)S@1+i) S 224i) D S(ari)yS19+1)S(2144) S (22+1) D S(7+i)S(8+1)S(18+4) S (21+4)
© S(74i)S(8+4)9(20+)S (21 +4) D S(744)S(1244) S (1944) O (21 )

© S(844)S(18+i)S(21+1)9(22+4) D S(8+4)S(20+1)9(2144) S (22++i) D S(12+4)S(19+1) S (2144) S (22+4)
(1)

2. NFSR2 Update Function: The second register NFSR2 is of 90 bit and the update rule is:

B(89+i) = S(0+4) @ B(o+i) D B(2a+i) D Bag+i) © B(r9+4) © B(gati) © B344)B(59+4)
® B(1044)B(12+i) ® Bus+i)Bie+i) © B(as+i) Bs3+i) © B(3s+i) Bz +i)
® Bss4i)Bss1i) © Beo+i)B(7a+i) © B2o+i)B22+4) B(23+4)
® Be2+i)B6s+i)B(r244) © B(7714)B(80+4) B(s1+i) B3 +i) (2)

3. The Output Function: The output bit z; is a function from {0, 1} to {0, 1}. For round 1,

Z=L,®QdT, &T; (3)

where:
Li = B(714) @ Bi4i) @ Bioyi) © Buoti) ® Busti) © Bsati) © Bri44) (4)
Qi = By B@i+i) ® Bo1i)Bs2+4i) © B1s+i) B(37+4i) © Baati) B(r6+4) (5)

Ti = B(s4i) © B(s1i)B(s2+i) ® B(zariBer+i) B(r3+i) D B(2+i) B2s+i) Ba1+i) B(es+i)
® B13+i)B20+i) B(50+4) B(6a+i) B(r5+i) © B(6+i)B(1a+4) B(26+i) B32+i) Bar+i) B(61+4)



& B14) B9+ B@rvi) Bz i) Bsr+i) B(66+i) B(7s+i) (6)
Ti = S@234i) D S(340)S(16+i) D S(9+4i)S(13+i) B(ag+i) D S(1+i)S2a44) B(38+i) B(63+i) (7)
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Fig. 1: Lizard: PRGA mode.

The state initialization process is divided into 4 phases.

Phase 1: Key and IV Loading: Let K = (Kj,..., K119) be the 120-bit key and IV = (IVj,...,
IVg3) the 64-bit public IV. The state is initialized as follows:

BO_ K;®1V;, for 0 <j <63
J K; for 64 < j <89

K(j+90)? fOI' 0 S ] S 28
SJO = K119, for ] =29
1 for j =30

Phase 2: Grain-like Mixing: In this phase the output bit z; is fed back into both NFSRs for
0 <t <127. This type of approach is used in Grain family.

Phase 3: Second Key Addition: In this phase, the 120-bit key is XORed to both NFSRs as
follows:

Bj* = Bj® & Kj, for0<j <89

G129 _ 5}28 ® K(jy90), for 0 <5 <29
! 1 for j = 30

)

Phase 4: Final Diffusion This phase is exactly similar to phase 2 except z; is not fed back into
the NFSRs. In this phase, one has to run both NFSRs 128 rounds. So after this phase, registers are
(8357 ...,8207) and (B2*,..., B%"). Now Lizard is ready to produce output key stream bits.



3 Computation of Conditional Sampling Resistance of Lizard

In this section, we will be discussing the technique of recovering some state bits by cleverly exploiting
Lizard’s output function. We fix certain bits of the state to get rid of nonlinear terms. Some possible
counts of state bits recovered corresponding to the number of state bits fixed in the output equation
are shown in Table 1.

Instances | Bits fixed | Keystream bits used Bits Guessed
() (.%51) = Bits recovered | (121 — |.%;| — |%;]|)
(1%,1)
1 12 9 100
2 16 10 95
3 20 11 90
4 24 12 85
5 27 13 81
6 30 14 s

Table 1: Possible combinations of bits fixed to bits recovered.

We illustrate the technique with the help of an example. We denote the set of fixed state bits
by .#;. The state bits recovered will be denoted by #;, which is done by observing the key stream
bits z, fixing state bits .#; and guessing of remaining state bits appearing in the output equation.
Let us fix [#1] = 12 bits. We aim to recover %1 = {S(344) : i = 0,...,8}, which means |%1| = 9
bits.

Let 71 = @ U o, where @4 = {S(164i) 11 =0,...,8} and @% = {Bgp) : b =0,...,2}. We
fix the elements of set @/ with 1’s and % with 0’s. The equation (7) :

Ti = S(231i) D S(3+0)S16+i) D S(94i)S(13+1) Bas+i) ® S(14i)S(24+i) B(3s+i) B(63+i)

can now be written as:

Ti = S(231i) © S3+4) D S144)5(24+1) B(38+43) B(63+4)- (8)

for i = 0,1, 2. From equation (3),
5i=Li®QaTi®T;

and using equation (8) we have:
Sty =2 D Li © Qi & T; & S(a314) © S144)S 24-+i) B(3844) B(63+1)- 9)

Now, we recover bits S3, Sy and S5 by substituting ¢ = 0, 1,2 (following the order) in equation (9).
This is made possible by guessing the state bits appearing on the right hand side of equation (9),
except S3, Sa4, Bus, Bag and Bjp, and using the key stream bits zg, z1 and 2y (since S3 is recovered
and rest are already fixed). One may observe that the number of guessed bits required decreases
for every additional bit recovered. For example, when we substitute ¢ = 0, most of the state bits
appearing on the right hand side of equation (9) are guessed which are listed in Table 2. When we



substitute ¢ = 1, we have to guess lesser number of internal state bits as most of them are already
guessed in the previous step.
From .27, we rewrite equation (7) as:

Ti = S2344) © S(344) © S(19+i) Bas+i) © S(144)S24+1) B(3s+i) B63+4) (10)

for ¢ = 3,...,8. Hence, Sg, S7, Ss, Sg, S1p and S11 can be recovered by using equation (10) with
the help of equation (3). Further simplification gives the following equation:

Sa4iy = 2 ® Li ® Qi ® Ti © S(2314) D S(19440) Bas+i) ® S14i)S24+i) Bss4iyBez+sy  (11)

For ¢ = 3 in equation 11, we need to guess very few bits as most bits have been already fixed or
guessed earlier. For the case of ¢ = 7 and ¢ = 8 we need to know the values of S31, S32 and By,
which are nothing but the feedback bits. All the tap positions necessary to generate the feedback
bits are already known at this stage, except By and Sy which need to be guessed as well. Thus, we
have successfully recovered the entire set #, i.e. by fixing |.%]| internal state bits with particular
values, using 12 key stream bits and by guessing the remaining 100 internal state bits. The bits
guessed for every bit recovered has been shown in Table 2.

State bit State bits guessed State bits guessed State bits guessed
recovered for recovering % for recovering % for recovering %
Ss3 B1, B2, By, Bs, Bs, By, B1, B2, By, Bs, Bs, Br, B1, B2, By, Bs, Bs, Br,
Bs, By, B11, B13, B14, Bis, By, B13, B14, B1s, B1g, Bo1, Bag, Ba7, Bag, B2g, B3o, B32,
B9, Ba1, Bag, Ba7, Bas, Bag, Bag, Bar, Bag, B2g, B3o, B3z, B34, B37, Bsg, Bao, Ba1, Bas,
B3o, B3z, B34, B3z, Bas, Bao, B34, B3z, Bsg, Bao, Ba1, Bas, Baa, Bys, Bar, Bs2, Be1,
Ba1, Bas, Baa, Bas, Bar, B4, Bss, Ba7, Bs2, Bsa, Be3, Bea, Bes, Bee, Ber, Br1,
Bs3, Bsa, Bs7, Be1, Bes, Bea, Bsr, Be1, Bes, Bea, Bes, Bes, Bzs, Brs, Bre, Brs, Bs2, St
Bes, Bee, Ber, Br1, Brs, Brs, Be7, Br1, Br3, Brs, Bre, Brs,
Bre, Brs, Bg2, S1 Bs2, S1
S B3, Bio, B12, Bis, B2o, B22, B31,|Bs, Bio, Bi2, B1s, B2o, Be2, B31,|B3, B2z, B31, B33, Bss, B3g, Baa,
B33, Bss, B3g, Ba2, Bus, B33, Bss, B3g, Ba2, Bags, Bs1, Bye, Bs1, Bss, Be2, Bes, Br2,
Bs1, Bss, Bss, Bss, Bez, Bes, Bss, Bss, Be2, Bes, Br2, Bra, B4, Br7, Brg, Bs3s, S2, Sas
Br2, Bra, Br7, Bro, Bss, S2, Sas Br7, Brg, Bss, S2, Sos
Ss B, B23, B3, Bse, Bso, Beo, Bie, Bas, Bsg, Bse, Bsg, Beo, B, B3, Bse, Bsg, Beg, Bso,
Bso, Bsa, Sa6 Bso, Bsa, S26 Bsa, Sa6
Se Bi7, Baa, Beo, Bro, Bs1, Ba4, Beo, Bro, Bs1, S12, S27 B4, Beo, Bro, Bs1, S12, S27
Bss, S12, S27
St Bss, Bsg, S13, Sos Bss, Bse, S13, S2s Bss, S13, S2s
Ss Bgr, S14, 529 Bs7, S14, S29 S14, S29
So Bss, S1s, S30 Bss, S15, 530 S1s, 530
S10 Bsog, So Bsg, So So
S11 By By By
Bss N/A - -
Bso N/A N/A -
Ber N/A N/A -
Bss N/A N/A -
Bso N/A N/A -

Table 2: Recovery of state bits for %1, % and %s.



Now, we would like to illustrate the recovery of %o = %) U {Bss}, i.e. recovering 10 bits
of internal state by fixing 16 bits of state variables. For recovering %., we first recover %; by
fixing .#; (following the same method as above) along with fixing 4 additional bits, i.e. Fy =
F1 U{Bg, B11, Bi7, Bs3}.

From the constraint B(;y44) = 1 and B(;;g) = 0, equation (5) and equation (6) can be written as
follows:

Qi = B(i1a)B(iro1) @ B(iro)B(its2) © B(it18)B(ivsr) ® B(iye)- (12)

T; = B(i+5) @ B(i+34)B(iver)B(i+73) © B(iv2)B(iv28)B(i+41)B(i+65)
® B(i+13)B(i+20) B(i+50)B(i-+64) B(i+75) D B(it6)B(i+14) B(i+26) B(i+32) B(i-+a) B(i+e1)
® B(i1+1)B(i+19)B(i+27)B(i+43) B(i+57) B(i+66) B(i+78)- (13)
Thus, equation (3) can be written as:
Bliyr6) = 2 ® Li © B(i14)B(it21) © B(i19)B(its2) ® B(it18)B(iv3r) ® Biys)
® B(i134)B(i+67)B(i173) © B(it2)Bivos) B(i+a1)B(i+65)
® B(i113)B(i120)B(i+50) B(iv64)B(it75) © B(ive)B(iv14)B(it26)Bi+32) B(ivar)Bliter)
® B(it1)B(i+19)B(i+27) B(it43) B(i+57) B(ive6) Bi+8) © Ti- (14)
By putting ¢ = 9 in equation (14), we get state bit Bgs by guessing all state bits on the right hand
side of the equation except S3o and Ss3, which are feedback bits, that can be simply calculated from
the already guessed bits. Note that fixing Bsz = 1 would have been alone enough for recovering Bgs,
and hence %o. However, when substituting ¢ = 3 in equation (11) (to recover Sg), we encounter
Bgs - B11 as a product term on the RHS of the equation. If only we fix By1 to 0, we can skip the
guessing of Bgs for recovering S (which is during recovery of % itself). In other words, we either
guess Bgs and recover Sg (and attain %) or fix By to 0 and recover Sg. Choosing the second
option enables us to recover Bgs; (and hence %5). A similar reason holds true for fixing Bg and
Bi7 to 0’s. The only rule is that we do not guess what we need to recover, which can be done by
carefully fixing some bits to 0’s.

Now, we describe the last instance of our result, in which 14 internal state bits are recovered by
fixing 30 bits i.e. Zg = %2 U {Bsg, Bs7, Bss, Bsg} since remaining instances can be directly inferred
from the same. For this recovery, we fix %5 = F2U.o/3Ue) where o3 = { By, B1g, B12, B13, B14, Bis,
Big, Big, Bog, Ba1} and 7 = {Bsy, Bss, Bsg, Bs7}. Initially, we recover % by fixing %5 (using our
previous method). We fix @ by 0’s and <7 by 1’s, for the same reason as mentioned before. We
do not guess bits from 73 and 7 while recovering %s since they are already fixed. By putting
i = 10,11,12,13 in equation (14), the internal state bits Bsg, Bs7, Bsg and Bgg are recovered by
guessing all state bits on the right hand side of the equation. Note that all state bits on the right
hand side of equation (14) are known beforehand either by guessing, fixing or recovering.

The state bits guessed in case of Z1, %> and % are listed in Table 2. We have also mentioned
all the equations required to recover % in the Appendix A of the paper.

4 Recovery of State using Conditional TMDTO

It is well known from [7] that BSW sampling allows choice for a wider range of parameters of
T, M, D with lower number of disk operations. We deduce some bits from the secret state by fixing



certain key stream bit pattern. However, in case of Lizard, the output function has several nonlinear
terms. Hence we resort to conditional BSW sampling as mentioned in Section 3. Fixing

— 7 = |#| bits of the secret state to a specific pattern,
— assuming a specific key stream bit pattern ¢ = |#| bits and
— assigning values to the rest of the state bits v — 1) — 7 (call this as a pattern (),

we deduce 1) bits of the secret state. As in TMDTO attack, the steps can be divided into two
sections: (i) offline phase and (ii) online phase. The offline phase is used to compute and store
tables by covering the search space of P = %, as usually done for stream ciphers [7]. The online
phase involves the offline data to recover the state from the available data D during the attack.
Note that the adversary can perform preprocessing P only once. While this technique is well known,
we present most of the details for better explanation.

4.1 Preparing Tables for Offline Attack

Consider the state size of v bits, i.e., the total search space N = 2. In conditional BSW sampling,
we need to search for a 1-bit key stream pattern and we need to fix 7 state variables. The total
search space thus decreases by 2¥*7. Therefore, the total search space here is N’ = 2*~%~7. While
we use the usual parameters P, T, M, D for TMDTO attack, for the reduced state we denote the
parameters by P’,T', M’, D’ and later connect those to the original parameters P, T, M, D. The
table(s) that we will prepare during the offline phase will have m rows and ¢ columns. As a part of
our pre-computation (offline phase), we prepare % table(s), and taking t = D’, we can consider only
one table. The preprocessing here is P’ = %;. Now T'M"?D'?> = N”? and we need to minimize the
maximum of T, M, D finally. Towards this, we may consider 7/ = D’? and then satisfy T'M"?D'? =
N2 by T' = 211_15_77"””, M =2"574% and D’ = 25 7% for some z.

Now we demonstrate the procedure of formulating the table(s) during preprocessing. We take a
random pattern ¢ of length v — 1 — 7 bits. This will be stored in the table during pre-computation.
Then we fix 7 bits of the state according to a fixed pattern as decided in Section 3. Thus, we now
obtain ¥ — ¢ — 7 + 7 = v — 9 bits of the state. Now considering the -bit fixed pattern of the
key stream, we obtain the rest v bits of the state, providing the complete information about v bit
state. Naturally, if we clock this state as in PRGA, we will first obtain ¢ key stream bits of the
specific pattern that we have used already. We will keep clocking for next v — 1 — 7 bits and that
pseudo-random pattern will be then considered as the next element in the table, which is referred
as f(C). This process will be repeated 7 times to obtain a row. Such an action will be repeated for
m such randomly chosen (v — 1 — 7) bit string to obtain m rows. Thus, m¢ many elements are
generated in the preprocessing phase, of which we will only store the first and last element of each
row. This makes the memory complexity o(m). According to the birthday paradox, with proper
parameters, this table will have negligible collisions. At the same time, the online data (here key
stream) should be of such an amount so that the attack becomes successful, i.e., we obtain the
intended pattern in the table.

4.2 Online Phase

As we discussed, the entries of each row from index 2,...,¢ — 1 are removed to save on memory.
The first entry in each row is referred to as SP (start point) and the last element as the EP (end



point), which are the only two elements stored in each row. Now we consider access to data of D
key stream bits. The adversary linearly searches the D-bit stream for the specific pattern of ¥ bits.
Upon a hit, the following (v — 1 — 7) bits (name this string as () are taken as the pattern to be
searched in the offline table. The table is considered to be optimized for searching in constant time.
If there is a match, it means the state is stored in (¢ —1)* position of that row and one should start
from SP of that row to obtain the (v — ¢ — 7)-bit pattern at the (¢ — 1)-th location. That is, the
adversary has to operate the function (¢ — 1) times on the SP of the same row to obtain the state.
If there is no match, the adversary performs an f operation on (, i.e., we obtain f(¢) and search
through the EPs in each table again. The process is repeated till a hit is obtained. Note than in
the worst-case, the adversary has to go through the entire row of length t.

The probability of getting an -bit key stream pattern is 2% Further, once we obtain an

(v — 1 — 7)-bit (, we try to discover the complete v-bit state. Now, 7 bits of the actual state may
not be of the pattern as decided during the preparation of the preprocessing table. Thus, obtaining
the correct state has a probability of 2% Hence, to make the attack successful, the data complexity
will be D = D’ x 2¥77. Only when a specific ¢ bit pattern comes in the key stream, we access the
preprocessing table. Thus, T'=T" x 27.

_ v—tp—1
T M =2 2 T and D' =

) . vt
We have already considered a parameter set with 7" = 27 2

9" =5 Thus, T = T' x 27 = 25—+ M = M’ = 2"57+% and D = D' x 2V+7 =
271 3T+ Now to minimize the maximum of T,M,D, we need to have T' = M = D and

T = M provides z = 5. Now from T' = D, we obtain 5y + 27 = v. This actually provides us
the best parameters for the TMDTO attack under the conditional BSW sampling. The complexity

here is T = M = D = 2°3°. With these parameters, the size of the preprocessing table will be

/ v+
P=pP =5 =27

This is the optimal parameter and thus, for Lizard, we get v = 121,¢ = 13,7 = 28. This
provides the TMDTO parameters T' = M = D = 2%* with P = 257, Note that, we could generate
a scenario where ¢ = 13,7 = 27. However, in this case, we may fix one more bit in the state to
make 7 = 28 for obtaining our parameters that provides 5¢ + 27 = 5-13+2-28 = 121 = v.
This actually provides us the result as in * marked row of Table 3. Following the data available
in Table 1, different other possible combinations of parameters of the attack have been shown in
Table 3.

Bits fixed | Bits recovered | Search Space | Time Complexity | Memory | Data | Preprocessing Time
(=17)| w=12) | o) (1) o | (o) (P)
12 9 100 956 256 943 978
16 10 595 56 955 546 575
20 11 290 956 954 49 972
21 12 985 56 953 952 569
o7 13 o981 555 53 554 567
* 08 13 580 954 o554 o554 567
30 14 577 952 955 555 566

Table 3: The possible parameters for each value of |.%| and |Z|.



It is important to clarify one issue at this point. While considering cryptanalysis we consider
certain unit cost and that may involve several computations related to the cipher operations. In
fact, given a k-bit secret key, the exhaustive attack requires complexity of 2* units, where each
unit may ask for several CPU clocks (might be of the order of 28 or more). While mounting the
TMDTO attack the same situation is valid. However, we like to point out that our assumptions
are as per to existing TMDTO attacks on stream ciphers as per the literature [7,12]. Note that,
towards a generic TMDTO attack for state recovery in Lizard [11], we need to find out the image
f(¢) given (. This requires running the PRGA of Lizard 121 times to obtain the key stream bits
and those 121 key stream bits are considered to be the next state in the chain. In our case, for
the parameters 7 = 28,19 = 13 requires 80-bit patterns to be the elements of the pre-processing
table (instead of full 121 bits). From these 80 bits, we need to generate the full state of 121 bits
according to the equations given in Appendix A. This requires some computation time. However,
then we need to run the PRGA for 13 + 80 = 93 bits instead of 121 bits. One may note that this
advantage here will easily neutralize our computation for obtaining 121 bit state from 80 bit state.
Thus, the time complexity for recovering state bits (using Appendix A) will not affect our online
complexity.

We also like to point out the situation when 7 = 0 and ¢» = £. That is, consider that from the
key stream of length ¥ one may obtain ¥ unknown bits of the state by guessing rest %” state bits.
In that case, the preprocessing complexity will be P = 9°5* — 9% and T = M = D = 25* = 2%,
Thus, to have proper security against this kind of TMDTO attack based on conditional BSW
sampling, the state size should be 2.5 times the secret key size. However, we are yet to obtain a
recent well known stream cipher for which this can be achieved. Note that a closely related idea
has been presented in [4, Page 10] while presenting the design of MICKEY 2.0.

5 Conclusion

In this paper, we present a TMDTO analysis on Lizard with pre-computation complexity 257 and
online complexity 2°4 to recover the cipher state of 121 bits. Given that there are very serious
advancement in hardware technology, these kind of complexities may be achieved in reasonable
time. It should be noted that obtaining the state does not mean obtaining the secret key in Lizard
due to its non-invertible KSA. That is, our attack provides only an inner state corresponding to
one out of a large set of packets and there is no specific control for which packet the attacker can
obtain the secret state. Thus, while our observation does not imply breaking Lizard, it should be
considered as an insight towards security evaluation of this lightweight cipher.

Acknowledgments: The authors like to thank Willi Meier and Matthias Hamann for valuable
comments on the initial drafts of this paper.
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Sa3 ® So.S13Bus ® S1524 B3s Bes
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Bua, Bas, Ba7, Bs2, Be1, Bes, Bea,

Bés, Bee,

Be7, Br1, Br3, Brs, Bre, Brs, Bs2, S1,
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SaS17 = 21 © Bs © B12 ©® Bs1 ® Ba1 @ Bug ® Bss @ Br2
@ BsBa2 ® B10Bs3 ® B19Bss ® Bys Brr & Bs ® By Bss
@ Bss Bss Bra ® BsBagBa2Beg ® B14BsoBs1Bes Bre®
B7B15Ba7 B33 Bas Be2 ® B2 Bag B2s Baa Bss Ber Bro®
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510523 = 27 @ B14 @ Bis ® Bsr ® Bar ® Bas ® Be1 @ Brs

@® B11B2s ® B16Bs9 @ BasBas @ Bs1Bs3 ® Bi2 ® BisBso
@ Bu1Br4Bso & BoBss Bas Bra @ Bao Bss Bs7 Be1 Bsa®
Bi3B21 B33 Bsg Bsa Bgs ® Bs Bog B3a Bso BsaBrs Bss®

S30 @ 516520855 © Ss.931 Bas Bro

z8

S11524 = 28 ® B1s © B1o ® Bss ® Bas ® Bag @ Bez ® Bro

@ B12B29 ® B17Bso © B26Bas ® Bs2Bss ® Bis ® BisBoo
@® Ba2Br5Bs1 © B1oBsg Bag Brs @ Ba1 BsrBss Be2 Bss®
B14B22Bs1BioBss Beg ® By Bar Bss Bs1 Bes Bra Bse®

S31 @ 517521 Bse @ S9S32B46 Br1 -

S31, S32, Boo

29

Bs3Bss = 29 ® Bis ® Bao @ Bso @ Bag @ Bso ® Bes ® Bso

@® B13B3so @ B1sBs1 @ BarBas ® B14 ® B17Bo1

@ By3BrBs2 @ B17Bs7BsaBra & Bos Bss Bso Be3 Bsa®
EB23B35341%B7[] @ B1oBas Bsg Bs2 Bee Brs Bs1®
S32 @ S12525 @ S18522Bs7 @ S10533B47B72

S32, S33, Bo1

10

Z10

BsaBss = 210 @ Bi7 © Ba1 @ B1o ® Bso @ Bio @ Bea @ Bsa

@ B14B31 ® B19Bs2 ® B2sBar ® Bis ® BisBo2

@® BiaBr7Bs3 @ BisBss Bss Brs @ Bas Bsg Boo Bea Bss®
B16B24 B3¢ B2 Bs71Br1 & Bi11 B2g Bs7 Bss Ber Brg Bss®
S33 @ S13526 @ S10S23Bss ® S11534 Bas Brs

S33, 534, Bo2

Bss

11

BssBs7 = z11 ® Bis ® B2x @ Ba1 © Bs1 © Bi1 © Bes @ Bsz
@® Bi5B32 @ B20Bg3 @ B2oBas ® Bis ® B19Bos

@ BysBrsBss & B1gBsg B Brg @ Baa BaoBe1 Bes Bse®
Bi7B25B37 B3 Bss Bra © 3712330338@368377389@
S34 @ 514557 B S208924B50 S12535 Bag Bra

211

5347 535: BQZ{

B87

12

BsgBss = 212 ® B19 ® B23 @ B2 ® Bsa @ Bi2 @ Bes @ Bs3
@ B16Bss @ Ba1Bea @ B3oBao © Bi7 & B20Bos

zZ12

Bis B26 Bss B1a Bso Brs @ B3 Bs1 Bso Bss Beo Brs Boo®
S35 @ S15528 B S21.525 Beo © 513536 Bs0 Brs

@ BueBr9Bss ® B20BaoBst Brr ® Bas Bai Bs2 Bes Bs1®

S35, 536, Boo, Boa | Bss

13

Bs7Bso = 213 ® Bao @ Baa @ Bas & Bss & B3 ® Ber @ Bsa
@ B17B3s ® B22Bgs ® B31Bso ® Bis ® B21Bos

213

@® Bua7BsoBse ® Ba1Ba1 Bss Brs ® BagBa2 Bs3 Ber Bss®

BigBor Bsg Bas BeoBra & B14Bs2 Bao Bse Bro Bro Bo P
S36 @ S16529 D S22526 Be1 © S14537 851 Bre

S36, 537, Bo1, Bos | Bsg

Table 4: Recovery of 14 bits of the internal state after fixing 30 bits.
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