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Abstract systems) but optimised for loT/M2M. LoRa does not re-

. ] ) quire a spectrum license since it uses free (but regulated)
LoRaWAN is a worldwide deployed loT security proto- ,54io spectrumd.g, 863-870 MHz in Europe, 902-928
col. We provide an extensive analysis of the current 1.0z in the USA, 779-787 MHz in China) [25]. A LoRa
version and show that the protocol suffers from severaljeyice, with an autonomous power-supply, is supposed
weaknesses allowing to perform attacks, including pracyg communicate through several kilometers in an urban
tical ones. These attacks lead to breaches in the networgfea, and to have a lifespan up to eight or ten years.
availability, daFa integrity, and data confidentiality. LoRaWAN is a protocol aiming at securing the Medium
Based on the inner weaknesses of the protocol, these 8kccess Control layer of a LoRa network. It is designed
tacks do not lean on potential implementation or hard+, the | oRa Alliance, an association gathering more than
ware bugs. Likewise they do not entail a physical accesgoo members (telecom operators, semiconductor manu-
to the targeted equipment and are independent from thg,ctyrers, digital security companies, hardware manufac-
means used to protect secret parameters. turers, network suppliergtc).
Finally we propose practipal recommendgtions a_liming at pyplic and private LoRaWAN networks are deployed
thwarting the attacks, while at the same time being comyn mere than 50 countries worldwide [40] by telecom
pliant with the specification, and keeping the interoper-gperators (SK Telecom, FastNet, ZTE, KPN, Orange,
ability between patched and unmodified equipments. Proximusetc), private providersd.g, LORIOT.io [26]),
and private initiatives€.g, The Things Network [44]).
Several nationwide networks are already deployed in
Europe (France, Netherlands) [14], Asia (South Korea)
) ) i [27], Africa (South Africa) [6], Oceania (New Zealand)
In parallel with the coming up of the Internet of Things, 141), providing coverage to at least half of the population.
several communication protocols have been proposediais are launched in Japan [9], the USA (starting with
which technical specifics differ depending on the in-5 pndred cities) [22], China (the expected coverage ex-
tended use case. For mstange the Bluetooth .WII’?|eSénd to 100 million homes and 300 million people) [39],
protocol [8] allows only short distance communication |4 (the first phase network aims to cover 400 million

(several meters). Technologies such as ZigBee [47] or people across the country) [21]. See Figure 1 for a world-
Z-Wave [46] afford medium range distance communica-iqe map of LoRa networks.

tion (roughly a hundred meters) and aim at reducing the e version 1.0.1 followed by version 1.0.2 of the Lo-
energy needed by the nodes to set up and maintain a megfwaN specification has been released in 2016. In this
network. paper we focus on this last version which is the released

As for long range distance communication (severaly g yersion currently worldwide deployed.
kilometers), proposals have been made, such as LoRa.

LoRa, developed by Semtech company, aims to set up .
a Low-Power Wide-Area Network (LPWAN), based on 1.1  Protocol overview
a long range, low rate, wireless technology. It is some-

what similar to a cellular technology (2G/3G/4G mobile The LoRaWAN networl_< correspond; toa stgr-of-stars
topology: a set of devices communicates with several

LThat limitation is claimed in order to forbid data eavesdragmn ~ Jateways which relay the data to a NeFWOI‘k Server (NS)
the air interface. in the backend. In turn the NS delivers the data to
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Figure 1: Worlwide map of LoRa networks (source: ) o .
[37]) Figure 2: LoRaWAN network (simplified view)

one or more Application Servers (AS) which own the several weaknesses. Then we describe how attacks, not
corresponding device, optionally through intermediaryonly theoretical but also practical, based on the protocol
servers such an MQTT server (see Figure 2). The Sefiaws may be performed. Secondly we provide several
curity mechanisms are based on a symmetric key (thgecommendations aiming at mitigating the attacks while
root key) AppKey shared between a device and the NS.a¢ the same time keeping the interoperability between a
From this key, distinct per device, two session keys argyatched equipment and a non modified one. Our results
computed: the application session kiypSKey guar-  show that all the attacks we describe may be thwarted if
antees the data confidentiality between the device anghe recommended corrections are applied to the NS and
the AS; the network session kiiykSKey guarantees the the devices.

data integrity between the device and the NS (thus data \ve emphasise that the aforementioned attacks, due to
integrity is not end-to-end provided between the devicehe protocol weaknesses, do not lean on potential imple-
and the A8). When a frame is exchanged exclusively mentation or hardware bugs, and are likely to be succes-
between a device and the NS, both data confidentialityf| against any equipment implementing LoRaWAN
and data integrity are provided by the network session o, Likewise the attacks do not entail a physical access
key NwkSKey. An application payload, if present, is al- tg the targeted equipment and are independent from the
ways encrypted. If no payload is carried the frame ismeans used to protect secret valueg{using a tamper
only authenticated. Encryption is done WAS [32] in yesjstant module such as a Secure Element).

CTR mode [12, 33], and data integrity is provided with Thys our attacker, standing between a LoRaWAN device
AES in CMAC mode [35, 42]. A device may establish and the NS, needs only to act on the air interface: she
an “activation” (namely a session) with the NS throughneeds to eavesdrop on data exchanged between the de-
two ways. The pre-personalization (Activation by Per-yjce and the server, and to send data to these equipment.
sonalization, ABP) consists in setting two session keygn particular the attacker do not need to get a physical
(and other parameters but not thepKey root key) into  access to the targeted device (or server).

the deVice befOI’e |tS deployment. An ABP deVice iS then We th|nk that the countermeasures we propOSe repre_
able to communicate with the NS (and its AS) but notsent straightforward changes to be implemented. More-
to renew the “session” keys. The other possibility (Overgyer the attacks we describe may allow to appreciate the
the Air Activation, OTAA) consists in provisioning the security properties provided by the upcoming LoRaWAN
device with anAppKey root key and other parameters, yersion 1.1.

allowing to perform key exchanges with the NS throughsome assessments we make, based on an independent

the radio interface once it is deployéd. study, are similar to other analyses [24]. However we
present new attacks and for each of them we provide a
1.2 Contribution precise description of its goal, its implementation, the

S ) ] technical means used, and the tangible consequences.
Our contribution is twofold. Firstly we provide an ex- nvoreover our attacks do not lean on strong assumptions
tensive analysis of the protocol and show it suffers fromg,ch as the ability to get a physical access to, and to mon-
2As acknowledged by the specification ([486,1.4). itor a Qevige or the N_S. In addition we describe attacks
3In this paper we focus on OTAA devices. targeting either a device or the NS.




The attacks and their precise description, the adversargnd Join Accept messages are exchanged, the device, the
model (which does not imply a physical access to anyNS and the AS are able to communicate. After the NS
equipment, in particular the device), and the two kindscomputes the session keys, it transmits the application
of targeted equipment (device and server) are the maisession kewwppSKey to the AS, which has thus no con-
aspects that differentiate our work compared to previougrol on this key sharing phase, entirely handled by the

works. NS5 The NS must keep the previous session keys, and
the corresponding security parameters, until it receives a
1.3 Paper outline (valid) frame protected by the new security parameters.

The security mechanisms between NS and AS are out of
The LoRaWAN protocol is detailed in Section 2. The- the LoRaWAN scope. Figure 3 depicts an activation.
oretical and practical attacks against LoRaWAN are de-
scribed _in Segtiqn 3 and Sec_tion 4. In Section 5 recom» 5 pata encryption and authentication
mendations aiming at thwarting the attacks we describe
are listed. Section 6 summarises previous comments arithe frame payloadRMPayload is encrypted inCTR
analysis on the protocol. And we conclude in Section 7. mode. From block counters

lent (4)[|0x00 (1)[]i (1)
The description provided in this section is based on the .
LoRaWAN 1.0 specification [43]. a secret keystream§ = AES(K,A), with K &
{AppSKey, NwkSKey}, is produced and used to mask the

load:
2.1 Key exchange payloa

FRMPayload| = _ FRMPayload
The key exchange done over the air is triggered when [ ayload] = (Sof| - [1S-1) & aytoa

the device sends a Join Request message which the Nfir specifies the direction (uplink 0x00, downlink =
responds with a Join Accept message to. The (unenex01). cnt is the frame counter (of 16 or 32 bits),
crypted) Join Request message includes two static IEEHitialised to 0 when the session starts, and monoton-
EUI-64 identifiers (the device’®evEUI, and the AS’ cally increased when a (valid) frame is sent or re-
AppEUI), and a pseudo-random val@evNonce gen-  ceived. Two different counters are used depending on
erated by the device. The message is protected with the frame’s direction. DevAddr is the device address
4-byte CMAC authentication tag (calledIC) computed  (within a given LoRa network) chosen by the NS and
with the 128-bit (static) root keyppKey. The Join Ac-  sent in the Join Accept message, and it remains constant
cept response from the NS contains the (static) identifiefuring the entire session. To compievAddr, seven

of the latter fetID), a pseudo-random value generatedpits are chosen from the NS’ unique identifigst ID:

by the NS AppNonce), a value used as the device short msb;(DevAddr) = Isb7(NetID), and 25 bits are drbi-
addressfevAddr), and several (optional) radio parame- trarily” assigned by the NS. Thezalue numbers thAES
ters. The Join Accept message is protected withveA\C blocks within the payload to encrypt.

authentication tag, and encrypted wiltS (both oper- A 4-byte authentication tag is computed WIEMAC
ations made with the root keyppKey).* Two 128-bit  and the network session keywkSKey on the whole
session keys are then computed: frame (headehdr of size hlene {8,...,24} and en-
NukSKey — AES(AppKey,0x01|data) crypted payloaqFRMPayload] of size plen) and a 16-
byte prefix block
AppSKey = AES(AppKey,0x02|/data)

By = 0x49 (1)||0x00---00 (4)||dir (1)||DevAddr (4)
|lent (4)]|0x00 (1)||(hlen+ plen) (1)

with

data = AppNonce (3)||NetID (3)|DevNonce (2)

N h i diff I he fi I
10%00- -0 (7) ote thatBy andA; differ only on the first and last bytes,

and share the same paramet®ssAddr andcnt. The

Thus the session keys depend mostly on a secret and 5Note that, if the NS computes the session keys, it knows thi-app
static value (the root kewppKey), and two pseudo- cation session keyppSKey, which is neither necessary, nor desirable.
random values of 2 and 3 bytes. Once the Join Reque$t practice, a third party may own the device’s root kespKey, de-
rive the session keysppSKey, andNwkSKey, and securely transmit

“More precisely theAES decryption function is used to protect the the former to the AS, and the latter to the NS. This third parough
Join Accept message, since the device implements the enaryptio- is not specified in the LoRaWAN protocol 1.0, nor in any compani
tion only. specification.
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Figure 3: LoRaWAN activation (simplified scheme).
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Figure 4: Generation of an application frame. Note that
the session keywkSKey may also be used to encrypt the
FRMPayload payload.

2.3 Remark on encryption and authentica-
tion

At first glance the integrity and confidentiality mecha-
nisms used in LoRaWAN follow the Encrypt-then-MAC
paradigm, which generic security is proved by Bellare
and Namprempre [5].As for encryption the LoRaWAN
specification explicitly refers t€ CM* [16], which de-
rives fromCCM [34]. Regarding the authentication, Lo-
RaWAN usesCMAC and notCBC-MAC as in CCM*.
Note that LoRaWAN does not refer @CM* as for data
integrity but a prefix By block) is used in the computa-
tion of the LoRaWAN authentication tag, which format
seems to be based on tBg prefix used inCCM*. The
rationale behind this choice is uncle&BC-MAC does
not handle variable length inputs, and a way to tackle
this restriction is to prepend the input length to the in-
put [4] (CCM andCCM* follow that method). However

volved in the payload encryption and the authenticationy s RawAN use<CMAC which allows arbitrary length in-

tag computation.

frame eventually sent is

hdr (hlen)||[FRMPayload] (plen)|MIC (4)

puts, and no€BC-MAC.

3 Attacks against LoRaWAN

Hereinafter we present our findings regarding the Lo-
RaWAN protocol version 1.0, the currently deployed ver-
sion. Table 1 summarises the attacks we have found

Figure 4 depicts the generation of an application frameagainst LoRaWAN.

The frame headehdr includes, among other fields,
DevAddr, the frame counteent on 2 byte§, and an
(optional) fieldFOpts which may contain commantls
exclusively exchanged between the device and thé NS.

81f the frame counter is 32-bit long, this field correspondshe t
least 16 significant bits.

“In the Fopts field these commands are in clear. If they have to
be encrypted they must be included in the frame payload. In auch
case the payload cannot contain application data, and ttryion
key used is the network session KéykSKey.

8The header of an uplink frame is not (completely) transmitted to
the AS, as well as thBIC authentication tag.

We recall that our attacker stands between a device and
the NS, and needs only to act on the air interface (to

eavesdrop on data exchanged between the device and the
server, and to send data to these equipment).

3.1 Replay or decrypt
In LoRaWAN encryption is done i@ TR mode [12, 33]

which security is proved by Bellare, Desai, Jokipii, and

°We do not claim that these security mechanismasprovidedby
LoRaWAN are secure, as we will see below.



Table 1: Attacks against LoRaWANn:( number of
DevNonce values the NS keeps track afi: number of
new session keys sets stored by the NS. D: device)

DevAddr parameter (static during the whole session).
The other parameters are the directiir unchanged
for a given direction, and thieblock index which evolves
the same way for each frame. Hence the way the
keystrean§ changes depends only on thevAddr pa-

Attack Cost (# Join | Probability Impact -

ac message) | of success pac rameter and the session key (usualppSKey). For a
(A1) Replay 16 downlink frame | given device, which connects to the same NS (hence
g; 1d1‘§°rypt ©| =2 1 ][f;’rfé’ decr;’gt'i'gr'j uses the same statiietID parameter), the session keys
(A2) Replay or upink _frame | depend mainly on a secret and static valagpKey)
decrypt method 1 1 22 replay, downlink | and two pseudo-random valugs{Nonce, AppNonce).
(NS,§3.1.2) frame decryption | Therefore, if one succeeds in compelling the device to
(A2) Replay or ~ uplink -~ frame | rese the samBevAddr, DevNonce and AppNonce pa-
decrypt method 2 24 1 replay, downlink . .
(NS,§3.1.2) (n+1)x2 frame decryption | f@meters, this leads not only to the reuse of previous ses-
(A3) DoS (D, 1 1 device disconnec]| Sion keysAppSKey, andNwkSKey, but also to the reuse
§3.2.1) tion of previous keystrear§ and prefix blockBy.
(A4) DoS (NS, m 1 device disconnec-
§3.2.2) tion

Attack The purpose is to make the device use twice
the sameDevNonce, AppNonce, andDevAddr values.
The 2-byteDevNonce and 3-byteAppNonce parameters
Rogaway [3]. LikewiseCMAC mode (namelyOMAC1  gre pseudo-random. Hence two such values repeat with
[18, 19]), used to compute a frame’s authentication taghigh probability ( = %) after roughly,/21n(2) x 240 ~

is proved secure by lwata and Kurosawa [20], and Nandi 53 1P activations done between the targeted device
[31]. Of course this does not necessarily imply that agnq the NS, due to the birthday paradox. If a device per-
protocol based on these cryptographic primitives is seforms one activation per day, this corresponds to more
cure in turn [2, 11]. In particular the security of these than 3382 years. Let us assume that an attacker is able to
encryption and authentication modes is no longer guarmpose theAppNonce value the device uses to compute
anteed in case of a misuse, namely if same session keyge session keys. Then the probability that the session
counter blocks, anB prefix block are reused. Based on keys repeat depends only on thevNonce parameter.

the peculiarities of LoRaWAN, it is actually possible to |, gych a case, the collision happens with high probabi-
compel a device or t.he NS toreuse previous security P&ty after roughly \/2In(2) x 216 ~ 301 activations only.
rameters. We describe precisely how to perform such agyen, if the device does one activation per day, the reuse
attack against a device or the NS, and its consequencesecomes possible after 10 months. Waiting for such a
collision is a way to perform an “opportunist” (and very
long) attack. In such a setting the attacker just waits for
the device to launch 301 different sessions, and passively
eavesdrops on the frames exchanged with the NS. Then

) . 'aMNe attacker gets (with high probability) two differentses
eters. When this happens, frames picked from a previoug, o protec?ed V\Eith thegsarFr)we securi}g/ parameters.

session become cryptographically valid anew, henge can Another option is to speed up the whole process. First
be replayed. Moreover the same secret ke_:ystream 'S thetﬂe attacker eavesdrops on a given session, and she com-
U.SEd o PrOteCt the frames exchanged dun_ng the new Seﬁ'els the device to generate multiplevNonce values un-
sion. This allows to attempt frame decryption. til the expected value is produced once again. In such a
case only one value among®ds useful to the attacker,
Core The encryption keystrea® = AES(K,Aj) used  hence the device must generate on avera§péNonce
to protect a frame payload is produced from a session keyg|yes.
K € {AppSKey, NwkSKey} andA block counters. Within - The shortest receiving window of a Join Accept mes-
a given session the blocks sage is 5 seconds [25]. Assuming that the time needed
to process the Join messages is negligible compared to
the communication duration, the attack is achieved after
roughly 91 hours.
A self-powered LoRaWAN device is expected to have a
(as well as the prefix blocBpy) depend mostly on the lifespan up to ten years. The computations made to pro-
frame counteknt (set to 0 when the session starts andduce an application frame or a Join Request message,
monotonically increased frame after frame), and on theor when receiving a Join Accept message are not the

3.1.1 Targeting a device

A = 0x01 (1)]|0x00---00 (4)||dir (1)||DevAddr (4)
[[ent (4)]|0x00 (1) i (1)



same. However the energy cost to transmit and to remessage. The specification is unclear about the follow-
ceive data usually exceeds the cost of cryptographic proing alternative: send again the same Join Request mes-
cessing, hence we may neglect the latter [38]. If the desage (with the sanBevNonce value), or generate a new
vice sends one message per hour, including one Join R®evNonce value and create a fresh Join Request mes-
guest per day, and receives one Join Accept per day, gage. However, it states that the NS shall ignore Join
should be able to handle 25365x 10 = 91,250 mes- Request messages containing previously Deetionce
sages during its lifetime. The attack requires the dewvalues in order to thwart a replay attack ([485.2.4).
vice to handle two Join messages per try, that is on aveHence we may assume that the device generates a new
rage 2x 216 = 131072 messages. If the device is self- pseudo-randomdevNonce value each time it computes
powered the attack may run through its battery turning ita Join Request message, even when a previous Join Re-
into a denial of service ending in the permanent devicequest message did not receive a response. Otherwise the
deactivation. On the other hand the device may be condevice may fear the subsequent Join Request messages
nected to an external power source. to be dropped by the NS. This allows the attacker to col-
Once this first phase of the attack is achieved, the atlect multiple new and valid Join Request messages. lItis
tacker ends with two different sessions protected with theenough for the attacker to send “false” Join Accept mes-
same security parameters. gty be the (new) session sages in response to the device’s messages. Moreover, if
during which the same security parameters are used thahe attacker forbids the NS from receiving the Join Re-
during a previous sessioRy(q). quest messages sent by the device, he gets “fresh” mes-
sagesi(e., unknown to the NS) for free. In order to make

Technique 1 used to achieve the attack: replay of a the device start producing the Join Request messages, the
Join Accept message In order to compel the device to attacker may wait or force (once only) the device to start
use a givenippNonce value, the attacker can replay a @ New sessione(g, the attacker may turn the device off
previous Join Accept message to the device. Then thand on; once the power supply is re-established, the de-
device will reuse (once again) the parameters included ityice likely starts a new activatior).

the message. Indeed the data contained in a Join Accept Note that every time the NS receives a Join Request

message correspond to message, it sends a new Join Accept message. Hence,
this procedure is also a way to collect multiples Join Ac-
AppNonce (3)||NetID (3)||DevAddr (4) cept messages (when the attacker does not forbid the NS

|radio parameters (2...18)|MIC (4) from receiving each Join Request message).
whereMIC is an authentication tag computed on the pre-
ceding fields with the (static) root keyppKey. These
parameters are protected wilES and AppKey. Note
that all the parameters are chosen by the NS, in particul
AppNonce andDevAddr. NetID is the NS’ (static) iden-
tifier, and theradio parameters are also defined by the

Impact: frame replay Frames drawn from the previ-
ous sessionsfg) can be replayed to the device through-
out the new sessiors{ey).!! These frames are valid
Hince they are protected with a cryptographically correct
keystream and authentication tag. The attacker has to

take care about the sequentiality. Indeed a frame shall

NS. Th? on.Iy secret parameter involved in the messagge rejected by the device if its counter does not belong
calculation is staticAppKey). Hence the device is not to {cnt,...,MAX_FCNT_GAP}, wherecnt is the dowlink
e _ ,

able to verify if the received Join Accept message €Ol ame counter (in that specific case) managed locally by

responds to the Join Request it sent. Replaying ‘](.)'ﬂwe device and used as reference (its initial value is 0),
Accept message allows the attacker to compel the dewcgn dMAX_FCNT_GAP = 214 Hence the attacker may virtu-
to (re)use botippNonce andDevAddr parameters. _ally choose up to ¥ + 1 frames in order to deceive the

The possible choices for the attacker bear on the ‘]O"aevice (more precisely the number of available frames

Accept messages previsouly sent by the NS to the tara
) . . epends on the number of frames actually sent by the NS
geted device. A Join Accept message intended to another P ! uaty y

device '_S not usable since the message is protected with 10Being able to influence on the power supply does not necessary
the device’s root key. mean to have a physical access to the device. The attackertooubff

or interrupt a remote electric generator the device is caieddo, or the

. . . link between the generator and the device (if the device vgeped by
Technique 2 used to achieve the attack: harvest of 4 external source), or use other meang,(electromagnetic impulse

Join messages The ability of the attacker to make the targeting the device and leading to a power outage).
device generate multipleevNonce values is related to ~ ''We use the term “session”, yet it is a misuse of language. thdee
the issue regarding the expected behaviour of the dels word does notdepict precisely what are the actual exgimsince

. . . the device, at this point, has no “partner”: neither the NSthe AS
vice when it sends a Join Request message but does NQlypje to communicate with the device, and the attacker islartab

receive a Join Accept response or receives an invalidbrge new valid frames.




or the AS throughout sessiag|g). Note that the first keys with the NS, but this would at least prevent the de-
frame the attacker replays may be any of these. Howvice from sending (new) frames protected with reused
ever the subsequent replayed frames must have increasecurity parameters, hence avoiding the exploitability of
ing counter values. the attack.

Impact: frame decryption The frame payload is 3.1.2 Targeting the NS

encrypted inCTR mode. Once the attack is achieved, ) .
the device uses twice the same keystream in ordeP0al The same kind of attack can be performed against

to protect different frames. The frame of counter € NS, aiming at compelling the server to use the same
sent during sessiogyq contains an encrypted payload security parameters throughout two different sessions.
cP4 — ma K¥9, wherem is the clear data ané The goal is then to compel the NS to use twice the same
the keystream. The frame of same countesent DevNonce, ApplNonce andDevAddr values.

during sessionsyew contains an encrypted payload

Snew __ w H Sold __ |Snew . .
Ctsoled —S:]‘;(W@ kee. Sosld'ncekt . —SniftN *, we have that  Attack: method 1 The key exchange is triggered by
o™ = (MmD kt_ )& (M e k™) =man. Hence  ihe Join Request message. Hence an attacker replaying
mandnt may (partially or completely) be retrieved (in 5 join Request message setslieNonce value before
an obvious manner if one messageor ', is known,  ynowing thebevAddr andAppNonce values the NS gen-
or through analysis ahe m' [28]). __ erates. These values must correspond tdDthelonce
According to the LoRaWAN specification aiye chosen by the attacker, hence only one such couple
([43], §4.3.1.1), if the device sends more than ymong all possible values is of interest to the attacker.
ADR_ACK_LIMIT = 64 frames to the NS, it has 10 according to the specification, the NS must keep track
ask an explicit acknoyvledgme_nt_to the server (the devicgy «5 certain numbeér of receivedDevNonce values in
sets theADRACKReq bit to 1 within the frame header). orger to prevent replay attacks, without clarifying if this
The device can then send up ADR_ACK DELAY = 32 means all values or a few of them. We may reason-
more frames to the server. If s_t|II no frgme has been r®ably assume that the NS keeps track of a few values (say
ceived from the server, the deviomyswitch .to the next n). Thus the attacker cannot choose any Join Request
lower data rate that provides a longer radio range. Furghe wants to replay. The correspondirgNonce value
thermore, if the device already uses its lowest availablgy st not belong to the list af stored values. If the value
data rate, itshall not ask for such an acknowledgment. e attacker wants to replay still belongs to the server's
The specification provides no guidance on how thejst (let i be its index, with 0 andh— 1 the index of the
device shall behave in the latter case, or if it still does noty|4est and of the latest received values), he has to wait
receive an acknowledgment gfter it changed its data ratgqy j 4 1 additional (legitimate) key exchanges before the
or if it decides not to_change its rate_. We may reasonablyg “forgets” that value. The duration of such an “oppor-
assume that the device keeps sending frames “normally’yy,nist” attack depends on the frequency of the key ex-
This means that the attacker has at her disposal at 'eaéﬁanges.
ADR_ACK LIMIT + ADR.ACK DELAY = 644 32 = 96 The purpose of the attacker is to get the same two
frames usable for her decryption attempts. Moreover, |prpNonce andDevAddr values as during a previous ses-
the device asks for an acknowledgment (the attacker igjqp AppNonce is a 3-byte pseudo-random value. The
aware of that since the informatiotDRACKReq lies in 3o pitpevaddr parameter is made of 7 bits fromet ID,
the — unencrypted — frame header), the attacker can usg,g 25 bits which arearbitrarily” chosen by the NS
any downlink frame drawn from sessisgla, and replay  (143], §6.1.1). If DevAddr is pseudo-random then the
it to the device. Indeed, according to the specification,probabi”ty of success is224+25 — 2-49 Byt “arbitrar-
this is enough to respond to the acknowledgment request,” does not mean “pseudo-random” and experiments
sent by the device. we have made shows that thevAddr parameter re-
mains unchanged for a given device throughout different

Cause This attack, allowing to compel the device sessiond? In such a case the probability of success in-

4 e .
to reuse the same security parameters (session key%rfﬁses to 2 iand t.he ovl(\alrall pr:Ob?]b'"ty ofksuccess IS q
keystream, and prefidBg), is possible because the everyn+ 1 sessions. Note that the attacker can sen

DevNonce values are short and pseudo-random, hencén parallel several Join Request messages (each suppos-

may repeat “quickly’, and the device has no means tgedly coming from a different device), hence increasing

.deteCt if theAppNonce andDevAddr values repeat. Be- .. '2Thus some NS implementation derives thevAddr parameter
ing able to d?teCt such a replay would not necessa‘f")from the unique device’s identifi@evEUI. Also theDevAddr value
allow the device to eventually compute shared sessiomay be chosen once and for all at the time of the device provigion




the overall probability of success by the number of mesthe same device since the session keys are computed with
sages. the device’s root key (and also if tihevAddr parameter

The attacker is successful when the NS sends the exs closely related to the devicee-g, computed from its
pectedAppNonce value. But, contrary to a Join Request DevEUI identifier).
message (in clear), a Join Accept message is protected

with AES. Before encryption a Join Accept message COrmpact Once the attacker succeeds in compelling the

responds to NS to compute once again the same security parame-
ters, she eventually gets two different sessi®gg @nd

AppNonce (3)|[NetID (3)|[DevAddr (4) Shew) Protected with the same security parameters. The

|radio parameters (2...18)|[MIC (4) attacker is then able to replay uplink frames and attempt

decryption of downlink frames.
NetID is the unique NS’ identifier, hence static. As  According to the specification, when a new key ex-
observed experimentally, theevAddr parameter as- change is done the NS shall keep the previous security
signed to a given device remains unchanged. Thearameters until it receives a (valid) frame protected with
radio parameters (frequency plan) depend on the the new security parameters, and then it can remove the
gateway, hence likely remain the same for quite a longprevious ones ([43]56.2.4). Yet, if the NS has to send
time. AndMIC is an authentication tag computed on frames, likely it uses the latest security parameters. Yet,
the preceding values with the device’s (static) root key.since the session keys and other security parameters are
Hence onlyAppNonce may vary from one Join Accept reused, the attacker can easily replay to the NS a frame
message to another. Through direct comparison betweedirawn from the previous sessisgq, thus “confirming”
a Join Accept message (received during the attack) anthe new keys to the NS. Then the server drops the current
the one used as reference (beforehand eavesdropped k¥ys and is ready to use the new ones.
the attacker during sessiagq), the attacker is able to

check if theAppNonce value repeats. Cause This attack, allowing to compel the NS to reuse

the same security parameters (session keys, keystream,
Attack: method 2 Alternatively the attacker can do and prefixByp), is possible because tgpNonce values
the following. In a first phase the attacker collects a setre short and pseudo-random (hence may repeat), and the
of n+k, k > 1, different Join Request messages from ameans used by the NS in order to detedieaNonce
given device (hence the list exceeds the NS “memory”) reuse (storage of a — short — list of values) is not reliable.
Necessarily at least one of these messages contains a
DevNonce value which is “forgotten” by the NS. The
other messages may cabgvNonce values known at the
moment to the NS. These messages must be ordered t3e2.1  Targeting a device

following way: first the “forgotten” messages, followed

by the others sorted in the same relative order than iff?0@l This attack aims to “disconnect” the device from
the NS’ list’3 In a second phase the attacker sends conthe network. That is the device performs a successful key

tinuously each Join Request message of its circular list*change which ends with the device not sharing the new

Hence the attacker has to make on averagek) x 224 ~ S€ssion keys with the NS (the device has no “partner”).

tries before getting one of the expectigbNonce val- Therefore the frames sent by the device are ignored by

ues. For instance, with= 10, the duration of the attack "€ NS, and conversely.

is higher than 29 years (with a key exchange done in 5

seconds). Core The session keys are computed, by a given device
and the NS, with two static parameters (the NS’ unique

Means used to achieve the attack In order to collect ~identifier NetID, and the device's root keyippKey),
the Join Request messages, the attacker can iterake and two variable parameters (the pseudo-random values

times the procedure described in Section 3.1.1 and taiPPNonce computed by the NS, anbevNonce by the
geting a device. Then the attacker gets a list of mesdevice). As soon as the device receives a (valid) Join

sages correctly sorted and ready to be used. The Jofccept message it can derive the session keys and start

Request messages usable by the attacker must come frdf@nSmitting protected frames. If the device uses, in
the key derivation, values different from those actually
13More exactly the necessary condition is the following: eaes-  sent by the NS (sagDevNonce, AppNonce) = (X, ¥) on

sage collected by the attacker and common with the NS’ list maust h _
a greater index than the index in the server’s list (0 beimgintidex of the one hand, an(DevNonce, AppNonce) o (X’ y)’ on

the oldest message;- 1 the index of the latest), so that the message is the qther handy # ¥), it eventually computes different
replayed once it has left the server's list. session keys than those computed by the server. Yet

3.2 Denial of service




this does not forbid the device to send protected frames3.2.2 Targeting the NS
However those frames will be dropped by the NS (since

they are invalid from the server perspective), and, con-Goal The same kind of DoS attack can be done against

versely, the frames sent by the NS will be discarded by"€ NS. aiming at disconnecting a given device from the

the device. Thus the device, unable to communicate with€Work.  In that case, the NS completes the key ex-
the NS. is “disconnected” from the network. change without being “partnered” with the intended de-

vice (.e, identified by theDevEUI parameter within the
Join Request message). Therefore the frames the NS (or

Attack In order to perform such a denial of service the AS) may send are ignored by the device, and con-
(DoS) attack, an attacker can first passively eavesdrop o¥ersely.
a Join Accept message sent by the NS in response to the

device’s Join Request message. When the device starf§iack As soon as the NS receives a (valid) Join Re-

a new session and sends another Join Request messagfest message it generates a myplonce value and

the attacker replies before the NS and replays the eavegpmputes new session keys. If an attacker succeeds in
dropped Join Accept message. Likely this message CONMeplaying to the NS a valid Join Request message, the
tains andppNonce = y value different from the one sent ¢ rresponding device will no longer share the same ses-
by the NS fppNonce =y). Hence the device and the NS g, keys with the NS.

compute different session keys and security parameters. | the attacker owns a Join Request message she can
send it anytime to the NS. However if the attacker replays

a previous Join Request message, that message may be

. ) rejected by the NS since it is supposed to keep track of
to replay a previous Join Accept message thanks to thBreviously receivedevNonce values. This means that

peculiarities of the LoRaWAN protocol: indeed the de- the attacker has to expect, or to wait, for DeNonce
vice has no means to verify neither if the message is Yalue included in the replayed Join Request message to

replay, nor if it is an actual response to the Join Reques'I‘0 longer belong to the server's listd(, the attacker has

message It just §ent. _Moreoyer the attacker can use B wait for the targeted device to start enough activations
procedure described in Section 3.1.1 to collect sever

Join A i d th “DoS i o that the server “forgets” thatvNonce value). Alter-
oin Accept messages and use these "Dos ammuni Iorhatively the attacker may send a brand new Join Request

:;mykume Iatirb Thei Jodm (f‘fc?ﬁt Tesszt;lg(;e (l;se_d by Ithde agwessage to be sure that it is not rejected by the NS. How-
acker must be intended to the targeted device. indee ver, the message is protected by a 32-bit authentication
sgch_a_ message is protected with the root key of the det'ag computed with the device’s root képpKey. Hence

vice itis sent to. the probability for the attacker to forge such a valid mes-
sage is 2°%2,

Impact Such a DoS attack may be harmful because itJ A tlgade-ofi Is the fOHOW'Tng: the attet‘ﬁkir US(isdadfre_sh ¢
can lastingly disturb the operating of a LoRaWAN net- on Request message, and leans on the targeted device to

work. So then the usual behaviour of a sensor ma);:ompute such a message, while forbidding the NS from

be to regularly send some measurements without e)J_eceiving it (a_t the moment o_f its co_IIection). Therefore
pecting a response unless the server detects an anom P message is at the same time valid and unknown to the

in the collected data. If the device sends its measure- T.h ttacker h th hall to tak Th
ment at a low rate, days or even weeks may elapse be- € allacker has another challenge 1o take up. €

fore something abnormal is noticed, even if the deVicespecification states that the NS must keep the previous

is supposed to react if it does not receive a downlinkS€ssion keys (and the corresponding counters) until it re-

frame after a fixed number of sent frames. For instance(,je've_S a valid frame protgcted with Fhe new keys, and
hen it can drop the previous security parameters and

if the device sends one frame per hour, at least fou o
days DR _ACK LIMIT + ADR_ACK DELAY — 64-+32— 96 eep only the new oné$. Yet it is unclear about how
ol - the NS should behave if it receives successively sev-
hours) may slip. . .
eral valid Join Request messages but no frames protected
with any of the new computed session keys. We may as-
Cause This DoS attack allowing to disconnect the de- SUMe that the NS stores at most a few number of security
vice from the network is possible because the device ifarameters. Let us assume that the NS stores only two
not able to check if a received Join Accept message corSets of session keys: the latest valid one, and the latest
responds 1o the Join Request message it sent, and use§“N0te that this is introduced in version 1.0.2 of the spedifica

new session !<eys without verifying it actually shares theang does not appear in version 1.0.1. Also the LoRaWAN spatiiin
same keys with the NS [15]. does not demand the same regarding the device.

Means used to achieve the attack The attacker is able




computed one. Leteskey; be the current (valid) ses- 3.3 Extended attack surface
sion keys (used by the device and the NS to exchange

frames). The attacker can do the following. She waits-l,_he threats anr(]d attacEs dde;crlbed n tg% previous T,(ec—
for the device to start a new activation. New sessiontlons assume that each device owns a different root key

keys Geskeys; ;) are then computed. The device storesAPPKey, N accordance to what the specification de-
seskeys; ,; only while the NS stores botteskeys; and mands. However we may not exclude that an application
'+ ' t_provider deploys the same root key on a set of devices

seskeys;,,. Before the device sends a frame, the at-! : h H ks d ibed ab ;
tacker immediately sends to the NS a Join Request medl OWns. In such a case, the attacks described above In

sage she previously eavesdropped on (and not receivea,ecuons 3.1 and 3.2 may be enhanced. We stress that the

hence new to the server). The server computes new Seg_pecification demands to use a distinct root ke_y per de-
sion keysseskeys;, , Which replace the unconfirmed vice (see [43]§6.2.2, p. 33). Here the purpose is to en-

keys seskeys;,,. Then the NS storeseskeys; and lighten about the consequences (also due to the specifics
seskeys;, , While the device storeseskeys; ;. Hence of thg LQRaWA'\,' protocol) O_f what cgn.be seen by some
the device and the NS do not share the same sessi plication providers as a slight deviation from the spec-

keys. More generally, if the NS keeps the latest valig'cation.
session keys andh new sets of keys, the attacker must
send successively new Join Request messages in order3.3.1 Replay or decrypt
to “desynchronise” the NS and the device.

This attack is based on the ability for the attacker to
gather multiple and new Join Request messages (

freshDevNonce values). However if the device sends h it both devi d 1o th NS
again the same Join Request message when it does rofch @ case, | oth devices (connected to the same NS)
use, in addition, the santevNonce value, they neces-

receive a valid answer from the NS, then it is possible to | te th ion ki Kevst d
disconnect the device once and for all. Indeed, in suclpa"y compute th€ Same SesSIon KEys, Keys reamign

a case, if the device does not receive a valid Join Acpreflx (since they both regelxed thhe samerAddrIand

cept message when it starts a new activatiexy(the ~ APPNonce parameters, and share the sareelD value).
attacker sends a “false” Join Accept message before th Ot? that, if the.\]om Accept message is accepted by both
NS), it will keep sending the (same) request which is therd€vices, the Join Request message sent by each of them

continuously discarded by the NS since it has already reghffers (at least) on t_he de\_/|ce N |dep tifieévEUT. .HOW_
ceived the message. Hence the device is stuck. ever this parameter is not involved in the security param-

eters computation.

Goal If several devices share the same root key
AppKey, an attacker is able to replay to some dewu;e
a Join Accept message sent by the NS to a defickn

Means used to achieve the attack In order to get a  Attack In order to force a devicB to generate a given
new Join Request message the attacker can use the te@ivNonce value (similar to the one used by deviég,
nique described in Section 3.1.1 aiming at compelling thehe attacker may compel devid to generate on av-
device to generate multiple Join Request messages. Thgage 26 Join Request messages until she gets the ex-
attacker can gather several such messages and use theg@ted one (using the technique described in section
anytime later as “DoS ammunition”. 3.1.1). An alternate option is to lean on the number of
devices deployed (with the same root key). If more than
_ _ v/2In(2) x 216 ~ 301 devices are deployed, two of them
Impact The consequences of this attack against the Nsclre going to generate the saMrNonce value with high

are the same as the one against the device: the target fjobability (0= 1). As soon as the attacker detects such
device is disconnected from the network. Unaware thaE collision betwéen two devicesandB, he can replay
the NS does nqt share_ the same securi_ty paramet_ers,tg B the Join Accept message receivedAyf Then the
may keep sending uplink frames for quite a long time gy, 1ar can exploit the (legitimate) session between de-

while the NS is unable to process them. Conversely, th‘?/iceAand the N'S to attack devi(trying frame replay
frames the NS may send cannot be understood by thgnd frame decryption).

device.

Conversely the attacker can exploit the “session”
started by devic® to target the NS. Since devicAsand

Cause This DoS attack against the NS and targetingB then share the sanbevAddr value, the NS is unable

the device is possible because the means used by the ’\;gdistinguish fra”?es Se.“t by each_device. Hence the first
to detect a replay of a Join Request message is not rel rames send b, if received, are likely dropped by the

aple, .and the device uses new session keys without Veri- 15yt that all devices transmit on a limited number of radio chan-
fying it actually shares the same keys with the NS. nels.
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NS which considers that they come frofvwith an in-  could target and try to intrude on a (not or poorly pro-
correct counter. The attacker has to expect, or to forcetected) MQTT server used to relay data between NS and
deviceB to send enough frames so that its uplink counterAS [36].

reacheA\’'s one. Conversely if the NS receives from de-
vice B a frame with a higher counter than devisesome
frames sent byA may be discarded by the server as they
carry an invalid (lower) countet®

Attack on data integrity Data encryption is done in
counter mode, therefore it is possible to change the plain-
text by flipping bits of the ciphertext. If the content of
an encrypted payload or merely the format of the unen-
3.3.2 Denial of service crypted content is known, the attacker can replace or al-
Jer the data with accuracy. For instance, if the device is a
sensor the attacker could change the measurement (tem-
perature, humidityetc) sent. If the device is a presence
sensor, the attacker may change a (binary) value notify-
ing an intrusion into the opposite value notifying that ev-
Attack In this setting the Join Accept messages usableyrything is quiet. If the device is an actuator, the attacker
by an attacker are not only the previous messages sent uld change a command ordering to close a window into
the NS to the targeted device, but also any such messagecommand ordering to open it. The attacker could also
sent by the NS to all devices (since they share the samguncate the encrypted payload in order to hide informa-
root key AppKey). Hence the number of usable “DoS tjon to the AS or to the device.

ammunition” is notably augmented. If the recipient is the AS, it is not able to detect that the
payload is modified since there is no authentication tag.
If the recipient is the device, it is not able to detect the
modification since the authentication tag is computed by

The LoRaWAN protocol aims to provide data confiden- the NS after the attacker modifies the frame (in fact the
device will validate the frame).

tiality and data integrity on the air interface, between the
device and the NS. However the data exchanged between

the NS and the AS are only encrypted but not integrityattack on data confidentiality The attacker may try
protected since the NS is the only one to own the keyto guess the plaintext corresponding to an encrypted
used to compute an authentication tag. Therefore the A§ame as follows. The attacker eavesdrops on a frame
is not able to verify if a (encrypted) payload has beenyhich payload is of the forne = k& m, wherek is the
modified. The specification recommends to implemeneystream, andh the plaintext to recover. She makes a
(at the application level) an integrity protection mecha-gyess regarding the plaintext, and chooses a message
nism if the application provider wishes to do so. More- from a set of valid applicative messagesy, a finished
over the specification seems to imply that such a mechajst of commands shared by the device and the AS). The
nism is in fact optional sinceNetwork servers are con-  attacker computes = c& (m & u), and sends’ (to the
sidered as trusted([43], §6.1.4, p. 32). Thisis a bold server or the device). If the guess is corrent=£ n)
statement. Firstly the threat may not come only from thethenc’ = ca (U@ ) = ¢ (uem) = ka u. Hence the
NS (even if it can be dishonest or compromised). In-gecryption will be correct and the command will likely
deed an attacker may target the link (and intermediarye completed. Using this kind of “command oracle” at-
servers) between the NS and the AS. Secondly encrypmck [1, 10, 17], the attacker may rely on the expected
tion only does obviously not provide data integrity, but penaviour of the recipient (either the device or the AS)
it may even not be sufficient to guarantee data confideng ynderstand if his guess is correét.
tiality (in particular in the LORaWAN case). If the recipient is the AS, the attacker can make sev-
eral tries (using the same encrypted payload and frame
Goal The purpose of the attacker is either to modify or counter), because unlikely the AS verifies the frame
to decrypt an encrypted payload. The frame carrying thecounter (since the NS does it). On the contrary, if the
payload may be sent by the device to the AS or sent iffecipient is the device, likely the attacker can make one
the converse direction. Contrary to the attacks describetly only, because the device verifies the frame counter
in Section 3, our attacker here is able to act on the linkand will reject subsequent downlink frames carrying a
between the NS and the AS. For instance the attackeieused counter.

Goal Sending, before the NS, a Join Accept messag
to a device in response to its Join Request allows to dis
connect the device from the network.

4 Lack of data integrity

16And the attacker must use another criterion thamAddr to dis- 171f the attacker targets the device, he may do experiments wi¢h o
criminate the frames sent by the two deviceg( some characteristics such specimen he owns in order to learn first how the devicevesha
of the radio signal, such as its intensity). before acting.
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Attack on data authenticity If the attacker suc- 5.1 List of the possible recommendations
ceeds in recovering a keystreaknit can forge any
ciphertext of her choice. For instance the attacker cal

change a set of datéDevAddr,FCntUp,C =K@ M)  The crux of the “replay or decrypt” attack is to compel
into (DevAddr, FCntUp,€’ = k@ ). Since the up-  the yictim (device or NS) to use a parametisgNonce
link counter is verified by the NS, likely the AS o peynonce) the attacker picks from previous values.
does not check it, and uses the receMdevAddr A natural mitigation is to detect that such a value is re-
and FCntUp values in order to decrypt. Con-  pjaved. This may be done thanks to computationally
versely the attacker can change a set of datgng memory efficient techniques such as Bloom filters
(DevAddr,FCntDown,Cc = k& m) laying on the MQTT [7, 13].
server into (DevAddr, FCntDown,¢’ = k& m'), hence  another option is to use a counter (instead of pseudo-
deceives the device. _ randomly generating thBevNonce and AppNonce va-
The attacker can recover the keystream if he knowgyes) which allows to reject already used values in a
the corresponding plaintext. If the attacker succeedsyrajghtforward manner. This countermeasure has to be

in decrypting data through the “command oracle” implemented both by the device and the NS.
attack described above, he also gets the corresponding

keystream (partially or totally). Then he can use it to ) .
forge encrypted payloads intended to the AS. However?-1-2 Generate values with no repetition

it is unlikely that the device accepts the forged payload.znother approach to thwart the “replay or decrypt” at-
Indeed in such a case, the device has already receivedcx could be to increase the size mfvNonce and

the fra_me_ co_rresponding to some counkemtDown,  pnuNonce values so that the birthday bound is unlikely
hence it will discard any other frame (the one forged by gached, hence preventing the values to repeat. Yet this
the attacker) carrying the same courrentDown. is crippling since it breaks the compatibility between

, ) , patched and unmodified equipment. Using a permutation
This attack is not due to a lack of protection of some ;; 4, {0,...,r — 1} wherer is the number of all possible

intermediary server (between the NS and the AS, such ag,,,es ¢ = 216 for DevNonce andr = 22 for AppNonce)
an MQTT server). If the application frames were duly s 5n alternative way. In the special case whare id;
protected, the worst an attacker could do would be tQnen the value is simply a counter.

delete frames. However, since LoRaWAN does not pro-

vide end-to-end integrity protection between the device o ]

and the AS, it is possible to deceive both of them. There-1.3 Verify if a response is bound to a request
fore we strongly recommend to implement integrity pro-

p-1.1  Detect the replay of a value

i . The DoS attack against the device relies on the fact
tection between the device and the AS. that the device blindly accepts any Join Accept mes-

Moreover the AS should not blindly trust the NS and g6 it receives (as long as it is cryptographically valid).
should verify every security parameter it receives fromHence the device must be able to discriminate the re-

third parties. In particular, if the AS receives the applica sponses and to verify which one is bound to the re-
tion session keyippSkey from the NS, it should verify g o5t it has sent. Thus a field of the lattBegonce,

that the key is fresh (not reused). Slmllarly the AS mustMIC, the whole Join Request message) can be used to
keep track of the frame counters (both uplink and down-Compute a field of the formerappNonce, DevAddr

link counters) in order to avoid frame replays. MIC). Computing the authentication tag on the Join
Accept message as well as on thevNonce value is

5 Recommendations an option, yet it breaks the compliance between equip-
ment. Instead we propose to compute therAddr

In this section we aim at providing recommendations thatparameter the following way. LellwkAddr be the

thwart the attacks described in Section 3. This may leadeast 25 significant bits. NwkAddr is computed as

to major changes in the protocol specification and brealiwkAddr = H(DevNonce, AppNonce,DevEUI) whereH

the interoperability between patched and non-modifieds a collision-resistant function. Using as supplementary

equipment. Hence, as an additional constraint, we aininput the device’s identifiebevEUTI allows to discrimi-

at proposing improvements that could solve the issues asate two Join Accept messages in the case the same root

best as possible while retaining at the same time the comkey AppKey is shared by several devices. The addition

pliance with unchanged version of devices or servers, irof the parametekppNonce in the calculation aims to in-

particular equipment that are already deployed and mayolve the NS. Moreover this formula allows to diversify

not be easily patched. theDevAddr values among different sessions.

Table 2 summarises the proposed countermeasures. For a given deviceif. a fixed DevEUI value), a
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Table 2: Countermeasures to mitigate the attacks agaim®aWAN (D: device. X: X is optional depending on the

technical choice for the countermeasure.)

(A1) Replay or

(A2) Replay or

To be Attack (A3) DosS (D, (A4) DosS (NS,
. decrypt (D, decrypt (NS,
implemented by Countermeasure §3.1.1) §3.1.2) §3.2.1) §3.2.2)
(C1) Detect a replay off
D and NS AppNonce, DevAddr ¢ *
NS and D (C2) Detect a replay off o R

DevNonce

(C3) Generat®evNonce va-
D ; ” . .
lues with no repetition

NS (C4) Gfeneratet\pp_Ngnce va- o R
lues with no repetition

(C5) Verify that the received
Join Accept message co
responds to the sent Join Re-
quest message
(C6 (NS)) Verify that the ses
NS : °
sion keys are shared

(C6 (D)) Verify that the ses-

sion keys are shared

D and NS

DevAddr value computed that way depends only on5.2 Recommended countermeasures
the DevNonce and AppNonce values. Therefore, if
DevNonce repeats either “naturally” (birthday paradox)
or under coerciong.g, “replay or decrypt” attack), an-

The reduced LoRaWAN parameters size limits the effi-
ciency of some countermeasures we propose by paving

other Join Accept message than the one actually sent b e way to new attacks.. Ir?deed, ge_qerating a parar:leter
the NS may be cryptographically valid. Thus this coun-(Pevionce, AppNonce) with no repetition (C3, C4), an

termeasure (C5 in Table 2) must come with the guarantegeteCtingl replays (Cll' _C2) are ?orr?e countﬁ‘r;'l;asures
that either theDevNonce values do not repeat (C3), or we propose. Yet applying one of these met e

the device is able to detect a replayigpNonce values ~ KEEPING at the same tinke original parameter size (for
(C1)18 compliance reasons) may allow to exhaust all possible

This countermeasure based on teAddr calculation ~ CevNonce Of Applonce values. This can be done if an
must be implemented by both the device and the NS attacker succeeds in compelling the device or the NS to
" reach the maximum parameter value (if the parameter

is a counter), or to record all values (if replays are de-
tected)!® Therefore the methods to be implemented in
Each key exchange in LoRaWAN leads to a conundrurrrder to thwart the attacks against LoRaWAN must be
with regard to whether the device and the NS actuallychosen with caution. We recommend to implement the
share the same session keys. In order to eventually solv@llowing.

the riddle both peer may exchange, as soon as the new

keys are computed, a protected frame and verify its auapply C4 This countermeasure aims at thwarting at-
thentication tag. That frame could be a so called “contack A2. A counter may be used to produce the
firmed” frame requiring an acknowledgment (without yprNonce values. The counter must not overlap, and
any applicative payload though), or a command requipne different counter should be used for each device in

ring a responsee(g, LinkCheckRegent by the device, order not to artificially lower the number of activations
or DevStatusResgent by the NS). per device.

Of course if the same session keys are computed twice 4 has to be implemented by the NS.
(e.g, through a “replay or decrypt” attack), the same
frames can be replayed to confirm the key exchange

Therefore this countermeasure (C6 (D), C6 (NS) in Ta_AppIy Cl This coun.termeasure ams at thwartmg_ at-
It may be implemented using computation-

. L . tack Al.
ble 2) must come with another one aiming at precludin - ) .

) gap g lly and memory efficient techniques such as Bloom fil-

ers. However theppNonce parameter being a counter

the reuse of previous security parameters (respectivel?
ClorC3, and C2 or C4). L . .
) (C4), itis enough for the device to store the last received

5.1.4 Key confirmation

18GeneratingAppNonce values with no repetition is not enough

since an attacker could still replay such a value. 19gee Appendix A for details.
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AppNonce value in order to detect a replay. values it receivese(g, using Bloom filters). When the
C1 has to be implemented by the device. device receives a Join Accept message it must verify
the AppNonce parameter and reject the message if the

Do not apply C2 The NS must not keep track of all AppNonce is a reused value.

DevNonce values. Hence an attack aiming at exhaust-

ing all possibledevNonce values and targeting the NS is Apply C6 (D) This countermeasure aims at thwarting

avoided (see Section A). attack A3. Straight after the key exchange is done (Join
procedure), the device must sendlinkCheckRegqom-

Do not apply C3 The device must not generate mand (with no frame payload) and verify (authentication

DevNonce values in such a way as to guarantee theirtag) theLinkCheckAnsesponse from the NS, or verify,

uniqueness (keep using pseudo-random values). Hendkit comes earlier, the first frame sent by the NS. If the

an attack aiming at exhausting all possiblevNonce LinkCheckAnsesponse is not valid or if no valid down-

values and targeting the device is avoided (see Sedink frame is received this must be read into an issue (de-
tion A). vice under attack).

Apply C5 This countermeasure aims to check that theg Related work

Join Request and Join Accept messages are bound in or-

der to thwart attack A3. We recommend to compute theFew analyses on LoRaWAN have been done and publicly
DevAddr parameter the following way. LetwkAddr be  released. Most of the public reviews deal with technical
the least 25 significant bitsNwkAddr is computed as  consideration such as the network management (secret
NwkAddr = H(DevNonce, AppNonce,DevEUI) whereH  keys storagegtc) and generic attacke (g, hardware at-

is a collision-resistant function. . tacks, web attacks) unrelated to the LoRaWAN protocol.
C5 has to be implemented both by the device and th&ome attacks, which exploit specific features of the pro-
NS. tocol, are mentioned but without excess of details.

Regarding the presentation [24], no paper nor slides
Apply C6 (NS) This countermeasure aims at thwarting were made publicly available after the conference (to the
attack A4. We suggest to implement it the following best of our knowledge), however we got a summary of
way. Straight after the key exchange is done, thethe talk. Yet we cannot claim to be aware of all the
NS must send eéDevStatusReqgommand and verify specifics provided during the talk.
(authentication tag) thBevStatusAneesponse from the

device, or verify, if it comes earlier, the first frame sent pgg against a device Lifchitz notes that, since the
by the device. The lack of response must be read int¢eyyonce parameter is pseudo-random, a reuse is pos-
this as an issue (device or NS under attack). sible due to the birthday paradox [24].

In addition the NS must keep all sets of session According to L'Heréec and Joulain, a way to perform

keys from the last valid one up to the latest computed; pos attack is to flood the device with repeated Join Ac-
one. When the NS receives an uplink frame (carrymgcept messages [23].

a DevStatusAnsesponse, or another uplink frame), it The previous authors and Miller note that an alter-
checks the authentication tag with all keys, starting fromp5tive way to attack the device is to replay to the NS
the latest. If the keys that match with the authentication, previous Join Request message (because the server
tag belong to one of the (currently) unapproved setsyeeps track of adertain number of DevNonce valtigs
then the NS keeps this set of session keys only an dropgaging to the device “disconnection” from the network
all the others. This set becomes then the last valid one. [24, 23, 30].

C6 has to be implemented by the NS. According to Tomasin, Zulian, and Vangelista, a de-

] vice may be precluded from joining the network after a
These countermeasures are recommended if both N&rtain number of sessions, depending on the NS’ be-

and d_evices can b(_a modified. If not, we recommend the,5viour [45]. This may happen either “naturally” (if
following. Regarding the NS, apply all recommendedhe NS keeps track of all receivédvNonce values), or

countermeasures above. . due to an attack (if the NS decides to exclude a device
Regarding the device, apply the following countermea-yich it repeatedly receives Join Request messages re-
sures instead. plays from — the replays being sent by an attacker). We

note that if theDevNonce value repeats there is a more
Apply C1 This countermeasure aims at thwarting at-valuable attack than a DoS (namely the “replay or de-
tack Al. The device must keep track of all thgpNonce  crypt” attack described in Section 3.1.1).
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Moreover the authors erroneously recommend to use anplementing version 1.0.2 (the current 1.0 version). In-
2-byte counter fobevNonce instead of a pseudo-random deed, according to the specification, the NS must receive
value, and to increment the counter only when a (valid)a valid uplink frame protected by the new security pa-
Join Accept message is received. According to the aurameters before dropping the current ones and using the
thors the latter ensures that tbevNonce counter is new ones. The attack leads to the computation of the
shared by the device and the NS. Firstly this is wrongsame session keys two different times. Yet, with high
since it is possible to replay any Join Accept messageprobability, these keys are freshe(, never used previ-
Secondly this recommendation leads to a simple attackusly by the NS with a legitimate device) because the
which allows to disconnect the device from the networkattacker has no control on th@pNonce parameter. This
once and for all. This attack is of the same kind than themeans that the attacker has to forge a valid uplink frame
one described in Section 3.2.2. The attacker does the folf she wants to compel the NS to use these keys. That is
lowing: when the device sends a Join Request messagthe attacker must forge a valid 32-bit authentication tag
the attacker forbids (once only) the device from receiv-(without the corresponding key). That being said, we are
ing the Join Accept message sent by the NS. Hence theot aware of the LoRaWAN version analysed in that talk
device reuses the samdevNonce value in subsequent (1.0.1 or 1.0.2).

Join Request messages. And these messages are then dis-

carded by the NS since they carry an invalid.( already Authentication tag forgery The application frames

receivedDevNonce value. Therefore the device is stuck . protected with a 4-byte authentication tag, hence, ac-

since it keeps using the samevNonce value (which is cording to Miller, forgery attempts may be tried mainly
continuously discarder by the NS). against the NS [30, 29]

DoS againstthe NS Miller proposes a denial of service  Random bit generation Tomasinet al. show also that
attack against the NS by flooding the server [30, 29]. it is possible to make the distribution of the random bit
generator output produced by a device (hence the distri-
bution of theDevNonce values) deviate by influencing

Frame replay and frame decryption Lifchitz notes on the signal strength [45].

that the pseudo-randomppNonce parameter may re-
peat due to the birthday paradox [24]. Hence, un-
der the strong assumption that tevNonce value 7 Conclusion
is “forced (device controlled by an attacker), a
keystream reuse is possible with high probability afterThe extensive analysis we perform of the security pro-
2In(2) x 11x 224 ~ 16,000 activations, or 22 hours tocol LoRaWAN 1.0 shows that it suffers from several
if a key exchange is done in 5 seconds. In fact such aveaknesses. We describe precisely how these flaws
statement is wrong or, at least, hazy: if bodwNonce  can be exploited to carry out attacks, including practi-
andAppNonce values repeat, this leads tsassion keys cal ones. These attacks lead to a breach in the network
reuse. In order to get keystreanreuse, it is necessary availability, data integrity, and data confidentiality.
for theDevAddr parameter to repeat as well. Moreover The first type of attacks ends up with the device dis-
this means a continuous series of key exchanges withouwtonnection from the network. The second kind allows an
any intermediary application frame. Hence the sake ofttacker to replay and to decrypt frames, hence to deceive
such an attack may be questioned. the NS (or the AS) or the device (which may be an ac-
Furthermore it is unclear where the numbers comeuator). We emphasise that the aforementioned attacks,
from. We may assume that the NS keeps track of 1Gue to the protocol flaws, do not lean on potential im-
DevNonce values, and the attacker uses 11 differentplementation or hardware bugs, and are likely to be suc-
Join Request messages, randomly choosing one at eachkssful against any equipment implementing LoRaWAN
try. However the NS unlikely accepts every such mes-1.0. Likewise the attacks do not entail a physical access
sage since the same message (hence theBarlience  to the targeted equipment and are independent from the
value) is picked after roughly 4 tries. Hence the numbemeans used to protect secret valugg(using a tamper
of activations needed to get a reuse of bD#vNonce resistant module such as a Secure Element).
and AppNonce values is higher than the provided num- We present new attacks and, contrary to previous
ber 16000, as well as the duration of the attack. And theworks (to the best of our knowledge), the attacks we
number of 10 stored values seems to be implementatiodescribe target both types of equipment (device or NS).
specific. Yet we cannot claim this is the genuine purposeMoreover our attacker needs only to act on the air inter-
of [24]. face (to eavesdrop and send data), but she does not need
Finally this attack is unlikely successful against a NSto get a physical access to any equipment (in particular
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the device). p). This corresponds td ~ 301804 activations and
In addition we provide practical recommendations al-more than 17 days to exhaust almostia’Nonce va-

lowing to thwart the attacks we have found, while atlues.

the same time being compliant with the specification,

and keeping the interoperability between patched and un-

modified equipment. According to us, the recommended®.2  Against the AppNonce parameter

countermeasures can be implemented in a straightfor-
ward manner. Core If the NS generates theppNonce parameter so

Furthermore the attacks we describe may allow to ap;hat it never repeats (C4), or if the device keeps track of

preciate the security properties provided by the upcomf"” AppNonce values it receives (C1), then it is possible

ing version 1.1 of LoRaWAN, and to bridge the gap if to disconnect the device once and for all.
these properties do not fulfill their intended purpose.

Attack Letus consider the first case (C4). The purpose
A  Exhaustion attack is to compel the NS to use all possilalgpNonce values.

The NS generates a Join Accept message (hence a new
Generating a parameté¥dvNonce, AppNonce) with no  AppNonce value) only if it receives a valid Join Request
repetition (C3, C4), and detecting replays (C1, C2) arenessage. Therefore the NS must accept as many Join
some countermeasures we propose. Yet, in LoRaWANRequest messages as possitpeNonce values. Since
size does matter. Applying one of these methatile  |[DevNonce| < |AppNonce|, this is possible only if the
keeping at the same tintiee original parameter size (for NS does not keep track of allevNonce values it re-
compliance reasons) may lead to an attack aiming ageives (namely if the NS does not apply C2, which is
exhausting all possiblBevNonce or AppNonce values, likely its behaviour). Then the attacker can use a circu-
hence forbidding the NS or the device to start a new aclar list of Join Request messages. Such messages can be
tivation. Therefore this exhaustion attack, targeting thecollected using the technique described in Section 3.1.1,
device or the NS it connects to, may lead to an irrevocaand then used in a similar way than the one described in
ble disconnection of the device. Section 3.1.2.
Note that if the NS uses the same poolgpNonce va-
. lues for all the devices, this leads to the definitive discon-
A.1  Against theDevlonce parameter nection of all these devices. In such a case the attack may

Core If the device generate®vNonce values with no  be distributed among several “false” devices (controlled
repetition (C3) or if the NS keeps track of akvNonce DY the attacker; no duty cycle enforced).

values it receives (C2), it is possible to disconnect the Let us consider the second case (C1). The purpose of
device once and for all. this attack is to make the device keep track, hence re-

ceive, all possibleippNonce values. This means that

Attack Every time the device sends a Join Requestthe NS has to accept as many Join Request messages as

message, the attacker replies with a “false” Join AC_pOSSIbleAppNonce values. Therefore the NS must not

cept message. Hence the device generates a new m keep track of all thé@evNonce values it receives (since
P ge g TﬁevNonce| < |AppNonce|). Namely the NS must not

sage once again. .If countermeasure C3 is applied, aapply C2. Yet this is not sufficient. Indeed the device ac-
DevNonce values will be eventually used. If countermea- .
cepts as many Join Accept messages (hapg#once

sure C2 is applied, the NS will refuse further Join Re- ; : .
. values) as Join Request messages it sends. Therefore if
guest messages once all possitdeNonce values have . . o
the device generat@svNonce values with no repetition,

been received, be these values pseudo-random or not. ...~ . )
it limits the number of receivefippNonce values. Hence

the device must not apply C3. Therefore this attack is
Numerical sample Let us assume that a key exchangepossible if the NS does not apply C2 and the device does
is done in 5 seconds. If thiBevNonce values never re- not apply C3 (which is likely their basic behaviour).
peat, the attack targeting the device is achieved in 91 Moreover the implementation of this attack implies to
hours. be able to compel the device to send multiples Join Re-

Let us consider the case when the NS keeps track ofjuest messageshile receivingthe corresponding Join

all DevNonce values. If the values are pseudo-random,Accept responses. We have not identified such means
the proportion effectively generated by the device, hencgyyt to be able to influence on the device power supply.

receiveéd by the NS aftef key exchanges, ip=1—  vet, if the device is switched off, it may lose memory of
exp(— ). For this proportion to b@ = 99%, the num-  the storedippNonce values, which is orthogonal to the
ber of key exchanges must be at letist —216 x In(1— goal of this attack.
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Numerical sample If the AppNonce values do not re- [13]
peat (C4), they are all produced aftéf % 5 seconds=
2.66 years (using one device).
If the same pool ofppNonce values is used by the NS [14]
for all devices, the attack may be distributed among sev-
eral devices controlled by the attacker. If 300 such de-
vices are used in parallel, the attack is achieved in 3 dayg5]
approximately.

If the device keeps track of allppNonce values (C1),
and if the values are pseudo-random= 99% values [16]
are received by the device aftere= —224 x In(1— p) ~
77.26 x 10° activations. This means more than 12 years
to exhaust almost allppNonce values.

[17]
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