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Abstract. Attrapadung (Eurocrypt 2014) proposed a generic framework called pair encoding to simplify the de-
sign and proof of security of CPA-secure predicate encryption (PE) instantiated in composite order groups.Later
Attrapadung (Asiacrypt 2016) extended this idea in prime order groups. Yamada et al. (PKC 2011, PKC 2012)
and Nandi et al. (ePrint Archive: 2015/457, AAECC 2017) proposed generic conversion frameworks to achieve
CCA-secure PE from CPA-secure PE provided the encryption schemes have properties like delegation or verifi-
ability. The delegation property is harder to achieve and verifiability based conversion degrades the decryption
performance due to a high number of additional pairing evaluations. Blomer et al. (CT-RSA 2016) proposed
a direct fully CCA-secure predicate encryption in composite order groups but it was less efficient as it needed
a large number of pairing evaluations to check ciphertext consistency. As an alternative, Nandi et al. (ePrint
Archive: 2015/955) proposed a direct conversion technique in composite order groups. We extend the direct con-
version technique of Nandi et al. in the prime order groups on the CPA-secure PE construction by Attrapadung
(Asiacrypt 2016) and prove our scheme to be CCA-secure in a quite different manner. Our conversion technique
incurs a cost of exactly three additional ciphertext components and only one additional unit pairing evaluation
during decryption. This is a significant improvement over the available conversion mechanisms in prime order
groups. We also have presented an alternative construction of direct CCA-secure predicate encryption scheme
which is more efficient in the ciphertext size (only one additional ciphertext component) at the cost of increase
in pairing evaluations (three additional unit precisely) required during decryption.

1 Introduction

The concept of Identity-Based Encryption (IBE) was proposed by Shamir [Sha85] as a replacement of traditional
public key encryption. In an IBE, a sender can encrypt a message for a receiver by knowing only the identity of the
receiver along with some system information. The notion of IBE thus gets rid of the burden of distributing correct
public key of each user completely.

The first-ever construction of IBE was due to Boneh and Franklin [BF01]. Informally, in an IBE system, a cipher-
text C created for a user of identity y can only be decrypted by that particular user (i.e. having identity y). One can
view IBE as a realization of equality predicate in the encrypted domain. Subsequently IBE was generalized to emu-
late access control predicate (Attribute-Based Encryption [GPSW06,BSW07,Wat11]), inner product predicate (Inner
Product Encryption [KSWO08,0T09,SSW09]), vector containment predicate (Spatial Encryption [BHO8]) or subspace
predicate (Doubly Spatial Encryption [Ham11]) etc. All the aforementioned schemes are behaviorally similar in the
sense they all emulate certain predicate function such that a receiver can decrypt a ciphertext if (s)he satisfies the
predicate function. Such schemes can be viewed as different cases of the class predicate encryption (PE). A predicate
encryption is defined by a predicate tuple (X,), R) where X and ) are key-space and data-space respectively and
R: X x)Y — {0,1} is the predicate function. A user having a secret key (K) with respect to the key-index z can
decrypt a ciphertext (C) encrypted under a data-index y if R(z,y) = 1.

The dual system technique [Wat09,LW10] allows one to construct adaptively secure predicate encryption schemes.
Attrapadung [Att14] and Wee [Weel4] independently observed a similarity in the structure of the proofs of dual system
technique based adaptively secure predicate encryption schemes. The notions of pair encoding [Att14] and predicate
encoding [Weeld] were introduced as abstraction of complex key and ciphertext structure of available predicate
encryptions. Such encodings allowed them to construct adaptively CPA-secure predicate encryptions using dual
system technique. This new approach not only allowed them to improve the performance of several available predicate
encryption schemes but also to instantiate several completely new schemes. For example, pair encoding [Att14]



allowed the first-ever construction of PE for regular language, ABE with constant-size ciphertext etc. However, the
CPA-secure predicate encryption instantiation was performed in composite order groups.

Later Attrapadung [Att16] and Chen et al. [CGW15] constructed adaptive CPA-secure predicate encryption
schemes in the prime order groups using pair encoding and predicate encoding respectively. Even though both
the constructions were in prime order groups, [CGW15] was even more modular due to the use of dual system
group (DSG) [CW14]. Agrawal et al. [AC16,AC17] integrated pair encoding and dual system group and introduced
different security notions for pair encoding. The authors in [AC16,ABS16] noted that pair encoding is more general
than predicate encoding. However, all these schemes aimed at constructing CPA-secure predicate encryption.

Motivation. In various practical scenario, CCA-security is assumed to be mandatory. One can use available generic
techniques [YAHK11,YAST12,NP15a,NP17] to convert CPA-secure predicate encryption into CCA-secure predicate
encryption. Informally these techniques add new components in the CPA-ciphertext that can be used later to check if
the ciphertext has been tampered in the line. Therefore they face problems of two-fold — (1) increased length of key-
indices and data-indices which result in a bigger secret key and ciphertext and (2) extra cost to perform verifiability or
delegation. For example, verifiability based solution makes the decryption lot costlier than the cost of decryption in the
CPA-secure scheme in terms of the number of pairings evaluated (See Appendix A). This degrades the performance
as the decryption algorithm has to perform additional all most twice of m; x wy x (d? + d) x (mg + 1) many
pairing evaluations. Blomer et al. [BL16] proposed a direct CCA-secure predicate encryption from pair encodings in
composite order groups. The verifiability based check, that they used, takes nearly the cost of CPA-decryption number
of pairing evaluations, thus degrades the performance of the decryption. Recently Nandi et al. [NP15b| suggested a
direct conversion to CCA-secure predicate encryptions from pair encodings. Even though that conversion is efficient
and generic, it is provided in the composite order group. Naturally one would like to construct a direct CCA-secure
predicate encryption in prime order groups from a CPA-secure predicate encryption without compromising the
performance.

Our Contribution. As pair encoding is more general than predicate encoding schemes, we use pair encoding
scheme based generic construction of CPA-secure predicate encryption [Att16] to construct a direct adaptive CCA-
secure predicate encryption in prime order groups that does not compromise the performance. The ciphertext in our
construction adds ezactly three additional components to the ciphertext of [Att16] namely a (d + 1)-tuple made up
of source group elements (i.e. an element of ngﬂ)), an OTS verification key and a signature. During decryption our
construction needs only one additional unit! of pairing evaluation along with an OTS verification.

As an alternative, we have presented another direct CCA-secure predicate encryption construction (in Appendix
C) without using the primitive OTS. It adds only one additional component to the ciphertext of [Att16] at the cost
of three additional unit pairing evaluations during decryption.

Organization of the Paper. Section 2 contains necessary definitions and notations that is followed in this paper.
In Section 3, the definition of pair encoding scheme with its security is recalled. In Section 4 we describe our generic
conversion mechanism to achieve cca-security. Section 5 proves the security of our construction. Section 6 concludes
the paper. We describe standard CPA-to-CCA conversion in Appendix A to explain the cost of such conversion. The
games in the security argument that we mimic from [Att16] is presented in Appendix B. We present a (some-what)
less efficient direct CCA-secure predicate encryption construction in Appendix C.

2 Preliminaries

Notations. We denote [a,b] = {i € N:a <14 < b} and [n] = [1,n]. We assume v is a vector having components

Viy...,Un. By s & S we denote a uniformly random choice s from S. 1* denotes the security parameter for A € N.
t

Any x € X! is a t-dimensional column vector whereas we use x € X'** and x € (X ) to denote t-dimensional row

vectors.

! By one unit we mean (d + 1) many pairing evaluation for a (d + 1)-dimensional system.



Predicate Family. The predicate family for an index family s is R = {Ry }xes, where R, : X, x Y, — {0,1} is a
predicate function and X, and ), are key-space and data-space respectively. We will often omit x in the subscript
for the simplicity of representation.

2.1 Predicate Encryption
A predicate encryption (PE) scheme ITg for predicate function R : X x Y — {0,1} consists of following algorithms.

— Setup(1*, k) for the security parameter A € N generates master secret key msk and public key mpk.
KeyGen(msk, x) generates secret key K of the given key-index = € X.

— Enc(mpk,y, M) takes as input data-index y € ) and a message M € M and generates ciphertext C.

Dec(K, C) takes a key K corresponding to key-index z and a ciphertext C corresponding to data-index y and
outputs a message M or L.

Correctness. A predicate encryption scheme is said to be correct if for all (mpk, msk) < Setup(1*,k), all y € Y,
all M € M, all C < Enc(mpk,y, M), all z € X, all K + KeyGen(msk, x),

M if R(x,y) =1

Dec(K,C) = .
ec(X, C) L i R(z,y)=0

Security. Chosen ciphertext security (IND-CCA) of a predicate encryption scheme IT, can be modeled as a security
game between challenger C and adversary A.

— Setup: C gives out mpk and keeps msk as secret.
— Phase-l Query: Queries are performed to available oracles as follows.
o Key Query: Given a key-index z, keygen oracle O returns K < KeyGen(msk, z).
e Dec Query: Given (z,C), decryption oracle O, returns Dec(K, C).
— Challenge: A provides challenge data-index y* (such that R(x,y*) = 0 for all key query x) and two messages
(M,, M,) of equal length. C generates C* <— Enc(mpk,y*, M) for b & {0,1}.
— Phase-ll Query: Queries are performed to available oracles as follows.
o Key Query: Given a key-index x such that R(z,y*) = 0, keygen oracle O returns K < KeyGen(msk, x).
e Dec Query: Given (z,C), decryption oracle O, returns Dec(K, C) if R(z,y*) = 1 and C = C* does not
happen at the same time.
— Guess: A outputs its guess b’ € {0,1} and wins if b = b’.

For any adversary A the advantage is defined as follows.
AdeR()\) = |Pr[b=1b'] —1/2|.

A predicate encryption scheme is said to be IND-CCA secure if for any efficient adversary A, AdvﬁR()\) < neg(A).
In this paper we use the advantage notation AdvﬁR (M) to denote the advantage of any adversary A to break the

predicate encryption scheme IT,. If the decryption oracle is not available to the adversary, we call such security
model as IND-CPA security model.

2.2 Matrix Diffie-Hellman Problem

" 7) such that M € GL, .
We say that D ;- Matriz Diffie-Hellman Assumption holds in G if for any PPT adversary A, the advantage,

We call D, a matrix distribution if it outputs matrices in Zz()d“‘l)x(d"’l) of the form T =

Adv R MaPH () — |pp [A(G,g?,g;r(g)) = 1} —Pr [A(G,ngvg;r@)) = 1] ‘ < neg(A)

where the probability is taken over (G,, G5, G, e, p) & G(A), (91, 95) & G, xG,, T & D,y & Zg, i & Z, and
the internal randomness of A such that G = (G,,G,, G, e,p, 9;,9,)- It is to be noted that Matriz Diffie-Hellman



Problem is random self reducible [Att16,EHK'17]. Therefore given an instance of the problem, one can construct

~(3)

polynomial number of different instances of that problem without degrading the reduction i.e. given ng, 91

Y
T( X
(y m N

it is easy to construct | g7, g, ) such that Y = (y,,...,¥,,) is uniformly random in (Zg) Y= (U5 Up)

m
is uniformly random in (Zp> for m = poly(X).

2.3 Parameter Hiding Lemma

un()
The parameter-hiding lemma defined by [Att16, Lemma 2] is the following. Given g,, g5, B, Z, g, 0/ ¢ ngH)Xd
H, Z ( Ly

and g, 0 ) € ngH)Xd, the (d + 1,d + 1) entry of the matrix B*IHiB is information-theoretically hidden.

2.4 Strong One-Time Signature
Signature Scheme. A signature scheme consists of three PPTs,

— Gen outputs verification key vk and signing key sk.
— Sign computes a signature o on the input message m.
— Verify on (m/, ¢’) input it outputs 1 if ¢’ is a valid signature on m/'.

Security Definition. Strong One-Time Signature (OTS) model is defined by the game between challenger C and
adversary A as follows.

— Gen: C runs (vk, sk) + OTS.Gen(1*). A is provided with vk.

— Query: A is given access to oracle OTS.Sign(sk, -) for only one query. Let A queries with a message m and gets
back a signature o.

— Forge: A outputs a pair (m*,c*).

A wins this game if OTS.Verify(vk,m*,c*) = 1 and (m, o) # (m*,c*). The advantage of adversary A is defined to

be the probability of its win and is denoted by Advfg%vl A()\). We call a signature one-time secure if for any efficient

adversary A, Advj{g%vm()\) < neg(\).

3 Pair Encoding Schemes

Attrapadung [Att14] introduced the notion of pair encoding scheme. Later he [Att16] refined the notion with regularity
of encoding. Here we recall the definition of pair encoding. We will describe the regularity properties of pair encoding
in Section 4.1 (precisely Properties P1,P2,P3,P4). It should be noted that all the available predicate encryption
schemes constructed on some encoding schemes [Att14,Weel4, CGW15,AC16,Att16,AC17] follow the regularity of
encoding property.

A Pair Encoding P for a predicate function R, : X x Y_— {0,1} indexed by x = (N € N, par) consists of four
deterministic algorithms:

— Param(k)— n where n is the number of common variables h = (hy,...,h,) in EncK and EncC.



— EncK(z, N)— (k = (ky, ..., k,, );m,) where each k, for ¢ € [m,] is a polynomial of m, own variables r =(r, ...,

rmz), common variables h and «. Each polynomial k, is
k (o,r,h) =ba+ >3 b+ > brihy,
j€[ma] j€[ma]
ken]
where b,,b,;,b,. € Zy for all ¢ € [m], all j € [m,] and all k € [n].
— EncC(y,N)— (¢, = (¢},.--,¢,,);w,y) Where each ¢; for I € [w,] is a polynomial of (w, + 1) own variables
s =(8g,- -+, 5,,) and common variables h. Each polynomial c; is
¢; (s,h) = . > ays;+ _ > a8l
JE[0,w2] JE[0,ws]
ke[n]

where a;;,a;, € Zy for all 7 € [w,], all j € [0,w,] and all k € [n].
— Pair(z,y, N)— E € Z ™.

Correctness. A pair encoding scheme is said to be correct if for all N € N, for all y € ), ¢ <~ EncC(y, N), all
z € X_, k < EncK(z, N) and E <+ Pair(z,y, N), kEc' = as, if R(z,y) = 1.

Properties of Pair Encoding Schemes. We define two natural properties of the pair encoding scheme as follows.

— Param-Vanishing: k(a,0,h) = k(«, 0,0).
— Linearity:
k(oy,ry, h) +k(o,,ry,h) = k(o + a1y +15,h)
and
c(s;,h) 4 c(sy, h) = c(s; +s,,h).

3.1 Security Definitions for Pair Encoding Schemes

Perfect Security. Pair Encoding P is said to be perfectly master-key hiding if the following holds. Suppose R(x,y) =
0. Let n + Param(x), k <= EncK(z, N) and ¢ < EncC(y, N). Then the following distributions,
{c(s,h),k(0,r,h)} and {c(s,h), k(a,r, h)}

are identical where h & Ly, o & Ly, r & Z7? and s & ZS:}UQH).

Computational Security. Two types of computational security notions CMH and SMH are defined in [Att16]
for a bilinear group generator G. We use these security notions to argue indistinguishability of type-1 and type-2
semi-functional keys. For the sake of completeness we note these notions of security down here.

Both the security notions (CMH and SMH) are defined as the security games as follows.
$
EXDg 6 o.0,t1,t2(AN) 1 (G1, Ggy Gy e, N) <= G(A); (915 92) < Gy x Gy,

ad Zy,n < Param(k),h & YA
O%.0,0m() 02 5.am()
st A O (g, 9,); 00 = Ay S0P (st)

where G € {CMH, SMH} and each oracle O, O? can be queried at most ¢,,t, times respectively.

— CMH:

. OéMH’D,%h(I’*): Run (k;m,) < EncK(z*); r & AL
geOmR) e —
gkl ey q
® O%MH,D,a,h(y): It R(x*vy) = ]-7 then return L.

return V <« {

Else run (c;wy) < EncC(y); s & Zg;LTU2+1);
c(s,h)

return U + g;



— SMH:
* Odyha.0.n(y*): Run (c;w,) < EncC(y*); s & Z%UZH);

return U < gf(s’h).

* O%MH,ma,h('r): If R(z,y*) = 1, then return L.

Else run (k;m,) < EncK(z); r & VASSH
kOrh) ira =0

return V < 2 .
{g“*m ifo=1

The advantage of adversary A against pair encoding P is defined as Advfj’tz’G’P(/\) = |Pr[EXPp g co.a.ty.00(N) =

1] = PrExpp g g 1.0t 4,(A) = 1]|. Pair encoding P is (¢,t,)-CMH (resp. SMH) secure in G if Advi’tQ’G’P(/\) is
negligible for G = CMH (resp. SMH).

Remark 1. Similar to [Att16], we will use security notions like (1,1)-CMH and (1, poly)-SMH security to prove the
construction secure. In this paper, while proving security, we denote (1,1)-CMH by CMH and (1, poly)-SMH by SMH
security.

4 CCA-secure Predicate Encryption from Pair Encoding

Here we present a direct construction of CCA-secure predicate encryption scheme in prime-order groups from pair
encoding scheme.

4.1 Regular Decryption Pair Encoding

We restrict underlying pair encoding to satisfy the property of regular decryption. These restrictions are amalgamation
of regular encoding properties [Att16, Definition 1] and the decryption sufficiency properties [NP15b, Conditions 3.1].
Note that, these restrictions are quite natural and are observed in all the available pair encoding based predicate
encryption construction.

The regular decryption properties of pair encoding is noted below:

)t For i € [w,],¢ € [my], if 3j' € [0,w,], k" € [n],j € [my], k € [n] such that a;;,, # 0 and b, # 0, then E ; = 0.
)+ For v € [m,], if 3j € [my], k € [n] such that b, ;, # 0 then 3i € [m,] such that k; =r.
P3): For i€ [wy], if 3" € [0,w,], k" € [n] such that a;;,, # 0 then 3i € [w,] such that c; = 8.
P4): ¢ (s, h) = s,.
P5) : For (z,y) € X x Y, such that R(z,y) = 1, (k;m,) < EncK(z, N) and E < Pair(z,y, N) then k(c,0,0)E =
(%,0,...,0) € Z§' where * is any non-zero entry.

Here we give some intuitive idea of regular decryption property of pair encoding. In Attrapadung’s prime-order
instantiation of pair encoding based predicate encryption schemes, a particular type of commutativity was impossible
to compute [Att16, Eq. (8)]. We use Property P1 to restrict such cases. This property has been used to prove the
correctness of the scheme. Property P2 and P3 ensure that if the key-encoding k (resp. c) contains h; 7, (vesp. hy,s;)
then r, (resp. s j,) has to be be given explicitly. These two properties have been used in the security proof. We will see in

J
the coming section that we produce a commitment on the CPA-ciphertezt and bind it to the randomness s,,. Therefore

we fix the position of polynomial s, in Property P4. Also to decrypt, given a secret key K € ((GgCH'l))m1 and a pairing

matrix E € Z3' " (see Section 3 for description), the decryptor will compute an altKey K= (KO, Kp ey le) €

(Gg“l))(wl“). We restrict that « used in secret key (K) generation affects only K1 via Property P5. We will be
needing this property in the security argument.



4.2 Construction

For a pair encoding scheme P for predicate function R, a predicate encryption Il for predicate function R is defined
as following.

— Setup(1*, N): Runs (G,,G,, G, e,p) < G(A) where G is an asymmetric prime-order bilinear group generator.
Picks (g,,95) & G, x G,. Runs n < Param(k). Defines H = (H,,...,H,_ ;) where H; < 5 Z{H XD for
each i € [n + 2]. Chooses (B,D,a) & GL, 441 X GL,, 4 x Z(dH) Defines D := (0 9),Z := B~ "D, chooses

collision resistant hash function A : {0, 1}* —> Z,, and chooses a one-time signature scheme OTS. Keeps msk =
(¢9%,B,Z,H) to be secret and computes,

I I I I To(1 T I
mpk = (g?(g),nglB<g),...,g?MB(g),gf(Od),gflz(5),~-.,g;{"”z(5),6(91792)" B4, 2, 0T5>

— KeyGen(msk,z): Runs (k = (ky,...,k,, );my) < EncK(z,N). Chooses r,..., r & Zg and defines R =

7 ma mo

((rol ),..., (FTSQ )) € (Zz()d+1)) . Outputs K = {g (e, RH)}Le ] € (ngﬂ))m1 where for each ¢ € [m,],

k(R H)=ba+ > b, Z(‘”)+ S bL]kHTz(ff>

j€[ma] JE€[m2]
ke(n]
— Enc(mpk,y, M): Runs (¢ = (c,...,¢, );jw,) < EncC(y,N). Chooses sg,..., s, & Zg and defines S =

(wa+1)
((55)>7..., (SEQ)) € <Z§d+1)> e Computes C = (Cy,...,C, ,C, ,,) where for each 7 € [w,], C; =
g5 e G guch that

(S, H)= Y LjB< )+ > ayHy B( )fOI"LE[wl]

Jj€[0,wz] JE[0,w2]

ken]
aTB(Sé)) A .
and C, | = M-e(g,,9,) . Runs (vk, sk) < OTS.Gen(1%). Then it computes £ = H(C, vk) and outputs
_ (EHp 41 +Hn+2)B( ) _
C = (C,, C,vk,0) where C, = g, and o < OTS.Sign(sk, C,,).

— Dec(K, C): Given K and C corresponding to key-index x and data-index y respectively, if R(z,y) = 0, it aborts.
Also aborts if OTS.Verify(C, vk, o) evaluates to 0. Then runs E « Pair(z,y, N). Given K = (K,..., K, ) and

m

f(wl) where K, = [] (K,)®“ for each i € [w,]. Chooses ¢ & Zg. Defines

L€[m]

_ z(g) _ (gHT+1+Hn+2)z<5) _
) where K, = g, and ¢ = g, for £ = H(C, vk).

ciphertext C it computes (f( Dreens

modified key K = (K,,0- K|, K,,... K,
Outputs M such that
-1

M=C, ., eCyEKy) | [] e(C K| - (1)

wi+1 el
refw]

4.3 Correctness

—1
Here we compute e(C,, K,) - | ] e(C;, Kz)) to show the correctness of the construction.

ewi] ’

_ (EHn+1+Hn+2)B(SOO) Z(B) B(?) (£H11+HL2)Z( )
e(Co. Ky) =€ | ¢ 92 =€l g » 92

Now, [[ e(C,K,)

r€w1]



=e(C,K) [T e(CrK;)
re[2,w1]

B S(;)) - .

=e|g 9K |- [H ]e(CZ, K,) (due to Property P4 of regular decryption pair encoding)
re(2,wy

B(S(;’) B S(;’) - .

=el|l¢g D] -elyg K e(C;, K;)
re(2,wq]

B(S(;’) (eHI+1+HI+2)Z(5) 8 _
=€l g » 92 'e(cvi—1)'~ H e(CD z)

B(Sé)) (£HI+1+H,TL+2)Z(8) -
=el g )92 - I e(C, K;)

Ze[wl]
(S T T I3 s T T T ! -1
B °> (¢H,,,+H, )Z() B(°> (€H,,,+H, )Z() .
0 +1 +2 0 0 +1 +2 0
=€\ 9 » 92 el 91 P : H e(C[aK[)
refwi]
-1
=< IT e(C; I (KL)E“')
r€[wq] L€[m]
-1
=| II eC,K)®
LE[m]
Ze[wl]
—-a'B S(;’)
= (91, 92) (due to correctness of [Att16])

-1
Then C,, ,, - e(Cy, K) - < I1 e(C;, Kz)> = M.

r€w1]

Remark 2. Dec creates modified key K for a given secret key K and the pairing matrix E. From now onwards, we will
use decryption key or altKey interchangeably to denote the modified key. One can simply view the Dec function as a
composition of AltKeyGen and AltDec where the former creates the altKey K and the latter performs the decryption
of C using altKey K. Precisely AltKeyGen(C, z, msk) computes modified key K and AltDec(C, K) computes RHS of

Eq. (1).

Remark 3. We have extended the CPA-secure predicate encryption construction of [Att16]. We follow the direct CCA
construction technique of [NP15b] to achieve an efficient CCA-secure predicate encryption construction in prime order
groups. Note that [NP15b] was instantiated in composite order groups. The common variables H, in our construction,
contains n + 2 matrices whereas in [Att16] it contained n matrices. We use these extra two common variables H,
and H, _, to compute a commitment of CPA-ciphertext C. This technique loosely relates to [BMWO05]. We first

compute the hash of (C,vk) and bind it to the randomness B(saj) using common variables H ., and H, ,, where

vk is verification key for OTS. This results in an extra ciphertext component namely 60. We then use the one-time
signature OTS to compute a signature o on C, and output C = (C,, C,vk, o). Notice that KeyGen algorithm is
exactly the same as [Att16]. The Dec is modified to perform cancellation of extra ciphertext component. To do that,
we define altKey K to contain K, and ¢. We use associativity [Att16, Section 4.1] to cancel the extra ciphertext
component 60 using K, and @. Once such a cancellation is performed, the decryption happens exactly like [Att16].



Remark 4. Even if our construction here is structurally quite similar to that of [NP15b], we use an OTS to ensure
integrity of C,. Use of OTS allows us to get rid of extra verification step (precisely Eq. (7) in Appendix C) that is
needed to check the structure of C,. We have presented the construction of direct CCA-secure predicate encryption
in prime order groups in Appendix C, that performs such a check and therefore follows the construction of [NP15b]
completely.

Efficiency. Our construction increases the ciphertext length by exactly three namely 60, vk and o is returned along

with the CPA-ciphertext C where 60 € ngﬂ), vk is verification key of OTS and o is the signature of 60 with respect
to the signing key sk corresponding to vk. As we mentioned earlier, we have reused KeyGen of [Att16], therefore
the secret key does not change. However Dec has to verify the signature ¢ and evaluate only one additional unit of
pairing (namely e(C,, K,)). As both C, and K|, are group elements having (d + 1)-components, the decryption in
our construction incurs an additional cost of (d + 1) pairing evaluations only. This is really efficient as opposed to
traditional CPA to CCA conversions by [YAHK11,YAST12 NP17] that needs almost two times m, x w; x (d+1) x
(my + 1) x d many pairing evaluations. See Appendix A for the exact cost of such conversions.

5 Security of the Proposed Construction

To prove our predicate encryption construction fully CCA-secure, we extend the proof technique used by Attrapadung
in [Att16]. In case of dual system proof technique, one needs to add randomness to ciphertext, keys and altKeys
to construct semi-functional ciphertext, semi-functional key and semi-functional altKeys respectively. At the end,
one has to show that the randomness of semi-functional components of ciphertext and keys will blind the message
completely. We use the abbreviation ‘type’ to identify semi-functional type.

Intuitively, the collision resistance of H neither allows the adversary to come up with a different C nor allows

the adversary to change vk that results in the same commitment £&. The adversary, after receiving challenge C =
(6;, C*,vk*, 0*), can however keep the same C* and construct some different 6:) and produce C = (ég, C*,vk*, o*)
as decryption query. Such a scenario allows the simulator to forge the underlying one-time signature. Therefore during
the security game, what the adversary can do is to come up with random ciphertext C for decryption. With all but
negligible probability,  used in decryption query (x, C) will not satisfy y which is implicit data-index of C. This
way we are ultimately stopping the adversary to gather any non-trivial information.
Theorem 1. Suppose a reqular decryption pair encoding scheme P for predicate R is both SMH and CMH-secure?
in G, and the D, -Matric DH Assumption holds in G. Then the scheme IIy (in Section 4.2) is fully CCA-secure
encryption scheme if H is collision resistant hash function and OTS is strong one-time signature. More precisely, for
any PPT adversary A that makes at most q; key queries before challenge, at most q, key queries after challenge and
at most q_ decryption queries throughout the game, there exists PPT algorithms By, B,, B3, B,, By such that for any
A;

Advi®(N) < (24, +2q,, +3) - Advg ™M PN g - Advig™ T () + AdVE () +q, - Advig T (A) 4, - Advy ' ore (V).

5.1 Security Argument

Here we give hybrid security argument to prove the security of predicate encryption scheme II,. Probabilistic
polynomial time adversary A is capable of making at most ¢; key queries before challenge phase, at most g, key
queries after challenge phase and at most ¢ decryption queries throughout the game. Let ¢ = ¢, + ¢,.

Game,, is the real security game and Game, is the game where all secret keys are type-3 semi-functional keys, all
altKeys are type-3 semi-functional altKeys and the challenge ciphertext is semi-functional ciphertext of random
message (therefore is independent of the message that is to be encrypted). To prove the indistinguishability of Game,
and Game,, we define the sequence of games of Table 1. The idea is to change each game only by a small margin and
prove indistinguishability of two consecutive games. First we make the challenge ciphertext semi-functional. Then

2 Here SMH means (1, poly)-SMH and CMH means (1,1)-CMH (See Section 3.1).



Games Difference from Previous Proof Strategy
Gameg - [Att16]
Game; challenge ciphertext is semi-functional [Att16]
Games ;_1,3 | all the (z — 1) secret keys are type-3 key (7 < ¢1) [Att16]
Gamez ;1 i'" secret key is type-1 key (i < q1) [Att16]
Games,; 2 i'" secret key is type-2 key (i < q1) [Att16]
Games; 3 i'" secret key is type-3 key (i < q1) [Att16]
Gameg ¢, +1,1| all post-challenge secret keys are type-1 key Att16
Gameg ¢, +1,2| all post-challenge secret keys are type-2 key Att16
Gamey g, +1,3|  all post-challenge secret keys are type-3 key [Att16]
Games,;—1,3 |all the ( — 1) altKeys are type-3 altKey (¢ < ¢, )| this work
Games ;1 it" altKey is type-1 altKey (i < q,,) this work
Games ; 2 i'" altKey is type-2 altKey (i < q,,) this work
Games ;3 it" altKey is type-3 altKey (i < ap) this work
Games |challenge ciphertext is semi-functional encryption| this work
of a random message

Table 1. Outline of proof strategy

we modify each i'" pre-challenge key to type-j semi-functional key in Game, i foreach i € [gq)] and j € {1,2,3}.

Note that to answer i*" pre-challenge key query, the simulator chooses fresh B; & Zp. Then we modify all the post-
challenge keys to type-j keys together in Game, , ., ; for each i € [¢, + 1,¢] and j € {1,2,3}. Here however the

simulator uses same (3 & Z,, to answer every post-challenge key query. Then we modify each (it") altKey to type-j

semi-functional altKey in Game; ; ; for each i € [q,] and j € {1,2,3}. Note that the simulator uses same 7 & Z,
to compute all the altKeys. In the final game Game,, we show that the ciphertext is completely independent of the
message it is encrypting. Therefore the advantage of adversary A in Game, is 0. Note that Game; and Game27q1+1’3
are also denoted by Game, ; ; and Game, ;, ; respectively.

As mentioned in Table 1, we have used the proof technique of [Att16] to argue indistinguishability of several
games. However, the games that deal with changes in altKey and the final game are our contribution. We have put
the description of games that we have mimicked from [Att16] in Appendix B. Here we concentrate only in Game, , ,,
Gamey ; ,, Gamey , 5 for i € [¢] and Game,. h

Note that in Game2, G413 the challenge ciphertext is semi-functional and all the secret keys are type-3 semi-
functional. However, all the altKeys at this moment are normal. We then change the altKeys to type-3 semi-functional
altKey one by one. For every i € [qD], this is done via changing normal altKey to type-1 altKey first in Game; , ;.
Subsequently we change it into type-2 altKey in Game; ; , and to type-3 altKey in Game; ; ;. In Game, ; , we introduce
the randomness 7 that hides the master secret key in the final game. This effectively allows us to show that in the
final game, the simulator can simulate all the secret keys and the altKeys properly and the challenge ciphertext is
semi-functional ciphertext of random message.

5.2 Semi-functional Algorithms

Following semi-functional algorithms will be used in the security proof.

— SFSetup(1*,k): It runs (mpk, msk) < Setup(1*, ). Additionally it outputs n?p\kbase, n;p\kb and ﬂ?p\kz where
0

— z — TR0y B(9) H,;B(Y H, .B(9 — HZ(0
mpkbase:«QQ(l)?mpkb:<e(91792)a B(l)a91(1)7911 (1)7“.791 +2 (1)) andmpkzz(921 (1)7“.’

g;{IHZ(?))

- SFKeyGen(x,msk,rEp\kz,n?p\kbase,type,ﬂ): Runs (k;m,) < EncK(z, N). Chooses ry,...,r, & Zg and 7y,...,

m

#.. & 7. Then it defines R = ((01) (‘“32)) c (Zg“l))m and R = (() (fsz)) c (Z;dH))mQ.

Outputs the secret key

10



g;(a,R,H)—o—k(O,R,H) if type = 1
k(e,RH)+k(z( Q). R,H)

K= gQQ (B) if type = 2
k(a,RH)+k(Z( 2),0,H
92(a S (ﬁ) ) if type = 3

where k(e, R, H) + k(Z (9) ,R,H) =

{ba+bz(g)+ > b,2(5)+ % bLJkHTZ(T])} .
€lmi]

Jj€lma2] J€[ma2]
ke(n]
SFEnc(y, M, mpk,rﬁﬁfb): It runs (c;w,) <—(EncC(y, N). Chooses s, ..., S, & Zg and §0(,...,)§w2 & Z,. 1t
w + wo+1
defines S = ((S(;’),..., (SEQ )) € (Z;‘“‘l)) T and S = <<SU> e (%02)) € (Z;d“)) T computes
the semi-functional ciphertext C = (Cy,...,C, ,C, ) where
a;jB §J) agg H B(fJ)
(ie[ﬂiv:wz] (Sj +j€[§w2] RN
ci(S,H)+c; (S,H k€[n)
Cz:91( )+ez( ):g1

Tg( So
forie€fw]andC,  , =M - e(gl,gz)a <S°>. Runs (vk, sk) + OTS.Gen(1*). Then it computes ¢ = H(C, vk)

— (EHn+1+HW+2)B< ) —
and outputs C = (C, C, vk, o) where C, = g, and o < OTS.Sign(sk, C,,).

SFAItKeyGen(é x, msk mpk’ mpk:base,type n): Runs (k;m,) < EncK(z,N) and E < Pair(z,y, N). Chooses
ry,...,r, .t & Zd and & & Z,,. Then it defines R = ((’%1),..., (r"gz )) € (Zl(fl“)) ’

' T

Then the normal key is K = {gzt(a’R’H)} - € (ngH))ml where
Le|my

k(o RH) =ba+ X b z(”)+ > bL]kHTZ<”f> for ¢ € [m].
Jj€[ma2] Jke[rﬁ]
€en

) where K, = H ( OB for 7 € [w,].

Then it computes (f(l, LK

w1

Defines modified key K = (Ko, ®- K\, K,,. K ) where

z(g) (EHI+1+H7L+2>Z(§) .
9o s 9o if type =1
z(f) z( °L)+(£HI +H] )Z(f)

(Ko, ®) = 9o ' )92 " o AT if type = 2
(5) (8 oriaonn(s))
9o , 9o if type =3

foru= Y bE, and £ = H(C,vk) in case of given ciphertext C = (C,, C, vk, o).
LE€[m4]

5.3 Normal to Type-1 altKey

Lemma 1 (Game,, ,; to Game;,,). Fori=1,...,q . for any efficient adversary A that makes at most q key

queries and at most q_ = decryption queries, there evists a PPT algorithm B such that |Adv3 AN — Advi{i’l(/\)| <
Ad Dd MatDH(A)'

11



(1)
Proof. The algorithm B gets input (G,g;r,g2 Y ) as D;-MatDH problem instance where § = 0 or g & Zp and
TS,y d 2t

N . —T.T
Setup. B chooses B & GLp,d-;-le & Gprd and sets B = B I(;l M_lc and D = (Né'] ?) where T =
M 0 . _ —-T _ -1 Id 0 MJ O J O
< c 1) due to D;-MatDH assumption. Then Z=B~'D = B (cM‘l 1 0 1 =BT 0 . Then
50 N 5 B(‘od)
define Z = <0 _1) so that Z = B~ TTZ. B therefore can compute the public parameters as g, =g and
_ . (n+2)
g% = ¢B "TZ_ Then B chooses a &- Zl()d“) and H = (Hy,...,H, ) & (Zé‘”l)x(d“)) and publishes public

key mpk. Note that B cannot compute Tgp\kb but can compute @z as it can compute @base. It chooses 3,7 & Zp
uniformly at random.

Key Queries. On j'* secret key query = (j < g,), outputs type-3 secret key K < SFKeyGen(z,msk, —,
nﬂbase, 3 [3») after choosing f3; & Z,.
Dec Queries. On j*" decryption query (x, C) where C is a c1phertext on data-index Y, if the signature o is not

verified or if R(x,y) # 1, aborts. Otherwise B computes altKey K and returns AltDec(C, K) to A. We now describe
the altKey generation procedure.

— If j >4, it is normal altKey. As B knows msk, it computes the altKey K < AltKeyGen(C, z, msk).
— If j < 4, it is type-3 semi-functional altKey. B computes type-3 altKey K « SFAItKeyGen(C, 2, msk, —, rﬁ-ﬁcbase, 3,m).
—If j =4, it runs (k = (ky,...,k,, );m,) < EncK(z,N) and E < Pair(z,y, N). Chooses r,...,r, & Zg

sPvmy )y

and defines R = ((‘8), ey (r’g? )) It generates normal key K = (K,,..., K, ) where for each + € [m,],

bt buz< )+ > bijH,IZ(rOj)

j€[ma] JE[mM2]
K, = gg‘(""R’H) = gy ken] . It then computes (f(l,...,f(wl) where KZ =
[T (K,)® for each 7 € [w,].
L€[mq]
Given C = (C,, C,vk,0) it computes & = H(C, vk). To compute the altKey, it implicitly sets Z~* (Z) = ( )

et

(1) 002 e o g
Therefore g, Y= 9 Y/ Then the modified key is K = (K, - Kl,KQ,...,le) where K, = g, ,
(fHI+1+Hn+2)Z(i) . . . . c . PN
P =g, and therefore is efficiently computable. It is evident from the description that if g = 0,

the key is a normal altKey whereas if g & Zp, the key is type-1 altKey.

Challenge. On receiving the challenge (y*, M, M), B picks b & {0,1}. It runs (¢ = (¢p,---,¢,, );wy)

EncC(y*, N). For each j € [0, w,] it chooses (zf) & Z(d‘H) and implicitly sets (Zj) = (zf) Then B computes
J J

C* as it knows @, Hy,..., H  ,. Runs (vk*, sk*) < OTS. Gen(11). Then it evaluates £* = H(C*,vk*) to compute

- - " Hn+1+Hn+2)(26) o .

C = (C,, C*,vk*,0*) where C =q °7 and o* < OTS.Sign(sk*, C,). It outputs C .

Key Queries. On secret key query z, outputs type-3 secret key K < SFKeyGen(xz, msk, —, TEp\kbase, 3,0).
Dec Queries. Same as Phase-1 decryption query.
Guess. A halts with output b’. B outputs 1 if b’ = b and 0 otherwise.

12



5.4 Type-1 to Type-2 altKey

Lemma 2 (Game,, , to Game; ,;,). Fori=1,...,q , we have |Adv3 i 1()\)7Advi{i’2()\)| < AdngH()\)Jr/-\d %I,Jfo%/m()\).

To prove the indistinguishability of the two games, we use the modified SFSetup namely SFSetup’ (See Appendix
B.3) that was used to prove indistinguishability of Lemma 7 and Lemma 10. Intuitively, to argue the indistinguisha-
bility, we introduce new randomness using SFSetup’. Note that this newly introduced randomness does not affect the
public key mpk. Then we show that introduction of such new randomness allows us to argue the indistinguishability.
Recall that the challenge ciphertext is semi-functional and is denoted by (e , the secret keys K are all type-3 keys
and the altKey resulted from " decryption query is denoted by K.

Here we prove that joint distribution of {K, (e} , K} if K is type-1 altKey is identical to joint distribution of {K, é*, K}

A —x —x —x (£*H7L+1+Hn+2)B<§O)+B( * °. 3 )
if K is type-2 altKey. Note that C* = (C,,, C*, vk*,0*) such that C, = g, ° (€ hnt1thnt2)do
where £* = H(C*,vk*) and o* + OTS.Sign(sk*,ég) for (vk*,sk*) < OTS.Gen(1*). Now we prove our claim that,
the joint distributions of {K,é*, K} behaves identically for both type-1 and type-2 altKey K.

Claim. The joint distribution of {K,é*, K} if K is type-1 altKey is identical to joint distribution of {K,a*, K} if
K is type-2 altKey.

Proof Note that K is type-3 key in both the distributions and can be computed by the simulator as it knows msk
and mpkbase Due to linearity of pair encoding, the challenge ciphertext C" and the altKey K can be expressed as
product of normal component and semi-functional component. Since the simulator knows msk and can compute the
normal components, it suffices to show that the joint distributions are identical if the semi-functional components of
C" and K are jointly identically distributed.

Notice that due to the introduction of h (See Appendix B.3), the semi-functional ciphertext component 63/ and
the term @’ used in altKey, is affected. To prove our claim, it suffices to argue that the following two distributions

(6;/, @') are identically distributed:

. 0 o o -
g(E Fria 2B (50 ) e ( (& hnt1+hni2)d0 ) gZ ( (Ehnyr +hn+2)E) +(£H”+1+H"+2)Z
1 ' 92

* 0 R 0 0 . 0 0
{g(s H,  1+H,2)B (5‘0 >+B ( (€*hn+1+hn+2)§o) gz(un>*Z((§hn+1+hn+z)%)+(5H”+1+H"+2)Z< S
1 » J2

By natural restriction c” £C WhereP* is challenge ciphertext and C is ciphertext on which decryption query is
made. Therefore (C,, C*,vk*,0*) # (C,, C,vk,0).

Then any of the following two cases can happen,

1. If (C*,vk*) = (C,vk), then we have found a forgery of the OTS namely (C,, o) # (6;,0*).

f (C*,vk*) # (C,vk), then £* = H(C*,vk*) and £ = H(C,vk) are unequal due to collision resistance of H.
Therefore &£ *Bn ot lAIn ipand ¢ lAIn ot iln 4o are pairwise independent as iLn 41 and fln 4o are chosen uniformly at
random. It implies that the semi-functional components of the ciphertext and altKey in Garnezm"1 and GameS’ 02
are identically distributed.

5.5 Type-2 to Type-3 altKey

Lemma 3 (Game3 o to Game; 3) Fori =1,...,q,, for any efficient adversary A that makes at most q key

queries and at most q_ decryption queries, there exists a PPT algorithm B such that |Adv3 3N — Advi"i’l()\)| <
Ad Dgy- MatDH(A)
Vg .
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(1),

Proof. The algorithm B gets input (G, g3, go
TS,y d 2t

as D;-MatDH problem instance where § = 0 or ¢ & Zp and

5 3 $ - (I, M~ Tc' MJ 0 M 0
Setup. B chooses B <—(G]Lp,d+1,J <—(G]Lpd and sets B=B (61 1 ) and D = ( 0 1) for T = (c 1)

due to D,;-MatDH assumption. Then Z = B 'D=B " ( Iy 0 ) (MJ 0) =BT (J 0 ) Then defines

cM~t -1 0 1 0 -1
30 o (%) (%)
Z = (0 _1> so that Z = B~ TTZ. B therefore can compute the public parameters as g, =g and
L (n+2)
g% = g8 "TZ B then chooses a & Z{) and H= (Hy,...,H, ) & (Z;dﬂ)x(d“)) and publishes public key

mpk. B cannot compute @b but can compute Tgp\kz as it can compute @ It chooses 3,7 & Zp uniformly at

random.

base*

Key Queries. On j'" secret key query x, outputs type-3 secret key K « SFKeyGen(z, msk, —, n/zp\kbase, 3, 5j)
after choosing Bj & Ly,

Dec Queries. On j*" decryption query (x, C) where C is a ciphertext on data-index y, if the signature o is not
verified or if R(z,y) # 1, aborts. Otherwise B computes altKey K and returns AltDec(C, K) to .A. We now describe
the altKey generation procedure.

— If j > i, it is normal altKey. As B knows msk, it computes the altKey K« AltKeyGen(C, z, msk). -
— If j <4, it is type-3 semi-functional altKey. B computes type-3 altKey K < SFAItKeyGen(C, z, msk, —, mpk, .., 3,1).
—If j =4, it runs (k = (ky,...,k,, );my) < EncK(z,N) and E < Pair(z,y, N). Chooses r,,...,r & Zg

? " my ma

and defines R = ((rol ), cey (”82 )) It generates normal key K = (K,,..., K, ) where for each + € [m,],

bat btjz<r0f>+ > b,,ijsz(‘%j)

j€[ma] jE[ma2]
K, = g’;L(a’R’H) = g keln] . It then computes (f(l,...,f(wl) where f(z =
[T (K,)® for each 7 € [w,].
LE[m]

et

Given C = (C,, C,vk,0) it computes £ = H(C,vk). To compute the altKey, it implicitly sets Z! (Z) = ( )
(1) _ 2 (}) : o 2
Therefore g, =gy . Then the modified key is K = (K, ® - K|, K,,..., K, ) where K, = g, ,
Z(,,%)+(£HZ+1+HI+2)Z(§)

d =g, such that u = )" b,E,; and therefore is efficiently computable.

LE[m]

et

It is evident from the description that if § = 0, the key is a type-3 altKey whereas if & Z,, the key is type-2
altKey.

Challenge. On receiving challenge (y*, M, M,), B picks b & {0,1}. Tt runs (¢ = (cy, - - -, ¢, ); wy) < EncC(y, N).

For each j € [0, w,] it chooses (jf ) & Z{H) and implicitly sets (27 ) = B_1<?¥' )
i J %

Then B computes C* as it knows a, Hy,...,H __,. Runs (vk*,sk*) < OTS.Gen(1*). Then it evaluates &* =

—x — —x (5*Hn+1+Hn+2)(2é) .
H(C*,vk*) to compute C = (C,, C*,vk*,0*) where C; = g, "7 and o* « OTS.Sign(sk*,C,). It

outputs c.
Key Queries. On secret key query z, outputs type-3 secret key K < SFKeyGen(xz, msk, —, TEp\kbase, 3,0).
Dec Queries. Same as Phase-1 decryption query.

Guess. A halts with output b’. B outputs 1 if b’ = b and 0 otherwise.
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5.6 Final Game

Lemma 4 (Game3,qD 3 to Game,). For any adversary A, |Advi{qD’3()\) — Advi (V)| = 0.

Proof. AsZ € GILP 441, One can express a as a linear combination of column vectors of Z i.e. a = Z(g) for d € Zg

and & € Zp. In all the secret keys, § is hidden by uniformly random f; (in case of pre-challenge secret key queries)
and by uniformly random S (in case of post-challenge key queries). Note that in case of altKeys, the presence of a
is limited only to K, due to regular decryption property of pair encoding (precisely Property P5) in the form of ua
where v = ) b,E, ;. The term, uZ(%), appears in the exponent of @ of type-3 altKeys. Therefore in all altKeys,
LE[m]

6 of & will be is hidden by uniformly random 7.
Therefore we can replace B) by S+t fort & Zp. Notice that such a change will affect the ciphertext in only one
o(2) )
component namely C; ;. The resultant C}, , will be M - 6(91792)‘1 o) = M, - e(gl,gg)(‘s o+t) s/ =

(Ot)zTB(Zg) aTB(Zg) " .
= M, -e(g9,,95) ~e(9gy,95)"*°. Therefore C;, | encrypts My -

a'B ZO
Mb '6(91792) ( 0) '6(91792)

e(g;,95)"% that is an uniformly random element of G, as ¢ & Z,.

6 Conclusion

We generically converted the adaptive CPA-secure predicate encryption of [Att16] to adaptive CCA-secure predicate
encryption. The ciphertext of our adaptive CCA-secure predicate encryption contains exactly three additional com-
ponents (a ngﬂ) element, an OTS verification key and a signature) than in case of adaptive CPA-secure predicate
encryption of [Att16]. To verify a ciphertext, one needs only (d+ 1) additional pairing evaluations in our construction
apart from the verification of the signature in the ciphertext. This is a significant improvement over the previous
generic conversion mechanisms which needed almost double of m; x w; x (d + 1) x (my + 1) X d many pairing
evaluations. A possible future work might be instantiation of our generic CPA-to-CCA conversion on the predicate
encryption resulted from integration of dual system groups with pair encoding schemes.
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A Conventional approach to achieve CCA-secure Predicate encryption

The predicate encryption schemes presented in [Att16] are CPA-secure. We already have pointed out one can convert
these schemes to achieve CCA-security by incorporating the generic conversion framework of [YAHK11,YAStT12 NP17].
Here we show that pair encoding based predicate encryption schemes instantiated in prime-order groups [Att16] ful-
fills the notion of wverifiability [YAHK11]. Intuitively, a predicate encryption scheme has verifiability if there exists
a procedure that confirms if a ciphertext decrypts to same message under two different keys. Here we define the
algorithm Verify as following for C being a ciphertext corresponding to data-index y and two different key-indices =
and 7. Let k = (ky,...,k, ) and k = (k,,..., ]mel) be the output of EncK on input x and & respectively. We also

denote corresponding secret keys by K and K respectively. Let E = Pair(z,y, N) and E= Pair(Z,y, N).

mi
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L if R(xz,y)=0o0r R(z,y) =0
Verify(pk,C,z,Z) = ¢ 1 if Event
0 otherwise.

P ]e(c,-,,g;““"”j’m)E”:l for all t€[d], j€[ma] (2)
Lem
Ze[w;]
i E,;
Event — %—l ]e(C;,gsL(O’H” ’H)> =1 for all te[d], j€[ma2] (3)
- Lelm
Ze[wll}
T e(Crgy*)™ = 11 e(cc,g?”)ﬁ“ée(chg;t) for all te[d]. (4)
Le[ml] Le[ml]
T€w:] r€wi]
where I; is a sparse matrix whose (¢, §)t" entry alone is 1; 0 is a vector of length (d + 1) with all entries being zero

and 1, is a sparse vector of length (d 4 1) whose ¢'" entry alone is 1.

Completeness of Verifiability. Suppose the ciphertext C is correctly generated for data-index y. We need to
show that for z, Z such that R(z,y) = 1 and R(Z,y) = 1, Verify(pk,C,x,Z) = 1. Here due to correctness of the
predicate encryption of [Att16], all the equations (namely Eq. (2),(3),(4)) hold true. Note that the correctness of
predicate encryption construction of [Att16] required only Property P1 of regular decryption properties (Sec. 4.1)
of underlying pair encoding. However, to satisfy Eq. (4), a well-formed ciphertext will also require Property P4 of
regular decryption properties of underlying pair encoding.

Soundness of Verifiability. Assume for z,7 and y, R(z,y) = 1 and R(Z,y) = 1. If Verify(pk, C,z,7) = 1, we show
that Decrypt(pk, C, K) and Decrypt(pk, C, K) outputs the same. Let A := Decrypt(pk, C, K).

By the definition of pair encoding,

kL(a7©7H):bLa: Z at(bth)7 (5)
te[d+1]
k(ORH) = Y 7k (0,1, H). (6)
teld]
J€[m2]

k. (R H) B

Then A = Decrypt(pk,C,K)=C,, .,/ I e (CZ,QQL ” ) .
LE[m]
r€wi]

E.;
We define, 0= ][] e (Cpgg"(a’R’H)>
Lt€[mq]
refwi]

E.;
= II e (C~ glg"(a’Q’HHk"(o’R’H)) (by linearity)

LE[m] a
r€w1]

E.; E,;

LE[m1] Le[ml]
r€w1] r€ws]

— 9B
k. (0,0.H) | B0 ko (0.R.H)\ 7

L€[ma] v€[ma]
r€fwi] refwi]
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E.;
Now A= ]] e (Cz,g?(a’@’H))

L€[mq]
rewq]
[%:ﬂ]at(bblt) o
te
= II e (C;792 > (by Eq. (5))
L€[m]
r€w1]

T e(Co®t)™
teld+1] | t€[my ’
rew

= 11 I1 e(cz,gth)E“

te[d+1] | t€[ma]
re€fw]

- (e(cr039) ™ (by Eq. (1))
= ¢e(Cy, 95).

ELE
And B = [ e(Cpgh ")

L€[m]
r€[w1]
S k(00 H)\ B
te(d]
jElm
= I e|Crg™™ (by Eq. (6))
L~€[[m1]]
Le|wy

Tt

= I | II €<Cz,g§L(Oth1‘,H))E”

te(d] LE€[ma]

j€[ma] \i€wi]

- W=t (by Eq. (2))
te
J€[ma2]

Aso=2A-B=¢(C,,9%), A= Cle/O = Cwlﬂ/e(Cl,gg).
Since z is arbitrary, similarly we have Decrypt(pk, C,K) = C,,11/e(Cyy95).
Hence we note that [Att16] schemes achieves verifiability and can be converted generically to achieve CCA-security

[YAHK11,YAS'12,NP17]. We also note that (m; xw; x (d+1)x (my+1) X d)+(my xw, X (d+1) X (my+1) xd)+(d+1) xd
many additional pairing computations were needed to verify the well-formedness of the queried ciphertext.

Remark 5. This count actually is loose upper bound as the matrix E and E are usually sparse. The actual number of
additional pairing to be evaluated is (I x (m,+1) +1 % (1, +1) + 1) x d x (d+1) where I and I are the numbers of
non-zero entries in E and E respectively. Note that this is still quite a large number as opposed to our achievement
of (d+ 1) (presented in Section 4.2) additional pairings only.
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B Security Proof Details

B.1 Normal to Semi-functional Ciphertext

Lemma 5 (Game, to Game,). For any efficient adversary A that makes at most q, pre-challenge key queries, at
most g, post-challenge key queries and at most q, decryption queries, there exists a PPT algorithm B such that

AV, (A) — Adv, (A)] < AdyBeMatDH(yy

(1)
Proof. The algorithm B gets input (G, gT, g, Y ) as D,-MatDH problem instance where § = 0 or ¢ & Z, and
TED, yd 2l

S B chooses B & GL GL, , and implicitl B-BTadz - BT (3 M ¢
etup. chooses — p,dJrl’J p,a and 1mp 1citly sets = an = 0 1

$
%
- J MTc™ /T —-MT¢T M'J o0
_pTg _ T T -7 _ _
such that D = B Z—(I B ( (0 ))—(0 1)(0 1 = 0 1.lS’can

() _ »(3)

compute gf’ = g?’T and g,
aH,... H ., itself.

Key Queries. On secret key query z, outputs secret key K + KeyGen(z, msk).

. Therefore it can easily compute mpk, msk by choosing the parameters

Dec Queries. On decryption query (z,C) where C is a ciphertext on data-index y, if the signature o is not
verified or if R(x,y) # 1, aborts. Otherwise B computes normal altKey K < AltKeyGen(C,x,msk) and returns
AltDec(C,K) to A.

Challenge. On receiving the challenge (y*, M,,, M), B picks b & {0,1}. Let (c = (cy,- .-, ¢y, );wy) < EncC(y*, N).
*(¥)
Y
)

It uses random self-reducibility of Matrix-DH assumption to obtain (G, g;r, 9 . The decision problem is now to

o S (11)2+1) (1)2-‘1-1) . . v N S, -+ S
findifgy =0ory < (Zp) where T & D,and Y & (Z ) . B implicitly sets ( 3 ) =S8S+S = §0 §w2 .
0 B
T(Y) (?{) BT(?J:) BT(’{J)
As B has ¢, Y/ it can compute 91 - 91 %7 = 91 Y for j e [0,w,]. As B knows a, Hy,..., H, ,, it

can compute all components of ciphertext.
Runs (vk*, sk*) < OTS.Gen(1*"). Then it evaluates &* =

e (€ Hn+1+Hn+2)B(sg> —
H(C*,vk*) to compute C = (C,, C*,vk*,c*) where Co =q and o* < OTS.Sign(sk*,C,). It

outputs c.

Then B computes C* as it knows e, Hy,..., H .

Key Queries. Same as Phase-I secret key queries.
Dec Queries. Same as Phase-I decryption queries.

Guess. A halts with output b’. B outputs 1 if b’ = b and 0 otherwise.

B.2 Normal to Type-1 Key in Phase-I

Lemma 6 (GameQ,Fl’3 to GameQ’i,l). Fori=1,...,q, for any efficient adversary A that makes at most q, pre-
challenge key queries, at most g, post-challenge key queries and at most g, decryption queries, there exists a PPT

algorithm B such that |[Advy' ™" (\) — Adv%"! (A)] < Advg*MatPH ().

(1),

Proof. The algorithm B gets as input (G, g1, g,
TED, yd 2

as D,-MatDH problem instance where § = 0 or § & Zp and
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I, M~ Tc' MJ 0
1

Setup. B chooses B & 6L & GL, ; and sets B = B (61 > and D =

p,d+1° J

MO ‘ . T BT I, 0 MJ 0\ =~
< c 1) due to D;-MatDH assumption. Then Z =B~ 'D = B <cM_1 1 o 1/~ B

T
e o () ()
define Z = (0 _1> so that Z = B~ TZ. B therefore can compute the public parameters as 91 =g and

(n+2)

g% = g?iTTZ. Then B chooses a < Zéd“‘l) and H = (H H & (Zéd“‘l)x(d“)) and publishes public

13 n+2)

— —

key mpk. Note that B cannot compute @cb but can compute mpk, as it can compute mpk,, ..

Key Queries. On j'" secret key query z (j < ¢,), outputs secret key K as follows.

— If j > i, B generates normal key KeyGen(z, msk).

— If j < i, B generates type-3 key SFKeyGen(x, msk, —,n?p\k:base,&ﬁj) for 6j & Ly,
— Ifj =i, Bruns (k = (ky,...,k,, );my) < EncK(z, N). It uses random self-reducibility of Matrix-DH assumption

?'m

() 2
to obtain (G, g7, gy Y ). The decision problem is now to find if § = 0 or g & (Zp) where T < D, and

m e et
vy & (Zg) ‘B implicitly sets Z_l(}l{) =R+R= (;1 I:’”Q) Therefore g, *
177" Tmgy

T(Y
As B has g, Y ,a, B, H,....H
description that if g = 0, the key is a normal key whereas if ¢ & (Zp> l27 the key is type-1 key.

nios it can compute all components of secret key. It is evident from the

Dec Queries. On decryption query (z,C) where C is a ciphertext on data-index y, if the signature o is not
verified or if R(x,y) # 1, aborts. Otherwise B computes normal altKey K <« AltKeyGen(C, z, msk) and returns
AltDec(C, K) to A.

Challenge. On receiving the challenge (y* M,, M,), B picks b & {0,1}. It runs (¢ = (¢q,...,¢, );wy)
EncC(y*, N) and for j € [0, w,] chooses (SZ) Z(d‘H) and implicitly sets (zj) =B~ 1(SZ )

J J
Then B computes C* as it knows a, Hy,...,H __,. Runs (vk*,sk*) < OTS.Gen(1*). Then it evaluates &* =

- - (E Hn+1+Hn+2)(€ )
H(C*,vk*) to compute C = (C,, C*,vk*,0*) where C 0

outputs c.

and o* + OTS.Sign(sk*,C,). It

Key Queries. On j'" secret key query x (j € [q, + 1,¢]), B generates normal key KeyGen(z, msk).
Dec Queries. Same as Phase-I decryption queries.

Guess. A halts with output b’. B outputs 1 if b’ = b and 0 otherwise.

B.3 Randomizing via Parameter Hiding

Here we modify SFSetup to define setup algorithm SFSetup’ to introduce some extra randomness in the semi-functional

components of mpk, and ﬂ?ﬁﬁ? .- We also describe the consequence of such newly introduced randomness in the outputs
of SFEnc, SFKeyGen and SFAItKeyGen.

— SFSetup’(1*, k): It outputs mpk, msk, W/Lﬁﬁibase in exactly the same way. It additionally chooses h= (iLl, o ho o) &

oy () 2(0) me(0)en(R)  men(9)en (i)

232 and computes n/zﬁfb = L0y A
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0
ara(g)ea(l) | mnee(9)e()

andrgp\kzz 9o 3192
SFKeyGen(z, msk, @z, @base, type, 3): Runs (k;m,) <= EncK(z, N). Choosesr,...,r, & Zg and #y,...,7 &
mao

Z,. Then it defines R — ((0) (;;)) e (ZzgdH)) and R = (() (2)) c (Z;dH))
Outputs the secret key o

g;c(a,R,H)ka(O,R,H,h) if type = 1

K= k(a,R,H)+k(z(g>,ﬁ,H,ﬁ)

9 if type = 2

where k(a, R, H) + k(Z (g) R, H, h) =
ba+bz(3)+ ¥ 0,2(0 )+ ¥ b (HZ(5) +2(h )
J€[m2] JE€lma]
keln] LE[m1]

SFEnc(y, M, mpk, 7Ep\k ): It runs (¢; w,) <= EncC(y, N). Chooses s, .. .,s,, & Zg and 8,...,58,, & Z,,. 1t defines

S = ((S&)’ Y (SB2 )) < (Z;d+1))(w2+l and S = (( ) oy (Sw2 )) € (Z](Dd“'l))(wZJrl). The semi-functional

ciphertext it computes is C = (Cy,...,C, ,C, ) W
B i .0
je[oz,:wgJa”B ( K )+je[%,:w2] o <HkB ( 5 )+B(hksj ))
#(S,H)+c;(S,H,h k€[n)
C; = gy ST EEN — g

B So
foriefw]andC, ;=M - 6(91,92)a (50).

so N OA
(EHn41+Hn42)B ( S0 )JFB ( (Ehnt14+hni2)d0

It outputs C = (éﬂ C,vk, o) where C, = g,
o = OTS.Sign(sk, C,) for (vk, sk) + OTS.Gen(1%).
SF/—\ItKeyGen(C x, msk mplcz,mpk;bas67

(m2+1)
& Zd and & & Z,. Then it defines R = (( ) ( )) € (Z(d+1)) Y

Then the normal key K = { g]; ‘(a’R’H)} € (G (d+1) ) where each
LG m1

) such that £ = H(C, vk) and

type, n): Runs (k;m,) < EncK(z, N) and E + Pair(z, y). Choosesr, ...,

I‘m‘7

k(a,RH) =ba+ 3 b z( )+ > bL]kHTZ(”>forLe[m1]
J€[mz] Jf[?ﬁ]
€n

Then it computes (K, .. ., K, ) where K; = [ (K,)® for each 7 € [w,].
LE€[mq]

Defines modified key K = (Ko ®- K|, Ky,..., K, .) where

0
gz<§) g(fHI+1+HI+2) <§)+Z((Eh"+l+ﬁ”+2)%)
2 1 J2
if t =1
(K, @) = . o
t T T 3
gz<{t) gz(/’]u)+(£H7l+1+H’!L+2)z(E)+Z((Ehn+l+hn+2)%)
2 12
if type = 2,

u= Y bE and { = H(C,vk) for the given C = (C,, C,vk,0).

LE[m]
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We here show that outputs of SFSetup and SFSetup’ are identically distributed. This allows us to replace SFSetup by
SFSetup’ and run SFKeyGen, SFEnc and SFAItKeyGen to generate the secret keys, the challenge ciphertext and the
altKeys containing the randomness newly introduced via h. This result will be used in arguing indistinguishibility of
type-1 and type-2 keys of both secret keys and altKeys (Lemma 2, Lemma 7 and Lemma 10).

Claim. The outputs of SFSetup and SFSetup’ are identically distributed.

Proof. Due to parameter-hiding lemma in Section 2.3, H, & Zé‘”l)x(d“), B GL, 4+, and ili & Z,, both Ry ;.
00
0h,
for each i € [n + 2], RHi,;LiB(Ig> = HiB(Ig>, R;LZ(%) = H;'—Z(Ig), RHi,;”B(‘l)> = HiB(?) + B(;?i) and
R:I‘ H»Z((l)) = H;-'—Z ( ?) +Z ( ;?i ) Note that this replacement doesn’t change mpk and is therefore oblivious to any

and H; are identically distributed where Ry; ; =H, +B B! for i € [n +2]. It can easily be verified that

adversary. Only the description of ’fgp\kb and @Z of SFSetup’ gets modified. It is evident that this change does not
affect neither the normal nor the type-3 semi-functional forms of secret keys and altKeys.

B.4 Type-1 to Type-2 Key in Phase-1

Lemma 7 (Gamez%1 to Game2ﬂ.,2). Fori=1,...,q,, for any efficient adversary A that makes at most q, pre-
challenge key queries, at most gy post-challenge key queries and at most g, decryption queries, there exists a PPT

algorithm B such that |Adv{"' (A) — Adv"*(\)| < AdvgMH(N).

Proof. In this co-selective security game of pair encoding scheme, the algorithm B gets as input the group description
Gy, Gy, Gy, g, € Gy and g, € G,

(n+2)

Setup. B chooses a & Z{HV, H = (H,,... H,,) & (Z{H=(@tn) B & z@tuxdn p & gL,

DO
01
distributed as if they are output of SFSetup’.

pase and msk. We note that these elements are

and defines D = < > and Z = B~ "D. It computes mpk, W/Lﬁﬂ

Key Queries. On j*" secret key query z (j < q,), outputs secret key K as follows.

— If j > i, B generates normal key KeyGen(z, msk).

—

— If j < i, B generates type-3 key SFKeyGen(z, msk, —,mpkbase,3,ﬂj) after choosing ﬂj & Ly,

— If j = 4, B forwards x as the challenge query to the challenger to receive V. = g;(ﬁ’f’h) where (k = (k,...,k,, );m,)

) mi

< EncK(z, N). B has to decide if 5 =0or & Z,. It is to be noted that # and h are chosen by the challenger of
CMH-security game, unknown to B. Now B computes the normal part of the key by computing { g§ ‘ (a’R’H)} ]
Lte|my

for R = ((rol ), R (”62 )) such that ry,...,r ﬁ Zz. To compute the semi-functional part, that contains
h which is unknown to B, it implicitly sets R = ((,:01 )7..., (7222 )) where & = (7,... ,me). Then the semi-

functional component of the key is

0 T 0
- Z o brHE Z| &
K’ (8;, R H,h (mmm) ik i, (rj)
92 ( ) = 92 IT 9
JE[mM2]
ken] L€fma]
Notice that B implicitly sets 3; to be 8 that is actually set by the challenger of CMH-security game and unknown

to B. Since B already have received V = (V},..., le) from the challenger of CMH-security game, it uses V,

eton) (9

to compute the first component of the right hand side of the above equation i.e. g,
L € [my].

for
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0
bMH{z(ﬁj)
H 9o

J€[ma2]
ken]

B needs to know t = (7,...,7 2). For each of j € [m,], two cases can happen.

However to compute the second component of the semi-functional part of the secret key,

e Either there is ¢/ € [m,] such that k, (5, T, fl) =7, that lets B to know 7.
e Or there is no such ' € [m,] for which &, (3,1, h) = #.. Then due to regular decryption properties of pair
encoding (precisely Property P2), b, = 0 for all /" € [m,], k € [n].
B uses the normal part of the key and the semi-functional part of the key to generate the secret key and hands
it over to A.

Dec Queries. On decryption query (z,C) where C is a ciphertext on data-index y, if the signature o is not
verified or if R(x,y) # 1, aborts. Otherwise B computes normal altKey K < AltKeyGen(C, z, msk) and returns
AltDec(C, K) to A.

Challenge. On receiving the challenge (y*, M, M,), B picks b & {0,1}. It makes the ciphertext query on y*
to the challenger of CMH-security game. It is possible to make such a challenge query as R(z,y*) = 0 for all key

. . s,h
queries. B receives U gf(s’ ).

B first computes the normal part of the ciphertext by computing g?(S’H) for S = ((Sé’ ), R (Sw2 )) such that

0
$
Sgs -+ 1Sy, EZZ.
To compute the semi-functional part, that contains h which is unknown to B, it implicitly sets S = (( 3% ) . ( 532 ))
where § = (5,,..., §w2). Then it computes the semi-functional component of the ciphertext as

0 0
£ Bl ¢ ar;kHyB( 3
'(8,H,h ( s(S»h)) i (SJ’)
9‘1: ( ) = 91 ‘ [l &
JE[0,w2]
keln] T€wi]
Since B already have received U = (U, ..., le) from the challenger of CMH-security game, it uses U; to compute

B(cz@,ﬁ)) :UB@).

the first component of the right hand side of the above equation i.e. g, ;
0
azixHyB ( Py )
I & ’
JEI0,wo]

ken]
B needs to know 8 = (3,...,3,, ). For each of j € [0, w,], two cases can happen.

However to compute the second component of the semi-functional part of the ciphertext,

— Either there is 7’ € [w,] such that c; (8, h) = §;, that lets B to know 5.

— Or there is no such 7' € [w,] for which ¢, (§ h)

,h) = 5.. Then due to regular decryption properties of pair encoding
(precisely Property P3), a;, ;, = 0 for all i € [w, ]

(ke

Due to regular decryption properties of pair encoding (precisely Property P4), B also can compute the semi-

a'B 9 N
functional component of the blinding factor e(g, % . 95) as g1° is available in U.

B uses the normal part of the ciphertext and the semi-functional part of the ciphertext to generate the C*. Runs
(vk*, sk*) - OTS.Gen(1*). Then it evaluates £* = H(C*,vk*) to compute C, and defines C' = (C,, C*,vk*, o)
for o* + OTS.Sign(sk*, C,). It outputs C.

Key Queries. On j'" secret key query z (j € [q, + 1,¢]), B generates secret key K < KeyGen(z, msk).

Dec Queries. Same as Phase-I decryption queries.

Guess. A halts with output b’. B outputs 1 if b’ = b and 0 otherwise.
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B.5 Type-2 to Type-3 Key in Phase-I

Lemma 8 (GameQ,i o, to Game,; 3). Fori=1,...,q,, for any efficient adversary A that makes at most q, pre-
challenge key queries, at most q, post-challenge key queries and at most q_ decryption queries, there exists a PPT

algorithm B such that |Adv2 2N — Advi{i’?’ (A)] < AdveMatPH(y),

(1),

Proof. The algorithm B gets as input (G, g3, g,
TED, yd 2

as D;-MatDH problem instance where § = 0 or § & Zp and

The simulator description is same as Lemma 6 except while answering i*"* query. For ¢ € [m,], each " component
h k. (Z<B7 ) O’H) (d+l) - . $
of secret key of i key query is now multiplied by g, € G, . As B knows mpk, ., it chooses 3, < Z,

to perform the simulation. In the similar light of Lemma 6, we see that if y = 0, the key is a type-3 key whereas if

] & (Zp) 2, the key is type-2 key.

B.6 Normal to Type-1 Key in Phase-I1

Lemma 9 (Game, .3 tO Game, i, ). For any efficient adversary A that makes at most q, pre-challenge key
queries, at most q, post challenge key queries and at most q _ decryption queries, there exists a PPT algorithm B

such that [Adv™?(A) — Advi® T (A)] < Advg M PH()).
(1)
Proof. The algorithm B gets as input (G, ¢T, g, *°7)
TED, yd 2l
The simulator description is same as Lemma 6 except the simulator has to generate all post-challenge keys at
once. Here the simulator again uses random self-reducibility property of Matrix-DH problem to create g,m, many

instance of the given problem. It uses first m, instances to answer (g, + 1)*" key query, next m., instances to answer
(g, + 2)t" key query, and so on. Similar to the proof of Lemma 6, we see that if § = 0, the key is a normal key

as D,-MatDH problem instance where § = 0 or g & Z,, and

whereas if ¢ & (Zp> 2, the key is type-1 key.

B.7 Type-1 to Type-2 Key in Phase-I1

Lemma 10 (GameQ’qH_L1 to Game27q1+172). For any efficient adversary A that makes at most g, pre-challenge key
queries, at most q, post-challenge key queries and at most q _ decryption queries, there exists a PPT algorithm B

such, that [AdvEEFEL() — AdvE T2 (0] < AdvMT(\).

Proof. In this selective security game of pair encoding scheme, the algorithm B gets as input the group description
Gy, Gy, Gy, g, € Gy and g, € G,

(n+2)
Setup. B chooses a & Z@+) and H = (H,,...,H, ,) & (Zfad“)x(d“)) ,B &zt H & gL

LH
DO
01

p.d

and defines D = < > and Z = B~ "D. It computes mpk and msk and gives mpk to A.

Key Queries. On j' secret key query = (j < q,), B generates type-3 secret key K < SFKeyGen(z,msk,
-, rﬁﬁcbase, 3, ﬂj) after choosing j3; & Z,.

Dec Queries. On decryption query (z,C) where C is a ciphertext on data-index y, if the signature o is not
verified or if R(x,y) # 1, aborts. Otherwise B computes normal altKey K < AltKeyGen(C,x,msk) and returns
AltDec(C, K) to A.
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Challenge. On receiving the challenge (y*, M,,, M), B picks b & {0,1}. It makes the challenge query on y* to
the challenger of SMH-security game. It is possible to make such a challenge query as R(z,y*) = 0 for all key queries.

B receives U <« gf(é’h).
6)), e (5152 )) such that

B first computes the normal part of the ciphertext by computing gf(s’H) for S = ((

Sgs -+ Suy, iZz.
To compute the semi-functional part, that contains h which is unknown to B, it implicitly sets S = (( 5(:) ) sy (532 ))
where 8 = (3, ...,35,,). Then it computes the semi-functional component of the ciphertext as

0 0

S B s aripHLB| §
"(§,H b ( z(s,h)> A (9)

9(1: ( )= 91 ‘ H 91 !

J€[0,w2]

keln] €wi]

Since B already has received U = (U, ..., le) from the challenger of SMH-security game, it uses U; to compute

(cém) _2(0)

B
the first component of the right hand side of the above equation i.e. g, =U-

L
0
a,jijkB ( 57 )

However to compute the second component I o of the semi-functional part of the challenge
F€E[0,we]
ke[n]2
ciphertext, B needs to know 8 = (3, ..., 3, ). For each of j € [0,w,], two cases can happen.

— Either there is 7’ € [w,] such that c; (s, h) = §;, that lets B to know such an §,.

— Or there is no such 7’ € [w,] for which ¢;, (8, h) = 3,. Then due to regular decryption properties of pair encoding

(precisely Property P3), a;,;, = 0 for all i’ € [w,], k € [n].

Due to regular decryption properties of pair encoding (precisely Property P4), B also can compute the semi-
a'B( 9
3 .

functional component of the blinding factor e(g, °/ . g,) as gi° is available in U.

B uses the normal part of the ciphertext and the semi-functional part of the ciphertext to generate the C*. Runs

—x —% —

(vk*, sk*) + OTS.Gen(1*). Then it evaluates £* = H(C*,vk*) to compute C, and defines C = (C,, C*,vk*,o*)
where o* < OTS.Sign(sk*, C,). It outputs C .

Key Queries. On j'* secret key query T (4 € lg; + 1,q]) B forwards T; as a key-query to the challenger to

receive V. = glz((ﬁ’ﬁ’ﬁ) where (k = (ky,....k,, )imy) < EncK(z;, N). B has to decide if 8 = 0 or 8 & Z, 1t is

? 7 "ma

to be noted that # and h are chosen by the challenger of SMH-security game, unknown to B. So B computes the

normal part of the key by computing g’; @RH) for R = ((1’01 ), ceey (1”82 )) such thatry,...,r & Zz. To compute
the semi-functional part, that contains h which is unknown to B, it implicitly sets R = ((791 ), ceey (,:22 )) where
t=(7,...,7,,). Then it computes the semi-functional component of the key as following.

0 0
L z( L birHE Z( 5
k'(3,R,Hh k. (8, ,h)) JRTTR (7 )
92 @ )= 92 ’ [I 92 !
Jj€[ma]
k€[n] LE€[m4]

Since B already has received V = (V/,

15+ -+ V) from the challenger of SMH-security game, it uses V, to compute

0
21 e ) VLZ(?)

the first component of the right hand side of the above equation i.e. g, =

0
bLj,chTz(fj)

However to compute the second component T 9 of the semi-functional part of the secret key,
J€[ma2]
kE[nz]
B needs to know & = (7,... ,fm2). For each of j € [m,], two cases can happen.
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— Either there is ' € [m,] such that &k, (3,1, fl) = 7;, that lets B to know 7.

— Or there is no such ¢/ € [m,] for which k:L,(B,f',fl) = 7,;. Then due to regular decryption properties of pair
encoding (precisely Property P2), b,,,;, = 0 for all . € [m,], k € [n].

B uses the normal part of the key and the semi-functional part of the key to generate the secret key and hands
it over to A.

Dec Queries. Same as Phase-I decryption queries.

Guess. A halts with output b’. B outputs 1 if b’ = b and 0 otherwise.

B.8 Type-2 to Type-3 Key in Phase-II

Lemma 11 (Gamezﬁqlﬂ’2 to Gamez’qlﬂ’?,). For any efficient adversary A that makes at most q, pre-challenge key
queries, at most gy post-challenge key queries and at most q, decryption queries, there exists a PPT algorithm B

such that [AdvZTH2 () — Advi T TH3(0)] < AdvEMatPH (),
(1)
Proof. The algorithm B gets as input (G, g7, g, Y )
3 $ d
T <D,y 7,
The simulator description is same as Lemma 8 except the simulator has to generate all post-challenge keys at
once. Here the simulator again uses random self-reducibility property of Matrix-DH problem to create g,m, many

instance of the given problem. It uses first m, instances to answer (g, + 1) key query, next m., instances to answer
(g, +2)™" key query, and so on. For ¢ € [m,], each ' component of secret key of i'" key query is now multiplied by

as D;-MatDH problem instance where § = 0 or § & Zp and

k(z( 2 ),0,m) /\
9o (ﬁ) € ngﬂ). As B knows mpk

proof of Lemma 6, we see that if § = 0, the key is a type-3 key whereas if g & (Zp) 2, the key is type-2 key.

bases 1t chooses only one & 7, to perform the simulation. Similar to the

C An Alternative Construction

For a pair encoding scheme P for predicate function R, a predicate encryption I}, for predicate function R is defined
as following.

Setup(1*, N): mpk and msk is same as Section 4.2. Only difference is we no longer require OTS.

— KeyGen(msk, z): Same as KeyGen in Section 4.2. o

— Enc(mpk,y, M): Same as Enc in Section 4.2. Only difference being the ciphertext it outputs is C = (C,;, C) where
C is computed exactly the same as presented in Enc in Section 4.2. However, in this construction, £ = H(C) and
_ (§Hn+1+Hn+2)B<S(§))
Co=an .

— Dec(K, C): It differs from the Dec in Section 4.2. Given K and C corresponding to key-index z and data-index
y respectively, if R(z,y) = 0, it aborts. It then computes £ = H(C). It aborts if Eq. (7) is not satisfied.

e(C Z(%))

<£HI+1+HI+2)Z(13 ))

092 =e(Cy, 9, (7)
Then runs E < Pair(z,y, N). Given K = (K,,..., K, ) and ciphertext C it computes (K’l, .. .,K’wl) where
K.= I (K,)® for each i € [w,]. Chooses ¢ & Zz. Defines modified key K = (Ky @ K|, Ky, . .., f(wl) where
LE[m]
) emenan(s)
K,=g9, and @ = g, for £ = H(C).
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Outputs M such that
-1

M=C, ., eCyKy) | [] e(Cr K| . (8)

T€wi]

Correctness. This construction is correct due to the proof of correctness in Section 4.3 and associativity property
of [Att16, Section 4.1] for the check performed in Eq. (7).

Efficiency. We introduce an extra check in Eq. (7) to ensure C,, to have a particular structure. The check in Eq. (7)
incurs additional 2 x (d + 1) pairing evaluations. Therefore this CPA-to-CCA conversion incurs 3 x (d + 1) pairing
evaluations during decryption in addition to pairing evaluation involved in CPA-ciphertext decryption [Att16]3.

Analysis. Let C = (EO,C) be a ciphertext. We emphasize that if C; = g¢7* where ¢, € Zz(jdﬂ) and 60 =

gggH"JrﬁH"“)cl, then such a ciphertext C will satisfy Eq. (7). However, this is not the only case that satisfies

—/ — — (£H7L+1+H1L+2)C1+B(2>
Eq. (7). Due to the relation (1, 0) ZTB(?) =0, any C = (C,,C) where C, = g,

7 € Z,, will also satisfy the Eq. (7). We discuss this in details below:

for any

The RHS of Eq. (7) evaluates to e(gy,g,)(X ©)2" (HupitHuia)er A gatisfied verification requires the LHS to
evaluate the same. The exponent of the G, element computed in Eq. (7) can be expressed as a system of linear
equations Ax = V where A = (L, 0)ZT € ng(d“), X € Z[()d“) and V = (L.0)ZT(¢H, , +H, ,)c, € Zg. We
can write V. = Ax’ where X’ = (€H, ,, + H, ,)c,, it simply implies that x is a solution of the system Ax = V.

Suppose there exists a system of linear equations Ax = V where A € Z;“X", X € ZZ and V € Zzl such that
Rank(A) = r € N. We define the solution set of such linear system to be S = {x : Ax = V} and the solution
of corresponding homogeneous equations is S, = {x : Ax = 0}. Naturally, if a solution x’ € S is available, then
S ={x'+x:x € 5,}. Due to rank-nullity theorem, n = Rank(A) + dim(S,). Therefore dim(S,) =n —r.

Here, in case of Eq. (7), we see that 7 = Rank(A) = d as A = (1,0)Z" where Z € Z{@+1)x(d+1)
ible and n = (d + 1). Therefore dim(S,) = 1. That means there exists non-trivial x, €

space S, alone. Now due to our construction, (Ia O)ZTB(?) = 0. Therefore x, = B(?) is a solution of ho-

—~

is invert-
o and it spans the

CQ’U

mogeneous equation. As dim(S,) = 1, clearly {x,} is the basis of S,. Thus S, = {B(?) T E Zp}. Therefore
S = {(anH +H, ,)c; + B(?) ITE Zp}.

Intuitively, the collision resistance of H does not allow the adversary to come up with a different C that results
in the same commitment . The adversary, after receiving challenge C = (ég, C*), can however keep the same C*
(2
and construct ég =C, g T (for some 7 € Zp) and produce C = (ég, C*) as decryption query. Such a scenario
allows the simulator to solve the D -MatDH problem. Therefore during the security game, what the adversary can
do is to come up with random ciphertext C for decryption. With all but negligible probability, z used in decryption
query (z, C) will not satisfy y which is implicit data-index of C. This way we are ultimately stopping the adversary
to gather any non-trivial information.

C.1 Security Argument

Here we give hybrid security argument to prove the security of predicate encryption scheme IT},. We follow the same
sequence of games described in Section 5. We note that the games are quite similar to the game descriptions in Section
5 where only difference is here we no longer require one-time signature and the ciphertext now is C = (60, C). Here
we present Game3’i,1, Game3’i,2, Gameg)i’3 for 1 <i < g, of Table 1 as rest of the games will be similar to Appendix
B. As described in Section 5, in Game, ; ;, the it" altKey is type-j semi-functional where i € lq,] and j € {1,2,3}.

3 The construction in Section 4.2 needs only (d + 1) additional pairing evaluations and a signature verification.
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Note that in all of these above mentioned games, the decryption query can only be made on ciphertext C where

C — ggﬁHn+1+Hn+2)C1 and Cl _

0= g1'. The reason is discussed in Footnote 4 in Lemma 12.

Theorem 2. Suppose a regular decryption pair encoding scheme P for predicate R is both SMH and CMH-secure
in G, and the D,-Matric DH Assumption holds in G. Then the scheme I}, (in Appendiz C) is fully CCA-secure
encryption scheme if H is collision resistant hash function. More precisely, for any PPT adversary A that makes
at most q, key queries before challenge, at most q, key queries after challenge and at most q_ decryption queries
throughout the game, there exists PPT algorithms By, By, By, B, such that for any A,

AdviE(A) < (2q, +2q,, + 3) - Advg M PN + gy - Advig ™ () + AdviE™ () + g - AdvgiT ().

C.2 Normal to Type-1 altKey

Lemma 12 (Game,, ,, to Game,, ). Fori=1,... »q,, for any efficient adversary A that makes at most q key
queries and at most q _ decryption queries, there exists a PPT algorithm B such that |Adv%; ™" (X) — Adv%“' (V)] <
D A A

AdVBDd—MatDH()\) .

w(1)
Proof. The algorithm B gets input (G, g3, go Y )
TED, yd 2

as D, -MatDH problem instance where § = 0 or ¢ & Zp and

Setup. Same as Lemma 1. Only difference is we do not use any OTS.
Key Queries. Same as Lemma 1.

Dec Queries. On j** decryption query (z,C) where C is a ciphertext on data-index vy, if R(x,y) # 1, aborts.
Otherwise B computes altKey K and returns AltDec(C, K) to .A. We now describe the altKey generation procedure.

— If j >4, it is normal altKey. As B knows msk, it computes the altKey K« AltKeyGen(C, =, msk). -
— If j < i, it is type-3 semi-functional altKey. B computes type-3 altKey K < SFAItKeyGen(C, z, msk, —, mpk, .., 3,1).
—If j =4, it runs (k = (k k,, );im,) < EncK(z,N) and E « Pair(z,y, N). Chooses r,...,r & Zz

100 gy mo

and defines R = <(r01 ), cey (“82 )) It generates normal key K = (K,,..., K, ) where for each + € [m,],

190

bat bbjz<r0f>+ > bbjk.H,IZ(Ig)
je

j€[ma] [m2]
K, = g’;(mR’H) = g keln] . It then computes (f(l,...,f(wl) where f(z =
[T (K,)® for each 7 € [w,].
LE[m]

Here we note that the decryption queries need to follow a certain structure given in the footnote?.
Given C = (C,, C), B computes { = H(C). To compute the altKey, it implicitly sets Z~* (Z) = (E) Therefore

(1) oe(2) ~
9o Y= 9o Y/ The simulator then computes modified key K = (K,,? - K|, K,,..., K

wq
2(%) el emlz(f)
9 , P =gy and therefore is efficiently computable. It is evident from the description that

) where K, =

if § = 0, the key is a normal altKey whereas if g & Z,, the key is type-1 altKey.
(an+1+Hn+2>c1+B(°
1

4 Suppose the queried ciphertext is C = (Cp, C) where Cp = g T) for some 7 € Z, and C; = g7*.
Note that it satisfies the verification in Eq. (7). However, as the simulator knows H,+1 and H, 2, it can compute Q =

pu

=(?) -
g1 EHn+1tHni2)er Therefore it gets hold of 91 by computing Co/Q. Since, B and Z are simulated exactly as Lemma 1

»(2) ()

(see the Setup of Lemma 1), and B implicitly sets Z~* (z) = (i) to compute i*" altKey, e | g, , 05 evaluation
will allow the simulator to decide the D4-MatDH problem instance. Thus, under D4-MatDH assumption, the adversary can’t

make such decryption query. Therefore any decryption query A makes, to satisfy Eq. (7), the queried ciphertext C must
follow the relation that Co = gl<§Hn+1+Hn+2)°1 and C; = g7* where £ = H(C).
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Challenge. Same as Lemma 1. Since we do not use any OTS, £* now is H(C*) and C = (6;,0*) where
. (€*H¢L+1+Hn+2)B(§g)
Co=g .

Key Queries. Same as Phase-1 key queries.

Dec Queries. Same as Phase-I dec queries.

Guess. A halts with output b’. B outputs 1 if b’ = b and 0 otherwise.

C.3 Type-1 to Type-2 altKey

Lemma 13 (Game,,, to Game;,,). Fori = 1,...,d, we have [Advy, (A) — Advy,; ,(A)| = 0 if H is Collision
Resistant Hash Function.

To prove the indistinguishability of the two games, we use the modified SFSetup namely SFSetup’ (See Appendix
B.3) that was used to prove indistinguishability of Lemma 7 and Lemma 10. Intuitively, to argue the indistinguisha-
bility, we introduce new randomness using SFSetup’. Note that this newly introduced randomness does not affect the
public key mpk. Then we show that introduction of such new randomness allows us to argue the indistinguishability.
Recall that the challenge ciphertext is semi-functional and is denoted by é*, the secret keys K are all type-3 keys
and the altKey, computed to answer i*" decryption query, is denoted by K.

Here we prove that joint distribution of {K, C", K} if K is type-1 altKey is identical to joint distribution of {K,C , K}
. - - — (§*Hn+1+Hn+2)B(§O)+B( 7 0. p )
if K is type-2 altKey. Note that C = (C,, C*) such that C, = g, %0 & hntathos)io ) o here
& = H(C*). Now we prove our claim that, the joint distributions of {K,é*, K} behaves identically for both type-1
and type-2 altKey K.

Claim. The joint distribution of {K,é*, K} if K is type-1 altKey is identical to joint distribution of {K,é*, K} if
K is type-2 altKey.

Proof Note that K is type-3 key in both the distributions and can be computed by the simulator as it knows msk and
mpkbase Due to linearity of pair encoding, the challenge ciphertext C" and the altKey K can be expressed as product
of normal component and semi-functional component. Since the simulator knows msk and can compute the normal
components, it suffices to show that the joint distributions are identical if the joint distribution of semi-functional
components of C" and K are identically distributed.

~ —x/
Notice that due to the introduction of h (See Appendix B.3), the semi-functional ciphertext component C; and
the term @' used in altKey, is affected. To prove our claim, it suffices to argue that the following two distributions
—x/
(C; ,@') are identically distributed:

("M, 1 +H, 8| O )8 .0 0 en]  +ul, ozl 9
g TR (€ hntrthniz)do ) (Ehnt1thni2)t nht T2
Y1 » J2

(e*H +H el 0 )+is - 0. z( 0 0 +eul +uT, )z( 9
p ntlTHnA42 30 (" hny1+hny2)do 9 un (Ehnt1+thnt2)t ntl T n42 t
1 » 92 :

By natural restriction C # C where C’is challenge ciphertext and C is ciphertext provided for decryption. Therefore
(C(]7 C*> 75 (C[)) C)

Then any of the following two cases can happen,

1. é* # C, and C* = C: we show that such a case can’t happen. Since C* = C, &* = ¢ and C, = C} = gfI

naturally. This implies C,, (5 HusatHura)e _ 6; which is a contradiction.

2. C:“ # C: :uhe inequality C* 7é C implies &* ?é ¢ (due tf’ collision resistance of #). Therefore *h, | + h,, , and
§h, 1 + h, o are pairwise independent as h,, and h, , are chosen uniformly at random. It implies that the

semi-functional components of the ciphertext and altKey in Game, , ; and Game, , , are identically distributed.
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C.4 Type-2 to Type-3 altKey

Lemma 14 (Game, ;o tO Game3iy3). Fori=1,...,q,, for any efficient adversary A that makes at most q key
queries and at most g decryption queries, there exists a PPT algorithm B such that |Advi{i_1’3()\) - Advi{i’l(/\)| <
Advgd_MatDH()\) .

T 1!)
Proof. The algorithm B gets input (G, g5, g, Y ) as D,-MatDH problem instance where § = 0 or ¢ & Z, and
3 3
T & D,y < ZL.
The simulator description is same as Lemma 6 except while answering i*” decryption query. Here the altKey

A A(2) -

component K, = @ - K, where ¢ is now multiplied by g, ™ e G, where u = 3> bE,. As B knows mpk, .., it
LE€[m4]

chooses 7 & Z, to perform the simulation. In the similar light of Lemma 12, we see that if § = 0, the altKey is a

type-3 altKey whereas if ¢ & Z,, it is type-2 altKey.
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