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Abstract. Atiribute-based signatures (ABS) support restricted signing keys which allow signers
to sign messages with respect to specific signing credentials or attributes that are accepted by
the signing policies embedded within the signing keys. This paper presents the first ABS scheme
supporting signing policies representable by Turing machines (TM), based on indistinguishability
obfuscation (l10) for circuits. Our work places no constraint on the types of TM’s that can be
associated with the signing keys in the sense that the TM’s can accept signing attribute strings of
unbounded polynomial length and there is no limit on the description size or space complexity of the
TM’s. Prior ABS schemes could support at most circuit-realizable signing policies, and consequently
could deal with signing attribute strings whose lengths are fixed during setup.
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1 Introduction

In a traditional digital signature scheme, each signer possesses a secret signing key and publishes its
corresponding verification key. A signature on some message issued by a certain signer is verified with
respect to the public verification key of the respective signer, and hence during the verification process,
the explicit signer gets identified. In other words, standard digital signatures can guarantee no privacy
in the relationship between signers and claims attested by signatures due to the tight correspondence
between the signing and verification keys.

Attribute-based signatures (ABS), introduced by Maji et al. [12], aims to relax such a firm relationship
between signers and signatures issued by them, thereby ensuring some form of signer privacy. ABS
comes in two flavors, namely, key-policy and ciphertext-policy. In a key-policy ABS scheme, a setup
authority holds a master signing key and publishes system public parameters. Using its master signing
key, the authority can distribute restricted signing keys corresponding to specific signing policies. Such
a constrained signing key enables a signer to sign messages with respect to only those signing attributes
which are accepted by the signing policy embedded within the signing key. The signatures are verifiable by
anyone using solely the public parameters. By verifying a signature on some message with respect to some
signing attributes, a verifier gets convinced that the signature is indeed generated by a signer possessing
a signing key corresponding to some signing policy that accepts the signing attributes. However, the
verifier cannot trace the exact signer or signing policy used to generate the signature. The ciphertext-
policy variant interchanges the roles of signing attributes and signing policies. Other than being an
exciting primitive in its own right, ABS has countless interesting practical applications such as attribute-
based messaging, attribute-based authentication, anonymous credential systems, trust negotiation, and
leaking secrets.

A central theme of research in the field of ABS has been to expand the class of admissible signing
policies in view of implementing ABS in scenarios where the correspondence between signers and signa-
tures is more and more sophisticated. Starting with the initial work of Maji et al. [12], which supports
signing policies representable by monotone span programs, the family of supported signing policies has
been progressively enlarged by Okamoto and Takashima [14] to admit non-monotone span programs, and
further by Tang et al. [18] as well as Sakai et al. [17] to realize arbitrary polynomial-size circuits. Bellare
and Fuchsbauer 2] have put forth a versatile cryptographic primitive termed as policy-based signatures
(PBS) and have exhibited a generic transformation from PBS to ABS. Their generic conversion can be used
in conjunction with their proposed PBS construction to instantiate ABS for general circuits. However,
due to the use of span programs or circuits, all the existing ABS constructions are limited to signing at-
tributes expressible as binary strings of bounded length, where the bound is determined during the setup.
This is a serious bottleneck not only for ABS itself, but also for all the aforementioned applications of ABS.
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Our Contribution: In this paper, we overcome the restriction of apriori bounded length signing at-
tributes. More specifically, we present the first ever key-policy ABS scheme realizing the most general
type of signing policies along with unconstrained polynomial-length signing attribute strings. Our ABS
construction is relies on indistinguishability obfuscation (lO) for circuits, injective pseudorandom gen-
erators, and certain additional 10-compatible cryptographic tools. We note that other than 10, all the
cryptographic building blocks employed in our construction have efficient instantiations base on standard
number theoretic assumptions or one-way functions. In our ABS construction, signing policies are repre-
sented as Turing machines (TM), which can deal with signing attribute strings of arbitrary polynomial
length as opposed to circuits. On a more positive note, we place no restriction on the description size or
space complexity of the signing policy TM'’s, thereby, are able to capture the highly general form of sign-
ing policies. Our ABS construction is shown to possess strong signer privacy and existential unforgeability
against selective attribute adaptive chosen message attacks. Our principal technical contribution lies in
innovating new elegant ideas to extend the intricate techniques of Koppula et al. [11] for constructing
a message-hiding encoding scheme for Turing machines and those of Deshpande et al. |5] for building
constrained pseudorandom functions (CPRF) for unconstrained-length inputs secure in the selective chal-
lenge selective constraints model, to deal with the adaptive signing key queries of the adversary in our
unforgeability experiment. At this point we would like to mention that many recent works [4,/1] have also
extended the techniques of [11/5] to adaptive settings to address various interesting open problems of
modern cryptography. Those techniques may be employed to solve the problem considered in this paper
as well. However, observe that the techniques developed in [4,(1] involve the use of more advanced variants
of the cryptographic tools employed in |L1}/5] such as adaptive or history-less positional accumulators.
On the contrary, our approach in this paper is to introduce adaptivity into the techniques of [11,/5] using
essentially the same cryptographic tools as those utilized by [11}/5]. We provide a high level overview of
our techniques underlying our ABS construction in Section Finally, we note that using the technique
of universal TM, our key-policy ABS construction can be converted into a ciphertext-policy variant.

2 Preliminaries

Here we give the necessary background on various cryptographic tools which we will be using in the
sequel. Let A € N denotes the security parameter. For n € N and a,b € NU {0} (with a < b), we let

[n] = {1,...,n} and [a,b] = {a,...,b}. For any set S, v &s represents the uniform random variable
on S. For a randomized algorithm R, we denote by ¢ = R(v;p) the random variable defined by the

output of R on input v and randomness p, while 1) & R(v) has the same meaning with the randomness
suppressed. Also, if R is a deterministic algorithm ¢ = R(v) denotes the output of R on input v. We
will use the alternative notation R(v) — 1 as well to represent the output of the algorithm R, whether
randomized or deterministic, on input v. For any string s € {0,1}*, |s| represents the length of the string
s. For any two strings s,s’ € {0,1}*, s||s’ represents the concatenation of s and s’. A function negl is
negligible if for every integer ¢, there exists an integer k such that for all A > k, |[negl(\)| < 1/A°.

2.1 Turing Machines
A Turing machine (TM) M is a 7-tuple M = (Q, Xixp, Zrare; 9, G0, ac, Gres) With the following semantics:

— @Q: The finite set of possible states of M.

— Yvp: The finite set of input symbols.

— Yrape: The finite set of tape symbols such that X C Yrape and there exists a special blank symbol
‘e ZTAPE\EINP'

— 0:Q X Xppr = Q X Zpppr X {+1,—1}: The transition function of M.

— qo € Q: The designated start state.

gac € Q: The designated accept state.

— s (# ¢ac) € Q: The distinguished reject state.

For any t € [T = 2*], we define the following variables for M, while running on some input (without the
explicit mention of the input in the notations):

— POSr+: An integer which denotes the position of the header of M after the tth

0.

step. Initially, POSjr0 =
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— SYMs,+ € Yrapr: The symbol stored on the tape at the POS]yjytth location.

- SYM%’TTE) € Yrape: The symbol to be written at the POSys;—1™ location during the ¢ step.

— STars € Q: The state of M after the t* step. Initially, STar0 = qo-

At each time step, theTM M reads the tape at the header position and based on the current state,
computes what needs to be written on the tape at the current header location, the next state, and whether
the header must move left or right. More formally, let (¢,¢, 8 € {+1,—1}) = §(STas1—1,SYMar,e—1). Then,
ST, = 4, SYME&YEITE) = (, and POSr: = POSps+—1 + 3. M accepts at time t if STps; = qac. In this paper
we consider X = {0,1} and Xppr = {0,1,_}. Given any TM M and string € {0,1}*, we define

M(z) =1, if M accepts = within T steps, and 0, otherwise.

2.2 Indistinguishability Obfuscation

Definition 2.1 (Indistinguishability Obfuscation: 10 [6]). An indistinguishability obfuscator (I0)
ZO for a circuit class {Cy}, is a probabilistic polynomial-time (PPT) uniform algorithm satisfying the
following conditions:

» Correctness: IO(I)‘, () preserves the functionality of the input circuit C, i.e., for any C € C,, if we
compute C' = ZO(1*,C), then C'(v) = C(v) for all inputs v.

» Indistinguishability: For any security parameter A and any two circuits Cy, C; € Cy with same func-
tionality, the circuits ZO(1*,Cy) and ZO(1*, C}) are computationally indistinguishable. More precisely,
for all (not necessarily uniform) PPT adversaries D = (D;,Ds), there exists a negligible function negl
such that, if

Pr[(Co,C1,€) & Di(1Y) = Vu,Co(v) = C1(v)] > 1 - negl(N),
then |Pr[D(¢,Z0(1%, Cp)) = 1] — Pr[Da(£, ZO(1*, C1)) = 1]| < negl()).

We remark that the two distinct algorithms D; and D, which pass state £, can be viewed equivalently
as a single stateful algorithm D. In this paper we employ the latter approach, although here we present
the definition as it appears in [6]. When clear from the context, we will drop 1% as an input to ZO.

The circuit class we are interested in are polynomial-size circuits, i.e., when C) is the collection of all
circuits of size at most A. This circuit class is denoted by P/poly. The first candidate construction of 10 for
P/poly was presented by Garg et al. [6] in a generic model of encoded matrices. Later, Pass et al. |[15] and
Gentry et al. [8] have shown that 10 for P/poly can be developed based on a single instance-independent
assumption.

2.3 10-Compatible Cryptographic Primitives

In this section, we describe the notions of certain |0-friendly cryptographic tools used in our ABS con-
struction.

2.3.1 Puncturable Pseudorandom Function

A puncturable pseudorandom function, introduced by Sahai and Waters [16], is a pseudorandom function
(PRF) with the additional property that given a master PRF key, it is possible to derive punctured PRF
keys that enable the evaluation of the PRF at all points of the input domain except the punctured points,
whereas given such a punctured key, the PRF output still remains pseudorandom at the punctured point.

Definition 2.2 (Puncturable Pseudorandom Function: PPRF [16]). A puncturable pseudorandom
function (PPRF) F : Keprr X Xpprr — Vepre consists of an additional punctured key space Kpprp_punc Other
than the usual key space Kpprr and the PPT algorithms (F.Setup, F.Eval, F.Puncture, F.Eval-Punctured)
described below. Here, Xpppr = {0, 1}7w and Vpprp = {0, 1}rwor | where Loprpye and Lpprp-our are
polynomials in the security parameter A,

F .Setup(l”\) — K : The setup authority takes as input the security parameter 1* and uniformly samples
a PPRF key K € Kppgp-
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F.Eval(K,z) — r : The setup authority takes as input a PPRF key K € Kpprr along with an input
Z € Xppgr- It outputs the PPRF value r € Vepre on . For simplicity, we will represent by F (K, z) the
output of this algorithm.

F.Puncture(K,z) — K{z} : Taking as input a PPRF key K € Kppyr along with an element & € Xppgy,
the setup authority outputs a punctured key K{z} € Kpprr_punc-
F.Eval-Puncured(K{z},2’) — r or L : An evaluator takes as input a punctured key K{x} € Kpprr_punc

along with an input 2’ € AXpprp. It outputs either a value 7 € Ypprr or a distinguished symbol L
indicating failure. For simplicity, we will represent by F(K{z},2’) the output of this algorithm.

The algorithms F.Setup and JF.Puncture are randomized, whereas, F.Eval and JF.Eval-Punctured are
deterministic.

» Correctness under Puncturing: Consider any security parameter A\, K € Kpprp, T € Xpppr, and
K{z} & F.Puncture(K, z). Then it must hold that

N JF(K,2'),if 2’ #x
F(K{z}2') = { 1, otherwise

» Selective Pseudorandomness at Punctured Points: This property of a PPRF is defined through
the following experiment between an adversary B and a challenger C:

e 3 submits a challenge input x* € Xppgp to C.
e C chooses uniformly at random a PPRF key K* ﬁ Kepre and a random bit b <i {0,1}. Tt computes
the punctured key K*{z*} & F.Puncture(K*, z*). If b =0, it sets r* = F(K*,z*). Otherwise, it

selects 1% ¢ Yepree- It sends back (K*{z*},r*) to B.
e B outputs a guess bit ¥’ € {0,1}.

The PPRF F is selectively pseudorandom at punctured points if for any PPT adversary B, for any security
parameter A, o
Advy "R (A) = |Pr[b = 8] — 1/2| < negl(\)

for some negligible function negl.

Boneh and Waters [3], have shown that the tree-based PRF constructed by Goldreich et al. [9] can be
readily modified to build a PPRF from one-way functions.

2.3.2 Somewhere Statistically Binding Hash Function

We provide the definition of somewhere statistically binding hash function as defined by Hubacek et
al. [10]. A somewhere statistically binding hash can be used to create a short digest of some long string.
A hashing key is created by specifying a special binding index and the generated hashing key gets the
property that the hash value of some string created with the hashing key is statistically binding for
the specified index, meaning that the hash value completely determines the symbol of the hashed input
at that index. In other words, even if some hash value has several pre-images, all of those pre-images
agree in the symbol at the specified index. The index on which the hash is statistically binding should
remain computationally hidden given the hashing key. Moreover, it is possible to prove that the input
string underlying a given hash value contains a specific symbol at a particular index, by providing a short
opening value.

Definition 2.3 (Somewhere Statistically Binding Hash Function: SSB Hash [104{13]). A some-
where statistically binding (SSB) hash consists of the PPT algorithms (SSB.Gen, H, SSB.Open,SSB. Verify)
along with a block alphabet Xssppx = {0, 1}mx output size lsspasu, and opening space Igsy =
{0, 1}sworm | where fasp-prx, Lssponass Lssp-opex are some polynomials in the security parameter A. The al-
gorithms have the following syntax:

SSB.Gen(lAmSSB_BLK,i*) — HK : The setup authority takes as input the security parameter 1%, an
integer Nggppx < 22X representing the maximum number of blocks that can be hashed, and an index
i* € [0, ngsp-px — 1] and publishes a public hashing key HK.

Hux : x € Zlppx — h € {0,1}5smst : This is a deterministic function that has the hash key HK
hardwired. A user runs this function on input = zg||. .. || T m—1 € Zasik to obtain as output

SSB-BLK
h - HHK(x) 6 {0, 1}€SSB—H/\5H‘
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SSB.Open(HK, ,7) — 7y : Taking as input the hash key HK, input x € XZsrpx  and an index ¢ €
[0, ngsp-pix — 1], @ user creates an opening sy € Ilggs.

SSB.Verify(HK, h, i, u, Tssp) — Be {0,1} : On input a hash key HK, a hash value h € {0, 1}fswms an
index i € [0, nssppk — 1], & value u € Xggp ik, and an opening mssp € Issp, a verifier outputs a bit

60,1},
The algorithms SSB.Gen and SSB.Open are randomized, while the algorithm SSB.Verify is deterministic.

. . . $
» Correctness: For any security parameter )\, integer ngsppx < 2%, 4,i* € [0, Nssppix — 1], HK <=

SSB.Gen(1*, nsspopix, 1%), & € DMsemx - and magy & SSB.Open(HK, x, 1), we have SSB.Verify(HK, Hux (), 1,

SSB-BLK
Ty, 7TSSB) =1

» Index Hiding: The index hiding property of an SSB hash is defined through the following experiment
between an adversary B and a challenger C:

e BB chooses an integer ngsppx < 2* together with a pair of indices i, 17 € [0, nsgp-prx — 1], and submits
them to C. o s
e C selects a random bit b <= {0, 1} and computes HK <= SSB.Gen (1%, ngsp-pix, z:), and returns HK to B.

e 3 eventually outputs a guess bit Ve {0,1}.
The SSB hash is said to be index hiding if for any PPT adversary B, for any security parameter \,

Advis®™(\) = |Prib = '] — 1/2| < negl(\)
for some negligible function negl.

» Somewhere Statistically Binding: An SSB hash key HK is said to be statistically binding for an
index i* € [0, nssp_pii — 1] if there do not exist any h € {0, 1}fswmst 4 £ v € Yggp gk, and Tsgp, They € Hssp
such that SSB.Verify(HK, h, i*, u, msgs) = 1 = SSB.Verify(HK, h, i*, v/, wly;).

The SSB hash is defined to be somewhere statistically binding if for any security parameter \, integer
Nsspopix < 27, index i* € [0, nssppix — 1], the hash key HK & SSB.Gen (17, nssponix, 1*) is statistically
binding for ¢*. Note that this is an information theoretic property.

The first construction of an SSB hash is presented by Hubacek et al. [10]. Their construction is based on
fully homomorphic encryption (FHE) |7]. Recently, Okamoto et al. [13] provides alternative constructions
of SSB hash based on various standard number theoretic assumptions. Such as the Decisional Diffie-
Hellman assumption. In this paper, we consider fsppix = 1 and nesppix = 2.

2.3.3 Positional Accumulator

We will now present the notion of a positional accumulator as defined by Koppula et al. [11]. Intuitively,
a positional accumulator is a cryptographic data structure that maintains two values, namely, a storage
value and an accumulator value. The storage value is allowed to grow comparatively large, while the
accumulator value is constrained to be short. Message symbols can be written to various positions in the
underlying storage, and new accumulated values can be computed as a string, knowing only the previous
accumulator value and the newly written symbol together with its position in the data structure. Since
the accumulator values are small, one cannot hope to recover everything written in the storage from the
accumulator value alone. However, there are additional helper algorithms which essentially allow a party
who is maintaining the full storage to help a more restricted party maintaining only the accumulator
value recover the data currently written at an arbitrary location. The helper is not necessarily trusted, so
the party maintaining the accumulator value performs a verification procedure in order to be convinced
that it is indeed reading the correct symbols.

Definition 2.4 (Positional Accumulator [11]). A positional accumulator consists of the PPT algo-
rithms (ACC.Setup, ACC.Setup-Enforce-Read, ACC.Setup-Enforce-Write, ACC.Prep-Read, ACC.Prep-Write,
ACC . Verify-Read, ACC.Write-Store, ACC.Update) along with a block alphabet Xyccpx = {0, 1}fomx ac-
cumulator size £,cc-accumurare, Proof space Il = {0, 1}6‘“'0'?“0“ where £sco-pui, ace-acoumurare, Lacc-rroor
are some polynomials in the security parameter A. The algorithms have the following syntax:

ACC.Setup(l)‘,nACC,BLK) — (PPacc, Wo, STOREq) : The setup authority takes as input the security pa-
rameter 1* and an integer nacopx < 2 representing the maximum number of blocks that can be
accumulated. It outputs the public parameters PP,¢¢, an initial accumulator value wg, and an initial
storage value STOREg.
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ACC.Setup—Enforce—Read(l)‘, Naceniks ((T1,81), -« (T, 0k)), 1) = (PPace, Wo, STOREg) : Taking as input
the security parameter 1’\, an integer Nycopx < 22 representing the maximum number of blocks that
can be accumulated, a sequence of symbol-index pairs ((21,41), ..., (Zx, %)) € (Zacc-prk X [0y Naco-pLk —
1])*, and an additional index i* € [0, nycc-px — 1], the setup authority publishes the public parameters

PP,cc, an initial accumulator value wg, together with an initial storage value STOREy.

ACC.Setup-Enforce-Write(1*, naccopix, ((1,41), - - - T, ix))) = (PPacc, Wo, STOREg) : On input the secu-
rity parameter 1%, an integer nacepx < 2 denoting the maximum number of blocks that can be accu-
mulated, and a sequence of symbol-index pairs ((z1,%1),. .., (Zx,ix)) € (Zrce-nx X [0, Nacenk — 1])7,
the setup authority publishes the public parameters PP,¢¢, an initial accumulator value wg, as well
as, an initial storage value STOREg.

ACC.Prep-Read(PP,cc, STORE, iy) — (Zour, Tacc) : A storage-maintaining party takes as input the
public parameter PP,¢c, a storage value STOREy, and an index iy € [0, naccmx — 1]- It outputs a
symbol Zoyr € Xacenk U {€} (€ being the empty string) and a proof macc € Hacc-

ACC.Prep-Write(PPcc, STOREy, iy) — AUX : Taking as input the public parameter PP,cc, a storage
value STOREy, together with an index iy € [0, nsconkx — 1], a storage-maintaining party outputs an
auxiliary value AUX.

ACC.Verify-Read (PP scc, Win, Tins finy Tace) — B € {0,1} : A verifier takes as input the public parameter
PP,cc, an accumulator value wy, € {0, 1}fconcenmare o symbol @y € Xacepx U {€}, an index iy €
[0, nacosik — 1], and a proof mace € . It outputs a bit Be {0,1}.

ACC.Write-Store(PP cc, STORE, iy, Ziv) — STOREqyr : On input the public parameters PP,cc, a storage
value STOREy, an index iy € [0, naccmx — 1], and a symbol zy € Y copk, a storage-maintaining
party computes a new storage value STOREqyr.-

ACC.Update(PPscc, Win, T1x, tiny AUX) — wourorL : An accumulator-updating party takes as input the
public parameters PP,cc, an accumulator value wy € {0, 1}£~‘CC*'\CCUN‘”L~‘TE, a symbol zy € Yiccpik, an
index i1y € [0, naccmx — 1], and an auxiliary value AUX. It outputs the updated accumulator value
Wouy € {0, 1}faccacomars or the designated reject string 1.

Following [11,/5], in this paper we will consider the algorithms ACC.Setup, ACC.Setup-Enforce-Read, and
ACC.Setup-Enforce-Write as randomized while all other algorithms as deterministic.

» Correctness: Consider any symbol-index pair sequence ((21,41), ..., (T4, %x)) € (Zaco-nrk X [0, NaccpLx—
1])®. Fix any (PPscc, Wo, STORE) & ACC.Setup(l)‘, Nace-srx ). For j = 1,..., K, iteratively define the fol-
lowing;:

— STORE; = ACC.Write-Store(PP ¢, STORE; 1,4}, Z;)
— AUX; = ACC.Prep-Write(PPcc, STORE; 1, ;)
- w; = ACC.Update(PPACC, Wji—1,Tj, ’ij, AUX]')

The following correctness properties are required to be satisfied:

i) For any security parameter \, nccpx < 27, index i* € [0, ncepk — 1], sequence of symbol-index pairs

((x1,71)y -y (Tr, k) € (Zaco-prk X [0, Macek—1])", and (PPcc, wo, STORE) & ACC.Setup(lA, TUACC-BLK ) s
if STORE,; is computed as above, then ACC.Prep-Read(PP,cc, STORE,, i*) returns (z;, macc) Where j is
the largest value in [k] such that i; = ¢*.

ii) For any security parameter \, nccpx < 2%, sequence of symbol-index pairs ((x1,41),..., (2x,%x)) €
(EACC—BLK X [07 M acc-BLK — 1])K7 (RS [07 N Acc-BLK — 1]; and (PPACCa wo, STOREO) ﬁ ACC.Setu P(l’\, nACC—RLK)?
if STORE,, and w,, are computed as above and (zoyr, Tacc) = ACC.Prep-Read(PP,cc, STORE,, i*), then
ACC.Verify-Read (PP scc, Wi, Tour, 1%, Tace) = 1

» Indistinguishability of Read Setup: This property of a positional accumulator is defined through
the following experiment between an adversary B and a challenger C:

e B chooses a bound ncepx < 27 of the number of blocks, k£ symbol-index pairs ((x1,41), ..., (Tx,ix)) €
(Xacenk X [0, naccpk — 1)), and an index * € [0, nacepux — 1]- It submits all of those to C.

e C selects a random bit b <& {0,1}. Ifh=0,C generates (PP c¢, Wo, STORE) & ACC.Setup(l)‘, TACC-BLK ) -
Otherwise, C forms (PP cc, wo, STOREq) & ACC.Setup—Enforce—Read(1’\7 Naccsrks (T1,01)y -+ (X, 1)),
i*). It returns (PP ,cc, wo, STOREq) to B.

e B3 outputs a guess bit &’ € {0,1}.
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The positional accumulator is said to satisfy indistinguishability of read setup if for any PPT adversary
B, for any security parameter A, we have

Adviy NP () = |Pr(b = b'] — 1/2] < negl()\)
for some negligible function negl.

» Indistinguishability of Write Setup: This property of a positional accumulator is defined through
the following experiment between an adversary B and a challenger C:

e BB chooses a bound nacepx < 2% of the number of blocks, and s symbol-index pairs ((x1,41), .-,
(Tr,%1)) € (Xaco-prk X [0y Naco-sk — 1])%. It submits all of those to C.

e C selects a random bit b & {0,1}. Ifh=0,C generates (PP, Wo, STORE) & ACC.Setup(l’\, TLAGC-BLK ) -

Otherwise, C generates (PPacc, Wo, STORE() & ACC.Setup-Enforce—Write(l)‘,nACC,BLK, ((z1,%1)y .-
(Z4,%x))). It returns (PPacc, wo, STOREq) to B.
e B outputs a guess bit ¥ € {0,1}.

A positional accumulator is said to satisfy indistinguishability of write setup if for any PPT adversary B,
for any security parameter A, we have

Advyy “NVRTE(N) = |Prib = b] — 1/2] < negl())
for some negligible function negl.

» Read Enforcing: Consider any security parameter \, nacepix < 2%, (21,71), - - -, (Tw,1x)) € (Zrceopix X

[0, nacenx—1])*, and i* € [0, naccpx—1]. Let (PPace, wo, STORE) & ACC.Setup—Enforce—Read(1’\, N ACC-BLK s
((x1,41)y .-y (Twyix)),4%). For j =1,..., K, iteratively define the following:

— STORE; = ACC.Write-Store(PP 0, STORE; 1,4}, Z;)
— AUX; = ACC.Prep-Write(PPc0, STORE; 1, %;)
- w; = ACC.Update(PPACC, Wji—1,Tj, ’ij, AUXj)

The positional accumulator is said to be read enforcing if ACC.Verify-Read(PPycc, Wy, Tin, 1%, Tace) = 1
implies either [i* ¢ {i1,...,9x}] A [z = €] or & = x; for the largest j € [k] such that i; = i*. Note
that this is an information theoretic property.

» Write Enforcing: Consider any security parameter A\, nycepx < 2%, and ((x1,41),...

= ) 7(93min)) €
(Xaconrk X [0, Nacepk—1])". Let (PPyqe, wo, STORE) & ACC.Setup—Em‘orce—Write(lA7 Nacesiks ((T1,91), .-+,

(Tw,ix))). For j =1,..., K, iteratively define the following:

— STORE; = ACC.Write-Store(PP ¢, STORE;_1, 1, Z;)
— AUX; = ACC.Prep-Write(PP¢c, STORE;_1,1%;)
- w; = ACC.Update(PPACC, Wi—1,Tj, Z'j, AUXj)

The positional accumulator is defined to be write enforcing if ACC.Update(PP o, Wx—1, Tk, i, AUX) =
woyr # L, for any AUX, implies woyr = w,. Observe that this is an information theoretic property as
well.

The first construction of a positional accumulator is presented by Koppula et al. [11] based on |0 and one-
way function. Recently, Okamoto et al. [13] provided an alternative construction of positional accumulator
from standard number theoretic assumptions. Such as the Decisional Diffie-Hellman assumption.

2.3.4 Iterator

Here, we define cryptographic iterators again following [11]. Informally speaking, a cryptographic iterator
consists of a small state that is updated in an iterative fashion as messages are received. An update to
incorporate a new message given the current state is performed with the help of some public parameters.
Since, states are relatively small regardless of the number of messages that have been iteratively incorpo-
rated, there is in general many sequences of messages that lead to the same state. However, the security
property requires that the normal public parameters should be computationally indistinguishable from
specially constructed enforcing parameters which ensure that a particular state can only be obtained as
the outcome of an update to precisely one other state-message pair. Note that this enforcement is a very
localized property to a specific state and hence can be achieved information-theoretically when it is fixed
ahead of time where exactly this enforcement is desired.
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Definition 2.5 (Iterator [11]). A cryptographic iterator consists of the PPT algorithms (ITR.Setup,
ITR.Setup-Enforce, ITR.Iterate) along with a message space Mz = {0,1}¥mwe and iterator state size
Lirp-st, Where firpovse, firr-sr are some polynomials in the security parameter \. Algorithms have the
following syntax:

ITR.Setup(1*, nyrr) — (PPrrr, vo) : The setup authority takes as input the security parameter 1* along
with an integer bound n.x < 2* on the number of iterations. It outputs the public parameters PPy
and an initial state vy € {0, 1},

ITR.Setup-Enforce(l/\7nITR, (11, -+ i) = (PPig,vg) : Taking as input the security parameter 1%, an
integer bound npp < 2N together with a sequence of k messages (pu1, ..., fix) € M, where £ < nyg,
the setup authority publishes the public parameters PP,y and an initial state vy € {0, 1}fmsr,

ITR.Iterate(PP 1y, v € {0, 1}5'“'“7#) — Vour : On input the public parameters PPy, & state vy, and a
message [t € My, an iterator outputs an updated state voyr € {0, 1}5”1‘-“. For any integer k£ < nyrg,
we will write ITR.Iterate”™(PPirg, vo, (fi1, - .-, tis)) to denote ITR.Iterate(PPirg, vi—1, tix), Where v; is
defined iteratively as v; = ITR.Iterate(PPip, vj_1, ;) forall j=1,...,k — 1.

The algorithm ITR.lterate is deterministic, while the other two are randomized.

» Indistinguishability of Enforcing Setup: This property of a cryptographic iterator is defined
through the following experiment between an adversary B and a challenger C:

e 13 chooses an integer bound n;r; < 27, along with a sequence of k messages (i1, .. ., i) € Mt and
submits them to C.
e C selects a random bit b & {0,1}. If b = 0, C generates (PPyy, Vo) il ITR.Setup(l’\,nITR). Else, C

generates (PPyy, o) & ITR.Setup-Enforce(l/\,nITR, (1, - -+ ). It sends back (PP, vg) to B.
e 3 outputs a guess bit &’ € {0, 1}.

The cryptographic iterator is said to satisfy indistinguishability of enforcing setup if for any PPT adversary
B, for any security parameter A,

Adng,IND—ENF()\) _ |PI’[IA) _ i)/] —1/2] < negl(N)

for some negligible function negl.

» Enforcing: Consider any security parameter \, nyyp < 2% Kk < nyg, and (pg, ..., i) € M5, Let

(PPirg, o) & ITR.Set-Enforce(1*, 1zm, (11, - - -, f1s)) and v; = ITR.Iterate’ (PPign, vo, (11, - - - , 1)) for all
j € [k]. The cryptographic iterator is said to be enforcing if vy = ITR.Iterate(PPyy, v’, 1') implies (v/, ') =
(vk—1, ). Note that this is an information theoretic property.

Koppula et al. |[11] have presented a construction of cryptographic iterators from |0 and one-way function.

2.3.5 Splittable Signature

The following background on splittable signatures is taken verbatim from Koppula et al. |[11] as well. A
splittable signature scheme is essentially a normal signature scheme augmented by some additional algo-
rithms that produce alternative signing and verification keys with different capabilities. More precisely,
there are “all-but-one” signing and verification keys which work correctly for all messages except for a
specific one, as well as there are “one” signing and verification keys which work only for a particular
message. Additionally, there are “reject” verification keys which always reject signatures.

Definition 2.6 (Splittable Signature: SPS [11]). A splittable signature scheme (SPS) for message
space Mgps = {0, 1}5rus¢ and signature space Sgps = {0, 1}575¢ where £sps yisc, fsps.sic are some polynomi-
als in the security parameter A, consists of the PPT algorithms (SPS.Setup, SPS.Sign, SPS.Verify, SPS.Split,
SPS.Sign-ABO) which are described below:

SPS.Setup(1") — (SKsps, VKsps, VKgps.ry) © The setup authority takes as input the security parameter
1* and generates a signing key SKgps, a verification key VKgps, together with a reject verification key

VKSPS—REJ .

SPS.Sign(SKsps, M) — ogps : A signer given a signing key SKgpg along with a message m € Mgps, produces
a signature ogpg € Sgps-
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SPS.Verify(VKgps, m, 0gps) — B € {0,1} : A verifier takes as input a verification key VKgps, & message
m € Mgpg, and a signature ogps € Sgps. It outputs a bit 3 € {0,1}.

SPS.Split(SKgps, m*) — (O—SPS—ONE,m*y\/KSPS—ONEa SKsps-aso, VKsps-apo) © On input a signing key SKgps
along with a message m* € Mgps, the setup authority generates a signature ogps.ongm* =
SPS.Sign(SKgps, m*), a one-message verification key VKgps ong, and all-but-one signing-verification key
pair (SKSPS—A807 VKSI—’S—ABO)~

SPS.Sign-ABO(SKsps-apo, M) — 0gps or L : An all-but-one signer given an all-but-one signing key SKgps_ano
and a message m € Mgps, outputs a signature ogps € Sgps or a distinguished string | to indicate
failure. For simplicity of notation, we will often use SPS.Sign(SKgps.apo, ™M) to represent the output of
this algorithm.

We note that among the algorithms described above, SPS.Setup and SPS.Split are randomized while all
the others are deterministic.

. $
» Correctness: For any security parameter A, message m* € Mgps, (SKsps, VKsps, VKspg-res) SPS.Setup(l)‘),

$ . . .
and (Osps-ong,m* s VKsps-onu, SKsps-apos VKsps-ano) < SPS.Split(SKeps, m*) the following correctness condi-
tions hold:

i) Vm € Mgps, SPS.Verify(VKgps, m, SPS.Sign(SKgps, m)) = 1.
V'm # m* € Msps, SPS.Sign(SKsps, m) = SPS.Sign-ABO(SKgps_apo, m).

)

ii)

iii) Vosps € Ssps, SPS.Verify(VKgps ong, m*, osps) = SPS.Verify(VKgps, m*, ogps)-

iv) Vm # m* € Mgps, 0sps € Ssps, SPS.Verify(VKgpg_apo, M, 0sps) = SPS.Verify(VKgps, m, ogps)-
v) Ym #m* € Mgpg, Ogps € Ssps, SPS.Verify(VKsps onm, M, Ogps) = 0.

vi) Vosps € Seps, SPS.Verify(VKgps apo, m*, ogps) = 0.

vil) Vm € Mgps, sps € Ssps, SPS.Verify(VKgps rps, M, 0gps) = 0.

» VKgpgrey Indistinguishability: This property of a splittable signature scheme is defined through the
following experiment between an adversary B and a challenger C:

e C generates (SKgps, VKgsps, VKsps-res) & SPS.Setup(lA). Next it chooses a random bit b & {0,1}. If
b =0, it sends VKgps to B. Otherwise, it sends VKgpspg; to B.
e B outputs a guess bit ' € {0,1}.

The splittable signature scheme is said to be VKgpgpp indistinguishable if for any PPT adversary B, for
any security parameter \,

Advsg’S7IND—REJ()\) _ \Pr[IA) _ [;/] _ 1/2| < neg|()\)

for some negligible function negl.
» VKgps.ong Indistinguishability: This feature of a splittable signature scheme is defined through the

following experiment between an adversary B and a challenger C:

e 3 submits a message m* € Mgpg to C.
$ A .
o C generates (SKgps, VKsps; VKgps-riy) < SPS.Setup(17). Next it computes (0sps-ong,m* » VKsps-onss SKsps-a505

VKgps-aB0) ﬁ SPS.Split(sKgps, m*). Then it chooses a random bit b & {0,1}. If b = 0, it returns
(Osps-onm,m* s VKsps-one) t0 B. Else, it returns (ogps-oxg,m=, VKsps) to B.
e B outputs a guess bit ¥’ € {0,1}.

The splittable signature scheme is said to be VKgps ong indistinguishable if for any PPT adversary B, for
any security parameter A,

Adv:zgps,IND-ONE()\) _ |Pr[lA7 _ 8/] _ 1/2‘ < neg|(/\)

for some negligible function negl.

» VKgps apo Indistinguishability: This feature of a splittable signature scheme is defined through the
following experiment between an adversary B and a challenger C:

e BB submits a message m* € Mgps to C.
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$ A .
o C generates (SKgps, VKsps, VKsps-ris) <— SPS.Setup(17). Next it computes (0gps-ong,m= » VKsps-oxms SKsps-apos

VKgps-aB0) & SPS.Split(SKgps, m*). Then it chooses a random bit b & {0,1}. If b = 0, it returns
(SKsps-apos VKsps-apo) t0 B. Else, it returns (SKgps.apo, VKsps) to B.
e B outputs a guess bit ¥’ € {0,1}.

The splittable signature scheme is said to be VKgps 5o indistinguishable if for any PPT adversary B, for
any security parameter A,

Advyg SNPARO()) = |Pr[l§ = B’] —1/2] < negl(A)

for some negligible function negl.

» Splitting Indistinguishability: This feature of a splittable signature scheme is defined through the
following experiment between an adversary B and a challenger C:

e 3 submits a message m* € Mgps to C.

o C forms (SKsps, VKsps, VKspsney) <= SPS.Setup(1*), (SK.pg, VK. g VKL g nny) <= SPS.Setup(1*). Next it

$ . ,
computes (Tsps-ong,m* » VKsps-onms SKsps-apo, VKsps-apo) — SPS.Split(SKgps, m*) as well as (Usps-om:,m*v

$ . . I
VK. ps-onms SKbps-anor VKeps-ano) — SPS.Split(SKf,g, m*). Then it chooses a random bit b < {0,1}. If
b = 0, it returns (USPS-ONE,m* » VKgsps-ong; SKsps-aBo; VKSPS—ABO) to B. Else, it returns (USPS-ONE,m* y VKgps-oNE;
/ !
SKSPS—ABO? VKSPS-ABO) tO B'

e B outputs a guess bit &' € {0,1}.

The splittable signature scheme is said to be splitting indistinguishable if for any PPT adversary B, for
any security parameter A,

Advi P (N) = [Pr[b = B] — 1/2] < negl()\)
for some negligible function negl.

Koppula et al. [11] have constructed a splittable signature scheme using 10 and one-way function.

3 Our Attribute-Based Signature for Turing Machines

3.1 Notion

Here we will formally define the notion of an attribute-based signature scheme where signing policies are
associated with TM’s. This definition is similar to that defined in [18,[17] for circuits. However, due to
the use of TM’s as opposed to circuits, such a scheme can handle signing attribute strings of arbitrary
polynomial length.

Definition 3.1 (Attribute-Based Signature for Turing Machines: ABS). Let M) be a class
of TM’s, the members of which have (worst-case) running time bounded by 7' = 2*. An attribute-
based signature (ABS) scheme for signing policies associated with the TM’s in M comprises of an
attribute universe U,gs C {0,1}*, a message space M,pg = {0,1}2“*“—““—‘, a signature space Syps =
{0, 1}‘{“*“'@, where £,gs usa, fans-sic are some polynomials in the security parameter A, and the PPT al-
gorithms (ABS.Setup, ABS.KeyGen, ABS.Sign, ABS.Verify) described below:

ABS.Setup(1*) — (PP,ss, MSK,ps) : The setup authority takes as input the security parameter 17. It
publishes the public parameters PP,z while generates a master secret key MSK,q for itself.

ABS.KeyGen(MSKaps, M) — SKaps(M) : Taking as input the master secret key MSK,gs and a signing
policy TM M € M, of a signer, the setup authority provides the corresponding signing key SK,ps(M)
to the legitimate signer.

ABS.Sign(SKps(M), z,msg) — oaps or L : On input the signing key SK,ps(M) corresponding to the
legitimate signing policy TM M € M, a signing attribute string € U, g, and a message msg € M s,
a signer outputs either a signature o,55 € Spps or L indicating failure.

ABS.Verify(PP g, T, MSE, Taps) — B e {0,1} : A verifier takes as input the public parameters PP,gg, a
signing attribuAte string © € U,ps, a message msg € Mg, and a purported signature o ps € Spps. It
outputs a bit 5 € {0,1}.
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We note that all the algorithms described above except ABS.Verify are randomized. The algorithms satisfy
the following properties:

» Correctness: For any security parameter A, (PP pg, MSKaps ) & ABS.Setup(1*), M € My, SK,ps(M) &
ABS.KeyGen(MSKps, M), € Upps, and msg € M g, if M (x) = 1, then ABS.Sign(SKaps(M), 2, msg) out-
puts oaps € Saps such that ABS.Verify(PP g, €, msg, oaps) = 1.

» Signer Privacy: An ABS scheme is said to provide signer privacy if for any security parameter
A, message msg € Mps, (PPaps, MSKaps) & ABS Setup(1%), signing policies M, M’ € My, signing
keys SKaps(M) & ABS.KeyGen(MSK g5, M), SKaps (M) & ABS.KeyGen(MSK 5, M'), € U,ps such that

M(z) = 1 = M'(z), the distributions of the signatures outputted by ABS.Sign(SK,ps(M),x, msg) and
ABS.Sign(sKps(M'), x, msg) are identical.

» Existential Unforgeability against Selective Attribute Adaptive Chosen Message Attack:
This property of an ABS scheme is defined through the following experiment between an adversary A
and a challenger B:

e A submits a challenge attribute string z* € U,pg to B.
e 3 generates (PP,pg, MSK aps) & ABS.Setup(l)‘) and provides A with PP ,gq.
e A may adaptively make a polynomial number of queries of the following types:
— Signing key query: When A queries a signing key corresponding to a signing policy TM M € M,
subject to the restriction that M (z*) = 0, B gives back SK,ps(M) & ABS.KeyGen(MSK 55, M) to
A.
— Signature query: When A queries a signature on a message msg € M,ps under an attribute
string « € U, s, B samples a signing policy TM M € M, such that M (z) = 1, creates a signing key

SKags(M) & ABS.KeyGen(MSK s, M), and generates a signature o ,pg & ABS.Sign(SKps (M), x, msg),
which B returns to A.
e At the end of interaction A outputs a message-signature pair (msg*, o%,s). A wins if the following
hold simultaneously:
i) ABS.Verify(PP,ps, 2%, msg*, o5,) = 1.
ii) A has not made any signature query on msg* under z*.

The ABS scheme is said to be existentially unforgeable against selective attribute adaptive chosen message
attack if for any PPT adversary A, for any security parameter A,

AdviFUT M (N) = Pr[A wins] < negl(A)
for some negligible function negl.

Remark 3.1. Note that in the existential unforgeability experiment above without loss of generality, we
can consider signature queries on messages only under the challenge attribute string z*. This is because
any signature query under some attribute string z # x* can be replaced by a signing key query for a
signing policy TM M, € M, that accepts only the string z. Since x # x*, M,(z*) = 0, and thus M,
forms a valid signing key query. We will use this simplification in our proof.

3.2 Principal Ideas behind Our ABS Scheme

Here we give an overview of our ABS scheme. To generate an ABS signature, we use a PPRF F, an
SSB hash function, and a standard existentially unforgeable digital signature scheme SIG for the same
message space M ps = {0, 1}fws of the ABS scheme. A high level description of the structure of our
ABS signatures and the signature verification process is presented below:

a) The master signing key MSK,gs of our ABS scheme counsists of a key K for the PPRF F and an SSB
hash key HK.

b) The ABS signature on a message msg € M,z under certain signing attribute string x = 2 ... 2y, 1 €
Usps C {0,1}* of length |z| = £, is oaps = (VKgia, Osic), which consists of a verification key VKge and
a signature o of the digital signature scheme SIG, computed as follows:
The signing attribute string « is hashed using the SSB hash key HK to form a fixed length hash value
h. Next, a pseudorandom string rqq = F (K, h) is computed using the PPRF F. The setup algorithm
of SIG is then executed with the randomness rq to generate the SIG verification key VKg along
with its corresponding SIG signing key SKg. The SIG signing key SKg is utilized to generate the SIG
signature ogq on the message msg by running the SIG signing algorithm.
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¢) The public parameters PP,gs corresponding to the master signing key MSK,gs is comprised of the
SSB hash key HKtogether with an 10-obfuscated program V,gg, known as the wverifying program (see
Fig. . The verifying program V,zs has the PPRF key K hardwired in it, and takes as input an SSB
hash value h. The program V,gs generates the pseudorandom string 7gq = F (K, h), performs the SIG
setup algorithm using ¢ as the randomness, and outputs the resulting SIG verification key VKg.

d) A verifier checks a purported signature o,ps = (VKgiq, Ogic) On some message msg € M ,gs under some
signing attribute string @ = zq...xy, 1 € Usps with |z| = ¢, using the public parameters PP,gs as
follows:
It first hashes x using the SSB hash key HK forming the hash value h. Next, it obtains an SIG
verification key VKg by running the obfuscated verifying program V,ss on input the hash value h.
The verifier accepts the signature o,gg if the SIG verification key VKsia outputted by the program V,gg
matches VKg and the SIG signature oy is verified for msg with respect to VKg. The correctness of
the verification process is immediate from the correctness of SIG along with the functional property
of the PPRF F and the SSB hash function.

We now explain the structure of the ABS signing keys associated with specific signing policy TM’s and
justify the utility of the 10-obfuscated programs included in our ABS signing keys. The first intuition is to
design the signing key corresponding to certain signing policy TM M in such a way that while attempting
to sign any message with respect to some signing attribute string « € U,gs, the signer is forced to execute
M on z and succeeds in obtaining a valid signature if and only if M accepts . We plan to make this
idea work by providing an 10-obfuscated program P,gs, called the next step program (see Fig. . We
sketch the functionality of P,gs below:

i) The program P,gs has the PPRF key K hardwired in it. It takes as input a state and header position

of M, together with an input symbol and an SSB hash value. It computes the next step function of
M on the input state-symbol pair. In case M enters the accepting state, the program outputs the
desired SIG signing key-verification key pair as follows:
It first generates a pseudorandom string by applying the PPRF F with key K on the input SSB hash
value. Next, it runs the SIG setup algorithm utilizing the generated pseudorandom string to produce
the SIG signing key-verification key pair to be outputted. Observe that once the required SIG signing
key-verification key is obtained, the signer can itself compute an SIG signature on any message.

ii) To prevent illegal inputs across successive invocations, the program P,gs must perform certain au-
thenticity checks before executing the next step function of M. A natural choice would be to maintain
a short authenticated commitment of the current tape configuration of the TM M that is updated
and re-authenticated at each invocation of P,zs. For this, we make use of a positional accumulator
ACC and a splittable signature scheme SPS. Our security proof crucially relies on various features
of splittable signatures in the hybrid transformations. We include a fresh set of public parameters
PP,cc of the positional accumulator within each ABS signing key. We design the program P,gzs to
additionally take as input an accumulator value, a proof for the accumulator value, together with an
SPS signature on the input state, header position, and the input accumulator value.

iii) The program P,gs verifies the SPS signature and checks the accumulator proof to get convinced that
the input symbol is indeed the one placed at the input header position of the underlying storage of
the input accumulator value.

iv) If all these verifications pass, then P,ps determines the next state and header position of M, as well
as computes the new symbol that needs to be written to the input header position. The program P,gg
then updates the accumulator value by placing the new symbol at the input header position, and
generates an SPS signature on the updated accumulator value along with the computed next state
and header position of M. In order to deal with the positional accumulator related verifications and
updations, P,ps has PP,cc hardwired.

Now, observe that before starting the repeated execution of P,zs, the signer would require an SPS
signature on the initial accumulator value formed by accumulating the bits of the signing attribute
string along with the initial state and header position of M. For this, we include another 10-obfuscated
program P17, known as the initial signing programm (see Fig. . It takes as input an accumulator value
and outputs an SPS signature on the tuple of the input accumulator value, initial state, and initial header
position of M. The idea is that while signing some message under some signing attribute string z using
a signing key corresponding to some TM M, the signer would proceed as follows:

a) It would first compute the SSB hash value h by hashing x using the system wide SSB hash key HK,
which is part of the public parameters PP ,gg.
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b) The signer would also compute the accumulator value wie by accumulating the bits of = using the
public parameters PP, of positional accumulator included in the ABS signing key.

¢) Then, using the obfuscated initial signing program P;, included in the signing key, the signer would
obtain an SPS signature on wyy, along with the initial state and header position of M.

d) Finally, the signer would repeatedly run the obfuscated next step program P,gs, included in the signing
key, each time giving as input all the quantities as mentioned above. Note that the hash value that
needs to be given as input to P,gs in each iteration is h. In case P,ps reaches the accepting state,
it would require h to apply F for producing the pseudorandom string to be used in the SIG setup
algorithm.

However, this approach is not completely sound yet. Observe that, a possibly malicious signer can
compute the SSB hash value h on the signing attribute string x, under which it wishes to produce the
ABS signature, although M does not accepts it, and initiates the signing process by accumulating the
bits of only a substring of z or some entirely different signing attribute string, which is accepted by
M. To prevent such malicious behavior, we include another 10-obfuscated program Ps within the ABS
signing key, known as the accumulating program (see Fig. , whose purpose is to restrict the signer
from accumulating the bits of a different signing input string rather than the hashed one. The program
Ps functions as follows:

i) The program Ps takes as input an SSB hash value h, an index 7, a symbol, an accumulator value, an
SPS signature on the input accumulator value (along with the initial state and header position of M),
and an opening value for SSB.

ii) The program P, verifies the SPS signature. Using the input opening value for SSB, it also checks
whether the input symbol is indeed present at the index i of the string that has been hashed to form
h, using the input opening value.

iii) If all of these verifications pass, then P, updates the input accumulator value by writing the input
symbol at the i" position of the accumulator storage.

We also modify the obfuscated initial signing program P;, included in the signing key, to take as input
an SSB hash value rather than an accumulator value and output an SPS signature on the accumulator
value corresponding to the empty accumulator storage, along with the initial state and header position
of M.

To forbid the signer from performing the signature generation by accumulating an M-accepted sub-
string of the hashed signing attribute string, we generate the pseudorandom string to be used in the SIG
setup algorithm by evaluating F on hash value-length pair of the signing attribute string instead of the
hash value only. Without loss of generality, we set the upper bound of the length of signing attribute
strings to be 2*, where X is the underlying security parameter. Note that by suitably choosing ), we
can accommodate signing attribute strings of any polynomial length. Now, as the length of the signing
attribute strings is bounded by 2*, it can be expressed as a bit strings of length A. Thus, the signing
attribute string length can be safely fed to F along with the SSB hash value of the signing attribute
string. Hence, the obfuscated next step programs P,gs included in our signing keys must also take as in-
put the length of the attribute string for generating the pseudorandom string for the SIG setup algorithm
if reaching to the accepting state. For the same reason, the verifying program V,s included in the public
parameters PP,s also needs to be modified to take as input the length of signing attribute strings along
with their SSB hash values.

Therefore, in our ABS scheme, to generate an ABS signature on some message under certain signing
attribute string using a signing key, corresponding to some TM M, a signer does the following:

a) It first hashes the signing attribute string.

b) It also obtains an SPS signature on the empty accumulator value included in the signing key, by
running the obfuscated initial signing program P; on input the computed hash value.

¢) Next, it repeatedly runs the obfuscated accumulating program Ps to accumulate the bits of the signing
attribute string.

d) It then runs the obfuscated next step program P,gs iteratively on the current accumulator value along
with other legitimate inputs until it obtains either the desired SIG signing key-verification key pair or
1.

e) Finally, it uses the obtained SIG signing key to generate an SIG signature on the message it wishes
to sign and outputs the pair of the SIG verification key obtained from P,z and the computed SIG
signature on the message as the purported ABS signature.
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To cope up with certain issues in the security proof we further include another 10-obfuscated program
Ps in our ABS signing keys, known as the signature changing program (see Fig. . It changes the SPS
signature on the accumulation of the bits of the signing attribute string before starting the iterative
computation with the obfuscated next step program P,gs.

3.3 Formal Description of our ABS Construction

Let A be the underlying security parameter. Let M denote a family of TM’s, the members of which
have (worst case) running time bounded by 7" = 2%, input alphabet X, = {0,1}, and tape alphabet
Yrars = {0,1,_}. Our ABS construction supporting signing attribute universe U,z C {0,1}*, signing
policies representable by TM’s in My, and message space M,y = {0, 1} utilizes the following
cryptographic building blocks:

i) ZO: An indistinguishability obfuscator for general polynomial-size circuits.
ii) SSB = (SSB.Gen, H,SSB.Open, SSB.Verify): A somewhere statistically binding hash function with
ESSB—BLK = {07 1}-

iii) ACC = (ACC.Setup, ACC.Setup-Enforce-Read, ACC.Setup-Enforce-Write, ACC.Prep-Read, ACC.Prep-Write,
ACC.Verify-Read, ACC.Write-Store, ACC.Update): A positional accumulator with Xyco ik = {0,1, -}

iv) ITR = (ITR.Setup, ITR.Setup-Enforce, ITR.Iterate): A cryptographic iterator with an appropriate mes-
sage space My

v) SPS = (SPS.Setup, SPS.Sign, SPS.Verify, SPS.Split, SPS.Sign-ABO): A splittable signature scheme with
an appropriate message space Magps.

vi) PRG: {0,1}* — {0,1}?*: A length-doubling pseudorandom generator.

vii) F = (F.Setup, F.Puncture, F.Eval): A puncturable pseudorandom function whose domain and range
are chosen appropriately. For simplicity, we assume that F has inputs and outputs of bounded length
instead of fixed length inputs and outputs. This assumption can be easily removed by using different
PPRF’s for different input and output lengths.

viii) SIG = (SIG.Setup, SIG.Sign, SIG.Verify): A digital signature scheme with associated message space
M s = {0,1}% that is existentially unforgeable against chosen message attack (CMA).

The formal description of our ABS construction follows:

ABS.Setup(l)‘) — (PPaps = (HK, Vaps), MSKsps = (K, HK)): The setup authority takes as input the
security parameter 1* and proceeds as follows:

1. Tt first chooses a PPRF key K & F.Setup(1?).

2. Next it generates HK & SSB.Gen(l’\,nSSB_BLK =2*i* =0).

3. After that, it forms the obfuscated program V,gs = ZO(Verify.Prog,,[K]), where the program
Verify.Prog, ., is described in Fig.

4. Tt keeps the master secret key MSK,ps = (K,HK) and publishes the public parameters PP s =
(HK, Vaps)-

Constants: PPRF key K
Inputs: SSB hash value h, Length £,

Output: SIG verification key VKgq¢
1. Compute g = F(K, (h, liw)), (SKsic, VKsic) = SIG.Setup(17; fg).
2. Output VKgg.

Fig. 3.1. Verify.Prog, .

ABS.KeyGen(MSKps, M) — SKaps(M) = (HK, PPacc, Wo, STOREg, PPirg, Vg, P1, P2, P3, Pags): On input
the master secret key MSK g5 = (K, HK) and a signing policy TM M = (Q, Xixp, Xrare, 0, G0, Gacs Gres) €
M, the setup authority performs the following steps:

1. At first, it selects PPRF keys K1, ..., Kx, Ksps, 4, Ksps,E & ]:.Setup(l’\).

2. Next, it forms (PP ¢c, wo, STOREQ) & ACC.Setup(l)‘,nAcc_BLK = 2*) and (PP, vo) & ITR.Setup(lA,
Mo = 27).
3. Then, it constructs the obfuscated programs
— P1 = ZO(Init-SPS.Prog[qo, wo, vo, Keps,E]),
— Py = TO(Accumulate.Prog[nsss sk = 2>, HK, PPacc, PPirn, Keps. 1),
— P3 = ZO(Change-SPS.Prog[Ksps 4, Keps,E]),



4.

Attribute-Based Signatures for Turing Machines 15

— Pins = ZO(Constrained-Key.Prog, . [M,T = 22 PP,cc, PP, K, K1, ..., Ky, Keps al),
where the programs Init-SPS.Prog, Accumulate.Prog, Change-SPS.Prog and Constrained-Key.Prog, .

are as depicted respectively in Figs. [3:2] 3.3} B-4] and [3:5]
It provides the constrained key SK,ps(M) = (HK, PP Acc, Wo, STOREq, PPirg, Vg, P1, Pa, Ps, Paps) to a

legitimate signer.

Constants: Initial TM state qo, Accumulator value wq, Iterator value vg, PPRF key K g
Input: SSB hash value h

Output: Signature ogps our

1. Compute Tsps, E = -F(KSPS,E7 (h7 0))7 (SKSPS‘E7 VKgps, E VKSPS-RMJ,E) = SPS-SetUP(]-)\; rSl‘S,E)~
2. Output ogpsovr = SPS-Sign(SKsPs,E7 (UO» qo, Wo, 0))

Fig.3.2. Init-SPS.Prog

Constants: Maximum number of blocks for SSB hash nggpx = 2>‘, SSB hash key HK, Public parameters for positional

accumulator PP,cc, Public parameters for iterator PPz, PPRF key Kgps g

Inputs: Index ¢, Symbol sym, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature

osps.n, SSB hash value h, SSB opening value gy

Output: (Accumulator value wour, Iterator value voyr, Signature ogps.our), or L

1. (d) Compute Tsps, E = ]:(KSPS,E7 (h7 Z))7 (SKSPS,Ea VKgps, E VKSPS-REJ,E) = SPS-SetUp(l)\; TSPS,E)'

2.

(b)
If

Set my = (v, ST, wiy, 0). If SPS.Verify(VKsps, £, M, Osps,v) = 0, output L.
SSB.Verify(HK, h, %, SYMx, Tssz) = 0, output L.

3. (a) Compute woyr = ACC.Update(PPacc, Win, SYM, %, AUX). If woyr = L, output L.

(b)

Compute voyr = ITR.Iterate(PPig, viy, (ST, Wi, 0)).

4. (a) Compute T;FS,E = ‘F(KSP&E’ (h’ i+ 1))7 (SK;PS,E’ VK;PS,E’ VK;PS—REJ,E) = SPS'SetuP(lA; Téps,E)‘

(b)

Set moyr = (Vour, ST, Wour, 0). Compute osps our = SPS.Sign(SK,g g, Mour)-

5. Output (wour, Your, Oses,our)-

Fig. 3.3. Accumulate.Prog

Constants: PPRF keys Kgps 4, Keps, E

Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value h, Length £\\p, Signature ospsx

Output: Signature ogpsour, or L

1. (a) Compute Tsps, E = F(KSI’S,Ev (h, Zl\lf‘)v (SKsps,E7 VKsps, E VKsrs—nm,E) = SPS-SetUP(]-)\; TSI’S,E)-

(b)

Set m = (v, ST, w,0). If SPS.Verify(VKgsps, 2, m, Ogps, ) = 0, output L.

2. (a) Compute Tsps, A = ]:(Ksps,/h (h7 Lixp 0))7 (SKSPS,A7 VKsps, A VKSPS—REJ,A) = SPS-SEtUP(1A§ TsPs,A)~

(b)

Output ogpsour = SPS.Sign(SKsps, 4, m).

Fig. 3.4. Change-SPS.Prog

Constants: TM M = (Q, e, Zrare; 0, 90, gac, grey ), Time bound T = 2*, Public parameters for positional accumulator

N =

w

%28

PPacc, Public parameters for iterator Ppirg, PPRF keys K, K1, ..., Kx, Kgps, A

Inputs: Time ¢, String SEED;y, Header position POSy, Symbol SYM;y, TM state ST\, Accumulator value w;y, Accumulator

proof macc, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length £, Signature ogsps iy

Output: (SIG signing key SKgq, SIG verification key VKg), or (Header Position POSour, Symbol SYMoyr, TM state STour,

If
- (a)

(b)
. (a)
(b)

. (a)
(b)
- (a)
(b)

Accumulator value wour, Iterator value vour, Signature ogpsour, String SEEDoyr), or L

Identify an integer 7 such that 27 <t < 27F1. If [PRG(SEEDy) # PRG(F (K, (h, fus)))] A [t > 1], output L.

ACC Verify-Read (PPacc, Wiy, SYMyy, POSiy, Tace) = 0, output L.
Compute Tgps 4 = F (Ksps, A, (hy bixp, t — 1)), (SKsps, A, VKsps, 4, VKspsnes, ) = SSB.Setup(17; reps, 4)-
Set muy = (v, STiv, Win, POS ). If SPS.Verify(VKsps, 4, My, Ospsx) = 0, output L.
Compute (STour, SYMour, 8) = 6(STi, SYMyy) and POSeur = POSiy + 3.
If STour = @Grey, output L.
Else if STour = gac, perform the following:
(I) Compute 76 = F(K, (h, fixe)), (SKsic, Visic) = SIG.Setup(1*; 7).
(IT1) Output (SKsa, VKsic)-
Compute wour = ACC.Update(PPycc, Win, SYMour, POSiy, AUX). If wour = L, output L.
Compute voyr = ITR.Iterate(PPirr, Vin, (STiv, Wix, POSIy))-
Compute T;PS,A = F(Kses,a, (h; b, 1)), (SK;PS,A’ VK;PS,A7 VK;PS-REJ,A) = SPS-SEtUp(:l)\? T;PS,A)<
Set mour = (Vour, STour, Wour, POSour). Compute ogps our = SPS.Sign(SK;PS’A’ Mouyr).

7. Ift+1= 2"',, for some integer 7', set SEEDour = F (K, 7, (h, fwp)).
Else, set SEEDoyr = €

8.

Output (POSOL,'M SYMourt; SToutr; Wour; Vours Tsps,ouT s SEEDOL'I')-

Fig. 3.5. Constrained-Key.Prog, .
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.Sign(SKps , T, Msg) — 0aps = (VKgie, 0sic) OF L: A signer takes as input its signing key SKps =
ABS.Si M 1:Asi tak input its signing ki M
(HK, PP,cq, Wo, STOREq, PPy, Vo, P1, P2, P3, Pass), corresponding to its legitimate signing policy TM
M = (Q, Xixp, Zrare; 0, Q0s Qac, res) € My, an attribute string @ = g ...z, 1 € Usps with |z] = £,
and a message msg € M, gs. If M () = 0, it outputs L. Otherwise, it proceeds as follows:
1. Tt first computes h = Hyx ().
2. Next, it computes Fgps o = P1(h).
3. Then for j =1,...,¢,, it iteratively performs the following:
(a) It computes Tgsp j—1 & SSB.Open(HK, z,j — 1).
(b) It computes AUX; = ACC.Prep-Write(PP 0, STORE; 1,5 — 1).
(c) It computes OUT = Pa(j — 1,21, G0, wj_1,AUX;, Vi1, Tsps j—1, Ny Tsspj—1)-
(d) If ouT = L, it outputs OUT. Else, it parses OUT as OUT = (wj, V;, Tsps,j)-
(e) It computes STORE; = ACC.Write-Store(PP,¢c, STORE;_1,j — 1,2;_1).
4. It computes ogps,0 = P3(q0, We,,, Ve, Py by, Tsps e, )-
. It sets POSps,0 = 0 and SEED( = .
6. Suppose, M accepts z in t, steps. For t = 1,...,t,, it iteratively performs the following steps:
(a) It computes (SYMpst—1, Taco,t—1) = ACC.Prep-Read (PP, STOREg, 41—1, POSpri—1)-
(b) It computes AUXy, 4, = ACC.Prep-Write(PP e, STORE(, +¢—1, POSpf t—1)-
(c) It computes OUT = Pyps(t, SEED;_1,POSpst—1, SYMar,t—1,STM t—1, We, +£—1, Tace,t—1, AUXg, 4+,
Vep+t—1, h, Ly, Usps,t—1)~

(d) If t = t,, it parses OUT as OUT = (SKgq, VKgic). Otherwise, it parses OUT as OUT = (POSjy ¢,

(WRITE)
SYMM7t ) ST]\/[,ta wew-i-t, ’Ulm-l—h USPS,ta SEEDt)
(V\/RITE))

(e) It computes STOREy, ++ = ACC.Write-Store(PP,cc, STORE¢, 4+—1, POSar¢—1, SYMy;

NGNS N

ot

7. Finally, it computes ogq & SIG.Sign(SKgiq, msg).
8. It outputs the signature o,ps = (VKgia, Osic) € Sans-

ABS .Verify(PP g5, T, MSE, Tpps) — B e {0,1}: A verifier takes as input the public parameters PP,ps =
(HK, V,ps), an attribute string @ = xg...2s,—1 € Usps, where |z| = ¢, a message msg € Mg,
together with a signature s = (VKsia, Ogic) € Saps- 1t executes the following:

1. It first computes h = Hyuk ().
2. Next, it computes VK = Vaps(h, £e).-
3. If [VKgiq = VKgie] A [SIG. Verify(VKgg, msg, o) = 1, it outputs 1. Otherwise, it outputs 0.

3.4 Security Analysis

Theorem 3.1 (Security of the ABS Scheme of Section [3.3)). Assuming ZO is a secure indistin-
guishability obfuscator for P/poly, F is a secure puncturable pseudorandom function, SSB is a somewhere
statistically binding hash function, ACC is a secure positional accumulator, ITR is a secure cryptographic
iterator, SPS is a secure splittable signature scheme, PRG is a secure injective pseudorandom genera-
tor, and SIG is existentially unforgeable against chosen message attack, the ABS scheme of Section
satisfies signer privacy and existential unforgeability against selective attribute adaptive chosen message
attack.

m Proof Overview

The signer privacy property of our ABS construction follows readily from the following observation: Note
that the signatures only depend on the PPRF key K, the SSB hash of the signing attribute strings with
respect to which the signatures are issued, and the signed messages. The latter two have no connection
with the signing keys at all, while the PPRF key K is shared among all the signing keys.

The proof of existential unforgeability is rather complicated. This is where we employ our new technical
ideas to enrich the techniques of [11}/5] to deal with adaptive key queries of the adversary. The actual
proof of unforgeability involves many subtleties. However, here we would like to sketch a bird’s eye-
view of our proof ideas. In order to prove unforgeability in selective attribute adaptive chosen message
attack model described in Section [31] we aim to modify the signing keys given to the adversary A
during the experiment to embed the punctured PPRF key K{(h*,¢*)} punctured at (h*,¢*) instead of
the full PPRF key K, which is part of the master ABS key sampled by the challenger 5. Here, h* and
£* respectively denotes the SSB hash value (under the hash key HK sampled by B while performing the
setup) and length of the challenge signing attribute string x* submitted by the adversary A. Once this
substitution is made, the unforgeability can be argued employing the selective pseudorandomness of the
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PPRF F and the existential unforgeability of the digital signature scheme SIG. Now, in order to make
this substitution, it is to be ensured that the obfuscated next step programs included in the constrained
keys never evaluates the PPRF F for inputs corresponding to (h*, £*) even if reaching the accepting state.
Our proof transforms the signing keys one at a time through multiple hybrid steps. Suppose that the
total number of signing keys queried by A be §xgy. Consider the transformation of the v*" signing key
(1 < v < gkpy) corresponding to the TM M () that runs on the challenge signing attribute string z*
for t*(*) steps and reaches the rejecting state. In the course of transformation, the obfuscated next step
program P}SEZ of the v*" signing key is first altered to one that never evaluates the PPRF F for inputs
corresponding to (h*,¢*) within the first t*(*) steps. The idea of transforming the signing keys in this
way is analogous to that of [11,[5].

However, [11,[5] could achieve the key transition only based on the properties of positional accumu-
lators and splittable signatures. At a very high level, [11,[5] used a system-wide public parameters for
the positional accumulators and used it as the tool for compressing the arbitrary length input strings.
Unfortunately, the technique of [11,/5] does not work if the key queries are adaptive as in our case. This is
because, while performing the transition of the v** queried signing key, the challenger B at various stages
needs to generate the accumulator public parameters in read/write enforcing mode where the enforcing
property is tailored to the steps of execution of the specific TM M®*) on z*. Evidently, B can determine
those execution steps only after receiving the " signing key query from A. However, if a system-wide set
of public parameters for the positional accumulator is used, then B would also require it while creating
the signing keys queried by A before making the v*" signing key query. Thus, it is immediate that B must
generate the set of public parameters for positional accumulator prior to receiving the v*™ query from A.
This is impossible as setting the accumulator public parameters in read/write enforcing mode requires
the knowledge of the TM M®), which is not available before the v** signing key query of A. We resolve
this issue by generating distinct set of public parameters of the positional accumulator for each signing
key. However, we must provision for a system-wide compressing tool for compressing the arbitrary-length
signing attribute strings. Here, the SSB hash comes to our rescue. However, using two different kinds of
compressing tools, one system-wide and the other signing key specific, causes additional complications
in the security proof. We overcome those challenges by using several tricks, which would be clear while
going through our formal unforgeability proof.

We follow the same novel technique introduced in [5] for handling the tail hybrids in the final stage
of transformation of the signing keys in our unforgeability experiment. Note that as in 5], we are also
considering TM’s which run for at most 7' = 2 steps on any input. Unlike [11], the authors of [5] have
devised an elegant approach to obtain an end to end polynomial reduction to the security of 10 for the
tail hybrids by means of an injective pseudorandom generator (PRG). We directly adopt that technique
to deal with the tail hybrids in our unforgeability proof. A high level overview of the approach is outlined
below.

Let us call the time step 27 as the 7*" landmark and the interval [27,27F! — 1] as the 7" interval.
Like [5], our obfuscated next step programs P,ss included within the signing keys take an additional PRG
seed as input at each time step, and perform some additional checks on the input PRG seed. At time steps
just before a landmark, the programs output a new pseudorandomly generated PRG seed, which is then
used in the next interval. Using standard 10 techniques, it can be shown that for inputs corresponding
to (h*,£*), if the program P,ps outputs L, for all time steps upto the one just before a landmark, then
we can alter the program indistinguishably so that it outputs L at all time steps in the next interval.
Employing this technique, we can move across an exponential number of time steps at a single switch of
the next step program P,gs.

m Formal Proof

» Signer Privacy: Observe that for any message msg € M.us, (PPaps = (HK, ZO(Verify.Prog, ,.[K])),
MSK,ps = (K, HK)) & ABS.Setup(1*), and x € U,ps with || = £, a signature on msg under z is of the form
Oans = (VKsig, Osi), where (SKgig, VKsio) = SIG.Setup(1?; F(K, (Hux(2), €2))), 0sic = SIG.Sign(SKgc, msg).
Here, HK & SSB.Gen(1*, ngspnix = 2*,i* = 0) and K & F Setup(1*). Thus, the distribution of the
signature o,ps is clearly the same regardless of the signing key SK,ps(M) that is used to compute it.

» Existential Unforgeability: We will prove the existential unforgeability of the ABS construction of
Section |3.3| against selective attribute adaptive chosen message attack by means of a sequence of hybrid
experiments. We will demonstrate based on the security of various primitives that the advantage of any
PPT adversary A in consecutive hybrid experiments differs only negligibly as well as that in the final
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hybrid experiment is negligible. We note that due to the selective attribute setting, the challenger B
knows the challenge attribute string z* = ... 2}._; € U,y and the SSB hash value h* = Hyx(z*)
before receiving any signing key or signature query from the adversary A. Suppose, the total number of
signing key query and signature query made by the adversary A be §xgy and §gen respectively. As noted
in Remark [3.I] without loss of generality we will assume that A only queries signatures on messages
under the challenge attribute string x*. The description of the hybrid experiments follows:

Sequence of Hybrid Experiments

Hyb,: This experiment corresponds to the real selective attribute adaptive chosen message unforgeability
experiment described in Section More precisely, this experiment proceeds as follows:

o A submits a challenge attribute string «* = zfj... ). _; € Usps with |2*]| = £* to B.

o 3 generates (PP,gs = (HK,ZO(Verify.Prog, . [K])), MSK,ps = (HK, K)) & ABS.Setup(1*), as described
in Section @ and provides PP,s to A.

e For n = 1,...,{xey, in response to the '™ signing key query corresponding to signing policy TM
M@ ={(QM, Tip, Zraps, 00, q(()n),q(z), qé@) € My, with M (z*) = 0, B creates

t

SKABS(M(W)) —

HK, PP&Z)C, w(()"), STOREEJ"), PPI(}’]Z, v(()"),

I(Q(Init—SPS.Prog[q(()")7 wén), ’U(()n), KéggE])
TO(Accumulate.Prog[ngssp sk = 27, HK, PP,@C, PPI(;'&, KS(;’S)E})
IO(Change—SPS.Prog[KégS),A, Kq(;’g)E])
TO(Constrained-Key.Prog, , [M ™, T = 2*, pp{,, pp(f), K, K{7, ... K", K )

& ABS.KeyGen(MSK xps, M(”)),

as described in Section and returns SKABS(M(")) to A.

e For 0 =1,..., s, in reply to the #*" signature query on message msg'®) under attribute string z*, B
identifies some TM M* € M, such that M*(z*) = 1, generates SKps(M™*) & ABS.KeyGen(MSK 55, M™*),
and computes o0 = (VKc, as(f’cf) & ABS.Sign(SKaps(M*), 2*, msg(?)) as described in Section [3.3} B
gives back afog to A.

e Finally, A outputs a forged signature o}, on some message msg* under attribute string z*.

Hyb, , (v =1,...,qkey): This experiment is similar to Hyb, except that for n € [gkey], in reply to the
n*" signing key query of A corresponding to signing policy TM M e My with M) (z*) = 0, B returns
the signing key

SKABS(M(W)) —

HK, PP&Z)C, w((,"), STOREén), PPI(}Q,, v(()”),

TO(Init-SPS.Proglgy” , wi”, v{”, K 1))

TO(Accumulate.Prog[ngsss sk = 2%, HK, pp" ppm) Kb(ggE]) ,
IO(Change—SPS.Prog[KggS)’A, KS(;'S)E])

TO(Constrained-Key.Prog/, . [M ™ T = 2*, e ppl) K, K{"), o Kg\n), KM

sps,A?

h*, %))

if n < v, where the program Constrained-Key.Prog . is an alteration of the program Constrained-Key.Prog,
(Fig.3.5) and is described in Fig. while it returns the signing key

SKABS(M(W)) —

HK7 PP,(AZ)(Ia w(()n)7 STORE(()T])) PPI(’I“QJ v(()n)7

IO(Init—SPS.Prog[qén)7 wé"), v(()"), K§;73E])

TO(Accumulate.Prog[ngsss sk = 2%, HK, PPE\Z)C, PPI(;II){, KE(;QE]) )
TO(Change-SPS.Prog[K{") 1, K\ ;1)

TO(Constrained-Key. Prog, , [M ™, T = 2*, pp{l, pp), K, K\, ... K", K \])
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Constants: TM M = (Q, Zip, Zrarns 0, G0 gac, gris ), Time bound T = 2\ Public parameters for positional accumulator PP,cc,
Public parameters for iterator PPig, PPRF keys K, Ki,..., Kx, Kss,a, SSB hash value of challenge input h*,

Length of challenge input £*

Inputs: Time ¢, String SEED,y, Header position POS;, Symbol symy, TM state ST, Accumulator value w;y, Accumulator
proof mace, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length £, Signature ogsps iy
Output: (SIG signing key SKgg, SIG verification key VKgg), or (Header Position POSour, Symbol SYMour, TM state STour,
Accumulator value wour, Iterator value vour, Signature ogpsour, String SEEDoyr), or L
1. Identify an integer 7 such that 27 < t < 27T, If [PRG(SEED) # PRG(F (K, (h, fww)))] A [t > 1], output L.
2. If ACC.Verify-Read(PPcc, Wix, SYMiy, POSiy, Tacc) = 0, output L.
3. (a) Compute Tsps, A = F(KSPS‘A 5 (h, Lixp, t — 1))1 (SKSPS,Aa VKsps, A 5 VKSPS-RI:J,A) = SSB-SetUP(]-)\? TSPS,A)'
(b) Set muy = (i, STin, Wiy, POSw ). If SPS.Verify(VKsps, 4, My, Osps,in) = 0, output L.
4. (a) Compute (STour, SYMour, 3) = 8(STi, SYMiy) and POSgur = POSiy + .
(b) If STour = gy, output L.
Else if [STour = qac) A [(h, bixe) # (™, £7)], perform the following:

(I) Compute rge = F(K, (h, bie)), (SKsias VKsic) = SIG.Setup(lk; Tsig) -
(IT) Output (SKsie, VKsic)-

Else if STour = qac, output L.
5. (a) Compute woyr = ACC.Update(PPacc, Win, SYMour, POSiy, AUX). If weyr = L, output L.
(b) Compute vour = ITR.Iterate(PPir, vix, (STix, Wix, POSiy))-
6. (a) Compute Téps,A = F(Kgps,a, (h, b, 1)), (SK;ps,A7 VK;PS,A’ VK;ps—nEJ,A) = SPS.Setup(l)‘; TéP&A)'

(b) Set mour = (Vour, STour, Wour, POSour). Compute ogps our = SPS.Sign(SK;pS’A, Mouyr)-
’
7. If t +1 =27, for some integer 7', set SEEDour = F (K, 7, (h, lp)).
Else, set SEEDoyr = €
8. Output (POSUL'T7 SYMout, STour, Wour, Vour, Osps,0uTs SEEDU[’T)'

Fig. 3.6. Constrained-Key.Prog/, .

if n > v. Observe that Hyb , coincides with Hyb.

Hyb,: This experiment coincides with Hyb, ; . More formally, in this experiment for n =1,..., Gkey, in
reply to the n'" signing key query of A corresponding to signing policy TM M € M, with M ™ (z*) = 0,
B generates all the components of the signing key as in Hyb,, however, it returns the signing key

SKaps (M(n)) —
K, PP, wé"), STOREE)”), pp(). v((,”)7

7O Init—SPS.Prog[q(()"),w(()"),v(()"),K(") )]

sps,E
TO(Accumulate.Prog[ngsss pix = 27, HK, pp pp(1) K(QE])

(

( S
IO(Change—SPS.Prog[Ks(g;A, Kggng])
(

TO(Constrained-Key.Prog), [M™M T = 22 pp(0) pp) K, K™ . KW KD 0 07)

sps,A?

The rest of the experiment is analogous to Hyb,.

Hyb,: This experiment is identical to Hyb; other than the following exceptions:

(I) Upon receiving the challenge attribute string z*, B proceeds as follows:

1. Tt selects a PPRF key K & ]-'.Setup(lA) and generates HK & SSB.Gen(l’\,nSSB_BLK =2 i* = 0)
just as in Hyb,

2. Tt then computes h* = Hyk(z*) and creates the punctured PPRF key K{(h*, ¢*)} & F.Puncture(K,
(h*, 7)),

3. Tt computes 7%, = F(K, (h*,£*)), forms (SKy, VKge) = SIG.Setup(1%;7%,,),

4. Tt sets the public parameters PP, to be given to A as PP, = (HK, ZO(Verify.Prog) . [K{(h*, £*)},

VKge, ", £*])), where the program Verify.Prog) . is an alteration of the program Verify.Prog,
(Fig. [3.1) and is depicted in Fig.
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Constants: Punctured PPRF key K{(h*,£¢*)}, SIG verification key \/'}\(;G, SSB hash value of challenge input h*, Length of

challenge input £*
Inputs: SSB hash value h, Length £y
Output: SIG verification key VKgqg

(a) If (h, br) = (R*, £%), output VK.
Else compute 75 = ]:(K{(h* s é*)}v (h7 ell\'?))7 (S/l\(slm GRslG) = SIG-SetUP(l/\§ "A'slu)~
(b) Output VAKsm.

Fig. 3.7. Verify.Prog, .

(IT) For n =1,...,dxsy, in response to the ' signing key query of A corresponding to signing policy TM
MM € M with M (z*) = 0, B provides A with the signing key

SKABS(M(W)) —

HK, PPE\@C, w(()”), STOREén), PPI(%)(, v(()”),

7O Init-SPS.Prog[q(()")7w,gn),v(()”)7Kégg}E])

ZO(Accumulate.Prog[ngsppx = 27, HK, PP,S’Z,)(;, PPI(;Q, Kf;’s)E])
IO Change—SPS.Prog[Ks(gs)A, KS(;]S)E])

(
(
(
TO(Constrained-Key.Prog',s[M ™, T = 2% pp'7), pp( K{(h*, )}, K, ... K" K

SPs,A? h'*v E*D
Hybg: This experiment is similar to Hyb, with the only exception that B selects 7% & YVepre- More
formally, this experiment has the following deviations from hyb,:

(I) In this experiment B creates the punctured PPRF key K{(h*,£*)} as in Hyb,, however, it gener-
VKae) & SIG.Setup(1?). Tt includes the obfuscated program ZO(Verify.Prog’ . [K{(h*, £*)},

VR:IG, h*,¢*]) within the public parameters PP,gg to be provided to A as earlier.
(IT) Also, for @ = 1,..., Gscey, to answer the 6 signature query of A on message msg'® € M s under

attribute string z*, B computes o) & SIG.Sign (5K, msg?)) and returns o) = (VKzq Uélag)) to A.

—~k
ates (SKqq,

Analysis

Let Advf)(/\),/—\dvf’u)()\) (v = 1,...,QKEY),AdVS)()\),Advg)()\), and Advf)()\) represent respectively
the advantage of the adversary A, i.e., A’s probability of successfully outputting a valid forgery, in
Hybg, Hyby , (v =1,...,dxev), Hyby, Hyby, and Hyb; respectively. Then, by the description of the hybrid
experiments it follows that Adv'*""*(}) = Adv(Y(\) = AdVITP(A) and Advi () = Adv(P®)()).
Hence, we have

Qxey 2
AdvS ) < ST AT TY () — AV )]+ DT 1AV () — AV )]+ AV (V). (3.0)
v=1 j=1

Lemmas presented in Appendix [Al will show that the RHS of Eq. (3.1)) is negligible and thus the
existential unforgeability of the ABS construction of Section [3.3] follows.

4 Conclusion

In this paper, we construct the first ABS scheme supporting signing policies expressible as Turing ma-
chines (TM) which can handle signing attribute strings of arbitrary polynomial length. On the technical
side, we devise new ideas to empower the techniques of [11}/5] to deal with adaptive key queries.
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Appendix

A Lemmas for the Proof of Theorem |3.1

Lemma A.1. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, SSB is a somewhere statistically binding hash function, ACC is a secure
positional accumulator, ITR is a secure cryptographic iterator, SPS is a secure splittable signature scheme,
and PRG is a secure injective pseudorandom generator, for any PPT adversary A, for any security pa-
rameter X, \Ad 0= 1)()\) - Adv&?’y)()\)\ < negl(A) for some negligible function negl.

Proof. The proof of our Lemma extends the ideas involved in the security proof for the message-
hiding encoding of [11]. Lemma 1 in the security proof of the CPRF construction of [5] also employs a
similar technique. However, as mentioned earlier, we elegantly extend the technique of [5] to support
adaptive signing key queries of the adversary as stipulated in our unforgeability experiment. We will first
provide a complete description of the sequence of hybrid experiments involved in the proof of Lemma
and then provide the analysis of those hybrid experiments providing the details for only those segments
which are technically distinct from [5)].

Let t*(*) denotes the running time of the TM M®) € M, queried by the adversary A, on input the
challenge string #* and 27" be the smallest power of two greater than t*(*). The sequence of intermediate
hybrid experiments between Hyb, ,_; and Hyby , are described below:

Sequence of Intermediate Hybrids between Hyb, ,_, and Hyb, ,

Hybg ,,_1,0: This experiment coincides with Hyb, ,,_;.

Hybg ,,_,1: This experiment if analogous to Hyb, ,_; ; except that to answer the V' signing key query
of A corresponding to TM M®) € M, with M®)(z*) = 0, B proceeds as follows:

KW

SPS,

1. It first picks PPRF keys K", ..., K" K\ , K& .
@) )

2. After that, it generates (PP;ce, W STORE((] )) < ACC. Setup(l ,Macopx = 2°) and (PPIT;Z,U(()V)) &
ITR.Setup(1*, nypy = 2*).
3. It provides A with the signing key

B EF Setup(1™).

SKaps{ MW} =

HK PPI(\C)C,U)(()V) STOREE)”),PPI(;’PZ, é”),

ZO(Init-SPS.Prog|g, (V) (()V) ) KS(PVS)E])

7O Accumulate.Prog[nSSB sk = 27, HK, PP&C)C7 PPI(;’Q, Ké;’;E]),

(
(

TO(Change-SPS.Prog[K{\) 4, K1) ), ’
(

IO Constrained-Key.Progg)s[M(”) =27 ), PP&"C%, PPI(Tylz, K, Ky), . K(”) K£P3 A K:E;,'S)_’B,
h*, )

where the program Constrained—Key.Prog(l) is a modification of the program Constrained-Key.Prog,

ABS
(Fig. and is depicted in Fig.

Hybg ,,_1 2: In this experiment, in response to the v signing key query of A corresponding to TM
M®) € M with M®*)(2*) = 0, B performs the following steps:

L. 1t first chooses PPRF keys K{”,..., K\, KG) KU 5, K& o, K& o & FSetup(1?),

sps,A’ “rsps, By “rsps, B
() (V)

2. After that, it generates (PPycc, wy STOREEJ )) & ACC.Setup(1*, nacepx = 2*) and (PPITFZ,’U(()V)) &
ITR.Setup(1*, nypy = 2*).
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Constants: TM M = (Q, Zuwe, Zuars, 0, 90, Gac, rwy), Time bound T = 27, Running time on challenge input t*,
Public parameters for positional accumulator PP,cc, Public parameters for iterator pPnz, PPRF keys
K,Ki,...,Kx, Kes, 4, Kss, B, SSB hash value of challenge input h*, Length of challenge input £*

Inputs: Time ¢, String SEED,y, Header position POS, Symbol syM;y, TM state sT;y, Accumulator value w;y, Accumulator
proof mace, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length £xp, Signature ogpg iy
Output: CPRF evaluation F(K, (h, fip)), or (Header Position POSoyr, Symbol SYMoyr, TM state sTour, Accumulator value
wour, Iterator value vour, Signature osps our, String SEEDgyr), or L
1. Identify an integer 7 such that 27 < ¢t < 2771 If [PRG(SEEDy) # PRG(F (K, (h, fww)))] A [t > 1], output L.
If ACC.Verify-Read(PPycc, Win, SYMy, POSy, Tace) = 0, output L.
. (a) Compute Tsps, A = ]:(KSPS,A7 (h7 Lip, t — 1)), (SKSPS,Ag VKsps, A 5 VKSPS—REJ,A) = SPS-SetUP(]-A? TSPS,A)~
(b) Comp‘lte Tsps,B = F(KSI’S,Bv (h7 Lixp, t — 1))7 (SKSI’S,B7 VKsps, B VKSPS—RHJ,B) = SPS-SetUP(]-)\; rhl‘b,B)-

w

(c) Set my = (v, STy, Wiy, POSy) and a =*-"
(d) If SPS.Verify(VKsps, A, My, Osps,n) = 1, set a =A’.
(e) la=-"TA[t>t")V (h#h")V (bnp # £7)], output L.
Else if [0 =‘-"] A [SPS.Verify(VKsps, B, M, Osps,iv) = 1], set o =B,
(f) If « =-’, output L.
4. (a) Compute (STour, SYMour, 3) = 8(STi, SYMyy) and POSgur = POSyy + .
(b) If STour = Qgus, output L.
Else if [STour = ¢ac] A [« =‘B’], output L.
Else if SToyr = gac, perform the following:
(I) Compute rge = F(K, (h, lie)), (SKsigs VKsic) = SIG.Setup(lA; Tsig) -
(II) Output (SKsiq, VKsic)-
5. (a) Compute woyr = ACC.Update(PPacc, Win, SYMour, POSiy, AUX). If woyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPiry, vix, (ST, Win, POSKy)).
6. (a) Compute T;PS,A = F(KSPS‘Av (hv Lixe s t))v (SK;PS,A7 VK;PS,A7 VK;PS-REJ,A) = SPS'SEtUp(:l)\; T;PS,A)'
(b) Compute T;FS)B = F(Kgs,B, (h, bixp, 1)), (SK;ps’B,VK;PS_’B, VK, ) = SPS.Setup(l)‘; r;PS,B).

SPS-REJ, B
) _ -
(c) Set mour = (Vour, STour, Wour, POSour). Compute ogps our = SPS.Slgn(bKSPS’u, Mour ).

’
7. If t+1 =27, for some integer 7', set SEEDour = F (K, 7, (h, lnp)).
Else, set SEEDoyr = €.
8. Output (POSour, SYMour, STout; Wour, Vout, Tsps,outs SEEDour)-

Fig. A.1. Constrained—Key.Prog(l)

ABS

3. It provides A with the signing key

SKaps{M ™)} =

() )

HK, PP, w () pp(s), o)

,STORE ’, PPyiy,

)

TO(Init-SPS.Proglay” ,wi”, v§” K\ 1)),

TO(Accumulate.Prog!® [ngsp s = 2%, HK, PPYt, PRI, K& o K)o b, 7)),
IO(Change—SPS.Prog(l)[KéFl,’;A, Ké:s),& Ks(:S)Ev Kgs),Fv h*, 7]),
TO(Constrained-Key.Prog{,[M*), T = 22, @) pp{y, pe(f), i, K. K\ K& KW 5,

h*, %))

where the programs Accumulate.Prog(l) and Change—SPS.Prog(l) are modifications of the programs
Accumulate.Prog and Change-SPS.Prog (Figs. and and are depicted in Figs. and

respectively.

The rest of the experiment proceeds in the same way as in Hybg ,,_4 ;.

Hybg ,,_ 1 3: In this experiment, to answer the v signing key query of A corresponding to TM M) € M,

with M) (z*) = 0, B generates all the PPRF keys as well as the public parameters for the positional

accumulator and iterator just as in Hyb ,_; o, however, it returns the signing key

SKaps{ MW} =
HK, PPE\Z)C, wé”), STOREE)”), PPI(TQ, vél’),

Init-S PS.Prog[q(()V)7 w(()y)7 U(()”), S(;;)E]),
Accumulate.Prog™® [ngsp pc = 2%, HK, pp) ppW) KW W)

sps, B T} spPs, F

TO(

70( h*, ),
ZO(Change-SPS.Prog P [K ) , k) . K KW ),

7O(

sps,A’ “*sps,B? ~*sps,E? “rsps, F

Constrained-Key.Prog{L [M ™) T = 22 @) pp{Y). ppt) K K, ... ,Ki"), v g

ABS sps,A» “*sps, B

h*, £%])
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Constants: Maximum number of blocks for SSB hash ngppx = 2*, SSB hash key HK, Public parameters for positional
accumulator PP,cc, Public parameters for iterator PPy, PPRF keys Kgps 5, Kgps, 7, SSB hash value of challenge

input h*, Length of challenge input £*

Inputs: Index ¢, Symbol syMy, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
Tspsin, OSB hash value h, SSB opening value g
Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1. (a) Compute Tsps, E = ]:(KSPS,E7 (h7 i))7 (SKSPS,E7 VKgps, E VKSPS-REJ,E) = SPS-SetUP(1A§ T'sPs,E)~
(b) Compute Tsps, F = ]_—(KSPS,F7 (h’ 7/))7 (SKSFS,F, VKsps, F 5 VKSPS—REJ,F) = SPS-SetUP(1A§ "’SPS,F)-
(c) Set my = (v, ST, wiy, 0) and o =*-".
(d) If SPS.Verify(VKgsps, £, Min, Ospsn) = 1, set a ="
(e) If [a=""]A[(i #£")V (h# h™)], output L.
Else if [o0 =‘-"] A [SPS.Verify(VKsps, 7, M, Ospsav) = 1], set o =‘F".
(f) If & =, output L.
2. If SSB.Verify(HK, h, i, SYMyy, Tssp) = O, output L.
3. (a) Compute woyr = ACC.Update(PPycc, Win, SYMiy, %, AUX). If woyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, viy, (ST, Wiy, 0)).
4. (a) Compute r;I’S,E = ]:(KSPS-,E7 (h‘7 i+ 1))7 (SK;PS,E’ VK;I‘S‘E’ VK:.r's—nm,E) = SPS.Setup(lA; r;ps,E)'
(b) Set mour = (vour, ST, Wour, 0). Compute ogps ovr = SF’S.Sign(SKéPS’E7 Mour)-
5. Output (wour, Your, Oses,our)-

Fig. A.2. Accumulate.Prog(l)

Constants: PPRF keys Kgps, a, Ksps, B, Ksps, £, Ksps, 7, SSB hash value of challenge input h*, Length of challenge input £*

Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value h, Length fp, Signature osps x
Output: Signature ogps our, or L

1. (a) Compute Tsps,E — ]:(Ksrs,Ey (h, el,\![’))v (SKSPS,EaVKSPS,Ey\’KsPs—RE.I,E) = SPS-SetUP(]-)\; "‘SPS,E)-
(b) Compute Tsps, F = ]:(KSPS,F7 (h, ZIN}’))7 (SKsps,F7 VKsps, F VKSPS-IUCJ‘F) = SPS-SetUP(]-)\? "‘sps,F)-

(c) Set m = (v,sT,w,0) and a="-"

(d) If SPS.Verify(VKsps, 2, M, Ospsiv) = 1, set a =‘E".
(e) If [a =“"]A [(be # £7) V (h # h™)], output L.

Else if [0 =*-"] A [SPS.Verify(VKgps, p, m, Ops,v) = 1], set o =*F".
(f) If « =‘-’, output L.

2. (a) Compute Tsps, A = ]:(KSPS,A7 (h7 Lixp, 0))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) = SPS-SEtUP(1A§ TsPs,A)~
(b) Compute rsps, B = F(Ksps, B, (R, bive; 0)), (SKsps, B> VKsps, B, VKsps-res, B) = SPS.Setup(lA; Tpsps, B ) -
(c) If [(h, lp) = (h™,£%)] A [ =°F’], output osps our = SPS.Sign(SKses, B, m).

Else, output ogpsour = SPS.Sign(SKsps, 4, m).

Fig. A.3. Change—SPS.Prog(l)

where the programs Accumulate. Prog and Change-SPS. Prog are modifications of the programs
Accumulate.Prog( ) and Change—SPS.Prog( ) (Figs. and and are depicted in Figs. and
respectively. The remaining part of the experiment is similar to Hybg 1 o-

Hybg , 13, (¢t = 0,...,€* —1): In this hybrid experiment, to answer the v signing key query of A
corresponding to TM M) € My, with M) (z*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator
and the iterator as in Hybg ,_4 5.

2. Next, it sets méyg (v (V), q(()") (”) ,0). For j =1,...,4, it iteratively computes the following:

— AUXE-V) = ACC.Prep—Write(Pch)c, STORE( )1,3 -1

w'”) = ACC.Update(ppios, w”, 2%_y,j — 1, aux\")

Tj—1s
— STOREgu) = ACC.Write—Store(PP&'é)c,STORESV_)pj - 1,25 )

“) = |TR.Iterate(PP%), J(”)l,(q(()'/), J(V)l,O))

It sets m( 0= (v (V) Ey),O).
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Constants: Maximum number of blocks for SSB hash ngppx = 2*, SSB hash key HK, Public parameters for positional
accumulator PP,cc, Public parameters for iterator PPy, PPRF keys Kgps, £, Kgsps, 7, SSB hash value of challenge
input h*, Length of challenge input £*

Inputs: Index i, Symbol sym,, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
Osps,iv, SSB hash value h, SSB opening value mgsp
Output: (Accumulator value woyr, Iterator value voyr, Signature ogps.our), or L
1. (a) Compute Tsps, E = -F(KSPS,Ev (h7 Z)), (SKSI'S,E7 VKgps, E VKSPS-mf.J,E) = SPS-SetUp(]-)\; T‘SI‘S,E)'
(b) Compute Tsps, F = ]:(KSPS,F7 (h7 7/))7 (SKSPS,Fy VKsps, F s VKSPS—REJ,F) = SPS-SetUP(l/\§ TSPS,F)'
(c) Set my = (v, ST, wiy, 0) and o =*-".
(d) If SPS.Verify(VKsps, £, My, Ospsan) = 1, set o =E’.
(e) If [a=""]A[(>¢€")V (i=0)V (h#h™)], output L.
Else if [o0 =‘-"] A [SPS.Verify(VKsps, 7, M, Ospsav) = 1], set o =‘F".
(f) If « =-’, output L.
2. If SSB.Verify(HK, h, i, SYMx, Tss3) = 0, output L.
3. (a) Compute wour = ACC.Update(PPycco, Win, SYMy, ¢, AUX). If wour = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, viy, (ST, Wiy, 0)).
4. (a) ComPUte Ts/'r’s,E = ]:(KSPS-,Ev (hv i+ 1))7 (SK;rﬂs,Eﬁ VK;Ps‘Eﬁ VK;PS—RHI,E) = SPS.Setup(lA; T;PS,E)'
(b) Compute T;PS,F = F(Kss,F, (h,i+ 1)), (SK;ps,Fa VK;ps,Fv VK;PS»REJ,F) = SPS'SetuP(]')\; T;PS,F)'

(C) Set mour = (’UO\,'Ta ST, Wour, O)-
If ¢ < £*, compute ogpsovr = SPS-Sign(SK;}.Ma, mou’r)-

Else, compute ogps ovr = SF’S.Sign(SK;‘,S,E7 Mour).

5. Output (wour, Your, Oses,our)-

Fig. A 4. Accumulate.Prog(z)

Constants: PPRF keys Kgps, a, Ksps, B, Ksps, £, Ksps, 7, SSB hash value of challenge input h™, Length of challenge input £*
Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length fi, Signature ospsn
Output: Signature ogps our, or L

1. (a) Compute Tsps, E = ]:(KSPS,E7 (hyel,\!P))y (SKSPS,EyVKSPS,E7VKSPS—REJ,E) = SPS-SEtUP(]-)\? ""SPS,E)~
(b) Compute reps, p = ]:(sts,F; (h7 elNP))7 (SKSI’S,F) VKsps, F VKN)s—m:J,F) = SPS-SEtUP(IA; Tsvs‘F)-
(¢) Set m = (v,sT,w,0) and a="-"

(d) If SPS.Verify(VKsps, 2, m, Ospsv) = 1, set a =‘E".
(e) If [a =) A [(boe > £7)V (R # R™)], output L.

Else if [0 =*-"] A [SPS.Verify(VKgps, 7, m, Osps,v) = 1], set o =*F".
(f) If @« =", output L.

2. (a) Compute Tsps, A = ]:(KSPS,A7 (h7 Linp 0))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) = SPS»SEtUP(1A§ TSPS,A)'
(b) Compute rsps, 5 = F(KSI’S,Bv (h7 Lixp, O))7 (SKSI’S,Bv VKsps, B VKSI’S—RHJ,B) = SPS-SetUP(:l)\; TI)SI’S,B)~
(c) If [(h, bwp) = (R, €")] A [ae =" F’], output ogpsovr = SPS.Sign(SKsps, B, M)

Else, output ogpsour = SPS.Sign(SKsps, 4, m).

Fig. A.5. Change—SPS.Prog(Q)

3. It gives A the signing key

SKABS{M(V) } -

v v v v v
HK,PP&C)C,w((, ),STOREé ),PPI(“%,U(() )

Init-S PS.Prog[qéy), w(()y), v(()y), Kg(gs)E]),
Accumulate.Prog(37L)[nSSB_BLK:QA,HK,PP%)C,PPI(Q,K(V) KY mfj’o),h*,é*]),

sps,E ~tsps, B

TO(
TO(
TO(Change-SPS.Prog®Y K | KW . KW KW pr ),
TO(

sps,A’ “*sps,B? ~*sps,E “tsps, F

Constrained-Key.Prog(l.[M ™), T = 2% t*0) ppY) ppl) K, KW, .. K" K | K"

sps,A’ “rsps, B

A

h*, £7])

where the programs Accumulate.Prog(3") and Chan e—SPS.Prog(?”L) are alterations of the programs
Accumulate.Prog(2) and Change—SPS.Prog(2) (Figs. and | and are described in Figs. and
respectively.

The remaining part of the experiment is analogous to Hyb, ,,_; 5.

Hyby, 13, (¢ = 0,...,£* —1): This experiment is identical to Hyb, , ;5 except that in response
to the vt signing key query of A corresponding to TM M) € My with M®)(z*) = 0, B executes the
following steps:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator
and the iterator as in Hyb, ,_; 5.



26 Pratish Datta, Ratna Dutta, and Sourav Mukhopadhyay

Constants: Maximum number of blocks for SSB hash ngppx = 2*, SSB hash key HK, Public parameters for positional
accumulator PP,cc, Public parameters for iterator PPy, PPRF keys Kyps m, Ksps, 7, Message m, o, SSB hash

value of challenge input h*, Length of challenge input £*

Inputs: Index i, Symbol sym,y, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
osps.an, SSB hash value h, SSB opening value mgsy

Output: (Accumulator value wour, Iterator value vour, Signature ogps.our), or L

1 (a) Compute Tsps, E = -F(qu E, (h 2)) (bKSP‘. E, VKsps, B, VKsps-rEs, E) = SPS. SetUP(l 5TSPS,E)-
(b) Compute reps, r = F(Ksps, 7, (h, 7)) (SKstb F, VKsps, F', VKspsris, ) = SPS. Setup(l i T'sps, F)-
(c) Set my = (U”\,SI wy, 0) and a =~
(d) If SPS.Verify(VKsps, s Min, Osps,in) = 1 set a =‘F".

() If [a=""]A[(t>£")V(0<i<:)V(h#h")], output L.
Else if [0 =*-"] A [SPS.Verify(VKsps, 7, M, Osps,iv) = 1], set o = F".
(f) If @ =‘-’, output L.
2. If SSB.Verify(HK, h, %, SYMx, Tssz) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Win, SYM, %, AUX). If wour = L, output L.
(b) Compute voyr = ITR.Iterate(PPyy, viy, (ST, Wiy, 0)).

4. (a) Compute 1l g = F(Ksps, i, (hyi 4 1)), (SKips, g Vilps, 7> Vipsppy, 17) = SPS.Setup(1*; s )
(b) ComPUte T;r*s,F = }-(KSPS,Fv (hv i+ 1))1 (SK;rs,Fﬁ VK;I’S,F7 VK;PS—RHJ,F) = SPS.Setup(lk; T;I‘S,F)'
(c) Set mour = (vVour, ST, Wour, 0).

If [(h,i) = (h*, )] A [mux = m, 0], compute ospsovr = SPS.Sign(SKéPSﬂ7 Mour)-

Else if [(h,1) = (h™, )] A [mn # m, 0], compute ospsovr = SPS.Sign(SK;,H;7 Mour)-

Else if ¢ < £*, compute ogps.ovr = SPS.Sign(SK;PSya, Moyt ).

Else, compute ogps ovr = SF’S.Sign(SK;‘,S,E7 Mour).
5. Output (Uiouw Vour, Usps.ou'r)-

Fig. A.6. Accumulate.Prog(**

Constants: PPRF keys Kgps, a, Ksps, B, Ksps, £, Ksps, 7, SSB hash value of challenge input h™, Length of challenge input £*
Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value h, Length fp, Signature ospsx
Output: Signature ogps our, or L

1. (a) Compute Tsps, E = ]:(KSPS,E7 (h7el,\u>))7 (SKSPS,EyVKSPS,E7VKSPS—REJ,E) = SPS-SEtUP(]-)\? ""sps,E)~
(b) Compute reps, p = F(sts,F; (h, ZINP))7 (Ssts,F, VKsps, F VKN)S—M:J,F) = SPS-SetUP(1A§ TSvs‘F)-
(¢) Set m = (v,sT,w,0) and a="-"

(d) If SPS.Verify(VKsps, 2, m, Ospsiv) = 1, set a =‘E".

(e) If [a=""TA[(ly > £*)V (0 < bixp < t)V (h # R™)], output L.
Else if [0 =*-"] A [SPS.Verify(VKgps, r, m, Osps,v) = 1], set o =*F".

(f) If « =", output L.

2. (a) Compute Tsps, A = ]_—(KSPS,Ay (h7 Linp 0))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) = SPS»SEtUP(l)\§ TSPS,A)‘
(b) Comp‘lte Tsps,B = F(KSI’S,Bv (h7 Lixp s O))7 (SKSI’S,Bv VKsps, B VKS[’S—REJ,B) = SPS-SetUP(:l)\; TI)SI’S,B)~
(c) If [(h, bwr) = (R, €")] A [ ="F’], output ogpsovr = SPS.Sign(SKsps, B, M)

Else, output osps,our = SPS.Sign(SKgps, 4, M

Fig. A.7. Change-SPS.Prog(®*)

2. Next, it sets méyg =(v (U), q(()u) ( ) ,0). For j =1,...,¢t+4 1, it iteratively computes the following:

AUX = ACC.Prep- erte(Pch)c, STORE(”)l,g —1)
w(.” = ACC.Update(PP,(\C)C,wJ(-V)l, ri_q,j—1, AUX( ))

- STORE(") ACC. erte—Store(PPE\C)C,STOREEV)D = 1,25 )

— o = |TR.|terate(Pp§T”§, v (g8 w),0))

Wi-1>
It sets mE_V,_)LO - ( L(:_)la q(()y)? 5—7-)170)

3. It gives A the signing key

SKaps{M ™)} =
HK Ppi’é)c,wé v) STOREE)”) PPI(T”PZ,U(()”),

ZO(Init-SPS.Prog|g, &, (V) (V) KS(PVS)E])

(Accumulate.Prog( * )[nSSB sk = 27, HK PP&Z)C,PPI(Q,Kg:,’;E,Ké:s)yF,mEi)LO,h*,f*]),
O(Change-SPS.Prog ) [K () 1 K . KG) gy KO s 17, 07)),

(ConStralned_Key'Progz(\lB)S [M(V) 2)\7 t*(u)7 PP/(\IZS(ﬂ PPI(TIL K7 Kfy) K(U) KS(PS) A KS(:S),B’

h*, £7])

where the program Accumulate.Prog(B’”/) is an alteration of the program Accumulate.Prog(B") (Fig. i
and is shown in Fig. [A-8]
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Constants: Maximum number of blocks for SSB hash nggpx = 2k, SSB hash key HK, Public parameters for positional
accumulator PP,cc, Public parameters for iterator ppy, PPRF keys Ky, g, Ksps, , Message m, 41,0, SSB hash

value of challenge input h*, Length of challenge input £*

Inputs: Index i, Symbol sym,, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
Osps,iv, SSB hash value h, SSB opening value mgsp
Output: (Accumulator value woyr, Iterator value voyr, Signature ogps.our), or L

1. (a) Compute rsps, g = F (Ksps, 2, (h, 1)), (SKsps, 5 VKsps, B, VKsps-ris, B) = SPS.Setup(lA; Tsps, B )-
(b) Compute Tsps, F = -F(Ksps,F7 (h7 7/))7 (SKSPS,F7 VKgps, F 5 VKSPS-REJ,F) = SPS-SetUp(l)‘; "'sPs,F)-
(c) Set my = (v, ST, wiy, 0) and o =~
(d) If SPS.Verify(VKses, £, My, Ospsan) = 1, set o =E’.

() If[a=1A[(E>£")Vv(0<i<t)V (h#h")], output L.
Else if [0 =*-"] A [SPS.Verify(VKsps, 7, M, Ospsiv) = 1], set o = F".
(f) If @ =‘-’, output L.
2. If SSB.Verify(HK, h, %, SYMx, Tssz) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Win, SYMy, %, AUX). If wour = L, output L.
(b) Compute voyr = ITR.Iterate(PPyy, viy, (ST, Wiy, 0)).

4. (a) Compute Téps,E = ]:(KSPS,E7 (h’ i+ 1))7 (SK;PS,E’ VK;PS,E’ VK;PS—REJ,E) = SPS'SetuP(lk; Ts/'Ps,E)‘
(b) Compute rgg = F(Kses, 7, (R, i 4 1)), (SKipg s VKips s Viipg iy, ) = SPS.Setup(1*; Tlps, )
(c) Set moyr = (7/01; r; ST, Wour, 0)- ,

If [(h,i) = (h™, )] A [mour = m.41,0], compute ospsour = SPS.Sign(SKips, 55 Movr)-
Else if [(h,1) = (h™, )] A [mouvr # M.41,0], compute Tspsovr = SPS.Sign(SK;PSYF7 Mour)-

Else if i < £*, compute ospsour = SPS.Sign(SKly o> Mour)-
Else, compute ospsour = SPS.Sign(SKlps pmour)-

5. Output (wour, Your, Oses,our)-

Fig. A.8. Accumulate.Prog(?”L/)

Hybg ,,_1,4: This experiment is identical to Hyb, ,,_; 5 (p«_1) with the exception that now in response to
the v*" signing key query of A corresponding to TM M®*) € M, with M(”)(x*) =0, B does not generate
the PPRF key K(:b)p and gives A the signing key

S

SKABS{M(”)} =
HK, PP\, wé”), STOREB”), pp). vé”),
ZO(Init-SPS. Prog[qéy) , w(()l/) , v(()”), KS;,?E]),
IO
7O

70O

v v 14
Accumulate.Prog[nssppix = 27, HK, PP&C)C, PPI(TQ, S(PS)E]),

Change-SPS.Prog W[k | k) K" mé’i?o,h*,z*]),

sps,A’ “*sps,B? “tsps,E
Constrained-Key Prog{, (M), T = 2,100 el o7, 16, K1V, . KV KW, K&
h*, )

e s

where the program Accumulate.Prog is shown in Fig. while the program Change—SPS.Prog(él)7 which is
a modification of the program Change—SPS.Prog(3’L) (Fig. , is depicted in Fig.

Constants: PPRF keys Kgps, a, Ksps, B, Ksps, B, Message myx o, SSB hash value of challenge input h*, Length of challenge
input £*
Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value h, Length fp, Signature ospsx
Output: Signature ogps our, or L

1. (a) Compute Tsps,E = ]:(KSPS,E7 (h, ‘eL\IP)y (SKSPS,E7 VKsps, E VKSPS—REJ,E) = SPS-SEtUP(]-A; ""SPS,E)-
(b) Set m = (v, ST, w, 0).

(c) If SPS.Verify(VKsps, £, M, Osps,v) = 0, output L.

2. (a) Compute Tsps, A = ]:(Ksps,/h (h7 Lixp 0))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) = SPS-SEtUP(1A§ TSPS,A)~
(b) Compute rsps, B = ]:(Ksps,87 (hv Lixp, O))7 (SKSPS,Bv VKsps, B, VKSPS—REJ,B) = SPS-SEtUP(:l)\; TSY’S,B)~
(c) If [(h, biw) = (R™,£")] A [m # myx o], output osps.our = SPS.Sign(SKsps, B, ™).

Else, output ogpsovr = SPS-Sign(SKsl's,A7 m)

Fig. A.9. Change—SPS.Prog(4)

Hybg, 14~ (v=1,... ,t*(*) —1): This experiment is analogous to Hybg , 1 4 except that in response



28 Pratish Datta, Ratna Dutta, and Sourav Mukhopadhyay

to the v*® signing key query of A corresponding to TM M®) € M, with M) (z*) = 0, B proceeds as
follows:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator
and the iterator as in Hyb, ,_; 4.

2. Next, it sets moy) (v (”), q(()”) (”) ,0). For j = 1,...,£* it iteratively computes the following:
— AUX( = ACC.Prep- erte(Pch)c, STORE(V)pJ -1

w(.”) ACC.Update(PP,(\C)C, J( )1, ri_q,J— 1, AUX( ))
- STORE(”) ACC.Write- Store(PPg”C)C, STOREEV)D —1,25_,)
§V) = ITR.Iterate(PPI(}/FZ7 J(V)l, (q(()y), ](V)l,O))
3. Then, B sets ST ) o = q(() ), POSprv) o = 0, and for t = 1,...,~, computes the following:

— (SYMpge) 41, Tom 1) = ACC.Prep-Read (PPiir, STOREL,, 1, POS 11000 1)

- AUXg) = ACC.Prep—Write(PPE\'z)c,STOREE*L 1, POS () 1)

WRITE
— (STpr 45 SYMSWU),t),ﬁ) =00 (STpr0) 41, SYMpr() 4 1)

WRITE
- w,S'OH = ACC.Update(PPg’é)c,wlgi’lt 1,SYM§VI(V) t),POSM(V) . 1,AUX§1:) )

(v) () (v) (¥)
— vyl = ITRIterate(PPirg, Upe iy 15 (STaron 41, Wy 15 POSpr0) ¢—1))

— STOREE* = ACC.Write- Store(PPglf)( , STOREE*) POS /() 4—1,SYM

+t—1°
— POSpr) ¢ = POSp ) 41 + B

B sets mgf? (vé*i_w ST prw) 5 wéle,POSM( )y

(WRITE)
M) it )

4. B provides A with the signing key

SKaps{ M)} =
HK Ppgc)ww(()”) STORE PPfT”lz,vé"),
ZO(Init-SPS.Prog|q, ) (") V) Kgs)ED
I(’)(Accumulate.Prog[nSSB Bk = 2 ,HK,PPE\I:)( PP, Ké,l,'s?,E]),
IO(Change—SPS.Prog[Ks(}lfS)A,Ks(l'js? D) ’
ZO(Constrained-Key. Prog(2’7)[M(”) 2’\,t*(”),PPE\%)c7PP1(TVé,K, Kfy) K(V) Ks(ri)A’Ks(I:)B’

my) L h*,0))

where the program Change-SPS.Prog is described in Fig.|3.4]and the program Constrained—Key.Progl(ﬁ;g)7
a modification of program Constrained—Key.Progg;)s (Fig. A1), is described in Fig.

Hyby, 1,4 (¥=0,..., t*(*) —1): This experiment is identical to Hybg ,,_ 4 except that in response
to the v** signing key query of A corresponding to TM M®) e M, with M) (z*) = 0, B proceeds as
follows:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator
and the iterator as in Hybg ,_4 4.

2. Next, it sets mg’) (v (V), q(()y) (V), 0). Forj =1,...,0%, it iteratively computes the following:

— AUX(”) ACC.Prep- erte(PPgC)C, STORE] 1,] - 1)
(v
J

(,”) ACC.Update(PP&C)C, ](”)1, x5 _q,j — 1, AUX; ))

—STORE(” = ACC.Write- Store(PP,(;é)p,STORE(V)j Lat )

s i—1
vl = ITR Iterate(ppi, v\, (¢, 5")170))

3. Then7 B sets STy o = q(() v) ;POSpr) o = 0, and for ¢ = 1,...,v, computes the following:

= (SYMps) 41,7 i’;)cf 1) = ACC.Prep- Read(PPA(L,STOREth 1) POS ) 1)

- AUXI(ZZ) = ACC.Prep-Write(pp%, STOREé*) -1, POS ) 4 1)
(WRITE)
- (ST]\/I(”),taSYMM(u)7t ,B) =46 V)(STMU’) =15 SYMpr00) 1)

WRITE
— w’),, = ACC.Update(Pp{, wi’),, ;,sym{)e, t),POSM< o1, AUXY )
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Constants: TM M = (Q, Zie, Zars, 6, 90, gacs grey), Time bound T = 2*, Running time on challenge input t*, Public parame-
ters for positional accumulator PP,cc, Public parameters for iterator PPy, PPRF keys K, K1, ..., Kx, Kss, A, Kes, B,
Message my* ~, SSB hash value of challenge input h*, Length of challenge input £*

Inputs: Time t, String SEED,y, Header position pOSy, Symbol syM;y, TM state STy, Accumulator value w;, Accumulator
proof mscc, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length £, Signature ogps iy

Output: CPRF evaluation F (K, (h, ye)), or (Header Position POSoyr, Symbol SYMoyr, TM state STour, Accumulator value
wour, Iterator value voyr, Signature ogps our, String SEEDoyr), or L

. Identify an integer 7 such that 27 < t < 271, If [PRG(SEEDy) # PRG(F (K, (h, lixe)))] A [t > 1], output L.

. If ACC.Verify-Read(PP,cc, Wix, SYMiy, POSiy, Tacc) = 0, output L.

3. (a) Compute Tsps,A = ]:(KSPS,Av (h7 Lixp, t — 1))1 (SKSPS,Aa VKsPs,A7VKsPs-RL‘J,A) = SPS-SetuP(lk; TSPS,A)'

(b) Compute Tsps,B = J:(KSPS,B7 (h7 Lixp, T — 1)); (SKSPS,B) VKSPS,B’VKSPS—REJ,B) = SPS-SetUP(1A§ "'sPs,B)~

(c) Set my = (v, STiv, Wiy, POSy) and a =*-".

(d) If SPS.Verify(VKsps, A, Mux, Ospsn) = 1, set a =A’.

() Ha=1A[t>t")V(E<Y)V(h#hR")V (lx # £7)], output L.
Else if [o0 =‘-"] A [SPS.Verify(VKsps, B, My, Osps,iv) = 1], set o =B,

(f) If « =*-’, output L.

4. (a) Compute (STour, SYMour, 3) = 8(STin, SYMyy) and POSeyr = POSi + 3.

(b) If STour = ggus, Output L.
Else if [STour = qac] A [« =‘B’], output L.
Else if [STour = qac) A [a = A’ ] A [(h, bixe) = (™, £7)] A [t < 7], output L.
Else if STour = gac, perform the following:
(I) Compute rye = F(K, (h, fixe)), (SKsic, VKsic) = SIG.Setup(17; ryce).
(II) Output (SKsic; VKsic)-

5. (a) Compute woyr = ACC.Update(PPycc, Win, SYMour, POSiy, AUX). If woyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, vy, (ST, Win, POblN))‘

6. (a) ComPUte T;PS,A = I(KSPS‘Av (hv Lixe t)) ( ;}b A’VKSPS A \’Kb}b REJ, A) = SPS.SEtUp(lA; T;PS,A)'
(b) Compute Téps,B = J:(KSPS,B7 (h:‘elNPw t)) (SKsPs B> \K<P< B> VKSPS REJ, B) = SPS'SetuP(l/\; T.éps,B)'
(c) Set mour = (Vour, STour; Wour, POSour)-

If [(h, e, t) = (K™, €7, ¥)] A [movr = mg*’,y], compute Tgps.our = SPS.Sign(SK;PsA7 Mour)-

N =

Else if [(h, fww, t) = (™, €7, )] A [movr # Mg ], compute osps ovr = SPS.Sign(SK;‘,S)B, Mour).

Else, compute osps our = SPS.Sign(SKfy o> Mour)-

7

7. If t +1= 2", for some integer 7', set SEEDour = F (K, 7, (h, lwp)).
Else, set SEEDoyr = €.

8. Output (pOSULT7 SYMout, STout, Wour, Vour, Tsps,0uTs SEEDULT)-

Fig. A.10. Constrained-Key.Prog(%’

(v) () () ()
- Uf*+t = |TR.|terate(PPITR,UE*+t71, (STM(V),t?l’wZ*thil’ POSM(V)’t,1>)
~ STOREY.), , = ACC.Write-Store(PP{t, STOREY , |, POS 7000 41, SYM ™)

— POSp ) ¢ = POSpr(0) 41 + 153

(v) (v) (v)
B sets My (ve*ﬂ, STM(UM,we*Jm,POSM(u)ﬁ).

4. B provides A with the signing key

SKABS{M } =
K, pp, wi”, sTore(” pp{) vl
ZO(Init-SPS.Prog|q, (V) (V) (U) Ks(ll;b)E])
IO(/—\ccumulate.Prog[nSSB_BLK = 2) HK PP,(\”C)C,PPI(Q,KgS)’E]),
ZO(Change—SPS.Prog[Kq(I',js)A,K(pg) 5));
O(Constrained-Key. Prog(2’7 )[ W) T =27 ), PPI(AI(j“)(“a PPI(sza K, Kfu)a e 7K,(\V)a Ks(:s?,mKs(st)B,

)

where the program Constrained-Key. ProgAB’AY ") is an alteration of the program Constrained-Key. Prog(Q"Y)

(Fig. [A and is described in Fig.

Hybg ,,_1,5: This experiment is similar to Hybg ,_; 4 40)_1) with the exception that in responding to
the v*" signing key query of A corresponding to TM M®*) € M, with M) (z*) = 0, B gives A the signing
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Constants: TM M = (Q, Zwe, Zuares 6, 90, gac, grey)s Time bound T = 22, Running time on challenge input t*,
Public parameters for positional accumulator PP,cc, Public parameters for iterator PPni, PPRF keys
K,Ki,...,Kx, Kss a, Keps, B, Message myx -, SSB hash value of challenge input h*, Length of challenge
input £*

Inputs: Time ¢, String SEED,y, Header position POSy, Symbol syMyy, TM state STy, Accumulator value wy, Accumulator
proof mace, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length ¢, Signature ogpsix

Output: CPRF evaluation F(K, (h, fir)), or (Header Position POSoyr, Symbol sYMoyr, TM state STour, Accumulator value
wour, Iterator value vour, Signature ogps our, String SEEDoyr), or L

1. Identify an integer 7 such that 27 < ¢t < 2771, If [PRG(SEEDy) # PRG(F (K, (h, fww)))] A [t > 1], output L.

2. If ACC.Verify-Read(PP,cc, Wix, SYMiy, POSix, Tacc) = 0, output L.

3. (a) Compute Tsps,A = -F(KSPS,Ay (h7 Livp, t — 1)), (SKSPS,Ay VKsps, A 5 VKSPS—REJ,A) = SPS-SEtUP(]-A? Tsrs,A)-
(b) Compute rsps, p = 'F(KSPS‘Bv (h7 Lixe, t — 1)), (SKSPS,By VKgps, B » VKsps-m-:J,B) = SPS-SetUP(]-)\; Tsps,B)-
(c) Set my = (v, STy, Wiy, POSy) and o =*-".

(d) If SPS.Verify(VKgps, A, Min, Ospsn) = 1, set a0 =A’.
(e) Hla=-"TA[Et>t")VEL<~v+1)V(h#hK")V (lx #L£)], output L.
Else if [0 =-"] A [SPS.Verify(VKsps, B, Min, Osps,v) = 1], set o =*B".
(f) If « =‘-’, output L.
4. (a) Compute (STour, SYMour, ) = 8(STi, SYMy) and POSgur = POSiy + .

(b) If STour = gy, output L.
Else if [STour = qac] A [@ =B’], output L.
Else if [STour = qac) A [a = A’ T A [(h, b)) = (K™, €*)] A [t < v+ 1], output L.
Else if STour = qac, perform the following:
(I) Compute 7g5¢ = F(K, (h, £ie)), (SKsic, VKsic) = SlG-SetUP(]-)\; Tsi6)-
(IT) Output (SKsia, VKsia)-

5. (a) Compute woyr = ACC.Update(PPacc, Win, SYMour, POSiy, AUX). If woyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, vix, (ST, Win, POSKy)).

6. (a) Compute T;ps,A = }-(KSPS,Av (h7 [l\!P7 t))v (SK;ps,A7 VK;PS,A7 VK;PS-REJ,A) = SPS-SEtUp(:l)\; T;PS,A)*
(b) Compute T;FS,B = ]:(KSPS,B7 (hw ZL\IP’ t))’ (SK;PS,B’VK;PS,B’ VK;PS—REJ,B) = SPS.Setup(l)‘; T;PS,B)'
(C) Set moyr = (Um?l s STout, Wour, POSourt )

If [(h,(,,\p, t) = (h*7 6*7 v+ 1)] A [mIN = mZ*,‘y]v compute ogps ovr = SPS-Sig”(SKéps,Av mowr)<

Else if [(h, fwe, t) = (™, €%,y + 1)] A [mux # mygx 4], compute ospsovr = SPS.Sign(sK/, Mour)-

sps, B>

Else, compute ogps ovr = SPS.Sign(SK;mYu, Mour).

7
7. If t +1 =27, for some integer 7', set SEEDour = F (K, 7, (h, lp)).
Else, set SEEDoyr = €.

Output (Posor'n SYMout, STour, Wour, Vour, Osps,0uTs SEEDUL’T)'

%

Fig. A.11. Constrained-Key. Prog(2’7/)

ABS

key

SKaps{ MW} =

(w) , ()
HK, PP cc, Wy

7O Init—SPS.Prog[q((f’)7 w(()y), v(()”), K D,

v v v
,sTorey, ppl), vl

70

( sps,E

ZO(Accumulate.Prog[ngss px = 27, HK, PPI(\Z%,PPI(Q, S(IQE]),

TO(Change-SPS.Prog[KY) 4, Kt 1)), ’
(

Constrained-Key.Prog(L[M ), T = 2%, #*0)  pp{h, pelid, K, K, ... K\ K KW 4,

h*, £%])

where the program Constrained—Key.Progﬁ)S is a modification of the program Constrained—Key.Progfﬁ;s"Y )

(Fig.|A.11)) and is described in Fig. |A.12
Hybg ,,_1 6: This experiment corresponds to Hyby ,,.

Analysis

Let Advi{™ 729 (0), AdvP 2D (), AV 2 (0), AV (), AV T ) =0, 00 = 1),
AdVEY TP = 0, = 1), AV TP O, AV T ) (y = 1, ) 1), AV T ()
(y = 0,...,t"") — 1),Adv£2’y_1’5)()\), and Advff’y_l’(j)()\) represent respectively the advantage of the
adversary A, i.e., the absolute difference between 1/2 and A’s probability of correctly guessing the random
bit selected by the challenger B, in the hybrid experiment Hyb, with 7" as indicated in the superscript

of the advantage notation. By the description of the hybrid experiments it follows that Advff’y_l)()\) =
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Constants: TM M = (Q, Zwe, Zuares 6, 90, gac, grey)s Time bound T = 22, Running time on challenge input t*,
Public parameters for positional accumulator PP,cc, Public parameters for iterator PPni, PPRF keys
K,K1,...,Kx, Kgs, a, Ksps, B, SSB hash value of challenge input h*, Length of challenge input £*

Inputs: Time ¢, String SEEDyy, Header position POS), Symbol syM;y, TM state sT\y, Accumulator value w;y, Accumulator
proof mac, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length ¢, Signature ogps i

Output: CPRF evaluation F(K, (h, fnp)), or (Header Position (POSour, Symbol sYMeyr, TM state SToyr, Accumulator
value woyr, Iterator value voyr, Signature ogps our, String SEEDqyr), or L

1. Identify an integer 7 such that 27 < ¢ < 2771, If [PRG(SEED\y) # PRG(F (K, (h, fwr)))] A [t > 1], output L.
2. If ACC.Verify-Read(PP,cc, Wiy, SYMy, POSix, Tacc) = 0, output L.
3. (a) Compute Tsps, A = ]:(Ksps,/h (h7 Lixp, t — 1)); (SKSPS,Aa VKsps, A » VKSPS—REJ,A) = SPS-SetUP(1A§ "’sPs,A)~
(b) Set muy = (Viy, STin, Wiy, POSy ). If SPS.Verify(VKsps, A, My, Osps,iy) = 0, output L.
4. (a) Compute (STour, SYMour, ) = 8(STi, SYMyy) and POSour = POSyy + .
(b) If STour = QGgus, output L.
Else if [STour = qac] A [(h, o) = (B™, %) A [t < t*], output L.
Else if STour = qac, perform the following:
(I) Compute rge = F(K, (h, lir)), (SKsics VKsic) = SIG.Setup(lA; Tsig) -
(IT) Output (SKsia, VKsic)-
5. (a) Compute woyr = ACC.Update(PPacc, Win, SYMouyr, POSiv, AUX). If weyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, vin, (STix, Win, POSIy))-
6. (a) Compute T;ps,A = ]:(KSPS,A’ (hw ZL\IP’ t))’ (SK;PS,A’ VK;PS,A’ VK;PS—REJ,A) = SPS.Setup(l)‘; TéPS,A)'
(b) Comp‘Jte Téps,B = F(KSI’S,B ) (hv ZI\H’v t))v (SK;[‘S‘B ’ VK;PS,B7 VK;PS-RICJ,B) = SPS.SGtUP(lA; T;PS,B)'
(C) Set movr = (UOL'T7 STour; Wour, POSULT)-
If (h, bwe,t) = (R*,£*,t"), compute ogps our = SPS.Sign(SKéPS’B, Mour)-

Else, compute ogpsovr = SPS.Sign(SKéPS,A, Mour)-

’
7. If t+1=2", for some integer 7', set SEEDour = F (K, 7, (h, lnp)).
Else, set SEEDoyr = €.
8. Output (POSOI,T) SYMour, STour; Wour; Vours Tsps,ouTs SEEDOI,’I')-

Fig. A.12. Constrained—Key.Prog(?’)

ABS

Adv@® O () and Adv (P (M) = Adv 9 (X). Thus we have,

AV TE ) = Al ()] <
AV (A) — AV TEY O] AV T () — AT 0+

(
IAdV TP (A) — AV )] AV TP (A) — A0 () 1+

-1 0*—2

Z |AdV52,l/71,3,L) ()\) _ Ad\/f,l/*l,&,b )(A)l + Z |Adv‘(’2,l/71,3,b )()\) _ Advfé(l)’yil’j’LJrl)()\)‘—‘r

=0 =0

Adv Q=13 E =00 () = Ady @YD ()] 4 AV D () — Adv A ()4

()1 ()1
ST AR 0) — AV T )+ ST AV T () = Adv T ()] +
=1 =1

Ady QA0 () Ady @D ) 4 [AdvOY D) (1) — Adv@ O ().

(A1)

Lemmas provided in Appendix [B| will prove that the RHS of Eq. (A.1) is negligible and hence

Lemma [A_T] follows.

O

Lemma A.2. Assuming ZO is a secure indistinguishability obfuscator for P/poly and F satisfies the cor-

rectness under puncturing property, for any PPT adversary A, for any security parameter X, |Adv5i)()\) —

Advf)(/\)\ < negl(A\) for some negligible function negl.

Proof. The two differences between Hyb; and Hyb, are the following:

(I) In Hyby, B includes ZO(Vp) within the public parameters PP,gs provided to A, whereas, in Hyb,, B

includes the program ZO(V7) within PP,gs, where

— (Vo) = Verify.Prog, . [ K] (Fig. ,/\*
— (V1) = Verify.Prog), [K{(h*, £*)}, VK 1y, 1, £] (Fig. [3.7).

(II) For n =1,...,Gxey, the signing key SK,ps(M ™) returned by B to A corresponding to signing policy
T™M M ¢ M, with M (2*) = 0, includes the program IO(PS")) in the experiment Hyb,, while

SKps(M ) includes the program IO(Pl(")) in Hyb,, where
- Pén) = Constrained-Key.Prog/, . [M(") T = 2*, e pp) K, KY’), . ,K/(\n), (m h*, %],

Sps, A’
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— P{" = Constrained-Key.Prog’«[M ™, T = 2%, pp pp( K{(h*, )}, K, .. K" K" | b 0],

sps,A?

the program Constrained-Key.Prog, . being described in Fig. [3.6

Now, observe that on input (h,yp) # (h*,£*), both the programs V; and V; operates in the same
manner only that the latter one uses the punctured PPRF key K{(h*,¢*)} for computing the string
7qc instead of the full PPRF key K used by the former program. Therefore, by the correctness under
puncturing property of PPRF F, it follows that for all inputs (h, fp) # (R*,£*), both the programs have
identical output. Moreover, on input (h*,£*), V; outputs the hardwired SIG verification key VE:IG which
is computed as (SKy, VKyo) = SIG.Setup(17; 7%,,), where 7%, = F(K, (h*,£*)). Notice that these values
are exactly the same as those outputted V; on input (h*,¢*). Thus, the two programs are functionally
equivalent.

Further, note that the program Constrained-Key.Prog/, .. computes F (K, (h, {1xp)) if and only if (h, fixp) #
(h*,£*). Thus, again by the correctness under puncturing property of PPRF F, the programs Pé") and

Pl(n) are functionally equivalent as well for all € [gxpy].

Thus the security of ZO, Lemma follows. Observe that to prove this lemma we would actually
have to proceed through a sequence of intermediate hybrid experiments where in each hybrid experiment
we switch the programs one at a time. O

Lemma A.3. Assuming F is a secure puncturable pseudorandom function, for any PPT adversary A,
for any security parameter X, |Advf)()\) — Advff)(/\)| < negl(X) for some negligible function negl.

Proof. Suppose there exists a PPT adversary A for which |Advf) (A — Advf) (M| is non-negligible. Below
we construct a PPT adversary B that breaks the selective pseudorandomness of the PPRF F using A as
a sub-routine.

e B initializes A on input 1* and receives a challenge attribute string z* = (... zj._; € Usps With

|x*| = £* from A.

o After receiving z*, B proceeds as follows:

1. B first generates HK <E SSB.Gen(1>‘,nSSB,BLK =2} * = 0) and computes h* = Hy (z*).

2. B sends (h*,¢*) as the challenge input to its PPRF selective pseudorandomness challenger C and
receives back a punctured PPRF key K*{(h*,¢*)} along with a challenge value r* € Ypprr, where
either r* = F(K*, (h*,£*)} or r* & Vopre- B implicitly views the key K* as the key K.

3. Then B creates (SKy, VKye) = SIG.Setup(17; 7).

4. Next, B sets the public parameters PP,ys = (HK, ZO(Verify.Prog .o [K* {(h*, £*)}, VK4, h*, £*])) and
gives it to A.

e For n = 1,...,Gxny, to answer the n " signing key query of A corresponding to signing policy TM

MM € M with M (z*) = 0, B executes the following steps:

1. At first, B chooses PPRF keys K\",..., K" K7 | K & F.Setup(1*).
(m) () $

2. Next, B generates (PPyéc, Wg ,STOREén)) & ACC.Setup(1*, npcopx = 2*) and (PPI({];){,U(()U)) —
ITR.Setup(1*, nypp = 2*).
3. B returns A the signing key

SKaps (M("]) ) —

HK, pr\’é)(;, w(()”), STOREé"), PPI(%){, vé”),

7O Init—SPS.Prog[q(()n)7w(()"),v(()"), KS(;QE])

ZO(Accumulate.Prog[ngssp-pix = 27, HK, PP\, PP KS(&)E])

(

(
TO(Change-SPS.Prog[K{") 1, K\ 1)
TO(Constrained-Key. Progl, [M ™, T = 2X, pp{l, pp(), K {(h*, )}, K", ... K" K

h*, %))

e For 0 =1,...,{sax, in response to the 8" signature query of A on message msg(® € M, under at-
tribute string «*, B computes Uéfg & SIG.Sign(SKy,,, msg®) and provides A with U,(\?g)s = (VKy» aélea)).

e Finally, A output a signature o}, on some message msg* under attribute string =*. B outputs W =1as
its guess bit in its PPRF selective pseudorandomness experiment if A4 wins, i.e., if ABS.Verify(PPpg, 2*,
msg*, 0%,) = 1 and msg* # msg(®) for any 6 € [Gsicn]. Otherwise, B outputs &' = 0 in its PPRF selective
pseudorandomness experiment.
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Notice that if r* = F(K*, (h*,£*)), then B perfectly simulates hyb,. On the other hand, if r* & Verrr,
then B perfectly simulates Hyb;. This completes the proof of Lemma a

Lemma A.4. Assuming SIG is existentially unforgeable against CMA, for any PPT adversary A, for
any security parameter X, Advf)()\) < negl(\) for some negligible function negl.

Proof. Suppose that there exists a PPT adversary A for which Advf)(/\) is non-negligible. We construct
a PPT adversary B that breaks the existential unforgeability of SIG using A as a sub-routine. The
description B is as follows:

e 3 receives a SIG verification key VKY, from its SIG existential unforgeability challenger C. Then, B
runs A on input 1* and receives a challenge attribute string z* = XG5 .. Tpu_y € Uaps with |2*| = £*
from A.

o After receiving z*, B proceeds as follows:

1. B first generates HK & SSB.Gen(1>‘,nSSB,BLK = 2% i* = 0) and computes h* = Hyy (z*).

2. Next, it selects a PPRF key K & F .Setup(1*) and creates the punctured PPRF key K{(h*,¢*)} &
F.Puncture(K, (h*, £*)).

3. Next, B sets the public parameters PP, 55 = (HK, ZO(Verify.Prog) . [K{(h*, £*)}, VKZ, h*, £*])) and
gives it to A.

e For n = 1,...,Gxey, to answer the o' signing key query of A corresponding to signing policy TM
M®M € M with M (z*) = 0, B executes the following steps:

1. At first, B chooses PPRF keys K{n), ceey K/(\n)7 Kg’s)yA, KS(QE & F.Setup(1?).

2. Next, B generates (PPS\Z)C,w(()n),STOREén)) & ACC.Setup(1*, nycopx = 2*) and (PPI(%){,U(()U)) &
ITR.Setup(1*, nypp = 2*).

3. B returns A the signing key
SKABS(M(U)) —

HK, PP, w(()"), STORE((J"), pp™) v(()")7

0 Init—SPS.Prog[qén), w(()n), v(()"), KEQQE])

(
ZO(Accumulate.Prog[ngsss sk = 27, HK, PP&Z)C,PPI(Q{, Kq(gs) 5))
TO(Change-SPS.Prog[K{") 1, K\ ])
ZO(Constrained-Key.Prog’, . [M®, T = 2* pp{. ppiT) K{(h*, 0}, K, .. Kf\"), Kg];A,
h*, 7))
e For @ = 1,...,{san, in response to the " signature query of A on message msg®) € M s under

attribute string z*, B forwards the message msg(®) to C and receives back a signature 052 on msg(?)

from C. B provides, Jr,(\%)s = (VKq, Uéfc)) to A.
e At the end of interaction, A outputs a signature o}, = (W;G ,04) on some message msg* under
attribute string z*. B outputs (msg*, o) as a forgery in its existential unforgeability experiment

against SIG.

Observe that the simulation of the experiment Hybs by B is perfect. Now, if A4 wins in the above
simulated experiment, then the following must hold simultaneously:

(I) ABS.Verify(PPpg, x*, msg*, o5u) = 1.
(IT) msg* # msg®) for any 6 € [Gsian]-

Note that ABS.Verify(PP s, 2, msg*, 05,s) = 1 implies [VKy, = VK] A[SIG. Verify (VK y,, msg*, 0%,) = 1],
i.e., SIG.Verify(VK},,, msg*, 0%.) = 1. Further, notice that msg(®), for € [gsax], are the only messages that
B queried a signature on to C. Thus, (msg*, o) is indeed a valid forgery in the existential unforgeability
experiment against SIG. O

B Lemmas for the proof of Lemma |A.1

Lemma B.1. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, and SPS is a splittable signature scheme satisfying VKgpg gy indistin-
guishability’, for any PPT adversary A, for any security parameter A, |Adv£’y71’0) (N —Advfg’yfl’l)()\ﬂ <
negl(A) for some negligible function negl.
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Proof. To establish Lemma we introduce ¢*(*) 41 intermediate hybrid experiments between Hybg .10

and Hyby ,_; 1, namely, Hyby ,_; ., for v € [0,2*(")] such that Hybg ,, 1,04 coincides with Hyb, ,_; o
and Hybg ,_4 ¢ o coincides with hyb, ,_; ;.

Sequence of Intermediate Hybrids Between Hyb, ,_; o and Hyby ,_, 4

t

Hybo, 1,0~ (¥ = 0,... ,t*()): In this experiment in response to the v signing key query of A

corresponding to TM M) € My, with M) (z*) = 0, B proceeds as follows:

1. Tt first picks PPRF keys K", ... K" K , K K® & FSetup(1?).

sps,A’ “rsps,By T sps, B
(COR (D)

2. After that, it generates (PP,cq, Wy ,STORE&V)) & ACC.Setup(1*, npcopx = 2*) and (PPI(}’FZ,U(()”)) &

ITR.Setup(1*, nypg = 2*).
3. It provides A with the signing key

SKARS{M(V)} =

) @)

HK, PPxcc, Wy (v) (v) , (v)

,STORE ', PPyyq, Uy~

I(’)(Init—SPS.Prog[q(()l’)7 w(()l/), v(()y)7 Ké;’;E})

TO(Accumulate.Prog[ngsppx = 27, HK, PP,(fé)C7 PPI(,’{%, K::S?E]),

IO(Change—SPS.Prog[Ki';;A, KfpyzE]), ’
TO(Constrained-Key.Prog 7 [M ™), T = 22, @) pp{iy, pr(), K, K\ .. K\ K& 4 KW 5,

h*, %))

where the program Constrained-Key.Prog’fY)7 depicted in Fig. is a modification of the program
Constrained—Key.Prog(l) shown in Fig.

ABS?

The rest of the experiment is identical to Hybg ,,_; q.

Constants: TM M = (Q, Zwe, Zware; 6, 0, @ac, riy s Time bound T = 2*, Running time on challenge input t*,
Public parameters for positional accumulator PP,oc, Public parameters for iterator PPz, PPRF keys
K,Ki,...,Kx, Kss,a, Kss,B, SSB hash value of challenge input h*, Length of challenge input £~

Inputs: Time ¢, String SEED;y, Header position POS,, Symbol SYM;y, TM state sT\y, Accumulator value w;y, Accumulator
proof macc, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length £, Signature osps iy

Output: CPRF evaluation F(K, (h, fip)), or (Header Position POSoyr, Symbol SYMour, TM state STour, Accumulator value
wour, Iterator value voyr, Signature ogps our, String SEEDyr), or L

1. Identify an integer 7 such that 27 <t < 27T, If [PRG(SEED) # PRG(F (K, (h, fww)))] A [t > 1], output L.

2. If ACC.Verify-Read(PP,cc, Wiy, SYMiy, POSiy, Tacc) = 0, output L.

3. (a) Compute rsps, 4 = F(Ksps, 4, (b, bixp, t — 1)), (SKsps, A, VKsps, A, VKsps.nps, A) = SPS.Setup(lA; Tsps, A)-
(b) Compute Tsps,B = ]:(KSPS,B7 (h: b, t — 1)), (SKSPS,B; VKsps, B VKSPS—REJ,B) = SPS-SetUP(1A§ TSPS,B)'
(c) Set my = (v, STy, Wiy, POSy) and a =*-".

(d) TIf SPS.Verify(VKsps, A, M, Ospsin) = 1, set o =‘A’.
() Hla="1A[t>t")V(E<y)V(h#h")V by # £7)], output L.
Else if [0 =‘-"] A [SPS.Verify(VKsps, B, My, Osps,iv) = 1], set o =B,
(f) If a =-’, output L.
4. (a) Compute (STour, SYMour, 3) = 8(STin, SYMy) and POSeyr = POSi + 3.

(b) If STour = Qres, output L.
Else if [STour = qac] A [@ =‘B’], output L.
Else if STour = gac, perform the following:
(I) Compute rge = F(K, (h, lir)), (SKsics VKsic) = SIG.Setup(lA; Tsig) -
(IT) Output (SKgia, VKsic)-
5. (a) Compute woyr = ACC.Update(PPycc, Win, SYMoyr, POSiy, AUX). If woyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, vy, (STix, Win, POSKy)).
6. (a) Compute Ts’-ps,A = -F(KSPS,Av (hv Lixe, t))v (SK;PS,A7 VK;rs,A1 VK;r’s—th,A) = SPS-SEtup(1A§ réps,A)'

(b) ComPUte T;PS,B = }-(KSPS,Bv (h7 [l\va t))v (SK;PS,B7VK;PS,B7 VK;PS-REJ,B) = SPS'SEtuP(lk; rs"Ps,B)'

(c) Set mour = (Vour, STour; Wour, POSour). Compute ogps ovr = SPS.Sign(SK;pS’a, Mour)-
’
7. If t +1 =27 | for some integer 7', set SEEDoyr = F(K .1, (h, lp)).
Else, set SEEDoyr = €.

8. Output (POSOL'I'7 SYMour, STour; Wours Vours Tsps,ouTs SEEDOL'I')-

Fig. B.1. Constrained-Key.Prog %)

ABS
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Analysis

Let us denote by Advfg’y_l’o’v)()\) the advantage of A, i.e., the absolute difference between 1/2 and
A’s probability of correctly guessing the random bit selected by the challenger B, in the hybrid experi-

ment Hyby,, ;g for 7 € [0,#)]. Clearly, Adv(” () = Adv§ 0 (3) and Adv§* 0 () =
Advg‘]’l’_l’o’o)(}\). Hence, we have

t*(”)
AV O 0) — AV TP )] < ST AV T () — AdviPY TP () (B.1)
y=1

Claim below justifies that the RHS of Eq. (B.1]) is negligible and consequently Lemma follows.

Claim B.1. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, and SPS is a splittable signature scheme satisfying “VKsps.pgy -

distinguishability’, for any PPT adversary A, for any security parameter A, |Adv52’y_1’0’7)()\) —
Advf’”_l’o”y_l)()\ﬂ < negl(A\) for some negligible function negl.

Proof. The proof of Claim is similar to that of Claim B.1 of [5]. O
O

Lemma B.2. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, and SPS is a splittable signature scheme satisfying VKsps.ppy tndistin-

guishability’, for any PPT adversary A, for any security parameter A, |Adv52’y_l’1) (N —Advfg’l’_l’m()\ﬂ <
negl(A) for some negligible function negl.

Proof. To prove Lemma [B2] we consider the following sequence of intermediate hybrid experiments
between Hyb, ,_; ; and Hybg ,_; 5:

Sequence of Intermediate Hybrids between Hyby ,_; ; and Hyb, ,_;

Hybg ,,_1,1,0: This experiment coincides with Hybg ,,_ ;.

Hybg ,,_1,1,1: In this experiment, to answer the vt signing key query of A corresponding to TM

M®) € My with M®)(z*) = 0, B selects an additional PPRF key Kg(r'fS)F & F Setup(1*) along with
all the other PPRF keys as well as the public parameters for positional accumulator and iterator as

generated in Hyb, ,_; ; o, providing A with the signing key

SKABS{M(V)} =

v v v v v
HKa PP./(%C)C) wé )) STORE(() )7 PPI(TI2.7 U(() )7

ZO(Init-SPS.Prog[¢\”, w(” , v{", K 1)),

( sps, E

TO( ) pp®) ) @)
(
(

sps,E ~tsps, F

h*, ),

Accumulate.Prog(O’l) [Nssppk = 27, HK, PPact, PPrrd,s
TO Change—SPS.Prog(O’l)[K(V) K9 kY KS(PI,';F,h*,é*]),

sps,A’ “*sps,B? “*Sps,E»
ZO(Constrained-Key.Progl L. [M®) T = 2* (), PP, PPI(}/&, K, K§V)7 . ,Kﬁ\u), st;S)VA, Kg;,’g’B,
h*, %))

where the programs Accumulate.Prog(O’l) and Change-SPS.Prog(®!) are the alterations of the programs

Accumulate.Prog™ and Change-SPS.Prog") (Figs. [A.2{ and |A.3) and are depicted in Figs. [B.2 and
respectively. The rest of the experiment proceeds in the same way as in Hybg ,,_4 1 g

th

Hybg ,,_1,1,2: In this experiment, in response to the v*" signing key query of A corresponding to TM

M®) e M, with M®)(z*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator
and the iterator just as in Hybgy 4 ;-
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Constants: Maximum number of blocks for SSB hash ngppx = 2*, SSB hash key HK, Public parameters for positional
accumulator PP,cc, Public parameters for iterator PPy, PPRF keys Kgps, £, Kgsps, 7, SSB hash value of challenge
input h*, Length of challenge input £*
Inputs: Index i, Symbol sym,, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
Tgps.ins SSB hash value h, SSB opening value mggs
Output: (Accumulator value woyr, Iterator value voyr, Signature ogps.our), or L
1. (a) Compute Tsps, E = ]'—(Ksps,E, (h Z))7 (SKSI'S,E7 VKgps, E VKSPS—RMJ,E) = SPS-SetUp(]-)\; T‘SI‘S,E)'
(b) Compute Tsps, F = ]:(KSPS,F7 (h7 7/))7 (SKSPS,Fy VKsps, F» VKSPS—REJ,F) = SPS-SetUP(l/\§ TSPS,F)'
(c) If (h,i) = (h",£"), set VK = VKsps_res, F -
(d) Set muy = (v, ST, Wiy, 0) and o =*-".
(e) If SPS.Verify(VKsps, E, Mun; Osps,n) = 1, set oo =E".
(f) If [a=-"]A[(t #£€")V (h # h™)], output L.
Else if [a=*-"] A [SPS.Verify(VK, muy, ogpsv) = 0], output L.
Else if [0 =*-"] A [SPS.Verify(VK, my, osps,v) = 1], set o =‘F".
(g) If @ =, output L.
2. If SSB.Verify(HK, h, %, SYMx, Tssz) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Win, SYMy, 4, AUX). If woyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPiry, vy, (ST, wix, 0)).
4. (a) Compute T;FS,E = ]:(KSPS-,E7 (h’ i+ 1))7 (SK;FS,E’ VK;PS,E’ VK;PS—REJ,E) = SPS.Setup(lA; r:’:rs,E)'
(b) Set mour = (Vour, ST, Wour, 0). Compute ogps our = SPS.Sign(SKfg g, Mour)-
5. Output (wor'h Vour, USPS.OUT)~

Fig. B.2. Accumulate.Prog(O’l)
Constants: PPRF keys Kgps, a, Ksps, B, Keps, £, Ksps, 7, SSB hash value of challenge input h™, Length of challenge input £*
Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value h, Length fp, Signature ospsx
Output: Signature ogps our, or L
1. (a) Compute Tsps, E = ]:(KSPS,E7 (h, ‘emp)), (SKSPS,E7 VKsps, E VKSPS—REJ,E) = SPS-SetUP(l)\§ "‘sr’s,E)'
(b) Compute Tsps, F — ]:(Ksps,F7 (h7 ZINP))7 (SKS[‘S,F7 VKsps, Fy VKst—REJ,F) = SPS-SetUP(]-A? "“sps,F)-
(c) If (h7 ZlNl’) = (h*,[*), set VK = VKsps-rpy, F -
(d) Set m = (v,sT, w,0) and a="-"
(e) If SPS.Verify(VKsps, £, M, Ospsv) = 1, set o =‘E".
(f) If [ =) A [l # £7) V (b # h™)], output L.
Else if [0 =*-"] A [SPS.Verify(VK, m, ospsv) = 0], output L.
Else if [« =‘-"] A [SPS.Verify(VK, m, ospsv) = 1], set a =‘F".
(g) If a =, output L.
2. (d) Compute Tsps, A = ]:(KSPS,A7 (h7 Lixp 0))7 (SKSPS,A7VKSPS,A7 VKSPS-REJ,A) = SPS-SEtUP(l)‘; TSPS,A)*
(b) Compute Tsps, B — ]:(KSPS,B7 (h7 Lixp 0))’ (SKSPS,BvaSPS,Ba VKSPS—REJ,B) = SPS-setUP(1A§ TDSPS,B)~
(c) If [(h, bwr) = (R",£")] A [ae ="F’], output ogpsouvr = SPS.Sign(SKsps, B, ™).
Else, output ogpsouvr = SPS.Sign(SKeps, 4, m).

Fig.B.3. Change—SPS.Prog(O’l)

2. Next, it creates the punctured PPRF key KSSL’S)F{(h* )} & F Puncture(K, SPS o (R*,07)) as well as
v l* v * px v l* v l* v l*
computes TéPS,PI) = ]:( S(PS?F7 (h‘ ¢ )) and (S £Pb PI)7VK5PSJI)’VK§PS—R3~:J,H) = SPS. SetuP(l)\ iPS H))
3. It hands A the signing key
SKups{ MM} =
HK, PP(AZ)C,U)(()D),STORE( v) PPI(;%,U(()V),
IO(Inlt—SPS.Prog[qé") (V) v(()y) KS(;)E]),
ZO(Accumulate.Prog'® )[nsss-sm = 2)‘,HK,PP(AC)OPPI(;Q,Ké;’;E,Késs)}F{(h*,f*)},VKggiRéJ’H,
h*aé*])7 )
- v v v v * pk v, 0" * )%
IO(Change'SPS-PrOg(O’m [K‘gPS‘)A7 KS(PS)B7 KS(PS)E’ éPS),F (h ’é )}7VK£PS—R])EJ,H’ h 76 ])a
TO(Constrained-Key.Prog{l,[M*), T = 22, @) pp{cy, pe(t), K, K\, .. K\ K& KW 5,
h*, €]

where the programs Accumulate.Prog(072) and Change—SPS.Pro(m) are the modifications of the

pro-
grams Accumulate.Prog(O’l) and Change—SPS.Prog(O’l) (Figs. and ) and are described in Figs.
and [B.F] respectively.

The remaining part of the experiment is analogous to Hyb, ,_; 1 ;-
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Constants: Maximum number of blocks for SSB hash ngppix = 2\ SSB hash key HK, Public parameters for positional ac-
cumulator PP,cc, Public parameters for iterator PPirr, PPRF key Kgps, g, Punctured PPRF key Kgps p{(h™,£")},

Verification key VKg, SSB hash value of challenge input h*, Length of challenge input £*

Inputs: Index ¢, Symbol syMy, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
ogps.an, SSB hash value h, SSB opening value g

Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L

1. (a«) Compute Tsps, E = -F(KSPS,Ey (h7 i))7 (SKSPS,E7 VKgps, E VKSPS-REJ,E) = SPS-SetUP(1A§ T'sPs,E)~
(b) Compute reps, p = F(Ksps, r{(h™,£7)}, (h, 1)), (SKsps, F ; VKsps, F, VKsps res, ) = SPS-SEtUP(l)\§ Tsps, F)-
(c) Set my = (v, ST, wiy, 0) and o =*-".
(d) It SPS'Verif}/(VKM's,Ea MmN, USl’s.xN) =1, set a ='E".
(e) If [a=""]A[(i #£")V (h# h™)], output L.
Else if [a="‘-"] A [SPS.Verify(VK g, mux, Ospsv) = 0], output L.
Else if [a =*-"] A [SPS.Verify(VK g, muy, osps.v) = 1], set o =*F".
(f) If @« ='-’, output L.
2. If SSB.Verify(HK, h, %, SYMx, Tssz) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Win, SYM, %, AUX). If wour = L, output L.
(b) Compute voyr = ITR.Iterate(PPiy, viy, (ST, Wi, 0)).
4. (a) Compute T;PS,E = F(Kss, g, (h,i+ 1)), (SK;PS,E, VK;PS,E, VK;PS—REJ,E) = SPS.Setup(lA; 7';PSYE)A
(b) Set mour = (vour, ST, Wour, 0). Compute ogps.our = SPS.Sign(SK;r,SvE, Mour).
5. Output (wour, Vour, Osps,our)-

Fig.B.4. Accumulate.Prog(O’z)

Constants: PPRF keys Ksps, 4, Ksps, B, Ksps, 2, Punctured PPRF key Kgps p{(h™,£")}, Verification key VKg, SSB hash value
of challenge input h*, Length of challenge input £*

Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length £\, Signature ospsn
Output: Signature ogps our, or L
1. (a) Compute Tsps, E = -F(KSPS,Ey (h7 él.\ll’))7 (SKSPS,E7 VKsps, E VKSPS»REJ,E) = SPS-SetUP(1X§ Tsps, B )-
(b) Compute reps, r = F (Ksps, r{(h™,£%)}, (h, fixw)), (SKsps, 7, VKsps, ', VKsps-res, ) = SPS-SetUP(l/\§ Tsps,F)-
(c) Set m = (v, sT,w,0) and a="-"
(d) If SPS.Verify(VKsps, 2, M, Ospsiv) = 1, set o« =*E".
(e) If [a =) A [(bwr # £7) V (h # h™)], output L.
Else if [« =‘-"] A [SPS.Verify(VK g, m, osps,n) = 0], output L.
Else if [« =*-"] A [SPS.Verify(VKg, m, ospsn) = 1], set oo =F".
(f) If @« =‘-’, output L.
2. (a) Compute Tsps, A = ]:(KSPS,A7 (h7 Lixp, 0))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) = SPS»SEtUP(1A§ TsPs,A)~
(b) Compute rsps, B = F(Kgps, B, (R, bise; 0)), (SKsps, B> VKsps, B, VKsps-res, B) = SPS.Setup(lA; Tpsps, B ) -
(c) I [(h, &) = (", £7)] A [a =“F], output ogpsour = SPS.Sign(SKses, 5, m).
Else, output ogpsour = SPS.Sign(SKsps, 4, m).

Fig. B.5. Change-SPS.Prog(®:?)

Hybg ,,_1,1,3: This experiment is identical to Hyb, ,_; ; o except that while creating the v signing key

queried by A corresponding to TM M) € M, with M(”)(x*) =0, B selects rSPVfH) & YVeprr, i-€., in other
words, B generates (SKgng), VKgZ’S%;}, VKgsem)&JH) & SPS.Setup(1*), and gives A the signing key
SKaps{ M)} =

(wv) , () (v) v) (v)

HK, PP,(c, Wy, STORE , PP, Uy
TO(Init-SPS.Proglay” , wi”, v§” K\ 1)),

TO(Accumulate. Prog ®? [nggp nsc = 2%, 1K, PP, PP, KD 1 KO L {(h )} Vi), b, 7)),
IO

Change-SPS.Prog ®? [K() , k&) o K)o K&) (A 0) vk b 7)),
0]

sps,A’ “*sps,B? " rsps, B *ts SPS-REJ, H ’

Constrained-Key.Prog(l) (MW, T = 2> (), PP,(:C%, PPI(Tylz, K, Kf”), el Kg\”), KY KW h*, 0*])

ABS sps, A’ “Ysps,B?

—_——= =~

Hybg ,,_1,1,4: In this experiment, to answer the V™" signing key query of A corresponding to TM M®) ¢
M, with M®)(2*) = 0, B creates all the components as in Hyby ,, 113, however, it provides A with the
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signing key

SKags {M(V) } =

() ) () Hp) @)
HK, PP,co, Wy, STORE( *, PPrrg, v

ZO(Init-SPS. Prog[q(()u) ) w(()y) ) v(()y) , KS(PVS)E]),

ZO(Accumulate. Prog(o’Q) [Nespprk = 2N HK, PPE{Q)C, PPI(}Q, KS(;S)E,
(
(

Change-SPS.Prog ) [K() , k&) o K)o KW) A(he, 000}, v ) he, e,

sps,A’ “*sps,B? “*sps,E sps,H

v * % v, " % )%
K)o {0y, vl ) e o),

sps,H»

70
TO(Constrained-Key.Prog(.[M ™), T = 22 t*0) pp) ppl) K, KW, .. K" K | K"

sps,A’ “*sps,B?

h*, %])
The rest of the experiment is the same as Hybg ,_; ; 3.

th signing key query of A corresponding to TM

Hybg ,,_1,1,5: In this experiment, in response to the v
M®) ¢ M, with M®)(z*) = 0, B forms all the components as in Hyby 11,4 except that it com-

putes rsng) :}'(K(V) (h*, %)), (SK(V’Z*) vi() vkt ) = SPS.Setup(1%; r(y’g*)), and hands A

SpPs,F? sps,H sps,H > SPS-REJ, H sps,H

the signing key

SKABS{M(V) } -
HK, PP, wél’), STOREéV), pp). v(()”)7

ZO(Init-SPS.Proglgy”, wy” v, K 1)),
Accumulate.Prog(®? [ngsp p = 2, HK, ppY) pp") Ké:s)’E,
Change—SPS.Prog(O’2)[K(V) KY kW gW

( .

7O( Ki;’g,F{e(*h*,E*)},VK("’ ) b)),
( sps,A’ “*sps,B? “tsps, B Yt sps, F (h*,é*)},VK(V’ ) h*7€*])a
(

sps,H

10 sps, H »
TO(Constrained-Key.Prog(.[M ™), T = 2% t*0) pp) ppl) K, KW, .. K" K | K

ABS » trsps,Ar T rsps, B

h*, £%])
The rest of the experiment is analogous to Hyb, ,_; 1 4-

Hybg ,,_1,1,6: This experiment corresponds to Hybg ,,_4 ».

Analysis
Let Advg’”_l’l’ﬂ)()\) represents the advantage of A, i.e., the absolute difference between 1/2 and A’s

probability of correctly guessing the random bit selected by the challenger B, in Hyb, ,,_; ; 4, for 9 € [0, 6].
By definition, Adv({” "V (A) = Adv(P" 1O () and Adv) TP (0) = AV 9 (V). Then, we have

6
AV TEY ) — AV T ()] < ST AT TR () = AdvTTRE (). (B.2)
v=1

Claims B.7| below will demonstrate that the RHS of Eq. (B.2) is negligible and thus Lemma
follows.

Claim B.2. Assuming ZO is a secure indistinguishability obfuscator for P/poly, for any PPT adver-
sary A, for any security parameter X, |Adv52’l’71’1’0)()\) — Advfg’ufl’l’l)()\ﬂ < negl(\) for some negligible
function negl.

Proof. The difference between Hyb, ,_; 1 o and Hyb, ,_; ; ; is the following: In Hyb, ,,_; ; ¢, B includes
the programs ZO(Py) and ZO(P§) within the »™ signing key returned to A, while in Hyby, 1, B
includes the programs ZO(P;) and ZO(Py) instead, where

— Py = Accumulate.Prog[ngsppx = 27, HK, PP‘(AZ)C,PPI(;Z‘, KS(;'S)E] (Fig. ,

Py = Change—SPS.Prog[Ks(:s),A,KS(P',j;E} (Fig. ,
— P, = Accumulate.Prog %V [nggp pc = 24, HK, ppY)., PPI(}Q,K&;E, Ks(l’:S)F, h*, %] (Fig. ,
— P = Change—SPS.Prog(O’l)[Ks(;:s)’A,KS(I',/S)VB,KS(I',/S)VE, KS(;37F, h*,¢*] (Fig. .

Now, observe that the programs Py and Pj clearly have identical outputs for inputs corresponding
to (h,i) # (h*,£€*). Also, by the correctness [Property |(vii)] of splittable signature scheme SPS, both
the programs output L in case SPS.Verify(VKsps, £, Mun, Osps,v) = 0 for inputs corresponding to (h*, £*).
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Thus the programs P, and P; are functionally equivalent. A similar argument justifies the functional
equivalence of the programs PJ and Pj.

Thus, by the security of ZO, Claim [B:2] follows. Ofcourse, we need to consider a sequence of hybrid
experiments to arrive at the result where in each hybrid experiment we change the programs one at a
time. O

Claim B.3. Assuming ZO is a secure indistinguishability obfuscator for P/poly and F satisfy the correct-
ness under puncturing property, for any PPT adversary A, for any security parameter \, |Adv§2’y_1’1’1) N)—
Advg‘)’”_l’l’m()\ﬂ < negl(A) for some negligible function negl.

Proof. The difference between Hyb, ,_; 1 ; and Hyb, ,_; ; 5 is the following: In Hyb, ,_; ; 1, B includes
the programs ZO(Py) and ZO(P§) within the v™ signing key returned to A, while in Hyby, 5, B
includes the programs ZO(P;) and ZO(P]) instead, where

— Py = Accumulate.Prog®'Y [nggs nc = 2, HK, pp). pp) KS(;’S)E, Ké:s),n h*, %] (Fig. ,

— P} = Change-SPS.Prog "V [k ) K} k&) o KW o b 7] (Fig. [B.3),

— P, = Accumulate.Prog(®:?) [—— 2>‘,HK,PP1(\'§)C,PPI(£,K(”) KW

sps,E ~*sps, F
(Fig. [B.4),

v v v v * Pk v,0* * )% .
- Pll = Change_SPS'PrOg(O’z) [KS(PS),A7KS(PS),B7KS§PS),E’KéPS),F (h ’e )}7VKgPS—Rl)=JJ,H’h 7€ ] (Flg' '

Now, by the correctness under puncturing property of the PPRF F, both the programs Py and P

have identical outputs on inputs corresponding to (h,i) # (h*,£*). For inputs corresponding to (h*,£*),
(v,€7) (v,€7)

(h* )} VR s e 7]

SPS-REJ, H ?

P, uses the hardwired verification key VK where in Hybg , 4 5, VK is computed as

SPS-REJ, H SPS-REJ, H
(SKSaits VG VKD ) = SPS.Setup(1Yrif)) and (i) = F(KS] oy (h*,£4)). Observe that

these values are exactly the same as those used by the program Py for inputs corresponding to (h*, £*).
Thus, both programs have identical outputs for inputs corresponding to (h*, ¢*) as well. Hence, the two
programs are functionally equivalent. A similar argument will justify that the programs P} and P| are
functionally equivalent.

Therefore, by the security of ZO, Claim follows, considering a sequence of hybrid experiments
where in each hybrid experiment we change the programs one at a time. O

Claim B.4. Assuming F is a secure puncturable pseudorandom function, for any PPT adversary A, for
any security parameter X\, |Adv£2’u_1’1’2) (\) — Advg’u_l’l’?’)()\ﬂ < negl(\) for some negligible function

negl.

Proof. Suppose there exists a PPT adversary A for which \Advf’”71’172)(/\) - Advfg’l’*l’l’B)()\ﬂ is non-
negligible. We construct a PPT adversary B that breaks the selective pseudorandomness of the PPRF F
using A as a sub-routine. The description of B follows:

e B initializes A on input 1* and receives a challenge signing attribute string z* = 7 . .. Tpe_1 € Unps
with |z*| = ¢* from A.

e Upon receiving x*, B proceeds as follows:
1. B generates HK & SSB.Gen(l/\,nSSB,BLK = 2% i* = 0) and computes h* = Hyy (z*).

2. Then, B selects a PPRF key K & F.Setup(1?).
3. After that, B computes 7%, = F(K, (h*,£*)) followed by (SKy, VKye) = SIG.Setup(1?; k).
4. B returns the public parameters PP,ps = (HK,ZO(Verify.Prog,,[K])) to A.

e For 1) € [Gxy], in Tesponse to the n*" signing key query of A corresponding to TM M € M, with
M(")(a:*) =0, if n # v, then B proceeds exactly as in Hyb, ,_; ; 5, while if n = v, then B proceeds as
follows:

1. B first selects PPRF keys K\, ... K" k@ K@ k)

sps,A’ “*sps,B? “*sps, E

2. Next, it generates (PP%)mw(()l’)
ITR.Setup(1*, nypp = 2*).

3. Then, B sends (h*,¢*) as the challenge input to its PPRF selective pseudorandomness challenger
C and receives back a punctured PPRF key K*{(h*,¢*)} and a value r* € YVpprr, where either
r* = F(K*, (h*,£%)) or r* & YVepre- B will implicitly view the key K* as the key Kb(sb)F

) vk@h) vk®h) ) = SPS.Setup(1*;7*).

sps,H » Sps,H » SPS-REJ, H

& F.Setup(1*).

7STORE(()U)) & ACC.Setup(1*, nycomx = 2) and (PPI(vIl«/ILU(()D)) &

4. B generates (SK VK
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5. B gives A the signing key

SKaps{ MW} =

) . ) @) Hp@) ()
HK, PPcc, Wy *, STOREG *, PPrrg, Vg 7,

IO(Init—SPS.Prog[qéu),wéy),véy),KEEPVS{E]),
IO(Accumulate.Prog(o’z) [Nssppx = 27, HK, PP&Z)@ PPI(}/&, Kb(sb)E,
h*, %)),
v v v * E/EY V;Z* * )k
TO(Change-SPS.Prog "2 (K1), K)o K& o Ko {(h*, )}, vk e 7)),

TO(Constrained-Key.Prog{l,[M*), T = 22, *®) pp{y, pr{f), K, K\, ... K\ K& K& 4,
h*, *])

K {(h*, %)}, ve ()

SPS-REJ, H ?

e For 0 € [Gsiox], in reply to the O signature query of A on message msgl® € M,;s under attribute

string 2*, B computes o) & SIG.Sign(SKy,., msg'®) and provides A with ol = (VKZe Us(f)c)).

e Finally, A output a signature o}, on some message msg* under attribute string =*. B outputs W =1as
its guess bit in its PPRF selective pseudorandomness experiment if .4 wins, i.e., if ABS.Verify(PPpg, 2*,
msg*, 0%,) = 1 and msg* # msg(®) for any 6 € [Gsicn]. Otherwise, B outputs &' = 0 in its PPRF selective
pseudorandomness experiment.

Note that if r* = F(K*,(h*,£*)), then B perfectly simulates Hyb,, ;5. On the other hand, if
e & Yeerr, then B perfectly simulates Hyby ,,_; ; 3. This completes the proof of Claim O

Claim B.5. Assuming SPS is a splittable signature scheme satisfying VKgpg.rey itndistinguishability’, for
any PPT adversary A, for any security parameter A, |Adv£2’y_l’1’3)()\) — Advf’y_1’1’4)()\)| < negl(X) for
some negligible function negl.

Proof. Suppose there exists a PPT adversary A for which \Advi?’”fl’l’g)()\) — Adv%’”71’1’4)()\)| is non-
negligible. Below we construct a PPT adversary B that breaks the VKgpg gy indistinguishability of SPS
using A as a sub-routine.

e I3 receives a verification key VK of the splittable signature scheme SPS from its VKgpg g, indistin-
guishability challenger C, where VK is either a proper verification key VKgpg or a reject verification
key VKgps-res- Then, B initializes A on input 1* and receives a challenge signing attribute string
T =l xh_ € Upps with |z*] = £* from A.

e Upon receiving x*, B proceeds as follows:

1. B generates HK & SSB.Gen(lA,nSSB_BLK =2 i* = 0) and computes h* = Hyy(z*).

2. Then, B selects a PPRF key K & F.Setup(1?).
3. After that, B computes 7%, = F(K, (h*,£*)) followed by (SKj, VKue) = SIG.Setup(1*;7%,,).
4. B returns the public parameters PP,ps = (HK,ZO(Verify.Prog, ,[K])) to A.

e For 1 € [Gxey], in response to the n'" signing key query of A corresponding to TM MM € My with
M (z*) = 0, if n # v, then B proceeds exactly as in Hybyg ,_1,1,3, while if n = v, then B proceeds as
follows:

1. B first selects PPRF keys Kfy), . .,K/(\V),K(”) KY o kY

sps,A’ “*sps,B? “ sps,E
2. Next, it generates (PPE\%)C,w(()V)
ITR.Setup(1*, nypg = 2*).

3. B creates the punctured PPRF key KS(Q'S),F{(h*,Z*)} & F.Puncture(Ksps r, (h*, 0%)).
4. B gives A the signing key

Kg(gs)F & F.Setup(1?).

,STORE(()V)) & ACC.Setup(1*, npcopmx = 2) and (PPI(TVFZ,U(()”)) &

SKABS{M(V)} =

v v v v v
HK, Ppgc)m wé ), STORE(() ), PPI(T;z, U(() ),

IO Init-SPS.Prog[q(()”),w(()”),v(()y),K(V) D,

sps,E

ZO(Accumulate.Prog'®? [Nespprx = 2>‘,HK,PP,(%%)C,PPI(T”,%,Kgs)’E,KggﬁF{(h*,ﬁ*)},VK,h*,é*]),
TO(Change-SPS.Prog " [K\) , K)o KW o  KW) L{(h*,07)}, vi, b7, 07]),

(
(
(
(

TO(Constrained-Key.Prog{l,[M*), T = 2*, *®) pp{y, prif), K, K, ... K\ K& K 4,
h*, )



Attribute-Based Signatures for Turing Machines 41

e For 0 € [Gsiex], in reply to the O signature query of A on message msg(® € M, ;s under attribute

string 2*, B computes o) & SIG.Sign(SKy,., msg'®) and provides A with ol = (VKZe Us(lac)).

e Finally, A output a signature o},, on some message msg* under attribute string «*. B outputs W =1as
its guess bit in its VKgps rey indistinguishability experiment if A wins, i.e., if ABS.Verify(PP,gs, 2*, msg*,
o) = 1 and msg* # msg® for any 6 € [Gsicn]. Otherwise, B outputs b = 0 in its VKepspe
indistinguishability experiment.

Notice that if VK = VKgps ey, then B perfectly simulates Hyb, ,_; ; 3. On the other hand, if VK = VKgps,
then B perfectly simulates Hybg ,_; ; 4. This completes the proof of Claim O

Claim B.6. Assuming F is a secure puncturable pseudorandom function, for any PPT adversary A, for
any security parameter \, |Adv52’"_1’1’4)()\) - Advf’”_l’l’s)()\ﬂ < negl(\) for some negligible function
negl.

Proof. The proof of Claim [B:]is similar to that of Claim [B-4] with some appropriate changes which can
be readily identified. ]

Claim B.7. Assuming ZO is a secure indistinguishability obfuscator for P/poly and Fsatisfies the
correctness under puncturing property, for any PPT adversary A, for any security parameter X,
|Adv52’y_1’1’5)()\) - Advff’"_l’l’ﬁ)()\ﬂ < negl(\) for some negligible function negl.

Proof. The proof of Claim [B.7]is analogous to that of Claim with some appropriate changes that are
easy to determine. O
O

Lemma B.3. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, and SPS is a splittable signature scheme satisfying VKsps.pgy indistin-

guishability’, for any PPT adversary A, for any security parameter A, |Adv52’l’71’2) (A) —Adv&?’”fl’s)()\ﬂ <
negl(A) for some negligible function negl.

Proof. To prove Lemma we consider the following sequence of £* intermediate hybrid experiments
between Hyb, ,_; o and Hybg ,_4 5:

Sequence of Intermediate Hybrids between Hyb, ,_; , and Hyb, ,_; 5

Hyby, 12, (¢t = 0,...,€* —1): In this experiment in response to the v™ signing key query of A

corresponding to TM M) € My, with M) (z*) = 0, B proceeds as follows:

1. It first chooses PPRF keys K(*,..., K", K&) . k%) o k&) o K& & FSetup(1?).

2. After that, it generates (PP&VC)C,w(()”),STORE((]”)) & ACC.Setup(l)‘,nACC_BLK = 2*) and (PPI(TV}Q,U(()V)
ITR.Setup(1*, nyrg, = 2*).

3. It provides A with the signing key

) &

SKABs{M(V)} -

v v v v v
HK, PP/(\C)(H ’LU(() )7 STORE(() ), PPI(TR?, 1}(() ),

IO Init-SPS.Prog[q(()V),w(()”),v(()y), KS;’E)E]L
IO Accumulate.Prog(l’L) [Nssppix = 27, HK, PP,(\Z%, PPI(}/PZ, KY g

(

( sps, B SPS7F’h*7€*])a
IO(Change—SPS.Prog(l‘L)[K(”) K g W)

(

* *
sps,A’ “*sps,B? ~*sps,E» SPS,F7h7£])7

TO Constrained—Key.Prog/(jg),s [M(”), T =2*, t*(”)PPE\Z)C, PPI(}Q, K, K{V), . ,Kiy), Kg&A, Kgr',js)B,
h*, %))

where the programs /—\ccumulate.Prog(l’L) and Change—SPS.Prog(l"‘) are the modifications of the iro—

grams /—\ccumulate.Prog(Z) and Change—SPS.Prog(z) (Figs. and ) and are depicted in Figs.
and [B.7] respectively.

The rest of the experiment is similar to Hyby ,_; 5. Observe that Hyb ,_; 5 ¢«_; coincides with hyb, ,_; 5
and Hybg ,_4 5 o corresponds to hyb, ,_; 5.
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Constants: Maximum number of blocks for SSB hash ngppx = 2*, SSB hash key HK, Public parameters for positional
accumulator PP,cc, Public parameters for iterator PPy, PPRF keys Kgps, £, Kgsps, 7, SSB hash value of challenge
input h*, Length of challenge input £*

Inputs: Index i, Symbol sym,, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
Osps,iv, SSB hash value h, SSB opening value mgsp

Output: (Accumulator value woyr, Iterator value voyr, Signature ogps.our), or L

1. (a) Compute Tsps, E = -F(KSPS,Ev (h7 Z)), (SKSI'S,E7 VKgps, E VKSPS-mf.J,E) = SPS-SetUp(]-)\; T‘SI‘S,E)'
(b) Compute Tsps, F = ]:(KSPS,F7 (h7 7/))7 (SKSPS,Fy VKsps, F» VKSPS—REJ,F) = SPS-SetUP(l/\§ TSPS,F)'
(c) Set my = (v, ST, wiy, 0) and o =*-".
(d) If SPS.Verify(VKsps, £, My, Ospsan) = 1, set o =E’.
(e) If [a=""1A[(E>€")V(i<i)V(h#h™)], output L.
Else if [o0 =‘-"] A [SPS.Verify(VKsps, 7, M, Ospsv) = 1], set o ="F".
(f) If « =-’, output L.
2. If SSB.Verify(HK, h, %, SYMx, Tss3) = 0, output L.
3. (a) Compute wour = ACC.Update(PPacc, Win, SYMyy, ¢, AUX). If wour = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, viy, (ST, Wiy, 0)).
4. (a) ComPUte T;PS,E = ]:(KSPS-,Ev (hv i+ 1))7 (SK;rﬂs,Eﬁ VK;Ps‘Eﬁ VK;PS—RHI,E) = SPS.Setup(lA; T;PS,E)'
(b) Compute T;PS,F = f(KSPS,F7 (h7 i+ 1))7 (SK;PS,F’ VK;PS,F7 VKéPs»REJ,F) = SPS-SetuP(]')\; T;‘PS,F)'

(c) Set moyr = (vour, ST, Wour, 0). If ¢ < £, compute ogpsour = SPS.Sign(SK;m’Q, Mour)-

Else, compute ogpsovr = SPS.Sign(SKéPSﬂ7 Mour)-

5. Output (wDUT7 Vour, UsPs.oUT)~

Fig. B.6. Accumulate.Prog(!**)

Constants: PPRF keys Kgps, a, Ksps, B, Ksps, £, Ksps, 7, SSB hash value of challenge input h™, Length of challenge input £*
Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length /£y, Signature ogpsn
Output: Signature ogps our, or L
1. (d) Compute Tsps, E = F(KSPS,Ey (h7él.\ll’))7 (SKSPS,E7 VKsps, E VKSPS»REJ,E) = SPS-SetUP(1X§ TsPs.E)-
(b) Compute Tsps, F = ]_—(KSPS,F7 (h’ Z1NP))7 (SKSPS,F7 VKsps, F 5 VKSPS—REJ,F) = SPS-SEtUP(l)\§ TSPS,F)‘
(c) Set m = (v, sT,w,0) and a="-"
(d) If SPS.Verify(VKsps, 2, M, Ospsiv) = 1, set o« =*E".
(e) If [a ="1A [(be > %)V (bie < 1) V (h # h™)], output L.
Else if [o0 =¢-"] A [SPS.Verify(VKsps, r, m, Ospsv) = 1], set o =°F".
(f) If « =", output L.
2. (d) Compute Tsps, A = ]:(KSPS,A7 (h7 Lixp 0))7 (SKSPS,A7VKSPS,A7 VKSPS-REJ,A) = SPS-SEtUP(l)\J TSPS,A)*
(b) Compute Tsps,B = ]:(KSPS,B7 (h7 Lixp, 0))’ (SKSPS,BvaSPS,Ba VKSPS—REJ,B) = SPS-setUP(1A§ TSPS,B)~
(c) If [(h, bwr) = (R™,£")] A [ ="F’], output ospsouvr = SPS.Sign(SKsps, B, ™).
Else, output ogpsour = SPS.Sign(SKsps, 4, m).

Fig.B.7. Change—SPS.Prog(l’L)

Analysis

Let us denote by Advg\)’”_l’Q’L)()\) the advantage of A, i.e., the absolute difference between 1/2 and A’s
probability of correctly guessing the random bit selected by the challenger B, in the hybrid experiment

Hyby , 15,, for v € [0,¢* — 1]. Clearly, Advgg’”_l’m()\) = Advff’y_l’z’e*_l)()\) and Advff’l’_l’g)()\) =
Advff’y_l’2’0)(/\). Hence we have,

£*—1
AdVG T ) = AV T ) < ST AV TR () = AdviT TR ) (B.3)
=1

Claim below justifies that the RHS of Eq. (B.3]) is negligible and consequently Lemma follows.

Claim B.8. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, and SPS is a splittable signature scheme satisfying “VKspspgy n-
distinguishability’, for any PPT adversary A, for any security parameter X, |Advg‘)"/—1’2’b)()\) -
Advg\)’”_m’hl)()\)\ < negl(A) for some negligible function negl.

Proof. The proof of Claim [B:§] is similar to that of Lemma [B.2] with some appropriate modifications
which are easy to find out. a
O

Lemma B.4. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, and SPS is a splittable signature scheme satisfying VKgpsong indistin-
guishability’, for any PPT adversary A, for any security parameter X, |Adv££’u71’3)(A)—Advg’”71’3’0)(A)\ <
negl(A) for some negligible function negl.
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Proof. In order to prove Lemma [B:4] we consider the following sequence of intermediate hybrid experi-
ments between Hyb, ,_; 5 and Hybg ,,_4 5.

Sequence of Intermediate Hybrids between Hyb, ,_, 3 and Hyby ,_; 3¢

Hybg ,,_1,3.1: This experiment coincides with Hyb, ,_; 5.

Hybgy ,,_1,3.11: In this experiment, to answer the v signing key query of A corresponding to TM

M®) e M, with M®)(z*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys together with the public parameters for the positional accumulator
and the iterator just as in hybg ,_q 5.

2. After that, it creates the punctured PPRF key Kb(:b)E{(h*, 0)} & ]—'.Puncture(KbgP"S)yE, (h*,0)) as well

as computes régsoé = F(KY _ (h*,0)) and (sk20%, vk vi(0) = SPS Setup(1*;r{“0)).

sps,E sps,G? sps,G? SPS-REJ,G 1 1 sps,G
3. Then, it sets méljg =@, ¢", w”,0) and computes 0%, = SPS Sign(sk%") mgfg).

sps,G sps,G>
4. B gives A the signing key
SKABS{M(V)} =

HK, PP, w((f’), STORE(()V), pp). v(()”),

o O, @) () (V) ) * (¥,0) 1
ZO(it-SPS.Prog™’[qy ", wg ", vy s Kgps p{(R™,0)}, 08 @ B¥])s
IO(AccumuIate.Prog(Q’l) [Nssppx = 27, HK, PPE\Z)C, PPI(;z, K§§g7E{(h*, 0)}, KS(;’;F,
ZO(Change-SPS.Prog™® (K] 4. K& K42 p (", 001 K5 ¥, £7]),

(

7O Constrained—Key.Prog/(&g)s[M(")7 T =2* ), PPE\Z)C, PPI(TVQ, K, Kfl’), . K/(\V), KEEKS)‘VA, KS(I:) B
)

v h*, 0*)),

sps,G?

where the programs Init—SPS.Prog(l) and Accumulate.Prog(®! respectively are the alterations of the
programs Init-SPS.Prog and Accumulate.Prog(z) (Figs. and ) and are depicted in Figs.
and B9

The remaining part of the experiment is similar to Hybg ,,_4 5.

Constants: Initial TM state go, Accumulator value wq, Iterator value vo, Punctured PPRF key Kgps, z{(h™,0)}, Signature
oa, SSB hash value of challenge input h*
Input: SSB hash value h
Output: Signature ogps our
1. If h = h*, output og.
Else, compute reps, 5 = F(Kaps, 5{(h*,0)}, (h,0)), (SKers, £, VKsps, B, VKspsnes, ) = SPS.Setup(1®; reps, 7).
2. Output ogps,our = SPS.Sign(SKees, £, (v0, g0, wo, 0)).

Fig.B.S. Init—SPS.Prog(l)

hybg ,, 1,3 qr: This experiment is analogous to Hybg ,_; 3 ; with the only exception that while con-
structing the v*" signing key queried by A corresponding to TM M®) € M, with M®)(2*) = 0, B
selects rii,’soé & YVepre- More formally, to answer the v signing key query of A, B creates all the com-

(v,0)
sps,G?

(v,0) (v,0)

ponents as in Hyb, ,_; 515 except that it generates (SK VKgps & VKgps ppr. ) & SPS.Setup(1?), sets

mgg = (v(()”), q(()”),w(()"), 0), computes aé;;% = SPS.Sign(SKg;%,mg"g) and provides A with the signing
key

SKaps{M ™)} =

) stons?), el o,

HK, PPace, W ,STORE(()V

ZO(nit-SPS ProgV[qf” (" o, K3) p{(h*, 00}, 0%, 1),

TO(Accumulate.Prog® Y [nggnix = 2%, HK, PPct, PP{1e, K0 L {(h*,0)}, K& 1 vREDL, h, 07)),
TO(Change-SPS.Prog™ [K () 1 Kiy) o K) p (0", 0)}, K3 oy b, £7)),
ZO(Constrained-Key.Prog(\L[M®) T = 2X () pp, PP K, Kf”), . ,Kﬁ”), Kg,’;A, Ks(r'fS{B, h*, £*])

ABS
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Constants: Maximum number of blocks for SSB hash ngppx = 2*, SSB hash key HK, Public parameters for positional

accumulator PP,cc, Public parameters for iterator PPz, Punctured PPRF key Kgps, z{(h™,0)}, PPRF key K, F,

Verification key VK¢, SSB hash value of challenge input h*, Length of challenge input £*

Inputs: Index ¢, Symbol syMy, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
ogps.an, SSB hash value h, SSB opening value g

Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1. (a) If (h,3) # (h™,0), compute Tsps, B = ]:(KSPS,E{(h*)O)}ﬂ (h,1)), (SKsps, &5 VKsps, B, VKsps-pes, B) = SPS-SetUP(1A§ Tsps, B )-
Else, set VKgps, g = VKG.

(b) Compute Tsps, F = ]_—(KSPS,F7 (h7 7/))7 (SKSFS,F, VKsps, F » VKSPS—REJ,F) = SPS-SetUP(1A§ "’SPS,F)-
(c) Set my = (v, ST, wiy, 0) and o =*-".
(d) If SPS.Verify(VKsps, &, My, Ospsn) = 1, set o =“E".
(e) If [a=""]A[(i>¢€")V (i=0)V (h#h")], output L.
Else if [o0 =‘-"] A [SPS.Verify(VKsps, ', M, Ogpsv) = 1], set o ="F.
(f) If « =-’, output L.
2. If SSB.Verify(HK, h, %, SYMx, Tssz) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Win, SYMx, 4, AUX). If woyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPyy, viy, (ST, Wiy, 0)).
4. (a) Compute T;FS,E = F(Kss,p{(h",0)}, (h, i + 1)), (K, s \'K;ps,E’ VKS"PS—REJ,E) = SPS.Setup(1*; "‘;ps,E)'
(b) Compute ryg p = F(Kses, 7, (R, i 4 1)), (SKipg p» VK ps Viipg iy, ) = SPS.Setup(1*; Thos F)-
(c) Set mour = (vour, ST, Wour, 0). If ¢ < £, compute ogpsour = SPS.Sign(SK;ps’a, Mour).
Else, compute ogps ovr = SPS.Sign(SK;PSTE, Mour)-
5. Output (wour, Your, USPS.OUT)~

Fig.B.9. Accumulate.Prog(Z’l)

Hybg ,,_ 1 3.1v: This experiment is the same as hyb, ,,_; 5 ;; with the exception that in response to the

v*® signing key query of A corresponding to TM M) € My with M) (z*) = 0, B proceeds sa follows:

1.

3

H

It first generates the full and punctured PPRF keys together with the public parameters for the
positional accumulator and the iterator just as in Hyb, ,,_q 5111

Next, it creates (SKggé%,VKég’s%,VKég;(_)l)mJ7G) & SPS.Setup(1%), sets mgjg = (Uéu),qéu),wéu),O), and
forms (0" vi(%?) sk v ) & sPS Split(sk X0 m{)
SPS—ONE,m‘()'jg,G’ SPS-ONE,G? SPS-ABO,G? SPS-ABO,G . sps,G ''°0,0/°
. B hands A the signing key
SKups{ MW} =
HK, PP\, wé”), STOREE)"), pp), vé”),
ZO(nit-SPS.Prog M [g{", w”, v, K& {(h*,0)}, 0" h*])
’ 0 >0 Y0 > Thses, B ’ ’ SPS—ONE,mé'f&,G’ ’
IO(Accumulate.Prog(z’l) [Nssppx = 27, HK, PP,E,Z)C, PPI(T”}z, nggE{(h*, 0)}, KS(;)F, VKb(.;’f_)())NE,G7
h*, %)),
TO(Change-SPS.Prog® (K1) K& o K5 (07, 00}, K& o 1, 07]),

TO(Constrained-Key.Prog i [M*), T = 22, @) pp{cy, pp(t), K, K1, .. K\ K& 4 KW,
h*, )

ybg,, _1,3-v: In this experiment, in reply to the vt signing key query of A corresponding to TM

M®) € My, with M®)(2*) = 0, B generates all the components just as in Hyby ., 1 3.1v and gives A the
signing key

SKups{ MW} =

HK’PP%)C,wéV),STORE((():),P(PI();FZ’(U(EV), (v) (v,0)
IO(Init—SPS.Prog(l)[qOV swy g ’ngs,E{(h*’O)}’Us:;_ONE ) th*bv

V) o) ) g ) @0 )
TO(Accumulate.Prog*? [nge s = 2*, HK, PP, PP, K o {(h*, 00}, K& po v L oomiy,

h*, %)), J

TO(Change-SPS.Prog? (K , K)o KD A(h*,0) 1, K& o 1, 07]),
IO(Constrained—Key.Prog%)s[M("), T =2 t*), PPE\Z)C, PPI(%%, K, Kﬁy), .. ,K/(\V), K;Q’A, ngg,Ba

Accumulate.Prog

h*, £7])

where the program Accumulate.Prog(z’Q), described in Fig. [B.10} is an alteration of the program
21 (Fig. . The rest of the experiment is similar to Hybg ,_; 5 1v-
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Constants: Maximum number of blocks for SSB hash nggpx = 2>‘, SSB hash key HK, Public parameters for positional
accumulator PP,cc, Public parameters for iterator PPy, Punctured PPRF key K, g {(h*,0)}, PPRF key K, ,
Verification key VK¢, Message mg,0, SSB hash value of challenge input h*, Length of challenge input £*

Inputs: Index ¢, Symbol syM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
Tsps.n, SSB hash value h, SSB opening value mgss

Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1. (a) If (h7 i) # (h*; 0)7 compute rsps g = ]:(KSFS,E{(h* s 0)}; (h; i)), (SKst,Ey VKsps, E 5 VKsPs—REJ,E) = SPS-SetUP(l/\§ Tst,E)~
Else, set VKsps,E = VKG.
(b) Compute Tsps, F = F(Kﬁls F, (h 'L)) (SK\I\ F, VKsps, F 5 VKsps-re, F) = SPS. SEtUP(l Tsl’s,F)-
(c) Set my = (v,,\,ST wy, 0) and a =~
(d) If SPS.Verify(VKsps, £, Mix, Osps,in) = 1 set a =‘E".
() Ha=]A[(E>£")V(i=0)V(h 75 h™)], output L.
Else if [o0 =‘-"] A [SPS.Verify(VKsps, 7, M, Ospsnv) = 1], set o = F".
(f) If « =*-’, output L.
2. If SSB.Verify(HK, h, %, SYMx, Tssp) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPycc, Win, SYMiy, %, AUX). If wour = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, viy, (ST, Wiy, 0)).
4. (a) Compute T;PS,E = F(Kss,e{(h",0)}, (h,i+ 1)), (SK;PS‘E7 VKQPS‘E7 VKéPs-mr.J,E) = SPSSetUP(lA? T;PS,E)'
(b) Compute T;FS,F = }_(KSPS,F7 (h7 i + 1))) (SK;PS,F’ VK;PS,F7 VK;PS—REJ,F) = SPS.Setup(l’\; T;PS,F)‘
(C) Set moyr = (’UO\?Ta ST, Wour, 0)~
If [(h,i) = (h™,0)] A [mw = mo,o], compute Osps.ovr = SPS.Sign(SK;PS,E, Mour).

Else if [(h,%) = (h™,0)] A [l # mo,0], compute ogpsovr = SPS.Sign(SK;[,S)F, Mouyr).

Else if ¢ < £*, compute ospsovr = SPS.Sign(SKéPS’w Mouyr).

Else, compute ogsps ovr = SPS.Sign(SK;PS,Emour)
5. Output (w0[TT7 Vour, O'SPs.onT)-

Fig. B.10. Accumulate.Prog(2’2)

Hybg ,,_1 3.vr: In this experiment, in response to the v signing key query of A corresponding to TM
M®) € M with M®)(2*) = 0, B proceeds as follows:

1. It first generates all the full and punctured PPRF keys as well as the public parameters for the
positional accumulator and its iterator as in Hyb, ,_; 5 v

(v,0)
sps,G?

éif;%,VK( 0 ) & SPS.Setup(1%), sets mé’j& = (v (V),qéu) (V) 0), and

VK SPS-REJ,G ’

2. Next, it forms (SK

computes JégbO)G = SPS.Sign(SKggé?)G, m(()ug)

3. It provides A with the signing key

SKABS{M(V)} =

HK, PP\, wé"), STOREéV), PP, (()V)7

IO(lmt-SPs.Prog“)[qg”>,wg”) vy K L0, 0y, 000 o)),

st G»

IO(Accumulate.Prog(z’z)[nSSB_BLK =2* HK PPE\Z)C,PPITQ,K(QE{(h* 0)}, KerFa E?é%,mé’yg,
h*, %)),

TO(Change-SPS.Prog® (K1) 1, K& 1 KU {(h*, 00}, K& o 1, 07]),

sps, A’ “tsps, B? sps,E

IO(Constrained—Key.Progf&;)s[M(”) T =2) ) PPS\%)C,PPI(T&,K7 Kf”)’__.7K/(\”),KS(;’;A,KS%),B,
h*, %))

The remaining portion of the experiment is identical to hybg ,_; 5 v-

hybg ,, 1 s.vir: In this experiment, while constructing the v

signing key queried by A correspond-
ing to TM M®) e M, with M®)(x*) = 0, B generates everything just as in Hyby ., _1 3.v1 except that

it computes rb(,;,’;% = f(KSS;’;E, (h*,0)), forms (SK(,V’O) v, vk ) = SPS.Setup(1%; 70 ), and

sps,G? sps,G? SPS-REJ,G sps,G
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provides A with the signing key

SKaps{ MW} =

HK Ppg’é)(,wé v) STOREE) ),PPfT”g,vé”),

ZO(1nit-SPS.Prog ! 0, w8 k)

sps, B

(h*,0)}, 0G5%, 1),

’ SPS G»

ZO(Accumulate.Prog(®?) [Nssppx = 27, HK Ppglé)c’PPI(;g’KslilS)E (h*,0)}, K§:3F>VK£ps é,mo 0y h*, 04]),
70 Change-SPs.Prog<2>[KSF:QA,K§§QB, Sgg,E (0,00}, K& o, b7, 7)),

(
(
(
IO(Constrained-Key.Prog(l) [M(”) =2 *(), PP%)C, PPI(TVQ, K, Kf”), ceey Kg\”), K9 kY

ABS sps, A’ “Ysps,B?

h*, 7))
The rest of the experiment is analogous to Hyb, , 1 5 v1-

Hybg ,, 1 3.vir: This experiment corresponds to Hybg ,_4 5.

Analysis

Let Advf’”fl&ﬁ) (M) represents the advantage of the adversary A, i.e., the absolute difference between 1/2
and A’s probability of correctly guessing the random bit selected by the challenger B, in Hyb ,_; 5.4, for
9 € {1,... VIII}. Clearly, Adv(%* 9 () = Adv®* 3D (3) and Adv(& 130 (3) = Ay 1% VI 3,
Therefore, we have

VIII
AV 00 — AV O ) < STAVE T ) - AT )L (BA)
v=II

Claims |B.9| below will justify that the RHS of Eq. (B.4) is negligible and hence Lemma follows.

Claim B.9. Assuming ZO is a secure indistinguishability obfuscator for P/poly and F satisfies the
correctness under puncturing property, for any PPT adversary A, for any security parameter X,
|Advf£’y71’3_1)()\) Adv' 0 vobd H)( A)| < negl(\) for some negligible function negl.

Proof. The difference between Hyby ,_; 51 and hybg ,_; 5y is the following: In Hybg ,_; 5, B includes
the programs ZO(Py) and ZO(P}) within the v*® signing key returned to .4, while in Hybo ,,—1 311, B
includes the programs ZO(P;) and ZO(p)) instead, where

— Py = Init- SPS. Prog[ (V) (()V) g )v SP‘;E Flg ’

— P} = Accumulate. Prog( )[nSSB sk = 2, HK PP/&VC)C,PPfgg,Kf;sz,nggF,h* ¢*] (Fig. ,
— Py = Init-SPS.Prog!) [qéy) (V) v(()l’)7 S;,'S’E{(h* 0)}, S(PS &, h*] (Fig. ,
— P = Accumulate.Prog( ; )[nSSB_BLK = ZA,HK,PP%)C,PPI(;Z, S]’D’S7E{(h* )} KspsF, g0) p A

spPs,G?
(Fig. .

Now observe that the programs Py and P; are functionally equivalent since by the correctness under
puncturing property of the PPRF F, the PPRF output remains the same at all non-punctured points and
at the point of puncturing, i.e., (h*,0), the correct signature is hardwired in the program P;. Similarly,
P} and PJ are also functionally equivalent by the correctness under puncturing property of F and the
fact that at the point of puncturing i.e., (h*,0) the correct verification key is hardwired into the program
P.

Therefore, by the security of ZO, Claim follows. 0
Claim B.10. Assuming F is a secure puncturable pseudorandom function, for any PPT adversary A, for

any security parameter A, \Advfg’y_l’?’_ll)()\) Adv' 0 v b HI)( A)| < negl(\) for some negligible function
negl.

Proof. Suppose there exists a PPT adversary A for which |Adv (Ov—1,3- H)()\) Adv (0 vobs HI)()\)\ is non-
negligible. We construct a PPT adversary B that breaks the selective pseudorandomness of the PPRF F
using A as a sub-routine. The description of B follows:

e B3 initializes A on input 1* and receives a challenge signing attribute string z* = Ty Tpe_q € Unps
with |z*| = £* from A.
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e Upon receiving x*, B proceeds as follows:
1. B generates HK & SSB.Gen(lA,nSSB_BLK =2*4* = 0) and computes h* = Hyy (z*).
2. Then, B selects a PPRF key K & F.Setup(1?).
3. After that, B computes 75, = F (K, (h*,£*)) followed by (§I\<:IG7VE:IG) = SIG-SetUP(l/\§ Tda)-
4. B returns the public parameters PP,ps = (HK, ZO(Verify.Prog, . [K])) to A.

e For 1 € [Gxry], in response to the 7' signing key query of A corresponding to TM M e M, with
M (z*) =0, if n # v, then B proceeds exactly as in Hybg ,_1 511, while if n = v, then B proceeds as
follows:

1. B first selects PPRF keys k(... K\ K\ K%) o k&) o & FSetup(1?).
) )

2. Next, it generates (PPcc,w, 7STORE((J")) & ACC.Setup(1>‘,nACC,BLK = 2*) and (PPI(¥I27U((JV)) &
ITR.Setup(1*, nypp = 2*).

3. Then, B sends (h*,0) as the challenge input to its PPRF selective pseudorandomness challenger
C and receives back a punctured PPRF key K*{(h*,0)} and a value r* € Ypppr, where either
r* = F(K*, (h*,0)) or r* & Vopre- B implicitly views the key K* as the key KS(;QE

v,0 v,0 v,0 %

ips,é’VKgps,é’ VKgPS—I){EJ,G) = SPS.Setup(l)‘;r )-

5. Then, B sets mgjg = (véy),qéy),wéy),O) and computes as(ru)é% = SPS.Sign(SKé;é%, mé’jg).

6. B gives A the signing key

4. B generates (SK

SKags {M(U) } =

v v v v v
HK, PP&C)@ ’LU(() ), STOREé )7 PPl(r”z, ’U(() )7

ZO(Init-SPS.ProgM g\, w§”, v, K*{(h*,0)}, 05 h*)),

( » Y sps,G?

ZO(Accumulate.Prog! vieZO, h* ),
(
(

271)[nSSB—BLK = 2)\a HK) PP:(\I:))(H PPI(’II{FL K*{(h*70)}7 KS(FZ’/S),F7 spg,G7
TO(Change-SPS.Prog® (K, K&) 1 K*{(h*,0)}, K o h*, £°]),
onstrained- €y.Frog, s B - >t , PPacc, PPrrg, B gee ey ) 5 A 3 )
ZO(Constrained-Key. Prog{[}[M ©), T = 2%, 1), pe{k, pe(id, K, K{V, .. K, K 4 KG)
h*, %))

e For 0 € [Gsiax], in reply to the O signature query of A on message msgl®) € M, ;s under attribute

string 2*, B computes o) & SIG.Sign(SKy,, msg®) and provides A with o) = (VK aéf}g).

e Finally, A output a signature o}, on some message msg* under attribute string =*. B outputs W =1as
its guess bit in its PPRF selective pseudorandomness experiment if A4 wins, i.e., if ABS.Verify(PPpg, 2*,
msg*, 0%,) = 1 and msg* # msg(?) for any 6 € [Gsicn]. Otherwise, B outputs &' = 0 in its PPRF selective

pseudorandomness experiment.

Note that if r* = F(K*,(h*,0)), then B perfectly simulates Hyb,, ;3. On the other hand, if
& Yverr, the B perfectly simulates Hybg ,,_4 3 ypp- This completes the proof of Claim O

Claim B.11. Assuming SPS is a splittable signature scheme satisfying VKsps.ons  indistinguishability,
for any PPT adversary A, for any security parameter A, |Adv£f‘)"/_1’3_nl)()\)—Advg‘)’u_l’g_lv)(/\)\ < negl(\)
for some negligible function negl.

Proof. Suppose there exists a PPT adversary A for which |Adv52’l’71’3'm)()\) - Advfg’yfl’g'w)()\ﬂ is non-
negligible. Below we construct a PPT adversary B that breaks the VKgpg oy indistinguishability of SPS
using A as a sub-routine.

e B initializes A on input 1* and receives a challenge signing attribute string z* = 7 . .. Zpe_1 € Unps
with |z*| = £* from A.

e Upon receiving x*, B proceeds as follows:
1. B generates HK & SSB.Gen(l/\,nSSB_BLK = 2% i* = 0) and computes h* = Hyy (z*).

2. Then, B selects a PPRF key K & F.Setup(1*).
3. After that, B computes 7%, = F(K, (h*,£*)) followed by (SKj, VKue) = SIG.Setup(1*;7%,,).
4. B returns the public parameters PP,gs = (HK,ZO(Verify.Prog,,s[K])) to A.

e For 1) € [Gxey], in response to the n'" signing key query of A corresponding to TM MM € My, with
M (z*) = 0, if n # v, then B proceeds exactly as in Hybg ,,_1 3.111, While if » = v, then B proceeds
as follows: '

1. B first selects PPRF keys Kfy), .. .,K/(\V),K(”) kY kY g

sps,A? “tsps,B? “tsps,E’ T Ysps, F

& F Setup(1*).
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2. Next, it generates (PP&C)C,U}(()V)

ITR.Setup(1*, nypn = 2*).
3. Then, B creates the punctured PPRF key K::S?E (h*,0)} & f.Puncture(Ks(gb)E, (h*,0)).

4. After that, B sends mé’fg = (v (”), q(()”) Oy), 0) as the challenge message to its SPS VKgps ong indis-
tinguishability challenger C and receives back a signature-verification key pair (o (v >,VK)

STORE(V)) & ACC.Setup(l)‘,nACC_BLK = 2*) and (PPI(;'IZ,U(()”)) &

SPS-ONE, mg
where VK is either a normal verification key VKgpg or a one verification key VKgps.ong for the message
mg'y.

5. B gives A the signing key

SKABS{M(V)} =

HK PP%)p,wéV),STORE( v) PPf}’g,vé”),

ZO(nit-SPS.ProgM ¢\, w{”, v, K {(h*,0)}, . ONE,mg),h*]),

) rsps, E
7O Accumulate.Prog(Q’l)[nSSB_BLK =2} HK PP,(\I:)(,PPI(%Q,KQ(QE (h*,0)}, ngp"s I

(

( VK7h’*a€*D7
ZO(Change-SPS.Prog® (K, K o K& L {(h*,0)}, KSPS?F,h*,z*]),

(

sps,A’ “*sps,B?

TO(Constrained-Key.Prog{L[M ™), T = 2%, @) pp() ppt), K, K™, KW, EY) L KY)
h*, 0])

e For 0 € [Gsiex], in reply to the O signature query of A on message msgl® € M,;s under attribute
string x*, B computes O’élc? < SIG.Sign(SKy, msg®) and provides A with ol = (VK 5(19(,))

e Finally, A output a signature o}, on some message msg* under attribute string «*. B outputs W =1as
its guess bit in its VKsps one indistinguishability experiment if A wins, i.e., if ABS.Verify(PP gs, 2*, msg*,
0tss) = 1 and msg* # msg?) for any 6 € [Gsien]. Otherwise, B outputs b = 0 in its VKepsons
indistinguishability experiment.

Notice that if VK = VKgps, then B perfectly simulates Hyb, ,_; 5117. On the other hand, if VK =
VKsps-ong, then B perfectly simulates Hybg ,_; 5 1y This completes the proof of Claim O

Claim B.12. Assuming ZO is a secure indistinguishability obfuscator for P/poly, for any PPT adversary

A, for any security parameter A, |Ad @r=1,3- IV)()\) Adv (OV bs- V)( A)| < negl(A) for some negligible
function negl.

Proof. The difference between Hyby ,,_; 5 1y and hyb ,_; 5y is the following: In Hyby, ,,_; 5 1y, B includes
the program ZO(P) within the ™ signing key returned to A, while in Hyby, 5y, B includes the
program ZO(P;) instead, where

— Py = Accumulate.Prog®V[nggpn = 2%, HK, PP, PP, g;’gE{(h* 0)}, KSII;)F, ggs?())NE’G,h*,E*]
(Fig. , .
- P = Accumulate.Prog(2’2) [Nssppx = 27, HK, PPEJ(')( ,PPI%Z, S(;’S)E{(h* 0)}, KS:S)F, g:s_())NE,G,mO 0, L %]

(Fig. [B.10)).

Observe that the only inputs for which the programs Fy and P; can possibly differ are those corre-

sponding to (h,7) = (h*,0). However, the verification key hardwired in both the programs is vg0)

SPS-ONE,G
which only accepts signature for my = méfg by the correctness [Properties and . This ensures
that for inputs corresponding to (h*,0), if m;,y = mgjg both the programs output an ‘E’ type signature,
else, both output L. Thus, Py and P; are functionally equivalent.

Therefore, by the security of ZO, Claim [B.12] follows. O

Claim B.13. Assuming SPS is a splittable signature scheme satisfying VKspsone indistinguishability’,
for any PPT adversary A, for any security parameter X, |Adv£2’u71’3_v)()\) Adv (0 v b VI)( A)| < negl(})
for some negligible function negl.

Proof. The proof of Claim is similar to that of Claim with some readily identifiable modifica-
tions. 0

Claim B.14. Assuming F is a secure puncturable pseudorandom function, for any PPT adversary A, for

any security parameter \, |Adv (0,=1,3- VD()\) - Advff’yil’s'vm()\)

negl.

| < negl(\) for some negligible function



Attribute-Based Signatures for Turing Machines 49

Proof. The proof of Claim [B.14]is analogous to that of Claim [B.I0] with some appropriate changes that
are easy to find out. a

Claim B.15. Assuming ZO is a secure indistinguishability obfuscator for P/poly and F satisfies
the correctness under puncturing property, for any PPT adversary A, for any security parameter A,

|Adv£2’y71’3'VH)()\) - Advfg’yfl’B'WH)()\ﬂ < negl(X) for some negligible function negl.

Proof. The proof of Claim [B:15]is analogous to that of Claim [B:9] o
O

Lemma B.5. Assuming ZO is a secure indistinguishability obfuscator for P/poly, SSB is a somewhere
statistically binding hash function, ACC is a positional accumulator satisfying ‘indistinguishability of write
setup’ and ‘write enforcing’ properties, as well as ITR is a secure cryptographic iterator, for any PPT
adversary A, for any security parameter A, |Adv£2"/_1’3’b)()\) — Advfg’”_l’s’/)(/\)\ < negl(A) for some
negligible function negl.

Proof. To prove Lemma we introduce the following sequence of intermediate hybrid experiments
between Hybg ,,_4 3, and Hybg ,_; 5

Sequence of Intermediate Hybrids between Hyb, ,,_; 5, and Hybg ,,_ 3,/

Hybg ,,_1,3,.,00 This experiment coincides with Hyb, ,_; 5 ,.

Hybg ., _1,3,,,1: In this experiment the challenger B forms the SSB hash key HK & SSB.Gen(1*, nsspopix =

22 i* = 1). The rest of the experiment proceeds in an analogous fashion to Hyby 15,0

Hybg ,,_1,3,,2: In this experiment, to answer the v signing key query of A corresponding to TM
M®) € M, with M®)(2*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys and the public parameters for the iterator just as in hyby ,_q 5, 1.

2. Next, it forms (PP%L, w(()y)7 STORE(()") & ACC.Setup-Enforce-Write(1*, nacomx = 2%, (x5, 0), ..., (2%,1))).

3. After that, it sets mg:) =, ¢, w”,0). For j =1,...,., it iteratively computes the following:

- AUXE-V) = ACC.Prep—Write(PP(lé)c, STORE;li)l,j —1)

— w§”) = ACC.Update(PP,(\lé)C, wj(.’i)l,xj_hj -1, AUX§V))

— STOREgu) = ACC.Write-Store(PP&%{, STORE;V_)l,j - 1,27 )
- vj(.y) = ITR.Iterate(PPfQ,vﬁﬁ, (qéy),w(y) 0))

-1
It sets m%) = (UEV),Q(()V)awEV)»O)

4. B gives A the signing key

SKABS{M(V)} =

v v v v v
HK, PP&C)(j, w(() ), STOREé ), PPI(Tan U(() ),

IO Init—SPS.Prog[q(()"),w(()'/)m(()y),K;’S),E]),
) pp) g

(

ZO(Accumulate.Prog® [ngss s = 2*, HK, PPivs, PPy, K mff’o), h*, £4]),
(
(

sps,E? ~*sps,F
ZO(Change-SPS.Prog®" [Késg,A,KEEpV;B,KSS{E,KS(;'S)F,h*,é*]),

TO(Constrained-Key.Prog{, [M®), T — 2% ) pp®) pp®) g K1) . KV EE) RS
h*, %))

The rest of the experiment is similar to hyby ,,_4 3, ;-

hybg ,,_1,3,,5: In this experiment, in response to the v signing key query of A corresponding to TM
M®™) € M with M®)(2*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator
and the iterator as in Hybg ,_; 5, o.

2. Next, it sets méyg = (v(()”), q(()”), w(()"), 0). For j =1,...,¢.4 1, it iteratively computes the following:

— AUXS-V) = ACC.Prep—Write(PPg'é)c, STOREg?l,j -1)
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w(,") = ACC.Update(PPE\Z)C,w](V)l, xh_y,5—1 AUX(”))
- STORE(”) ACC.Write-Store(Pp{t,, STORE!}, j — 1, 27%_;)
v(,”) = ITR.Iterate(pP'%), J(V)l, (q(()y), ) 0))

Wi—1>
It sets m( v =(v (V),qéy) V),O) and m5+)1,0 = (v L(J”r)l,qé”)7 Ei)l, 0).
3. It gives A the signing key
SKABS{M(V)} ==
HK PP,&C)C,wé”) STORE(()V) PPI(T”@,U(()”),

Init-SPS.Prog|qq (V) (()V),véy),K(V) D,

SPS,E

Z0(

(Accumulate.Prog(3 0D [nggp e = 2%, HK pp, ppl) KS(]I,'E?E,KS(PVS)F, EVO), Li)l o0, P, 0]),
(
(

O(Change-SPS.Prog®9 (k) , k&) o KW o KY) ohe 0v]),

sps,A’ “*sps,B? “tsps,E? " ts

(@) Constrained—Key.Progg)s[M(”) = 2)\7t*(y)7PP/(%lé)07PPI(TI17K7 KY), e ,K,(\V) KS(PQ)A’KS(II:S),B’
h*,£*])

where the program Accumulate.Prog(g’L’l) is a modification of the program Accumulate.Prog(?”L) (Fig. )
and is described in Fig.

The rest of the experiment if analogous to Hybg ,_; 5, 5.

Hybg ,,_1,3,,,4: This experiment is identical to Hybg ,_; 3, 3 with the only exception that while construct-

Constants: Maximum number of blocks for SSB hash nggpx = 2>‘, SSB hash key HK, Public parameters for positional
accumulator PP,cc, Public parameters for iterator PPz, PPRF keys Kgps, £, Ksps, , Messages m, 0, m,41,0, SSB

hash value of challenge input h*, Length of challenge input £*

Inputs: Index ¢, Symbol syMy, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
osps.v, SSB hash value h, SSB opening value mgsp

Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L

1. (a) Compute rsps, 5 = F(Ksps,E5 (hy 1)), (SKsps, B VKsps, B VKsps-res, E) = SPS-SetUP(]-)\? Tsps, E)-
(b) Compute Tsps, F = ]:(KSPS,F7 (h7 7/))7 (SKSFS,F7 VKsps, F » VKSPS—REJ,F) = SPS-SetUP(l/\§ TSPS,F)'
(c) Set my = (v, ST, wiy, 0) and o =*-".

(d) If SPS.Verify(VKsps, £, My, Ospsan) = 1, set o =E’.
() Hla="1A[(i>£")Vv(0<i<:)V(h#h")], output L.
Else if [ =*-"] A [SPS.Verify(VKgps, 7, Mun, Osps,n) = 1], set oo =F".

(f) If « =-’, output L.
2. If SSB.Verify(HK, h, %, SYMx, Tssz) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Win, SYM, %, AUX). If woyr = L, output L.

(b) Compute voyr = ITR.Iterate(PPiry, vy, (ST, wix, 0)).
4. (a) Compute TéFS,E = ]:(KSPS,E7 (h’ ( + 1))7 (SK::PS,E’ VK;PS,E’ VK;PS—REJ,E) = SPS.Setup(lA; T:sps,E)‘
(b) Compute rgg p = F(Kses, 7, (B, i 4 1)), (SKipg p» VKips s Viipg gy, 1) = SPS.Setup(1*; Tlos 1)
(¢) Set moyr = (vour, ST, Wour, 0).
If [(h,i) = (R, )] A [(m = my,0) A (Mour = My41,0)], compute Ogps.ovr = SPS.Sign(SK;FS’E, Mouyr).
Else if [(h, i) = (B, )] A [(mux # ™m0 0) V (Movr # Mut1,0)], compute osps our = SPS.Sign(SKfug o, Movr)-
Else if i < £*, compute ospsour = SPS.Sign(SK/y o> Mour)-
Else, compute ogspsovr = SPS.Sign(SK;PS,E, mom)’.
5. OUtpUt (wOL'T7 Vour, USPS.OUT)‘

Fig. B.11. Accumulate.Prog®V)

() W

ing the 1! signing key queried by A, B generates (PP, wy ) STORE(V)) & ACC.Setup(1*, nacopix = 2*).

Hybg ,,_1,3,,,5: This experiment is identical to Hyb, ,_; 5, , with the only exception that B generates

HK < SSB.Gen(1*, nggy i = 2%, i* = 0).

Hybg 13,6 In this experiment, in response to the vth signing key query of A corresponding to TM
M®™) € M, with M®)(2*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator as
in Hybo,llfl,?),b,{)
2. For j = 1 , L+ 1, it iteratively computes the following:

— AUX = ACC.Prep- erte(PP%)c, STOREg”)l,g -1)
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(,l'))
) . (v) W .
— STORE; ~ = ACC.Write-Store(PP,cc, STORE; 'y, j — 1,27_)

Then, it generates (PPSQ7 véy)) & ITR.Setup-Enforce(1*, g = 2%, ((qol’)7 wéu)7 0),..., (qéy), wfu), 0))).

After that, for j = 1,...,¢+ 1, it iteratively computes vj(»y) = ITR.Iterate(PPI(TVQ, v§”_)1, (q(()”), w§”_)1, 0)).

— w') = ACC.Update(Pp{“), '™, 2% |, j — 1, AUX
J j—1"j-1

It sets m%) = (vf”),qéy),wfl'),O) and mE:—)l,O = (vfi)l,qéy),wfi)l, 0).
It gives A the signing key

S ot W

SKass {M(V) } -

(V) W) (V) 5 (¥)
HK, PPaco, Wy, STOREY ~, PPrrg, Vg

IO(Init—SPS.Prog[qéy),wéy),véy), Ks(gS)E]),

ZO(Accumulate.Prog1) [Nsspnx = 27, HK, PPE\Z)C, PPI(;Q, KS(]I:S),E, KS(PVS{F, mff’o), mg_)LO, h*, 0%]),
ZO(Change-SPS.Prog®" [Kélfs))A, K§53,3> KS(L’S)’E, KS(;’;F, h*, 0*]),
TO(Constrained-Key.Prog{,[M*), T = 22, @) pp{y, pp(f), K, K. K\ K& KW 4,

h*, %))
The rest of the experiment if analogous to Hybg ,_; 5, 5.

Hybg ,,_1,3,,7: In this experiment, to answer the vth signing key query of A corresponding to TM
M®) ¢ My with M®)(z*) = 0, B generates everything as in Hybg ,_1 3,6, however, it hands A the

signing key

SKaps{M ™)} =

() )

HK, PP scc, Wy (v) (v) , (v)

,STORE ’, PPyiq, Uy

TO(Init-SPS.Proglgy”, wi”, of", K 1)),

ZO(Accumulate.Prog®* ) [nep px = 2%, HK, pp). PPl K&)E, Kgé,'s)’F, mfi)l’m h*, 0*]),
TO(Change-SPS.Prog ™ (K1) 4, Ky K s K o 1, 7)), ’
ZO(Constrained-Key.Prog{ L. [M ), T — 9\ ) Ppg’?c, PP, K, KW, ,K/(\”), KS(;';A, Kéﬁg)B,

h*, £%])

where the program Accumulate.Prog(S’L/) is depicted in Fig. The rest of the experiment is similar to
Hybo ,—1.3.06-

Hybg 13,8 This experiment is analogous to hyb, ,_; 3, ; with the only exception that while con-

structing the v*" signing key queried by A, B generates (PPI(;Q,U(()V)> & ITR.Setup(1*, nyrr = 2*). Notice
that this experiment coincides with Hybg ,_q 5 /.

Analysis

Let Advfft)’y_l’&b’ﬁ)()\) represents the advantage of the adversary A, i.e., the absolute difference between
1/2 and A’s probability of correctly guessing the random bit selected by the challenger B, in Hyb, , 4 3 , 4,
for ¥ € [0,8]. From the description of the hybrid experiments it follows that Advfg’y_l’37b)()\) =
AdVEP 130 () and AdvPT T (A) = AV 98 ()). Hence, we have

8
AV () — AdVE T )] < ST AT ) — AdV TR (). (B.5)
v=1

Claims below will show that the RHS of Eq. (B.5) is negligible and thus Lemma follows.

Claim B.16. Assuming SSB satisfies the ‘index hiding’ property, for any PPT adversary A, for any
(0,v—1,3,:,0)

security parameter X, |Adv, (N — Advfg’y_l’?”“l)(/\ﬂ < negl(A) for some negligible function negl.
Proof. Suppose there exists a PPT adversary A for which |Adv§2’”71’3’b’0)(/\) - Advf’ufl’g’b’l)()\ﬂ is non-
negligible. We construct a PPT adversary B that breaks the index hiding property of SSB using A as a
sub-routine. The description of B follows:
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e B3 initializes A on input 1* and receives a challenge signing attribute string z* = To o Xpe_q € Unps

with |z*| = £* from A.

Upon receiving z*, B proceeds as follows:

1. B submits ngsspx = 2* and the pair of indices (i = 0,4} = ¢) to its SSB index hiding challenger
C and receives back a hash key HK, where either HK ﬁ SSB.Gen(l)‘,nSSB_BLK = 2’\,2'3 = 0) or
HK <& SSB.Gen (1, nggpnx = 2%, 0% = 0).

Next, B computes h* = Hyx(z*).

Then, B selects a PPRF key K & F.Setup(1*).

After that, B computes 75, = F(K, (h*,£*)) followed by (8K, VKae) = SIG.Setup(1*;7r%,,).

. B returns the public parameters PPABS = (HK, ZO(Verify.Prog, . [K])) to A.

For 1 € [gxey], in response to the n'® signing key query of A corresponding to TM M () ¢ M, with
M (z*) = 0, B proceeds exactly as in Hyb, ,_; 5, -

SIS

For 0 € [Gsian], in reply to the 6" signature query of A on message msg(®) € M, under attribute

string 2*, B computes aglc + SIG. Slgn(SKbm7 msg(?)) and provides A with af\%)s = (W;G, aéfc?).
Finally, A output a signature o, on some message msg* under attribute string z*. B outputs b’ = 1 as
its guess bit in its SSB index hiding experiment if A wins, i.e., if ABS.Verify(PP g5, 2", msg*, o5,) =1

and msg* # msg(® for any 6 € [Gsicy]. Otherwise, B outputs ¥’ = 0 in its SSB index experiment.

Note that if HK < SSB. Gen(1*, nggppx = 2%, 45 = 0), then B perfectly simulates Hyby ,_13,0- On

the other hand, if HK & ssB. Gen(l ,Mssp-px = 27,47 = ), then B perfectly simulates Hybg 1 3,1 This
completes the proof of Claim [B:16] O

Claim B.17. Assuming ACC is a positional accumulator satisfying the ‘indistinguishability of write

setup’ property, for any PPT adversary A, for any security parameter A, |Adv52’”_1’3""1)()\) —

Advf’yil’S’L’Q)(Aﬂ < negl(\) for some negligible function negl.

Proof. Suppose there exists a PPT adversary A for which |Adv£2’l/—1’3’b’1)()\) Adv (0 vl 3’“2)()\)| is non-
negligible. We construct a PPT adversary B that breaks the indistinguishability of write setup property
of the positional accumulator ACC using A as a sub-routine. The description of B follows:

e J3 initializes A on input 1* and receives a challenge signing attribute string «* = (... 2. _; € Xopre

with |z*| = ¢* from A.

e Upon receiving x*, B proceeds as follows:

1. B first generates HK & SSI_°>.Gen(1>‘,nS£,‘B_BLK = 2% i* = 1) and computes h* = Hy ().

2. Then, B selects a PPRF key K & F.Setup(1?).
3. After that, B computes 7%, = F(K, (h*,£*)) followed by (SKj, VKue) = SIG.Setup(1*; rZ.,).
4. B returns the public parameters PP,ps = (HK,ZO(Verify.Prog, ,[K])) to A.

e For 1) € [Gxey], in response to the n'" signing key query of A corresponding to TM MM € My, with

MW (z*) = 0, if n # v, then B proceeds exactly as in Hyby 15,1, while if n = v, then B proceeds
as follows:

1. B first selects PPRF keys k(" ... k" K kW) o kW) o K & FSetup(1h).
2. After that, B sends naccpx = 2/\ and the sequence of symbol-index pairs ((x§,0),...,(z},¢))

to its ACC write setup indistinguishability challenger C and receives back (PPACC,wO,STOREo),

where either (PP,cc, wp, STORE() & ACC.Setup(l’\,n,,,cc_BLK = 2%) or (PPcc,wp, STOREY) &
ACC.Setup-Enfoce-Write(1*, nycepx = 2, ((25,0), ..., (x7,1))).

3. Next, it generates (PPI(f'pz,v(() )) 5 |TR.Setup(1>‘,nITR =2%).

4. Then, it sets mgo) = (v (V), qéu) wp,0). For j =1,...,¢, it iteratively computes the following:

) _

~ AUX; = ACC.Prep-Write(PP o0, STORE; 1,5 — 1)

~ w; = ACC.Update(PPco, wj_1, 25y, j — 1 AUX<”>)
— STORE; = ACC.Write-Store(PP,ccSTORE;_1,j — 1, z%_;)

yVi—1
o) = ITRIterate(ppii, 0!, (g5, w;_1,0))
It sets m( 1 = =(v V),qoy) w,,0).
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5. It gives A the signing key

SKABS{M(”)} =

) W)
HK, PP c0, Wo, STOREQ, PPirg, vy

IO Imt—SPS.Prog[q(() )7w07v(()y) Kérl;) £))s
Accumulate.Prog(3") [Nsspnx = 27, HK, PPacc, PPmm sps, B Leps 1)

(

TO( WK o KLY
(Change-SPS.Prog® L)[K(V) K(”) K(”) K  hr ),
(

m"), h*, 07)),

10 sps,A’ “*sps,B? ~*sps, B> SP‘; F»

TO(Constrained-Key.Prog'L.[M®) T = QA,t*(”),PPACC,PPI(TIz,K, K" ,K/(\”),KS(;’S)7A,KS(§S)B,
h*, 0*])

e For 0 € [Gsan], in reply to the 6" signature query of A on message msg(®) € M, under attribute

string *, B computes ag(IG < SIG.Sign(SKy,, msg?) and provides A with o9} = (ﬁ:m, 052).

° Fmally, A output a signature o},, on some message msg* under attribute string z*. B outputs
bV =1 as its guess bit in its ACC write setup indistinguishability experiment if A wins, i.e., if
ABS.Verify(PP 55, o, msg*, 0%.) = 1 and msg* # msg® for any 0 € [ggey]. Otherwise, B outputs
¥ =0 in its ACC write setup indistinguishability experiment.

Note that if (PP,cc,wo, STORE) & ACC.Setup(l’\,nAcc_BLK = 2%), then B perfectly simulates

Hybg ,_1.3,1- On the other hand, if (PP,cc, wo, STORE) & acc. Setup-Enforce-Write(1*, naco-px = 2A,
((5,0), ..., (x},¢))), then B perfectly simulates Hyb, ,,_; 5, 5. This completes the proof of Claim

Claim B.18. Assuming ZO is a secure indistinguishability obfuscator for P/poly, SSB possesses the
‘somewhere statistically binding’ property, and ACC is a positional accumulator having the ‘write
enforcing’ property, for any PPT adversary A, for any security parameter A, \Advf’”_l’&“m()\) —

Adv' O v=L3s ‘3)( A)| < negl(\) for some negligible function negl.

Proof. The difference between Hyb, , _; 3, o and Hyb, ,,_; 5, 5 is the following: In Hyby, ,_; 3, 5, B includes
the program ZO(P,) within the v*} signing key provided to A, whereas, in Hyby ,, 13,3, B includes the
program ZO(P;) instead, where

— Py = Accumulate.Prog(?’") [Nsspoprx = 2/\,HK,PP/(;&,PPI(;){,KSSII,/S)E,KS(;;F, El’o),h* é*] (Fig. ,

3’L71)[nssB-BLK = 2)\a HK, PPI(\I:ZJ7 PPI(Q, Kg(pS)EWKs(pVS),F) Eyo)a L+1 0’ h*, é* Flg

We will argue that the programs Py and P; are functionally equivalent, so that, by the security of
ZO Claim follows. The inputs on which the outputs of the two programs can possibly differ are
those corresponding to (h,) = (h*,¢). For inputs corresponding to (h*,¢), the program P; performs the

additional check ‘moyr = mE:-)LO, to determine the type of the outputted signature. We show that this

- P = Accumulate.Prog(

check is redundant by demonstrating that for inputs corresponding to (h*, ), if my = mE:/O), then either
both the programs output L or it must hold that mqoyr = Ei)l o and, therefore, both the programs output
signatures of the same type. Notice that my = m(o) means vy = v( v) ,ST = q(()”)

Vour = ITR.Iterate(PPI(TIZ,,vm, (ST, wyy,0)) = ITR, Iterate(PPI(sz7 ) (q(() ), fy),O)) = vfi)l Now, recall that

and wy = wf v) Thus,

in both experiments HK ﬁ SSB.Gen(l ,Ngsppix = 2°,4° = ). Therefore, by the somewhere statistically
binding property of SSB it follows that SSB.Verify(HK, h* = Hyux(z*),t,SYMy, Tesz) = 1 if and only if
SYMyy = z¥. Thus, for inputs corresponding to (h*,:), both programs will output L in case SYM;y #

() @)

x¥. Further, in both the experiments, (PPACC,w0 STORE(V)) ¥ acc. Setup-Enforce- Write(lA MACC-BLK =

22 ((x5,0),...,(z*,1))). Therefore, by the write enforcing property of ACC it follows that if wy = w)

and SYMy = z¥, then woyr = ACC.Update(PPE\C)C7 Wix, SYMyy, L, AUX) results in woyr = wf+)1 or Woyr = L.
In case wour = L, then clearly both the programs output L. On the other hand, wour = wL(:_)I implies
Mmour = (Vour, ST, Wour, 0) = (v L(_l;)hq(()u), 511,0) = mE—V&-)l,O and the two programs have identical outputs

in this case as well. O

Claim B.19. Assuming ACC is a positional accumulator satisfying the ‘indistinguishability of write
setup’ property, for any PPT adversary A, for any security parameter A, |Adv§2’”71’3’b’3)()\) —
Advfg’y_l’3’L’4)()\)| < negl(\) for some negligible function negl.
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Proof. The proof of Claim [B:I9] is similar to that of Claim [B:I7] with some appropriate modifications
which can be readily figured out. ]

Claim B.20. Assuming SSB satisfies the ‘index hiding’ property, for any PPT adversary A, for any
security parameter X, |Adv, (0=1,3, 4)(/\) - Advffl)’yfl’s’“s)(/\ﬂ < negl(X) for some negligible function negl.

Proof. The proof of Claim is analogous to that of Claim with certain approximate changes
which are easy to determine. a

Claim B.21. Assuming ITR satisfies the ‘“indistinguishability of enforcing setup’ property, for any PPT
adversary A, for any security parameter X, |Advy Or=18,, 5)()\) - Advfg’y_l’3’L’6)(>\)| < negl(A) for some
negligible function negl.

Proof. Suppose there exists a PPT adversary A for which |Adv£2’y_1’3’b’5)()\) Adv (0 vl 3’L’ﬁ)()\)| is non-
negligible. Below, we construct a PPT adversary B that breaks the indistingulshablhty of enforcing setup
property of the iterator ITR using A as a sub-routine.

e B initializes .A on input 1* and receives a challenge input =* = x5 ...z}, | € Usps with |2*| = £* from
A.

e Upon receiving x*, B proceeds as follows:
1. B first generates HK & SSB.Gen(l)‘,nSSB_BLK = 2% i* = 0) and computes h* = Hyy (z*).

2. Then, B selects a PPRF key K & F.Setup(1?).
3. After that, B computes 7%, = F(K, (h*,£*)) followed by (SKy, VKue) = SIG.Setup(1*; r%.,).
4. B returns the public parameters PP,ps = (HK,ZO(Verify.Prog, . [K])) to A.

e For 1) € [Gxpy], in response to the n*" signing key query of A corresponding to TM M e My with
M(”)(a:*) = 0, if n # v, then B proceeds exactly as in Hyb, ,_; 3, 5, while if n = v, then B proceeds
as follows:

1. B first selects PPRF keys K\, ... K{") KSEQA, KW 5 KW o K & FSetup(1?).
2. Next, it generates (PPE\C)C,wéD) STORE(V)) <~ ACC. Setup(l Macesix = 27).
3. For j =1,...,t+ 1, it iteratively computes the following:

- AUX(” = ACC.Prep- Write(PP(AIé)c, sTorREY,, j — 1)

J=1
w!”) ACC Update(Ppiie, w(”)y, a%_;,j — 1,aux!)
- STORE = ACC.Write- Store(PPgVC)C,STOREgy)l,j Lk )

4. Then, B bends nir = 2 along with the sequence of messages ((q(()y),11)(()l’),0)7 . (qéy),wfy),O))
to its ITR enforcing setup indistinguishability challenger C and receives back (PPig,v0), where
either (PPig,vg) & ITR.Setup(l>‘,7”LITR = 2*) or (PPyg,v0) & ITR.Setup—Enforce(lA,nITR = 2
((a8”,ws”, 0, (g, ), 0))).

5. For j = 1,...,¢+ 1, B iteratively computes v; = ITR.Iterate(PPr, vj_1, (qéy),wj(-li)l,O)). It sets

LVO) = (vuqoy) wLV) O) and mL+)1 0 — (UI+17q((J ’ L-IOI-)l’O>

6. It gives A the signing key

SKABS{M(V)} =

HK PPE\'Q)(,w(()V) STORE(() ),PPITR,’Um

ZO(Init-SPS.Prog|q, (U) (V)7U0aKérl:s),E])a

7O Accumulate.Prog(3 0D [nggppe = 2%, HK ppl)., PPITR,KS(:;S)E, Ks(}’,’g,F, mEVO), L+1 0> 5 04),
TO(Change-SPS.Prog " [K() , K&) ., ngg 5 K b7 7)),

(
(
(
(

ZO(Constrained-Key.Prog(LL[M®) T = 2X () PP,(\CC, PP, K, Kiy), ey Kiy), Késs)’A, Kgss)’B,
h*, %))

e For 0 € [Gyen], in reply to the 6t signature query of A on message msg(® € M, under attribute

string x*, B computes aélc) < SIG.Sign(SKy,, msg(?) and provides A with ol = (VKML’, Uéfg)

e Finally, A output a signature o},, on some message msg* under attribute string z*. B outputs
b =1 as its guess bit in its ITR enforcing setup indistinguishability experiment if A wins, ie., if
ABS . Verify(PPags, ™, msg*, 05,s) = 1 and msg* # msg(® for any 6 € [Gsicx]. Otherwise, B outputs
b =0 inits ITR enforcing setup indistinguishability experiment.
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Note that if (PPirg, v0) & ITR.Setup(1*, nyry = 2*), then B perfectly simulates Hyby , 13,5 On the

other hand, if (PPyg,vo) & ITR.Setup-Enforce(1*, gy = 27, ((qéy),wéy),O),...,(qéy),wf'/),O))), then B
perfectly simulates Hyby ,,_; 5, 6. This completes the proof of Claim @ O

Claim B.22. Assuming ZO is a secure indistinguishability obfuscator for P/poly and ITR has the
‘enforcing’ property, for any PPT adversary A, for any security parameter X, |Adv£2’u_l’3’“6)()\) —
Advf’”_l’g’“”()\ﬂ < negl(\) for some negligible function negl.

Proof. The difference between Hyb, ,_; 5, s and Hyb, ,,_; 5, 7 is the following: In Hyby, ,,_; 5, 6, B includes
the program ZO(P) within the v*" signing key provided to A, whereas, in Hyb ,_, 5, 7, B includes the
program ZO(P;) instead, where

- PO = ACCUmUIate.PrOg(&LJ) [nSSB—BLK - 2)\a HKa PPz(XIé)(h PPI(’I’{Pza K(l’)

(Fig. [B11),
- P = Accumulate.Prog(?”‘/)[TLSSB_BLK = 2 uk, ppi%., PPt Kgr',jS{E, KS(;),F, mfi)l,m h*, ¢*] (Fig. ~

) v )
sps,E» Ksps,F’ mL,O ’ mL+1,07 h*a é*]

We will argue that the programs Py and P; are functionally identical, so that, by the security of
ZO Claim follows. The only inputs on which the outputs of the two programs can possibly differ
are those corresponding to (h,i) = (h*,¢). For inputs corresponding to (h*,:), the program Py checks
whether ‘m;y = mEf’O)’ and ‘moyr = mE:—)l,O’ to determine the type of the outputted signature, while the

program P; only checks whether ‘mqyr = mfi)1,0’~ Thus, the two programs will be functionally equivalent

if we can show that for inputs corresponding to (h*,t), mour = mgi)w implies my = mf'/o) . Recall that in
both experiment (PPI(}Q,U(()V) & ITR.Setup-Enforce(1*, nypp = 27, ((qéy),wéy), 0),..., (q((,'/),wf"),O))). Now,
Mour = mfi)l’o implies voyr = vfi)l. Therefore, by the enforcing property of ITR it follows that vy = vf'/)
and (ST, wp,0) = (q(()u),wf'/), 0), which in turn implies that m; = (v, ST, Wiy, 0) = (UL(V), Q(()u),wfy),()) =
m:O. a
Claim B.23. Assuming ITR satisfies the ‘“indistinguishability of enforcing setup’ property, for any PPT
adversary A, for any security parameter X, \Advff’”*l’g’b’n()\) - Advfg’yfl’d’“g)()\ﬂ < negl(X\) for some
negligible function negl.

Proof. The proof of Claim is analogous to that of Claim with some appropriate modifications
which are easy to determine. a
O

Lemma B.6. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, and SPS is a splittable signature scheme satisfying VKgps.oxg tndistin-
guishability’, VKsps.apo indistinguishability’, as well as ‘splitting indistinguishability’, for any PPT adver-
sary A, for any security parameter \, |Adv$)’u_1’3’u)()\) —Advfg’y_l’s’L+1)(/\)\ < negl(X) for some negligible
function negl.

Proof. In order to establish Lemma [B.6] we consider the following sequence of intermediate hybrid ex-
periments between Hyb, ,_; 5, and Hybg ,_q 5 ,14:

Sequence of Intermediate Hybrids between Hyb, ,,_; 5, and Hybg ,,_; 3,4

Hybg ,,_1,3,,/,0: This experiment coincides with Hyby ,_; 5 /.

Hybg ,,_1,3,,/,1: This experiment is identical to Hyb, ,_; 5,/ o except that in response to the vt signing

key query of A corresponding to TM M) € My with M) (z*) = 0, B executes the following steps:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator
and the iterator as in Hybg ,_; 3,/ o-

2. Then, it creates the punctured PPRF keys Kf:gE{(h*, t+1)} & }".Puncture(K(") (h*,t+ 1)) and

sps, B
K)o {00+ 1)} & FPuncture(KY) oy (7,0 + 1)).
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3. After that, it computes {25! = ./"-'(Kb(fl;)E7 (h*, 0+ 1)), g:;}l) = }'(K(V) (h*,t+ 1)), and forms

sps,G r sps,F
(v,e+1) (v,e+1) (v,e41) . (1/ t+1) (l/ t+1) (vye41) (v,e+1)
(SKSPS,G ’VKSPS,G 7VKSPS-REJ,G) = SPS. Setup(l ’ SPS G )’ ( sps,H >VKSPS,H 7VKSPS REJ, H) = SPS. SetuP(
(v,it1)
sps,H )

4. Next, it sets mgfg = (v (”), q(()u) (”), 0). For j =1,...,¢c4 1, it iteratively computes the following:

— AUX(V) ACC.Prep- erte(PPgb)@,STORE( )17] -1
) — ACC.Update(Pp{4), w2 _,, 5 — 1 AUX(”))

Wj—15Tj—1s
- STORE(” ACC.Write—Store(PP%)c,STOREEV)l,' L} )
vl = ITRIterate(pp{1y, v\"), (g5, w",,0))

It sets mfi)w = (v L(j-)l’ Q(()V)a 51)170)

5. Tt gives A the signing key

SKaps{ M} =

HK PP&C)C,wé”) STORE( v) pplt) (()”)7

ZO(Init-SPS.Prog|g, o), (”) V) K(g)E{(h* v+ 1)),

S

O(Accumulate.Prog(?’L 1)[nSSB_BLK = 2X, HK, PPYL, PP, K p{(h o+ 1)} KD p{(he 0+ 1)},

S R 2V I O R 2V D N ) R
SKSPS,G ’ SKSPS,H ’ VKst G VKbe H » L+1 0 h [ D
ZO(Change-SPS.Prog™* V(K] 1 K Kard p{ (1" 0+ D}, KG o {(0* 0+ D}, viGEEY, ’

v,t+1) % )%
VK b)),

TO(Constrained-Key.Prog{\,[M*), T = 22, @) pp{y, prit), i, K\, .. K\ K& KW 4,
h*, 07])

where the programs Accumulate.Prog(s’L/’l) and Change—SPS.Prog(g"’l) respectively are the modifica-
tions of the programs Accumulate.Prog®) and Change-SPS.Prog® (Figs. and ) and are

shown in Figs. [B:12 and [B:13]

Hybg ,,_1,3,,/,2: This experiment is analogous to Hyb, ,_; 5,/ ; with the only exception that while con-

. A . $
structing the v*" signing key queried by A, B selects rs(séfgl),rg;;l) < YVepnr, i-€., in other words, B
(ve+1) (vet1) (v;e+1) (vet1) (ve+1) (v;e+1) A
generates (SKSPS,G ’VKSPS,G 7VKSPS—REJ,G)7 (SKSPS,H 7VKSPS,H ’VKSPS-REJ,H) % SPS.Setup(l )

Hybg ,,_1,3,./,3: This experiment is identical to Hyb, ,_; 3,/ o except that in response to the vt signing
key query of A corresponding to TM M) € My with M) (z*) = 0, B executes the following steps:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator
and the iterator as in Hybg ,_4 3,/ o.

2. Then, it creates the punctured PPRF keys K, Pg E{( o+ 1)} & f.Puncture(K(”)

sps,E»

(h*,t+1)) and

KW o {00+ 1)} & FPuncture(KY) 1, (7,0 + 1)).
3. After that it forms (SKéZ;Zl), VK&,’;EU, VKg;;::;]{G), (SKgﬁ;LD, VKé;;:;}l), VKg;’S:;lJ), 1) < SPS Setup(1*).

4. Next, it computes m(+)1 0= L(i)l,qé ), f:_)l,()) just as in Hyby , 1 5,/ 5.

. (v,e+1) (vye+1) (v,e+1) (v,e+1) 3 . (v,e41) (v)
5. After that, it creates (Usps-om: @ VEspsone, @ SKgps-ano.c Vspsano,c) < SPS.SPlit(SKgps & 7m0, 11 0
M0
(v,e+1) (v,e+1) (v,e+1) (v,e+1) v,e+1) (v)
and ( SPS-ONE, m® VKSPS—ONE,H7 SKSPS—ABO,H7 VKSPS—ABO,H) <_ SPS. Sp|lt(SK5Pb H 7mL+1,0)'

41,0
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Constants: Maximum number of blocks for SSB hash nggppx = 2)‘, SSB  hash key HK, Public param-

Inputs: Index i, Symbol sym,, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature

Output: (Accumulator value woyr, Iterator value voyr, Signature ogps.our), or L

1. (a)
(b)
(c)

(d)
(e)

®

2. If SSB.Verify(HK, h, %, SYMx, Tssz) = 0, output L.

3. (a)
(b)
4. (a)

(b)

(c)

5. Output (wour, Your, Oses,our)-

eters for positional accumulator PPs.c, Public parameters for iterator PPz, Punctured PPRF keys
Kos, g {(R", 0+ 1)}, Kgs,p{(h*, ¢+ 1)}, Signing keys sk, SKg, Verification keys VKg, VKgr, Message m, 41,0,
SSB hash value of challenge input h™, Length of challenge input £*

Osps,iv, SSB hash value h, SSB opening value mgsy

If (h,i) # (h™, ¢+ 1), compute rgps, 5 = F(Keps, g {(h", ¢+ 1)}, (h, 1)), (SKsps, E, VKsps, B VKsps-rus, E) = SPS.Setup(lA; Tsps, B )-
Else, set VKgps,E = VKG .-
If (h7 i) # (h*7 L+ 1)7 compute rsps, = ]:(KSPS,F{(h*7 L+ 1)}, (ha i)): (SKSPS.F7VKSPS,F; VKsPs—nEJ,F) = SPS-SET-UP(]-)\§ TsPs,F)-
Else, set VKgps, p = VKp7.

Set muy = (v, ST, Wi, 0) and a =4

If SPS'VerifY(VKSFS,Eg MmN, O'SPS.IN) =1, set a ='FE".

If [ao =-"TA[(2 > ")V (0<i< )V (h#h™)], output L.

Else if [0 =*-"] A [SPS.Verify(VKsps, 7, M, Osps,iv) = 1], set o =*F".
If a =¢-’, output L.

Compute wour = ACC.Update(PPoc, Win, SYMiy, ¢, AUX). If wour = L, output L.

Compute voyr = ITR.Iterate(PP, Vi, (ST, wix, 0)).

If (h,i) # (h™, ), compute Tbl‘Ps,E = F(Kses,e{(h", e + 1)}, (h,i + 1)), (SKQPS,EN VKéPS,E’ VK;PMEJ,E) = SPS'SetUp(l/\§ T;PS,E)‘
Else, set sK},, p = SKq-

If (h,i) # (h*,.), compute r;l,s‘p = F(Kss,r{(h™, .+ 1)}, (h, i+ 1)), (SK;I,SVF, VK;I,SYF7 VK. ) = SPS.Setup(lA; T;Sp)

SPS-REJ, F

o/ — o
Else, set SKgps, 7 = SKH -

Set mour = (Vour, ST, Wour, 0). If [(h, i) = (R*, )] A [mouvr = Mm,4+1,0], compute ogpsovr = SPS.Sign(SK;pS’E7 Mour).
Else if [(h,1) = (h™, )] A [mour # Mmu41,0], compute Tspsour = SPS.Sign(SK;Pst7 Mour)-

Else if ¢ < £*, compute ospsovr = SPS.Sign(SK;ps’a, Mour).

Else, compute ogps our = SPS.Sign(SK;PSﬂ7 Mour)-

Fig.B.12. Accumulate.Prog(?”L/’l)

Constants: PPRF keys Kgps,a, Ksps,B, Punctured PPRF keys K, g{(h™, ¢+ 1)}, Kss,r{(h", ¢+ 1)}, Verification keys

Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value h, Length £\, Signature ogps

Output: Signature ogpsour, or L

1. (a)

(b)

(c)
(d)
(e)

Q)
2. (a)
(b)
()

VK&, VK, SSB hash value of challenge input h*, Length of challenge input £*

If (h7eINP) #* (h*7 L+ 1): compute s B = F(KSPS,E{(h*7 L+ 1)}7 (h7Z[NP))7 (SKsPs,E; VKsps, E y VKsps-rEs E) =

SPS.Setup(lA; Tsps, )+

Else, set VKsps,p = VKG .-

If (h7eINP) # (h*7 L+ 1): compute rgps p = ]:(KSPS,F{(h*; L+ 1)}; (ha le\'P)); (SKSPS,F; VKgps, F VKSPS»REJ,F) =

SPS.Setup(lA; Tsps, ).

Else, set VKgps,r = VKg.

Set m = (v,sT,w,0) and a=*-"

If SPS.Verify(VKSPSYE, m, ospsin) = 1, set a =‘E".

If [a =] A [(e > €) V (0 < by < 1) V (b # h™)], output L.

Else if [o0 =‘-"] A [SPS.Verify(VKsps, 7, m, Ospsv) = 1], set o =F".

If a =*-7, output L.

Compute Tsps,A = F(KSPS,A7 (h7 Lixp, O))7 (SKSPS,A7VKSPS,A7 VKSPS-REJ,A) = SPS-SEtUP(:l)\% TSPS,A)*
Compute Tsps, B — ]:(KSPS,B7 (h7 Linp 0))’ (SKSPS,BvaSPS,Ba VKSPS—REJ,B) = SPS-SetUP(1A§ TSPS,B)~
If [(h, be) = (B™, )] A [ =‘F"], output ogpsovr = SPS.Sign(SKsps, B, mM).

Else, output ogpsour = SPS.Sign(SKsps, 4, m).

Fig.B.13. Change-SPS.Prog®*!
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6. It gives A the signing key

SKABS{M } =

HK PP%)Ow(()V) STORE(()) PPI(I%,U(()U)7

IO(Inlt—SPS.Prog[qéy),w(()”) ) K(Pq e{(h*, 0+ 1)}]),

IO(AccumuIate.Prog(3’”/’2) [nssg-m,x =2} HK, pp(Y). , PPI(;Z, (PVS)E{(h*, L+ 1)}, K(pg (0 0+ 1)},
voe+1 v,e+1 voe+1 v,i+1 * )%

:EPS ONg mf+)1 o gPs—AB(g,H’ VKgPs,G )7 VKiPS H )7 mEJr)l 0 h f ])

ZO(Change-SPS Prog® VK] K& o KD p{(h*, 0+ 1)} K5 1
v,e+1 % )%
VG b)),

I(’)(Constrained-Key.Prog,%)S (M), T =2 ) PPE\IE:)C, PPI(f/rZ, K, K1(V)a S K,(\V)a Kg:s),m Ké:s) B>
h*, %))

o 5K

(h*, o+ 1)}, v D,

sps,G

(3.4,2) (3,1

where the program Accumulate.Prog

(Fig. [B.12)) and is shown in Fig. [B.14

is an alteration of the program Accumulate.Prog

Constants: Maximum number of blocks for SSB hash ngss.pix = 2)‘7 SSB hash key HK, Public parameters for positional accu-
mulator PP,cc, Public parameters for iterator PPirr, Punctured PPRF keys Kgps, g{(h™, t+1)}, Ksps, p{(R™, t+1)},
Signature o, Signing key sK g, Verification keys VKg, VK7, Message m, 11,0, SSB hash value of challenge input
h*, Length of challenge input £*

Inputs: Index i, Symbol sym,, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
Osps,iv, SSB hash value h, SSB opening value mgsy

Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L

1. (a) If (h,i) # (h*7 t 4 1), compute Tsps, E = F(KSI’S,E{(}L*7 L+ 1)}7 (h, 1)), (SKSPS,EvVKSPS,EvVKSPS-IHCJ,E) = SPS-SEtUP(:l)\? Tsvs,E)-
Else, set VKgps, g = VKG .-
(b) If (h’ i) # (h*s L+ 1)’ compute rgps = ]:(KSPS,F{(h* , L+ 1)}, (h, 7;))7 (SKSPS,F7 VKsps, F VKSPS—REJ,F) = SPS-SEtUP(l)\§ TSPS,F)‘
Else, set VKgps, 7 = VKg .
(c) Set my = (v,,\,ST wy, 0) and a =~
(d) If SPS.Verify(VKsps, &, Mix, Ospsin) = 1, set o =E".
(e) If [a =*"IA[(i>€*)V(0<i<:)V (h#h™)], output L.
Else if [o0 =‘-"] A [SPS.Verify(VKsps, 7, M, Ospsav) = 1], set o ="F".
(f) If « =-’, output L.
2. If SSB.Verify(HK, h, i, SYMx, Tss3) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPycc, Win, SYMiy, %, AUX). If wour = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, viy, (ST, Wiy, 0)).
4. (E-L) It (hvl) ;é (h* L) computc T%’l% E — ]:(K“% E{(h* L+ 1)} (h i+ )) ( Ksls E’VKSIS EVVKsls REJ, E) = SPS. SEtup( >\7 ;15 E)
(b) If (h7 i) 7& (h L)v compute Tsp:; F — ]:(KEPE F{(h*a L+ 1)} (h i+ 1)) ( 5?5 F?VKsPs F VKsPs REJ, F) = SPS. SEtUp(1A7 Tsps F)
Else, set SK;m,F = SKH.
(C) Set mour = (UOL'T7 ST, Wour, 0)' If [(h’ 7/) = (h*, L)] A [mOL'T = mL+1,D]7 set Ospsour = OG-
Else if [(h,i) = (h™, )] A [mour # Mm,41,0], compute Tepsour = SPS.Sign(SK;PSYF, Mour)-
Else if ¢ < £*, compute ogpsovr = SPS.Sign(SK;[,S)M Mour).
Else, compute osps,ovr = SPS.Sign(SKgps 5 Mout)-

5. Output (wD\JT7 Vour, USPS.OUT)‘

Fig.B.14. Accumulate.Prog(37L/’2)

Hybg 1,3,/ 4: In this experiment, in response to the v signing key query of A corresponding to TM
M®) € M, with M®)(z*) = 0, B generates everything as in hyby ,,_1 3,/ 3, however, it hands A the
signing key

SKaps{ M)} =
HK PP&Z)C,w(()") STORE( v) PPI(?I37U(()”),

ZO(Init-SPS.Prog|g, (V) ) (V) K(pg)E (h*, e+ 1)}]),

I(’)(Ac(cumlL;late.Prog(?’ L( 2) [nls)SB—RLK :( 2* all)'IK; PP%Z)( ) Plﬁ’l(;g a([)(s(;l:s) E (R, e+ 1)}, KS(:S),F{(h*v t+ 1)},
v,L+ v, v,L+ v,t+ v % %
Usps ONE m(+)1 O,G’ SKSPS—ABO7H7 SPS-ONE, G VKSPS H M t+1,00 h E D
7O(Change-SPS. Prog ™ DKL) 4 K oy KG) p{(W, 0+ D} KGL oA (7 0+ 1D} viGiod o
l/ t+1 % %
VG b ),
IO(ConstH;\med—Key.Progﬁ;)s[M(”),T =20 @) pp) pp) K, KW, (V) Ké;’s)A,Ks(:g’B,
h*, 0

VK
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The rest of the experiment is analogous to Hyby ,_; 5,/ 3.

Hyby 1,3,/ 5 In this experiment, in response to the vt signing key query of A corresponding to
T™M M®) e M, with M) (z*) = 0, B forms all the components just as in Hyby ,,_1 3,4, however, it
gives A the signing key

SKaps{M ¥} =

v v v 174 v
HI(,PP>,§C)C,u;((J ),STOREé ),PPI(TQ,U(() ),

IO(Init—SPS.Prog[qéy),wéy),v(()u), Ks(:gE (h*, e+ 1)},
IO(ACCumu|ate.Prog(g’Ll’z) [Nssp-prx = 2/\7 HK, sz(\l(/f)m PPI(Q’ Ks(:s),E (R, e+ 1)}, KéSS),F{(h*v v+ 1)},
(v.u+1) (v.+1) (v.+1) (v,u+1) W) e g
O—SPSfONE,m(w G’ SKSPS—ABO,H’ VKSPS—ONE,Gv VKSPS—ABO,H? mL+1,07 h ,6 ])7

t+1,0°
ZO(Change-SPS.Prog®+ VK" | K1) KgggyE{(h*,w1)},K§§;F{(h*,b+1)},VK§§;§§;7G,

SPS,A7 sps,B?
1 *
VK (l/ y ) h 3 g* ),

SPS-ABO,H
TO(Constrained-Key.Prog L, [M*), T = 22, *@) pp{%y, pp(t), K, K\, ... K\ K& KW 4,
h*,0%))

The rest of the experiment is analogous to Hyb, ,_1 5,/ 4.

th signing key query of A corresponding to TM

Hybg 1,3,/ 6 In this experiment, to answer the v
M®™) € M, with M®*)(z*) = 0, B creates all the components as in Hybg 13,/ 5, however, it returns the

signing key

SKaps{ MW} =

() W) () Hp) @)
HKaPPACC7w0 7STORE0 7PPIT[{7U0 )

ZO(Init-SPS.Prog[q}”, U/Jg”% v KE) pl(he o+ 1)),
IO(AccumuIate.Prog(?”L 3) [Nsspnx = 27, HK, Ppg’é)c, PPI(;’Q, KS(;’S)E (h*, e+ 1)}, KS(]’,’S),F (h*, e+ 1)},
voe+1 v,i+1 voe+1 v,+1 v * )%
Jips’ON;’merl,o: gPS-ABB),H’ éPs—Ong,G’ VKéPs-AB()),H7 mEJr)l,U? h ’ ¢ ])a
L v v v * v * v,i+1
ZO(Change-SPS.Prog®* V(K 1, K42 5 KGL p{ (o + D} KELpA(W 0+ DY VRIS 6,

(Vab+1) * )k
VKSPS—ABO,H7h 7£ ])7

TO(Constrained-Key.Prog{ L, [M*), T = 22, @) pp{cy, pp(), K, K. K\ K& KW 5,
h*, 0%))

s . SK VK
G

(3,4,3) (3,4,2)

to A, where the program Accumulate.Prog is a modification of the program Accumulate.Prog
(Fig.|B.14) and is depicted in Fig. The remaining part of the experiment is identical to hybg ,_; 5,/ 5-

Hybg ,, 1,3, ,7: In this experiment, to answer the v signing key query of A corresponding to TM
M®) € My with M®)(2*) = 0, B generates all the components exactly as in Hyby ., 13,6 except that

(v,41) (v,0+1) (v,u+1) (v,u+1) $ . (v,u+1) (v)
sps-oNE.m™).  H SPS-ONE, H ’ SKSPS-AB(),H’ VKSPS-ABO,H) — SPS'Spllt(SKsps,H ’ mL+1,())
My 1900

it does not generate (o , VK

and provides A with the signing key

SKaps{ MW} =

W) W) V) pp®)  (¥)
HK, PPaco, Wy ~, STOREy *, PPrrg, Uy

ZO(Init-SPS.Proglgy” , wi”  v§”, K o {(h*, 0+ 1)}),

TO(Accumulate.Prog ™" [nggy pu = 2%, HK, PPUL, PP, KD p{(h*, 0+ D)}, K& p{ (7,0 + 1)},

(v,e+1) (v,e+1) (v,e+1) (v,e4+1) (v) % Pk
USPS-ONE,m(”) G«’SKSPS—ABO7G’VKSPS—ONE,G’VKSPS—ABO,G’mL-‘rl,O’h ’f ])’

L+1,00
TO(Change-SPS.Prog VK ) \ K)o K& Ak o+ DY K b Lk o+ 1)), ve(b)

( ) sps,A’ “*sps,B?
v,i+1 * )%
VKSPS—ABO,G’h 76 ])’

ZO(Constrained-Key.Prog L, [M ), T = 22, *@) pp{y, pr(t), K, K\, ... K\ K& KW 4,
h*, 04])
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Constants: Maximum number of blocks for SSB hash ngp.pix = 2)‘, SSB hash key Hk, Public parameters for positional accu-
mulator PP,cc, Public parameters for iterator PPirg, Punctured PPRF keys Kgps, g{(h™, t4+1)}, Keps, p{(R™, t+1)},
Signature o, Signing key Sk, Verification keys VK¢g, VK, Message m, 11,0, SSB hash value of challenge input
h*, Length of challenge input £*
Inputs: Index ¢, Symbol sym, TM state ST, Accumulator value wyy, Auxiliary value AUX, Iterator value vy, Signature
Tsps.an, SSB hash value h, SSB opening value g

Output: (Accumulator value wour, Iterator value voyr, Signature ogps.our), or L
1. (a) If (h,%) # (h™,¢+ 1), compute reps, 5 = F(Ksps, g {(h™, ¢ + 1)}, (h, 1)), (SKsps, B, VKsps, £ s VKsps-res, ) = SPS.Setup(l)‘; Tsps, B )-
Else, set VKsps, g = VKG-
(b) If (h,i) # (h™, ¢+ 1), compute rgs, p = F(Ksps, r{(R™, ¢ + 1)}, (h, 1)), (SKsps, F s VKsps, F', VKgps-rrg, ) = SPS.Setup(lA; Tsps, )+
Else, set VKgps, p = VKp7.
(c) Set my = (v, ST, wiy, 0) and o =~
(d) If SPS.Verify(VKsps, £, Min, Osps,nv) = 1, set a =‘E"
() a=“"]A[(t>£")Vv(0<i<¢)V (h#h")], output L.
Else if [o0 =-"] A [SPS.Verify(VKsps, 7, M, Ospsnv) = 1], set o ="F".
(f) If « ==, output L.
2. If SSB.Verify(HK, h, %, SYMx, Tssp) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Win, SYMiy, %, AUX). If wour = L, output L.
(b) Compute voyr = ITR.Iterate(PPiry, viy, (ST, Wi, 0)).
4. (a) If (h,i) # (h*, 1), compute 1l p = F(Kes, 5 {(h*, 0+ 1)}, (R, i+ 1)), (Kb, 5> VKlps. 5> Vilpsney, 5) = SPS.Setup(1*; 1l )
(b) If (h,i) # (h",t), compute T;PS,F = F(Kses,r {(R", 0 + 1)}, (h,i + 1)), (SK;PS,F’ VK;PS,F’ VK;PS—REJ,F) = SPS.Setup(l)\; T;ps,F)'
Else, set SKéps,F = SKpg.
(C) Set mour = (’UO\?Ta ST, Wour, 0)~ If [(h’ 1) = (h*, L)] A [moer = mL+1,0]7 set ospsovr = OG-
Else if [(h,1) = (h™, )] A [mour 7# M.41,0], compute Tspsovr = SPS.Sign(SK;PSYF7 Mour)-
Else if [(h,1) = (h™, ¢+ 1)] A [mu = m41,0], compute ospsovr = SPS.Sign(SK;FS)E, Mour).
Else if [(h,4) = (R*, ¢+ 1)] A [mu # m.41,0], compute psovr = SPS.Sign(SK;FSYF, Mour)-
Else if i < £, compute ospsovr = SPS.Sign(sKfpg o Mour)-
Else, compute ogps ovr = SPS.Sign(SK;m,E, Mour).
5. Output (wour, Vour, Usvs.mvr)-

Fig.B.15. Accumulate-Prog(3,u73)

The rest of the experiment is the same as Hyby ,_4 3,/ ¢-

Hybg ,,_1,3,/,8: In this experiment, in response to the v signing key query of A corresponding to
TM M®) € My with M®)(z*) = 0, B generates all the components as in hybg 1,3, 7, however, it
returns the signing key

SKABS{M(V)} =
HK, PP, wé”), STORESJ)7 pp). v(()”)7

IO(Init—SPS.Prog[qé"), w(()y), v(()y), KS(;)E{(h*, t+ 1)},
IO(Accumulate.Prog(3’L/’4) [nssp-pix = 2%, HK, PPz(%’é)Ca PPI(”;/F)U K(gs)ﬂ{(h*, t+ 1)}, K (R, e+ 1)},

S SPS, F'

voe+1 ve+1 v % %
SKéPs,G )7VK£P5,G )7m5+)1,07h 7£ ])7
TO(Change-SPS.Prog® 2 [K () KU o K& pl(h o+ 1)} K& p{(he o+ 1)}, v ED  he, 60)),
TO(Constrained-Key.Prog{ L, [M¥), T = 22, @) pp{y, pe(f), K, K\, .. K\ K& KW o e 7))

to A, where the programs Accumulate.Prog(3’Ll’4) and Change—SPS.Prog(g’L’Q) respectively are the modifi-
cations of the programs Accumulate.Prog®*+®) and Change-SPS.Prog®*!) (Figs. and j and are
shown in Figs. and The rest of the experiment if identical to Hybg , _y 3,/ 7.

Hybg ,,_1,3,/,9: This experiments analogous to hyb, ,_; 5, s with the only exception that while con-
structing the v*" signing key queried by A corresponding to TM M®) € M, with M(”)(:E*) =0, B
generates (SKéZ;iél),VKég;gl),VK(V’LH) ) = SPS.Setup(1*; (5D = F(EY) . (h*, 0+ 1))).

SPS-REJ,G sps,G Sps,E?

Hybg ,,_1,3,,,10¢ This experiment corresponds to hyby ,_ 3,41-

Analysis

Let Advff”’*l’?”bl’ﬂ)(/\) represents the advantage of the adversary A, i.e., the absolute difference between
1/2 and A’s probability of correctly guessing the random bit selected by the challenger B, in Hybg ,, 1 5,/ 4,
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1. (a)

(f

3. (a)
(b)
4. (a)
(b)
()

Constants: Maximum number of blocks for SSB hash ngsp.pix = 2)‘, SSB hash key Hk, Public parameters for positional accu-

mulator PP,cc, Public parameters for iterator PPirg, Punctured PPRF keys Kgps, g{(h™, t4+1)}, Keps, p{(R™, t+1)},
Signing key SKq, Verification key VK¢, Message m, 41,0, SSB hash value of challenge input h*, Length of chal-
lenge input £*

Inputs: Index ¢, Symbol syMy, TM state ST, Accumulator value wiy, Auxiliary value AUX, Iterator value vy, Signature

osps.n, SSB hash value h, SSB opening value g

Output: (Accumulator value wour, Iterator value voyr, Signature ogps.our), or L

If (h7 i) # (h*) L+ 1)7 compute rsps g = \F(KSPS,E{(h*) L+ 1)}) (h7 7/)); (SKSPS,E7 VKsps, E » VKSPS—REJ,E) = SPS-SEtUp(l/\§ TSPS,E)'

Else, set VKsps,E = VKG.-

If (h,i) # (h™, v+ 1), compute reps, r = F (Ksps, p{(R™, ¢ + 1)}, (h, 1)), (SKsps, F » VKsps, F', VKgps-res, F) = SPS.Setup(lA; Tsps, ).

Set miy = (v, ST, wiy, 0) and a =~

If SPS.Verify(VKsps, £, Min, Osps,iv) = 1, set a =‘E".
Ifla=""]A[E>£)V(0<i<it4+1)V(h#h")], output L.
Else if [0 =-"] A [SPS.Verify(VKsps, 7, M, Ospsn) = 1], set o = F".

) If a =, output L.
2. If SSB.Verify(HK, h, %, SYMx, Tssp) = 0, output L.

Compute wour = ACC.Update(PPcc, Win, SYMyy, ¢, AUX). If wour = L, output L.
Compute voyr = ITR.Iterate(PPy, viv, (ST, Wiy, 0)).

If (h,1) # ("), compute rlpy 5 = F(Kus, £ {(*s ¢ + D)}, (s + 1)), (Kl g5y Vg 53 Vi gy 1) = SPSSetup(1™; 14y )-
If (h,i) # (h",t), compute T;rﬂs,F = F(Kses,r {(R", e + 1)}, (h,i + 1)), (SK;PS,F’VK;PS,F’ VK;PS—REJ,F) = SPS-SEt“p(]-)\? Téps,F)‘

Set mour = (vour, ST, Wour, 0). If (h,i) = (h™, ), compute ogpsour = SPS.Sign(SKa, mour)-

Else if [(h,i) = (R*, ¢+ 1)] A [muy = m,41,0], compute osps our = SPS.Sign(SK{ps 1, Mour)-
Else if [(h,1) = (h™, ¢+ 1)] A [mu # Mm41,0], compute Ospsovr = SPS.Sign(SK;m)F, Mour).
Else if i < £*, compute ogps.ovr = SPS.Sign(SK;Psya, Mour)-

Else, compute ogps ovr = SPS.Sign(SK;m,E, Mour).

5. Output (wour, Your, Tses,our)-

Fig. B.16. Accumulate.Prog®*%

1. (a)

(b)

(c)
(d)
(e)

®
2. (a)
(b)
(c)

Constants: PPRF keys Kgps, 4, Ksps, B, Punctured PPRF keys Kgs g {(h™,t+ 1)}, Kss,r{(h", ¢+ 1)}, Verification key VK¢,

SSB hash value of challenge input h™, Length of challenge input £*

Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value h, Length fp, Signature ospsx

Output: Signature ogpsour, or L

If (h,en\'r‘) # (h*,L + 1)7 ComPUte Tsps, E = f(KSPS,E{(h*7L + 1)}7(h7€m}*))7(SKSPS,EvaSPs,E7VKSPS-ch,E)
SPS.Setup(1*; 7sps, )

Else, set VKgps, g = VKG.

If (h1elNF) # (h*,b + 1), compute 7gps F = ]:(KSPS,F{(h*yL + 1)}7(hvfl,\li’))v(SKSPS,F7VKSPS,F1VKS[‘S—REJ,F)
SPS.Setup(1*; Tsps, )

Set m = (v,sT,w,0) and a=*-"

If SPS.Verify(VKsps, £, M, Ospsiv) = 1, set o =‘E"

If [ =] A [(be > 7))V (0 < by < 0+ 1) V (b # h™)], output L.

Else if [0 =‘-"] A [SPS.Verify(VKsps, p, m, Ospsv) = 1], set o« =F".

If o =‘-’, output L.

Compute Tsps, A = F(KSPS,Av (h7 Lixp s O))7 (SKSI’S,Av VKsps, A, VKSI’S—REJ,A) = SPS-SetUP(:l)\; T'SPS,A)~
Compute Tsps,B = ]:(KSPS,By (h7 Lixp, 0))7 (SKSPS,BvaSPS,B7 VKSPS-REJ,B) = SPS-SEtUp(l)‘; TDSPS,B)'
If [(hy o) = (B*,£%)] A [ =°F"], output ogpsour = SPS.Sign(SKsps, B, m).

Else, output ogpsour = SPS.Sign(SKsps, 4, mM).

for ¥ € [0,10]. From the description of the hybrid experiments it follows that Advf’”_l’&ﬂ)()\)

Fig.B.17. Change-SPS.Prog®*?

Advfg’y_l’g’L,’O)(A) and Advfg’”_l’3’L+1)()\) = Advfg’”_l’g’/’m)()\). Hence, we have

10
|AdVEL(‘)7V_173’L )()\) - AdVE‘(l),y—l,i‘),L—i-l)()\)‘ < Z |Advf‘(l),v—1,3,L ,19—1)(>\) - Advf;),v—l,B,L ,19)(>\)|

v=1

(B.6)

Claims below will show that the RHS of Eq. is negligible and thus Lemma follows.

Claim B.24. Assuming ZO is a secure indistinguishability obfuscator for P/poly and F satisfies
the correctness under puncturing property, for any PPT adversary A, for any security parameter X,

|Adv£2’l'_1’3’/’0)(>\) - Advf’”_l’g’b/’l)(AN < negl(A) for some negligible function negl.

Proof. The only difference between Hybg ,,_; 3 . o and Hybg ,_; 5,/ 1 is the following: In Hyb, ,_; 5,/ o, B

includes the programs ZO(Py) and ZO(P;) within the v signing key provided to A, while in hyb, , ; 3,/ 1,

it includes the programs ZO(P;) and ZO(Py) instead, where

- P = Accumumte'Prog(&L/)[nSSB—BLK = 2% HK, PP,(;&» PPI("?PZ7 K Ks(rl:s)Fa mf:)l,ov h*, ] (Fig. a

sps, B
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~ P§ = Change-SPSProg ® [K{) 4 K& 5 K 1 K& o b 0] (Fig.[A7),
- P = Accumulate.Prog(?”/’l)[nssg_BLK = 2)‘,HK,PPE\VC)C,PPI(Q,K;'QE{(}L*,L + 1)},K§§3,F{(h*,L + 1)},

(v,e+1) (v,e+1) (v,e4+1) (v,i+1) (v) .
SKSPS,G ’SKSPS,H ’VKSPS,G 7VKSPS,H ’mL-‘rl,O?h*’g*] (Flg- B.12 )

P{ = Change-SPS.Prog ** V(K () 1 K{1) K5 (B, 0+ 1)}, K)o { (0 0+ D)} vk EY v
h*,£*] (Fig. [B.13).

Observe that by the correctness under puncturing property of the PPRF F, the programs Py and
Py are functionally identical for all inputs corresponding to (h,i) # (h*,:) and (h,i) # (h*,¢ + 1). For
inputs corresponding to (h*,:),the program P; uses the hardwired signing keys which are exactly same
as those computed by the program FP,. The same is true for the hardwired verification keys used by P;
for inputs corresponding to (h*,¢ + 1). Thus, the programs Py and P; are functionally equivalent. A
similar argument shows that the same is correct for programs P} and Pj. Therefore, by the security of
ZO Claim [B:24] follows. Ofcourse, we need to consider a sequence of intermediate hybrid experiments to
switch the programs one at a time. ]

Claim B.25. Assuming F is a secure puncturable pseudorandom function, for any PPT adversary A, for
any securilty parameter X, \Advf’”_l’S’L ’1)()\) - Advf’”_l’S’L ’2)()\)| < negl(\) for some negligible function
negl.

Proof. Suppose there exists a PPT adversary A for which |Adv52’l’71’3’bl’1)()\) — Advf’y71’3’bl’2)()\)| is non-
negligible. We construct a PPT adversary B that breaks the selective pseudorandomness of the PPRF F
using A as a sub-routine. The description of B is given below. We note that in the following we work
in a model of selective pseudorandomness for PPRF involving two independent punctured keys and two
challenge values for a challenge input, one under each key. However, this model is clearly equivalent to
the original single punctured key and single challenge value model described in Definition through a
hybrid argument.

e B3 initializes A on input 1* and receives a challenge signing attribute string z* = Th oo Tpe_q € Unps
with |z*| = £* from A.

e Upon receiving x*, B proceeds as follows:
1. B first generates HK & SSB.Gen(1*, ngspnix = 2%, i* = 0) and computes h* = Hyy ().
2. Then, B selects a PPRF key K & F.Setup(1?).
3. After that, B computes 7%, = F(K, (h*,£*)) followed by (8K, VKae) = SIG.Setup(1;7%,,).
4. B returns the public parameters PP ,pg = (HK,ZO(Verify.Prog,,.[K])) to A.

e For 1) € [Gxey], in Tesponse to the ' signing key query of A corresponding to TM M € My with
M(")(x*) =0, if n # v, then B proceeds exactly as in Hybg ,_; 5,/ 1, while if n = v, then B proceeds
as follows:

1. B first selects PPRF keys Kf'/), . Kg’j),Ké;’;A, Ké:,’S{B
(wv) ()

2. Next, it generates (PPycc, W
ITR.Setup(1*, nyrn = 2*).

3. Bsends (h*,t+1) as the challenge input to its PPRF selective pseudorandomness challenger C and
receives back two punctured PPRF keys Ki{(h*,¢ + 1)}, K3{(h*,c + 1)} and two values r},rj €
Veprr, Where either i = F(KT, (h*, 0+ 1)),r5 = F(K3, (h*, 0+ 1)) or r§,r} & Vepre. B implicitly
views the keys K} and K} as the keys Kg(r',js) 5 and Ks(rl,’g) P respectively.

4. Next, B generates (SKéZE’f’Zwl),VKgﬁ’sfgl),VKégéL_:EliG) = SPS.Setup(1*;7}) and (SK&SF),VK&;#),

VK(V,L+1) ) = SPS.Setup(l’\;TS)~

& F.Setup(1*).

,STORE(()”)) & ACC.Setup(1*, nycopx = 2*) and (prﬁi,v(()”)) &

SPS-REJ, H
5. After that, it sets mél"g = (véy),q(()”),w(()y),()). For j = 1,...,¢+ 1, it iteratively computes the
following:
- AUX§V) = ACC.Prep—Write(PPglé)c, STOREg.’:)l, j—1)

~ w{"”) = ACC.Update(pp{, w!”)), 31, j — 1,aux")

J J
- STORE§V) = ACC.Write—Store(PPglé)m STOREg-V_)l,j - 1,25 )

_ 1;](.”) = ITR.Iterate(PPI(é'fz,vyi)17 (q(()u),wyi)l,O))

It sets mfi)w = (Ufi)p Q(()V)v wL(i)h 0).
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6. It gives A the signing key

SKaps{M ™)} =

HK PPE\’ZZ,w(()”) STORE PPI(TVQ,U(()”),

ZO(Init-SPS.Prog|q, ), (V) véy) K3 {(r*,c +1)}]),

I(Q(,’—\ccumulate.Prog(3 g )[nSSB s = 27, HK PP%)C, PPI(TVIz,Kl{(h*, v+ 1)} K3{(h* 0+ 1)},

(v,e+1) (v,e+1) (v,e4+1) (v, L+1) % px
SKSPS,G SKSPS H ’VKSPSG 7VKSPSH ’ L+1 07h ¢ ])

TO(Change-SPS.Prog ™ D [K() K& o Ky {(h*, o+ 1)}, K3 {(h*, 0 4+ D)} vt v i,
h*, ),

TO(Constrained-Key.Prog{l,[M*), T = 22, *®) pp{y, pr{f), I, K, ... K\ K& K 4,
h*, *])

e For 0 € [Gsiox], in reply to the O signature query of A on message msgl®) € M, ;s under attribute

string 2*, B computes o) & SIG.Sign(SKy,., msg'?) and provides A with ol = (VK US(;IGG)).
e Finally, A output a signature o}, on some message msg* under attribute string «*. B outputs W =1as
its guess bit in its PPRF selective pseudorandomness experiment if A wins, i.e., if ABS.Verify(PP,gg, 2*,
msg*, 0%,) = 1 and msg* # msg(® for any 6 € [Gsien]. Otherwise, B outputs &' = 0 in its PPRF selective
pseudorandomness experiment.

Note that if r{ = F(K7, (h*,t+1)),r5 = F(K3, (h*,t+1)), then B perfectly simulates Hybg , 1 3,/ ;-
On the other hand, if 77,75 & YVerrr, the B perfectly simulates Hyb, ,_; 5,/ 5. This completes the proof
of Claim [B.25] O

Claim B.26. Assuming ZO is a secure indistinguishability obfuscator for P/poly, for any PPT adversary

A, for any security parameter X, |Adv§2’”71’3’u’2)()\) - Advff’”fl’g’bl’?’)()\ﬂ < negl(X\) for some negligible
function negl.

Proof. The only difference between Hybg ,,_; 3, o and Hyby ,_; 5,/ 5 is the following: In Hyb, ,_; 5,/ 5, B
includes the program ZO(Py) within the v*" signing key provided to 4, while in hybg , 1,3, 3, it includes
the program ZO(P;) instead, where

— Py = Accumulate.Prog®* Vngppx = 2*, HK, ppgzz,ppggg,Kggng, + D} K (0 + D),
v,+1 v,+1 v,e+1 voe+1 v * %
SKiPs,G )’SKépsL,H )’VKgpsL,G )’VKS(‘PSL,H )7 E+)1 O’h t ] (Flg B.12 )
— P = Accumulate.Prog®* ) g = 2, 1K, PPQCL,PPS;Z, K {0+ DY, K J{(h0 + 1)},
(1/ t+1) (v,e4+1) (v,e+1) (v,e+1) x Pk
sps ONE m1(+)1 07G SKSPS—ABO,H’VKSPS,G 7VKSPSH ’ L+1 07h ¢ ] (Flg B.14).

Now, the only inputs on which the outputs of the two programs can possibly differ are those corre-
sponding to (h,i) = (h*,¢). However, observe that for inputs corresponding to (h*,¢), if meoyr = ,(ljr)l .
then both programs clearly output the same signature, where Py computes the signature explicitly and P;
has the signature hardwired into it. On the other hand, by the correctness [Property of the splittable
signature SPS defined in Definition it follows that the programs Py and P; output same signatures
even when moyr # mfi)m for inputs corresponding to (h*,:). Hence, the two programs are functionally
equivalent. Therefore, Claim [B:26] follows by the security of ZO. O

Claim B.27. Assuming SPS is a splittable signature scheme satisfymg VKgps-one indistinguishability’, for
any PPT adversary A, for any security parameter A, |Adv Ow=1,3,/ 3)(/\) - Advfg’”_l’?”L ’4)(/\)| < negl(X)
for some negligible function negl.

Proof. Suppose there exists a PPT adversary A for which |Adv Ow=13. 3)()\) Adv' 0 v-L3 4)()\)| is non-
negligible. Below we construct a PPT adversary B that breaks the VKgps.ong 1nd1st1nguishability of SPS
using A as a sub-routine.

e B3 initializes A on input 1* and receives a challenge signing attribute string z* = Ty Tpe_q € Unps
with |z*| = £* from A.

e Upon receiving x*, B proceeds as follows:
1. B first generates HK & SSB.Gen(l)‘,nSSB_BLK = 2% i* = 0) and computes h* = Hyy (z*).
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2. Then, B selects a PPRF key K & F.Setup(1?).
3. After that, B computes 7, = F(K, (h*,£*)) followed by (5K, VKae) = SIG.Setup(1*;r%,,).
4. B returns the public parameters PP,ps = (HK,ZO(Verify.Prog, ,s[K])) to A.

e For 1) € [Gxey], in response to the n'" signing key query of A corresponding to TM MM € My with
MM (z*) =0, if n # v, then B proceeds exactly as in Hyby 1.3, 3, while if n = v, then B proceeds
as follows: '

1. B first selects PPRF keys K\, . K K" Kk K® KO & FSetup(1}).

sps,A’ “*sps,B? " tsps,E Tt sps,
2. Next, it generates (PP,%%,U)(()V),STOREE)")) & ACC.Setup(1*, nycopx = 2*) and (PPI(}Q,U(()”)) &
ITR.Setup(1*, nypp = 2*).

3. Then, B creates the punctured PPRF keys K

sps,E
K o {(h*, 0+ 1)} & FoPuncture(KY) 1, (h%, 0+ 1)).

4. Next, it sets m(()l:()) = (Uéu), qé”),wé”),o). For j=1,...,t4 1, it iteratively computes the following:

(h*,1+1)} & F.Puncture(K¥)

sps,E

(h*,t+1)) and

- AUXE—U) = ACC.Prep-Write(PPf\'&, STOREg-V_)l, j—1)

- wj(.”) = ACC.Update(PPgIé)c,w§’i)1,x;_1,j - 1,AUX§-y))

STORE;V) = ACC.Write—Store(PP%)c, STOREg»V_)l,j —1,25,)

— W = ITR.Iterate(PPl(Tyli,v§”_)1, @, w),,0))

J J=b
It sets mfi)m = (Ufi)p qu)a wfi)u 0).

5. After that, B sends mgi)l,o as the challenge message to its SPS VKgpg_ong indistinguishability chal-

lenger C and receives back a signature-verification key pair (USPS ongm®) , VK), where VK is either
mONEIT 10
)

a normal verification key VKgps or a one verification key VKgps.ong for the message m, ] ;.

(v,e4+1) (v,e+1) (v,e+1) $ A (v,e+1)
6. Next, B generates (SKSPS’H s VEgps 1> Vigpa ey 1) € SPS.Setup(1?) and forms (Usps-om;,mﬁ)l A
(v,41) (v,u+1) (v,u41) $ . (v,u+1) (v) 7
VKSPS-ONE,H7 SKSPS-ABO,H? VKSPS-ABO,H) A SPS'Spht(SKSPS,H 7mL+1,0)'

7. B gives A the signing key

SKABS{M(U) } =

v v v v v
HK, PP/&C)(J, ’lU(() ), STORES ), PPI(TIZ; ’U(() ),

I(’)(Init—SPS.Prog[q(()”)7 w(()y), U(()V), KS(:S)E{(h*, L+ 1)},
7O (Accumulate.Prog ™ [y i = 2%, HK, PP, PP, K& L { (17, 0+ 1)},
v * voe+1 voe+1 v % )%
KbgPS)’F{(h et ]')}’USPS—ONE,mLJrL0 ( ) ( ) ®) h vg ])7

SPS-ABO,H VK, VKSPS,H ) mLJrl,O’
TO(Change-SPS.Prog® VKW k™ KW (b o+ 1)}, K (0 + 1)}, VK,
vty h*, %)),

sps,A’ “*sps,B? ~tsps, B sps, F'
sps,H

w) 5K

TO(Constrained-Key.Prog . [M ), T = 2X,¢**) pp{0y pr{i), K, K\, ..., K\ K .,
sps,B» ) ])

e For € [Gsiax], in reply to the 01 signature query of A on message msg?) € M, under attribute

string z*, B computes a§f2 & SIG.Sign (K. -

e, msg(®) and provides A with oy = (VKa, O'S(IGG)).

e Finally, A output a signature o}, on some message msg* under attribute string «*. B outputs W =1as
its guess bit in its VKsps.ong indistinguishability experiment if A wins, i.e., if ABS.Verify(PP g5, *, msg*,
0¥ss) = 1 and msg* # msgl® for any 6 € [Gscy]. Otherwise, B outputs b = 0 in its VKspsons
indistinguishability experiment.

Notice that if VK = VKgpg, then B perfectly simulates Hyb,, 4 3, 3. On the other hand, if VK =
VKsps-ong, then B perfectly simulates Hybg , 4 3, 4. This completes the proof of Claim o

Claim B.28. Assuming SPS is a splittable signature scheme satisfying VKsps.apo indistinguishability’, for
any PPT adversary A, for any security parameter \, |Adv52’l’71’3” ’4)()\) - Advf’yil’B’L ’5)()\)| < negl(})
for some negligible function negl.

Proof. Suppose there exists a PPT adversary A for which |Adv52’ufl’3’bl’4)()\) - Advf’yil’&b,ﬁ)()\ﬂ is non-
negligible. Below we construct a PPT adversary B that breaks the VKgps apo indistinguishability of SPS

using A as a sub-routine.
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e B initializes A on input 1* and receives a challenge signing attribute string z* = To o Xpe_q € Xopre
with |z*| = £* from A.

e Upon receiving x*, B proceeds as follows:
1. B first generates HK & SSB.Gen(lA,nSSB_BLK = 2% i* = 0) and computes h* = Hy (z*).

2. Then, B selects a PPRF key K & F.Setup(1?).
3. After that, B computes 7%, = F(K, (h*,£*)) followed by (SKj, VKue) = SIG.Setup(1*; rZ.,).
4. B returns the public parameters PP,ps = (HK,ZO(Verify.Prog, ,[K])) to A.

e For 1) € [Gxey], in response to the n*" signing key query of A corresponding to TM M € M, with
MM (x*) =0, if n # v, then B proceeds exactly as in Hyby 13,4, While if n = v, then B proceeds
as follows:

1. B first selects PPRF keys ("), ..., K K kW) o kW) o K o & FSetup(1h).

2. Next, it generates (PPE\Z)c,w(()V),STORE(()V)) & ACC.Setup(l’\,nAcc_BLK = 2*) and (PPI(;Z,U(()V)) &

ITR.Setup(1*, nypp = 2*).
3. Then, B creates the punctured PPRF keys K

sps,F
KW A(h*, 0+ 1)} & FPuncture(K) 1 (h*,0+ 1)),

4. Next, it sets mg:()) = (Uéu), qé”),wé”),o). For j=1,...,t4 1, it iteratively computes the following:

- AUX§U) = ACC.Prep—Write(PPE\lé)c, STORE(»V_)I, j—1

)

j

- wé”) = ACC.Update(PPg”C)C,wj(-li)l,x;_l,j — 1,AUX§”))
STORE§.”) = ACC.Write—Store(PPffé)c, STORE§-VJ1, j—1a )
_ vj(”) = ITR.Iterate(PPI(;’g,vj(-'i)17 (q(()u),w(u) 0))

i1
It sets mfi)m = (vfi)p qu)a wfi)la 0).

5. After that, B sends mﬁi)l’o as the challenge message to its SPS VKgpgapo indistinguishability chal-
lenger C and receives back an all-but-one signing key-verification key pair (SKsps-apo, VK), where VK
is either a normal verification key VKgpg or an all-but-one verification key VKgpgapo-

(h*,0+1)} & F.Puncture(K.")

sps, B

(h*,1+1)) and

(v,e4+1) (v,e+1) (v,e+1) $ A (v,e+1)
6. Next, B generates (SKSPS,G s VEgps & ,VKSPS_RELG) + SPS.Setup(1") and forms (USPS_ONEM(?1 &
(v,e+1) (v,e+1) (v,e+1) $ . (v,e+1) (v) 1
VKSPS—ONE,G’ SKSPS—ABO,G7VKSPS-ABO,G) — SPS'Spllt(SKSPs,G ’ mL+1,O)'

7. B gives A the signing key

SKABS{M(V)} =

v v v v v
HK, Ppgc)m wé )7 STORE(() )7 PPI(T;z, U(() ),

I(’)(Init-SPS.Prog[q(()”), w(()u), véy), Kb(:b)E{(h*, t+1)}),

TO(Accumulate.Prog™*? [nggs i = 2%, 1K, PP, PP, K L {(B*, 0+ 1)},
41 ,+1 * Pk
Ks(gs)’F{(h*7 t+ 1} O-s(;rl:sfomz,m(ﬁ 0.G’ SKsps-ano, VKS(;PV’;ON;G’ VK, mE:)l,O’ h*, ¢ ])’

ZO(Change-SPS Prog® VK o K& o KD p{(h*, 0+ D)} KD o {07, 0+ 1)}, vt o,
VK? h*7£*])7

TO(Constrained-Key.Prog{ i, [M¥), T = 22, @) pp{cy, pp(), K, K, .. K\ K 4,
K g h* 7))

e For 0 € [Gsiax], in reply to the 01 signature query of A on message msg®) € M, s under attribute

string 2*, B computes o) & SIG.Sign(SKy,, msg'?) and provides A with ol = (VK US(;IGG)).

e Finally, A output a signature o}, on some message msg* under attribute string x*. B outputs W =1as
its guess bit in its VKgps apo indistinguishability experiment if A wins, i.e., if ABS.Verify(PP gs, 2*, msg*,
o) = 1 and msg* # msgl® for any 0 € [Gsen]. Otherwise, B outputs b = 0 in its VKeps aso
indistinguishability experiment.

Notice that if VK = VKgpg, then B perfectly simulates Hyby, 4 3, 4. On the other hand, if VK =

VKsps-apo, then B perfectly simulates Hybg ,_; 5, 5. This completes the proof of Claim @ O

Claim B.29. Assuming ZO is a secure indistinguishability obfuscator for P/poly, for any PPT adversary
A, for any security parameter \, |Adv52’y_1’3’L ’5)()\) - Advfg’y_l’?”L ’6)()\)| < negl(\) for some negligible
function negl.
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Proof. The only difference between Hyby ,,_; 3, 5 and Hyby ,_; 5,/ ¢ is the following: In Hyb, ,_; 5,/ 5, B
includes the program ZO(Py) within the ! signing key returned to A, while in hybg .13, 6, it includes
the program ZO(P;) instead, where

~ Py = Accumulate.Prog®* P [nggy e = 2%, 1K, PP, PR, K& L {(h 0+ 1)}, KW (0%, 0+ 1)},
v,e+1 (vye4+1) (v,e4+1 v,i+1) (v * )% .
J( ) () G’SKSPS—ABO,H7VKSPS-ON2},G’VKgPS—ABO,H7mL+)1,O7h’ ’é ] (Flg. B.14

apa v
SPS-ONE,m, "} ,

- P = Accumulate.Prog(?”L/’?’) [Nsspprx = ZA,HK,PPE\Z)C,PPI(}’Q,KSEPVS)’E{(h*,L + 1)},KS}’)’S),F (h*,0 + 1)},
(v,e+1) (v,e+1) (v,e+1) (v,e+1) (v) % g% .
USPS_ONE7mE:)1,07G7SKSPS-ABO,H’VKSPS—ONE,G’VKSPS—ABO,H’mL+1,07h s ] (Flg. B.15).

)

We will argue that the programs Py and P, are functionally equivalent, so that, by the security of ZO
Claim [B:29 holds. First of all observe that the constants hardwired in both the programs are identically
generated. Clearly, the inputs on which the outputs of the programs Py and P; can possibly differ are
those corresponding to (h,:) = (h*,¢ + 1). For inputs corresponding to (h*,¢ + 1), let us consider the
following two cases:

I (my = mf:-)Lo): In this case, using the correctness [Properties and of the splittable
signature SPS described in Definition [2.6] it follows that for both programs either o =*-" or a =‘E".
Now, if @ =‘-’, then both programs output L. On the other hand, if @ =‘FE’, then Fy outputs the
signature ogps our = SPS.Sign(SKgPS,a,mOUT) = SPS.Sign(SK;PS,EmOUT), which is the same signature
that P; is programmed to output in this case. Thus, both programs have identical outputs in this
case.

(1) (my # m51)1,0)5 In this case, we use the correctness [Proper of SPS described in Definition

to conclude that oo #‘E” and correctness [Properties|(i)|and |(iv)[ of SPS confirms that either o =‘-" or

a =‘F’. Now, if a=*‘-", then both programs output L as earlier. Otherwise, if « =‘F”, then Py outputs

Osps,our = SPS.Sign(SK{ps o, Mour) = SPS.Sign(SKéFS’F,mOUT), which P; is programmed to output in
this case. Therefore, both programs are functionally equivalent in this case as well.

O

Claim B.30. Assuming SPS is a splittable signature scheme satisfying ‘splitting indistinguishability’, for
any PPT adversary A, for any security parameter \, |Adv£2’”_1’3’L ’6)(/\) - Advfg’y_l’g’L ’7)()\)| < negl(X)
for some negligible function negl.

Proof. Suppose there exists a PPT adversary A for which |Adv£2’”_1’3’/’6)()\) - Advff’y_l’g’u’n()\ﬂ is non-
negligible. Below we construct a PPT adversary B that breaks the splitting indistinguishability of SPS
using A as a sub-routine.

e 13 initializes A on input 1* and receives a challenge signing attribute string z* = . Tpe_q € Xopre
with |z*| = ¢* from A.

e Upon receiving x*, B proceeds as follows:
1. B first generates HK & SSB.Gen(1*, ngspnix = 2*,i* = 0) and computes h* = Hyy ().

2. Then, B selects a PPRF key K & F.Setup(1?).
3. After that, B computes 7%, = F(K, (h*,£*)) followed by (SKj, VKue) = SIG.Setup(1*;7%,,).
4. B returns the public parameters PP,gs = (HK, ZO(Verify.Prog, ,[K])) to A.

e For 1 € [Gxry], in response to the 7' signing key query of A corresponding to TM M e M, with
M (z*) =0, if n # v, then B proceeds exactly as in Hybg 1 3,/ 6, While if = v/, then B proceeds
as follows:

1. B first selects PPRF keys K\, K" K" k) kY KO & FSetup(1}).

sps,A’ “*sps,B? " tsps,E T sps,
2. Next, it generates (PP%)C7wéu)7STORE((JV)) & ACC.Setup(1*, nscomx = 2) and (PPI(vf’gméV)) &
ITR.Setup(1*, nypp = 2*).
3. Then, B creates the punctured PPRF keys KS(I’:S) 5
K)o {00+ 1)} & FPuncture(KY) o, (7,0 + 1)).

4. Next, it sets mgjg = (v(()”), q(()”), w(()"), 0). For j =1,...,¢t+ 1, it iteratively computes the following:

(h*,0+1)} & F.Puncture(K")

sps, B

(h*,14+1)) and

- AUXE—U) = ACC.Prep-Write(PPF'{%, STOREg-V_)l, j—1)
(v)

— w”) = ACC.Update(pPi, w”), at_y,j — 1, aux\")
- STORE;V) = ACC.Write—Store(PP%)c, STOREg»V_)l,j —1,25,)
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- UJ(V) = ITR.Iterate(PPI(rI”‘]%,fuj(zli)17 (q(()”),w(u) 0))

-1
It sets mEfLO = (Ufi)p qé"), wfi)h 0).

5. After that, B sends mfi)l,o as the challenge message to its SPS splitting indistinguishability chal-

] ~ * * * *
lenger C and receives back a tuple (Usps-ow ) Vs oner SKps asos VKps ano), Where
M40
: * * * * o
— either (UQPQ_ONE > VEsps.ones SKspsapo> VKgps ano) =
Rl 41,0
(GSPS'ONExmffLo’ VKsps-ones SKsps-apos VKsps-apo)
* * * * _
- or (USP&ONE m®) VKspg-ongs SKsps-apos VKSPS—ABO) -
41,0
/ /
(O-SPS—ONE,mE:)l o’ VKsps-ongs SKgps-apo» VKSPS—ABO)
8 H (v) /
such that (‘75;,5_01%‘,7,1(:_)1 o VKsps-one, SKsps-anos VKsps-ano) <= SPS.Split(SKsps, mL+1,0)’ (O'SPQ_ONF m)

1+1,0
$ . . .

VK ps o SKeps.anos VKaps.ano) SPS.Slet(SKgPS,mfi)l’o), SKgps and SK.,, being two independently

generated signing keys for SPS.

6. B gives A the signing key

SKaps{M ™)} =

) @)

HK, PP, w] (V) pp)  (v)

, STORE( ", PPrrg, Vg 7,

IO(Init—SPS.Prog[qéy),wéy), v(()u), KS(;'S)E (h*, e+ 1)}]),
TO(Accumulate.Prog®* ¥ [y pi = 24, 1K, PPiws, PP, KU L {(R%, 0+ 1)},
Ks;%),F (h*’ L+ 1)}’ U;,S_ONE’m(:) 0’ SK:PS—ABO7 VK:PS—ONE,? VK:PS-ABov mfi)u), h*v Z*]),
ZO(Change-SPS.Prog ™V [K ) 1 K 5 KG) p (W, + D)} KL o {0+ 1)} Vi o
VK;tPS—ABO7 h*v éﬂ)?
TO(Constrained-Key.Prog(L.[M ), T = 2, ¢*@) ppl) pp) K KM ... KW, Ks(:s),m
K g, )

e For 0 € [Gsiex], in reply to the O signature query of A on message msgl®) € M,,s under attribute

string x*, B computes Uélec) & SIG.Sign(§I?* O ©)

e, msg(@) and provides A with oyns = (VKag, 08id)-

e Finally, A output a signature o}, on some message msg* under attribute string =*. B outputs W =1as
its guess bit in its SPS splitting indistinguishability experiment if A wins, i.e., if ABS.Verify(PP,pg, 2*,
msg*, 0%,¢) = 1 and msg* # msg(®) for any 6 € [Gsiex]. Otherwise, B outputs ¥ = 0 in its SPS splitting
indistinguishability experiment.

VK

— /
SPS—ABO) - (USPS—ONE,mE:_)l o’ VKsps-ongs SKgpg_apos

Notice that if (o* w VK
SPS-ONE,m, "}
!

spsapo), then B perfectly simulates Hyb,, 3, 6. On the other hand, if (o*

SPS-ONE,m

* *
SPS-ONE? SKSPS-ARO I

*
VK (O VKgps-ongs

t+1,0

SKihs anos VEipsano) = (Usps-om,mfflo’ VKsps-ongs SKsps-ao, VKsps-apo), then B perfectly simulates

Hybg,,, _1,3,/,7- This completes the proof of Claim [B.30] O

Claim B.31. Assuming ZO is a secure indistinguishability obfuscator for P/poly, for any PPT adversary
A, for any security parameter A, |Adv§2”'71’3’L ’7)()\) - Adv&?"yil’s’L ’8)()\)| < negl(\) for some negligible
function negl.

Proof. The only difference between Hybg ,,_; 3 . 7 and Hyby ,_; 5,/ 5 is the following: In Hyb, ,_; 5,/ 7, B
includes the programs ZO(Py) and ZO(F;) within the v signing key returned to A, while in hybgy ,_ 5,/ g
it includes the programs ZO(P;) and ZO(Py) instead, where

— Py = Accumulate.Prog®" ¥ [nggy i = 2%, 1K, PP, PP, KD p{(h%, 0+ 1)}, K5 o (0,0 + 1)),
(7+1) (’+1) (’+1) (7+1) () * 3
Js;ISfONE,m(V) G’SKS?;ABO,G’VKS?S€ONE,G7VKS:;ABO,G7mL:1,O’h 78*] (Flg. B.15

t+1,0°
L v v v * v * vae=1 vi+1
- P(S = Change—SPS.Prog(S’ ’1)[K§PS),A7 Kvsfps),B7 Kgpg,E{(h ,L—l—l)}, KS(PS),F (h 7H_l)}ﬂVKgpsfole,G7VKgpszB()),G7
h*, ¢+ (Fig. [B13),

- P = Accumulate.Prog(3’L/’4) [Ngspopix = 2)‘,HK,PP&”C)C,PPI(}Q,Kégng{(h*,L + 1)},K£:3F{(h*,a + 1},

v,i+1 v,e+1 v % % .
SKgPS,JCrJ )7VKéps,JCr¥ )7m5+)1,07h ,0*] (Fig. 7

— P| = Change-SPS.Prog®*2[K{) \ K)o K&) p{(h* 0+ 1)} ESL o {(h7 e+ 1)} ve( g he, )
(Fig. [B.17).

b
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We will argue that the programs Py and Pp, as well as , the programs Pj and Pj are functionally
equivalent, so that, by the security of ZO Claim follows. First consider the programs Py and P;.
Clearly the only inputs on which the outputs of the two programs can possibly differ are those corre-
sponding to (h,i) = (h*,¢) and (h,i) = (h*,¢ + 1). Now, for inputs corresponding to (h*,:), the outputs
of the two programs are identical due to the correctness [Property of the splittable signature SPS
(v,e+1)
SPS-ONE,m

described in Definition and the fact that the hardwired signature o W and the all-but-one

t+1,0°
(v,04+1)

signing key SKg,¢ 154  used by the program Fy for inputs corresponding to (h*, 1) are obtained by running

SPS.SpIit(SK_g:;gl)7mfi)l,o), while the hardwired signing key used by P; in this case is SKS(;;E). Simi-

larly, for inputs corresponding to (h*, ¢ + 1), the outputs of the two programs are also identical because

of the correctness [Properties and [(vi)] of SPS and the fact that the hardwired one and

all-but-one verification keys used by the program P, for inputs corresponding to (h*, ¢+ 1) are generated
by running SPS.Sp“t(SKg’;Zl), mgi)lyo), while the hardwired verification key used by the program P; in

this case is VKggéLgl), which is the matching verification key of SKégéLgl). Hence, the two programs are

functionally equivalent. The same type of argument holds for the programs P} and P;. O

Claim B.32. Assuming F is a secure puncturable pseudorandom function, for any PPT adversary A, for
any security parameter X, \Advfg’”_l’?”L ’8)(>\) — Advfg’”_l’?”L ’9)()\)| < negl(\) for some negligible function
negl.

Proof. The proof of Claim [B:32]is analogous to that of Claim [B.25 with some appropriate modifications
that are readily identifiable. ]

Claim B.33. Assuming ZO is a secure indistinguishability obfuscator for P/poly and F satisfies
the correctness under puncturing property, for any PPT adversary A, for any security parameter A,

|Adv£2’y_1’3’b/’9) (\) — Advfg’u_l’g’u’w)()\ﬂ < negl(A) for some negligible function negl.

Proof. The proof of Claim [B:33] is similar to that of Claim [B:24] with some appropriate modifications
which are easy to find out. a
O

Lemma B.7. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, and SPS is a secure splittable signature scheme satisfying VKgsps.onxg -
distinguishability’, “VKgps.apo tndistinguishability’, as well as ‘splitting indistinguishability’, for any PPT
adversary A, for any security parameter X, |Adv52’ufl’3’(e*71),)(/\) — Advf’yil’zl)(/\)\ < negl(\) for some
negligible function negl.

Proof. The proof of Lemma [B.7]is similar to that of Lemma with certain appropriate changes which
can be readily determined. O

Lemma B.8. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, ACC is a secure positional accumulator possessing the ‘indistinguishabil-
ity of read setup’ as well as ‘read enforcing’, and SPS is a secure splittable signature scheme satisfying
VKgsps-ong tndistinguishability’, VKsps.apo indistinguishability’, as well as ‘splitting indistinguishability’,
for any PPT adversary A, for any security parameter X, |Adv£2’”71’4)()\) - Advf’"71’4’()/)()\)| < negl(})
for some negligible function negl.

Proof. In order to establish Lemma we consider the following sequence of intermediate hybrid ex-
periments between Hyb, ,_; 4 and Hyb, ,,_4 4 o/

Sequence of Intermediate Hybrids between Hyb, ,,_; 4, and Hybg ,_; 4 o

Hybg ,,_1,4.1: This experiment coincides with Hyb, ,_; 4.

Hybg ,,_1,4.11: This experiment is identical to Hybg,_; 41 except that in response to the v*h signing

key query of A corresponding to TM M) € My with M) (z*) = 0, B executes the following steps:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator
and the iterator as in Hybg ,_; 4.
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2. Then, it creates the punctured PPRF keys Ks(gg’A{(h*,ﬁ* 0)} & Puncture(Ks(Pb)A, (h*,£*,0)) and
K ol 07,00y & FPuncture(KY) . (h*,47,0)).
3. After that, it computes r(" = F(KY)  (h*, ¢*,0)),r0) = F(k)

sps,C T Sps, A ) sps D sps,B»

(v,0)
sps,C

(h*,£*,0)), and forms (SK

VKo VK&;O%EJ c> = SPS.Setup(1*; i) (SKgpi b VK bs VE iy, p) = SPS.Setup(1%:r{p).
4. Next, it sets m = (v (”), q(()”), ) ,0). For j =1,...,0* it iteratively computes the following:
— AUX ACC Prep- Wrute(PP,(w)C, STOREEV)l,j —1)
(.") ACC. Update(PP(Ac)C, ](”)1,35; 1,J —1,AUX ; ))
- STORE(") ACC. erte—Store(PPE\C)c,STOREgy)l, = 1,25 )
o) = |TR.|terate(pp§ﬁZ7 v (g8 w0, 0))

It sets mé*)o =@, ¢, Wi, 0).

5. Tt gives A the signing key

SKABS{M(V)} =

K, PP, wi”, sTore, ppi), o8,

ZO(Init-SPS.Prog|[qq (V) (()V) @) KS(II:S)E])
(’)(Accumulate.Prog[nssB sk = 27, HK, PPI(XI(I“)(WPPI("?FZ? Ks(:s) gl

ZO(Change-SPS.Prog*V[K, S(PS)A (h*,£*,0)}, K. ;’53{(h* 5,0)}, KspsE, éPsé,SKgf};,mE’i?@, ;
h ),

ZO(Constrained-Key.Prog(LOH [M ™) T = 22, () PPy, PP{[), K, Kfy)a - ~7K,(\V)a

) . ) « % v,0 v,0 * %

KFEPS),A (h 76 )} PS)B (h e )}7VKéPs,é’VKgPS,)D’h ’é ])

where the programs Change—SPS.Prog(4’1) and Constrained-Key.Prog%’f’l) respectively are the modifi-

cations of the programs Change—SPS.Prog(4) and Constrained—Key.Progf&s)S (Figs. and i and are
depicted in Figs. and

Constants: Punctured PPRF keys Kgps, a{(h",0%,0)}, Kss,B{(h™,£",0)}, PPRF key Kgs, g, Signing keys skc, SKp, Mes-
sage mgx o, SSB hash value of challenge input h*, Length of challenge input £*

Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value h, Length £\p, Signature ogpsx
Output: Signature ogps our, or L
1. (a) Compute reps,. g = F(Kesps, 25 (R, bixe) s (SKsps, 25 VKsps, B> VKsps-res, E) = SPS.Setup(1*; reps, ).
(b) Set m = (v, ST, w, 0).
(c) If SPS.Verify(VKsps, £, M, Osps,v) = 0, output L.
2. (a) If (h,lnp) # (R™,£7), compute Teps, 4 = F(Ksps, a{(h",€,0)}, (h, lixr, 0)), (SKsps, A, VKsps, A s VKsps-ry, A) =
SPS.Setup(1*; 7sps, 4 )-
Else, set SKgps, 4 = SKc'-
(b) 1f (hv ZlNl’) # (h*7£*)7 compute Tsps, B = ]'—(KSPS,B{(h*, L, O)}7 (h7 Lixp, O))7 (SKSI’S‘Bv VKsps, B VKSI’S—KhJ,B) =
SPS.Setup(1*; reps, ).
Else, set SKsps, B = SKp -

(c) If [(h, lixp) = (R, €7)] A [m # my= o], output ogpsour = SPS.Sign(SKsps, B, m).
Else, output ogpsour = SPS.Sign(SKsps, 4, m).

Fig. B.18. Change-SPS.Prog*)

Hybg ,, 1 4.111: This experiment is analogous to Hyby, ,,_; 4 17 with the only exception that while construct-

(v,0) (v,0)

ing the v signing key queried by A, B selects Tsps.c0 Tsps, D & Vpprr, 1-€., in other words, B generates

(v,0)
sps,C

(v,0)
sps,C"

(v,0)
SPS-REJ,C'

(v,0) (v,0)

: , 0 s
(sK VK VK ), (s, v, VD ) € SPS Setup(1Y).

Hybg ,, 1 4.1v: This experiment is similar to Hybg,_; 41 except that in response to the vt signing

key query of A corresponding to TM M) € M, with M(”)( *) = 0, B executes the following steps:

1. It first generates all the PPRF keys as well as the public parameters for the positional accumulator
and the iterator as in Hybg , 1 4 q11-
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Constants: TM M = (Q, Zie, Zmes, 0, 90, gacs qres), Time bound T = 22, Running time on challenge input ¢t*, Public

1.
2.
3.

parameters for positional accumulator PP,cc, Public parameters for iterator ppPir, PPRF keys K, K1,..., Kx,
Punctured PPRF keys Kgps, a{(h™,£",0)}, Kes,{(h™,£*,0)}, Verification keys VK¢, VKp, SSB hash value of

challenge input h*, Length of challenge input £*

Inputs: Time ¢, String SEEDyy, Header position POSy, Symbol syM;y, TM state sT\y, Accumulator value w;y, Accumulator
proof mace, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length £y, Signature ogpg iy

Output: CPRF evaluation F(K, (h, ip)), or (Header Position POSoyr, Symbol SYMour, TM state STour, Accumulator value
wour, Iterator value voyr, Signature ogps our, String SEEDgyr), or L

Identify an integer 7 such that 27 <t < 2771, If [PRG(SEED\) # PRG(F (K, (h, fwr)))] A [t > 1], output L.

If ACC.Verify-Read(PP,cc, Wiy, SYMy, POSiy, Tacc) = 0, output L.

(a) If (h,lixp,t) # (h™,€%,1), compute reps, 4 = F(Ksps, a{(h™,£",0)}, (h, bip, t — 1)), (SKsps, A, VKsps, A5 VKspsorey, 4) =
SPS.Setup(1*; 7gps, 4 )-
Else, set VKgps, a4 = VKC.

(b) If (h, e, t) # (™, £",1), compute res, B = F(Ksps, s {(h*,£€%,0)}, (h, bixp, t — 1)), (SKsps, B» VKsps, B> VKsps-rey, B) =
SPS.Setup(1*; 7sps. 3)-
Else, set VKgps,B = VKp.

(c) Set my = (v, STy, Wiy, POSy) and a =*-".
(d) If SPS.Verify(VKgps, A, Min, Ospsn) = 1, set a0 =A’.
(e) fla=-"TA[t>t")V (h#h")V (bnp # £7)], output L.
Else if [o0 =‘-"] A [SPS.Verify(VKsps, B, M, Osps,iv) = 1], set o =B,
(f) If « =", output L.

4. (a) Compute (STour, SYMour, 3) = 8(STi, SYMyy) and POSgur = POSyy + .

5

6.

(b) If STour = gy, output L.
Else if [STour = qac] A [« =‘B’], output L.
Else if SToyr = gac, perform the following:
(I) Compute rgc = .7:(K, (h, bie)), (SKsic, VKSIG) = SIG-SetUP(]-)\; TsiG) -
(IT) Output (SKsia, VKsia)-

. (a) Compute woyr = ACC.Update(PPycc, Win, SYMour, POSiv, AUX). If weyr = L, output L.

(b) Compute voyr = ITR.Iterate(PPirg, vix, (ST, Win, POSKy)).
(a) Compute rly 4 = F(Ksps, a{(R",£*,0)}, (h, lise, £)), (SKlps, a4+ VElps 4> Vi psnes, a) = SPS.Setup(1*; 1l 4).
(b) Compute TéFS,B = ]:(KSPS,B {(h* ’ o ) O)}; (h; le\‘P) t))) (SK;PS,B’ VK;PS,B’ VK;PS—REJ,B) = SPS'SetUP(lx; TS/‘PS,B)'
(C) Set mour = ('Um s STout; Wour, PObol‘T)-

Compute Osps.our = SPS. Slgn('iKSIS s Mour)-

7. ft+1= o7’ , for some integer 7', set SEEDour = F (K ./, (R, bip)).-

8.

Else, set SEEDoyr = €.
Output (pOSOLT7 SYMour, STour, Wour, Vour, Tsps,0uTs SEEDU[T)-

Ll

[=p}

Hybg 1 4.v: In this experiment, in response to the v™

Fig. B.19. Constrained-Key.Prog{L%"

Then, it creates the punctured PPRF keys Ké;’;A{(h*,E*,O)} & F.Puncture(K, 5}1:5 4 (h*,£5,0)) and

K sl 07,00y & FPuncture(KS) . (h*,£7,0)).

After that it forms (SK&?QO)C, VK&?Z’O)C, VKéZ;OP){EJ c

Next, it computes mﬁi’? (Uéf)ﬂ(()y) wéf)ﬂ) just as in Hybg , 1 4qi1-

. (,0) (»,0)
After that, it creates (asPb oxem ), O , VKgr, oNE.C

(v,0)
sps,D>

.0
), (SK VK;ZS}),

SPS-REJ, D

Sps-ABO,C"? SPs-ABO,C' sps,C"

V20 Y & SPS Setup(1*).

sk(%?) vk0 )& sps. Splut(SK”O) mff:))

(v,0) (v,0) (,0)
and (USPS—ONE,mzz)‘O,D’ VKSPS—ONE,D7 SPS-ABO,D?

VEY o p) < SPS.Split(s(),, mi)).

SK SPS-ABO,D sps,D>

. It gives A the signing key

SKaps{ MW} =

HK PPE\Z)C,w(()”) STOREéV) PPI(T”Q,U(()”),

ZO(Init-SPS.Prog[¢"), w v Ks(pus)ED
IO(AccumU|ate-Prog[nSSB—BLK = 2% HK, PPz(\lé)Ca PPI(Tlga Ks(:b),E])’

v * )k v * % v v,0
IO(Change'SPS'PrOgM,Q)[ngPs),A{(h 7€ ) )}7 SPS,B{(h 76 ’0)} Kb(Pb)E7 s(Ps—())NE,m(")

)
e,0C

v,0 v % %
SKEPS ?ABO D?mé*)oah 78 ])a

ZO(Constrained-Key.Prog( LoV M) T = 2X +() pp). pp) K, K{”), el Kf\”),
v EINES EIES v,0 v,0 ERNES
K& 00,00y, K (b0, 0) ), v &b, v (0, e, 7))

sps,C" sps,D>

where the program Change-SPS.Prog!*?

(Fig. B.18)) and is shown in Fig. [B.20

is an alteration of the program Change-SPS.Prog

(4,1)

signing key query of A corresponding to TM

M®™) € My, with M®)(z*) = 0, B generates all the components as in hybg ,,_1,4.1v, however, it hands A
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Constants: Punctured PPRF keys Kgps a{(h™,£",0)}, Keps,{(Rh™,£",0)}, PPRF key Ky, £, Signature o¢, Signing key SKp,
Message mgx o, SSB hash value of challenge input h*, Length of challenge input £*
Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length £, Signature ogpsn
Output: Signature ogps our, or L
1. (a) Compute rsps, g = F (Ksps, 2, (N, ixe), (SKsps, 5 VKsps, B, VKspsores, B) = SPS.Setup(lA; Tsps, )+
(b) Set m = (v, ST, w, 0).
(c) If SPS.Verify(VKsps, £, M, Osps,v) = 0, output L.
2. (a) If (h7Z]NP) # (h*7£*)) compute rsps, A = ]:(KSPS,A{(h*7€*7 0)}7 (h7Z]NP7 0))7 (SKSPS,A7 VKsps, A, VKSPS—REJ,A) =
SPS.Setup(l)‘; Tsps, A)-
(b) If (h7 Z!NP) # (h*’ Z*)» compute rsps, B = 'F(KSPS,B{(h*7 ", O)}7 (h7 Lixp, 0))7 (SKSI’S,Bv VKsps, B, VKSI’S—Y{hJ,B) =
SPS.Setup(1*; 7sps. 3)-
Else, set SKsps,B = SKp.
(c) If [(h, bixw) = (R™,£")] A [m # myx o], output ospsovr = SPS.Sign(SKsps, B, m).
Else if [(h, by = (h",£%)] A [m = myx o], output ospsour = 0.

Else, output ogpsour = SPS.Sign(SKsps, 4, mM).

Fig. B.20. Change-SPS.Prog(*?

the signing key

SKaps{M ™)} =

v v v v v
HK, PPI(\C)LH ’LU(() ), STOREé )7 PPI(sz, ’U(() )7

IO(Init—SPS.Prog[qéu), w(()u), ’U((JV), KS(ES)E]),

TO(Accumulate.Prog[nsss px = 2*, HK, pp). PPl K&)E])’
ZO(Change-SPS.Prog " [KG 4 {(h*, 0,00} K p{ (.0, 0)} K5 o) :

SPS—ONE,méz)O,C ’

v,0 v % %
SK&PS-/)\BO,D7mg*7)O7h a£ ])7
TO(Constrained-Key.Prog( L,V [M ™), T = 2, @) ppll) pp() K KW ... K",

ABS

K8 {0,005, K8 (0, 00,001, V(D) o vk ) e 7))

SPS-ONE,C"?

The rest of the experiment is analogous to Hybg , 1 4 1v-

Hybg ,,_1,4.v1: In this experiment, in response to the vth signing key query of A corresponding to TM
M®) € M, with M®)(2*) = 0, B creates all the components as in hybg ,_1.4.v, however, it hands A the
signing key

SKCPRF{M(V)} =

v v v v v
HK, PPF\C)(;, ’LU((J ), STOREé )7 PPI(rl‘pE, U(() )7

IO(Init-SPS.Prog[q(()”), w(()"), v(()y), KS(PVS)E]),

ZO(Accumulate.Prog[ngss px = 22, HK, PP&Z)C, PPI(}Q, Ks(rl,'g) 5D

v P/EY v * )k v v,0
TO(Change-SPS.Prog ™ [K ), {(h*, €%, 0)}, KG) p{ (0", 0,0}, K 0™ ) ]
E D1 00

v,0 v * Pk
SK{ ) o, ps 4 g0 B 7)),
TO(Constrained-Key.Prog L0V [M ™), T = 2X ) pp(Q). ppt) K, K. KW,
v ERNES v EINES v,0 v,0 B/
KSSPS),A{(h 76 70)}7Ks(p;3{(h 76 70)}7VK( ) wah 76 ])

SPS-ONE,C'?

The rest of the experiment is similar to Hybg ,_; 4 v-

t

Hybg 1 4vi: In this experiment, to answer the v b signing key query of A corresponding to TM

M®) € My with M®)(z*) = 0, B generates all the components just as in Hybg , 1 4.v1, but it provides
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A with the signing key

SKABS{M(V)} -
K, PP, wi, sTorEY), PP, 08

ZO(Init-SPS.Prog|q, &) (V) U(()V)st(st)E])
I(’)(Accumulate.Prog[ns,SB_BLK = 2%, HK, PP, PP{[7, Ks(:s) el);

zo<Change-SPs.Prog<4’2>[Kﬁss?A{(hw* 0}, KG p{(h, €, 01 K§ g )

)
00 ’

(v,0)
SKsPs ABO,D” mé* ,00 h* Z*])

TO(Constrained-Key.Prog! Lo [M ™) T = 2X #*() pp ppi) K, K(V) .. ,K(V),
K (0,00 K {060 Vg 0 VK ol )

SPS-ONE,C" SPS-ABO,D?

where the program Constrained—Key.Prog&‘f’” is a modification of the program Constrained-Key.Prog

(Fig. ) and is shown in Fig. The rest of the experiment is analogous to Hybg ,_; 4 y1-

(1,0,1)
ABS

Constants: TM M = (Q, Zwe, Zuare, 0, 90, gac, qrey ), Time bound T = 2>‘7 Running time on challenge input t*, Public
parameters for positional accumulator PP,cc, Public parameters for iterator PP, PPRF keys K, K1,..., K,
Punctured PPRF keys Kgps a{(h",£",0)}, Kes, {(h",£",0)}, Verification keys VK¢, VKp, Message mgx o, SSB
hash value of challenge input h*, Length of challenge input £*

Inputs: Time ¢, String SEED;y, Header position POSy, Symbol SYM;y, TM state sT\y, Accumulator value w;y, Accumulator
proof mscc, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length £, Signature ogsps iy

Output: CPRF evaluation F(K, (h, fip)), or (Header Position POSoyr, Symbol SYMour, TM state STour, Accumulator value
wour, Iterator value voyr, Signature ogps our, String SEEDyr), or L

1. Identify an integer 7 such that 27 <t < 27T, If [PRG(SEED) # PRG(F (K, (h, fiw)))] A [t > 1], output L.

2. If ACC.Verify-Read(PPycc, Win, SYMy, POSiy, Tacc) = 0, output L.

3. (a) If (hyél\ll’v t) # (h*7€*7 1)» compute 7gps A = f(Ksps,A{(h*,é*,o)}, (h, e, t — 1))7 (SKSPS,A7 VKSPS,AvVKSPS-I{PIJ,A) =

SPS.Setup(1*; 7gps, 4 )-
Else, set VKgps, a4 = VKC.
(b) It (h1 Lixes t) # (h*, e, 1)7 compute rgps B = f(Kst,B{(h*yz*, 0)}7 (h, Lip, b — 1))7 (SKSPS,BvaSPS,By VKS.PS—REJ,B) =
SPS.Setup(1*; 7sps. 3)-
Else, set VKgps,B = VKp.
(c) Set my = (v, STy, Wiy, POSy) and a =*-".
(d) TIf SPS.Verify(VKsps, A, M, Ospsin) = 1, set o =‘A’.
(e) If [a=""1A[(t >t")V (h#h")V (b # £7)], output L.
Else if [0 =*-"] A [SPS.Verify(VKsps, B, Min, Osps,iv) = 1], set o =*B".
(f) If @ =‘-’, output L.
4. (a) Compute (STour, SYMour, ) = 8(STi, SYMy) and POSgur = POSyy + .
(b) If STour = gy, output L.
Else if [STour = qac] A [ =B’], output L.
Else if STour = qac, perform the following:
(I) Compute rge = F(K, (h, lie)), (SKsigs VKsic) = SIG.Setup(lA; Tsig) -
(IT) Output (SKsia, VKsia)-
5. (a) Compute woyr = ACC.Update(PPacc, Win, SYMour, POSiy, AUX). If woyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPip, vix, (STix, Win, POS|y)).

6. (a) Compute iy 4 = F(Kses, a{(h*,£*,0)}, (h, lixe, £)), (SKlps, > VElps 4> Viipspes a) = SPS.Setup(1*; 7l 4).-
(b) ComPUte T;vs,B = }-(KSPS,B {(h* ’ e ) 0)}1 (h! Zlﬂ” t))1 (SK;ps,B7 VK;I’S,B ? VK;I’SfIU-LI,B) = SPS'SEtup(lk; T;PS,B)'
(C) Set mour = (UOU'I'7 STour, Wour, POSOL'I')-

If [(h, €ixe, t) = (R*, €%, 1)] A [muy = myg= o], compute ogps our = SPS.Sign(SK;PS,A, Mour)-

Else if [(h, fp, t) = (", €%, 1)] A [mux # mygx o], compute ospsovr = SPS.Sign(SK;PS,B, Mour)-

Else, compute osps ovr = SPS-Sign(SK;ps,a ;s Moy r)-

7

7. If t +1 =27, for some integer 7', set SEEDour = F (K, 7, (h, lip)).
Else, set SEEDoyr = €.

8. Output (POSOL'T7 SYMout, STout, Wour, Vour, Osps,0uTs SEEDOL‘T)~

Fig. B.21. Constrained-Key. Prog(1 02)

Hybg ,,_1 4y In This experiment is the same as Hyby ,,_ 4 yyp with the only exception that while creat-

ing the v*" signing key queried by A, B generates (PPE\VC)C, () STORE(() ) & ACC.Setup-Enforce-Read(1?,

Mace-BLk = 2/\7 ((1‘6,0), SRR ('TZ*—NE* - 1))7i* = 0)'

Hybg ,,_ 1 4.1x: In this experiment, to answer the v*h constrained key query of A corresponding to TM
MW € M, with M®)(2*) = 0, B generates all the components just as in hybg ,,_1 4-vi11, however, it gives
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A the signing key

SKABS{M(V)} =
HK, PP, wé”), STOREE)V)7 ppY). v(()")7
IO(Init—SPS.Prog[q(()”), w(()"), v(()y), s(st)E])’
ZO(Accumulate.Prog[ngss pix = 2, HK, PP,%)C7 PPI(}Q, KS(;)E]),
4,2 v * )k v % )% v v,0
TO(Change-SPS.Prog“? [K() , {(h*, 0%,0)}, K§) p{(h*, 07,00}, K& ., ips-gm,m;z{o,c’ 7
v,0 v * %
SKéPS—}\BO,D’ mg*,)()a h 76 ])a
TO(Constrained-Key.Prog(L0¥ [M ™), T = 23 @) ppl¥) pp() K, KW ... K"),
v * % v * % v,0 v,0 v * )%
Ksps),A{(h 76 70)}7K£P3),B{(h 7€ ’0)}7VK§(‘PS—())NE,C7VKgPS-I)\BO,D’mé*,)()’h ’£ D
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(1,0,3)

(1,0,2)

where the program Constrained-Key.Prog, ;" is a modification of the program Constrained-Key.Prog, /.
(Fig. |B.22) and is shown in Fig. The rest of the experiment is analogous to Hybg , 1 4 virr-

Constants: TM M = (Q, Zwe, Zrare, 0, 90, gacs qrey ), Time bound T = 27, Running time on challenge input t*, Public
parameters for positional accumulator PP,cc, Public parameters for iterator PPz, PPRF keys K, K1,..., Ky,
Punctured PPRF keys Kgps a{(h",£",0)}, Ksos, {(h™,£",0)}, Verification keys VK¢, VKp, Message mgx o, SSB
hash value of challenge input h™, Length of challenge input £*
Inputs: Time ¢, String SEED;y, Header position POS;y, Symbol syMm;y, TM state STy, Accumulator value w;y, Accumulator
proof mace, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length £, Signature osps iy
Output: CPRF evaluation F(K, (h, fip)), or (Header Position POSoyr, Symbol SYMour, TM state STour, Accumulator value
wour, Iterator value vour, Signature ogps our, String SEEDyr), or L
1. Identify an integer T such that 27 <t < 27!, If [PRG(SEEDy) # PRG(F (K., (h, we)))] A [t > 1], output L.
2. If ACC.Verify-Read(PP,cc, Wiy, SYMiy, POSiy, Tacc) = 0, output L.
3. (a) If (hv Line t) # (h*v e, 1)-, compute reps A = ]:(KSI'S,A{(h*» £*, 0)}1 (h, e, t — 1)), (SKSI‘S,Ay VKsps, A 5 VKSPS—RE,I,A) =
SPS.Setup(1*; Tgps, 4 )-
Else, set VKsps, 4 = VKC'.
(b) If (h, Lixp, t) # (h* AN 1)’ compute rgps, B = ]:(KSFS,B{(h*ye* s 0)}’ (h, Lixp, T — 1))7 (SKSPS,B7VKSPS,By VKSPS—REJ,B) =
SPS.Setup(lA; Tsps, B )-
Else, set VKgps,B = VKp.
(c) Set my = (v, STy, Wiy, POSy) and o =*-".
(d) If SPS.Verify(VKgps, A, Min, Ospsn) = 1, set a0 =A".
(e) fla=-"TA[t>t")V (h#Rh")V (bnp # £7)], output L.
Else if [0 =¢-"] A [SPS.Verify(VKsps, B, M, Osps,iv) = 1], set o =B,
(f) If @ =", output L.
4. (a) Compute (STour, SYMour, 3) = 8(STi, SYMyy) and POSgur = POSiy + .
(b) If STour = QGrus, output L.
Else if [STour = qac] A [« =‘B’], output L.
Else if [STour = qac] A [a = A’ ] A [(h, bie) = (™, £€")] A [t < 1], output L.
Else if STour = gac, perform the following:
(I) Compute rge = F(K, (h, ir)), (SKsics VKsic) = SIG.Setup(lk; Tsig) -
(IT) Output (SKsic, VKsia)-
5. (a) Compute woyr = ACC.Update(PPycc, Win, SYMoyr, POSiy, AUX). If woyr = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, vy, (STix, Win, POSKy)).
6. (a) ComPUtC T;PS,A = }—(KSPS,A{(h*7 e ) 0)}7 (h7 ZINPy t))v (SK;}’S,A7 VK;PS‘A7 VK;}’S—HHJ,A) = SPS'SEtup(lk; T;PS,A)'
(b) ComPUte T;FS,B = ]:(KSPS,B {(h* ) e ’ O)}a (ha ell\'l’a t))a (SK;PS,B’ VK;PS,B ’ VK;PS—REJ,B) = SPS'SetuP(lk; Ts"Ps,B)'
(C) Set mouvr = (UOUTa STour,; Wour, POSDL‘T)~
It [(h1 Lixe,s t) = (h* A 1)] A [mlN = m[*,O]v compute Osps our = SPS-Sign(SK;ps’A» mO[]T)-
Else if [(h, fixp, t) = (R, £, 1)] A [mu # mygx o], compute osps.ovr = SPS.Sign(SK{ g, Mour)-
Else, compute ogps,ovr = SPS'Sign(SK;ps_av Mout )
7. t+1= 27'/7 for some integer 7', set SEEDour = F (K, 7, (h, fup)).
Else, set SEEDoyr = €.
8. Output (POSour, SYMour, STour, Wours Vour, O $ps,0UT SEEDULT)-

(1,0,3)
ABS

Fig. B.22. Constrained-Key.Prog

hybg ,,_1,4.x: This experiment is identical to Hyby ,_; 4 1x with the only exception that while construct-

ing the v*" signing key queried by A, B forms (PP,(JZJ)C7 w(()y), STORESV)) & ACC.Setup(1*, nyconx = 2*).

Hybg ,,_1,4.x1: In this experiment, in response to the vt signing key query of A corresponding to
T™ M®) € M, with M®)(z*) = 0, B creates all the components as in Hybg ,_1 4. x except that it

(v,0) (v,0) v,0) (v,0) $ ; (v,0) ()
does not generate (ngq-oma W s VKgps one. D SKspsano, D VEspa-aro.p) < SPS.Slet(SKSPS’D,th) and
SbS Mpx o9

D
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hands A the signing key

SKaps {M(V) } -

HK, Ppgc)mwé") STORE, ) pp®), (()")7

ZO(Init-SPS.Prog|q, o) (V) (V) Ks(sS)E])

(9(Accumu|ate.Prog[nSSB_BLK =2} HK, PPE\'Q)L, PPI(}Q, KS(;;) D)

TO(Change-SPS.Prog 2 (K {(h*,¢%,0)}, K\ sl (h*, ¢, 0}, K& 1 o”)

sps-oNe,m(Y) O’

£%,07
v,0 v * *
SKgPS—/)\BO,C’ mé*)O? h € D
TO(Constrained-Key.Prog (L% [M®), T = 2X () pp(Q. ppt) K, K. KW,
v EINES v EINES v,0 v,0 v ERNES
ngps),A (h 76 70)}7KS(P£,B{(h 76 70)}7VKéPS—éNE,C’VKS(;PS—/)%BO,C’ §*)07h ¢ ])

The rest of the experiment is analogous to Hybg ,_; 4 x-

hybg ,,_1,4.xmr: In this experiment, to answer the v signing key query of A corresponding to TM
M®) € My with M®)(z*) = 0, B creates all the components as in Hyby ,,_1 4.x1, but it provides A with
the signing key

SKaps{ M)} =

HK PP&’(’)C,w(()”) STORE(()V) PPI(Q,U(()”),

ZO(Init-SPS. Prog[q((J v) (U) (V) Ké?ﬁ gl)s

I(O(Accumulate.Prog[nbbB s = 2%, HK, PP, PPI(TI){,KS(;;) B
(
(

TO(Change-SPS.Prog ™ [K)  {(h*, ¢, 0)}, nggE,SKggfg,h* ), ’
ZO(Constrained-Key. Progg}jso DM | T =22 () ppgcg,ppgg,z(, KM KW,
v * * * * v,0 * *
K& {0,000}, K5 {(h, 07, >},w<§ps,é, il 1,

where the programs Change—SPS Prog(4 ) and Constrained- Key. Prog(1 04 are the alterations of the pro-

grams Change-SPS.Prog®? and Constrained-Key.Prog(L%:3) (Figs. and [B.22) and are shown in

ABS

Figs. and respectively. The rest of the experiment is analogous to Hybg , 1 4x1-

Constants: Punctured PPRF key Kgps, a{(h™,£%,0)}, PPRF key Kgps, &, Signing key SKc, SSB hash value of challenge input
h*, Length of challenge input £*
Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value h, Length fp, Signature ospsx
Output: Signature ogps our, or L
1. (a) Compute Tsps, E — }—(Ksrs,Ey (h7 EL\IP)V (SKSPS,Eu VKsps, E » VKSPS—RE.ITE) = SPS-SetUP(l)\; "‘sps,E)-
(b) Set m = (v,sT, w,0).
(c) If SPS.Verify(VKsps, £, M, Osps,v) = 0, output L.
2. (a) If (haemp) # (h*7€*)y compute Tsps, A = ]:(KSPS,A{(h*7€*7 0)}~, (h7‘€INP7 0))7

(SKSPS,Ag VKsps, A 5 VKSPS—REJ,A) = SPS-SetUP(1X§ ""SFS,A)~
(b) If (h,lwp) = (R™,£7), output ogpsour = SPS.Sign(skc, m).

Else, output ogpsour = SPS.Sign(SKsps, 4, m).

Fig. B.23. Change-SPS.Prog*®

Hybg ,, 1 4 xrrr: This experiment is analogous to Hyby ,,_; 4 xy1 except that while creating the v*™ signing
WO VKL, VRO o) = SPS.Setup(1Y; 1 = F(ES 4, (b, +,0))).

sps,C"? sps,C" SPS-REJ,C'

key queried by A, B and forms (SK..

Hybg ,,_1,4.x1v: This experiment corresponds to Hybg ,,_q 4 o-

Analysis

Let Advg‘)’”_l"l'm()\) represents the advantage of the adversary A, i.e., the absolute difference between
1/2 and A’s probability of correctly guessing the random bit selected by the challenger B, in Hybg ,,_; 4 4,

for 9 € {I,...,XIV}. From the description of the hybrid experiments it follows that Advfg’y_l’4)()\) =
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Constants: TM M = (Q, e, Zuare, 0, 90, acs ¢rey ) Time bound T = 27, Running time on challenge input t*, Public
parameters for positional accumulator PP,cc, Public parameters for iterator PPy, PPRF keys K, Ki,..., Kx,
Punctured PPRF keys Kgps, a{(h™,£",0)}, Ksps, s {(h™,£",0)}, Verification key VK¢, Message my* o, SSB hash
value of challenge input h*, Length of challenge input £*

Inputs: Time ¢, String SEED;y, Header position POS;, Symbol syM;y, TM state ST\, Accumulator value wiy, Accumulator
proof mace, Auxiliary value AUX, Iterator value vy, SSB hash value h, Length fp, Signature ogpsix
Output: CPRF evaluation F(K, (h, fip)), or (Header Position POSoyr, Symbol sYMoyr, TM state STour, Accumulator value
wWour, lterator value vour, Signature ogps our, String SEEDoyr), or L
1. Identify an integer 7 such that 27 <t < 271, If [PRG(SEEDy) # PRG(F (K, (h, fww)))] A [t > 1], output L.
2. If ACC.Verify-Read(PP,cc, Wiy, SYMy, POSin, Tacc) = 0, output L.
3. (a) If (h7 Lixp, t) # (h*,f*, 1)7 compute reps A = ]_—(KSPS,A{(h*7e* s 0)}, (h, Lip, T — 1)), (SKSPS,A, VKsgps, A, VKSPS—REJ,A) =
SPS.Setup(1™; Tgps, 4 )-
Else, set VKgps, 4 = VKC.
(b) If (h> Lixp t) # (h*) Z*7 1)7 compute 7gps B = \F(KSPS,B{(}L*7€*7 0)}, (h, Livp, t — 1))7 (SKSPS,B7 VKsps, B » VKSPS—REJ.B) =
SPS.Setup(l)‘; Tsps, B )-
(c) Set my = (vin, STiv, Wiy, POSy) and a =*-".
(d) If SPS.Verify(VKgps, A, Min, Osps,n) = 1, set o =A’.
() Hla=1A[t>t")V(E<1)V(h#R")V (b #£*)], output L.
Else if [0 =‘-"] A [SPS.Verify(VKsps, B, M, Osps,iv) = 1], set o =B,
(f) If a ==, output L.
4. (a) Compute (STour, SYMour, ) = 8(STi, SYMyy) and POSgur = POSiy + .
(b) If STour = ggus, output L.
Else if [STour = ¢ac] A [« =‘B’], output L.
Else if [STour = qac] A [a = A’ ] A [(h, bixe) = (™, £€")] A [t < 1], output L.
Else if STour = qac, perform the following:
(I) Compute rge = F(K, (h, lixr)), (SKsie, VKsic) = SIG.Setup(17; rgc).
(IT) Output (SKsia, VKsia)-
5. (a) Compute woyr = ACC.Update(PPacc, Win, SYMour, POSiy, AUX). If woyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPiry, vy, (ST, Win, POSIy)).
6. (a) ComPUte "‘éps,A = f(KSPS,A {(h* ) e ’ O)}a (ha ell\'l’a t))a (SK;ps,A’ VK;PS,A7 VK;PS—REJ,A) = SPS'SetUp(l)\; T;PS,A)'
(b) ComPUte Ts/'r»s,B = }-(KSPS,B {(h* ’ e ) 0)}1 (hi £lNP1 t)), (SK;PS,B’ VK;PS,B ’ VK;PS—RF_J,B) = SPS.Setup(lA; r;rﬂs,B)'
(C) Set moyr = (Uouh STour, Wour, Posow)-
If [(h, b, ) = (B*, €5, D] A [may = mg= o], compute ops ovr = SPS.Sign(SKfps 4> Mour)-
Else if [(h, bip,t) = (R™, €7, 1)] A [muy # myx o], compute ospsour = SPS.Sign(SK;mB, Mour).
Else, compute ogpsovr = SPS.Sign(SK;PS,a, Mour)-
7. Ift+1 = 2"/, for some integer 7', set SEEDour = F (K7, (h, bixp)).
Else, set SEEDoyr = €.
8. Output (POSOUT7 SYMour; STout, Wout; Vout; Osps,0uTs SEEDOL‘T)~

Fig.B.24. Constrained—Key.Prog(1’0’4)

ABS

Advi(l),u71,4-1)(/\) and Advf7uf1,4,o')()\) _ AdVEg’VilA_XIV)()\)- Hence, we have

X1V
AV Y ) — AV A )] < ST AT ) — AdviPY T ) (B.7)
Y=I1

Claims below will show that the RHS of Eq. (B.7) is negligible and thus Lemma follows.

Claim B.34. Assuming ZO is a secure indistinguishability obfuscator for P/poly and F satisfies
the correctness under puncturing property, for any PPT adversary A, for any security parameter X,
|Advf£’y_1’4'l)()\) - Advf’”_1’4'11)(/\)\ < negl(A) for some negligible function negl.

Proof. The proof of Claim uses a similar kind of logic as that employed in the proof of Claim
We omit the details here. O

Claim B.35. Assuming F is a secure puncturable pseudorandom function, for any PPT adversary A, for
any security parameter A, \Advf’y71’4_lf)()\) - Advf’u71’4'lll)(A)\ < negl(\) for some negligible function
negl.

Proof. The proof of Claim [B.35 resembles that of Claim [B:25] with some suitable changes. The details
are omitted. O

Claim B.36. Assuming ZO is a secure indistinguishability obfuscator for P/poly, for any PPT adversary
A, for any security parameter X, |Adv£2’l’_1’4'lﬂ)()\) - Advff’y_l’4_lv)()\)| < negl(\) for some negligible
function negl.

Proof. Claim [B30] can be proven using an analogous logic as that used in the proof of Claim [B:26 We
omit the details here. ]
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Claim B.37. Assuming SPS is a splittable signature scheme satisfying VKgps.ong indistinguishability’,
for any PPT adversary A, for any security parameter A, |Adv52”’71’4'“/)(/\) —Advf’”71’4'v)()\)\ < negl(})
for some negligible function negl.

Proof. The proof of Claim [B.37] is similar to that of Claim [B:27] and, therefore, we do not provide the
details here. O

Claim B.38. Assuming SPS is a splittable signature scheme satisfying VKsps.apo indistinguishability’,
for any PPT adversary A, for any security parameter A, |Advg‘)’y_1’4_v)(/\) —Advf’u_1’4_VI)(A)\ < negl(\)
for some negligible function negl.

Proof. The proof of Claim [B:38| proceeds along a similar path to that of Claim We omit the details
here. O

Claim B.39. Assuming ZO is a secure indistinguishability obfuscator for P/poly, for any PPT adversary
A, for any security parameter X, |Adv52’y_1’4'w)()\) - Advf’”_lA_Vﬂ)(}\ﬂ < negl(X\) for some negligible
function negl.

Proof. The proof of Claim employs the same type of logic as that applied in Claim and hence
we do not provide the details in this case as well. O

Claim B.40. Assuming ACC is a positional accumulator satisfying the ‘“indistinguishability of read
setup’ property, for any PPT adversary A, for any security parameter X, |Adv§)"/71’4'vm()\) —

Advﬁ’”71’4"/1[])(/\)\ < negl(A\) for some negligible function negl.

Proof. Suppose there exists a PPT adversary A for which \Advgg’”_l’zl'vn) (M) —Advf’u_1’4_VIII) (M| is non-
negligible. We construct a PPT adversary B that breaks the indistinguishability of read setup property
of the positional accumulator ACC using A as a sub-routine. The description of B follows:

e B initializes A on input 1* and receives a challenge signing attribute string z* = Th o Tpe_q € Unps
with |z*| = ¢* from A.
e Upon receiving x*, B proceeds as follows:

1. B first generates HK & SSI_°>.Gen(1>‘,ns£,‘B_BLK = 2% i* = 0) and computes h* = Hyy (z*).

2. Then, B selects a PPRF key K & F.Setup(1*).
3. After that, B computes 7%, = F(K, (h*,£*)) followed by (SKi, VKae) = SIG.Setup(1?; r%,,).
4. B returns the public parameters PP,ps = (HK,ZO(Verify.Prog, ,s[K])) to A.

e For 1) € [Gxey], in response to the n'" signing key query of A corresponding to TM MM € My with
M (z*) = 0, if n # v, then B proceeds exactly as in Hybg ,, 1 4vi1, while if n = v, then B proceeds
as follows:

1. B selects PPRF keys K{"),..., K", k%) , K\ o K o & FSetup(1Y).

2. Then, it creates the punctured PPRF keys K (h*,0%,0)} & ]-'.Puncture(K(V)

sps,A sps,A?

(h*,£*,0)) and

K p{(he, 07,00} & F.Puncture(K) 5, (h*, ¢%,0)).
3. Next, B sends nycomx = 2%, the sequence of symbol-index pairs ((x,0),..., (x5 _;,¢* — 1)),

and the index i* = 0 to its ACC read setup indistinguishability challenger C and receives
back (PPacc,wo, STOREg), where either (PP,cq, wo, STORE() & ACC.Setup(1*, nycopix = 2}) or

(PPco, Wo, STORE() & ACC .Setup-Enforce-Read(1*, ncopx = 27, ((25,0), ..., (zp_q, 05— 1)),i* =
0).
4. After that, it generates (PPI(;Q,U((JV)) & ITR.Setup(1*, nyrr = 27).
5. Then, it sets mgjg = (v(()"), qéy),wo,O). For j =1,...,¢*, it iteratively computes the following:
- AUXE—V) = ACC.Prep-Write(PP o, STORE;_1,j — 1)

— w; = ACC.Update(PPxcc, Wj—1,T} 1,5 — 1,AUX§”))
— STORE; = ACC.Write-Store(PP,cc, STORE;_1,j — 1,27_)

) j—l
- v§y) = ITR.Iterate(PPI(;z,v‘g'i)l, (q(()”),wj_l,O))

It sets ngl:)o = (véi’),qéy),wg*,O).
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. v, v, v, v, v, v, $
6. After that, it forms (SKgPS?)C,VKéps?)c,VKépbO;E] o) (SKEPSO%),VKEPS?)D,VKS(‘PS?;EJ’ p) < SPS.Setup(1*)
v,0 v,0 $ . v,0 v
and generates (o ;PS ())NF e VKépS_éNEC,SKgPS r)«BvaVKgPs r)mo o) SPS.Slet(SKgpsy)C,mé*) ),
v,0 v,0 v
(U&EPS ())Nb mx)wD VKiPs ())Nh D> SKiPS 1)430 D> VKgPS ‘)ABO D) <_ SPS. Sp|lt(SKéPb }N 2*,)0)'
7. It gives A the signing key
SKABS{M(V)} -
HI, PP ce, 0o, STORE, PPy, r)“ o,
70 (Inlt—SPS.Prog[ 9 wo,vo ) K;QE])
TO(Accumulate.Prog[nssp px = 27, HK, PP cc, PPI(éjlg, Kg(;,’s) !
4,2 v * % (v) * % v VO
TO(Change-SPS Prog “ I [K )\ {(h, 0%, 0)}, K p{ (0", 07,00}, K 1, 00 0,0
v,0 * Pk
SKéPS-B\Ro,D? é* O’h ¢ ])
1'(9(Constrained—Key.Progf&agJ 2) [M®) T = 2> ) pp, e, PPITR, K, K(V) K(y),

v * % v % )% v,0 v,0 v * %
KS(PS),A{(h ’é 70)}’K£PS?,B{(h 7£ 7O)}7VKéPS-())NE,C’VKS(;PS-/)\Bo,D’ ( )Ovh 4 ])

e For 0 € [Gsion], in reply to the O signature query of A on message msgl®) € M ;s under attribute

string z*, B computes Uélag) & SIG.Sign (5K, msg®) and provides A with oﬁ?;?g = (VKy» O’E(HGG)).

e Finally, A output a signature o},, on some message msg* under attribute string z*. B outputs
b = 1 as its guess bit in its ACC read setup indistinguishability experiment if A wins, i.e., if
ABS . Verify(PPags, ™, msg*, 05,s) = 1 and msg* # msg(® for any 6 € [gsicx]. Otherwise, B outputs
¥ =0 in its ACC read setup indistinguishability experiment.

Note that if (PPsoc,wo, STORE) & ACC.Setup(1>‘,nACC,BLK = 2%), then B perfectly simulates
Hybg ,_14vii- On the other hand, if (PPacc,wo, STORE) & ACC.Setup-Enforce—Read(lA,nACC,BLK =
2%, ((25,0), ..., (xj._y,€* — 1)),i* = 0), then B perfectly simulates Hybg , ; 4 vy This completes the

proof of Claim O

Claim B.41. Assuming ZO is a secure indistinguishability obfuscator for P/poly and ACC is a positional
accumulator satisfying the ‘read enforcing’ property, for any PPT adversary A, for any security parameter
A, \Advfg’y_l’4'VIII)()\) - Advfg’y_l’4'lx)()\)| < negl(\) for some negligible function negl.

Proof. The only difference between Hyb ,,_; 4 yyir and Hybg ,_; 4 1x is the following: In Hybg , ;1 4 y111, B
includes the program ZO(Fy) within the v*" signing key provided to A, while in Hybg ,,_; 41x it includes
the program ZO(P;) instead, where

— P, = Constrained-Key.Prog(Lo? [M ™), T = 2% +*0) pp) ppl) K, KW . K" K {(h* 0,00},

ABS Sps,A

v x % v,0 v,0 v * %
KS(PS),B (h 76 70)}7VKéPS—gNE,C’VKgPS ;)\Bo D’mé*)Ovh 76 ] (Flg. B.21

— P, = Constrained-Key.Prog(L03) (M) T = 23 $+() ppg'gz,ppsgz,x, KX, K K (06, 0)),
K(V)

EIES v,0 v,0 v E/E
Sps,B (h 76 70)}7VK£PS-())NE,C’VKgPS ;)\Bo D’mé*)Ovh 76 ] (Flg. B'22'

We will argue that the programs Py and P; are functionally equivalent, so that, by the security of ZO
Claim follows. Clearly, the only inputs for which the outputs of the two programs might differ are
those corresponding to (h, e, t) = (R*,£*,1). For inputs corresponding to (h*, £*,1), P, is programmed
to output L in case SToyr = ¢ac but a =‘A’, whereas, Py has no such condition in its programming.
Now, observe that for inputs corresponding to (h*,£*,1), both the programs will assign the value ‘A’

to « if and only if SPS. Vern‘y(VKqu BH\E ¢ Mins Osps,n) = 1, where VKg;OC))NEC

SPS. Spllt(SK(V :0) mg) ). Hence, by the correctness [Propertlesl mand of the splittable signature

is generated by running

sps,C"

scheme SPS, described in Definition it is immediate that for inputs correbpondmg to (h*,0*,1),
() ) (v) )

both programs will set « =‘A’ only 1f My = My . Now, my = My'o means STy = ¢y ', Wiy = Wys
and POS;y = 0. Further, recall that in both the hybrld experiments Hyb0 v—14vin and Hybg g 4 1x,

(PP, "), sTore(") & ACC.Setup-Enforce-Read (1}, nycenun = 2* ((xO,O),. (ke _y 0 —1)),i* =0).

(v)

Therefore, by the read enforcing property of ACC it follows that if wyy = w;.” and POS = 0, then

ACC.Verlfy—Read(Pch)c,wIN,SYMIN,POSIN,WACC) = 1 implies sYM;y = zj. Hence, for both the programs,
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for inputs corresponding to (h*,¢* 1), « =*A’ implies STy = q(()”) and SYMyy = z{;, which in turn implies
STour # (ac- Hence, the two programs have identical outputs for inputs corresponding to (h*,£* 1) as
well. Thus, the two programs are functionally equivalent. ]

Claim B.42. Assuming ACC is a positional accumulator satisfying the ‘indistinguishability of read setup’
property, for any PPT adversary A, for any security parameter A, \AdvEf’V_M'IX)()\)—Advff’y_l’4_x)()\)| <
negl(A) for some negligible function negl.

Proof. The proof of Claim is similar to that of Claim with some appropriate modifications
that are easy to figure out. O

Claim B.43. Assuming SPS is a splittable signature scheme satisfying ‘splitting indistinguishability’, for
any PPT adversary A, for any security parameter X, |Adv£2’"_1’4_x)()\) — Advf’”_1’4'xn()\)| < negl(A)
for some negligible function negl.

Proof. The proof of Claim proceeds along a similar path as that of the proof of Claim We
omit the details here. O

Claim B.44. Assuming ZO is a secure indistinguishability obfuscator for P/poly, for any PPT adversary
A, for any security parameter A, |Adv£2’y_1’4'xj)()\) — Advfg’u_l’4_XII)(/\)| < negl(\) for some negligible
function negl.

Proof. The proof of Claim [B:44] employs a similar type of logic as that utilized in the proof of Claim [B-31]
We omit the details in this case as well. ]

Claim B.45. Assuming F is a secure puncturable pseudorandom function, for any PPT adversary A,
for any security parameter X\, |Advfft)"/_1’4'XH)()\) - Advfg’y_l’4'XIII)()\)| < negl(A\) for some negligible
function negl.

Proof. The proof of Claim [B.45] takes an analogous path as that taken by the proof of Claim [B:25 The
details are omitted. a

Claim B.46. Assuming ZO is a secure indistinguishability obfuscator for P/poly and F satisfies
the correctness under puncturing property, for any PPT adversary A, for any security parameter X,
|Adv£2’l'_1’4'X]H)(/\) - Advfg’l'_l"l'xw)()\ﬂ < negl(\) for some negligible function negl.

Proof. The proof of Claim [B:46applies the same kind of logic as that employed in the proof of Claim[B.24]
The details are again omitted. ]
O

Lemma B.9. Assuming ZO is a secure indistinguishability obfuscator for P/poly, ACC is a secure posi-
tional accumulator, and ITR is a secure cryptographic iterator, for any PPT adversary A, for any security

parameter A, |Adv£2’y_1’4’(7_1)l)()\) - Advg’u_l’zl’v)()\ﬂ < negl(A) for some negligible function negl.

Proof. The proof of Lemma follows an analogous path to that of Lemma B.4 of [5] with certain
appropriate modifications that are easy to identify. ]

Lemma B.10. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, ACC is a positional accumulator possessing the ‘indistinguishability of read
setup’ as well as ‘read enforcing’ properties, and SPS is a splittable signature scheme satisfying VKsps-ong
indistinguishability’, ‘VKgps.apo tndistinguishability’, as well as ‘splitting indistinguishability’ properties,
for any PPT adversary A, for any security parameter A, |Adv§2’y_1’4’7)()\) - Advf’y_1’4’7/)(/\)\ < negl(\)
for some negligible function negl.

Proof. The proof of Lemma is similar to that of Lemma B.3 of |5] with some appropriate readily
identifiable changes. O

Lemma B.11. Assuming ZO is a secure indistinguishability obfuscator for P/poly and ACC is a posi-

tional accumulator having ‘indistinguishability of read setup’ and ‘read enforcing’ properties, for any PPT

141y v
adversary A, for any security parameter A, |Adv52"/ Lt 2 )(/\) —Advfg’ 1’5)()\)| < negl(\) for some

negligible function negl.
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Proof. The proof of Lemma is similar to that of Lemma B.5 of [5| with some appropriate changes
that are easy to determine. ]

Lemma B.12. Assuming ZO is a secure indistinguishability obfuscator for P/poly, F is a secure punc-
turable pseudorandom function, SPS is a splittable signature scheme possessing the VKgpgppy indistin-
guishability’ property, and PRG is a secure injective pseudorandom generator, for any PPT adversary A,
for any security parameter X, |Adv£f‘)’u_1’3’5)()\) — Advfg’y_l’sﬁ)()\ﬂ < negl(\) for some negligible function
negl.

Proof. The proof of Lemma is similar to that of Lemma B.6 of [5]. O
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