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Abstract. At Eurocrypt 2017 the first secret-key distinguisher for 5-round AES
has been presented. Although it allows to distinguish a random permutation from
an AES-like one, it seems (rather) hard to exploit such a distinguisher in order to
implement a key-recovery attack different than brute-force like.

In this paper, we propose new secret-key distinguishers for 4 and 5 rounds of AES
that exploit properties which are independent of the secret key and of the details
of the S-Box. While the 4-round distinguisher exploits in a different way the same
property presented at Eurocrypt 2017, the new proposed 5-round ones are obtained
by combining our new 4-round distinguisher with a modified version of a truncated
differential distinguisher. As a result, while a “classical” truncated differential
distinguisher exploits the probability that a couple of texts satisfies or not a given
differential trail independently of the others couples, our distinguishers work with
sets of N > 1 (related) couples of texts. In particular, our new 5-round AES
distinguishers exploit the fact that such sets of texts satisfy some properties with a
different probability than a random permutation.

Even if such 5-round distinguishers have higher complexity than the one present in the
literature, one of them can be used as starting point to set up the first key-recovery
attack on 6-round AES that exploits directly a 5-round secret-key distinguisher. The
goal of this paper is indeed to present and explore new approaches, showing that even
a distinguisher like the one presented at Eurocrypt - believed to be hard to exploit -
can be used to set up a key-recovery attack.

Keywords: AES - Secret-Key Distinguisher - Key-Recovery Attack - Truncated
Differential - Subspace Trail Cryptanalysis
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Figure 1: New Differential Secret-Key Distinguishers up to 5 rounds of AES. Consider
N (plaintext, ciphertext) pairs (a). In a “classical" differential attack (b), one works
independently on each couple of two (plaintext, ciphertext) pairs and exploits the probability
that it satisfies a certain differential trail. In our attack (c), one divides the couples into
non-random sets, and exploits particular relationships (based on differential trails) that
hold among the couples that belong to the same set in order to set up a distinguisher.

1 Introduction

One of the weakest attacks that can be launched against a secret-key cipher is a secret-key
distinguisher. In this attack, there are two oracles: one that simulates the cipher for
which the cryptographic key has been chosen at random and one that simulates a truly
random permutation. The adversary can query both oracles and her task is to decide
which oracle is the cipher and which is the random permutation. The attack is considered
to be successful if the number of queries required to make a correct decision is below a
well defined level.

At Eurocrypt 2017, Grassi, Rechberger and Rgnjom [GRR17a] presented the first
5-round secret-key distinguisher for AES which exploits a property which is independent
of the secret key (i.e. it isn’t a key-recovery attack) and of the details of the S-Box.
This distinguisher is based on a new structural property for up to 5 rounds of AES: by
appropriate choices of a number of input pairs it is possible to make sure that the number
of times that the difference of the resulting output pairs lie in a particular subspace is
always a multiple of 8. This distinguisher allows to distinguish an AES permutation from
a random one with a success probability greater than 99% using 232 chosen texts and
a computational cost of 2356 look-ups. Later, at Asiacrypt 2017, Rgnjom, Bardeh and
Helleseth [RBH17] presented new secret-key distinguishers for 3- to 6-round AES, which
are based on the “yoyo-game” and which are independent of the secret key and of the
details of the S-Box. The proposed 5-round yoyo distinguisher requires approximately
2258 adaptive chosen-ciphertexts, while the 6-round one requires an impractical amount of
2122:8 qdaptive chosen plaintexts/ciphertexts.

On the other hand, no key-recovery attack on 6- or more round AES that exploit these
distinguishers have been presented yet.

1.1 New Class of Secret-Key Distinguisher up to 5-round AES

In this paper, we present new secret-key distinguishers for 4- and 5-round AES which
exploit in a different way the property presented at Eurocrypt 2017 [GRR17a]. Such
distinguishers - presented in detail in Sect. 5 and 6 - can be seen as a generalization of
“classical" truncated differential attacks, as introduced by Knudsen in [Knu95].
Differential attacks exploit the fact that couples of plaintexts with certain differences
yield other differences in the corresponding ciphertexts with a non-uniformity probability
distribution. Such a property can be used both to distinguish an AES permutation from
a random one, and to recover the secret key. A variant of this attack/distinguisher is
the truncated differential attack [Knu95], in which the attacker considers only part of



Table 1: Secret-Key Distinguishers for AES. The complexity is measured in minimum
number of chosen plaintexts C'P or/and chosen ciphertexts CC which are needed to
distinguish the AES permutation from a random one with probability higher than 95%.
Time complexity is measured in equivalent encryptions (E), memory accesses (M) or XOR
operations (XOR) - using the common approximation 20 M a 1 Round of Encryption.
The distinguishers of this paper are in bold.

Property Rounds|Data (CP/CC) Cost Ref.
Impossible Differential| 4 21625 2223 M ~ 216 E [BKO1]
Diff. Structural 4 217 2231 M ~ 21675 | Sect. 5
Integral 4 232 232 XOR [DKRI7]

Diff. Structural 4 233 240 M ~ 2337 E [GRR17a]

Diff. Structural 5 232 2356 M ~ 22 F [GRR17a]
Prob. Diff. Struc. 5 252 2715 M ~ 2649 E |Sect. 6 - App. C.2
Imp. Diff. Struc. 5 282 2978 M ~ 2912 E Sect. 8.2
“HN” Diff. Struc. 5 289 2981 M ~ 2915 B Sect. 8.1

Prob. Diff. Struc.: Probabilistic Differential Structure, Imp. Diff. Struc.: Impossible
Differential Structure, “HN” Diff. Struc.: “High Number” Differential Structure

the difference between pairs of texts, i.e. a differential attack where only part of the
difference in the ciphertexts can be predicted. We emphasize that in these cases the
attacker focuses on the probability that a single pair of plaintexts with certain difference
yield other difference in the corresponding pair of ciphertexts, working independently on
each pair of texts.

Our new distinguishers proposed in this paper are also differential in nature. However,
instead of working on each couple! of two (plaintext, ciphertext) pairs independently of the
others as in the previous case, in our case one works on the relations that hold among the
couples. In other words, given a couple of two (plaintext, ciphertext) pairs with a certain
input/output differences, one focuses and studies how such couple influences other couples
of two (plaintext, ciphertext) pairs to satisfy particular input/output differences.

Referring to Fig. 1, given n chosen (plaintext, ciphertext) pairs, in a “classical” attack
one works on each couple independently of the others - case (b). In our distinguish-
ers/attacks, one first divides the couples in (non-random) sets of N > 2 couples - case (c).
These sets are defined such that particular relationships (that involve differential trails
and linear relationships) hold among the plaintexts of the couples that belong to the same
set. The properties of these sets used to set up the distinguishers/attacks are briefly listed
in the following. We remark that all the following properties are independent of the secret
key, of the details of the S-Box and of the MizColumns matriz.

4-round Secret-Key Distinguisher. Our 4-round secret-key distinguisher proposed
in Sect. 5 exploits the following property. Given a set of N > 2 non-independent couples
of two (plaintext, ciphertext) pairs, then two ciphertexts of a certain couple belong to
the same coset? of a particular subspace M if and only if the two ciphertexts of all
the other couples in that set have the same property. In other words, it is not possible
that two ciphertexts of some couples belong to the same coset of M, and that two ci-
phertexts of other couples don’t have this property. Since this last event can occur for a

1 Notation: we use the term “pair" to denote a plaintext and its corresponding ciphertext. A “couple"
denotes a set of two such pairs.

2 A pair of texts has a certain difference if and only if the texts belong to the same coset of a particular
subspace X.



Table 2: Comparison of attacks on round-reduced AES-128. Data complexity is measured
in number of required chosen plaintexts/ciphertexts (CP/CC). Time complexity is measured
in round-reduced AES encryption equivalents (E) - the number in the brackets denotes
the precomputation cost (if not negligible). Memory complexity is measured in texts (16
bytes). Rpist denotes the number of rounds of the secret-key distinguisher exploited to set
up the attack. Attacks presented in this paper are in bold.

Attack Rounds|Data|Computation| Memory | Rpjst Ref.
MitM 5 8 261 956 _ [Der13, Sec. 7.5.1]

Imp. Polytopic 5 15 270 24 3 [Tiel6]
Partial Sum 5 28 238 small 4 [Tun12]
Integral (EE) 5 211 2457 small 4 [DRO2]

Tmp. Differential 5 2315 | 233 (4.9%) 938 4 [BKO1]
Integral (EB) 5 233 2377 232 4 [DRO2]
Diff. Struc. 5 233.6 233.3 234 4 |Sect. 5.3 - App. B.2

MitM 6 28 21062 21062 [ [DF13]
Partial Sum 6 232 242 240 4 [Tun12]

Integral 6 235 2097 232 4 [DRO2]
Prob. Diff. Struc. 6 2728 2105 233 5 Sect. 7
Imp. Differential 6 2915 2122 289 4 [CKK102]

MitM: Meet-in-the-Middle, EE: Extension at End, EB: Extension at Beginning

random permutation, it is possible to distinguish 4-round AES from a random permutation.

5-round Secret-Key Distinguishers. Using the previous 4-round distinguisher as
starting point, we present three different properties that can be exploited to distinguish
5-round AES from a random permutation. As before, given a set of N > 2 non-independent
couples of two (plaintext, ciphertext) pairs, it is possible to prove the following:

1. consider the number of sets for which two ciphertexts of at least one couple belong to
the same coset of particular subspace M; if the sets are properly defined, then this
number of sets is (a little) lower for 5-round AES than for a random permutation
(all details are given in Sect. 6);

2. consider the number of sets with the following property: the number of couples for
which the two ciphertexts belong to the same coset of a particular subspace M is
higher than a certain number Z € N; if this number Z and the sets are properly
defined, then this number of sets is higher for 5-round AES than for a random
permutation (all details are given in Sect. 8.1);

3. if the sets are properly defined, for 5-round AES there exists at least one set for
which the two ciphertexts of each couple in that set don’t belong to the same coset of
a particular subspace M; in contrast, for a random permutation, for each set there
exists at least one couple for which the two ciphertexts belong to the same coset of a
particular subspace M (all details are given in Sect. 8.2).

1.2 New Key-Recovery Attacks on 5- and 6-round AES-128

Even if our 5-round secret-key distinguishers have higher data and computational complex-
ities than the one presented in [GRR17a], the first one allows to set up the first 6 rounds



key-recovery attack on AES that exploits directly a 5-round secret-key distinguisher (which
exploits a property which is independent of the secret key). In particular, we propose in
Sect. 5.3 an attack on 5-round AES that exploits the distinguisher on 4 rounds proposed
in Sect. 5 (with the lowest computational cost among the attacks currently present in the
literature), while in Sect. 7 we propose the first attack on 6 rounds of AES that exploits
the distinguisher on 5 rounds presented in Sect. 6. The idea of both these attacks is to
choose plaintexts in the same coset of a particular subspace D which is mapped after one
round into a coset of C. Using the distinguishers just introduced and the facts that

e the way in which the couples of two (plaintext, ciphertext) pairs are divided in sets
depends on the (partially) guessed key

e the behavior of a set for a wrongly guessed key is (approximately) the same of the
case of a random permutation

it is possible to deduce the right key.

Generic Considerations. Before we go on, we would like to do some preliminary
considerations about our work, in particular about the fact that our distinguishers and key-
recovery attacks presented in this paper have higher complexities than the ones currently
present in the literature.

Even if all the attacks on AES-like ciphers currently present in the literature are
constantly improved, they seem not be able to break full-AES - with the only exception
of the Biclique attack [BKR11], which can be considered as brute force®. Thus, besides
improving the known attacks present in the literature, we believe that it is important and
crucial to propose new idea and techniques. Even if they are not initially competitive,
they can provide new directions of research and can lead to new competitive attacks. Only
to provide an example, consider the impossible differential attack on AES. When it was
proposed in 2001 by Biham and Keller [BKO1], it was an attack on (“only”) 5 rounds of
AES and it was not competitive with respect to others attacks, as the integral one. It took
approximately 6 years before that such attack was extended and set up against 7-round
AES-128 [ZWF07], becoming one of the few attacks (together with Meet-in-the-Middle
[DFJ13]) on such number of rounds.

We believe that similar considerations can be done for the attacks/distinguisher pro-
posed in this paper. In particular, our main contribution is to show for the first time
that even a distinguisher of the type [GRR17a] - believed to be hard to exploit - can be
used to set up key-recovery attacks, and which opens up the way for new and interesting
applications in cryptanalysis.

2 Preliminary - Description of AES

The Advanced Encryption Standard [DR02] is a Substitution-Permutation network that
supports key size of 128, 192 and 256 bits. The 128-bit plaintext initializes the internal
state as a 4 x 4 matrix of bytes as values in the finite field Fo56, defined using the irreducible
polynomial 28 4+ 2% + 22 + 2 + 1. Depending on the version of AES, N, round are applied
to the state: N, = 10 for AES-128, N, = 12 for AES-192 and N, = 14 for AES-256. An
AES round applies four operations to the state matrix:

e SubBytes (S-Box) - applying the same 8-bit to 8-bit invertible S-Box 16 times in
parallel on each byte of the state (provides non-linearity in the cipher);

o ShiftRows (SR) - cyclic shift of each row (i-th row is shifted by 4 bytes to the left);

3The biclique attack on 10-round AES-128 requires 288 chosen texts and it has a computational cost of
approximately 2126-2 encryptions.



o MizColumns (MC') - multiplication of each column by a constant 4 x 4 invertible
matrix over the field GF(2%) (together with the ShiftRows operation, it provides
diffusion in the cipher);

o AddRoundKey (ARK) - XORing the state with a 128-bit subkey.

One round of AES can be described as R(x) = K @ MC o SR o S-Box(z). In the first
round an additional AddRoundKey operation (using a whitening key) is applied, and in
the last round the MixColumns operation is omitted.

Notation Used in the Paper. Let x denote a plaintext, a ciphertext, an intermediate
state or a key. Then z; ; with i,j € {0,...,3} denotes the byte in the row 7 and in the
column j. We denote by k" the key of the r-th round, where k° is the secret key. If only
the key of the final round is used, then we denote it by k to simplify the notation. Finally,
we denote by R one round? of AES, while we denote r rounds of AES by R". As last
thing, in the paper we often use the term “partial collision” (or “collision”) when two texts
belong to the same coset of a given subspace X.

3 Subspace Trails

Let F' denote a round function in a iterative block cipher and let V & a denote a coset
of a vector space V. Then if F(V @ a) = V @ a we say that V & a is an invariant
coset of the subspace V for the function F. This concept can be generalized to trails of
subspaces [GRR17b], which has been recently introduced at FSE 2017 as generalization of
the invariant subspace cryptanalysis.

Definition 1. Let (V4,V5,...,V,41) denote a set of r + 1 subspaces with dim(V;) <
dim(V;41). If for each i = 1,...,r and for each a; € V;+, there exist (unique) a;1 € Vi,
such that F(V; ® a;) C Vip1 @ ajy1, then (Vi, Vs, ..., Vey1) is subspace trail of length r
for the function F'. If all the previous relations hold with equality, the trail is called a
constant-dimensional subspace trail.

This means that if F* denotes the application of ¢ rounds with fixed keys, then
F'(Vi ®ay) = Viuq @ azy1. We refer to [GRR17b] for more details about the concept of
subspace trails. Our treatment here is however meant to be self-contained.

3.1 Subspace Trails of AES

In this section, we recall the subspace trails of AES presented in [GRR17b], working with
vectors and vector spaces over ]F;18X4. For the following, we denote by {eg o, ..., 3,3} the
unit vectors of Fg?‘l (e.g. e; ; has a single 1 in row ¢ and column j). We recall that given a
subspace X, the cosets X @a and X @b (where a # b) are equivalent (that is X Ga ~ X ©b)
ifand only ifa® b € X.

Definition 2. The column spaces C; are defined as C; = (€04, €14, €2, €3,i)-

For instance, Cy corresponds to the symbolic matrix

zz 0 0 O 2 0 0 0
_Jfx2 0 0 0O e 0 0 0
Co = { 23 0 0 0 V1, To, T3, Ty € IE‘QS}_ 20 0 0
zg 0 0 O 2 0 0 0

4Sometimes we use the notation R}, instead of R to highlight the round key k.



Definition 3. The diagonal spaces D; and the inverse-diagonal spaces ID; are defined as

For instance, Dy and ZDy correspond to symbolic matrices

1 0 0 0 1 0 0 0
10 2z 0 0 _ |0 0 0
Do=1¢ o z3 0|’ IDo=1( o z5 0
0 0 0 a4 0 24 0 0

for each 1,22, 23,24 € Fos.
Definition 4. The i-th mized spaces M, are defined as M; = MC(ZD;).

For instance, Mg corresponds to symbolic matrix

0x02 - 1 Ty T3 0x03 - zo

M, = T T4 0x03 - z3 0x02- x4
0= T 0x03 - 24 0x02- 23 T2
0x03 -1 0x02- x4 T3 To

Definition 5. For I C {0,1,2,3}, let C;, Dy, ZD; and M defined as
¢=Pc, Di=PD., ID;=PID: M;=PM.
iel icl iel icl
As shown in detail in [GRR17b]:
e for any coset D; @ a there exists unique b € C# such that R(D; ® a) = C; @ b;
e for any coset C; @ a there exists unique b € M7+ such that R(C; ® a) = M; @ b.

Theorem 1 ([GRR17b]). For each I and for each a € D, there exists one and only one
b€ M7 (which depends on a and on the secret key k) such that

R*(D;®a) = M; @b (1)

We refer to [GRR17b] for a complete proof of the Theorem. Observe that if X is a
generic subspace, X @ a is a coset of X and = and y are two elements of the (same) coset
X ®a, then x @y € X. It follows that:

Lemma 1 ([GRRI17b]). For all z,y and for all I C {0,1,2,3}:
Prob(R(x) ® R¥(y) € My |2 ©y € Dy) = 1. 2)
We finally recall that for each I,J C {0,1,2,3}:
M;ND; ={0} if and only if  |[I| 4+ |J| <4, (3)
as demonstrated in [GRR17b]. It follows that:

Proposition 1 ([GRR17b)). Let I,J C {0,1,2,3} such that |I| + |J| < 4. For all z,y
with © # y:
Prob(R*(z) ® R*(y) e Mr|z @y € Dy) =0. (4)

We remark that all these results can be re-described using a more “classical” truncated
differential notation®, as formally pointed out in [BLN17]. To be more concrete, if two

50ur choice to use the subspace trail notation in order to present our new distinguishers and key-recovery
attacks is motivated by the fact that it allows to describe them in a more formal way than using the
“classical" notation.



texts t! and t? are equal expect for the bytes in the i-th diagonal® for each i € I, then they

belong in the same coset of D;. A coset of Dy corresponds to a set of 2321| texts with ||

active diagonals. Again, two texts t' and ¢2 belong in the same coset of M if the bytes of

their difference MC~1(t! @ t?) in the i-th anti-diagonal for each i ¢ I are equal to zero.

Similar considerations hold for the column space C; and the inverse-diagonal space ZDj.
We finally introduce some notations that we largely use in the following.

Definition 6. Given two different texts ¢!,¢% € F38X4, we say that ¢! < 2 if ¢! = ¢2
or if there exists ¢,5 € {0,1,2,3} such that (1) t}c’l = t%,l for all k,1 € {0,1,2,3} with
k+4-1<i+4-jand (2) t%)j < tf’j. Moreover, we say that t! < ¢2 if t! < ¢? (with respect
to the definition just given) and t! # 2.

Definition 7. Let X be one of the previous subspaces, that is C;, Dy, ZD1 or Mj. Let
TQ, ooy Ty € F3§4 be a basis of X -i.e. X = (xg,x1,...,Tn) Where n =4+ |I] - s.t. x; < Ti41
for each ¢ = 0,...,n — 1. Let ¢t be an element of an arbitrary coset of X, that ist € X ®a
for arbitrary a € X+. We say that t is “generated” by the generating variables (°, ..., t") -
for the following, t = (%, ...,t") - if and only if

n
t=("..,t") iff t=ae Pt
=0

As an example, let X = My = (MCl(e,0), MC(e31), MC(ez2), MC(e13)), and let
p € Mo @ a. Then p = (p°,p', p?, p?) if and only if

p=p"-MClego) ®p' - MCler3) @ p° - MClez2) ®p° - MCles ) @ a. (5)

Similarly, let X = CQ = <€070, €1,0,€2,0, 63,0>, and let pc Co @ a. Then p= (po,pl,pz,pg) if
and only if p=a @ p° - €0,0 D pt- €10 ®p?- €2,0 Dp3- €3,0-

3.2 Intersections of Subspaces and Useful Probabilities

Here we list some useful probabilities largely used in the following”. For our goal, we
focus on the mixed space M, but the same results can be easily generalized for the other
subspaces D,C,ZD. A complete proof of the following probabilities is provided in App. A.

Let I,J C {0,1,2,3}. We first recall that a random element z belongs to the subspace
M with probability Prob(z € Mj) ~ 2732~ Moreover, as shown in details in
[GRR17b], given two random elements x # y in the same coset of M, they belong after
one round to the same coset of M ; with probability:

Prob(R(z) ® R(y) € My|x@®y e My) ~ (28) I

By definition, it’s simple to observe that M; N M j; = Myn; (where M;N M ;= {0}
if INJ = 0). Thus, the probability pj; that a random text x belongs to the subspace M;
for a certain I C {0,1,2,3} with |I| =1 fixed is well approximated by

pi = Prob@3I I =1 st. z€ My) = (DI > (-1)" (4) 273 (6)

(3
i=4—|1|

6The i-th diagonal of a 4 x 4 matrix A is defined as the elements that lie on row r and column ¢ such
that » — ¢ = 4 mod 4. The i-th anti-diagonal of a 4 X 4 matrix A is defined as the elements that lie on row
r and column ¢ such that » 4+ ¢ =7 mod 4.

TWe mention that the following probabilities are “sufficiently good” approximations for the target of
the paper, that is the errors of these approximations can be considered negligible for the target of this
paper. For a complete discussion, we refer to App. A.



Let x,y be two random elements with x # y. Assume there exists I C {0, 1,2, 3} such
that x &y € My and z ©y ¢ My. The probability p s ;| that there exists J C {0,1,2,3}
- with |J| = [ fixed - such that R(z) @ R(y) € M is well approximated by

Pl = Prob(3T [J| =1 st. R(x) D R(y) e Mylz@ye M) =

— (1)l 23: (~1)i- (j) g—8irll| (7)

i=4—|J|

Assume that x @y ¢ My for each I C {0,1,2,3}. Then, the probability p|; 3 that
3J €{0,1,2,3} with |J| =1 fixed such that R(x) ® R(y) € M is well approximated by

Py —DPyJj|,3 " P3

Pg,3 = Prob(3J st. R(x)® R(y) e My|lzdy ¢ MVI) = —

(8)

Finally, assume that @ y ¢ M for each I C {0,1,2,3}. Then, the probability that
3J €{0,1,2,3} with |J| =1 fixed and with |I| 4 |J| < 4 such that R?(z) & R?(y) € M
is well approximated by

. Py
Blys = Prob(3J st. R*(z) ® R*(y) € My |z ®y ¢ M) = 1_‘71‘93 (9)
Note that the inequality® P171,3 < P < Pjg|,3 holds for each J.
To provide an example, if |I| = |J| = 3 the previous probabilities are well approximated

by

py=2730_-3.2703 4 o794
p3g=2"22-3.2747 42770
P33 =2"0-2043-27%% 4390661 279 + ...

where ps and ps 3 are usually approximated by 2730 and p3 3 by 2722.

4 5-round Secret-Key Distinguisher proposed in [GRR17a]

The starting point of our secret-key distinguisher is the property proposed and exploited
in [GRR17a] to set up the first 5-round secret-key distinguisher of AES (independent of
the secret key). For this reason, in this section we recall the main idea of that paper, and
we refer to [GRR17a] for a complete discussion.

Consider a set of plaintexts in the same coset of the diagonal space D;, that is 2321
plaintexts with |I| active diagonals, and the corresponding ciphertexts after 5 rounds. The
5-round AES distinguisher proposed in [GRR17a] exploits the fact that the number of
different pairs of ciphertexts that belong to the same coset of M for a fixed J (that is,
the number of different pairs of ciphertexts that are equal in |J| fixed anti-diagonals, if
the final MixColumns operation is omitted) is always a multiple of 8 with probability
1 independently of the secret key, of the details of the S-Box and of the MixColumns
matrix. In more details, given a set of plaintexts/ciphertexts (p’,¢) for i = 0, ..., 232111 — 1
(where all the plaintexts belong to the same coset of D;), the number of different pairs®
of ciphertexts (c?,¢/) that satisfy ¢' @ ¢/ € M for a certain fixed J C {0,1,2,3} has the
special property to be a multiple of 8 with prob. 1. Since for a random permutation the
same number doesn’t have any special property (e.g. it has the same probability to be
even or odd), this allows to distinguish 5-round AES from a random permutation.

PlJ|—P|J|,3P3
9 3 C ol o , 1-p3
Two pairs (c’,¢?) and (¢?, ¢*) are considered equivalent.

P|j|—P|J|'P3
1-p3

8Since P|J|,3 > PlJ|> it follows that ﬁu|’3 = < =DP|J|-



Since each coset of Dy is mapped into a coset of M after 2 rounds with prob. 1 - see
Theorem 1 - and viceversa, in order to prove the result given in [GRR17a] it is sufficient
to show that given plaintexts in the same coset of M, then the number of collisions after
one round in the same coset of D is a multiple of 8 (see [GRR17a] for details).

Theorem 2 ([GRR17a]). Let M and D be the subspaces defined as before for certain
fized I and J with 1 <|I| <3 . Given an arbitrary coset of M; - that is M| @ a for a
fized a € MIL, consider all the 23211 plaintexts and the corresponding ciphertexts after 1
round, that is (p*,c') fori=0,...,23211 — 1 where p' € M; ® a and ¢ = R(p").

The number n of different pairs of ciphertexts (ct,¢?) fori # j such that ¢! © ¢/ € Dy
(i.e. ¢ and ¢/ belong to the same coset of D) is always a multiple of 8 with prob. 1.

We refer to [GRR17a] for a detailed proof, and we limit here to recall and to highlight
the main concepts that are useful for the following.

Without loss of generality (w.l.o.g.), we focus on the case |I| = 1 and we assume
I = {0}. Given two texts p' and p? in M @ a, by definition there exist 21, y!, 2!, w! € Fys
and 22, y2, 22, w? € Fys such that

2

2.zt gyt 2t 3. w 2.2 9P z 3- w

1 1 1 1 2 2
1 T Y 3- z 2wt 2 T Y 3- z 2 w?
p=ad .’L‘l 3y1 2. Z 1 ) p=ad $2 3y2 2. Z ’LU2
3.zt 2.4t 21 w1 322 292 P w?

where 2 = 0x02 and 3 = 0x03, or equivalently p’ = (2%, 4%, 2*, w®) for i = 1,2 - see (5). As
first thing, we recall that if 1 <r < 3 generating variables are equal, then the two texts
can not belong to the same coset of Dy for |J| < r after one round - this is due to the
branch number of the MixColumns matrix (which is 5).

Case: Different Generating Variables. If the two texts p' and p? defined as before
have different generating variables (e.g. z' # 2%, y' # 2, ...), then they can belong to the
same coset of Dy for a certain J with |J| > 1 after one round. It is possible to prove that
pl = (21, yt, 2 wh) and p? = (22,92, 22, w?) satisfy R(p') & R(p?) € Dy for |J| > 1 if and
only if others pairs of texts generated by different combinations of the previous variables
have the same property. A formal statement is given in the following Lemma 2.

Lemma 2. Let p and q be two different elements in My @ a - a coset of My - for
I e {O 1,2,3} and |I| = 1, with p = (p°,p',p%,p%) and q = (¢°,¢*,¢?,¢®), such that
pt £ ¢ fm’ eachi=0,...,3. Independently of the secret key and of the details of the S-Bo,
R(p) and R(q) belong to the same coset of a particular subspace Dy for J C {0,1,2,3} if
and only if the pairs of texts in M@ a generated by the following combinations of variables

L% 0" 0% p%) and (¢, 4", 4%, ¢%); 2.(¢°,p", 0, p%) and (0°,¢". 4%, ¢*);
3.0°,¢",p°,p°) and (¢°,p', 4% ¢%); 1 (p°7p17q2 p*) and (¢°,¢", 0%, °);
5.(0%p",0%,¢%) and (¢°, 4", ¢*,p"); 6.(¢% ¢",p*,p) and (0°,p'. %, ¢*);
7.(¢°p", 4% p) and (°,¢".p% ¢*); 8.(¢%p",p*,¢*) and (°,¢",¢°,p").

have the same property.

Case: Equal Generating Variables. Similar results can be obtained if one or two
variables are equal. For the following, we focus on the case in which two variables are
equal (the case of one equal variable is analogous).

Lemma 3. Let p and q be two different elements in Mj; & a - a coset of My - for
I € {0,1,2,3} and |I| = 1, with p = (p°,p',p%,p%) and ¢ = (¢°,¢*, ¢%,¢%), such that
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pt # ¢ fori=0,1 and p' = ¢* for i = 2,3 (similar for the other cases). Independently
of the secret key and of the details of the S-Box, R(p) and R(q) belong to the same coset
of a particular subspace Dy for J C {0,1,2,3} if and only if the pairs of texts in My & a
generated by the following combinations of variables

L@ pzw) and (0°,p',z,w);  2.(0°,¢" 2, w) and (¢°,p', 2, w);
where z and w can take any possible value in Fas, have the same property.

For the following, given texts in the same cosets of C; or M for I C {0,1,2,3}, we
recall that the number of couples of texts with n equal generating variable(s) for 0 <n <3
is given by

<4) . 232~|I|71 . (28-\1\ _ 1)4771 (10)

n

as proved in App. A.

Case |I| = 2 and |I| = 3. For the following, we mention that similar considerations
can be done for the cases |I| > 2. W.lo.g consider |I| = 2 and assume I = {0,1}
(the other cases are analogous). Given two texts p' and p? in the same coset of M,
that is M; @ a for a given a € M}-, there exist xg, 1, Y0, Y1, 20, 21, Wo, w1 € Fos and
Xy T Yh, YLy 20, 21 wh, W) € Fas such that:

o Yo 0 O xy Yy, 0 0

1 _ . T 0 0 wo 2 . l’/l 0 0 'LUIO
p —CL@MC 0 0 Zo W1 ’ p —a@MC’ 0 0 2’6 w’1
0 y1 - O 0 ¥ 2 0

As for the case |I]| = 1, the idea is to consider all the possible combinations of the variables
T = (170,1‘1)7y = (y07y1)7z = (20721)711} = (U)Oawl) and l'/ = (1'671'/1),]./, = (y(/)7y/1)7zl =
(25, 21),w" = (w), w}). In other words, the idea is to consider variables in F2, = Fos x Fos

and not in Fos. For |I| = 3, the idea is similar, working with variables in F3.

Why is it (rather) hard to set up key-recovery attacks that exploit such distinguisher?

Given this 5-round distinguisher, a natural question regards the possibility to exploit it in
order to set up a key-recovery attack on 6-round AES-128 which is better than a brute
force one. A possible way is the following. Consider 232 chosen plaintexts in the same coset
of a diagonal space D;, and the corresponding ciphertexts after 6 rounds. A possibility
is to guess the final key, decrypt the ciphertexts and check if the number of collisions in
the same coset of M ; is a multiple of 8. If not, the guessed key is wrong. However, since
a coset of M ; is mapped into the full space, it seems hard to check this property one
round before without guessing the entire key. It follows that it is rather hard to set up
an attack different than a brute force one that exploits directly the 5-round distinguisher
proposed [GRR17a]. For comparison, note that such a problem doesn’t arise for the other
distinguishers up to 4-round AES (e.g. the impossible differential or the integral ones), for
which it is sufficient to guess only part of the secret key in order to verify if the required
property is satisfied or not.

5 New 4-round Secret-Key Distinguisher for AES

As first thing, we re-exploit the property proposed in [GRR17a] to set up a new 4-round
secret-key distinguisher for AES. Before we go into the details, we present the general idea.

As we have just seen, given 23? plaintexts in the same coset of M; for |I| = 1 and
the corresponding ciphertexts after 1 round, that is (p?,c?) for i = 0,...,232 — 1 where

11



pt € M; @ a and ¢! = R(p'), then the number n of different pairs of ciphertexts (c?,¢?)
for i # j such that ¢’ @ ¢/ € Dy is always a multiple of 8. This is due to the fact that if
one pair of texts belong to the same coset of D after one round, then other pairs of texts
have the same property.

Thus, consider a pair of plaintexts p' and p? such that the corresponding texts after one
round belong (or not) to the same coset of D;. As we have seen, there exist other pairs of
plaintexts p! and p? whose ciphertexts after one round have the same property. The pairs
(p*,p?) and (p',p?) are not independent in the sense that the variables that generate the
first pair of texts are the same that generate the other pairs, but in a different combination.
The idea is to exploit this property in order to set up new distinguishers for round-reduced
AES. In other words, instead of limiting to count the number of collisions and check that
it is a multiple of 8 as in [GRR17a], the idea is to check if these relationships between the
variables that generate the plaintexts (whose ciphertexts belong or not the same coset of a
given subspace M ;) hold or not.

5.1 A New Distinguisher for 4-round AES

Given the subspace Co N Dy 3 = (0,0, €1,0) C Co, consider two plaintexts p' and p? in the
same coset of Co N Dy 3 @ a generated by p! = (21, wl) and p? = (22, w?). It is possible to
prove that for 4-round AES and for each fixed J C {0, 1,2, 3}, the following event holds
with probability 1

R'(p") @ R*p*) e My ifand only if R*(p') & R*(H*) € M,

where p',p? € Do3 N Co @ a are generated by p' = (2!, w?) and p? = (2%, w'). For a
random permutation, the same event happens with approximately probability 2-32(4=71)
i.e strictly less than 1 (note that this probability is maximized by |J| = 3). The difference
in the probabilities of this event can be used to set up a 4-round distinguisher.

Similar results can be obtained considering different subspaces C; N D for |I| =1 and
|K| = 2. As we are going to show in the following, we emphasize that such distinguisher
works in both the decryption and encryption direction (that is, it is possible to use either
chosen plaintexts or chosen ciphertexts).

5.1.1 Proof using the “super-Sbox” Notation

As first thing, we prove the previous result using the “super-Sbox” notation - introduced
in [DRO6] by the designers of AES, where

super-Shox(-) = S-Box o ARK o MC o S-Box(+) (11)

Consider two pairs of texts (p', p?) and (p*, p?) in a coset of CoNDy 3 - that is CoNDy 3B a
for a fixed a, such that

500 0 400 0
. wi 0 0 0 L w0 0 0
P=a® g g 0 0 and  pP=ad® |\, o o
0 00 0 0 00 0

for i = 1,2, that is p’ = (2%, w’) and p’ = (2%, w37%).

The goal is to prove that
R'(pH @ R*(p*) e My if and only if R*(p') @ RY(H?) € M.

Since Prob(R%*(z) ® R%*(y) € M|z @y € Dy) =1 (see (2)), this is equivalently to prove
that
R*(p")® R*(p®) € Dy if and only if R*(p") @ R*(p*) € D,.

12



First of all, observe that p' @ p? € Dy 3 and that Mg 3N D,y # {0} if and only if |J| =3
(see (3) for details). Thus, R?(p') @ R%(p?) € D, can happen if and only if |J| = 3.
As it is well known, 2-round encryption can be rewritten using the super-Sbox notation
R%*(-) = ARK o MC o SR o super-Sbox o SR(-).

Since ShiftRows and MixColumns operations are linear, it follows that

super-Sbox(q") @ super-Sbox(q®) € Wy iff  super-Sbox(q") @ super-Sbox(G*) € Wy

where
220 0 0 20 0 0
q¢" = SR(a) ® 8 8 8 181 and ¢’ = SR(a)® 8 8 8 w‘:’)’l
0 0 0 O 0 0 O 0
for i = 1,2 (observe that SR(Dg s NCy) = Co 3 NIDy by definition) and
Wj = SR o MC™H(Dy). (12)

Observe that each column of ¢' and ¢? depends on different and independent variables.
Moreover, remember that the super-Sbox works independently on each column. Since the
XOR sum is commutative and working independently on each column, it follows that

super-Sbox(q") @ super-Sbox(q*) = super-Sbox(G') @ super-Sbox(g*)

which implies the thesis.

For the following, it is important to observe that if a column of ¢! is equal to the
corresponding column of %, then the difference super-Sbox(q') @ super-Sbox(q?) is inde-
pendent of the value of such column. In more details, given p' and p? in Co N Dy 3 ® a as
before, observe that

super-Sbox o SR(p') @ super-Sbox o SR(p?) = super-Sbox o SR(p') ® super-Sbox o SR(p*)

for each p', 5% in Cy @ a where

for all x and y in Fos.

Finally, using the same argumentation, similar results can be easily obtained in the
case in which all the generating variables of two texts p',p? € Cy @ a are different or/and
in the case in which only one generating variable is equal. In the same way, similar results
hold for the case of two texts p*,p? € Cr ® a for |I| > 2.

5.1.2 Data and Computational Cost

Data Cost. Since a coset of Cy N Dy 3 contains 216 plaintexts, it is possible to construct
215 . (216 — 1) ~ 23! different pairs. As we have just seen, only half of them (that is
214 (216 — 1) ~ 239) are independent. For our goal, we consider only the pairs of texts
pl = (21, w!) and p? = (22, w?) with different generating variables, that is z! # 2?2 and
w! # w? (note that if 2! = 22 or w! = w?, then the two texts belong to the same coset of
D;; it follows that after four rounds they can not belong to the same coset of M ; for each
J due to Prop. 1). Using formula (10), the number of pairs with two different generating

variable is given by 215 - (28 — 1)? ~ 230-989 " where only 229989 of them are independent.
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In order to distinguish 4-round AES from a random permutation, one has to check that
N R4(p1 = (zl,wl))@R4(p2 = (22,w2))6 M,
if and only if
dled =R (p' = (2, w?))eR (P = (% w'))e M.

If this property is not satisfied for at least one set, then it is possible to conclude that the
analyzed permutation is a random one.

Consider now the case of a random permutation T1(-). What is the probability that
o =T0(pt) @ I(p?) € My and ¢t @ ¢ = 11(ph) @ I(H?) ¢ M - or viceversa - for a
certain J C {0,1,2,3} with |J| = 3¢ By simple computation and since there are 4 different
J with |J| = 3, this happens with probability approximately equal to

2-p3-(1—-273%)~2.4.2732.(1 -2732%) ~ 2729,

where ps is defined as in (6). As a result, in order to distinguish a random permutation
from an AES one with probability higher than pr, it is sufficient that the previous property
is not satisfied for at least a couple of two pairs of texts with probability higher than pr
(in order to recognize the random permutation). It follows that one needs approximately
n different independent pairs of texts such that pr > 1 — (1 —2729)" that is

log(1 — pr)

—o " T 929 . og(1 — .
~ log(1 —2729) og(L — pr)

For pr = 95%, one needs approximately n > 230-583 different independent pairs of texts,
that is approximately 2 different cosets Co N Dy 3 for a total data cost of 216 .2 = 217
chosen plaintexts.

Computational Cost. We limit here to report the computational costs of the distin-
guisher, and we refer to App. B.1 for all the details. In order to implement the distinguisher,
the idea is to re-order the ciphertexts using a particular partial order < as defined in Def. 8,
and to work in the way described in Algorithm 1. Instead to check the previous property for
all possible pairs of texts, the idea is to check it only for the pairs of texts for which the two
ciphertexts belong in the same coset of M ;. In other words, we check that ¢! @ &2 € M
only if c¢' @ ¢® € M . This method allows to minimize the computational cost, which is
well approximated by 22399 table look-ups, or approximately 2'%7 four-round encryptions
(assuming!® 20 table look-ups ~ 1 round of encryption), where we limit to remember that
the cost to re-order a set of n texts w.r.t. a given partial order is

O(n -logn) table look-ups.

Definition 8. Let I C {0,1,2,3} with |I| = 3 and let [ € {0,1,2,3} \ I. Let ¢, € Fas*
with ¢! 2 ¢2. Text t! is less or equal than text t? w.r.t. the partial order < (i.e. t! < ¢?) if
and only if one of the two following conditions is satisfied (indexes are taken modulo 4):

e there exists j € {0,1,2,3} s.t. MC~!(t');;—; = MC~'(t?);;—; for all i < j and
MC= ()15 < MOt 115

o MC~Y(tY);y—i = MC~*(#?);,_; for all i = 0,....,3, and MC~1(t!) < MC~1(#?)
where < is defined in Def. 6.

10We highlight that even if this approximation is not formally correct - the size of the table of an S-Box
look-up is lower than the size of the table used for our proposed distinguisher, it allows to give a comparison
between our distinguishers and the others currently present in the literature. This approximation is largely
used in the literature.

14



Data: 2 cosets of DO,3 NCoy (e.g. 'D073 NCy @ a; for ag,a; € ('Do73 N Co)l) and
corresponding ciphertexts after 4 rounds

Result: 0 = Random permutation or 1 = 4-round AES - Prob. 95%

for each coset of Dy 3N Cy do

for each I C {0,1,2,3} with |I| =3 do

let (p?,c?) for i = 0,...,21¢ — 1 be the 2'¢ (plaintexts, ciphertexts) of

'D()’g NCo D a;
re-order this set of elements w.r.t. the partial order < described in Def. 8 s.t.
c® < ck*1 for each k; // =< depends on [
i < 0;
while i < 216 — 1 do
J< 0
while ¢ @ 7! € M; do
| J<J+1L
end

for each k from i to j do

for each | from k+1 to j do

given p* = (21, w!) and p' = (22, w?), let ¢' = (2!, w?) and
¢? = (22, w!) in D3N Co D ay; // Note that
R'(p*) @ R*(p') € My

if R*(q') ® R*(¢®) ¢ M then

‘ return 0. // Random permutation
end
end
end
1+ j+1
end
end
end
return 1. // 4-round AES permutation - Prob. 95

Algorithm 1: Secret-Key Distinguisher for 4-round of AES.

5.1.3 Practical Verification

Using a C/C++ implementation!!, we have practically verified the distinguisher just
described. In particular, we have verified the distinguisher both for “real” AES and a
small-scale variant of AES, as presented in [CMR05]. While for “real” AES each word is
composed of 8 bits, in the small-scale variant each word is composed of 4 bits (we refer
to [CMRO5] for a complete description of this small-scale AES). We highlight that the
previous result holds exactly in the same way also for this small-scale variant of AES, since
the previous argumentation is independent of the fact that each word of AES is of 4 or 8
bits.

The distinguisher just presented works in the same way for real AES and small scale
AES, and it is able to distinguish AES from a random permutation using 2'7 chosen
plaintexts in the first case and 2° in the second one (i.e. 2 cosets of Co N Dy,3) as expected.
For real AES, while the theoretical computational cost is of 222 table look-ups, the practical
one is on average 222 in the case of a random permutation and 22 in the case of an AES
permutation. We emphasize that for a random permutation, it is sufficient to find one
couple of two pairs of texts that doesn’t satisfy the required property (in order to recognize
the random permutation). In the case of the AES permutation, the difference between the

HThe source codes of the distinguishers/attacks are available at https://github.com/Krypto-iaik/
Distinguisher_5RoundAES
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theoretical and the practical cases (i.e. a factor 2) can be justified by the fact that the cost
of the merge sort algorithm is O(n - logn) and by the definition of the big O notation!?.

For the small-scale AES, using 2 different initial cosets of Co N Dy 3, the theoretical
computational cost is well approximated by 2 -4 - 2% - (log 2% + 1) ~ 2142 table look-ups.
The practical cost is approximately 2'3-° for the case of a random permutation and 2'° for
the AES case.

5.2 Comparison with Other 4-round Secret-Key Distinguishers

Before we go on, we highlight the major differences with respect to the other 4-round
AES secret-key distinguishers present in the literature. Omitting the integral one (which
exploits a completely different property), we focus on the impossible and the truncated
differential distinguishers, on the polytopic cryptanalysis and on the distinguisher recently
proposed in [GRR17a] adapted - in a natural way - to the 4-round case.

Impossible Differential. The impossible differential distinguisher is based on Prop. 1, that
is it exploits the property that M; ND; = {0} for |I| + |J| < 4. In our case, we
consider plaintexts in the same coset of Co N Dy C Dy where I = {0,3} and looks
for collisions in My with |J| = 3. Since |I| 4 |J| = 5, the property exploited by the
impossible differential distinguisher can not be applied here.

Truncated Differential. The truncated differential distinguisher has instead some aspects
in common with our distinguisher. In this case, given pairs of plaintexts with certain
difference on certain bytes (i.e. that belong to the same coset of a subspace X’), one
considers the probability that the corresponding ciphertexts belong to the same coset
of a subspace Y. For 2-round AES it is possible to exploit truncated differential trails
with probability 1, while for the 3-round case there exist truncated differential trails
with probability lower than 1 but higher than for the random case (in both cases,
X =Dy and Y = My). To the best of our knowledge, no truncated differential trails
with probability higher than 0 (i.e. no impossible differential trails) on 4 or more
rounds AES exist in literature. Our proposed distinguisher works in a similar way
and exploits a similar property. However, instead of working with a single couple of
texts, in our distinguisher one basically considers set of 2 “non-independent” couples
of texts and exploits the relationships that hold among the couples of texts that
belong to the same set.

Polytopic Cryptanalysis. Polytopic cryptanalysis [Tiel6] has been introduced by Tiessen
at Eurocrypt 2016, and it can be viewed as a generalization of standard differential
cryptanalysis. Consider a set of d > 2 couples of plaintexts (p°,p° @ al), (p°,p° @
a?),...(p°, p° ®a?) with one plaintext in common (namely p°), called d-poly. The idea
of polytopic cryptanalysis is to exploit the probability that the input set of differences
a = (at,a?,...,a?) is mapped into an output set of differences 8 = (3!, 32, ..., 3%)
after r rounds. If this probability'® - which depends on the S-Box details - is different
than the corresponding probability in the case of a random permutation, it is possible
to set up distinguishers or key-recovery attacks. Impossible polytopic cryptanalysis
focuses on the case in which the probability of the previous event is zero. In [Tiel6],
an impossible 8-polytopic is proposed for 2-round AES, which allows to set up
key-recovery attacks on 4- and 5-round AES. Our proposed distinguisher works in
a similar way, since also in our case we consider set of “non-independent” couples
of texts and we focus on the input/output differences. However, instead to work

12 A similar difference among the theoretical and the practical cases was found also in [GRR17a].

13We mention that the probability of polytopic trails is usually much lower than the probability of trails
in differential cryptanalysis, that is simple polytopic cryptanalysis can not in general outperform standard
differential cryptanalysis - see Sect. 2 of [Tiel6] for details.

16



with a set of couples of plaintexts with one plaintext in common, we consider set of
couples of texts for which particular relationships between the generating variables
of the texts hold. Moreover, instead to consider the probability that “generic” input
differences a are mapped into output differences 3, the way in which the texts are
divided in sets guarantees the two ciphertexts of all couples satisfy or not an output
(truncated) difference (that is, it is not possible that some of them satisfy this output
difference and some others not), independently of the S-Box details.

Eurocrypt 2017 Distinguisher [GRR17a]. Finally, the distinguisher proposed in [GRR17a]
can be adapted to the 4 rounds case, e.g. considering plaintexts in the same coset
of C;, counting the number of collisions of the ciphertexts in the same coset of M
and checking if it is (or not) a multiple of 8. Since our distinguisher exploits more
information (i.e. the relationships that hold among the generating variable of the
couples of plaintexts in the same set, beside the fact that the previous number is a
multiple of 8), its data and computational costs are lower than [GRR17a], that is 217
chosen plaintexts/ciphertexts instead of 233 and approximately 223 table look-ups
instead of 240,

5.3 New Key-Recovery Attack on 5-round AES

The previous 4-round secret-key distinguisher can be used as starting point to set up a
new (practical verified) key-recovery attack on 5-round AES.

W.lo.g. consider two plaintexts p' and p? in the same coset of Dy, e.g. Dy D a
for a € Dy, such that p* = 2 - ego Dy’ - e11 ® 2" - €20 & w' - €33 & a or equivalently
p' = (2%, yt, 2, w'). By Theorem 1, there exists b € Cg- such that for i = 1,2

2 0 0 0 S-Box(x' ® kop) 0 0 0

o g0 0 ol . |S$Box(y@ki) 0 0 0
R@y') = 50 0 of PPEMO s Bo(ziek,) 0 0 o

@ 0 0 0 S-Box(w' @ kss) 0 0 0

that is
R(p") = (8",9",2",0") = 2" - e0p @9 €102 - €20 D0 - €50 ®b.

The idea is to filter wrong guessed key of the first round by exploiting the previous
distinguisher.

In particular, given plaintexts in the same coset of Dy, the idea of the attack is simply
to guess 4 bytes of the first diagonal of the secret key k, that is k; ; for each i € {0, 1,2, 3},
to (partially) compute Ry(p') and Ry (p?) and to exploit the following consideration: if
the guessed key is the right one, then

RY[Ry(p")|®R*[Ri(p*)] € M,

if and only if there exists other pairs of texts Rx(q') and Ry (¢?) with the same property,
that is

R*[Ry(¢")|®R*[Ri(¢*)]€ M.
If this property is not satisfied, then it is possible to claim that the guessed key is a wrong
candidate for the key. As we are going to show, this attack works because the variables

that define the (other) pairs of texts Ri(q') and Ry(q?) depend on the guessed key, besides
on the texts p' and p2.
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5.3.1 Details of the Attack

In the following we give all the details of the attack. As for the distinguisher just presented,
consider a pair of texts p' and p? in the same coset of Dy such that

o ! ®c? = RP(p') @ R5(p?) € M (observe that this condition is independent of the
(partially) guessed key);

e R(p') = (2%,9°, 2%, w") for i = 1,2 as before, such that #! # 22, 1 # %, 21 # 52 and
Wl # w2,

Due to the definition of &%, §*, 3%,
(2%, ¢ 28 w')T = MC-[S-Box(z'®ko o), S-Box(y' @k 1), S-Box(z'®ka ), S-Box(w'®ks 3)]”,

this second condition depends on the (partially) guessed key. However, observe that the
probability that all the generating variables are different is [(256 - 255)/2562]* = % ~
98.45%, that is approximately 1.

Given p' and p? as before, we have to define Ry(q') and Ry (q?) in order to set up the
distinguisher. Using Lemma 2 and the “super-Sbox” argumentation given in Sect. 5.1.1, it
is possible to construct 7 different pairs of texts Ry(q') and Ry (¢?) in Co @ b defined by
the following combinations of generating variables

L (2,9t 2h @) and (22,97, 2%, 0%); 2. (22,94, 21, w!) and (21,92, 22, w?);
3. (&, 9% 2 ') and (22,91, 2%, @%); 4. (2,9t 2%, and (22,92, 21, 0?);
5.(21, 9%, 2, w?) and (22,92, 2%, @Y); 6. (22, 9% 21 w') and (2,9, 2%, @?);
7. (2%, 94, 22,0 and (21,97 21, 0?); 8. (22,91, 21 %) and (21,92, 2%, 0h)

that must satisfy the required property
RY[Ri(p")|@R [Ru(»*)]e My iff  R*[Ri(¢")]®R*[Ri(¢?)]€ M,.

Using this observation, it is possible to filter all the wrong keys. Again, for the right
key, all these pairs of text must belong to the same coset of M ; after 4-round, since
R5(p') @ R®(p?) € M. If this property is not satisfied, then one can simply deduce that
the guessed key is wrong (for a wrong guessed key, the behavior is similar to the one of a
random permutation).

We emphasize that the way in which the new pairs of texts ¢* and ¢ are constructed
depends on the guessed key. This follows immediately by the definition of the generating
variables, where note that the S-Box is a non-linear operation. To have more evidence
of this fact, let k the secret key and k a guessed key. Given Ry (p') and Ry(p?) in Co ® b
as before, then ¢' and ¢? in Dy @ a that satisfy the required property are given by a
combination of the following generating variables

@ (ko0 '
qi = Fia @®S-Box toMCTt. Z{Z =
z k2’2 z .
' | ks3] '
[ k0,0 S-Box(z' @ ko,0) ko0 ® 2 @ ko o
_ |k1a —1 1 S-Box(y' @ k11) | _ | k11 ®y' @ ki
k2o ©5-Box o MO MO S'BOX(Zi, Shaa)| | k22® Zi, @ k22
k3,3 S—BOX(’LU/L (&) 1{33’3) k]3’3 O w" D k3)3

As aresult, 7' = 2%, §' = y*, ' = 2* and @' = w' (which implies that the required property
is satisfied) if and only if the guessed key is the right one. If k # k, then the required
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Data: 1 coset of Dy (e.g. Do @ a for a € Dy-) and corresponding ciphertexts after 5
rounds - more generally a coset of D; for i € {0,1,2,3}
Result: 4 bytes of the secret key - (koo, k1,1, k2,2, k3,3)
let (p?, c?) for i = 0,...,232 — 1 be the 232 (plaintexts, ciphertexts) of Dy @ a;
re-order (and store) this set of elements w.r.t. the partial order < defined in Def. 6
s.t. p* < p't! for each i;
fix I €{0,1,2,3} with |I| =3 (e.g. I =1{0,1,2}) - re-order (and store) this set of
elements w.r.t. < defined in Def. 8 s.t. ¢* < ¢! for each i;
do
find indexes j and h s.t. (1) ¢/ @ " € My and (2) the generating variables of
Ry(p?) and Ry(p") are different;
for each one of the 232 combinations of k = (ko,0, k1,1, ka2, k3,3) do
(partially) compute R (p’) and R (p");
flag «+ 0;
for each couple (¢*, R*(q")) and (¢*, R°(¢?)) where R;(q") and Ry (q*) are
constructed by a different combination of the generating variables of R;, (p")
and R (p") do
if R°(¢') ® R%(¢*) ¢ M then
flag < 1;
next combination of (koo k1,1, k2,2, k3,3);
end
end
if flag =0 then
| identify (ko,0, k1,1, k2,2, k3,3) as candidate of the key;

end
end
while more than a single candidate of the key is found - Repeat the procedure for
different indexes j, h (and I) // usually not necessary - only one

candidate is found;
return (ko’o, kl,l; k2,2, k373)
Algorithm 2: 5-round AES Key-Recovery Attack. The attack exploits the 4-round
distinguisher presented in Sect. 5. For sake of simplicity, in this pseudo-code we limit to
describe the attack of 4 bytes - 1 diagonal of the secret key. Exactly the same attack can
be used to recover the entire key.

property is - in general - not satisfied, since the attacker is using random pairs of texts
(that is, the relations among the generating variables don’t hold).

Before going on, we emphasize that this result also implies the impossibility to set up a
5-round distinguisher similar to the one just presented in this section choosing plaintexts
in the same coset of a diagonal space Dy instead of a column space C;. Indeed, given p!
and p? as before in the same coset of Dy (instead of C;), since the key k is secret and
the S-Box is non-linear, there is no way to find p' and p? in the coset of Dy such that
R3(pYY® R5(p?) € M if and only if R®(p')® R®(p?) € My without guessing the secret key.

Does the Attack Works? First of all, since the cardinality of a coset of Dy for |I] =1
is 232 and since Prob(t € M) = p3 ~ 2730 for |J| = 3, the average number of collisions
for each coset of D; is approximately 2739 - (2;2) ~ 2730.263 ~ 933 50 it’s very likely that
two (plaintexts, ciphertexts) pairs (p!,c!) and (p?,c?) exist such that ¢! @ ¢ € M and
for which the two plaintexts have different generating variables.

Given a pair of plaintexts p* and p? for which the corresponding ciphertext ¢! and c?
belong to the same coset of M, consider the other 7 pairs of plaintexts ¢' and ¢ defined
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as before (that is such that R(q') and R(q?) are defined by a different combinations of the
generating variables of R(p!) and R(p?)). For a wrong key, the probability that the two
ciphertexts of each one of the other 7 couples belong to the same coset of M ; for fixed J is
(2732)7 = 27224 In other words, the probability that a wrong key passes the test is 27224,

Since there are 232 — 1 wrong candidates for the diagonal of the key, the probability that
at least one of them passes the test is approximately 1 — (1 — 27224)2% =1 ~ 2192 T}y,
one pair of plaintexts p! and p? (for which the corresponding ciphertexts belong to the same
coset of M ) together with the corresponding other 7 pairs of texts ¢' and ¢? are (largely)
sufficient to discard all the wrong candidates for a diagonal of the key. Moreover, in general
only two different couples ¢* and ¢? (that is, two different combinations of the generating
variables) are sufficient to discard all the wrong candidates, that is it is not necessary to
consider all the 7 pairs of texts ¢' and ¢*. Indeed, given two couples, the probability that
at least one wrong key passes the test is approximately 1 — (1 — 2*32'2)23 12732
which means that all the wrong candidates are discarded with high probability.

5.3.2 Data and Computational Costs

The attack - practical verified on a small-scale AES - requires 2336 chosen plaintexts
and has a computational cost of 23328 five-round encryptions. The pseudo-code of the
attack is given in Algorithm 2, while we refer to App. B.2 for all the details (data and
computational costs have been derived using the same strategy proposed for the 4-round
distinguisher just presented).

5.3.3 Practical Verification

Using a C/C++ implementation, we have practically verified the attack just described on
the small-scale AES [CMRO05]. We emphasize that since the proposed attack is independent
of the fact that each word of AES is composed of 4 or 8 bits, our verification on the small
scale variant of AES is strong evidence for it to hold for the real AES.

Practical Results. For simplicity, we limit to report the result for a single diagonal of
the key. First of all, a single coset of a diagonal space D; is largely sufficient to find one
diagonal of the key. In more detail, given two (plaintexts, ciphertexts) pairs (p',c!) and
(p?,c?), then other two different couples ¢! and ¢ (out of the seven possible ones) are
sufficient to discard all the wrong candidates of the diagonal of the key, as predicted.

About the computational cost, the theoretical cost for the small-scale AES case is well
approximated by 4 - 216 . (log 216 4 1) + 216 . 4 = 22! table look-ups and 216 .4 .3 = 2196
S-Box look-ups, for a total of 2196 4 221 = 2215 table look-ups (assuming that the cost of
1 S-Box look-up is approximately equal to the cost of 1 table look-up) - we refer to App.
B.2 for all the details. The average practical computational cost is of 22!-® table look-ups,
approximately the same of the theoretical one.

6 A new 5-round Secret-Key Distinguisher for AES

Using the 4-round distinguisher just presented as starting point, we propose a way to
extend it 1 round at the end. As a result, we are able to set up a new probabilistic 5-round
secret-key distinguisher for AES which exploits a property which is independent of the
secret key. Even if such a distinguisher has higher complexity than the deterministic one
presented in [GRR17a], it can be used to set up a key-recovery attack on 6-round AES
(better than a brute-force one) exploiting a distinguisher of the type [GRR17a] - believed
to be hard to exploit . As a result, this is the first key-recovery attack for 6-round AES
set up by a 5-round secret-key distinguisher for AES. For completeness, since the 4-round
distinguisher works also in the decryption direction, this new 5-round distinguisher and
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the 6-round attack can also be set up in the reverse direction (i.e. using chosen ciphertexts
instead of plaintexts).

6.1 5-round Secret-Key Distinguisher

Given n (plaintexts, ciphertexts) pairs, the idea is to divide them in sets such that particular
relations hold among the variables that define the plaintexts that lie in the same set (similar
to before). Then, one simply consider the number of sets for which two ciphertexts of
at least one couple lie in the same subspace M (in other words, the number of sets
for which two ciphertexts of at least one couple are equal in one anti-diagonal - if the
final MixColumns operation is omitted). If the sets are properly defined, it is possible
to prove that this number of sets is a little lower for 5-round AES than for a random
permutation, independently of the secret key. This allows to set up a new distinguisher
(which is independently of the secret key, of the details of the S-Box and of the MixColumns
matrix), and a new key-recovery attack on 6-round. In the following, we give all the details.

6.1.1 Details of the 5-round Distinguisher

Consider 232 chosen plaintexts with one active column (4 active bytes), e.g. a coset of Cy,
and the corresponding ciphertexts after 5-round. For each (zg, 1), (yo,v1) € Fjs such that

zo # yo and 71 # y1, let the set S

(70,21),(30,50) of pairs of plaintexts be defined as follows

(z0,21),(y0,y0)

8071 = {(p7Q) € F;§<4 X F38><4 p= (130,,1}1,A,B)7q = (y07y17A7B)
or p=(xg,y1,4,B),q = (yo,z1,A,B) foreach A, B € IFQs}.

0,1

In other words, the pair of plaintexts p,q € Cy P a in S(m0 21 (y0,50) ST be of the form

2 0 0 0 w 0 0 0

_ zz 0 0 O _ y1000

P=a®l 4 9 0 0 1=aD 1y o 0 ol

B 0 0 0 B 0 0 0

or ~ _ ~ _
20 0 0 0 w 0 0 0

_ yr 0 0 O _ z1 0 0 0

P=a® 1 g 0 o 1=a% 14 0 0 o0

B 0 0 0 B 0 0 0

©,J
(z0,71),(Y0,%0)
bytes are in row ¢ and j. Given plaintexts as before, it is possible to construct

g7 - 6231 (28 — 1)% ~ 23257 different sets (using formula (10) to count the number
of pairs of texts with 2 equal generating variables), where each set contains exactly 2!7
different pairs of plaintexts (we emphasize that these pairs of plaintexts are not independent,
in the sense that a particular relationship - among the generating variables - holds).
Consider n > 1 random sets, and count the number of sets for which there is at
least one pairs of plaintexts for which the corresponding ciphertexts (generated by 5-
round AES or by a random permutation) belong to the same coset of a subspace M ; for
J C{0,1,2,3}. As we are going to prove, this number is on average lower for AES than
for a random permutation, independently of the secret key, of the details of the S-Box and
of the MixColumns matrix. In more details, these numbers of sets that satisfy the required

Similar definition can be given for the set S for ¢ # j, where the active

232
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property for 5-round AES - denoted by nagg - and for a random permutation - denoted
by Nrand - are well approximated by

NAES =N PAES Nrand = N * Prand
where

paps ~ 271 — 524287274 — 2237041185327 +...
~2.604-2—44

Prand = 2713 — 5242872716 1 45812722347 - 2777 4.
~5.333-2-44

Even if this difference is small, it is possible to distinguish the two cases with probability

higher than 95% if the number n of sets SZ;CJ;JJH,(yo,yo) (S for simplicity) satisfies n > 271-243,

In the following, we prove this result (which has been practically tested on a small-scale
AES) and we give all the details about the data and the computational cost.

Similarity with “classical” Truncated Differential Attack. Before going on,
we emphasize the similarity with the 3-round distinguisher that exploits a truncated
differential trail. In that case, the idea is to count the number of pairs of texts that satisfies
the truncated differential trail. In particular, given pairs of plaintexts in the same coset of a
diagonal space D;, one counts the number of pairs for which the corresponding ciphertexts
belong in the same coset of a mixed space M for |J| = 3. Since the probability of this
event is higher for an AES permutation than for a random one'*, one can distinguish the
two cases simply counting the number of pairs that satisfy the previous property. The
idea of our disitinguisher is similar. However, instead of working on single couples, one
works with particular sets S of couples and counts the number of sets for which at least
one couple satisfies the (given) differential trail.

6.1.2 Proof
Proof - 5-round AES

As first thing, we prove the results just given, starting with the 5-round AES case.

Initial Considerations - 5-round AES. Our 5-round distinguisher is based on the
following property of the previous 4-round distinguisher. Given plaintexts in the same
coset of Cy and for a fixed J C {0,1,2,3}, each set S(Zﬁmzl)_’(yo’yl) just defined has the
following property after 4 rounds:

1. for each couple, the two texts after 4-round belong to the same coset of M;
2. for each couple, the two texts after 4-round don’t belong to the same coset of Mj.

In other words, for a given set Sz 21),(yo,y1)» it 18 nOt possible that the two texts of some -
not all - couples belong to the same coset of M ; after 4-round and others not, while this
can happen for a random permutation. The proof is equivalent to the one given in Sect.
5.1.1 and based on the “super-Sbox” notation.

What is the probability of the two previous events for an AES permutation? Given a

set, Sz;cj;),xl),(yo,yl)’ the probability that the tW03 (;cexts of each couple belong to the same
2799,

coset of M ; after 4-round is approximately
Indeed, let the event & defined as following.

14 As recalled in Sect. 3.2, this probability is approximately equal to 2722 for the AES case and 230
for the random case.
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Definition 9. Let J C {0,1,2,3} fixed. Given a set S(zy,2,),(yo.y1), We define & as the
event that the i-th couple of Sy 2., (yo,y1) for i =1,2,..., 217 belong to the same coset of
M after r rounds.

For the following, let £ be the complementary event of 7. It follows that

Prob(EF N E3 A ... N Ediz) = Prob(E}) - Prob(E3 A ... A Edir | EL) =
= Prob(&}) =ps =27 —3.27% 4 279,

where ps is defined as in (6). Indeed, note that Prob(E}|EF) =1 for each i = 2,...,217
since if two ciphertexts of one couple belong (or not) to the same coset of M ;, then the
ciphertexts of all the other couples have the same property.

Using these initial considerations as starting point, we analyze in detail our proposed
5-round distinguisher.

1st Case. As we have just seen, the two ciphertexts of all the couples of each set belong
to the same coset of a subspace M for |I| = 3 after 4-round with probability p3 ~ 2739,
In other words, on average there are 2730 - n sets S such that the two ciphertexts of all
the couples belong to the same coset of a subspace M ; for |J| = 3 after 4-round.

Let |J| = 3. Since Prob(R(z) ® R(y) € M|z ®y € M;) = p3 3~ 272 (see (7) for
details) and since each set is composed of 217 different couples, the probability that the
two ciphertexts of at least one couple of S belong to the same coset of M for |J| =3
after 5 rounds is well approximated by

217

17 (1 —
1—(1—pss)’ :1—(1—1’31(]3]03’3)) — 9218 _596327.2746 4 .
— /M3

where ps 3 is defined in (8).

2nd Case. In the same way, the two ciphertexts of all the couples of each set don’t
belong to the same coset of a subspace M for |J| = 3 after 4-round with probability
1 —p3 ~1—2730 In other words, on average there are (1 —2739) . n sets S such that the
two ciphertexts of all the couples of each set don’t belong to the same coset of a subspace
M for |J| = 3 after 4-round.

Let |J| = 3. Since Prob(R(z) & R(y) € M|z @y ¢ M;) = p3 3~ 2730 (see (8) for
details) and since each set is composed of 217 different couples, the probability that the
two ciphertexts of at least one couple of S belong to the same coset of M for |J| =3
after 5 rounds is well approximated by

17

1—(1—pgs)® =277 —524287-27% 445812722347 - 275 4 ..

Final Result. We finally obtain the desired result using the law (or formula) of total
probability

Prob(A) = Z Prob(A| B;) - Prob(B;)

which holds for each event A such that | J; B; is the sample space, i.e. the set of all the
possible outcomes.

Given a set S, the probability that two ciphertexts ¢! and ¢? of at least one couple
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satisfy the required property (i.e. ¢! & ¢* € M for |J| = 3) is given by

+[1— Prob(E AEG A ... Aoy | ED)]-Prob(EX) =
217
(1 — A 17 13
:(1—;03)-[1—(1—1)31(1)3'3)) ]er3~{1—(1—1?3,3)2 }: (13)
—P3
=2713 _ 5242872746 — 22370411853 - 277" +...
2 2.604-2—44

for a certain i € {1,...,2'"}. Note that Prob(E] A E7) = Prob(£}) x Prob(£?) since the
events £ and 515 are independent for i # j.

Proof - Random Permutation

For a random permutation, given a set S defined as before, what is the probability that
two ciphertexts - generated by a random permutation - of at least one couple satisfy
the required property? By simple computation, such event occurs with (approximately)
probability

217 . 217
Prand =1 — (1 —p3) =1 [1 — (2—30 _3.9763 + 9—9 )] _
=213 5249872740 1 45812722347 2777 4., (14)
~5.333.2-44

6.2 Data and Computational Complexity

Before going on, we emphasize again that while a “classical” truncated differential distin-
guisher counts the number of pairs of texts that satisfy a particular differential trail, in our
case we consider the number of sets of texts for which at least one pair satisfies a particular
differential trail. This choice allows to have a difference between the probabilities that the
previous event occurs for a random permutation p,q,q and for 5-round AES pags.

6.2.1 Data Complexity

Since the difference between the two probabilities is very small, what is the minimum
number of sets S (or equivalently of cosets Cy) to guarantee that the distinguisher works
with high probability?

First of all, given a single coset of a column space C; for |I| = 1, the number of different
couples with two generating variables is given by 6 - 216 . 215 . (28 — 1)2 ~ 249574 (gee
Eq. (10)), while the number of sets S that one can construct is well approximated by
3. 215 . (28 _ 1)2 ~ 232.574.

As we have just said, the difference between the number of sets that satisfy the required
property for the AES case (i.e. nags) and for the random case (i.e. nyqng) is very small
compared to the total number nags or n,qnd:

|nAES - nrand| ~ |nAES - nrand‘ < 1.
NAES Nrand

Thus, our goal is to derive a good approximation for the number of initial cosets of C; that
is sufficient to appreciate this difference with probability prob.

To solve this problem, note that given n sets S of 2!7 couples defined as before, the
distribution probability of our model is simply described by a binomial distribution. By
definition, a binomial distribution with parameters n and p is the discrete probability
distribution of the number of successes in a sequence of n independent yes/no experiments,

24



each of which yields success with probability p. In our case, given n sets S, each of them
satisfies or not the above property/requirement with a certain probability. Thus, this
model can be described using a binomial distribution. We recall that for a random variable
Z that follows the binomial distribution, that is Z ~ B(n,p), the mean p and the variance
o2 are respectively given by p=n-pand o> =n-p- (1 —p).

To derive concrete numbers for our distinguisher, we approximate the binomial dis-
tribution with a normal one. Moreover, we can simply consider the difference of the two
distributions, which is again a normal distribution. That is, given X ~ N (u1,0?) and
Y ~ N(ug,03), then X —Y ~ N(u,0?) = N(u1 — pi2,07 + 03). Indeed, in order to
distinguish the two cases, note that it is sufficient to guarantee that the number of sets
that satisfy the require property in the random case is higher than for 5-round AES. As a
result, the mean y and the variance o2 of the difference between the AES distribution and
the random one are given by:

H=nmn: ‘prand - pAES| 02 =n: [prand . (]- - prand) +pAE'S : (]— - PAES)] .

. _e=w?

202 i
oV2m € ’ t

Since the probability density of the normal distribution is f(z | u,0?) =
follows that

ro 2 A 1
D) =2 — 1
rob = e 202 dx= / —— e 2dr=<=|l+erf ()],
P / oV/2m V2 2 [ ov'2

where erf(x) is the error function, defined as the probability of a random variable with
normal distribution of mean 0 and variance 1/2 falling in the range [—x, z]. We emphasize
that the integral is computed in the range (—oo, 0] since we are interested in the case in
which the number of sets with the required property in the AES case is lower than in the
random case.

In order to have a probability of success higher than prob, the number of sets n has to
satisfy:

2- [prand : (1 - prand) +pAES . (1 _pAES)]

n >
(prand - PAES)2

2
. [erﬁnV(Z - prob — 1)} .

where erfinv(z) is the inverse error function. For the case prond, paps < 1, a good
approximation of n is given by'®

4- i
. maX(prand7 pAgs) . {erﬁnv(Q - prob — 1):| . (15)
(prand - pAES)

We emphasize that formula given in (15) is equivalent to the one proposed by Matsui
in [Mat94] for the linear cryptanalysis case, and so it has been rigorously studied in the
literature (e.g. in [BJV04], [Sel08]). Without going into the details, in linear cryptanalysis
one has to construct “good” linear equations relating plaintext, ciphertext and key bits. In
order to find the secret key, the idea is to exploit the fact that such linear approximation
holds with probability 1/2 for a wrong key, while they hold with probability 1/2 + ¢ for the
right key. Exploiting this (usually small) difference between the two probabilities, one can
discover the secret key. Our case is completely equivalent, since the probability pagg of
the AES case is related to the probability p.qnq of the random case by pags = Prand £ €,
for a small difference ¢.

Data Cost. For a probability of success of approximately 95%, since |pags — DPrand| =
27401 and pars ~ Prana ~ 2713, it follows that n must satisfy n > 271243, Since a

150bserve: Prand * (1 - prand) +pagps - (1— pAES) < Prand + PAES < 2- max(prandvaES)-
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single coset of C; for |I| = 1 contains approximately 232-°7* different sets S, one needs
approximately 271243 . 2732574 ~ 938.669 {ifferent initial cosets of C;, that is approximately
238.669 . 932 ~, 970.67 chosen plaintexts.

For completeness, we mention that a modified version of this distinguisher requires
lower data (and computational) cost(s). In particular, in App. C.2 we show in detail
that a similar distinguisher can be set up using only approximately 252 chosen plaintexts
in the same initial coset of C; with |I| = 2. Our choice to present a “less competitive”
distinguisher is due to the fact that it will be the starting point for a key-recovery attack
on 6-round (more details on this fact are given in the next section).

6.2.2 Computational Complexity

Here we discuss the computational cost for the case of cosets of C; with |I| = 1. As for
the 4-round distinguisher, a first possibility is to construct all the couples, to divide them
in sets S defined above, and to count the number of sets that satisfy the above property
working on each set separately. Since just the cost to construct all the couples given 23867
cosets is approximately of 23867 . 231 . (232 — 1) ~ 210167 tahle look-ups, we present a way
to implement the distinguisher in a more efficient way, similar to the one proposed for the
4-round distinguisher of Sect. 5. Before present the details, we highlight that the same
analysis works also for modified version of the distinguisher proposed in App. C.2. This
modified version requires only 2°2 chosen plaintexts and the computational cost is well
approximated by 271® table look-ups or equivalently 2649 five-round encryptions.

Let J C {0,1,2,3} with |J| = 3. As before, the idea is to re-order the ciphertexts with
respect to a partial order C defined in the following - Def. 10. For each coset of Cy, given
ordered (plaintexts, ciphertexts) and working only on consecutive texts, the idea is to

count the number of collisions for each set 8"/ . In more details, for each coset
(z0,71),(y0,y1)

of Cy it is possible to construct N = 3215 . (28 — 1)2 different sets S(i,wjo,wl),(yo,yl) for each
1,7 € {0,1,2,3} with i # j and for each xg # yo and z1 # y;1. Thus, the idea is to consider
a vector A[0,..., N — 1] such that the i-th component of such vector contains the number
of different couples of a particular set S for which the two ciphertexts belong to the same
coset of My for a certain J with |J| = 3. All the details are given in the following, while
the pseudo-code is given in Algorithm 3.

To set up the distinguisher, we must define the partial order C. The idea is to set up
a partial order that involve both the plaintexts and the ciphertexts. The goal is to have
the following order: if ciphertexts belong to the same coset of M ; and the corresponding
plaintexts belong to the same coset of Co N Dy for a certain |I| = 2 (which is a necessary
condition to belong to a set &), then they must be consecutive. The following partial order
C - for simplicity, we define C over the space ZD; (equivalent to M ; without the final
MixColumns) - satisfies these requests.

Definition 10. Consider a subspace ZDy for I C {0,1,2,3} for |I| =3s.t. [ ={0,1,2,3}\
I. Given two pairs of plaintexts/ciphertexts (p',c!) and (p?,c?) s.t. pt @ p? € C; for a
certain ¢ € {0,1, 2,3}, we say that

(p',ch) C (0% c?)
if the following conditions hold:
e there exists j € {0,1,2,3} s.t. c,lﬂhlih = C%’lih for all h < j and c},lfj < C?,l—j;

o ifc;, ;=c,_, foreach i€ {0,1,2,3} (that is, ¢' ®¢®> € ID;) and p' ®p* ¢ D for

each |K| = 2 (that is, p* and p? don’t belong to the same set S), then there exists
7 €{0,1,2,3} s.t. p ; = pjp; for all h < j and pj,; < p3;
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Data: 232 plaintexts in 1 coset of Cy (e.g. Co ® a) and corresponding ciphertexts
after 5 rounds
Result: Number of sets S with at least one couple of plaintexts for which the two
ciphertexts belong to the same coset of M ; for a certain J with |J| =3

Let A[0, ..., N — 1] be an array initialized to zero, where N = 3-2%. (28 —1)2// A[i]
refers to the i-th set S

for each j from 0 to 3 let J ={0,1,2,3}\j (|J| = 3) do

let (p?,c?) for i = 0,...,232 — 1 be the (plaintexts, ciphertexts) in Cy @ a;

re-order this set of elements w.r.t. the partial order C defined in Def. 10 (see
also Algorithm 4) s.t. (p?,c') C (p't1, 1) for each i;  // C depends on J

1+ 0;

while i < 232 — 1 do

j i

while ¢/ © ¢/t € M; and p? & p’*t € Dy for a certain |I| =2 (p’ and
P’ have two equal generating variables) // necessary condition s.t.
P’ @ptl e 8 for x,w € {0,1,2,3} with x # w do
| JeJ+ L

end

for each k from i to j do

for each | from k+1 to j do

Alp(p*,p")] Al )] + 1; // ¢(p*,p') defined in (16)
returns the index of the set S™* s.t. pF@pleS™®
end
end
14 7+1;
end
end
n < 0;

for each i from 0 to N —1 do
if A[i] # 0 then
| n+<n+1;
end
end

return n.
Algorithm 3: Given (plaintexts, ciphertexts) pairs in the same coset of Cy, this algorithm

counts the number of sets S for which two ciphertext of at least one couple belong in the
same coset of My for |J| = 3.

o ifcl, ;=ci, , foreachie {0,1,2,3} (that is, ¢' ©¢* € ID;) and p' @ p* € Dk for
a certain |K| = 2 (that is, p! and p? belong to the same set S), then ¢! < ¢? with

respect to the partial order < defined in Def. 6.

A pseudo-code that implements this partial order C is provided in Algorithm 4.

As second thing, we must define a function ¢ that returns a component of the vector
A0, ..., N — 1] given a set S(Z;cjo,xl),(yo,yl) (where i < j). First of all, assume that z¢ < yo
and z7 < y1 (note that the set S contains all plaintexts given by different combina-

tions of these four variables, so this condition is always fulfilled). Thus, the function
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Data: Two pairs of texts (p',c!) # (p?, ¢?) where p! @ p? € C
Result: (p',c!) C (p?,c?) or (p?,c?) C (ph, ) war.t. IDo,1,2,33\
for each j from 0 to 3 do

e 1 2
if Cii—j < Cii—j then

| return (p',c!) C (p?, ¢?)
end
if c?’lfj < c;’lij then
| return (p?,c?) C (p*,ct)
end
end

if pt ®p* ¢ Dy for each J s.t. |J| =2 then
for each j from 0 to 3 do
if pj{O < pio then
| return (p',c!) C (p?,¢?)
end
if p?, < pj, then
| return (p?,c?) C (p',ct)
end
end
end
if ¢! < c? w.r.t. < defined in Def. 6 then
| return (p',c') C (p*, %)
end
else
| return (p?,c?) C (p',ct)
end
Algorithm 4: Given two pairs of texts (p*, c¢') # (p?, ¢?), this algorithm returns (p', c!) C
(p%,c?) or (p?,c?) C (p', ct), where C is defined in Def. 10.

() 1 Fgs X Fas x Fas x Fas x {0,1,2,3} x {0,1,2,3} — N is defined as'®
o(0, 21, Y0, 1,4, ) = 1065369 600”7 x & (zo, 1,y0,y1) (16)

where 1065369600 = 214 - (28 — 1)2, where ¢(0,1) = 0, ¢(0,2) = 1, ¢(0,3) = 2, ¢(1,2) = 3,
#(1,3) =4, ¢(2,3) =5 and

511-xq — 2?2

511 -z m%}
2

(20, 1, Y0, Y1) = {(yo —xo—1)+ +32640 - [(y1 —z—1)+

where each value of Fas is replaced by its corresponding number in {0, 1, ..., 255}.
Using Algorithm 3 to implement the distinguisher, the computational cost is well
approximated by

4. {232 -log(2%?) (re-ordering process) + (2°% +2'75%) (access to (p',c') and to A[] - increment

1
number of collisions) +ﬁ -6-216. (2% —1)? (final “for”) ~ 239-05

16Note that since g < yo holds, it follows that zg can not be equal to 0xF F. The number of different

pairs (zo,yo) that satisfy this condition is Zfi%z = 32640. Indeed, if zg = 0x0 then yo can take 255

different values (all values expect 0), if zg = 0x1 then yg can take 254 different values (all values expect

0x0, 0x1) and so. Moreover, for a given z # 0x00, the number of different pairs (z,y) such that z < z and
255 . 51l.z—22

y > x is equal to Zi:2567z i = 5
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table look-ups for each initial coset, where (2;2) -2732.(6-2716) ~ 217985 ig the average
number of couples such that the two ciphertexts belong to the same coset of M ; for J
fixed with |J| = 3 and the two plaintexts belong to the same coset of Cy N Dy for a certain
I with |I| = 2 (necessary condition to belong to S previously defined). Since the attacker
must use 23866 different initial cosets to have a probability of success higher than 95%, the
total computational cost is of 239:05 . 238:66 — 9T7.7 table look-ups, or equivalently 271:06
five-round encryptions.

6.3 Practical Verification on small-scale AES

In order to have a practical verification of the proposed distinguisher (and of the following
key-recovery attack), we have practically verified the probabilities pags and prena given
abovel”. In particular, we verified them using a small-scale AES, as proposed in [CMRO05].
We emphasize that our verification on the small-scale variant of AES is strong evidence
for it to hold for the real AES, since the strategy used to theoretically compute such
probabilities is independent of the fact that each word of AES is of 4 or 8 bits.

To compare the practical values with the theoretical ones, we list the theoretical
probabilities pags and prqng for the small-scale case. First of all, for small scale AES
the probabilities p3 and ps3 3 are respectively equal to p3 = 21 _3.2731 1 2746 and
P33 = 2—10 —-3. 2—23 + 2—34.

W.lo.g. we used cosets of Cy to practically test the two probabilities. Using the
previous procedure and formula, the (approximately) probabilities that a set S satisfies
the required property for 5-round AES and the random case are respectively

Paps =27°—2047-2722 - 2217732737 4
A 3.384-2—21

Drand = 27° — 2047 - 2722 4+ 698027 - 2737 +...
~10.651-2—21

As a result, using formula (15) for prang =~ paps =~ 27° and |[prand — paps| =~ 271719,

it follows that n > 2316 different sets S are sufficient to set up the distinguisher with
probability higher than 95%.

Note that for small-scale AES, a single coset of Cy contains 26 (plaintexts, ciphertexts)
pairs, or approximately 2% - (216 — 1) ~ 23! different couples. Since the number of couples
with two different generating variables is given by 6 - 2% .27 . (2% — 1)2 ~ 2254 (also tested
by computer test), it is possible to construct 3 - 27 - (2* — 1)? = 86400 ~ 2164 sets S of 2°
couples. As a result, it follows that 231:6 . 2716-4 = 2152 Jifferent initial cosets of Cy must
be used, for a cost of 2472 chosen plaintexts.

For our tests, we used 2!¢ different initial cosets of Cy (keys used to encrypt the
plaintexts in the AES case are randomly chosen and different for each coset - the key is not
fixed). For each coset, we have used Algorithm 3 to count the number of sets S that satisfy
the required property (i.e. the number of sets for which two ciphertexts of at least one
couple are in the same coset of M ; for certain J with |J| = 3). As a result, for each initial
coset Cy the (average) theoretical number of sets S that satisfy the required property for
the random case - given by n% . = 86400 - p,ana - and the (average) practical one found

in our experiments - denoted by nf . - are respectively:

nZ .~ 265827 nk .~ 265823

ran ran

Similarly, the (average) theoretical number of sets S that satisfy the required property for
5-round AES - given by nk{p¢ = 86400 - paps - and the (average) practical one found in

7The source codes of the distinguishers/attacks are available at https://github.com/Krypto-iaik/
Distinguisher_5RoundAES
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Figure 3: Probabilistic Distributions of the Number of Sets S that satisfy the required
property for 5-round AES and for a Random permutation - using 20 000 initial cosets.

our experiments - denoted by nf, g - are respectively:

n} e ~ 2657.69 nk g ~ 2657.65

In more details, the total numbers of sets S - for all the 2! different initial cosets of Cy
- that satisfy the required property for 5-round AES and for a random permutation are
given by

nt g 174212383 nlpg ~ 174174372
nk .~ 174209761 nkpg ~ 174171751

Note that the numbers of sets found in our experiments are close to the theoretical ones,
and that the average number of sets for AES case is lower than for the random one, as
predicted.

For completeness, the probabilistic distributions of the number of collisions is given in
Fig. 2 for the AES case and in Fig. 3 for the random case. In both cases, the practical
distribution is obtained using 20000 = 2'43 initial cosets. It is possible to observe that
e.g. the theoretical variance matches the practical one in both cases.

7 Key-Recovery Attack on 6 rounds of AES-128

Using the previous distinguisher on 5-round AES (based on a property which is independent
of the secret key) as starting point, we propose the first key-recovery attack on 6 rounds of
AES that exploits a 5-round secret-key distinguisher. The strategy of the attack is similar
to the one largely exploited by linear and differential cryptanalysis.
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For the distinguisher just presented, the idea is to consider plaintexts in cosets of
Cy for I C {0,1,2,3} with |I| = 1, construct all the possible couples of two (plaintexts,
ciphertexts) pairs with two equal generating variables, divide them into sets S of 27
couples and count the number of sets for which at least one couple of ciphertexts belong to
the same coset of My for |J| = 3. To set up the key-recovery attack, the idea is simply to
start with cosets of Dy for I € {0,1,2,3}, and to repeat the previous procedure for each
guessed combination of the I-th diagonal of the secret key. As for the key-recovery on
5-round AES proposed in Sect. 5.3, these guessed 4-bytes of the key influence the way in
which the couples of texts are divided into the sets S. As a consequence, if the 4 guessed
bytes are wrong (i.e. different from the right ones), the couples are divided into sets S in
a random way.

As we are going to prove, for a wrong guessed key the probability that a set S satisfies
the required property (that is, two ciphertexts of at least one couple belong to the same
coset of M) is (approzimately) equal to the probability of the random case prand, which
1s higher than the probability paps for the case of the right key. As a result, the number
of sets S for which two ciphertexts of at least one couple belong to the same coset of M ;
for |J] = 3 is minimum for the right key. This allows to recover one diagonal of the secret
key. In the following we present all the details.

Key-Recovery Attack - Details

Consider texts in a coset of C; which is obtained by 1-round encryption of a coset of Dy
with respect to a (partially) guessed key. Here we theoretically compute the probability
that a set S satisfies the required property (that is, two ciphertexts of at least one couple
belong to the same coset of M ;) when the guessed key is not the right one. In other
words, we are going to show that the behavior in the case of a wrongly guessed key (for
the following denoted by “AES with a wrong key”) is similar to the one of a random
permutation.

Observe that the main difference between “AES with a wrong key” and a random
permutation is given by the possibility in the first case to study the distribution of the
couples after each round - note that for a random permutation it is meaningless to consider
the distribution of the texts after (e.g.) one round. In particular, a coset of a diagonal
space Dy is always mapped into a coset of a column space C; after one round independently
of the key. On the other hand, we stress that the way in which the couples are distributed
in the sets S depends on the guessed key.

Consider a key-recovery attack on 6-round AES

R()

Drda———— 5-round Secret-Key Distinguisher of Sect. 6
KeyGuess
i R() R() R2() RO "
U Sx’y'ngI @b Mide Djbha’ Mydce! Mg de
(,y) prob. 1 prob. 1

and focus on the middle round M; & ¢ RO, Dy ®a for |[I| =1 and |J| = 3. Assume
the guessed key is wrong, and consider one set Sz;cjo,xl),(yo,yl)' For this set, the number of
couples that belong to the same coset of M ; after four rounds can take any possible value
between 0 and 27 (that is, 0, 1, 2, ... or 217). Indeed, since the couples are divided in sets

(’;EJO 1).(yo.yr) 10 @ Tandom way, it is not possible to guarantee that the number of couples

that belong to the same coset of M after 4 rounds is only 0 or 2!7 (as for “AES with the
right key”).
Using the same calculation as before and for a wrongly guessed key, given a set

(ig’go 21).(yo.yr)» T PrObability pzvggngKey that two texts of at least one couple belong to
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the same coset of Mg for a certain |K| = 3 after 6 rounds is given by

217 n 217 _n
rongKe 217 n 17_p p3 - 1- P3.,3
PALS gKy:Z(n>-p3-(1—p3)2 -[1—(1—193,3) -<1—(’) :

=0 I—p3
which is well approximated by
Pl ponakey — 913 _ 5949872740 1 45812722347 - 2777 4 ...

Note that this probability is similar - but not exactly equal - to the one of the random
case (see (14) for details), while we remember that the probability for “AES with the right
key” is

paps = 2713 — 5242872746 — 22370411853 -2777 + ...

where the difference between these two probabilities is approximately |pzvgg”9 Key _pap 5| =~

2—41.011

Data and Computational Costs

Data Cost. Assume the goal is to discover the I-th diagonal of the key with proba-
bility higher than 95%. Equivalently, the goal is to guarantee that the number of sets

Zf’EJO7fE1)7(907y1) that satisfy the required property is the lowest one for the right key with

probability higher than 95%.

To compute the data cost, the idea is to use the same analysis proposed for the 5-round
distinguisher in Sect. 6.2. In particular, since there are 232 candidates for each diagonal
of the keys, one has to guarantee that the number of sets S(l;c]07m1)_ (o.51) that satisfy the
previous required property is the lowest one for the right key with probability higher than
(0.95)2"" (note that the 232 tests - one for each candidate - are all independent).

Using formula (15), one needs approximately 273343 different sets S(Z;jo,zl)_ (0,51
candidate of the i-th diagonal of the key. Since it is possible to construct éupproximately
3219 (28 —1)2 ~ 232:5™ different sets for each initial coset of Dy, one needs approximately
273343 . 9=32.573 — 940.7T (different initial cosets of D; to discover the I-th diagonal of
the key with probability higher than 95%, for a total cost of 24077 . 232 = 27277 chosen
plaintexts.

When one diagonal of the key is found, due to the computational cost of this step we
propose to find the entire key (i.e. the other three diagonals) using a brute force attack.

for each

Computational Cost. In order to implement the attack, the idea is to use Algorithm
3 for each possible guessed key in order to count the number of sets S that satisfy the
required property. (i.e. two ciphertexts of at least one couple belong to the same coset of
M for a certain J with |J| = 3). Since this number of sets is higher for a wrong key than
for the right one, it is possible to recover the right candidate of the key.

An implementation of the attack is described by the pseudo-code given in Algorithm 5.
To compute the computational cost, it is sufficient to re-consider the cost of the 5-round
distinguisher. Given a coset of Cy, the cost to count the number of sets S with the
required property is 2391 table look-ups. This step is repeated for each one of the 232
(partially) guessed key and for each one of the 24077 initial cosets of Dy, for a cost of
23905 . 940.77 . 932 _ 9l11.82 tahle look-ups. Moreover, one needs to partially compute
1-round encryption for each possible guessed key and for each initial coset, for a cost of
4.232.240.TT . 932 _ 9106.77 G Box look-ups. As a result, the total cost to find one diagonal
of the key is well approximated by 211182 table look-ups, or equivalently 210492 six-round
encryptions. The total cost to find the entire key (using brute force on the last three
diagonal) is of 210492 4 296 — 2104.93 gix round encryptions.
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Data: 2477 cosets of Dy (e.g. Dy @ a; for a; € Dy ) and corresponding ciphertexts
after 6 rounds
Result: 4 bytes of the secret key - (koo, k1,1, k2,2, k3,3)
Let NJ0,...,232 — 1] be an array initialized to zero; // N[k| denotes the number
of sets S that satisfy the required property for the key k
/* 1st Step: for each guessed key, count the number of sets S with
the required property */
for each k from 1 to 232 —1 do
for each coset Dy @ a; do
(partially) encrypt the 232 plaintexts w.r.t. the guessed key k;
use Algorithm 3 to count the number n of sets S that satisfy the required

property;
N[(k)]  N[(k)] +n; /7 ko, ki, ko, ks) = ko 4+ 28 - k1 + 216 - kg + 224 - kg
end
end
/* 2nd Step: 1look for the key for which number of sets S is minimum
*/
min < NJ[0]; // minimum number of sets

0 + (0x00, 0x00, 0x00, 0x00);
for each k from 1 to 232 —1 do

~

if N[p(k)] < min then

min < N[p(k)];
§ k= (koo k1,1,k22,k33);
end

end

return ¢ - candidate of (koo,k1,1,k2.2,ks.3)
Algorithm 5: 6-round key-recovery attack on AES exploiting a 5-round secret-key
distinguisher. The goal of the attack is to find 4 bytes of the secret key. The remaining
bytes (the entire key) are found by brute force.

As last thing, in App. C.3 we explain why it is not possible to set up the key-recovery
attack using cosets of Dy with |I| = 2 instead of [I| =1 (that is, why it is not possible to
exploit the modified version of the previous distinguisher proposed in App. C.3). Without
going into the details, this is due to the computational cost, since this modified attack
requires approximately 2881 chosen plaintexts (in 224! different initial cosets of D; with
|I| = 2) and it has a total computational cost of approximately 2172 six-round encryptions,
which is much higher than the cost of a brute force attack.

8 Other Secret-Key Distinguishers for 5-round AES

To conclude, we present other possible properties that are independent of the secret key
and that can be exploited to set up secret-key distinguishers for 5-round AES. Given sets
of (plaintexts, ciphertexts) pairs - defined similar to the previous ones, it is possible to
exploit the following properties:

e consider the number of sets with the following property: the number of couples for
which the two ciphertexts belong to the same coset of a particular subspace M is
higher than a certain number Z € N; if this number Z and the sets are properly
defined, then this number of sets is higher for 5-round AES than for a random
permutation;
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e if the sets are properly defined, for 5-round AES there exists at least one set for
which the two ciphertexts of each couple in that set don’t belong to the same coset of
a particular subspace M; in contrast, for a random permutation, for each set there
exists at least one couple for which the two ciphertexts belong to the same coset of a
particular subspace M.

In the following, we give all the details and a theoretical explanation of the previous
properties. Moreover, we highlight that both these two distinguishers work both in the
encryption (i.e. using chosen plaintexts) and in the decryption direction (i.e. using chosen
ciphertexts)

8.1 Sets with “High Number” of Collisions - Secret-Key Distinguisher

The first distinguisher that we are going to present exploits the following property:

e consider the number of sets Z with the following property: the number of couples
for which the two ciphertexts belong to the same coset of a particular subspace
M is higher than a certain number Z € N; if this number Z and the sets Z are
properly defined, then this number of sets is higher for 5-round AES than for a
random permutation.

As first thing, we define the sets Z(x y - where x = (xo, 21, ..., 27) and y = (Yo, Y1, ---, y7)

such that (xo, 1,22, 73) # (Yo,¥y1,¥2,y3) and (24,5, 26,77) 7 (Ya,Ys, Y6, y7) - that we
are going to use

o C E X7 Yo C E Y7
_ Axd | pdxd | _ ry v F G| va 1 F G
Z(x,y)—{(p,q)EFQS x Fras |p—ae§ A x5 x H ¢=a® iy ys y2 H
B D g u3 B D ys ys
ro C E y; yo C E a7
_ Yya © F G| e 1 F G
or p=a® Ay zo H qg=a® A x5 oy H VA,B,C,....H € Fas
B D ys a3 B D zs ys3
for a fixed a € F;lgﬂl. Each set contains 26° different couples of two (plaintext, ciphertext)

pairs, and it is possible to construct approximately § - (232 - (232 — 1))? = 2126 different
sets.

To set up the distinguisher, consider (at least) 247 different sets Z (each one of
different couples), and count the number of sets for which the number of different couples
of ciphertexts that belong to the same coset of M for a certain I with |I| = 2 is higher
than a given number Z = 3 - 2'8 = 786 432. Independently of the secret key, of the details
of the S-Box and of the MixColumns matrix, it is possible to prove that

265

e for 5-round AES, the number of sets Z with the required property is on average
higher than 2'6;

e for a random permutation, the number of sets Z with the required property is on
average lower than 211415,

This allows to distinguish the two cases. All details are given in the following.

8.1.1 Details and Proof

For the following, we recall the Chebyshev Inequality
1
Prob(|X—,u|2k-o)§ﬁ Vk >0
2

where X is a random variable with mean g and variance o~.
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Proof - AES
As first thing, we prove the results just given, starting with the 5-round AES case.

Initial Considerations - 5-round AES. Our 5-round distinguisher is based on the
following property of the 4-round distinguisher initially proposed. Consider a set Z just
defined. Due to the “super-Sbox” explanation given in Sect. 5.1.1, after 4-round encryption,
only two events can happen:

1. for each (p,q) € Z, then R*(p) ® R*(q) € M for a certain J C {0, 1,2,3};
2. for each (p,q) € Z, then R*(p) ® R*(q) ¢ M for all J C {0,1,2,3}.

Observe that pdg € Dy 3 by definition, that is R?(p)®R?(q) € My 3. Thus, R*(p)®R*(q) €
M can happen if and only if |J| = 3.
Moreover, as we have seen in Sect. 6.1.2, if |J| = 3 then the first case occurs with ap-

proximately probability 2730, while the second one occurs with approximately probability
1—2730,

Proof. In order to obtain the desired result, it is sufficient to consider the first event,
that is R*(p) ® R*(q) € M for all (p,q) € Z and for |J| = 3. Given 247 initial sets Z,
the average number of sets that satisfy this property is 247 - 2730 = 217,

Given a set as before, what are the number of couples of ciphertexts that belong to
the same coset of M for |I| = 2 after 5-round? Since Prob(R(z) ® R(y) e M|z y €
M) =paz~3-2747 (see (7) for details) and since each set is composed of 265 different
couples, the average number of couples of ciphertexts that belong to the same coset of M
after 5-round for |I| = 2 is 26% - 3. 2747 = 3. 218 (which is equal to the number 7).

As we are going to show, on average half of the previous sets satisfy the required
property (that is, that the number of couples of ciphertexts that belong to M is higher
than Z). As a result, the average number!® of sets Z that satisfy the required property is
(higher than) 216.

Proof - Half of the Sets Z satisfy the Required Property. To prove the previous result,
we must show that on average half of the previous sets Z satisfy the required property.
To do this, note that the probabilistic distribution of the number of different pairs of
ciphertexts of a set Z that belong to the same coset of M is well described by a binomial
distribution B(n,p). Indeed, as described in details in Sect. 6.2, by definition a binomial
distribution with parameters n and p is the discrete probability distribution of the number
of successes in a sequence of n independent yes/no experiments, each of which yields
success with probability p. In our case, given a set Z with n pairs, each of them satisfies
or not the above property (the two ciphertexts belong to the same coset of M) with a
certain probability. If we limit to consider the sets Z for which R(s) & R*(t) € M for
all (p,q) € Z and for |J| = 3, then the mean value is given by g =n-py3 = 3-2'% and
the variance is given by 02 =n-py3 - (1 — pa3) = 3 - 218,

If the previous distribution is symmetric with respect to the mean value, given a set Z,
the number of pairs for which the two ciphertexts are in the same coset of M/ is higher
than p = 3-2'8 = Z with probability 50%. Thus, it is sufficient to show that the previous
distribution is (almost) symmetric with respect to the mean to get the desired result. A
parameter that measures the asymmetry of a probabilistic distribution is the skew'?, where

8Note that this is a lower bound, since we are considering only the sets Z s.t. R*(s) ® R*(t) € M for
all (p,q) € Z and for |J| = 3.
19The skewness v of a random variable X is defined as

WZE[(X;ﬂ: (E[<X—u>3]

o E[(X - w2372
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the skewness is zero if and only if the distribution is symmetric. For the particular case of
a binomial distribution B(n, p), the skewness is given by

1-2-p
n-p-(1-p)

Since in our case n = 2% and p = 32747, it follows that the skewness is well approximated
by v ~ 2798 ~ 0.001128, which implies that the distribution is almost symmetric with
respect to the mean.

Proof - Random Permutation

As second thing, we prove the previous result for the case of a random permutation. Since
Prob(x € M) =py ~ 3275 for |I| = 2, given a set of 247 pairs, the number of couples
that belong to the same coset of M; for |I| = 2 is on average 3 -2763.26% = 12,

What is the probability that the previous number is higher than Z = 3-2'8? To compute
this probability, we exploit (1) the Chebyshev Inequality and (2) the fact that probabilistic
distribution of the number of collisions of each set is well described by a binomial distribution
X ~ B(u,0?) with mean p = 2% - py = 12 and variance 0> = 2% - p, - (1 — py) = 12. Thus,
using the Chebyshev Inequality, it follows that

0.2

Prob(X > 7 =3-2"8)=Prob(X —pu>27—pu) < Prob(|X —pu| > 7 —pu) < Z
where Z — o > 0. It follows that the previous event occurs with probability less than
12/(3- 218 —12)2 ~ 2735585,

As a result, for a random permutation, the number of set Z with the required property
(i.e. for which the number of couples of ciphertexts that belong to the same coset of M;
is higher than Z = 3 - 2'®) is on average less than 247 . 2735:585 — 911415,

8.1.2 Data and Computational Costs

In order to set up the distinguisher, one needs at least 247 different sets Z, each one of 2%°
different couples of two (plaintext, ciphertext) pairs. Given a set of 259 plaintexts of the
form

A A A C
A cccaaaaa A A
A ccccaaaa C A

A A c C

where cccaaaaa denotes a byte with 5 active bits and 3 constant bits (similar for ccecaaaa),
then it is possible to construct ;- (23 - (213 — 1)) - (212 (22 — 1)) = 2%8 sets Z defined as
before. As a result, 289 chosen plaintexts are (largely) sufficient to set up the distinguisher.

What about the computational cost? The idea is to use Algorithm 3 as described
in Sect. 6.2 to implement the distinguisher, where the partial order C defined in Def.
10 can be simply adapted for this case. It follows that the computational cost is well
approximated by

6- [2% -1og 2% + (257 + 2%%)] + 2% ~ 29% table look-ups
where (2;9) .2764.9-64 — 949 i the average number of couples such that the two ciphertexts
belong to the same coset of M ; for a fixed J with |J| = 2 and the two plaintexts are in
the same coset of Dy 3 (by definition of Z). Equivalently, the total computational cost is
well approximated by 2°1'43 five-round encryptions.
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8.2 Impossible Structural Differential - Secret-Key Distinguisher
The first distinguisher that we are going to present exploits the following property:

e if the sets Q are properly defined, for 5-round AES there exists at least one set for
which the two ciphertexts of each couple in that set don’t belong to the same coset of
a particular subspace M; in contrast, for a random permutation, for each set there
exists at least one couple for which the two ciphertexts belong to the same coset of a
particular subspace M.

As first thing, we define the sets Qxy) - where x = (xg, 21, ..., 7) and y = (o, Y1, .-, y7)
such that x; # y; for each i - that we are going to use. Such set is similar to the set Z
previously defined, with the only difference that in this case we consider all the possible
different combinations of these 16 variables. That is

zo 0 C 7 yo 0 C y;
Qxy) = 4 (p.q) € FRX4 X FiX4 | p= a0 Ta w00 o ofya o 000
xy) =P 4 28 28 [P A x5 25 09 A ys y2 0
0 B =z u3 0 B ys us3

yo 0 C a7 o 0 C y;

o Ty X1 0 0 _ Ya U1 0 0

orp=a® A x5 1y 0 qg=a® A ys g O or .. VA, B,C € TFgs
0 B z x3 0 B ys 3

As a result, since there are 224 different possible values of A, B, C and since it is possible to
consider 2'° different combinations of x and y, each set Q(x,y) is composed of 224.21% = 239
different couples of two (plaintext, ciphertext) pairs. We emphasize that with respect to
the previous set Z, here we consider all the possible combinations of the 16 variables, that
is we don’t limit to consider the combinations of the two diagonals as before. Moreover, it
is possible to construct approximately g5 - 203 - (28 — 1)8 ~ 2111954 Jifferent sets Q
just defined.

To set up the distinguisher, consider (at least) 3 - 2% different sets Q, each one of 23
different couples of two (plaintext, ciphertext) pairs, and check if there exists at least one
set Q for which the two ciphertexts of each couple don’t belong to the same coset of M
for |I| = 3 after 5-round. Independently of the secret key, of the details of the S-Box and
of the MixColumns matrix, it is possible to prove that

x,y)

e for 5-round AES, there exists at least one set Q that satisfy the previous property
with approximately probability 99.9995%;

e for a random permutation, for each set Q there exists at least one couple for which
the two ciphertexts belong to the same coset of M for |I| = 3 with probability close
to 1.

This allows to distinguish the two cases. In the following we present all the details.

Before going on, note that this distinguisher on 5 rounds has something in common
with the 4-round distinguisher based on impossible differential trails first proposed by
Biham and Keller in [BK01], in the same way in which the 5-round distinguisher just
presented in Sect. 6 has something in common with the 3-round distinguisher based on
the truncated differential cryptanalysis. For an impossible differential trail, one exploits
the fact that given two plaintexts in the same coset of Dy, then they don’t belong to the
same coset of M after four rounds for each I,J € {0,1,2,3} with |I| + |J| < 4 (see Prop.
1), while this happens with a probability different from zero for a random permutation.
Here we use the same technique, but working on sets of pairs of texts and not on single
pairs of texts independently of the others.
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8.2.1 Details and Proof
Proof - AES

As first thing, we prove the results just given, starting with the 5-round AES case.

Initial Considerations - 5-round AES. Our 5-round distinguisher is based on the
following property of the 4-round distinguisher initially proposed. Consider a set Q just
defined. Using an explanation similar to the one given in Sect. 5.1.1, after I-round
encryption, only two events can happen:

1. for each (p,q) € Q, then R(p) ® R(q) € Dy for a certain J C {0,1,2,3};
2. for each (p,q) € Q, then R(p) ® R(q) ¢ Dy for all J C {0,1,2,3}.

First of all, observe that p @ ¢ ¢ C; for each I s.it. |I| < 3, by definition. Since
R(p) ® R(q) ¢ M for each I s.t. |I| < 3, the event R(p) @ R(q) € D can occur for each
|J] > 1.

To prove the previous result, the idea is to use the same strategy based on the super-Sbox
proposed in Sect. 5.1.1. To do this, note that

R(p)® R(q) € Dy if and only if  S-Box(p) ® S-Box(q) € W,

where Wy = SR~ o MC~1(D;) (as defined in (12)). Since the S-Box(-) works on each
byte independently of the others and since the XOR sum is commutative, it follows that

S-Box(p) @ S-Box(q) = S-Box(p’) & S-Box(q')

where p’ and ¢’ are given by a different combinations of the generating variables of p and g.
For the following, we recall that the first case occurs with approximately proba-
bility (|§I> - 2732(4=171) " while the second one occurs with approximately probability

1- (‘54;‘) -2732(4=1JD) (as we have seen in Sect. 6.1.2).

Proof. In order to obtain the desired result, we focus on the first event only, that is
R(p) ® R(q) € Dy for all (p,q) € Q and for |J| = 1. Since this event happens with prob.
2794 given 3 - 2% initial sets Q, then the average number of sets that satisfy this property
is 3.296.2794 =19,

Due to Prop. 1, Prob(R*(z) & R*(y) € M |z @y € D;) =0if I,J C{0,1,2,3} such
that |I| +|J] < 4 and = # y. It follows that if R(p) ® R(q) € Dy for all (p,q) € Q and
for |J| = 1, then R%(p) ® R®(q) € M; for all (p,q) € Q and for |I| = 3. As a result, on
average 12 sets satisfy the required property.

In other words, what is the probability that at least one set Q satisfies the required
property? By simple computation

1—(1—279%122" 1 _ 712 & 99.9995%.

Proof - Random Permutation

As second thing, we prove the previous result for the case of a random permutation. The
goal is to show that for a random permutation, there exists at least one couple for which
the two ciphertexts belong to the same coset of M for |I| = 3 for each set.

First of all, since Prob(z € My) = p3 ~ 273% for |I| = 3, given a set of 239 couples,
the number of couples of ciphertexts that belong to the same coset of M for |I| =3 is on
average 2739 . 239 = 29 = 512,
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What is the probability that for each set at least one couple for which the two ciphertexts
that belong to the same coset of M for |I| = 37 By simple computation

3.996 997.6

3_296 1
_ 39 _99 _
1— (1 —9 30)2 :| ~ |:1 —e 2 :| ~ |:1 -9 513~4:| = exp (_24158)% 1

8.2.2 Data and Computational Costs

In order to set up the distinguisher, one needs at least 3 - 29 ~ 2976 different sets Q,
each one of 239 different couples of two (plaintext, ciphertext) pairs. Given a set of 282
plaintexts of the form

A C A cccaaaaa
A A C C

A A A C

C

A A cccaaaaa

where cccaaaaa denotes a byte with 5 active bits and 3 constant bits, then it is possible to
construct 55 - 258 - (28 — 1)6 . (25 — 1)2 = 21008 gets Zdefined as before. As a result, 252
chosen plaintexts are (largely) sufficient to set up the distinguisher.

What about the computational cost? The idea is to use Algorithm 3 as described
in Sect. 6.2 to implement the distinguisher, where the partial order C defined in Def.
10 can be simply adapted for this case. It follows that the computational cost is well
approximated by

4. [282 -log 282 + (282 + 243)] + 329 ~ 2978 table look-ups

where (2;2) .2796.9724 — 243 i5 the average number of couples such that two ciphertexts
are in the same coset of M for fixed J with |J| = 1 and the two plaintexts are in the
same coset of Dy 3 (by definition of Q). Equivalently, the total computational cost is well
approximated by 2°!'! five-round encryptions.
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A Proof - Probabilities of Sect. 3.2
In this section, we prove the probabilities given in Sect. 3.2.
Let I,J C {0,1,2,3}. We recall that
MMy =Miny. (17)

where M;yN M ;= {0}if INJ = 0. Moreover, referring to [GRR17b], we recall that the
probability that a random text x belongs to M is well approximated by Prob(z € M;) =
2-32:(4=111) " while given two random texts = # y

Prob(R(z) ® R(y) e My |z ®y e My) = (28)~+1IHIHIL

Proposition 2. The probability p;| that a random text x belongs to the subspace My for
a certain I C {0,1,2,3} with |I| =1 fized is well approzimated by

3
/4 )
pizj = Prob(AI € {0,1,2,3} 1| =1 s.t. x € My) = (-l > (-1)"- (Z> QT3
i=4—|I|

Proof. By definition, given the events A1, ..., A, in a probability space (€2, F,P) then:
Prob( U Ai> = Z ((—1)]“_1 Z Prob(A1)>,
i=1 k=1 Ic{1,...,n}

||=Fk
where the last sum runs over all subsets I of the indexes 1,...,n which contain exactly k
elements?® and

Ar =) A
il
denotes the intersection of all those A; with index in I.
Due to (17), it follows that for |I| = 3:

Prob(A1 € {0,1,2,3}|I| =3 s.t. z € My) =
= Z Prob(x € Myp) — Z Prob(z € M)+
1C{0,1,2,3},|I|=3 1C{0,1,2,3},|1]=2
+ > Prob(z e My) =4-2732 —6.2764 1 4.279
1C{0,1,2,3}, |T|=1
while for || =2
Prob(31 € {0,1,2,3}|I] =2 st. 2@y e M) =
= Z Prob(x @y € Myp) — Z Prob(x @y € Mp) =
1C{0,1,2,3},|1]=2 1C{0,1,2,3},|I|=1
=6-2704_-4.279

20For example for n = 2, it follows that Prob(A; U A3) = Prob(A1) + Prob(As) — P(A1 N Ag), while
for n = 3 it follows that Prob(A; U As U A3) = Prob(A1) + Prob(Az) + Prob(Az) — Prob(A; N Ag) —
Prob(A1 N Az) — Prob(Az N Az) + Prob(A1 N Az N As).
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and finally for [I| =1

Prob(A1 €{0,1,2,3}|I| =1 st. sdy e Mp) =
= Z Prob(z @y € M) =4-27%,
1C{0,1,2,3}, |1|=1

that is the thesis. O

Proposition 3. Let x,y be two random elements. Assume that there exists I C {0,1,2,3}
such that © ® y € Mj. The probability that 3J C {0,1,2,3} with |J| =1 fized such that
R(z) ® R(y) € M is well approzimated by

p‘J‘,|[|EP’I“0b(E|J|J|:l S.1. R(x)@R(y)EMJ|xGByEM1)=
3
— (=1l —1). . 9—8-|I]
=(-1) > (-1 <Z> 2 .
i=d—|J|

Proof. As before, for |J| = 3:

Prob(3J|J| =3 st. R(x) B R(y) e My|lzdye M) =
= Z Prob(R(z)® R(y) e Mylzdy e M)+
JC{0,1,2,3},]J]=3
- Z Prob(R(x) ® R(y) e My|lz®y € Mp)+
JC{0,1,2,3}, |J]=2
+ Z Prob(R(x) @ R(y) e My|lady e My) =
JC{0,1,2,3},|J|=1
=4.27 8l _g.o16:] 4 4. 9241 —
> 4
=(=1)3. —1)t. .98 1]
SUDIEINE

By simple computation, it is possible to obtain similar results for |J| = 2 and |J| = 1, that
is the thesis. O

Proposition 4. Let x,y be two random elements such that © &y ¢ My for each I C
{0,1,2,3}. Then, the probability that 3J C {0,1,2,3} for |J| =1 fixed such that R(x) @
R(y) € My is well approximated by

PlJ| —P1J|,3 " P3

Py,3 = Prob(3J s.t. R(x)® R(y) e Mylzdy ¢ MVI) = —

Proof. Let A and B be two events, and let A+ such that AU A~ is equal to the sample
space. By definition

Prob(B) = Prob(B| A) - Prob(A) + Prob(B|A™*) - Prob(A™*).
Thus

plg| = Prob(3J st. R(z) ® R(y) € M) =
= Prob(3J st. R(z)® R(y) e My|la Dy ¢ MVI)- Prob(x ®y ¢ MVI)+
+Prob(3J st. R(x)® R(y) € My |31 st. x By e My)-Prob(3AI st. zdy € My).
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Note that?!

Prob(3I st. x Dy e Mj) Prob(az@ye U MI)
vIC{0,1,2,3}

:Prob<x@y € U MI>EP3~
1C{0,1,2,3}, |1|=3

It follows that
pls) =pis3 - p3+ D (1—ps),
that is the thesis. O

Proposition 5. Let x and y such that x &y ¢ My for each I C {0,1,2,3}. Then, the
probability that 3J C {0,1,2,3} with |J| = fived and |I|+|J| < 4 such that R*(x)®R?(y) €
My is well approzimated by

PiJ]

Pg,3 = Prob(3J s.t. R*z) o R*(y) e Mylzdy ¢ M;) = o

Proof. Remember that
Prob(3J s.t. R*(z)® R*(y) € My |31 st. x@y ¢ M) =0.
Since
Prob(3J s.t. R*(z)® R%(y) € M) =
= Prob(3J st. R*(z)® R*(y) e M|z @y ¢ MiVI)- Prob(z @y ¢ MVI)+
+Prob(3J st. R%*(z)® R*(y) e My |31 st. x®ye Mp)-Prob(3I st. 2 @ye Mj)
and using the same argumentation as before, it follows that
Py = Dl - (1 —p3),
that is the thesis. O

As last thing, we show that given texts in the same cosets of C; or My for I C {0, 1,2, 3},
the number of couples of texts with n equal generating variable(s) for 0 < n < 3 is given

by
4\ 932111 (28111 qyt-n.
n

W.lo.g. consider for simplicity the case |I| = 1. First of all, note that there are (i)
different combinations of n variables. If n > 1, the n variables that must be equal for
the two texts of the couple can take (2%)" different values. For each one of the remaining
4 — n variables, the variables must be different for the two texts of each couple. Thus,
these 4 — n variables can take exactly [(2%)*" - (2% — 1)*7"]/2 different values. The result
follows immediately. In particular, for |I| = 1 there are:

e 263.(28 —1)% couples for which the two texts have different generating variables;
o 233.(28 —1)3 couples for which the two texts have one equal generating variable;
e 3.232.(2% —1)2 couples for which the two texts have two equal generating variables;
e 233.(28 — 1) couples for which the two texts have three equal generating variables.

The other cases are analogous. Note that the total number of all the possible couples is
231 . (232 _ 1)

2fz @y € My for |I| < 3, then 3J with |J| =3 and I C J such that z Sy € M.
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A.1 Discussion about the Given Approximations

In Sect. 3.2, we list some useful probabilities largely used in the following. As we have
already said, all those probabilities are not the exact ones, but “good enough” approrimations
useful for the target of the paper. Here we give some more details about this statement.

As first thing, consider the following simple example. Consider the probability that
a pair of texts t' and t? belong to the same coset of M;. This probability is usually
approximated by Prob(z € Mj) = 2732(“=l)_ On the other hand, in order to set up a
(truncated) differential attack, one is interested to the case t! # t? (equivalently, = # 0).
Thus, the “correct” probability should be

232-|I| -1

_ o9—32-(4—|I|) _ o—128 —128-32-(4—|I

Prob(z € My|z #0) =

Another interesting example regards the 4-round AES impossible differential trail.
Consider plaintexts in the same coset of Dy, and the corresponding ciphertexts after
4-round. It is well known that

Prob(R*(z) @ R*(y) e My|lz®yeD;) =0  VYJst. [I|+]J] <4

On the other hand, we can compute this probability using the probabilities given in Sect.
3.2. Assume for simplicity I fixed with |I| = 1. By Theorem 1, each coset of D; is mapped
into a coset of M after 2-round. Thus, the probability that

3
Prob(R(z) ® R(y) e My |z ®y e M) = (=D Z () 281,

Thus

Prob(R'(z) ® R'(y) € My |z ®y € Dy) =
= Z Prob(R*(z) ® R*(y) € M| R*(z) ® R*(y) € Mg and x ®y € Dr)x
Kc{0,1,2,3}
x Prob(R*(z) @ R¥(y) € Mg |2 @y € Dr)+
+Prob(R*(z) ® R*(y) € M| R*(z) ® R*(y) ¢ MgVK and x ©y € Dr)x
x Prob(R*(z) ® R*(y) ¢ MxVK |z @y € Dy).
If one approzimates the probability Prob(R*(z)®R*(y) € M| R} (z)DR3(y) € Mg and x®

y € D;) with Prob(R*(z) ® R*(y) € M| R*(x) ® R*(y) € M), by simple computation
it follows that

Prob(R*(z) ® R y) e My |z @y e D))~ 28 42730 4
which is obviously wrong. The error arises by the fact that the probability

Prob(R*(z) @ R*(y) € M| R3*(z) ® R3(y) € My and 2y € Dy) =
= Prob(R*(z) ® R*(y) € M| R}(z) ® R*(y) € Mg and R*(z) ® R*(y) € Dr) =0

for all |I| + |J| < 4, and not (}) - 28+(4=1/D.

In other words, it is important to have in mind that the assumption behind the
probabilities given in Sect. 3.2 is that the elements x and y are uniform distributed, or (at
least) very close to be uniform distributed - as for the events considered in this paper to set
up distinguishers and key-recovery attacks on 5- and 6-round AES.
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B Details - 4-round Secret-Key Distinguisher of Sect. 5
and 5-round Key-Recovery Attack of Sect. 5.3

B.1 4-round Secret-Key Distinguisher for AES - Details

In this section, we give all the details about the computational cost of the 4-round Secret-
Key Distinguisher for AES presented in Sect. 5. We refer to Sect. 5 for all the details
about the distinguisher.

Given 2'¢ chosen plaintexts in the same coset of Co N Dy 3 ¢ a and the corresponding
ciphertexts, a first possibility is to construct all the possible pairs, to divide them in sets
S of non-independent pairs defined as

S = {(pl»pQ) €(CoNDos®a)’ | [(0' = (',2?),c' = RUpY), (0" = (v',9%). 2 = R*(0"))];
(6" = (y',2%),¢" = R'(P")), (p° = (2", 4?),&® = R (p%))] }

where (Co NDy3 B a)2£ (CoNDys®a)x (CoNDys @ a), and to check for each set if the
required property is satisfied (or not).
The cost to check if the property

ddc?e My if and only if toete My

is satisfied (or not) is equal to 2 XOR and 2 MixColumns operation®?, which is negligible
with respect to the total cost. For this reason, we focus on the cost to construct the sets
S. Using the previous strategy, since the number of pairs is approximately 23! for each
coset, the cost is of approximately 2 - 23! = 232 table look-ups.

In order to reduce the computational cost, a possibility is to re-order the ciphertexts
with respect to a partial order < as defined in Def. 8 (see also [GRR17a]). Note that
= depends on an index J. Using a merge-sort algorithm, the cost to re-order n texts is
of O(n -logn) table look-ups. When the ciphertexts have been re-ordered, it is no more
necessary to construct all the possible pairs and it is sufficient to work only on consecutive
texts with respect to <.

In more details, first one stores all the plaintext/ciphertext pairs twice, (1) once in
which the plaintexts are ordered with respect to the partial order < defined in Def. 6
and (2) once in which the ciphertexts are ordered with respect to the partial order <
defined in Def. 8. Then, working on this second set, one focuses only on consecutive
ciphertexts ¢! and ¢! for each i, and checks if ¢! @ ¢'*1 € M or not. Assume that
¢ @t € My for a certain J fixed previously. The idea is to take the corresponding
plaintexts p' = (a!,y') and pi*! = (22,4?), to construct the corresponding set S and
to check if the ciphertexts ¢! and ¢? of the corresponding plaintexts p! = (2!, y?) and
p? = (22%,y') satisfy the condition ¢! @ ¢ € M for the same J. If not, by previous
observations one can simply deduce that this is a random permutation. Note that if there
are r consecutive ciphertexts ¢*, ¢!, ..., "1 such that ¢/ @ ¢ € M fori < j,1 < r,
then one has to repeat the above procedure for all these (;) =7 (r —1)/2 possible pairs?3.

To optimize the computational cost, note that the plaintexts p' and p? are respectively
in positions ! + 28 - y? and 22 + 28 - y! in the first set of plaintext/ciphertext pairs (i.e.
in the set where the plaintexts are ordered with respect to the partial order <). Thus, the
cost to get these two elements is only of 2 table look-ups. Moreover, we emphasize that it
is sufficient to work only on (consecutive) ciphertexts ¢! and ¢/ such that ¢! @ ¢/ € M.
Indeed, consider the case in which the two ciphertexts ¢ and ¢/ don’t belong to the same

22Given z,y, then x @ y € M if and only if MC~'(x @ y) € ZD; for each I.
23Since M is a subspace, given a,b,c such that a @b € My and b®c € My, then b® c € M.
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coset of My, i.e. ¢t @ ¢/ ¢ M. If the corresponding ciphertexts ¢! and ¢é2 - defined as
before - don’t belong to the same coset of M ;, then the property is (obviously) verified.
Instead if ¢' @ ¢2 € M, then this case is surely analyzed. The pseudo-code of such
strategy can be found in Algorithm 1.

Using this procedure, the memory cost is well approximated by 4 -2'7 - 16 = 223 bytes -
the same plaintext/ciphertext pairs in two different ways. The cost to order the ciphertexts
for each possible J with |J| = 3 and for each one of the two cosets is approximately of
2.4-216.10g 216 ~ 223 table look-ups, while the cost to construct all the possible pairs of
consecutive ciphertexts is of 2 - 4 - 216 = 219 table look-ups. Since the probability that a
pair of ciphertexts belong to the same coset of M for |J| = 3 is 273 and since each coset
contains approximately 23! different pairs, then one has to do on average 2-4.2730.231 = 24
table look-ups in the plaintext/ciphertext pairs ordered with respect to the plaintexts.
Thus, the total cost of this distinguisher is well approximated by 223 + 219 4- 16 ~ 223:09
table look-ups, or approximately 2167 four-round encryptions (using the approximation
20 table look-ups = 1 round of encryption).

B.2 Key-Recovery Attack on 5-round AES - Details

As we have seen in Sect. 5.3, the 4-round secret-key distinguisher of Sect. 5 can be used to
set up a key-recovery attack on 5-round AES. We refer to that section for all the details,
and we limit here to compute the data and the computational costs of the attack.

Consider two plaintexts in the same coset of Dy (i.e. Dy @ a for a € Dy ), that is p!
and p? such that p' = (2%, %, 2¢, w?) for i = 1,2 or equivalently:

p'=x"-eoDy e11 D2 e22DW' -e33Da.

By Theorem 1, there exists b € Cg- such that for i = 1,2

0 0 0 S-Box(z' ® kog) 0 0 0

o |90 0 0l . ue |SBox(yi@kis) 0 0 0
R =% o g o ®b=M S-Box(+ @ kss) 0 0 0| P

@ 0 0 0 S-Box(w' @kss) 0 0 0

ie. R(p') = (2%,9", 2", 0") = 2" e0 0BG -e10D 2" -e20DW - e30®b. In order to use the
previous distinguisher, one has to check that R°(p') @ R°(p?) € M if and only if other
pairs of texts have the same property. In particular, given p' and p? defined as before such
that R®(p') ® R®(p?) € My, it is possible to construct 7 different pairs of texts Ry(q')
and Ry (q?) in Co @ b defined by the following combinations of generating variables

1249 24 @t and (22,97, 22, 0?); 2. (22,94, 21, ') and (&', 92, 2%, 0?);
3. (21, 9% 2t wl) and (2%,9', 22, w?); 4. (21, 91, 2%, ") and (22,92, 2%, 0?);
5.(2, 9%, 21 w?) and (22,92, 2%, @b); 6. (22, 9% 21 ') and (2,9, 2%, 0%);
7.(2%,9%, 2%, @) and (&', 9%, 51, 0%); 8. (2%, ¢, 24, w?) and (2,92, 2%, 0")

that must satisfy the required property
RY[Ri(p")|@R*[Rr(p®)]e My iff  R*[Ri(q")|®R*[Ri(q®)]€ M.

However, a problem arises: since the key k is secret and the S-Box is non-linear, there is
no way to find such ¢* and ¢? for which Ry (q!) and Ry (q?) are generated by the previous
combinations of variables without guessing any key material, if the plaintexts are in a coset
of a diagonal space Dy instead of a column space C;. It follows that it is not possible to
extend the 4-round distinguisher of Sect. 5 simply considering plaintexts in a coset of Dy
instead of Cj.
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On the other hand, this allows to set up a new key-recovery attack on 5 rounds of
AES. Given plaintexts in the same coset of Dy, consider two (plaintexts, ciphertexts) pairs
(p*,c') and (p?,c?) such that the two ciphertexts belong to the same coset of M for J
with |J] = 3 after five-round. Fixed I € {0,1,2,3}, the idea of the attack is to guess 4
bytes of the I-th diagonal of the secret key k, that is k; ;41 for each ¢ = 0,1,2,3, and
to (partially) compute Ry(p') and Ry(p?). Let R(p%) = (2%, 9%, 2%, %") and assume that
at £ 22 g' # 9%, 21 # 52 and ! # 2. Due to Lemma 2 and due to the “super-Sbox”
argumentation given in Sect. 5.1.1, it is possible to show that ¢! @ ¢ € M if and only if
other 7 different pairs of texts Ry (g") and Ri(q?) in Co@b defined by different combinations
of the generating variables (2%, 4%, 2%, %) have the same property. If this property is not
satisfied, then one simply deduces that the key is wrong. If more than one candidate of the
key passes the test, one can simply repeat it with other couples of plaintexts/ciphertexts
until all the wrong candidates are discarded.

Data and Computational Costs. Each coset of D; with |I| = 1 is composed of 232
texts, thus on average 293 - 2732 = 23! different pairs of ciphertexts belong to the same
coset of M for a fixed J with |J| = 3.

As we have just seen in Sect. 5.3, it is sufficient to find one collision in order to
implement the attack and to find the key. In order to find it, the best strategy is to re-
ordered the ciphertexts with respect to the partial order < and then to work on consecutive
elements. For each initial coset of Dy and for a fixed J, the cost to re-order the ciphertexts
with respect to the partial order < (for M ; with J fixed - |J| = 3) and to find a collision
is approximately of 252 - (log 232 4+ 1) = 237 table look-ups.

When such a collision is found, one has to guess 4 bytes of the key and to consider (at
least) two different couples given by a different combinations of the generating variables
of R(p') and R(p?) (observe that the condition #! # #2, g1 # 92, 21 # 22 and ! # 0?
is satisfied with probability (255/256)* ~ 1). To perform this step efficiently, the idea is
re-order (and store separately) the (plaintexts, ciphertexts) pairs w.r.t. the partial order <
as defined in Def. 6 s.t. p* < pi*! for each i. Since the cost to construct these two different
couples is well approximated by 4 table look-ups, the cost of this step is of 232.2.4 = 2%
S-Box and of 232 - 4 = 234 table look-ups.

Thus, the cost to find one diagonal of the key is well approximated by 23° S-Box
look-ups and 23717 table look-ups, that is approximately 230-9® five-round encryptions.
The idea is to repeat this operation for three different diagonals, and to find the last one
by brute force. As a result, the total computational cost is of 232 + 3 . 23095 — 933.28
five-round encryptions, while the data cost is of 3 - 232 = 233:6 chosen plaintexts.

Only for completeness, we highlight that the same attack works also in the decryp-
tion/reverse direction, using chosen ciphertexts instead of plaintexts.

C Possible Variants of the 5-round AES Secret-Key Dis-
tinguisher of Sect. 6

In this section, we propose two variants of the 5-round secret-key distinguisher proposed in
Sect. 6. The second one is the most competitive distinguisher (from the point of view of
the data and the computational costs), but it can not be used for a key-recovery attacks,
as discuss in the following.

To set up the distinguisher, we must recall one result from [GRR17a]:

Lemma 4. Let p and q be two different elements in Mj; ® a - a coset of My - for
I €{0,1,2,3} and |I| = 1, with p = (P°,p',p%, %) and ¢ = (¢°,¢*, 4%, ¢°), such that
p' # q* for each i =0,1,2 and p> = ¢ (the other cases are analogous). Independently of
the secret key and of the details of the S-Boxz, R(p) and R(q) belong to the same coset of
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a particular subspace Dy for J C {0,1,2,3} if and only if the pairs of texts in M; ® a
generated by the following combinations of variables

L (p%p',p% 2%) and (¢°,¢", 4% 2%); 2.(¢",p",p%,2%) and (0°,¢", 4% 2°);
3.0° ¢ 0% 2%) and (¢°,p', ¢, 2°); 4.0°p",¢% 2%) and (¢°,¢",p", 2°).
where 23 can take any possible value in Fos, have the same property.

In the following, we give all the details of the distinguisher.

C.1 First Variant of the 5-round Distinguisher of Sect. 6
C.1.1 Details of the Distinguisher

Consider 232 chosen plaintexts with one active column (4 active bytes), e.g. a coset of Co,
and the corresponding ciphertexts after 5-round. For each (zg,x1,%2), (Y0, y1,y2) € FSs
such that x; # y; for each i = 0,1,2, let the set 7'(3

20,71,32), (10,10.2) of pairs of plaintexts
be defined as follows

7-(?7)?073?172?2),(210,3/1,112) = {(p7 q) € F;l;<4 X F3§<4 p= ($Q,$1,$2,A),q = (yanlvy%A)
or p= (y07x13x27A)7q = (x()ayl»y%A) or p= (anylax%A)aq = (yOaxlvaaA)
or p=(xo,21,Y2,A4),9 = (yo,y1,22,A) for eaChAEFzs}.

In other words, the pair of plaintexts p,q € Cy ® a can be of the form

zg 0 0 O Yo 0 0 0
_ 1 0 0 O _ y1 0 0 O
P=0% 0 00 0 95y 0 0 of
A 0 0 O A 0 00
or
¥ 0 0 0 xg 0 0 O
_ 1 0 0 O _ y1 0 0 0
P=a® i, 00 0 97y 0 0 0
A 0 0 0 A 0 0 O
and so on. Similar definitions can be given for the set 7&0 21,22)(50.,51.42) for each ¢ €

{0,1,2, 3}, where the constant bytes is in row i. Given 232 plaintexts as before, it is possible
to construct iy -4 - 23 . (28 — 1)% ~ 246983 different sets (using formula (10) to count
the number of pairs of texts with 1 equal generating variable), where each set contains
exactly 219 different pairs of plaintexts (we emphasize that these pairs of plaintexts are not
independent, in the sense that a particular relationships among the generating variable
holds).

Consider n > 1 random sets, and count the number of sets for which two ciphertexts
(generated by 5-round AES or by a random permutation) of at least one pairs of plaintexts
belong to the same coset of a subspace M for J C {0,1,2,3}. As we are going to prove,
this number is on average lower for AES than for a random permutation, independently of
the secret key, of the details of the S-Box and of the MixColumns matrix. In more details,
the numbers of sets for 5-round AES n4gs and for a random permutation n,.q,q are well
approximated by nags ~ n-paps and Nyend =~ N Prandg Where

paps ~ 2720 — 4095 - 2753 — 529370445 - 278 + 374996 306 937593 - 27117 4.
A 3.945. 257 ~2.665-2-70
Prand = 2720 —4095-27°3 42794155 - 2784 .
~2.665 264

48



Even if this difference is small, it is possible to distinguish the two cases with probability
higher than 95% if n > 292:246,

In the following, we prove this result (which has been practically tested on a small-scale
AES) and we give all the details about the data and the computational cost.

C.1.2 Proof

Proof - 5-round AES

As first thing, we prove the results just given, starting with the 5-round AES case.

Initial Considerations - 5-round AES. Our 5-round distinguisher is based on the
following property of the previous 4-round distinguisher. Given plaintexts in the same
coset of Cy and for a fixed J C {0, 1,2,3}, each set T(zy.o1,22),(yo,y1,v2) Just defined has the
following property after 4 rounds:

Yo,

1. for each couple, the two texts after 4-round belong to the same coset of M;
2. for each couple, the two texts after 4-round don’t belong to the same coset of M.

In other words, for a given set Tz 1 22),(yo,y1,y2)s it 18 DOt possible that the two texts of
only some - not all - couples belong to the same coset of M ; after 4-round, while this can
happen for a random permutation. The proof is equivalent to the one given in Sect. 5.1.1
and based on the “super-Sbox” notation.

What is the probability of the two previous events for an AES permutation? As we
have seen in Sect. 6.1.2, given a set Tz 1 ,22),(yo.y1,y2)» the probability that the two texts
of each couple belong to the same coset of M ; after 4-round is approximately ps ~ 2730,

Using these initial considerations as starting point, we analyze in details our proposed
5-round distinguisher.

1st Case. As we have just seen, the two ciphertexts of each couple belong to the same
coset of a subspace M for |I| = 3 after 4-round with probability ps ~ 273%. In other
words, on average there are 2730 . n sets 7 such that the two ciphertexts of each couple
belong to the same coset of a subspace M ; for |J| = 3 after 4-round.

Let |J| = 3. Since Prob(R(z) ® R(y) € M|z ®y € M;) = p33 =~ 272 (see (7) for
details) and since each set is composed of 210 different pairs, the probability that for at

least one pair of S, the two ciphertexts of at least one couple belong to the same coset
210

of M for |J| = 3 after 5 rounds is well approximated by 1 — (1 — ﬁ373) , where ps 3 is
defined in (8).

2nd Case. In the same way, the two ciphertexts of each couple don’t belong to the
same coset of a subspace M ; for |J| = 3 after 4-round with probability 1 — p3 ~ 1 — 2730,
In other words, on average there are (1 —273%) . n sets 7 such that the two ciphertexts of
each couple don’t belong to the same coset of a subspace M for |J| = 3 after 4-round.

Let |I| = 3 and remember that Prob(R(z) ® R(y) € M|z ®y ¢ M) = p33 =2
(see (8) for details). What is the probability that for at least one pair of S, the two cipher-

texts belong to the same coset of a subspace M after 5-round? By simple computation,
210

this happens with probability 1 — (1 — p373)

Final Result. We finally obtain the desired result using the law (or formula) of total
probability Prob(A) =Y, Prob(A|B;) - Prob(B;) which holds for each event A such that
\J; Bi is the sample space, i.e. the set of all the possible outcomes.
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Given a set T, the probability that the two ciphertexts of at least one couple of texts
satisfy the required property is given by

paps =[1 — Prob(EF NEZ A .. A Eay | EL)]-Prob(E)+
+ [1— Prob(E AEG A .. A Efypn | ED]-Prob(E}) =

=220 _ 4095 -27%% — 520370445 - 273 1 374996 306 937593 - 27117 4.
~ 3.945.2—57 ~2.665-2—70

for a certain i € {1,...,2'°}. Note that Prob(E] A E?) = Prob(£)) x Prob(€7) since the
events £ and 6']5 are independent for i # j.

Proof - Random Permutation

For a random permutation, what is the probability that the two ciphertexts (generated by
a random permutation) of at least one couple satisfy the required property? By simple
computation, such event occurs with (approximately) probability

)1024 1024 _

Prand =1 — (1 —p3 —1-[1- (279 - 32763 4 2794
=2720 — 4095 -27%% + 2794155 - 2734 ..
—
~2.665-2-64

C.1.3 Data and Computational Costs

Data Cost. In order to compute the data cost, we use the same argumentation of Sect.
6.2.1. Since |pars — Prand|] = 277513 and pars =~ Prana =~ 2729, it follows that n must
satisfy n > 292246 for a probability of success of approximately 95%. Since a single
coset of Cr for |I| = 1 contains approximately 246983 different sets T, it follows that
292:246 . 9—46.983 ~ 945.263 jpjtia] cosets of Cy for |I| = 1 are sufficient, for a total data cost
of 232 . 245-263 ~, 977-263 (hggen plaintexts.

Computational Cost. About the computational cost, the idea is to exploit the re-
ordering Algorithm 4 as defined in Sect. 6.2.2. Working on a single coset of Cy for |I| =1,
the cost to count the number of sets T for which two ciphertexts of at least one pair of
plaintexts belong to the same coset of M ; is

4-12% . 1og(2%?) (re-ordering process) + (2°2 4 22%) (access to (p’,c’) and to A[] - increment

number of collisions) |+2%6-983 (final “for”) ~ 246-99

table look-ups, where (222) -2732.(4-278) ~ 2% is the average number of couples such
that the two ciphertexts belong to the same coset of M for a fixed J with |J]| = 3
and the two plaintexts are in the same coset of Co N Dy for a certain I with |I| = 3 (by
definition of T). Since the attacker must repeat this algorithm for each initial coset, the
total computational cost is of 246:99 . 945.263 — 992.253 tahle Jook-ups, or equivalently 285-61
five-round encryptions.

C.1.4 Practical Verification on small-scale AES

In order to have a practical verification of the proposed distinguisher (and of the following
key-recovery attack), we have practically verified the probabilities pags and prqnq given
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above. In particular, we verified them using a small-scale AES, proposed in [CMR05]. We
emphasize that our verification on the small-scale variant of AES is strong evidence for it
to hold for the real AES, since the strategy used to theoretically compute such probabilities
is independent of the fact that each word of AES is of 4 or 8 bits.

Thus, in order to compare the practical values with the theoretical ones, we compute
the theoretical probabilities psrs and prqnq for the small-scale case. First of all, for small
scale AES the probabilities p3 and ps 3 are respectively equal to p; = 2714 —3.2731 4 2746
and p3 3 = 2710 _3.92723 1 9734,

Practical Results. W.l.o.g. we used cosets of Cy to practically test the two probabilities.
Using the previous procedure and formula, (approximately) the probabilities that a set T
satisfies the required property for 5-round AES and the random case are respectively

paps =25 —255-272° —102605-2740 + ...
Prand =275 — 255272 4107952740 + .

As a result, using formula (15) for prang =~ paps =~ 27° and |prand — paps| ~ 272324

it follows that n > 240-64 different sets 7 are sufficient to set up the distinguisher with
probability higher than 95%.

Since we work with small-scale AES, a single coset of Cy contains 424211 . (24 —1)3 ~
22971 couples for which the two plaintexts have only one different generating variable (also
tested by computer test). Thus, it is possible to construct 21-(24—1)3 = 6912 000 ~ 223721
sets T such that all the generating variables of the couples of each of these sets are different.
As a result, it follows that 240-64 . 2-23.721 — 916.92 ({ifferent initial cosets of Cp must be
used, for a cost of 238566 chosen plaintexts.

For our tests, we used 2!7 different initial cosets of Cy (keys used to encrypt the
plaintexts in the AES case are randomly chosen and different for each coset - the key is not
fixed). For each coset we exploited Algorithm 3 to count the number of sets T that satisfy
the required property (i.e. the number of sets for which two ciphertexts of at least one
couple are in the same coset of M ; for certain J with |J| = 3). As a result, for each initial
coset Cp the (average) theoretical numbers of sets 7 that satisfy the required property for
the random and the AES cases - given by n% = 6912000 - px - and the (average) practical
ones found in our experiments - denoted by nf - are given are:

nt .~ 26497.54 nlpg =~ 26496.83
nk .~ 2649757 nkpg =~ 26496.91

Note that these two numbers are close to the theoretical ones, and that the average number
of sets for AES case is lower than for the random one, as predicted.

C.2 Second Variant of the 5-round Distinguisher of Sect. 6
C.2.1 Details of the Distinguisher
Consider 2%4 chosen plaintexts with two active column (8 active bytes), e.g. a coset

of Cp 1, and the corresponding ciphertexts after 5-round. For each (x,y) € ng X IE"S8

where x = (9,21, 22,...,25) and ¥y = (yo,¥1,¥2,...,ys5) such that (zo,z1) # (yo,v1),
(z2,23) # (y2,y3) and (z4,25) # (y4,ys), let the set T2 y) of pairs of plaintexts be defined
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as follows

7—(§c,y) = {( q) € F3X* x F33* such that

p= ((fo,zz,ws, A), (B, x1,r3,5) ),q = ( Yo, Y2,y3, A), (B aylvy37y5)) or
p = ((yo, 22,23, A), (B, y1,23,25)), ¢ = (0,2, Y3, A), (B, 21,y3,y5) or
p= (($0,y275€3> A),(B,x1,y3, 5))7(15 ((y T2,y3,A), (B,y1,23,Y5) or
p = ((zo,z2,y3, A), (B, x1,23,95)),9 = (Y0, Y2, 23, A), (B, y1, Y3, T5)

for each A, B € Fgs }

In other words, the pair of plaintexts p,q € Cy ® a can be of the form

o B 0 0 vw B 0 0
_ z2 1 0 O _ y2 y1 0 O
p=a® x4 w3 0 0 7=a® ya y3 0 0|’
_A Is 0 0_ _A Ys 0 0_
or _ - - -
Yo B 0 0 Zo B 0 0
_ T2 Y1 0 0 — Yo T 0 0
PR e w0 0f  TT% 0 g 0 o)
_A Is 0 0_ _A Ys 0 0_

and so on. Similar definitions can be given for the set (;’y) for each ¢ € {0,1,2,3},
where the constant bytes is in the i-th diagonal. Given 24 plaintexts as before, it is
possible to construct gz - 4 - 253 - (216 — 1)3 ~ 29 different sets, where each set contains
exactly 2'8 different pairs of plaintexts (we emphasize that these pairs of plaintexts are not
independent, in the sense that a particular relationships among the generating variable
holds).

Consider n > 1 random sets, and count the number of sets for which two ciphertexts
(generated by 5-round AES or by a random permutation) of at least one couple of texts
belong to the same coset of a subspace M ; for J C {0,1,2,3}. As we are going to prove,
this number is on average lower for AES than for a random permutation, independently of
the secret key, of the details of the S-Box and of the MixColumns matrix. In more details,
the numbers of sets for 5-round AES n4ps and for a random permutation n,.q,q are well
approximated by nags ~n-pagps and Nrgnd = N * Prand Where

paps ~ 2712 — 1048575 - 274 + 46884625075 - 2776 4.
~2.73-2—42

Prand ~ 2712 — 1048575 - 2745 4+ 183251413675 - 2776 +
~10.667-2—42

Even if this difference is small, it is possible to distinguish the two cases with probability
higher than 95% if n > 268:243,

In the following, we prove this result (which has been practically tested on a small-scale
AES) and we give all the details about the data and the computational cost.
C.2.2 Proof
Proof - 5-round AES

As first thing, we prove the results just given, starting with the 5-round AES case.
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Initial Considerations - 5-round AES. Our 5-round distinguisher is based on the
following property of the previous 4-round distinguisher. Given plaintexts in the same
coset of Cy and for a fixed J C {0, 1,2, 3}, each set Tx,y) just defined has the following
property after 4 rounds:

1. for each couple, the two texts after 4-round belong to the same coset of Mp;
2. for each couple, the two texts after 4-round don’t belong to the same coset of M.

In other words, for a given set Ty, it is not possible that the two texts of only some -
not all - couples belong to the same coset of M ; after 4-round, while this can happen for
a random permutation. The proof is equivalent to the one given in Sect. 5.1.1 and based
on the “super-Sbox” notation.

What is the probability of the two previous events for an AES permutation? As we
have seen in Sect. 6.1.2, given a set 7(x y), the probability that the two texts of each couple
belong to the same coset of M ; after 4-round is approximately ps ~ 273C,

Using these initial considerations as starting point, we analyze in details our proposed
5-round distinguisher.

Proof - AES. Using the same computation as before, given a set 7, the probability
that two ciphertexts of at least one couple satisfy the required property is given by

paps =[1-— Prob(5715/\5725/\ o NESs |EZ4)] -Prob(E})+
+ [1— Prob(E AEG A ... AESs | EN]-Prob(E}) =

(1 ) 918 918 18
B e LY (Nl
=212 _ 1048575 - 274° 4+ 46884625075 - 2776 ...

~2.73-2-42

for a certain i € {1,...,2'8}. Note that Prob(E A E?) = Prob(£7) x Prob(€7) since the
events £ and &7 are independent for i # j.

Proof - Random Permutation

For a random permutation, what is the probability that two ciphertexts (generated by
a random permutation) of at least one couple satisfy the required property? By simple
computation, such event occurs with (approximately) probability

218

18
Prand =1- (1 _p3)2 =1- [1 - (2_30 -3 2_63 + 2_94)] =
=2712 _ 1048575 - 27%° 4+ 183251413675 - 2776 4.
~10.667 -2—42

(19)

C.2.3 Data and Computational Costs

Data Cost. In order to compute the data cost, we use the same argumentation of Sect.
6.2.1. Since |pagps — Pranal = 2739 and paps =~ prana =~ 2712, it follows that n must
satisfy n > 268:243 for a probability of success of approximately 95%. Since a single coset
of C; for |I| = 2 contains approximately 2% different sets 7, less than a single coset is
sufficient to implement the distinguisher. In particular, a set of the form

o y1 0 O
20 Iy 0 0 2
ad VI07 x1,Y0,Y1, 20,21 € F28, V’LU(), wy € {OIOO, 01’01, OI02, 0l’03}
wo z1 0 0
Yo w1 0 0
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for a certain constant a is sufficient to set up the distinguisher (note that this is a subset
of the coset Cp; @ a). Indeed, for such a set it is possible to construct approximately
o5 -3 (218 42) . [(216 — 1)% . (16 — 1)] ~ 2715 different sets T (remember that we are
working with variables in F2), for a total of (28)5 - 42 ~ 252 chosen plaintexts.

Computational Cost. About the computational cost, the idea is to exploit the re-
ordering Algorithm 4 as defined in Sect. 6.2.2. Using 2°? chosen plaintexts in the same
coset of Cy for |I| = 2, the cost to count the number of sets T for which two ciphertexts of
at least one pair of plaintexts belong to the same coset of M is

4-12°? - 1og(2°?) (re-ordering process) + (2°2 4 2°7) (access to (p’,c’) and to A[] - increment

number of collisions) |+271® (final “for”) ~ 2715

table look-ups, where (2;2) 2732 (4.2716) ~ 257 is the average number of couples such
that the two ciphertexts belong to the same coset of M ; for a fixed J with |J| = 3 and the
two plaintexts are in the same coset of Cp 1 N Dy for a certain I with |I| = 3 (by definition
of T). Equivalently, the total cost is well approximated by 26486 five-round encryptions.

C.3 Key-Recovery Attack on 6-round AES of Sect. 7 - Chosen Plain-
texts in Cosets of Dy with |I| = 2

Referring to the key-recovery attack on 6-round AES of Sect. 7, here we explain why it is
not possible to use cosets of Dy with |I| = 2 for a key-recovery attack, focusing on the set
T just defined. As we have already said in Sect. 7, the problem regards the computational
cost (which is higher than the one of a brute force attack).

In this case and using the same strategy of before, since 264 different combinations of 8
bytes of the key (i.e. 2 diagonals) must be tested, one has to use the 5-round distinguisher
with a probability higher (0.95)2764. This requires approximately 2189 sets T for each
guessed combination of the key. Since each coset of Dy with |I| = 2 contains approximately
29 sets T, one needs approximately 2118-9.2795 = 224-1 different cosets of Dy with |I| = 2,
for a total cost of 2241 . 264 = 2881 chosen plaintexts.

On the other hand, using the algorithm described in Sect. 6.2.2, the cost to count the
number of sets 7 that satisfy the required property is

4-12% - 1og(2%) (re-ordering process) + (2% 4 2%!) (access to (p’,c’) and to A[] - increment

number of collisions) |+2% (final “for”) ~ 2%

table look-ups for each guessed key, where (2;4) 22732, (4. 2716) ~ 281 is the average
number of couples such that the two ciphertexts belong to the same coset of M ; for a fixed
J with |J| = 3 and the two plaintexts are in the same coset of Cyp; N Dy for a certain I
with |I| = 3 (by definition of 7). Since one has to repeat this process for 224! initial cosets
and since one has to partially encrypt each one of them, the total cost for each guessed key
is of 21191 table look-ups and 2°'! S-Box look-ups, that is 2''22 six-round encryptions.
The total cost to find two diagonals of the key is 264 . 2112:2 = 2176-2 gix_round encryptions.
If the last two diagonals are found by brute force, the total cost is well approximated by
264 4 91762 ~ 91762 gix_round encryptions, which is much higher than the brute force
attack.

54



D Other Possible Variant of the 5-round AES Secret-Key
Distinguisher of Sect. 6
In this section, we propose a variant of the 5-round secret-key distinguisher proposed in

Sect. 6. Such a variant is competitive as the other distinguishers just presented, and
exploited the result of [GRR17a] recalled in Lemma 2.

D.1 Variant of the 5-round Distinguisher of Sect. 6
D.1.1 Details of the Distinguisher

Consider 232 chosen plaintexts with one active column (4 active bytes), e.g. a coset of Cy,
and the corresponding ciphertexts after 5-round. For each (xg,z1, 22, 23), (Yo, Y1, Y2, Y3) €
F8s such that z; # y; for each i = 0,1,2, 3, let the set T(iyoofllfjfz)) of pairs of plaintexts
be defined as follows

T(yo,yl,yz,%) _ {(p’ q) € F42L§<4 % F421§<4

(IO sT1,T2 314)

p= ($0,$17$2a$3)7q = (y07y1ay27y3)
or p= (y()axhx??x?))vz ($07917y2a93) or p= ($07917$2»$3)a5 (y07331>y2a93)
or.. or p=(yo,T1,%2,Y3),q = (370>y17y2:733)}-

In other words, the pair of plaintexts p,q € Cy ® a can be of the form

2 0 0 0 v 0 0 0
_ 2 0 0 0 _ w0 0 0
P=a®1. 0 0 0 (=a® 1 0 0 0|’

25 0 0 0 ys 00 0

or

w 0 0 0 20 0 0 0

_ 21 0 0 0 _ vy 0 0 0

p=a®| .0 0 0 1=a® 1 0 0 0

25 0 0 0 ys 0 0 0

and so on. Given 232 plaintexts as before, it is possible to construct §-23-(28—1)* ~ 259978
different sets (using formula (10) to count the number of pairs of texts with no equal
generating variables), where each set contains exactly 8 different pairs of plaintexts (we
emphasize that these pairs of plaintexts are not independent, in the sense that a particular
relationships among the generating variable holds).

Consider n > 1 random sets, and count the number of sets for which two ciphertexts
(generated by 5-round AES or by a random permutation) of at least one couple belong
to the same coset of a subspace M for J C {0,1,2,3}. As we are going to prove, this
number is on average lower for AES than for a random permutation, independently of the
secret key, of the details of the S-Box and of the MixColumns matrix. In more details,
the numbers of sets for 5-round AES n4gs and for a random permutation n,.q,q are well
approximated by nags ~ n-paps and Nyend = N Prandg Where

paps ~2 27— 312750 _ 364124527 1 20628528 753 - 27124 4.
2 3.475-2 71 ~2.4.2-91
Prand = 2727 _ 31- 960 + 155 991 + ...

Even if this difference is small, it is possible to distinguish the two cases with probability
higher than 95% if n > 211384,

In the following, we prove this result (which has been practically tested on a small-scale
AES) and we give all the details about the data and the computational cost.
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D.1.2 Proof

As first thing, we prove the results just given. Since the proof is very similar to the ones
just given, we limit to give the final results.

Proof - 5-round AES. Using the same computation as before, given a set T, the
probability that two ciphertexts of at least one couple satisfy the required property is
given by

paps =[1— Prob(ES NESA ... /\5??|5f)] -Prob(&E})+
+ [1— Prob(E AE A ... AEF|ER)]-Prob(E}) =

=(1—ps)- [1 — (1 - w>8]+p3. [1 - (1 —p373>8:|:

=227 _31.2760 _ 36412452791 420628528 753 - 27124 4
~3.475-2-71 ~2.4.92-91

for a certain i € {1,...,8}.

Proof - Random Permutation. For a random permutation, what is the probability
that two ciphertexts (generated by a random permutation) of at least one couple satisfy
the required property? By simple computation, such event occurs with (approximately)
probability

Prang =1 — (1= p§)=1—[1— (2730 —3.2763 4 2-94)]°_
=2721 _31.27%0 p155. 2791 ¢

D.1.3 Data and Computational Costs

Data Cost. In order to compute the data cost, we use the same argumentation of Sect.
6.2.1. Note that |pAES *prand| ~ 2769204 519 PAES = Prand =2 227, Using (15), it
follows that n must satisfy n > 211384 for a prob. of success higher than 95%. Since a
single coset of C; for |I| = 1 contains approximately 23! - (28 — 1)%. 273 ~ 259-978 different
sets T of eight couples, one needs approximately 2113-834 . 2760 ~ 953.84 Jifferent initial
cosets of Cy, that is approximately 28°-34 chosen plaintexts.

Equivalently, it is possible also possible to use cosets of C; for |I| = 2. In this case, a
single coset of C; for |I| = 2 contains approximately 263 - (216 — 1)4.273 ~ 2124 different
sets T of eight couples. Thus, using a single coset of Cr for |I| = 2, it is possible to
construct approximately 2'24 different sets S of eight couples, which is more than one
needs to set up the distinguisher. It follows that 2% chosen plaintexts in the same coset of
Cr with |I] = 2 (e.g. equivalent to the case of set T studied in details in Sect. C.2) are
sufficient to implement the distinguisher.

Computational Cost. About the computational cost, the idea is to exploit the re-
ordering Algorithm 4 as defined in Sect. 6.2.2. Working with coset of C; for |I| = 1, the

cost to count the number of set 7 with the required property is

4-12% - 1og(2%?) (re-ordering process) + (2°% 4 2°!) (access to (p’,c’) and to A[] - increment

number of collisions) |+25997® (final “for”) ~ 25998
table look-ups. Since the attacker must repeat this algorithm for each initial coset, the

total computational cost is of 253-84 . 259-98 = 911382 ¢ahle Jook-ups, or equivalently 2107-18
five-round encryptions.
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Instead, using 2°° chosen plaintexts in the same coset of C; for |I| = 2, the cost to
count the number of sets T for which two ciphertexts of at least one pair of plaintexts
belong to the same coset of M is

4-12% - 1og(2°?) (re-ordering process) + (2% 4 2%%) (access to (p’,¢’) and to A[] - increment

number of collisions) |+2'13-34 (final “for”) ~ 2113-84

table look-ups (where the average number of collisions is (2;9) -2732 = 285 or equivalently
21072 five-round encryptions.

D.2 Key-Recovery Attack on 6-round AES

For completeness, we show that also this distinguisher can be used to set up a key-recovery
attack on 6-round, as the one proposed in Sect. 7.

For this reason, we give the probability pz{VErgng K€Y that for a set T two texts of at least
one couple belong to the same coset of Mg for a certain |K| = 3 after six rounds, - when
the guessed key is wrong. Such probability is equal to

o » n ps-(1—pgs)\" "
pgneey — 3 (n> ph (1 —pg)Bm. {1 — (1 —p3,3> -(1 - ]_—p3> }v

n=0
which is well approximated by
Pape Y =272T—31.27% —3989. 279 4

Note that this probability is similar but not equal to the one of the random case (which is
Prand = 2727 —31-27604155.2791 4 ) while we remember that the probability for “AES
with the right key” is papgs = 2727 — 31 -2760 — 3641245 - 279 + ..., where the difference

between these two probabilities is approximately |p%§§"gKey — paps| o= 2769:2053,

D.3 Practical Verification on small-scale AES

In order to have a practical verification of the proposed distinguisher (and of the following
key-recovery attack), we have practically verified the probabilities pags and prqnq given
above. In particular, we verified them using a small-scale AES, proposed in [CMR05]. We
emphasize that our verification on the small-scale variant of AES is strong evidence for it
to hold for the real AES, since the strategy used to theoretically compute such probabilities
is independent of the fact that each word of AES is of 4 or 8 bits.

Thus, in order to compare the practical values with the theoretical ones, we compute
the theoretical probabilities pags and prqnq for the small-scale case. First of all, for small
scale AES the probabilities p3 and p3 3 are respectively equal to p3 = 2714 —3.2731 4 2746
and pg 3 =2719—-3.272 + 2734,

Practical Results. W.l.o.g. we used cosets of Cy to practically test the two probabil-
ities. Using the previous procedure and formula, the (approximately) probabilities that a
set T satisfies the required property for 5-round AES and the random case are respectively

paps =2 11 —31.272% _12445.27*3 1 41848753.2790 ¢
~3.05-2-31 A~ 37.2-43
Prana =2""1—31-27%8 4 155. 2748 ¢ .
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As a result, using formula (15) for prana ~ paps ~ 27 and |prang — paps| ~ 272937,

it follows that n > 259194 different sets 7 are sufficient to set up the distinguisher with
probability higher than 95%.

Since we work with small-scale AES, a single coset of Cy contains 26 (plaintexts,
ciphertexts) pairs, or approximately 215 - (216 — 1) ~ 23! different couples. Since the
number of couples with different generating variables is given by 216 - (24 —1)* (also tested
by computer test), it is possible to construct 871 -216. (2% — 1)* = 207360 000 ~ 227628 sets
T such that all the generating variables of the couples of each of these sets are different.
As a result, it follows that 250-194 . 2727628 — 922.566 Jifferent initial cosets of Cy must be
used, for a cost of 238:%6 chosen plaintexts.

For our tests, we used 223 different initial cosets of Cy (keys used to encrypt the
plaintexts in the AES case are randomly chosen and different for each coset - the key is not
fixed). For each coset we exploited Algorithm 3 to count the number of sets 7 that satisfy
the required property (i.e. the number of sets for which two ciphertexts of at least one
couple are in the same coset of M ; for certain J with |J| = 3). As a result, for each initial
coset Cp the (average) theoretical numbers of sets 7 that satisfy the required property
for the random and the AES cases - given by nk = 207360000 - px - and the (average)
practical ones found in our experiments - denoted by n¥ - are given are:

nk, . ~101226.057 nY pg ~ 101225.76
nk .a =~ 101226.105 nkpg =~ 101225.68

Note that these two numbers are close to the theoretical ones, and that the average number
of sets for AES case is lower than for the random one, as predicted.
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