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Abstract. We introduce a new type of cryptanalytic algorithm on the obfuscations based on
the branching programs. Applying this algorithm to two recent general-purpose obfuscation
schemes one by Chen et al. (CRYPTO 2018) and the other by Bartusek et al. (TCC 2018),
we can show that they do not have the desired security. In other words, there exist two
functionally equivalent branching programs whose obfuscated programs can be distinguished
in polynomial time.

Our strategy is to reduce the security problem of indistinguishability obfuscation into the dis-
tinguishing problem of two distributions where polynomially many samples are given. More
precisely, we perform the obfuscating process ourselves with randomly chosen secret values
to obtain identical and independent samples according to the distribution of evaluations of
obfuscations. We then use the variance of samples as a new distinguisher of two functionally
equivalent obfuscated programs.

This statistical attack gives a new perspective on the security of the indistinguishability
obfuscations: We should consider the shape of distributions of the evaluations of obfuscations
to ensure the security. In other words, while most of the previous (weak) security proofs have
been studied with respect to algebraic attack model or ideal model, our attack shows that
this algebraic security is not enough to achieve indistinguishability obfuscation.
Keywords: Cryptanalysis, indistinguishability obfuscation, multilinear map

1 Introduction

Indistinguishability obfuscation (10) is one of the most powerful tools used to construct many
cryptographic applications such as multiparty key exchange and functional encryption [6, 21, 34].
While to construct a general-purpose of iO has been posed as an longstanding open problem, Garg
et al. [21] firstly proposed a plausible candidate general-purpose iO based on a multilinear map in
2013. Starting from this work, many subsequent studies have proposed the iO design method using
a multilinear map [1-3,8,21,22,30,31].

Most of the general-purpose obfuscation are built upon the multilinear maps. Thus the multi-
linear maps rise as an essential building block to construct the obfuscations; However, all of the
currently known candidates, so-called GGH13, CLT13 and GGH15 [19, 20, 23], are not known to
have the desired security of multilinear map under the standard assumptions. Indeed, when the
encodings of zero are given to adversary, theses candidates were broken due to the first class of
zeroizing attacks, such as the CHLRS attack and Hu-Jia attack [13,17,27], which exploits the exis-
tence of public low level encodings of zero. Due to these attacks, many of their applications such
as the multi-party key exchange cannot be instantiated by known candidates multilinear map.

Fortunately, many iO candidates are robust against the first class of zeroizing attack since iOs
do not publish low level encodings of zero. However, it does not imply the security of the current
constructions of iO. Indeed, it turned out that most of candidates iO are failed to achieve the
desired security by the second class of zeroizing attacks [11,12,14-16,18,32], which employs algebraic
relations from the top level encodings of zero. Thus, many researches focus on the algebraic security
of obfuscation in the weak multilinear map models [4, 22, 28].

Recently, GGH15 multilinear map has been in the spotlight because it is shown that GGH15
and its variants can be exploited to construct the provable secure special-purpose obfuscations and
other cryptographic applications including constraint pseudorandom function under the hardness



of LWE and its variants [9,10, 12,26, 35]. Therefore, GGH15 multilinear map has been believed to
the most plausible candidate for constructing the general-purpose obfuscation.

In this respect, Chen et al. [12] proposed a new iO candidate over GGH15, called CVW obfusca-
tion, to be secure against all known attacks. On the other hand, Bartusek et al. [4] provided a new
candidate over GGH15, called BGMZ obfuscation, which is provably secure against generalized
zeroizing attacks. The security of these two schemes remains as an open problem.

1.1 Our Result

We give a new polynomial time cryptanalytic algorithm, statistical zeroizing attack, on candidates
of i0. Our algorithm shows that the recent candidates iO suggested by Chen et al. and Bartusek et
al. constructed upon GGH15 multilinear map do not satisfy the desired security. Our attack leads
a new direction to the study of iO: our cryptanalysis shows that the distribution of evaluations
should be (almost) the same regardless of the choice of target branching program. Previously, most
of attacks and constructions focus only on the algebraic structure of evaluations.

Overview of Attack and Technique. We briefly describe our attack which consists of three
steps. Assume that the adversary has two functionally equivalent branching programs M and N,
and an obfuscated program O(P) where P = M or N. The purpose of adversary is to determine
whether P = M or N. Two branching programs which have the different distribution of the
obfuscated program evaluations are in the scope of the attack. Intuitive description of each step of
the attack is as follows:

1. As the first step of the attack, the adversary implements sampling algorithms for distributions
of evaluation of obfuscated program O(M) and O(N) by mimicking whole obfuscating process,
where the probability of sampling is over every secret values used in obfuscating process. More
precisely, the adversary samples every secret and error values used in the construction process
of obfuscator and the obfuscating process of program. Then the adversary constructs obfuscator
and obfuscates targeted programs M and N itself using the sampled errors and secrets, and
then evaluates the new obfuscated programs at a fixed input x. Since the obfuscation and
evaluation process is done in polynomial time, the adversary obtains the polynomial time
sampling procedure for evaluations of obfuscation.

2. The adversary then applies a well-known theorem: If one can sample two distributions D; and

D in polynomial time, then one-sample indistinguishability of D; and D5 implies polynomially
many sample indistinguishability of D; and Ds.
In other words, if the adversary can distinguish two distribution when polynomially many sam-
ple are given, then the adversary can distinguish two distribution even when only one sample is
given. Thanks to this theorem the adversary can reduce the distinguishing problem of evalua-
tions of obfuscation O(M) and O(N) into the distinguishing problem of two distributions Dy
and Dy which follow the evaluations of O(M) and O(IN), respectively, where the polynomially
many samples are given.

3. At last, the adversary computes the variance of samples, which serves as a distinguisher of
two distribution Dy and Dn. In other words, we estimate the confidence intervals of sample
variances using Chebyshev inequality with high probability, say 99%. In our choice of M and
N, two intervals are disjoint thus the adversary can distinguish two distribution by checking
the sample variance is included in which interval.

Though the last step is conceptually simple, it is difficult to verify that the conditions of attack
hold well, and this verification requires several complex computational tasks. Thus we give the
sufficient conditions that attack works well for the simpler description of the attack. And then
we assign most of papers including appendix to deal with many random variables that might be
dependent themselves. We derive many lemmas to deal with such intertwined random variables.

Applicability and Limitation of Statistical Zeroizing Attack. We discuss the applicability
and limitation of our attack. First of all, our attack refutes the open problem suggested in [12]
(as well as the same question of the BGMZ obfuscation): the CVW obfuscation is not secure even
when only the honest evaluations (as matrices product) are given as oracle outputs.



The class of branching programs constructed from CNF formulas, which is suggested in [12,
Construction 6.4], is in the range of our attack. For example, if we choose two branching programs
N = {N;,} and M = {M,;} as follows: Ny ; as an identity matrix with w x w size and all other
matrices of M and N as zero matrix. These two branching programs M and N are corresponding to
some CNF formulas following the construction. This is exactly the same to the branching programs
described in Section 4.2 as attack example.

On the other hand, there is a class of the branching programs that are robust against our attack:
permutation matrix branching programs. For this class of branching programs, the distributions of
evaluations except bookend vectors are always the same for any choice of permutation branching
program M in many obfuscation constructions. Interestingly, the first candidate iO [21] has targeted
such branching programs so it is robust against our attack.

Counter Measures. Unfortunately, CVW and BGMZ obfuscations in the suggested form are not
appropriate to obfuscate the permutation branching programs, which are robust against our attack.
More precisely, though there is a general transformation from permutation branching program (or
Type II branching programs) into Type I branching program [12, Claim 6.2], this transformation
induces the Type I branching program with bookend vector (v| — v), which does not coincide to
1'X% that is the implicitly supposed bookend vector of CVW obfuscation.? In other words, slight
modifications are required to obfuscate the permutation branching program and its transformed
forms. The similar problem also appears in BGMZ obfuscation.

On the other hand, fortunately, we can modify CVW obfuscation to obfuscate the Type II
branching programs; this modified construction is secure against all existing attacks including the
attack suggested in this paper. This can be done by choosing the bookends J and L appropriately
for such branching program. Namely, change the 1'*% and 1**! in J and L by repeated random
vectors, and do not make public the choice of them; they are hid in the output matrices. More precise
description is placed in Appendix A. The similar modification works well in BGMZ obfuscation,
and we believe that the security of this modified scheme can be proven in more generalized model.

Open Questions. We also leave some open problems:

1. The modified candidates as in Appendix A are at least secure against all known attacks, includ-
ing the attack suggested in this paper. Can we prove the security of those construction under
the standard or plausible assumption? How about the same question if the only evaluations
are given as oracle outputs?

2. Our attack is still a zeroizing attack in spite of brand-new, therefore the class of evasive
functions is out of the range of attack.

3. The candidate witness encryption constructed in [12] shares almost same structure to obfus-
cation construction in [12] but we do not know whether it is (provably) secure or not.

4. The attack presented in this paper shows some weakness of obfuscation for non-permutation
branching program, while this class of branching program is known to have several advantages
compared to permutation branching programs including efficiency [12]. Can we avoid this attack
without choosing the permutation branching programs?

Organization. In Section 2, we introduce preliminary information related to the branching pro-
gram, 10, and lattices. We describe the statistical zeroizing attack in Section 3. In Section 4, we
briefly describe CVW obfuscation and its cryptanalysis. In addition, we review BGMZ obfuscation
and its cryptanalysis in Section 5.

2 Preliminaries

Notations. N, Z,R denote the sets of natural numbers, integers, and real numbers, respectively.
For an integer ¢ > 2, Z, is the set of integers modulo g. Elements are in Z, are usually considered
as integers in [—¢q/2, ¢/2). We denote the set {1,2,---  h} by [h] for a natural number h.

3 We write bookend vector to denote the vector v in [12, Definition 6]. In [12, Section 11.1], 1*** part of
J means that the bookend vector v is in fact 1'%,



Lower bold letters means row vectors and capital bold letters denote matrices. In addition,
capital italic letters denote random matrices or random variables. For a random variable X, we let
E(X) be the expected value of X, Var(X) the variance of X.

The n-dimensional identity matrix is denoted by I"*™. For a row vector v, a i-th component
of v is denoted by v;, and for a matrix A, a (¢,7)-th entry of a matrix A is denoted by a; ;,
respectively. A notation 1°*° means a a x b matrix such that all entries are 1. The £, norm of a
vector v = (v;) is denoted by ||v||, = (33, [vi[?)'/P. We denote ||A||« by the infinity norm of a
matrix A, ||Allc = max; ;a;; with A = (a; ;).

We use a notation x < y to denote the operation of sampling element x from the distribution
x. Especially, if x is the uniform distribution on a finite set X, we denote x + U(X).

For two square! matrices A = (a; ;) € R™*", B € R"*", the tensor product of matrix A and
B is defined as
a1 B - a1,-B

A®B:=
an,l'Bv"'aan,n'B

Moreover, for four matrices A, B, C,D € R"*" the equation (A®B)-(C®D) = (A-C)®(B-D)
holds.

2.1 Matrix Branching Program

A matrix branching program (BP) is the set which consists of an index-to-input function and
several matrix chains.

Definition 2.1 A width w, length h, and a s-ary matrixz branching program P over a £-bit input
is a set which consists of an index-to-input map {inp,, : [h] — [(]},c[s], sequences of matrices, and
two disjoint sets of target matrices

P = {(inpy) e {Pib € 10,11 “Yicin) befo.1ys, Po, Pr C 27}
The evaluation of P on input x = (X#)ue[s] e {o, 1}£xS is computed by

. h
0 Zf Hi:l Pia(wi‘:pu(i))udsl = PO

Lof Hi:l Pi’(xil:pu(i))ﬂ'e[sl €P

When s = 1 (s = 2), the BP is called a single-input (dual-input) BP. In this paper, we usually
use Py = 0¥*" and P, is the set of all nonzero matrices in Z"**. Also, we call {P;}pe(0,1}
the i-th layer of the BP. Remark that CVW obfuscation and BGMZ obfuscation take as input
different BP type (e.g. single and dual BP) and the required properties of BP for each obfuscation
are different. Therefore, we mention the required properties used to construct an obfuscation again
before describing each obfuscation.

2.2 Indistinguishability Obfuscation

Definition 2.2 (Indistinguishability Obfuscation) A probabilistic polynomial time machine
O is an indistinguishability obfuscator for a circuit class C if the following conditions are satisfied:

— For all security parameters A\ € N, for all circuits C € C, for all inputs x, the following
probability holds:
Pr(C'(x) =C(x):C"+ O(\C)] = 1.

— For any p.p.t distinguisher D, there exists a negligible function a satisfying the following state-
ment: For all security parameters A € N and all pairs of circuits Cy, C1 € C, Cy(x) = C1(x)
for all inputs x implies

| Pr[D(O(A, Co)) = 1] = Pr[D(O(A, C1)) = 1]| < a(A).

4 The tensor product can be defined for arbitrary matrices, however, we only need the tensor product of
square matrices.



2.3 Lattice Background

A lattice £ of dimension n is a discrete additive subgroup of R™. If L is generated by the set
{b1,---,b,}, all elements in £ are of the form Y., z; - b; for some integers z;’s. In this case,
the lattice £ is called the full rank lattice. Throughout this paper, we only consider the full rank
lattice. Now we give several definitions and lemmas used in this paper.

For any o > 0, the Gaussian function on R"™ centered at ¢ with parameter o is defined as

Poc(x) = exp_””x_c‘l/”2 for all x € R".

Definition 2.3 (Discrete Gaussian Distribution on Lattices) For any elementc € R™, o >
0 and any full rank lattice L of R™, the discrete Gaussian distribution over L is defined as

Desels) = P25

forallx e L

where po.c(L) = (cr Poc(X).

Definition 2.4 (Decisional Learning with Errors (LWE) [33]) For integers n,m € N and
modulus q > 2, let 0,7, and x over Z be a distribution for secret vectors, public matrices, and error
vectors, respectively. Then, an LWE sample is defined as (A,s” A + e mod q) where s < 67,
A« 7™ e« x™. If there exists an algorithm that distinguishes the LWE sample from one that
is uniformly sampled from 7™<™ x U(Z**™) with probability non-negligibly greater than 1/2, then
we say an algorithm can solve L\WE,, 1, 40,7 -

Lemma 2.5 (Hardness of LWE [7,33]) Given n € N, for any m = poly(n), ¢ > 2PV Let 0
and 7 be an uniform distribtuion over Zq and x the Gaussian distribution Dz , with o > 2y/n. If
there exists an efficient (possibly quantum) algorithm that breaks L\WE,, 1, ¢.0.7.x, then there exists
an efficient (possible quantum) algorithm for approzimate SIVP and GapSVP in the {y norm, in
the worst case, to within O(ng/c) factors.

Lemma 2.6 (LWE with Small Public Matrices [5]) Given n € N, for m = poly(n), ¢ <
2P () with n' > 2nlog ¢, \WE, . q.0(2,),D5..,D5., 18 hard as \WE,, . o 1z.).0(2,),Ds.0 -

Theorem 2.7 ([29]) There is a p.p.t algorithm TrapSam(1™,1™, q) for any integers n > 1, modu-
lus ¢ > 2, and m > 2nlogq, outputs a matriz A € Zg*™ and a trapdoor T such that the distribution
of A is statistically indistinguishable in n with a uniform distribution Zy™™. Moreover, there is a
p.p-t algorithm Invert that with overwhelming probability over all random choices, do the following:

— Forb" =s"- A +e”, where s < U(Z}) and either |le|| < ¢/O(v/nlogq) or e < Dzm o for
1/a > y/nlogq - w(y/logn), the deterministic algorithm Invert(r, A, b) outputs s and e.

Lemma 2.8 (Lemma 3.11 in [12]) There is a p.p.t. algorithm that for o > 2y/nloggq, given
(A,7) < TrapSam(1™,1™,q), y € Ly, outputs a vector d from Dgm , conditioned on Ad =y
mod q.

Lemma 2.9 ([24]) There is a p.p.t. algorithm Sample(A, 1,y,0) that outputs a vector d from a
distribution Dzm . Moreover, if o > 2\/nlogq, then with all but negligible probability, we have

{A,d,y 1y «+ U(Z;),d < Sample(A,7,y,0)} ~s {A,d,y : d < Dzn ,,Ad = y}.

3 Statistical Zeroizing Attack

We introduce our attack, statistical zeroizing attack, in this section. We give an abstract model
for branching program obfuscation and the attack on this model. In this attack, we are given
two functionally equivalent branching programs M and N, which will be decided later, and an
obfuscated program O(P). Our purpose is to distinguish whether P = M or P = N. The targeted
branching programs of obfuscation output 0 when the product corresponding to input is zero. The
obfuscated program O(P) consists of

{S,{Dis}i<i<npefo1}s, T,inp = (inpy,--- ,inp,) : [a] — [(]°, B}



where every element is a matrix over Z, (possibly identity) except the input function inp. The

output of the obfuscated program at x = (z1,---,2¢) € {0,1}¢ is computed by considering the
value
OP)(x)=8- H D)0 T
i=1
where Tinp(i) = (Tinp, (i), » Tinp, (1)) Note that O(P)(x) can be a matrix, vector or an element

(over Z,). Regard it as matrix/vector/integer over Z and check the value: If ||O(P)(x)||cc < B < ¢
then it outputs 0, otherwise outputs 1. We note that we call O(P)(x) the evaluation of obfuscated
program (at x) in this section. We also call O(P)(x) evaluation of zero if P(x) = 0 in the plain
program. We stress that we do not say the output value of P(x) as an evaluation of obfuscated
program in this section and Section 4 and 5.

To distinguish two different obfuscated programs, we see the distribution of valid evaluations
of zero of O(M) and O(N). For the evaluation of zero, the size of these products is far small
compared to g (or B) and thus we can obtain the integer value rather than the element in Z,.
Now, if the evaluation is of the form matrix or vector, we consider only the first entry, namely (1,1)
entry of the matrix or the first entry of the vector, in the whole procedure of the attack. We call
all of these entries by the first entry of the evaluation, including the case of the evaluation is just a
real value. Our strategy is to compute the sample variance of the first entries of many independent
evaluations which follow the same distribution. The key of the attack is that this variance depends
on the plain program of the obfuscated program and the variance is sufficiently different for two
certain programs. Therefore, from the variance of the independent evaluations follow the same
distribution, we can decide the obfuscated program is from which program.

Three natural questions arise for this strategy, which are stated as follows:

1. How can we use the given obfuscation O(P)?
2. How can we sample independent evaluations of obfuscated programs O(M) and/or O(N)?
3. How does the message part affects the variance of evaluations?

The first two questions are resolved by mimicking the obfuscator along with a well-known theorem
about one-sample and multiple-sample indistinguishability, which is discussed in Section 3.1. The
last question is rather complex to give a simple answer. What we need is that this effect suffices
to distinguish two obfuscated programs. In Section 3.1 and 3.2, we give the detailed answers of
these questions respectively. To illustrate the behavior of the obfuscation in practice, we place a
simple obfuscation and the attack on that in Section 3.3. We recommend the readers to read the
description of the attack while comparing the abstract description and the simple example.

3.1 Independent Multiple Sampling of Evaluations

Now we give a mimicking technique, which allow us to sample identical independent samples of
evaluations. We begin with a simple but failed method for sampling to explain the obstacle of using
O(P) itself. In other words, we can obtain multiple samples of evaluation at zero by evaluating
several different zeros on the obfuscated program O(P). Unfortunately, this way cannot ensure
that we obtain independent samples.

Our strategy to bypass this issue is to mimic the whole process of obfuscation, which resolves
the second question. More precisely, we re-sample every secret values of obfuscation (such as errors
or bundling matrices) and construct a new obfuscator, obfuscated program and its evaluation
ourselves. The i-th sampling for 2 < ¢ < k of evaluation for obfuscation of M proceeds as follows:

randomly sample all secrets following the specified distribution of given obfuscation process.
construct obfuscator O ourselves using the sampled secrets and errors.

obfuscate the program M using O®) and obtain O®) (M).

compute O (M)(x) for a fixed x satisfying M(x) = 0.

W=

In other words, we compute O®) (M)(x) by doing whole obfuscating procedure, instead of using the
given obfuscated program O(P) to obtain several evaluations. Note that all of these O®) (M) (x)
follow the same distribution, whose samples are computed as in the above procedure. We write the
distributions of the first entry of O (M)(x) by Dy and define Dy similarly.



In this setting, we can consider the first entry of O(P)(x) = OW(P)(x) as a sample from
Dng or Dn. Further, both sampling procedure of Dy and Dy can be done in polynomial time
since the sampling can be done by initializing obfuscation, obfuscating branching program and
evaluating obfuscated program which all can be done in polynomial time by definition. Now the
following lemma gives the answer for the first question. Namely, this lemma enable us to assume
that polynomially many independent evaluations of obfuscation are given.

Proposition 3.1 (Theorem 3.2.6 in [25], adapted) Let X and Y be two distributions from
which one can sample in polynomial time. Then (one sample) indistinguishability of X and Y
implies polynomial-sample indistinguishability of X and ).

The corresponding algorithm that transforms the x = poly(A)-sample distinguisher into one sample
distinguisher as follows: sample k& samples from X and x — k — 1 samples from ) with probability
1/k and then apply the k-sample indistinguishability adversary with new samples plus the given
sample. For more detailed proof we refer [25, Section 3.2] to readers.

We recall that we can sample two distributions Dyg and D in polynomial time. By combining
the fact that two distributions Dy and D can be sampled in polynomial time with Proposition 3.1,
we can transform the distinguishing problem of obfuscation into the distinguishing problem of
distributions with given polynomially many samples. In the remainder of the paper, we assume
that we can obtain polynomially many samples from one of two distributions Dng and DN and
try to solve the polynomial-sample distinguishing problem on the given distributions, instead of
the distinguishing problem with one obfuscated program O(P). Note that, for each sampling, we
re-sample every secrets and errors so that all samples are independent of each other.

3.2 Distinguishing Distributions Using the Sample Variance

Now we describe the distinguishing attack algorithm, assuming that we have polynomially many
samples. The targeted branching programs are chosen as follows:

M= (M;p =0"*" fori=1),
N = (N;p =0""" fori=2),

where 0%*% means the w by w matrix with all zero entries. The other matrices will be determined
later, appropriately for each case. Note that the valid evaluation of both branching programs
is always 0"*" so they are functionally equivalent. We fix the input x = xg, which is used to
construct distributions. We write Xn and Xn to denote the random variables that follow the
distribution Dy and Dy, respectively. We remark that this choice (and choice of other matrices)
make a difference on two distributions Dng and Dn. The example in Section 3.3 exemplifies the
difference of two distributions.

Now we compute the variance of the samples, and check whether the distance between the
sample variance we computed and the expected variance of Dy and Dy. If the distance from the
sample variance to the variance of Dy is less than the distance to the variance of Dy, we decide
the given samples are from Dy;. Otherwise we decide the samples are from Dy. The result of this
method is stated in the following proposition.

Proposition 3.2 Suppose that two random variables Xng and XN that follow distributions Dy
and DN, and have the variances o3 and o3y, respectively. For the security parameter X and poly-
nomials p,q,r = poly(X), there is a polynomial time algorithm that determines Dp = Dy or DN
with non-negligible probability when O(p - (\/q+ /r)) = poly(X) independent samples from Dp are
given as input of the algorithm and the following conditions hold with overwhelming probability:
max(E[XR], B[X]) E[XN] E[Xy]

N |~ M
R ‘—p“)’ ’E[Xl%F < %), and ’E[Xﬁm

<r(A).

In other words, if two known distributions satisfy the conditions, we can solve the distinguishing
problem of two distribution with multiple samples. Combining this result with Proposition 3.1 or
the corresponding algorithm, we obtain the statistical zeroizing attack to solve the distinguishing
problem of the obfuscations. Thus to cryptanalyze the concrete obfuscation schemes, it suffice to
show the conditions in Proposition 3.2. We conclude this section by giving the proof of Proposi-
tion 3.2.



Proof (Proposition 3.2). We call two useful lemmas first.

Lemma 3.3 (Chebyshev’s inequality) Let X be a random variable with a finite expected value
w and a finite variance o® > 0. Then, it holds that

Pr[|X — p| > ko] < 1/k?
for any real number k > 0.

Lemma 3.4 Let S? be the variance of with replacement samples of size r from a distribution D.
The variance of S? satisfies

1 k=3
Var(8%) = = ( pa — 5
r(s?) = 1 (- =302
where p, = E[X"], X is random variable that follow a distribution D.

Suppose that all of the conditions hold for polynomials p, ¢, € poly(\). We compute the 99%
confidence interval of variance of S2. By Lemma 3.3 and 3.4,

1 k—1 1
P 264 >10- /- | E[X4] - -E[X2)2 < —
r[s ap_o\/,i([p] - [p})]_mo

with x number of samples. If two intervals (for M and N) are disjoint, we can distinguish two dis-

tribution with the probability > (%)2. More precisely, when x > 100~ (p(A)-1/q(A) +p(A)-1/7(N))
that is poly(\), we can distinguish two random variables with probability more than or equal to

1 1
(#5)° since o, +10- \/ = (BixY] - 2=} - BIX)?) < ok —10. ¢ = (BIx4] - 23 - BIXR)P)
holds. O

3.3 Example of the Statistical Zeroizing Attack

In this section, we give a simple example of the statistical zeroizing attack. First, we briefly review
the construction of single input BP obfuscation based GGH15 without safeguard.
For an index to input function inp : [h] — [¢], let

P = {{P;s € {0, 1} }icin peoa}, Po = 0V*", Py = Z¥* \ Py }

be a single input BP.
For parameters w,m,q, B € N and o € Rt,% the BP obfuscation based GGH15 consists of the
matrices and input function, namely

O(P) = {inp, Ao, {Di s € Z™ ™ }icin) bef0} | -

In this case, the matrix T in the abstract model is the identity matrix and S = Ay. The output of
the obfuscation at x is computing as follows: compute the matrix Ay - H?Zl D; 4, and compare
its || - ||o to a zerotest bound B. If it is less than B, outputs zero. Otherwise, outputs 1.

More precisely, the algorithm to construct an obfuscated program O(P) proceeds as follows:

e Sample matrices (A;,7;) + TrapSam(1*,1™,q) for i = 0,1,--- ;h — 1, A}, + U(Zg*™) and
Ei,b Y Xw><m'
e By using the trapdoor 7;, sample matrices
Di,b c mem — Sample(AZ—,l,Ti,l, Pi,b . Al + Ei,ln 0') with 1 S 7 S h.
e Output matrices {Ag, {Diy € Z™ ™ }icin)pef0,1} )

® We do not discuss the size of parameters for the simplicity of the description.



Then, we observe the product O(P)(x) = [Ag - H?zl Di sy lq 18 equal to

h h 7—1
H Pivxinp(i) “Ap+ § : H Piﬂ?inp(i) J Tinp(5) H D, +Linp(k)
i=1 j=1 i=1

k=j+1

over Zg. If H?Zl P, = 077", then O(P)(x) can be regarded as a summation of matrices over
integers instead of Z, under the certain choice of parameters as follows

O(P)(x) =

h h j—1
Ao H Div””inpu)} - Z (H Pi,x‘np(i)) Jsinp(i) H Di o
i=1 q J=1 i=1 k=j+1
since the infinity norm of the above matrix is less than B <« ¢. Note that the evaluation values
only rely on the matrices P;;, E;; and D; ;. Thus, the evaluation result depends on the message
matrices P; 3.

Suppose that we have two functionally equivalent BPs M = {M;}iein)pefo,1y and N =
{Nib}ien)befo,1) satisfies

Iwxw ifi=1

Ow Xw

M;, = 0%*" for all 4,b and N; ; = fn
; ’ otherwise

and an obfuscated program O(P). Our goal is to determine whether P is M or not. For all
x € {0,1}*, the evaluation of the obfuscation is of the form

h
O(M)(X) = ELIinpu) : H Dk7zinp(k) and
k=2
h h
O(N> (X) = Elvajinp(l) : H Dkﬂvinp(k) +1I- E27winp(2) : H Dkwwinp(k)'
k=2 k=3

Note that they correspond to the distributions Dyg and Dy for a fixed vector x. These equations
show the difference of two distributions in this case.

Our first strategy of the statistical zeroizing attack is mimicking obfuscated program. We know
how to sample matrices A;, E;; and D,;. Thus we can construct the obfuscated program by
running the algorithms as the same way, and obtain independent and identical samples.

More precisely, we can obtain the imitation pairs (A}, 7/) by implementing a TrapSam algorithm
and similarly get the mimicked matrices E; ;, and D], from the distribution x**™ and the Sample
algorithm. Therefore, we can construct poly(\) obfuscated program O (M) and O (N). If we
denote Dy by a distribution of the (1,1) entry of O (M) and use the notation Dy similarly, the
one sample indistinguishable problem is converted into poly(A) sample indistinguishable problem
by employing Proposition 3.1.

Lastly, we compute the range of sample variances of the two distributions Dy and Dy using
the Chebyshev’s inequality with a parameter k£ = 10. If the two distributions satisfy the conditions
of Proposition 3.2, the two ranges do not overlap with non-negligible probability. It implies that the
D distribution and the Dy distribution with polynomially many samples can be distinguished.
The remainder of this paper, in Section 4 and 5, we show that there are distributions that satisfy
the Proposition 3.2 in the CVW and BGMZ obfuscations, respectively.

4 Cryptanalysis of CVW Obfuscation

In this section, we briefly describe the construction of CVW obfuscation scheme and show that the
statistical zeroizing attack works well for CVW obfuscation.



4.1 Construction of CVW Obfuscation

Chen, Vaikuntanathan and Wee proposed a new candidate of iO which is robust against all existing
attacks. We give a brief description of the candidate scheme here. For more details, we refer to
original paper [12].

First, we start with the description of BPs they used. The authors use single-input binary BPs,
i.e., inp = inp;. They employ a new function, called an input-to-index map @: {0,1}* — {0,1}"
such that W(x); = Xinp() for all @ € [], x € {0,1}*. As used in the paper [12], we denote the
H?Zl M; o(x); by Mg(x) for the product of array of matrices

A target BP P = {inp,{P;1}icin,pef0,1}, Po, P1}, which is called Type I BP in the paper,
satisfies the following conditions.

All the matrices P;; are w x w matrices.

For a vector v = 1'% the target sets Py, P; satisfies v - Py = {0'**}, v - Py # {01xw}.6

An index length h is set to (A4 1) - £.

An index-to-input function satisfies inp(¢) = (¢ mod ¢). Thus, index-to-input function iterates
A+ 1 times.

Ll

Construction. CVW obfuscation is a probabilistic polynomial time algorithm which takes as input
a BP P with an input length ¢, and outputs an obfuscated program with the same functionality.
The algorithm process consists of the following steps. Here we use new parameters n,m,q,t :=
(w4 2nf) - n,o for the construction. We will specify the parameter settings later.

e Sample bundling matrices {R;; € Z2"*2"}, 11 pego,1) such that (12 @I"*") Ry - (121 ®
I'"") =0 < x' € w({0,1}*) for all x’ € {0,1}". More precisely, R;; is a block diagonal

matrix diag(RE}b), be), e ,Rgfg). Each RZ(.fcb) € Z*"X2" is one of the following three cases.
[2nx2n if inp(z) # k
R .
b RY DX it inp(i) = k and i < A
(k) Ian ’ 9
Ri,b = _Inxn
/\7115{(;6) if inp(i) =k and i > M\
k+jt,b

3=0

Sample matrices {S;y <= Dy " }ic[n),befo,1} and compute

J .= (11><(w+2nz) ®In><n) c gnxt

(Pi,b ® Sip

Si,b = e 7txt

Ri,® Si,b)
L= (1(w+2n£)><1 ®In><n) c Ztxn

Sample (Ai,Ti) — TrapSam(lt, lm,q) for 0 <1< h—l, Ah — U(ngn), {Ei,b — Défgm}ie[hfl],be{otl}
and {EhJ) < thi(gn}be{o,l}'
Run Sample algorithms to obtain

D, € 7% +— Sample(A;_1, Ti—1, Si,b A+ E;, 0’) forl<i<h-1,
Dh,b € Zmxn Sample(Ah_l,Th_l, Sh,b -L- Ah + Eh,b7 0’).

Define Ay as a matrix J- Ag € Z"*™ and outputs matrices

{inp, Ay, {Dis}icinypefo} ) -

6 As noted in the remark of introduction, it is assumed implicitly that v = 1*** for the targeted BP,
while the definition of Type I BP uses v € {0, 1}'*%.
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Evaluation. Evaluation process consists of two steps. The first step is to compute a matrix Ay -
D (x). The last step is size comparison: If || A 3-Dg(x)[|co < B, output 0 for some fixed B. Otherwise,
output 1.

Parameters and Zerotest Functionality. Due to Lemma 2.4 and 2.5, n = 2(Aloggq) and
X = Dy 5. /5. Moreover, for the trapdoor functionality, m = £2(tlogg) and o = £2(y/tlog ) due to
Lemma 2.7 and 2.8. From the construction of the obfuscation, the following equality always holds,
which is essentially what we need.

h h j—1
[AJDw(x) <H 7 zl> . Ah + J Z (H Sz,x1> jyxg H Dk \ Tk
j=1 =1

k=j+1

The honest evaluation with P, = 0“*" gives é‘,x = 0" due to the construction of R, is zero

for the valid evaluation. Then, the following inequality holds:

h j—1
” [AJ ) Dw(x)]quo = J Z (H Sl’%) j,xj " H Dy ST (1)

k=j+1
Jj+ allso

H Dy Tk (2)

k=j+1

IN
o
E
T
an
n
&
~
h
kH

h
<h- (max ISisl -0 - m) (3)

for all but negligible probability. Therefore, the upper bound B of the error needs to be larger
than

(w+2n€)~h~(m o2 n(2 4+ 2nl)o )h

If Py is not the zero matrix, then Sy is also not the zero matrix with overwhelming probability.
It implies that ||[Ay - Dgx)lgllcc is larger than B with overwhelming property because of Aj <«
U(Zy*™). Lastly, ¢ is larger than B - w(poly(A)) for the correctness of the evaluation, and ¢ <

(o/A)-2X"" for a fixed € € (0,1) due to the security, Lemma 2.4.

4.2 Cryptanalysis of CVW Obfuscation

We apply the statistical zeroizing attack to the CVW obfuscation. As we stated in Section 3, it is
enough to show that the conditions of Proposition 3.2 hold.

We stress that every choice of secret elements is determined by the same way as the construction
of an obfuscation scheme in this section. We also note that we call all unknown matrices such as
E;, A; and S; , by secret elements.

Our targeted two functionally equivalent BPs Ml = {M; s }ie(n)bef0,13 and N = {Nj p }ic[n) pef0,1}
are of the form
1vxv ifg=1

Owa

M;, = 0"*" for all 4,b and N;;, = o
’ ’ otherwise

Suppose that we have an obfuscated program O(P) for P = M or P = N. Our main goal is to
determine whether the program O(P) is an obfuscation of M or N.

By applying Proposition 3.1, we can assume that we have polynomially many samples from
the one of two distributions Dy and Dy, where Dy; and DN denotes the distributions of the
(1,1) entry of evaluation at a fixed vector x of the obfuscated program of M or N, respectively.
The probability of samples of distribution is over the choice of all secrets to construct obfuscation,
including secrets for obfuscator.

Now our purpose is changed to deciding whether the samples comes from Dyy or Dn. To exploit
Proposition 3.2, we transform the CVW construction into the language of random variables. We
denote the random matrix by the capital italic words, whose entry follows a distribution that

11



corresponds to the distribution of entry of the bold matrix. For example, the entry of random
matrix E;; follows the distribution Dz , since the matrix E;; is chosen from Dtxm in the CVW

construction. More precisely, we define random matrices R( ) following Dg *", Sip following D”X”
(P)
E;

and A; as in the trapdoor sampling algorithm. Then we obtam random matrices Sz(b) RI(P;), ib

and Di(’b) as in the construction of CVW obfuscation for the branching programs P = M or N.

We note that only S’i(’Fb’) and DZ.(,IZ) depend on the choice of branching program, but we put P in
some other random variables for convenience of distinction.
Under this setting, it suffices to show the following proposition.

Proposition 4.1 Let Xy and XN be random variables satisfying

(R I R (S

Let 03y and 0% be variance of the random variables of Xn and X, respectively.
Then, it holds that

max(E[XZ], E[X3]) BXn]
‘ o — o3, ‘ <P, ‘E[XI%I]Q

q

E[Xu]
BIXR?

N

< q(N).

q(N), and ’

for some p,q = poly(X).

The honest evaluation of the CVW obfuscation [Ay - Déla)]q is the matrix of the form

j h
03 (18 B 002,

j=1 = k=j+2

which does not contain the term including the trapdoor matrices A; for ¢ = 0,--- ,h — 1. Thus,
to establish the statistical properties including a variance in Proposition 4.1, it suffices to analyze

the statistical properties of the random matrices S P) El(lbg), D(P) and their products.
To approximate the statistical values of the evaluatlons we consider random variables DZ-(’IZ)’S

(P)»

whose columns correspond to Dzm , instead of the D;”’s in the following lemmas. Since the

corresponding distributions of D, b) s and Di(b) s are statlstically close, it is enough to show the
lemmas and conditions of Proposition 3.2 using Di(?’s.7

More precisely, we consider the random variable

J
ZP—J Z <H 11131) j+1ZJ+1' H Dkzk

i= k=j+2

for P = M or N. The lemmas are stated with the random variables Zy; and Zn;, but the statistical

closeness of two distribution D(P and D( ) induces that the same results hold for Xnm and XN
with overwhelming probability.

Now we give the lemmas to prove Proposition 4.1. The proofs of lemmas are placed in Ap-
pendix D and sub-lemmas in Appendix C. The proof of Proposition 4.1 using the lemmas is placed
in the concluding part of this section.

For the convenience of the statement, let (Z{l\l/[)) j be random variables of (1,1)-th entry of the

random matrices )
J )
&M M) = (M
BICARIN
i=1 k=j+2
for j =0,1,--- ,h— 1. In this notation, Zy; be the summation of (Zﬁ\l/l))j for j €{0,1,--- ,h—1}.
Similarly, we define (Z{); for all j = 0,--- ,h — 1 and Z.

" We remark that there is a subtle gap in this argument. In fact this argument already used in the
correctness of the obfuscation and many statistical analysis on the trapdoor samplings in spite of the
presence of the gap. We discuss this problem in Appendix B.
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Lemma 4.2 E[(Z{\)), - (Z{N) ] = BUZIY ) - (23] = 0 for i # oo
Lemma 4.3 (j = 0) It holds that
Var[(ZS\l/I))o] = Var[(ZﬁI))o] = (w+2nl) -m"t . 0% and

)

El(Z{)d]
Var|(Z{Y)o]?

2
: : <3 (w+2n0)? - (1+ =)' = poly()).
Var((Z{Y")o)? m

Lemma 4.4 (j =1) It holds that
Var[(Z{l\l/I))l] = (n302 +(20-1)- n2) -mh 2 (),
Var[(Z{l\P)l] = (w3 n4ndoo?F(20-1)- n2> -mh=2(a?)h

El(Zz{)Y
Var[(Z{V))?

2 .. ) ]
< 27(w+ 2n£)4n2(1 + 7)]14‘]—1(1 n 7>h—J_1
n m

b

= poly(A).

Lemma 4.5 (1 <j < X-{) Let j be a fixed integer such that j = £-j1 + jo > 1 for 0 < jo < ¢
such that 2 < j < X- L. Then, it holds that

M N
Var(Z\\);] = Var[(Z(Y),]
_ (j2nj+j1+2(02)j1+1+<£_j2)nj+j1+1<02)j1 +gnj+1)mh—j—1(02)h_
Moreover, it holds that

El(Z{\")4)

Var[(Z{\));)?

El(Z{)4

Var[(Z{);)?

?

2 Jiti—1 2 h_j_l
< 27(w + 2n0)* - n? (1 + ) (1 + )
n m

= poly(A).

Lemma 4.6 (j > \-{)) Let j be a fized integer such that j > X - L. Then, it holds that

M N
Var[(Z(N);] = Var[(Z{Y);]
= (€4 32) =m0 4 (€= o) - H) I (o)
In addition, it holds that

El[(Zz\")4

J

Var[(Z(N));)?

b

9 Aj—2 9 h—j—1
< 27(w + 2nl)*n? (1 + ) (1 + >
n m

= poly(}).
Now we give a proof of the proposition 4.1 using above lemmas.
Proof (of Proposition 4.1). Using the results of lemmas, we can prove the proposition by analyzing

the summation of random matrices in the above lemmas. We first verify the results for Zp;. The
same result holds for Zn since the bounds of lemmas are the same.

h—1
Since Zp is equal to Z(Zﬁ\{[))j, we have
3=0
h—1 h—1
M M
Var(Zm] = B | Q_(Z001),)% | = B | D (2}
Jj=0 j=0

13



Applying the Cauchy-Schwarz inequality, it also holds
h—1 h—1
M M
Bz = E | (Q_ (20| < B [1*- Oz

=0 =0

Diving both sides by Var[Znm]?, we obtain the inequality

Bz | _[E - (S| s [EIS (2]
‘ Var|Zm|? Var[Zm)? -0 Var[Zm]?
Bz El(Zz\P)]

oy

7=0

:h3.z
Jj=

Var[Zw]? Varl(Z(),12|
M
Bl(Z3)]]
M
Var((Z{y); ]2
regardless of P = M or P = N. Therefore, the following inequality holds.
E[Zy]
Var[Zm]?

By Lemma 4.3,4.4,4.5 and 4.6, is bounded by poly(\) for all¢ =0,1,--- ,h—1

< poly(A) =: q(A)

Moreover, we can compute the exact values E[Z3;] = Var[Zm]? = Z;:Ol Var[(Zs\l/I))jP, the
same for Zn and the difference Var[Zn|? — Var[Zn] using lemmas; these computations directly
max(E[ZX], E[Z34])
= poly(\) holds.
Var[Zn]? — Var[Zm)? poly() holds
At last the statistical closeness of distributions completes the proof for Xn; and Xn. O

show that

Remark 1. In the original paper [12], the authors give two different choice of the distributions of
E;; Dz, with corresponding dimension in Section 11, and x = Dz,z /x With appropriate dimension
in Section 5. We analyze the obfuscation with distribution Dz , stated in the construction but the
result still holds for xy = Dy, 55 with slight modification.

5 Crtypanalysis of BGMZ Obfuscation

In this section, we briefly review the BGMZ obfuscation and show the obfuscation fails to achieve
the desired security.

5.1 Construction of BGMZ Obfuscation

Bartusek et al. proposed a new candidate of iO which is secure in the GGH15 zeroizing model. We
briefly review the construction of this candidate scheme. For more detail, we refer to an original
paper [4].

We start with the conditions of BP they used. The authors use a dual-input binary BP’s.
i.e.,inp(i) = (inpy (i), inpy(i)). For simplicity, they use the notation ®(i) = (Zinp, (s), Tinp,(i))- More-
over, they employ the new parameter = poly(f,\) with n > ¢* which decides the minimum
number of the BP layer.

The targeted BP P also satisfies the following conditions.

1. All the matrices {P;p}ic[n),bef0,1}2 are w X w matrices.
h
2. [Timi Piwp = 077
3. Each pair of input bits (j, k) is read in at least 4¢2 different layers of branching program.
4. There exist layers i; < iy < --- < i; such that inp;(i1),--- ,inp;(i,) cycles /¢ times through

[€].
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To obfuscate a branching program that does not satisfy the condition 3 or 4, we pad the identity
matrices to satisfy the conditions while preserving the functionality. Moreover, they employ the
asymmetric level construction to generate straddling sets used to enforce the honest evaluation.®

Construction. BGMZ obfuscation is a probabilistic polynomial time algorithm which takes as
input a BP P with a length h, and outputs an obfuscated program with the same functionality.
We use several parameter such as n,m, q,t := (w+1)-n, o0, v, g in the construction. We will describe
the setting for new parameters such as g, v later.
The obfuscation procedure consists of the following steps.
L] Sample (AiaTi) — TrapSam(lt, lm,q) for 0 <1< h—l, Ah — U(szm), {Ei,b — thfgn}ie[hfl],be{o,l}Q
and Ej, + XtZ,XUm where t := (w+ 1) - n.

e Sample matrices B, p € Z9*9 and invertible matrices R; € ngJrg )x (mtg) randomly.

e Sample matrices {S;p <= Dy " }ic(h—1],be{0,1}> and a final encoding Dy, as

Iwnan
Dy, € Z™*™ « Sample(Aj_1,Th—1, ( O"X"> A +Ep,0),

and compute bookend vectors v and w as

v=[v-J-Ap|b,] Ry,

- Pi,b ® Si,b e tht
Sib

Si,b =
D, - T
wl =R, ( hb;v )

where v/ < Dy , W' < D7, by, by U(ZF) and J := [J/|I"*"] with a randomly chosen
matrix J’ < {0, 1}7xwn,
e Compute matrices

Di’ S/ Sample(Ai,l,Ti,l, Si,b A+ Ei,b70> with1 <i<h-—1,

D,
andCib:Ri1~< b >.Ri+1withi:1,-..,h—1.
' Bis

Evaluation. Outputs 0 if |v - Hi:ll Cizi) w’| < B. Otherwise, outputs 1.

Parameters and Zerotest Functionality. Let A\; g and Agz be security parameters depending
on the hardness of LWE and the security of the model in the paper [4], respectively. Both parameters
are poly(X) for the security parameter A, but Apwg > Agz for the zerotesting functionality. Due
to Lemmas 2.4 and 2.5, they set n = 2(ALwglogq), x = Dzs with s = 2(y/n). Moreover, for the
trapdoor functionality, the authors set m = 2(tlogq) and o = 2(y/tlog ¢) due to Lemma 2.7 and
2.8. In addition, they use parameters g = 5 and v = poly(Agz).

Moreover, from the construction of obfuscation, the following equality always holds if C :=
H?:_ll Ci z(i) is an encoding of zero computed by honest evaluation.

Iv-C-w'lgll

h -1 h h—1
=1V I> ((J]Sie)Ejat) ][] DPraw w7 +by- [ Biwg) - i
j=1 =1 k=j+1 =1 q
h Jj—1 h h—1
< v I (I Sie)Biat) I Drow - w" +bo- [] Biww bi
j=1 1i=1 k=j+1 =1 0

<02~m2~(m~,8~0~\/2)h71+(k‘1/)h+1

8 We omitted the straddling set and level parameters, because they prohibit invalid evaluations and do
not affect anything on the valid evaluations. Our attack only exploits the valid encodings.
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Since ||[v-C-wT],|l« is bounded by o2 -m?- (m- 8- -/t)" 1+ (k-v)"*! for all but negligible
probability, the zerotest bound is set to B := (m - 8 - ov/t)"*1. Moreover, if H?Zl P, is a
nonzero matrix, then H?=1 Si,w(i) is also nonzero matrix. Thus, ||[v - C-w7],||s is larger than B

with overwhelming probability because of Ay < U (ngm).
Lastly, q is chosen so that

q=>B- W(POW()\SZ)) and g < (J/)\LWE‘) . 2>\1L;‘§E

for some fixed € € (0, 1).

5.2 Cryptanalysis of BGMZ Obfuscation

In this section, we analyze the conditions for the statistical zeroizing attack on the BGMZ ob-
fuscation. As in Section 4.2, the notation written in the capital italic words are regarded as the
random matrix whose entry follows a distribution that corresponds to the distribution of entry of
the bold-written matrix.

The targeted BPs are M = {M; p }ic[n],bef0,13> and N = {N; p }ic[n) be{0,1}2 such that

0w><w f ;) — 1 Owa f ) — 2
{ if ¢ and N, , — { if ¢

M, = )
IwXw  otherwise IwXw  otherwise

5

Note that two branching programs always output zero. Now we suppose that we have polynomi-
ally many samples from the one of two distributions Dy and D, where Dy and Dy are the
distributions of the evaluations of obfuscations of M and N.

Then our purpose is to distinguish whether the samples come from Dy; or Dy by applying
Proposition 3.1 and 3.2. We obtain random matrices S P) Ez(lz), D(P and C( ) as in the con-
struction of BGMZ obfuscation for branching programs P =M or N As in the CVW case, it
suffices to prove Proposition 5.1.

Proposition 5.1 Let Xy and XN be random variables satisfying

h—1 h—1
XM = lv . H C’i(l;/l()i) . wT] and XN = |f} H C’Z(l:)z) T] .
i=1 q q

1=1

Let 03y and o0& be variance of the random variables of Xy and XN, respectively. Then, it holds
that

E[Xy]
E[X{)?

‘ max(E[X2], E[XZ]) E[Xy] < q(N).

2~ ol ‘—”W’ ‘E[Xla]z

< (), and ‘

for some p,q = poly(X).
With the honest evaluation of the BGMZ obfuscation [v . H?Zl Ciz() -WT] , we obtain an
q
integer of the form

j—1

h
VeI Hsmu 5,2(7) H Dy wy - W + by HBW()

j=1 k=j+1

which does not contain the term including the trapdoor matrices A;’s. Thus, similarly to the CVW

obfuscation case, we need to analyze the statistical properties of the random vectors v'(F) w/®) bq(,P),
bqs,P) and random matrices Si(f: , El(llj), D(P) and their products to prove the statistical properties

including the variance in Pr0p051t10n 5.1.

P)

As stated in Section 4, we use new random variables Di( p” for P =M or N whose columns are

identical to Dzm ., instead of D(P) Though our analysis focus on Di(,ll::)

due to the statistical closeness of D( ) and D(P)
The proof of Proposition 5.1 is based on the following lemmas and placed in the concluding
part of this section. All proofs of these lemmas are in Appendix E.

cases, our attack still hold
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For the convenience of the statement, let (Z (M))j be a random variable of the form

J h

oM) ™) )T
MW TT85%0  Bitegen - I1 Diate - v
i=1 k=j+2

for j =0,1,--- ,h — 1. For the case of j = h, (ZM)), be a random variable of the form

h—1
(M) | (M) T
b HB,.,B() bM™

Similarly, we define (Z(N)); for j =0,1,--- ,h and Zp = Z}-L: (Z®)); for P =M and N.
Lemma 5.2 E[(ZM), - (ZM),]1=0 for u1 # pa.
Lemma 5.3 (j =0) It holds that

Var[(Z™M)o] = Var[(Z™N)o] = nm - (2

> + 1) . mh—l . (0,2)h+1 . 82 and

E[(Z™M)] E[(ZMN)] 2\"™
Vel | [Varl o] <108 w0 (142
= poly(}).

Lemma 5.4 (j = 1) It holds that
Var[(Z™M),] = nm -n-m"2. (62)M . $2,

1
Var((Z™N),] = nm - (2 Fwn 1> nem/ TR (o) S

Moreover, it holds that

= poly(}).
Lemma 5.5 (2 <j <h—1) It holds that
Var[(ZM),] = Var[(Z™);] = nm - n? - mh=I71 . (62) 1. 62,
Moreover, it holds that

E[(Z™)]]
Var[(ZM),]?

E[(Z™)]]
Var[(Z(MN);]?

)

Lemma 5.6 (j = h) It holds that

h+1
Varl(2®0n] = Varl(z®] =" {35 oo+

Moreover, it holds that

E[(Z2M);]
| Var[(ZM0),]?

’ E[(Z™)]

. 9 h—2
Var|(Z00),2 <927 (%) (1 N g)

= poly()).
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Now we give a proof of the proposition 5.1 using the above lemmas.

Proof (of Proposition 5.1). Note that elements (Z™)); in the above lemmas are of the form

h
M)y _ /(M M) (M) (M) (M) m)” .
(ZzM); = 'O M) HSz =) B H D, (k) w' ™ for j < h
i=1 k=j+2

h—1
i=1

Let Zn be the summation of (Z(™); for j € {0,1,---,h}. We have

h h
Var[Zm] = E |(Y_(2™),)*| = E Z(Z(M))?l,
=0 1=0
h h
E[Zy] = E|(Q_(2™))* (h+1)° (Z(Z(M))?)] :
=0 =0

Diving both sides by Var[Zm]?, we obtain the inequality

BlZy) | o |Bllh+ 1 (TN _ ), o | B2
Var[Zm)? Var[ZM]2 Var[Zm)?
h
B[(Z™)}]
(h+1)3 h+1)3 —_—
- Zo Var <t ZZ Var[(ZM),]?
By Lemma 5.3,5.4,5.5 and 5.6 E[(Z0)i] is bounded by poly(\) for all i = 0,1 h re
mma 5.3,5.4,5.5 and 5.6, | ———— === is boun rall i = <+ h re-
y ) 9 ) Va/r[(Z(M)> ] y p y ) ) )
gardless of P = M or P = N. Therefore, the following inequality holds.
E[Zy)
——2—| < poly(A) =: g(A
| <oty () = )

Moreover, by the definition of Zn and Zpp, it holds that E[Zg] = 0% and E[Z%] = o3y,
max(E[Z], E[Z])

respectively. Thus, it is clear that o3; # o0& and ’ 5 5 is bounded by poly(X). At
ON ~ M

last the statistical closeness of distributions completes the proof. a
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A Modified CVW Obfuscation

We give a modification of CVW obfuscation, which can obfuscate the permutation matrix branch-
ing programs. This modification is, as far as we know, robust against all existing attacks. We
first describe the transformation of branching programs. Then, we give the modification of CVW
obfuscation.

A.1 Transformation of Branching Programs

We first introduce the transformation on single-input permutation matrix branching programs.
This transformation is applicable to BPs which outputs O when the product of BP matrices is the
identity matrix. The output of transformation is a new branching program that outputs 0 when the
product of BP matrices is the zero matrix. Through this transformation, the width of branching
program is doubled. Note that this is adapted version of [12, Claim 6.2].

We are given a branching program with input size ¢

P ={{P;; € {0, 13" }icin) pefo,1},inp : [] = [}

where the evaluation of P at x € {0,1}¢ is computed by

. h
P(z) = {0 i Pi’(xi"pm) =L,

)1 otherwise

Then the transformation is done by changing branching program matrices as

P, 0
0 I,

.

e {0, 1}2“’“’”} ,inp : [h] = [{]

i€[h],be{0,1}

and the evaluation is similar but uses new vectors v/ = (v| — v) and w' = (w|w) for v,w € Z":

. h
() = 0 ifv'-J[i, P'/iv(xinp(i)) -wT =0
1 otherwise

We will choose v and w as random Gaussian vectors. Note that the resulting branching program
is also a permutation BP.
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A.2 Modification of CVW Obfuscation

We give here how to modify the CVW obfuscation to be applicable to the resulting permutation
BPs of the above transform. We also assume that the index length h = (A4 1) - £ and the index-to-
input function satisfies inp(i) = (¢ mod ¢) as in the CVW obfuscation. We also assume that the
BP is (A + 1)-input repetition BP as in the original construction. The changed parts are written
in red. Note that the targeted BPs have width 2w. Thus we set ¢ := (2w + 2n/) - n.

e Sample bundling matrices {R; ; € Z2"**2"}, 11 0,1} such that (17 @I"*") Ry - (121 @
") =0 <= x' € w({0,1}") for all x’ € {0,1}". More precisely, R;; is a block diagonal

matrix diag(RE)lb) , R52b) Lo ,Rz(eg) Each REbe) € Z2"*?" is one of the following three cases.
[2nx2n if inp(i) # k
= (k) i
(RN’ Wn) R < DX ifinp(i) = k and i < M
k
Rz(‘,b) = _Inxn

P (k) if inp(é) = k and ¢ > A/
H Rk-‘rﬂ,b
7=0

Sample matrices {S; < Dy 5" }icin]befo,1}, bookend vectors v <= DY and w < DY and
compute

J = ((V‘ _ V|11><2né) ® Inxn) c gnxt

Sip = <Pi’b ©8ip c 7txt

R, ® Si,b)
L:= ((W|W‘ll><2nk)T ® Inxn) c thn

Sample (AiaTi) — TrapSam(lt, lm,q) for0<i < h—l, Ah — U(ngn), {Ei,b — thi(&m}ie[hfl],be{O,l}
and {Epp < Dy bheqo)-
Run Sample algorithms to obtain

D, € 2™ < Sample(A;_1,Ti—1,Sip - A; + E;p,0) for 1 <i<h—1,
Dh,b € LM Sample(Ah,l,Th,l, Sh,b LAy, + Eh,ba O’).

Define Ay as a matrix J - Ag € Z™*"™ and outputs matrices

{inp, A3, {Di s }icinypefo1} } -

We omit the procedure and correctness of evaluation that are almost the same to the original one.

B Subtle Gap in the Argument using Statistical Indistinguishability

In this section, we give two subtle counter-intuitive problems which usually appear in arguments
dealing with statistical indistinguishability, and how to subvert them. We remark that this problem
is also found in many analysis related to the trapdoor sampling of lattice® but we cannot find the
discussion on such problem in the literature. Since our attack and candidates obfuscations itself
cannot be run in practical time, it is meaningful to address the theoretical backgrounds.

The problems are stated as follows:

1. Statistical indistinguishability of two random variables does NOT imply that the statistical
values of those variables such as the expectations or variances are negligibly close.

2. The sequences of (dependent) statistical indistinguishable random variables may NOT be sta-
tistically indistinguishable.

The following examples show the problems of the above arguments.

9 e.g. the correctness of GGH15 multilinear map
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Expectations of two statistically indistinguishable distributions. Let X, Y) be two ran-
dom variables defined by

1. X, is always zero
2. Y\ = 0 with probability 1 — 1/2* and 2* with probability 1/2*

then this two distributions is clearly statistically indistinguishable but the expectations are differ;
E[X]=0and E[Y] =1

Sequences of statistical indistinguishable random variables. Let A, B, X,Y be random
variables which are defined by

1. A, B,Y are independent and uniformly distributed over [0, 1]
2. X=1—-A

then clearly A ~, B and X =, Y. However, (A, X) and (B,Y’) are not statistical indistinguishable;
even worse, (A, X) %, (A,Y).

B.1 Detour by Sample Variance

Fortunately, the algorithm (in Theorem 3.2) works with only the variance of samples and those
samples are independent. In this computation we do not compute the real variance of distribution
that may be problematic. Instead we compute the sample variance which can be considered as a
function of samples. More precisely, we sample random variables X () that follow the distribution
Dp of the first entry of evaluation. In the main body of paper we prove Proposition 3.2 for random
variables Z() following D which is substituted D into D rather than D. We assume that D ~, D,
which will be proven in the next subsection. Since all random variables are mutually independent,

we have

[T~ TJz9).
Note that the same function evaluations on two random variable decrease the statistical distance;
this allows that the distributions of sample variance of (X®); and (Z(®); are also statistically
indistinguishable. Thus Proposition 3.2 hold as well for X’s, that is, the inequality of sample
variance for D holds with overwhelming probability when the same one for D holds.

B.2 How to deal D’s

The usual definition of statistical indistinguishability only consider the outputs of random variables
and does not embrace the relations of several random variables. We can deal with this problem
using the definition:

Definition B.1 ((2-statistical distance) Let D, E : 2 — R be two random variables on a set
2. The §2-statistical distance of D and E is defined by

A(D,FE) = max lzl;r(X) - fl’ar(X) .

We say that D and E are §2-statistical indistinguishable if the (2-statistical distance is negligible
and denote this case by D ~$ E.

In the usual cryptographic setting, we use {2 as outcomes of random variables such as Z, lattice
points or Z™. This choice does not ensure the dependency of random variables. However, if we
choose 2 that embraces all dependencies of random variables then it is enough to overcome the
second problem. That is, we choose {2 so that the every (conditional) events with respect to all

M)

random variables are included in {2, and Di{xi entry-wise Gaussian distribution so that

(D(P) E(P) S( )) (D(P) E(P S(P)

i,z a0 M, 1,Tq0 4,x; 0



holds. This choice of D is possible because the only constraint of D is that it is Gaussian distribu-
tion; the choice of specified distribution on each event is free except Gaussian.'®
In this choice, we can obtain

H( (P) E(P ¢ QH (P) E(P A( ))
since they are all independent except the random variables with the same index. Since the evalu-

ation of function decrease the statistical distance, the first entries of obfuscations are statistically
indistinguishable, i.e. (X®); ~, (Z(*); with the notation in the previous section.

C Useful Tools for Computing the Variances

We introduce useful lemmas to help our computation. We note that we consider the random
matrix A whose entries in the same columns are independent, while the other entries need not to
be independent, that corresponds to the output of trapdoor sampling.!*

Lemma C.1 Let A = (A; ;) be a n x n random matriz where A;; and A;, are independent for
everyl <i<j<nandl <t <n. and X = [X1,Xa, -, X,] a n-dimensional random vector
which is independent to A. Assume that the following conditions for all distinct i, j, k1 € [n]:

E[X; - X;]=0, E[X} X;]=0,
EX? X;-X3]=0, and E[X; - X; - X - X4] =0

Then, a n-dimensional random vector Y = [Y1,Ys,---,Y,] = A - X also satisfies the similar
constraints

ElY;-Y;] =0, E[Y-Y;] =0,
EY?-Y;- Y] =0, and E[Y; - Y; - Yy - V] = 0.

for all distinct i, j, k,l € [n].

Proof.
ElY; Y| =E ZZA” X, A, X,
t=1 s=1
=> > ElAis X;-Aj, - X
t=1 s=1
n
= Y ElAit-AjJ-E[Xe- XJ+ ) E[Aig]- E[Aj] - E[X;- Xi] =0
1<t,s<n,t#s t=1

Lemma C.2 Let {A; = (Aj’k)}1<i<t be n x n random matrices where

. AJ k follow Gaussian distribution Dz o for all1 < j,k <n and1 <i <+,
° AJ’ andA ** are independent for every 1 < j<k<n,1<s<nandl<i<t,
. A“’Jl7 . ,A“’J* are mutually independent for every 1 < iy, ji < n for all k

and X = (X, ;) = szl A n X n random matriz. For all i, j,k € [n], it holds that
E[X;;] =0, Var[X; ;] =n'"" - (6?),
4 t—1 , _2\2
EX;;]=3(n(n+2) (%) i
E[XiQ,j 'Xi,j] = (n(n+ 2))t_1 (o)

19 This part is done by constructing D so that the difference of Pr[D = z|condition] and Pr[D =
x|condition] is sufficiently small and the entries of D follow Gaussian.

1 Since the trapdoor sampling uses some shared trapdoor, so we cannot ensure the independency of each
columns. The somewhat complex conditions in the lemma are used to deal with such problem.
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Proof. We apply mathematical induction on ¢. For ¢ = 1, it is clear because of the property of
Gaussian distribution.
We assume that the equatlons hold when ¢t = s and will show that the same results hold

fort = s+ 1. Let X' = HA and Y = Agy1 - X'. Note that all entries of A; follow Gaussian

=1
distribution Dz, satisfy the same condition of the lemma. We denote A, = (4; ;) for brevity
n

and Y; ; = Z A; - Xi ;. Note that the results of Lemma C.1 holds for every columns of X, which
k=1
can be shown in the inductively applying Lemma C.1.

1. E[Y; ;] = 0 is clear.
2. Since E[Y ;] = 0, Var[V;;] is the same to E[Y;%]. Note that we can obtain E[X} ;- X; ;] =

and for k # [ by applying Lemma C.1 inductively, thus E[A; - Xi ;- Ai; - Xi ;] = E[Aik
A1) - E[Xy ;- X;,;] = 0 also holds. Now we obtain

(D Ai Xk,j)2]
k=1

S, Xz,j] S B2 EXE
k=1 k=1
n

s . (0_2)3—',-1

VarlY; ;| = E[Y?] =

=F

:’I’L~O'2 'Tls_l . (0_2)5 _
The last equality holds by the inductive hypothesis.
3. Note that E[Y;;] = E[(>_;_; Aix - X&;)*]. Tt holds that, for &k # I,

E[(Aig - X j)® - (Aig - X1 )] = E[A? ), - Aig] - BIX} ;- X151 =0
El(Aig - X)) (Aig- X1j) (Aim - Xomj)] =0
El(Aik - Xig) - (Aig - X j) - (Aim - X j) - (Aiw - Xu )] =0

for all for all distinct k,I,m,u € {1,--- ,n}. By the induction hypothesis, it holds that
B[A}), - Xji ] = BA},) - BIX} ;] = 30" - 3(n(n +2))°7" - (6%)%

Therefore, we conclude that
EI(Y Aii - Xi)'] = 3(n(n +2))° - (0%)2+1).

4. Note that E[Y}? - Y2,] = E[(X0 1 Aim - Xmj)? - (Cu—y Ak - Xu,j)?]. Then we obtain the

m=1 u=1
similar result as follows:

Ai,m : )(’7717_]')2 ' (Z Ai,u . Xu,j)Q] =F (Z AZQ,m : X’?n,j) . (Z Ai,u X2
m=1 u=1

E[A},, - AL BIXD, ;- X0 1= (n(n+2)) - ()%,
O

Lemma C.3 Let A = (A; ;) be anxm random matriz whose entries satisfy E[A; ;] = 0, E[A} ] =
o2 and E[A?’j] < Cof for alli € [n],j € [m] with some constant C, where the entries of A need not
to be independent. Let v = [v1, -+ ,v,] and w = [wy, -+ ,wy] be n-dimensional random vectors
whose entries are mutually independent and follow the Gaussian distribution Dz, o,. If the entries
of A are independent to the entries of v and w, then Y = v-A-w” satisfies the following condition:

E[Y]=0, E[Y?)|=nm-0} 05, E[Y* < (nm)* (Co})-(303)%
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Proof. Note that Y = Z Z v - Ay wj.

j=1i=1
1. E[Y]:E[szi'Ai,j'wj ZZE% Elw;] = 0.
j=1i=1 j=1i=1
2. Foralli, k € [n], 5,1 € [m] satisfy (i,7) # (k,1), E[(vi-Ai j-wj)-(vg - App-wr)] = Elv;-vg| E[A; -
A 1] Elw; - wy] = 0 since one of Efv; - vi] or E[w; - w;] is zero. Then it holds that
m n m n
E[Y?) = EBI} ) vi- Ay w)’ 1= B[y Y v Al wj]
j*l i=1 j=1i=1
m
:ZZE E[A}E [ﬂznm-a%-ag.
i=1i=1

3. By the Cauchy-Schwarz Inequality, it holds

ZZW i) '] < Bllm) - (303wl ALy w))
= (nm)® - 3> Bl BAL]Blw]] < (nm)" - (Cot) - (303)°.

j=11i=1

D Analysis of CVW Obfuscation

In this seciton, we describe how to prove the lemmas in Section 4.2. We use the same notation as
in Section 4. We re-use or abuse the some notations for the different proof for the convenience of
the writing. Fix a x satisfying O(P)(x) = 0.

Note that the appeared random matrices are of the form

J h
a®P) (P 7 (P)
J- H SZ T J+1 i1 H Dk,mk'
i=1 k=542

For the CVW obfuscation, all random matrices are independent except the tuples (D(M) M

i, 0 7’1"1)

and (D M) 5 (M)) Though we use another random variable Di,b whose columns correspond to the

Z x; ) 1,T
distribution Dzm , instead of D; 3, we cannot ensure the independency of tuples (Di(M_) E»(M_)) and

)ajl ? Z7a;7,
(Dl(ll/ll) , Sl(ll/l)) Further, we also cannot ensure that the columns of trapdoor sampling matrices are

1ndependent From now on, we drop the tilde in the trapdoor sampling.
We also remark that all distributions corresponding to random variables appeared in lemmas

except (Zﬁ)) are not changed regardless of the choice of P = M or N, because the matrices
s

of branching programs are all zero except the first matrix. Thus we consider the choice of the

branching program only in Lemma 4.4, which discusses (Zf?) .
A

By Lemma 2.9, each column of the random matrix Dz(l;) follows the distribution Dzm , for

all i. Note that since Dzm , is equal to Dy, entries of each column are mutually independent.

Therefore, we can use Lemma C.1 and C.2 to analyze the product of D; P)

At last, we note that many inequalities can be improved. For example the bounds in Lemma 4.3
and 4.5 can be tightened as constant upper bound. We omit those calculation because we only need
the polynomial upper bounds.

Proof (of Lemma 4.2). We assume that g1 < po and only show the result for M. Note that the
random matrix EJ(-M) is only (possibly) dependent to D;M) and the random variables (Zfl\{[)) i

and (Z{l\l/l)) 1, do not contain such random variables. Therefore, if we express (Zfl\l/[)) g (Zfl\{[)) 11
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into the polynomials of random variables, then every monomial includes one entry of E L Jr)l and

does not include the entries of DL1 1. Since the expectation of every entry of E( Jr)l is zero, the

desired result holds. O

Proof (of Lemma 4.3). We suffice to show the result for M. Let (X, (M )) be random variables of
the (u,v)-th entry of the random matrix E1 wl Hk 5 DS\Q Then, for all u € [t],v € [n], all
random variables X0 v) have the same variance m"~1(02)" by Lemma C.2. Moreover, it holds that
E[XT(L%[) -XiM)] = 0 for distinct u, v’ and E[Xy U) | =3 (m(m+2)""" (62)2".

The random variables of the (u,v)-th entry of the random matrix J - g™ . Hk 9 k zk are

1,z1
denoted by (Z§ )) We observe (ZS\I/I))O = Zw'ﬂ"[ X(l\é) 1)41,1- Then,

w+2nt 2
M M
VW[(Z§,1))0] =FK ( Z X7(1 (z) 1)+1, 1)
1=1
w+2nl
Z X( (i— 1)+1 1] = (w + 2nl) -m" (o)™,

In addition, the upper bound of E[(Z:E}\I/I))é] can be computed as follows:

w—+2nl
M
Bz ZXfmmﬂ
w+2n£ (M)4
< E[(w + 2n0)3 ZXn(Z 1)“1}

(o 200)* 3o+ 2P (P

E[(z\")4] _ o (1 2\
m < 3-(w+2nl) (1 + m) = poly(A).

All arguments with respect to IN also hold well. ad

Combining them, we obtain the inequality

Proof (of Lemma 4.4). Only for this lemma, we give the proof of the two cases; P = M and P = N.

Case 1: J- 5. E(M Hk 3

1 Z L1 k :l?k ¢
Indeed, this case is a special case of Lemma 4.5. Readers refer to the proof of Lemma 4.5. In

particular, we can obtain that
Varl(ZN)i] = (0% -0 + (20 = 1) -n?) - m" 2 - ()"
and
BIZXD)) < (w-+ 200" (270° - (n(n -+ 2)) 5L (i + 2) 371 (9200,

Combining this we obtain the inequality

o\ Jiti-1 o\ hi-1
§27~(w+2n€)4-n2-<1+> -(1—1—) :
n m

E[<Z£“f>>ﬂ
Var[(Z8))?

N
Case 2: J- Sul 2352 Hk 3 lgmi
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Since 5’1(1;? is diag(1"*" ® SN gn?xn? ) -+ diag(0W™*wn, Rg;)l ® S1.2,) ™, the random variable

1,x1°
can be written as

3800 g(M HD =T diag(1* @ 5,07 BN HD(N)

1,21 2,x0 k,xy

+J- diag(ownan7 R(N) S(N) E(N) H D(N)

17:101 111 2,T2 k,xp”

G pan

lml 212

By the lemma C.1, the variance of the random matrix J - 2_3 D,gl\i) is equal to
- Lk

summation of variances of two above two random matrices.

1'w><w S(N) OTL ><n )

We only need to compute the variance of the first random matrix J-diag( Lz

EQ(IX HZ 3 D,E wl, the variance of the latter term is a special case of the Lemma, 4.5 as the above
case.

Let S&l\f,) be the random variables of (u,v)-th entry of the random matrix Sl(l\;z We define

ngl\f,), Y( and (Z&Ijj))l be random variables of the (u 11) th entry of the random matrix EQ(IE .

k N) &N N h N N .
D0 S B L, DY) and 3 5 BN TTL, DY), respectively:

1361

Then, we observe Yl(ylf) =>", ng) X(N) D Sfj Xz(f()w 1yn,1 from the definition

of Kronecker tensor properties. Then, using Lemma C.1, we can obtain

N N N N N
VW[Y1(,1)}* [(ZS§Z) X( ) ZS( ) X1(+)zu 1)n, 1)2]
=1
n
N)2 N)2 N N
= B[} 5N x +'-'+ZS§¢) XZ(JF()w )
i=1 =

— wn - (02) . mh—2 . (0_2)h—1

h—2

=wn-m"2. (a?)".

Moreover, we can calculate an upper bound of E [Yl(’lf)él] as follows:

N N N N N
)= | s XY 4 30 X,
N N)* N)* N)*
Z S( ! Xi(,l) t+-t Z S%,i) ' Xz'(+()w—1)n,1)]
i=1

= (wn)" - 3(02)2 Am(m +2)}72 - (0%)2 Y

= 3(wn)* - {m(m +2)}" "2 (o2)*".
Similarly, we can compute Yz(llv) for ¢ = 2,--- ,wn in the exactly same way. The equations and

inequalities are all equal to the Yl(’lf) case. For i > wn, Yz(ll\l) is computed as in Case 1. In other
words, it is the special case j = 1 of Lemma 4.5 and the result is equal to Case 1 as well. Thus, we
omit the how to compute this value.
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Note that YZ(F) YZ(J?,)C Dn, , forall k = 1,--- ,wn. Thus, we obtain the desired results as
follows:

( ) w+2n€
N
Var[(le = Z 1+(z n,1 }

w+2nl

(N)
= Eluw®- Yoo+ Z 1+(z 1)n1
i=w+1

=W -n+nd-o?+(20-1)-n?) - -m"2(c*)"
w+2n€

:: 1+z lnl

w+2n€
< E[(w + 2n0)? Z 1+(z D))
< (w+2n0)* - (27n® - (n(n +2))1 T (m(m 4 2)) I (02) 2D
At last, with the two computations, we obtain

(N)y4 141 it

El(Z Jitg J

e (CIR TRRE WL <1 + 2> - (1 + 2) = poly(A).
Var((Zi) )2 " "

E[(Z(N)

g

Proof (of Lemma 4.5). We remark that, as noted in the above proof, this proof works for j =
1 as well and this case is used in the above proof. It suffice to prove the case P = M. Let
1 < j < XA-/ be an integer that j = £ j; + jo and X,%I) the random variables of the (u,v)-
th entry of the random matrix Ej( +1)9c,+1 HZ:j 42 D,il\:g Then, all random variables X, , have
the same variance m"=7=1 . (¢2)"=J and we have E[X( ) X(M)] = 0 for distinct u,u’ and
BIX(ND'] =8 (m(m +2))" - (02)20m9),

Let S&%) be the random variable of (u,v)-th entry of the random matrix HJ S™) Then,

1 ~i,z;
Var[ngl}g)] =ni=t.(a?), E[S(M) Su v] = 0 for distinct u, u” and E[Sq(}}gf] =3{n(n+2)}~1.(c?)%
hold.

By the construction of the matrix M

za:’

™ ; v
I R®) e z2nx2n for | € [(]. Note that [T, Rf?ﬁM is of the form

1,X4
HJ1+1 k) ™M)
kHz 1) ®rpei—1) ifk=1,2,---,jo
I7L><7L
(%5

§=1 RELY{_) is a block-diagonal matrix that consists of

=1 n R(k)(M)
k4L(i—1),@p4e(i—1) ifk=jo+1,---,¢
In)(’n

Let RS%) be the random variables of the (u,v)-th entry of the random matrix upper-left quad-
rant of [J_, R Then Var[RM) = nit - (021, E[RM - RM] = 0 and BRM'] =
3(n(n +2)P - (0?20,

Similarly, we consider the random variables of the (u,v)-th entry of the matrix ( 3 1 5‘1(1;/[)) .
M) M . M
Ej(+1 e (Hk_]+2 D,g 12) and denote it by Yu(,v ). Then,
M (M) y(M
Var[yl(-&-w)n 1 1 1 Z 51 p 1+um 1t R§7 )Z S )Xz+n)(w+n 1,1 7]

_ ’I’L2 X nh . (0_ ) Ji+1 nj—l . (0_2)j . mh—j—l . (0_2)h—j

— piititl (UZ)j1+j+1 .mh—i-1. (O_Z)h—j
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because of Lemma C.1. Moreover, it holds that

M M M M < M)
E[Yl(—i-w)n 1 R( ) Z S( )X'L(Jru?n 1 +eee Rl N Z Si ,2 z+n(w+n 1), 1)4]

M M
S TL 1 1 Z Sl K 7(+u3n 1 +- ( ) Z Sl ,% 2+n(w+n 1), 1)]

= 27n" ~<n(n+2)>ﬁ“ L (m(m +2))" 71 (02 )2<h+ﬁ+1>.

Therefore, we conclude that

E Y(M)4 2 Jiti—1 2 h—j—1
[1?“’)”1]§27.n4~(1+> .(1+> .
UaT[YIern,l]Q n m

Similarly, we can compute all variances of Y; ; for each .

0 if ¢ € [wn]
. . 2 1
IHIL L (2)i it phei—l | (g2yh—g T =a-n®4b+w-n with
n (o%) m (%) a/2 € {0} U[j2 — 1], € [n?]

Var Y(M) = e ;
| o | nditi. (02)j1+j ~mh—i-1. (02)h7j ifi =a-n*+b+w-n with
a/2 € {ja, -+ ,£},b € [n?]

n - (0%)) -mh=i=1. (g?)h=i otherwise.

Thus, we can derive upper bounds of E[Yfl] as follows:

™8 - {n(n+2)}PH 71 {m(m + 2) I (02)2 )
™m® - {n(n+2)}7 2 {m(m 4 2)}h I (02)2(h )
It - {n(n+2)M 1 {m(m+2)}h—7-1. (¢2)2

M4
By <

Let (ZSY,I)) ; be random variable of (u,v)-th entry of the matrix J - ( I 3( )) g™

i=1 j+1lxje1
_ (M) . Then, we observe (Z{™)), = S wt2nty (M) . Since, by Lemma C.1, E ng,u)'
k: J+2 1,1 /1 =1 14+(i—1)n,1
SS,VIU)] =0, E[R(M) R(M)] =0, and E[Xﬁ%) XI(LI,\?] = 0 hold for all distinct u,u’, the equation
E[Yu( 1 ) Y(M)] = 0 holds for all u,v.

With the similar method, we compute Var[(Zf,1 );] and upper bound of E[(Z (M))j].

w+2ne w+2nl
Varl(ZiY); Z Y -nn ) = Z v
= jon - p/1HITL. (U 2ynti+ N e i (o )h j
+ (£ — jo)n - I I . (o)t mh=i-1. (02)h_-j
Y lnnd - (02) bt (g2)h

— (j2nj1+j+2 . (02)j1+1 + (g —jg)nj1+j+1 i (02)j1 +€nj+1) .mhIi-L. (02)h
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w+2nl
M M
E[(Zl(,l ))?] = E[( Z Y1(+(3 n, 1)4}
i=1
w+2nt

< Blw+2n0°- (> V)]

i=1

< (w+2n0)% - (jon - 270 - (n(n+ 2))1H 71 (m(m + 2))" 7L (02)2( 0t

(€= a)n - 210 - (n(n+ )2 (mlm 4+ 2)" 9 (o220

90t - (n(n+2)Y - fm(m+2))" T (62)2)

< (w4 2n0)* - (2708 - (n(n +2))1H 7L (m(m + 2))P 7L (o2)2 0+
Overall, we obtain
w <27 (w+2n)*-n?- (1 + 2)j1+j1 . <1 4 2>hj1 )
Varl(Z;Y);)? "

All arguments for N hold as well.

Proof (of Lemma 4.6). Let j be an integer that j > A - ¢ and j = £- X\ + jo. This proof is very
similar to Lemma 4.4. The difference only comes from a form of the random matrix [[_; R; ;-
Thus, in this proof, we focus on the form of the matrix. Note that, because of the functionality,
the matrices R;; are completely different for ¢ < A - ¢ and for i > X - £. We also focus on P = M.

In this case, Hle R; s, is the block diagonal matrix

HRW_d.agHR ,ﬁR HRf‘Ql
i=1 i=1 i=1

<.
<

where TT7_, RZ(’;) is of the form
R
( Hz 17k +L(i—1), % p(i—1) *) ) ifk=1,2,--+,7Js
Hl 1 Rk:+€(z 1),5Ek+17(1 1)
(k)
(H R}c+€(z 1), Thqr(i—1) I) if k= j2 + 17 o 76
Let Y,V and (z{% ) be random variable of (u, v)-th entry of the matrix (H] 1 Z(IX)) Eg‘(ﬂ),mjﬂ :

h M &(M M M
(H,c:j+2 D,gmz) and J - ( T S( )> . EJ(H)’JL,J_+1 . (szj+2 D,gmz), respectively.
Similarly, we get

w+2nl
M M
Var[( ( ) Z Y1(+(z) 1)n,1 2]
w+2n€
Z Y1+(z 1n, 1]
= ((6 +32)n)‘+3+1 (DM + (¢ —jg)njH) -mhITL L (g2)h
and
w+2nt
M M
E[(Z£,1));ﬂ = E[( Z Y1(+(z) 1)n, 1)4]
i=1
w+2nl oM 4
< Bl(w+2n)*- (Y Y1+(2 )]
i=1

< (w4 2n6)* - (27n% - (n(n + 2)) 772 (m(m + 2))P I 7L (02)2B N
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Then, we have

El(Zz\Py]

g\ M2 9\ i1
W < 27(w+2n€) (1+) . <1+> .
VC””[(Zl 1 )J] n m

The arguments for N hold as well. a

E Analysis of BGMZ Obfuscation

In this section, we describe how to proof lemmas in Section 5.2. We modify the notation as in the
CVW obfuscation case. We replace n’,n with n,t. We re-use or abuse the some notations for the
different proof for the convenience of the writing. For example, we omit the index j in the main
body of the paper. Fix a x € {0, 1}¢ satisfying O(P)(x) = 0.

By Lemma 2.9, each column of the random matrix szz follows a distribution Dz» , for all
i. Since Dzm , is equal to Dy, entries of each column are mutually independent. Therefore, we

can use Lemma C.1 and C.2 when we analyze product of D ) . Note that all distributions are
independent except the tuples related to trapdoor samplings as in the CVW obfuscation. We omit
the proof of Lemma 5.2 since it is almost the same to the proof of Lemma 4.2.

Proof (of Lemma 5.3). Let (Xl(“, ) be random variables of the (u,v)-th entry of the random

matrix E:)(:(l)) " D,i wgk) Then, for all u € [t],v € [n], all random variables XM have the same
variance m"~ 1( 2)h=1. 2 Moreover, it holds that E[X%) XL(LI/\?] = 0 for distinct u,u’ and

EXM'] = 3 (m(m + 2))’H (@22 (52)2,
Similarly, the random variables of the (u, v)-th entry of the random matrix J ™). E(M) 1) Hk 9 D,Sl\;[)k)

are denoted by Yu(,l},/l). J is defined by [J'M)|17%"] and J'™) < {0,1}"**", Let the random vari-
ables of the (u,v)-th entry of the random matrix J'™) be denoted by Jﬁ\,/[). Then we can observe

that B[S0V = 1, B = 1 EZOY) = L for all u,v.
, (M) 5w (M) (M) (™)
Since Yy = Zi:l Jl,n-(t—l)-i—l Xnt=1y411 T Xunti1

w 2
(M) _ /(M) (M) (M)
Var[Yy; '] =E (Z Sim--1+1 Xn—1y111 T Xwn+1,1>

w
_ 1(M)? (M)? (M)?
=E Z Jl,n~(t—1)+1 ’ Xn.(t—1)+1,1 + Xwn+1,1]
i=1
_ (% 1 1) -mhl (g2)ht L g2

In addition, the upper bound of E[Yl(}r[)ﬁ can be computed

(M)4 x M) (M) \4
E[Y;, Z J1 n( t D41 Xn@n)+1, T Xumt1)']
=1
1(M)* (vM)* (v)*
< Ellw+1 Z Jl n(t—1)+ Xn(t 1)+1,1 Xwn+1)]

< (w+1)* -3{m(m+2)}” L (a2 (s7)2

Similarly, we can derive the same results for Y, , for all w,v. The variance of (Z (M))o =

o' (M) | J(M) | (M()l) HZ:Q D,S\;ng) cw'™" {5 computed by

1) .mh—1. (02)h—1 2ot =nm. (E +1) omh—1. (02)h+1 .52

Vm“[(Z(M))O] =nm- (E 5

2
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We also have

E[(Z™)g] < (nm)* - (w+ 1)* - 3{m(m +2)}" 71 (0%)*"7V - (57)% - (307)?
=27 (nm)* - (w+ 1)* - {m(m +2)}" 7" - (6%)2HD - (57)?

At last the upper bound is computed as

' E[(20)3]

h—1
m <108 (nm)?- (w+1)2- (1 + Ti) = poly(\)

For N, all arguments are exactly same. O

Proof (of Lemma 5.4). In this proof we consider the two cases; P =M and P = N.

Case 1: /(M) . J(M). S1 e ()’ 2 ( Hk 3 k o ) w'™” | This is the special case j = 1 of Lemma

5.5. Readers refer to the proof of Lemma 5.5. Based on this the following equation and inequalities
hold:

h=2 (g2yht1 . g2

n
< 81 - (nm)*-n* - {m(m+ 22 (02)2(hHD) ¢

9\ h2
< 81-(nm)?-n?- <1+)
m

E[(ZM)]
' Var[(ZM),]2

Case 2: v'™N). J(N). S(N) E(N)Q) Hk 3 D(N) w' ™", Let 5181\11;) be random variables of (u, v)-th
entry of the random matrlx Sl (1)

(u, v)-th entry of the random matrix E. 2@(2) Hk:3 D]S;)(k) and JN S(N) E(N @ Hk 3 k w(k

respectively. J™) is defined by [J'™)[I"*"] and J'™) < {0, 1}»*w", The random variables of the

(u,v)-th entry of the random matrix J'™) is denoted by J’(N).

Then, we observe

Slmllarly, we deﬁne X I(L . and Yu( v~ are random variables of the

n

SN (N) (M) (M)
lel Z Z Zjlk+n(] 1)’ k:z n(j— 1))'Xi,l +Zsl,k .Xwn+k,l'

j=1li=14n(j—1) k=1 k=1
By Lemma C.1,
Var[Y( )]
_ y )
(N) N) N N N
=F Z Z (Z J/k—i-n(j—l) S;(“ n(i— 1)) Xi(,l) + ZS§,I€) 'Xz(un)Jrk,l
J=1li=14n(j—1) k=1 k=1

[ w nj n
_ (N)? (N)? (N)? (N)? (N)?
=FE Z Z (Z J,k+n(j 1) Sk gi—n(j— 1)) Xi71 + Sl,k ’ Xwn+k,1

_j:l i=1+n(j—1) k=1 k=1
n _ _
:wn'(i' 2\ b 2.2 4 pn.o? o mh2. (g2)h 2. &2

1
<2‘wn+1> n-mh=2. (g?)h=1. s
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In addition, the upper bound of E[Yl(}f)[i] can be computed

By
i 4
_ (N) (N) (N) (N) (N)
=F Z Z (ZJ/k+n(J 1) Sk,i—n(j—l) - X5, ZS Xwn+k1
j=li=l4n(j—1) k=1
[ w nj n n
N N N)* N)4 N
<E[{w+0nP (Y Y O S o) XN+ 3 s x
i j=1li=14n(j—1) k=1 k=1
g N N)*4 N N)* - (N)4
< [(wm? (3 Z W (3 Ty ™ S0 X 4 30 S X0
j=1li= 1+7l(] 1) k=1 k=1

< {(w+ Dp fun (5 +80%) - Bm{m + 29} (0?2 ()

n (30t Bm(m + 212 (022072 (7))
<9 {(w+ Dn}t 0t mm + )2 (02200 ()2

The same results for Yu( v for all u v can be shown in the same way. The variance of (Z(N)); =
N) . g™y 3’1@(1) 2 m(2 Hk 3 k w(k M7 g computed as follows:

1
Var[(Z™),] = nm - <2 -wn + 1) n-mhT2 (0?)h Tl 82 ot

1
=nm- (2 -wn + 1) cn-mtT2 (0?)h T 82

Similarly, we have

E[(Z0)] < (nm)* -9 {(w + D} -0t - {m(m + 2)}"2 - (62241 - ()2 - (30%)?
=81 (nm)* - {(w+ n}* -0 - {m(m +2)}" 72 (0%)20HD - (s7)
(N)y4 h—2
Then, ’Vf?"[E(ZZ(N)))ll]P <324 (nm)? - {(w+ 1)n}? - n?- <1 + 7711> = poly(\). O

Proof (of Lemma 5.5). Let 1 < j < h be an integer and X, , the random variables of the (u,v)-th

entry of the random matrix E' +1)93(J ) I kmjt2 D,il\:zk) All random variables XS,YJI) have the s4ame
variance m" =91 (¢2)h=i=1. 2 and E[X u,v) -Xftl,\ﬁ})] = 0 holds for distinct u,’ and E[XS,\:JI) |=

3 (m(m+2))" 771 (02)2h=Im L (52)2,
‘We observe that

Let 81(117\1/)1) be the random variable of (4, j)-th entry of the random matrix ngl Si(};/f)' Then,
it hold that Var[Sq(}}g)z] = ni=1. (62), E[SSX,I) . SS,VIU)] = 0 for distinct u, v’ and E[S,(Ll}g)4] =
B{n(n+ 21 (02)%.

For a random variable of (u,v)-th entry of the random matrix JM). ( zzl Sl(l;/[()l)) E](_lrll)w(]ﬂ)

h:‘ D™ , we denote it by Y™, Then a variance of Y2 can be computed using
k=j+2 Yk x(k) ; ,
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Lemma C.1.

n 2 n
M M M)? M)?
Var[yu,v] =F <Z S?S,k) ’ Xi}ﬂj—kﬂ)) =FE Z Si,k) ' Xv(zmj-k,v‘|
k=1

—n-ni-L. (02)j P, (02)}17]’71 . g2

h—j—1 (02)1171 . 82

=n’-m

Moreover, it holds that

4

n

4 M M

EYM'=E (Z SO Xfmik,v> <E
k=1

n
( S0’ -xmz,v)]
k=1

=n*-3{n(n+2)} 7" (6%)¥ 3 (m(m +2)" 7 (022 (57)?2
=9-n'{n(n+2)} 1 (m(m+2))"7 7 (6227 (s7)?

J S(M) E(M) D(M) w/(M)T

h
By Lemma C.3, we can compute v'(™) . J(M) . i=1 %20 Eji1e(+1) Hk:j+2 (k)

which is denoted by (ZM));. Then it hold that
Var[(Z™M);] =nm-n? -mh =71 (aH)h1 52 ot = um-n? - mh I (62 62
E[(ZM)]] < (nm)*-9-n* - {n(n + 2171 - {m(m +21)" 771 (672D - (5)7 - (307)?
=81 (nm)*-n* - {n(n+2)P 1 fm(m+2)}"7 71 (62)20FD L (62)2,

B(Z)1) s 2\ e
Overall, W(M)W < 81-(nm)*-n*- (1 + n) . (1 + m) = poly(A). All argu-
ments hold as well for N. 0
Proof (of Lemma 5.6). Let XI%I) be the random variables of the (u,v)-th entry of the random
matrix H?;ll Bz,(‘lf()i). All random variables of entries of Bi(lf()i) are mutually independent and follow
a uniform distribution [~%, %). For convenience, we assume random variables follow a uniform
distribution [—%, ¥].12

272
We note that the similar computations as in Lemma C.2 hold as well for the uniform distri-

butions. More precisely, for the random variable Uy, Us following the uniform distribution over
1 1
[—%, %], it hold that E[U] =0, E[Uf] = 1 v(v+2), E[Uf] = 0 (v +2){v(v+2) - 3}
Thus, the variance of Xl(Ll,\f,I) is

h—1
Var[X(W) = gh=2. {112 Co(v+ 2)} .

We also have

\ 2(h—1)
EIXOD) <3 {glg + 212 {112 -v(v+2>} |

(M)

By Lemma C.3, we can compute the variance and expectation of quadruple of bng) -H?;ll B, (i)’

bM” which is denoted by (ZM),.

12 12

1 h+1
h
e . - . 2
g {12 vv+ )} ’

12'Qur analysis can be applied without this assumption but the calculations are very tedious.

Varlz® =gt -t Lo} e}
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2(h—1) 272
BUZN < ()3 (ota + Y { o] [3{112 oo +2)} ]

2(h+1)
— @) g e )
Bz

Var[(ZM),]?
well for N. 0

As a result,

h—2
2
< 27-(¢%)?%- (1 + g) = poly()\). The same arguments hold as
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