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Abstract

We give the first positive results about instantiability of the widely implemented and standardized RSA-
OAEP encryption scheme of Bellare and Rogaway (EUROCRYPT 1994) and variants under chosen-ciphertext
attack. Recall that RSA-OAEP adds redundancy and randomness to a message before composing two rounds of
an underlying Feistel transform, whose round functions are modeled as random oracles (ROs), with RSA. First,
we show that either of the two oracles (while still modeling the other as a RO) can be instantiated in RSA-
OAEP under IND-CCA2 using mild standard model assumptions. Ours are the first “partial instantiation”
results for RSA-OAEP. We obtain them by exploiting (generalizations of) algebraic properties of RSA proven
by Barthe, Pointcheval, and Bdguelin (CCS 2012). Second, we show that both oracles can be instantiated
simultaneously for two variants of RSA-OAEP, called “t-clear” and “s-clear” RSA-OAEP. In particular, we
are the first show positive results for s-clear RSA-OAEP, and our results for it yield the most efficient RSA-
based IND-CCA2 secure scheme (under plausible assumptions) in the standard model to date. We obtain
it by leveraging a new hierarchy of extractability-style assumptions in the sense of Canetti and Dakdouk
(TCC 2010) on the round functions, as well as novel yet plausible “XOR-type” assumptions on RSA. Notably,
our full instantiation results avoid impossibility results of Shoup (J. Cryptology 2002), Kiltz and Pietrzak
(EUROCRYPT 2009), and Bitansky et al. (STOC 2014).
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1 Introduction

In this paper, we show new partial and full instantiations under chosen-ciphertext attack (CCA) for the RSA-
OAEP encryption scheme [12] and some variants. This helps explain why the scheme, which so far has only been
shown to have such security in the random oracle (RO) model, has stood up to cryptanalysis despite the existence
of “uninstantiable” RO model schemes. It also leads to the fastest CCA-secure RSA-based public-key encryption
scheme in the standard model to date. We now discuss some background and motivation before an overview of
our results.

1.1 Background and Motivation

In the random oracle (RO) model of Bellare and Rogaway [I1], every algorithm has oracle access to the same truly
random functions. It has been enormously impactful in enabling the design of practical protocols for various goals;
examples include public-key encryption [I1] [12], digital signatures [IT], 13], and identity-based encryption [26].
In practice, one “instantiates” the oracles, that is, replaces their invocations with invocations of functions with
publicly-available code, resulting in a particular “instantiated” version of protocol. The idea is that in practice
such functions could be appropriately built out of cryptographic hash functions. The RO model thesis is that the
protocol instantiated in that way remains secure in the standard (RO devoid) sense.

The RO model is often thought of as simply a heuristic. However, note that a security model always abstracts
away some details of the system. For example, the standard model abstracts away side-effects of physical com-
putation [55]. In particular, a proof in the RO model does guarantee absence of attacks treating the functions as
black-boxes. But it does not rule out attacks taking advantage of their code in an instantiation of the scheme.
This has been exploited in many works demonstrating complete failure of the RO model thesis, starting with
that of Canetti et al. [33]. That is, these works construct RO model schemes for which any instantiation yields
a scheme that can be broken efficiently in the standard model.

However, the consensus of the community is that such schemes always seem contrived or artificial in some
way. Indeed, RO model schemes that have been standardized and implemented have stood up to tens of years of
cryptanalysis. If the RO model thesis is false, what explains this? This leads to what may be called the practical
RO model thesis: For a “practical” RO model scheme, instantiating it appropriately via a cryptographic hash
function results in a secure scheme in the standard model. However, from a scientific standpoint this thesis is
unsatisfactory because it lacks a definition of “practical.” This shortcoming is the starting point for our work.

1.2 Thesis and Approach

OUR THESIS. A way to approach this shortcoming is to try to identify what makes schemes like RSA-OAEP [12]
or RSA-PSS [I3] “practical” and fall into a class of schemes to which we believe the RO thesis applies. We propose
a functional definition of “practical” and a reformulated practical RO model thesis:

A “practical” RO model scheme is one for which there exist plausible standard model properties of the
constituent functions that suffice to prove security. For these schemes the RO model thesis applies.

According to this thesis, after one proposes what one believes to be a “practical” RO model scheme to which
the RO model thesis applies, one should search for such standard model properties to justify this belief. One may
think that this simply replaces the undefined term “practical” for a scheme with the undefined term “plausible” for
an assumption. But we believe assessing plausibility is more tractable. For example, there may exist a theoretical
construction meeting it under standard assumptions, unlike for a RO (which has no standard-model definition).
Ultimately, plausibility may just amount to being much simpler than just assuming the scheme itself is secure,
and withstanding the test of time. Indeed, this basically describes the “standard” assumptions we have today,
and we believe this set should (and must) grow to include more complex assumptions.

It also seems more likely to obtain plausible assumptions if one sticks to developing standard model notions
tailored to a specific scheme, rather than trying the develop standard model notions that apply to a whole range
of them. Note that the most general forms of assumptions such as correlation intractability (CI) [33] and universal
computational extraction (UCE) [8, 28] have been shown (likely) impossible. But special cases of CI and UCE
which suffice for the schemes considered remain plausible [8 28] [30]. It is also worth mentioning that there are
impossibility results in the standard model for RSA-OAEP [53] and RSA-FDH, RSA-PSS [39, [38]. However,
these are black-box impossibility results that demonstrate that a proof treating the functions as a black-boxes
cannot suffice. As in other areas of cryptography [3] this motivates looking at non-blackbox assumptions. We



also emphasize that such proofs can moreover exploit novel properties of functions like RSA that have significant
algebraic structure. We do both in our work and also avoid further impossibility results explained below.

1.3 RSA-OAEP and Ways to Validate its Security

OUR GOAL. In light of the above, we focus our study on a specific scheme, namely RSA-OAEP [12] and try to
justify that it “practical” in the above sense class. Recall that RSA-OAEP encrypts a message as f(s||t) where
f is the RSA function, where for functions G and H (originally modeled as ROs) we have s = G(r)®m||0¢ for
randomness r € {0,1}” and message m € {0,1}*, t = H(s)®r. Thus, we ultimately seek plausible standard
model properties of RSA, G, and H that suffice to prove IND-CCA or similar in the standard model (which we
just refer to “security” below). While we ultimately fall short of this goal, we outline two ways in which we make
(what we believe is) substantial progress, these ways having been initiated by prior work (see Section .

PARTIAL INSTANTIATIONS. One way is to show “partial instantiations” that use a plausible standard model
property for one of G or H, while still modeling the other as a RO. One may wonder what the point of this is,
as security of the scheme is still proven in the RO model. We argue that the RO model is more nuanced, and
viewing a scheme as either proven secure in the RO model or not is selling the scientific value of the model short.
Indeed, ROs are used in different ways in a scheme, and instantiating one them isolates a property it relies on. In
particular, suppose one has partial instantiation results for each of the ROs, as we show for RSA-OAEP. Then an
attacker would need to exploit weakness in the interaction between these functions in order to break the scheme
in standard model. In our eyes this makes an attack much less plausible.

CONSIDERING VARIANTS. Another way is to prove standard model security of variants of the scheme that fall
“under the same framework.” Again, one may wonder what the point of this, as the schemes differ. We have
a couple answers to this. One is that it can be seen as validating the framework more than simply proving the
original scheme secure in the RO model.It also may lead to new efforts in standardization. Note, however, that
our results for the different variants are incomparable, and t-clear and s-clear RSA-OAEP have longer ciphertext
length than standard RSA-OAEP. So we do not see any reason to move to another scheme at this time. (Maybe
it would be warranted in the future, as our understand of the framework progresses.) Another upshot is that our
results for one of our variants, namely, namely s-clear RSA-OAEP, leads to the most efficient IND-CCA secure
scheme in the standard model (under arguably plausible assumptions). This is of theoretical interest and well
as practical interest. Finally, one can try to reduce instantiating the original scheme to instantiating one of the
variants, following e.g. [1]. We leave an investigation of this matter for future work.

1.4 Using PA 4 IND-CPA

Usineg PA 4+ IND-CPA. A common thread running through our analyses is the use of plaintert awareness
(PA) [12 [6l I0]. PA captures the intuition that an adversary who produces a ciphertext must “know” the
corresponding plaintext. It is not itself a notion of privacy, but, at a high level, combined with IND-CPA it
implies IND-CCA. We use this approach to obtain modularity in proofs, isolate assumptions needed, and make
overall analyses more tractable.

FLAVORS AND IMPLICATIONS. PA comes in various flavors: PA-RO [6], and PAO, PA1, and PA2 [10]. PA-RO
refers to a notion in the RO model, while PAO, PA1, and PA2 refer to standard model notions that differ in
what extent the adversary can query its decryption or encryption oracles. (In particular, in PA2 the adversary
can query for encryptions of unknown plaintexts.) Similarly, IND-CCA comes in flavors [61], 6]: IND-CCAO,
IND-CCAL1, and IND-CCA2. We use that [6], [10] show that IND-CPA + PA-RO implies IND-CCA2 in the RO
model, IND-CPA + PAO implies IND-CCA1 with one decryption query, IND-CPA + PA1 implies IND-CCA1,
and IND-CPA + PA2 implies IND-CCA2.

1.5 Partial Instantiation Results

HiGH-LEVEL APPROACH. We first give partial instantiation results of RSA-OAEP under IND-CCA2. Such results
have been sought after in prior work [29, 20l 21] but have proven negative results or settled for weaker security
notions. The heroes for us here are new generalizations of the notions of “second-input extractability” (SIE)
and “common-input extractability” (CIE) proven by Barthe et al. [4], which we show hold for small-exponent
RSA. SIE says that an RSA image point can be inverted given a part of the preimage, whereas CIE says that



two RSA images can be inverted if the preimages share a common part. They were used by [4] used these
assumptions to analyze a no-redundancy, one-round version of RSA-OAEP in the RO model. We show these are
useful for analyzing RSA-OAEP more generally. An interesting aspect of our results here is that while SIE and
CIE provably hold for small-exponent RSA, they may indeed hold for larger e; at least, we cannot disprove it. We
conjecture this is different from the case of “lossiness” [59] of RSA shown in [52], which requires large e. (That
is, we conjecture lossiness cannot hold for small e.)

RESULTS AND INTUITION. Namely, we show partial instantiations of both oracles G, H under very mild assump-
tions on the round functions — roughly, that G is a pseudorandom generator and H is a hardcore function for
RSA, respectively — in both cases assuming RSA is SIE and CIE. We first prove IND-CPA security in these
cases. Interestingly, the instantiation of G under IND-CPA uses that RSA is SIE while the instantiation of H
does not, the intuition being that in the latter case we assume H is a hardcore function so its output masks
r € {0,1}” used in the challenge ciphertext unconditionally. Now for PA-RO, in both cases we use SIE and CIE.
These notions fit in perfectly: SIE allows the extractor to decrypt a fresh ciphertext the adversary creates, while
CIE handles the case of a mauled version of a ciphertext received from the encryption oracle.

1.6 Full Instantiation Results

HIGH-LEVEL APPROACH. We next give full instantiation results for two variants of RSA-OAEP, called t-clear
and s-clear RSA-OAEP. Prior results on t-clear RSA-OAEP [21] showed only partial instantiations or relatively
weak security notions, and s-clear RSA-OAEP was only considered indirectly by Shoup [65] for negative results.
In t-clear RSA-OAEP, a message is encrypted as f(s1)||s2||t where f is the RSA function si|sy = G(r)®m|0
for randomness r € {0,1}” and message m € {0,1}*, t = H(s1|/s2)®r. Here we divide s into s1l|s2, where
sy € {0,1}¢, so the name “t-clear” while consistent with prior work [21], is somewhat of a misnomer. On the
other hand, in s-clear RSA OAEP a message is encrypted as s||f(¢). One of the heroes for us here is a hierarchy
of “extractability” notions we define and assume for the round functions, called EXT-RO, EXTO0, EXT1, EXT2,
roughly paralleling PA-RO, PAO, PA1, PA2 respectively, and significantly generalizing prior work [31],[32]. Besides
this parallel, our generalizations consider adversaries that output only part of an image point or an image point
along with part of a pre-image. In the case of s-clear, another hero is a family of new “XOR-type” assumptions
we introduce, speaking to the fact that XOR “breaks” up the multiplicative structure of RSA. We make several
remarks about our results, particularly how they avoid known impossibility results, before detailing them:

e Extractability is a non-blackbox assumption (saying for every adversary there exists a non-blackbox “ex-
tractor”) so we avoid the impossibility result of Kiltz and Pietrzak [53].

e While extractability of H would prima facie be false, we use it only in a plausible way for a cryptographic
hash function. Namely, the adversary also outputs part of the preimage. Extractability assumptions we use
on G, even where the adversary outputs only part of an image point, remain plausible as it is an expanding
function with a sparse range (usually constructed something like G(z) = (H(0||z)||H(1]z),...).

e For extractability we use only bounded key-independent auxiliary input (basically, the keys for the other
functions in the scheme), so we avoid the impossibility result of Bitansky et al. [I7]. Moreover, the key-
dependent auxiliary information is just one image query (at least in the proof of IND-CCA2).

e Our “XOR-type” assumptions on RSA avoid a negative result of Shoup [65], showing that there is in attack
if the general trapdoor permutation is “XOR—malleable.”E

e We typically use the various forms of extractability in combination with (at least) collision-resistance,
so that the extractor returns the “right” preimage. The collision-resistant construction of [56] based on
knowledge assumptions, albeit where the adversary outputs the entire image point, is on the lowest level of
our hierarchy (EXTO0); furthermore, it is not known to work when the adversary outputs part of the image
point. Any theoretical constructions for higher levels (EXT1, EXT2) are similarly open.

RESULTS AND INTUITION FOR t-CLEAR. Our results for t-clear RSA-OAEP are weaker than those for s-clear
RSA-OAEP. First, for t-clear we prove IND-CPA for random, public key independent messages, under mild

In more detail, note that for s-clear the “overall” TDP (including the part output in the clear) is not partial one-way [44] so
their security proof does not apply. In fact, Shoup [65] considers the scheme in his proof that RSA-OAEP is not IND-CCAZ2-secure
for general one-way TDPs, exhibiting the above-mentioned attack.



assumptions on the round functions, namely that H is a hardcore function for RSA and G is a pseudorandom
generator. Intuitively, the high-entropy requirement come from the fact that the adversary attacking H needs
to know r to prepare its challenge ciphertext, so the randomness of the input to H needs to come from m. (We
could avoid it using the stronger assumption of UCE as per the result of [?].) Furthermore, m needs to be
public-key independent so as to not bias the output. Then we can prove PAQ based on forms of EXTO for G and
‘H, the intuition being that the plaintext extractor first extracts from the part G(r) that is left in clear by the
redundancy to get r and then runs the extractor for H on t®r from which it can compute m, with the above part
of the pre-image to get s. Note that when running the extractor here and below we have to be careful that the
constructed extractor uses the same coins as the starting one for consistency (that is, otherwise we won’t end up
with the right extractor). We can also prove PA1, although we have to make an extractability directly on the
padding schemeEI Interestingly, even this approach does not work for PA2, which we leave completely open for
t-clear (cf. Remark [7.6)).

RESULTS AND INTUITION FOR s-CLEAR. We find s-clear is much more friendly to a full instantiation by making
novel but plausible assumptions on RSA. One is XOR-nonmalleability (XOR-NM), saying that from F(x) it is
hard to find some F(z’) and z such that z = z®2’. Another is XOR-indistinguishability (XOR-IND), saying
for random x and adversarially-chosen z one cannot tell F(x) from F(z®z) given “hint” G(z). In our results, G
is a PRG, which we show also implies G is a HCF for F. So, the notion can be viewed as an extension of the
classical notion of HCF. In fact, we use XOR-IND just to show IND-CPA. The intuition is that allows breaking
the dependency of s in the input to OAEP with the input to RSA. The proofs of PAO and PA1 are very similar,
and showcase one reason s-clear is much more friendly to a full instantiation, namely it heavily depends on the
extractability of G. That is, if G is suitably extractable, the plaintext extractor can simply recover r and then
compute the plaintext as s®G(r). For PA2, one has to be careful as when the adversary makes an encryption
query, the plaintext extractor should call the image oracle for G, where in addition to G(z) for random z it
receives the hint of RSA on x. We show that if RSA is XOR-IND then this implies the adversary can get the
whole ciphertext as a hint to simulate the encryption oracle. Then we also have the worry about the adverary
querying “mauled” ciphertexts to the extract oracle. Intuitively, if the r-part is the same then it cannot run the
extractor for G, but we show this violates XOR-NM of RSA. On the other hand, if the s-part is the same then
we cannot break XOR-NM but this creates a collision for G.

1.7 Discussion and Perspective

We summarize and compare our results to prior work in Figure Note that we get a lot of mileage from
assuming the trapdoor permutation is specifically RSA, whereas prior work, which has mostly shown negative
results CCA-style security notions, went for a general approach. We also highlight that while our assumptions on
both RSA and the round functions for our full instantiability results are expectedly stronger than what we need
for partial instantiations, they still compare favorably to prior work. In particular, while our assumption of EXT2
for G in our s-clear result is already “PA2-flavored,” prior work such as [2I] made CCA-style assumptions on
the round functions even to obtain relatively weak notions of non-malleability. Such “adaptive” security notions
on lower-level primitives have indeed been useful in other contexts [58 [6I]. Plus, it is not clear how to get an
IND-CCA2 encryption scheme from EXT?2 functions in a simpler way.

1.8 Related Work

RO MODEL RESULTS. Results about security of f-OAEP for an abstract TDP f and RSA-OAEP in the RO
model were shown in [I2] [65] [44]. Ultimately, these works showed RSA-OAEP is IND-CCA2 secure in the RO
model, but with a loose security reduction. Interestingly, Shoup [65] considers s-clear RSA-OAEP indirectly in a
negative result about RSA-OAEP with a general one-way TDP. Security of t-clear RSA-OAEP (under the name
“RSA-OAEP++"") has been analyzed in the RO model by Boldyreva, Imai and Kobara [22], who show tight
security in the multi-challenge setting.

PARTIAL INSTANTIATION RESULTS. Canetti [29] conjectured that his notion of perfectly one-wayness sufficed to
instantiate one of the two oracles in F-OAEP. This was disproved in general by Boldyreva and Fischlin [20],
but their results do not contradict ours because they use a contrived TDP F. Subsequently, Boldyreva and
Fischlin [2I] gave partial instantiations for ¢-clear F-OAEP under stronger assumptions on the round functions.

2At a very high level, we can prove EXTO of G, H implies EXTO for the padding scheme, but we do not know how to do this for
EXT1 because of an “extractor blow-up” problem.



Scheme Assumptions on OAEP | Assumptions on F Security Size | Ref ‘

RSA-OAEP G: PRG and H: RO OW, SIE and CIE IND-CCA2 n Section (3

RSA-OAEP G: RO and H : PHCF OW, SIE and CIE IND-CCA2 n Section [3

RSA-OAEP G : t-wise independent Lossy TDP IND-CPA n [52]

RSA-OAEP G,H: UCE ow IND-CPA-KI n [8]

RSA-OAEP | G : PRG, EXT0 and NCR ow $IND-CCAO0-KI 3n 4+ 3k Section|§|
t-clear H : HCF, EXTO and CR

RSA-OAEP | OAEP : EXTI1 and NCR ow $IND-CCA1-KI 3n 4+ 3k Section@
t-clear G : PRG and H : HCF

RSA-OAEP G : PRG and NCR ow IND-CCA2 n+k [21]
t-clear H : RO

RSA-OAEP G : RO ow IND-CCA2 n+k [21]
t-clear H : NM PRG with hint

RSA-OAEP G : PRG and NCR ow $NM-CPA n+k [21]
t-clear H : NM PRG with hint

RSA-OAEP | G : PRG, EXT1 and NCR XOR-INDO IND-CCA1 2n+k+ p Sectioanl
s-clear

RSA-OAEP | G : PRG, EXT2 and NCR XOR-IND1,2 IND-CCA2 2n+k+p SectionEl
s-clear H: CR and XOR-NMO

Figure 1: Instantiability results for RSA-OAEP sorted by scheme variant, where n is modulus length, k is the
security parameter, and p is message length. Typically n = 2048, k = 128, and p = 128.

FULL INSTANTIATION RESULTS. Brown [27] and Paillier and Villar [57] showed negative results for proving
RSA-OAEP is IND-CCA secure in restricted models, and Kiltz and Pietrzak [53] showed a general black-box
impossibility results. As mentioned above, their results do not contradict ours because we use non-blackbox
assumptions. Moving to weaker notions, Kiltz et al. [?] show IND-CPA security of RSA-OAEP using lossiness [59],
while Bellare, Hoang, and Keelveedhi [8] show RSA-OAEP is IND-CPA secure for public-key independent messages
assuming the round functions meet their notion of universal computational extraction. Boldyreva and Fischlin [2]
show a weak form of non-malleability for t-clear F-OAEP, again using very strong assumptions on the round
functions. Lewko et al. [54] show IND-CPA security of the RSA PKCS v1.5 scheme, with the bounds later being
corrected and improved by Smith and Zhang [66].

CANDIDATE INSTANTIABILITY ASSUMPTIONS. General notions for function families geared towards instantiating
ROs that have been proposed include correlation intractability [33, [30], extractable hash functions [31] [32] [T5] [17],
perfect one-wayness [29] [34], [42], seed incompressibility [48], non-malleability [19] 2], and universal computational
extraction (UCE) [8,28,[9]. Again, note that the most general forms of several of these notions, namely correlation
intractability and extractable hash functions have been shown to be (likely) impossible. We avoid such general
impossibility results in our work by focusing on a specific scheme.

1.9 Organization

In Section 2] we give the preliminaries. In Section [3] we formalize the algebraic properties of RSA we use and our
partial instantiation results for RSA-OAEP. In Section [ we give a new hierarchy of extractable functions. In
Section [B] we abstract out some properties of the OAEP padding scheme we use. Then, in Section [6] we give new
notions of high-entropy messages security for public-key randomized encryption and our full instantiation results
for t-clear RSA-OAEP. Finally, in Section [7] we give novel “XOR-type” assumptions on RSA and combine them
with the above to give our full instantiation result s-clear RSA-OAEP.

2 Preliminaries and Some Generalizations

We overview notations and definitions we use that are mostly from prior work.



Game IND-ATKxe (k)
b<s{0,1}; (pk, sk) <s Kg(1%)
(Mo, My, state) s AT (1% pk)
my 3 My(1%, pk)

¢ s Enc(pk, ms)

d s AS2O) (pk, c, state)

Return (b =d)

Figure 2: Game to define IND-ATK security.

2.1 Notation and Conventions

For a probabilistic algorithm A, by y <—s A(z) we mean that A is executed on input z and the output is assigned
to y. We sometimes use y « A(x;r) to make A’s random coins explicit. We denote by Pr [A(x) =y: T8 X] the
probability that A outputs y on input z when « is sampled according to X. We denote by [A(x)] the set of possible
outputs of A when run on input z. The security parameter is denoted k € N. Unless otherwise specified, all
algorithms must run in probabilistic polynomial-time (PPT) in k, and an algorithm’s running-time includes that
of any overlying experiment as well as the size of its code. Integer parameters often implicitly depend on k. The
length of a string s is denoted |s|. We denote by s|! the i-th least significant bits (LSB) to j-th least significant bits
of s (including the i-th and j-th bits), where 1 < i < j < |s|. For convenience, we denote by s|, = s|{ the £ least
significant bits of s and s|* = S‘Ij—e the ¢ most significant bits (MSB) of s, for 1 < £ < |s|. We write Px for the
distribution of random variable X and Px (z) for the probability that X puts on value z, i.e. Px(z) = Pr[X =x].
We denote by U, the uniform distribution on {0,1}. We write Us for the uniform distribution on the set S.
Vectors are denoted in boldface, for example x. If x is a vector then |x| denotes the number of components of x
and x[i] denotes its i-th component, for 1 < i < |x|. For convenience, we extend algorithmic notation to operate
on each vector of inputs component-wise. For example, if A is an algorithm and x,y are vectors then z +—s A(x,y)
denotes that z[i] «+s A(x[i], y[i]) for all 1 <4 < |x|. Let X be a random variable taking values on a common finite
domain. The min-entropy of a random variable X is Ho, (X) = — log(max, Pr[ X = z]).

2.2 Public-Key Encryption and its Security

PUBLIC-KEY ENCRYPTION. A public-key encryption scheme PKE with message space Msg is a tuple of algorithms
(Kg,Enc,Dec). The key-generation algorithm Kg on input 1* outputs a public key pk and matching secret
key sk. The encryption algorithm Enc on inputs pk and a message m € Msg(1¥) outputs a ciphertext c. The
deterministic decryption algorithm Dec on inputs sk and ciphertext ¢ outputs a message m or L. We require that
for all (pk, sk) € [Kg(1¥)] and all m € Msg(1*), Dec(sk, (Enc(pk,m)) = m with probability 1.

SECURITY OF PUBLIC-KEY ENCRYPTION [46], [62]. Let PKE = (Kg, Enc, Dec) be a public key encryption scheme
and A = (A, Ay) be an adversary. Let M be a PPT algorithm that takes inputs 1¥ and a public key pk to return
a message m € Msg(1%). For ATK € {CPA, CCA1l, CCA2 } we associate the experiment in Figure [2| for every
k € N. Define the ind-atk advantage of A against PKE as

AdvpiE (k) = 2 - Pr [IND-ATKye(k) = 1] — 1 .

If atk = cpa, then O1(-) = ¢, and Os(-) = . We say PKE is secure under chosen-plaintext attack (IND-CPA) if
AdvER? (k) is negligible in k for all PPT A.

Similarly, if atk = ccal, then O;(-) = Dec(sk,-), and Oa(:) = ¢; if atk = cca2, then O;(-) = Dec(sk,-), and
Oq(-) = Dec(sk, ). In the case of cca2, Ay is not allowed to ask O3 to decrypt c¢. We say that PKE is secure under
non-adaptive chosen-ciphertext attack or IND-CCA1 (resp. adaptive chosen-ciphertext attack or IND-CCA2), if
AV (k) (resp. AdvEES® (k) is negligible in k for all PPT A.

PA-RO secURITY. We first define plaintext-awareness in the RO model following [7], which builds on the
definition in [12]. Note that PA-RO combined with IND-CPA security is strictly stronger than IND-CCA2
security in general. Let PKE = (Kg, Enc, Dec) be a public key encryption scheme and let M be a PPT algorithm
that takes as inputs 1¥ and a public key pk, and outputs a message m € Msg(1¥). To adversary A and extractor
Ext, we associate the experiment in Figure [3]for every k € N. We say that PKE is PA-RO secure if for every PPT



Game PA-ROSE" (k) Procedure ENc(pk, M)
bs{0,1}; i< 1; j«1 m s M(1%, pk)
(pk, sk) «s Kg(1*) ¢+ Enc002) (pk. m)
b s AROC1)ENC(pR, ), D(sky) (41 cli]«c; t+i+1
Return (b =1?') Return ¢
Procedure RO(z, 1) Procedure D(sk, c)
If H[z] = L then Hl[x] <s {0,1}" If ¢ € ¢ then return L
If ¢ = 1 then mo < Dec(sk,c)
x[j] < z; h[j] « Hlz]; j i+ 1 | mi<sExt®0C3(x, h, c, ¢, pk)
Return H|[z] Return my,

Figure 3: Game to define PA-RO security.

Game PA15,2%(k) Procedure D(sk,c)
b+<+s{0,1} mo < Dec(sk,c)

(pk, sk) <s Kg(1%) (ma, state) <s Ext(state, c)
7 <—s Coins(1¥) Return my

state < (pk,r)
b APCR) (pksr)
Return (b =1b")

Figure 4: Games to define PA1 security.

adversary A there exists an extractor Ext such that
AdVEE) (k) = 2 Pr [ PA-ROGE () = 1] — 1 .

is negligible in k.

Remark 2.1 Our definition of plaintext awareness in the random oracle model differs from the definition given
in [7] in the following way. In our definition, we are giving the extractor access to the random oracle. We observe
that the analogous result of [7, Theorem 4.2] that IND-CPA and PA-RO together imply IND-CCAZ2 still holds for
our modified definition, since in the proof the IND-CPA adversary could query its own random oracle to answer
to the random oracle queries of the extractor.

We now turn to definitions of plaintext awareness in the standard model, following [10].

PA1 securiTy. Let PKE = (Kg, Enc,Dec) be a public key encryption scheme. To adversary A and extractor
Ext, we associate the experiment in Figure [d for every k € N. We say that PKE is PA1 secure if for every PPT
adversary A with coin space Coins there exists an extractor Ext such that,

AdvBL | po(k)=2-Pr {PA1;‘;<EE“(1§) = 1} —1.

is negligible in k.

PAQ secURITY. We define PAQ similarly to PA1, except A is only allowed to make a single oracle query. Let
PAO be the corresponding experiment, and define

AdVES | po(k) =2-Pr {PAO?kiXt(k) = 1] —1.

. . . 0
We say PKE is PAO secure if for every PPT adversary A there exists an extractor Ext such that AdanKE’ A’Ext(k’)

is negligible in k.

PA2 securiTy. Let PKE = (Kg, Enc,Dec) be a public-key encryption scheme. To adversary A and extractor
Ext, we associate the experiment in Figure [5| for every k € N. We say that PKE is PA2 secure if for every PPT
adversary A there exists an extractor Ext such that,

AdVEZ | o (k) =2-Pr [PAQ/F}‘,’(EEXt(k) = 1] —1.



Game PA2/,2(k) Procedure D(sk, c)

(pk, sk) +s Kg(1%) If ¢ € ¢ then return L
b+s{0,1}; i+ 1 mo < Dec(sk, c)

r <s Coins(k) (ma, state) <s Ext(state, ¢, c)
state < (pk,r) Return my

b o« AD(sk,-),ENc(pk,~)(pk;r)

/ Procedure ENc(pk, M)
Return (b =1¥") m s M(1% pk)

¢ < Enc(pk,m)
cli]«—c; i+i+1

Return ¢

Figure 5: Games to define PA2 security.

is negligible in k.

Remark 2.2 Our PA2 definition comes from [I0]. Other than PA1 adversary, we will give PA2 adversary extra
access to encryption oracle. This models the ability IND-CCA2 adversary obtains ciphertext without knowing
the randomness.

2.3 Trapdoor Permutations and Their Security

TRAPDOOR PERMUTATIONS. A trapdoor permutation family with domain TDom is a tuple of algorithms F =
(Kg, Eval, Inv) that work as follows. Algorithm Kg on input a unary encoding of the security parameter 1% outputs
a pair (f, f~1), where f: TDom(k) — TDom(k). Algorithm Eval on inputs a function f and x € TDom(k) outputs
y € TDom(k). We often write f(z) instead of Eval(f,z). Algorithm Inv on inputs a function f~! and y € TDom(k)
outputs x € TDom(k). We often write f~1(y) instead of Inv(f~!,y). We require that for any (f, f~!) € [Kg(1*)]
and any x € TDom(k), f~1(f(x)) = x. We call F an n-bit trapdoor permutation family if TDom = {0,1}". We
will think of the RSA trapdoor permutation family [63] n-bit for simplicity, although its domain is Z} for an
n-bit integer V. Additionally, for convenience we define the following. For an v-bit trapdoor permutation family
F and ¢ € N, we define F|; = (Kg|e¢, Eval|g, Inv|;) as the (v + ¢)-bit trapdoor permutation families such that for all
ke N, all (fle, f o) € [Kele(1F)], and all z € {0, 1}, we have f|¢(z) = f(x|"~%)|z|s, and analogously for F|*.

ONE-WAYNESS. Let F = (Kg, Eval,Inv) be a trapdoor permutation family with domain TDom. We say F is
one-way if for every PPT inverter I:

ow o~ I(f, f(z
Advi(k)=  Pr [ AR ”] .
(Fif 1) +sKg(1%) r=z
x <$ TDom(k)

is negligible in k.

PARTIAL ONE-WAYNESS. Let F = (Kg, Eval,Inv) be a trapdoor permutation family with domain TDom. We say
F is (-partial one way if for every PPT inverter I:

/
AdVE" (k) — Pr {x <—/I(f,f<(w))} .
’ (F.71) s Keg(1F) z’ =z
z «$ TDom(k)

is negligible in k. It is shown in [43] that for RSA one-wayness implies partial one-wayness but the reduction is
lossy.

2.4 Function Families and Associated Security Notions
FUNCTION FAMILIES. A function family with domain F.Dom and range F.Rng is a tuple of algorithms F = (K, F)

that work as follows. Algorithm K on input a unary encoding of the security parameter 1% outputs a key Kp.
Deterministic algorithm F' on inputs Kp and « € F.Dom(k) outputs y € F.Rng(k). We alternatively write F as
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Game PRG-DIST{ (k)
b<«s{0,1}

Kg +sKa(1%); ©+s GDom(k)
ro < G(Kg,z) ; r1 +s GRng(k)
b s A(KG,Tb)

Return (b =)

Figure 6: Games to define PRG-DIST security.

a function F: Kr x F.Dom — F.Rng. We call F an (-injective function if for all distinct z1,29 € F.Dom(k) and
KF € [/CF(lk)L we have F(KF,I1)|5 7é F(KF,I2)|£.

COLLISION RESISTANCE. Let H: Ky x HDom — HRng be a function family. We say H is collision resistant (CR)
if for any PPT adversary A:

cr o (131,.%2) (—A(KH) ’H(KH,xl) ZH(KH,J)Q)
Advy 4(k) = o <—$PlgH(1k) 1.5 € HDom(k) A 21 % 7

is negligible in k. Again, this is a standard notion that can be realized in a variety of ways, in particular it is one
of the basic properties believed for cryptographic hash function.

NEAR-COLLISION RESISTANCE. Let H: Ky x HDom — HRng be a function family. For ¢ € N, we say H is
near-collision resistant with respect to ¢-least significant bits of the outputs (NCRy) if for any PPT adversary A:

nerp g (z1,29) + A(Kg) H(Kg,x1)|e = H(Kg,22)|0
Advy (k) = Ky @PéH(lk) 21,9 € HDom(k) A T1 # T2

is negligible in k. We note that our definition differs slightly from [21] as both x1,xo are adversarially chosen. In
terms of feasibility, the same construction based on one-way permutations given in [2I] works in our case as well.
Similarly, we define NCR? where the adversary try to find collision on the ¢-most significant bits of the output.

PSEUDORANDOM GENERATORS. Let G : g x GDom — GRng be a function family. To adversary A, we associate
the experiment in Figure [f] for every k& € N. We say that G is a pseudorandom generator if for every PPT
adversary A,

Advy® (k) = 2-Pr[PRG-DISTS (k) = 1] —1 .

is negligible in k. This is a standard notion in theory and can be heuristically constructed from a cryptographic
hash function in straightforward ways.

PSEUDORANDOM GENERATORS WITH IMAGE VERIFIER. Let G : Kg x GDom — GRng be a function family.
Pseudorandom generators with £-bit image verifier is similar to pseudorandom generator except we will give
adversary A with oracle access to Vg, where Vy is an ¢-bit image verifier that on input y works as follows:

1 if Jx:y=G(Kg,x)|e
V p—
() { 0 otherwise

Note that adversary A is not allowed to query for the challenge to the image verifier oracle. We say that G is a
pseudorandom generator with ¢-bit image verifier (VPRGy) if for every PPT adversary A,

AdviPE (k) = 2- Pr [ VPRG-DISTA (k) = 1] — 1 .

is negligible in k. In our results we do not require V, to be efficient, so they are (we believe) plausible for
constructions based on cryptographic hash functions. It is weaker than the “adaptivity” assumption made in [58].

HARDCORE FUNCTIONS. We define a notion of hardcore functions for non-uniform, correlated distributions as
n [45], but we extend it to consider auxiliary input as well. Let F = (Kg, Eval,Inv) be a one-way trapdoor
permutation family with domain TDom. Let H: Ky x TDom — HRng be a function family. For k& € N, let
X (k) be a distribution on input vector in TDom(k) and auxiliary information o € {0,1}*. To attacker A and
distribution X (k), we associate the experiment in Figure [7|for every k € N. We say that H is a hardcore function
for the trapdoor permutation family F on a family of such distributions X if for every X (k) € X(k) and for every
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Game HCF-DISTRY, (k)
b<s{0,1}

K «sKu(1%); (f, f7") <3 Kg(1")
(x,) s X(k) ; ho + H(Kpu,x)

h; <s (HRng(k))* /™

b s A(Km, f, f(x), o, hy)

Return (b =1b')

Figure 7: Games to define HCF-DIST security.

Game PHCF-DISTZ 4, (k)
b<s{0,1}

Kg s Ku(1*); (f, f71) ¢ Kg(1¥)
z4s{0,1}"; ho « H(Ku,z|%)

hi1 s HRng(k)

b s A(Ku, f, f(z), T|n—c, ho)
Return (b =1b")

Figure 8: Games to define PHCF-DIST security.

PPT adversary A,
Advi, x (k) = 2-Pr | HCP-DISTAY (k) = 1] 1.

is negligible in k. For messages drawn from a block-source, if F is sufficiently lossy in the sense of [60] then a
universal hash function meets this notion. Additionally, a 2¢-wise independent function meets this notion for ¢
arbitrarily correlated, high-entropy messages if F loses a 1 — o(1) fraction of its input. It is an open problem to
construct such a hardcore function for an unbounded number of arbitrarily correlated, high-entropy messages.
However, we see it as plausible that a cryptographic hash function meets this definition.

PARTIAL HARDCORE FUNCTIONS. For convenience, we also generalize the notion of hardcore function in the
following way. Let F = (Kg, Eval, Inv) be n-bit trapdoor permutation family. Let H: Kz x {0,1}"~¢ — HRng be
a function family, for some ¢ < n. To attacker A, we associate the experiment in Figure [§] for every k£ € N. We
say that H is a £-partial hardcore function for the trapdoor permutation family F if for every PPT adversary A,

Advi 4 (k) =2 - Pr [PHCF-DIST} 5 (k) = 1] — 1 .

is negligible in k. Note if (f(x),Z|n—¢) is a one-way function of x, then H is a ¢-partial hardcore function for F
when H is a computational randomness extractor [37]. This is plausible for the case that F is RSA when n — £
is small enough that Coppersmith’s techniques do not apply. This means n — ¢ < n(e — 1)/e — log 1/e such that
N¢ > 2F for security parameter k.

2.5 The OAEP Framework

PADDING SCHEME. We define a general notion of padding scheme following [12,[53]. For v, p, u € N, the associated
padding scheme is a triple of deterministic algorithms PAD = (II, PAD, PADfl) defined as follows. Algorithm II
on input a unary encoding of the security parameter 1% outputs a pair (7, #) where 7 : {0, 1}#*? — {0,1}” and
#:{0,1}¥ — {0, 1}#U{ L} such that 7 is injective and for all m € {0, 1}* and r € {0, 1}* we have 7t (7 (m||r)) = m.
Algorithm PAD on inputs 7 and m € {0,1}* outputs y € {0,1}”. Algorithm PAD ™! on inputs a mapping # and
y € {0,1}" outputs m € {0,1}* or L.

PADDING-BASED ENCRYPTION. Let PAD be a padding transform from domain {0, 1}*** to range {0,1}". Let
F be a TDP with domain {0,1}”. The associated padding-based encryption scheme is a triple of algorithms
PAD[F| = (Kg, Enc, Dec) defined in Figure [9]

OAEP PADDING SCHEME. We recall the OAEP padding scheme [12]. Let message length p, randomness length
p, and redundancy length ¢ be integer parameters, and v = u + p + (. Let G: Kg x {0,1}* — {0,1}#+¢
and H: Ky x {0,1}#+¢ — {0,1}* be function families. The associated OAEP padding scheme is a triple of
algorithms OAEP[G, H] = (ICOAEP,OAEP,OAEP_l) defined as follows. On input 1¥, Koagp returns (Kg, Kp)
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Kg(1%) Enc(pk, m||r) |Dec(sk,c)
(m, @) s 11 (m, f) < pk (7, 1) « pk
(f, f71) s Kg(1¥) |y sm(mllr) |y f7'(c)
pk < (7, f) c< fy) m < #(y)
sk« (7, f7Y Return ¢ Return m
Return (pk, sk)

Figure 9: Padding based encryption scheme PAD[F] = (Kg, Enc, Dec).

Algorithm OAEP x k,)(m|r) | Algorithm OAEP(};GKH)(m)
s+ (m||09)dG(Kq,r) st + =
t+ r®H(Ku,s) r <« t®H(Kmu,s)
x < s||t m' « s®G(Kg,r)
Return z If m’|c = 0° return m/|*
Else return L

Figure 10: OAEP padding scheme OAEP[G, H].

where K¢ <3 Kg(1%) and Ky <s Kg(1%), and OAEP, OAEP™! are as defined in Figure

OAEP ENCRYPTION SCHEME AND VARIANTS. Slightly abusing notation, we denote by OAEP[G, H, F] the OAEP-
based encryption scheme F-OAEP with n = v. We also consider two other OAEP-based encryption schemes,
called t-clear and s-clear F-OAEP, and denoted OAEP:cear[G, H, Flc+p) and OAEPg qear[G, H, F|*T¢]. Here
n = g and n = p, respectively. We often write OAEPciear and OAEPs_cjear instead of OAEP:-ciear (G, H, F|c4,] and
OAEP;_ear[G, H, F|#+¢]. We typically think of F as RSA, and all our results apply to this case under suitable
assumptions. Note that, following prior work, despite its name t-clear F-OAEP we actually apply F to only the
1 most significant bits of the output of the underlying padding scheme, leaving the redundancy part of s in the
clear as well.

Remark 2.3 While [21], 23] consider OAEP;_ear, we are the first to think of OAEP cjesr. At first sight, it may
seem odd to consider this variant as the H-query used in creating a ciphertext is revealed in the clear, and the
result of [44] that the scheme is IND-CCAZ2 could not be applied because the “overall” trapdoor permutation (i.e.,
the trapdoor permutation that outputs part of the input directly) applied to the transform’s output is no longer
partial one-way. Surprisingly, we are able to show IND-CCA2 security in the standard model of this variant under
novel assumptions on F that are plausible for RSA.

3 Partial Instantiation Results for RSA-OAEP

In this section, we give partial instantiations of either G or H for RSA-OAEP under IND-CCAZ2. Our results use
only mild standard model properties of G or H. They also use (generalizations of) algebraic properties of RSA
proven by Barthe et al. [4] for small enough e. For example, using a 2048-bit modulus and encrypting a 128-bit
AES key, our results hold for e = 3. They may be true for larger e; at least, we do not know how they can be
disproved. Note that our results first necessitate a separate proof of IND-CPA — the standard model IND-CPA
results of Kiltz et al. [52] and Bellare et al. [§] are not suitable, the first requiring large e and the second holding
only for public-key independent messages.

3.1 Algebraic Properties of RSA

We first give the (generalizations of) algebraic properties of RSA from Barthe et al. [4] that we use and their
parameters. Note that they used these assumptions to analyze security of a zero-redudancy one-round version of
RSA-OAEP. We show these are useful for analyzing security of RSA-OAEP more generally.

SECOND-INPUT EXTRACTABILITY. Let F = (Kg, Eval, Inv) be a trapdoor permutation family with domain {0,1}".
For 1 <14 < j<mn,wesay F is (blackbox) (i,j)-second-input-extractable (BB (i, j)-SIE) if there exists an efficient
extractor £ such that for every k € N, every f € [Kg(1¥)], and every z € {0,1}", extractor £ on inputs
[ f(x), x|, outputs 2. We often write (-SIE instead of (n — ¢, n)-SIE.

COMMON-INPUT EXTRACTABILITY. Let F = (Kg,Eval,Inv) be a trapdoor permutation family with domain
{0,1}™. For 1 < i < j < mn, we say F is (blackboz) (i, j)-common-input-extractable if there exists an efficient
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extractor € such that for every k € N, every f € [Kg(1*)], and every x1,z> € TDom(k), extractor € on inputs
[y f(x1), f(x2) outputs (z1,x2) if 1|7, = x2|/, ;. We often write (-CIE instead of (n — ¢, n)-CIE.

COMPARISON TO BARTHE et al. Compared to [4], we generalize the notions of SIE and CIE to consider arbitrary
runs of consecutive bits. That is, [4] only considers the most significant bits; i.e., (-SIE and ¢-CIE in our notation.
We also explicitly call the notions blackboz to emphasize the extractor does not make use of the code or random
coins of an adversary producing its input. Interestingly, we define analogous notions in Section 4] where this is
not the case.

PARAMETERS. Barthe et al. [4] show via the Coppersmith algorithm [35] that RSA is (-SIE and (-CIE for
sufficiently large . Specifically, they show RSA is (;-SIE for ¢; > n(e—1)/e, and (o-CIE for (5 > n(e?—1)/e?. We
show that a generalization to runs of arbitrary consecutive bits holds in Appendix [A] Specifically, in Appendix [A]
we show that RSA is (i,5)-SIE for (j —4) > n(e —1)/e, and (i, j)-CIE for (j — i) > n(e? — 1)/e%. In our partial
instantiation results for RSA-OAEP, j — i refers to the length of the redundancy (.

3.2 Main Results

MAIN RESULTS. We now give our main results, namely partial instantiations for RSA-OAEP of either oracle G
or ‘H. These results refer to IND-CCA security for simplicity, whereas we actually prove PA-RO + IND-CPA.

Theorem 3.1 Let n, i, ¢, p be integer parameters. Let G : Kgx{0,1}* — {0, 1}#*¢ be a pseudorandom generator
and H : {0,1}#+¢ — {0,1}” be a RO. Let F be a family of trapdoor permutations with domain {0,1}", where
n = p+ ¢+ p. Suppose F is one-way, (p + ¢)-second input and (u + ¢)-common input extractable. Then
OAEP[G, H, F] is IND-CCAZ2 secure. In particular, for any adversary A, there is an adversary D and an inverter
I such that

ind-cce W T 2p 4q
AdvReRig .4 (k) <20 AV (k) +10- Advg'h (k) + e + o¢ -

where ¢ is the total number of the decryption queries and p is the total number of RO queries made by A.

Theorem 3.2 Let n, u, (, p be integer parameters. Let H : Kz x {0,1}#*¢ — {0,1}” be a hash function family
and G : {0,1}* — {0,1}**¢ be a RO. Let F be a family of trapdoor permutations with domain {0,1}", where
n = p+ ¢+ p. Suppose F is (p, p+ ¢)-second input and (p, p+ ¢)-common input extractable. Suppose further H
is a (u + ¢)-partial hardcore function for F. Then OAEP[G, H, F] is IND-CCA2. In particular, for any adversary
A = (A4, As), there exists an adversary B such that

4q

ind- hef 2p
AdVOAEETE 3, 71,4 (k) < 2- AdVS, (k) + o T ¢

where ¢ the total number of the decryption queries and p is the total number of RO queries made by A.

The proofs of both theorems follow from below.

PARAMETERS FOR RSA-OAEP. We discuss when our results support RSA-OAEP encryption of an AES key of
appropriate length, based on Subsection [3.1] The main requirement is encryption exponent e = 3. In this case,
with length 2048 bits we can use randomness and message length 128 bits, and for modulus length 4096 we can
use randomness length 256. The choice that e = 3 is sometimes used in practice but it is an interesting open
problem to extend our results to other common choices such as e = 2'6 + 1. In particular, it is a reasonable
conjecture that results for SIE and CIE hold in this case for the same parameters.

3.3 Partial Instantiation of G

We first show how to instantiate G when modeling H as a RO. In particular, we show OAEP[G, H, F] is IND-CPA
+ PA-RO when G is a pseudorandom generator and F is one-way, (blackbox) (u + ¢)-SIE and (p + ¢)-CIE.

IND-CPA rESULT. Under IND-CPA, we show a tight reduction when G is a pseudorandom generator and F is
one-way and (u + ¢)-SIE. Alternatively, in Appendix |B| we give result where F is only partial one-way, but the
reduction is lossy. Notes that it is shown in [43] that one-wayness of RSA implies partial one-wayness, but the
reduction is even more lossy, while SIE and CIE unconditionally hold for appropriate parameters.

Theorem 3.3 Let n, i, (, p be integer parameters. Let G : K x{0,1}? — {0, 1}#%¢ be a pseudorandom generator
and H : {0,1}#T¢ — {0,1}* be a RO. Let F be a family of trapdoor permutations with domain {0,1}", where
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Games G (k), G2(k)
b<+s{0,1}; Kg +sKa(1¥)
(f,f71) s Kg(1*) 5 pk + (Ka, f)
(Mo, My, state) +s AROI( )(1]C pk)
My <3 MRO1( )(1k k’)
r<s{0,1}*; z < G(Kg,r)
5+ zB(my||0%)
If H[s] # L then

bad: « true ; H[s] +s {0,1}"
Else H|[s] < {0,1}”
z4 H[s]; t < z®r; ¢« f(s]|t)
d<s Aij’O?(')(c, state)
Return (b = d)

Procedure RO (v)
Return RO(v)

Procedure ROz (v)
Return RO(v)

Games G3(k), Ga(k)

b4+s{0,1}; Kg +sKa(1%)

(f, 1) <5 Kg(1*); pk + (Ka, f)
(Mo, My, state) s ATOLC )(1k, pk)
my s My O1C )(1k7pk)
r<s{0,1}"; z < G(Kga,r)

5+ xP(mp]|0°) ; t 5 {0,1}*

z2 4+ tPr; H[s| + z; c+ f(s]|t)

d s AN (¢, state)

Return (b = d)

Procedure RO (v)
Return RO(v)
Procedure ROz (v)

If v = s then
bads < true
Return RO(v)

; return RO(v)

Figure 11: Games G1—G, in the proof of Theorem

Games G5(k)

b<s{0,1}; Kg < ICG( )

(f, F71) s Kg(1) 5 pk « (Ka, f)
(Mo, My, state) <s AROI( >(1k pk)
My <8 MRO1( )(lk pk)
r4s{0,1}"; 2 <5 {0,1}+T¢

s+ z@®(ms||0°)

t+s{0,1}7; ¢« f(s|t)

d s AS920) (¢, state)

Return (b = d)

Procedure RO (v)
Return RO(v)
Procedure RO;(v)

If v = s then return RO(v)
Return RO(v)

Games Gg(k)

b4+s{0,1}; Kg +sKa(1%)

(f, f71) s Kg(1*); pk « (Ka, f)
(Mo, My, state) s AT (1% pk)
my s Myt O (1% pk)
r<s{0,1}”; s+ {0, 1}+F¢

x — s®(myp||0°)

t«+s{0,1}7; c <+ f(s|lt)

d s ANO20) (¢, state)

Return (b = d)

Procedure RO;(v)
Return RO(v)
Procedure ROz (v)

If v = s then return RO(v)
Return RO (v)

particular, for any adversary A =

Figure 12: Games G5, Gg in the proof of Theorem

ind-cpa
Adv OAEP[Q H,F],A

Procedure RO(v)
L then H[v] +s{0,1}*

If Hp] =
Return H|v]

(k) <2- Adv3'i(k) + 6 - AdvES, (k) +

15

n = p+ ¢+ p. Suppose F is one-way and (4 ¢)-second input extractable. Then OAEP[G, H, F] is IND-CPA. In
(A1, Ay), there are an adversary D and an inverter I such that

2q
2ut¢

where ¢ is the total number of RO queries made by A. Furthermore, the running time of D and I are about that
of A plus the time to run SIE extractor.

Proof: Consider games G1-Gg in Figures Each game maintains two independent random oracles RO and
RO. Procedure RO maintains a local array H as follows:




Algorithm B(Kg,x) Procedure ROSIM; (v)
(f, f1) «sKg(1*); out < 0 If H[v] = L then

pk + (Ka, f); b<«s{0,1} Hlv] +s{0,1}*

(Mo, My, state) s AT (1F pEy | Return H[v]

myp &S M?osml(‘)(lk, pk)
5 < xB(ms||0°)

If H[s] # L then out + 1

Return out

Figure 13: Adversary B in the proof of Theorem

Algorithm C (K¢, ) Procedure ROSiM; (v)
(f, f71) +sKg(1¥); out <~ 0 If H[v] = L then H[v] <s {0,1}"
pk + (Kg, f); b+s{0,1} Return H [v]

ROSM1 (+) 1k
(Mo, Ml’lfgste) N (1% 0k) | Procedure ROSIM2(v)
my s MO (18 pk)
5 <+ 2®(msp||0°) ; t <3 {0,1}"
¢ 16|10
Run A;{()SIMZ(‘) (¢, state)

Return out

Figure 14: Adversary C in the proof of Theorem

If v = s then

out < 1; Halt run of A,
If H[v] = L then H[v] +-s{0,1}*
Return H [v]

For simplicity, we omit the code of RO, RO in the games. In each game, we use RO; to denote the oracle interface
of adversary A; and message samplers Mg, M7, and we use RO5 to denote the oracle interface of adversary As.
Game G corresponds to game IND-CPAoagp(g,2,7]- Then

Ad"gf;}fg,ﬂ,f],A(k) <2-Pr[Gi(k)=1] -1 .

We now explain the game chain. Game G5 is identical to game G, except in the encryption of message my.
Namely, if either adversary A; or message sampler M, queries s to their random oracle ROy, it chooses a fresh
random value for H[s]. Games G; and G2 are identical-until-bad;, and thus from the Fundamental Lemma of
Game-Playing [14],

Pr[Gi(k) = 1] = Pr[Ga(k) = 1] < Pr[G2(k) sets bad; ] .

Now, consider adversary B attacking the pseudorandom generator G in Figure We know that Advggjg(k) =
2.-Pr [PRG—DISTg (k) = 1] — 1. Let PRG-REALZ be the game identical to game PRG-DISTE conditioned on
b=1, and PRG-RANDg be the game identical to game PRG—DISTg conditioned on b = 0. Then,

AdvP% (k) = Pr [PRG-REALE = 1] — Pr [PRG-RANDE = 1] .

Note that Pr[PRG-REALZ = 1] = Pr[Ga(k) sets bad; ]. Moreover, in the PRG-RANDZ, the probability
that any given of adversary A to its RO equals s is 1/2#*¢. Taking a union bound over all queries we have
Pr[PRG-RANDZ = 1] < ¢/2**¢. Thus

q

Pr[Gy(k) sets bad; ] < Advg % (k) + el

In game G3, we reorder the code of game G5 producing ¢t. The change is conservative, meaning that Pr[Ga(k) =
1] = Pr[Gs(k) = 1]. Game Gy is identical to game G3, except in procedure ROs. Namely, if adversary As make
a query for s, then the oracle lies, calling RO instead. Game G5 and game G, are identical-until-bads, thus based
on Fundamental Lemma of Game-Playing [14]

Pr[Gs(k) = 1] = Pr[Ga(k) = 1] < Pr[Gy(k) sets bada] .
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Algorithm I(f,c) Procedure ROSIM; (v)
b<s{0,1}; out + L If Hv] = L then H[v] < {0,1}*
Ko +sKa(1%); pk + (Ka, f) Return Hv]

(Mo, M, st(}te) N All:{os}x{l(')(lk’pk) Procedure ROSIM; (v)

myp s Mfosml(')(lk, pk)
Run ASOSIMZ(') (¢, state)

Return out

t s Ext(f,c,v)
If t #£ 1 then
out < t; Halt run of A2
If H[v] = L then H[v] < {0,1}"
Return H [v]

Figure 15: Inverter I in the proof of Theorem

Algorithm D(Kg,x) Procedure ROSIM; (v)
(f, f71) +s Kg(1) If H[v] = L then H[v] s {0,1}"
pk < (Ka, f); b+s{0,1} Return H [v]

(Mo, My, state) ¢=s AYO™ (1%, pk) Procedure ROSIM; (v)
my < /\/11308““(')(1]“7 pk)
5+ xP(mpl|0°) ; t s {0,1}*
¢« f(sllt)

b s AROSM20) (¢ state)
Return (b =)

If v = s then H[v] < {0,1}"
If H[v] = L then H[v] <-s{0,1}"
Return H [v]

Figure 16: Adversary D in the proof of Theorem

Consider the adversary C' attacking the pseudorandom generator G in Figure Let PRG-REALg be the game
identical to game PRG-DISTS, condition on b = 1, and PRG-RANDY, be the game identical to game PRG-DISTE,
condition on b = 0. Then,

Advl% (k) = Pr [PRG-REAL = 1] — Pr[PRG-RANDg = 1] .

Note that Pr [PRG—REALg = 1] = Pr[Ga(k) sets bads]. Let Ext be the second-input extractor for F. To

bound the probability that PRG—RANDg outputs 1, we construct an inverter I attacking F in Figure
Note that if adversary As queries s then inverter I can invert challenge ¢ using extractor Ext. Hence, we have
Pr [PRG-RANDY = 1] < Adv"j (k). Thus,

Pr[Gy(k) sets bady | = Advg (k) +Adv°}f§(kﬂ) .

Next, game G5 is identical to game G4, except it uses a uniformly random x in the encryption phase instead of
a pseudorandom value G(K, ). Consider adversary D as shown in Figure We have

Pr[Gy(k) = 1] — Pr[G5(k) = 1] < Advg 5 (k) -

In game Gg, we reorder the code of game G5 producing s. The change is conservative, meaning that Pr[G5(k) =
1] = Pr[Ge(k) = 1]. Note that Pr[Gg(k) = 1] = 1/2, since the ciphertexts are independent of the bit b. Assuming
that the advantage of adversary D is greater than the advantage of B and C, we have

2q
Qu+¢

AdVaees o a(k) <2 AdvET (k) +6 - Advis, (k) +

This completes the proof. |

PA-RO RrEsuLT. We show RSA-OAEP is PA-RO when modeling H as a RO if G is a pseudorandom generator
and F is both second-input extractable and common-input extractable.

Theorem 3.4 Let n, i, C, p be integer parameters. Let G : K x{0,1}? — {0, 1}#%¢ be a pseudorandom generator
and H : {0,1}#¢ — {0,1}* be a RO. Let F be a family of trapdoor permutations with domain {0,1}", where
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Algorithm Ext™ (x, h, c, c;, pk)
(f, K) < pk
For 7 =1 to |x| do
si||ti s Ext1(f, ci, x[4])
If t; # L then
r; < h[j]®t:;; ms «— x[J]OG(K, ;)
If m;|c = 0° then return m;|*
For 7 =1 to |c| do
(sillti, sil|ti) = Exta(f, ci, c[j])
If s; # L then
i — H(Si)GBti; m; — S»;EBG(K, ’I‘i)
If m;|c = 0° then return m|*
Return L

Figure 17: PA-RO extractor Ext in the proof of Theorem

n=pu+ ¢+ p. Suppose F is (u + ¢)-second input and (u + ¢)-common input extractable. Then OAEP[G,H, F]
is PA-RO secure. In particular, for any adversary A, there exists an adversary D and an extractor Ext such that

2q

AdvPrre (k) <2 Advh (k) + 57 -

OAEP[G,H,F],A,Ext
where ¢ is the total number of the extraction queries made by A. Furthermore, the running time of D is about
that of A and the running time of Ext is about that of SIE and CIE extractors.

Proof: Let Ext; be the second-input extractor and Exts be the common-input extractor for F. For any adver-
sary A, we define the extractor Ext as shown in Figure [[7] Now, we bound the advantage of adversary A in
distinguishing between the decryption algorithm and the extractor Ext.

Assume adversary A makes g extract queries. Let ¢; be the i-th such query. Let’s denote by s; and ¢; the last
(p + ¢)-bits and first p-bits of f~1(c;), respectively. We define S to be the event that game PA-ROS/@;[Q ” F](kz)
outputs 1. We also define F to be the event that adversary A or the encryption oracle query for the value s; to

random oracle H, for all i € [¢]. Then

AdVEiErG A ea(k) =2 (Pr[SAE]+Pr[SAE]) -1 .

We know, if event F happens then extractor Ext can use the second-input extractor or the common-input extractor
to recover plaintext m. Therefore, we have Pr[S | E] = 1/2. Thus,

Adngég[gHF]AExt(k) <Pr[E]+2-Pr[SAE]-1.

Next, we bound the probability that ciphertext ¢; with no prior random oracle query s;, is valid. We know when
event F happens, there exists at least a ciphertext ¢; with no prior query s; to random oracle H. Let C be the
set of such ciphertexts. Note that extractor Ext always outputs L on such ciphertexts. Let T' be the event where
there exists at least a valid ciphertext ¢; € C'. Then
Pr[SAE] = Pr[SAEAT]|+Pr[SAEAT]

Pr[s
< Pr[E/\T]—i—Pr[ AT [S|E/\T].

Note that Pr [S | EA T] = 1/2, since the outputs of Ext and decryption algorithm Dec are always equal. More-
over, we have Pr [F A T] <Pr [E] Therefore,
AdvEaepig .7, a,Ex (k) <2 Pr [EAT] .

We know the challenge ciphertext ¢; is valid if and only if there exists a plaintext m; such that G(K,r;)®s; =
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Adversary D(K,x) Procedure ENc(pk, M)

out + 0; Dom + L m s M(1%, pk)

i+ 1; j+1;b+s{0,1} ¢ s EncO5MC2) (p m)
(f, f1) s Kg(1¥) cli]«c; i+i+1

pk «— (K, f); SkF(K,ffl) Return ¢

b s AROSIM(}J)’ENC(M“)’D(Sky)(pk) Procedure D(sk,c)

(s,6) < f1(0)

Return out

Procedure ROSIM(s, %) If s ¢ Dom then
If ¢ # 3 then Dom <— Dom U {s} If z|¢c = s|¢ then out +— 1
If H[z] = L then H[z] <s{0,1}* | If ¢ € ¢ then return L
If i = 1 then mo < Dec(sk, c)
x[j] « x; h[j] < Hlz];j « j+1 | mq s ExtROSME3) (x h, ¢, ¢, pk)

Return H[x] Return my,

Figure 18: Adversary D in the proof of Theorem [3.4]

miHOC, where r; = H(s;)®t;. Moreover, when there is no prior random oracle query s;, r; looks uniformly
random to adversary A. Therefore, if event T'| E happens then there exists a ciphertext ¢; such that the first
¢-bits of G(K, ;) and s; are equal, where r; is chosen uniformly at random. Consider adversary D attacking the
pseudorandom generator G in Figure [I§ Note that when adversary D is in the real game then it simulates the
PA-RO game for the adversary A. On the other hand, when adversary D is in the ideal game then the first (-bits
of 5; and x are equal with probability 1/2¢. Taking a union bound, we get

. & q
AdvgS (k) 2 Pr[TAT] - & .
Hence, we have Pr [T AE| < Advgh(k) +q- 9—¢. Summing up,
Adveb¥re E) < 2. AdvP™ (L 2q
Vonep(g, 7], 4,8t (K) < 2 Advgp (k) + 5¢

This completes the proof. |

3.4 Partial Instantiation of H

Now, we instantiate the hash function H when modeling G as a RO. In particular, we show OAEP[G, H, F] is
IND-CPA + PA-RO when H is a special type of hardcore function and F is one-way, second-input and common-
input extractable. Note that Boneh [24] previously showed a simplified RSA-OAEP with one Feistel round G is
IND-CCA2 secure and Barthe et al. [4] showed such a scheme does not even need redundancy, but these proofs
can not applied to the case of H as a cryptographic hash function.

IND-CPA RESULT. Under IND-CPA, we show a tight reduction when H is a (u + {)-partial hardcore function
for F. In particular, it is plausible for H as a computational randomness extractor [37] and that F is RSA in the
common setting p = k (e.g., p = 128 for modulus length n = 2048), since Coppersmith’s technique fails.

Theorem 3.5 Let n, u, , p be integer parameters. Let H : Kz x {0,1}#*¢ — {0,1}” be a hash function family
and G : {0,1}* — {0,1}**¢ be a RO. Let F be a family of trapdoor permutations with domain {0,1}", where
n = p+ ¢+ p. Suppose H is a (u + ¢)-partial hardcore function for F. Then OAEP[G, H, F] is IND-CPA. In
particular, for any adversary A = (A1, Ay), there exists an adversary B such that

2q

Adyind-cpa (k) <2 AdvES p(k) + 5, .

OAEP[G,H,F],A
where ¢ is the total number of RO queries made by A. The running time of B is about that of A.

Proof: Consider games G1-G4 in Figure [[9 Each game maintains two independent random oracles RO and
RO. Procedure RO maintains a local array G as follows:
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Games G (k), Ga2(k) Games G3(k), G4(k)

b<+s{0,1}; Ku esleH(lk) b<«s{0,1}; Ku es;ICH(lk)
(F,F71) s Kg(1®) s pk « (Ku, f) | (f, /") <5 Keg(1*) 5 pk  (Kn, f)
(Mo, My, state) s ATOLO (15 pk) | (Mo, My, state) <s ARO*O) (1% pk)
my s MECYO (1% pk) s 145 {0,112 | myp <= M O1O (1% p)

If G[r] # L then r<s{0,1}"; 5 s {0,1}*¢
bad; « true ; G[r] <s {0, 1}#+¢ G[r] + s®(mp||0°); 2z + H(Km,s)
Else G[r] < {0,1}#+¢ t+ z®r; ¢+ f(s|[t)
5 Glrl®(ms||0%); z < H(Kpu,s) | d<sAS20(c, state)
t+ z®r; ¢+ f(s|[t) Return (b =d)
d s ASO%) (c, state) Procedure RO (v)

Return (b = d) Return RO(v)

Procedure RO, (v) Procedure ROs (1)

Return RO (v)

If v = r then
Procedure ROs(v) bads < true ; return RO(v)
Return RO(v) Return RO(v)

Figure 19: Games G1—G4 in the proof of Theorem

Procedure RO(v)
If G[v] = L then G[v] +s {0, 1}#+¢
Return G[v]

For simplicity, we omit the code of RO, RO in the games. In each game, we use RO; to denote the oracle interface
of adversary A; and message samplers Mg, M1, and we use RO5 to denote the oracle interface of adversary As.
Game G corresponds to game IND—CPASAEP[Q’H’}-]. Then

Advglslglilig,ﬂ,]’],A(k) <2-Pr[Gi(k)=1] -1 .

We now explain the game chain. Game G5 is identical to game G, except in the encryption of message my,
if either adversary A; or message sampler M; queried r to their random oracle RO1, then it chooses a fresh
random value for G[r]. Games G; and G5 are identical-until-bad;, and thus from the Fundamental Lemma of
Game-Playing [14],

Pr[Gi(k) = 1] —Pr[Ga(k) = 1] < Pr[Ga(k) sets bady | .

Moreover, the probability is 1/2# that any given RO query of A; or message samplers My, M; equals r . Let
q1 be the number of random oracle query that 4; and Mg, M; make. Taking a union bound over all queries,
we have Pr[Gy(k) sets bad; | < ¢1/2°. In game G3, we reorder the code of game G5 producing s. The change
is conservative, meaning that Pr[Ga(k) = 1] = Pr[G5(k) = 1]. Game G4 is identical to game G3, except in
procedure RO, if adversary Ay queries 7, then the oracle lies, calling RO instead. Game G3 and game G4 are
identical-until-bads, and based on Fundamental Lemma of Game-Playing [14],

Pr[Gs(k) = 1] — Pr[G4(k) = 1] < Pr[Gy(k) sets bada] .

Now, consider adversary B attacking partial hardcore function H in Figure We know that
AdvDS) 5(k) =2 Pr [PHCF-DISTZ ; (k) = 1] — 1.

Let PHCF-REAL be the game identical to game PHCF-DIST conditioned on b = 1, and PHCF-RAND be the
game identical to game PHCF-DIST conditioned on b = 0. Then,

Adv}) (k) = Pr [PHCF-REALZ ;, = 1] — Pr [PHCF-RAND% ;, = 1] .
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Algorithm B(Ku, f,c,t,2) Procedure ROSiM; (v)

pk <+ (Ku, f); b+s{0,1} If G[v] = L then G[v] < {0,1}"
(Mo, My, state) s AT (1% pEy | Return G[v]

ROSIM1 () 1k
my s M, ", pk) Procedure ROSiM2(v)

r < thz; out — L
Run ASOSIMZ(') (¢, state)

Return out

Ifv=r

out < 1; Halt A
If G[v] = L then G[v] +-s {0,1}"
Return G[v]

Figure 20: Adversary B in the proof of Theorem

Note that Pr [PHCF—REAL?H = 1] = Pr[Gy4(k) sets bad; ]. Moreover, in game PHCF-RAND, the probability
is 1/2” that any given RO queried by adversary A, equals 7 . Let g2 be the number of queries that As makes.
Taking a union bound we have Pr[PHCF—RAND%H = 1] < ¢o/2°. Thus

Pr[Gi(k) sets bad | < AdviS; 5(k) + g% ,

Note that, Pr[G4(k) = 1] = 1/2, since the distribution of the ciphertexts are completely independent of b.
Summing up,

ind-cpa hef 2q
AdVOAEPI[)g,H,]:],A(k) <2. Adv?—‘,?—t,B(k) + 5 -

This completes the proof. |

PA-RO RrRESULT. We show another partial instantiation result modeling G as a RO. Namely, we show RSA-OAEP
is PA-RO if F is second-input extractable, and common-input extractable. Note that this does not require any
assumption on H.

Theorem 3.6 Let n, 1, (, p be integer parameters. Let H : {0,1}#*¢ — {0,1}” be a hash function family and
G:Kg x {0,1}» — {0,1}#7¢ be a RO. Let F be a family of trapdoor permutations with domain {0, 1}", where
n = p+C+p. Suppose F is (p, p+ ¢)-second input and (p, p+¢)-common input extractable. Then OAEP[G, H, F]
is PA-RO secure. In particular, for any adversary A, there exists an extractor Ext such that,

- 2q
Advgié;[Q,H,F],A,Ext(k) < ¢ -
where ¢ is the total number of the extract queries made by A. The running time of Ext is about that of SIE and
CIE extractors.

Proof: Let Ext; be the second-input extractor and Exts be the common-input extractor for F. For any adver-
sary A, we define the extractor Ext as shown in Figure Now, we bound the advantage of adversary A in
distinguishing between the decryption algorithm and the extractor Ext.

Assume A makes ¢ extract queries. Let ¢; be the i-th such query. Let r; be the randomness used in creating
ciphertext ¢;. We define S to be the event that game PA—ROQAEE’(;[QH 7 (k) outputs 1. We also define E as the

event where A or the encryption oracle query r; to G, for all i € [¢]. Then,

Advga;ég[gﬂ’}.]’A,Ext(k) =2-(Pr[SAE]+Pr [S /\ED —1.

We know when the event E happens Ext can use the second-input extractor or the common-input extractor to
recover plaintext m. Therefore, we have Pr[.S | E'] = 1/2. Thus,

Advgiég[g,%]fLA,Ext(k) <Pr[E]|+2-Pr [S A E} —-1.
Next, we bound the probability that ciphertexts ¢; with no prior random oracle query query r; is valid. We know

when event E happens, there exists at least one ciphertext ¢; with no prior query r; to random oracle G. Let C
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Algorithm Ext™ (r, g, c, ¢;, pk)
(f, K) < pk
For 7 =1 to |r| do
yi <8 Ext1(f, ci, gli]lc)
If y; # L then
mi  yi|" " ogl]
If mi|c = 0° then return m;|"
For 7 =1 to |c| do
(yi, i) s Exta(f, ci, e[5])
si e yil" Tt < il
If y; # L then
ri  H(K,s;)®ti;mi + si®G(r;)
If mi|¢c = 0° then return m;|"
Return L

Figure 21: PA-RO extractor Ext in the proof of Theorem

be the set of such ciphertexts. Note that extractor Ext always output L on such ciphertexts. Let T be the event
where there exists at least a valid ciphertext ¢; € C. Then,
Pr[SAE] = Pr[SAEAT]|+Pr[SAEAT]

Pr[s
< Pr[E/\T]—i—Pr[ AT [S|E/\T].

Note that Pr [S | F/\T] = 1/2, since the outputs of extractor Ext and decryption algorithm Dec are always
equal. Moreover, we have Pr [E A T] < Pr [F} Therefore,

AdvEiEpig uraea(k) S2-Pr[EAT] .

We know the challenge ciphertext ¢; is valid if and only if there exists a plaintext m; such that G(r;)®s; = m1'||0<.
In other words, the challenge ciphertext ¢; is a valid ciphertext when G(ri)|c@si|4 = 0¢. Since r; was not queried,
the ciphertext ¢; is valid with probability 27¢. Taking a union bound over all extract queries, we get

a~ro 2q
AdngEP[Q H,F],A, B (F) < 92 -

This completes the proof. |

4 A Hierarchy of Extractability Notions

Intuitively, extractability of a function formalizes the idea that an adversary that produces an image point must
“know” a corresponding preimage, as there being a non-blackbox extractor that recovers the preimage. Previous
work on extractability starting with [31, B2] considers a “one-shot” adversary. Inspired by PA for encryption
schemes [6, [10], we define a hierarchy of EXT for function families, namely EXT0, EXT1, EXT2, and EXT-RO,
which will in particular be useful for our full instantiation results. (Even our notion of EXTO generalizes prior
work, as explained below.) However, there are some important differences from PA. First, for EXT the extractor
should return the entire preimage whereas in PA the extractor need not return the randomness. Second, PA asks
the adversary to distinguish between the answers of the decryption and extraction oracles, while EXT asks the
adversary to make the extractor fail to return a preimage.

EXTO rFuncTIONS. We first give a “one-time” definition of extractability. Let 7, (, 4 be integer parameters. A
function family H : Kug x HDom — HRng is (n, u)-EXTO, if for any PPT adversary A with coin space Coins,
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Game EXTlft’g’z(KH,r) Procedure O(z2,y)

i< 1; state < ¢ (state, 1) < E(state, Ku, z,x2,y;7)
X e;y+¢ x[i] « zi||z2; y[i] <y

Run A°C) (K, 2;7) i+i+1

Return (x,y) Return 1

Figure 22: Game to define EXT1 security.

there exists a PPT extractor £ such that, for any key independent auxiliary input z € {0,1}":

Adv(ﬂaﬂ)'eXtoC (k’) — Pr (x27y) — A(KHWZ;T) Ty 5(KHa27$2,y;T)
ALz Kieskp®) | 30 H(Km,x)lc =y A x2 =z, H(Kp,xi|22)lc #y
r <% Coins(k)

is negligible in k. We define advantage of A to be Advgj”ﬁ??xw( (k) = max.ec0,13n Advg”ﬁ?zzt% (k).

In other words, the extractor should work when the adversary outputs ¢ least significant bits of an image point
and p bits of a preimage, given 71 bits of auxiliary information. Previous work considered ¢ = log|HRng| and
w = 0. Interestingly, considering p > 0 gives a non-blackbox second-input extractability (SIE) notion compared
to Section [3.1] which has a black-box notion of SIE. Our non-blackbox notion applies to general function families
rather than trapdoor permutations. We also retain the generality afforded by 7, (, u below.

Similarly, we define the analogous notion (1, 1)-EXT0¢ where the adversary outputs the ¢ most significant bits
of the image point. We often write n-EXT0; and n-EXT0¢ instead of (1,0)-EXT0, and (n,0)-EXTO0S, respectively.
We also often write (7, 1)-EXTO instead of (1, u)-EXT0; when ¢ = log [HRng]|.

EXT1 rFUNCTIONS. Next, we give a definition of “many-times” extractability. We note that a central open
problem in the theory of extractable functions to construct a “many-times” extractable function from a “one-
time” extractable function, see e.g. [47]; the obvious approach suffers an extractor “blow-up” issue. For practical
purposes, we find simply formalizing and assuming this property to be reasonable.

Let n, ¢, u be integer parameters. Let H : gz x HDom — HRng be a hash function family. To an adversary A
and extractor £, we associate the experiment in Figure for every k € N. We say H is (n, n)-EXT1, if for any
PPT adversary A with coin space Coins, there exists a stateful extractor £ such that, for any key independent
auxiliary input z € {0, 1}":

(n,p)-extle - (X, y) — EXT].A’&Z(KH,T’)
Adv k) = Pr . . M . a -
mags (B)= oyt | 3630 ol =306 Al = el AU XD

r <$ Coins(k

is negligible in k. We define advantage of A to be Advg:ﬁ?;‘Sth(k) = max,c{o,1}n Advg”z?zztlc(lﬂ). Similarly,
we define (1, u)-EXT1¢ where the adversary output ¢ most significant bits of the output to be extracted. We
often write n-EXT1, and 7-EXT1¢ instead of (n,0)-EXT1. and (n,0)-EXT1¢, respectively.

EXT2 runcTIONS. We now extend the definition to give the adversary access to an oracle Z that on input a
unary encoding of the security parameter 1%, outputs a random image along with an uninvertible hint of the
corresponding preimage. In other words, this is a form of extractability with key dependent auxiliary information
that parallels PA2 for encryption schemes.

Let n,(,p be integer parameters. Let H : Ky x HDom — HRng be a hash function family and F =
(Kg, Eval,Inv) be a trapdoor permutation family with domain HDom. To adversary A and extractor &£, we
associate the experiment in Figure for every k € N. We say H is (1, u)-EXT2, with respect to trapdoor
permutation family F if for any PPT adversary A with coin space Coins, there exists a stateful extractor £ such
that, for any key independent auxiliary input z € {0,1}":

A&,z
I y) CEXTHE () ]
e K e K1) 3,3z : H(Kp, @)lc = yli] Ax[i]|, = @l A H (K, x[i])|c # yli]
r <$ Coins(k)
is negligible in k. The adversary is not allowed to query y € h; for extract oracle @. We define advantage of A
to be Advf(}j”;{::;w((k) = max.c(o,1}n Advgjjf_—)fgic(k) Similarly, we define (n, u)-EXT2¢ where the adversary
output ¢ most significant bits of the output to be extracted. We often write 7-EXT2; and 7-EXT2¢ instead of
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Game EXT27,%° (Ku,7)
i1 5«1

state < €

X4 €E;y¢ ¢

h+¢e; h1+¢e; w+¢e
(f, f71) s Kg(1¥)

Run AO("'>‘Z(')(KH,f,z;r)
Return (x,y)

Procedure O(z2,y)
If y € h; then return L

(state, 1) + E(state, Ku, f,z,h,w,z2,y;7)

x[i] <= xllwa; yli] <~y ii+1
Return z

Procedure Z(1%)

v<+sHDom(k); h <« H(Ku,v)

hij] < h; wij] < f(v) ;5 ha[j] < hlc
j—Jj+1

Return (h, f(v))

Figure 23: Game to define EXT2 security.

Game EXT-RO%* (Kr)
1 1; 7+ 1; p+1
f—e; vee; hee

X e,y ¢

Run AO(‘)’RO("D’}_(‘)(KF)
Return (x,y)

Procedure F(M)

m s M(1%)

[« FROCD (K m)
fipl < fle; pp+1
Return f|¢

Procedure O(y)
If y € f then return L
T 4 ERO("S)(KF, f,v,h y)
x[i] -z yli] <y
14 1+1
Return =
Procedure RO(v,1)
If Hv] = L then H[v] s {0,1}"
If ¢ =1 then
v[jl <= v; h[j] < H[v]; j < j+1
Return H [v]

Figure 24: Game to define EXT-RO security.

(7,0)-EXT2¢ and (n,0)-EXT2¢, respectively.

EXT-RO runcTiONS. Finally, we give a notion of extractability in the RO model, inspired by PA-RO for
encryption schemes. In particular, here the adversary has access to an oracle F to which it queries a sampling
algorithm, the oracle returning the image of a point in the domain sampled accordingly. Moreover, instead of the
adversary’s random coins the extractor gets a transcript of its RO queries and responses, but not those made by
F.

Let ¢ be an integer parameter. Let RO: {0,1}* — {0, 1}* be a random oracle and F: Kz x F.Dom — F.Rng
be a function family. To adversary A and extractor £, we associate the experiment in Figure for every k € N.
We say F is (-EXT-RO if for any PPT adversary A, there exists a PPT extractor £ such that,

(x,y)  EXT-RO¥(Kr)
Ji, 3w F(Kp, )¢ = y[i] A F(Kp,x[i])|¢ # y[i]

AdvSEE (k) = Pr
7A€ (k) Kr +$ Kp(1%)

is negligible in k. The adversary is not allowed to query y € f for extract oracle O. Note that above, the parameter
¢ controls not only what part of the output the adversary queries to its extract oracle, but also what part of the
output the image oracle returns. This stems from how we use EXT-RO. Namely, we only apply it to the OAEP
padding scheme (in Theorem , which is invertible. As a consequence, in the RO model EXT-RO does not
imply EXT2.

PrLAUsSIBILITY. We typically use EXT notions in tandem with other properties such as collision-resistance. In
terms of feasibility, there are several constructions proposed for EXTO0 with ¢ = log |[HRng| and x = 0 and collision-
resistance in [56] based on knowledge assumptions. (In the weaker case of EXTO0 with only one-wayness, which
does not suffice for us, the notion is actually achievable for these parameters under standard assumptions [16].)
However, for our generalizations and notions of EXT1, EXT2, we are not aware of any constructions in the
standard model and leave this for future work. Regarding EXT-RO, in terms of feasibility it is easy to construct
an EXT-RO function by simply fixing the first bits of the input to the RO. More interestingly, we show in
Theorem [5.5] that the OAEP padding transform meets EXT-RO for “s-clear” parameters.
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5 Results for Padding Schemes and OAEP

For increased modularity and understanding, we abstract properties of the OAEP padding scheme we need and
give some results about how to achieve them based on assumptions on the round functions. That is, at a very
high level we would like to show that if G is xxx-secure and H is yyy-secure then the OAEP padding scheme is
zzz secure. For example, xxx = yyy = zzz = EXTO0. Naturally, the actual results, while retaining this flavor, are
much more nuanced.

5.1 Scope and Perspective

PARAMETERS AND PROPERTIES. In all properties of the OAEP padding scheme we consider, the adversary
produces part of the output. In particular, there are two parameter regimes we consider, one where the adversary
produces the least-significant (¢ + p)-bits of the output (corresponding to t-clear OAEP), and one where the
adversary produces the most-significant (u + p)-bits of the output (corresponding to s-clear OAEP). In terms of
properties, we consider near-collision resistance, EXT0, EXT1, and EXT-RO. We do not consider EXT2 of the
OAEP padding scheme at all.

PLAUSIBILITY. If we prove a security notion for the OAEP padding scheme based on corresponding assumptions
on the round functions, its plausibility reduces to plausibility of the assumptions on the round functions. A case
in which we do not know how to do this is that of EXT1 for the “t-clear” parameter regime. In this case, we lend
some plausibility to this assumption by showing EXT-RO, which implies EXT1, holds in the RO model. Similar
justification was made for assuming a hash function is UCE in [§] Section 6.1].

5.2 Our Results

NEAR-COLLISION RESISTANCE. We first show that the OAEP padding transform is near-collision resistant wrt. its
least-significant bits (i.e., for “t-clear” parameters) if G is near-collision resistant wrt. its least-significant bits and
‘H is collision-resistant.

Theorem 5.1 Let p,(, p be integer parameters. Let G : Kg x {0,1}? — {0,1}#*¢ and H : Ky x {0,1}#F¢ —
{0,1}* be function families. Suppose G is NCR¢ and H is collision resistant. Then OAEP[G, #H] is NCR¢4,. In
particular, for any adversary A, there exists adversaries B, C such that

AdVIOI_ACEfDT(S,H],A(k) < Ad"g:?(@ +Advy (k) .

The running time of B and C' are about that of A.
Proof: Consider near-collision resistance adversary B and collision resistance adversary C' in Figure Let

vi,v2 be the outputs of A. Let S be the event where v; # vy are not equal and OAEPk, r, (v1)|cyp, =
OAEPk, Ky (v2)|c4p. Let E be the event where the p least significant bits of vq and ve are not equal. Thus,

Advg st s 4 (k) =Pr[SAE]+Pr[SAE] .

Note that if the event S and E happens the adversary B finds a collision. Thus,
Pr[SAE] < Advg 5 (k)

On the other hand, if £ happens then the p least significant bits of v; and vy are equal. Moreover, we know
v1 and vy are not equal, thus when the event E happens the p most significant bits of v; and vs are not equal.
Therefore, if the event S and F happens adversary C finds a collision. Then

Pr[SAE] < Advj (k) .

Summing up,
AdngCéf;[“é’H]’A(k) < Advg,?(k) + Advy (k) .

This completes the proof. |
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Adversary B(K¢g) Adversary C(Kg)

KH <—$’CH(1k) KG s ’Cg(lk)

v1,v2 — A(Kw, Kg) v1,v2  A(Ku,Kg)

T Ve s T2 v2p mi < vi|t 5 ma + vt

Ifry #rg TL 4 Vilp 5 T2 < U2,

Return (r1,72) If 1 # 72 then return L

Return L S1 m1||OCEBG’(KG,T1)
So — ’H’L2||OC@G(KG77"2)
Return (s1,s2)

Figure 25: Adversaries B and C in the proof of Theorem [5.1

Adversary B(Kq)
Ky +s K:H(lk)
V1,02 < A(KH,Kg)

71 (7’1)1“; ;T2 (*1)2|p

Return (r1,72)

Figure 26: Adversary B in the proof of Theorem

Theorem 5.2 Let u,(, p be integer parameters. Let G : Kg x {0,1}? — {0,1}**¢ and H : Ky x {0,1}#+¢ —
{0,1}” be function families. Suppose G is NCR,. Then OAEP[G, H] is NCR#*¢. In particular, for any adversary
A, there exists adversary B such that

n-crit<

Advgagpig ), a(k) < Advg 5 (k)
The running time of B is about that of A.

Proof: Let v1,v2 be the outputs of A. Let S be the event where v # v, are not equal and OAEP k., k, (vl)|’“< =

n-cr#t¢

OAEPK@,KH (U2)|H+C. Then, we have AdeAEP[g,HLA(k) =Pr [S]

Note that when OAEPk, rc,, (v1)|#+¢ = OAEP Kk Ky (v2) [T, we have G(Kg,v1],)|c = G(Kg,v2|,)|¢. Moreover,
since OAEP i, iy (V1)1 = OAEP K, 1y (02) [, if 1], equals to va|,, v1 will be equal to v2. Consider near-
collision resistance adversary B in Figure[26l When adversary A finds a near collision, B also finds a near collision.
Therefore we have Pr[S] < Advg_,gc (k). Summing up,

n-crit¢

Advoaep(g .4 (k) < Advg B (k)

This completes the proof. |

EXTO RESULT. In more detail, we show that the OAEP padding transform is EXTO wrt. its least-significant
bits (i.e., for “t-clear” parameters) if G is EXTO0 wrt. its least significant bits and injective, and H is also suitably
EXTO0. Namely, for H the extractor gets the image point and ¢-bits of preimage, so since H maps {0, 1} to p,
if p < p this assumption would be reasonable.

Theorem 5.3 Let 1,0, \, 11,(,p be integer parameters. Let G : K¢ x {0,1}? — {0,1}**¢ and H : Ky x
{0,1}#%¢ — {0,1}* be function families. Let 7 = |[Kg (1%)]| + A and § = |[[Ke(1%)]| + A. Suppose G is n-EXTOc,
(-injective and H is (4, ¢)-EXTO0. Then, OAEP[G, H] is A-EXTO0¢4,. In particular, for any EXTO adversary A,
there exist EXTO adversaries Ag, Ay and an extractor Ext such that for all extractors Extg, Exty
A-ext0 -ext0 §,¢)-ext0
AdeAEP,IT,rngt(k) < Advg,Ag,éxtg(k) + Ad"gi,il):,ExtH(k) .
The running time of Ay is about that of A. The running time of Ay is about that of A plus the time to run

Extg. The running time of Ext is the time to run Extg and Exty.

Proof: Let w be the randomness of adversary A, and let auz € {0,1}* be the key-independent auxiliary input to
the adversary A in the game EXTO0. Let K¢ and Ky be the keys for function families G and H respectively. Let
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Adversary Ay (Kg,u;w) Adversary Ag(Kea,v;w)
out «+— L ; (Kg,auz) < u out <— L ; (Ku,auz) < v

Run A0 (K, Kyr), auz;w) | Run A9™MO(Kg, Ki), auz; w)
Return (s2,out) Return (L, out)

Procedure OSiM(y) Procedure OSiv(y)
(s2,t) < y; v+ (Ku,aur) (s2,t) +y

r + Exte(Kq,v, L, s2;w) out + s2

out < r®t Halt A

Halt A

Figure 27: Adversaries Ay, Ag in the proof of Theorem

Algorithm Ext((Kg, Ku), auz, L, y; w)
(s2,t) <y ; v+ (K, auz) ; u<+ (Kg, auz)
r < Extg(Kq,v, L, s2;w); z + r®t

s1 4 Extu (Km,u,s2,z;w) ; s < s1]|s2

m* +— s®G(Kga,r); m+ m*|*

If m*|¢ # 0 then return L

If y # OAEP (i k) (m|7)| ¢4, then return L

Return m||r

Figure 28: EXTO extractor Ext in the proof of Theorem

v = (Kg, auz) be the key-independent auxiliary input to Ag in the game EXTO0, and let v = (K¢, aux) be the
key-independent auxiliary input to Ay in the game EXTO. Note that auxiliary input v and u are independent of
keys Kg and Kp, respectively. We define adversaries Ag, Ag with random coins w in Figure Let Extg and
Exty be the corresponding extractor for Ag and Ap, respectively. We define EXTO extractor Ext as shown in

Figure

Note that for the extract query y that A makes, if y is not a valid image point then extractor Ext outputs L. Thus,
adversary A does not win by making an invalid image query. Hence, we assume wlog that A only queries a valid
image point y. Let my|r, be the corresponding input for y and s, = G(Kg,,,)®(m,||0%) be the intermediate
value. Let r be the output of Extg and s; be the output of Exty. Wlog, we can assume when extractors Extg
and Exty output a non-empty string, they were successful in finding preimages.

Consider EXTO adversaries Ag, Ay in Figure We know A always makes a valid image query. Thus, A wins if
extractor Ext outputs L. On the other hand, Ext outputs L only if either Extg or Exty fails. Moreover, we know
if Extg outputs a non-empty string, then it will return r = ry, since G is (-injective. Therefore,

A-extO¢ 4 -ext0 4,()-ext0
Advongs 8 (k) < Advg G, (k) + AdviRSEEl (k) -
This completes the proof. |

EXT1 RESULT. We next show that the OAEP padding transform is EXT1 wrt. its most-significant bits (i.e.,
“s-clear” parameters) when G is EXT1 wrt. its least-significant bits. Note this does not use any assumption on

H.

Theorem 5.4 Let 1, \, i1, (, p be integer parameters. Let G : Kg x {0,1}? — {0, 1}#¢ and H : Ky x {0, 1}#+¢ —
{0,1}* be function families. Let n = |[Kg(1%)]| + A. Suppose G is n-EXT1;. Then, OAEP[G, H] is A-EXT1#F¢.
In particular, for any EXT1 adversary A, there exists an EXT1 adversary Ag and an extractor Ext such that for
all extractor Extg

A-ext1#t¢ n-extle
AdVEAEp A (k) < Advg 4 B, (K) -

The running time of Ag is about that of A and the running time of Ext is about that of Extg.
Proof: Let w be the randomness of adversary A, auz € {0, 1}>‘ be the key independent auxiliary input to

adversary A in the game EXT1. Let K¢ and Kp be the key for the function family G and H respectively. Let
v = (Kg, auz) be the key independent auxiliary input to Ag in the game EXT1. We define adversary Ag with
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Adversary Agc(')(KG, v;w)
(Ku,auzx) < v

Run ACAeSMO) (K Ky, aur; w)
Procedure OoaepSIM(y)

7+ Oc(ylc)

€Tr < G(KGar)

m* < y®dx ; m < m*|H

Return m||r

Figure 29: EXT1 adversary Ag in the proof of Theorem

Algorithm Ext(state, (Ka, Ku), auz, L, y;w)

v+ (Ku,aur)

(st,r) < Extg(st, Ka,v, L, y|c;w)

state < st ; x + G(Ka,r)

m* «— ydzr ; m <+ m ¥

If m*|¢ # 0 then return (state, 1)

If y # OAEP (k. iy (m|7)|* ¢ then return (state, 1)

Return (state, m||r)

Figure 30: EXT1 extractor Ext in the proof of Theorem

the randomness w in Figure Let Extg be the corresponding extractor for Ag. We also define EXT1 extractor
Ext as shown in Figure

Note that for every extract query y that A makes, if y is not valid then extractor Ext outputs L. Thus, adversary
A does not win by making an invalid image query. Hence, we assume wlog that the adversary A only queries for
the valid images.

We define S to be the event that extractor Ext outputs empty string on at least one of the extract queries.
Note that, since we assume that A queries only for the valid images then Advé‘)fé‘éﬁ?éxt(k) = Pr[S]. Moreover,
we know Ext output empty string only if Extg outputs empty string on valid image query. Thus, we have
Pr[S] < Adv 5t E, (k).

Summing up,

A-ext1#t¢ n-extle
AdVEAEp A ex(k) < AdvVg 4 B (K)

This completes the proof. |

EXT-RO RESULT. We would also like to show that the OAEP padding transform is EXT1 wrt. its least-significant
bits (i.e., “t-clear” parameters) but we are unable to do so. (The straightforward approach has an “extractor
blow-up” problem.) To lend plausibility to this assumption, we instead turn to the RO model and show that the
OAEP padding transform is EXT-RO (which implies EXT1) if G and A are modeled as ROs.

Theorem 5.5 Let G : {0,1}* — {0,1}**¢ and H : {0,1}**¢ — {0,1}” be ROs. Then OAEP[G, H] is (¢ + p)-
EXT-RO. In particular, for any adversary A, there exists an extractor Ext such that,

(¢+p)-ext-ro _ _ ql(q2 + Q3) q1(q2 + q3)2
Adveato g aee(k) <@ 27+ q 270+ o T ¢ .

where ¢; is the total number of extract queries, g is the total number of image oracle queries and ¢3 is the total
number of random oracle queries made by A.

Proof: For any adversary A, we define the extractor Ext as shown in Figure Now, we bound the probability
that extractor Ext fails on at least one of the extract queries made by adversary A. We define Rz and Sz to be
the set of queries made by image oracle to G and H, respectively. We also define R4 and S4 to be the set of
queries made by A to G and H, respectively. Let R = Rz UR4 and S = Sz U S4. We define C to be the event
where there exists 71,72 € R such that G(r1)|¢c = G(r2)|¢. Note that we have Pr[C] < (g2 + g3)?/2°. Let y; be
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Algorithm Ext9*(L,y, (r,s), (x,2),y)
r—L1l; s+ L
For ¢ =1 to |r| do
If y[* = G(x[i])[c
For j =1 to |s| do
If H(s[j]) = rli]®yl,
s+ s[j]; r+ r[i]
If (r=1Vvs=_1) then return L
m*  s®G(r) ; m+ m**

Return m||r

Figure 31: EXT-RO extractor Ext in the proof of Theorem

i-th extract query made by A, for all ¢ € [¢;]. For all i € [g;1], we define S; to be the event where y; is a valid
image and extractor Ext outputs L on input y;. Then,

AV () < Pr(C) + Y Pr [T

K2

We define R’ to be the set of all r € R where G(r)|¢c = y;|°. Note that when C happens, there are no collision on
set R and we get that |R’'| < 1. We define E to be the event where |R’| = 0. Note that when E happens, challenge
y; is a valid image if there exist s € S such that s|c = y;|¢ and G(H(s)Dyi|,)|c = v:|° or if there exist s ¢ S such
that s|c = ;| and G(H(s)Dyi|,)|c = v:|. Therefore, we obtain that Pr[SACAE| < 2¢7¢ 4 (go + g3)/2°.

Let Z = {z =r®y;|,: Vr € R'}. We know when C and E happens, size of the set Z is equal to 1. Let z be such
aelement in Z. Let S’ = {s € S: H(s) =z As|c = yi|°}. We define T to be the event where S’ is empty. Note
that when C, E and T happens, challenge y; is a valid image if there exist s such that H(s) = z. Therefore, we
obtain that Pr [S ACANEN T] < 2HP,

Note that when T happens, we have two cases. First, we have that S4 NS’ is non-empty. Note that when S, NS’
is non-empty, extractor Ext can extract the correct preimage. Next, we have that S4 NS’ is empty. Then, we
know that Sz NS’ is non-empty. Note that when Sz NS’ is non-empty, we get collision on G if challenge y; is
valid image. Thus, we obtain that Pr [S ANCANE A T] =0.

Summing up,
q1(g2 + g3) n q1(q2 + q3)?
2¢ 2¢ ’

(¢+p)-ext-ro _ _
AdVOAEP[g,H],A,Ext(k) <qr 2P 420+

This completes the proof. |

6 Full Instantiation Results for ¢t-Clear RSA-OAEP

In this section, we give full instantiation results for t-clear RSA-OAEP.

6.1 Notions of High-Entropy-Message Security

We define notions of security for encryption high-entropy messages. Previously, security for high entropy messages
has been considered for deterministic encryption (i.e., where the encryption algorithm is deterministic) [5], but it
makes sense for (public-key) randomized encryption as well. Indeed in the symmetric-key, information theoretic
setting such security was considered by [40]. We show an analogous equivalence of indistinguishability and
semantic security in this setting. As for deterministic encryption [5] and prior full instantiations of ¢-clear RSA-
OAEP |[21], we consider messages independent of the public key. However, unlike for deterministic encryption, this
independence is not inherent for randomized encryption. We also note that we could avoid the high min-entropy
requirement by using the assumption that H and G are UCE and applying the result of [§], but we prefer to stick
with our milder assumptions.
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Game $SIM-CPA-KI-REAL: M (k) | Game $SIM-CPA-KI-IDEALSZ™ (k)
param <s A.pg(1¥) param «s A.pg(1%)

(pk, sk) +s Kg(1*) (pk, sk) «s Kg(1¥)

m <s M (1%, param) m s M(1% param)

¢ < Enc(pk, m) w <3 S(pk, |m|, param)

w <3 A.g(pk, c, param) Return (w = A.f(m, param))

Return (w = A.f(m, param))

Figure 32: Games to define $SIM-CPA-KI security.

Game $IND-CPA-KIp2"0 M1 (k)
b+<s{0,1} ; param +s A.pg(1*)
(pk, sk) s Kg(1%)

m s M, (1%, param)

¢ < Enc(pk, m)

b’ «s A.g(pk, c, param)

Return (b =b")

Figure 33: Games to define $IND-CPA-KI security.

INDUCED DISTRIBUTIONS. Let X, X’ be distributions (or random variables) on the same domain. For o € N, we
say that X' is an a~induced distribution [45] of X if X’ is a conditional distribution and X’ = X|FE for an event F
such that Pr[E] > 27, We call E the corresponding event to X’. We require that the joint distribution (X, F)
is efficiently sampleable where we view event F as a binary random variable.

HIGH-ENTROPIC MESSAGE SAMPLERS. A message sampler M is a PPT algorithm that takes as input 1¥ and
a string param € {0,1}*, and outputs a vector m of messages. A message sampler M is (¢,v)-entropic if for
any k € N, any param € {0,1}*, and m <s M(1¥ param), we have |[m| = v and each message m[i] (with
i € {1,...,v}) must have min-entropy at least ¢. We require that M be associated with function n(-) such that
for any param € {0,1}*, for any k € N, and any m € [M(1%, param)|, we have |m[i]| = n(k), for every i < |m]|.

$SIM-CPA-KI securiTYy. Let PKE = (Kg,Enc,Dec) be a PKE scheme. To a message sampler M and an
adversary A and simulator S, we associate the experiment in Figure 32] for every k € N. We say that PKE is
$SIM-CPA-KI secure for a class .# of message samplers if for every M € .# and any adversary A there exists a
simulator S,

AdVEEPIN(K) = Pr|SSIM-CPA-KI-REALZZE (k) = 1]
~ Pr [ $SIM-CPA-KI-IDEAL A (k) = 1]
is negligible in k.
CCA1 EXTENSION. To add a CCA1 flavor to $SIM-CPA-KI, a notion which we call $SIM-CCA1-KI, one
would allow adversary A.pg and message sampler M oracle access to Dec(sk,-). Let $SIM-CCA1-KI-REAL
and $SIM-CCA1-KI-IDEAL be the corresponding experiments, and define
Adviimcealli(py = Pr [$SIM-CCA1-K1-REAL;‘,;/EV‘(/<) = 1}

~ Pr | $SIM-CCA1-KEIDEAL A (k) = 1]

We say that PKE is $SIM-CCA1-KI secure for a class .# of message samplers if for every M € .# and any

adversary A there exists a simulator S, such that Advﬁ?érgf\cglj\ﬁ’(k) is negligible in k.

$IND-CPA-KI SECURITY. Let PKE = (Kg, Enc, Dec) be a PKE scheme. To message samplers Mg, M; and an
adversary A, we associate the experiment in Figure[33] for every & € N. We say that PKE is $IND-CPA-KI secure
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for a class .# of message samplers if for every Mg, My € .# and any adversary A,
Adviindepedd () — 9. Py [$IND—CPA—KI§kjEA°’M1(k) = 1} 1.

is negligible in k.

CCA1 EXTENSION. To add a CCA1 flavor to $IND-CPA-KI, a notion which we call $IND-CCA1-KI, one would
allow adversary A.pg and message samplers Mg, M; oracle access to Dec(sk,-). Let $IND-CCA1-KI be the
corresponding experiment, and define

AdvERE i, (k) = 2+ Pr | SIND-CCALKIAE ™ (k) = 1| —1 .

We say that PKE i; $IND-CCA1-KI secure for a class .# of message samplers if for every Mo, M1 € .# and any
ind-ccal-ki

adversary A, AdVpge 3 a0, () is negligible in k.
OTHER DEFINITIONS. We replace CCA1 with CCAO0 above when the adversary makes only one decryption query.
We do not extend the definition to CCA2 because we do not use it, but this can be done in the natural way.

DEFINITIONAL EQUIVALENCE. We show in the Appendix [C]that $IND-CPA-KI implies $SIM-CPA-KI. The proof
is similar to the proof of Theorem 3.1 from [45]. Similarly, we have that $SIND-CCA1-KI implies $SIM-CCA1-KI.
Therefore we use the former in our results. We omit the reverse implication for simplicity.

SINGLE VERSUS MULTI-MESSAGE SECURITY. We note that the $IND-CPA-KI security for a single message does
not imply $IND-CPA-KI security for multiple messages in general. The proof is similar to that in [5]. Thus, in
our results, we explicitly use multiple messages.

6.2 Main Results

We show that ¢-clear RSA-OAEP is $IND-CCAO0-KI and $IND-CCA1-KI under respective suitable assumptions.
As in Section [3] we actually prove corresponding notions of IND-CPA + PA, yielding stronger results. The results
in follow from those below combined.

$IND-CCAO-KI RESULT. Interestingly, for $IND-CCAO-KI we use milder assumptions on G by performing a
direct analysis of OAEP rather than abstracting a property of the underlying the padding scheme and applying
the results of Section [5} Namely, we avoid the assumption that G is (-injective.

Theorem 6.1 Let 7,0, u,(,p be integer parameters. Let F be a family of one-way trapdoor permutations
with domain {0,1}#. Let .# be a class of (¢,v)-entropic message samplers, G : Kg x {0,1}? — {0,1}#%¢ and
H : Kg x {0,1}#¢ — {0, 1} be function families. Let n = |[Kg(1¥)]| +|[Kz(1%)]] and 6 = |[Kg(1%)]| + |[Ka(1%)]).
Suppose G is n-EXT0¢; and NCR¢, H is (6, ¢)-EXT0 and CR. Also suppose G is a pseudorandom generator and H
is a hardcore function for F|¢ on class .#. Then OAEP:iear[G, H, F|c+p] is SIND-CCAOQ-KI secure. In particular,
for every Mg, M1 € .# and any adversary A, there exists adversaries Ag, Ay, Bg, By, B,C and a distribution
X(k) € # such that for all extractors Extg, Exty

$ind-ccal-ki n-ext0 (8,¢)-ext0
AdVOIREP(Zf:ea,,/IX,Mo,Ml(k) < 2'Advg,A0,éxtg(k>+2'Ade,AHe,)I(ExtH<k)

+2- Advy 5l (k) +2- AdvS) g, (k) + 2 Adv] 5 x p(k) +2v - AdvEE(k) .

$IND-CCA1-KI RESULT. To prove $IND-CCA1-KI, we use EXT1 and near-collision resistance of the overall
OAEP padding scheme (which follows from corresponding assumptions on the round functions as per Section [3)),
as well as the assumption that G is a pseudorandom generator and H is an appropriate hardcore function.

Theorem 6.2 Let 7, i, ¢, p be integer parameters. Let F be a family of one-way trapdoor permutations with
domain {0,1}*. Let .# be a class of (¢,v)-entropic message samplers and 1 = |[Kg(1¥)]|. Let G : K¢ x {0,1}? —
{0,1}#*¢ and H : Ky x {0,1}#%¢ — {0,1}” be function families. Suppose G is a pseudorandom generator, and
let H be a hardcore function for F|¢ on class .#. Also suppose OAEP[G, H] is n-EXT1¢;, and NCR¢y,. Then
OAEP:_ciear[G, H, Flc+p] is SIND-CCA1-KI secure. In particular, for every My, M1 € # and any adversary A,
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there exists adversaries B, C, D, E and a distribution X (k) € . such that for all extractors Ext

$ind-ccal-ki n-extl n-cr
AdeIXEP(iS:ea”127M07M1 (k) < 2 AdeAEP[éJ,r?‘-)[],B,Ext(k) +2- AdVOAEg[rGP,H],C(k)

+2- Adv) 5 x p(k) + 20 - AdvES (k) .

EFFICIENCY. The ciphertext length in the above instantiations is 3n + 3k where n is the length of the RSA
modulus and k is the security parameter. The scheme has message length n. For example, if n = 2048 and
k = 128 then the ciphertext length is 6528 bits. The time to run the encryption and decryption algorithms is
basically that of standard RSA-OAEP.

Remark 6.3 We note that while the restriction to public-key independent messages is inherent for deterministic
encryption, for randomized encryption it is not and we leave it as an interesting open problem to extend the result
to public-key dependent messages. Additionally, the high-entropy requirement on messages can be avoided by
assuming G and H are “universal computational extractors” (UCE) in the sense of [§], which follows from their
results but we omit this for simplicity.

6.3 SIND-CPA-KI result

We first show that ¢-clear RSA-OAEP is $IND-CPA-KI for messages independent of the public key. Note that
the prior result on full instantiability of ¢-clear RSA-OAEP by Boldyreva and Fischlin [21] also apply to public-
key-independent messages. Intuitively, we require additional high min-entropy message sampler because the
randomness for the distribution on which # is hardcore for F|; comes from message m, with coins r fixed. Again,
we note that we could avoid the high min-entropy requirement by using the result in [8] that RSA-OAEP if RSA
is one-way and G, H are UCE. We prefer to stick with our more mild assumptions as our result is novel with a
non-trivial proof and probably sufficient in practice. (The UCE result could be seen as a hedge.)

Theorem 6.4 Let u,(,p be integer parameters. Let F be a family of one-way trapdoor permutations with
domain {0, 1}*. Let .# be a class of (¢,v)-entropic message samplers. Suppose G : Kg x {0,1}* — {0, 1}#F¢ is
a pseudorandom generator and H : Ky x {0,1}#+¢ — {0,1}” is a hardcore function for F|: on class .#. Then
OAEP_iear|G, M, Flc+p] is SIND-CPA-KI secure. In particular, for every Mo, My € .# and any adversary A,
there are adversaries B, C' and distribution X(k) € .# such that

$ind-cpa-ki hef rg
Advorer A o, (F) 20 AdVE g x p(k) + 20 AdvgE(k)
The running time of B is up to that of A. The running time of X(k) and C'is the time to run A plus the running
time of M.

Proof: Consider games G1—G4 in Figure Game (G corresponds to game $IND—CPA—KI§’A/E:§11/T41. We now

explain the game chain. Game G5 is idenfical to game G, except we are using completely random z in the
encryption phase instead of using the hash value. Consider distribution X and adversary B in Figure Note
that X(k) € .#. Distribution X and adversary B collaborate to simulate game G;. Adversary B returns 0 if
adversary A can correctly guess simulated challenge bit b, and returns 1 otherwise. Then

Pr(Gy(k) = 1] — Pr[Ga(k) = 1] < Adv 5 x p(k) -

In game G3, we reorder the code of game G5 producing z. The change is conservative, meaning that Pr[Gs(k) =
1] = Pr[Gs(k) = 1]. Next, game G4 is identical to game (3, except we are using completely random z instead
of pseudorandom value G(K¢,r) in the encryption phase. For i € [v], we define the adversary C; as shown in
Figure [36] Hence,

Pr[Gs = 1] - Pr[Gy = 1] < Y AdvE%, (k) .

i=1

Assume there exists adversary C' such that for all i € [v], we have Advgg, (k) < Advgg(k). Note that
Pr[G4(k) = 1] = 1/2, since the distribution of the ciphertexts is completely independent of bit b. Summing up,

$ind-cpa-ki T
Advopes” AMoM, (F) S 2 AdV}%ﬁi,H,X,B(k) +2v- AdVSE(k) .

t—clear?
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Games G1(k), Ga(k)
b+<s{0,1} ; param +s A.pg(1¥)
Kg +sKa(1%); Kg <sKu(1)

Games G3(k), G4(k)
b<s{0,1} ; param +s A.pg(1¥)
Kg s Kc(lk) i K < /CH(lk)

(£, 71) s Ke(1")
Pk« (K¢, Ku, f)
m s M, (1%, param)

(f, 1) s Kg(1%)

pk + (Ka, Ku, )

m s M, (1%, param)

For i =1 to |m| do
r<+s{0,1}"; z + G(Kga,r)
s+ mli]]|0°®z ; s1 ¢ s|*; s2  s|¢
z+ H(Kpy,s); z<+s{0,1}*
t+r®z; y<+ f(s1)

lil < (g, 52,1)
b’ «s A.g(pk, c, param)
Return (b =1V')

For i =1 to |m| do
r+«s{0,1}*
x4+ G(Kg,r); x<+s{0,1}+F¢
5 < ml[i]]|0°®x ; s1 ¢ s|"; s2 ¢ 8¢
t«s{0,1}; 2z« r@t
y < f(s1) 5 cfi] < (y,s2,1)
b’ «s A.g(pk, c, param)
Return (b =1b")

Figure 34: Games G1—G, in the proof of Theorem

Algorithm X(k)

b<s{0,1} ; param <s A.pg(1"¥)
Kg s ]Cg(lk)

m s M, (1%, param)

Algorithm B(Ky, f,y,, z)
(r,s2, Kg, b, param) < «
pk — (Kg,Knu, f)
For i =1 to |z| do

t < r[i|Pz[i]

eli] « (il s2il. ¢
b’ «s A.g(pk, c, param)
Return (b # b')

For i =1 to |m| do

r[i] < {0,1}"; = + G(Kg,rli])

s < ml[i]]|0°®x ; s1[i] « s|*; s2[i] < s|¢
a < (r,s2, Kg, b, param)

Return (s1, @)

Figure 35: Distribution X (left) and adversary B (right) in the proof of Theorem 6.4

This completes the proof. |

6.4 PAO and PA1 results

PAO REsuLT. We show PAO of ¢t-clear RSA-OAEP. As mentioned above, here we obtain a better result by using
properties of the round functions of OAEP directly, rather than properties of the overall padding scheme.

Theorem 6.5 Let 1,6, u, (, p be integer parameters. Let F be a family of one-way trapdoor permutations with
domain {0,1}*. Let G : Kg x {0,1}? — {0,1}#*¢ and H : Ky x {0,1}#+¢ — {0,1}” be function families. Let
n = |[Ke(1®)]| + [[Ku (1%)]] and & = |[Kg(1%)]| + |[Ka(1%)]|. Suppose G is n-EXTO; and NCR¢, H is (4,¢)-EXTO
and CR. Then OAEPciear[G, H, Fc+p] is PAO secure. In particular, for any adversary A, there exist adversaries
Aq,Ag, Bg, By and an extractor Ext such that for all extractors Extg, Extgy

a0 -ext0 §,¢)-ext0
Adviaep ,A,Ext(k) < Advg,AG,éxtc(k)+Adv”§‘-[f4)He,ExtH(k)

t=clear

+Advg_§é (k) + Advy, g, (k) .

The running time of Ag is about that of A and the running time of Ay is about that of A plus the time to run
Extg. The running time of B¢ is the time to run A and Extg. The running time of By is the running time of A,
Extyg and Extg. The running time of Ext is the time to run Extg and Extgy.

Proof: Let w be the randomness of adversary A in the game PAO. Let K¢ be the key for the function family
G, Ky be the key for the function family H and f be the evaluation key for the trapdoor permutation family
F in the game PAO. We define EXTO adversaries Ag, Ag with randomness w in Figure Let v = (Kg, f)
be the key independent auxiliary input to Ag and v = (K¢, f) be the key independent auxiliary input to Ag.
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Adversary C;(Kqa, )
b+<s{0,1} ; param <s A.pg(1¥)
Kg <sKp(1%); (f, f7") <5 Kg(1*)
pk — (Kg, Kg, f) ; m <s M, (1%, param)
For j =1 to |m| do
If j < i then x[j] <= {0, 1}#F¢
If j =4 then x[j] +s z
If j > i then
r<s{0,1}"; x[j] +s G(Kq,r)
s« m[j][|0°®x[j] ; si[j] < s|*; s2[4] sl
Yl & Flsili) 5 o] s 0,1}
c[j] + (y[5], s2[4], t[j])
b «s A.g(pk, c, param)
Return (b =1b")

Figure 36: Adversary C; in the proof of Theorem [6.4]

Adversary Ay (Kg,u;w) Adversary Ac(Kg,v;w)
out < L; (Kg,f)«u out < L ; (Ku,f)<« v
pk <+ (Kg, Knu, f) pk < (K¢, K, f)

Run ADS”"(')(pk; w) Run APSMO) (pk; w)
Return (s2,out) Return (L, out)
Procedure DSiM(c) Procedure DSiM(c)
(y,82,t) < c; v+ (Ku,f) (y, s2,t) ¢

r « Extg(Kg,v, L, so;w) out < s2

out < TPt Halt A

Halt A

Figure 37: Adversaries Ay, Ag in the proof of Theorem

Note that auxiliary input v and u are independent of key K and Ky, respectively. Let Extg and Exty be the
corresponding extractor for Ag and Ap, respectively. We define PAQ extractor Ext as shown in Figure [38

Note that for decryption query c that A makes, if ciphertext ¢ is not valid then extractor Ext outputs 1. Thus,
adversary A does not gain any information about b by making an invalid decryption query. Hence, we assume
wlog that adversary A queries only valid ciphertexts. Let ¢ be the decryption query that A makes and r. and s,
be the corresponding middle values in the computation of the ciphertext c. Let r be the output of Extg and s; be
the output of Exty. Wlog, we can assume when Extg and Exty output a non-empty string, they were successful
in finding the preimages. Let W7 be the event that r is a non-empty string and r # r. and W5 be the event that
s is a non-empty string and s1 # sq|*. Let W = W7 V Wa. Let S be the event that game PAOSA?S_ | (k) outputs
1. Note that all of the following probabilities are over the choice of public key pk and randomness w. Then

AdvBae  ape(k) =2 (Pr[SAW]+Pr[SATW]) -1 .

t—clear’

Now _consider near collision resistance adversary Bg in Figure and collision resistance adversary By in Fig-
ure If event W happens, then either Bg or By finds a collision. Thus, we have Pr[W ] < Advg:gé(k) +
Advy g, (k). Then

Pr[SAW] < Advg 5 (k) + Advs g, (k)

Let E be the event such that for decryption query ¢ adversary A makes, the outputs of decryption algorithm Dec
and extractor Ext are equal. Then,

Pr[SAW]|=Pr[SAWAE|+Pr[SAWAE] .

Note that W and E are mutually exclusive and when event W happens the output of Ext is incorrect. Thus, we
have Pr [SAW AE] = Pr[SAE]. Moreover, we have Pr[S | E] = 1/2 since for the query made by A the
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Algorithm Ext(pk,w, c)

(y,s2,t) < c; (Ka,Ku, f) «+ pk

v (Ku, f); u (Ko, f)

r « Extg(Ka,v, L, s2;w) ; z  r®t
s1 < Extu (Km,u,s2,z;w) ; s < s1]|s2
m* + s®@G(Kg,r); m < m*|*

If m*|¢ # 0 then return L

If ¢ # Enc(pk, m;r) then return L

Return m

Figure 38: PAO extractor Ext in the proof of Theorem

Adversary Bg(Ka) Procedure DS1M(c)

out; <—¢; outy < ¢ (y,82,8) ¢ s [ (y)lls2
w s Coins(k) out; + Exte(Ka,v, L, so;w)
(fvf_l) A Kg(lk) outs (—t@H(KI.hs)

K <s K (1F) Halt A

v < (Kmu,f)

pk <~ (KGaKHmf)
Run ADS””(')(pk; w)
Return (outy, outs)

Figure 39: CR adversary Bg in the proof of Theorem

outputs of Dec and Ext are equal. Hence,
1
Pr(SAFE]= 3 -Pr[E] .

Consider adversaries Ag, Ay in Figure We know adversary A always makes valid decryption query. Thus,
when event E happens extractor Ext outputs L. This implies that either r # r. where r is the output of Extg or
51 # 8¢|* where s; is the output of Exty. We also know when event W happens, extractor Extg either outputs
1 or r., and extractor Exty outputs either L or s.|*. Therefore when events E and W happen, either Extg or
Exty fails. Thus,

Pr[WAE] < Advy %, (k) + Advi; S8t (k) -

On the other hand, we know that E and W mutually exclusive. Hence, we get Pr[E| =Pr[W V E] —-Pr[W].
Summing up,

IN

AdvBite 4 pe(k) 2. Pr[W]+ (Pr[WVE]-Pr[W])+2-Pr[WAE] -1

t=clear>

IN

-ext0 4,¢)-ext0 n-cr cr
AdVE 1 g () + AdVSTETTEL, (R) + Advg e (k) + AV, g, (k)
This completes the proof |

PA1 reEsuLT. We now show that t-clear RSA-OAEP “inherits” the extractability of the underlying padding
transform, in the form of PA1 and EXT1, as long as the latter is also near-collision resistant. Here we state the
result for an abstract padding scheme rather than specifically for OAEP. Interestingly, this approach does not
seem to work for PA2 and EXT2. We leave PA2 of the encryption scheme as an open problem.

Theorem 6.6 Let §, u,(, p be integer parameters. Let F be a family of one-way trapdoor permutations with
domain {0,1}* and ¢ = |[Kg(1¥)]|. Let PAD be a padding transform from domain {0, 1}#** to range {0, 1}#+¢+7.
Suppose PAD is NCR¢y, and §-EXT1¢,,. Then the padding-based encryption scheme PAD[F|¢ ] is PA1 secure.
In particular, for any PA1 adversary A that makes ¢ queries, there exist an EXT1 adversary Apap that makes ¢
queries, an NCR¢, adversary B and an extractor Ext such that for all extractors Extpap

1 d-extleq, n-cr¢4,
AdVIF)’zD[]-'|<+p],A,Ext(k) < AvaADAfa:D,ExtPAD(k) + AdVPADfE (k)
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Adversary Bn(Kp) Procedure DSM(c)

out; < €; outy < ¢ (y,82,t) < c; outy < f1(y)ls2
w s Coins(k) r + Exte(Kq,v, L, s2;w)

(f, f71) < Kg(1%) z < tPr

Ko +sKa(1%) s1 + Extu (Km,u, s2, z; w)
U<—(KH,f) outs (—51”82

u+ (Ka, f) Halt A

pk + (Ka,Kn, f)
Run APS™MO) (pks w)

Return (outq, outs)

Figure 40: CR adversary By in the proof of Theorem

Adversary AS:DADO (m, f;w)

pk < (7, f)
Run APS™MO) (pk: w)

Procedure DSM(c)
v = Opao (L, cle+p)

Return v|#

Figure 41: EXT1 adversary Apap in the proof of Theorem

The running time of Apap is that of A. The running time of B is about the time to run A, Extpap and Ext. The
running time of Ext is about that of Extpap.

Proof: Let w be the randomness of PA1 adversary A. We define EXT1 adversary Apap with randomness w in
Figure {1} Note that auxiliary input f is independent of the key 7. Let Extpap be the corresponding extractor
for Apap. We define PA1 extractor Ext as shown in Figure

Note that for any decryption query c¢ adversary A makes, if ¢ is not valid then extractor Ext outputs L. Thus,
A does not gain any information about b by making invalid decryption queries. Hence, we assume wlog that
adversary A only makes queries for valid ciphertext c. Assume A makes ¢ extract queries. Let ¢; be the i-th
query A makes to the extract oracle and v; be the output of extractor Extpap on input ¢;|¢4,. Let W be the
event where there exists a valid ciphertext c¢; such that v; is non-empty and extractor Ext outputs L on input ¢;.
Let S be the event that game PAI?A’EDX[tlep] (k) outputs 1. Note that all of the following probabilities are over the
choice of public key pk and randomness w. Then,

Advianr apak) =2 (Pr[SAW]+Pr[SAW]) 1.

Note that extractor Extpap either outputs the correct value or L. Now consider near-collision resistance adversary
B in Figure If event W happens, then B finds a collision. Thus, we have Pr[W ] < Advpp's’ (k). Then

Pr[SAW] < Advpap s (k) -

Let E be the event such that for each decryption query c¢; that adversary A makes, the output of decryption
algorithm Dec and extractor Ext are equal. Then,

Pr[SAW]=Pr[SAWAE]+Pr[SAWAE] .

Note that W and E are mutually exclusive since when event W happens the output of the extractor Ext would
be incorrect for at least one of the extract queries. Thus, we have Pr [S AW ANE } =Pr[S A E]. Moreover, we
have Pr[S | E] = 1/2, since for all queries made by A the output of decryption oracle Dec and extractor Ext are
equal. Hence,

Pr[S/\E]:%-Pr[E].

Consider the adversary Apap in Figure A1l We know adversary A always makes valid decryption query. Thus,
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Algorithm Ext(state, c)

(pk,w, st) < state ; (m, f) < pk

(v, st) « Extpap(st, 7, f, L, clcyp;w)

state < (pk,w, st)

m vt r+ v,

If ¢ # Enc(pk,m;r) then return (L, state)

Return (m, state)

Figure 42: PA1 extractor Ext in the proof of Theorem

Adversary B(w,) Procedure DSiM(c)

out; < €; outy < ¢ Y2 < clerp s yr < (M)

w s Coins(k) ; b+s{0,1}
(f, f71) s Kg(1¥)

pk 4 (7, f) 5 sk« (7, f71)
st + (m,w) ; state + (pk,w)

y < villy2 5 outs < 7 (y)

(outa, st) < Extpap(st,m, f, L, ¢|ctp; w)

If (ﬂ(out1)‘g+p = w(out2)|<+p A outy 7& Outg)
Halt A

Run APSMO) (pk: w)

Return (outy, outs)

mo <+ Dec(sk, c)
(ma, state) +s Ext(state, c)

Return my

Figure 43: NCR adversary B in the proof of Theorem

when event E happens extractor Ext outputs L for at least one of the extract queries. Moreover, if Wjappegs
then for all extract queries either Extpap outputs L or Ext outputs non-empty string. Therefore, when E and W
happen, extractor Extpap fails and outputs L for at least one of the extract queries. Thus,

[ — d-extleq,
Pr [W A E] < AdVPAeD,Ai:D,EXtPAD (k) ’

On the other hand, we know that F and W mutually exclusive. Hence, we get Pr[E] =Pr[W V E] —Pr[W].
Summing up,

Advhal

d-extleq n-cr¢
PAD[]-'|<+,,]7A,Ext(k) < AdVPAD,ApADp,ExtpAD(k) + Advp,p s (K) -

This completes the proof. |

7 Full Instantiation Results for s-Clear RSA-OAEP

In this section, we give full instantiation results for s-clear RSA-OAEP. Note that we are the first to consider
this variant. We show that s-clear is IND-CCA2 if G is a pseudorandom generator, near-collision resistant,
and “many-times” extractable with dependent auxiliary information, H is collision-resistant, and F meets novel
“XOR-nonmalleability” and “XOR-indistinguishability” notions that seem plausible for RSA. Also note that we
avoid the several impossibility results here. First, we avoid the impossibility result of [64] by using XOR-non-
malleability of 7. Second, we avoid the impossibility result of [16] since the dependent auxiliary information is
bounded.

7.1 XOR Assumptions on Trapdoor Permutations and RSA

Here, we give novel assumptions, which are stronger than one-wayness and needed for RSA-OAEP s-clear. They
speak to the fact that addition, or XOR operation in this case, “breaks up” the multiplicative structure of RSA.
Indeed, in a related context of arithmetic progressions on Zy we have seen formal evidence of this [54 [66]. It is
interesting for future work to give formal evidence in our case as well.

XOR-IND. Let F = (Kg, Eval, Inv) be a trapdoor permutation family with domain TDom. Let G : K¢ x TDom —
GRng be a function family. For ATK € {INDO0,IND1,IND2}, we associate the experiment in Figure for every
k € N. Define the xor-atk advantage of A against F with the hint function family G

AV (k) = 2 Pr [ XOR-ATKZ g (k) = 1] — 1 .
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Game XOR-ATK?# (k)
bes{0,1}; (£, f7") « Kg(1*)
Kg + Ka(1%); = <s TDom(k)
(state, z) < A1(f, Ko, G(Kg, ))
Yo < f(@) 5 11 < fla®z2)

b s A (state, yp)

Return (b =)

Figure 44: Games to define XOR-ATK security.

If atk = ind0, then O = e. We say that F is XOR-INDO with respect to hint function family G if for every
PPT attacker A, Adv’](_-o)rg'jﬁdo(k) is negligible in k. Similarly, if atk = ind1, then O = C, where C is a relation
checker oracle that on input y;,y2 and w work as follows:

1 if w=f"y)of (y2)
0 otherwise

C(y17y2,w) :{

Similarly, if atk = ind2y, then O =V, where V; is an ¢-bit image verifier oracle that on input y works as follows:

Vely) = {1 if Jx: y = G(Kg,2)|e
0 otherwise
Note that adversary A is not allowed to query for the challenge to the image verifier oracle V,. We say
that F is XOR-IND1 (resp. XOR-IND2;) with respect to hint function family G if for every PPT attacker A,
AdvPG " () (resp. AdvG" "% (k) is negligible in k.
Observe that the hint is crucial, as otherwise the assumption would trivially hold. In our results, G is a PRG.
In this case, we show that G is also a HCF function for F. In other words, the assumption in our use-case can
be viewed an extension of the classical notion of HCF — G is “robust” not in the sense of [45], but in the sense
that the view of the adversary is also indistinguishable given F applied to either the real input or related omne.
Note that not all hardcore functions have this property, even when F is partial one-way. For example, consider
a hardcore function G that reveals first bit of its input z. Then if a partial one-way function F also reveals the
first bit of z, XOR-~indistinguishability clearly does not hold.

Theorem 7.1 Let F be a family of one-way trapdoor permutations with domain TDom. Suppose G : Kg x
TDom — GRng is a pseudorandom generator and F is XOR-INDO with respect to hint function family G. Then G
is a hardcore function for F on the uniform distribution. In particular, for any adversary A, there are adversaries
B, C such that

AV a(k) <22 AdVGEC (k) + 2 AdvEE (k)

The running time of B and C are about that of A.

Proof: Consider games G1-G3 in Figure Game G corresponds to game HCF—DIST‘]A_-:g(k). We now explain
the game chain. Game G5 is identical to game G1, except we are using completely random y instead of using the
pseudorandom value f(z). Consider adversary B as shown in Figure Note that adversary B simulate games
G1, G2 with respect to its inputs. It returns 1 if adversary A can correctly guess the simulated challenge bit b,
and returns 0 otherwise. Hence,

Pr[G = 1] — Pr[G = 1] < AdvG'50(k) .
Next, game G3 is identical to game Gs, except we are using completely random gg instead of using the pseudo-
random value G(K¢g,z). Consider adversary C' as shown in Figure Note that adversary C simulate games

Go, G3 with respect to its inputs. It returns 1 if adversary A can correctly guess the simulated challenge bit b,
and returns 0 otherwise. Hence,

Pr[Gy = 1] — Pr[Gs = 1] < Adv( g (k) .
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Games G (k), G2(k) Games G3(k)

b+s{0,1}; Kg s Kg(1F) b+s{0,1}; Kg+3Ka(1F)

(f, 1) + Kg(1¥) (f, f7") < Ke(1")

x <—s TDom(k) x <—s TDom(k)

go < G(Ka,z); g1 <3 GRng(k) | go <3 GRng(k); g1 < GRng(k)
y < f(z); y<«sTDom(k) y <3 TDom(k)

V' s A(Ka, [,y, 90) b s A(Ka, f,y, 90)

Return (b =1b") Return (b =1b")

Figure 45: Games G1—G3 in the proof of Theorem

Algorithm B:(f, Kg,G(Kg,z)) | Algorithm C(Kg, go)

state <+ (f, Ka, G(K¢g, T)) b s {0,1}
z < TDom(k) (f,ffl) - Kg(lk)
Return (state, z) g1 s GRng(k)
Algorithm Bs(state,y) y +s TDom(k)
bs{0,1} v s A(Ke, [y, 90)
(f,Kc,G(Kg,x)) + state Return (b= 1)

go + G(Kg,x)

g1 <% GRng(k)
V' s A(Ka, f,y, 90)
Return (b =1?')

Figure 46: Adversary B (left) and adversary C (right) in the proof of Theorem (7.1

Note that Pr[G3(k) = 1] = 1/2, since y, go and ¢; are uniformly random. Summing up,

AdvEg (k) <20 AdvEGEY (k) +2- Advge (k) -

This completes the proof. |

XOR-NMO. Let F = (Kg, Eval,Inv) be a trapdoor permutation family with domain TDom. To adversary A, we
associate the experiment in Figure [47] for every k € N. We say that F is XOR-NMO if for every PPT attacker A,

Adv "™ (k) = Pr [ XOR-NMOZ(k) = 1] .

is negligible in k.

XOR-NM1. Let F = (Kg, Eval, Inv) be a trapdoor permutation family with domain TDom. Let G : K5 x TDom —
GRng be a hash function family. To adversary A, we associate the experiment in Figure 47| for every &k € N. We
say that F is XOR-NM1 with respect to G if for every PPT adversary A,

AV (k) = Pr [XOR-NM1% 4 (k) = 1] .

is negligible in k.

RELATIONS BETWEEN DEFINITIONS. Interestingly, we show XOR-NM0O and XOR-IND1 together imply XOR-
NMI1.

Theorem 7.2 Let F = (Kg, Eval,Inv) be a trapdoor permutation family with domain TDom. Let G : Kg X

TDom — GRng be a function family. Suppose F is XOR-NMO and XOR-IND1 with respect to G. Then, F is

XOR-~NM1 with respect to G. In particular, for any adversary A, there are adversaries B, C such that
AdVEEI (k) < AdVEGEO (k) +2- AdvEGe (k) -

The running time of B and C are about that of A.

Proof: Consider games G1—G,4 in Figure Game G corresponds to the game XOR—NMI‘]“;yg(k). We now
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Game XOR-NMO0#% (k) Game XOR-NM1% (k)
(f, f71) < Ke(1%) (f, /7)) « Kg(1") 5 Ka « Ka(1¥)
z <3 TDom(k) z s TDom(k) ; z + G(Kg,x)
(.0 s AU F@) | (o state) s Au(f, Ko, 2)
<« 7y (w,y") < Az (state, f(zDa))
If (w=2@®z)A(w#0) | 2+ f1()
Return 1 If (wha = zdz') A (w # 0)
Else return 0 Return 1
Else return 0

Figure 47: Games to define XOR-NM security.

Games G, (k), G2(k) Games G3(k), Ga(k)

(. F) < Kg(1¥) (. F ) « Ke(1¥) ; Ko « Ka(1¥)
K + Ka(1%); = +s TDom(k) x <5 TDom(k) ; z’ s TDom(k)
(z, state) <3 A1 (Kg, f,G(Ka, T)) w4+ G(Kg,z); w++ G(Kg,z')
g f@02); ye 1@ (') s A(Ka, f, f(2),w)

(W, ') s Aa(state,y) ; o' < fHy) | 2« 1Y)

out + (wPz = zdz’) A (w # 0) Return ((w = z&z’) A (w # 0))

out + (w=z®z') A (w #0)

Return out

Figure 48: Games G;—G, in the proof of Theorem

Algorithm Ci(f, Ka,G(Kea,z)) Algorithm D+ (f, Kg,G(Kg,x))
(%, state) s A1(Ka, f,G(Kg,z)) | z<s TDom(k)
Return (z, state) state <+ (f, Ka,G(Kg, ), 2)
Algorithm CSC) (state, y3) Return (z, state)
(w,y") < Ao (state, yp) Algorithm Dg(""‘)(state,yb)
b <« Cly', yp,w) (w,y'") «s A(state, ys)
Return v’ b <+ Cy', yp, w)
Return b’

Figure 49: Adversaries C' and D in the proof of Theorem

explain the game chain. Game G5 is identical to game Gy, except instead of giving f(x®z) as an input to the
adversary As we are using the value f(z). Consider adversary C as shown in Figure Note that adversary C
simulate games G, G2 with respect to it’s inputs. Hence,

Pr(Gy = 1] - Pr[Gs = 1] < AdviR5adi(k)

In game G3, we merge the adversaries A, As of game Go. The change is conservative, meaning that Pr[Ga(k) =
1] = Pr[G3(k) = 1]. Game G4 is identical to game G3, except instead of giving G(K ¢, x) as an input to adversary
Ay we are using G(K¢g,2') for uniformly random z’. Consider adversary D as shown in Figure Note that
adversary D simulate games G3, G4 with respect to it’s inputs. Hence,

Pr[G; = 1] — Pr[Gy = 1] < AdvG'5 (k) .
Note that Game G4 corresponds to the game XOR-NM0% (k). Thus,
AdvPgM (k) < AdvREE0(k) + 2 - AdviRgiet (k) .
This completes the proof. |

DiscussioN. We caution that these are new assumptions and must be treated with care. It would be interesting
for future work to establish theoretical constructions meeting them or show that RSA meets them under more
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well-studied assumptions.

7.2 Main Results

First, we establish the security of s-clear RSA-OAEP in the RO model. Then, we show that it is IND-CCA1
and IND-CCA2 secure under respective suitable assumptions. As in Section [3] we actually prove corresponding
notions of IND-CPA + PA, yielding stronger results. We refer to Appendix [D] for the proof in the random oracle
model.

IND-CCA2 RESULT IN RO MODEL. First, note that the partial one-wayness result of [44] does not apply to
this variant, and in fact the negative result of [65] does apply, demonstrating that one-wayness of the trapdoor
permutation is not enough for the scheme to achieve IND-CCA2 security even in the RO model. We show that
XOR-nonmalleability is sufficient.

Theorem 7.3 Let u, (, p be integer parameters. Let F be a XOR-NMO family of one-way trapdoor permutations
with domain {0, 1}?. Suppose G : Kg x {0,1} — {0,1}#*¢ is a RO and H : K x {0, 1}#+¢ — {0,1}* is collision-
resistant. Then OAEPg cear[G, H, F|#T¢] is IND-CCA2 secure in the random oracle model. In particular, for any
adversary A, there are adversaries B, C such that
ind- 2(] 4p r XOor-nm
AdvEaer™? (k) < » tac T2 Adv§ o(k) +4- AdVFEE™ (k)
where p is the number of decryption-oracle queries of A and q is the total number of random-oracle queries A and

M make. Adversary B and C' make at most ¢ random-oracle queries. The running time of B and C are about
that of A.

IND-CCA1 resuLT. To prove IND-CCA1, we use EXT1 and near-collision resistance of the overall OAEP
padding scheme (which follows from assumptions on the round functions as per Section [5)), as well as the assump-
tion that G is a pseudorandom generator and F is XOR-IND (as defined in Section |7.1]).

Theorem 7.4 Let n, u,(, p be integer parameters. Let F be a family of trapdoor permutations with domain
{0,1}#, and let n = |[Kg(1%)]]. Let G : Ko x {0,1}* — {0, 1}#¢ and H : Ky x {0,1}#F¢ — {0,1}* be function
families. Suppose G is a pseudorandom generator, and let F is XOR-INDO with respect to hint function G (as
defined in Section . Also suppose OAEP[G, H] is n-EXT1#%¢ and NCR#*¢. Then OAEP¢ cea[G, H, F|#T¢] is
IND-CCAL1 secure. In particular, for any adversary A that makes g decryption queries, there exist adversaries
C,D, E, and EXT1 adversary B that makes g extract queries such that for all extractors Ext,

n-crite

ind- —ext1# ¢
AdVogEECS_acl,ea,,A(k) < 2 AdVgAE;%g,H],B,Ext(k) +2- AdVOAEP[g,H],C(k)

+6 - AdvFGHO(k) + 4 AdvES (k)

IND-CCA2 REsULT. To prove IND-CCA2, we use EXT2 and near-collision resistance of G, as well as the
assumptions that G is a pseudorandom generator, H is collision-resistant and F is XOR-IND and XOR-NM (as
defined in Section . Note that, EXT2 adversary only makes one image query. Thus, the dependent auxiliary
information is bounded by the size of the image.

Theorem 7.5 Let 1, i, (, p be integer parameters. Let F be a family of trapdoor permutations with domain

{0,1}* and n = |[Kg(1®)]] + [[Kaz(1F)]|. Let G : Kg x {0,1}? — {0,1}**¢ and H : Kg x {0,1}#+¢ — {0,1}7

be function families. Suppose G is VPRG¢, NCR¢ and 7-EXT2, with respect to F, and H is collision-resistant.

Suppose F is XOR-NMO, XOR-IND1 and XOR-IND2; with respect to G. Then OAEPs |G, H, F|FT¢] is

IND-CCA2 secure. In particular, for any adversary A that makes ¢ decryption queries, there exists adversaries

Cy,Cq, D1, Do, D3, E, and adversary B that makes ¢ extract queries such that for all extractors Ext,
AdVERET aK) < 60 AdvE (k) + 18- AdVGTE (k)

s—clear?
+10- Advy o6 (k) +4- Adv§) o, (k) + 4 - AdvEGB0 (k)

+14- AdvPG B (R) + 16 - Advg g (k)
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Games G (k), G2(k) Games G3(k)

b<+s{0,1} b<«s{0,1}

Ko +sKa(1*); Ky +sKu(1*) | Ko +sKa(1¥); Ky s Ku(1¥)
(f, F71) s Kg(1¥) f s Kg(1*)

pk + (K, Kn, f) pk +— (Kg, Kn, f)

(Mo, My, state) s A1 (1%, pk) (Mo, M, state) s A1 (1%, pk)
mp s Mp(1F, pk) ; 75 {0,1}° | mp s Mp(1%, pk) ; <3 {0,1}"
T+ G(Kg,r); s x®(mp]0%) | 2+ {0,1}*T¢; 5 < z@(ms||0°)

2z H(Ku,s);t+ z®r y<+ f(r); c+ (s,9)
y ft); y< f(r) b s Ao(state, c)
c+ (s,y); b «s As(state,c) Return (b =1b")

Return (b =)

Figure 50: Games G1—G3 in the proof of Theorem

ErrFiciENcY. The ciphertext length is 2n + k + p where n is the length of the RSA modulus, k is the security
parameter, and p is the message length. For example, if n = 2048, k = 128, and we encrypt an AES key
with p = 128 (i.e., we use RSA-OAEP as a key encapsulation mechanism, which is typical in practice then
the ciphertext length is 4352. It is interesting to compare this with the standard model IND-CCA2 secure key
encapsulation mechanism of [49], which has only ciphertext length 2n but requires one exponentiation modulo
N with RSA encryption exponent e and one full exponentiation modulo N, so is much more computationally
expensive than our scheme, which is dominated by the cost of one exponentiation modulo N with encryption
exponent e, so again is basically that of standard RSA-OAEP.

Remark 7.6 It is worth mentioning why we are able to get IND-CCAZ2 (i.e., adaptive) security for s-clear RSA-
OAEP but not t-clear. The point is that, in the t-clear setting, it is not even clear how to define EXT2 of OAEP in
a useful way. Since OAEP is invertible, the image oracle should output only part of the image point. But then it is
not clear how the EXT?2 adversary against OAEP can simulate the encryption oracle for the PA2 adversary against
t-clear RSA-OAEP. On the other hand, for EXT2 of G, the image oracle can output the full image point since
G is not invertible. This then allows proving that s-clear RSA-OAEP is PA2 directly (without using monolithic
assumptions on the padding scheme not known to follow from assumptions on the round functions).

7.3 IND-CPA Result

We first show that s-clear RSA-OAEP is IND-CPA secure under suitable assumptions. Then, we show PA0O, PA1
and PA2 security depend on the strength of assumptions on G, H and F. Interestingly, our IND-CPA result uses
an XOR-based assumption on the trapdoor permutation. We also refer the reader to Remark

Theorem 7.7 Let u, ¢, p be integer parameters. Let F be a family of trapdoor permutations with domain {0, 1}.
Suppose G : K¢ x {0,1}? — {0, 1}#+¢ is a pseudorandom generator and H : Kz x {0, 1}#T¢ — {0,1}” is a family
of hash function. Suppose F is XOR-INDO with respect to hint function family G. Then OAEPggear |G, H, F|#+¢]
is IND-CPA secure. In particular, for any adversary A, there are adversaries B, D such that
ind-cpa xor-ind rg
Advoaep (k) <6-AdvEGE (k) +4- Advg’%(k) .

s—clear>

The running time of B and D are about that of A.

Proof: Consider games G1-G5 in Figure Game G corresponds to game IND'CPASAEPS—dear' We now explain
the game chain. Game G> is identical to game G1, except that instead of evaluating trapdoor permutation f on
input ¢, we are evaluating it on input r. Consider adversary B as shown in Figure Note that adversary B
simulates game G1, G5 with respect to it’s inputs. It returns 1 if adversary A can correctly guess the simulated
challenge bit b, and returns 0 otherwise. Hence,

Pr(Gy = 1] — Pr[Gy = 1] < AdvRE A0 (k) .
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Algorithm By(f, Kg,G(Kg,r)) Algorithm Bs(state, yp)

b+s{0,1}; Ky «sKu(1%) (b, pk, s) + state
pk + (K¢, Ku, f) c <+ (s,yp)

(Mo, My, state) <s Ay (1%, pk) b’ <s As(state,c)
mp s My(1%, pk) Return (b =1")

s+ G(Kg,r)®(ms||0%)
z < H(Kp,s); state « (b,pk,s)
Return (state, z)

Figure 51: Adversary B in the proof of Theorem

Algorithm C(Kg, f, f(r),x)
bs{0,1}; Ky +sKpu(1¥)
pk — (K, Kn, f)
(Mo, My, state) +s A1 (1%, pk)
mp s My (1F, pk)

s < x®(mp]|0%) 5 ¢+ (s, f(1))
b’ <s As(state, c)

Return (b =1b")

Figure 52: Adversary C in the proof of Theorem

Next, game (3 is identical to game G, except we are using completely random z in the encryption phase instead
of using pseudorandom value G(K¢,r). Consider adversary C' as shown in Figure Hence,

Pr[Gy = 1] = Pr[Gs = 1] < Adv¥g o o(k) -
From Theorem [7:1] there are adversaries D, E such that

Pr[Gy = 1] - Pr[Gy = 1] < 2- AdvG 5" (k) + 2 - Advy (k) -

We assume wlog that advantage of adversary B is greater than adversary E. Note that Pr[Gs(k) = 1] = 1/2,
since the distribution of the ciphertexts is completely independent of bit b. Summing up,

AdvAeR® (k) <6 AdVRGE (k) +4 - AdvES (k)

s—clear»

This completes the proof. |

7.4 PAO and PA1 Results

We give a full instantiation result for s-clear RSA-OAEP and show that it is PAO and PA1 under suitable
assumptions. We show that s-clear RSA-OAEP inherits the extractability of the underlying padding transform,
in the form of PAO and PA1, as long as the latter is also near-collision resistant. Here we state the result for
an abstract padding scheme rather than specifically for OAEP. Note that results for OAEP then follow from the
round functions in Section [El

Theorem 7.8 Let 7, u,(, p be integer parameters. Let F be a family of one-way trapdoor permutations with
domain {0,1}” and n = |[Kg(1¥)]|. Let PAD be a padding transform from domain {0, 1}*** to range {0, 1}#+¢+7.
Suppose PAD is NCR#*¢ and n-EXT0#*¢. Then PAD[F|#*¢] is PAO secure. In particular, for any PAO adversary
A, there are adversaries Apap, B and extractor Ext such that for all extractors Extpap

0 —extOH ¢ n-crb#t<
Advg/io[qu,A,Ext(k) < AAVEAD Apno Extenn () + AAVERD 5 (K)

The running time of Apap and Ext are about that of A and Extpap, respectively. Furthermore, the running time
of B is about that of A plus the time to run Extpap.

The proof of Theorem [7.8|is very similar to the proof of Theorem [7.9]
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Adversary APO:SD(') (m, f3w)
pk + (m, f)

Run ADSI“(')(pk; w)
Procedure DS1M(c)

v+ Opap (L, ¢[*T¢)

Return v|#

Figure 53: EXT1 adversary Apap in the proof of Theorem

Algorithm Ext(state, c)

(pk,w, st) < state

(v, st) < Extpap(st, T, f, c|"T¢;w)

state < (pk,w, st)

m+ ot reol,

If ¢ # Enc(pk, m;r) then return (state, L)

Return (state, m)

Figure 54: PA1 extractor Ext in the proof of Theorem

Theorem 7.9 Let 7, u,(, p be integer parameters. Let F be a family of one-way trapdoor permutations with
domain {0,1}* and n = |[Kg(1*¥)]|. Let PAD be a padding transform from domain {0, 1}#*# to range {0, 1}#+¢+7.
Suppose PAD is NCR#*¢ and n-EXT1#*¢. Then PAD[F|**¢] is PA1 secure. In particular, for any PA1 adversary
A that makes at most ¢ decryption queries, there are adversaries B, Apap that makes at most ¢ extract queries
and extractor Ext such that for all extractors Extpap

n-cr#t¢

pal n-ext1#+¢

AvaAD[f\#+<],A,Ext(k) < AvaAD,ApAD,ExtpAD(k) + Advpap (k) -
The running time of Apap and Ext are about that of A and Extpap, respectively. Furthermore, the running time
of B is about that of A plus the time to run Extpap.

Proof: Let w be the randomness of PA1 adversary A. We define EXT1 adversary Apap with randomness w
in Figure Note that the auxiliary input f is independent of the key w. Let Extpap be the corresponding
extractor for Apap. We define PA1 extractor Ext as shown in Figure

Note that for any decryption query c that adversary A makes, if ¢ is not a valid ciphertext then extractor Ext
outputs L. Thus, adversary A does not gain any information about b by making invalid decryption queries.
Hence, we assume wlog that adversary A only makes queries for valid ciphertext c.

Assume A makes g extract queries. Let ¢; be the i-th query A makes to the extract oracle and v; be the output
of extractor Extpap on input ci|“+C. Let W be the event where there exists a valid ciphertext ¢; such that v; is
non-empty and extractor Ext outputs L on input ¢;. Let S be the event that game PAl’;‘AEDTH“ +<](k:) outputs 1.
Note that all of the following probabilities are over the choice of public key pk and randomness w. Then,

AAVEaL v age () =2 (Pr[SAW]+Pr[SAW]) -1 .

Note that extractor Extpap either outputs the correct value or 1. Now consider near-collision resistance adversary
—crht¢

B in Figure If event W happens, then B finds a collision. Thus, we have Pr[W ] = Advpap 5 (k). Then

n-cr#t¢

Pr(SAW] < Advpap g (k) -

Let E be the event such that for each decryption query ¢; that adversary A makes, the output of decryption
algorithm Dec and extractor Ext are equal. Then, we obtain Pr [S A W] =Pr [S AW A E} + Pr [S AW A E]
Note that W and E are mutually exclusive since when W happens the output of extractor Ext would be incorrect
for at least one of the extract queries. Thus, we have Pr[SAW AE| = Pr[SAE]. Moreover, we have
Pr[S| E] = 1/2, since for all queries made by A, the outputs of decryption oracle Dec and extractor Ext are
equal. Hence, we obtain Pr[SAE]=1/2-Pr[E].
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Adversary B(w,7) Procedure DSM(c)
out; < €; outy < € y1 " T g < F(clp)
w s Coins(k) ; b+s{0,1} y < yilly2 3 outs + 7 (y)
(f, f7Y) «s Kg(1¥) (st,outs) « Extpap(st,, f, L,c[*¢;w)
pk < (m, f); sk« (7, f7h) If (mr(outy)[*T¢ = 7(out2)|*T< Aouty # outs)
st (w,w) ; state < (pk,w) Halt A
Run APS™MO) (pk; w) mo < Dec(sk, c)
Return (outq, outs) (state, m1) < Ext(state, c)
Return my

Figure 55: NCR adversary B in the proof of Theorem

Consider EXT1 adversary Apap in Figure[53] We know A always makes valid decryption query. Thus, when event
E happens Ext outputs L for at least one of the extract queries. Moreover, if W happens then for all extract
queries either Extpap L or Ext outputs non-empty string. Therefore, when E and W happen, extractor Extpap
fails and outputs L for at least one of the extract queries. Thus,

— = —ext1#t¢
Pr [W AN E] S AdVgAD,tApAD,EXtPAD (k) ’

On the other hand, we know that F and W mutually exclusive. Hence, we get Pr[E] =Pr[W V E]—-Pr[W].
Summing up,
—crht¢

1 —ext1#4+¢
AdVgZD[f\uH],A,Ext(k) < Adngeg,ApAD,ExtpAD(k) +A VE’AD,B (k) .

This completes the proof. |

7.5 PA2 Result

We give a full instantiation result for s-clear RSA-OAEP and show that it is PA2 under stronger assumptions on
G,H and F. We note that we can reduce assumptions as per Theorem [7.2

Theorem 7.10 Let 7, u,(, p be integer parameters. Let F be a family of trapdoor permutations with domain
{0,1}#. Let G : Kg x {0,1}* — {0,1}#*¢ and H : Kg x {0,1}#+¢ — {0,1}” be hash function families. Let
n = |[Kg(1®)]| + |[Ku(1¥)]]. Suppose G is VPRG¢, NCR; and 7-EXT2, with respect to F and H is collision-
resistant. Suppose F is XOR-NM1 and XOR-IND2; with respect to G. Then OAEPs qiear[G, H, F|F+¢] is PA2
secure. In particular, for any adversary A that makes at most g decryption queries and p encryption queries,
there are extractor Ext, adversaries Br, Bg, By, C, D, adversary Ag that makes at most g extract queries and p
image queries such that for all extractor Extg

-ext2 xor-ind2 vpr,
AdVgi\?EP Aeclk) < 3 Advg,]—',A;,ExtG (k) +9p-Advzg o (k) +6p- Advg?[;gc (k)

s=clear’
+5- Advy 5 (k) +2- Advy; g, (k) +2p- AdvPGE (k)

The running time of Aq is about that of A. The running time of Ext is about that of Extg. The running time of
C and D are about that of A plus the time to run Extg. The running time of Br, Bg and By are about that of
A plus the time to run Ext.

Proof: We will need Lemma [7.11] in our proof. We refer to Appendix [E] for the proof of Lemma [7.11]

Lemma 7.11 Let 7,9, be integer parameters. Let G : Kg X GDom — GRng and H : Ky x GRng — GDom
be a hash function family. Let F = (Kg, Eval,Inv) be a trapdoor permutation family with domain GDom and
§ =n+|[Ku(1¥)]|. Suppose G is VPRG, and §-EXT2. function with respect to F. Suppose F is XOR-IND2,
with respect to G. Then G is a n-EXT2, with respect to OAEPs ciear[G, H, F|#+€]. In particular, for any adversary
A that makes at most ¢ extract queries and p image queries, there are adversaries C, D and adversary B that
makes at most ¢ extract queries and p image queries such that for all extractor Ext

AQVEGAeh, ., n () < AAVGT (k) + 3p - AdVEGE™ () + 20 AdvgTp (k)

s—clear?
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Adversary Agc(')’z(') (Ka,v;w) Procedure DSiM(c)
(Ku, f) < v; pk+ (Ka,Knu, f) (s,y) < c; 7+ Oc(sle)
Run APSMEENSNG) (h- ;) z + G(Kg,r)
Procedure ENCSIM(M) m” 5@z ; m o mH
(z,¢) < T(M) Return m

Return ¢

Figure 56: EXT2 adversary Ag in the proof of Theorem

Algorithm Ext(state,c,c)
(pk,w, st) < state
For i =1 to |c| do

(slil, y[d]) <= lil 5 sad] « slillc
(s,y) < c¢; (Ko,Kn, f) < pk
v < (Ku, f)
(st,r) < Exta(st, Kag,v,s2,c, s|c;w)
state < (pk,w, st) ; = < G(Kga,r)
m* < sPx; m <+ m*H
If m*|¢ # 0 then return (L, state)
If ¢ # Enc(pk, m; r) then return (L, state)

Return (m, state)

Figure 57: PA2 extractor Ext in the proof of Theorem

The running time of B is about that of A. The running time of C' and D are about that of A plus the time to
run Ext.

Let w be the randomness of adversary A in the PA2 game. Let Ky be the key for the hash function family
H and f be the evaluation key for the trapdoor permutation family F in the game PA2. We define EXT2
adversary Ag with the hint function OAEPs ¢ear and randomness w in Figure Let v = (Kpu, f) be the key
independent auxiliary input to adversary Ag. Note that auxiliary input v is independent of key K. Let Extg be
the corresponding extractor for Ag. We define PA2 extractor Ext as shown in Figure Let ¢; = (si,y;) be the
i-th decryption query made by A and r; be the correspondence randomness. Note that when decryption query
¢; is invalid Ext will always output L. Hence, the output of Ext and decryption algorithm are always equal on
invalid decryption queries. Thus, we only consider valid queries ¢; made by A.

We define C; to be the set of all ciphertext ¢ produced by encryption oracle before adversary A makes the i-th
decryption query, for all i € [¢]. We also define C; 1 to be the set of all ¢ € C; such that s;|c = s|¢. Let S be the
event that game PA2éAEEX|§5-dear(k) outputs 1 and E be the event such that for all decryption query ¢; made by A,
C;,1 is empty. Then

AdvBis  pe(k)=2-(Pr[SAE]+Pr[SAE])-1.

s—clear>

Note that using the same argument made in the proof of Theorem there exists adversary B such that

1 -ext2 n-cr
Pr(SAE]< - (AdVE Sagp.  ag bxte (K) + Advg 5 (k) +1) .

- s=clear>

Let W be the event such that for at least one decryption query c;, there exists ¢ € C; 1 where r; # r. Then, we
obtain Pr [E] <Pr [E A W] +Pr [E A W} Consider near collision resistance adversary Bg in Figure Note
that, when W and E happen, adversary Bg finds a collision. Thus,

Pr[EAW] < Advg g (k)

Moreover, let @) be the event such that for at least one decryption query c¢;, there exists ¢ € C; 1 where y; = y.
Then, we get that Pr [E A W} < Pr [E AW A Q] + Pr [E AW A Q]. Consider collision resistance adversary
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Adversary Bg(Kg) Procedure DS1M(c) Procedure ENCSIM(M)
b« {0,1}; i<+ 1 (s,9) «c; t« fl(y) m « M(1%, pk)

F<€; C€; 8¢ ¢€ out; < t®H (Kg,s) r[i] s {0,1}"

out; < ¢; outy « ¢ For i =1 to |c| do c[i] + Enc(pk, m;r[i])

st <€ ; w <3 Coins(k) If s|c = s[i]|c Aouty # r[i] |s[i] « c[d]|*TC; i i+1
(f, f71) s Kg(1¥) outy <—r[f] ; Halt A Return c[i]

K s K (17) mg < Dec(sk, c)

pk <+ (Kg, Ku, f) (m1, state) s Ext(state, c, c)

sk +— (Kg, Ku, f71) Return my

state < (pk,w)

Run ADSH\J(~),ENCSIM(»)(pk;w)

Return (outy, outs)

Figure 58: NCR adversary B¢ in the proof of Theorem

Adversary By (Kpy) Procedure DS1M(c) Procedure ENCSIM(M)
b+ {0,1}; i+ 1 (s,y) < c; outy + s m « M(1%, pk)
Fr<¢e; C4c; y<+¢ t+ fy); v t&H(Kp,s) |r[i] «s{0,1}*

out; <€ ; outy < ¢ For ¢ =1 to |c| do cli] < Enc(pk, m;r[i])
st < e ; w <s Coins(k) Ifr=rfi] Ay =yli] yvii]«cli]lp,; i+ i+1
(f, f71) +s Kg(1%) If outy # c[i]|**¢ Return cli]

Ka +s Ka(1%) outy + c[i]|*T¢ ; Halt A

pk <~ (Kg,Kmu, f) mo < Dec(sk, c)

sk <+ (K, Kg, 1) (ma, state) <s Ext(state, c, ¢)

state < (pk,w) Return my

Run A’DSIM(-),ENCS[]\I(-)(pk;w)

Return (outy, outs)

Figure 59: CR adversary By in the proof of Theorem

By in Figure Note that, when events E, W and @ happen, adversary By finds a collision. Thus,

Pr[EAWAQ] < Advy p, (k) .

Note that when events E, W and @ happen, for all decryption query ¢; with non-empty C; 1, we have that r; = r

and y; # y for all ¢ = (s,y) € C; 1. Let ¢; be the first decryption query with non-empty C; 1. Let R be the event

such that for all decryption query ¢; with ¢ < j the output of Ext and decryption algorithm are equal. Therefore,
using the same argument made in the proof of Theorem there exists adversary B such that

A TTF AT TS -ext2 -

Pr [E AW AQA R] < Advg,eOAEfD AG’ExtG(k) + Advggc(k) .

s—clear’

Consider XOR-NM1 adversary Bp in Figure Note that, when events E, W @ and R happen, adversary Br
can win the XOR-NM1 game. Thus, we obtain Pr [E AW AQAN R} <p- Adv’ﬁrg_f‘gl(k). Summing up,

-ext2 n-cr
AdVg?fEP Aplk) < S'Advg,OAElg Ag Exte (B) +5 - Advg 5 (k)

s—clear s—clear>

+2 - Adv§) g, (k) + 2p - AdVGHE (k)
Using Lemma [7.11]

a -ex xor-ind Vpr!
AdVgAZEP A7Ext(k) < 3 Advg,ef,tjé,ExtG(k) +9p- AdV]-'O,g,c QC(k) +6p- AdVg}?DgC (k)

s—clear?

+5 - Advg e (k) +2 - AdVS, p, (k) + 2 - AdVEGTE (k)

This completes the proof. |
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Algorithm Br:(f, Kag,x) Algorithm Br s (st,y)
i+ 1; j+s|p] out; < €; w<¢
S €; C+ ¢ it 1; 84 ¢c; c+c¢
st<€; z4 ¢ (pk,s,w,j) < st
Kp <s K (1F) state < (pk,w)
pk <+ (Kg,Kmu, f) Run APSME)LENGSINE) (- q)
w s Coins(k) Return (w,y)
state < gpk, w) . Procedure DS1M(c)
Run APSMOECO) () (s5,9)
Return (2, 51 It s # s Asle = s[illc Ay # elillo
Procedure DSM(c) out; <y
(m, state) <s Ext(state, c, c) w < H(Kg,s)®H(Ku,s[j])
Return m Halt A
Procedure ENCSIM(M) (m, state) <s Ext(state, c, c)
m «— M(1*, pk) Return m
If i = j then Procedure ENCSIM(M)
s+ m|0°@z; 2+ H(Ku,s) | m« M(1*, pk)
st « (pk,s,w,j); Halt A c[i] + Enc(pk,m)
c[i] < Enc(pk, m) If ¢ = j then
s[i] « c[i][“*¢; i« i+ 1 cli] < (s,y)
Return c[i] sfi] « c[i]|*T¢; i+ i+ 1
Return c[i]

Figure 60: XOR-NM1 adversary Bp in the proof of Theorem
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Generalized SIE and CIE of RSA

In this section, we show black-box extractability properties of RSA, generalizing the work of Barthe at al. [].
Namely, we show that RSA with small exponent is (i, j)-second input extractable and (i, j)-common input ex-
tractable for certain parameters i, j.

COPPERSMITH’S TECHNIQUE. Our proofs rely on Coppersmith’s technique [36] to find small integer roots of
univariate and bivariate polynomials modulo N with unknown factorization. Let us state the results we use.

Proposition A.1 (Univariate Coppersmith) There is an algorithm that on inputs a monic integer polyno-
mial p(X) of degree § with integer coefficients, and a positive integer N, outputting all integer solutions zg to
p(x0) = 0 mod N with |zo| < N'/? in time polynomial in log(N) and 4.
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Proposition A.2 (Bivariate Coppersmith (Heuristic)) There is an algorithm that on inputs a polynomial
p(X,Y) of total degree § with a monic monomial XY %~ for some a, and a positive integer N, outputting all
integer solutions o, yo to p(zo, 7o) = 0 mod N with |z¢yo| < N*/9 in time polynomial in log(N) and 6.

Note while the bivariate Coppersmith algorithm is not know to provably run in polynomial-time, [50} 41, 25} [18]
shows it works well in practice. We consider that sufficient for our purposes.

MAIN RESULTS. We now give the main results of this section. We use tgop(v,5) to denote the maximum running-
time of the univariate and bivariate Coppersmith algorithms on inputs as above. We also use tgyc(v,s) to denote
the maximum running-time of the extended Euclidean algorithm on two univariate polynomials of at most degree
d over Z}‘Vﬂ Recall the RSA trapdoor permutation family, parameterized by N, e where n = [log N, is defined
as fn,e(r) = 2° mod N for z € Z}.

Theorem A.3 The RSA trapdoor permutation family is (i,j)-second input extractable for j —i > (1 — 1/e)n.
The extractor runs in time L Cop(N,e)-

Theorem A.4 The RSA trapdoor permutation family is (i, j)-common input extractable for j —i > (1 —1/€e®)n.
The extractor runs in time toop(N,e2) T T Buc(N,e)-

PROOFS OF MAIN RESULTS. We now give the proofs of the main results.
Proof: (of Theorem [A.3)

Firstly, let’s recall the definition of (i, j)-second input extractable. Let F = (Kg, Eval,Inv) be a trapdoor per-
mutation family with domain TDom. For i,j € N, we say F is (i, j)-second input extractable if there exists an
efficient extractor € such that for every f € [Kg(1¥)] and every z € TDom(k), extractor € on inputs f, f(z), z|7,,
outputs z.

For any element x € Z% and i,j € [0,n], i < j,  can be uniquely represented as x = s - 27 4+ r - 2! + ¢, where
s€{0,1}" 7, r € {0,1}7*, and ¢t € {0,1}". Notice that if j = n or i = 0, we will remove s or ¢ from the formula
respectively. Now, we can rewrite RSA as a function of three arguments:

Ine(®@) = fre(s,rt) = (s-27 +7-2" +1)°mod N .

The high level idea for (i, j)-second input extractable is to solve the monic integer polynomial through coppersmith
algorithm. Specifically, we will construct the extractor £ in several cases:

e i = (. Then the item ¢ will be removed from RSA function, we can represent it as:
Ine(@) = fne(s,r) = (5-2) +7)° mod N .

To construct an extractor £ on inputs r = x|{+1 and ¢ = fy (), we can consider the polynomial p(X) =
0 mod N for p(X) = (X - 27 +1)¢ — ¢. The Coppersmith univariate algorithm requires monic polynomial
to find the root s. However, p(X) is not monic polynomial. Notice that j and e are public, so we can
easily find the inverse of 27¢ € Z%, and multiply p(X) to get a new monic polynomial. On the other
hand, the Coppersmith algorithm can find only roots s < N'/¢, which means 2"~/ < N'/¢_ or equivalently,
j > (1 —1/e)n. The running time of extractor £ can be bounded by the running time of Coppersmith
algorithm tcop(n,e)-

e j =n. This work has been shown in section 5.1 of [4]. The requirement for i is ¢ < n/e and the extractor
& runs within time foop(n,e)-

e i >0 AND j < n. This case will be slightly different from the first case. The extractor £ on inputs r = x|g+1
and ¢ = fn e(x) outputs s, ¢ such that fn .(s,7,t) = c. By using the same strategy, we construct polynomial
p(X,Y) = (X-274+7-2'4+Y)¢—cmod N with two variables X and Y. The bivariate Coppersmith algorithm
could find all integer solutions zg, yo such that |zoyo| < N'/¢, which equals to 27 - 2" < N'/¢, or in other
words, such that j —i > (1 —1/e)n. The extractor £ executes within time tcop(n,e)-

3 Although Z3; is not a field, if the algorithm fails it can recover a non-trivial factor of V.
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Combining these 3 cases, we thus construct an efficient (i, j)-second input extractable algorithm &£ running within
time toop(n,e) When j —i> (1—1/e)n. |

Proof: (of Theorem (A.4)

Again, let’s recall the definition of (i, j)-common input extractable. Let F = (Kg, Eval,Inv) be a trapdoor per-
mutation family with domain TDom. For 4,5 € N, we say F is (i,7)-common input extractable if there exists
an efficient extractor £ such that for every f € [Kg(1%)] and every 1,22 € TDom(k), extractor £ on inputs

[ f(x1), f(x2) outputs @y, x if 1|7, = @2/, ;.

Given two different ¢; = f(21),c2 = f(x2), our goal is to find s1,7,¢; and sy, 7,5 such that ¢; = (s -2/ +7 -2 +
t1)¢ mod N and cp = (s -2 + 72" +t5)° mod N. Let us consider several cases:

e i = 0. In this case, t; and t2 will be removed in the formula. Consider following two polynomials

pl(X,Y) = X° —C1 mod N
p2(X,Y) = (X+Y-27)°—c; mod N

When x¢ = s1 -2 +r and 39 = s — 51, both polynomials equal to 0. Taking p1(X,Y) and p(X,Y) as one
variable polynomial over X, the determinant of the 2e x 2e Sylvester Matrix is a polynomial in Y. On the
other hand, the resultant Res(pi,p2, X), which equals to the determinant of the Sylvester Matrix, has root
at point Y = yq since at point Y = yo, p1(X, o) and p2(X, yo) will share the same root . Therefore, once
we get get Res(pi,p2, X) by computing Sylvester Matrix, we can use univariate Coppersmith algorithm
solve polynomial Res(pi,ps2, X). Notice the specific form of the Sylvester Matrix, a straightforward but
tedious calculation shows that the degree of Res(pi,p2, X) is €2 and the coefficient of ve is 27¢°. We can
easily adjust the coefficient of Ye to 1 by multiplying the inverse of 2i¢* ¢ Z}. Univariate Coppersmith
algorithm requires |yo| < N1/€2, or equivalently, j > (1 — 1/e?)n. Once we work out ¥, p1(X,y) and
p2(X, yo) share the same and unique root xy. Hence, x — xz(or power of (z — xg)) is a common factor of
these two polynomials and can be found by extended Euclidean algorithm. The running time of extractor
& could be bounded by the running time of Coppersmith algorithm tcgp(nv,e2) and the running time of
extended Euclidean algorithm tg,e(y,e)-

e j = n. This work has also been shown in section 5.1 of [4]. The requirement for i is i < n/e? and the
extractor £ runs within time to(y e2) + tEuc(N,e)-

e i >0 AND j < n. The high level idea is almost the same as the first case, while the detail differs. Consider
following two polynomials:

(X, Y1.Ys) = X®—¢; mod N
p2(X,Y1,Y2) = (X+Yl'2j+Y2)e—62mOdN

Both polynomial should be equal to 0 at point (zg = s1-27 +7-2+t1,y1 = s2— 81, y2 = to —t1). Hence, the
resultant polynomial Res(pi,p2, X) over X has roots y; and yo, since p1 (X, y1.y2) and p2(X, y1.y2) share
the same root zg. On the other hand, The determinant of the 2e x 2e Sylvester Matrix associated to the
polynomial p; and py over X, which equal to the resultant polynomial Res(p1,p2, X), is a polynomial with
total degree e? and has one monic monomial Y262. Therefore, we can use bivariate Coppersmith algorithm
get the roots y; and ys for polynomial Res(p1,p2, X). Notice that bivariate Coppersmith algorithm requires
ly1y2| < Nl/erz, which implies j —i > (1 — 1/e?)n. The following part, including solving x¢ and running
time will be same as the first case.

In summary, we have an efficient (i,5)-common input extractable algorithm for RSA if j —i > (1 — 1/e?)n, as
required. |
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Games G (k), G2(k) Games G3(k), Ga(k)
bs{0,1}; Kg +sKg(1F) b+s{0,1}; Kg +sKg(1¥)

(f; f71) s Ke(1¥); pk  (Ka, f) | (f,f7') «sKeg(1*); pk + (Ka, f)
(Mo, My, state) s ATOLO (15 pk) | (Mo, My, state) s ATO1O (1% pk)

mp <—$ M?ol(‘)(lk,pk) mp <—$ M?Ol(‘)(lk,pk)

r<s{0,1}”; z < G(Kga,r) r<s{0,1}"; z < G(Kga,r)

s <+ xP(my||0°) s+ x®(myp||0°) ; t <3 {0,1}”

If H[s] # L then z+ tPr; H[s] + z; c+ f(s]|t)
bad; « true ; H[s] +s {0,1}" d s AS920) (¢, state)

Else Hl[s] +s{0,1}" Return (b =d)

24 Hls; t & 2@r; ¢+ f(s]lt) Procedure RO (v)

d s Al;o?(') (¢, state)
Return (b =d)

Procedure RO (v)

Return RO(v)
Procedure RO2(v)

Ret RO If v = s then
eturn (v) bads < true ; return RO(v)
Procedure RO (v) Return RO(v)

Return RO(v)

Figure 61: Games G1;—G, in the proof of Theorem |B.1

B IND-CPA Result Under Partial One-Wayness

Theorem B.1 Let n,u,(,p be integer parameters. Let G : Kg x {0,1}? — {0,1}**¢ be a pseudorandom
generator and H : {0,1}#*¢ — {0,1}” be a RO. Let F be a family of trapdoor permutations with domain {0, 1}",
where n =+ ¢ + p. Suppose F is (u + ¢)-partial one-way. Then OAEP[G, H, F] is IND-CPA. In particular, for
any adversary A = (Aj, As), there are an adversary D and an inverter I such that,

2q

Advgacra o o a(k) < 2q- AdVEY (k) 4 6 - AdvES, (k) + T

OAEP[G,H,F]
where ¢ is the total number of random-oracle queries of A. The running time of D and I are about that of A.

Proof: Consider games G-Gg in Figures[61}{62} Each game maintains two independent random oracles RO and
RO. Procedure RO maintains a local array H as follows:

Procedure RO(v)
If Hv] = L then H[v] <s{0,1}*
Return H[v]

For simplicity, we omit the code of RO, RO in the games. In each game, we use RO to denote the oracle interface
of adversary A; and message samplers Mg, M; and we use RO to denote the oracle interface of adversary As.
Game G corresponds to game IND—CPASAEPn. Then

AdVEREEA(K) <2 PriGa(k) = 1]~ 1.

We now explain the game chain. Game G5 is identical to game (G, except in the encryption of message my,
if either adversary A; or message sampler M, queried s to their random oracle RO1, then it chooses a fresh
random value for H[s]. Games G; and G2 are identical-until-bad;, and thus from the Fundamental Lemma of
Game-playing [14],
Pr[Gi(k) = 1] —Pr[Ga(k) = 1] < Pr[Ga(k) sets bad; ] .

Now, consider adversary B attacking the psudorandom genetator G in Figure We know that, Adve,5;(k) =
2 - Pr [PRG-DIST& (k) = 1] — 1. Let PRG-REALZ be the game identical to game PRG-DIST{ condition on
b=1, and PRG—RANDg be the game identical to game PRG—DISTg condition on b = 0. Then,

Advy% (k) = Pr [PRG-REALE = 1] — Pr [PRG-RANDZ = 1] .
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Games G5(k) Games Gg(k)

bs{0,1}; Kg +sKg(1F) b+s{0,1}; Kg +sKg(1¥)

(f: ) s Keg(1%) 5 pk < (Ka, f) | (f,f7") s Ke(1%); pk « (Ka, f)
(Mo, My, state) +s A?Ol(')(lk7 pk) | (Mo, My, state) <s Ai‘ol(')(lk7 pk)
mp <3 M?ol(‘)(lk,pk) mp <3 M?Ol(‘)(lk,pk)
r+s{0,1}7; x <s {0, 1}+F¢ r+s{0,1}7; s+ {0, 1}+F¢

s+ x®(ms)|0%) x + s®(msp]|0°)

t+s{0,1}"; c+ f(s]|t) t+s{0,1}"; c+ f(s]|t)

d +s A;{OZ(') (¢, state) d s AQROz(') (¢, state)

Return (b =d) Return (b = d)

Procedure RO (v) Procedure RO (v)

Return RO(v) Return RO(v)

Procedure RO;(v) Procedure RO2(v)

If v = s then return RO(v) If v = s then return RO(v)
Return RO(v) Return RO(v)

Figure 62: Games G5, Gg in the proof of Theorem |B.1]

Algorithm B(K¢,x) Procedure ROSIM; (v)
(f, 1) <5 Kg(1¥) ; out < 0 If H[v] = L then
pk + (Ka, f); b<=s{0,1} H[v] < {0,1}*

(Mo, My, state) s AT 1k pEy | Return H[v]
My < /\/leosml(')(lk, pk)
s+ z@®(my||0°)

If H[s] # L then out + 1

Return out

Figure 63: Adversary B in the proof of Theorem [B.1

Note that Pr [PRG-REALZ = 1| = Pr[G>(k) sets bad; ]. Moreover, in the PRG-RANDZ, the probability ad-

versary A queries for s is uniformly random. Multiplying for ¢ random-oracle queries we have Pr[PRG—RANDg =

1] < q/2#*¢. Thus
q

Pr[Gy(k) sets bad; ] < Advg% (k) + TR

In game G5, we reorder the code of game G5 in producing t. The change is conservative, meaning that Pr[Ga(k) =
1] = Pr[G3(k) = 1]. Game G4 is identical to game G, except in procedure ROs, if adversary A, make a query
for s, then the oracle lies, calling RO instead. Game G3 and game G4 are identical-until-bady, and based on
Fundamental Lemma of Game-playing [14],

Pr[Gs(k) = 1] — Pr[Ga(k) = 1] < Pr[G4(k) sets bada] .

Consider adversary C attacking the psudorandom genetator G in Figure Let PRG—REALg be the game
identical to game PRG-DISTS condition on b = 1, and PRG-RANDE, be the game identical to game PRG-DISTS,
condition on b = 0. Then,

Advy% (k) = Pr [PRG-REALG = 1] — Pr[PRG-RANDg = 1] .

Note that Pr[PRG-REALE = 1] = Pr[Gy(k) sets bada]. To bound the probability of game PRG-RANDE
outputs 1, we construct inverter I attacking the family of partial one-way trapdoor permutation F in Fig-
ure Note that if adversary As queries for s then inverter I could invert challenge ¢. Hence, we have
Pr [PRG-RANDG = 1] < ¢ Adv®} (k). Thus,

Pr[G4(k) sets bady ] < Advy % (k) +q - AdvyY (k) .
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Algorithm C(Kg, z) Procedure ROSIM; (v)
(f, 1) «sKg(1*) ; out < 0 If H[v] = L then H[v] <-s{0,1}"
pk «+ (Kea, f); b+s {0,1} Return H [v]
ROSIM1 () 1k
(Mo, My, state) s A1 pk) | procedure ROSIM2 (v)
mp s Mfosml(')(lk, pk)
5 < x®(mp|0°) 5 t <5 {0,1}”
e f(sllt)
Run AS99"20) (¢ state)

Return out

If v = s then

out < 1; Halt run of A,
If Hv] = L then H[v] < {0,1}*
Return H [v]

Figure 64: Adversary C in the proof of Theorem [B.1

Algorithm I(f,c) Procedure ROSIM; (v)
b<+s{0,1}; < 0;0out+ L;i<sq | If H[v] = L then H[v] <5 {0,1}*
Kg +sKa(1%); pk + (Ka, f) Return H [v]

ROSM1 (+) /1 k
(Mo, Ml,Rs(fgte) NI (1% 2k) | Procedure ROSIMz(v)
my s My OO (18, pl)
Run AI;OSIMZ(') (¢, state)

Return out

j—J7+1
If j =i then
out < v ; Halt run of A,
If H[v] = L then H[v] +s{0,1}"
Return H [v]

Figure 65: Inverter [ in the proof of Theorem |B.1

Next, game Gj is identical to game G4, except we are using completely random z in the encryption phase instead
of using the psudorandom value G(K, ). Consider adversary D as shown in Figure Then

Pr[Gy(k) = 1] — Pr[G5(k) = 1] < Advg 5 (k) .

In game G, we reorder the code of game G5 in producing s. The change is conservative, meaning that Pr[G5(k) =
1] = Pr[Ge(k) = 1]. Note that, Pr[Gs(k) = 1] = 1/2, since the distribution of ciphertexts is completely
independent of bit b. Assuming that the advantage of adversary D is greater than the advantage of adversaries
B and C, we have

2q

AV, (k) < 20 AQVEY (1) + 6 AdvES, (1) + or

This completes the proof. |

C S$IND-CPA-KI implies $SIM-CPA-KI

Theorem C.1 Let PKE = (Kg, Enc,Dec) be a PKE scheme. Let A be a $SIM-CPA-KI adversary against PKE
with respect to message sampler M. Then, there exist a simulator S and an $IND-CPA-KI adversary B with
respect to message samplers Mo, M such that for all k € N

$sim-cpa-ki $ind-cpa-ki
AdVPKE,A,S,M(k) <8l AvaKE,B,MO,Ml(k)

+
VS
N3
N———

ol

where Mgy, M are 2-induced distributions of M.

Proof: The proof is similar to the proof of Theorem 3.1 from [45]. We begin by showing that it is suffices to
consider $SIM-CPA-KI adversaries where the output of A.f is boolean.

Claim C.2 Let PKE = (Kg, Enc,Dec) be a R-PKE scheme. Let A be a $SIM-CPA-KI adversary against PKE
with respect to message sampler M. Then, there is a boolean $SIM-CPA-KI adversary B such that for all k € N

$sim-cpa-ki $sim-cpa-ki
AdVPKEA,SA,M(k) < 2AdVPKE7B,SB,M(k) .
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Algorithm D(Kg,x) Procedure ROSIM; (v)
(f, f71) s Kg(1¥) If Hjv] = L then Hv] <s{0,1}"
pk «+ (Kea, f); b+s {0,1} Return H [v]

ROSIM1 () 1k
(Mo, M1,Rs£?te) s A1 K) | procedure ROSIMz(v)
mp s M, IMl<')(1k,p/c)
5 < x®(mp|0°) 5 t <5 {0,1}”
e f(sllt)
b s AROSM20) (¢ state)
Return (b =)

If v = s then H[v] s {0,1}"
If H[v] = L then H[v] <+ {0,1}*
Return H [v]

Figure 66: Adversary D in the proof of Theorem [B.1

Algorithm B.pg(1%) Algorithm B.f(m, pars)
param s A.pg(1¥) (r, param) < pars

7 s {0, 1}AFr0) t «—s A.f(m, param)

pars < (r, param) Return (r,t)

Return pars Simulator Sg(pk, |m/|, pars)

Algorithm B.g(pk, ¢, pars) (r, param) < pars
(r, param) < pars w <3 Sa(pk,|m|, param)
w s A.g(pk, c, param) Return (7, w)

Return (r,w)

Figure 67: $SIM-CPA-KI adversary B and simulator Sg in the proof of Theorem |C.1
where the running time of B is about that of A plus O(¥).

PROOF OF CLAIM[C.2] Let B be the adversary attacking PKE and Sp be the corresponding simulator as specified
in Figure (670 Let E4 and Ep be the events that games $SIM-CPA-KI-REALA:Y! and $SIM-CPA-KI-REALS !
output 1, respectively. Hence,

Pr[Ep] = Pr[Ea]l+;(1—Pr[E4])

N | =

(
1 1
= —-Pr|FE -
5 r| A]+2

Let T4 and Tp be the events that games $SIM—CPA—KI—IDEAL§‘,’(%A’M and $SIM—CPA—KI—IDEAL§R”EB M output
1, respectively. Similarly, we have Pr[Tg] = Pr[T4]/2+1/2. Thus, Advﬁi?ﬁf’gﬁk(k) <2 Adviﬁ?’lg’gj’lﬂ/{(lﬂ).
This completes the proof of Claim [C.2]

Next, we claim that it is suffices to consider balanced $SIM-CPA-KI adversaries meaning the probability the
partial information is 1 or 0 is approximately 1/2. We call A §-balanced boolean $SIM-CPA-KI adversary if for
all b e {0,1}

1
‘Pr[t =b : t<+s Af(m,param)] — 3 <46 .
for all param and m output by A.pg and M, respectively.

Claim C.3 Let PKE = (Kg, Enc, Dec) be a R-PKE scheme. Let B be a boolean $SIM-CPA-KI adversary against
PKE with respect to the message sampler M. Then for any 0 < § < 1/2, there is a d-balanced boolean
$SIM-CPA-KI adversary C such that for all k € N

$sim-cpa-ki 2 2 $sim-cpa-ki
Advpye 5sp m(k) < (5 + 1) “Advpye csoom(k)
where the running time of C' is about that of B plus O(1/4)

PrOOF OF CLAIM For simplicity, we assume 1/4 is an integer. Let C' be the adversary attacking PKE and
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Algorithm C.pg(1%) Algorithm C.f(m, param)
param <s B.pg(1¥) t <—s B.f(m, param)
Return param js{l,---2(1/6) + 1}
If j <1/6 then return 0
Else if j < 2(1/0) return 1

Algorithm C.g(pk, ¢, param)
w <3 B.g(pk, ¢, param)

ies{1,---2(1/6) + 1} Else return ¢

If ¢ < 1/6 then return 0 Simulator Sc(pk, |m|, param)
Else if ¢ < 2(1/§) return 1 w <3 Sp(pk, |m|, param)

Else return w k<+s{l,---2(1/6) + 1}

If k£ <1/6 then return 0
Else if k < 2(1/6) return 1

Else return w

Figure 68: $SIM-CPA-KI adversary C and simulator S¢ in the proof of Theorem [C.1

Sc be the corresponding simulator as specified in Figure [68] It is easy to see that C' is d-balanced, since for all
be{0,1}

1 1
Prit=10 : t<—$C.f(m,param)]—§‘ §m .

Let Ep and E¢ be the events that games $SIM-CPA-KI-REALSY' and $SIM-CPA-KI-REALS:Y' output 1,
respectively. Let T be the event that 7,5 = 2/6 + 1. Thus,

Pr[Ec] = Pr[Ec|T] -Pr[T}—&—Pr[EC \T] -Pr[T}

_ (72/51+ ) Pr(Bs) + 5Pr[T] .

Let To and T be the events that games $SIM-CPA-KI-IDEALS 2 and $SIM-CPA-KI-IDEALS:2” output
1, respectively. Similarly, we have

Pr[Tc] = (W)QPr[TB] + %Pr [T] .

. . 2 . .
Thus, Adve 5y (k) < (2/5 + 1) - AdvpgpcPe . (k). This completes the proof of Claim |C.3

Finally, we conclude the proof with following claim.

Claim C.4 Let PKE = (Kg, Enc,Dec) be a R-PKE scheme. Let C be a d-balanced boolean $SIM-CPA-KI
adversary against PKE with respect to the message sampler M. Then there is a $IND-CPA-KI adversary D such
that for all k € N ) e .
$sim-cpa-ki $ind-cpa-ki
AdVPKE,C?S,M(k) < §AdVPKE,Dp7MO7M1(k) + 5 (5 + 5) .
where Mg, M are log(1/(1/2 — §))-induced distributions of M and the running time of D is about that k-times
of C.

Proor or CLAIM . We define Eg"l and Ele’l to be the events that game SBIND—CPA—KI—LEFT,?RJEW’’M1 and
SSIND—CPA—KI—RIGHT}?,{,;A"’M1 output 1, respectively. We also define Elg’o and Eé’o to be the events that game
SSIND—CPA-KI—LEF’I’FE)RJEM"’M1 and $IND-CPA—KI—RIGHTJPDKQA”’M1 outputs 0, respectively. Consider adversary

D attacking PKE and message samplers Mg, M; shown in Figure Therefore, we have Advﬁiﬁg:gjxl& M, (k) =

Pr [Eg’l} —Pr [Eé’l } . Let T to be the event that the final return statements of Mg and M are executed and
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Algorithm D.pg(1%) Algorithm D.g(pk, ¢, param)
param <s C.pg(1%) b’ «s C.g(pk, c, param)
Return param Return b’

Algorithm M,(1%, param) Algorithm M, (1%, param)

For i =1 to k/2 do: For i =1 to k/2 do:
m s M(1*, param) m s M(1*, param)
If C.f(m, param) = 0 then If C.f(m, param) = 1 then
Return m Return m
Return m Return m

Figure 69: $IND-CPA-KI adversary D and constructed sampler Mg, M in the proof of Theorem|C.1

Simulator Sc(pk, param, |m|)
m’ <s M(1%, param)

¢ + Enc(pk,m’)

w s A.g(pk, ¢, param)

Return w

Figure 70: Constructed simulator S¢ in the proof of Theorem |C.1

let X =Pr| Ef" |T|+Pr[EL°|T)|. Hence,

AdvRETE v ) = (Pr[ERYIT| = Pr[ BRI T]) - Pr([T] (1)
= (Pr[BRMIT]+Pr[ BRI T] ~1) - Pr[T] 2)
= (x-1)-Pr[T]. (3)

We define B and E2 to be the events that game $SIM-CCA-KI-REALS Y and $SIM-CCA-KI-IDEALS 2™
outputs 1, respectively. Consider the simulator S¢ as shown in Figure[70} Note that,

Pr[EL] =Pr[Co(m) =1]-Pr [Egvl |T} +Pr[C.f(m) =0]-Pr [Eé’o \T} .

Assume Pr[C.f(m) = 1] = 1/2—¢, for some € € [~1/2,1/2] and let Y’ = Pr [Eg’l T
f

we have Pr [ EL | = X/2+€-Y. On the other hand, we have Pr [ E | = Y, Pr[C.f(m’)
We also have,

Pr [Eé’o | T}. Therefore,
=b]-Pr[C.g(pk,c) =0].

Pr[C.g(pk,c)=0] = ZPr [Cf(m) =0b]-Pr[C.g(pk,c) =0|Cf(m)="0]
b=0

= Pr[Cf(m)=0] Pr [Ef,’o |T} +Pr[Cf(m) =1] (1 —Pr [Eg’l \T])

= %(Y+1)+(X—1)-e.

Similarly, we have Pr[C.g(pk,c) =1]=1/2(1—-Y)+ (1 — X) - e. Thus,

1

$sim-cpa-ki
AdVPKE,Cf)S,;/l<k) = (5 - 262)(X —1) (4)

IA

1
Lxen 6
From equations and we obtain that Advﬁiﬁg'gp?\f; M, (k) > 2Adv§i?g’§'ﬁ (k) -Pr[T]. Moreover, we know

59



that C is a d-balanced adversary. Then,

$ind-cpa-ki $sim-cpa-ki 1 k
AdVEE TS0, (B 2 2AdVEEEER (0 (1 (5 +9)°)
S . 1 k
$sim-cpa-ki
Z 2AdVPKE,CC'f)§,M(k) - (5 + 6) )

Setting 6 = 1/4, will conclude the proof of Theorem |

D Security of s-clear RSA-OAEP in the RO Model

We show that s-clear RSA-OAEP is IND-CCA2 secure in random oracle model. As a warm-up (which is useful
in the final result), we begin by showing that s-clear RSA-OAEP is IND-CPA secure.

Theorem D.1 Let u,(,p be integer parameters. Let F be a family of one-way trapdoor permutations with
domain {0,1}*. Let G : K¢ x {0,1}? — {0,1}#7¢ be a RO and H : Kz x {0,1}#+¢ — {0,1}” be a function family.
Then OAEP_ear[G, H, F] is IND-CPA secure in the random oracle model. In particular, for any adversary A,
there is an adversary B such that
AdviiEes (k) < 24 o Advyt (k)
OAEP (e, , ANV = 9p F.B :

where ¢ is the total number of random-oracle queries of A and M. Adversary B makes at most ¢ random-oracle
queries. The running time of B is about that of A.

Proof: Consider games G1—-G4 in Figure Each game maintains two independent random oracles RO and
RO. Procedure RO maintains a local array G as follows:

Procedure RO(v)
If G[v] = L then G[v] +s {0, 1}#+¢
Return G[v]

For simplicity, we omit the code of RO, RO in the games. In each game, we use RO; to denote the oracle interface
of adversary A; and message samplers Mg, M7 and we use ROs to denote the oracle interface of adversary As.
Game G corresponds to game IND-CPAéAEPS_dw. Then

ind-cpa _ 9. _
AdeAEPs'cIear’A(k) =2-Pr[Gi(k)=1] -1 .
We now explain the game chain. Game G5 is identical to game G, except in the encryption of message my,
if either adversary A; or message sampler M, queried r to their random oracle RO1, then it chooses a fresh
random value for G[r]. Games G; and G, are identical-until-bad;, and thus from the Fundamental Lemma of
Game-playing [14],
Pr[Gi(k) = 1] — Pr[Ga(k) = 1] < Pr[Ga(k) sets bad; ] < ;ip .

In game G3, we reorder the code of game G5 in producing s. The change is conservative, meaning that Pr[G2 (k) =
1] = Pr[G3(k) = 1]. Game G| is identical to game G3, except in procedure RO, if adversary A; make a query
for r, then the oracle lies, calling RO instead. Game G3 and game G4 are identical-until-bads, and based on
Fundamental Lemma of Game-playing [14],

Pr[Gs(k) = 1] = Pr[Gu(k) = 1] < Pr[Gy(k) sets bads] .
Consider adversary B attacking trapdoor permutation F in Figure Then,
Pr[Ga(k) sets bads ] < Advy5(k)

Note that Pr[G4(k) = 1] = 1/2, since the distribution of the ciphertexts are completely independent of the bit b.
Summing up,

ind-cpa
Advopep

s—clear?

2q ow
alk) < 5 T2 Adv (k)
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Games G (k), Ga2(k) Games G3(k), Ga(k)

b«s{0,1}; Kg s Kg(1¥) b+s{0,1}; Kg +sKg(1%)

(F, 171 s Kg(1™) 5 pk « (Ku, f) | (f,f7") ¢ Ke(1¥) 5 pk  (Kn, f)

(Mo, My, state) s A?Ol(')(lk, pk) (Mo, My, state) +s A?Ol(')(lk7 pk)
My <8 Mfol(')(lk,pk) s s{0,1}° | mp <8 Mfol(‘)(lk,pk); r <3 {0,1}"

If G[r] # L then 5 {0, 1} ; z < sP(my||0°)
bad; « true ; G[r] <s {0, 1}#*¢ Gr] <~ z; z < H(Km,s); t < z&r

Else G[r] < {0,1}*%¢ y+ f(t); c+ (s,y)

z <+ Gr]; s < x®(my||0°%) d s A2 (¢, state)

z 4 H(Kpn,s); t+ z®r Return (b =d)

y = f); e (s9) Procedure RO (v)

d<s A‘;O"‘('> (¢, state)
Return (b = d)

Procedure RO;(v)

Return RO(v)
Procedure RO2(v)

Ret RO If v = r then
eturn (v) bads < true ; return RO(v)
Procedure RO2(v) Return RO(v)

Return RO(v)

Figure 71: Games G1;—G, in the proof of Theorem [D.1

Algorithm B(f,y) Procedure ROSIM; (v)
Ky +sKu(1%); out + L If G[v] = L then G[v] s {0, 1}*T¢
pk + (Ku, f); b+s{0,1} Return G[v]

ROSMM; (+) 1k
(Mo, M, stgte) NG (1%,7k) | Procedure ROSImM2(v)
My s M?()SIMl(-)(lkypk)

If f(v®z) =y then
s {0,114, 2 < H(Kp, s) Jvdz) =y

out « v ; Halt run of Ao

;f_ (j}i%)sm(.) tat If G[v] = L then G[v] s {0, 1}#*¢
un A, (c, state) Return G[v]
Return out

Figure 72: Adversary B in the proof of Theorem

This completes the proof. |

To achieve IND-CCA2 security, we need additional assumptions on ‘H and F. In particular, we need H to be
collision-resistant and trapdoor permutation family F to be XOR-non-malleable. (The latter is also necessary in
general due to [65].)

Theorem D.2 Let u,(,p be integer parameters. Let F be a family of trapdoor permutations with domain
{0,1}*. Suppose G : Kg x {0,1}? — {0,1}#*¢ is a RO and H : Ky x {0,1}#+¢ — {0,1}” is collision-resistant.
Suppose F is XOR-NM. Then OAEP_gear[G, H, F] is IND-CCA2 secure in the random oracle model. In particular,
for any adversary A, there are adversaries B,C and D such that
Ad ind-cca2 2(] 4p owf cr xor-nm0
VOAEPs'c\eaMA(k) S 27 + 27 + 2- Adv]“,B(k) + 2- Ade,C(k) + 2- AdV]:7D (k) .

where p is the number of decryption-oracle queries of A and ¢ is the total number of random-oracle queries of A
and M. Adversary B,C and D makes at most ¢ random-oracle queries. The running time of B,C and D are
about that of A.

Proof: Consider games G1,G2 in Figures Then

AdvBEea? (k) =2.Pr[Gi(k) = 1] —1 .

s—clear>

Game G is identical to game Gy, except for the following. In procedure DEC(c), instead of using the decryption
of OAEPI[G, H, F] to decrypt ¢, we maintain the set Dom of random-oracle queries r that adversaries A; and Ay
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Games G1(k), G2(k) Procedure DEec(c’) /| of game G
b<s{0,1}; Dom < 0; Kg s Ku(1¥) sk (Ku, f™)

(f, f7H) «<s Kg(1®) ; pk < (K, f) m’ <« Dec(sk, )

(Mo, My, state) s AVZCCIROSMO 1k iy | Return m’

my s MyCO (1%, pk) 5 v -5 {0,1}°

Procedure DEec(c’) /| of game G>
z <+ RO(r) ; 5 + zB(my||0%)

(s'y') ¢
24+ H(Kpy,s); t < 20r For r € Dom do
y f(t); e (s,9) If RO(r)|c = &'|¢ then

d s ADPCOROSNO) (0 gpate)
Return (b = d)

m* + §@RO(r) ; m' + m*|*
If ¢ = Enc(pk,m’;r) then
Procedure ROSIM(r) Return m/

Dom < Dom U {r} Return L

Return RO(r)

Figure 73: Games G; and G5 of the proof of Theorem

Algorithm C(Kg) Procedure Dec(c’)

out; < L ; outy + L; b+s{0,1} (s",9) ¢

(f, f71) s Kg(1) 5 pk (K, f) v [Ty )eH(Kh, s)

(Mo, My, state) s ADCOROSMO 1k gy | If s # 8" and s|¢ = 8¢ and y =y and r =1’
my s Méiol(')(lk,pk) ; r+s{0,1}° outy + s'; Halt A

z + RO(7) ; 5 < z®(my||0°) For r € Dom do

z+ H(Kpn,s); t+ zor If RO(r)[¢ = s|¢ then

out; < s; Y+ f(t); e+ (s,9) m* <+ s'®RO(r) ; m' < m*|*

Run AD™O-ROSMO) (0 gtate) If m*|¢c = 0° and ¢ = Enc(pk, m/;r) then
Return outy, outs Return m/

Procedure ROSM(r) Return L

Dom < Dom U {r}

Return RO(r)

Figure 74: Adversary C in the proof of Theorem [D.2

make. If there is 7 € Dom and a message m such that c is the corresponding ciphertext of m under randomness
r, then we return m; otherwise return L. Wlog, assume that A; stores all random-oracle queries/answers in its
state; that is, both A; and Ay also can track Dom and implement the DEC procedure of game G5 on their own,
without calling the decryption oracle. The adversaries can distinguish the games if and only if they can trigger
DEC of game G to produce non-L output.

For i € [p], let ¢; = (s, ;) be the i-th decryption queries made by A and r; = H(Ky,s;)®f (y;). Note that
in the game G5 when r; € Dom, adversary A always get the correct plaintext. Therefore, adversary A can
distinguish the games if and only if there exist ¢; such that ¢; is a valid ciphertext and r; ¢ Dom. Let ¢ = (s,y)
be the challenge ciphertext and r be the corresponding randomness. We define T" to be the event that there exists
at least one decryption query c¢; such that the corresponding randomness r; ¢ Dom U {r} and RO(7;)|c = silc.
We also define R to be the event that there exists at least one decryption query ¢; such that the corresponding
randomness 7; = 7 and s|¢ = s;|¢c. Note that when T" or R happen, adversary A can distinguish game G; and
game GGo. Then
Pr[Gi(k) = 1] —Pr[Ga(k) = 1] <Pr[T]+Pr[TAR] .

Moreover, we know for any decryption query ¢;, when there is no prior random-oracle query on r;, RO(r;)|¢ is
equal to s;|¢ with probability 27¢. Multiplying for p decryption-oracle queries, we obtain Pr[T] < p/2°. Next,
we define E; to be the event such that there exists at least one decryption query c;, where r; =r, s # s;, s|¢ = si¢
and y = y;. We also define F» to be the event such that there exists at least one decryption query ¢; where r; = r,
s # 84, S|lc = 8;i|c and y # y; and Es to be the event such that there exists at least one decryption query ¢; where the
corresponding r; = 1, s = s; and y # y;. Then, we obtain Pr [T/\ R] <Pr [T/\ E1]+Pr [T/\ Eg]—!—Pr [T/\ Eg].
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Algorithm D(f,y) Procedure Dec(c’)

out; + L ; outy + L; b+s{0,1} (s, y) < ¢

Ky «sKu(1¥); pk « (Ku, f) If s # 5" and s|¢ = 5| and y # ¢/

(Mo, My, state) s ADTCCROSMO) 1k 1y out; « H(Ku,s)®H(Ku,s')

my s Myt (1% pk) 5 @ s {0, 1}#F¢ outz ¢ y'; Halt A

s a®(ms]|09) ; ¢+ (s,7) For r € Dom do

Run Aglzc(»),R,OSIl\'I(J(C7 state) If RO(r)‘C = S/|§ then

Return (outy, outs) m* <« s’@RO(r) ; m' « m* |
If m*[¢ = 0° and ¢’ = Enc(pk,m’;

Procedure ROSIM(r) mle =0 Ijm c nc(pk, m’sr)

Return m
Dom < Dom U {r} Return L
Return RO(r)

Figure 75: Adversary D in the proof of Theorem

Note that when E; happens, there exists at least one decryption query ¢; such that r; = r, s # s;, s|¢c = s;|¢ and
y = y;. Consider adversary C attacking the hash function family H in Figure [74] Note that when adversary A,
makes such decryption query, adversary C' is able to find a collision. Then, we obtain Pr[ £ | < Advy (k).

Next, when Ey happen, there exists at least one decryption query ¢; such that r; = r, s # s;, s|lc = sil¢
and y # y;. We define S to be the event such that there exists at least one decryption query c¢; where the
corresponding r; # r and s|¢ = RO(r;)|¢. Thus, we obtain Pr [T AFEy| =Pr[TAE;AS|+Pr[TAEAS].
Note that when event S happens, we get a collision on random oracle G. Multiplying for p decryption-oracle
queries, we get Pr [T A E; A S| < p/2°. On the other hand, consider XOR-NMO adversary D attacking the
trapdoor permutation family F in Figure Note that when T, E, and S happen, XOR-NMO adversary D is
able to successfully attack 7. Then, we obtain Pr [T A E; A S| < Adv’}grf,“mo(k).

Moreover, when Fs3 happens, there exists at least one decryption query ¢; such that r; = r, s = s; and y # ;.
Note that this is impossible to happen since when s = s; and y # y;, the corresponding randomness r; # r. Now
in game Go, the decryption oracle always return correct answer whp. Thus wlog, assume that adversary A never
makes any decryption query, meaning that they only launch a IND-CPA attack. Hence

1

Pr(Ga(k)=1] < 5

1 ind-cpa
+§Ade§Ef)p alk)

s—clear’

From Theorem [D.1]

- 2 4 §
Advgaes™ (k) < 2—3 - 2—12 +2- AdvR (k) +2- AdvS o (k) + 2 - AdvEE™0 (k) .

This completes the proof. |

E Proof of Lemma [7.11]

Consider the games G1—G7 in Figure Note that game G is identical to EXT2 game with hint function
OAEP;_ear[G, H, F|#+¢]. Then,

Pr[Gi(k) = 1] = Advlones 4e(k) .

We now explain the game chain. Game G is identical to game (1, except in the image oracle, instead of using
value H (K, s)®r as t, we use value r. Consider adversary C; for £ € [p] in Figure[77} We have Pr[G(k) = 1]—

Pr{Gqy(k)=1]<>, Adv?gjgj% (k). Wlog, we can assume there exist adversary C such that for all £ € [p], we

have Advxfirg_jgf% (k) < Adv’}ofg_fg‘m< (k). Then we obtain

s—clear?

Pr[Gi(k) = 1] — Pr[Ga(k) = 1] < p- Adviyg o (k) .

Next, game (73 is identical to game G2, except in the image oracle, we use uniformly random value in producing ¢
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Games G (k), G2(k)
1< 1; 74 1; w<sCoins(k); out< 0
P4 €; Sp4€; X4 €; Cé¢
KG <38 ICC;(lk) ] KH <3 ICH(lk)
(f, f71) «sKg(1®) ; state « (Kg,Ku, f)
Run AO(')’I(')(Kg,KH,f;w)
For i =1 to |r| do
If Jv: G(KG,’UNC = Sg[i]
If G(Kg,r[i])|¢ # s2[i] then out + 1

Return out

Procedure O(z)

If x € x then return L

(state,r) < E(state,x, ¢, z; w)

rfi] < r; sofi] < x; i+ i+1
Return r

Procedure Z(M)

m s M(1%) ; r s GDom(k)

T+ G(Kg,r); s+ x®m]|0°

t<+ H(Ku,s)®r; t«r ; y<« f(t)
x[j] =zl s il < (s,9); G j+1
Return (s, c)

Games G3(k), G4(k)
1< 1; 7 1; w<sCoins(k); out <0
P €; Sp4€; X4 €; C4¢€
KG <3 Kg(lk) ; Ky < ICH(lk)
(f, f7Y) «sKg(1*) ; state « (Kg,Ku, f)
Run AO<'>‘Z('>(Kg,KH,f;w)
For i =1 to |r| do
If Jv: G(Kc,v)k = Sg[i]
If G(Kg,r[i])|¢ # s2[i] then out + 1

Return out

Procedure O(x)

If x € x then return L

(state,r) < E(state,x, ¢, x; w)

rfi] < r; sofi] «x; i<+ i+1
Return r

Procedure Z(M)

m s M(1%) ; r s GDom(k)

z + G(Kg,r); =+ GRng(k); s + z®m]0°
t «s GDom(k) ; y + f(¢)

x[j]  2le 5 elj] & (s,)5 j e j+1
Return (s, c)

Games G5(k), Ge(k)
i+ 1; j+ 1; w<sCoins(k); out+ 0
P4 E€; S24E€; X4 €; C4¢&
KG <3 Kc(lk) ] Ky <3 ICH(lk)
(f, 1) «sKg(1®) ; state + (Kg,Ku, f)
Run Ao(')‘z(')(Kg,KH,f;w)
For i =1 to |r| do
If Jv: G(Kg,v)|c = s2]i]
If G(Kga,r[i])|¢ # s2[i] then out 1

Return out

Procedure O(z)

If x € x then return L

(state,r) < E(state, x, ¢, z; w)
rli] < r; sofi] «x; i+i+1
Return r

Procedure Z(M)

m s M(1%) ; 7 <s GDom(k)

s +sGRng(k); s « G(Kg,r); x + s®m]0°
t s GDom(k) ; y + f(t)

x[j]  sle ; eli] & (s,9); ¢ j+1
Return (s, ¢)

Games G~7(k)
i+ 1; j+ 1; w<sCoins(k); out<+ 0
P4 E€; S24€; X4 €; C4¢&
KG 3 ICG(lk) ] Ky < ICH(lk)
(f, f1) «sKg(1®) ; state «+ (Kg,Ku, f)
Run AO<'>‘I(')(Kg,KH,f;w)
For i =1 to |r| do
If Jv: G(Ka,v)|c = s2]i]
If G(Kg,r[i])|¢ # s2[i] then out 1

Return out

Procedure O(z)

If x € x then return L

(state,r) < E(state, x, ¢, x; w)

rli| < r; sofi] «x; i+i+1
Return r

Procedure Z(M)

r <s GDom(k) ; s+ G(Kq,r)
ters y< f(t)

x[j] sl elfl « (s,9); J<j+1
Return (s, c)

Figure 76: Games G1-G7 in the proof of Lemma

instead of value r. Note that this is very similar to switching game G; to G5. For simplicity, we omit adversary’s
details here. Then, 4
Pr[Ga(k) = 1] - Pr[Gs(k) = 1] < p- Adviyg e (k) .

Next, game G is identical to game G3, except in the image oracle, we use uniformly random value as x instead
of value G(K¢g,r). Consider adversary D, for ¢ € [p] in Figure We have Pr[Gs(k) = 1] — Pr[Gq(k) = 1] <
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Algorithm Ci1(f, Ka,x)
X<4—€; St4—€; z+¢€; c+¢
j < 1; w<+s Coins(k)

KH <3 ICH(lk)

state < (Ka, K, f)

Run A9SMOISNMO) (Ko Ky frw)
Return (st, z)

Procedure OS1M(v)
If v € x then return L
(state,r) < E(state,x, c,v;w)

Algorithm CZé')(smyb)
i1 et
X4 E; C4€; T4 €; Sp4¢
(Ka, Ku, f,w, s,x) < st
Run AOSIW‘)’ISI“(')(Kg,KH,f;w)
b+ 0
For ¢ =1 to |r| do
If (V(s2]i]) = 1 A G(Kg,r[i])|c # s2[i]) then b’ + 1
Return b’
Procedure OS1mM(v)

If v € x then return L
(state,r) < E(state,x, ¢, v;w)

Return r

Procedure ZS1M(M)
Ifji<t
m s M(1%) ; 7 +s GDom(k)
'« G(Kg,r); s < x'®&m]0°
ter; ye f(t); e (shy)
xj] & o/lc ; el & e; j e+l
Return (s', ¢)
Ifj=¢
m s M(1%) ; s « z®m)||0°
z< H(Kmu,s); st« (Kg,Ku, f,w,s,z)

rli] «—r; soli] «v; i+ i+1

Return r

Procedure ZSiM(M)

m s M(1%) ; 7 +s GDom(k)

'« G(Kg,r); s« z'®m|0°

Ifj<lthent<«r; y<+ f(t); c+ (s,y)

If j =€ then s’ + s; c< (s',yp)

If j > 0 then t «+ H(Kp,s)@r; y<« f(t); ¢+ (s',9)
x[jl = a'|c; e[jl = c; jj+1

vprg;
,

(k). Then we obtain

Halt A Return (s', c)

Figure 77: Adversary C; in the proof of Lemma
Algorithm DZ(')(KG7 x) Procedure ZS1M(M)
i+1;j+1;b6+0 If j < £ then a’ <—s GRng(k)
X4 E; CE; T+ €; Sa4¢€ If j = ¢ then 2’ <z
w s Coins(k) ; (f, 1) s Kg(1¥) If j > £ then
Ky +sKu(1%); state «— (Kg, Kn, f) r «sGDom(k) ; 2’ + G(Kg,T)
Run A9SMOISNO) (Ko Ky, f;w) m s M(1%) ; & < 2’@m]0°
For i =1 to |r| do t <3 GDom(k) ; y « f(¢)

If (V(s2li]) = 1A G(Ka, rli])¢ # s2li]) | x[j] < 2'[¢ 3 ¢ (s,)
b1 cljl«c; j+j+1

Return v’ Return (s, c)
Procedure OSiM(v)
If v € x then return L
(state,r) < E(state,x,c,v;w)
rfi] «—r; saofi] < v; i+ i+1
Return r

Figure 78: Adversary D, in the proof of Lemma

Z;pjrjg; (k). Wlog, we can assume there exist adversary D such that for all ¢ € [p], we have Adv

Pr[Gs(k) = 1] — Pr[Gu(k) = 1] <p- Advg (k) .

In game G5, we reorder the code of game G4 in producing s. The change is conservative, meaning that Pr[G4(k) =
1] = Pr[G5(k) = 1]. Game Gg is identical to game G5, except in the image oracle, we use value G(K¢g,r) as x
instead of uniformly random value. Note that this is very similar to switching game G3 to G4. For simplicity, we
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Adversary B¢OTO)(Kq, f, Ki;w) | Procedure ZSim(M)
Run AOSIM(»)»ISIM(-)(KG’ f, Kyu; w) (:c,y) — I(lk)
Procedure OSiv(z) ¢+ (z,9)

Return O(z) Return (z, c)

Figure 79: EXT2 adversary B in the proof of Lemma

omit adversary’s details here. Then,
Pr[Gs(k) = 1] —Pr[Ge(k) = 1] <p- Advg (k) .

Next, game G7 is identical to game Gg, except in the image oracle, we use value r in producing ¢ instead of
uniformly random value. Note that this is very similar to switching game G; to Gs. For simplicity, we omit
adversary’s details here. Then,

Pr[Go(k) = 1] — Pr[Gr(k) = 1] < p- Adviyg o (k) .

Let w be the randomness of adversary A in the game EXT2. Let Ky be the key for the hash function family H
in the game EXT2. We define EXT2 adversary B with the hint function F and randomness w in Figure [T9] Let
Ky be the key independent auxiliary input to adversary B. Note that auxiliary input Ky is independent of key
Kg. Note that, Pr[Gq(k) = 1] = Advy 55 (k).

Summing up,

d-ext2¢

-ext2 xor-ind2 vpr
Advy oner ape(k) S Advg T e (k) +3p- AdviE g e (k) + 2p- Advg e (k)

s—clear>

This completes the proof.
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