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Abstract. We present function private public-key predicate encryption schemes
from standard cryptographic assumptions, that achieve new lower bounds on
the min-entropy of underlying predicate distributions. Existing function pri-
vate predicate encryption constructions in the public-key setting can be di-
vided into two broad categories. The first category of constructions are based
on standard assumptions, but impose highly stringent requirements on the
min-entropy of predicate distributions, thereby limiting their applicability
in the context of real-world predicates. For example, the statistically func-
tion private constructions of Boneh, Raghunathan and Segev (CRYPTO’13
and ASTACRYPT’13) are inherently restricted to predicate distributions with
min-entropy roughly proportional to the security parameter A. The second
category of constructions mandate more relaxed min-entropy requirements,
but are either based on non-standard assumptions (such as indistinguisha-
bility obfuscation) or are secure in the generic group model. In this paper,
we affirmatively bridge the gap between these categories by presenting new
public-key constructions for identity-based encryption, hidden-vector encryp-
tion, and subspace-membership encryption (a generalization of inner-product
encryption) that are both data and function private under variants of the
well-known DBDH, DLIN and matrix DDH assumptions, while relaxing the
min-entropy requirement on the predicate distributions to w(logA). In sum-
mary, we establish that the minimum predicate entropy necessary for any
meaningful notion of function privacy in the public-key setting, is in fact,
sufficient, for a fairly rich class of predicates.
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1 Introduction

Predicate encryption schemes [1-3] in the public-key setting allow a single public-
key to be associated with multiple secret-keys, where each secret-key corresponds
to a Boolean predicate f : ¥ — {0,1} over a pre-defined set of attributes X. A
plaintext message in a predicate encryption scheme is an attribute-payload message
pair (I, M) € ¥ x M, with M being the payload message space. A secret-key sk



associated with a predicate f successfully decrypts a ciphertext C' corresponding to
a plaintext (I, M) and recovers the payload message M if and only if f(I) = 1. On
the other hand, if f(I) = 0, attempting to decrypt C using sk returns L.

The simplest sub-class of public-key predicate encryption is identity-based encryp-
tion (IBE) [4-6]. IBE supports a set of equality predicates fig : ¥ — {0,1} defined
as fig(x) = 1 if and only if z = id. The attribute space in this case is a set of identities
ID, and each identity id € ZD is associated with its own secret-key skig. A highly
expressive sub-class of predicate encryption is inner-product encryption (IPE) [2,3,
7). IPE supports a set of predicates fy : ¥ — {0, 1} over a vector space of attributes
¥ = Fy (q being a A-bit prime), such that for v,x € Fy, we have fy (x) = 1 if and
only if (v,x) = 0, where (v, x) denotes the inner-product of the vectors v and x. IPE
is powerful enough to encompass IBE and many other predicate encryption systems
[3]. Subspace-membership encryption (SME) [8] is a generalization of IPE where a
predicate is defined with respect to a matrix W € F**™ instead of a vector v € Fy,
while an attribute is still a vector x € Fy. A special sub-class of IPE is hidden-
vector encryption (HVE) [1] that supports conjunctive equality predicates, defined
over predicate vectors with one or more occurrences of a special wildcard symbol x.

Searchable Encryption from Predicate Encryption. Predicate encryption pro-
vides a generic framework for searchable encryption supporting a wide range of query
predicates including conjunctive, disjunctive, range and subset queries [9,1-3]. For
instance, a predicate encryption system can be used to realize a mail gateway that
follows some special instructions to route encrypted mails based on their header in-
formation (e.g. if the mail is from the boss and needs to be treated as urgent). The
mail gateway is given the secret-key corresponding to the predicate ¢s-urgent, the mail
header serves as the attribute, while the routing instructions can be used as the pay-
load message. Another application could be a payment gateway that flags encrypted
payments if they correspond to amounts beyond some pre-defined threshold X. The
payment gateway is given the secret-key corresponding to the predicate greater-than-
X, the payment amount itself serves as the attribute, while the flag signal is encoded
as the payload message.

Data and Function Privacy of Predicate Encryption. Suppose a probabilistic
polynomial-time adversary against a predicate encryption scheme receives a cipher-
text C' corresponding to an attribute I and a payload message M. In addition, suppose
that the adversary also receives secret-keys skq, - - - , sk, corresponding to predicates
fi,-+, fn, subject to the restriction that f;(I) = 0 for each j € [1,n]. Informally, a
predicate encryption scheme is data private if it guarantees that the adversary learns
nothing beyond the absolute minimum about both the attribute I and the message
M from the ensemble (C, {sk;} je[l,n])- Additionally, the predicate encryption scheme
is function private if it also guarantees that the secret-keys sky, - - - , sk, reveal no in-
formation beyond the absolute minimum about the underlying predicates fi,--- , fn.
Quite evidently, the notions of data and function privacy for a predicate encryption
scheme are independent in the sense that one does not necessarily imply the other.



1.1 Function Private Predicate Encryption in the Public-Key Setting

As pointed out by Boneh, Raghunathan and Segev in [10, 8], formalizing a realistic
notion of function privacy in the context of public-key predicate encryption is, in
general, not straightforward. Consider, for example, an adversary against an IBE
scheme who is given a secret-key skijq corresponding to an identity id and has access
to an encryption oracle. As long as the adversary has some apriori information that
the identity id belongs to a set S such that |S| is at most polynomial in the security
parameter A, it can fully recover id from skjq : it can simply resort to encrypting
a random message M under each identity in S, and decrypting using skig to check
for a correct recovery. Consequently, Boneh, Raghunathan and Segev [10, 8] consider
a framework for function privacy under the minimal assumption that any predicate
is sampled from a distribution with min-entropy at least super logarithmic in the
security parameter \. This rules out trivial attacks and results in a meaningful notion
of function privacy in the public-key setting. However, their work leaves open the
following important issues, which we address in this paper:

e The predicate encryption schemes proposed in [10,8] are inherently restricted
to satisfying a statistical notion of function privacy against computationally un-
bounded adversaries. For a vast majority of applications, a computational notion
of function privacy against probabilistic polynomial-time adversaries suffices. It
is currently an open problem to design public-key predicate encryption schemes
whose function privacy can be based on standard computational assumptions.

e Ideally, the function privacy guarantees of any public-key predicate encryption
scheme should hold under the minimal assumption that the predicates are sam-
pled from a distribution with min-entropy k& = w(log A) (where X is the security
parameter), so as to rule out trivial attacks. However, the statistically function
private constructions in [10, 8] assume predicate distributions with min-entropy
k > A. This rather stringent assumption stems from their use of the universal
hash lemma for arguing the statistical indistinguishability of secret-keys against
unbounded adversaries, and limits the applicability of their constructions in the
context of real-world predicates.

e It is also an open problem to construct function private hidden-vector encryption
schemes. Existing function private constructions for inner-product encryption and
subspace-membership encryption do not naturally subsume hidden-vector encryp-
tion due to the presence of a special wildcard character in the predicate vectors
for the latter. Function private HVE paves the way for realizing function private
searchable encryption schemes supporting conjunctive, subset and range queries
over encrypted data.

Agrawal et al. [11] have recently proposed a new universal composability-style defi-
nition of simulation-security for predicate encryption, capturing both data and func-
tion privacy. To the best of our knowledge, the only known public-key construction
satisfying this wishful notion of security is an IPE scheme proposed by Agrawal et
al. themselves in [11]. This construction does not impose stringent requirements on



the min-entropy of the underlying predicate distributions. However, the security of
this construction cannot be based on any standard computational assumption to the
best of our knowledge (the security proof presented in [11] is in the generic group
model). Other existing approaches to achieving function privacy that also preclude
strict min-entropy requirements, such as that proposed by Iovino et al. in [12], are
based on non-standard assumptions such as indistinguishability obfuscation (10). In
particular, the approach of Iovino et al. assumes the existence of a quasi-strong indis-
tinguishability obfuscation algorithm over the class of all NC') circuits. To the best of
our knowledge, general-purpose IO is still unachievable from standard cryptographic
assumptions based on existing mathematical objects (such as bilinear maps on ellip-
tic curve groups), although the gap between such assumptions and the ones required
for TO has been narrowed considerably in recent years [13]. Other predicate encryp-
tion schemes for all poly-depth bounded circuits [14, 15, 7] from standard assumptions
such as LWE are trivially non-function private, since they inherently assume that the
secret-key contains the predicate circuit in the clear.

1.2 Owur Contributions

In this paper, we address the following open problem arising out of the above discus-
sion:

Is it possible to design public-key predicate encryption schemes that are provably data
and function private under standard computational assumptions, while imposing the
bare-minimum min-entropy requirements on the underlying predicate distributions?

We answer these questions in the affirmative by presenting new public-key construc-
tions for identity-based encryption, subspace-membership encryption (a generaliza-
tion of inner-product encryption) and hidden vector encryption, that are both data
and function private under variants of the well-known DBDH, DLIN and matrix DDH
assumptions, while relaxing the min-entropy requirement on the predicate distribu-
tions to w(log A). Our results may be summarized in the form of the following informal
theorems:

Theorem (Informal). Under the DBDH and DLIN assumptions over bilinear groups,
there exists an adaptively data private and computationally function private identity-

based encryption scheme for identities sampled from distributions with min-entropy
k=w(log\).

Theorem (Informal). Under the matrix DDH assumption over bilinear groups,
there exists an adaptively data private and computationally function private subspace-
membership encryption scheme for predicate matrices sampled from distributions with
min-entropy k = w (log A).



Theorem (Informal). Under the matriz DDH assumption over bilinear groups,
there exists an adaptively data private and computationally function private hidden-
vector encryption scheme for predicate vectors sampled from distributions with min-
entropy k = w (log \).

Our constructions concretely establish that the minimum predicate entropy necessary
for any meaningful notion of function privacy in the public-key setting, is in fact,
sufficient, for a fairly rich class of predicates.

1.3 Overview of Techniques

We briefly summarize our techniques below. A common technique implicit in the
function privacy arguments for all our constructions in this paper is the use of hash
proof systems [16,17].

Function-Private IBE from DBDH and DLIN (Section 4). Our function pri-
vate IBE construction is inspired by the seminal IBE scheme of Boneh and Franklin [4].
It involves public parameters pp = (g, g°, g2), where g generates a bilinear group G
of prime order ¢, and the master secret key is msk = (s1, s2) € Z; x Zg. The scheme
uses two hash functions H; and H,, that are modeled as random oracles in the se-
curity proofs. The secret-key skiq corresponding to an identity id is randomized as

(H1 (id)®*"*" - Hy (id)*"** | 21, zz) for 21, 29 & Zg, while a ciphertext C' corresponding

to (id, M) is generated as (g", M - e (g°1, Hy (id))" , e (g°2, Ha (id))") for r <= Z,. The
decryption procedure is essentially similar to that in the Boneh-Franklin IBE scheme.
Note that both the secret-key and the ciphertext comprise of a constant number of
group elements. We establish the data privacy of this scheme from the DBDH assump-
tion via a sequence of two hybrid experiments, each of which manipulate the random
oracles in the same way as [4] to answer secret-key and challenge ciphertext queries.
Additionally, we establish the function privacy of this scheme using arguments akin
to those of Cramer and Shoup [16], where the reduction knows the master-secret-key
at all times (allowing it to answer any number of secret key-queries), and embeds a
random DLIN instance in the challenge secret-key provided to the function privacy
adversary. The proof suitably manipulates the random oracles, and also exploits the
min-entropy restrictions on the challenge identity-distributions to argue the negligi-
bility of abortion-probability during the reduction.

Function-Private SME from Matrix-DDH (Section 5). Our function private
subspace-membership encryption (SME) scheme is inspired by a matrix-DDH-based
variant of the recently proposed adaptively data private IPE of Agrawal, Libert and
Stehlé [7]. It involves public parameters of the form pp = (g,gA,gs'A), where ¢
generates a bilinear group G of prime order ¢, A € Zf;xb, S e ZZXll, and the
master-secret-key is msk = S. The secret-key corresponding to a predicate matrix

W € Z7*" is generated as (gyT'W,gyT'W'S> for a randomly sampled y € Zg", while



a ciphertext C corresponding to an attribute-message pair (x, M) € Ly x M is gen-

erated as (g4, goxtmTSAT) for ¢ £ 72, o & 7, and m = [M0O--- O}T €z
The decryption procedure requires the computation of a discrete log over the tar-
get group G of the bilinear map, which necessitates that M is a poly-sized subset
of Z,. The analysis of both data and function privacy for this scheme relies on the
implicit use of hash proof systems, exploiting the following fact: the restriction on
the number of secret-key queries @) ensures that the master-secret-key S has suffi-
cient entropy from an adversary’s point of view, even given the public parameter pp
and B’s responses to (Q-many secret-key queries. This ensures that at some stage of
the data privacy experiment (respectively, the function privacy experiment), if the
challenge ciphertext (respectively, the challenge secret-key) is generated using the
master-secret-key instead of the public parameter, it will perfectly hide which chal-
lenge attribute-message pair (respectively, the challenge predicate distribution). As in
any security proof based on hash-proof systems, both the data and function privacy
reductions know the master-secret-key at all times, allowing them to answer secret-
key queries at any time. The function privacy proof additionally exploits the fact that
any predicate matrix sampled from distribution with super-logarithmic min-entropy
has full rank n with overwhelmingly large probability.

Function-Private HVE from Matrix-DDH (Section 6). Our function-private
hidden-vector encryption (HVE) scheme uses techniques similar to our function pri-
vate SME construction, with slight differences to account for the presence of the
wildcard character . The public parameters and master-secret-key of our HVE con-
struction are:

pp = (9, {0™ Yy nen) {95 Ve ney) » msk=8

Given a predicate vector v = (vi, -+ ,v,) € (ZgU{x}\ {0})", the key-generation
algorithm creates a matrix W = [W1 | Wy -v’] e ZZX(nH), where W il ZZ}X”
is a random invertible matrix, and v’ € Zj is a vector created from v by substi-
tuting the wildcard characters with 0. It then outputs the secret-key for this matrix
using the key-generation algorithm of our SME scheme, along with a set S com-
prising of the location of the wildcard characters in v (this is treated as a trivial
function privacy leakage). The ciphertext C' corresponding to an attribute-message
pair (x = (21, ,2n), M) € (Z, \ {0})" x M is generated via the following steps by
the encryption algorithm:

e [t decomposes the attribute vector x into n vectors of the form:
X1 = [21310000
xo=[0z5---000]" €z

|" ez

X0 =[00---02,0]" €zt

o It also sets X1 = [00---00 (—1)]T ezt



e The final ciphertext C' comprises (n+ 1) SME ciphertexts - the first n corre-
sponding {(x;,0)}e[1,n], and the last corresponding to the pair (x,41, M). The
ciphertexts share the same random scalar a € Z,, which is subsequently exploited
during decryption.

The decryption algorithm cleverly manipulates the aforementioned SME ciphertexts

to obtain a ciphertext C” corresponding to (E xj, M ), where S comprises

JjESU{n+1}
of the location of the wildcard characters in the predicate vector v. It easy to see that

if v; = x; for each j € [1,n] such that v; # %, we must have

>, ox= [(V;)] ezy

JjESU{n+1}

and hence W - (Zjesu{nﬂ} Xj) = 0 € Zj. Hence, a procedure similar to the decryp-

tion algorithm of our SME scheme can now be used to recover the payload message
M. The data and function privacy arguments for the HVE scheme are again based
on the use of hash-proof systems, akin to those for the SME scheme.

1.4 Notations Used

This section summarizes the notations used throughout the rest of the paper.

General Notations. We write z < X to represent that an element x is sampled
uniformly at random from a set X. The output a of a deterministic algorithm A is
denoted by z < A and the output a’ of a randomized algorithm A’ is denoted by

2 & A’ We refer to A € N as the security parameter, and denote by exp(X), poly(\)
and negl(\) any generic (unspecified) exponential function, polynomial function and
negligible function in A respectively. Note that a function f : N — N is said to be
negligible in X if for every positive polynomial p, f(A) < 1/p(X) when X is sufficiently
large. For a,b € Z such that a < b, we denote by [a, b] the set of integers lying between
a and b (both inclusive). For a finite field F, (¢ being a A-bit prime) and m,n € N, we
denote by Fy**™ the space of all m x n matrices W with elements from F,. Further,
we use the short-hand notation Fy" to represent the vector space Fy"* 1. Finally, given
a matrix W € F;"*", its transpose in Fy*™ is denoted as WT,

Bilinear Group Notations. Let GroupGen (1) be a probabilistic polynomial-time
algorithm that takes as input a security parameter A\, and outputs a tuple of the form
(G,Gr,q,9,¢e), where G and G are groups of order ¢ (g being a A-bit prime), g is
a generator for G and e : G x G — G is an efficiently computable non-degenerate
bilinear map. The group G is popularly referred to as a bilinear group [4]. Now, given
a matrix W = {w; j }ic[1,m],je[1,n] € Zy <", we use the following notations:

e gW: Denotes the set of group elements {g""7 }ie(1,m) je[1,n] € G™*™
e ¢(g,9)"W: Denotes the set of group elements {e(g, 9)" }ic[1,m],je(1,n) € GF <"



The aforementioned notations lead to the following straightforward observations:

Observation 1.1 Let Wy € Zi**" and Wa € Zg*™ be two matrices for m,n =
W1 Wo
g%V2).
Observation 1.2 Let Wy € Z;™" and W3 € ZZXI be two matrices for m,n,l =
poly(A). Then gW+W2 is well-defined, and may be efficiently computed given either
(gWVr, W3) or (Wy,g"W2).
Observation 1.3 let Wy € Z;"*" and W3 € ZZ]L” be two matrices for m,n,l =
poly(\). Then e(g,g)W+W2 is well-defined, and may be efficiently computed given

(gWr,gW2).

poly(A). Then g™Vt W2 s well-defined, and efficiently computable given (g

Min-Entropy of Random Variables. The min-entropy of a random variable Y
is called Hy(Y) and is evaluated as —log (max,Pr[Y = y]); a random variable YV
is said to be a k-source if Hoo(Y) > k. We additionally define an (m,n, k)-matriz-
source for m,n € N to be a matrix of mutually independent random variables Y =
({Yi,j Yiet,m), je[l,n])a such that each individual Y; ; is uniformly distributed over some
finite field Fy, , where g, is a k-bit prime. It is easy to see that each such Y; ; represents
a k-source.

2 Background and Preliminaries

In this section, we recall certain standard computational assumptions in bilinear
groups, and also introduce certain min-entropy variants of these assumptions.

2.1 Standard Computational Assumptions in Bilinear Groups

The Decisional Bilinear Diffie-Hellman assumption (DBDH). Let GroupGen(1*)
be a probabilistic polynomial-time algorithm that takes as input a security parameter
A, and outputs a tuple of the form (G,Gr,q,g,¢e), where G and Gy are groups of
order ¢ (g being a A-bit prime), g is a generator for G and e : G x G — Gr is
an efficiently computable non-degenerate bilinear map. The decisional bilinear Diffie-
Hellman assumption is that the distribution ensembles:

a1 a2 a3 aj-az-as a1 ,az ,as
{(979 9 7,9 76(979) )}a17a27a3(iZq and {(979 9 7,9 7Z)}a1,a2,a3<£ZQ,Z<£GT

are computationally indistinguishable, where (G, Gr, q, g, e) < GroupGen(1*).

The Decisional Linear Assumption (DLIN). Let G be a group of prime order ¢
and let g1, g2, g3 be arbitrary generators for G. The decisional linear assumption [18]
is that the distribution ensembles:

{(917927937.9?179527g§1+a2)} R and {(9179279379?17952795;3)}

R
a1,a2$—Zg a1,a2,a3$—2Zq

are computationally indistinguishable, where g1, g, g3 LG A generalized version of
this assumption, denoted as k-DLIN, is presented in Appendix B.



The Matrix Decisional Diffie-Hellman Assumption (MDDH). Let G be a
group of prime order g and let g be an arbitrary generator for G. Also, let m,n € N
with m > n, and let D,, ,, denote a matrix distribution from which one can efficiently
sample with overwhelmingly large probability a matrix W € Zi**", such that W has
full rank n. The D,, ,-matrix decisional Diffie-Hellman assumption [19] is that the
distribution ensembles:

{(¢™. g™ and {(g",9")}

)}wipm,n , y&—zn WD, ude

are computationally indistinguishable, where ¢ £ Zq and m,n = poly(A).

The D,, ,-MDDH assumption holds even if the group G is bilinear, albeit subject to
the additional restriction that n > 2 [19]. This restriction may, however, be relaxed
if the corresponding bilinear map is asymmetric over two distinct source groups G;
and Gs, and the MDDH assumption is assumed to hold in either one or both these
groups (analogous to the external Diffie-Hellman (XDH) and symmetric external
Diffie-Hellman assumptions (SXDH) [20], respectively).

2.2 Min-Entropy-based Sub-Families of the MDDH Assumption

In this section, we introduce two min-entropy-based sub-families of the MDDH as-
sumption. We first state the following claims:

Claim 2.1 Let V = ({Vi;}icpm]jenn)) be an (m,n, k)-matriz-source over Zj*"
for k = w(log\). Then, V represents a matriz distribution from which one can
efficiently sample with overwhelmingly large probability a matric W € Zg**", such
that W has full rank n.

Claim 2.2 Let V| = ({‘/i,j,l}ie[l,n]7je[1,n]) be an (n,n, k)-matriz-source over Zy ",
such that k = w(logX), and let Vo = ({Via}ici1,n)) be any non-zero distribution

over Zg. Then V. = [Vl | V4 ~V2]T € ZE,”*”X" represents a matriz distribution
from which one can efficiently sample with overwhelmingly large probability a matrix
W e Z,(;H_l)xn, such that W has full rank n.

The detailed proofs of these claims are presented in Appendix C. The aforementioned
claims allows us to define the following min-entropy-based sub-families of the MDDH
assumption.

Definition 2.1 (The (m,n,k)-Source-MDDH Assumption). Let G be a group of
prime order q and let g be an arbitrary generator for G. The (m,n, k)-source-MDDH
assumption, for m,n € N such that m > n and k = w (log A), is that for any proba-
bilistic polynomial-time adversary A, the following holds:

def (0)

AV ) E P [Ext o m e AN = 1] =Pt [EXPE D prt s V) = 1] ’ < negl()

where for each A € N and b € {0,1}, the experiment Exptl(\?I;DDH,m,n,k:A(/\) is defined
as:



1. (V* state) Ly} (1>‘, m,n, k), where V* = ({V;'Tj}ie[l,m],je[l,n]) is an (m,n, k)-
matriz-source.
2. Sample W £ v,

3. Ifb=1, sampley %il Zq, and setu = W-y. Else if b =0, sample u £ Lyq'.

40 & A((g%,g") , state).
5. Output V.

The (m, n, k)-Source-MDDH Assumption holds even if the group G is bilinear, subject
to the additional restriction that n > 2.

Definition 2.2 (The (n, k)-Source-MDDH Assumption). Let G be a group of prime
order q and let g be an arbitrary generator for G. The (n, k)-source-MDDH assump-
tion, forn € N and k = w (log M), is that for any probabilistic polynomial-time adver-
sary A, the following holds:

AdvMPD () def

Pr [Exptl(\?“)DDHm)k}A(/\) = 1} —Pr [Exptg}[gDH)n&A(A) = 1] ’ < negl(A)

where for each A € N and b € {0, 1}, the experiment ExptS})I)DH’n’kA()\) is defined as:

1. (Vi,V3,state) <= A (1%, n,k), where Vi = ({Vi 1 icnliein) is an
(n,n, k)-matriz-source and Vi = ({Viy} ici1,n)) s a non-zero distribution
over Ly .

2. Let V* = [Vi| V- V3]T. Sample W & v+,

3. Ifb=1, sampley £ Zq, and setu = W-y. Else if b =0, sample u £ Zq'.

40 & A((g%W,g") , state).
5. Output V.

Once again, the (n, k)-Source-MDDH Assumption holds even if the group G is bilin-
ear, subject to the additional restriction that n > 2.

3 Function Privacy of Public-Key Predicate Encryption

In this section, we formally define the indistinguishability-based framework for func-
tion privacy of predicate encryption in the public-key setting. We consider adversaries
that have access to the public parameters of the scheme, as well as a secret-key gen-
eration oracle. The adversary is additionally allowed to query a left-or-right function-
privacy oracle LoRP. This oracle takes as input two adversarially-chosen distributions
over the class of predicates F, subject to certain min-entropy requirements, and out-
puts a secret-key for a predicate sampled from one of these distributions. At the end of
the interaction, the adversary should be able to distinguish between the left and right
modes of operation of LoR™ with only negligible probability. The formal definitions
for function privacy are presented separately for three specific sub-classes of predi-
cate encryption considered in this paper - namely, identity-based encryption (IBE),

10



subspace-membership encryption (SME) and hidden-vector encryption (HVE). Note
that the corresponding data privacy notions for each of these predicate encryption
systems can be captured within a single indistinguishability-based framework (see
Definition A.1 in Appendix A).

3.1 Identity-Based Encryption and its Function Privacy

An identity-based encryption scheme II'™BE over an identity space ZD and a message
space M is a public-key predicate encryption scheme supporting the set of equality
predicates fig : ZD — {0,1} defined as fiq(id’) = 1 if and only if id’ = id. The
secret-key associated with an identity id € ZD is denoted as skjq. We now define the
function privacy notions for an IBE scheme.

Definition 3.1 (Left-or-Right Function Privacy Oracle for IBE). A left-or-right func-
tion privacy oracle LORIFEE takes as input a quadruplet (mode, msk,IDg,ID1), where
mode € {left, right}, msk is the master-secret-key of the IBE scheme, and (IDg,IDy)
are circuits representing distributions over the identity space ID. If mode = left,

the oracle samples id £ ID, while if mode = right, it samples id £ ID;. It then
responds with skig <~ KeyGen (msk,id).

Definition 3.2 (Computationally Function Private IBE). An IBE scheme gy =
(Setup, KeyGen, Enc, Dec) is said to be computationally function private if for any
probabilistic polynomial-time adversary A, the following holds:

def
Advi, (N =

Pr [EXP’EE&HIBE,A(A) = 1} —Pr [EXPtrFiETLBE,A()\) = 1} ’ < negl(})

where for each A € N and mode € {left,right}, the experiment ExptrF",SfiﬁIBE’A()\) is
defined as follows:

1. (pp, msk) <& Setup (1%).
2.} (_Ii ALORIFEE(mode,msk,-,-),KeyGen(msk,~) (]_)\7 pp)-
3. Output b.

subject to the restriction that each query issued to LoRIFEE (mode, msk, -, -) is of the
form (ID{,IDY), where both ID{; and ID] represent k-sources such that k = w (log A).

3.2 Subspace-Membership Encryption and its Function Privacy

A subspace-membership encryption scheme ITISME over an attribute space ¥ = Fy
(¢ being a A-bit prime) and a payload message space M is a public-key predicate
encryption scheme supporting the set of matrix predicates fw : Fy — {0, 1}, such
that for W € F"*" and x € ), we have fw (x) = 1 if and only if W -x =0 € Fy".
The secret-key associated with a matrix W is denoted as skyw. We now define the
function privacy notions for an SME scheme.
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Definition 3.3 (Left-or-Right Function Privacy Oracle for SME). A left-or-right
function privacy oracle LoRgE/IE takes as input a quadruplet (mode, msk, Vo, V1),
where mode € {left, right}, msk is the master-secret-key of the SME scheme, and
(Vo, V1) are circuits representing joint distributions over Ft™. If mode = left, the

oracle samples W il Vy, while if mode = right, it samples W il V. It then
responds with skyy < KeyGen (msk, W).

Definition 3.4 (Computationally Function Private SME). An SME scheme gyp =
(Setup, KeyGen, Enc, Dec) is said to be computationally function private if for any
probabilistic polynomial-time adversary A, the following holds:

def e igh
Advip (N = ‘Pr [Expt'F,fpt’HSME’A()\) = 1] —Pr [ExptrFlg;jISMEyA()\) = 1} ‘ < negl(\)

where for each A € N and mode € {left, right}, the experiment Expt?ﬁ?ﬁSME,A()\) is
defined as follows:

1. (pp, msk) <& Setup (1%).
2.} (_}i ALOR;FI’WE(mode,msk,-,4),KeyGen(msk,-) (1)\, pp)
3. Output b.

subject to the restriction that each query issued to LoRGyy (mode, msk, -, -) is of the
form (V§, Vi), where both Vi = ({Vi%; o Vieprmljein) and Vi = ({Vi1 biep,m) jein)

represent (m, n, k)-matriz-sources for k = w (log \).

Avoiding Arbitrary Correlations among the Elements of W. Note that Def-
inition 3.4 essentially requires that a secret-key skw reveals no unnecessary informa-
tion about the predicate matrix W as long as the elements of W are sampled from
mutually independent and sufficiently unpredictable distributions. This restriction is
imposed to rule out arbitrary correlations among the elements of W. Indeed, it is im-
possible to achieve any realistic notion of function privacy for subspace-membership
encryption that allows such arbitrary correlations among the elements of a predicate
matrix (see [8] for a more detailed explanation of this impossibility).

3.3 Hidden-Vector Encryption and its Function Privacy

A hidden-vector encryption scheme ITHVFE over an attribute space X, a special wildcard

symbol %, and a payload message space M, is a public-key predicate encryption
scheme supporting predicates of the form f, : ¥ — {0,1}, such that for each
v= (v, -+ ,v,) € (BU{x})", and each x = (21, -+ ,z,) € X", we have f, (x) = 1 if
and only if for each j € [1,n], either v; = x; or v; = *. The secret-key associated with
a predicate vector v is denoted as sky. Although SME subsumes HVE, the presence
of the wildcard character in the predicate vector implies that the function privacy
definitions for SME do not naturally apply to HVE [3]. This necessitates separate
definitions for the function privacy of an HVE scheme.

12



Definition 3.5 (Left-or-Right Function Privacy Oracle for HVE). A left-or-right
function privacy oracle LORE’;E takes as input a quintuplet (mode, msk, Vo, V1,S),
where mode € {left, right}, msk is the master-secret-key of the HVE scheme, (Vo, V1)
are circuits representing joint distributions over X", and S C [1,n]. If mode = left,

the oracle samples v £ Vy, while if mode = right, it samples v £ V. For such a

/

v = (v1,+ ,vp), the oracle constructs a second v' = (vy,- -+ ,v,) such that v; = v;

ifj €S8, and v;- = %, otherwise. It then responds with sk il KeyGen (msk,v').

Definition 3.6 (Computationally Function Private HVE). An HVE scheme Ilyyg =
(Setup, KeyGen, Enc, Dec) is said to be computationally function private if for any
probabilistic polynomial-time adversary A, the following holds:

d:ef

Pr [Exptﬁt,HHVE,A()\) = 1} —Pr {Exptlr:ilg?}jlt_IHVE,A()‘) = 1} ‘ < negl(A)

where for each A\ € N and mode € {left,right}, the experiment Expt?,?fiﬁHVE)A()\) is
defined as follows:

1. (pp, msk) <& Setup (1%).
2. b & ALORFHPVE(mode,msk,-,~,~),KeyGen(msk,-) (1/\7 pp).
3. Output b.

subject to the restriction that each query issued to LORER,E (mode, msk, -, -, ) is of
the form (V§,V3i,8*), where both Vi = ({‘/}To}je[l,n]) and Vi = ({‘/}Tl}jG[l,n])
represent (1, n, k)-matriz-sources for k = w (log A), and 8* C [1,n].

Note that our definitions for function private HVE essentially require that a secret-key
sk, reveals no more information about v than the location of the wildcard characters,
subject to the restriction that the remaining components of v are sampled from
sufficiently unpredictable distributions. This trivial leakage induced by the presence
of wildcard characters is not captured by our function privacy definitions for SME in
general, and necessitates separate function privacy definitions for HVE.

3.4 Multi-Shot vs. Single-Shot Function Privacy Adversaries

Note that Definitions 3.2 and 3.4 consider function privacy adversaries that query the
left-or-right function privacy oracle for any polynomial number of times. In fact, as
adversaries are also given access to the key-generation oracle, this multi-shot definition
is polynomially equivalent to its single-shot variant in which adversaries query the
function privacy oracle at most once. This equivalence may be proved by a hybrid
argument (originally proposed by Boneh, Raghunathan and Segev [10, 8]), where the
hybrids are constructed such that only one query is forwarded to the function privacy
oracle, and all other queries are answered using the key-generation oracle.
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4 Computationally Function Private Identity-Based
Encryption

In this section we present an IBE scheme based on the DBDH and DLIN assump-
tions in the random-oracle model. The scheme is inspired by the IBE of Boneh and
Franklin [4]. The scheme is described below, and its proofs of data privacy and func-
tion privacy are presented subsequently.

4.1 The Scheme

Let GroupGen(1*) be a probabilistic polynomial-time algorithm that takes as input
a security parameter A\, and outputs the tuple (G,Gr,q,g,¢e), where G and G are
groups of of order ¢ (¢ being a A-bit prime), g is a generator for G and e : GXG — Gr
is an efficiently computable non-degenerate bilinear map. The scheme I}, prin
is parameterized by the security parameter A € N. For any such A\, we denote by ZD
and M the identity space and the message space, respectively. The scheme uses two
hash functions Hy : ZD\ — G and Hs : ZD) — G (modeled as random oracles).

e Setup: The setup algorithm samples (G,Gr,q,g,€) il GroupGen(1*) on input

the security parameter 1. It also samples s1, 5o il Z4, and outputs the public
parameter pp and the master-secret-key msk as:

pp = (9,9°",9%) , msk = (s1,s2)

e KeyGen: On input the public parameter pp, the master-secret-key msk and an

identity id € ZD,, the key generation algorithm samples z1, 2o £ Zq and outputs
the secret-key skig = (d1, da,ds) where:

d1 = H1 (id)sl.zl 'HQ (id)syz2 5 dQ =ZzZ1, d3 = 292
e Enc: On input the public parameter pp, an identity id € ZD) and a message
M € M, the encryption algorithm samples r il Z4 and outputs the ciphertext
C = (c1, ¢a,c3) where:

c1=g" ,co=M-e(g°,Hy(id))" , c3 =e(g°, Ha (id))"

e Dec: On input a ciphertext C' = (¢, ¢2, ¢3) and a secret-key skig = (dy, da, d3), the
decryption algorithm outputs:

1/d
o [\
e(dl,cl)
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Correctness. Consider a ciphertext C' = (¢, ¢, ¢3) corresponding to a message M
under an identity id, and a secret-key skiy = (dy,ds,ds) corresponding to the same
identity id. Then, we have:

1/d
M [ "
6(d1,01)

{M“-e(gﬁuﬂﬂid))”ﬁ e (g°, Hy (id >>”2>”“
.9")

e (Hy (id)™*" - Hy (id)™*

— . 6(951,H1 (id))r'zl . ( 52 H, (d))1 22\ 1/21
=M <e(gT’H1 (id))éﬂ-zl ~€( (Id))'?Q 22>
=M

Therefore as long as z; # 0 (mod ¢) (an event which occurs with probability 1 —1/q
over the randomness of KeyGen), the message is recovered correctly.

4.2 Security of the Scheme

Adaptive Data Privacy. We state the following theorem for the adaptive data
privacy of IR, 4 pLiN:

Theorem 4.1 Our IBE scheme IS5 hy, pLin 8 adaptively data private under the
DBDH assumption in the random oracle model.

Proof. The analysis of data privacy uses techniques very similar to those of Boneh and
Franklin [4]. We define a sequence of three experiments, the first of which is identical
to the standard data privacy experiment, the second experiment randomizes the sec-
ond component of the challenge ciphertext provided to the adversary, while the final
experiment randomizes both the second and third challenge ciphertext components.
The indistinguishability of the first and second experiments is argued via a simula-
tion where a simulator B embeds a DBDH instance in the second challenge ciphertext
component, such that the component is well-formed with respect to the public param-
eters and a challenge identity-message pair if and only if the DBDH instance is valid.
The indistinguishability of the second and third experiments follows from a similar
simulation-based argument. The analysis models both the hash functions H; and Ho
as random oracles, and argues that the probability that either simulation aborts due
to potential inconsistencies in either the secret-key-generation phase or the challenge
ciphertext generation phase is negligible in the security parameter .

Computational Function Privacy. We state the following theorem for the com-
putational function privacy of H{%EDH ADLIN'

Theorem 4.2 Our IBE scheme H}DB];EDH+DLIN s function private under the DLIN
assumption for identities sampled uniformly from k-sources with k = w (log A).

Proof. The proof follows directly from the following claim:
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Claim 4.1 For any probabilistic polynomial-time adversary A, the following holds:

DBDH+DLIN? FPJ—[DBDH{»DLIN7

Pr |:EXpt|Fe|§:,HIBE A()\) = ].:| — Pr [Exptright IBE .A()\) = 1] ‘ S negl(A)

To prove this claim, we assume the contrary. Let A be a probabilistic polynomial-time
adversary such that:

DBDH+DLIN? FP’HDBDH+DLIN"A

Pr [Expt'ﬁ&nlm AN = 1} —Pr {Exptright IBE N\ = 1} ‘ =e¢

where € > negl(\). We construct an algorithm B that solves an instance of the DLIN
problem with advantage ¢’ negligibly close to €. B receives as input a DLIN instance
(91,92, 93,91, 952, 93°) over a bilinear group G with prime order ¢ and generator g,
and interacts with A as follows:

o Setup: B samples x1,x2, T3 %il Z4 and provides A with the public parameter pp
as:

pp=(9.97" - 95°, 95 - 95°)
where g1,92 and g3 are part of its input DLIN instance. Let a; = log,g; for

j € {1,2,3}. Then observe that B’s choice of public parameters formally fixes
the master secret key to be:

msk = (s1 =y -1 + a3 - T3,82 = Q9 - Ta + a3 - X3)

e Hyi,Hs Query Phase-1: A is allowed to issue H; and Hs queries. B maintains
a list of three-tuples (id;,y;,y;) € ZDx X Zq X Z,. Upon receiving a query for an
identity id; it first looks up the list for a matching (id;, y;, ;) entry. If not found, it

samples y;, Y} £ Z,, and adds the tuple (id;, y;, y;) to the list. Finally, it responds
with Hj (id;) = g% and H, (id;) = g¥.

e Secret-Key Query Phase-1: When A issues a secret-key query for some identity
id;, B looks up H; (id;) and Hy (id;), as described above. Let y1; and yo; be the

corresponding tuple entries. B samples 23 ;, 22 ; & Zg4, and responds with:

skia, = (97" - g5°)""" ™ - (927 - 95°) "™ 214, 224)

It is easy to see that this simulation of the key-generation oracle by B is computa-

tionally indistinguishable from the real oracle the experiment Expt?ﬁf‘SBBBEDH+DLIN7 AN

In particular, we have:

skig, = ((g7" - g52)"" 00 - (952 - g52)"> "™ 21,4, 22,0)
= ((g" )70 (gh2 ) 21, 20)

(H1 (Idl)slzll . HQ (Idl)szz21 s 1,05 ZQJ;)
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o Left-or-Right Query: Suppose A queries the left-or-right oracle with (IDg, ID7)
- a two-tuple of circuits representing k-sources over the identity space ZD) such
that k = w (log \). B uniformly samples mode & {left, right}. If mode = left, it
samples id* <& ID; otherwise, it samples id* £ ID;. If either H; (id*) or Hs (id")
have already been looked up, B outputs a random bit and aborts. Otherwise, it
samples 27, 25 £ Zgq, and responds with:

al1-x1 a-r2 az T3

Skid* = (gl *go * g3 ,ZT,Z;)
where (¢7*, 952, g3°) is part of its input DLIN instance. It also formally sets H; (id*) =
g®/* and H, (id*) = g*2/:.

e Hy,Hy Query Phase-2: A continues to issue queries to the random oracles H;
and Hs. B responds as in Phase-1, except if a query for id* arrives. In this case, B
outputs 1 and aborts.

e Secret-Key Query Phase-2: A continues to issue secret-key queries, and B con-
tinues to respond as in Phase-1, except if a query for id* arrives. In this case, B
outputs 1 and aborts.

e Output: Finally, A outputs a bit b € {0,1}. B outputs 1 if the challenge identity
id* was sampled from IDj, and 0 otherwise.

Note that we considered the single-shot variant of the function privacy adversary
making a single left-or-right oracle query. Such an adversary is polynomially equiva-
lent to its multi-shot variant (see Section 3.4). We now state and prove the following
claims:

Claim 4.2 When a3 = a1 + ao, the joint distribution of mode and the challenge
secret-key skig= in the simulation of the left-or-right oracle by B is computationally

. . . . d
indistinguishable from that in the experiment EXptansﬁBBBEDHJrDmNaA()‘)'

Proof. Note that the sampling of id* from either ID] or ID] by B is consistent with
its random choice of mode. Additionally, when a3 = a1 + a2, the secret-key skiq~ takes
the form:

skigx = (9‘111'11 L ggaTe .g:(,)“l*az”s,zf,z;)
= (97" - 93°)" - (922 - 95)™ 21, 23)
= (g7 gg) 7 (g5 - g/ 2y )
- (Hl (id")*"*F - Hy (id*)* > azf725)

which is identically distributed to the response of the left-or-right oracle in the ex-
mode

periment EXptFP’HIBE (). This completes the proof of Claim 4.2.

DBDH+DLIN?
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Claim 4.3 When a3 is uniformly random in Z,, the distribution of the challenge
secret-key skig= is statistically independent of B’s choice of mode with overwhelmingly
large probability.

Proof. Recall that a; = log,g; for j € {1,2,3}. Consider the following system of
equations, determined by the public parameters pp and the secret-key skiq«:

logg (91" - 93°) =1 -1 + g - a3

T T
IOgg (95 - 95°) = g - w2 + a3 - x3
a-xy a2-T2 (13‘$3)

10g9(91 92 93 =a]-Q1-T1F+az Q- Ty +az-a3-T3

Since ag is uniformly random in Zg, with all but negligible probability, we have
that ag # a1 + ag, which makes the aforementioned system of equations linearly
independent. Hence, the conditional distribution of skig= (where the conditioning is
on B’s choice of mode and everything else in A’s view) is uniform. This completes the
proof of Claim 4.3.

It now follows from Claims 4.2 and 4.3 that the advantage € of B in solving the
DLIN instance may be quantified as ¢ = e - (1 — Pr[abort;]) — Pr [aborts], where € is
the advantage of the function privacy adversary A, while abort; and aborts denote
the events that aborting the simulation during the left-or-right query phase and the
second hash/secret-key query phases, respectively, leads to a loss of advantage for B.
We bound the probability of this event as follows:

e Abortion during Left-or-Right Query. Suppose that the adversary A makes
@1 and Q2 queries to the random oracles and secret-key generation oracle, re-
spectively, prior to the left-or-right query. Recall that both the circuits ID{ and
ID] generated by A represent k-sources over the identity space ZD,, such that
k = w(logA). Hence, the probability that a uniformly randomly sampled id*
from either distribution has already been queried by A may be upper bounded
as {1E92) < neg (N).

Qw(log \)

e Abortion during Query Phase-2. Note that when B aborts during a random
oracle/secret-key generation oracle query in phase-2, it always outputs 1, thereby
indicating that its input DLIN instance is valid. Hence, a loss of advantage for
B occurs only when it has to abort even if the DLIN instance is invalid. Now, as
per Claim 4.3, when the DLIN instance is invalid, the distribution of the chal-
lenge secret-key skigq+ is uniformly random and independent of mode. Given the
min-entropy bounds on the circuits represented by ID{ and ID7, the probabil-
ity that A still correctly guesses id* and issues oracle queries for the same is
O (27weeN)) < negl (A).

In summary, we have Pr[abortg] < negl (\) for 5 € {1,2}, implying that B’s advan-
tage in solving the DLIN instance is negligibly close to the advantage of the function
privacy adversary A. This completes the proof of Claim 4.1.

We demonstrate in Appendix E that the I pr.n scheme can be readily extended
to a sequence of IBE schemes that share the same data privacy guarantees, while
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enjoying progressively stronger function privacy guarantees under weaker variants of
the DLIN assumption, albeit at the cost of a constant growth in ciphertext size.

5 Computationally Function Private Subspace-Membership
Encryption

In this section we present an adaptively data private and computationally function
private SME scheme based on the matrix DDH assumption in the standard model.
The scheme is described below, and its proofs of data privacy and function privacy
are presented subsequently.

The Scheme. Let GroupGen(1*) be a probabilistic polynomial-time algorithm that
takes as input a security parameter A € N, and outputs the tuple (G,Gr,q,g,€),
where G and G are groups of of order ¢ (¢ being a A-bit prime), g is a generator
for G and e : G x G — G is an efficiently computable non-degenerate bilinear
map. Our scheme TISNE .+ is parameterized by m,n, 1,12 = poly()\) (for Iy > l5), in
the sense that it supports predicate matrices of the form W € Z**", and attribute
vectors of the form x € Zj. The payload message space M, is assumed to be a
polynomial-sized subset of Z,.

e Setup: The setup algorithm samples (G, Gr, q,g,¢€) & GroupGen(1*) on input the
security parameter 1*. It also randomly samples A i Zél %Iz such that A has full

rank [o, and S il Zg”l. It outputs the public parameter pp and the master-secret-
key msk as:

pp=(g9,9™,95*) ,msk=S$

e KeyGen: On input the public parameter pp, the master-secret-key msk and a pred-

icate matrix W € Z™*™ the key-generation algorithm samples y £ Zg" and

outputs the secret-key skyw = (dy,ds) where:

di =g W dy =g WS

e Enc: On input the public parameter pp, an attribute vector x € Zj and a message
M € Zg, the encryption algorithm sets:

m=[M00---0]" €zp

It then samples r i fo and o <& Z,, and outputs the ciphertext C' = (c1,¢2)
where:

¢ = gA~r , Gy = ga-x+m+S~A~r
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e Dec: On input a ciphertext C' = (c1,¢2) and a secret-key skiq = (dy,ds), the
decryption algorithm first computes:

T1 = e(dl,CQ) 3 TQ = e(dg,cl)

Let di = [dl,l dig - dlm] € (G)". The decryption algorithm checks if there

exists an M’ € M, such that T, - e(dljl,g)M/ = Ty. If such an M’ is found, it
outputs M’; else it outputs L. Note that the decryption algorithm is efficient since
|M| = poly (A).

Correctness. Consider a ciphertext C' = (¢, ¢2) corresponding to a message M un-
der an attribute vector x, and a secret-key skyw = (d1, d2) corresponding to a predicate

matrix W. Also, let di = [di1 di2 -+~ d1,n] € (G)" andletm = [M 00 ---0]" € Z7.
Then we have the following:

e(dlvg )_6 dl 1; H dljv _e(dl,lvg)]w
Jj=2

Now, if W - x = 0, we have:

Ty = e(dy,ca)
:€<g ax+SAr)_e(d17gm)
=e(g, )ay Wx+y WSAr (dl; m)

I
)

(99
(9.9)" VIR e (dg™)

=e(g"" WS, gAT) e (dr,g™)

= e(dz,c1) - e (dr, g™)

=T5-¢ (dl,l,g)M
Therefore, if W - x = 0, the decryption algorithm will output the payload message
correctly. On the other hand, if W -x # 0, we have a-yT - W -x # 0 with probability

1 — 1/q over the randomness of KeyGen, implying that the decryption algorithm
returns L with overwhelmingly large probability.

5.1 Security of the Scheme

Adaptive Data Privacy. We state the following theorem for the adaptive data

privacy of II§ME .

Theorem 5.1 Our SME scheme H%%%H is adaptively data private for parameters
m,n,ly,lo = poly (\) under the (l1,ls, k)-Source-MDDH assumption for k = log, q,
subject to the restrictions that:

0[1>1222
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e Q< [(nx(lh—1l)-1)/l]

where Q = poly(\) is the maximum number of secret-key-generation queries made by
the adversary in the data privacy experiment.

Proof. The analysis of data privacy relies on hash proof systems, and uses arguments
similar to those of Cramer and Shoup [16, 17]. The analysis exploits the following fact:
the restriction on the number of secret-key queries @) ensures that the master-secret-
key S has sufficient entropy from an adversary’s point of view, even given the public
parameter pp and B’s responses to Q-many secret-key queries. This in turn ensures
that at some stage, if the challenge ciphertext is generated using the master-secret-
key instead of the public parameter, it will perfectly hide which attribute-message
pair among (xg, M) and (x§, M7) is encrypted. Finally, the scheme is adaptively
secure because the reduction knows the master-secret-key at any time, which allows
it to answer all secret-key queries without knowing the challenge attribute-message
pairs beforehand. This feature is common to nearly all security proofs relying on hash
proof systems [16,17]. The detailed analysis is presented in Appendix F.

Computational Function Privacy. We state the following theorem for the com-

putational function privacy of TIJNE

Theorem 5.2 Our SMFE scheme Hls\'/}\]/{)%H 1s function private for parameters m,n,ly,ly =
poly (A\) under the (n, 2, k)-Source-MDDH assumption for k = w (log A), subject to the
restrictions that:

e Each predicate matriz W € Zy**™ is sampled uniformly from an (m,n, k)-matriz
source.
en>m2>2

[ ) QS L(nx (llflg)fl)/llJ

where Q is the mazximum number of secret-key-generation queries made by the adver-
sary during the function privacy experiment.

Proof. The proof follows directly from the following claim:

Claim 5.1 For any probabilistic polynomial-time adversary A, the following holds:
righ
‘Pr {Expt::e;,t’ni%% = 1} —Pr [Expth;[%% A= 1} ‘ < negl())

To prove this claim, we assume the contrary. Let A be a probabilistic polynomial-time
adversary such that:

MDDH? FPJ—[I\/IDDH"’4

‘Pr [Exptf&nsm AN = 1} —Pr {Exptright sup 4 (A) = 1] ‘ =e¢

We construct a probabilistic polynomial-time algorithm B such that:

(€))

Adv%?w]?kl,{s()\) = |Pr [Exptg/)I%DDH,n,m,k,B()‘) = 1} —Pr [ExptMDDH,n,m,k,B<)‘) = 1} ’ =€
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for k = w (log ). B poses as the challenger for A in the function privacy experiment,
and delays outputting its own choice of matrix distribution in the min-entropy MDDH
game until A queries the left-or-right function privacy oracle. More concretely, BB
proceeds as follows:

e Setup: B randomly samples A & Zf;Xl? and S <& ngh, where 11,10 € N. It
sets the public parameter pp and the master-secret-key msk as:

pp=(g9,9™,65%) ,msk=8

It provides pp to A.

e Secret-Key Queries: Suppose A issues a key-generation query for a predicate

matrix W € Zg"*". B samples y £ Zq' and responds with the secret-key skw =
(d1, d2) where:

di=g" W dy =g WS

Quite evidently, the distribution of skywy is B’s simulation is computationally in-

distinguishable from that in the response of the key-generation oracle in the ex-
. d

periment EXpt?F?ﬁi%%H,A(A)'

o Left-or-Right Query: Suppose A queries the left-or-right oracle with (V§, V7)
, where both Vi = ({V7%) o bicirml je(1n) and Vi = ({V7; 1 bictm)jef1n)) repre-
sent (m,n, k)-matrix-sources over Z;**" for k = w (log A). B uniformly samples

mode <= {left, right}. If mode = left, it sets b = 0, else it sets b = 1.

At this point, B outputs the distribution (VZ)T and receives in response a tu-
ple (g(W*)Tvg“*) € ((G)nxm X (G)n), for a matrix W* € V. Note that u*

m

is either of the form (W*)T -y" for some uniformly random y* € Zg*, or u* is

uniformly random in Zj.

B responds with the secret-key skw- = (df, d5) where:
dy =@ dy = g0)"S

e Output: A outputs a bit ¥'. If b = b (where b = 0 if mode = left and b = 1 if
mode = right), B outputs 1; else, it outputs 0.

Note that once again, we considered the single-shot variant of the function privacy
adversary making a single left-or-right oracle query. Such an adversary is polynomially
equivalent to its multi-shot variant (see Section 3.4). The following claims now follow:

Claim 5.2 When u* is of the form (W*)T -y* for some uniformly random y* € Z;",

the joint distribution of mode and the challenge secret-key skw~ in the simulation

of the left-or-right oracle by B is computationally indistinguishable from that in the
. d

experiment Expt?;’ﬁ%%%HVA(/\).
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Claim 5.3 When u* is uniformly random in Zy, the distribution of the challenge
secret-key skyw~ is statistically independent of B’s choice of mode with overwhelmingly
large probability.

Proof. The first claim is obvious. To prove the second claim, it is sufficient to prove
that the conditional distribution of (u*)T - S (where the conditioning is on B’s choice
of mode and everything else in A’s view) is uniformly random, given that u* is a
uniformly random vector in Zj.

Suppose that during the function privacy experiment, A makes @) secret-key-
generation queries on predicate matrices Wy, -+, Wq € Zy**", and B responds with
skw, = (dj,1,d;2) for j € [1,Q]. Also, suppose that Q = [(n x (I; —l2) — 1) /l1]. Now
consider the following system of (n X ls + @ x l1) equations, determined by the public
parameters and the responses of B to the aforementioned key-generation queries:

log, (gS'A) =S-A
logg (d172) = y’ll‘ . W1 -S
log, (d22) =y3 - W28

log, (do.2) =y& - Wq-S

Quite evidently, the aforementioned system of equations has exponentially many so-
lutions for S € Zf;xh. Let Sy be one such solution, chosen deterministically. Also, let

Z, € Zf; and Zo € ZZ be deterministically chosen vectors such that:

« AT.Z,—0cZh
eyl -W;-Zy=0¢Z for each j € [1,Q)]

Note that exponentially many such vectors exist since I; > ls and n > Q. Then, the
distribution of S € ZZXll in the view of a computationally unbounded adversary is
as follows:

{So+p-Zs ZT | p € Zy}

Now, observe that the conditional distribution of (u*)™ - S (where the conditioning

is on B’s choice of b and everything else in A’s view) is as follows:
{")™-So+p- ()" -2y ZT | p € Z4y}

Since u* is uniformly random in Z”, we have (except with negligible probability)

q b
(u*)T - Zo # 0, implying the conditional distribution of (u*)T - S is uniformly ran-
dom. This completes the proof of Claim 5.3.

It now follows from Claims 5.2, and 5.3, that:

Adv, ) (N = ‘Pr [EXptl(\%)DH,n,zk,B()\) = 1} —Pr [Exptl(\/l[%DDH,n,Zk,B()‘) = 1} ‘

= ‘Pr [Expt:fgnwg AN = 1} —Pr {Exptright oM

MDDH?’ FP»HMD%H’A(
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This completes the proof of Claim 5.1.

Relaxing the Parameter Restriction for Function Privacy. Our SME scheme,
parameterized by m,n = poly (\), is computationally function private subject to
the restriction that n > m. However, we demonstrate here any instance m of our
SME scheme that is parameterized by m,n such that n < m can be transformed
into an equivalent instance 7’ that is parameterized by m,n’, such that n’ > m.
In particular, the transformation works on the predicate matrices and the attribute
vectors as follows:

e Given a predicate matrix W € Z7**" for the instance 7, the instance 7’ uses a

corresponding predicate matrix W/ = [W \ R] € ZZ’LX"/, where R € Z;nx(n )
is sampled uniformly from an (m, (n’ — n), k)-matrix-source for k = w (log \).
e Given an attribute vector x € Zg for the instance m, the instance ' uses a

corresponding attribute vector x’ = [XT |00 --- O]T € ZZL,.
The following observations establish the validity of this transformation:

e W' is an (m,n’, k)-matrix-source if and only if W is an (m, n, k)-matrix-source.
e W .x" =0 if and only if W -x = 0, where 0 € Z".

The other restriction for function privacy, namely m > 2, appears to have no such
immediate relaxation so long as our SME construction is based on symmetric bilinear
maps. However, an alternative approach is to base our construction on asymmetric bi-
linear maps over two distinct source groups G; and G, with the assumption that the
MDDH family of assumptions holds individually in both these groups (this is essen-
tially analogous to the symmetric external Diffie-Hellman assumption, or SXDH [20]).
The public parameter pp and the ciphertext C' are then generated using a generator
g1 for the group Gy, while the secret-key skw is generated using a generator g for
the group Gs. The decryption algorithm proceeds analogously to recover the payload
message M. The data privacy of the scheme can then be based on the (1, (2,log, q)-
Source-MDDH assumption in Gy, while its function privacy can be based on the
(n,m, k)-Source-MDDH assumption in Gy for & = w (log \). The asymmetric nature
of the bilinear map now allows m = 1, which in turn allows our SME scheme to
naturally subsume a function private inner-product encryption (IPE) scheme.

6 Computationally Function Private Hidden-Vector
Encryption

In this section we present an adaptively data private and computationally function
private HVE scheme based on the matrix DDH assumption in the standard model.
The scheme uses techniques similar to the function private HVE scheme presented
in Section 5, with subtle differences to account for the presence of the wildcard char-
acters. The scheme is described below, and its proofs of data privacy and function
privacy are presented subsequently.
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The Scheme. Let GroupGen(11) be a probabilistic polynomial-time algorithm that
takes as input a security parameter A € N, and outputs the tuple (G,Gr,q,g,€),
where G and Gt are groups of of order ¢ (¢ being a A-bit prime), g is a generator for
G and e : G x G — Gr is an efficiently computable non-degenerate bilinear map.
Our scheme TV R is parameterized by n = poly()), in the sense that it supports
predicate vectors of the form v € (Z, U {x} \ {0})", and attribute vectors of the form
x € (Z4\ {0})". The reason for excluding 0 from the attribute space will be clear
from the construction. The payload message space M is a polynomial-sized subset
of Zg.

e Setup: The setup algorithm samples (G, Gr, q,g,¢€) s GroupGen(1*) on input the
security parameter 1*. It also randomly samples Ay, -+, A,, A, 1 i Zgl xl2 and

s & Z((;H'l)xh, where 1,15 € N. It then outputs the public parameter pp and the

master-secret-key msk as:
pp = (97 {g™ Yienmt1)s {g5 4 }je[l,n+1]) , msk =8

e KeyGen: On input the public parameter pp, the master-secret-key msk and a predi-
cate vector v = (v1, -+ ,vy,) € (Zg U {x}\ {0})", the key-generation algorithm first
sets:

S={jel,n]:v; #x*}
{U,{vj ifjeS}
= o
0 ifjé¢s jelim]

It then samples a random invertible matrix W £ Zy*™ and sets the following:

vVi=| | €ez] W= W | W, v]ezpt

Finally, the key-generation algorithm samples y £ Zq and outputs the secret-key
Skv = (d1, d2,8) where:

dy = gyT-W dy = gyT-WS
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e Enc: On input the public parameter pp, an attribute vector x = (21, -+ ,x,) €
(Zy \ {0})"™ and a message M € Z,, the encryption algorithm sets:

m=[M0---000]" €z
xi=[2:0---000]" €z
xo= [0z ---000]" €z

%0 =[00---0z,0]" €zt
Xnp1=[00---00(-1)]" € zp+!

Next, the encryption algorithm samples ry, -+ ,ry,,rpq1 s fo and a & Zq, and
outputs the ciphertext C' = ({c;,1,¢j,2}je[1,n+1)) Where for each j € [1,n], we have:

_ Ajr; _ axj+S-Ajr;
cj1 =g cjo=g* R

and:

_ A Ty _ _aXpi1t+m+S-A Ty
Cnt11 =9 nt+1Tnpl  Cntl2 =g n41 n4+1Tnt1

e Dec: On input a ciphertext C' = ({Cj’l,cj’Q}je[l’nJrl]) and a secret-key sk, =
(dy,ds,S), the decryption algorithm computes the following:

T = H e(di,cj2) | -e(di,cni1,2)
JjES

T, = H e(da,cj1) | -e(da, cnirn)
jeS
Let dy = [dLl dig - dl’n_i'_]_] € (G)"H. The decryption algorithm checks if there

exists an M’ € M, such that T, - e(dl)l,g)M = Ty. If such an M’ is found, it
outputs M’; else it outputs L. Note that the decryption algorithm is efficient since
|M| = poly (A).

Correctness. Consider a predicate vector v = (vy,---,v,) € (Zy U {*}\ {0})" and
an attribute vector x = (x1,---,z,) € (Z,\ {0})", such that v; = z; for each
j € [1,n] such that v; # *. Also, let S = {j € [1,n] : vj; # x}. It is easy to see the

following relation:
V/ n+1
> = |ty e

JjESU{n+1}
where v/ € Z7 and x; € ZT! for j € [1,n + 1] are as defined above. This now
automatically yields the following:

Wl Y x| =Wiiwiev) |
jeSU{n+1}
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Now consider a ciphertext C = ({cj,l,cj’g}j€[17n+1]) corresponding to (x, M) and
a secret-key sky = (dq,ds). Also, let di = [dm dig--- dl,nﬂ] € ((G,)nJrl and let
m=[MO0O--- O}T € 72!, Then we have the following:
n+1
e(dy,g™) =e(dy1,g") - H e(dij,g°) =e (dr1,9)"

Jj=2

The following now establishes the correctness of our HVE scheme:

T1 = H e (dl,Cj’Q)

jeESU{n+1}
= I e(gyT'W,g“"‘ﬁS'AJ"”)-6(d1,gm)
JjESU{n+1}
T
= [ e@o*> W |. 11 e(gyT'W's7gAj'”) -e(dy,g™)
jeESU{n+1} jESU{n+1}

vT. (x;
[T e ™| JI el e(dg™

JESU{n+1} JESU{n+1}

= (6(9, )Y W (Esesopen "j)) Ty -e(di,g™)

=T5-e (d1,1,g)M

6.1 Security of the Scheme

Adaptive Data Privacy. We state the following theorem for the adaptive data
[THVE

privacy of Il py:

Theorem 6.1 Our HVE scheme ILYE . is adaptively data private for parameters
n,ly,lo = poly(A\) under the (ly,la, k)-source-matrix decisional Diffie Hellman as-
sumption for k =log, q subject to the restrictions that:

o1 >0 >2

e Q< [((n+1) - (lh—1l)—1)/l:]

where Q = poly(X\) is the maximum number of secret-key-generation queries made by
the adversary in the data privacy experiment.

We define a series of experiments {Exptg’}’fi,)E AN} eeq0.1y.kefo.nr1y} as follows:
MDDH?

£0:0)
N5 DA

periments {Expt(b) (M)} veqo,1}-

DP, N1 b A

e The experiments {Exp (A)}beqo,1} are identical to the data privacy ex-
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(b;k)

e For each k € [1,n + 1], the experiments {Expt AN }befo,1y are identical to

B
their predecessor experiments {Expt%l/lfvt);%l; A(/\)}be{o,l} except that, in the chal-
lenge ciphertext C* = ({c}f,l,c;?72}je[17n+1]), the components 0271 and c,’;,Q are

additionally statistically independent of b.

Quite obviously, the following holds for any probabilistic polynomial-time adversary

A:

Pr [Expt‘rfgcg” L= 1} —Pr {Exptg{{@;l) L= 1} ‘ =0

MDDH? MDDH’

We state the following claim:

Claim 6.1 For a given k € [I,n + 1] and b € {0,1}, and for any probabilistic
polynomial-time adversary A, the following holds:

Pr [Expt“”’“*” = 1} _Pr [Expt(b’k) AN = 1} ‘ < negl()\)

HVE HVE
I—[MDDH ’ 1_IMDDH’

The proof of this claim is very similar to the proof of Theorem 5.1 and is detailed in
Appendix G. This claim naturally leads to the following relation:

Adviee 4 =

MDDH> MDDH*

Pr {EXP’ESB)HHVE A(/\) = 1} —Pr {Exptl(jlg}HH\,E A(/\) = 1] ‘

n+1
bk—1 bk
<> N |pe [Expt(n%% Ii = 1] —Pr [EXpt(Hﬁ\é% oAM= 1} ‘
k=1be{0,1}
< negl ()

which completes the proof of Theorem 6.1.

Computational Function Privacy. We state the following theorem for the com-
HVE

putational function privacy of IIy;ypy:

Theorem 6.2 Our HVE scheme TI{YE 1 is function private for parametersn,ly,lo =
poly (A\) under the (n,logy q)-Source-MDDH assumption, subject to the restrictions
that:

e The non-wildcard entries of each predicate vector v € Zy are sampled uniformly
from independent k-sources, for k = w (log A).
o n>2

e Q< ((n+1) x (Ih — 1) — 1) /Iy

where Q is the mazximum number of secret-key-generation queries made by the adver-
sary during the function privacy erperiment.

Proof. The analysis of function privacy uses arguments based on hash proof systems,
akin to those in the proof of function privacy for our SME construction in Section 6.
The full analysis is presented in Appendix H. We detail here how a simulator B
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answers the left-or-right function privacy oracle. Note that B knows the master-secret-
key S at all points, which allows it to answer all secret-key queries. Suppose A queries
the left-or-right oracle with (V, Vi) , where both Vi = ({V;%; o }ie1,m],jef1,n)) and
Vi = ({Vi*1biermi,jeqt,n) represent (m,n, k)-matrix-sources over Z7"™*" for k =
w (log A). B uniformly samples mode %il {left, right}. If mode = left, it sets b = 0, else
it sets b = 1. At this point, B outputs the distribution (Vg)T and receives in response
a tuple (g(w*)T,g“*) € ((G)"X"L X (G)"), for a matrix W* € V;. Note that u* is

cither of the form (W*)T . y* for some uniformly random y* € Zg*, or u* is uniformly
random in Zy. B responds with the secret-key skw+ = (dj, d3) where:

« u)T " a)T.
P=g™) Ay =g S

The analysis now exploits the following fact: the restriction on the number of secret-
key queries @) ensures that the master-secret-key S has sufficient entropy from an
adversary’s point of view, even given the public parameter pp and B’s responses to
@-many secret-key queries. This in turn ensures that skw+ perfectly hides the bit b
chosen by the simulator B.
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A Definitions for Public-Key Predicate Encryption

A public-key predicate encryption scheme for a class of predicates F over an attribute
space 3 and a payload-message space M is a quadruple of probabilistic polynomial
time algorithms II = (Setup, KeyGen, Enc, Dec). The Setup algorithm takes as input
the security parameter A\, and generates the public parameter pp and the master-
secret-key msk for the system. The key-generation algorithm, KeyGen takes as input
the public parameter pp, the master-secret-key msk and a predicate f € F, and
generates a secret-key sky corresponding to f. The Enc algorithm takes as input the
public parameter pp, an attribute I € ¥ and a payload-message M € M, and outputs
the ciphertext C' = Enc(pp, I, M). The Dec algorithm takes as input the public
parameter pp, a ciphertext C' and a secret-key sky, and outputs either a payload-
message M € M or the symbol L.

Correctness. A predicate encryption scheme II is said to be functionally correct if
for any security parameter A, for any predicate f € F, for any attribute I € ¥ and
any payload-message M € M, the following hold:

1. If f(I) =1, we have Dec (pp, Enc (pp, I, M), KeyGen (pp, msk, f)) = M.
2. If f(I) =0, we have Dec (pp, Enc (pp, I, M), KeyGen (pp, msk, f)) = L with prob-
ability at least 1 — negl()\).

where the probability is taken over the internal randomness of the Setup, KeyGen,
Enc, and Dec algorithms.

A.1 Data Privacy of Public-Key Predicate Encryption

We recall the standard notion of attribute hiding data privacy for a predicate encryp-
tion scheme against an adaptive probabilistic polynomial-time adversary.

Definition A.1 (Adaptively Data Private Predicate Encryption). A predicate en-
cryption scheme IT = (Setup, KeyGen, Enc, Dec) is said to be adaptively data private
if for any probabilistic polynomial-time adversary A, the following holds:

AdvBP, () &

Pr {Exptg?,ﬂ’f‘(/\) = 1] —Pr [Exptgg,ﬁnﬂ(}\) = 1] ’ < negl(\)

where for each A € N and b € {0,1}, the experiment Expt(Dbg’H,A()\) is defined as:

1. (pp,msk) <& Setup (1%).

2. (I3, M), (IT, My) , state) <% AKevGen(msk:) (1A po) where I3, I} € ¥ and
Mg, M7 € M.

3. 0* & Enc (pp, I}, MY).

4. b & AKeyGen(msk,) (C*, state).

5. Output .
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subject to the following restrictions:

1. For each predicate f; with which A queries KeyGen (msk,-), we have f; (I}) =
fi (I7).

2. If A queries KeyGen (msk, -) with a predicate f; such that f; (IF) = fi (IT) = 1,
we have M5 = M.

The above notion of adaptive data privacy is referred to as DP throughout the rest of
the paper. There also exists a selective variant of the above security notion, referred
to as sDP throughout the rest of the paper, that requires the adversary to commit
to the challenge pair of attributes (I, I7) before seeing the public parameters of the
scheme.

B The Generalized Decisional k-Linear Assumption (k-DLIN)

Let G be a group of prime order ¢ and let g1, - - , gk, gx+1 be arbitrary generators for
G, for k > 2. The generalized decisional k-linear assumption is that the distribution
ensembles:

k
a a E:‘:laj
{(917"' 7gkvgk+17gll7”- ’gkk7gk+]1 >} 7 and
a1, and

Ap41

aq ag
TR ky Oha1 . R
{(g ’ y9ks 9k+1,971 5 y 9k agk+1 )}alw“,ﬂkﬂk+1 Z,

are computationally indistinguishable, where g1, - - , gk, gx+1 £ G.

Note that the k-DLIN assumption implies the (k+ 1)-DLIN assumption for all k > 1,
but the reverse is not necessarily true. In other words, the k-DLIN assumption family
is a family of progressively weaker assumptions.

C Proofs of Claims 2.1 and 2.2

Let V = ({Vi,j}ie[l,m],je[l,n]) be an (m,n, k)-matrix-source over Zy™*" for k =

w (log A). Sample uniformly at random W £V and choose any n rows of W.
By definition of a matrix-source, the elements of the resulting n x n sub-matrix of
W have been sampled from mutually independent distributions, where each distri-
bution is uniformly random over a sub-field Z,,, where g, < ¢ is a k-bit prime.

Consequently, the probability that this sub-matrix has a zero determinant is given
by (1 — H?Zl (1 — 2%)) It is easy to see that this quantity is upper bounded by
o5 = W{,“) < negl(A). In other words, the matrix W has full rank n with over-
whelmingly large probability. This completes the proof of Claim 2.1.

Again, let V; = ({W,j,l}ie[l,n],je[l,n]) be an (n, n, k)-matrix-source over Zy*", such
that k = w (log A), and let Vo = ({‘/7;72}1'6[17”(]) be any non-zero distribution over over
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Z;‘. Let V = [V1 | V4 ~V2]T € ZSZ”“)X”. Sample uniformly at random W <£ v
and choose the first n rows of W. By definition of a matrix-source, the elements of
the resulting n x n sub-matrix of W have been sampled from mutually independent
distributions, where each distribution is uniformly random over a sub-field Z, , where
qr < q is a k-bit prime. Consequently, the probability that this sub-matrix has a zero

n

determinant is given by (1 —1I =1

(1 - 2%)) It is easy to see that this quantity is
upper bounded by o = e < negl()\). In other words, the matrix W has full

9w (log \)

rank n with overwhelmingly large probability. This completes the proof of Claim 2.2.

D Proof of Theorem 4.1

(b:k)

We define a series of experiments {ExptHIBE A()‘)}be{o,l},ke{o,l,Q} as follows:
DBDH-+DLIN?
e The experiments {Exptﬁ){g,)3 A()\)}be{O,l} are identical to the data privacy
(b) DBDH+DLIN?

experiments {EXptDP7HIL>BBEDH+DLIN7A(/\)}b€{0’1}'

e For each k € {1,2}, the experiments {Exptg’{gz: 4(M)}befo,1y are identical

DBDH+DLIN ’
to their predecessor experiments {Exptﬁ’l’g;l) A(A)}be{o,l} except that, in
DBDH+DLIN?

the challenge ciphertext C* = (cf,c3,c3), the component cj, is additionally

statistically independent of b.

Quite obviously, the following holds for any probabilistic polynomial-time adversary

A:

Pr {Expt%o{g% A()\) = 1} —Pr {Exptgﬁfé A()\) = 1} ‘ =0

DBDH+DLIN? DBDH+DLIN?

Now, for b € {0, 1}, let A be any probabilistic polynomial-time adversary such that:

DBDH-+DLIN? DBDH+DLIN?

Pr [Exptﬁ’fg,)3 AN = 1} —Pr [Expt%.?{é,)3 AN = 1} ‘ =€

where € > negl()\). We construct a polynomial-time algorithm B that solves an in-
stance of the DBDH problem with advantage € > ¢/ (e(Q + 1)), where @ is the
maximum number of oracle queries made by A during the data privacy experiment.
B receives as input a DBDH instance (g, g**, g*2, g%, Z) over a bilinear group G with
prime order ¢ and generator g, and interacts with A as follows:

o Setup: B randomly samples a4 £ Zg4, and provides A with the public parameter
pp as:
pp = (9,9",9")

where g and ¢g** are part of its input DBDH instance. Then observe that B’s
choice of public parameters formally fixes the master secret key to be:

msk = (81 =a1,82 = a4)
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e Hy, Hy Query Phase-1: A is allowed to issue H; and Hs queries. B maintains a
list of four-tuples (idj, Yir Y5 6j) € IDy X Ly x Ly x{0,1}. Upon receiving a query
for an identity id; it first looks up the list for a matching (id;, v;, y}, 0;) entry. If
not found, it uniformly samples y;, v} il Zq4, and samples ¢; from a distribution
over {0,1} such that Pr[§; = 1] = . It then adds the tuple (id;, y;, y}, ;) to the
list and proceeds as follows:

e If §, = 0, B responds with H; (id;) = ¢*2"¥% and Hj (id;) = gyi, where g2 is
part of its input DBDH instance.
e If §; = 1, B responds with H; (id;) = ¢g¥ and H, (id;) = g¥:.
Note that only the output of the random oracle H; depends on 4.

o Secret-Key Queries: When A issues a secret-key query for some identity id;,
B looks up Hi (id;) and Hs (id;), as described above. Let y;, y; and §; be the
corresponding tuple entries. B proceeds as follows:

o If 6, =0, B outputs a random bit and aborts.

R .
o If 6, =1, B samples z1 4, 22,; +— Z4 and responds with:
. . ,. .
skig, = (gal YrELE L gUarER s, 2271‘)

Observe that if §; = 1, we have H; (id;) = ¢¥ and Hs (id;) = gYi; consequently,
the secret-key skiq, is well-formed with respect to the public parameter pp.

e Challenge: A outputs the challenge pair ((idg, Mg), (id7, M{)). B samples a

random bit b <= {0,1} and looks up H; (id;) and Hs (id;), as described above.
Let y7, y3 and 0* be the corresponding tuple entries. B proceeds as follows:
o If 6* =1, B outputs a random bit and aborts.
e If 6* = 0, we must have we have H; (id}) = g?>¥1 and H (id;) = g¥2. In this
case, B outputs the challenge ciphertext as:

C* = <ga3,Mb . Zyi‘,e(ga37ga4)y§)
e Output: Finally, A outputs a guess b’ for b. If ¥’ = b, B outputs 1, else it outputs
0.

We now state and prove the following claims:

Claim D.1 When Z = e(g,g)™ %%, the joint distribution of b and the challenge
ciphertext C* in the simulation by B is computationally indistinguishable from that

in the experiment Exptl(_i)fgz3 A
DBDH+DLIN?

Proof. Let Z = e(g, g)*'*2'%. As already discussed above, if B does not abort, we
must have H; (id}) = ¢®¥1 and H, (id}) = g¥2. Then the challenge ciphertext C*
takes the form:

¢ = (9“3, My - (g, 9)" "9 ¥ e (9a37g“4)y;)
= (ga37 My -e (9517H1 (IdZ))as € (9527H2 (Id:))a3)
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for s1 = a; and s = a4. Quite evidently, C* is identically distributed to the challenge

ciphertext in the experiment Expt(r?fg%:
D 1 DBDH+DLIN?

4(A). This completes the proof of Claim

Claim D.2 When Z is uniformly random in G, the joint distribution of b and the
challenge ciphertext C* in the simulation by B is computationally indistinguishable

from that in the experiment Exptgl’éé A()\)-
DBDH+DLIN?

Proof. The claim follows trivially from the fact that if Z is uniformly random in
G, the message M is perfectly one-time padded in the second component of the
challenge ciphertext C*, while the remaining components of C* are well-formed with
respect to b.

It now follows from Claims D.1 and D.2 that the advantage € of B in solving the
DBDH instance may be quantified as ¢ = e - (1 — Pr[abort]), where € is the advan-
tage of A, and abort denotes the event of B aborting the simulation. We bound the
probability of this event as follows:

e Suppose that the adversary A makes a maximum of @1, and Qo queries to the
random oracle and the secret-key generation oracle, respectively. The probability
that A does not abort is lower-bounded by 792 - (1 — ).

e Now, B canset y=1—1/(Q2+ 1). Then, we have:

Prlabort] <1—(1—1/(Qa+1)%/(Q2+1) <1—1/e-(Q2+1)

In other words, we have € > ¢/e - (Q2+ 1). Hence, we must have ¢ < negl()).
Following a similar proof technique, one can also show that for any probabilistic
polynomial-time adversary A and for b € {0,1}, the following also holds:

Pr [Expt(bféé (\) = 1] —Pr [Expt(bfg?E (N = 1] < negl (})
HDBDH+DLIN’A HDBDH+DLIN7A

The proof uses a simulation similar to the one described above, except that the
algorithm B embeds its input DBDH instance in the third component of the challenge
ciphertext C*, while the second component is anyways set to a uniformly random
element in G7. It is now easy to see the following:

DP
Adv
H]I:)BE]SEDH+DLIN ’A

N

Pr [Expt(o) IBE A()\) = 1] — Pr [Expt(l) IBE

DP’HDBDH+DLIN’ DP’l_IDBDH«+»DLIN"’4

2. 2

ke{1,2} be{0,1}
negl (\)

IN

Pr Bt () =1] - Pr [Bet)

DBDH+DLIN?

IN

This completes the proof of Theorem 4.1.
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E A DBDH-+k-DLIN-based IBE Scheme

In this section, we demonstrate that our IS,y priv scheme () is that it can be
readily extended to a sequence of IBE schemes that share the same data privacy
guarantees, while enjoying progressively stronger function privacy guarantees. For
k > 1, the (k- 1)th IBE scheme in this sequence, denoted as TIN5\ hpix, is
adaptively data private under the DBDH assumption, and computationally function
private under the k-DLIN assumption, in the random oracle model. We present the
construction for TIBE 4iprin below. The detailed proofs for data and function
privacy are presented subsequently.

The Scheme. Let GroupGen(1?) be a probabilistic polynomial-time algorithm that
takes as input a security parameter A, and outputs the tuple (G,Gr,q, g,€), where
G and Gt are groups of of order ¢ (¢ being a A-bit prime), g is a generator for G
and e : G x G — Gy is an efficiently computable non-degenerate bilinear map.
The scheme IR pp iy is parameterized by the security parameter A € N. For
any such A\, we denote by ZD, and M, the identity space and the message space,
respectively. The scheme uses k hash functions {H; : IDy — G}jc(1 ) (modeled as
random oracles).

e Setup: The setup algorithm samples (G, Gr, q,g,¢€) & GroupGen(1*) on input the

security parameter 1*. It also samples s1,--- , g £ Zq4, and outputs the public
parameter pp and the master-secret-key msk as:

pp = (9, {9% Yjen ) » msk = ({s5}jeq,n)

e KeyGen: On input the public parameter pp, the master-secret-key msk and an

identity id € ID,, the key generation algorithm samples z,--- , 2 il Zq and
outputs the secret-key skig = ({dj}je[l,k+1]) where:

k
dy =[] H; (i), dj1 = 2 for j € [1,k]
j=1

e Enc: On input the public parameter pp, an identity id € ZD, and a message
M € M, the encryption algorithm samples r i Zq and outputs the ciphertext
C= ({Cj}je[l,kJrl]) where:

=g, co=M-e(g” H(d)" , ¢jr1=e(g”, H;(id))" for j € [2,k]

e Dec: On input a ciphertext C' = ({¢;}jep x+1)) and asecret-key skig = ({d;};e(1,5+1])
the decryption algorithm outputs:



Correctness. Consider a ciphertext C' = ({cj }j€[17k+1]) corresponding to a message
M under an identity id, and a secret-key skig = ({dj }je[l,k+1]) corresponding to the
same identity id. Then, we have:

k d; 1/d2
M Hj:l cj“tjil
€ (dl, Cl)

k ) . T2 z
M= -TT;_ e (g™, H; (id)™

e (T, H, (i)™ g7)

=M <H?—1 e(g*, H; (id))"™ ) L=
- . k 55 C(id))"F
Hj:l e (g%, H; (id))

=M

Therefore as long as z; # 0 (mod ¢) (an event which occurs with probability 1 —1/¢
over the randomness of KeyGen), the message is recovered correctly.

Adaptive Data Privacy. We state the following theorem for the adaptive data
privacy of H}DBBEDH 4l-DLIN®

Theorem E.1 The IBE scheme H}DB]_DI?DHJFI(_DLIN is adaptively data private under the
DBDH assumption.

. . b,k
Proof. We define a series of experiments {Expt%l’BE)
DBDH+k-DLIN?

A()‘)}be{o,l},k’e[l,k-',—l] as
follows:
t(b,O)

TIIBE
DBDH-+k-DLIN?

e The experiments {Exp

b)
Expt!
{ p DP’I-I]I:)B]_DI’EDH-f—k-DLIN7

A()\)}be{o,l} are identical to the experiments

AN }vefo,13-
e For each k' € [1, k+1], the experiments {Exptﬁ’l’]g;)

DBDH+k-DLIN 7A

t(b’k,_l) (A)}b€{071} except that,

IBE
1_[DBDH-H(—DLIN "A

(M) }bego,1y are identi-

cal to their predecessor experiments {Exp

in the challenge ciphertext C* = ({c;f}je[LIH_Q]), the component ¢, is addi-
tionally statistically independent of b.

Quite obviously, the following holds for any probabilistic polynomial-time adversary

A:
#rkmﬁﬁf) (»:ﬂ}-&{&mﬁgﬂ Q):Q’:O

DBDH+k—DLIN’A DBDH+k—DLIN"A

Now, for b € {0, 1}, let A be any probabilistic polynomial-time adversary such that:

Pr [Expt{po} = 1] — Pr [ Exptyyie) -1]|=
‘ ' XptH]I:)BBEDH+k»DLIN’A(A) ! XptH}DBBEDH+k-DLIN’A(A) €
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where € > negl(\). We construct a polynomial-time algorithm B that solves an in-
stance of the DBDH problem with advantage € > €/ (e(Q + 1)), where @ is the
maximum number of oracle queries made by A during the data privacy experiment.
B receives as input a DBDH instance (g, g**, g*2, g%, Z) over a bilinear group G with
prime order ¢ and generator g, and interacts with A as follows:

e Setup: B randomly samples ay, -+ , a2 il Zq, and provides A with the public
parameter pp as:

pp = (9,9", 9%, -+ ,g"*?)

where g and ¢g“* are part of its input DBDH instance. Then observe that B’s
choice of public parameters formally fixes the master secret key to be:

msk = (s1 = a1, 52 = aa,- -+ , Sk = Ap42)

e Hy,---,Hi Query Phase-1: A is allowed to issue queries to the random oracles
for Hy,Hy -, Hy. B maintains a list of (k + 2)-tuples (idi7{yj,i}j€[1,k]76i) €
ID, x (Zq)’c x {0,1}. Upon receiving a query for an identity id; it first looks
up the list for a matching (idi, {yjj}je[l’k],éi) entry. If not found, it uniformly

samples Y1, , Yk,i il Zg, and samples 0; from a distribution over {0, 1} such
that Pr[d; = 1] = ~. It then adds the tuple (id;,{y;,i}je[1,1),0:) to the list and
proceeds as follows:
o If §; = 0, B responds with H; (id;) = ¢g**'¥*¢ and H; (id;) = g¥% for j € [2, k],
where ¢ is part of its input DBDH instance.
e If 6; = 1, B responds with Hj (id;) = g% for j € [1,k].

o Secret-Key Queries: When A issues a secret-key query for some identity id;,
B looks up Hj (id;) for j € [1,k], as described above. Let {y; i} ec1,x and 0; be
the corresponding tuple entries. B proceeds as follows:

o If 6, =0, B outputs a random bit and aborts.

R .
o If §; =1, B samples 213, , 2k — Zq and responds with:
k
skig, = | [ gmvrome - [T g%ever =i ) {2} enm
Jj=2

Observe that if §; = 1, we have H; (id;) = g% for j € [1,k]; consequently, the
secret-key skiq, is well-formed with respect to the public parameter pp.

e Challenge: A outputs the challenge pair ((idg, Mg), (id7, M{)). B samples a

random bit b <= {0,1} and looks up H; (idy) for j € [1,k], as described above.
Let {y;‘ }jen,k and 0% be the corresponding tuple entries. B proceeds as follows:
o If 0* =1, B outputs a random bit and aborts.
e If §* = 0, we must have H, (id}) = ¢ and H, (id}) = g% for j € [2,k]. In
this case, B outputs the challenge ciphertext as:

C* = (gaS,Mb . Zyi‘ve(gag’gaz;)y; e ’e(gagvgak+2)yz)
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e Output: Finally, A outputs a guess b’ for b. If ¥’ = b, B outputs 1, else it outputs
0.

We now state and prove the following claims:

Claim E.1 When Z = e(g,g)*'*2'% the joint distribution of b and the challenge
ciphertext C* in the simulation by B is computationally indistinguishable from that
in the experiment Expt'’jo. N

H%:)BE];EDH+1(7DLIN’A ’
Proof. Let Z = e(g,g)*'*2'%. As already discussed above, if B does not abort, we
must have H; (id}) = ¢®¥i and H; (id}) = g% for j € [2,k]. Then the challenge
ciphertext C* takes the form:

Cr = (g‘“,Mb ce(g,g) ™YL e (g7, g 1)YE ... ,e(g‘“,ga"'”)yz)
= (9", My - e (g°*, Hy (id;))* , {e (g%, H; (id;))* }ei2.47)

for s = a; and s; = aj4 for j € [2, k]. Quite evidently, C* is identically distributed to

the challenge ciphertext in the experiment ExptrF“F?fﬁmE 4(A). This completes

DBDH+k-DLIN?
the proof of Claim E.1.

Claim E.2 When Z is uniformly random in Gr, the joint distribution of b and the
challenge ciphertext C* in the simulation by B is computationally indistinguishable
from that in the experiment Expt(rffé%; A(/\).
DBDH+k-DLIN?

Proof. The claim follows trivially from the fact that if Z is uniformly random in Gp,
the message M, is perfectly one-time padded in the second component of the chal-
lenge ciphertext C*, while all other components of C* are well-formed with respect
to b.

It now follows from Claims E.1 and E.2 that the advantage ¢ of B in solving the
DBDH instance may be quantified as ¢ = €- (1 — Pr[abort]), where € is the advantage
of the adversary A, and abort denotes the event of B aborting the simulation. We
bound the probability of this event as follows:

e Suppose that the adversary A makes a maximum of Q; and @2 queries to the
random oracle and the secret-key generation oracle, respectively. The probability
that A does not abort is lower-bounded by 792 - (1 — ).

e Now, B canset vy =1—1/(Q2+ 1). Then, we have:

Prlabort] <1—(1-1/(Q2+1)?/(Qa+1)<1—1/e-(Q2+1)

In other words, we have ¢ > e/e - (Q2+ 1). Hence, we must have ¢ < negl(X).
Following a similar proof technique, one can also show that for any probabilistic
polynomial-time adversary A, for any k' € [2,k + 1], and for b € {0, 1}, the following
holds:

DBDH+k-DLIN’A DBDH+k-DLIN"A

Pr [Expt(rff]g{l) \) = 1] —Pr [Exptgl’glg N = 1} ‘ < negl ()
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The proof uses a sequence of simulations similar to the one described above, except
that in the &M simulation, the algorithm B embeds its input DBDH instance in the
(k' +1)™ component of the challenge ciphertext C*, while the preceding component
are anyways set to a uniformly random element in G, and the succeeding components
are well-formed with respect to b. It is now easy to see the following:

DP _ (0) 1] = (1) —
AdVHIIDBéEDHH-DLIN’A()\) =P |:ExptDP7H}DBBEDH+k-DLIN’A()\) n 1} Pr {EXPtDP’HBBBEDHJrk—DLIN7‘A(>\) N 1} '

IA

PP

k’€[1,k+1] be{0,1}
< negl ()

Pr [Exptg)fg;;l) A(/\) = 1] —Pr [Expt%’g;)

DBDH+k-DLIN? DBDH+k-DLIN?

This completes the proof of Theorem E.1.

Computational Function Privacy. We state the following theorem for the com-
putational function privacy of IIFHL 1, prin:

Theorem E.2 Our IBE scheme 5Ly, pLiy is function private under the k-
DLIN assumption for identities sampled uniformly from k'-sources with k' = w (log \).

Proof. The proof follows directly from the following claim:

Claim E.3 For any probabilistic polynomial-time adversary A, the following holds:

Pr {Expt',szIBE AN = 1} —Pr [Exptright IBE AN = 1] ‘ < negl())

DBDH+k-DLIN? FP’I_IDBDH«H(—DLIN7

To prove this claim, we assume the contrary. Let A be a probabilistic polynomial-time
adversary such that:

IBE
DBDH+k-DLIN? FP’HDBDH+k-DLIN7A

Pr |:Expt||:elf)t’HIBE AN = 1} —Pr {Exptright \) = 1] ’ =€

where € > negl(A). We construct an algorithm B that solves an instance of the k-
DLIN problem with advantage € negligibly close to €. B receives as input a k-DLIN
instance ({gj Yielk+1]s {g}lj }j6[17k+1]) over a bilinear group G with prime order ¢ and
generator g, and interacts with A as follows:

e Setup: Bsamples x1, o, -+, Tpi1 £ Z4 and provides A with the public parameter
pp as:
pp = (9, {9;” - 9151 Yiewn)

where g1, -+, gk, gk+1 are part of its input k-DLIN instance. Let o; = log,g; for
j € [1,k+1]. Then observe that B’s choice of public parameters formally fixes the
master secret key to be:

msk = ({s; = o - ¥j + apr1 - Trratjenn)
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e Hy,---,H; Query Phase-1: A is allowed to issue queries to the random ora-
cles for Hy,Hy--- ,Hj,. B maintains a list of (k+ 1)-tuples (id;, {y;.i}jeq1.0) €
IDy x (Zq)k. Upon receiving a query for an identity id; it first looks up the
list for a matching (idi,{yj7i}j€[1)k]) entry. If not found, it uniformly samples
Yiis > Yk & Zg, and adds the tuple (id;, {y;,i}jepr) to the list. It finally
responds with Hj (id;) = g% for j € [1,k].

e Secret-Key Query Phase-1: When A issues a secret-key query for some identity
id;, B looks up Hj (id;) for j € [1,k], as described above. Let {y;};ep1,5 be the

. . R .
corresponding tuple entries. B samples 21, - , 2k,; — Zgq, and responds with:
k
. _ X Tr+1\Y5,i %5, .
skig, = H (9/ ey Azjitienn
j=1

Once again, it is again easy to see that this simulation of the key-generation ora-
cle by B is computationally indistinguishable from the real oracle the experiment

de
Exptle A).
p FP’H}DB];:DH+I(7DLIN7A( )

o Left-or-Right Query: Suppose A queries the left-or-right oracle with (IDg, ID7)
- a two-tuple of circuits representing k’-sources over the identity space ZD) such
that &' = w(logA). B uniformly samples mode £ {left, right}. If mode = left,
it samples id* £ ID{; otherwise, it samples id* £ ID]. If any of H, (id") for
J € [1, k] has already been looked up, B outputs a random bit and aborts. Otherwise,
it samples 27, 25, , 2} i Zq, and responds with:

k1
wirs .
skigx = ngj " {7 Yienm
i=1

where (g7, ,g,4%") is part of its input k-DLIN instance. It also formally sets

H; (id*) = g%/% for j € [1,k].

e Hy,---  Hi Query Phase-2: A continues to issue queries to the random oracles
for Hy,Hy -+, Hy. B responds as in Phase-1, except if a query for id* arrives. In
this case, B outputs 1 and aborts.

o Secret-Key Query Phase-2: A continues to issue secret-key queries, and B con-
tinues to respond as in Phase-1, except if a query for id* arrives. In this case, B
outputs 1 and aborts.

e Output: Finally, A outputs a bit b € {0,1}. B outputs 1 if the challenge identity
id* was sampled from IDj, and 0 otherwise.

Note that once again, we considered the single-shot variant of the function privacy
adversary making a single left-or-right oracle query. Such an adversary is polynomially
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equivalent to its multi-shot variant (see Section 3.4). We now state and prove the
following claims:

Claim E.4 When ap1 = Z;Ll a;, the joint distribution of mode and the challenge
secret-key skig= in the simulation of the left-or-right oracle by B is computationally
. .. . . . mode

indistinguishable from that in the erperiment EXptFPxH}aBBEDHJrk.DLWAO\)'

Proof. Note that the sampling of id* from either ID] or ID] by B is consistent with

its random choice of mode. Additionally, when ap41 = Zk

=1 @ the secret-key skiq+
takes the form:

k i) o
qi‘ivj . (Z]‘:1 aﬂ) ’EkJrl’ {Z;}Je[Lk]

skigx = 9; Iptr1

Il
T

(957 - 9551)7 A% Henm
1

<.
Il

(gwj Ik+1)(aj/zf)'

2%
i Ik 7 A% Yenm

I
=

1

<.
Il

H; (id*)sj.z" 7{2;}je[l,k]

I
=

1

<.
Il

which is identically distributed to the response of the left-or-right oracle in the ex-
periment Expt?s’dﬁ}jm 4(A). This completes the proof of Claim E.4.

BDH-+k-DLIN?

Claim E.5 When ap42 is uniformly random in Zg, the distribution of the challenge
secret-key skig+ is statistically independent of B’s choice of mode.

Proof. Recall that a; = log,g; for j € [1,k + 1]. Consider the following system of
equations, determined by the public parameters pp and the secret-key skiqg:

x Trk4+1) __
log, (91" - gef1') = 01 - @1 + Qgr - T

Tp
log, (952 - gpi') = a2 T2 + Qg1 - Tpg

T Tr+1\ __
log, (9" - i) = k- Tk + Qg1 - Thpa

k+1 k+1

1 a4iTi | — TR
Ogg gj - Qj 04 - Tj
j=1 j=1

Since aj42 is uniformly random in Z,, with all but negligible probability, we have

that apio # Ef;l aj, which makes the aforementioned system of equations linearly
independent. Hence, the conditional distribution of skig= (where the conditioning is
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on B’s choice of mode and everything else in A’s view) is uniform. This completes the
proof of Claim E.5.

It now follows from Claims E.4 and E.5, that the advantage ¢ of B in solving the
k-DLIN instance may be quantified as ¢ = ¢ - (1 — Pr [abort;]) — Pr [aborts], where €
is the advantage of the function privacy adversary A, while abort; and aborty denote
the events that aborting the simulation during the left-or-right query phase and the
second hash/secret-key query phase, respectively, leads to a loss of advantage for B.
We bound the probability of this event as follows:

e Abortion during Left-or-Right Query. Suppose that the adversary .4 makes
a maximum of ¢); and @2 queries to the random oracles and the secret-key gen-
eration oracle, respectively, prior to the left-or-right query. Recall that both the
circuits ID{ and ID] generated by A represent k-sources over the identity space
ID,, such that & = w (log \). Hence, the probability that a uniformly randomly
sampled id* from either distribution has already been queried by A may be upper
bounded as 2492 < negl (V).

2w (log \)

e Abortion during Query Phase-2. Note that when B aborts during a random
oracle/secret-key generation oracle query in phase-2, it always outputs 1, thereby
indicating that its input k-DLIN instance is valid. Hence, a loss of advantage
for B occurs only when it has to abort even if the k-DLIN instance is invalid.
Now, as per Claim E.5, when the k-DLIN instance is invalid, the distribution
of the challenge secret-key skig~ is uniformly random and independent of mode.
Given the min-entropy bounds on the circuits represented by ID; and ID7, the
probability that A still correctly guesses id* and issues hash queries for the same
is O (279098 N) < negl (A).

In summary, we have Pr [abortg] < negl (A) for 8 € {1, 2}, implying that B’s advantage

in solving the k-DLIN instance is negligibly close to the advantage of the function
privacy adversary A. This completes the proof of Claim E.3.

F Proof of Theorem 5.1
Let A be any probabilistic polynomial-time adversary such that:

DP
Adv SME A) =
HMDDH’A( ) DP. IS pDu; DP, II§ SR A

Pr [Expt(o) SME A()\) = 1} —Pr [Expt(l) \) = 1} ‘ =€

where € > negl(\). We construct a probabilistic polynomial-time algorithm B such
that:

MDDH _
Advy, 1, log, 4.8(A) =

(0) ()
Pr {EXPtMDDH,llJz,Io&q,B(A) = 1] —Pr [EXPtMDDH,h,zz,logQq,B(/\) = 1} ‘ =

B proceeds as follows:

e Init: B outputs a circuit V* representing the uniform distribution over Zf;xz?
(indeed, the uniform distribution over ZL*!> is a (11, Iy, k)-matrix-source for k =
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log, ¢). In response, B receives a tuple (gA,g“) € ((G)llxz2 X (G)ll), where u

is either of the form A - r for some uniformly random r € fo, or u is uniformly
random in Zlql.

e Setup: B samples S i Zf;xh and sets the public parameter pp and the master-
secret-key msk as:

pp=(9.9%,¢°%) , msk=8

It provides pp to A.

e Secret-Key Queries: Suppose A issues a key-generation query for a predicate

matrix W € Zg"*". B samples y £ Zq' and responds with the secret-key skw =
(d1, ds) where:

di=g" W dy =g WS

Quite evidently, the distribution of skyy is B’s simulation is computationally in-
distinguishable from that in the response of the key-generation oracle in the ex-
periment Expt(b) (N).

S
DP IISME. A

e Challenge: A outputs the challenge pair ((x§, M{), (xi, M{)). B samples b &£
{0,1} and o* & Zg, and outputs the challenge ciphertext C* = (¢}, ¢3) where:

* __u * _ o -x;+mj+S-u
Ci=9 ,C=4g b

where mj = [Ml;"00~~0} € Zy.

e Output: Finally, A outputs a guess b’ for b. If ¥’ = b, B outputs 1, else it outputs
0.

We now state and prove the following claims:

Claim F.1 When u is of the form A -r for some uniformly random r € Zif, the
joint distribution of b and the challenge ciphertext C* in the simulation by B is

computationally indistinguishable from that in the experiment Exptg’; [SME A()\),
7" "MDDH?

Proof. This is obvious from substituting u = A - r in the challenge ciphertext com-
ponents c¢i and c3.

Claim F.2 When u is uniformly random in Zlql, the distribution of the challenge
ciphertext C* is statistically independent of B’s choice of b.

Proof. Observe that the challenge ciphertext component ¢ is essentially g Xptmy S
Hence, c3 is statistically independent of b if and only if the conditional distribution
of S - u (where the conditioning is on B’s choice of b and everything else in A’s view)

is uniformly random, given that u is a uniformly random vector in Zf;.
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Suppose that during the data privacy experiment, the adversary A makes @) secret-
key-generation queries on predicate matrices Wy, -+, Wg € ZZ”X”, and B responds
with sky, = (dj1,d;2) for j € [1,Q]. Also, suppose that Q = [(n x (I1 —l2) — 1) /l1].
Now consider the following system of (n x Iy + @ X l1) equations, determined by
the public parameters and the responses of B to the aforementioned key-generation
queries:

log, (gS‘A) =S-A
log, (di2) =yi -W1-8
log, (d2,2) =y5 - W2+ S

log, (do2) = yg -Wg - S

Quite evidently, the aforementioned system of equations has exponentially many so-
lutions for S € Z’q”ll. Let Sg be one such solution, chosen deterministically. Also, let
Z, € Zfll and Zy € Zy be deterministically chosen vectors such that:

« AT.Z, —0czb
. y;-r-WJwZQZOGZZ for each j € [1,Q)]

Note that exponentially many such vectors exist since l; > ls and n > @Q. Then, the
distribution of S € Z;’Xll in the view of a computationally unbounded adversary is
as follows:

{So+u-Zy-ZT | neZy

Now, observe that the conditional distribution of S - u (where the conditioning is on
B’s choice of b and everything else in A’s view) is as follows:

{So-u+tp-Zy-ZT -u|pez,}

Since u is uniformly random in Zfll, we may assume that u is not of the form A -r,
since this occurs with only negligible probability. This essentially implies that, except
with negligible probability, ZT - u # 0, and the conditional distribution of S - u is
uniformly random. This completes the proof of Claim F.2.

It now follows from Claims F.1 and F.2 that :

Adv)'h0  s(\) =

sl2;logs q,8

0 1
Pr {Exl:)tl(\/I}DDH,ll,l2,log2 q,B(/\) = 1:| —Pr {Exptl(\/I%DDH,lLl%lng q,B(/\) = 1} ’

0 1
Pr [Expty) o (A = 1] = Pr [Bptl) poe (A = 1] ‘

_ DP _
= Advige 4V =

This completes the proof of Theorem 5.1.
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G  Proof of Claim 6.1

For a given k € [1,n+ 1] and b € {0,1} let A be any probabilistic polynomial-time
adversary such that:

bk—1 bk
Pr [Expt%i’%% )0 = 1} —Pr {Expt(nll\{d\],i% A= 1} ‘ =

where € > negl()\). We construct a probabilistic polynomial-time algorithm B such
that:

MDDH .
Advll,lg,logQ q,zs(/\) =

(0 _ 0 4=
Pr {EXPtMDDH,thJo&q,B(A) = 1] —Pr [EXPtMDDH,h,zz,logQq,B()‘) = 1} ‘ =

B proceeds as follows:

e Init: B outputs a circuit V* representing the uniform distribution over Zlexb
(indeed, the uniform distribution over Z.L*!> is a (I, Iy, k)-matrix-source for k =
log, ¢). In response, B receives a tuple (gA,g“) € (((G})lle2 X (G)ll), where u

is either of the form A - r for some uniformly random r € fo, or u is uniformly
random in Zle.

e Setup: BB randomly samples Ay, -+ Ap_1, Apy1,An, Appq s Zf;xh and S <&
Zé"H)Xll. It formally sets A = A. It sets the public parameter pp and the

master-secret-key msk as:

pp = (ga {g™ Yienmt1)s {g5 4 }je[l,n+1]) , msk =S

It provides pp to A.

o Secret-Key Queries: Suppose A issues a key-generation query for a predicate
vector v € (Z, U {x})™. B responds with sk, = II1\ 5. KeyGen (msk, v).

e Challenge: A outputs the challenge pair ((x§, M), (x5, M7)), where for each
b € [0,1], we have x; = (ac;17 e ,ac;n) € Z4. B samples b i {0,1} and o* s
Zq4, and proceeds as follows:
e For each j € [1,k — 1], it randomly samples ¢} ;, ¢} , £ Zptt.
e Foreach j € [k+1,n+1], it computes ¢} ; and ] , as per THVE 1 Encrypt (pp, x5, M).
o If k <n—+1, it sets:

where x} ;= [00---0 Ty 0 O]T € ZZH. On the other hand, if k =n+1,
it sets
" xp o +my+Su

* _ u * _
Ch+1,1 =9 s Chy12=9

where x} .., = [00--0-1]" € Z* and mj = [M; 00---0]" € Zp+.
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e B finally responds with the ciphertext C* = ({¢} 1, ¢} 5} jeftnt1])-

e Output: Finally, A outputs a guess b’ for b. If b’ = b, B outputs 1, else it outputs
0.

We now state and prove the following claims:

Claim G.1 When u is of the form A -r for some uniformly random r € Zlq?, the

joint distribution of b and the challenge ciphertext C* in the simulation by B is

computationally indistinguishable from that in the experiment Exptg{{k\,;l) A()\).
MDDH*

Proof. This is obvious from substituting u = A - r in the challenge ciphertext com-

e *
ponents ¢ ; and ¢y .

Claim G.2 When u is uniformly random in Zfll, the joint distribution of b and the
challenge ciphertext C* in the simulation by B is computationally indistinguishable
from that in the experiment Exptg’ﬁ@E A()\),
MDDH?

Proof. 1t is easy to see that c3, is statistically independent of b if and only if the
conditional distribution of S - u (where the conditioning is on B’s choice of b and
everything else in A’s view) is uniformly random, given that u is a uniformly random
vector in Zf;.

Suppose that during the data privacy experiment, the adversary .4 makes @) secret-
key-generation queries on predicate vectors vi,---,vq € Zy, and B responds with
sky, = (dj,1,d;2) for j € [1,Q]. Also, suppose that Q = [((n +1) x (I1 —l2) — 1) /l1].
Now consider the following system of ((n+ 1) x ls + @ X l1) equations, determined
by the public parameters and the responses of B to the aforementioned key-generation
queries:

log, (¢°*) =8 -A
IOgg (dl,g) y’iI‘ . W1 . S
log, (da2) = y3 - WS

log, (dg.2) =y& - Wq S

Quite evidently, the aforementioned system of equations has exponentially many so-
lutions for S € Zénﬂ)xh. Let Sy be one such solution, chosen deterministically. Also,

let Z1 € Zle and Zs € ZZL‘H be deterministically chosen vectors such that:

. AT-Z1:0€ZfZ1
oy -W;-Zy=0¢cZ)"" for each j € [1,Q)]
Note that exponentially many such vectors exist since l; > l; and n+1 > @. Then, the
distribution of S € Zénﬂ)xh in the view of a computationally unbounded adversary
is as follows:
{So+n-Zo-ZT | peZy}
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Now, observe that the conditional distribution of S - u (where the conditioning is on
B’s choice of b and everything else in A’s view) is as follows:

{So-u+p-Zy-ZT -u | peZy
Since u is uniformly random in Zf;, we may assume that u is not of the form A -r,
since this occurs with only negligible probability. This essentially implies that, except

with negligible probability, ZT - u # 0, and the conditional distribution of S - u is
uniformly random. This completes the proof of Claim G.2.

It now follows from Claims G.1 and G.2 that :

Adv)DPE s\ =

l1,l2,log, q,B

0 1
Pr {Exptl(\/[})DH,ll,lQ,logQ w5(N) = 1} —Pr {EXPJH(\/I%)DH@,12,1og2 wsN) = 1} ’

MDDH? MDDH?

Pr [Exptipte! () =1] = Pr [Bxptipd () =1] ‘
=€

Hence, we must have ¢ < negl (\). This completes the proof of Claim 6.1.

H Proof of Theorem 6.2

The proof follows directly from the following claim:

Claim H.1 For any probabilistic polynomial-time adversary A, the following holds:

MDDH?

P [t g, a0 = 1]~ Pr [Bonifhe () =1] | < neglO)

Proof. Let A be a probabilistic polynomial-time adversary such that:

‘Pr [Expt?§7nﬁ%%H7A(A) = 1} —Pr {Expt::i'g;}[HVE AN = 1] ‘ =e

MDDH*

We construct a probabilistic polynomial-time algorithm B such that:

Adv) BT\ =

Pr [Exptl(\%)DDHm)k?B(/\) = 1] —Pr {Exptl(vl[%DDHm)kyB()\) = 1} ‘ =

for k = log, q. B poses as the challenger for A in the function privacy experiment, and
delays outputting its own choice of matrix distribution in the min-entropy MDDH
game until A queries the left-or-right function privacy oracle. More concretely, B
proceeds as follows:

e Setup: B randomly samples (G,Gr,q,g,¢e) £ GroupGen(1*) on input the se-
curity parameter 1*. It also randomly samples Ay, -+, A,, A, 1 £ Zf;xz? and
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s & ZSZ”“)X“, where [1,lo € N. It then sets the public parameter pp and the
master-secret-key msk as:

pp = (g, {g™ Yieltnt1)s {g54 Yient1]) » msk =S

It provides pp to A.

Secret-Key Queries: Suppose A issues a key-generation query for a predicate
vector v € (Zy U {x})™. B responds with sk, = III}Y5 ;. KeyGen (msk, v).

Left-or-Right Query: Suppose A queries the left-or-right oracle with (V§, Vi, S*),
where V§ = ({‘/}To}je[l,n]) and Vi = ({V}‘Tl}je[l,n]) represent (1,n, k)-matrix-

sources for k = w (log A), and S* C [1,n]. B uniformly samples mode %l {left, right}.
If mode = left, it sets b = 0, else it sets b = 1. It then creates a new distribution

V; = (Vl/, e ,V,;) € Zy, described as follows:

C_ Vi ifjeS
{VJ B {o ifj ¢S
JEll,n]

Note that V;) is a non-zero distribution so long as S # ¢. At this point, B outputs

C . . = 1T . . .
the distribution V* = [U,xp, | Upxn - V] (where Uy, is a circuit represent-
ing the uniform distribution, and hence an (n, n, log, ¢)-matrix-source, over Zy*")

and receives in response a tuple (g(w*)T,g“*) € ((G)(nﬂ)xn X (G)nﬂ). Note

that u* is either of the form (W*)T -y™ for some uniformly random y* € Zy, or

u* is uniformly random in Z;H'l.

B responds with the secret-key sky« = (df, d3) where:
dp =g gy =gt

Output: A outputs a bit /. If ¥’ = b (where b = 0 if mode = left and b = 1 if
mode = right), B outputs 1; else, it outputs 0.

Note that once again, we considered the single-shot variant of the function privacy
adversary making a single left-or-right oracle query. Such an adversary is polynomially
equivalent to its multi-shot variant (see Section 3.4). The following claims now follow:

Claim H.2 When u* is of the form (W*)T -y for some uniformly random y* € Zy,
the joint distribution of mode and the challenge secret-key sky« in the simulation
of the left-or-right oracle by B is computationally indistinguishable from that in the

ode

experiment EXpt?P,H{%%H,A(/\)'

Claim H.3 When u* is uniformly random in Zy, the distribution of the challenge
secret-key sky+ is statistically independent of B’s choice of mode with overwhelmingly
large probability.
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Proof. The proof of Claim H.2 follows from the fact that a matrix Wy il U, xn
is invertible with overwhelmingly high probability, while the proof of Claim H.3 is
intuitively identical to the proof of Claim 5.3 in the proof of function privacy for
our SME scheme. Note that the restriction on the number of secret-key queries @
ensures that the master-secret-key S has sufficient entropy from an adversary’s point
of view, even given the public parameter pp and B’s responses to ()-many secret-key
queries. This in turn ensures that when u* is uniformly random in Zg, the challenge
secret-key sky- perfectly hides the distribution V} from which the predicate vector
v* was sampled.

It now follows from Claims H.2, and H.3, that:

Adv) BTN =

0 1
Pr [EXptix/[%)DH,n,k,B()‘) = 1} —Pbr [Exptl(\/[%)DH,n,k,B()‘) = 1} '

_ left _ right
= |Pr [ExptFP’Hﬁ\%H’A(A) = 1} —Pr [EXptFPvHEﬁS%H’A(

This completes the proof of Claim H.1.
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