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Abstract

We consider the following paradoxical question: Can one prove lack of knowledge? We define the
notion of Proofs of Ignorance, construct such proofs, and use these proofs to construct a 2-message
witness hiding protocol for all of NP.

More specifically, we define a proof of ignorance (Pol) with respect to any language L € NP and
distribution D over instances in L. Loosely speaking, such a proof system allows a prover to generate
an instance x according to D along with a proof that she does not know a witness corresponding to x.
We construct construct a Pol protocol for any random self-reducible NP language L that is hard on
average. Our Pol protocol is non-interactive assuming the existence of a common reference string.

We use such a Pol protocol to construct a 2-message witness hiding protocol for NP with adap-
tive soundness. Constructing a 2-message WH protocol for all of NP has been a long standing open
problem. We construct our witness hiding protocol using the following ingredients (where T is any
super-polynomial function in the security parameter):

1. T-secure Pol protocol,
2. T-secure non-interactive witness indistinguishable (NIWI) proofs,*

3. T-secure rerandomizable encryption with strong KDM security,?

where the first two ingredients can be constructed based on the T-security of DLIN.

At the heart of our witness-hiding proof is a new non-black-box technique. As opposed to previous
works, we do not apply an efficiently computable function to the code of the cheating verifier, rather
we resort to a form of case analysis and show that the prover’s message can be simulated in both cases,
without knowing in which case we reside.

1 Introduction

Cryptography has always challenged the limits of what we believe is possible. With the elegant work
of zero knowledge proofs [GMRS89], it is possible to prove that a statement is true without revealing
anything except its validity. Furthermore, with zero knowledge proofs-of-knowledge [FFS88, GMR89] it
is also possible to prove knowledge of some secret without revealing anything about the secret.

In this work, we try to answer the following paradoxical question:

Can one prove lack of knowledge?

Intuitively, it seems impossible, since one can always pretend to be ignorant. We explore the settings
in which one could give a convincing proof of ignorance. As a thought experiment, suppose that Alice
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holds a locked box and wants to convince Bob that she does not know the contents inside the box. In
general, Bob has no reason to believe Alice unless Alice provides some evidence on how she got the box
in the first place. Suppose Bob trusts that Charlie gives locked boxes without revealing its contents and
suppose that Alice is able to prove that she got the box from Charlie, then Bob might be convinced of
Alice’s assertion.

In the context of NP languages, a proof of ignorance (Pol) for an instance x being in an NP language
L should convince the verifier that indeed z is in L and yet that the prover does not know a witness
corresponding to x. The main question that we need to tackle is where does the instance x come from?
Note that if the verifier generates a random instance x for the prover, and the language is hard on average,
then a Pol is not needed. Moreover, if the prover and verifier generate x together through a two-party
computation protocol, then again a Pol is not needed.

We are interested in the setting where a prover can generate an instance x along with a corresponding
proof of ignorance on her own. For example, suppose there is a way for Alice to sample an instance x
through a “provably random process”. Then Alice can convince a verifier that she does not know a witness
for z (assuming the language is hard on average). In some sense, a proof of ignorance is a proof that the
instance z has been generated correctly with “good” randomness.

1.1 Proofs of Ignorance

We define proofs of ignorance (Pol) for any NP language L with respect to a distribution D over instances
in L. We consider the setting where the prover generates an instance x on her own according to D, and
gives a proof that she generated x without knowing a corresponding witness.

Note that in the random oracle model [BR93], it is easy to construct a Pol for any L € NP w.r.t. any
distribution D over instances in L for which given a random wu it is hard to find a witness corresponding
to x = D(u). To generate an instance x distributed according to D together with a Pol do the following;:
Choose r at random, compute u = H(r), and set = D(u) to be the instance and r to be the Pol. Since
H is modeled as a random oracle, knowledge of  (even if r is adversarially chosen) convinces the verifier
that the prover uses a random wu to generate x and thus does not know a witness corresponding to =,
assuming our hardness assumption on L w.r.t. D.

A Pol is impossible to achieve in the standard model without any interaction, since the prover can
simply hardwire an instance-witness pair together with a Pol. We show that this is possible (for some NP
languages) if the verifier sends a single message, in the form of a common reference string (CRS).

1.1.1 Defining Proofs of Ignorance

We define proofs of ignorance (Pol) with respect to a language L € NP and a distribution D over instances
in L. A Pol proof system for (L, D), consists of a triplet of PPT algorithms (Setup, Gen, Verify), such that
Setup generates a common reference string (CRS). Any party can use the algorithm Gen, together with
the CRS, to sample an instance x together with a Pol 7, such that x is distributed according to D.

The soundness guarantee we want is that if the verification algorithm Verify on input (CRS,z,)
outputs 1 then the prover who generated (x,7) does not know a witness corresponding to x. This is
formalized by defining a computationally indistinguishable common reference string CRS’ such that for
any (x, ) if the algorithm Verify accepts (x, 7) with respect to CRS’, then it must be the case that z ¢ L.
Our intuition here is that since given CRS’ one cannot generate a valid Pol together with a witness (since
a witness does not exit), and since CRS’ is computationally indistinguishable from CRS, it follows that
given CRS one cannot generate a valid Pol together with a witness. We refer the reader to Definition 16
for the formal definition.

We also provide an alternative definition, which we refer to as Trapdoor Pol. In this definition, the
CRS is generated together with a trapdoor td such that given (z, 7, td) where 7 is a valid Pol with respect
to x, it is easy to compute a valid witness w corresponding to x. The soundness guarantee is that given
only the CRS (without the trapdoor), it is computationally infeasible for an adversary to output (z,m, w)



such that 7 is a valid Pol for z and w is a witness for x. We refer the reader to Definition 17 for the
formal definition. Jumping ahead, we note that we use a trapdoor Pol in our 2-message witness hiding
protocol.

1.1.2 Constructing Proofs of Ignorance

Let us start by giving a proof of ignorance protocol for the DDH language Lppy. This language consists
of elements of the form = = (¢¥, g%, g¥*), where g is a fixed generator of a primed order group G, and
where the corresponding witness is w = (y, z). We construct a proof of ignorance for Lppy with respect
to the uniform distribution Uppn, which samples an element in Lppy by choosing at random y, 2z < Z,
where p = |G| and outputting = = (¢¥, ¢°, g¥?).

The CRS of our Pol protocol is simply a random element in Lppy; namely, CRS = (¢¥, g%, g¥*) for
randomly chosen y, z <- Z,. To generate a random element in Lppn together with a Pol, simply choose at
random 7, s < Zyp, and let x = (¢¥", g*°, g¥*"*) and the Pol be m = (1, s). To check the validity of = simply
check that indeed = = ((g¥)", (¢%)*, (¢¥%)"%). It is easy to see that by the discrete log assumption, if a
prover given CRS generates an accepting (x, 7) then the prover does not know a valid witness corresponding
to x.

What enabled us to construct a proof of ignorance protocol for Lppy is the fact that Lppy is a random
self-reducible language. More generally, we construct a proof of ignorance protocol for any random self-
reducible language, where a language L € NP is said to be random self-reducible if there exists a PPT
algorithm f that converts any x € L into a uniformly distributed 2’ = f(z,r) € L.

Theorem 1 (Informal). If a language L is hard on average and is random self-reducible with respect to
a distribution D = {Dy}en then there exists a proof of ignorance protocol for (L, D).

We also construct a trapdoor Pol (which is the primitive we use in our 2-message witness hiding
protocol) for any random self-reducible language that is witness preserving. Loosely speaking, we say
that a random self-reducible language L € NP is witness preserving, if given a valid witness w for =z,
and given 2/ and r such that 2’ = f(x,r), one can efficiently compute a valid witness for w’ for 2/,
and similarly, given z,z’,r,w’ such that 2’ = f(z,r) and such that w’ is a valid witness for 2/, one can
efficiently compute a valid witness w for x. It is easy to see that Lppn is a witness preserving random
self-reducible language with respect to the uniform distribution Uppy.

Theorem 2 (Informal). If a language L is hard-to-extract with respect to a distribution D,® and is
witness-preserving random self-reducible with respect to D, then there exists trapdoor proof of ignorance
protocol for (L, D).

We prove these theorems in Section 5.

1.2 Witness Hiding from Proofs of Ignorance

Witness hiding proofs were introduced by Feige and Shamir [FS90]. Intuitively, an interactive proof for
an NP language L is said to be witness hiding if participating in the protocol does not help the verifier
find a witness corresponding to the underlying instance. Witness hiding is a natural weakening of the
security requirement of zero-knowledge, and can replace zero knowledge (ZK) in several applications.
Despite the fact that witness-hiding is a weaker requirement than ZK, almost all our candidate con-
structions of witness hiding protocols for NP are themselves zero-knowledge (or weak zero-knowledge). In
particular, it is known that there do not exist 2-message (weak) zero-knowledge protocols for NP [GO94],
and indeed constructing a 2-message witness hiding protocol for NP remained an important open problem.
In this work, we construct a 2-message witness hiding protocol for NP, using the following ingredients.
Fix any super-polynomial function 7' = A\*(), where X is the security parameter. The ingredients are:

3Namely, for every poly-size adversary.A, the probability that A outputs the witness for an instance drawn from D is
negligible.



1. T-secure trapdoor proof of ignorance protocol.
2. T-secure non-interactive witness indistinguishable (NITWI) proofs.*

3. T-secure rerandomizable encryption with strong KDM security, where by strong KDM security we
mean that for any possibly inefficient function f, it is computationally hard to distinguish between
Enc(f(pk)) and Enc(0).

Remark 1. The definition of strong KDM security was recently given in [CCRR18]. However, they
require that Enc(f(pk)) and Enc(0) are indistinguishable with respect to an exponential size adversary,
whereas we only require that they are indistinguishable with respect to a polynomial size adversary.

Theorem 3 (Informal). Assuming the existence of the ingredients above, there exists a 2-message witness
hiding protocol with adaptive soundness for NP.

We note that Groth, Ostrovsky and Sahai [GOS06] construct a T-secure NIWT from the T security of
the DLIN assumption. In this work, we construct a T-secure trapdoor proof-of-ignorance protocol under
the same assumption. Thus, we obtain the following corollary.

Corollary 1. There exists a 2-message witness hiding protocol with adaptive soundness for NP assuming
that DLIN 1is T-secure and assuming a T-secure rerandomizable encryption with strong KDM security.

Remark 2. We have several constructions of T-secure rerandomizable encrypton schemes from standard
assumptions, such as the T-security of DDH, or the T-security of quadratic residuosity. We do not know
how to prove that these schemes are strong KDM secure under standard assumptions, but we do not have
any evidence that they are not.

1.2.1 Related Work on Witness Hiding Protocols

3-Message Protocols Most witness hiding protocols in the literature are also zero-knowledge. It is
known that 3-message ZK protocols with black-box simulation do not exist [GK96]. Several 3-message
ZK protocols with non-black-box simulation were constructed: Most known constructions are based
on auxiliary-input knowledge assumptions [BP04, HT98, CD09, BCC*17],> and very recently Bitan-
ski et. al. [BKP18] gave a construction based on multi-collision-resistant hash functions. 3-message ZK
protocols have also been constructed under standard assumptions in restricted adversarial models, where
either the verifier or the prover is assumed to be uniform [BCPR16, BBK'16].

The only example of a 3-message WH protocol which is not ZK, is by Bitansky and Paneth [BP12].
They rely on the assumption that there exist auxiliary input point-function obfuscators that satisfy a
distributive requirement.5

2-Message Protocols It is well known that 2-message zero-knowledge protocols do not exist [GO94].
Indeed, constructing a 2-message witness hiding protocol for all of NP remained an elusive task. However,
significant progress on this question has been made.

Loosely speaking, Feige and Shamir [FS90] observed that if a language has two independent witnesses
then witness indistinguishability implies witness hiding. Importantly, constructing a 2-message witness
indistinguishable (WI) protocol, and even a non-interactive WI protocol, is known for all of NP under
various (standard) assumptions [DN00, BOV05, GOS06]. Pass [Pas03] used this observation to construct
a 2-message ZK protocol with quasi-polynomial simulation for all of NP. Roughly speaking, his protocol
follows the following blueprint: The verifier sends y = f(r) where r is a random string and f is one-way

4By NIWI we mean a one message WI proofs without a CRS.
®These assumptions are believed to be false assuming that indistinguishability obfuscation exists [BCPR16].
This assumption is believed to be false assuming that Virtual Grey Box obfuscation exists [BCKP17].



function that is invertible in quasi-polynomial time, and such that every element in the range has a pre-
image. The prover then sends a commitment ¢ and gives a WI proof that x € L or that ¢ commits to
r’ such that f(r') = y. Simulation works by inverting y in quasi-polynomial time and using that as a
witness in the WI proof.

We note that this protocol is WH for super-polynomial hard languages. More generally, any protocol
that is ZK with T-time simulation is WH for T-hard languages. The reason is that if (by contradiction)
the resulting protocol is not WH, then one can find a witness in time roughly 7', by simulating the prover
(in time T') and then extracting a witness from the simulated transcript (in polynomial time). This
contradicts the T-hardness of the language.

In this work, we construct a WH protocol for all of NP. We follow the blue-print of Pass, where we
use our proof of ignorance protocol to construct an independent witness, and as a result avoid putting
any restrictions on the hardness of L. We refer to Section 2 for details.

Other WH Protocols Jain et. al. [JKKR17] construct 2-message WH protocols (and distributional
ZK) under standard assumptions, in the delayed input setting, where the instance is only determined by
the prover in the last round.

There have been several works on witness hiding protocols for languages where each instance has a
unique witness. Haitner, Rosen and Shaltiel [HRS09] showed that such languages do not have constant
round public-coin witness hiding protocols which are based on standard assumptions via some restricted
types of black-box reductions. Deng et al. [DSYC17] showed that for any such language L, and for any
distribution D over L that has an indistinguishable counterpart distribution over a relation with multiple
witnesses, it holds that any witness indistinguishable protocol is witness hiding with respect to D. Bellare
and Palacio [BP02] showed that the Schnorr and Guillou-Quisquater 3-message identification protocols
are witness hiding under the assumptions of one-more Discrete Log and one-more RSA.

2 Technical Overview: Witness Hiding Arguments

The main technical contribution of this work is a 2-message witness hiding protocol from proofs of ig-
norance. This protocol, as well as its analysis, contain a novel non-black-box technique, which is of
conceptual interest. Starting with the seminal work of Barak [BGIT01], most non-black-box techniques
use the code of the cheating verifier V* in an “efficient manner” (eg., the simulator commits to the code
of V* and proves that this code satisfies a desired property). To prove that our protocol is witness hiding,
we do not use the code of V* in an efficient manner; rather, we resort to a form of case analysis. We
argue that either it is possible to efficiently generate some trapdoor, in which case we can simulate the
prover’s message in a certain way, or the trapdoor cannot be generated efficiently, in which case we can
simulate the prover’s message in a different way. However, we do not know in which case we reside. This
is what distinguishes our WH proof from a ZK proof.

In what follows we give an overview of our construction and proof of security. At a very high-level,
we follow the approach of Pass [Pas03]. Our starting point is the observation of [FS90] that if a language
L has two independent witnesses then a WI proof for L is also WH. We use this observation to construct
a 2-message WH protocol for any language L € NP and use our proof of ignorance protocol to generate
an additional independent witness (corresponding to an independent instance).

The basic blueprint of our protocol is the following: The prover will generate an independent instance
2’ and prove that either 2/ € L or x € L, using a 2-message WI proof. This 2-message protocol is definitely
witness hiding, but it is not sound, since the prover can cheat and prove that = € L (even though this
is false) by generating 2’ € L and using a witness w’ for 2/ to convince the verifier. We overcome this
obstacle by using a proof-of-ignorance; the prover will send z’ together with a proof of ignorance, and will
then prove that either x € L or 2/ € L.

The problem here is that we do not have proof of ignorance (Pol) protocol for all of NP. This problem



can be bypassed quite easily by choosing some language L’ € NP that has a Pol protocol, and now the
prover will generate 2’ € L’ together with a Pol, and will add a WI proof that z € L or 2’ € L'.

Attempt 1. Our first attempt at constructing a 2-message WH protocol is the following:

— Verifier’s message: Verifier samples CRS corresponding to the Pol proof system for L, and
sends it to the prover.

— Prover’s message: The prover samples 2’ € L’ with a proof of ignorance 7', and send (z’, 7')
along with a WI proof for the following language:

Lw = {(x,2") | 3 w such that (z,w) € R, V (2',w) € Rp/}

Intuitively, this 2-message protocol seems to be sound, since if 2 ¢ L and if the prover generates a
valid Pol for 2’ then he does not know a witness to x (since one does not exist) nor to 2/, and thus cannot
cheat. The actual proof is quite subtle, and in particular requires using a trapdoor Pol, and relying on
super-polynomial hardness assumptions. Subsequently, we elaborate on these subtleties.

However, a more serious problem here is that adding the Pol seems to damage the WH property. For
example, the (cheating) verifier can generate CRS maliciously in a way that if 7’ is a valid Pol for 2’ then
it must be the case that 2’ ¢ L', and thus we do not have two independent witnesses, and hence the WI
property may not protect us at all.

We fix this problem by having the verifier not only send the CRS for the Pol, but also prove that it is
“well formed”. Namely, he proves that there exists randomness that “explains” this CRS. There are two
issues with adding this proof of correctness: First, it seems like we need a Pol with the strong property
that for every well formed CRS, if the prover is honest then he generates a randomly distributed ' € L/,
independent of CRS, whereas our Pol have this property only for an honestly generated CRS. Here again,
the trapdoor Pol comes to the rescue (as we explain in more detail below).

The other issue is that for soundness it is crucial that the prover does not learn sensitive information
about the CRS (in particular, how it was generated). Thus, it seems that to maintain soundness, the
verifier will need to use a zero-knowledge proof, or at least a witness-hiding proof, which brings us back
to where we started from in the first place!

We solve the latter problem using the same blueprint that we started with. Rather than sending
a single CRS, the verifier will send two independent copies CRSy and CRS; and will give a WI proof
that at least one of them is well formed. Since the verifier sends the first message we need to rely on a
non-interactive WI (NIWI) proof. The prover will then send (z(, 7)) corresponding to CRSy and (z, 7})
corresponding to CRS;, and will give a NIWT proof that either z € L or z, € L' or z} € L'.

Attempt 2. Our second attempt at constructing a 2-message WH protocol is the following:

— Verifier’s message: Verifier independently samples CRSg and CRS; corresponding to the Pol
proof system for L', and generates a NIWI proof myw that at least one of them is well-formed.
He sends (CRSp, CRSy, mniwi) to the prover.

— Prover’s message: The prover first checks that the NIWI proof myw is valid, and if not
aborts. Otherwise, for every b € {0,1}, the prover samples x; € L' with its proof of ignorance
m;, and sends (x(, (), («], 7)), along with a NIWI proof that (z € L) or (zf, € L') or (z} € L').




Intuitively, the soundness of this protocol follows from the fact that if x ¢ L then the only way to cheat
is by using either a witness for z{, or a witness for 2, and the Pol guarantees that a cheating prover does
not know such a witness. However, to argue this formally, a NIWI does not suffice and we need a NIWI
proof of knowledge. This is the case since the Pol only guarantees that it is hard to find a witness, and
not that a witness does not exist. We achieve this proof-of-knowledge property by resorting to complexity
leveraging. Namely, the prover will also send a (statistically binding) commitment ¢ and will prove that
either x € L or that there exists b € {0, 1} such that c is a commitment to a valid witness of x}. Suppose
this commitment can be broken in time 7', then we can eztract from the cheating prover a witness wy,
to x}, and argue that this breaks the soundness of the underlying Pol, (which asserts that given CRS; it
is hard to generate (z}, 7, w;)). However, to argue this formally, one needs to assume T-security of the
Pol protocol, and T-security of the WI protocol. Then we can prove that the following protocol is indeed
sound.

Attempt 3. Our third attempt at constructing a 2-message WH protocol is the following:

— Verifier’s message: Verifier samples independently CRSy and CRS; corresponding to the Pol
proof system for L', and generates a NIWI proof myw that at least one of them is well-formed.
He sends (CRSg, CRS1, mniwi) to the prover.

— Prover’s message: The prover does the following:

1. Check that the NIWI proof myw is valid, and if not abort.

2. For every b € {0,1}, use CRS;, to sample zj € L' along with a proof of ignorance ;.
3. Compute ¢ which is a commitment to 0.
4

. Compute a NIWI proof my,,, that 2 € L or that there exists b € {0,1} for which ¢ is a
commitment to a valid witness corresponding to zj.

— Send ((xf, ), (21, 71), ¢, Taw) -

We can formally argue that this protocol is sound. However, it is still not clear how to argue that
it is WH. As mentioned before, the problem is that the CRS could still be maliciously chosen (albeit
well-formed). Our first observation is that this protocol is WH against cheating verifiers who “know” a
valid trapdoor td, corresponding to CRS; (for some b € {0,1}). This is true because given td;, one can
efficiently compute wj from (z},7;), and thus simulate the NTWT proof of the prover efficiently.

Thus, restating the problem: What if the cheating verifier managed to construct a valid NIWI proof
without knowing a valid trapdoor to CRSy or CRS;? Again, this would have been solved with a NIWI
proof-of-knowledge. However, for one-message NIWI PoK we would need complexity leveraging and the
use of complexity leveraging here would result in a WH protocol only for T-hard languages.”

Our Non-Black-Box Technique: We overcome the hurdle described above by instructing the verifier
to encrypt the trapdoors of each CRS and prove that one of these encryptions indeed encrypts a valid
trapdoor. Namely, the verifier does the following: Sample two fresh and independent public keys (pkg, pk;)
corresponding to a semantically secure encryption scheme, and send {(CRSy, pky, cty) }pef0,1}, Where cty <
Encpk, (tdy), along with a NIWI proof that there exists b € {0, 1} such that ct; is an encryption of a valid
td, corresponding to CRSy.

As explained above, we cannot afford to extract a trapdoor from the ciphertexts (since this may take
super-polynomial time). Instead, we instruct the prover to give its proof of ignorance m; encrypted under

"This approach was used by Pass in [Pas03].



pky. This allows us to prove witness hiding using the following non-black-box approach. We distinguish
between the following two cases:

— Case 1: The verifier “knows” a trapdoor corresponding to CRSg or CRS;. In this case, one can
efficiently simulate the prover’s message using this trapdoor, and thus WH holds (as was argued
before).

— Case 2: The verifier does not know a trapdoor to CRSg or to CRS;. In this case, we argue that the
verifier cannot distinguish between the case that the prover encrypts a valid Pol 7 corresponding
to x}, or encrypts 0, and thus again one can efficiently simulate the prover’s message by encrypting
0, and generating z; together with a valid witness wy. To argue that indeed the verifier cannot
distinguish between Encpy, (7;) and Encpy, (0) we rely on an encryption scheme that is rerandom-
izable. However, we need something stronger: Namely, we need to argue that the verifier cannot
distinguish between Encpy, (7;) and Encpy, (0) given the NIWT proof 7y, To prove this we need the
assumption that this encryption scheme is strong KDM secure. We defer the details to Section 6.

Attempt 4. Our fourth (and almost final) attempt is the following.

— Verifier’s message: The verifier does the following:
1. Sample independently two public keys pk, and pk; (corresponding to a rerandomizable
T-secure strong KDM secure encryption scheme).
2. Sample independently CRSy and CRSy, together with corresponding trapdoors tdy and td;.
3. Generate ctg <— Encpy, (tdg) and cty < Encpy, (td1).

4. Generate a NIWI proof myw; that there exists b € {0,1} for which ct, encrypts a valid
trapdoor corresponding to CRS,,.

Send ((CRSO, pko, cto), (CRS1, pkl,ctl),ﬂN|W|) to the prover.

— Prover’s message: The prover does the following:

Check that the NIWI proof wyw is valid, and if not abort.
For every b € {0,1}, use CRS;, to sample zj € L' along with a proof of ignorance .
For every b € {0, 1}, generate ct} < Encpy, (717).

Compute ¢ which is a commitment to 0.

A

Compute a NIWT proof m,,, that z € L or that there exists b € {0,1} for which ¢ is a
commitment to a valid witness corresponding to }.

— Send <($67Ct6)a(37/17Ct/1)707”f\||W|)-

We can indeed argue that this protocol is WH, as argued above. However, to argue soundness recall
that we need to extract from the cheating prover a tuple (z},w;,m;). Previously, m; was given in the
clear, and wj was extracted in time 7" from the commitment. However, now we also need to extract m;,
which will take more time, since the encryption is T-secure. Instead, we instruct the prover to generate
a commitment ¢, = Com(m,;7}), in addition to ctj, and compute a NIWI proof my, that z € L or that
there exists b € {0,1} for which ¢ is a commitment to a valid witness corresponding to x; and ct; is an
encryption to a pair (m;,r;) such that ¢; = Com(my; 7).

The formal protocol and the proof can be found in Section 6.



3 Preliminaries

Notation: We denote the security parameter by A. We use PPT to denote that an algorithm is proba-
bilistic polynomial time. Suppose A is a probabilistic algorithm, then we denote by y <— A(z) the event
that y is generated by sampling randomness r & {0,1}* and setting y = A(x;r).

We say that a function v : N — N is negligible (sometimes denoted by negl) if for every polynomial p
there exists A9 € N such that for all A > Ao, ¥(\) < 1/p(A). For any language L, we denote by L = { L)} xen
where Ly = LN {0,1}*. We use the notation of {Xy}ren ~c {M I ren, and {Xataen ~s { M }aen,
to denote that the distribution ensembles {X)}ren and {Y)} ey are computationally and statistically
indistinguishable, respectively.

3.1 Witness Hiding and Witness Indistinguishable Proofs

Definition 1 (Interactive proofs). An interactive proof system for an NP language L, with a corre-
sponding NP-relation Ry, is a protocol (P, V), between a PPT prover P and a PPT verifier V, at the end
of which V outputs a bit b, and such that the following two properties are satisfied.

— Completeness. There exists a negligible function p such that for every A € N and every (z,w) €
RL’
Pr[b + (P(w),V)(1*2) : b=1]>1— u())

where the probability is over the random coin tosses of P and V.

— Soundness. For any cheating prover P* there exists a negligible function p such that for every
A € N and every = ¢ L,
Pr[b « (P*, V(1M z) = b=1] < u()),

where the probability is over the random coin tosses of V.

We say that (P, V') has perfect soundness if the soundness condition holds with = 0 (for any P*).

Definition 2 (Interactive Arguments). An interactive argument system for a language L is a protocol
(P, V) as in Definition 1, where the completeness property is as before, but the soundness property is
relaxed as follows.

— Computational Soundness. For any poly-size cheating prover P* there exists a negligible function
1, such that for every A € N, and every z € {0, 1}PVN)\ L,

Pr[b « (P*, V(1M z) : b=1] < u(N)
where the probability is over the random coin tosses of V.

A 2-message argument system (P, V') for a language L is one that consists of only two messages, the
first sent from the verifier to the prover and the second sent from the prover to the verifier. In a 2-message
argument system, we often denote the verifier by V' = (V}, Va), where V; generates the message to be sent
to the prover, and V5 checks the validity of the proof given by the prover. If the message of the verifier V;
does not depend on the instance x (and depends only on the security parameter), then we often denote
(pp, st) < V1(1%), where pp is the message sent to the prover and st is the secret state used by V5 to verify
the proof.®

8If st = () then such an argument system is said to be publicly verifiable.



Definition 3 (2-Message Arguments with Adaptive Soundness). A 2-message argument system (P, V')
for an NP language L, where the message sent by the verifier is independent of the instance x, is said
to have adaptive soundness if for any poly-size cheating prover P* there exists a negligible function
such that

Pr [(x, msgp) = P*(l)‘,x, pp) s.t. (x ¢ L) A (Vg(l)‘,x, pp,st,msgp) = 1)} < u(N)

where the probability is over (pp,st) < Vi(1}) and over the random coin tosses of Va.”

Definition 4 (Witness Hiding [FS90] ). Let L € NP and let Ry, be the corresponding NP witness relation.
Let D = {Dy}xen be a PPT distribution ensemble over instances in Ryp. An interactive proof system
(P, V) for L is witness hiding with respect to D if the following holds:
For every poly-size V* there exists a negligible function p such that for every A € N,
Pr  [(P(w),V*) (1, 2) € Rp(2)] = u(N)

(z,w)<«Dy
Definition 5 (Non Interactive Witness Indistinguishable (NIWI) proofs). Let L € NP and let Ry be
the corresponding NP relation. A pair of algorithms (Prove, Verify) is called a non-interactive witness
indistinguishable (NIWI) [FS90, GOS06] proof system (or argument system) for L if it satisfies complete-
ness and soundness as in Definition 1 (or Definition 2), and in addition it satisfies the following witness
indistinguishability property:
For every poly-size adversary A, there exists a negligible function v such that for every A € N, the
probability that &' = b in the following game is at most 1/2 + v(X):

1. (state,z,wp, w;) = A(1%)

2. Choose b <- {0,1}. If Ry (x,wo) # 1 or Rp(z,w1) # 1 then output L. Else, set 7 + Prove(1*, z, wy).
3.V = A(state, )

Theorem 4 ([GOS06]). There ezists a perfectly sound NIWI proof system based on the DLIN assumption
(defined below).

Assumption 1 (Decisional Linear Assumption). A bilinear group generation algorithm G on input the
security parameter 1* outputs (p, G, Gr, e, g), where G and G are groups of order p, e : G x G — G is
a bilinear map, and g is a generator of G. The Decisional Linear (DLIN) Assumption holds for a bilinear
group generator G if the following distributions are computationally indistinguishable:

L J— $ T xr s _r+s
{(p.G,Gr,e,9) + G(1") ; (z,y) < Zs 5 (r,s) < Zp = (,G,Gr,e,9,9,9". 9", 9"°, 9" ") }ren and

$ o« 3
{(pa G7 GT? €, g) — g(l/\) ; (I’, y) A Zp ; (T’, S, d) < Zp : (pa Ga GT: €9, ng gya gxr’ gys’ gd)})\EN
Definition 6 (7T-secure NIWI). A NIWI proof system (Prove,Verify) for L as in Definition 5 is said to
be T-secure if witness indistinguishability holds for all adversaries of size poly(T).
3.2 Encryption Schemes

Definition 7 (T-secure Encryption). A bit-wise encryption scheme (Gen, Enc, Dec) is said to be T-secure
if semantic security holds for all adversaries of size poly(T"). Namely, for every poly(T')-size adversary D,
there exists a negligible function v such that for every A € N,

P[D(pk,ct) =b] < 1/2+v(T(N)),

where the probability is over (pk,sk) < Gen(11), b & {0,1} and ct < Encpi(D).

9Usually, in such argument systems V» is deterministic.

10



Remark 3. For the simplicity of notation, we assume that |pk| = X, for every pk generated by Gen(1%),
and we assume that Encyi uses A bits of randomness. We note that one can use a bit-wise encryption
scheme to encrypt longer messages. Namely, for any k = poly(\) one can encrypt any message m =
(m1,...,my) € {0,1}* as follows:

Encex(m) = (Encpk(ml), e Encpk(mk)).
The following lemma follows from a standard hybrid argument.

Lemma 1. If a bit-wise encryption scheme (Gen, Enc, Dec) is T-secure then it is T-secure with respect
to messages of length poly(T'(X)). More concretely, for every adversary A of size poly(T), there exists a
negligible function v such that for every A € N, the probability that b’ = b in the following game is at most
1/2+v(T(N)):

1. (state,mg, m1) < A(1*)

2. If |mo| # |ma| then output L.

3. Else, compute (pk,sk) < Gen(1*), choose b & {0,1}, and let ct = (cti,...,Ctpn,|), where ct; <
Encpk(my,;) for i € [|mpl].

4. b + A(state, pk, ct)

Definition 8 (Rerandomizable Encryption). A T-secure bit-wise public-key encryption scheme (Gen, Enc, Dec),
is said to be rerandomizable if there exists a PPT algorithm Rand that on input any pair (pk,ct) outputs

a ciphertezt ct' with the following property: For every poly(T)-size adversary A there exists a negligible
function v such that for every A € N, the probability that b’ = b in the following game is at most
1/2+v(T(N)):

1. A(1*) = (state, pk, ct,m, 7).
2. If ct # Encp(m; ) then output L.

3. Else, choose b & {0,1}. If b = 0, choose at random 1’ < {0,1}* and output ct’ = Encp(m;1’).
FElse if b =1, output ct’ = Rand(pk, ct).
4. b+ A(state,ct’)

Lemma 2. Let (Gen, Enc,Dec) be a poly-secure rerandomizable bit-wise public-key encryption scheme.
For any poly-size distinguisher D and any polynomial ¢ = poly(\), there exists a non-uniform PPT
distinguisher D*, such that for any A € N and any public key pk such that |pk| = X, the following holds:

If

Pr[D(pk, Encpi(b)) = b] = % q(N)

where the probability is over b & {0,1} and over the randomness of Encyy, then for every b € {0,1} and
every r € {0,1}*,

Pr[D*(pk, Encpi(b;7)) =b] > 1 — 272 (2)
where the probability is over the random coin tosses of D*.

Proof. Fix any poly-size distinguisher D and any polynomial g. We construct a non-uniform PPT dis-
tinguisher D* as follows. Fix any pk that satisfies Equation (1) (w.r.t. D and q). Let Ejp(ct) denote the
event that there exists randomness r such that ct = Encpi(b; ) and D(pk, ct) = b. Denote by

pp = Pr[Ep(ct)],

where the probability is over ct <— Encpk(b). By Equation (1), we have that

po+p 1, 1 . potpi—1_ 1
———— > —+ —— or equivalently, >
2 2 q(\) 2 a(N)

11



We now construct a non-uniform PPT distinguisher D*, that on input (pk, ct), where ct = Encp (b*;7),
does the following:

1. Choose N = X -4g()\)2. For each i € [N], compute ct, + Rand(pk, ct) and b; = D(pk, ct!).
2. Let T =P pOHN If ZN b; < T then output 0, and else output 1.

By the definition of rerandomizable encryption (Definition 8), for every b € {0,1} there exists a
negligible function v, such that

Pr[D(pk,ct) = b* | b* = b] > pp, — vp(\) =: p}, (3)
where the probability is over ct; < Rand(pk, ct).

Now we prove that Equation (2) holds for b* = 1.
Pr[D*(pk ct) =b" | b* =1]

Zb > P pOHN]

:1—Pr[Zbi<z%o+lN]
=1

N
1
:1—Pr[Z;bi < Np; — N&'] for 5’:%—V1(A)

N
21—Pr[ZbZ-<Np’1 N§| for5—L<6'

— 2q(X)
> 129N
__ N _
>1—2 1?2

>1-2"*

where the fifth equation follows from Chernoff bound.

A similar calculation shows that
Pr[D*(pk,ct) =b* | b* =0] > 1 — 27,
Hence, we proved that Equation (2) holds for every b* € {0,1} and every r € {0, 1} O

The following lemma follows from Lemma 2, together with a straightforward union bound.

Lemma 3. Let (Gen, Enc,Dec) be a a poly-secure rerandomizable bit-wise public-key encryption scheme.
For any poly-size distinguisher D and any polynomials q,k = poly(\), there exists a non-uniform PPT
distinguisher D* such that for any A € N and any public key pk such that |pk| = A, the following holds: If

Pr[D(pk, Encpi(b)) = 0] > ; * (1/\)

where the probability is over b & {0,1} and over the randomness of Encpk, then for any message m =
(m1,...,my) € {0,1}* and any r1,..,m, € {0,1}7,

Pr[D*(pk, ct) = m] > 1 — negl(\)
where ct = (cty,...,cty) and ct; = Encpk(my;r;) for i € [k], and where the probability is over the random

coin tosses of D*.
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Definition 9 (Strong KDM Security). A semantically secure public-key encryption scheme (Gen, Enc, Dec)
is said to be strong KDM secure if for every PPT distribution D used to (maliciously) sample public

keys, if
(pk*, Encpk*(O)) . (pk*, Encpk*(l))

where pk* < D(1*), then for every (not necessarily efficient) function f such that f(pk*) € {0,1}PoY(),
<pk*, Encpie ( f(pk*))> ~. (pk*, Encyic (0P°'Y(A)))

where pk* < D(1%).

3.3 Commitment Schemes

Definition 10 (Statistically Binding Commitments). A statistically binding commitment scheme over a
message space M consists of PPT algorithm Com which on input a message m € M and randomness
r € {0,1}* outputs a commitment Com(m;7).

We require the following properties from the commitment scheme:

Statistically Binding: For every A € N, every mg,m; € M such that mg # mq, and every ro,r1 €
{0,13%,
Com(mog; 1) # Com(my;ry)

Computationally Hiding: For every non uniform PPT adversary A, there exists a negligible function
v such that for every A € N, the probability that &’ = b in the following game is at most 1/2+ v(\):
1. (state,mq,my) + A(1%)

2. If |mo| # |mu| or if mg,m1 ¢ M then output L. Choose b & {0,1} and sample ¢ < Com(my).
3. U« A(state, c)

4 Random Self-Reducible Languages

In this section we define random self-reducible (RSR) languages and witness-preserving random self-
reducible languages, and provide examples of such languages.

4.1 Definitions

Definition 11 (Hard on Average). A language L is said to be hard on average with respect to a
distribution D = {Dx}ren, where Dy is over {0,131 N L, if there exists a distribution D = {Dy}ren,
where Dy, is over {0,1}*\ L, such that D ~, D.

Definition 12 (Hard-to-Extract on Average). A language L € NP, with a corresponding NP relation Ry,
is said to be hard-to-extract with respect to a distribution D = {Dx}xen if for any poly-size A there
exists a negligible function v such that for all A € N,

Pr [w=A(z) : (z,w) € Rr] <v(\)

z<D)y
In what follows we define the notion of a random self-reducible language.

Definition 13 (Random Self Reducibility). An NP language L with a corresponding NP relation Ry is
said to be random self-reducible (RSR) with respect to distribution D = {Dy}ren, where Dy is over
{0,1}* N L, if there exists a polynomial p and a poly-time computable function family f = {fr}ren such
that for every A € N,

Fa {0, 13 x {0, 13PN — {0, 1},

and the following two conditions hold.

13



— For every x € {0,1}* N L and for r & {0, 13PN | fy(z,7) =4 y, where y < Dj.

— For every x € {0,1}*\ L and for every r € {0,1}*N, fy(x,7) ¢ L.

Definition 14 (Witness Preserving Random Self Reducibility). An NP language L with a corresponding
NP relation Ry is said to be witness-preserving random self-reducible with respect to distribution
D = {Dy}ren, where Dy is over {0,131 N L, if there exists a polynomial p and a poly-time computable
function family f = {fx}ren such that for every A € N,

f)\ : {07 1}>\ X {0? 1}1)()\) - {07 1}>\

and the following two conditions hold.

— For any x € {0,13*N L and for r & {0, 13*N) | £y(z,7) =4 y, where y < Dy.

— Let q(\) be the length of w for (x,w) € Ry,. There exist poly-time computable function families
g =1{9x}ren and h = {h)}en, where for every A € N

gx : 0,132 x {0, 11PN x {0, 139N — {0,119N and hy : {0,1}* x {0, 11PN x {0,139 — {0,139,
such that the following holds.

— For any x € {0,1}* N L, any r € {0,1}*N) and any w' € {0,1}9N | if (fr(x,7),w’) € Ry then
(x,g)\(l',’l“, w/)) € Rr.
— For any = € {0,1}* N L and any w € {0,119 such that (z,w) € Ry, it holds that for every
r e {0,1}*N | (fa(z,r), ha(z,r,w)) € Ry,
Note: We will refer to f, g, h as the reduction functions.

Remark 4. We note that the notions of witness-preserving RSR and RSR are incomparable.

Definition 15 (Instance-Witness Distribution). Let L € NP, let Ry, be the corresponding NP relation,
and let D = {Dy}xen be a distribution, where Dy is over Ly. A distribution € = {Ex}ren is said to be
an instance-witness distribution corresponding to D if for every (z,w) in the support of Ey it holds that
(x,w) € Rr,, and

{(x,w) &\ : z}ren={y+ D : y}lren (4)

4.2 Examples of Random Self-Reducible Languages
4.2.1 Decisional Diffie Hellman

Let Lppn = {LppHa}tren be the following language, where for each A € N the language Lppn,y is
parameterized by a group G of prime order p € [2*71,2*] and a generator g € G:

Lppuy ={(X,Y,Z) | 3z,y € Z, such that X =¢g" A Y =gY N Z =g"}

Theorem 5. Lppy is a random self-reducible language (Definition 13) and a witness-preserving random
self-reducible language (Definition 14), with respect to the distribution Uppn = {UbpH}ren, where for

each A € N, the distribution Uppn,x generates (g°, g¥,g"¥) for x,y & L.

14



Proof. Consider the poly-time computable function fy : Lppn,x X (Z;)2 — Lpph,) defined by

f)\((Xa Y, Z)? (T7 S)) = (er Y?, ZTS)'

For any (¢%,9Y,9"Y) € Lppn, and for 7, s & Zy, the tuple (¢, g¥*,g*¥"*) is distributed according to
Upph - Moreover, for every (g%, g%, g*) where z # zy it holds that for every (r, s) € Z,,

f((g$agy7gz)7 (T‘, 5)) = (g:ﬁr’gys,gzrs) ¢ LDDH,)\

since zrs # xyrs. This proves that Lppy is random self-reducible.
Also consider poly-time computable functions gy, hy : Lppux X Zy, X Zy, — Z, defined as follows:

n((X,Y,2),(r,s),(a,b)) = (ar_l,bs_l), (XY, 2),(r,s), (z,y)) = (xr,ys)

For every (4, B,C) = f1((X.Y, Z), (r.)) = (X", Y, Z7), i (4, B.C), (a,b)) € Ryop, then (X, Y, 2),
(ar~',bs71)) € Rpyp,. Similarly, for every ((X,Y,Z),(z,y)) € Rryp, and every (r,s) € Z%, it holds
that (fA((X,Y, Z),(r,s)), (zr,ys))) € Rrypy, giving us witness-preserving random self-reducibility, as
desired. O

4.2.2 Discrete Log

Let LpL = {Lpr x}aen be the following language, where for each A € N the language Lpy  is parameterized
by a group G of prime order p € [2*71,2%] and a generator g € G, and is defined by

LpLx ={X | 3z € Z, such that X = g"}
Theorem 6. Lp is a witness-preserving random self-reducible language (as per Definition 14) with
respect to the uniform distribution Up. = {UpL}ren, where for each X € N the distribution Upy x
x $ *
generates g* for x < Zy.
Proof. Consider the poly-time computable functions fy : LpLxxZ, — Lpix and gy, hy : Lppy X Zy X Zy, —

Zs,, defined as follows:
HX,r)=X-4¢"

and
anX,ry)=y—r, hyxX,s,2)=z+s

Note that for every A and every X € Lp », and for r & Zy, it holds that fy(X,r) = X - g" is distributed
according to Upi x. Moreover, for every Y = f\(X,r) = X - ¢" if (Y,y) € Rp,, then (X,y —7r) € Ry, .
Similarly, for every (X, z) € Ry, and every s € Z,, for Y = f(X,s) = X-g° it holds that (Y, 2+s) € R,
as desired. O

Remark 5. LpL has an instance-witness distribution EpL = {EpL}aren, defined as follows: For each

A € N, the distribution Epi » outputs (¢*, w) for w <i Z,,. Note that g is distributed according to Upy x.

5 Proofs of Ignorance

In this section, we define proofs of ignorance and construct proof of ignorance protocols for random
self-reducible languages.
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5.1 Definition

We now define the notion of proof-of-ignorance (Pol) and trapdoor Pol for NP languages. Intuitively we
want a proof of ignorance 7 for x € L to convince the verifier that the prover does not know a witness
corresponding to x.

Definition 16 (Proof of Ignorance). Let L € NP, let Ry, be the corresponding NP-relation, and let D be
a distribution on the instances of L. A proof-of-ignorance (Pol) proof system for (L, D) consists of a
triplet of PPT algorithms (Setup, Gen, Verify) with the following syntaz:

Setup CRS «+ Setup(1>‘): The setup algorithm takes as input the security parameter and outputs a
common reference string CRS.

Instance Generation (x,7) < Gen(CRS): The generation algorithm takes as input the CRS and outputs
an instance r € L and a proof-of-ignorance .

Verification 0/1 < Verify(CRS, x, 7): The verification algorithm takes as input the CRS, instance x, and
proof w, and outputs 0 or 1.

We require the following properties to hold.
Completeness. We require:

— {CRS « Setup(1>‘) ; (x,m) + Gen(CRS) : x}xen ~s {y < Dy : y}aen-
— For all X € N,

Pr[CRS « Setup(1*) ; (z,7) + Gen(CRS) : Verify(CRS,z,7) = 1] = 1.

Soundness. There exists a PPT algorithm Setup’ such that

— {CRS < Setup(1*) : CRS}xen,~c {CRS’ + Setup’(1*) : CRS'}aen
— For any all-powerful A*, there exists a negligible function v such that for all A € N,

Pr[CRS’ «+ Setup’(1") ; (,7) < A*(CRS') : Verify(CRS,z,m) =1 A x € L] <v())

Definition 17 (Trapdoor Proof of Ignorance). Let L € NP, let Ry, be the corresponding NP-relation,
and let D be a distribution over instances in L. A trapdoor proof-of-ignorance (td-Pol) proof system
for (L, D) consists of a tuple of PPT algorithms (Setup, Gen, Verify, Witness) with the following syntazx (we
note that Gen and Verify are identical to those defined in Definition 16):

Setup (CRS,td) < Setup(1*): The setup algorithm takes as input the security parameter and outputs a
common reference string CRS together with a corresponding trapdoor td.

Instance Generation (z,m) <— Gen(CRS): The generation algorithm takes as input the CRS and outputs
an instance r € L and a proof of ignorance .

Verification 0/1 < Verify(CRS, x, 7): The verification algorithm takes as input the CRS, instance x, and
proof m, and outputs 0 or 1.

Witness Generation w « Witness(CRS, td, z, 7): The witness generation algorithm takes as input the
CRS together with a corresponding trapdoor, along with an instance x and a proof 7, and outputs a
string w.

We require the following properties to hold.
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Completeness We require:

— {(CRS,td) + Setup(1?) ; (z,7) < Gen(CRS) : T}ren ~s {y < Dx : y}ren-
— For all N € N,

Pr[CRS « Setup(1}) ; (z,7) < Gen(CRS) : Verify(CRS,z,7) = 1] = 1.
— For every (CRS,td) in the image of Setup(1}) and for any (z, ), if Verify(CRS,z,7) = 1 then
Witness(CRS, td, z, ) € Ry (z).
Soundness For any poly-size A*, there exists a negligible function v such that for all A\ € N,

Pr[CRS < Setup(1*) ; (z,w,n) < A*(CRS) : Verify(CRS,z,7) =1 A (z,w) € Ry] < v()\)

Remark 6. We note that the notions of Pol and trapdoor Pol are incomparable.

Definition 18 (T-security). A trapdoor proof of ignorance (td-Pol) proof system for (L,D) (as in Defi-
nition 17) is said to be T-secure if soundness holds for all adversaries of size poly(T).

5.2 Constructions

We now construct a Pol protocol for random self-reducible languages and trapdoor Pol protocol for
witness-preserving random self-reducible languages.

Proof of Ignorance for RSR Languages: Let L be hard on average and random self-reducible with
respect to distribution D = {Dy}en (as per Definitions 11 and 13, respectively). Let

fr {0,132 x {0,11PM — {0, 1}
be the corresponding reduction function. The Pol protocol for L is described as follows:
Setup(1*): Choose z < Dy. Output CRS = (z, f)).

Gen(CRS): Choose 7 & {0,1}*N) and compute z = fy(z,7). Output (z,7) where 7 = 7.

Verify(CRS, z, 7): Output 1 if and only if z = f\(z,7) where z is part of the CRS.

Theorem 7. Let L be hard on average and random self-reducible with respect to distribution D = {D)}xen
(as per Definitions 11 and 13, respectively). The protocol described above is a Proof-of-Ignorance proof
system for (L, D) as per Definition 16.

Proof. Completeness is straightforward: Gen(CRS) outputs (z,7) where x = f\(z,r) and 7 = r, and
Verify(CRS, z, ) checks that indeed x = f)(z,7). Also from the definition of random self-reducibility of
L, for every z € {0,1}* N L and for & {0,1}PN | fr(z,7) =4 y where y « D), as desired.

Now we prove soundness. By definition, the fact that L is hard on average with respect to distribution
D = {D)}en, implies that there exists a distribution D = {Dy}ren, where Dy is over {0,1}* \ L, such
that D ~, D. Define Setup’ as follows: On input the security parameter A, output CRS' = (z, f\) where
Z < Dy and f, is the reduction function of L as before. Suppose for contradiction, there exists .A4* and
polynomial s such that for infinitely many A € N,

Pr[(z,7) = A*(CRS') : Verify(CRS,z,m) =1 A z € L] > s(l/\)

17



where the probability is over CRS’ «— Setup’(1*). This implies that for infinitely many \ € N,

1
Pri(z,m) = A"(2, fn) : = fa(z,7r) N ze€ L] > oy
where the probability is over Z < Dj, contradicting the fact that for every z € {0,1}* \ L and every
re {0,13PN, fr(z,r) ¢ L.
O

Trapdoor Proof of Ignorance for Witness-preserving RSR Languages: Let L be hard-to-extract
and witness-preserving random self-reducible with respect to distribution D = {D)} en (as per Defini-
tions 12 and 14, respectively). Let £ = {€x}ren be a corresponding instance-witness distribution on Ry,
as per Definition 15. Let

Fr: {0,131 x {0,13PWN) = 0,1} and gy, hy : 0,1} x {0, 13PN x {0,137 — {0, 137N
be the corresponding reduction functions. The trapdoor Pol protocol for L is described as follows:

Setup(1*): Choose (z,w) < E. Output CRS = (2, fy, hy) and td = w.

Gen(CRS): Choose r & {0,1}*V) and compute & = fy(z,7). Output (z,7) where 7 = 7.
Verify(CRS, z, w): Output 1 if and only if x = f\(z,7) where z is part of the CRS.
Witness(CRS, td, z, w) : Output hy(z, 7, td).

Theorem 8. Let L be hard-to-extract and witness-preserving random self-reducible with respect to dis-
tribution D = {Dx}xen (as per Definition 12 and 1/, respectively). Assume that there exists an instance
witness distribution € = {Ex}ren corresponding to D that is efficiently sampleable. Then the protocol
described above is a Trapdoor Proof of Ignorance proof system for (L, D) as per Definition 17.

Proof. Completeness is straightforward, we thus focus on proving soundness. To this end, suppose for
contradiction that there exists a poly-size A* and a polynomial s such that for infinitely many A € N,

Pr[(z,w,7) = A*(CRS) : Verify(CRS,z,7) =1 A (z,w) € Rz] > (5)

1
s(A)
where the probability is over CRS « Setup(1?). The fact that L is hard-to-extract with respect to the
distribution D implies that for every poly-size B* there exists a negligible function p such that for all
A€EN,

Pr [w=B*(2) : (z,w) € Rr] < u(N) (6)

Z(—D)\
We use A* from Equation (5) to construct a poly-size B* that contradicts Equation (6). B* on input z,
sets CRS = (z, fa, hy), computes (z,m,w) = A*(CRS), and outputs gy(z, 7, w). By Equation (5), for
infinitely many A € N,

Pr((z,w,m) = A(CRS) : &= f(z,m) A (z,w) € R] > <1A>

where CRS = (z, f), hy) and the probability is over z <— D). By the definition of witness preserving
random self-reducibility, if (f\(z,7),w) € Ry then (z,g\(x,m,w)) € Rr. Hence, we conclude that for
infinitely many A € N,

1
Pr [w=B*(2) : (z,w) € R —_
P =B G el

contradicting Equation (6).
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6 Witness Hiding Arguments from Proofs of Ignorance

In this section, we show how to use a Pol proof system to construct a 2-message witness hiding argument
for NP with adaptive soundness.

6.1 Ingredients

We first describe the ingredients we use in our witness hiding protocol. We assume that there exists a
super-polynomial function 7' = T'()), for which the following primitives exists:

— A T-secure Trapdoor Proof of Ignorance (td-Pol) system for any (L', D’), as defined in Definition 17
(Section 5.1), denoted by

(Pol.Setup, Pol.Gen, Pol.Verify, Pol.Witness).

— A T-secure non-interactive witness indistinguishable (NITWT) proof system with perfect soundness, '’

as defined in Definition 6 (Section 3.1), denoted by

(NIWI.Prove, NIWI.Verify)

— A T-secure bit-wise rerandomizable encryption scheme that is strong KDM secure, as defined in
Definitions 7, 8, and 9 (Section 3.2), denoted by

(PKE.Gen, PKE.Enc, PKE.Dec).

— A non-interactive statistically binding commitment scheme, as defined in Definition 10 (Section 3.2),
denoted by Com.

We assume that the hiding property of Com can be broken in time 7' = T'(\). Namely, we assume
that in time poly(7) one can brute-force break the commitment scheme; i.e., there exist a T-time

adversary A such that for every m € M and every r & {0,1}*,

A(Com(m,r)) = (m,r") s.t. Com(m,r") = Com(m,r).

Theorem 9. Assuming the ingredients above there exists a two-message WH argument for NP with
adaptive soundness.

Corollary 2. Let T = n*Y). There exists a two-message WH protocol for NP with adaptive soundness,
assuming the existence of a T-secure rerandomizable encryption that is strong KDM secure, and assuming
the T-security of DLIN.

6.2 The Protocol Description

We next describe our 2-message witness hiding argument for any L € NP and any distribution D over
pairs in Ry.

10The requirement of perfect soundness is not needed, and is only made for simplicity. We note that the NIWI proof
system based on DLIN [GOS06] indeed has perfect soundness.
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— The verifier’s message: On input 1%, the verifier Vi does the following:

1. For every b € {0,1}, do the following: Sample (pk,,sky) < PKE.Gen(1*), choose
at random r{,r2 + {0,1}*, and compute (CRS;,tdy) = Pol.Setup(1*;r}) and ct, =
PKE.EnCpkb(tdb;Tg).

2. Consider the NP language
L* £ {(CRS, pk,ct) : I(td,r",r?) s.t.(CRS, td) = Pol.Setup(1*,7!) A ct = PKE.Ency(td, 7%)}
and consider the NP language
Log & {(x3,23) : Fw* s.t. (27, w*) € L* V (z],w*) € L*}
3. For every b € {0,1}, let 7 = (CRSs,pky,cty). Choose b* & {0,1} and let w* =
(tdp+, 7, 72.). Generate a NIWI proof myw +— NIWI.Prove((z§, 27), w*).

Output (pp, st) where

pp = (2, 7, mnwi) = ({(CRSw, pky, cty) bpego,13> TNIWH)
and st = (skg, ski).
— The prover’s message:
On input (1*,z,w), and public parameters
pp = (x5, 27, nwi) = ({(CRSy, pky, cty) boego,13, Twi)
the prover does the following:

1. Check that NIWI. Verify((z§, x7), 7niwi) = 1. If this condition is not satisfied then abort.

2. For every b € {0,1}, compute (z}, ) + Pol.Gen(CRS}), choose at random 7}, s} < {0, 1}*
and compute ¢; = Com(my; ;) and cty = PKE.Encpy, ((m3,77); 57)-

3. Compute ¢ + Com(0).

4. Consider the language
Lpg = {(xjx{),xll,c’) | 3(w, b,w’, ) s.t. ((:c,w) € RL)\/

((¢ = Com(w';7)) A ((z},w') € Rpy)) }.
Generate a NIWT proof m, for (z,zf, 2], ") € Lpol, using a witness w for x.
5. Output ({(x;), s Cté)}be{o,l}, d, 7T’N|W|).
— The verifier’s verdict: V5 on input (1)‘, pp, st, (x, msg)) outputs 1, where
msg = ({(}, chs cty) Yoe(01}: ¢ Thwa )
if and only if the all the following checks pass.

1. For every b € {0,1}, compute (mj, ;) = PKE.Decg, (ct}), and check that ¢; = Com(my;7})
and Pol.Verify(z}, m;, CRSy) = 1.

2. Check that NIWI.Verify ((z, z(, 2}, ), Tyw) = 1.

20




6.3 The Analysis

In this section we prove that the protocol defined in Section 6.2 satisfies Theorem 9.

Proof of Theorem 9. In what follows, we prove that the protocol defined in Section 6.2 satisfies the
completeness, soundness and witness hiding properties.

Completeness. Completeness follows directly from the completeness of the underlying primitives.

Adaptive Soundness. Assume for contradiction that there exists a non-uniform poly-size cheating
prover P*  a polynomial s, and an infinite set A C N, such that for every A € A,

1

Pr [((P*,V)(l’\) —1) A (¢ L)} >
where the probability is over pp + V' (1*) and where (x, msg) = P*(pp). Parse

msg = ({(fﬂgaCZaCtZ)}be{o,l}aC/a7T/N|W|)‘

We use P* to construct a poly(T')-size adversary A that takes as input CRS generated according to
Pol.Setup(1*), and outputs a tuple (2/,w’,7’) such that (2/,w’) € L' and Pol.Verify(CRS,2’,7') = 1,
contradicting the T-security of the td-Pol system. The algorithm A on input CRS, does the following:

1. Choose at random b* <— {0, 1}, and set CRS;_;+ = CRS.

2. Choose at random 7. < {0,1}* and compute (CRSyx, tdy-) = Pol.Setup(1*;7L.).
3. Generate (pkg,sko), (pky,ski) - PKE.Gen(1%).

4. Choose at random 72, < {0, 1}* and compute ct,. = PKE.Encpy,. (tdps; 72.).

5. Generate ct]_;. <= PKE.Encpyy,_,. (0).

6. Let xf; = (CRSo, pko, cto) and z} = (CRSy, pky, ct1), and let w* = (tdp+, rie, 72.)
7. Compute myw <— NIWILProve(z§, z7, w*).

8. Let pp = (z§, 7, mniwi)-

9. Compute (x, msg) = P* (pp), and parse msg = ({(xg,cg,ctg)}be{m},c’,7rf\“W|>.

10. Run in time poly(T) to find (w',7’) such that ¢ = Com(w';7’), and to find (7] _,.,7]_,.) such that
Cll—b* - C0m<7T£_b*;7’/1_b*).11

11. Output (2 _,.,w', 7 _;.).

We prove that there exists a polynomial ¢ such that for every A € A,

Pr [A(CRS) = («/,w',7") s.t. ((a',w') € Rp/) A (Pol.Verify(CRS, 2, 7') = 1)] > q(l)\), (8)

contradicting the T-security of the Pol scheme.

1YWe note that the randomness computed in this step may not be the actual randomness used by P*. This abuse of
notation (or notational overload) is only to avoid cluttering on notation, and is of no significance.
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To this end, consider the following dishonest verifier V4« that generates his first message with the
same distribution as A, while fixing his random bit choice to be b*. Moreover, it outputs 1 if and only if
the NIWT proof given by the prover is accepting, and for (., 7}.) = PKE.Decg,. (ct}.) it holds that

¢y = Com(my.;7y.) and Pol.Verify(xp., mp., CRSp) = 1.

Namely, V43« does the same checks as the honest verifier, except that he does not check the conditions
corresponding to 1 — b*.

Claim 1. For every poly-size adversary B, there exists a negligible function v such that for every A € A,
‘ Pr [B(pp, (2, msg), b, sky, w',r) = 1} —Pr [B(ppAb, (x,msg), b, sky, w',r) = 1} ‘ <v(}N)

where the left probability is over pp = (x§, 2}, Tnwi) < V(11), where (x,msg) = P*(pp), and b € {0,1}
is such that mnwi s generated with a witness corresponding to x, and where sk, is the secret key cor-

responding to pk, where x; = (CRSy,pky,cty). The right probability is over b & 10,1} and ppa, =

(g, 2%, Twi) < Vap(1Y), where (z, msg) = P*(ppayp), and where sky is the secret key corresponding to

pk, where xj = (CRSy, pky,cty). In both probabilities (w',r) satisfies ¢ = Com(w';r), where ¢ is part of
12

msg.

Proof. Suppose for contradiction there exists a poly-size adversary BB, polynomial p such that for infinitely
many A € A

1
Pr [B(pp7 (2, msg), b, sky, w',r) = 1] —Pr [B(ppA,b, (2, msg), b, sky, w', 1) = 1] > m (9)

We use B to construct a poly(T')-size adversary M that contradicts the T-security of the encryption
scheme as per Lemma 1.

Algorithm M (1) does the following:
1. For every b € {0, 1}, choose 7} & {0,1}* and compute (CRSp, tdy) = Pol.Setup(1*; 7).

2. Choose at random d <- {0,1}, set mog = 0 and m; = tdy_4 such that |mg| = |m1|, and send mgo and
m; as challenge messages.

3. Upon receiving from the challenger a pair (pk,ct), where ct = PKE.Encpi(mg-) for a random d* &
{0,1}, do the following:

(a) Generate (pky, sky) < PKE.Gen(1), and let pk;_, = pk.
(

)

b) Choose 72 & {0,1}*, compute ctq = PKE.Encyy, (tdg; 73), and let cty_q = ct.

(¢) Let w = (tdg,7y,73), and compute mywi < NIWI.Prove ({(CRSy, pky, cty) }pefo,11, w)-
)

(d) Let pp = ({(CRSp, pky, cty) }pe (o1}, Tiwi), compute (z, msg) = P*(pp), and parse
msg = ({(%aCZaCtZ)}be{o,l},C/a7T/N|W|>-

(e) Run in time poly(7") to find (w’,r) such that ¢ = Com(w';r).
(f) OUtPUt B(pp7 (:Ea msg), da Skda ’LU/, T)‘

"2Recall that msg = ({(w}, ¢}, ct}) boe fo.1) s Thiw )-
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Note that if d* = 1 then the input to B is distributed exactly as in the left side of Equation (9),
whereas if d* = 0 the input to B is distributed exactly as in the right side of Equation (9).

Pr [M(pk,ct) = d*] =
Pr [B(pp, (z, msg), d,skq, w',r) = d*| =

1 1

3 Pr {B(pp, (x,msg),d, skqg,w’,r) =d* | d* = 1} + 3 Pr {B(pp, (z,msg),d,skg,w’,7) = d* | d* = 0} =
1 1

3 Pr {B(pp, (x, msg),d, skqg, w',r) = 1} + 3 Pr [B(ppA,d, (x,msg),d, skq,w’, 1) = O] =

1 1

3 Pr [B(pp, (z,msg),d,skq,w’,r) = 1} + 3 (1 —Pr [B(ppAd, (z,msg),d,skq,w’, 1) = 1D =

1 1

5 + 5 ’ (PI‘ |:B(ppv (33, msg), d, sk, wla T) = 1:| —Pr [B(ppA,da (l‘, msg), d,skgq, w/a T) = ]-i|) >

Lo

2 2p(A

where the last inequality follows from Equation (9) (for infinitely many A € A). This contradicts the
T-semantic security of the underlying encryption, as desired. O

Let ppgye < Vap(17) and let (x,msg) < P*(pp4y-). Parse msg = ({(x}, ¢}, <t}) o1 ¢ M) -
For every b € {0,1} let Ej, be the event that there exists (w’,r) such that

¢ = Com(w';r) and (z},w’) € Rp.
Claim 2. There exists a polynomial p such that for every A € A,

1

Pr [(EovEl) A (P Vap) (1Y) = 1)} > O

where the probability is over b* ﬁ {0,1} and over the randomness of V. p+.

Proof. By our contradiction assumption (Equation (7)), and by the soundness of the NIWI proof system,
there exists a negligible function p such that for every A € A,

Pr [(E0 VE) A (P V)1 = 1)} > (),

where the probability is over the randomness of V. This, together with Claim 1, implies that there exists
a negligible function v such that for every A € A,

1
Pr[(BovE1) A ((P7Vap) (1) =1)] = VAR
where the probability is over b* & {0,1} and over the randomness of V4 +, as desired. O
Claim 3. There exists a polynomial g such that for every A € A,
1
PrBis A (P Va1 =1)] >
q

where the probability is over b i {0,1} and the randomness of V.

23



Proof. Suppose for contradiction that there exists a negligible function y and an infinite set Ag C A such
that for every A € Ag,

Pr[Eiy A (P, Vap)(1) = 1)] = sy, (10)
This, together with Claim 2, implies that for every A € Ay,
1
* A\ o
Pr [Eb A (P, Vap)(1Y) = 1)} T (11)

Consider the verifier V,, that is identical to the honest verifier V', except that it uses the witness wy
to generate the NIWI, where wy, is the witness corresponding to xj, and similarly to V4, it does not do
the check corresponding to 1 — b, rather only checks the NIWI of the prover and the check corresponding
to b. In other words, V} is identical to V4, except that he generates ] _, honestly (as opposed to V4
who generates z7_, = (CRS;_p, pky_p, cti_p) where cty_ is an encryption of 0).

By Claim 1, Equations (10) and (11) imply that there exists a negligible function v such that for every
A E Ay,

Pr[Eiy A (P V)Y = 1)] = () (12)

and

p(\)

where the probabilities are over b & {0,1} and over the randomness of V}.

We next argue that these two equations contradict the T-security of the NIWI proof system. To this
end, we construct a poly(7')-size adversary M that wins the WI game as described in Definition 5 with
non-negligible advantage, as follows.

Pr [E,, A (P WR)(1%) = 1)] > o), (13)

1. For every b € {0,1} do the following:
(
(b

)
)
(¢) Choose at random r? & {0,1}* and compute ct, = PKE.Encpy, (tdp, 77).
(d) Let z; = (CRSy, pko, ctp), and let wy, = (tdp, i, 72).

a) Choose at random 7} & {0,1}* and compute (CRSy, tdy) = Pol.Setup(1*, r}).
Generate (pk,,skp) < PKE.Gen(1%).

2. Choose (x§,x7) to be the instance in the WI game (w.r.t. the NP language L§g), and wg and wy
to be the two witnesses.

3. Let mywi be the challenge proof generated with respect to witness wy+ for a randomly chosen
b & {0,1}.

4. Compute (z, msg) = P*(pp), where pp = (z{, =, Tniwi)-

5. Parse msg = ({(JUZ,C§,7Ct§,)}be{o,1}7C,77Tf\||w|)-

6. Compute (w’,r) such that ¢ = Com(w’,r).

7. If there exists b € {0, 1} such that the following three conditions are satisfied:

— Ty 1S accepting,
— m;, = PKE.Decgy, (¢,) satisfies that Pol.Verify(CRSy, x;, ;) = 1,
— (x’b,u/) € Ry,
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then output b. Otherwise, output a randomly chosen bit b & {0,1}.
We next argue that for every A € Ag,

1
4+ —

Pr[b = b*] > 0

N

contradicting the T-security of the WI property.
To this end, denote by GOOD the event that the following three conditions hold:

— TN 1S accepting.
— . = Decgy,. (¢ ) satisfies Pol.Verify(CRSy-, z}., m.) = 1.
— There exists b such that (z,w’) € Rp.

Equations (12) and (13) imply that for every A € Ay,

1
Pr[GOOD] > o0) v(A)

and
Pr[GOOD] — Pr [(b=b*) A GOOD] < v(X).

Therefore,

Pr[b =0b"] =
Pr[(b=0b") A GOOD] +Pr[(b=1b") A =GOOD] >

Pr[GOOD] — 1(A) + % (1 - Pr[GOOD]) >

% + % -Pr[GOOD| — v(\) >
1 1

Sy >
>ty ~ W2
L1

2 3p(\

Contradicting the T-security of the NIWI proof system, as desired.

Denote by Z the event that both (P*, VAyb)(lA) =1 and E7_p. By Claim 3, for every A € A,

1
Pr[Z] > N

By the definition of A, and the definition of the event E;_j, it holds that
Pr [.A(CRS) = (2/,w',7") s.t. ((«/,w") € Rpr) A (Pol.Verify(CRS, 2/, 7') = 1) | Z} =1

Thus, we conclude that

Pr [A(CRS) = (2/,w',7) s.t. ((a',w') € Rps) A (Pol.Verify(CRS, 2/, 7') = 1)] > Pr[Z] > q(l),

contradicting the T-security of Pol.
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Witness Hiding. Suppose for the sake of contradiction that there exists a poly-size cheating verifier
V* = (V*, V), a polynomial s, and an infinite set A C N, such that for every A € A,

1
Pr [VQ* (z, V(1A x), msgp) = w s.t. (z,w) € R| > SO0 (14)
S
where the probability is over (z,w) ¢+ Dy and over msgp < P(1* x,w, pp), where (pp,st) = V*(1*, 2),
and where pp is the message that V* sends the prover and st is a secret state that is used by V5" to extract w.

Remark 7. Note that in the description of the protocol, Vo takes as input (1)‘, Vi(1M), (, msgp)). In the
proof of witness hiding, we change the order to elements, to emphasize that the cheating V|* can choose
(pp,st) depending on x. Moreover, for the sake of succinctness, V5 does not take 1* as input. Rather, we
assume (without loss of generality) that st includes 1.

Remark 8. We assume without loss of generality that V' always generates an accepting NIWI proof

mniwi-  Loosely speaking, this is without loss of generality since P aborts if the NIWI proof wnwi s

rejected, and hence the cheating verifier (Vi*, V5") does not gain anything by generating a rejecting miwi-
Formally, this is argued as follows: Replace (Vi*, V5") with the following (V}', V}: ):

— Vi : On input (1%, 2), compute (pp,st) = Vi*(1*,2). Parse pp = (z, x5, 7nw1)- If
NIWI.Verify(xg, 27, Tnwr) = 1
output pp;, = pp. Flse, compute pp;, as the honest verifier and output pp;,.
— Vi, o On input (q:,V,;"l(l’\,a:), msgp), compute (pp,st) = Vi* (1}, x), and parse pp = (x5, x%, 7nwi)- If
NIWI.Verify(xg, 27, mnwi) = 1
output Vi (x, Vi*(1*, ), msgp) where msgp < P(1*, x,w, pp). Else, output Vy (z, Vi (1}, z), L).

The fact that msgp = L when the NIWI proof of the verifier is rejected implies that the output of Vi
is 1dentically distributed to the output of Vy'. Hence, for every X € A,

Pr[Vh*Q(:U,VfZ‘I(l)‘,a:), msgp) € R (x)] = Pr[Vy (z, Vi*(1*, z), msgp) € Ry (x)] > 3(1)

where the last inequality holds by Equation (14), and where the probability is over (x,w) < Dy and
msgp < P(].A,CL',’M), pp)

Remark 9. In what follows, we often abuse notation, and denote by x <— Dy to denote that x is sampled
by sampling (z,w) < Dy and outputting x.

Subset GOOD: We define the set GOOD C L, where z € GOOD if and only if

Pf[%*(x,X/'l*(l)‘,m),mSgP) =w s.t. (x,w) € Rp] > 25N

where the probability is over msgp < P(1>‘, x,w, pp).

Claim 4. For every A € A,
1

2s(N)

Pr[z € GOOD] >

where the probability is over x < Dj.
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Proof.

Pr[Vy (z, Vi*(1*, x), msgp) € R (x)] = Pr[Vy (x, Vi (1%, ), msgp) € Ry (z) | € GOOD] - Pr[z € GOOD]

+ Pr[V5' (2, Vi (1%, 2), msgp) € Rr(z) | 2 ¢ GOOD] - Pr[z ¢ GOOD]
< Pr[z € GOOD] + 2;)\) - Prjz ¢ GOOD]

1
25(A)

< Prfz € GOOD] +

Hence, for every A € A, the fact that Pr[V;*(z, V;*(1*, x), msgp) € Rr(2)] > ﬁ implies that Pr[x €
GOOD] > %(A)’ as desired.

O
Trapdoor Set of z: For every = we define the trapdoor set of =, denoted by td(z), as follows:
td(z) = {td : b € {0,1} 3(r},r3) s.t. ((CRSy,td) = Pol.Setup(1*;74)) A (ctp = Encpk, (td, 7))}
where Vi*(1*,2) = ({(CRSy, pky, cty) bpe 0,13, Tniwi). By the perfect soundness of the NIWI,
VNlWl({(CRSb,Pkb,Ctb)}be{o,1},7TN|W|> =1 = td(x)#0.
We distinguish between the following two cases:
Case 1. There exists a poly-size computable function f such that for infinitely many A € A,
1
Pr[f(x) € td(z)] > ———, where x < D,|GOOD. 15
@) € ()] > s | (15)

In this case we construct a poly-size A that given z < D, outputs a valid witness w with non-negligible
probability (breaking the hardness of the language L). A, on input x, does the following:

1. Compute Vi*(1*,z) = <{(CR5b, pkbaCtb>}be{0,1}77TNIWI)-

2. Compute f(z) = td.
If td is an invalid trapdoor with respect to both CRSy and CRS; then abort.

3. Otherwise, td is a valid trapdoor corresponding to CRSy+ for some b* € {0,1}. Namely, there exists
(r¢.,r2.) for which

((CRSyx, td) = Pol.Setup(1*;7.)) A (cty = PKE.Encp,. (td, 73)).

4. Compute {(zy,¢c,,cty) }peo,1} as the honest prover does. Namely, do the following computations for
every b € {0,1}:

— Sample (z},m;) < Pol.Gen(CRS;),

— Sample 7}, s, & {0,1}* and compute ¢, = Com(r}; r}) and ctj, = PKE.Encpi, (), 7}); 5}).
5. Compute wy« = Pol.Witness(CRSy«, td, z}., m}. ).
6. Choose at random u < {0,1}P*Y™) | and compute ¢ = Com(wpy+;u).

7. Generate a NIWI proof 7w, for (z,z(, 2}, ) € Lpol, using the witness (0, b*, wp+, u).
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8. Output V5 (2, Vi (1%, @), ({(2}, ¢4, ct) boeqo,13 & )

Pr [A(x) € Rp(x)] >

<D

MPE)[A(QC) € Rr(x) | = € GOOD] mlirp[x € GOOD] >

23;) - Pr [A(z) € Ry(2) | = € GOOD] >

231)\) xf;rp [.A(x) € Rp(x) | (ac € GOOD) A (f(a:) € td(m))] x(lirD [f(z) € td(z) | x € GOOD] >
1

2500 - poly (V) Pr [A(z) € R(z) | (x € GOOD) A (f(z) € td(z))] >

1
2s(A) - poly(A)
contradicting the hardness of L, where the second inequality follows from Claim 4, the fourth inequality

follows from Equation (15) (for infinitely many A € A), and the last inequality follows from the witness
indistinguishability property of the NIWI proof, since A(z) runs V5 on input

(‘T) ‘/1*(1)\7 .I), ({([Eg, C?)) Ctg)}bE{O,l}v C/’ 7T;\IIWI))v

where the message ({ (3, ¢}, cty) }pefo,13, ¢ M) 1s distributed identically as a message generated by the
honest prover, except that the NIWI proof 7y, is generated using an alternative witness).

Case 2. For every poly-size computable function f there exists a negligible function p and for every
AeA
Pr(f(z) € td(xz)] = p(}) (16)

where the probability is over z <— D,|GOOD.

Claim 5. For every X € A there exists by € {0,1} such that the following holds: For every poly-size
adversary B there exists a negligible function v such that for every A € A,

Pr [B(m, Vi (1%, ), PKE Ency, (d)) = d} <4\,

where the probability is over x < D»|GOOD, d & {0,1}, and over the randomness of PKE.EncpkbA, where
pky, s computed by

((CRSO, pko, cto), (CRS1, pky, ct1), Tniwi, St*) = V(1M z).

Proof. Suppose for contradiction that there exists a poly-size algorithm B, a polynomial ¢, and an infinite
set Ag C A, such that for every A € Ay and for every b € {0, 1},

bk (17)

Pr [B(x, V7' (1), 2), PKE Encyi, (d) = d] > O

N

where the probability is over x +— D»|GOOD, d & {0,1}, and over the randomness of PKE.Encgy,, where
pk; is computed by

((CRSO, pko, cto), (CRS1, pky, cty), 7TN|W|) = V(1M ).
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For every A € Ag and every b € {0,1} we define a set Sy, in the image of D\|GOOD, where x € Sy

if and only if
1
+ o= (18)

Pr [B(x,vl*(l)‘7x), PKE.EnCpkb(d)) = d:| > 2(]()\)

N

where the probability is over a randomly chosen d & {0,1} and over the randomness of PKE.Encgy,, and
where pk, is computed by

((CRSQ, pko, cto), (CRS1, pkl,ctl),wN|W|) — V(12 2).
Note that for every A € Ay and every b € {0,1},
Pr -B(:c, Vi (
Pr _B({L‘, Vi'(
Pr [B(z, Vi (1, 2), PKE.Encp, (d)) =
Pr :1: € SM,} + <; + 2;/\)> - Pr [a: ¢ SA’b} <
4

Pr _xGS)\b +

This, together with Equation (17), implies that for every A € Ag and every b € {0, 1},

1
P € S\p] > ——. 19
a:<—DA|£OOD[x rol 2 2q(N) (19)

By Lemma 3 (in Section 3.2) and by Equation (18), there exists a non-uniform PPT algorithm &£*,
and a negligible function p such that for for every A € Ay, every b € {0,1}, every x € S);, and every
m = (my,...,my) € {0,1}* and 7, ... 7y € {0,1}POYPN)

Pr[€°(2, V' (1), 2),ct) = m| = 1= u()) (20)
where ct = (PKE.Encpy, (m1;71), ..., PKE.Encpy, (ma; 7).

We use £* to construct a non-uniform PPT f such that Pr[f(z) € td(x)] is non-negligible, contradicting
Equation (16). The function f, on input z in support of Dy, does the following:

— Compute Vi*(1*,z) = <{(CR5b, PkbaCtb>}bE{0,l}77TNIWI)-
— Choose a random b < {0,1} and output tdy = £*(x, Vi*(1*, x), cty).
We next argue that for every A € Ag,

Pr [f(ac) € td(x)} > 5(11@)

where the probability is over z <— D,|GOOD, contradicting Equation (16).
Let Ej ;. be the event that for V(1M z) = <(CRSO, pko, cto), (CRS1, pkl,ctl),wN|W|>

A(ri, 1) s.t. ((CRSp,td) = Pol.Setup(1;74)) A (cty = PKE.Ency, (td, 7))
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Since we assumed without loss of generality that myw is always accepting (see Remark 8), by the
perfect soundness of the NIWI proof system it holds that

Pr [Eo,x V EiL| =1

24-D,|GOOD
Therefore,
ax_DEEOOD [f (z) € td(m)} -
% M_DEEOOD {5*(957‘/1*(1)\733)7@0) € td(x)} +t3 M_DEEOOD {5*(337 V(A x), cty) € td(x)
% M_DEEOOD {5*($,V1*(1>\7g;),ct0) € td(x) ‘ T € SA,O} Pr[z € SA?O}JF
;JM—D}\DEOOD [5*(337 Vl*(l)\ax)7Ct1) € td(x) ‘ T € SAJ] - Pr 3: € S,\,l} >

4q )\) 2+D,|GOOD L

B

ot

dg(V)
1
- . P
(A) xeDA\EOOD i
ol
q(\) \zD,|GooD L
1

Pr [z, Vi (1), 2), cto) € td() ‘ z € Syol+

&4 (e, Vi (1), 2), cty) € td () ‘ v €Sy >

Pr _Eovx]—ir Pr [EMD:
24Dy |GOOD

5q(A)’
as desired, where the third equation follows from Equation (19), the forth equation follows from Equa-
tion (20), and the last equation follows from Equation (21).

(21)

O]

In what follows we construct five non-uniform PPT provers, Py, Py, P35, Pf, P, where P} is the honest
prover. We argue that for every i € [5], for every non-uniform PPT adversary B, there exists a negligible
function v such that for every A € A,

where the probability is over (z,w) < D,|GOOD and over the random coin tosses of
(pp*,st*) =

(2

Pr [B(m,Vl*(ﬂ,x),P*(ﬂ,a:,w, pp")) = w} <v()\)

Vi*(x). Note that this contradicts Equation (14), since Equation (14) implies that:
b
s(A)
Pr [V (2, Vi (2), P (2, V7 (2))) € Ri(a)] =
IErD[VQ*(x,Vl*(x),P*(x Vi'(z))) € Rr(x) | GOOD] - Pr[GOOD]+
xErD[VQ*(x,Vl*(x),P*(x Vi'(z))) € Rp(xz) | -GOOD] - Pr[-GOOD] <
P Ve (@, V' (=), P(2, Vi'(2))) € Ri(z) | GOOD]+
P Vo (@, Vi (), P(x, Vi'(2))) € Ri(z) | ~GOOD] <
PV (0.7 @), P (2. W (@) € Ri(s) | GOOD] + 5o,
which in turn implies that
PV (@7 (). P (@i () € Ri(e) | GOOD] > 5
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P, and where



contradicting Equation (22) for P = P = P.

Prover Pj: We start by defining the non-uniform PPT prover P; that on input (1*,z,w,pp*), where
pp* = V(1N z) = (af, 27, mniwi) and where a7 = (CRSy, pky, ctp), ignores the witness w, and does the
following:

1. Let b* = by, where by is the bit from Claim 5.3

2. Compute (7} ., _,.) < Pol.Gen(CRS;_4+), choose at random 7 _,.,s| ;. <+ {0,1}* and compute
/ / / / / / /
ci_p = Com(7] _pe; 7)) and ct]_;. = PKE.Encpy, . (] _pe, 7] _pe )i 813 )-

3. Generate a pair (z}.,w).) € Ry, such that z}. is distributed according to D'.

4. Generate ¢j. <= Com(0) and ct}. < PKE.Encpyy,. (0).

5. Choose at random v’ < {0,1}* and compute ¢’ = Com(w}.;v’).

6. Generate a NIWI proof for my,, for (z,z(, 2, ) € Lpo, using witness (b*, wj.,v').

7. Output ({(3327CfﬁCt;)}be{0,1}70/777|/\||w|)-
Claim 6. For every non-uniform PPT adversary B, there exists a negligible function v such that for every
A€EA,

Pr [B(ac,Vl*(l)‘,x),Pf(lk,x,w, pp*)) = w} <wv(A)

and

Pr [B(x,Vl*(ﬂ,x),Pf(ﬂ,x,w, pp*), PKE.Encpy,. (d)) - d} <

1
= 5 + V(A)’

where the probabilities are over x < D)|GOOD, d & {0,1}, and over the randomness of Py, where
(pp*,st*) = Vi*(1*,z). In addition, the second probability is also over PKE.Encpy,, where

pp* = ((CRSO, pko, cto), (CRS1, pky, cty), 7TN|W|) -

Proof. The first equation follows from the fact that the messages of V|* and P} are efficiently computable
given only (1*,z). The second equation follows from Claim 5, together with the fact that Py is efficiently
computable given only (1*,x). O

Prover P;: We next define a non-uniform PPT algorithm P, which is identical to P except that P;
uses the witness w corresponding to z in the NIWI proof.

Claim 7. For every non-uniform PPT adversary B, there exists a negligible function v such that for every

A€EA,
Pr [B(z, Vi (1%, 2), P (1", 2w, pp")) = w] < v(V)
and .
Pr [B(x, V(1) ), Py (1%, 2, w, pp*), PKE.Encpy,. (d)) - d} <5 +v(V),

where the probability is over (z,w) < Dy|GOOD and over the random coin tosses of Py, and where
(pp*,st*) = Vi*(z). In addition, the second probability is also over PKE.Encpy,. where

pp* = ((CRSO, pko, cto), (CRS1, pkl,ctl),ﬂN|W|>-

13 P¥ has the bit by hard-wired into it.
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Claim 7 follows from Claim 6, together with the security property of the NIWI.

Prover P;: We next define a non-uniform PPT algorithm P, which is identical to Py except that Pj
generates ¢’ <— Com(0) as opposed to ¢’ < Com(wy.). In more detail, P; on input (1*, 2, w, pp*) does the
following:

1. For every b € {0,1}, compute (z}, ;) < Pol.Gen(CRSy).

! / A / _ / ) ! _
2. Choose at random 7]_;.,s]_,. < {0,1}* and compute ¢|_,. = Com(7m]_.;7_;«) and ct]_,. =
/ / . o!
PKE.Encpk, . (7] _pe, 7 g )3 81 _pe)-

3. Generate c¢j. < Com(0) and ct}. < PKE.Encgy,. (0).

4. Generate ¢ < Com(0).

5. Generate a NIWT proof for my, for (z,z(, ], ") € Lpo, using the witness w.
6. Output ({(acg,cg,ctg)}be{071},c’,7r,’\||W|).

Claim 8. For every non-uniform PPT adversary B, there exists a negligible function v such that for every

AEA,
Pr [B(:p,Vl*(l)‘,:v),Pg(l)‘,x,w, pp*)) = w} <v(N)

and

1
Pr [B(, V77 (1%, 2), P§ (1, 2,w, pp"), PKE.Ency,. (d) ) = d] < 5+ (),

where the probability is over (x,w) < D\|GOOD and over the random coin tosses of P3, and where
(pp*,st*) = Vi*(x). In addition, the second probability is also over PKE.Encpy,, where

pp* = ((CRSO7 pko, cto), (CRS1, pky, cty), 7TN|W|> .

Claim 8 follows from Claim 7, together with the hiding property of the commitment scheme.

Prover P;: We next define a non-uniform PPT algorithm Pj, which is identical to P except that Py
generates ¢}, < Com(m,.) as opposed to c}. < Com(0). In more detail, P} on input (1*,z,w, pp*) does
the following:

1. For every b € {0,1}, compute (z},7,) < Pol.Gen(CRS).

/ / A / _ / ol / _
2. Choose at random r]_,.,s|_,. < {0,1}* and compute ¢|_,. = Com(7m]_,.;7_;.) and ct]_,. =
/ / . of
PKE'EnCpklfb*((ﬂ-l—b*’,rl—b*)’Sl—b*)'

3. Generate ¢, < Com(m;.) and ctj. < PKE.Encg,. (0).

4. Generate ¢ < Com(0).

5. Generate a NIWI proof for my,, for (z,z(,,c) € Lpo, using the witness w.
6. Output ({(z}, ¢}, ct)) boefo,11> < Thw) -

Claim 9. For every non-uniform PPT adversary B, there exists a negligible function v such that for every
A€EA,

Pr [B(m,Vl*(lA,x),PI(l)‘,x,w, pp*)) = w} <))

and

Pr [B(a:’vl*(lk,m),Pi(l)\’x,w, pp*), PKE.Encpy,. (d)) _ d} <4\,
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where the probability is over (z,w) < Dx|GOOD and over the random coin tosses of Pf, and where
(pp*,st*) = Vi*(x). In addition, the second probability is also over PKE.Encpy,, where

pp* = ((CRSO, pko, cto), (CRS1, pky, ct1), 7TN|W|> .

Claim 9 follows from Claim 8, together with the hiding property of the commitment scheme.

Prover P:: Finally, we define P; to be the honest prover. Note that the only difference between P and
Py is in the way cty- is generated: Pg generates ctj. as cty. < PKE.Encpyy,. (7., 7;.) (where 77, was the
randomness used to commit to 7. ), whereas Pj generates it as ct. < PKE.Encpy,, (0).

Claim 10. For every non-uniform PPT adversary B, there exists a megligible function v such that for
every A € A,

Pr [B(:E,Vl*(lA,x),Pg(l)‘,x,w, pp*)) = w} < ()

where the probability is over (z,w) < Dx|GOOD and over the random coin tosses of PZ, and where
(pp,st™) = Vi ().

Proof. Claim 9, together with the KDM security of the underlying encryption scheme, implies that

(Vi (1%, 2), P{ (1%, 2, w,pp"), PKE.Encp,. (0)) & (=, V" (1%, 2), P (1), 2, w, pp*), PKE Encpi,. (-, 74 )

(23)
Suppose for the sake of contradiction that there exists a non-uniform PPT adversary B and a polynomial p
such that for infinitely many A € A,

Pr [B(:L‘,Vl*(l)‘,x),Pg(lA,x,w,pp*)) :w] 2 r (24)

where the probability is over (x,w) <= D,|GOOD and over the random coin tosses of P, and where
(pp*, st*) = Vi*(x). We use B to construct a non-uniform PPT adversary A that contradicts Equation (23).

Algorithm A, on input (x, V(1A z), Pr(1M, x, w, pp*), ct) , runs B on input (:c, V(1A z), Pr (1A, x, w, pp*))7
while replacing the encryption ctj. generated by P; with the ciphertext ct. If B outputs w then A out-

puts 1 and otherwise A outputs a random guess b & {0,1}. Note that if ct <~ PKE.Ency+(0) then the
input fed to B is generated identically to Py (1%, x,w, pp*), whereas if ct < PKE.Encpj+(mp+, 7. ) then the
input fed to B is generated identically to PZ(1*, x,w, pp*). Therefore, by Equation (24) for infinitely
many A\ € A,

A, Vit (1%, 2), P (1%, 2,w, pp*), PKE Encpi,. (7, 74.) ) = 1| -

Pr
[A(:r Vi( 1 ,x), Py (1 x,w,pp"), PKE.Encpy,. (O)) :0} >
1+(1—1>1—1—neg|(/\)21

p(A) p(A) /)2 2 3p(\)’
contradicting Equation (23), where the first inequality follows from the definition of B together with
Equation (24) and Claim 9. O
O
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