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Abstract. In recent years, Mixed Integer Linear Programming (MILP)
has been widely used in cryptanalysis of symmetric-key primitives. For
differential and linear cryptanalysis, MILP can be used to solve the t-
wo problems: calculation of the minimum number of differential/linear
active S-boxes, and search for the best differential/linear characteristics.
There are already numerous papers published in this area which either
find differential characteristics with good probabilities or ones with small
numbers of active S-boxes. However, the efficiency is not satisfactory e-
nough for many symmetric-key primitives. In this paper, we will greatly
improve the efficiency of the search algorithms for both the two problems
based on MILP. Solving the problems of the calculation of the minimum
number of differential/linear active S-boxes and the search for the best
differential/linear characteristics can be equivalent to solving an MILP
model whose feasible region is the set of all possible differential/linear
characteristics. However, searching the whole feasible region is inefficient
and high-probability differential/linear characteristics are likely to ap-
pear on the smaller feasible region with a low number of active S-boxes
at some round. Inspired by the idea of divide-and-conquer approach, we
divide the whole feasible region into smaller ones and separately search
them. We apply our method to 5 lightweight block ciphers: PRESENT,
GIFT-64, RECTANGLE, LBLOCK and TWINE. For each cipher, we ob-
tain better results than the best-known ones. For the calculation of the
minimum number of differential active S-boxes, we can reach 31-round
PRESENT, 28-round GIFT-64 and 17-round RECTANGLE respective-
ly. For the search for the best differential characteristics, we can reach 23,
14, 15, 21 and 17 rounds for the five ciphers respectively. Based on the d-
uality between the differential cryptanalysis and the linear cryptanalysis,
we leave the case for linear cryptanalysis in our future work.
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1 Introduction

As a fundamental primitive of cryptography, block ciphers have received ex-
tensive attention from academia and industry. The most important criteria for
designing a block cipher is to ensure that it can resist all known attacks, espe-
cially differential and linear cryptanalysis [5, 9].

For evaluating the security of a block cipher against differential and linear
cryptanalysis, there are usually two approaches. One is to calculate the minimum
number of active S-boxes to obtain an upper bound of the maximum probability
(or linear bias). The other approach is to calculate the maximum probability
of differential characteristics and the maximum linear bias of linear characteris-
tics. For some block ciphers, this needs a huge workload and impossible to be
accomplished in reasonable time.

To calculate the maximum probability and search for the best differential
characteristics, Matsui proposed a branch and bound search algorithm [10]. Mat-
sui’s search algorithm is one of the most powerful and classic search tools, but
difficult to implement in some cases. In recent years, a simple tool, Mixed In-
teger Linear Programming (MILP) is widely used in this area. Wu et al. [20],
Mouha et al. [11] and Sun et al. [16] modeled the differential behavior of a block
cipher as an MILP problem, which can obtain a lower bound of the minimum
number of active S-boxes. In [17], Sun et al. introduced two systematic meth-
ods for generating the linear inequalities describing the S-box operation more
accurately, and proposed a heuristic algorithm for finding actual (related-key)
differential characteristics. Then in [14], Sun et al. constructed the MILP model
whose feasible region is exactly the set of all possible (related-key) differential
characteristics by using the convex hull computation method. Therefore, their
model can be used to obtain the exact minimum number of active S-boxes and
the best differential characteristic.

The MILP model built for a r-round cipher cannot be solved in reasonable
time when r is large, thus a lot of papers are published to improve the efficiency.
A simple split approach was introduced in [11,17], which splits r rounds into two
parts: the first 7y rounds and the last (r—r1) rounds. In [15], Sun et al. restricted
the differential patterns of S-boxes in the feasible region of the model to obtain
good differential characteristics, but not the best. Then in [23], Zhang et al.
added the constraints derived from the bounding condition of Matsui’s algorithm
to the model, resulting in the model solved faster. Although the feasible regions
are reduced, Zhang et al.’s models are still time-consuming when r is large.
Therefore, it is of great importance to improve the efficiency of the MILP-based
security evaluation algorithms against differential/linear cryptanalysis.

1.1 Owur Contributions

In this paper, by using the idea of divide-and-conquer approach, we greatly im-
prove the efficiency of the MILP-based search algorithms for both the minimum
number of active S-boxes and the best differential characteristics. Note that we
only focus on security evaluation against differential cryptanalysis in this paper
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and leave the case against linear cryptanalysis for our future work. The main
contributions are as follows:

1. We propose a new expression of an S-box for modeling the problem of the
calculation of the minimum number of active S-boxes. The models built by
using the new expression are solved faster than the ones using Sun et al.’s
expression [17]. For example, the running time is reduced by a factor of 4
for 9-round PRESENT.

2. Inspired by the idea of divide-and-conquer approach, we divide the feasible
region of the original model into smaller ones and separately search them.
Since high-probability differential characteristics are likely to have a low
number of active S-boxes at some round, the smaller feasible regions are
partitioned with specific active S-boxes information (e.g., number, indices
and input differences). By searching all smaller feasible regions, equivalently,
solving the corresponding submodel, we obtain the optimal objective value
of the original model. In the search process, we use the branch-and-bound
techniques to cut duplicate and unnecessary smaller feasible regions, which
reduces the search space significantly.

3. We apply our improved search algorithm to five lightweight block ciphers:
PRESENT [6], GIFT [2], RECTANGLE [22], LBLOCK [21] and TWINE [18].
For each cipher, we obtain better results than the previous known results
from MILP method. For the minimum number of differential active S-boxes,
we reach 31-round PRESENT, 28-round GIFT-64 and 17-round RECTAN-
GLE respectively. For the best differential characteristics, we reach 23, 14,
15, 21 and 17 rounds for the 5 ciphers respectively. To compare with pre-
vious work, we solve the original models for the same targets and list the
experimental results in Table 1-3. For the first problem, we build the orig-
inal models using Sun et al.’s framework [17] but our new expression of an
S-box. For the second problem, we build the original models using Sun et
al.’s framework [14]. For both the problems, we use Sasaki et al.’s reduction
algorithm [13] to reduce the inequalities in the convex hull computed from
SageMath software [1]. From the tables, we see that for each cipher, we can
cover more rounds with less time. Thus our search algorithm is more efficient
than solving the original model.

1.2 Organization

In Section 2, we introduce Mouha et al.’s [11] and Sun et al.’s [16,17, 14] model
frameworks for solving the problems in cryptography. In Section 3, we introduce
a new expression of an S-box and give some notations. In Section 4 and 5, we
introduce the basic search process using the idea of divide-and-conquer approach,
then improve it using branch-and-bound techniques. In Section 6, we apply our
search algorithm to five block ciphers and discuss its efficiency. In Section 7, we
conclude the paper and provide some ideas for future work. The experimental
results are presented in Appendices.
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Table 1: Results on the minimum number of differential active S-boxes

PRESENT GIFT-64 RECTANGLE
| Time(orig-| Time Time(orig- | Time | Time(orig- | Time
Rounds inal model)|(Sect. 6) Rounds (inal model)|(Sect. 6) Rounds (inal model)|(Sect. 6)
11 21.5h 56s 11 12.6h 0.55h 13 17.22h 0.22h
12 > 24h 57s 12 > 24h 0.57h 14 > 24h 0.51h
31 - 0.04h 28 - 1.02h 17 - 5.96h

Table 2: Results on the best differential characteristics (1)

PRESENT GIFT-64 RECTANGLE
| Time(orig-| Time | Time(orig- | Time | Time(orig- | Time
Rounds inal model)|(Sect. 6) Rounds (inal model)|(Sect. 6) Rounds (inal model)|(Sect. 6)
10 16h 1h 7 3h 0.47h 10 5.17h 0.15h
11 > 24h 1.08h 8 > 24h 8.52h 11 > 24h 0.24h
23 - 35.88h 14 - 36.25h 15 - 10.34h

Table 3: Results on the best differential characteristics (2)

LBLOCK TWINE
| Time(orig-| Time | Time(orig- | Time
Rounds inal model)|(Sect. 6) Rounds (inal model)|(Sect. 6)
12 14h 0.02h 13 18.94h 1.44h
13 > 24h 0.22h 14 > 24h 4.34h
21 - 29.77h 17 - 27.42h

2 Related Work

In this section, we introduce Mouha et al.’s [11] and Sun et al.’s[16,17,14]’s
model framework.

2.1 Mouha et al.’s Model Framework

For word-oriented block ciphers, Mouha et al. considered truncated differences,
and introduced a model framework for calculating a lower bound of the mini-
mum number of active S-boxes. They use a 0-1 variable to describe a word-level
difference, such that the variable equals to 1 if and only if the input word is non-
zero. Assume a cipher is composed of 3 word-oriented operations: XOR, linear
transformation and S-box, they introduced the following equations to describe
the word-level difference propagation through a cipher.

Equations Describing the XOR Operation Let a,b and ¢ denote the word-
level input and corresponding output differences of the XOR operation, the fol-
lowing equations are used to describe the XOR operation:

a+b+c>2dg,
d@2a7d@ vadﬂﬁ ch

where dg, is a dummy variable taking values in {0,1}. If each one of a,b, and ¢
represents one bit, an addition inequality a + b+ ¢ < 2 is needed.

Equations Describing the Linear Transformation Assume (x;,, T, ..., Zi,,_,)
and (Yo, Yjr» -+ Yjm_1 ) be the word-level input and output difference of the lin-
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ear transformation L respectively. Given the differential branch number Bp of
L, the linear transformation is described by:

m—1 m—1

> Ti,+ 2. Y = Body,

k=0 k=0

dr > x;,,dr > yj,. k€{0,...,m—1},
where dy, is a dummy variable taking values in {0, 1}.

Objective Function The objective function is to minimize the number of active
S-boxes, that is, the sum of all variables representing word-level input differences
of S-boxes of each round.

Additional Constraints To avoid a trivial solution, it needs an additional
constraint to ensure that at least one S-box is active. Besides, all dummy d-
variables, and the variables representing the plaintext differences are restricted
to be 0-1 variables.

Because this framework did not consider the bitwise S-box and the bitwise
permutation layer, it is not applicable to bit-oriented ciphers. In Section 2.2, we
will introduce Sun et al’s framework [16, 17, 14] for bit-oriented block ciphers.

2.2 Sun et al.’s Model Framework

In[16,17,14], Sun et al. considered the bit-level difference and used a 0-1 variable
to denoted it, such that the variable equals to 1 if and only if the bit-level
difference is nonzero.

Framework for Calculating the Minimum Number of Active S-boxes
To model the S-box operation, Sun et al.[16] used a 0-1 variable A; to denote
the word-level input difference of an S-box, such that A; = 1 if and only if the
input word of the S-box is nonzero, 1 <t < Ng X r, where Ng is the number
of S-boxes each round, and r is the number of rounds. Therefore, the objective
function is to minimize the sum of all A;.

Suppose (i, ..., i, ) and (Y, ..., Y;,_, ) be the input and output differences
of an w x v S-box marked by A, the following equations (1) - (3) are introduced
to describe the S-box:

Ay —x;, >0,k e {0,...,w—1},
Lig +CEZ'1 + ... +.’Eiw71 — At Z 07

(1)

and
w—1 v—1
> Ty, + 2 4, > Bsds,
k=0 k=0 )
ds > x4,k €{0,...,w—1},

ds > yj,. k €{0,..,v—1},

where dg is a dummy variable taking values in {0,1}, and the branch number
Bs of an S-box is defined as

Bs = I;l;gl{wt((a ®b)||S(a) ® S(b)) :a,beFy},
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where wt(-) is the standard Hamming weight. For the bijective S-box, additional
constraints are derived:

20,
0.

{wyjo +wyj, + o Fwy,,  — (Ti + Ty Ty 3)

)
VTiy + Vi + 0T, — (Yo F Yjy T Yjy) >

Using the constraints and the objective function above, an MILP model is built
to calculate a lower bound of the minimum number of active S-boxes for bit-
oriented ciphers.

However, a feasible solution of the model constructed above is not guaranteed
to be a valid differential characteristic because the constraints describing the S-
box operation are rough. To describe difference propagations of an S-box more
accurately, Sun et al. [17] proposed the convex hull computation method to re-
move the invalid differential characteristics from the feasible region of the model.
They treated a possible difference propagation (i, ..., Zi, 1) = Wjgs - Yiu_1)
of an w x v S-box as a point in Fy "

w—+v
(Iiga"'7miw717yjoa"'7ij71) EIE‘2 .

And all possible difference propagations of the S-box constitute a set of finitely
many discrete points. By computing the H-Representation of the convex hull
of the set with the help of SageMath software [1], inequalities are generated to
remove the impossible difference propagations of the S-box. Then in [14], Sun et
al. proved that the feasible region of the model built by using the convex hull
computation method is exactly the set of all valid differential characteristics.
Generally, the number of inequalities computed from SageMath is very large. In
[17,14], Sun et al. introduced a greedy algorithm to select a small number of
inequalities. However, the number of their inequalities is not always the mini-
mum. Then in [13], Sasaki el at. proposed a MILP-based reduction algorithm to
minimize the number of the inequalities. These reduced inequalities are used to
exactly describe the S-box operation. Note that when using convex hull computa-
tion method to model the S-box, the constraints (2) and (3) can be omitted since
all impossible difference propagations are removed, and all variables involved are
restricted to be 0-1 variables.

Framework for Searching for the Best Differential Characteristic In
[14], Sun et al. introduced a model framework for finding the best differential
characteristic for block ciphers.

Taking the PRESENT S-box as an example, they treated the possible dif-
ference propagation (zo,z1,22,23) — (Yo0,Y1,Y2,y3) with the probability Pr as
a point:

(zo, 21, 22,23, Y0, Y1, Y2, Y3, Po, P1) € F3,

where
(0,0),if Pr =1;
(po,p1) = { (0,1),if Pr =272 (4)
(1,1),if Pr = 273,
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that is to say, Pr = 27 (Po+2P1)_ Using the convex hull computation method
and Sasaki el at.’s reduction algorithm, the inequalities are obtained to exactly
describe all the possible 10-dimension points. To find the best differential char-
acteristic, that is, the differential characteristic with the maximal probability,
the objective function is to minimize the sum of py + 2p;.

3 Preliminaries

In this paper, we evaluate the security of a block cipher against differential
attacks. Calculating the minimum number of active S-boxes and searching for
the best differential characteristic are two ways to achieve it. As introduced
in Section 2, each cryptographic problem above can be modeled as an MILP
problem. In this section, we first introduce a new expression of an S-box for
modeling the first problem, then present some notations.

3.1 New Expression of an S-box for Modeling the Problem of the
Calculation of the Minimum Number of Active S-boxes

To calculate the minimum number of active S-boxes of a block cipher, we need
to model all possible difference propagations (g, ..., Tiy, 1, Yjos --» Yj,_, ) and the
input word A; of an w x v S-box. Two expressions are provided:

1. Sun et al. [17] treated a possible difference propagation as a point in 4™,
then used the convex hull computation method to describe all possible dif-
ference propagations(see Section 2.2). Besides, they used the equation (1) to
describe Ay;

2. We introduce a new expression. For each point in IE";H'” introduced by Sun
et al., we extend it to a (w + v + 1)-dimension point by adding one bit A;:

(Iioa vy Tiy_ 19 Yjos s Yju_1s At) € F721)+v+1.

Then using the convex hull computation method, we obtain the inequalities

for describing all the possible (w + v + 1)-dimension points. In this method,

the 5 inequalities in the equation (1) can be omitted.

For comparison, we apply each of the two expressions above to model the prob-
lems for PRESENT, GIFT-64 and RECTANGLE. For each expression, we use
Sasaki et al.’s reduction algorithm [13] to reduce the inequalities computed from
SageMath. We list the experimental results in Table 4 and 5. From the tables,
we see that for each cipher, the number of inequalities describing an S-box using
our method is less than Sun et al.’s, and the models of ours are solved easier.
Taking the PRESENT S-box as an example, it needs 19 inequalities to describe
an S-box using our expression, while 21 + 5 inequalities using Sun et al.’s. The
time of solving the model for 9-round PRESENT using our expression is reduced
by a factor of 4 compared with Sun et al.’s.
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Table 4: Comparison of the number of inequalities for an S-box
PRESENT GIFT-64 RECTANGLE
Number|{Number||Number|Number||Number|Number
(117) | (ours) | (17)) | (ours) | (117)) | (ours)
5421 19 5421 22 5421 22

Table 5: Comparison of the time of solving a model

PRESENT GIFT-64 RECTANGLE
Rounds |[Time(s)|Time(s)||Time(s)| Time(s) || Time(s) | Time(s)
(17) | (ours) || (17) | (ours) || ([17)) | (ours)
1 0 0 0 0 0 0
2 0 0 0 4 0 0
3 3 2 1 3 1 1
4 10 13 6 17 2 8
5 208 42 5 34 8 9
6 784 429 67 56 14 37
7 1905 665 236 138 54 74
8 4048 3255 2232 421 502 229
9 35549 | 8333 6214 4753 2163 562
10 - - 16518 | 14217 || 10504 | 5019
Total time|| 11.81h | 3.54h 7.2h 5.46h || 3.68h | 1.65h

3.2 Notations

We denote the problem of the calculation of the minimum number of active S-
boxes as the AS-Problem, and the problem of the search of the best differential
characteristic as DC-Problem. As introduced in Section 2 and 3.1, each of the
two problems can be equivalent to an MILP model. We call this model as the
original model. We use Gurobi Optimizer [12] to solve the MILP model M. In
Gurobi, the functions M .addConstr () is used to add constraints into M, and
M .objVal() returns the optimal objective value of M.

For a block cipher, we have the following notations:

r: the number of rounds;
: the block size;
Ng:  the number of S-boxes each round;
Na: the number of active S-boxes;
Di™:  the input difference of the ith round;
D¢¥t: the output difference of the ith round;
DP}™: the input difference patterns of S-boxes at the ith round,;
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4 Basic Search Process Using Divide-and-Conquer
Approach

From previous work, the original model built for solving the AS/DC-Problem
for a r-round block cipher becomes difficult to be solved when r is large. The
feasible region of the original model is the set of all possible r-round differential
characteristics. Inspired by the idea of divide-and-conquer approach, we divide
the feasible region into smaller ones, then separately solve these submodels with
smaller feasible regions.

4.1 Basic Search Process for SP-network Ciphers

For SP-network ciphers, we use Function BuildModel-SP() to build the submod-
els corresponding to the smaller feasible regions we divide, and Algorithm 1 to
obtain the optimal objective value of the original model. In the function, we use
A; ; to denote the word-level input difference of the jth S-box at the ith round,
and z; ; to denote the jth bit input difference of the ith round, namely, the jth
bit output difference of the (i — 1)th round.

Dividing the Feasible Region of the Original Model For SP-network
cipher, the differential characteristics have greater than or equal to 1 active S-
box at each round, and those with the highest probability are likely to have 1 or
2 active S-boxes at some round. Therefore, we first divide the feasible region of
the original model built for a r-round cipher into 3 separate parts:

Region (1) In this region, the differential characteristics have greater than or
equal to 1 active S-box at each round, but exactly 1 active S-box at some
round;

Region (2) In this region, the differential characteristics have greater than or
equal to 2 active S-boxes at each round, but exactly 2 active S-boxes at some
round;

Region (3) In this region, the differential characteristics have greater than or
equal to 3 active S-boxes at each round.

For Region (1) and (2), we traverse i € {1,2,...,7}, s.t. there are exactly 1 and 2
active S-boxes at the ith round respectively. Then, we respectively traverse the
indices and the input differences of the active S-boxes, which further divides the
feasible region into smaller ones. In the smaller feasible region, the input differ-
ence of the ith round/the output difference of the (i — 1)th round is determined
by the indices and the input differences of the active S-boxes at the ith round.

Ezample 1. Take 64-bit PRESENT with the 4 x4 S-box as an example, Ng = 16.
Suppose that at some round, only the 1-st and the 2-nd S-boxes are active
with the input differences Ox1 and 0z2 respectively. The input difference of this
round/output difference of the last round is 021200000000000000.
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Rounds
Rounds in l
. DPIT = DP
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g DPim, = DP
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r PR TR
‘When searching the smaller feasible regions in
‘When searching the smaller feasible regions in Region (0), the input difference patterns of the
Region (1) and (2), the input difference of the S-boxes at the ith and the ones at the (¢ + 1)th
ith round is determined, denoted as D, 1 < i < r. round are 0 and DP respectively.
(a) Split for SP-network ciphers (b) Split for Feistel ciphers

Fig. 1: Split r rounds into two parts

Building Submodels Corresponding to Smaller Feasible Regions When
searching the smaller feasible region in Region (a), a € {1, 2}, the input difference
of some round is determined, that is, D" = D € F%,i € {1,2,...,r}, thus
the corresponding submodel can be built: M < BuildModel-SP(r,a,i, D, ).
However, we build two smaller submodels instead since they are easier to be
solved. The two submodels are built by splitting the r rounds into the first i — 1
rounds and the last 7 — ¢ 4 1 rounds, as shown in Fig.1la.

— M! < BuildModel-SP(i—1,a,i—1, ¢, D). This model is built for an (i —1)-
round cipher, with greater than or equal to a active S-boxes at each round
except for the last round, and with D¢"! equals to D;

— M? « BuildModel-SP(r—i+1,a,1, D, ¢). This model is built for a (r—i+1)-
round cipher, with greater than or equal to a active S-boxes at each round
except for the first round, and with Di" equals to D;

Linking the two submodels, we obtain the optimal objective value of the M:
M .0bjVal + M?.0bjVal. (5)

For Region (3), we build the submodel by calling BuildModel-SP(r, 3, ¢, ¢, ¢).
This model is built for a r-round cipher, with greater than or equal to 3 active
S-boxes at each round. The process of searching all smaller feasible regions is
shown in Algorithm 1. Among the values storing in ObjList, the minimum one
is exactly the optimal objective value of the original model.

4.2 Basic Search Process for Feistel Ciphers

For Feistel ciphers, we use Function BuildModel-Feistel() to build the sub-
models corresponding to the smaller feasible regions we divide, and Algorithm
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Function BuildModel-SP(r, N4, 4, D", D?%t)

Data: r: the model is built for a r-round cipher;

N 4: the model is constrained with some round has greater than or equal to N
active S-boxes;

i, Di" = % ﬂ 2:7"”_17 Dgvt = df’%tdfﬁtl..dffff_lz the model is constrained with
the ith round has determined input difference DI™ and output difference D?%*;
Result: the submodel with additional constraints for SP-network ciphers.
Build an original model M for solving the AS/DC-Problem for a r-round

SP-network cipher;

2 for j+ 1 tor and j #ido

/\/l.addConstr(X:iV:Sl Aj: > Na); // the jth round has greater than or
equal to N4 active S-boxes

4 end

o]

10
11

if Di™ # ¢ then

M.addConstr(z;; =d;,j =0,1,..,n—1); // fix the input difference
of the 7th round

end

if D%t #£ ¢ then

M.addConstr(zit1,; = d?ff,j =0,1,...,n—1); // fix the output
difference of the ith round

end
return M;

Algorithm 1: The basic search process for SP-network ciphers.

D Uk W N

o

10
11
12
13
14
15
16

Data: The AS/DC-Problem for a r-round SP-network cipher.
Result: The optimal objective value of the original model.
ObjList = [J; // a list storing the optimal objective values of the
submodels corresponding to the smaller feasible regions
// Line 2-13: search Region (1) and (2)
for Ny +— 1 to 2 do
for i + 1 to r do
forall the possible indices of the Na active S-boxes do
forall the possible input differences of the Na active S-boxes do
D < determined by the indices and the input differences of the
N4 active S-boxes;
M < BuildModel-SP(i — 1, Na,i — 1, ¢, D);
M? < BuildModel-SP(r —i + 1,Na, 1, D, ¢);
Add (M*.objVal() 4+ M?>.0bjVal()) to ObjList;
end

end
end

end

M?3 ¢« BuildModel-SP(r, 3, ¢, ¢, }); // Search Region (3)
Add M?3.0bjVal() to ObjList;

return min(Obj List);
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Function BuildModel-Feistel(r, N4, i, DP}"7 D ;j_‘l)

Data: r: the model is built for a r-round cipher;

N 4: the model is constrained with some round has greater than or equal to Na
active S-boxes;

i DPiin = (dP§T67dP§,7L17 ~~7dP§TLNSf1)7 DR:ifl = (dpml,mdpﬁil,l: ‘~-:dP£11,N571):
the model is constrained with the ith round and the (¢ + 1)th round have
determined input difference patterns of S-boxes DP{™ and DPfﬁl respectively;
Result: The submodel with additional constraints for Feistel ciphers.

Build an original model M for solving the AS/DC-Problem for a r-round
Feistel cipher;

2 forj+ 1ltorandj#iand j#i+1do

M.addConstr(3 1S Aj: > Na); // the jth round has greater than or
equal to N4 active S-boxes

4 end

5 if DP}™ # ¢ then

6 M.addConstr(A; ; = dpﬁf},l,j =1,2,...,Ng); // fix the input
difference patterns of the S-boxes at the ith round

7 end

8 if DP{, # ¢ then

9 M.addConstr(A;11; = dpit1 -1, =1,2,..., Ns); // fix the input
difference patterns of the S-boxes at the (i + 1)th round

10 end

11 return M;

Algorithm 2: The basic search process for Feistel ciphers.

Gk W N

© 0 N o

10
11
12
13
14

Data: The AS/DC-Problem for a r-round Feistel cipher.
Result: A lower bound of the optimal objective value of the original model.
ObjList =[]; // a list storing lower bounds of the optimal objective
values of the submodels corresponding to smaller feasible regions
// Line 2-11: Search Region (0)
for ¢+ < 1 to r do
forall the possible number of the active S-bozes at the (i + 1)th round do
forall the possible indices of the active S-bozes at the (i + 1)th round do
DP <+ determined by the number and the indices of the active
S-boxes at the (i + 1)th round;
M!?! < BuildModel-Feistel(4,0,i — 1,DP,0);
M? ¢« BuildModel-Feistel(r — i+ 1,0,1,0,DP);
Add (M*'.objval() + MZ=.objVal()) to ObjList;
end

end

end

M? ¢+ BuildModel-Feistel(r, 1, ¢, ¢, ¢); // Search Region (1)
Add M?3.objVal() to ObjList;

return min(ObjList);
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2 to obtain a lower bound of the optimal objective value of the original model.
In the function, we also use A; ; to denote the word-level input difference of the
jth S-box at the ith round.

Dividing the Feasible Region of the Original Model For a r-round Feistel
cipher, the differential characteristics have greater than or equal to 0 active S-
boxes at each round, and those with the highest probability are likely to have 0
active S-box at some round. Therefore, we first divide the feasible region of the
original model into 2 separate parts:

Region (0) In this region, the differential characteristics have greater than or
equal to 0 active S-box at each round, but exactly 0 active S-box at some
round;

Region (1) In this region, the differential characteristics have greater than or
equal to 1 active S-boxes at each round.

For Region (0), we traverse ¢ € {1,2,...,7}, s.t. the ith round has 0 active S-
box. To further divide the feasible region, we then traverse the number and
the indices of the active S-boxes at the (i + 1)th round. In the smaller feasible
region, input difference patterns of S-boxes at the ith round and the ones at the
(i+1) round are all determined. If we further divide the feasible region based on
the input differences of the active S-boxes, the number of the resulting smaller
feasible regions will be too large. Since the ith round is free, the input difference
patterns of S-boxes at the (i — 1)th round equal to the ones at the (i + 1)th
round. Note that when i = r, we refer r + 1 to r — 1.

Ezample 2. Take 64-bit LBLOCK with the 4 x 4 S-box as an example, Ng = 8.
Suppose that there are 0 active S-box at the ith round, and only the 1st and
the 2nd S-boxes are active at the (i + 1)th round, ¢ € {1,2,...,r}. The input
difference patterns of S-boxes at the ith round and the ones at the (i + 1)th
round are (0,0,0,0,0,0,0,0) and (1,1,0,0,0,0,0,0) respectively.

Building SubModels Corresponding to Smaller Feasible Regions When
searching the smaller feasible region in Region (0), there is one round i €
{1,2,...,r}, st. DP/™ = 0, DP?}; = DP = (dpo,dp1, ...,dpns—1),dp; € {0,1}.
Thus we split the r rounds into the first 4 rounds and the last 7 — ¢ + 1 rounds,
as shown in Fig.1b, and build the two submodels:

— M! < BuildModel-Feistel(i,0,i — 1, DP,0). This submodel is built for
an i-round cipher with greater than or equal to 0 active S-boxes at each
round except for the (i — 1)th round and the ith round, and with the input
difference patterns of S-boxes at the (i — 1)th round and the ones at the ith
round equal to DP and 0 respectively;

— M? « BuildModel-Feistel(r—i+1,0,1,0, DP). This submodel is built for
a r—i+ l-round cipher with greater than or equal to 0 active S-boxes at each
round except for the 1st and the 2nd round, and with the input difference
patterns of S-boxes at the 1st round and the ones at the 2nd round equal to
0 and DP respectively;
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Because the input difference of the (i + 1)th round is indeterminate, the two
submodels we split can’t be linked. By adding the optimal objective values of
M?! and M2, we obtain a lower bound, rather than the exact value of the
submodel corresponding to the smaller feasible region.

For Region (1), we build the corresponding submodel by calling BuildModel
-Feistel(r, 1, ¢, @, ¢). This submodel is built for a r-round cipher with greater
than or equal to 1 active S-boxes at each round. The process of searching all
smaller feasible regions is shown in Algorithm 2, in which the minimum one of
the values storing in Obj List is chosen as a lower bound of the optimal objective
value of the original model.

4.3 Weakness of the Basic Search Process

In Algorithm 1 and 2, we respectively solve the AS/DC-Problem for SP-network
and Feistel ciphers by solving several submodels with additional constraints.
However, the number of the submodels need to be solved is large, and some
submodels are time-consuming. Thus the basic search process needs a lot of
calculation. In addition, because the two parts we split cannot be linked when
searching Region (0) for Feistel ciphers, we cannot guarantee the value obtained
is the optimal one. To make the search algorithm more efficient, we will improve
the basic search processes in the next section.

5 Improving the Search Process Using Branch-and-Bound
Techniques

In this section, we improve the search process using branch-and-bound tech-
niques which are similar to Matsui’s[10]. The main ideas are:

1. If we obtain a lower bound of the optimal objective value of the corresponding
submodel no less than the current optimal objective value of the original
model before searching a smaller feasible region, we can conclude that no
better solution exists in this smaller feasible region. Thus we don’t need to
solve the corresponding submodel.

2. While the problems for different rounds are solved independently in previous
work, we aim to use the knowledge obtained via solving the problems for
1,2,...,7 — 1 rounds before solving the problems for r round

The improved search processes are shown in Algorithm 3 and 4 for SP-network
and Feistel ciphers respectively. In these two search processes, some smaller
feasible regions are cut, thus the number of submodels to be solved is reduced.
Also, we obtain the optimal objective value of the original model for Feistel
ciphers by solving more submodels. For the convenience of illustration, we mainly
introduce the improved search process for SP-network ciphers. The techniques
used in the case for Fesitel ciphers are similar.

For the original model built for a r-round block cipher, we use Obj[r], LbObj[r]
and CurObj[r] to respectively store the exact value, a lower bound and a current
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value of the optimal objective value. Before searching a smaller feasible region,
we assign a value to the lower bound of the optimal objective value of the cor-
responding submodel. If the lower bound is no less than CutObj[r], we cut the
smaller feasible region for there is no better solution. Therefore, we aim to assign
tighter bounds to lower bounds of the optimal objective values of the submodels.

5.1 Methods for Assigning Lower Bounds of the Optimal Objective
Values of the Submodels

When searching the smaller feasible regions for SP-network ciphers, we build the
submodels by calling BuildModel-SP(). For the submodels, we use an array to
store lower bounds of the optimal objective values, and provide 6 methods to
assign the array.

For the submodel M < BuildModel-SP(r, N4,i, D", D¢"t), N € {1,2,3},
i € {1,2,...,r,¢}, D", D¢ € F%, we use LbObj[r][Na][i][Di"][D¢*] to store
a lower bound of the optimal objective value, and provide Method 1 - 4 for
assigning values to the array. Specially, for the submodels corresponding to the
smaller feasible regions in Region (1) and (2), i.e., Na € {1,2},Di" = D €
F2, D¢“t = ¢, we further provide Method 5 - 6.

Method 1 Since the feasible region of M is a subset of the feasible region of
the submodel built by calling BuildModel-SP (r, Na, ¢, ¢, @),

LbOb;[r][NaJlil[Di"][D;"] = LbObj[r][Na][¢][#][] (6)

Method 2 As mentioned in [11,17], we simply split r rounds into the 1 rounds
and the (r —r1) rounds, 1 <r; <r — 1. Then

LbObj[r][Na]li)[D"][D;"] +

max (LbObj{ra )N AN [D)LDZ™) + LbObjlr = ri)Nallgliello]). 1< i< 1,
maax (LbOb[r1][Nallra)[DI)(DF] + LbObjlr — 1] [Nallél[6[e), i =,
max (LbOb[r1][NAJ[[DI][DZ™] + LbObjlr — ri][Nalldldll6]), i = 6.

1<ri1<r
(7)
Method 3 We observe that the models built by using the frameworks of Mouha
et al. [11] (see Section 2.1) and Sun et al. [16] (see Section 2.2) are solved quickly
and they can respectively provide lower bounds of the minimum number of active

S-boxes for word-oriented and bit-oriented ciphers. By using their frameworks,
we build the other model M’, and

LbOb[r][Na][i][Di*)[ D] + M .0bjVal x ¢,

where ¢ = 1 if we aim to solve the AS-Problem, ¢ = —logsPr,q, if we aim to
solve the DC-Problem, and Pr,,,, is the maximum differential probability of a
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single S-box. Note that if the cipher is bit-oriented with the branch number of
S-boxes equals to 2, this method is inefficient.

Method 4 We assign another value to LbObj[r][N4][i][Di"][Di"] by updating
the first value on the right side of the equation (7). To achieve it, we solve
the corresponding submodel for 7; rounds if it has not been solved yet. In this
method, we can obtain multiple results using the equation (7) as r1 increments
from the minimum number to r.

Method 5 Based on the equation (5),

LbObj[r][Na][i][D][¢] +

. : : : 8
LbOb{i = UINaJli— [GI[D] + LbObslr — i + YN,
where the two values on the right side are initially assigned as the maximum
value of the results from Method 1 and 2.

Method 6 Based on the search process in Algorithm 3, we have searched the
candidate solutions satisfying the ¢’th round has exactly N4 active S-boxes be-
fore searching the smaller feasible region in Region (Ng4), Na € {1,2},i €
{1,2,...,7}. Thus we can assume that the candidate solutions have no less than
N, + 1 active S-boxes at the i’th round for finding better solutions. By adding
the additional constraints to M, we obtain the other submodel M’. If we obtain
a lower bound of the optimal objective value of M’ no less than CurObj[r], we
assign CurObj[r] to LbObj[r][Na][i][D][¢]. Since solving M’ is time-consuming,
we provide 2 methods for obtaining a lower bound of the optimal objective value
of M’, denoted as LbObjy:.

Method 6-1 If the cipher is word-oriented or bit-oriented with the branch
number of S-boxes equals to 2, we obtain LbObja using Method 3.

Method 6-2 We split the r rounds into 3 parts then combine them. To build
the submodel for each part by calling BuildModel-SP(), we provide 3 methods
for splitting the r rounds. Take r = 10,7 = 3 as an example, the input difference
of the 3th round is D, and we assume that round i = 4,5, 6,7 has greater than
or equal to N4 + 1 active S-boxes.

— Split 1: (1) round 1 to 3; (2) round 4 to 7; (3) round 8 to 10. Then LbObjag
LbOb;[3][Na][¢][¢][¢] + LbOb;[4][Na + 1][¢][¢][¢] + LbOb;[3][Na][¢][¢][¢].

— Split 2: (1) round 1 to 2; (2) round 3 to 7; (3) round 8 to 10. Then LbObjag <
LbOb;[2][Na][2][¢][D] + LbOb;[5][N 4 + 1][1][D][¢] + LbOb;[3][N al[6][6][4],

— Split 3: (1) round 1 to 2. (2) round 3 to 8; (3) round 9 to 10. Since we
don’t know the number of active S-boxes at the 8th round, we consider
two cases: one is the 8th round has exactly N4 active S-boxes, the other
is the 8th round has greater than or equal to N4 + 1 active S-boxes. In
the two cases, we respectively obtain LbObj},, and LbObj3, by using the
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lower bound array. If LbObji, > CurObj[r] and LbObj3,, > CurObjr],
we conclude that LbObjry > CurObj[r] and obtain a good lower bound. If
LbObjy, > CurObj[r] but LbObj3,, < CurObj[r], we assume that the 8th
round has greater than or equal to N4 + 1 active S-boxes and split again the
last two parts: (2) round 3 to 9; (3) round 10. Then we obtain new LbObj} 4/
and LbObj3 . If there is still no good LbObjrr, we split again the parts (2)
and (3) until a good value is obtained or part (2) is from round 3 to r = 10.

5.2 Detailed Description of the Improved Search Process

In this section, we provide the detailed description of Algorithm 3 which is used
to solve the AS/DC-Problem for a r-round SP-network cipher.

Before searching all smaller feasible regions, we initialize LbObj[r] and CurObj[r].
If LbObj[r] > CurObj[r], there is no better solution than the current one in the
whole search space. In this case, we return CurObj[r] as Obj[r].

— Because all Obj[k],k =1,...,r — 1 are supposed to be known,

LbObj[r] | ax 1(Obj[rl] + Objlr — 1))

— Initialize CurObj[r] based on the optimal solution of the original model for
r — 1 rounds. Once we have solved the problem for r» — 1 rounds, we ob-
tain the difference patterns of S-boxes of the optimal solution, denoted as
(DP;,DP;, ..., DP?). In the original model for r rounds, by fixing the differ-
ence patterns of S-boxes at the first r—1 rounds just as (D Py, DPy, ..., DPY),
we obtain a current optimal objective value as CurObj[r].

Because the submodels built by calling BuildModel-SP(r, Na, ¢, ¢, ¢), (N4 =
1,2,3) are time-consuming, we initialize LbObj[r|[Na][¢][¢][¢] in a short time.
These values will be used for estimating lower bounds of the optimal objective
values of other submodels.

— For Ny =1, LbObj[r][1][¢][¢][¢] < LbObj[r].

— For Ny = 2,3, we use Method 3 if the cipher is word-oriented or bit-oriented
with the branch number of S-boxes bigger than 2. Otherwise, we use Method
4 in which we solve the submodels for r; rounds, r; = 1,2,..., R, with R
chosen to allow us solving the submodels in short time. Usually R is less
than 7 for 64-bits block ciphers.

In Line 6 - 22, we search the smaller feasible regions in Region (1) and (2).
To cut more smaller feasible regions using branch and bound techniques, we aim
to update the CurObj[r] as early as possible. To achieve it, we change the order
of the smaller feasible regions we will search. On one hand, we can preferentially
search the smaller feasible regions where optimal solutions of the original model
are more likely to appear. If we can predict that the optimal solution is more
likely to obtained when the candidate solution has only 2 active S-boxes at some
round from some prior knowledge, we preferentially search the smaller feasible
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Algorithm 3: The improved search process for SP-network ciphers.
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Data: The AS/DC-Problem for a r-round cipher.
Result: The optimal objective value of the original model.

initialize LbObj[r], CurObj[r];
if LbObj[r] > CurObj[r] then
| return Obj[r] < CurObj[rl;
end
initialize LbObj[r|[Na][¢][¢][¢], Na = 1,2, 3;
for N4 in [1,2] or [2,1] do
for i in [[n/2],[n/2] +1,[n/2] —1,...,] do
forall the possible indices of the Na active S-boxes do
forall the possible input differences of the Na active S-bores do
D <+ determined by the indices and the input differences of the
N4 active S-boxes;
LbObj[r][Na][i][D][#] + the maximum value of the results from
Method 1, 2, 5, 6-2;
k=1;
while LbObj[r][Na][i][D][¢] < CurObjlr] and k < 5 do
LbObj{r][NAJ[D][6] < max(LbObj[r] [N Al [i)[D][¢),
UpdateLowerBound(k,r, Na, i, D, CurObj[r]));
k=k+1
end
if LbObj[r][Na][i][D][¢] < CurObj[r] then
| CurObj[r] < LbObj[r][Na]li][D][4];
end
end
end
end
end
if LbObj[r][3][¢][¢][¢] < CurObj[r] then

| Update LbObj[r][3][¢][¢][¢] using Method 4;
end
CurObj[r] < min(CurObj[r], LbObj[r|[3][¢][][4]);
return Obj[r] + CurObj[r];

Function UpdateLowerBound(k,r, Na, i, D", CurObj[r]); // the 5 functions
are listed in the ascending order of their solving time

begin

case k=1
Update the values on the right side of equation (8) by using Method 3;
return the result from Method 5;

endsw

case k =2

‘ return the result from Method 3;
endsw
case k=3
‘ return the result from Method 6-1;

endsw

case k=4
Update the values used in Method 6-2 by using Method 4;
return the result from Method 6-2;

endsw

case k=5
Update the values on the right side of equation (8) by using Method 4;
return the result from Method 5;

endsw

end




Title Suppressed Due to Excessive Length 19

regions in Region (2). In this case, we modify N4 € [1,2] to Na € [2,1] in
Line 6. On the other hand, we can preferentially search the smaller feasible
regions for which the submodels are easier to be solved. When searching the
smaller feasible region, we solve two submodels for (i — 1) and (r — ¢+ 1) rounds
respectively in the equation (5). As [(i —1) — (r —i+1)] is smaller, the total time
to solve the two submodels is smaller. Therefore, we modify i € [1,2,...,r] to
ie€l[[r/2],[r/2]+1,[r/2]—1,...,]. When searching a fixed smaller feasible region,
we initialize a lower bound of the optimal objective value of the corresponding
submodel, then update it by using Function UpdateLowerBound(). The last step
of the function is assigning the exact value to the lower bound. If the updated
lower bound is still less than CurObjlr], we update CurObj[r] by the lower
bound which equals to optimal objective value of the submodel corresponding
to the smaller feasible region.

When searching Region (3), a lower bound of the optimal objective value of
the corresponding submodel, i.e., LbObj[r][3][¢][¢][#] have been assigned before.
If LbOb;[r][3][¢][#][¢] is no less than CurObj[r], the smaller feasible region is
cut. Otherwise, we use Method 4 to update LbObj[r][3][¢][¢][#]. Generally, this
smaller feasible region is cut for lightweight block ciphers.

After searching all smaller feasible regions, we return CurObj[r| as the opti-
mal objective value of the original model.

Similar to SP-network ciphers, we improve the search process for Feistel ci-
phers in Algorithm 4. For the submodels built by calling BuildModel-Feistel
(r,Na,i, DP{™, DP/), Ny € {0,1},i € {1,2,...,7, ¢}, we use LbObj[r][N 4][i]
[DP;"][DP}?,] to store a lower bound of the optimal objective value. Specifical-
ly, because the two smaller submodels we split can’t be linked when searching
the smaller feasible region in Region(0), we update CurObj[r] by solving the
submodel corresponding to the smaller feasible region(Line 13 in Algorithm 4).

6 Applications to PRESENT, GIFT-64, RECTANGLE,
LBLOCK and TWINE

In this section, we apply our search algorithm to PRESENT, GIFT-64, RECT-
ANGLE, LBLOCK and TWINE. For each of the five ciphers, we obtain the exact
minimum number of active S-boxes (#AS) and the best differential character-
istic with the probability Pr;,q., as summarized in Table 6-7. For each cipher,
our results cover more rounds than the known results, and the best differen-
tial characteristics are given in Appendix B. We set the parameter MIPFocus in
GUROBI to 2 to improve the solving time(in this setting, the solver tends to
find an optimal solution rather than a feasible one).

6.1 Experimental Results

PRESENT The branch number of the PRESENT S-box is 3, thus in the search
process, the branches may be cut early by using Method 3. From the experimen-
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Algorithm 4: Improved search process for Feistel ciphers.
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Data: The AS/DC-Problem for a r-round Feistel cipher.
Result: The optimal objective value of the original model.

initialize LbObj[r], CurObj[r];
if LbObj[r] > CurObj[r] then
‘ return Obj[r] < CurObjr].;
end
initialize LbObj[r][Nal[¢][¢][¢], Na =0, 1;
// Line 6-18: Search Region (0)
for i in [[r/2],[r/2] +1,[r/2] — 1,...,] do
forall the possible number of the active S-bozes at the (i + 1)th round do
forall the possible indices of the active S-bozes at the (i + 1)th round do
DP « determined by the number and the indices of the active
S-boxes at the (7 4+ 1)th round;
initialize and update LbObj[r][0][¢][0][DP];
if LbObj[r][0][¢][0][DP] < CurObj[r] then
M < BuildModel-Feistel(r,0,7,0, DP);
LbObj[r][0][¢][0][DP] < M.objVal();
CurObjlr] < min(CurObj[r], M.objVal());
end
end
end
end

// Line 19-21: Search Region (1)
while LbObj[r][1][4][¢][¢] < CurObj[r] do
| Update LoObj[r][1][¢][¢][¢];
end
CurObj[r] < min(CurObj[r], LbObj[r][1][¢][][4]);
return Obj[r| < CurObj[r];




Title Suppressed Due to Excessive Length 21

tal results, we observe that the optimal objective values are more likely to be
obtained in Region(1) and Region(2) for » < 5 and r > 5 respectively. Thus,
when solving the problems for more than 5 rounds, we modify the parameter
Na =1[1,2] to N4 = [2,1] in Line 6 of Algorithm 3, namely, we preferentially
search the feasible region with only 2 active S-boxes at some round.

We obtain the minimum number of active S-boxes for up to 31-round (full)
PRESENT. Though our results are the same as those in [16], they didn’t prove
the results are the exact values since their description for an S-box is rough.
In [19], the authors provided the best differential characteristics for 5 to 10
rounds, and good ones for 11 to 15 rounds, while we find the best differential
characteristics for up to 23 rounds. Although the weight of the best differential
characteristic for 15-round PRESENT is larger than the cipher’s block size 64, it
can be used to analyze the differential clustering effect [8] of PRESENT, whose
clustering effect is very strong as shown in [19, 22].

GIFT-64 The GIFT S-box has 4 differential probabilities: 0, 1—26, 14—6, %, thus we
model the DC-Problem for GIFT-64 using the method in [24]. Similar to the
problems for PRESENT, we modify the parameter Ng = [1,2] to Ng = [2,1]
in Line 6 of Algorithm 3 when solving the problems for more than 7-round
GIFT-64.

We obtain the minimum number of active S-boxes for up to 28(full) rounds,
and the best differential characteristics for up to 14 rounds. In [2,24], the au-
thors provided the good differential characteristics with probabilities 2744415,
2760 2-64 for 9, 12, 13 rounds respectively, while we find the best ones with
probabilities 2742,2758 2762 respectively.

RECTANGLE For RECTANGLE, we obtain the minimum number of active
S-boxes for up to 17 rounds, and the best differential characteristics for up to 15
rounds. In our experimental results, the optimal objective values of the problems
are obtained when the candidates have only 1 active S-boxes at some rounds.
Note that the index of the 1st active S-box has no influence on the optimal

objective value of the submodel when searching the smaller feasible region in
Region (1) and (2) due to the feature of the round function of RECTANGLE.

LBLOCK and TWINE LBLOCK and TWINE are two similar nibble-oriented
lightweight block ciphers, the branches can be cut early by using Method 3 in the
search process. We find the best differential characteristics for up to 21-round
LBLOCK and 17-round TWINE respectively. The optimal objective values of
the problems for both the ciphers are obtained when the candidates have 0 active
S-boxes at some round.

6.2 Discussion of the Efficiency of Our Search Algorithm

In Section 6.1, we solved the AS/DC-Problem for a r-round cipher by solving
several submodels for shorter rounds. In this section, we discuss the efficiency of
our search algorithm in two ways. One is studying the number of the submodels
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Table 6: Experimental results of PRESENT and GIFT.

Rounds PRESENT GIFT-64
#AS|Time(s) |Prmaz | Time(s)||[#AS|Time(s)| Pryae |Time(s)
1 1 0 272 0 1 0 2~ 1415 0
2 2 0 24 0 2 0 2734151 33
3 4 5 28 4 3 2 277 129
4 6 5 212 12 5 109 |2714415) 317
5 10 34 | 2720 78 7 84 217 701
6 12 3 2724 | 399 10 | 212 [2722415| 367
7 14 1 2-28 1 13 66 2728415 140
8 16 1 232 17 16 | 843 2738 | 28992
9 18 1 936 3 18 29 2742 | 2166
10 20 5 27411 3102 || 20 | 643 2718 | 8938
11 22 1 2746 | 958 22 66 2752 | 25917
12 24 1 27521 243 24 | 597 2758 | 79773
13 26 1 2756 1 197 26 110 2-62 1188
14 28 1 2762 | 63383 || 28 1 2768 | 8775
15 30 1 27661 2799 || 30 9 - -
16 32 20 2770 | 2756 || 32 1 - -
17 34 9 277 | 1473 || 34 15 - -
18 36 11 277 | 2855 || 36 41 - -
19 38 1 2782 2 38 2 - -
20 40 1 2781 9980 || 40 2 - -
21 42 1 990 61 42 2 - -
22 44 2 279 1 3549 || 44 2 - -
23 46 2 271001 37980 || 46 2 - -
24 48 20 - - 48 | 218 - -
25 50 2 - - 50 | 117 - -
26 52 2 - - 52 | 205 - -
27 54 2 - - 54 2 - -
28 56 2 - - 56 | 307 - -
29 58 2 - - - - - -
30 60 2 - - - - - -
31 62 2 - - - - - -
Total time 0.04h 35.88h 1.02h 36.25h
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Table 7: Experimental results of RECTANGLE, LBLOCK and TWINE

Rounds RECTANGLE LBLOCK TWINE
#AS|Time(s) |Primaq | Time(s)||Prmaz | Time(s) || Prmaz | Time(s)
1 1 0 272 0 0 0 20 0
2 2 0 24 0 272 1 272 2
3 3 0 277 9 24 2 24 5
4 4 4 2~10 15 276 1 2-6 2
5 6 12 2714 | 193 278 4 28 7
6 8 14 | 2718 5 2712 1 212 1
7 11 18 | 272 18 g-16 6 9-16 8
8 13 17 | 273 60 2722 3 222 4
9 15 22 2736 51 2728 10 2728 13
10 17 63 | 27| 191 | 2736 10 2738 63
11 19 80 [ 27%| 310 || 27*| 30 2746 1 70
12 21 | 218 |27°Y| 1251 || 2748 6 27511 409
13 23 | 352 | 27°6 | 3478 || 27%% | 734 || 2758 | 4602
14 25 | 1019 | 276Y | 11324 || 27%2 | 598 || 2754 | 10447
15 27 | 1573 | 2796 | 20319 || 27% | 587 || 2758 | 15204
16 29 | 3857 - - 27721 92712 || 27 | 19533
17 31 | 14214 | - - 27761 3085 || 2777 | 48351
18 - - - - 2782 | 6591 - -
19 - - - - 2786 | 15365 - -
20 - - - - 2792 | 25571 - -
21 - - - - 279 | 51859 - -
Total time 5.96h 12.49h 29.77h 27.42h

Table 8: Experimental number of the submodels solved for solving the AS-
Problems for the first 8-round PRESENT by using our algorithm

71

"Im1 2 3 1 5 (6] 73

0+0| 040
240 [482+0| 240
0+1| 042 |225+1| 340
64+0| 040 [160+40(384+0{242+0
O+1| 04+2 | 142 | 141 | 040 340
0+0| 040 | 0+0 | 040 | 040 |0+40|240
8|/ 0+0| 040 | 0+0 | 040 | 040 |040[040|2+0

The item ”* + *” denotes the number of M’ adding the number of M.

N O U W N
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we solved, and the other is comparing the time between our algorithm and the
method of solving original models for the same targets.

In our search algorithm, we solve two types of submodels which are built for
ry = 1,2,...,r rounds:

1. The submodels for calculating lower bounds of the minimum number of
active S-boxes, denoted as M’ (submodels used in Method 3).
2. The submodels for solving the AS/DC-Problem, denoted as M.

Taking the AS-Problems for the first 8-round PRESENT as an example, we list
the number of the submodels we solved in Table 8. The explanation is:

— For r = 2, initialized LbObj[r] and CurObj|r] are equal, thus the program
terminated and no submodel was solved.

— For r = 3, we solved 2, 482, 2 submodels M’ for r; = 1,2, 3 rounds respec-
tively. These values are enough for cutting the smaller feasible regions, thus
no submodel M was solved.

— For r = 4, the submodels that have been solved when solving the problems
for r = 2,3 rounds will not to be solved again. We solved 225, 3 submodels
M’ for r;1 = 3,4 rounds respectively, and 2, 1 submodels M for 71 = 2,3
rounds respectively.

From Table 6 and 8, we see that the submodels M’ are solved fast and are
useful for cutting the smaller feasible regions. The submodels M for r; rounds
are time-consuming, but they are easier solved than the original models for rq
rounds because some variables in M are fixed.

When solving the same problems by solving original models, the efficiency is
not satisfactory from Table 5. We list the comparison between our algorithm and
the method of solving original models in Table 1-3. Although more submodels
to be solved using our algorithm, the total time of solving the submodels is less
than solving an original model form the tables. In conclusion, our algorithm is
more efficient than the method of solving original models.

7 Conclusions

In this paper, we propose a new improved MILP-based search algorithm for
security evaluation against differential cryptanalysis by incorporating the idea
of divide-and-conquer approach. We firstly divide the whole feasible region into
numbers of smaller ones; then we search solutions on these smaller regions; we
also use several branch-and-bound techniques to eliminate a large number of im-
possible branches during the search process to improve the efficiency remarkably;
finally the solutions to the smaller regions are combined to give a solution to the
original model. As a result, we obtain a more efficient new search algorithm.
We only apply our new method to five lightweight block ciphers. We point
out that the permutation layers of these five ciphers are all bit permutations.
In future work, we will consider applying our method to ciphers with stronger
permutation layer, such as AES [8], NOEKEON [7], SERPENT [4], etc.
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In Table 6 and 7, although the weight of the best differential characteristics

for some reduced rounds is larger than the cipher block size, we argue that it is
possibly useful when the differential clustering is taken into consideration [§].

Due to the duality between differential and linear cryptanalysis [10, 8], the

method can be also applied to linear cryptanalysis. Moreover, we can extend our
method to related-key differential cryptanalysis [3]. We leave these research as
our future work.
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A Examples of the Best Differential Characteristics

We provide the best differential characteristics as follows.
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Table 9: The best differential characteristic with probability 2719 for 23-round

PRESENT.

Round|Input Difference of S-boxes|Output Difference of S-boxes|Probability
1% 020000000000070007 020000000000010001 271
oth 020000000000000011 020000000000000099 274
3th 020003000000000003 020001000000000001 276
4th 020000000000001001 020000000000009009 274
5th 020009000000000009 020004000000000004 274
6" 020000100100000000 020000900900000000 274
7th 020900000000000900 020400000000000400 274
gth 020000400400000000 020000500500000000 274
9th 020000090000000900 020000040000000400 274
10" 020000040400000000 020000050500000000 274
11" 020000050000000500 020000010000000100 276
12th 020000000000000404 020000000000000505 274
13t 020000000500000005 020000000100000001 276
14" 020000000000000101 020000000000000909 274
15" 020005000000000005 020001000000000001 276
16" 020000000000001001 020000000000009009 274
17th 020009000000000009 020004000000000004 274
18th 020000100100000000 020000900900000000 274
19" 020900000000000900 020400000000000400 274
20%" 020000400400000000 020000500500000000 274
21" 020000090000000900 020000040000000400 274
221" 020000040400000000 020000050500000000 274
23th 020000050000000500 0200000c0000000c00 274

Table 10: The best differential characteristic with probability 2% for 12-round

GIFT
Round|Input Difference of S-boxes|Output Difference of S-boxes|Probability
1% 0zd0000000c0000000 024000000040000000 2-4
oth 024040000000000000 025050000000000000 24
3th 025000000050000000 022000000020000000 276
4th 020000202000000000 020000505000000000 24
5th 020500000005000000 020200000002000000 26
6t" 022020000000000000 025050000000000000 24
Tth 025000000050000000 022000000020000000 26
gth 020000202000000000 020000505000000000 274
gth 020500000005000000 020200000002000000 276
10t" 022020000000000000 025050000000000000 24
11th 025000000050000000 028000000080000000 26
12th 020000000000008080 020000000000003030 24




28 F. Author et al.

Table 11: The best differential characteristic with probability 2752 for 13-round

GIFT
Round|Input Difference of S-boxes|Output Difference of S-boxes|Probability
1" 020c0000000c000000 02:0200000002000000 21
2th 022020000000000000 025050000000000000 274
3th 025000000050000000 022000000020000000 276
4th 020000202000000000 020000505000000000 274
5th 020500000005000000 020200000002000000 276
6th 022020000000000000 025050000000000000 24
Tth 025000000050000000 022000000020000000 26
gth 020000202000000000 020000505000000000 274
9th 020500000005000000 020200000002000000 276
10" 022020000000000000 025050000000000000 274
11t 025000000050000000 022000000020000000 276
1200 020000202000000000 020000505000000000 274
13" 020500000005000000 020f0000000f000000 274

Table 12: The best differential characteristic with probability 27 for 14-round

GIFT.

Round|Input Difference of S-boxes|Output Difference of S-boxes|Probability
1" 020600000006000000 020200000002000000 21
2th 022020000000000000 025050000000000000 274
3th 025000000050000000 022000000020000000 276
4th 020000202000000000 020000505000000000 274
5th 020500000005000000 020200000002000000 276
6th 022020000000000000 025050000000000000 24
Tth 025000000050000000 022000000020000000 26
gth 020000202000000000 020000505000000000 274
9th 020500000005000000 020200000002000000 270
10" 022020000000000000 025050000000000000 274
11t 025000000050000000 022000000020000000 2"
1200 020000202000000000 020000505000000000 274
13th 020500000005000000 020200000008000000 26
14th 022000000000800000 025000000000300000 24
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Table 13: The best differential characteristic with probability 2756 for 15-round

RECTANGLE.

Round

Input Difference of Left

Input Difference of right

1th
2th
3th
4th
5th
6th
7th
8th
gth
loth
11th
12UL
13th
14th
15th

02000000000d4000030
020000000000000600
021000000000000000
028000000000000000
020001200000000000
02000c000020000000
020000000600002000
022000000000060000
020000200000000006
020006000020000000
020000000600002000
022000000000060000
020000200000000006
020006000020000000
020000000600002000

020000000002000040
020000000000000100
028000000000000000
023000000000000000
020008600000000000
020002000060000000
020000000200006000
0x6000000000020000
020000600000000002
020002000060000000
020000000200006000
026000000000020000
020000600000000002
020002000060000000
020000000100006000

Table 14: The best differential characteristic with probability 2796 for 21-round

LBLOCK.

Round|Input Difference of S-boxes|Output Difference of S-boxes|Probability
1t 0200000000 0200000000 20
oth 0201000031 0203000011 27
gth 0230000101 0210000201 26
4th 0200101001 0200103001 26
5th 0200000000 0200000000 20
6th 0210100100 0220100200 26
Tth 0200a12000 0z00b11000 276
gth 0211020000 0222010000 276
gth 0200000000 0200000000 20
10" 0202000011 02020000a1 26
11th 022000010a 0220000201 277
12th 020020b00a 0200102004 27
13" 0200000000 000000000 20
14t 0220b00a00 0£:20a00c00 27
15" 02002ac000 0200912000 27
16" 0xb1030000 02¢2020000 276
17th 0200000000 0200000000 20
18" 02030000b1 0201000021 26
19th 0210000102 0220000201 27
20" 0200201003 0200101002 26
21tk 0200000000 000000000 20
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Table 15: The best differential characteristic with probability 2=77 for 17-round
TWINE.

Round|Input Difference of S-boxes|Output Difference of S-boxes|Probability
1% 0200000000 0200000000 20
oth 020000903f 02000080£8 27
3th 0200080£08 0200030603 26
4th 0209003900 020800£800 26
5th 0200000000 000000000 20
6th 0290090300 0270080800 28
7th 0278008000 0293003000 276
gth 0290200090 0280700080 276
gth 0200000000 0200000000 20
10" 0200002099 0200007087 277
11th 0200070807 0200090309 26
12¢" 0202009200 0207008700 276
13" 0200000000 000000000 20
14th 0220020900 0270070800 26
15t 0278007000 0293009000 276
16" 0290900020 0280700070 277
17t 0200000000 0200000000 20




