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Abstract. The LLL algorithm takes as input a basis of a Euclidean lattice, and,
within a polynomial number of operations, it outputs another basis of the same lattice
but consisting of rather short vectors. We provide a generalization to R-modules
contained in K" for arbitrary number fields K and dimension n, with R denoting the
ring of integers of K. Concretely, we introduce an algorithm that efficiently finds short
vectors in rank-n modules when given access to an oracle that finds short vectors in
rank-2 modules, and an algorithm that efficiently finds short vectors in rank-2 modules
given access to a Closest Vector Problem oracle for a lattice that depends only on K.
The second algorithm relies on quantum computations and its analysis is heuristic.

1 Introduction

The NTRU [HPS98], RingSIS [LM06, PR06], RingLWE [SSTX09, LPR10], Mod-
uleSIS and ModuleLWE [BGV14, LS15] problems and their variants serve as secu-
rity foundations of numerous cryptographic protocols. Their main advantages are
their presumed quantum hardness, their flexibility for realizing advanced crypto-
graphic functionalities, and their efficiency compared to their SIS and LWE coun-
terparts [Ajt96, Reg09]. As an illustration of their popularity for cryptographic de-
sign, we note that 11 out of the 26 candidates at Round 2 of the NIST standard-
ization process for post-quantum cryptography rely on these problems or variants
thereof.® From a hardness perspective, these problems are best viewed as standard
problems on Euclidean lattices, restricted to random lattices corresponding to mod-
ules over the rings of integers of number fields. Further, for some parametrizations,
there exist reductions from and to standard worst-case problems for such module
lattices [LS15,AD17, RSW18].

Let K be a number field and R its ring of integers. In this introduction, we will
use the power-of-2 cyclotomic fields K = Q[z]/(z?+1) and their rings of integers R =
Z[z]/(z? + 1) as a running example (with d a power of 2). An R-module M C K"
is a finitely generated subset of vectors in K™ that is stable under addition and
multiplication by elements of R. As an example, if we consider h € R/qR for some
integer ¢, the set {(f,9)" € R%: fh = g mod ¢} is a module. If h is an NTRU public
key, the corresponding secret key is a vector in that module, and its coefficients
are small. Note that for K = Q and R = Z, we recover Euclidean lattices in Q™.
A first difficulty for handling modules compared to lattices is that R may not be a
Euclidean domain, and, as a result, a module M may not be of the form M = ). Rb;
for some linearly independent b;’s in M. However, as R is a Dedekind domain, for

3 See https://csrc.nist.gov/projects/post-quantum-cryptography
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every module M, there exist K-linearly independent b;’s and fractional ideals I;
such that M = Y Iib; (see, e.g., [O'M63, Th. 81:3]). The set ((I;, b;)); is called a
pseudo-basis of M. A module in K™ can always be viewed as a lattice in C"® by
mapping elements of K to C? via the canonical embedding map (for our running
example, it is equivalent to mapping a polynomial of degree < d to the vector of its
coefficients).

Standard lattice problems, such as finding a full-rank set of linearly independent
short vectors in a given lattice, are presumed difficult, even in the context of quan-
tum computations. In order to assess the security of cryptographic schemes based
on NTRU/RingSIS/etc, an essential question is whether the restriction to module
lattices brings vulnerabilities. Putting aside small polynomial speed-ups relying on
the field automorphisms (multiplication by z in our running example), the cryptan-
alytic state of the art is to view the modules as arbitrary lattices, i.e., forgetting the
module structure.

LLL [LLL82| is the central algorithm to manipulate lattice bases. It takes as
input a basis of a given lattice, progressively updates it, and eventually outputs
another basis of the same lattice that is made of relatively short vectors. Its run-
time is polynomial in the input bit-length. For cryptanalysis, one typically relies on
BKZ [SE94] which extends this principle to find shorter vectors at a higher cost.
Finding an analogue of LLL for module lattices has been an elusive goal for at least
two decades, a difficulty being to even define what that would be. Informally, it
should:

e work at the field level (in particular, it should not forget the module structure
and view the module just as a lattice);

e it should find relatively short module pseudo-bases by progressively updating the
input pseudo-basis;

e it should run in polynomial-time with respect to the module rank n and the
bit-lengths of the norms of the input vectors and ideals.

The state of the art is far from these goals. Napias [Nap96] proposed such an algo-
rithm for fields whose rings of integers are norm-Euclidean, i.e., Euclidean for the
algebraic norm. In our running example, this restricts the applicability to d < 4
(see [Cer05, Lez14] for other families of fields). Fieker and Pohst [FP96] proposed
a general-purpose algorithm. However, it was not proved to provide pseudo-bases
consisting of short module vectors, and a cost analysis was provided only for free
modules over totally real fields. Fieker [Fie97, p. 47] suggested to use rank-2 mod-
ule reduction to achieve rank-n module reduction, but there was no follow-up on
this approach. Gan, Ling and Mow [GLMO09] described and analyzed an LLL algo-
rithm for Gauss integers (i.e., our running example instantiated to d = 2). Fieker
and Stehlé [FS10] proposed to apply the LLL algorithm on the lattice correspond-
ing to the module to find short vectors in polynomial time and reconstruct a short
pseudo-basis afterwards. More recently, Kim and Lee [KL17] described such an LLL
algorithm for biquadratic fields whose rings of integers are norm-Euclidean, and pro-
vided analyses for the shortness of the output and the run-time. They also proposed
an extension to arbitrary norm-Euclidean rings, still with a run-time analysis but
only conjecturing and experimentally supporting the output quality.



The rank-2 restriction already captures a fundamental obstacle. The LLL algo-
rithm for 2-dimensional lattices (which is essentially Gauss’ algorithm) is a succession
of divide-and-swap steps. Given two vectors by, by € Q?2, the ‘division’ consists in
shortening bo by an integer multiple of by. This integer k is the quotient of the
Euclidean division of (by,bs) by |/b1||>. This leads to a vector bj. If the latter is
shorter than by, then b; and by are swapped and a new iteration starts. Crucial to
this procedure is the fact that if the projection of by orthogonally to b; is very small
compared to ||b1]|, then the division will provide a vector b, that is shorter than b;.
When a swap cannot be made, it means that the projection of by orthogonally to by
is not too small, and hence the basis is of good quality, i.e., somewhat orthogonal and
hence made of somewhat short vectors. What provides the convergence to a short
basis is the Euclideanity of Z. This is why prior works focused on this setup. Put
differently, the crucial property is the fact that the covering radius of the Z lattice
is smaller than 1: this makes it possible to shorten a vector be whose projection is
sufficiently small by an appropriate integer multiple such that b), becomes smaller
than b;. When we extend to modules, the corresponding lattice becomes R, and its
covering radius has no a priori reason to be smaller than 1 (for our running example,
it is v/d/2). Even if we allow an infinite amount of time to find an optimal k € R,
the resulting by — kb may still be longer than by, even if b is in the K-span of by.
This leads us to the following question: does there exist a lattice L depending only
on K such that being able to solve the Closest Vector Problem (CVP) with respect
to L allows to find short bases of modules in K2?

CoNTRIBUTIONS. The LLL algorithm for Euclidean lattices can be viewed as a way
to leverage the ability of Gauss’ algorithm to reduce 2-dimensional lattice bases, to
reduce n-dimensional lattice bases for any n > 2. We propose extensions to modules
of both Gauss’ algorithm and of its LLL leveraging from 2 to n dimensions, hence
providing a full-fledged framework for LLL-like reduction of module pseudo-bases.
Our first contribution is an oracle-based algorithm which takes as input a pseudo-
basis of a module M C K™ over the ring of integers R of an arbitrary number field K,
updates it progressively in a fashion similar to the LLL algorithm, and outputs a
pseudo-basis of M. The first output vector is short, and the algorithm runs in time
polynomial in n and the bit-lengths of the norms of the input vectors and ideals. It
makes a polynomial number of calls to an oracle that finds short vectors in rank-2
modules. This oracle-based LLL-like algorithm for modules allows us to obtain the
following result for our running example (see Theorem 3.9 for a general statement).

Theorem 1.1. Let K = Q[z]/(2% + 1) and R = Z[x]/(z? + 1), for d a power of 2.
There is a polynomial-time reduction from finding a (27\/3)2"*1-appromimation to
a shortest non-zero vector in modules in K™ (with respect to the Fuclidean norm
inherited from mapping an element of K™ to the concatenation of its n coefficient
vectors) to finding a y-approzimation to a shortest non-zero vector in modules in K2.

For example, if n is constant, then the reduction allows to obtain polynomial ap-
proximation factors in modules in K" from polynomial approximation factors in
modules in K?2.

Our second contribution is a heuristic algorithm to find a very short non-zero
vector in an arbitrary module in K?, given access to a CVP oracle with respect to a



lattice depending only on K. We obtain the following result for our running example
(combine Corollary 4.10 with Lemma 2.5 for a general statement).

Theorem 1.2 (Heuristic). There exists a sequence of lattices Lg and an algo-
rithm A such that the following holds. Algorithm A takes as input a pseudo-basis of
a rank-2 module M C (Q/(x? + 1))2, and outputs a vector v.€ M \ {0} that is no
more than 2108 )°™ longer than a shortest non-zero vector of M. If given access to
an oracle solving CVP in Lg in polynomial time, then it runs in quantum polynomial

time. Finally, for any n > 0, the lattice Ly can be chosen of dimension O(d>*").

The quantum component of the algorithm is the decomposition of an ideal as the
product of a subset of fixed ideals and a principal ideal with a generator [BS16]. By
relying on [BEF*17] instead, one can obtain a dequantized variant of Theorem 1.2

relying on more heuristics and in which the algorithm runs in 20(Vd) classical time.

We insist that the result relies on heuristics. Some are inherited from prior works
(such as [PHS19]) and one is new (Heuristic 1 in Section 4). The new heuristic quan-
tifies the distance to L4 of vectors in the real span of L; that satisfy some properties.
This heuristic is difficult to prove as the lattice Ly involves other lattices that are
not very well understood (the log-unit lattice and the lattice of class group rela-
tions between ideals of small algebraic norms). We justify this heuristic by informal
counting arguments and by some experiments in small dimensions.

Finally, we note that the dimension of L; is near-quadratic in the degree d of
the field. This is much more than the lattice dimension d of R, but we do not
know how to use a CVP oracle for R to obtain such an algorithm to find short
vectors in rank-2 modules. An alternative approach to obtain a similar reduction
from finding short non-zero vectors in rank-2 modules to CVP with preprocessing
would be as follows: to reach the goal, it suffices to find a short non-zero vector in a
(2d)-dimensional lattice; by using the LLL algorithm and numerical approximations
(see, e.g., [SMSV14]), it is possible to further assume that the bit-size of the inputs
is polynomial in d; by Kannan’s search-to-decision reduction for the shortest vector
problem [Kan87], it suffices to obtain an algorithm that decides whether or not a
lattice contains a non-zero vector of norm below 1; the latter task can be expressed
as an instance of 3SAT, as the corresponding language belongs to NP; finally, 3SAT
reduces to CVP with preprocessing [MicO1]. Overall, this gives an alternative to
Theorem 1.2 without heuristics, but lattices Ly of much higher dimensions (which
still grow polynomially in d).

TECHNICAL OVERVIEW. One of the technical difficulties of extending LLL to modules
is the fact that the absolute value | - | over Q has two canonical generalizations
over K: the trace norm and the algebraic norm. Let (0;);<4 denote the embedding
of K into C. The trace norm and algebraic norm of x € K are respectively defined
as (32, |oi(2)|?)'/? and []; 0s(x). When K = Q, the only embedding is the identity
map, and both the trace norm and the absolute value of the algebraic norm collapse
to the absolute value. When the field degree is greater than 1, they do not collapse,
and are convenient for diverse properties. For instance, the trace norm is convenient
to measure smallness of a vector over K™. A nice property is that the bit-size of an
element of R is polynomially bounded in the bit-size of the trace norm (for a fixed
field K). Oppositely, an element in R may have algebraic norm 1 (in this case, it is



called a unit), but can have arbitrarily large bit-size. On the other hand, the algebraic
norm is multiplicative, which interacts well with determinants. For example, the
determinant of the lattice corresponding to a diagonal matrix over K is simply the
product of the algebraic norms of the diagonal entries (up to a scalar depending only
on the field K). LLL relies on all these properties, that are conveniently satisfied by
the absolute value.

In our first contribution, i.e., the LLL-like algorithm to reduce module pseudo-
bases, we crucially rely on the algebraic norm. Indeed, the progress made by the
LLL algorithm is measured by the so-called potential function, which is a product
of determinants. As observed in prior works [FP96,KL17], using the algebraic norm
allows for a direct generalization of this potential function to module lattices. What
allowed us to go beyond norm-Euclidean number fields is the black-box handling of
rank-2 modules. By not considering this difficult component, we can make do with
the algebraic norm for the most important parts of the algorithm. The trace norm
is still used to control the bit-sizes of the module pseudo-bases occurring during the
algorithm, allowing to extend the so-called size-reduction process within LLL, but is
not used to “make progress”. The black-boxing of the rank-2 modules requires the
introduction of a modified condition for deciding which 2-dimensional pseudo-basis
to consider to “make progress” on the n-dimensional pseudo-basis being reduced.
This condition is expressed as the ratio between 2-determinants, which is compatible
with the exclusive use of the algebraic norm to measure progress. It involves the
coeflicient ideals, which was unnecessary in prior works handling norm-Euclidean
fields, as for such fields, all modules can be generated by a basis instead of a pseudo-
basis.

Our algorithm for finding short non-zero vectors in rank-2 modules iterates
divide-and-swap steps like 2-dimensional LLL (or Gauss’ algorithm). The crucial
component is the generalization of the Euclidean division, from Z to R. We are
given a € K\ {0} and b € K, and we would like to shorten b using R-multiples of a.
In the context of a € Q\ {0} and b € Q, a Euclidean division provides us with u € Z
such that |b 4 ua| < |a|/2. We would like to have an analogous division in R. How-
ever, the ring R may not be Euclidean. Moreover, the covering radius of the ring R
(viewed as a lattice) can be larger than 1, and hence, in most cases, there will not
even exist an element u € R such that ||b+ aul|| < ||a|| (here || - || refers to the trace
norm). In order to shorten b using a, we also allow b to be multiplied by some element
v € R. For this extension to be non-trivial (and useful), we require that v is not too
large (otherwise, one can always take u = b and v = —a for instance, if a,b € R, and
extend this approach for general a,b € K). Hence, we are interested in finding u, v
such that ||ua + vb|| < €lja|| and ||v|| < C for some ¢ < 1 and C to be determined
later. Intuitively, if we allow for a large number of such multiples v (proportional
to 1/e and to the determinant of the lattice corresponding to R, i.e., the square root
of the field discriminant), there should be one such v such that there exists u € R
with ||vb + au|| < €||al|. We do not know how to achieve the result with this heuris-
tically optimal number of v’s and use potentially larger v’s. The astute reader will
note that if we use such a v inside a divide-and-swap algorithm, we may end up
computing short vectors in sub-modules of the input modules. We prevent this from
happening by using the module Hermite Normal Form [BP91, Coh96, BFH17].



To find wu, v such that ||vb+ au|| is small, we use the logarithm map Log over K.
For this discussion, we do not need to explain how it is defined, but only that it
“works” like the logarithm map log over R~g. In particular if x ~ y, then Logz ~
Logy. We would actually prefer to have the converse property, but it does not
hold for the standard Log over K. In Subsection 4.1, we propose an extension Log
such that Logz ~ Logy implies that  ~ y. In our context, this means that we
want to find u,v such that Logv — Logu =~ Log(b) — Log(a). To achieve this, we
will essentially look for such u and v that are product combinations of fixed small
elements in R. When applying the Log function, the product combinations become
integer combinations of the Log’s of the fixed elements. This gives us our CVP
instance: the lattice is defined using the Log’s of the fixed elements and the target
is defined using Log(b) — Log(a). This description is only to provide intuition, as
reality is more technical: we use the log-unit lattice and small-norm ideals rather
than small-norm elements.

One advantage of using the Log map is that the multiplicative structure of K is
mapped to an additive structure, hence leading to a CVP instance. On the downside,
one needs extreme closeness in the Log space to obtain useful closeness in K (in this
direction, we apply an exponential function). Put differently, we need the lattice
to be very dense so that there is a lattice vector that is very close to the target
vector. This is the fundamental reason why we end up with a large lattice dimension:
we add a large number of Log’s of small-norm ideals to densify the lattice. This
makes the analysis of the distance to the lattice quite cumbersome, as the Gaussian
heuristic gives too crude estimates. For our running example, we have a lattice
of dimension ~ d? and determinant ~ 1, hence we would expect a ‘random’ target
vector to be at distance =~ d from the lattice. We argue for a distance of at most ~ Vd
for ‘specific’ target vectors. Finally, we note that the lattice and its analysis share
similarities with the Schnorr-Adleman lattice that Ajtai used to prove NP-hardness
of SVP under randomized reductions [Ajt98, MG02] (but we do not know if there is
a connection).

IMPACT. Recent works have showed that lattice problems restricted to ideals of some
cyclotomic number fields can be quantumly solved faster than for arbitrary lattices,
for some ranges of parameters [CDW17], and for all number fields with not too
large discriminant, if allowing preprocessing that depends only on the field [PHS19].
Recall that ideal lattices are rank-1 module lattices. Our work can be viewed as a
step towards assessing the existence of such weaknesses for modules of larger rank,
which are those that appear when trying to cryptanalyze cryptosystems based on
the NTRU, RingSIS, RingLWE, ModuleSIS and ModuleLWE problems and their
variants.

Similarly to [CDW17,PHS19], our results use CVP oracles for lattices defined
in terms of the number field only (i.e., defined independently of the input mod-
ule). In [CDW17, PHS19], the weaknesses of rank-1 modules stemmed from two
properties of these CVP instances: the lattices had dimension quasi-linear in the
log-discriminant (quasi-linear in the field degree, for our running example), and
either the CVP instances were easy to solve [CDW17], or approximate solutions
sufficed [PHS19] and one could rely on Laarhoven’s CVP with preprocessing algo-
rithm [Laal6]. In our case, we need (almost) exact solutions to CVP instances for



which we could not find any efficient algorithm, and the invariant lattice has a di-
mension that is more than quadratic in the log-discriminant (in the field degree,
for our running example). It is not ruled out that there could be efficient CVP al-
gorithms for such lattices, maybe for some fields, but we do not have any lead to
obtain them.

As explained earlier, CVP with preprocessing is known to be NP-complete, so
there always exists a fixed lattice allowing to solve the shortest vector problem in
lattices of a target dimension. However, the dimension of that fixed lattice grows as
a high degree polynomial in the target dimension. The fact that we only need near-
quadratic dimensions (when the log-discriminant is quasi-linear in the field degree)
may be viewed as a hint that finding short non-zero vectors in rank-2 modules
might be easier than finding short non-zero vectors in arbitrary lattices of the same
dimension.

Finally, our first result shows the generality of rank-2 modules towards finding
short vectors in rank-n modules for any n > 2. The reduction allows to stay in the
realm of polynomial approximation factors (with respect to the field degree) for any
constant n. This tends to back the conjecture that there might be a hardness gap
between rank-1 and rank-2 modules, and then a smoother transition for higher rank
modules.

NOTATIONS. For two real valued functions f and g, we write f(z) = O(g(z)) if and
only if there exists some constant ¢ > 0 such that f(z) = O(g(z) - |log g(x)|). By
abuse of notations, we write O(z*poly(log z)) as O(z%) even if a = 0. We let Z, Q, R,
and C denote the sets of integers, rational, real, and complex numbers, respectively.
For x € C, we let Z denote its complex conjugate. We use lower-case (resp. upper-
case) bold letters for vectors (resp. matrices). For vectors x; = (x;;); for i < k, we
write (x1]|...||xx) to denote the vector obtained by concatenation. By default, the
matrices are written with column vectors.

For a vector x = (z;); € C", we write ||x||; for ¢ € {1,2,00} to denote ¢;-norm,
and we typically omit the subscript when i = 2. For a lattice 4 C R", we let p(A)
denote the covering radius with respect to Euclidean norm.

2 Preliminaries

In this section, we first recall some necessary algebraic number theory background
and discuss some computational aspects. We then extend Gram-Schmidt orthogo-
nalization to matrices over number fields. In this section, we assume that the reader
is somehow familiar with the algebraic notions used in this article and in previ-
ous works. For more details on these mathematical objects, we refer the reader
to [Neu99, Chapter 1] for algebraic number theory questions, to [Hop98] for any-
thing related to modules and to [PHS19] where the same techniques were used in a
simpler setting.

2.1 Algebraic background

NUMBER FIELDS. We let K be a number field of degree d and Kr = K ®q R.
A number field comes with r; real embeddings and 2r, complex embeddings o;’s,



where 71 + 2ry = d. The field norm is defined as N(z) = [[;,.,0i(z) and the field
trace is Tr(z) = >_,., 0i(z). The canonical embedding of K is then defined as
o(xr) € R™ x C*2, where 0y 1i(7) = 0y 1mri(z) for 1 < i < ro. The field trace
then induces a Hermitian inner product over Kr whose associated Euclidean norm
is [zl = X 1<i<a loi(z)|?)/? for € K. We also define ||z|oo = max;e(q) |0i ()|

In this work, elements of K are identified to their canonical embeddings. From
this perspective, the set Kp is also identified to {y € R™ x C?"2 : Vi < 72, Yy 1rati =
Yr,+i} (the embedding map o provides a ring isomorphism between K and the latter
subspace of R x C?"2). We write K3 for the subset of vectors in Kg with non-zero
entries (it forms a group, for component-wise multiplication). We also write Kﬂ'{ for
the subset of vectors in Kr with non-negative (real) coefficients. For = € Kg, we let Z
refer to the element of Ky obtained by complex conjugation of every coordinate.*
We can also define a square-root /- : Kﬁ — Kﬁ by taking coordinate-wise square
roots.

We let R be the ring of integers of K. It is a free Z-module of rank d, and can
be seen as a lattice via the canonical embedding. The discriminant Ax of K is then
the squared volume of R, i.e., Ax = det((oi(z;))i;)? for any Z-basis (z;);<q of R.
We will often use the inequality log Ax > £2(d) to simplify cost estimates.

We let R* = {u € R|3v € R : uwv = 1} denote the group of units of R. Dirich-
let’s unit theorem states that R* is isomorphic to the Cartesian product of a finite
cyclic group (formed by the roots of unity contained in K') with the additive group
ZrFr2=1 We define Log : K — R? by Log(z) = (log(|o1(z)|), - . .,log(Joa(z)]))”.
Let E={z € R |Vr <i<ry: x; = Tity,}. We have Log(Ky) C E. We also
define H = {x ¢ RY : e i =0tand 1=(1,..., 1)T, which is orthogonal to H
in R%. The set A = {Log(u) : u € R*} is a lattice, called “log-unit” lattice. It has
rank 1 + ro — 1, by Dirichlet’s units theorem and is full rank in £ N H. Further, its
minimum satisfies A\1(A4) > (Ind)/(6d*) (see [FP06, Cor. 2]).

IDEALS. A fractional ideal I of K is an additive subgroup of K which is also stable
by multiplication by any element of R, and such that I C R for some z € Z \ {0}.
Any non-zero fractional ideal is also a free Z-module of rank d, and can therefore
be seen as a lattice in KR using the canonical embedding: such lattices are called
ideal lattices. The product IJ of two fractional ideals I and J is the fractional
ideal generated by all elements zy with x € I and y € J. Any non-zero fractional
ideal I is invertible, i.e., there exists a unique ideal 7! = {x € K : zI C R}
such that II7! = R. When I C R, it is said to be an integral ideal. An integral
ideal p is said to be prime if whenever p = IJ with I and J integral, then either
I =porJ=p. Forany g € K, we write (g) = gR the smallest fractional ideal
containing g, and we say that it is a principal ideal. The quotient of the group of
non-zero fractional ideals (for ideal multiplication) by the subgroup consisting in
principal ideals is the class group Clg. Its cardinality hx is called the class number.

Under the GRH, there is a set of cardinality < loghx = O(log Ax) of prime ideals

4 Observe that even if complex conjugation might not be well defined over K (i.e., the element
might not be in K even if z is), it is however always defined over Kg. In this article, complex
conjugation will only be used on elements of Kg, and we make no assumption that K should be
stable by conjugation.



of norms < 12log? Ag that generates Cli (see, e.g., [PHS19, Se. 2.3]). We also will
use the bound hy - (det A) < 20008 AK) (see, e.g., [PHS19, Se. 2.4]).
The algebraic norm N (I) of an integral ideal I is its index as a subgroup of R,

and is equal to det(o([])) /A}(/z. The algebraic norm of a prime ideal is a power of
a prime number. For a principal ideal, we also have N'({g)) = |N(g)|. The norm
extends to fractional ideals using N (1) = N(zI)/|N (z)|, for any = € R\ {0} such
that 21 C R. We have N (IJ) = N(I)N(J) for all fractional ideals I, .J.

Lemma 2.1 ( [BS96, Th. 8.7.4]). Assume the GRH. Let mi(x) be the number of
prime integral ideals of K of norm < x. Then there exists an absolute constant C
(independent of K and x) such that |1k (z) —li(x)| < C-v/z(dlogz+log Ax), where
li(z) = ; 1% ~ s

MODULE LATTICES AND THEIR GEOMETRY. In this work, we call (R-)module any
set of the form M = I1b; + ...+ I,,b,, where the I;’s are non-zero fractional ideals
of R and the b;’s are Kg-linearly independent® vectors in Kg', for some m > 0.
The tuple of pairs ((I1,b1),...,(In, by)) is called a pseudo-basis of M, and n is
its rank. Note that the notion of rank of a module is usually only defined when
the module has a basis (i.e., is of the form M = Rb; + ... + Rb,, with all the
ideals equal to R). In this article, we consider an extension of the definition of rank,
defined even if the module does not have a basis, as long as it has a pseudo-basis.
In particular, fractional ideals are rank-1 modules contained in K, and sets of the
form a - I for o € Kﬁ and a non-zero fractional ideal I are rank-1 modules in K.
We refer to [Hop98] for a thorough study of R-modules, and concentrate here on the
background necessary to the present work.

Two pseudo-bases ((I1,b1),...,(In,by)) and ((J1,c1),...,(Jn,cy)) represent
the same module if and only if there exists U = (u;;);; € K™*™ invertible such
that C = B - U; we have u;; € IiJj_1 and u;; € JZ-I]._l for all 4,5 and for U’ =
(wij)ij = UL Here, the matrix B is the concatenation of the column vectors b;
(and similarly for C). If n > 0, we define detg, M = det(ETB)l/2 1L L. Tt s
an R-module in Kg. Note that it is a module invariant, i.e., it is identical for all
pseudo-bases of M.

We extend the canonical embedding to vectors v = (v1,...,v,)7 € Kg' by defin-
ing o(v) as the vector of R¥™ obtained by concatenating the canonical embeddings
of the v;’s. This extension of the canonical embedding maps any module M of rank n
to a (dn)-dimensional lattice in R%™. We abuse notation and use M to refer to both
the module and the lattice obtained by applying the canonical embedding.

The determinant of a module M seen as a lattice is det M = A%Q N (detg, M).
This matches with the module determinant definition from [FS10, Se. 2.3]. Since
det(M) # 0, this shows in particular that the diagonal coefficients r; of the R-
factor are invertible in Kg (otherwise, one of their embedding would be 0 and so
would be their norm).

% The vectors b;’s are said to be Kg-linearly independent if and only if there is no non-trivial ways
to write the zero vector as a Kgr-linear combination of the b;’s. Because Kr is a ring and not a
field, this definition is stronger than requiring that none of the b;’s is in the span of the others.



We consider the following inner products for a,b € Kg*:

(a,b) g, = Z a;b; € Kg and (a,b) = Tr( Z a;b;) € C.

i€[m] i€[m]

Note that we have (v,v)k, € Kg, as all 0;((v,V)k,)’s are non-negative. For v €
K, we define ||v||x, = /(v.V)k, and ||v] = /Tr({v,v)k,) = /(v,v). Observe
that ||v|| correspond to the Euclidean norm of v when seen as a vector of dimension
dm via the canonical embedding. We extend the infinity norm to vectors v € Kg'
by [[V]leo = maxicpy) [|villoo, Where v = (v1,...,vy,). We also extend the algebraic
norm to vectors v € Kg' by setting N'(v) := N(||v| k). For m = 1, we see that
N (v) = [N (v)|. By the arithmetic-geometric inequality, we have v/d- N (a)'/? < ||a||

for a € Kg'. Observe also that for any vector v = (vq,... ,um)T € Kg, we have
N(v) > max;(N(v;)), because for any embedding o7, it holds that |oj(viT7 + - - +
UnTm)| = |oj ()P + -+ |oj(om)[? = max; o (v) >

We define the module minimum A\ (M) as the norm of a shortest non-zero ele-
ment of M with respect to ||-||. Our module-LLL algorithm will rely on the algebraic
norm rather than the Euclidean norm. For this reason, we will also be interested
to the minimum M (M) = inf(M(v) : v.€ M \ {0}). We do not know if this min-
imum is always reached for some vector v € M, but we can find an element of M
whose algebraic norm is arbitrarily close to )\jlv (M). The following lemma provides
relationships between A (M) and A (M).

Lemma 2.2. For any rank-n module M, we have:
A=A (M)A < XY (M) < d= A (M) < n®2 AV N (det e, M)

Proof. Let s € M \ {0} of minimal Euclidean norm. By the arithmetic-geometric
inequality, we have N(s) < d~%?2|s||%. By Minkowski’s theorem applied to the
canonical embedding of M, we have ||s|| < v/nd - (det M)'/("®_ Using the equal-
ity det M = AnK/2N (detg, M) allows to obtain the last two inequalities. Next, for
any s € M \ {0}, Minkowski’s theorem applied to the lattice o(R - s) gives us
AM(M) < A(R-s) < Vd- A}f - N(s)"/4. The last inequality follows by definition of
the infimum. 0

2.2 Computing over rings

In this work, we assume that we know a LLL-reduced Z-basis (r1,...,r4) of R,
with respect to || - . Note that computing a Z-basis of R is, in the worst-case, an
expensive task (see, e.g., [Coh95, Se. 6.1]). Once such a basis is known, applying
the LLL algorithm to it has a bit-complexity that is polynomial in log Ax and
max log ||7;||. Note that the spanned lattice and the positive definite quadratic form
may not be integral, but LLL-reduction can be performed by taking approximations
to a polynomially bounded precision, because a lower bound for A\;(R) is known (we
have A;(R) > 1). We refer to [Buc94,SMSV14] for LLL-reduction of non-integral
lattices.

REPRESENTING ELEMENTS AND IDEALS. For computations, elements of R can be
represented as integer linear combinations of such a LLL-reduced Z-basis of R. The
following lemma provides a bound for the involved integer coefficients.
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Lemma 2.3 ( [FS10, Le. 2]). Let (75)i<q be a Z-basis of R that is LLL-reduced
with respect to || - ||. For all x = x;r; € K, we have max; |z;| < 2342 | z]|.

We will also use the fact that max; ||| < (4d)% QA}(/Q, which is implied by the
facts that max; ||7;|| is no more than 27 times longer than the last minimum of R (by
LLL-reducedness), by Minkowski’s second theorem, and the lower bound A;(R) > 1.

An ideal can be represented by a Z-basis (b;);<q4 with the b;’s belonging to K.
The following lemma can be used in combination with Lemma 2.3 to bound the bit-

size of a representation of an ideal. The proof follows from the fact that deto(I) =
VAgN(I) and from standard LLL-reduction inequalities [LLL82, p. 518].

Lemma 2.4. Let (b;)i<q be a Z-basis of a fractional ideal I C K that is LLL-reduced
with respect to | - ||. Then [, bl <29 - VAx - N(I).

This lemma implies that an ideal can be represented in size polynomial in log Ay,
log N (1), and log x where x is the smallest positive integer such that I C R.

COMPUTATIONS WITH AN ORACLE. In Section 4, we will assume that we have access
to an oracle for the Closest Vector Problem, for lattices related to K. For example,
we will assume that we can solve CVP for the lattice corresponding to R, with
respect to || - ||. This lattice has dimension d.

In a similar vein, we will use the following adaptation from [PHS19, Th. 3.4], to
find short elements in rank-1 modules.

Lemma 2.5 (Heuristic). There exists a lattice Lx (that only depends on K and
has dimension O(log Ak)) such that, given an oracle access to an algorithm that
solves CVP for Ly, the following holds. There exists a heuristic quantum polynomial-
time algorithm that takes as input an ideal I of K and any o € Ky, and outputs
x € al \ {0} such that

|2 lloo < - N (@)Y N(D)H4,
where ¢ = 2000g|AD/d 1, particular, we have ||zs < c- [N (z)|Y/2.

The result assumes GRH and Heuristic 4 from [PHS19]. The quantum computa-
tion performed by the algorithm derives from [BS16] and consists in computing the
log-unit lattice, finding a small generating set ([p;]); of the class group Clx of K,
and decomposing the class [I] of I in Clg in terms of that generating set. These
quantum computations can be replaced by classical ones (e.g., [BF14, BEFT17]), at
the expense of increased run-times and additional heuristic assumptions.

The lemma can be derived from [PHS19, Th. 3.4] by replacing Laarhoven’s CVPP
algorithm [Laal6] by an exact CVPP oracle. In [PHS19], the CVPP algorithm is
used with a target vector t derived from the decomposition of [I] on the [p;]’s and
the logarithm Log(g) of an element g € K. To obtain the statement above, we
replace Log(g) by Log(g - «) = Log(g) + Log(a). The last lemma statement |||/ <
c| V()| comes from the observation that |[N(z)| > N(a) - N(I) (which holds
because x belongs to ol \ {0}).

11



2.3 Gram-Schmidt orthogonalization

We extend Gram-Schmidt Orthogonalization from matrices over the real numbers
to matrices over Kg'. For (by,...,by) € Kg'™" such that by, ..., b, are Kg-linearly
independent, we define b} = b; and, for 1 <1 < n:

(bj; bj) K

bl =b,; — SbE with V) <i: oy = el
ZMJ J J Hig <b;,b;>KR

j<i

It may be checked that (bj,b}) = 0 for i # j, and that b; = argmin(||b; —
> i<i Yl 1V7 : y; € Kg).

We also extend the QR-factorization to matrices over Kg. We define r;; = ||b} ||k,
for i <n, r;j = pjiry; when i < j, and 7;; = 0 when ¢ > j. We then have B = Q- R,
where Q € K" is the matrix whose columns are the b} /||b}||k;’s and R = (74;);.
Note that QTQ = Id and that R is upper-triangular with diagonal coefficients
in Ky .

The following lemma provides relationships between some module invariants and
the QR-factorization.

Lemma 2.6. Let M C Kg' be a module with pseudo-basis ((I;,b;))i<n. Let R be the
R-factor of B. Then, we have detg, M = [, riul; and det M = A?(p [LN(rids).
Further, for any vector v.€ Kg' and fractional ideal I C K such that 0 C vI C M,
it holds that N'(v) - N'(I) > min; N'(r;1;). This implies in particular that XY (M) =
infseM\{O} N (s) > min; N (r1;).

Proof. Recall that we have detg, M = (det ETB)I/ 2. 11, Ii- Using the QR-decom-
position (and in particular the facts that QTQ = Id and that R is upper-triangular
with diagonal coefficients in Ky ), this rewrites as detg, M = (det ﬁTR)l/ 2L L =
L, riid;. The equality det M = A?{/QN (det g, M) leads to the first statement.

For the second statement, note that for any v € Kg* in the Kg-span of M (or,

equivalently, in the Kg-span of the columns of B), we have ||QTV||K]R = ||v||k, and
S0 N(QTV) = N(v). Also, if 0 € vI C M for a non-zero fractional ideal I, then
QTVI # 0 is contained in the module M’ spanned by the pseudo-basis ((1;, r;))i<n,

where the r;’s are the columns of R. Let us define v/ = QTV. We write v/ = > x;r;.
Note that the z;’s do not necessarily belong to the ideals I;, because v’ does not
necessarily belongs to M’. Consider ig = max(i[Vj > i : z; = 0) (such a iy exists
since v/ # 0). Because the matrix R is upper triangular and v'I C M’ we know
that @7 .i0] C Tigiolig, and, in particular, that N (zi,rigil) > N (7igi0liy) >
min; N (r;I;) (because x;,74,,i,] # {0}). We conclude using the fact that N(v) =
N V') > N(xiyrig.ip) (because xi,ri, 4, is the ip-th coeflicient of v').

The lower bound on A (M) follows by taking v € M, I = R and letting N/(v)
tend to MY (M). 0

In this work, we will mostly rely on QR-factorization. It carries the same in-
formation as Gram-Schmidt orthogonalization, but allows for simpler explanations.
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However, from a computational perspective, the R-factor may be difficult to repre-
sent exactly even for modules contained in K™, because of the square roots appear-
ing in its definition. This difficulty is circumvented by computing the Gram-Schmidt
orthogonalization instead, and using it as a means to represent the R-factor.

COMPUTING GRAM-SCHMIDT ORTHOGONALIZATIONS. We first note that the Gram-
Schmidt coefficients may not belong to K even if the pseudo-basis does. To explain
how to exactly represent the Gram-Schmidt orthogonalization, we need to backtrack
a little to operations in K. As seen before (in Lemma 2.3), an element x in R is
represented by a vector in Z? storing the coefficients of z with respect to a LLL-
reduced basis (r;);<q of R (for |- ||). Multiplication between z1,x2 € R is performed
thanks to a table (of O(d®) integers) storing the representations of each term r;r;
for all 4, < d. An element z in K is represented by a pair (Tpum, Tgen) € R? such
that © = Tpum/Tden (and both zpy, and x4, are themselves represented by vec-
tors on Z9, as explained above). All the above enables additions, multiplications
and divisions in K. Now, when computing the Gram-Schmidt orthogonalization, we
will make use of complex conjugation in Kg (as we use a Hermitian inner prod-
uct). Recall that for € Kg, the element £ € Kp is obtained by coordinate-wise
complex conjugation of its embedding vector. We define R and K as the subsets
of Kg obtained by applying this operator to the elements of R and K, respectively.
These elements can be represented using the 7;’s rather than the r;’s. We also de-
fine RR = {yr : § € R,x € R}. Every element x € RR can be expressed as an
integer combination of the d? elements 7;r; (for i,j < d), and this vector in 7 s
used to represent . The bit-size of an element in RR is the bitsize of this vector
in Z%. The multiplication table for R allows to perform multiplication in RR.

Lemma 2.7. Let bq,...,b, € K™ be K-linearly independent. Then the coefficients
of the b} ’s and ;;’s can be written as fractions of elements in RR whose bit-sizes are
polynomially bounded with respect to max;(log z+log ||xb;||), where z is the smallest
positive integer such that xb; € R™ for all i.

Proof. Without loss of generality, we assume that the b;’s belong to R™. Let d; =
det(B] B;) with B; = (by,...,b;) for i < n. Then, by a direct adaptation of [LLLS2,
p. 523], we have d; € RR, d;_1b} € (RR)™ and dju;; € RR for all j < i. This implies,
using Lemma 2.3, that the coefficients of the b}’s and the j;;’s can be written as
fractions of elements in RR with d;_; and d; as denominator, respectively. Going
down to the expressions in terms of integer combinations in the r;’s, 7;’s and 7;7;’s,
it may be checked that these numerators and denominators are sums and products
of a polynomial number of terms z;r; and x;7;, where each x; and x; is an integer.
Further, by Lemma 2.3, each such integer is polynomially bounded with respect
to max; log ||b;||. This allows to complete the proof. O

For lattices, if we have a basis and a full-rank family of short vectors, then
we can efficiently obtain a basis of the lattice whose Gram-Schmidt vectors are
no longer than those of the full-rank family of short vectors. This was generalized
to modules in [FS10], relying on the extension to modules of the Hermite Normal
Form [BP91, Coh96, BFH17].
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Lemma 2.8 ( [FS10, Th. 4]). There exists an algorithm that takes as inputs a
pseudo-basis ((I;, b;))i<n of a module M C Kg' and a full-rank set of vectors (s;)i<n
of M and outputs a pseudo-basis ((J;, c;))i<n such that c; € M and ¢ =s! for alli.
If M C K™, then it terminates in polynomial-time.

Note that the condition that ¢; € M implies that R C J;, for all 1.

3 LLL-reduction of module pseudo-bases

LLL-reduction of lattice bases is defined in terms of Gram-Schmidt orthogonalization
(or, equivalently, QR-factorization). A basis is said LLL-reduced if two conditions are
satisfied. The first one, often referred to as size-reduction condition, states that any
off-diagonal coefficients r;; of the R-factor should have a small magnitude compared
to the diagonal coefficient r; on the same row. The second one, often referred to as
Lovész’ condition, states that the 2-dimensional vector (r;;,0)7 is no more than 1/§
times longer than (ri7i+1,ri+17i+1)T, for some parameter 6 < 1. The size-reduction
condition allows to ensure that the norms of the vectors during the LLL execution
and at its completion stay bounded. More importantly, in combination with Lovasz’
condition, it makes it impossible for ;41 ;41/7i; to be arbitrarily small (for an LLL-
reduced basis). The latter is the crux of both the LLL output quality and its fast
termination.

3.1 An LLL algorithm for module lattices

When extending to rings, the purpose of the size-reduction condition is better ex-
pressed in terms of the FEuclidean norm || - ||, whereas the bounded decrease of
the 7;;’s is better quantified in terms of the algebraic norm A(-). This discrep-
ancy makes the definition of a LLL-reduction algorithm for modules difficult. In
this section, we circumvent this difficulty by directly focusing on the decrease of
the 7;;’s, deferring to later sections the handling of the rank-2 modules of pseudo-
bases ((I;, (riyi,O)T), (Liv1, (ri,i+1,ri+1,i+1)T)). We also defer to later the bounding
of bit-sizes.

Definition 3.1 (LLL-reducedness of a pseudo-basis). A module pseudo-basis
(13, b4))i<n 1s called LLL-reduced with respect to a parameter age > 1 if, for alli < n,
we have:

1
N (rig1,iv1Liv1) > ox N (riily), (3.1)

where R = (r; j)i; refers to the R-factor of the matrixz basis B.

We first explain that LLL-reduced pseudo-bases are of interest, and we will later
discuss their computation (for some value of o).

Lemma 3.2. Assume that ((1;,b;))i<n is an LLL-reduced pseudo-basis of a mod-
ule M. Then:

NN (by) < a2 (N (det g, M)V,
N(ID)N (by) < ot - XY (M),
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Proof. From (3.1), we obtain N'(I1)N (b1) < a4 N (r;;1;) for all i < n. Taking the
product over all i’s gives (N (I1)N (b)) < o/;((n_l)/2./\f(detK]R M), by Lemma 2.6.

The proof of the first inequality can be completed by taking the n-th root. The second
inequality can be obtained by combining the last claim of Lemma 2.6 with (3.1). O

Our LLL algorithm for modules is very similar to the one over the integers. The

Algorithm 3.1 LLL-reduction over K
Input: A pseudo-basis ((I;,b;))i<n of a module M C K™.
Output: An LLL-reduced pseudo-basis of M.
1: while there exists i < n such that ax - N(rit1,i+1Li+1) < N(ri;1;) do
2: Define M; as the rank-2 module spanned by ((I;,a;), (Iix1,ai11)), with a; = (ri,0)T
and a;+1 = ('f'i,i+177'i+1,i+l)T;
3:  Find s; € M; \ {0} such that N'(s;) <~y MY (M;);
4: Set s;+1 = a; if it is linearly independent with s;, and s;+1 = a;+1 otherwise;
5: Call the algorithm of Lemma 2.8 with ((1;,a;), (Ii+1,ai+1)) and (s, s;+1) as inputs, and let
((Ij,a3), (Ii;1,a541)) denote the output;
6: Update ]1 = Lf, ]1'+1 = [z{+1 and [b1|b,+1] = [b1|b1+1} . A._l . A/
(where A = [a;|a;+1] and A’ = [aj|aj ]).
7: end while
8: return ((1;,b;))i<n.

algorithm proceeds by finding an approximation to a shortest non-zero element in a
rank-2 module, with respect to the algebraic norm. Using Lemma 2.2, we obtain a
sufficient condition on a g such that Algorithm 3.1 terminates. In particular, if ay is
sufficiently large, then N'(ri11 i41li41) < ﬁ/\/’ (ri,i1;) implies that there is a vector s
in the local projected rank-2 module of norm significantly less than N (r;; ;).

Lemma 3.3. Tuke the notations of Algorithm 3.1, and consider an index i < n
such that ag - N (rip1i+1lit1) < N(ri:1;). We have N (s;) < 4 %N(ri,ﬂi).

Proof. Using Lemma 2.2 applied to the rank-2 module M;, we have
N(si) < ’7d2d/2A%2 (N(Ti,ifi)N(T‘z’+1,i+1fz'+1))1/2~
Using the assumption allows to complete the proof. O
We are now ready to prove the main result of this section.

Theorem 3.4. Assume that Step 3 of Algorithm 3.1 is implemented with some
algorithm O for some parameter . Assume that ag > 7?2 Ag. Then Algorithm 3.1
terminates and outputs an LLL-reduced pseudo-basis of M. Further, the number of
loop iterations is bounded by

n(n+1) max N (r;;1;)

log(arx /(124240 %)) 8 min N (ruly)’

where the I;’s and ri;’s are those of the input pseudo-basis.
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Proof. We first show that at every stage of the algorithm, the current pseudo-basis
((I;,b;))i<n is a pseudo-basis of M. For this, it suffices to show that the opera-
tions performed on it at Step 6 preserve this property. This is provided by the
fact that A=! . A’ maps the pseudo-basis ((I;,a;), (I;4+1,a;41)) into the pseudo-
basis ((Ij,a]), (I],,aj,)) of the same rank-2 module (by Lemma 2.8). Applying the
same transformation to ((I;, b;), (Ii+1,bit+1)) preserves the spanned rank-2 module.
The correctness of Algorithm 3.1 is implied by termination and the above.

We now prove a bound on the number of loop iterations, which will in particular

imply termination. Consider the quantity

II .= HN(TiiIi)n_i+1.
i<n

This quantity if bounded from above by max N (r;1;)™™t1/2 and from below by
min N (r;1;)*"+t1)/2, Below, we show that IT never increases during the execution
of the algorithm, and that at every iteration of the while loop, it decreases by a
factor > /o /(72924 Ag). We also show that the quantity min N (ry; 1;)""+1/2 can
only increase during the execution of the algorithm, hence the lower bound above
holds with respect to the input r; and I; at every step of the algorithm. Combining
the decrease rate with the above upper and lower bounds, this implies that the
number of loop iterations is bounded by

TL(TL + 1) 1 max/\/(m[i)

log(ag /(v292¢ Ak ) o8 min N (r; ;)

where the I;’s and r;;’s are those of the input pseudo-basis.

Consider an iteration of the while loop, working at index i. We have ag -
N (rig1,i+1Li+1) < N(riil;). Step 6 is the only one that may change II. Observe
that we have

II = HN (detKR(((Iiabi))igj)) .
Jj<n

During the loop iteration, none of the n modules in the expression above changes,
except possibly the i-th one. Now, note that

N (detKR (((Ik’> bk))kﬁl)) = HN(Tkka)

k<i

During the loop iteration under scope, only the i-th term in this product may
change. At Step 6, it is updated from N(r;I;) to N(I/)N(a}). By Lemma 2.8,
we have N (I/) < 1 and a) = s;. Now, by Lemma 3.3, we have that N (s;) <
74 %N (rii1;). Overall, this gives that AV (r;;1;) and hence IT decrease by a fac-
tor > \/ax /(12429 A).

To show that min NV (r;I;) can only increase during the execution of the algo-
rithm, observe that, during a loop iteration, only N (r4;I;) and N (rit1i411i+1) may
be modified. Let us call N'(r};]) and N(r},,,,1;,;) the corresponding values at

11

the end of the iteration. We have seen above that N (r},I!) < N (r41I;), which implies

171

that N (7, 1) < max(N (r41;), N (rit1,i4+11i+1)). We also know from Lemma 2.6 that

n
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N (7, I)) > min(N (ri;1;), N (rit1,i+11i+1)). As the determinant of M; is constant, we

11
have

N (ri; ) 'N(T;—H,i—l—llz{—i—l) =N (riili) - N(rig1it1liv1)-

This implies that N(r£+1,i+1lz(+1) > min(N (r4:1;), N (rit1,i+11i+1)). Overall, we have
that N(ri, 1), N (ri 1y ;4117 1) = min(N (rii i), N (ri1iv1div1))- O

n

3.2 Handling bit-sizes

In terms of bit-sizes of the diverse quantities manipulated during the execution of the
algorithm, there can be several sources of bit-size growth. Like in the classical LLL-
algorithm, the Euclidean norms of off-diagonal coefficients r;; for ¢ < j could grow
during the execution. We handle this using a generalized size-reduction algorithm.
Other annoyances are specific to the number field setup. There is too much freedom
in representing a rank-1 module Iv: scaling the ideal I by some z € K and dividing v
by the same x preserves the module. In the extreme case, it could cost an arbitrarily
large amount of space, even to store a trivial rank-1 module such as R-(1,0,...,0)T,
if such a bad scaling is used (e.g., using such an x with large algebraic norm). Finally,
even if the ideal I is “scaled”, we can still multiply v by a unit: this preserves the
rank-1 module, but makes its representation longer.°

Definition 3.5. A pseudo-basis ((1;,b;))i<n, with I; C K andb; € Kg* for alli < n,
1s said scaled if, for all i < n,

RCIL, NI)>2TA2 and ||ry| < 20 AN CON (ryi1) 9.

It is said size-reduced if ||r;j/rii|| < (4d)dA}(/2 foralli < j<n.

Note that if ((Z;, b;))i<y is scaled, then NV (I;) <1 for all i < n. Further, if the
spanned module is contained in R™, then b; € R™ for all i < n. Algorithm 3.2
transforms any pseudo-basis into a scaled pseudo-basis of the same module.

Algorithm 3.2 Scaling the ideals.

Input: A pseudo-basis ((I;, bi))i<n of a module M.

Output: A scaled pseudo-basis ((I], b}))i<n of M.
1: for i=1ton do
2 Use LLL to find s; € ry - I; \ {0} such that ||s;|| < ZdA}!(M)/\/(niIi)l/d;
3 Write s; = 14 - i, with x; € I;;

4: Define I = I; - (z;)~" and b} = z;b;.

5

6

: end for
: return ((I7,b}))i<n-

Lemma 3.6. Algorithm 3.2 outputs a scaled pseudo-basis of the module M gener-
ated by the input pseudo-basis and preserves the N (ry;1;)’s. If M C R™, then it runs
in time polynomial in the input bit-length and in log A .

5 Note that ideal scaling and size-reduction have been suggested in [FS10, Se. 4.1], but without a
complexity analysis (polynomial complexity was claimed but not proved).
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Proof. The algorithm scales each column of the pseudo-matrix by some factor x; € K
and scales the corresponding ideal accordingly. This operation preserves the spanned
module. Further, the fact that z; belongs to K implies that the ideal I/ remains a
fractional ideal of K.

Fix i < n. The determinant of the canonical embedding of ry;I; is A%2N (rai1;)
and its dimension is d, so LLL can indeed be used to find s; € ry - I; \ {0} such
that ||s;]| < ZdA}(/@d)N (ri:1;)Y/4. By the arithmetic-geometric inequality, this im-
plies that N (s;) < 2d2A%2N(riiI¢). We hence have N (x;) < QdZA}(ﬂ./\/'(L;) and
NI = N(L) /N (xi) > 2*d2A[_{1/2. Further, as z; € I;, we have R C I/, which
implies that N (I/) < 1. Finally, we have r}, = z;r;; = s;, hence ||r,| = ||s;]] <
QdA}(/(zd)N(riiIi)l/d = 2dA%(2d)N(r§iI{)1/d. This proves the bound on |7,| and
concludes the proof of correctness of the algorithm.

Now, observe that b is Kr-colinear to b,. Hence, replacing a vector b, by b/, does
not impact 7;; for j # i. The quantities N'(rj;I;) are therefore preserved through
the execution of the algorithm.

If M C R™, by Lemmas 2.3, 2.4 and 2.7, all the operations performed in the
algorithm can be done in polynomial time. Hence the whole algorithm runs in poly-
nomial time. a

Algorithm 3.3 aims at size-reducing a scaled pseudo-basis. It relies on a |-|g
operator which takes as input a y € K and rounds it to some k € R by writing y =
> y,r; for some y;’s in R, and rounding each y; to the nearest integer: k = > kir; =
> |yilri (remember that the r;’s form an LLL-reduced basis of R). For computations,
we will apply this operator numerically, so that we may not have max; |k; —y;| < 1/2
but, with a bounded precision computation, we can ensure that max; |k; — y;| < 1

Algorithm 3.3 Size-reduction.

Input: A scaled pseudo-basis ((I;, b;))i<n of a module M.
Output: A size-reduced pseudo-basis of M.

1: for j=1tondo

2: for i=j—1to1ldo
3 Compute z; = |rij/Tii| r;
4: b]' = bj - .Z‘lbZ
5: end for
6:
7

end for
return ((L;,b;))i<n.

Lemma 3.7. Algorithm 3.3 outputs a scaled size-reduced pseudo-basis of the mod-
ule M generated by the input pseudo-basis and preserves the N (riI;)’s. If M C R™,
then it runs in time polynomial in the input bit-length and in log Ak .

Proof. As the input basis is scaled, the operations performed on the pseudo-basis
preserve the spanned module (because the ideals I; contain R). Further, note that
the update of b; at Step 4 has no effect on 7y for j* # j or j/ = j and ¢’ > 1.
It transforms 7; into r;; — x;73; and 7y into 7y — @7y for i < 4. In particular,
the new ry; satisfies ||ri; /74| < dmaxg<q||7k||. As the r;’s are a LLL-reduced basis
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of R, we have that maxg<q [|rg|| < (4d)d/2A}</2. This proves the correctness of Algo-
rithm 3.3. The preservation of the N (r; I;)’s is direct, as neither the r;;’s nor the I;’s
are modified.

Now, assume that M C R™. Assume that the outer loop is currently at index j.
Consider the inner loop iteration indexed by i. Let m?ld and mj " respectively denote
the value of maxy ; ||ryj/ryi|| at the start and end of this inner loop iteration. We

have:
r}ew

m;

< m?ld + [zl f}}g‘ 7373 /Tirir |-

We have max; . ||ryi/riir| < (4d)dA}(/2, because the first j — 1 columns are size-
reduced. Also, we have ||z;|| < mjo-ld + (4d)dA}(/2, as x; = |75/ | g. This gives

MY < (14 (4d)P AP ym + (4d)* A

Iterating over the j — 1 < n values of 7, we obtain that m; always stays bounded

from above by (1 + (4d)dA}</2)”(m§mt + (4d)dA}</2), where mé«”it is the value of
max; < ||7yj/rivir|| at the start of the first inner loop iteration. This implies that
log [|bj|| always remains below a polynomial in the input size, n and log Ag. If
need be, we can recompute the R-factor at every step of the algorithm (rather than
updating it), and, by Lemma 2.7, the cost will still be polynomially bounded in the

input bit-length and in log Ag. O

We now consider Algorithm 3.4, which is a variant of Algorithm 3.1 that allows
us to prove a bound on the bit cost. The only difference (Step 7) is that we call
Algorithms 3.2 and 3.3 at every loop iteration of Algorithm 3.1, so that we are able
to master the bit-lengths during the execution. Without loss of generality, we can
assume that the pseudo-basis given as input is scaled and size-reduced: if it is not the
case, we can call Algorithms 3.2 and 3.3, which will produce a pseudo-basis of the
same module, whose bit-length is polynomial in the input bit-length and in log Ag.

Algorithm 3.4 LLL-reduction over K with controlled bit-lengths

Input: A scaled size-reduced pseudo-basis ((I;, b;))i<n of a module M C R™.
Output: An LLL-reduced pseudo-basis of M.
1: while there exists 7 < n such that ak - N(Ti+1,i+1]i+1) < N(ri,ili) do
2:  Let M; be the rank-2 module spanned by the pseudo-basis ((I;, a;), (li41,a:+1)), with a; =
(rii,0)T and a;11 = (Fiit1, Pit1,it1)
3:  Find s; € M; \ {0} such that N (s;) < 4% MY (M;);
4: Set s;+1 = a; if it is linearly independent with s;, and s;+1 = a;4+1 otherwise;
5: Call the algorithm of Lemma 2.8 with ((1;,a;), (Ii+1,a:+1)) and (s;,s;4+1) as inputs, and let
((I;,a}), (Ii41,a541)) denote the output;
6: Update I, := I{, Iy := IZ{+1 and [bi|b¢+1] = [bi|b¢+1} CATLLA!
(where A = [a;|a;+1] and A’ = [aj|aj ]);
T Update the current pseudo-basis by applying Algorithm 3.2 and then Algorithm 3.3 to it.
8: end while
9: return ((L;,b;))i<n.
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Theorem 3.8. Assume that Step 3 of Algorithm 3./ is implemented with some
algorithm O for some parameter v. Assume that g > v??2¢ Ay, Given as input a
scaled and size-reduced pseudo-basis of a module M C R™, Algorithm 3.4 outputs
an LLL-reduced pseudo-basis of M in time polynomial in the bit-length of the input
pseudo-basis, log A and 1/log(ax /(v?42¢Ak)).

Proof. The correctness proof of Theorem 3.4 still holds. The only adaptation needed
is to observe that during the execution of Step 7, none of the NV (r;; I;)’s changes. This
is provided by Lemmas 3.6 and 3.7. Further, note that the bound on the number
of loop iterations is polynomial in the bit-length of the input pseudo-basis and
1/log(ag /(7?9124 Ak)). Tt remains to prove that the bit-lengths of all the quantities
occurring during the execution of the algorithm remain sufficiently small.

For this, it suffices to show that the pseudo-bases keep bounded bit-lengths.
As Algorithms 3.2, 3.3 and the algorithm from Lemma 2.8 run in polynomial time,
the bit-lengths of all quantities manipulated during a loop iteration are polynomially
bounded in terms of the run-time of O, log Ax and the bit-length of the pseudo-basis
at the start of the same loop iteration. It therefore suffices to bound the bit-lengths
of the pseudo-bases occurring at the start of each loop iteration. At that moment,
the pseudo-bases are scaled, so the bit-lengths of the coefficient ideals are polynomial
in log Ag. We now focus on the vectors b; € R™.

Note that ||b;]|? = doi<; |rij||>. By size-reducedness, and using the fact that
7351l < |75 /7iill - || 74|, we have that ||b;|| < \/&(4d)dA}</2 max; ||r;;]|. As the pseudo-
basis is scaled, we have that ||b;|| < v/d - (8d)? - A - max; N (r; ;). Now, note
that max; N (riifi)l/ 4 never increases during the execution of the algorithm: this is
implied by the part of the proof of Theorem 3.4 involving II. Initially, it is bounded
by a polynomial in the input bit-length. Overall, we obtain that at every start of an
iteration of the while loop, the quantity log||b;|| is bounded by a polynomial in the
input bit-length and log Ag. Using Lemma 2.3 allows to complete the proof. O

3.3 Finding short vectors for the Euclidean norm

By Lemma 3.2 and Theorem 3.8 with ay = (1 + ¢/n) - 72924 Ay for a well-chosen
constant ¢, Algorithm 3.4 may be interpreted as a reduction from finding a 2 -
(72?29 A )™ approximation to a vector reaching )\/1\[ in rank-n modules, to finding
a 7% approximation to a vector reaching )\/1\/ in rank-2 modules.

By using Lemma 2.2, we can extend the above to the Euclidean norm instead of
the algebraic norm.

Theorem 3.9. Lety > 1, assume that log Ak is polynomially bounded, and assume
that a Z-basis of R is known. Then there exists a polynomial-time reduction from
solving SVP. in rank-n modules (with respect to || - ||) to solving SVP, in rank-2

modules, where v = (QVA}(/d)anl.

Proof. The reduction consists in first using Algorithm 3.4 with Step 3 implemented
using the oracle solving SVP, in rank-2 modules. Using the arithmetic-geometric
inequality and Lemma 2.2, one can see that a vector s satisfying ||s|| < v - A1 (M)

also satisfies NV(s) < ¢ - A}{/z - AMV(M). Hence, we have an oracle computing a
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YW =Y A%(Qd) approximation of A(M). We then run Algorithm 3.4 with this
oracle by setting the parameter ax to (14 ¢/n) - v2?2?A% | where c is a constant
such that (1 +¢/n)""! < 2.

By Theorem 3.8, the reduction runs in in polynomial time. Further, by Lemma 3.2,
the output pseudo-basis satisfies N'(I1)N (by) < o’k - MY(M). By Lemma 2.2 and
by definition of ag, this gives:

NN (by) < 2(42429 A2)=1 . q=4/2 )\, (M),

Now, an SVP, solver for rank-2 modules directly provides an SVP, solver for
rank-1 module. We hence use our oracle again, on I1bq. This provides a non-zero
vector s € I1b; C M such that [|s| < 'y\/gA}{/(Qd) (N (I1)N (b1))/?, by Minkowski’s
theorem. Combining the latter with the above upper bound on N(I;)N (by) provides
the result. O

4 The divide-and-swap algorithm

We now focus on how to implement Step 3 of Algorithm 3.1, using a CVP oracle for
a lattice depending on K only. To handle projected 2-dimensional lattices, the LLL
algorithm for integer lattices proceeds like the Gauss/Lagrange reduction algorithm
for 2-dimensional lattices. It relies on a divide-and-swap elementary procedure: first
shorten the second vector using a Z-multiple of the first one (using a Euclidean
division, or, more pedantically, a CVP solver for the trivial lattice Z); then swap
these two vectors if the second has become (significantly) shorter than the first one.
It has the effect that if this 2-dimensional basis is not reduced, then a swap occurs,
and some progress is made towards reducedness of the 2-dimensional basis. This
elementary step is repeated as many times as needed to achieve reduction of the
lattice under scope. In this section, we generalize this process to rank-2 modules.

We first describe a lattice L that depends only on K and for which we will assume
that we possess a CVP oracle. Then, we give an algorithm whose objective is to act
as a Euclidean algorithm, i.e., enabling us to shorten an element of Ky using R-
multiples of another. Once we have this generalization of the Euclidean algorithm,
we finally describe a divide-and-swap algorithm for rank-2 modules.

4.1 Extending the logarithm

The lattice L is defined using (among others) the log-unit lattice A. However, the
Log function does not suffice for our needs. In particular, for a,b € K, the close-
ness between a and b is not necessarily implied by the closeness of Loga and Log b,
because Log does not take into account the complex arguments of the entries of
the canonical embeddings of a and b. However, we will need such a property to
hold. For this purpose, we hence extend the Log function. For z € Ky, we de-
fine Loga := (01, ..., 0 11y, 10g |01 ()], ..., log|og(x)])T, where oi(z) = |oi(z)| - el
for all i < ry + r9 and I is a complex root of 22 4+ 1. The Log function takes values
in (nZ/27Z)" x (R/(27Z))" x R,

Lemma 4.1. For z,y € Ky, we have:

I~ glloe < (V28T TRV — 1) min((lz o, 1y]c)-
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Observe that for ¢ < (In2)/v/2, we have eV — 1 < 2\/2t.

Proof. Let us write Logz = (01, ..., 0r, 11y, log|o1(2)],. .., 10g|0r 1r (z)])T and Logy =
(01,00 1,108 |o1(W)], - .. 10g |or 4ry (y)])T. Let @ < 71 + 72 and define z, =

log |oi(x)| +16; and z, = log |o;(y)| + 16.. By definition of Log, we have o;(z) = e*
and o;(y) = e*. Therefore, we can write

|oi(z) — oi(y)| ’1 ot zz‘ _ ‘Z ‘ < Z ’?«“y - Za;’ — elzy—2l _ 1.

()] E>1 k>1
As |z, — 25| < V2||Logz — Log y||c, We derive that
03(2) = 0i(y)| < [l - (oIToBToBVI 1),

Note that this holds for all i < r; 4+ 72 and that we could as well have used ||y||oo
rather than ||z sc. 0

4.2 The lattice L

Let r = poly(d) and 5 > 0 be some parameter to be chosen later. Let A denote
the log-unit lattice. Let By = {p1,...,pr,} be a set of cardinality ro < loghx of
prime ideals generating Clg, with algebraic norms < 2%, with 6y = O(loglog|A|).
We will also consider another set 8 = {qy,...,q,} of cardinality r, containing prime
ideals (not in Bg) of norms < 27, for some parameters r and § < dy to be chosen
later. We also ask that among these ideals q;, at least half of them have an algebraic
norm > v/2%. Because we want r such ideals, we should make sure that the number
of prime ideals of norm bounded by 2° in R is larger than r. This will asymptotically
be satisfied if 7 < O(2°/6) (by Lemma 2.1). The constraint that at least /2 ideals
should have norm larger than v/29 is not very limiting, as we expect that roughly
20— /20 > — \/r ideals should have algebraic norm between V2% and 29 (forgetting
about the poly(J) terms).

We now define L as the lattice of dimension v = 2(r; +1r3) + 79 +7r — 1 (included
in R¥*1) spanned by the columns of the following basis matrix:
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2(r1 +r2) — 1 ro+r

0 ‘ /8 ) a92('r'1+'r'2)' t /8 i agl/ i 1

ﬁ . 09r1+r2+1 P /8 . 991/ ’I”l —I— T‘2

0 B-Ba|B: h92<r1+r25 - Brhg, | [Ttz 1

BAO Wy—ri1l Wy To

where

B is a basis of A, and we let (h;), r,<ic2(r;4r,) denote its columns;

B, is a basis of the lattice Ag := {(z;); € Z™ : ][, p;" is principal}, and we let
(Wi)o(r,+rs)<i<v—r denote its columns;

for any g € K, we have a, = (log |N'(g)|)/Vd ;

e for any g € K, the vector 6, consists of the first r; + o entries of Log(g);

e for any g € K, we have hy = ignp([Ix(Log(g))), where IIy is the orthogonal

projection on H and igng is an isometry mapping H N E to RM+72—1
for any ¢ > rq + 19, if we parse the bottom 7o+ r coordinates of the i-th column

/
/ / Wij Wij |
vector as (Wi1, - . ., Wirg, W ;- - -, W; ), then we have that (g;) = IT;p; 7], 9;";
the g;’s for @ > rq + 72 are in K and, among them, gy, +ry41;- - - G2(r 4ry)—1 are

the units of R corresponding to the columns of B 4.

We now list a few properties satisfied by vectors in this lattice.

Lemma 4.2. For every vector (Ba|f0||fhlw|w’) € L\ {0} (with blocks of dimen-
sions 1,71 +ro,m1 + 12 — 1,70 and r), there exists g € K \ {0} with

a = (log [N (g)])/Vd

Log(g) = (0’| Log(g)) with 8’ = 6 mod 2.
h = ignp(IlH(Log(g)))
(9) =11, p;uj I1; q;-uj, where w = (w1, -+ ,wy,) and w' = (w},--- ,wl).

Further, we have that || Log(g)ll2 = ||(a, h)]|2.

Proof. Note that the first claim holds for the vectors of the input basis (with g =1
for the first 7 + 72 vectors). The property is preserved by vector addition (resp.
subtraction), as can be seen by multiplying (resp. dividing) the corresponding ¢’s.
Hence it holds for all non-zero vectors of the lattice.
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For the last statement, observe that Log(g) = %j‘\l[(g)ll + T (Log(g)). Hence,

by orthogonality, we have:

2
ILoe(o) 1 = (“EE) - a o+ itu(Lon(o)) 13 = a3

This completes the proof. O

4.3 On the distance of relevant vectors to the lattice

In this section, we make a heuristic assumption on the distance between target vec-
tors of a specific form and the lattice L defined in the previous section. This heuristic
is backed with a counting argument and numerical experiments (see Appendix A).
As L is not full rank, we only consider target vectors t lying in the span of L. Also,
as By contains the identity matrix in its bottom right corner, we cannot hope to
have a covering radius that is much smaller than /7. In our case, the lattice dimen-
sion v will be of the order of r, but in our application we will need a vector of L
much closer to t than /r ~ /v. In order to go below this value, we only consider
target vectors t whose last r coordinates are almost 0.

Heuristic 1. Assume that there exist some integer B < r such that B > 100 -
(loghg) - 60/6 and that

9B g 1/d Ind
a0 = ((ogq)”  0B(et M) " < L
1 0.01-B

Assume that the scaling parameter 8 in By, is set to ac\/ ~2a - Then for any t €

Span(L) whose last r coordinates w} satisfy ||wj||2 < 0.01-B/+/r, we have dist(t, L) <

Vv1.05- B.

Discussion about Heuristic 1. We provide below a counting argument to justify
Heuristic 1. We consider the following set of vectors of L, parametrized by B < r,
which we view as candidates for very close vectors to such target vectors:

Sp = {s = (Bas|80s]| Bhs||ws|[w() € L w € {~1,0,1}" A[lwi[ly = B}

We argue that there is a vector in Sp that is very close to t. Our analysis is
heuristic, but we justify it with both mathematical arguments and experiments. We
are going to examine the vectors s € Sp such that s — t is reduced modulo L. Let
us write t = (Bag||B30:|| Bhe||we||w})T. We define:

S = {(Bas||86]|Bhy||wi|lwh) € L w, € {~1,0,1}" A||w.||; = B,
ws — |wi| € V(Ay),
h; — h, € V(4),
0, — 0, c (—7?,7r]”+7"2},

where the notation V refers to the Voronoi cell (i.e., the set of points which are closer
to 0 than to any other point of the lattice). The choice of w/, fully determines s €

Sg,)t, which gives the bound \Sg)t] =28.(}) > (2r/B)P.
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We consider the following subset of S (1)

S5 = S5) N {(Bas]| 65 Bhsllwillwh) € L= wy = [wi]}.

We heuristically assume that when we sample a uniform vector in Sg)t, the com-

)

ponents w of the vectors s € Sp (1 Bt are uniformly distributed modulo Ag. Then the
proportion of those for which ws = |w;| mod Ay is 1/det(Ag) = 1/hx. Hence, we
expect that |S](32)t] ~ |SBt|/h

We consider the following subset of 51(33,1’ parametrized by o < (Ind)/(12d%9):

S = St N {(Bas|80:/18h[[w, W) € L :11(6]B,) = (6he) o < .
We heuristically assume that when we sample a uniform vector in 51(92,)'57 the com-
ponents (s, hy) are uniformly distributed modulo 27Z™ %2 x A. Observe that the
first 71 coordinates of 05 (corresponding to real embeddings) are either 0 or 7. Hence,
the probability that s = 6; on these coordinates is 27"t. Once these first r; coordi-
nates are fixed, the remaining coordinates of (s, hs) have no a priori reason to be
bound to a sublattice of 2wZ" x A and we heuristically assume them to be uniformly

distributed in R™1+272=1 /(27772 x A). Overall, the probability that a vector s € 51(32)1:
satisfies [|(0s,hs) — (0, ht)|loc < ais = Wm Here, we used the fact that
Vr1+2rg — 1 - « is smaller than A\;(277Z" x A)/2 (recall from preliminaries that

)\goo) (A) > (Ind)/(6d?)). We conclude that

ar1+2r2—1 d—1
S ~ |S > |S
‘ B,a,t| ’ th| 27‘1 . (27‘(‘)7'2 . det(/l) - | B)

3)

Finally, we consider the following subset of S5 ,:

4
St = St N{(Bas]| 86,8y w1 W) € Lt [ay — a] < a}.
We want a lower bound for |S’g’)mt|/|5§’)a7t]. Fix an s € SS,)@,t' As t € Span(L), we
have:

Vid(a; — ag) = Z(wm — wy;]) log N (pj) + Zw log N'(q;) Zw log N(q5),
J J

where the wy; (respectively w; ; and wy ;) are the coordinates of w (respectively
w; and wy). We define by = >~ (wy; — Lwtﬂ) log NV'(p;) + >, wy ;log N'(q;), which
depends only on t. We would like to have a lower bound on the proportion of vectors
s € Sg”)a?t such that | >, w ;log N'(q;) — be| < Vda. In other words, we would like
a lower bound on the probability that |3, w; ;log N (q;) — b < Vda, when s is
(3)

B,a,t*
assume in the following that when s is chosen uniformly at random in Sg’L ¢» then
the vector w’, is sampled uniformly in {—1,0,1}", with B non-zero coefficients (this

chosen uniformly at random in Sp In order to simplify the estimation, we will
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is an over-simplification, as we are already restricted to Sg’)a ¢)- Let us write Y the
random variables wy ;log V'(q;) for all 1 < j <.

First, let us compute an upper bound on |b;| (the random variable |3, Y| being
bounded by 6B, if |b;| > 6B + a/d, then the event would be empty). We have

by < Z\ww lwig1] -0+ Y |wi;l -6 < do-ro+6- |[will <0.02- 6B,
J

using the assumptions on B and ||wj|[1 < /7 - ||wy]|.

The element b; is hence small enough to be reached by the variable >, Yj.
However, it will be in the tail of the distribution: the sum of B independent variables
bounded by 6 has standard deviation at most v/B-§, which is asymptotically smaller
than |b¢|. This makes the probability very small and difficult to estimate. In order to
circumvent this difficulty, we “recenter” our target b;. A way to do so is to condition
the probability at stake on the event that the first few Y)’s have their sum very close
to bt.

More formally, recall that the ideals q;’s are chosen so that at least B/2 of them
have norms at least 2°/2, and sort them by decreasing algebraic norm. Hence, we have
d/2 <logN(q;) < ¢ for j < B/2. Now, because |b;| < 0.02-0B, we know that there
exists a choice of wy , ..., ;[0043 € {—1,1} such that |} ;00457 — be| < 6.
Indeed, we can for instance choose the signs of the first w/, ; to be the same as the sign
of b; until we “reach it”, that is, until we are at dlstance at most . Then we choose
the next sign to be negative, resp. positive if the current sum is larger, resp. smaller
than b;. This ensures that we will never be at distance more than § from b; when
all the [0.04 - B] signs have been chosen. We are left with [0.96 - B| non-zero values

] to choose among the r — [0 04 - B] remaining ideals, but our target vector is
now by 1= by — >>;-0.04.5] ¥j> Which is much smaller than b;. In particular, [b} is
asymptotically smaller than the standard deviation of ) 7>[0.04-B] Y,

Overall, we obtain by conditional probabilities that
Pr(| > Y — b| < Vida)
J

>Pr(> Y~ <Vdaand b~ Y Y| <éandw; #0Vj<[0.04-B])

j<[0.04-B]
=Pr(|) Y, —b|<Vda|[p— Y Yj|<5andw;#0Vj<[0.04-B])
J j<[0.04-B]
Pr(loe— Y Y| <6andw,;#0Vj<[0.04-B]), (4.1)

j<[0.04-B]

where the probabilities are taken over the uniform choice of the w’, s; S in {-1,0,1}"
with B non-zero coefficients. We first deal with the second probability in Equa-
tion (4.1). We have seen that there exists at least one choice of the first [0.04 - B]
elements w;j such that |b; — ng[O.M-B} Yj| < 4. Hence, by counting the number of
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possible choices for the remaining [0.96 - B| non-zero elements w’, ., we obtain that

Sj’

Pr(lo,— Y Yjl<dandw),;#0Vj<[0.04-B])
j<[0.04-B]

.96 r—[0.04-B
210-96-B] . ( LOF%-BJ ])

>
- 28 (p)
- 2_(0.04‘31 . (T _ (0.04 . B“|)L0.96.BJ . (B)B
- 10.96 - B] e-r

(r — [0.04 - B])10-96-B]
=  oB.9[0.04B].,B

(0.96 - r)L096-B]
= B .9[0.04B] . B

0.3448
y[0.04-B]’

where we used the fact that for any B < r, it holds that (r/B)? < () < (e-r/B)".
It remains to deal with the first probability involved in Equation (4.1). We showed
above that this probability is equal to Pr(| 30045 ¥; — bi| < av/d), where |b}] < 6

and the wSJ are chosen uniformly at random in {—1, O, 1}7" [0.04-B1 " with |0.96 - B|
non-zero coefficients. Because our target is now closer to the center of the distribution
of 32, Y}, we will assume that

Pr(] Z Y; — by < aVd) > f
§>[0.04-B]
where the lower bound is the probability we would have obtained if the random
variable } .- g 04.51 Y; was uniformly distributed in [-B4, Bd]. This assumption is
justified by the fact that the random variable Zj>(0.04. B Y; has a bell shape and
that b} is close to the center of the bell (the standard deviation of > ; Yj is roughly

v0.96 - B -6 > |b}]). Hence, the probability to be close to b} should be larger in the
bell shape case than in the uniform case (over [—0.96 - B§,0.96 - Bé] C [—Bd, B9]).
This lower bound is backed with numerical experiments described in Appendix A.1.
This leads us to the following lower bound.

0.344% av/d
J

We finally obtain that

0.3448 . an/d a1 1 (27-)’9

Bat‘— 5B - 0.04B (27T)d/2-det(/1).@. B

S (@ ; 1 0.344 - 2r\ ?
~\V2r/) 6B-det(A)-hx \ B-ro04
> a \¢ 1 096 B
=~ \v2r/) 6B-det(A)-hgx \ 2B )
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When the above is > 1, we expect that there exists s € Sg)a ¢- 1f that is the case,
then we have

Is —t]* < (8- V2d - @)? + 7o + [|w; — wi %

By condition on B, we know that r9 < 0.01- B. Also, by choice of w} (and using the
fact that r > B), we have that ||w, — w’||> < (VB +0.01-vB)? < 1.03- B. Finally,

choosing o minimal provides the result.

Numerical experiments. Heuristic 1 is also backed with numerical experiments. We
performed the experiments with r of the order of d? (looking forward, this is the
value of r that will be used by our algorithm). This means that our lattice L has
dimension roughly d?, and so solving CVP in it quickly becomes impractical. We
were still able to check that our heuristic seems correct in cyclotomic number fields
of very small degree (up to d = 8). More details on these numerical experiments can
be found in Appendix A.2

4.4 A “Euclidean division” over R

We will need the following technical observation that, given a,b € Kg, it is possible
to add a small multiple ka of a to b to ensure that N'(b+ ka) > N (a).

Lemma 4.3. For any a € Ky and b € K, there exists k € [—d,d] N Z such that
IN(b + ka)| = IN(a)]

Note that an integer k such as in Lemma 4.3 can be found efficiently by exhaustive
search.

Proof. We know that [N (a)| = [];|oi(a)| so it suffices to find k such that |o;(b +
ak)| > |oi(a)| holds for all i < d. Now, the condition |o;(b+ak)| < |o(a)| is equivalent
to |oi(b/a) + k| < 1. As a complex plane open circle of radius 1 contains at most
two integers, we deduce that for each i < d, there are at most two integers k such
that |o;(b+ ak)| < |o(a)|. Because the set [—d, d]NZ contains 2d + 1 different values
of k, then at least one of these should satisfy |o;(b + ak)| > |oi(a)| for all i. O

We can now describe our “Euclidean division” algorithm over R. Our algorithm
takes as input a fractional ideal a and two elements a,b € Kg, and outputs a pair
(u,v) € R x a. The first five steps of this algorithm aim at obtaining, for any input
(a,b), a replacement (ay, by) that satisfies some conditions. Namely, we would like a;
to be balanced, i.e., |la1| should not be significantly more than A (a;)Y/?. We also
would like b; to be not much larger that a; and N (ay/b1) to be close to 1. These
conditions are obtained by multiplying the element a by an appropriate element of R,
and removing a multiple of a from b. Note that we require that the output element v
should not be too large. As b is not multiplied by anything, these normalization
steps will not impact this output property. After these first five steps, the core of
the algorithm begins. It mainly consists in the creation of a good target vector t
in R+, followed by a CVP computation in the lattice L.

Theorem 4.4 (Heuristic). Assume that a satisfies i< N(a) < ¢, with ¢ as in
Lemma 2.5. Assume also that B and r are chosen so that
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Algorithm 4.1 A Euclidean division over R

Input: A fractional ideal a, and two elements a € K and b € Kg.
Output: A pair (u,v) € R X a.

Computing a better pair (a1,b1)

1: Find s € a='\ {0} such that ||s||ec < c-AN(a™")/? as in Lemma 2.5.

2: Find y € R\ {0} such that ||yalle < ¢ |N(a)['/? as in Lemma 2.5 (with ideal (a)). Define
a1 = ya.

3: Solve CVP in R to find = € R such that ||b/(s- a1) — z|| < p(R).

4: Find k € Z N [—d,d] such that |N(b — zsa1 + ksa1)| > |N(sa1)| (see Lemma 4.3).

5: Define by = b+ (k — z)s - a1.

Defining the target vector and solving C'VP

6: Compute (ws,;);j<r, and g; such that a=* = II; p;ﬂt‘j (g¢)- Let wi = (Wi 5)j<rg-

7: Let a; = (log N'|b1/(a1g:)|)/Vd, 6: be the first 71 + ro coordinates of Log(bi/(a1g:)) and hy =
imna (I (Log(b1/(a19t)))-

8: Define t = (Ba¢l||50:||Bht||w¢||0).

9: Solve CVP in L with target vector t, to obtain a vector s.

Using s to create a good ring element
10: Write s = (Bas||30s]|Bhs||ws||w) and let gs € K* be the associated element as in Lemma 4.2.
11: Define the ideal I = a[] WaT e Hjtw;,,‘<0 q;ws’j.

Jiws,j—w, 5 <0 pj
12: Find v € I\ 0 such that ||[v]le < - N(I)'/? as in Lemma 2.5.
13: Define v’ = g5 - g¢ - v.
14: return (v'y + (k — z)sy - v,v).

J

2B . B 1/d €
=V2 ——— )" -dB(det A)h <
a0 = V2 ((555)" - 0B(det A)h) S B Vi OE i mEE

B > max (100 -d -1og[(p(R) + d)c*],log hy - (103 - 50)2> ,

for some ¢ > 0. Assume also that ag < (Ind)/(12d*°), and set the scaling pa-
rameter B of Br as in Heuristic 1. Then, under Heuristic 1 and the heuristics
of Lemma 2.5, Algorithm J.1 outputs a pair (u,v) € R X a with
[ua + vbllec < € [la]loc,
HvHoo <c- 20.55-6-B/d.

Apart from the CVP calls in R, Lx and L, Algorithm 4.1 runs in quantum polynomial
time.

Proof. Throughout the proof, we keep the notations of Algorithm 4.1.
We first prove that (u,v) € Rxa. As s € a~! and z,k, y € R, it suffices to prove
that (u/,v) € R x a. By definition of g; and g5, we have

(gsgr) = a T oy [[ay =7 - 1T,
j j

. Ws,j—Wt,j w;. s , .
with J = Hj:ws,rwt,popj I Hj:w;j>0 q; . As the p;’s and q;’s are integral
ideals, we see that J C R and I C a. As v € I, we obtain that v € a. Since
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gs- g € JI7 and v € I, we also have v/ = gsgiv € JI~'T = J C R. This gives our
first claim.

As a preliminary step towards bounding ||ua 4 bv||s = [|t/a; + vb1 o0, We study
the sizes of a1 and b;. Using the equality by = b — xsaj + ksai, we have

[b1]loe < (IIb/(5a1) = [0 + |K]) - [[sa1lloc < (p(R) +d) - [Is]loc - lar]loo-

By definition of a;, we have |la1]lc < clla||co. By assumption on a, we also have
5]loo < ¢+ N(a=1)1/4 < 2. Hence, we obtain

b1]loc < (p(R) + d)<’[la]loo.

Now, by definition of aj, we know that ||a1]|eo < ¢ - |N(a1)|"/?. Hence, we obtain

¢t <IN (bifar)[V! < e |’|b1 ’|‘|oo < (p(R) +d) - ¢,
a1lloo

The left inequality is provided by the choice of k at Step 4 (and the fact that
N(s) = N(ah).

To bound ||u’'a;+vb1 ||, we estimate the closeness of t and s. If t was in Span(L),
then we could apply Heuristic 1. As this is not necessarily the case, we first need
to compute the distance between t and Span(L). This is done in the proof of the
following lemma, which is provided after the current proof.

Lemma 4.5 (Heuristic). Under the assumptions of Theorem 4.4, we have ||s —

tll2 < V1.06 - B.
This lemma implies that
[(as 105 ]10s) = (ar|62]Bo)]l2 < V1.06 - B/B <15 Vd - .
By definition of t and construction of L, this means that
1 Zog(gegs - ar/bi)ll2 = [[(as|8sllhs) — (arl|6:l )2 < 15 Vd - .

Recall that u'/v = g;gs. Hence we have || Log(u/a;) — Log(vh1)||ee < 15-v/d - ayg.
Using Lemma 4.1, we deduce that

lar = vb oo < (1200 — 1) b oo - 0]
<43-Vd-ag- bl - [[0]loos
where we used the fact that ap < (Ind)/(12d%>%) and so the exponent should be

smaller than (In2)/v/2 for d large enough. We have already bounded ||b1||oo. We
now bound ||v||ss. By definition of v, we have ||v]|so < ¢ - N(I)/%. The task is then

lws,;—we, ;51 lwg ;1

to provide an upper bound on N(I). As IJ = a-[]; p; ITja; *", we have:
log N'(I7) =log N'(a) + Y Jws; — wy ;| log N (pj) + Y _ |w) ;| - log N'(q;)
] J

J
< log NV(a) + [|ws — w1 - do + [[will1 - 8
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Recall from Lemma 4.5 that we have ||s —t||2 < v/1.06 - B. This implies that ||ws —
Wel2, [|[Wh]l2 < v/1.06 - B. Note that

5
|lws — will1 < /10 - ||Ws — Wyll2 < 1.03-y/B-ro <0.01- 5 B,

by assumption on B and the fact that ro < loghg. For w’, we use the fact that it
has integer coordinates, to obtain |[w’||; < |[w’||3 < 1.06 - B. We thus obtain

logN'(1J) <logN(a)+1.07-6- B.

As J is integral, this gives an upper bound on N (I). However this upper bound is not
sufficient for our purposes. We improve it by giving an upper bound on log N'(IJ 1),
using the fact that the ideal 7J~! is designed to have an algebraic norm close to the
one of ay/b;. Recall that a; and b; are constructed so that N (ai/b1) is close to 1,
which means that I and J should have roughly the same norm. More precisely, it
is worth recalling that I-1J = (gsg;), and that || Log(gigs - a1/b1)|2 < 15 - Vd - ap.
Looking at the first coordinate of the Log vector and multiplying it by v/d shows
that |log [N (gsgt)| + log [N (a1/b1)| | < 15 d - o. This gives us

log N (IJ71) < |log|N (a1 /b1)|| + 15 - d - ag

Combining the bounds on log N'(I.J) and log N'(IJ~1), we finally obtain that
1 1
log NV(I) < 3 |log NV (a)] +0.535 -8 - B + 3 |log [N (a1/b1)|| + 7.5 d - ap.

We have seen that c¢=! < |[N(bi/a1)|"/? < (p(R) + d) - ¢®. Finally, recall that
¢ < N(a) < ¢ Hence, we conclude that |log|AN(ai/by)|| + [logN(a)] < d -
log((p(R) + d) - ¢*) < 0.01 - B by assumption on B. Recall that we assumed that
ap < (Ind)/(12d*%) < 1/d. Hence, we have d - ag < 1. Using the fact that B > 750
(which is implied by the second term in the max), we obtain 7.5 - d - g < 0.01 - B.
We conclude that

log V(1) <0.55-6 - B.

Collecting terms and using the assumptions, this allows us to write

lu'ar = vbi oo < 43 - Vd - ag - [Ibiloc - [[0]loc

< ag-43-Vd - 295558/ (p(R) + d)c? | also

<e - lafloo-
Finally, the run-time bound follows by inspection. a

Proof (Proof of Lemma /.5).
By the Pythagorean theorem, if t;, is the orthogonal projection of t onto L, then
we have

It —s|3 = It — to]* + [[tL — s]|* = dist(t, Span(L))* + [[t — s||*.

This quantity is minimal when ||t — s|| is minimal, and so the closest point to t
in L is also the closest point to ty,.
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First, observe that Span(L) (of dimension v) is exactly

N loa Npy) |, =, loa N (a))
{(5al| 58] bl wlw') € RV a = ngﬁ +;wj°gﬁ/}.

Define v = (—vd/f,0,...,0,log N'(p1),...,log N (g,)), where the block of zeros
has dimension 2(rq 4+ 72) — 1. It is orthogonal to Span(L) and satisfies ||v|| > /r, as
each one of the last r coefficients is > 1. Hence

vl _ 1= Vda; + 35w jlog N (p;)]
gl VT
_ | —1og |N(b1/(a1g:))| — log N(a) — log |V (g4)]|
\/F
_ [log|N(a1/b1)| —log N(a)|
NG :
We have seen in the proof of Theorem 4.4 that |log [N (a1/b1)|| < d-log((p(R)+d)-
By assumption on a, we have that |log [N (a1/b1)||+|log N (a)| < d-log((p(R)+d)-
The latter bound is < 0.01 - B. So we obtain that dist(t, Span(L)) < 0.01 - B/\/r <
v0.01 - B.
As |t —tr||2 < 0.01- B/y/r and the last r entries of t are zero, we have that the

last 7 entries of t7, have euclidean norm < 0.01-B/+/r. We can hence apply Heuristic 1
to tr,, which gives us ||t —s||3 = ||t —t.|> + ||t —s|/? <0.01- B +1.05- B. O

dist(t, Span(L)) =

).

3
ct).

We observe that the parameters r and B of Theorem 4.4 can be instantiated as
B = O(log | A| + dlog p(R)) and 799 = O((1/)¥B . B - 29-55%)_ Thanks to the 0.55
in the exponent, this choice of r is compatible with the condition r < O(2%/§) which
was required for the construction of the lattice L (recall that we want r prime ideals
of norm smaller than 2°). We note also that the constants 0.96 and 0.55 appearing
in the exponent can be chosen as close as we want to 1 and 0.5 respectively, by
adapting the argument above. Hence, assuming (1/¢)%5 = O(1), we expect to be
able to choose 2° as small as B>t for any n > 0. Overall, the following corollary gives
an instantiation of Theorem 4.4 with parameters that are relevant to our upcoming
divide-and-swap algorithm.

Corollary 4.6 (Heuristic). Let ¢ = 1/200082x)/d For any n > 0, there ex-
ists a lattice L' of dimension O((log|Ak| + dlog p(R))*™), an upper bound C =
20 (log|Ax[+dlog p(R)/d i an algorithm A that achieve the following. Under Heuris-
tic 1 and the heuristics of Lemma 2.5, algorithm A takes as inputs a € Kg , b € Kg
and an ideal a satisfying ¢~ < N'(a) < c?, and outputs u,v € R x a such that

Jua +bvlloo < € - lalloo
[v]loo < C.

If given access to an oracle solving the closest vector problem in L' in polynomial

time, and when restricted to inputs a,b belonging to K, Algorithm /.1 runs in quan-
tum polynomaial time.
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Proof. Consider an instantiation of Theorem 4.4 with B = O(log |A| + dlog p(R)),
§ = 2.451 -logy B and r = B?#°. This choice of parameters asymptotically satisfies
r < 0(29/8), which was required for the generation of the lattice L. It also satisfies
the constraints of Theorem 4.4. It can be checked by proof inspection that the
constant 2.45 can be adapted to 2+ 7 for an arbitrary n > 0, which allows to obtain
the asymptotic parametrization of the statement. Finally, observe that the algorithm
relies on oracles that solve CVP in R, Lx and L. We can consider the direct sum of
these lattices, to obtain a single lattice L'. O

4.5 The divide-and-swap algorithm

In this subsection, we describe a divide-and-swap algorithm, which takes as input a
pseudo-basis of a rank-2 module and outputs a short non-zero vector of this module
(for the algebraic norm). In order to do so, we will need to link the Euclidean and
algebraic norms of vectors appearing during the execution, and limit the degree of
freedom of the ideal coefficients. For this purpose we use a strengthening of the
notion of scaled pseudo-bases from Section 3.2.

Definition 4.7. A pseudo-basis ((1;,b;))i<n, with I; C K andb; € Kg* for alli < n,
1s said strongly scaled if, for all i < n,

RC L, N(L)>cand |lry)e < c- N(ruli)'/e,
where ¢ is as in Lemma 2.5.

Algorithm 4.2 below strongly scales a given module pseudo-basis. It is a direct
adaptation of Algorithm 3.2 in which the LLL algorithm is replaced by the algorithm
from Lemma 2.5 (relying on a CVP oracle for Lk).

Algorithm 4.2 Strongly scaling the ideals.
Input: A pseudo-basis ((I;,b;))i<n of a module M.
Output: A strongly scaled pseudo-basis ((I;, b;))i<n of M.
1: for i =1ton do
2 Use Lemma 2.5 to find s; € r4; - I; \ {0} such that ||si|[ee < ¢- N (ri1;)" %
3 Write s; = 144 - i, with x; € I;;
4: Define I = I; - (x;) ™" and b} = z;b;.
5
6

: end for
: return ((I7, b7))i<n-

Lemma 4.8. Algorithm 4.2 outputs a strongly scaled pseudo-basis of the module M
generated by the input pseudo-basis and preserves the N (ry;1;)’s. If given access to
an oracle that solves CVP in the lattice Ly of Lemma 2.5, and if M C R™, then it
runs quantumly in time polynomial in the input bit-length and in log Ak .

The proof is a direct adaptation of the proof of Lemma 3.6. We will use it in
dimension 2, but stated it in dimension n (for the sake of consistency).

We can now describe Algorithm 4.3, our divide-and-swap algorithm. During the
execution of the algorithm, the R-factor of the current matrix (b1|bz) is always
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computed. The algorithm is very similar to the LLL algorithm in dimension 2, except
for Step 4, which is specific to this algorithm. This step ensures that when we swap
the vectors, we still obtain a pseudo-basis of the input module. This seems necessary,
as our Euclidean division over R involves a multiplication of the second vector by a
ring element, and hence the new vector and the second pseudo-basis vector may not
span the whole module anymore. At Step 4, note that the ged is well-defined, as (u)
and (v)a~! are integral ideals. As an alternative to Step 4, we could use Lemma 2.8
as in Algorithm 3.1.

Algorithm 4.3 Divide-and-swap.

Input: A pseudo-basis ((a1,b1), (a2, bs)) of a module M C K.
Output: A vector v € M.
1: while (’y/c)dN(Tzzaz) < ./\/(7"110.1) do
2:  Strongly scale the pseudo-basis ((a1,bi1), (a2, b2)) using Algorithm 4.2.
3:  Apply Algorithm 4.1 to (a,b,a) = (r11,712, 03 -a7 ") and € = 1/(4c). Let (u,v) be the output.

4 Let b = ged({(u), (v)a™!), find € a™'6~" and y € b~! such that uy — vz = 1.
5:  Update (b1, bs) < (ub1 + vba, xb1 + yba) and (a1, a2) < (a1b71, azb).
6: end while

7: Strongly scale the pseudo-basis ((a1, b1), (a2, b2)) using Algorithm 4.2.

8: return b;

Lemma 4.9. Let v > 4 - C - ¢%, where C is as in Corollary j.6. Then, given as
input a pseudo-basis of a rank-2 module M C K2, Algorithm 4.3 outputs a vector
v e M\ {0} such that N'(v) < ~*NY(M). Further, if M C R™ and Algorithms /.1
and 4.2 run in polynomial time, then Algorithm 4.3 runs in time polynomial in the
input bit-length and in log Ak .

Proof. Let us first prove that the pseudo-basis ((a1, b1), (a2, bz)) we have throughout
the execution of the algorithm remains a pseudo-basis of M. By Lemma 4.8, this
property is preserved through Steps 2 and 7. It remains to prove it for Step 5. At

this step, we multiply (b1 bz) on the right by U := <z z> Let aj, a2 (resp. af =

a1671 a, = asb) denote the coefficient ideals at the start (resp. completion) of Step 5.
We know from the preliminaries that this transformation outputs a pseudo-basis of
the same module if U is invertible over K and u;; € a;(a))~" and uj; € al(a;)~t for
all i, j € {1,2}, with U’ = U~!. In our case, because we asked that uy—vx = 1, then

U is indeed invertible and we have U™! = ( 4 _x>. Observe that by definition of

—v u
b = ged((u), (v)a™t), we have u € b and v € a-b = a;'a,b. Using these properties
and the fact that x € ajay =1 and y € b=! by definition, one can then check that
all the conditions u;; € a;(a})~" and uj; € aj(a;)~" are indeed satisfied.

We now prove that the output vector v belongs to M. As v = by, it suffices that
R C a;. This is provided by the application of Algorithm 4.2 at Step 7.

Assume now that the algorithm terminates, and let us show that the output
vector v satisfies N'(v) < v4\Y (M). Because of the application of Algorithm 4.2 at
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Step 7, we have A(a;) > ¢~ This, and the inequality v > ¢, imply that A (by) =
N(r1) < - N(ri1a1) < 4% - N(rirar). On the other hand, because we exited the
while loop, we have (7/c)N (ra2a2) > N (r11a;) (by Lemma 4.8, Step 7 does not
change the values of N/ (r11a1) and N (r22a2)). We conclude that (using Lemma 2.6):

N(by) < 4% min(N (ri1a1), N (ra2az)) < 43XV (M).

It remains to show that the algorithm is polynomial time if M C R™ (assuming
that Algorithms 4.1 and 4.2 are polynomial time). For this, we first prove that the
number of loop iterations is polynomial. We do so by proving that N (r11a1) decreases
by a factor > 2¢ at each iteration. As the product N (ri1a1)N (ra2as) = det(M)/Ax
is constant and we stop whenever NV (r11a;) becomes smaller than (v/c)?N (rozas2),
the number of iterations is bounded by log NV(r11a1)/d (for the 711 and a; of the
input). Here, we used the fact that A'(r11a1)N (ragaz) > 1 (because M C R?) and
(v/c)? > 1, so we cannot enter the while loop if A'(r11a;) < 1.

Recall that at the end of Step 2, we have ||r|leo < ¢ - N (rya;)Y/4 for i = 1,2.
Recall also that Algorithm 4.1 outputs u, v such that ||uri; +vri12lle < €||711]|00 and
|lv]]co < C. The new vector by at the end of the loop iteration is ub; + vby. We
compute an upper bound on its algebraic norm:

d
N (uby 4 vbg) < (V)™ [Jub; + vbe||? = (Vd)~*- H <UT11 i le) H

vTrog
< (V)™ - (JJuryy + vria|| + [[oraa])
< (JJuryy + vriglleo + \|U7“22Hoo)d

d
< (ellriilloo + vlloo - [I722/l00)® -

Using the facts that the basis is strongly scaled and that the condition of Step 1 is
satisfied, we have:

N (uby +vby) < ¢ <5 N(ria)/?+C -N(T22a2)1/d)d
<l (e +C (e/n)) - Nrum).

Now, by choice of € and ~:

1 1

d
4c + 4(:> N (riar) =274 N(riay).

N (uby +vby) < c?- <

Recall that a; is also updated as a;b~! at the end of the loop iteration. Hence, we
conclude by arguing that AM(a;b~1) < 1. Note that AM(a;) < 1 holds due to scaling,
and that A'(b) > 1 holds because b is integral. Overall, we obtain that N(r11a;)
decreases by a factor > 2d during a loop iteration.

To complete the cost analysis, we observe that all the steps run in polynomial
time, except maybe Step 4. In this step, it is a priori not obvious that the elements
x and y satisfying the stated conditions even exist. The conditions can be re-stated
as uy € (u)b™!, ver € (v)a~'b~! and uy — v = 1. Hence such z,y exist if the ideals
(u)b~! and (v)a='b~! are coprime. This is indeed the case, by construction of b.
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Further, we can compute x,y in polynomial time by computing a basis of the lattice
spanned by the two ideals (which is R, as they are coprime). Finally, note that by
ideal scaling and the fact that the quantity A (r11a1) decreases throughout the al-
gorithm, all pseudo-bases occurring through the execution have bit-sizes polynomial
in the input bit-size. a

Instantiating this lemma with the value of C' obtained in Corollary 4.6, we obtain
the following corollary.

Corollary 4.10 (Heuristic). For any number field K and any n > 0, there exists
a lattice L' of dimension O((log|Ag| + dlog p(R))2t"), a choice of the approzima-
tion factor v = 200oglAxl+dlogp(R)/d ond an algorithm A such that the following
holds. Under Heuristic 1 and the heuristics of Lemma 2.5, algorithm A takes as
input a pseudo-basis of a rank-2 module M C Kﬂ%, and outputs a vector v.€ M
such that N'(v) < v\ (M). If given access to an oracle solving the closest vector
problem in L' in polynomial time, and when restricted to modules contained in K2,
Algorithm A runs in quantum polynomial time.

Proof. The corollary is obtained by combining Lemma 4.9 with Corollary 4.6. To
apply Corollary 4.6, we need 1/¢ = 20(og Ax)/d which is indeed the case in Algo-
rithm 4.3. Note that the choice of ¢ in Algorithm 4.3 only depends on K. O
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A Numerical experiments

In this section, we provide some numerical experiments confirming our heuristic
arguments of Section 4.3. The code used to run these experiments is available at
https://github.com/apelletm/code_module_LLL. We first tested experimentally
the assumption we made on the distribution of the first coordinate of the vectors
(which is related to the norm of the ideals). We show below that our assumption
on the asymptotic behaviour of Pr(|> ;.0 045 Wy jl0g N (q;) — b3] < av/d) seems
reasonable. We then performed experiments to test Heuristic 1 as a whole. Because
the complexity of these experiments grows as 2% with d the degree of the number
field, we could not test the heuristic on number fields of large degree. For the number
fields of small degree we tested, Heuristic 1 seems to hold.

A.1 Testing the distribution of the norm

In this section, we provide some experimental results justifying our assumption that
a\/a
Pr(| Z Wg,j log N'(q;) — by < 04\/&) > B

§>0.04-B

for any target b satisfying [bi| < d. Write py = Pr(| > ;50045 Ws jlog N (a;) —
by < ¢). We first checked that for a fixed number field and choice of B and 4,
this probability is proportional to ¢ (for small £’s). To do so, we used the following
procedure:

select £ in some interval;

choose a random target b} uniformly in [—4, d];

sample 500 000 points according to the distribution of wy ;log N (q;);
count those that are at distance at most ¢ of b}.

This gives us an empirical probability p,. One can have in mind that ¢ should
be small, as av/d = O(d=3/?logd). We then computed it for different values of /
ranging in [0.001,0.01], [0.01,0.1] and [0.1, 1], to check that the our assumption on
the proportionality still looked reasonable for different orders of magnitude of £. The
results are plotted in Figures A.1, A.2 and A.3 for a power of two cyclotomic field,
a cyclotomic field which is not a prime power, and a “random” number field (the
coefficients of the defining polynomial being chosen uniformly at random between
—4 and 4). One can observe that the probabilities are indeed proportional the length
of the interval ¢, and that the proportionality factor is roughly the same for the three
different ranges of /.

These results suggest that assuming p;, = ¢- £ for some c is reasonable. It remains
to check the asymptotic behavior of the proportionality factor ¢ compared to 1/(BJ)
We hence computed an empiric ¢ for different cyclotomic number fields of increasing
degree.” We set B = d and § = d?log(d?), as these are roughly the values that we
want to choose later on in our algorithm. The number of points used to compute
the empirical probabilities p; was set to 10 000 and we chose ¢ ranging in [0.1, 1] to

" We restricted to cyclotomic fields to allow faster experiments.
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Fig. A.1. Empirical probability p, as a function of £ in a cyclotomic field of conductor 64 (degree
32)
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Fig. A.2. Empirical probability p, as a function of £ in a cyclotomic field of conductor 100 (de-
gree 40)
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Fig. A.3. Empirical probability p; as a function of £ in a “random” number field of degree 32

compute the slope. Then, we computed 1/c and Bé and observed that 1/c is indeed
smaller than Bd (see Table 1). We also plotted the values of 1/c as a function of B¢
in Figure A.4. The results suggests that the value 1/c increase linearly with BJ, with
a slope smaller than 1. Therefore it seems reasonable to assume that the inequality
1/¢ < Bé holds asymptotically.

d [ 816|120 |24 |32|36 |40 |44 |48 |54 |56 |60 |64 | 66 | 70
m 16| 32 | 44 | 35 | 64 | 57 [100| 69 | 65 | 81 | 87 | 99 |128| 67 | 71
B - 4| 64| 168| 225| 284/ 409| 475| 541| 609| 678| 783| 819| 891| 964| 1000| 1074
1/c |33 87 |39 |93 | 67 |124| 97 |116| 99 113|142 |142|162| 159 | 189

Table 1. Empirical values of 1/c for different cyclotomic number fields of conductor m and degree d
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Fig. A.4. Evolution of 1/c (computed empirically) as a function of Bd

A.2 Testing the validity of Heuristic 1 in cyclotomic fields of small
dimension

We also tested the validity of Heuriscic 1 as a whole. We tried to test it with param-
eters relevant to its use in Algorithm 4.3, which means that r should be quadratic
in the dimension d of the number fields. As we needed to solve CVP instances in a
lattice of dimension larger than r, this means that we could only test number fields
of degree up to d = 8.

For each degree d = 4,6,8, we tested 3 different number fields of degree d,
and for every number field, we tested different values of r, ranging from roughly
d? to 200. Once d and 7 were fixed, we defined § = log(r)/log(d) and B = 10 -
max(log hg, 1)-max(dy/d,1). Compared to the lower bound on B given in Heuristic 1,
the constant 100 has been replaced by 10 (because we want » > B and we cannot
deal with r larger than 200). We also added the max with 1, because in the special
case we consider, the rings are principal, and so hx = 1 and §y = 0. We then defined
ag and B as in Heuristic 1, except that the constant 0.96 in ag was replaced by 1
and the constant 0.01 is 8 was replaced by 0.1. The constraint ag < % was never
satisfied in our experiments, as it would have required r to be much larger. However,
the fact that this constraint is not satisfied should only make the distance between
the target points and the lattice larger, as it was used to ensure that the space of
solutions was not wrapped up modulo A (if the space is folded, it should decrease
the number of solutions).

Once all these parameters were computed, we constructed the lattice L as in
Heuristic 1. We then sampled 90 target points t; of the desired shape (i.e., in the
span on L and with their last 7 coordinates of Euclidean norm at most 0.01B/4/r),
and computed the maximum distance of these points to the lattice L (by solving
CVP in L).

We plot on Figure A.5 the evolution the maximum distance max; dist(t;, L) (in
blue) and v/B (in red) as a function of r. The points on the curves are obtained
by taking the average value for the three number fields with the same degree d
(these values where very close, and taking the average smooths slightly the curves).
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One can observe that max; dist(t;, L) is indeed smaller than v/B (so in particular
smaller than /(14 ¢)B for any € > 0), and that this seems to stabilize and hold
asymptotically.
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1 1
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0.5
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Fig. A.5. Evolution of max; dist(t;, L) (in blue) and v/B (in red) as a function of r. From left to
right: number fields of degree 4, 6 and 8.

Table 2 below gives more details on the parameters of the experiments. For
readability, we give the values only for one number field per degree d, but the values
for the other number fields of the same degree were very similar. In the table, we
provide the values of max; dist(t;, L) and v/B as plotted above, but also the values of
the parameters o and 8. One can observe, as was mentioned above, that the values
of ap we were able to reach never satisfy the constraint oy < 1%21[735. In particular,
in Algorithm 4.3, we use Heuristic 1 with o very small (of the order of 1/d°8¢, as

we will have € of this order of magnitude) and hence g = aio OgéB

large (slightly more than polynomial in d). In the experiments, one can see that for
degree 6 and 8, we were only able to reach § = 2, which is not very realistic for our
concrete choice of parameters. In the case of degree 4, we reached more interesting
values of 3 (up to 16.7, which is roughly d'°s%).

should be quite

The table also contains intervals that we called ‘B in practice’. For a specific
target vector t;, the value ‘B in practice’ corresponds to the 1 norm of the last r
coordinates of v;, the closest point to ¢; in L. Recall that in our analysis, we heuristi-
cally assumed that the closest point to ¢; would have at most B non zero coefficients
(equal to 1 or —1) in its last 7 coordinates. We experimentally observed that, indeed,
the non-zero coefficients are 1 or —1, but it seems that the closest point has signifi-
cantly less than B non-zero coefficients. This does not invalidate the heuristic, but it
seems to say that the distance between ¢; and L might be less that what we expected
(and this is indeed what we observe when we compare max; dist(t;, L) and v/B). The
interval given in the table is the smallest interval containing all the ‘B in practice’
for all the 90 target points. One can observe that for degree 6 and 8, the numbers
‘B in practice’ remain very small (between 0 and 2), meaning that the closest point
can be obtained with a linear combination of a small number of the basis vectors
(at most 9 vectors among the 200 vectors of the basis). This is probably the reason
why the CVP solver is so fast and we can use it in lattices of dimension 200. In the
case of degree 4, the number ‘B in practice’ increases up to 4, and the run time of
the CVP solver degrades consequently.
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dl r| m o B B in practice max; dist(t;, L) VB
4 20| 5 | 20.5 |0.0204 [0,0] 0.0551 3.74
4 140| 5 1.21 | 0.306 [0,0] 0.760 3.32
4 /60| 5 |0.403|0.878 [0, 2] 1.46 3.16
4 80| 5 |0.200| 1.77 [0,2] 1.61 3.16
4 |[100| 5 |0.116| 3.06 [0, 3] 1.75 3.16
4 [120| 5 |0.0740| 4.78 [2,3] 1.95 3.16
4 [140| 5 |0.0508| 6.96 2,4] 2.01 3.16
4 (160 5 |0.0366| 9.66 (2, 4] 2.02 3.16
4 |180| 5 1(0.0274| 12.9 [2,4] 2.03 3.16
4 |200| 5 (0.0212| 16.7 [2,4] 2.04 3.16
6 40| 9 2.25 10.146 [0,0] 0.471 3.61
6 (60| 9 [0.919]0.344 [0,0] 1.09 3.46
6 (80| 9 |0.537]0.564 [0,2] 1.46 3.32
6 (100 9 |0.388]0.743 [0,2] 1.50 3.16
6 (120 9 |0.289| 1.00 [0,2] 1.54 3.16
6 (140| 9 [0.224| 1.29 [0,2] 1.63 3.16
6 (160 9 |0.180| 1.60 [072] 1.76 3.16
6 [180] 9 |0.149| 1.94 [0,2] 1.75 3.16
6 (200 9 |0.125| 2.30 (2, 3] 1.94 3.16
8 60| 16 | 1.40 | 0.178 [0,0] 0.745 3.16
8 80| 16 | 0.987|0.253 [0,0] 1.06 3.16
8 [100| 16 | 0.751 | 0.333 [0,1] 1.35 3.16
8 [120| 16 | 0.601 | 0.416 [0,2] 1.49 3.16
8 [140| 16 | 0.498 | 0.502 [0,2] 1.49 3.16
8 [160| 16 | 0.422 ] 0.592 [0,2] 1.56 3.16
8 [180| 16 | 0.366 | 0.684 [0,2] 1.57 3.16
8 1200 16 |0.321]0.778 [0,2] 1.62 3.16

Table 2. Experimental values of the different parameters of Heuristic 1, observed in cyclotomic
fields of conductor m and degree d, for different values of r.

Overall, the experiments seem consistent with the heuristic for these cyclotomic
fields, but this is not very satisfactory as we could test only very small cyclotomic
number fields. It could be that the small degree of the number fields (and the fact
that they are principal) changes completely the behaviour of the heuristic. Also,
the parameter setting of our algorithm is asymptotic (with hidden constants and
logarithms in the O), so testing it for only 3 number fields of very small degree does
not say a lot. Our code is open access and has been done to handle any number
field, so it could be used to create the lattice L for much larger number fields, but

then the CVP step would be very costly.
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