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Abstract

We present a methodology to construct preprocessing zkSNARKSs where the structured reference
string (SRS) is universal and updatable. This exploits a novel use of holography [Babai et al., STOC 1991],
where fast verification is achieved provided the statement being checked is given in encoded form.

We use our methodology to obtain a preprocessing zkSNARK where the SRS has linear size and
arguments have constant size. Our construction improves on Sonic [Maller et al., CCS 2019], the prior
state of the art in this setting, in all efficiency parameters: proving is an order of magnitude faster and
verification is thrice as fast, even with smaller SRS size and argument size. Our construction is most
efficient when instantiated in the algebraic group model (also used by Sonic), but we also demonstrate
how to realize it under concrete knowledge assumptions. We implement and evaluate our construction.

The core of our preprocessing zZkSNARK is an efficient algebraic holographic proof (AHP) for rank-1
constraint satisfiability (R1CS) that achieves linear proof length and constant query complexity.
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1 Introduction

Succinct non-interactive arguments (SNARGs) are efficient certificates of membership in non-deterministic
languages. Recent years have seen a surge of interest in zero-knowledge SNARGs of knowledge (zkSNARKS),
with researchers studying constructions under different cryptographic assumptions, improvements in asymp-
totic efficiency, concrete performance of implementations, and numerous applications. The focus of this
paper is SNARGs s in the preprocessing setting, a notion that we motivate next.

When is fast verification possible? The size of a SNARG must be, as a minimum condition, sublinear in
the size of the non-deterministic witness, and often is required to be even smaller (e.g., logarithmic in the size
of the non-deterministic computation). The time to verify a SNARG would be, ideally, as fast as reading
the SNARG. This is in general too much to hope for, however. The verification procedure must also read
the description of the computation, in order know what statement is being verified. While there are natural
computations that have succinct descriptions (e.g., machine computations), in general the description of a
computation could be as large as the computation itself, which means that the time to verify the SNARG
could be asymptotically comparable to the size of the computation. This is unfortunate because there is a very
useful class of computations for which we cannot expect fast verification: general circuit computations.

The preprocessing setting. An approach to avoid the above limitation is to design a verification procedure
that has two phases: an offline phase that produces a short summary for a given circuit; and an online phase
that uses this short summary to verify SNARGsS that attest to the satisfiability of the circuit with different
partial assignments to its input wires. Crucially, now the online phase could in principle be as fast as reading
the SNARG (and the partial assignment), and thus sublinear in the circuit size. This goal was captured by
preprocessing SNARGs [Grol0; Lip12; Gen+13; Bit+13], which have been studied in an influential line
of works that has led to highly-efficient constructions that fulfill this goal (e.g., [Gro16]) and large-scale
deployments in the real world that benefit from the online fast verification (e.g., [Zca]).

The problem: circuit-specific SRS. The offline phase in efficient constructions of preprocessing SNARGS
consists of sampling a structured reference string (SRS) that depends on the circuit that is being preprocessed.
This implies that producing/validating proofs with respect to different circuits requires different SRSs. In
many applications of interest, there is no single party that can be entrusted with sampling the SRS, and so
real-world deployments have had to rely on cryptographic “ceremonies” [The] that use secure multi-party
sampling protocols [Ben+15; BGG17; BGM17; Abd+19] . However, any modification in the circuit used in
an application requires another cryptographic ceremony, which is unsustainable for many applications.

A solution: universal SRS. The above motivates preprocessing SNARGs where the SRS is universal,
which means that the SRS supports any circuit up to a given size bound by enabling anyone, in an offline
phase after the SRS is sampled, to publicly derive a circuit-specific SRS.! Known techniques to obtain a
universal SRS from circuit-specific SRS introduce expensive overheads due to universal simulation [Ben+14a;
Ben+14b]. Also, these techniques lead to universal SRSs that are not updatable, a property introduced in
[Gro+18] that significantly simplifies cryptographic ceremonies. The recent work of Maller et al. [Mal+19]
overcomes these shortcomings, obtaining the first efficient construction of a preprocessing SNARG with
universal (and updatable) SRS. Even so, the construction in [Mal+19] is considerably more expensive than
the state of the art for circuit-specific SRS [Gro16]. In this paper we ask: can the efficiency gap between
universal SRS and circuit-specific SRS be closed, or at least significantly reduced?

Concurrent work. A concurrent work [GWC19] studies the same question as this paper. See Section 1.2
for a brief discussion that compares the two works.

!Even better than a universal SRS would be a URS (uniform reference string). However, achieving preprocessing SNARGS in the
URS model with small argument size remains an open problem; see Section 1.2.
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Figure 1: Comparison of two preprocessing zkSNARKSs with universal (and updatable) SRS: the prior state of
the art and our construction. We include the current state of the art for circuit-specific SRS (in gray), for reference.
Here G,/G/IF, denote the number of elements or operations over the respective group/field; also, f-MSM(m) and
v-MSM(m) denote fixed-base and variable-base multi-scalar multiplications (MSM) each of size m, respectively.
The number of pairings that we report for Sonic’s verifier is lower than the number reported in [Mal+19] because
we have taken into account standard batching techniques for pairing equations.
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Sonic] because at the time of writing there is no working implementation of its unhelped variant.

4



1.1 Our results

In this paper we present MARLIN, a new preprocessing zkSNARK with universal (and updatable) SRS that
improves on the prior state of the art [Mal+19, Sonic] in essentially all relevant efficiency parameters.? In
addition to reducing argument size by several group and field elements and reducing time complexity of the
verifier by over 3, our construction overcomes the main efficiency drawback of [Mal+19, Sonic]: the cost of
producing proofs. Indeed, our construction improves time complexity of the prover by over 10 x, achieving
prover efficiency comparable to the case of preprocessing zkSNARKSs with circuit-specific SRS. In Fig. 1 we
provide a comparison of our construction and [Mal+19, Sonic], including argument sizes for two popular
elliptic curves; the table also includes the state of the art for circuit-specific SRS. We have implemented
MAaRrLIN in a Rust library,? and report evaluation results in Fig. 2.

Our zkSNARK is the result of several contributions that we deem of independent interest, summarized below.

(1) A new methodology. We present a general methodology to construct preprocessing SNARGs (and
also zZkSNARKSs) where the SRS is universal (and updatable). The methodology in fact produces succinct
interactive arguments that can be made non-interactive via the Fiat—Shamir transformation [FS86]. Hence
below we focus on preprocessing arguments with universal and updatable SRS (see Section 7 for the definition).

Our key observation is that the ability to preprocess a circuit in an offline phase is closely related to
constructing “holographic proofs” [Bab+91], which means that the verifier does not receive the circuit
description as an input but, rather, makes a small number of queries to an encoding of it. These queries are in
addition to queries that the verifier makes to proofs sent by the prover. Moreover, in this paper we focus on the
setting where the encoding of the circuit description consists of low-degree polynomials and also where proofs
are themselves low-degree polynomials — this can be viewed as a requirement that honest and malicious
provers are “algebraic”. We call these algebraic holographic proofs (AHPs); see Section 4 for definitions.

We present a transformation that “compiles” any public-coin AHP into a corresponding preprocessing
argument with universal (and updatable) SRS by using suitable polynomial commitments.

Theorem 1 (informal). There is an efficient transformation that combines any public-coin AHP for a relation
‘R and an extractable polynomial commitment scheme to obtain a public-coin preprocessing argument with
universal SRS for the relation R. The transformation preserves zero knowledge and proof of knowledge of the
underlying AHP. The SRS is updatable provided the SRS of the polynomial commitment scheme is.

The above transformation provides us with a methodology to construct preprocessing zkSNARKSs with
universal SRS (see Fig. 3). Namely, to improve the efficiency of preprocessing zZkSNARKSs with universal
SRS it suffices to improve the efficiency of simpler building blocks: AHPs (an information-theoretic primitive)
and polynomial commitments (a cryptographic primitive).*

The improvements achieved by our preprocessing zkSNARK (see Fig. 1) were obtained by following this
methodology: we designed efficient constructions for each of these two building blocks (which we discuss
shortly), combined them via Theorem 1, and then applied the Fiat—Shamir transformation [FS86].

Methodologies that combine information-theoretic probabilistic proofs and cryptographic tools have
played a fundamental role in the construction of efficient argument systems. In the particular setting of

2Maller et al. [Mal+19] discuss two variants of their protocol, a cheaper one for the “helped setting” and a costlier one for the
“unhelped setting”. The variant that is relevant to this paper is the latter one, because it is a preprocessing zkSNARK. (The former
variant does not achieve succinct verification, and instead achieves a weaker guarantee that applies to proof batches.)

3https://github.com/scipr-lab/marlin

4The methodology also captures as a special case various folklore approaches used in prior works to construct non-preprocessing
zkSNARKSs via polynomial commitment schemes (see Section 1.2), thereby providing the first formal statement that clarifies what
properties of algebraic proofs and polynomial commitment schemes are essential for these folklore approaches.
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preprocessing SNARGs, for example, the compiler introduced in [Bit+13] for circuit-specific SRS has paved
the way towards current state-of-the-art constructions [Gro16], and also led to constructions that are plausibly
post-quantum [Bon+17; Bon+18]. We believe that our methodology for universal SRS will also be useful in
future work, and may lead to further efficiency improvements.

public-coin

AHP L
Theorem 1 publ}c com Fiat-Shamir preprocessing SNARK
. preprocessing argument ) . .
bl (our compiler) with universal SRS transformation with universal SRS
extractable
polynomial commitments

Figure 3: Diagram of our methodology to construct preprocessing SNARGs with universal SRS.

(2) An efficient AHP for R1CS. We design an algebraic holographic proof (AHP) that achieves linear
proof length and constant query complexity, among other useful efficiency features. The protocol is for
rank-1 constraint satisfiability (R1CS), a well-known generalization of arithmetic circuits where the “circuit
description” is given by coefficient matrices (see definition below). Note that the relations that we consider
consist of triples rather than pairs, because we need to split the verifier’s input into a part for the offline phase
and a part for the online phase. The offline input is called the index, and it consists of the coefficient matrices;
the online input is called the instance, and it consists of a partial assignment to the variables. The algorithm
that encodes the index (coefficient matrices) in the offline phase is called the indexer.

Definition 1 (informal). The indexed relation Ry g is the set of triples (1, x, w) = ((IF, n,m, A, B,C),x, w)
where T is a finite field, A, B, C' are n x n matrices over F, each containing at most m non-zero entries, and

“_»

2 := (x,w) is a vector in F" such that Az o Bz = Cz. (Here “o” denotes the entry-wise product.)

Theorem 2 (informal). There exists a constant-round AHP for the indexed relation Rgg with linear proof
length and constant query complexity. The soundness error is O(m/|F|), and the construction is a zero
knowledge proof of knowledge. The arithmetic complexity of the indexer is O(mlogm), of the prover is
O(mlogm), and of the verifier is O(|x| + logm).

The literature on probabilistic proofs contains algebraic protocols that are holographic (e.g., [Bab+91]
and [GKR15]) but none achieve constant query complexity, and so applying our methodology (Theorem 1)
to these would lead to large argument sizes (many tens of kilobytes). These prior algebraic protocols rely
on the multivariate sumcheck protocol applied to certain multivariate polynomials, which means that they
incur sizable communication costs due to (a) the many rounds of the sumcheck protocol, and (b) the fact that
applying the methodology would involve using multivariate polynomial commitment schemes that (for known
constructions) lead to communication costs that are linear in the number of variables.

In contrast, our algebraic protocol relies on univariate polynomials and achieves constant query complexity,
incurring small communication costs. Our algebraic protocol can be viewed as a “holographic variant” of the
algebraic protocol for R1CS used in Aurora [Ben+19c], because it achieves an exponential improvement in
verification time when the verifier is given a suitable encoding of the coefficient matrices; see Table 1.

construction  holographic? indexer prover verifier messages  proof length  queries
[Ben+19c¢] NO N/A O(m +nlogn) O(|x|+n) 3 O(n) O(1)
this work YES O(mlogm) O(mlogm) O(|x| + logm) 7 O(m) O(1)

Table 1: Comparison of the non-holographic protocol for R1CS in [Ben+19c], and the AHP for R1CS that we
construct. Here n denotes the number of variables and m the number of non-zero coeflicients in the matrices.



(3) Extractable polynomial commitments. Polynomial commitment schemes, introduced in [KZG10], are
commitment schemes specialized to work with univariate polynomials. The security properties in [KZG10],
while sufficient for the applications therein, do not appear sufficient for standalone use, or even just for the
transformation in Theorem 1. We propose a definition for polynomial commitment schemes that incorporates
the functionality and security that we believe to suffice for standalone use (and in particular suffices for
Theorem 1). Moreover, we show how to build on the construction of [KZG10] to fulfill this definition in
the plain model under non-falsifiable knowledge assumptions, or via a more efficient construction in the
algebraic group model [FKL18] under falsifiable assumptions. These constructions, when combined with
our transformation, lead to the first efficient preprocessing arguments with universal SRS under concrete
knowledge assumptions, and also to the efficiency reported in Fig. 1.

We have implemented in a Rust library> the polynomial commitment schemes, and our implementation of
MaARrLIN relies on this library. We deem this library of independent interest for other projects.

1.2 Related work

In this paper we study the goal of constructing preprocessing SNARGs with universal SRS, which achieve
succinct verification regardless of the structure of the non-deterministic computation being checked. The
most relevant prior work is Sonic [Mal+19], on which we improve as already discussed (see Fig. 1). The
notion of updatable SRS was defined and achieved in [Gro+18], but with a less efficient construction.

Concurrent work. A concurrent work [GWC19] studies the same question as this paper, and also obtains
efficiency improvements over Sonic [Mal+19]. Below is a brief comparison.

* We provide an implementation and evaluation of our construction, while [GWC19] do not. The estimated
costs reported in [GWC19] suggest that an implementation may perform similarly to ours.

* Similarly to our work, [GWC19] extends the polynomial commitment in [KZG10] to support batching, and
proves the extension secure in the algebraic group model. We additionally show how to prove security
in the plain model under non-falsifiable knowledge assumptions, and consider the problem of enforcing
different degrees for different polynomials (a feature that is not needed in [GWC19]).

* We show how to compile any algebraic holographic proof into a preprocessing argument with universal
SRS, while [GWC19] focus on compiling a more restricted notion that they call “polynomial protocols”.

* Our protocol natively supports R1CS, and can be viewed as a holographic variant of the algebraic protocol
in [Ben+19c]. The protocol in [GWC19] natively supports a different constraint system, and involves a
protocol that, similar to [Gro10], uses a permutation argument to attest that all variables in the same cycle
of a permutation are equal (e.g., (1)(2, 3)(4) would require that the second and third entries are equal).

Preprocessing SNARGs with a URS. Setty [Set19] studies preprocessing SNARGs with a URS (uniform
reference string), and describes a protocol that for n-gate arithmetic circuits and a chosen constant ¢ > 2
achieves proving time O, (n), argument size O ,\(nl/ “), and verification time O ,\(nl_l/ “). The protocol in
[Set19] offers a tradeoff compared to our work: preprocessing with a URS instead of a SRS, at the cost of
asymptotically larger argument size and verification time. The question of achieving processing with a URS
while also achieving asymptotically small argument size and verification time remains open.

The protocol in [Set19] is obtained by combining the multivariate polynomial commitments of [Wah+18]
and a modern rendition of the PCP in [Bab+91] (which itself can be viewed as the “bare bones” protocol of

Shttps://github.com/scipr-1lab/poly-commit
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[GKR15] for circuits of depth 1). There is no analysis of concrete costs in [Set19], nor a discussion of how
to additionally achieve zero knowledge beyond stating that techniques in other papers (such as [Zha+17a;
Wah+18] or [Xie+19]) can be applied. Nevertheless, argument sizes would at best be similar to these other
papers, i.e., tens of kilobytes, which is much bigger than our argument sizes (in the SRS model).

We conclude by noting that the informal security proof in [Set19] appears insufficient to show soundness
of the argument system, because the polynomial commitment scheme is only assumed to be binding but not
also extractable (there is no explanation of where the witness encoded in the committed polynomial comes
from). Our definitions and security proofs, if ported over to the multivariate setting, would fill this gap.

Remark 1.1. Setty [Setl19] also suggests using multivariate polynomial commitments with an SRS [PST13],
which could lead to asymptotically smaller argument size and faster verification time. Perhaps because this is
not the focus of Spartan (which advocates the benefits of a URS) there are no analyses of security or concrete
efficiency for this case. By analogy to arguments with an SRS that use such commitments [Xie+19], one may
guess that Setty’s suggestion would lead to arguments with faster prover time and larger argument sizes (tens
of kilobytes) in comparison to our work. Working out the details of this suggestion is left to future work.

Non-preprocessing SNARGs for arbitrary computations. Checking arbitrary circuits without prepro-
cessing them requires the verifier to read the circuit, so the main goal is to obtain small argument size. In this
setting of non-preprocessing SNARGs for arbitrary circuits, constructions with a URS (uniform reference
string) are based on discrete logarithms [Boo+16; Biin+18] or hash functions [Ame+17; Ben+19c], while
constructions with a universal SRS (structured reference string) combine polynomial commitments and
non-holographic algebraic proofs [Gab19]; all use random oracles to obtain non-interactive arguments.®
We find it interesting to remark that our methodology from Theorem 1 generalizes protocols such as
[Gab19] in two ways. First, it formalizes the folklore approach of combining polynomial commitments and
algebraic proofs to obtain arguments, identifying the security properties required to make this approach work.
Second, it demonstrates how for algebraic holographic proofs the resulting argument enables preprocessing.

Non-preprocessing SNARGs for structured computations. Several works study SNARGs for computa-
tions assumed to have certain structure, which allows fast verification without preprocessing the description
of the computation. A line of works [Ben+17b; Ben+19a; Ben+19b] combines hash functions and various
interactive oracle proofs. Another line of works [Zha+17b; Zha+18; Zha+17a; Wah+18; Xie+19] combines
multivariate polynomial commitments [PST13] and doubly-efficient interactive proofs [GKR15].

While in this paper we study a different setting (preprocessing SNARGs for arbitrary computations), there
are similarities, and notable differences, in the polynomial commitments used in our work and prior works.
We begin by noting that the notion of “multivariate polynomial commitments” varies considerably across
prior works, despite the fact that most of those commitments are based on the protocol introduced in [PST13].

* The commitments used in [Zha+17b; Zha+18] are required to satisfy extractability (a stronger notion than
binding) because the security proof of the argument system involves extracting a polynomial encoding a
witness. The commitment is a modification of [PST13] that uses knowledge commitments, a standard
ingredient to achieve extractability under non-falsifiable assumptions in the plain model. Neither of these
works consider hiding commitments as zero knowledge is not a goal for them.

* The commitments used in [Zha+17a; Wah+18] must be compatible with the Cramer-Damgérd transform
[CDI98] used in constructing the argument system. They consider a modified setting where the sender does

6The linear verification time in most of the cited constructions can typically be partially mitigated via techniques that enable an
untrusted party to help the verifier to check a batch of proofs for the same circuit faster than checking each proof individually (the
linear cost in the circuit is paid only once per batch rather than once for each proof in the batch).



not reveal the value of the commitment polynomial at a desired point but, instead, reveals a commitment to
this value, along with a proof attesting that the committed value is correct. For this modified setting, they
consider commitments that satisfy natural notions of extractability and hiding (achieving zero knowledge
arguments is a goal in both papers). The commitments constructed in the two papers offer different tradeoffs.
The commitment in [Zha+17a] is based on [PST13]: it relies on a SRS (structured reference string); it
uses pairings; and for /-variate polynomials achieves O (¢)-size arguments that can be checked in O, ()
time. The commitment in [Wah+18] is inspired from [BG12] and [Biin+18]: it relies on a URS (uniform
reference string); it does not use pairings; and for ¢-variate multilinear ;;olynomials and a given constant
{—L/c
)

¢ > 2 achieves O ,\(26/ “)-size arguments that can be checked in O, (2 time.

* The commitments used in [Xie+19] are intended for the regular (unmodified) setting of commitment
schemes where the sender reveals the value of the polynomial, because zero knowledge is later achieved
by building on the algebraic techniques described in [CFS17]. The commitment definition in [Xie+19]
considers binding and hiding, but not extractability. However, the given security analysis for the argument
system does not seem to go through for this definition (there is no explanation of where the witness encoded
in the committed polynomial comes from). Also, no commitment construction is provided in [Xie+19], and
instead the reader is referred to [Zha+17a], which considers the modified setting described above.

In sum there are multiple notions of commitment and one must be precise about the functionality and security
needed to construct an argument system. We now compare prior notions commitments to the one that we use.

First, since in this paper we do not use the Cramer—Damgérd transform for zero knowledge, commitments
in the modified setting are not relevant. Instead, we achieve zero knowledge via bounded independence
[Ben+16], and in particular we consider the familiar setting where the sender reveals evaluations to the
committed polynomial. Second, prior works consider protocols where the sender commits to a polynomial in
a single round, while we consider protocols where the sender commits to multiple polynomials of different
degrees in each of several rounds. This multi-polynomial multi-round setting requires suitable extensions in
terms of functionality (to enable batching techniques to save on argument size) and security (extractability
and hiding need to be strengthened), which means that prior definitions do not suffice for us.

The above discrepancies have led us to formulate new definitions of functionality and security for
polynomial commitments (as summarized in Section 2.2). We conclude by noting that, since in this paper
we construct arguments that use univariate polynomials, our definitions are specialized to commitments
for univariate polynomials. Corresponding definitions for multivariate polynomials can be obtained with
straightforward modifications, and would strengthen definitions appearing in some prior works. Similarly, we
fulfill the required definitions via natural adaptations of the univariate scheme of [KZG10], and analogous
adaptations of the multivariate scheme of [PST13] would fulfill the multivariate analogues of these definitions.



2 Techniques

We discuss the main ideas behind our results. First we describe the two building blocks used in Theorem 1:
AHPs and polynomial commitment schemes (described in Sections 2.1 and 2.2 respectively). We describe
how to combine these to obtain preprocessing arguments with universal SRS in Section 2.3. Next, we discuss
constructions for these building blocks: in Section 2.4 we describe our AHP (underlying Theorem 2), and in
Section 2.5 we describe our construction of polynomial commitments.

Throughout, instead of considering the usual notion of relations that consist of instance-witness pairs, we
consider indexed relations, which consist of triples (1,x, w) where 1 is the index, x is the instance, and w is
the witness. This is because i represents the part of the verifier input that is preprocessed in the offline phase
(e.g., the circuit description) and x represents the part of the verifier input that comes in the online phase (e.g.,
a partial assignment to the circuit’s input wires). The indexed language corresponding to an indexed relation
R, denoted L(R), is the set of pairs (1, x) for which there exists a witness w such that (1, x, w) € R.

2.1 Building block: algebraic holographic proofs

Interactive oracle proofs (IOPs) [BCS16; RRR16] are multi-round protocols where in each round the verifier
sends a challenge and the prover sends an oracle (which the verifier can query). IOPs combine features
of interactive proofs [Bab85; GMRS89] and probabilistically checkable proofs [Bab+91; AS98; Aro+98].
Algebraic holographic proofs (AHPs) modify the notion of an IOP in two ways.

* Holographic: the verifier does not receive its input explicitly but, rather, has oracle access to a prescribed
encoding of it. This potentially enables the verifier to run in time that is much faster than the time to read
its input in full. (Our constructions will achieve this fast verification.)

* Algebraic: the honest prover must produce oracles that are low-degree polynomials (this restricts the
completeness property), and all malicious provers must produce oracles that are low-degree polynomials (this
relaxes the soundness property). The encoded input to the verifier must also be a low-degree polynomial.

Since in this paper we only work with univariate polynomials, the definitions that we give focus on this case
but they can be modified in a straightforward way to be more general.

Informally, a (public-coin) AHP over a field F for an indexed relation R is specified by an indexer I,
prover P, and verifier V that work as follows.

* Offline phase. The indexer I receives as input the index 1 to be preprocessed, and outputs one or more
univariate polynomials over IF encoding 1.

* Online phase. For some instance x and witness w, the prover P receives (i, x, w) and the verifier V
receives x; P and V interact over some (in this paper, constant) number of rounds, where in each round
V sends a challenge and P sends one or more polynomials; after the interaction, V (x) probabilistically
queries the polynomials output by the indexer and the polynomials output by the prover, and then accepts
or rejects. Crucially, V does not receive 1 as input, but instead queries the polynomials output by I that
encode 1. This enables the construction of verifiers V that run in time that is sublinear in |1].

The completeness property states that for every (i,x,w) € R the probability that P(1,x, w) convinces
vib (x) to accept is 1. The soundness property states that for every (1,x) ¢ L£(R) and admissible prover

P the probability that P convinces VI (x) to accept is at most a given soundness error €. A prover is
“admissible” if it the degrees of the polynomials it outputs fit within prescribed degree bounds of the protocol.
See Section 4 for details on AHPs, including definitions of proof of knowledge and zero knowledge.
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Remark 2.1 (prior holographic proofs). Various definitions of “holographic proofs” have been studied
in the literature on probabilistic proofs, starting with the seminal work of Babai, Fortnow, Levin, and
Szegedy [Bab+91]. Recent examples include the IPs in [GKR15], whose verifier runs in sublinear time when
given (multivariate low-degree) encodings of the circuit’s wiring predicates and of the circuit’s input; and also
the IOPs in [RRR16], where encoded provers and encoded inputs play a role in amortizing interactive proofs.

2.2 Building block: polynomial commitments

Informally, a polynomial commitment scheme [KZG10] allows a prover to produce a commitment c to a
univariate polynomial p € F[X], and later “open” p(X) at any point z € I, producing an evaluation proof
7 showing that the opened value is consistent with the polynomial “inside” ¢ at z. Turning this informal
goal into a useful definition requires some care, however, as we explain below. In this paper we propose a
set of definitions for polynomial commitment schemes that we believe are useful for standalone use, and in
particular suffice as a building block for our compiler described in Sections 2.3 and 8.

First, we consider constructions with strong efficiency requirements: the commitment ¢ is much smaller
than the polynomial p (e.g., ¢ consists of a constant number of group elements), and the proof 7 can be
validated very fast (e.g., in a constant number of cryptographic operations). These requirements not only
rule out natural constructions,? but also imply that the usual binding property, which states that an efficient
adversary cannot open the same commitment to two different values, does not capture the desired security.
Indeed, even if the adversary were to be bound to opening values of some function f: F — [, it may be that
the function f is consistent with a polynomial whose degree is higher than what was claimed. This means
that a security definition needs to incorporate guarantees about the degree of the committed function.®

Second, in many applications of polynomial commitments, an adversary produces multiple commitments
to polynomials within a round of interaction and across rounds of interaction. After this interaction, the
adversary reveals values of all of these polynomials at one or more locations. This setting motivates a
number of considerations. First, it is desirable to rely on a single set of public parameters for committing to
multiple polynomials, even if the polynomials differ in degree. A construction such as that of [KZG10] can be
modified in a natural way to achieve this is by committing both to the polynomial and its shift to the maximum
degree, similarly to techniques used to bundle multiple low-degree tests into a single one [Ben+19c]. This
modification needs to be addressed in any proof of security. Second, it would be desirable to batch evaluation
proofs across different polynomials for the same location. Again the construction in [KZG10] can support
this, but one must argue that security still holds in this more general case.

The preceeding considerations require an extension of previous definitions and motivate our re-formulation
of the primitive. Informally, a polynomial commitment scheme PC is a tuple of algorithms PC = (Setup,
Commit, Open, Check). The setup algorithm PC.Setup takes as input a security parameter and maximum
supported degree bound D, and outputs a committer and receiver key pair (ck, rk) that contains the description
of a finite field IF. The sender can then invoke PC.Commit with input ck and a list of polynomials p with
respective degree bounds d to generate a set of commitments c¢. Subsequently, the sender can use PC.Open

7A natural construction would be to use a standard commitment scheme to commit to each coefficient of p, and then open to
a value by revealing all of the committed coefficients. However, this construction is inefficient, because the commitment ¢ and
evaluation proof 7 are “long” (linear in the degree of p). An alternative construction would be to use a Merkle tree on the coefficients
of p. While ¢ now becomes short, the evaluation proof 7 remains long because the receiver would need to see all coefficients to
validate a claimed evaluation. Crucially, both constructions enable the receiver to check the degree of the committed polynomial.

8This consideration motivates the strong correctness property in [KZG10], which states that if the adversary knows a polynomial
that leads to the claimed commitment c then this polynomial has bounded degree. This notion, while sufficient for the application in
[KZG10], does not seem to suffice for standalone use because there is no a priori guarantee that an adversary that can open values to
a commitment knows a polynomial inside the commitment. In some sense, a knowledge assumption is hidden in this hypothesis.
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to produce a proof 7 that convinces the receiver that the polynomials “inside” ¢ respect the degree bounds d
and, moreover, evaluate to the claimed set of values v at a given query set () that specifies any number of
evaluation points for each polynomial. The receiver can invoke PC.Check to check this proof.

The scheme PC is required to satisfy extractability and succinctness properties, and also, optionally, a
hiding property. We outline these properties below (see Section 6.1 for the details).

Extractability. Consider an efficient sender adversary A that can produce a commitment ¢ and degree
bound d < D such that, when asked for an evaluation at some point z € F, A can produce a supposed
evaluation v and proof 7 such that PC.Check accepts. Then PC is extractable if for every maximum degree
bound D and every sender adversary .4 who can produce such commitments there exists a corresponding
efficient extractor £ 4 that outputs a polynomial p of degree at most d that “explains” ¢ so that p(z) = v.
While for simplicity we have described the most basic case here, our definition considers adversaries and
extractors who interact over multiple rounds, wherein the adversary may produce multiple commitments in
each round and the extractor is required to output corresponding polynomials on a per-round basis (before
seeing the query set, proof, or supposed evaluations).

In this work we rely on extractability to prove the security of our compiler (see Section 2.3); we do not
know if weaker security notions studied in prior works, such as evaluation binding, suffice. More generally,
we believe that extractability is a useful property that may be required across a range of other applications.

Succinctness. Commitment size, proof size, and time to verify an opening are independent of the claimed
degrees for the polynomials. (This ensures that the argument produced by our compiler is succinct.)

Hiding. The hiding property of PC states that commitments and proofs of evaluation reveal no information
about the committed polynomial beyond the publicly stated degree bound and the evaluation itself. Namely,
PC is hiding if there exists an efficient simulator that outputs simulated commitments and simulated evaluation
proofs that cannot be distinguished from their real counterparts by any malicious distinguisher that only
knows the degree bound and the evaluation.

Analogously to the case of extractability, we actually consider a more general definition that considers
commitments to multiple polynomials within and across multiple rounds; moreover, the definition considers
the case where some polynomials are designated as not hidden (and thus given to the simulator) because in
our application we sometimes prefer to commit to a polynomial in a non-hiding way (for efficiency reasons).

2.3 Compiler: from AHPs to preprocessing arguments with universal SRS

We describe the main ideas behind Theorem 1, which uses polynomial commitment schemes to compile
any (public-coin) AHP into a corresponding (public-coin) preprocessing argument with universal SRS. In a
subsequent step, the argument can be made non-interactive via the Fiat—Shamir transformation, and thereby
obtain a preprocessing SNARG with universal SRS.

The basic intuition of the compiler follows the well-known framework of “commit to oracles and then
open query answers’ pioneered by Kilian [Kil92]. However, the commitment scheme used in our compiler
leverages and enforces the algebraic structure of these oracles. While several works in the literature already
take advantage of algebraic commitment schemes applied to algebraic oracles, our contribution is to observe
that if we apply this framework to a holographic proof then we obtain a preprocessing argument.

Informally, first the argument indexer invokes the AHP indexer to generate polynomials, and then
deterministically commits to these using the polynomial commitment scheme. Subsequently, the argument
prover and argument verifier interact, each respectively simulating the AHP prover and AHP verifier. In each
round, the argument prover sends succinct commitments to the polynomials output by the AHP prover in that
round. After the interaction, the argument verifier declares its queries to the polynomials (of the prover and
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of the indexer). The argument prover replies with the desired evaluations along with an evaluation proof
attesting to their correctness relative to the commitments.

This approach, while intuitive, must be proven secure. In particular, in the proof of soundness, we need
to show that if the argument prover convinces the argument verifier with a certain probability, then we can
find an AHP prover that convinces the AHP verifier with similar probability. This step is non-trivial: the
AHP prover outputs polynomials, while the argument prover merely outputs succinct commitments and a few
evaluations, which is much less information. In order to deduce the former from the latter requires extraction.
This motivates considering polynomial commitment schemes that are extractable, in the sense described in
Section 2.2. We do not know whether weaker security properties, such as the evaluation binding property
studied in some prior works, suffice for proving the compiler secure.

The compiler outlined above is compatible with the properties of argument of knowledge and zero
knowledge. Specifically, we prove that if the AHP is a proof of knowledge then the compiler produces an
argument of knowledge; also, if the AHP is (bounded-query) zero knowledge and the polynomial commitment
scheme is hiding then the compiler produces a zero knowledge argument.

See Section 8 for more details on the compiler.

2.4 Construction: an AHP for constraint systems

In prior sections we have described how we can use polynomial commitment schemes to compile AHPs
into corresponding preprocessing SNARGs. In this section we discuss the main ideas behind Theorem 2,
which provides an efficient AHP for the indexed relation corresponding to R1CS (see Definition 1). The
preprocessing zZkSNARK that we achieve in this paper (see Fig. 1) is based on this AHP.

Our protocol can be viewed as a “holographic variant” of the non-holographic algebraic proof for R1ICS
constructed in [Ben+19c]. Achieving holography involves designing a new sub-protocol that enables the
verifier to evaluate low-degree extensions of the coefficient matrices at a random location. While in [Ben+19c¢]
the verifier performed this computation in time poly(|i|) on its own, in our protocol the verifier performs it
exponentially faster, in time O(log |1|), by receiving help from the prover and having oracle access to the
polynomials produced by the indexer. We introduce notation and then discuss the protocol.

Some notation. Consider an index 1 = (F,n,m, A, B, C) specifying coefficient matrices, an instance
x = x € [F* specifying a partial assignment to the variables, and a witness w = w € F” specifying an
assignment to the other variables such that the R1CS equation holds. The R1CS equation holds if and only if
Az o Bz = Cz for z := (z,w) € F". Below, we let H and K be prescribed subsets of IF of sizes n and m
respectively; we also let v (X) and vy (X)) be the vanishing polynomials of these two sets. (The vanishing
polynomial of a set S is the monic polynomial of degree |S| that vanishes on 5, i.e., [, c5(X —7).) We
assume that both H and K are smooth multiplicative subgroups. This allows interpolation/evaluation over
H in O(nlogn) operations and also makes v (X) computable in O(logn) operations (and similarly for
K). Given an n x n matrix M with rows/columns indexed by elements of H, we denote by M (X,Y) the
low-degree extension of M, i.e., the polynomial of individual degree less than n such that M (K, ) is the
(K, ¢)-th entry of M for every x,t € H.

A non-holographic starting point. We sketch a non-holographic protocol for R1CS with linear proof
length and constant query complexity, inspired from [Ben+19c], that forms the starting point of our work. In
this case the prover receives as input (i, x, w) and the verifier receives as input (i, x). (The verifier reads the
non-encoded index 1 because we are describing a non-holographic protocol.)

In the first message the prover P sends the univariate polynomial Z(X) of degree less than n that agrees
with the variable assignment z on H, and also sends the univariate polynomials Z4(X), 25(X), 2¢(X) of
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degree less than n that agree with the linear combinations z := Az, zp := Bz, and 2 := Cz on H. The
prover is left to convince the verifier that the following two conditions hold:

(1) Entry-wise product: Vk € H, 24(k)2g(k) — 2c(k) =0 .

(2) Linear relation: VM € {A,B,C}, Ve e H, Zy/(k) = Z Mk, ]z(¢e) .
1eH

(The prover also needs to convince the verifier that Z(X') encodes a full assignment z that is consistent with
the partial assignment x, but we for simplicity we ignore this in this informal discussion.)

In order to convince the verifier of the first (entry-wise product) condition, the prover sends the
polynomial hy(X) such that Z,4(X)Zg(X) — 20(X) = ho(X)vy(X). This polynomial equation is
equivalent to the first condition (the left-hand side equals zero everywhere on H if and only if it is a multiple
of H’s vanishing polynomial). The verifier will check the equation at a random point 8 € F: it queries
Z4(X), 25(X), 20(X), ho(X) at 8, evaluates v (X) at 5 on its own, and checks that Z 4 (5)2g(8) —2c(8) =
ho(B)vg(B). The soundness error is the maximum degree over the field size, which is at most 2n/|F|.

In order to convince the verifier of the second (linear relation) condition, the prover expects a random
challenge a € TF from the verifier, and then replies in a second message. For each M € {A, B, C}, the prover
sends polynomials h,,(X) and g,;(X) such that

r(o, X) 2 (X)—rag (0, X)E(X) = by (X)vg (X)+X gy (X) for ry(Z,X) :=>_ r(Z,5)M(k, X)
KEH

where 7(Z, X) is a prescribed polynomial of individual degree less than n such that (r(Z,k)),.cp are
n linearly independent polynomials. Prior work [Ben+19c] on checking linear relations via univariate
sumchecks shows that this polynomial equation is equivalent, up to a soundness error of n/|F| over a, to the
second condition.® The verifier will check this polynomial equation at the random point 8 € F: it queries
2(X),24(X), 25(X), 2c(X), hpr (X)), gar (X) at 3, evaluates vy (X)) at 8 on its own, evaluates 7(Z, X ) and
ra(Z, X) at (o, 8) on its own, and checks that 7(c, 5)23;(8) — ra(a, 8)2(B) = har(B)vg(8) + Bau (B)-
The additional soundness error is 2n/|F|.

The above is a simple 3-message protocol with soundness error max{2n/|F|,3n/|F|} = 3n/|F| for
R1CS in the setting where the honest prover and malicious provers send polynomials of prescribed degrees,
which the verifier can query at any location. The proof length (sum of all degrees) is linear in n and the query
complexity is constant.

Barrier to holography. The verifier in the above protocol runs in time that is Q(|1]) = Q(n + m). While
this is inherent in the non-holographic setting (because the verifier must read 1), we now discuss how exactly
the verifier’s computation depends on i. We shall later use this understanding to achieve an exponential
improvement in the verifier’s time when given a suitable encoding of 1.

The verifier’s check for the entry-wise product is Z4(5)2g(8) — 2c(8) = ho(B)vy(5), and can be
carried out in O(logn) operations regardless of the coefficient matrices contained in the index 1. In other
words, this check is efficient even in the non-holographic setting. However, the verifier’s check for the linear
relation is (v, 8) 21 (8) — mar(e, B)2(8) = hp(B)vy (B) + Bgar(B), which has a linear cost. Concretely,
evaluating the polynomial r,,(Z, X) at («, 3) requires Q(n + m) operations.

A natural idea, in the holographic setting, to reduce this cost would be to grant the verifier oracle access
to the low-degree extension M for M € {4, B, C}. This idea has two problems: the verifier still needs €(n)

9In particular, we are using the fact from [Ben+19c] that, given a multiplicative subgroup S of I, a polynomial f(X) sums to o
over S if and only if f(X) can be written as h(X)vg(X) + X g(X) + o/|S]| for some h(X) and g(X) with deg(g) < |S| — 1.
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operations to evaluate r;(Z, X) at («, 3) and, moreover, the size of M is quadratic in n, which means that
the encoding of the index 1 is Q(n2) We cannot afford such an expensive encoding in the offline preprocessing
phase. We now describe how we overcome both of these problems, and obtain a holographic protocol.

Achieving holography. To overcome the above problems and obtain a holographic protocol, we rely
recursively on the univariate sumcheck protocol. We introduce two additional rounds of interaction, and in
each round the verifier learns that their verification equation holds provided the sumcheck from the next round
holds. The last sumcheck will rely on polynomials output by the indexer, which the verifier knows are correct.

We address the first problem by letting the prover and verifier interact in an additional round, where we
rely on an additional univariate sumcheck to reduce the problem of evaluating r,,(Z, X) at («, /3) to the
problem of evaluating M at (B, B) for a random S5 € F. Namely, the verifier sends 3 to the prover, who
computes

oy :=ryla,p) = Z r(a, k)M (k, B).

KkeH

Then the prover replies with o and the polynomials h,(X) and go(X) such that
r(on X)M(X, B) = ho(X)vp(X) + Xgo(X) + 0z/n. .

Prior techniques on univariate sumcheck [Ben+19c] tell us that this equation is equivalent to the polynomial
(o, X)M (X, 3) summing to oo on H. Thus the verifier needs to check this equation at a random S35 € F:
r(a, By) M (By, B) = ho(Ba)vy(Be) + B292(8) + 09/n. The only expensive part of this equation for the
verifier is computing the value M (B4, B), which is problematic. Indeed, we have already noted that we
cannot afford to simply let the verifier have oracle access to M, because this polynomial has quadratic size (it
contains a quadratic number of terms).

We address this second problem as follows. Let ug (X,Y) := % be the formal derivative of
the vanishing poynomial vz (X), and note that uz (X, Y') vanishes on the square H x H except for on the
diagonal, where it takes on the (non-zero) values (ug(a, a)),cp. Moreover, uy (X, Y') can be evaluated at
any point in F x F in O(logn) operations. Using this polynomial, we can write M as a sum of m terms
instead of n*:

M(X,Y) = ug(X, 6wy (k) ug (Y, coly(k))valy (k)
KEK

where row,,, col M val o are the low-degree extensions of the row, column, and value of the non-zero entries
in M according to some canonical order over K .!0

This method of representing the low-degree extension of M suggests an idea: let the verifier have oracle
access to the polynomials row, col M val m and do yet another univariate sumcheck, but this time over the
set K. The verifier sends (5 to the prover, who computes

03 1= M(Ba, 8) = Y gy (Ba, 16wy (1) Jugr (B, colps () valas () -

rkeK

Then the prover replies with o3 and the polynomials /3(X ) and g3(X) such that
wpr (Ba, rowng (X))ugr (8, colys (X)) Valyr(X) = hg(X)vg(X) + Xg3(X) + o3/m .

The verifier can then check this equation at a random 3 € F, which only requires O(log m) operations.

10Technicality: val(x) actually equals the value divided by wz (réw s (k), réw s (5))uzr (colar (), colar (k).
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The above idea almost works, the one problem being that hs(X) has degree Q(nm) (because
the left-hand size of the equation has quadratic degree), which is too expensive for our target of a
quasilinear-time prover. We avoid this problem by letting the prover run the univariate sumcheck
protocol on the unique low-degree extension f (X) of the function f: K — [ defined as f(k) :=
wpr (Ba, row s (k) ug (3, col s (r))valy (k). Observe that f(X) has degree less than m. The verifier checks
that £(X) and u g (By, 6wy (X))ug (8, colp (X))valy (X) agree on K.
From sketch to protocol. In the above discussion we have ignored a number of technical aspects, such as
proof of knowledge and zero knowledge (which are ultimately needed in the compiler if we want to construct
a preprocessing zkSNARK). We have also not discussed time complexities of many algebraic steps, and we
omitted discussion of how to batch multiple sumchecks into fewer ones, which brings important savings in
argument size. For details, see our detailed construction in Section 5.

2.5 Construction: extractable polynomial commitments

We now sketch how to construct a polynomial commitment scheme that achieves the strong functionality and
security requirements of our definition in Section 2.2. Our starting point is the PolyCommitp; construction
of Kate et al. [KZG10], and then describe a sequence of natural and generic transformations that extend
this construction to enable extractability, commitments to multiple polynomials, and the enforcement of
per-polynomial degree bounds. In fact, once we arrive at a scheme that supports extractability for committed
polynomials at a single point (Appendix B), our transformations build on this construction in a black box way
to first support per-polynomial degree bounds (Appendix C), and then query sets that may request multiple
evaluation points per polynomial (Appendix D). Indeed, it is sufficient to produce a polynomial commitment
scheme that satisfies the much more simple interface and definitions in Appendix B.1, and apply these black
box transformations to obtain a polynomial commitment scheme that satisfies the interface of and provides
the properties described in Section 6.1 ultimately needed by our compiler.

Starting point: PolyCommitp;. The setup phase samples a cryptographically secure bilinear group
(G1,Gq,G7,q,G, H,e) and then samples a committer key ck and receiver key rk for a given degree bound
D. The committer key consists of group elements encoding powers of a random field element 3, namely,
ck :={G, 5G,... ,BDG} € GlDH. The receiver key consists of the group elements rk := (G, H,5H) €
Gy x G%. Note that the SRS, which consists of the keys ck and rk, is updatable because the coefficients of
group elements in the SRS are all monomials (see Remark 7.1).

To commit to a polynomial p € F,[X], the sender computes ¢ := p(3)G. To subsequently prove
that the committed polynomial evaluates to v at a point 2, the sender computes a witness polynomial
w(X) = (p(X) —p(2))/(X — z), and provides as proof a commitment to w: 7 := w(3)G. The idea is that
the witness function w is a polynomial if and only if p(z) = v; otherwise, it is a rational function, and cannot
be committed to using ck.

Finally, to verify a proof of evaluation, the receiver checks that the commitment and proof of evaluation
are consistent. That is, it checks that the proof commits to a polynomial of the form (p(X) — p(2))/(X — z)
by checking the equality e(c — vG, H) = e(w, SH — zH).

Achieving extractability. While the foregoing construction guarantees correctness of evaluations, it does
not by itself guarantee that a commitment actually “contains” a suitable polynomial of degree at most D. We
study two methods to address this issue, and thereby achieve extractability. One method is to modify the
construction to use knowledge commitments [Gro10], and rely on a concrete knowledge assumption. The
main disadvantage of this approach is that each commitment doubles in size. The other method is to move
away from the plain model, and instead conduct the security analysis in the algebraic group model (AGM)
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[FKL18]. This latter method is more efficient because each commitment remains a single group element.

Committing to multiple polynomials at once. We enable the sender to simultaneously open multiple
polynomials [p;];_; at the same point z as follows. Before generating a proof of evaluation for [p;];—;, the
sender requests from the receiver a random field element £, which he uses to take a random linear combination
of the polynomials: p := 7" ; £'p;, and generates a proof of evaluation 7 for this polynomial p.

The receiver verifies 7 by using the fact that the commitments are additively homomorphic. The receiver
takes a linear combination of the commitments and claimed evaluations, obtaining the combined commitment
c= Y1 & c;and evaluation v = > | £"v;. Finally, it checks the pairing equations for ¢, 7, and v.

Completeness of this check is straightforward, while soundness follows from the fact that if any polynomial
does not match its evaluation, then the combined polynomial will not match its evaluation with high probability.

Enforcing multiple degree bounds. The construction so far enforces a single bound D on the degrees of
all the polynomials p;. To enforce a different degree bound d; for each p;, we require the sender to commit not
only to each p;, but also to “shifted polynomials” p;(X) := X D=d; p;(X). The proof of evaluation proves
. / D—d;

that, if p, evaluates to v; at z, then p; evaluates to 2~ “‘v,.

The receiver checks that the commitment for each p; corresponds to an evaluation z v; so that, if 2 is
sampled from a super-polynomial subset of ¥, the probability that deg(p;) # d; is negligible. This trick is
similar to the one used in [BS08; Ben+19c] to bundle together multiple low-degree tests.

D—d,

Evaluating at a query set instead of a single point. To support the case where the polynomials [p;];—; are
evaluated at a set of points (), the sender proceeds as follows. Say that there are % different points [zi]le in
Q. The sender partitions the polynomials [p;];— into different groups such that every polynomial in a group
is to be evaluated at the same point z;. The sender runs PC.Open on each group, and outputs the resulting list
of evaluation proofs.

Achieving hiding. To additionally achieve hiding, we follow the above blueprint, replacing PolyCommitp;
with the hiding scheme PolyCommitp,.4 described in [KZG10].
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3 Preliminaries

We denote by [n] the set {1,...,n} C N. We use a = [a;];—; as a short-hand for the tuple (ay,...,a,),
and [a;];~y = [[a; ;]7=1]i=1 as a short-hand for the tuple (a1 1,...,a1 m,- -1 Gp1s---,0n,); |a] denotes
the number of entries in a. If x is a binary string then |x| denotes its bit length. If M is a matrix then || M ||
denotes the number of nonzero entries in M. If S is a finite set then |S| denotes its cardinality and = < S
denotes that x is an element sampled at random from .S. We denote by F a finite field, and whenever F is an
input to an algorithm we implicitly assume that I is represented in a way that allows efficient field arithmetic.
Given a finite set S, we denote by F the set of vectors indexed by elements in S. We denote by F[X] the ring
of univariate polynomials over IF in X, and by F<d[X | the set of polynomials in F[ X ] with degree less than d.

We denote by A € N a security parameter. When we state that n € N for some variable n, we implicitly
assume that n = poly(\). We denote by negl(\) an unspecified function that is negligible in A (namely, a
function that vanishes faster than the inverse of any polynomial in A). When a function can be expressed
in the form 1 — negl(\), we say that it is overwhelming in \. When we say that A is an efficient adversary
we mean that A is a family { A, } ey of non-uniform polynomial-size circuits. If the adversary consists of
multiple circuit families A;, A,, ... then we write A = (A;, A,,...).

Given two interactive algorithms A and B, we denote by (A(x), B(y))(z) the output of B(y, z) when
interacting with A(z, z). Note that this output could be a random variable. If we use this notation when A or
B is a circuit, we mean that we are considering a circuit that implements a suitable next-message function to
interact with the other party of the interaction.

3.1 Indexed relations

An indexed relation R is a set of triples (1, x, w) where 1 is the index, x is the instance, and w is the witness;
the corresponding indexed language L£(R) is the set of pairs (i, x) for which there exists a witness w such
that (1, x, w) € R. For example, the indexed relation of satisfiable boolean circuits consists of triples where 1
is the description of a boolean circuit, x is a partial assignment to its input wires, and w is an assignment to
the remaining wires that makes the circuit to output 0. Given a size bound N € N, we denote by Ry the
restriction of R to triples (1, x, w) with |i] < N.
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4 Algebraic holographic proofs

We define algebraic holographic proofs (AHPs), the notion of proofs that we use. For simplicity, the formal
definition below is tailored to univariate polynomials, because our AHP construction is in this setting. The
definition can be modified in a straightforward way to consider the general case of multivariate polynomials.

We represent polynomials through the coefficients that define them, as opposed to through their evaluation
over a sufficiently large domain (as is typically the case in probabilistic proofs). This definitional choice is
due to the fact that we will consider verifiers that may query the polynomials at any location in the field
of definition. Moreover, the field of definition itself can be chosen from a given field family, and so we
make the field an additional input to all algorithms; this degree of freedom is necessary when combining
this component with polynomial commitment schemes (see Section 8). Finally, we consider the setting of
indexed relations (see Section 3.1), where the verifier’s input has two parts, the index and the instance; in the
definition below, the verifier receives the index encoded and the instance explicitly.

Formally, an algebraic holographic proof (AHP) over a field family J for an indexed relation R is
specified by a tuple

AHP = (k,s,d, I, P, V)

where k,s,d: {0,1}" — N are polynomial-time computable functions and I, P,V are three algorithms
known as the indexer, prover, and verifier. The parameter k specifies the number of interaction rounds, s
specifies the number of polynomials in each round, and d specifies degree bounds on these polynomials.

In the offline phase (“0O-th round”), the indexer I receives as input a field F € F and an index 1 for
R, and outputs s(0) polynomials pg 1, ..., Py <o) € F[X] of degrees at most d(]i[,0,1),...,d([i],0,s(0))
respectively. Note that the offline phase does not depend on any particular instance or witness, and merely
considers the task of encoding the given index i.

In the online phase, given an instance x and witness w such that (1,x, w) € R, the prover P receives
(F,1,x,w) and the verifier V receives (IF, x) and oracle access to the polynomials output by I(F, 1). The
prover P and the verifier V interact over k = k(|1|) rounds.

For i € [K], in the i-th round of interaction, the verifier V sends a message p; € " to the prover P; then
the prover P replies with s(7) oracle polynomials p; 1, .. ., Pis(i) € F[X]. The verifier may query any of the
polynomials it has received any number of times. A query consists of a location z € F for an oracle p; ;, and
its corresponding answer is p; ;(z) € IF. After the interaction, the verifier accepts or rejects.

The function d determines which provers to consider for the completeness and soundness properties of
the proof system. In more detail, we say that a (possibly malicious) prover P is admissible for AHP if, on
every interaction with the verifier V, it holds that for every round i € [k] and oracle index j € [s(i)] we have
deg(p; ;) < d(li],4, ). The honest prover P is required to be admissible under this definition.

We say that AHP has perfect completeness and soundness error ¢ if the following holds.

» Completeness. For every field F € F and index-instance-witness tuple (1,x,w) € R, the probability that
P(F,1,x,w) convinces viED (F, x) to accept in the interactive oracle protocol is 1.

« Soundness. For every field F € F, index-instance pair (i,x) ¢ £(R), and admissible prover P, the
probability that P convinces VI (F,x) to accept in the interactive oracle protocol is at most €.

The proof length | is the sum of all degree bounds in the offline and online phases, I(]i|) :=

Zgél) Z;(:i)l d(|1|,4, ). The intuition for this definition is that in a probabilistic proof each oracle would
consist of the evaluation of a polynomial over a domain whose size (in field elements) is linearly related to its
degree bound, so that the resulting proof length would be linearly related to the sum of all degree bounds.
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The query complexity q is the total number of queries made by the verifier to the polynomials. This
includes queries to the polynomials output by the indexer and those sent by the prover.

All AHPs that we construct achieve the stronger property of knowledge soundness (against admissible
provers), and optionally also zero knowledge. We define both of these properties below.

Knowledge soundness. We say that AHP has knowledge error ¢ if there exists a probabilistic polynomial-time
extractor E for which thefollowing holds. For every field F € F, index 1, instance x, and admissible prover
P, the probability that EP(IE‘, 1, x, ll(‘ﬁl)) outputs w such that (i, x, w) € R is at least the probability that P
convinces V1) (F,x) to accept minus e. Here the notation E® means that the extractor E has black-box
access to each of the next-message functions that define the interactive algorithm P. (In particular, the
extractor E can “rewind” the prover P.) Note that since E receives the proof length [(|2]) in unary, E has

enough time to receive, and perform efficient computations on, polynomials output by P.

Zero knowledge. We say that AHP has (perfect) zero knowledge with query bound b and query checker C
if there exists a probabilistic polynomial-time simulator S such that for every field F € F, index-instance-
witness tuple (i,x, w) € R, and (b, C)-query algorithm V the random variables View (P (F, i, x, w), V)
and SV(IF, 1,x), defined below, are identical. Here, we say that an algorithm is (b, C)-query if it makes at
most b queries to oracles it has access to, and each query individually leads the checker C to output “ok”.

* View(P(F, 1, x,w), \7) is the view of V, namely, is the random variable (r,ay,...,a,) where r is V’s
randomness and a4, . . . , a, are the responses to V’s queries determined by the oracles sent by P (IF, 1, x, w).

. SV(F, i, x) is the output of S(FF, 1, x) when given straightline access to V (S may interact with 'V, without
rewinding, by exchanging messages with V and answering any oracle queries along the way), prepended
with Vs randomness 7. Note that 7 could be of super-polynomial size, so S cannot sample 7 on V’s behalf
and then output it; instead, as in prior work, we restrict S to not see 7, and prepend r to S’s output.

A special case of interest. We only consider AHPs that satisfy the following properties.

— Public coins: AHP is public-coin if each verifier message to the prover is a uniformly random string of some
prescribed length (or an empty string). Hence the verifier’s randomness is its messages p1, ..., px € F" and
possibly additional randomness py 1 € IF* used after the interaction. All verifier queries can be postponed,
without loss of generality, to a query phase that occurs after the interactive phase with the prover.

— Non-adaptive queries: AHP is non-adaptive if all of the verifier’s query locations are solely determined by
the verifier’s randomness and inputs (the field F and the instance x).

Given these properties, we can view the verifier as two subroutines that execute in the query phase: a query
algorithm Q~; that produces query locations based on the verifier’s randomness, and a decision algorithm
D+, that accepts or rejects based on the answers to the queries (and the verifier’s randomness). In more detail,

Qv receives as input the field I, the instance x, and randomness py, . . ., px, Pk11, and outputs a query set )
consisting of tuples ((i, j), z) to be interpreted as “query p; ; at z € F”; and D+, receives as input the field F,
the instance x, answers (v((i,j),z))((i,j),z)eQ’ and randomness pq, . . ., px, Px+1, and outputs the decision bit.

While the above properties are not strictly necessary for the compiler that we describe in Section 8,
all “natural” protocols that we are aware of (including those that we construct in this paper) satisfy these
properties, and so we restrict our attention to public-coin non-adaptive protocols for simplicity.
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S AHP for constraint systems

We construct an AHP for rank-1 constraint satisfiability (R1CS) that has linear proof length and constant
query complexity. Below we define the indexed relation that represents this problem, and then state our result.

Definition 5.1 (R1CS indexed relation). The indexed relation Ry1cs is the set of all triples
(ﬁ7XaW) = ((Fa Ha K: A,B,C),LL‘,’U))

where F is a finite field, H and K are subsets of F, A, B,C are H x H matrices over F with |K| >
max{||Al[, | B|[,|C||}, and z := (z,w) is a vector in T such that Az o Bz = C-.

Theorem 5.2. There exists an AHP for the indexed relation Ry g that is a zero knowledge proof of knowledge
with the following features. The indexer uses O(|K|log |K|) field operations and outputs O(|K)|) field
elements. The prover and verifier exchange 7 messages. To achieve zero knowledge against b queries (with a
query checker C that rejects queries in H), the prover uses O((| K| + b) log(| K| + b)) field operations and
outputs a total of O(|H| + b) field elements. The verifier makes O(1) queries to the encoded index and to the
prover’s messages, has soundness error O((|K| + b)/|F|), and uses O(|z| + log |K|) field operations.

Remark 5.3 (restrictions on domains). Our protocol uses the univariate sumcheck of [Ben+19c] as a subroutine,
and in particular inherits the requirement that the domains H and K must be additive or multiplicative
subgroups of the field F. For simplicity, in our descriptions we use multiplicative subgroups because we use
this case in our implementation; the case of additive subgroups involves only minor modifications. Moreover,
the arithmetic complexities for the indexer and prover stated in Theorem 5.2 assume that the domains H and
K are “FFT-friendly” (e.g., they have smooth sizes); this is not a requirement, since in general the arithmetic
complexities will be that of an FFT over the domains H and K. Note that we can assume without loss of
generality that |H| = O(|K]), for otherwise (if |K| < |H|/3) then are empty rows or columns across the
matrices that we can drop and reduce their size. Finally, we assume that |H| < |F|/2.

This section is organized as follows: in Section 5.1 we introduce algebraic notations and facts used in
this section; in Section 5.2 we describe an AHP for checking linear relations; and in Section 5.3 we build on
this latter to obtain an AHP for R1CS. Throughout we assume that H and K come equipped with bijections
¢, H— [|H[]and ¢, : K — [|K]] that are computable in linear time. Moreover, we define the two sets
H[<kl:={keH:1<¢, (k) <k}and H[> k] :={xk € H: ¢, (k) > k} to denote the first k elements

in H and the remaining elements, respectively. We can then write that x € FAERD and o € FHP1I,

5.1 Algebraic preliminaries

Polynomial encodings. For a finite field F, subset S C T, and function f: S — F we denote by f the
(unique) univariate polynomial over F with degree less than | S| such that f (a) = f(a) forevery a € S. We
sometimes abuse notation and write f to denote some polynomial that agrees with f on S, which need not
equal the (unique) such polynomial of smallest degree.

Vanishing polynomials. For a finite field I and subset S C [F, we denote by vg the unique non-zero monic
polynomial of degree at most |.S| that is zero everywhere on S; vg is called the vanishing polynomial of S. If
S is an additive or multiplicative coset in I then vg can be evaluated in polylog(|S|) field operations. For
example, if S is a multiplicative subgroup of F then vg(X) = X Sl and, more generally, if S is a £-coset
of a multiplicative subgroup Sy (namely, S = £Sj) then vg(X) = £|S|USO (X/¢) = x5 — ¢ldl: in either
case, vg can be evaluated in O(log |S|) field operations.
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Derivative of vanishing polynomials. We rely on various properties of a bivariate polynomial u g introduced
in [Ben+19b]. For a finite field F and subset S C F, we define

vg(X) —vg(Y)
X-Y ’

ug(X,Y) =

which is a polynomial of individual degree |S| — 1 because X — Y divides X "= Y for any positive integer ¢.
Note that ug(X, X) is the formal derivative of the vanishing polynomial vg(X'). The bivariate polynomial
ug(X,Y) satisfies two useful algebraic properties. First, the univariate polynomials (ug(X,a)),cg are
linearly independent, and ug(X,Y") is their (unique) low-degree extension. Second, ug(X,Y") vanishes on
the square .S x S except for on the diagonal, where it takes on the (non-zero) values (ug(a, a))qecg-

If S is an additive or multiplicative coset in FF, ug(X,Y) can be evaluated at any (o, 8) € F? in
polylog(]S]) field operations because in this case both vg (and its derivative) can be evaluated in polylog(|.S|)
field operations. For example, if .S is a multiplicative subgroup then ug(X,Y) = (X 51— Ylsl) /(X -Y)
and ug(X, X) = |S|X‘S‘_1, so both can be evaluated in O(log | S|) field operations.

Univariate sumcheck for subgroups. Prior work [Ben+19c] shows that, given a multiplicative subgroup S
of IF, a polynomial f(X) sums to o over S if and only if f(X) can be written as h(X )vg(X)+ X g(X)+0o/|S|
for some h(X) and ¢g(X) with deg(g) < |S| — 1. This can be viewed as a univariate sumcheck protocol, and
we shall rely on it throughout this section.

5.2 AHP for the lincheck problem

The lincheck problem for univariate polynomials considers the task of deciding whether two polynomials
encode vectors that are linearly related in a prescribed way. In more detail, the problem is parametrized by a
field IF, two subsets H and K of I, and a matrix M € F**" with |K| > ||M| > 0. Given oracle access
to two low-degree polynomials fi, f5 € IF<d[X |, the problem asks to decide whether for every a € H it
holds that f(a) = > iy My - f2(b), by asking a small number of queries to f; and f5. The matrix M thus
prescribes the linear relations that relate the values of f; and f; on H.

Ben-Sasson et al. [Ben+19c] solve this problem by reducing the lincheck problem to a sumcheck problem,
and then reducing the sumcheck problem to low-degree testing (of univariate polynomials). In particular,
this prior work achieves a 2-message algebraic non-holographic protocol that solves the lincheck problem
with linear proof length and constant query complexity. In this section we show how to achieve a 6-message
algebraic holographic protocol, again with linear proof length and constant query complexity. In Section 5.2.1
we describe the indexer algorithm, in Section 5.2.2 we describe the prover and verifier algorithms, and in
Section 5.2.3 we analyze the protocol. Fig. 4 summarizes the protocol.

5.2.1 Offline phase: encoding the linear relation

The indexer I for the lincheck problem receives as input a field IF, two subsets H and K of F, and a matrix
M e F**" with | K| > ||M]||. The non-zero entries of M are assumed to be presented in some canonical
order (e.g., row-wise or column-wise). The output of I is three univariate polynomials réw, col, val over F of
degree less than | K| such that the following polynomial is a low-degree extension of M:

M(X,Y) =) ug(X,row(r))ug (Y, col(r))val(k) . (1)
reK
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The three three aforementioned polynomials are the (unique) low-degree extensions of the three functions
row, col,val: K — T that respectively represent the row index, column index, and value of the non-zero
entries of the matrix M. In more detail, for every k € K with 1 < ¢ _(x) < ||[M|:

s row(k) := qﬁ_l( t,.) where ¢, is the row index of the ¢_(#)-th nonzero entry in M;

* col(k) := ( «) Where . is the column index of the ¢ _(r)-th nonzero entry in M;
* val(k) is he value of the ¢ ( )-th nonzero entry in M, divided by u g (row(k), row(x))ug(col(k), col(k)).

Also, val(x) returns the element 0 for every x € K with ¢ _(x) > [|M ||, while row(x) and col(x) return an
arbitrary element in H for such . The evaluation tables of these functions can be found in O(|K|log |H|)
operations, from which interpolation yields the desired polynomials in O(|K|log|K|) operations.

Recall from Section 5.1 that the bivariate polynomial u (X, Y") vanishes on the square H x H except for
on the diagonal, where it takes on the (non-zero) values (uy(a,a)),cp- By construction of the polynomials
réw, col, val, the polynomial M (X,Y) agrees with the matrix M everywhere on the domain H x H. The
individual degree of M (X,Y) is less than | H|. Thus, M is the unique low-degree extension of M.

We rewrite the polynomial M (X,Y) in a form that will be useful later:

Claim 5.4. (x) )
y = on R val(k) .
MY =2, (X —row(k)) (Y — col(x)) () @

reK

Proof. Note that vy (rw(k)) = vy (col(k)) = 0 for every x € K because row(X ) and col(X) map K to H
and vy vanishes on H. Therefore:

Y) = Z upr (X, réw(k)) - ug (Y, col(k)) - val(k)

KEK
vr(X) —vg(row(r)) vg(Y) = vp(col(k) -
N ; row(ﬁ) . Y — col(k) val(r)

-Y 5 o) e

HGK —row(k)) (Y — col(k))

5.2.2 Online phase: proving and verifying the linear relation

The prover P for the lincheck problem receives as input a field IF, two subsets H and K of F, a matrix
M e F"" with |K| > || M|, and two polynomials f;, f, € ]F<d[X ]. The verifier V for the lincheck
problem receives as input the field F and two subsets H and K of FF; V also has oracle access to the
polynomials row, cEJI, val output by the indexer I invoked on appropriate inputs.

The protocol begins with a reduction from a lincheck problem to a sumcheck problem: V samples a
random element « € [F and sends it to P. Indeed, letting (X, Y') denote the polynomial uz (X,Y"), P is left
to convince V that the following univariate polynomial sums to O on H:

@ (X) :i=r(a, X) f1(X) —rpr(a, X) fo(X) where ry(X,Y) := Z r(X,k)M(k,Y) . (3)
keEH
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We rely on the univariate sumcheck protocol for this step: P sends to V the polynomials g;(X)
and hq(X) such that ¢;(X) = hy(X)vg(X) + Xg;(X). In order to check this polynomial identity, V
samples a random element 3; € F with the intention of checking the identity at X := ;. For the
right-hand side, V queries g; and h, at 3;, and then evaluates h;(8;)vg(5;) + B191(5;1) in O(log |H|)
operations. For the left-hand side, V queries f; and f, at 8; and then needs to ask help from P to
evaluate r(a, 81) f1(B81) — ras (e, B1) f2(B1). The reason is that while 7 (v, 81 ) is easy to evaluate (it requires
O(log | H|) operations), rys(cv, 81) = > ,.cpy 7(a, k)M (k, 31) in general requires (| H||K|) operations.

We thus rely on the univariate sumcheck protocol again. We define

02(X) = r(o, X)M(X, By) )

V sends 3, to P, and then P replies with the sum oy := ), _ 5 7(a, )M (k, 8;) and the polynomials
g2(X) and hy(X) such that go(X) = ho(X)vy (X) + X go(X) + 09/|H|. In order to check this polynomial
identity, V samples a random element 3, € F with the intention of checking the identity at X := 5. For
the right-hand side, V queries g, and hy at 3, and then evaluates hy(5s)vg(Bs) + B2g2(B2) + 09/|H| in
O(log |H|) operations. To evaluate the left-hand side, however, V needs to ask help from P. The reason
is that while (v, 35) is easy to evaluate (it requires O (log |H|) operations), M (5, ;) in general requires
Q(|K|) operations.

We thus rely on the univariate sumcheck protocol (yet) again: V sends 35 to P, and then P replies with
the value o3 := M (B, B1), which the verifier much check. Note though that we cannot use the sumcheck
protocol directly to compute the sum obtained from Eq. (1):

M (By, By) = ZUH (Bg, row(k))ug (B, col(k))val(k) .

keK

The reason is because the degree of the above addend, if we replace ~ with an indeterminate, is Q(|H||K|),
which means that the degree of the polynomial hs sent as part of a sumcheck protocol also has degree
Q( ), which is not within our budget of an AHP with proof length O(|H| + |K|). Instead, we make
the minor modification that in the earlier rounds 3; and (3, are sampled from F \ H instead of F, and we will
leverage the sumcheck protocol to verify the equivalent (well defined) expression from Eq. (2):

M(By, By) = UH(/32)UH(51)VSI(F) ‘
i Ef; (B, — row(x)) (81 — col(x))

This may appear to be an odd choice, because if we replace x with an indeterminate in the sum above, we
obtain a rational function that is (in general) not a polynomial, and so does not immediately fit the sumcheck
protocol. Nevertheless, we are still able to use the sumcheck protocol with it, as we now explain.

Define f5(X) to be the (unique) polynomial of degree less than | K | such that

UH(ﬁQ)UH(ﬁl)VE”(f) _
(By — row(x))(B; — col(k))

The prover computes the polynomials g3(X) and h3(X) such that

&)

Vi€ K, f3(k)=

[3(X) = Xg3(X) +03/|K]
v (Bo)vg (B )val(X) — (B2 — row(X)) (81 — col(X)) f5(X) = hy(X)vg(X) .
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The first equation demonstrates that f3 sums to o3 over K, and the second equation demonstrates that
f5 agrees with the correct addends over K. These two equations can be combined in a single equation that
involves only g3(X) and hg(X):

v (B2)v (B1)val(X) = (By — réw(X))(8y — col(X))(X g3(X) + o3/|K]) = ha(X)vg (X) .

The prover thus only sends the two polynomials g3(X) and h5(X). In order to check this polynomial
identity, V samples a random element B3 € F with the intention of checking the identity at X := B3. Then
V queries g3, hs, row, col, val at 33, and then evaluates vy (Bs)vg(B1)val(Bs) — (By — row(B3)) (B —

C5|(53))(5393(53) + 03/|K|) = h3(B3)vk (B3) in O(log | K]) operations.
If this third test passes then V can use the value o3 in place of M (S5, 8;) to finish the second test. If this

latter passes, V can in turn use the value o5 in place of 7,;(«, 3;) to finish the first test.

5.2.3 Analysis

Soundness. We argue that the soundness error is at most

|H|+3|K|  d+3|H|
|| [\ H

There are four ways in which the verifier could still accept if the lincheck statement is false: if the randomized
reduction to the first sumcheck produces a polynomial that sums to zero; or if any one of the three sumchecks
accepts despite the claimed sum being incorrect. The probability that the randomized reduction to sumcheck
fails is at most the individual degree in X of r(X,Y") divided by |F|, which is less than |H|/|F|. The
probability that any one of the sumchecks fail to detect an incorrectly declared sum is at most the maximum
degree of the polynomial equation tested in the respective sumcheck divided by the size from which the
test element is sampled. The innermost sumcheck has maximum degree less than 3| K|, the intermediate
sumcheck has maximum degree less than 2| H |, and the outermost sumcheck has maximum degree less than
|H| + d. These errors add up to the soundness error claimed above.

Efficiency. The protocol consists of 6 messages, with the verifier moving first. The verifier makes a constant
number of queries, evaluates vy and vy at a constant number of locations, and then performs a constant
number of field operations. In particular, the arithmetic complexity of the verifier is O(log |H| + log | K|).
The prover sends a constant number of polynomials with degrees linearly related to d (the bound on the degrees
of f; and fy), |[H|, and |K|. We now argue that prover time is O((|H| + d) log(|H| 4+ d) + | K| log |K|). In
the first round, the prover sends the coefficients of the polynomials g; (X ) and h(X), which can be found in
time O(| K|+ (|H| +d) log(|H| +d)), as we argue in Lemma 5.5. In the second round, the prover sends the
field element o5 and the polynomials go(X') and ho(X '), which can be found in time O(| K| + |H|log |H]),
as we argue in Lemma 5.6. In the third round, the prover sends the field element o5 and the polynomials
93(X) and h3(X), which can be found in time O(|K|log|K|), as we argue in Lemma 5.7.

Lemma 5.5 (first round). The coefficients of the polynomials g,(X) and hy(X) can be found in O(|K| +
(|H| + d)log(|H| + d)) field operations, when given coefficients of the polynomials f(X) and f5(X), the
subsets H and K, and the matrix M (in sparse form).

Proof. 1Tt suffices to find the coefficients of the polynomial ¢;(X) from Eq. (3), which has degree at most
|H|+ d — 2, because the polynomials g; (X ) and h(X) can be found via polynomial long division of ¢; (X)
by vy in time O((|H| 4 d) log |H]|). In turn, ¢; (X ) can be computed from the coefficients of f;(X), fo(X),
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r(o, X), and rp; (o, X) intime O((|H| 4 d) log(|H| +d)) via fast polynomial multiplication and polynomial
addition. The first two are given to us in coefficient form; to find the coefficients of the latter two polynomials,
we can evaluate each of them over H and then interpolate.

The values of r(a, X) on H can be obtained in O(|H|log |H|) operations via direct computation of
formulas described in Section 5.1. The problem is now reduced to finding the values of 7, (c, X) on H —
this is the “hard part” that motivates the present proof.

Observe that, by definition of r,, (see Eq. (3)) and M (see Eq. (1)), the following holds:

rar(a, X) = Y r(onky) D (s, réw(rg) g (X, col (ky) val (i2)
ki€H Ko €K

=) up(X, col(rz))Val(ks) Y (v, kiy)ug(ky, row(ky))
Ko €K Kk €H

= Y ug(X, col(rz))val(ko)r(cr, row(riz) Jugy (row(kiz), réw(ks)) -
Ko €K

The last equality uses the fact that, for every ry € K, the summation ), .y (v, 51)up (K1, row(rs))
collapses to a single term corresponding to k; = row(k,); the other terms, which correspond to 1 # row(ks),
are zero due to the fact that the polynomial u vanishes on the square H x H except for on its diagonal.

Next, again using the fact that u g vanishes on the square I x H except for on its diagonal, we note that
forevery Ky € H

raon k) = > wp (1, col(kg) Val(kg) - T(cv, r6W(rg) Ju gy (row (ks ), réw(ks))

ko €K s.t. col(ky) =k

In other words, as s ranges over H, each element of the sum in 7,;(c, 1) contributes a nonzero value
precisely when x4 equals a particular element of [, namely, when x; = cal(@). Also, since k4 ranges only
in K, row(ky) = row(ky), col(ks) = col(ks), and val(kq) = val(ky) are just the row index, column index,
and value of the k,-th entry of M (or zero).

This immediately leads to the following strategy to finding the values of r;(c, X) on H. Ini-
tialize for each k; € H a variable for r);(a, k) that is initially set to 0. Then, for each ky € K,
compute the term u (col(ky), col(kq))val(kg)r(a, row(kg))up (row (ks ), row(rs)) and add it to the vari-
able for rj;(a, col(ky)). Since the values (up(r1,51))x, e and (r(a, k1)), e can be precomputed in
O(|H|log |H|) operations, the foregoing strategy can be carried out in O(| K|+ |H|log | H|) operations. [J

Lemma 5.6 (second round). The field element oo and the coefficients of the polynomials go(X) and ho(X)
can be found in O(|K | + |H|log |H|) field operations, when given the subsets H and K and the matrix M
(in sparse form).

Proof. Tt suffices to find the coefficients of the polynomial ¢, (X ) from Eq. (4), which has degree at most
2|H| — 2, because the polynomials g,(X ) and hy(X') can be found via polynomial long division of g5 (X') by
vy in time O(|H|log |H|), and the sum o5 can be found by evaluating g,(X') over H in time O(|H |log |H]|)
and summing in time O(|H|). In turn, g5(X) can be computed from the coefficients of r(«, X) and of
M(X, ;) in time O(|H|log |H|) using fast polynomial multiplication. To find the coefficients of these two
polynomials, we can evaluate each of them over H and then interpolate. The values of 7(«, X') on H can be
obtained in O(| H | log | H|) operations. We now need to find the values of M (X, 3;) on H.
Recall that R R R
(X, By) = 3 gy (X, row() gy (B, ol () al ()

reEK
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Using the fact that vy vanishes on the square H x H except for the diagonal, we note that for every
K1 € H
M (k1, 1) = > upy (F1, 16w (ko) )up (81, col(k))val (k)

Ko €K s.t. row(ko )=k

Thus, to find the values of of M (X, 5;) on H, we initialize for each s, € H a variable for M (k1, 3;) that
is initially set to 0. Then, for each x5 € K, we compute the term u (réw (ks ), row(kq) )ty (81, colkig )val (k)
and add it to the variable for M (réw(ky), 3;). Since the values (ug (k, £))nep and (ug (81, K))wepy can be
precomputed in O(|H |log | H|) operations, the foregoing strategy can be carried out in O(| K| + |H|log |H|)
operations. O

Lemma 5.7 (third round). The field element o5 and the coefficients of the polynomials g5(X) and h3(X) can
be found in O(|K|log | K|) field operations, when given the subsets H and K and the matrix M (in sparse
form).

Proof. First, we find the coefficients of the polynomial f3(X) from Eq. (5), which has degree at most [ K| — 1.
We traverse the matrix M to find the values of row(x) = row(k), col(k) = col(k), and val(x) = val(k), for

every k € K. Then, for each k € K, we calculate f5(k) = (B:Ij Ef \,QV)(ZI;)((Z 11)1352))
values, in time O(| K |log | K|). Those values can also be summed, in time O(|K|), to obtain o5. Then g5(X)

can be found easily, by subtracting o3/|K | from f3(X) and dividing by X.

Next, the prover interpolates the values from M to find the three polynomials row, col, and val. Using fast
polynomial multiplication, the prover calculates vy (B9 ) vz (81 )val(X) — (By — réw (X)) (8, — col (X)) f5(X),
and divides this polynomial by vy (X) to find h3(X). This too can be done in time O(|K|log |K|). O

, and interpolate those | K|

5.3 AHP for R1CS

We prove Theorem 5.2. In Section 5.3.1 we describe the indexer algorithm, in Section 5.3.2 we describe the
prover and verifier algorithms, and in Section 5.3.3 we analyze the protocol. Fig. 5 summarizes the protocol.

The AHP for R1CS directly builds on the AHP for the lincheck problem, analogously to how in [Ben+19c]
the non-holographic protocol for R1CS builds on the non-holographic lincheck protocol. The three lincheck
problems associated to the three matrices in the index are bundled together via random coefficients, while
the entry-wise product is checked with a polynomial identity. Zero knowledge is achieved via bounded
independence and random masks [Ben+16; Ben+19c]. Consistency with the instance is achieved by having
the verifier combine a low-degree extension of the instance and the low-degree extension of the (alleged)
witness sent by the prover, in order to create a low-degree extension of the full assignment.

5.3.1 Offline phase: encoding the constraint system

The indexer I for R1CS receives as input a field I, two subsets H and K of F, and three matrices
A, B,C € F*® with |K| > max{||A]||,||B||,||C||}. The non-zero entries of A, B, C are assumed to be
presented in some common canonical order. The output of I consists of the output of the lincheck indexer
separately invoked on A, B, C. This produces nine univariate polynomials {row;, col M val M Me (A,B,C}
over [ of degree less than | K| that can be used to compute the low-degree extensions of A, B, C.
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5.3.2 Online phase: proving and verifying satisfiability

The prover P for RICS receives as input a field IF, two subsets H and K of IF, three matrices A, B, C' € Fi>H
with |K| > max{||A|, | B||, |C||}. input z € FI=1*1 and witness w € F7>1* The verifier V for R1CS
receives as input the field I, two subsets H and K of I, and input = € IFH[SM”H; V also has oracle access to
the polynomials {row,, col Mo val MYMe (A,B,c) output by the indexer I invoked on appropriate inputs.

The protocol begins with the prover sending randomized encodings for (a certain shift of) the assignment
and its linear combinations. Define &(X) to be the polynomial of degree less than |x| that agrees with the

instance x in H[< |z|]. Define the shifted witness w: H[> |z|] — F according to the equation

o wy) —2()
v, o) = vE<la) ()

The prover P sends to V a random w(X) € F<‘w‘+b[X] that agrees with w on H[> |z|]; P also sets
z:= (z,w) € F to be the full assignment, computes the three linear combinations z4 := Az, zg := Bz,
and zo := Cz, and sends to V random 24 (X), 25(X), 2c(X) € F<‘H|+b[X] that agree with 24, 25, 2o on
H. Note that the values of up to b locations in each of w(X), 24(X), 25(X), 2¢(X) reveal no information
about the witness w, provided the locations are in IF'\ H. Note also that 2(X) := (X )vg<|e(X) + 2(X)
agrees with z on H; moreover, V can evaluate Z(X) at any location y with O(|z|) operations by querying @
at y and computing the expression () v (<|,(7) + Z(7) by using .

The rest of the protocol is for P to convince V that z4 o zg = 2 and also that z 4, 25, 2 are obtained
as linear combinations from z.

In the same message as above, P also sends to V the polynomial hy(X) such that 2, (X)Zp(X) —
20(X) = ho(X)vg(X). In addition, P sends to V a (fully) random s(X) € F2Alb-l [X] and its sum
01 = ) .cp5(k) over H. This random polynomial will be used as a “mask” to make the univariate
sumcheck zero knowledge.

Next, V samples random elements o, 14, 1p, ¢ € [ and sends them to P. The element « is used to
reduce lincheck problems to sumcheck, while the elements 14, 1, 7 are used to bundle the three sumcheck
problems into one. Indeed, P is left to convince V that the following univariate polynomial sums to oy on H:

a(X)i=s(X)+r@X) [ D> meuX) |- D muruleX) | 2(X)  ©)
Me{A,B,C} Me{A,B,C}

where 73, (X,Y) := 3, g (X, k)M (k,Y) + oy /|H|.

We now rely on the univariate sumcheck protocol: P sends to V the polynomials g; (X ) and h{(X) such
that ¢, (X) = hy(X)vg(X) + Xg1(X). In order to check this polynomial identity, V samples a random
element 5, € F\ H with the intention of checking the identity at X := (3;. For the right-hand side, V queries
g7 and hy at 8 and then evaluates hy(5;)vg(5;) + 5191(581) in O(log |H|) operations. For the left-hand
side, V queries s, 24, 2p, £c, W at §; and then needs to ask help from P to evaluate ¢; (5;). The reason is that
the term n7 4 (v, B1) + npre(e, B1) + nora(a, 5y) in general requires (| H||K'|) operations to compute.

Observe that

nara(o 51)+7737“B( ,B1) +nerela, Br)
=na Y rla,k)A(k, By) + 1 Y (. k) Bk, B1) + nc > r(a, 5)C(k, Br)

rkeH KEH KEH
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= Z r(o, k) (M4 Ak, By) + npB(k, B1) +1cC(k, 1)) -
kEH

We define the polynomial
0a(X) = r(a, X)(naACX, By) +1pB(X, By) +1cC(X, By)) )

and rely on the univariate sumcheck protocol again: V sends 3 to P, and then P replies with the sum o4 :=
> rcm 92(r) and the polynomials g, (X') and hy(X) such that g5 (X) = ho(X)vg (X) + Xgo(X) + 09 /|H].
In order to check this polynomial identity, V samples a random element 3, € F \ H with the intention of
checking the identity at X := 5. (Excluding H is needed later in the protocol, as discussed below.) For
the right-hand side, V queries g5 and h4 at 35, and then evaluates hy(85)vg(B2) + B292(82) + 0o /|H| in
O(log | H|) operations. To evaluate the left-hand side, however, V needs to ask help from P. The reason is
that while r(cv, 85) is easy to evaluate (it requires O(log | H|) operations), each term M (S35, 31) in general
requires (| K|) operations.

We thus rely on the univariate sumcheck protocol (yet) again: V sends 35 to P, and then P replies with
the value o3 := 74 A(By, 1) + 1B (Ba, B1) + ncC(By, B1), which the verifier much check. Observe that

NaA(By, B1) + 1pB(Ba, B1) +16C(Ba ) = > Y v (B2)vn (Br)valy (x)

k€K Me{A,B,C} (B2 — rowys (k) (81 — CE"M(H)) '

Define f3(X) to be the (unique) polynomial of degree less than | K| such that

Z . Ve (Ba)v (By)valy ()

Vke K, f = A )
" o) webisey T (Ba— rowa () (1 — coly(x)

®)

The prover computes the polynomials g3(X) and h3(X) such that
f3(X) = Xg3(X) +o3/|[K| and  a(X) = b(X)f3(X) = hg(X)vg(X)

where
a(X) = Z UMUH(52)UH(51)V5|M(X) H (By — rowy (X))(B1 — CE)'N(X)) )
Me{A,B,C} Ne{A,B,CH\{M}
b(X):=  J[ (B2 —rowar(X))(B1 — colp (X))
Me{A,B,C}

The first equation demonstrates that f3 sums to o3 over K, and the second equation demonstrates that f5
agrees with the correct addends over K. These two equations can be combined in a single equation that
involves only g3(X) and hg(X):

a(X) = b(X)(Xg3(X) + o3/|K|) = hs(X)vg (X) .

The prover thus only sends the two polynomials g3(X ) and h3(X). In order to check this polynomial identity,
V samples a random element 83 € [ with the intention of checking the identity at X := 3. Then V queries
g3» h, {réwy;, colyy, véIM}ME{A’B’C} at 33, and checks the identity in O(log |H|) operations.

If this third test passes then V can use the value o5 in place of ZMG{A,B,C} nMM(ﬁQ, (1) to finish the
second test. If this latter passes, V can in turn use the value o4 in place of ZMG{A,B,O} N (o, By) to
finish the first test.
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5.3.3 Analysis

Soundness. We argue that the soundness error is at most

{2|H|+2b 3|K| + |H| + 1 4|H|+b}
Fl |F| |F\ H

Suppose that for the given index 1 = (F, H, K, A, B, C) and instance x = z there is no witness w = w
such that Az o Bz = Cz for z := (z,w) is a vector in F A In particular, this holds for the witness w
that is encoded in the polynomial w(X) sent by the prover. Let z 4, 2z, z¢ be the vectors encoded in the
polynomials 24(X), 25(X), 2c(X) sent by the prover, respectively. We know that either z4 o zp # z¢
or one of z4, zg, 2 is not the correct linear combination of z. In the first case, the polynomial identity
Za2p — 2c = hguy does not hold, so the probability that the verifier still accepts is at most (2| H| + 2b)/|F|.
In the second case, we rely on the randomized reduction to sumcheck, which fails with probability at most
(|H| 4+ 1)/|F|. Next we have to account for the soundness errors of the three sequential sumchecks, which
are bounded by the maximum degree in the respective polynomial equation divided by the size of the set
from which the test point is chosen. Thus, the innermost sumcheck has soundness error at most 3| K |/|F|; the
intermediate sumcheck has soundness error at most 2| H|/(|F \ H]|); the outermost sumcheck has soundness
error at most (2|H| +b)/(|F \ H|).

Proof of knowledge. If the verifier accepts with probability greater than the soundness error argued above,
then the prover’s polynomial @ must encode a valid witness w.

Zero knowledge. We only sketch the intuition because a full proof (which includes constructing a simulator)
is similar to the non-holographic setting described in [Ben+19c]. The first message of the prover includes an
encoding of the witness and encodings of its linear combinations. These encodings are protected against up
to b queries outside of H because the encodings are b-wise independent over F \ H. The first message also
includes the polynomial /(X ), which in fact is b-wise independent everywhere on F. Subsequent messages
from the prover do not reveal any further information because they are produced for a sumcheck instance that
is shifted by a random polynomial (the polynomial s(X)). This leads to (perfect) zero knowledge with query
bound b and a query checker C that rejects any query to any of w(X), 24(X), 25(X), 2c(X) that lies in H.

Efficiency. The indexer computes and outputs a constant number of polynomials of degree less than | K|,
using time O(| K| log |K|). The subsequent protocol between the prover and verifier consists of 7 messages,
with the prover moving first. The verifier makes a constant number of queries, evaluates &, vy, v at a
constant number of locations, and then performs a constant number of field operations. Thus, verifier time is
O(|x| + log |H| + log |K|). The prover sends a constant number of polynomials whose degree is linearly
related to |H| + b or | K|. In the first round, the prover computes the linear combinations Az, Bz, C'z and
interpolates them, which can be done in time O(| K| + (|H| + b) log(|H| + b)); in the second round, the
prover finds the coefficients of the polynomials g; (X) and h,(X) in time O(|K| + (|H| + b) log(|H| + b)),
similarly to the proof of Lemma 5.5; in the third round, the prover finds the sum o5 and the coefficients
of go(X) and hy(X) in time O(|K| + |H|log|H]|), similarly to the proof of Lemma 5.6; and in the final
round, the prover finds the sum o3 and the coefficients of g3(X) and h3(X) in time O(|K |log | K|), similarly
to the proof of Lemma 5.7. Thus, prover time is O((|H| + b)log(|H| + b) + |K|log |K|), which is
O((| K| + b) log(| K| + b)) since |H| = O(|K|) (see Remark 5.3).

30



P(F, H, K, M, 1, f») plofaroweolval (g g )

aclF a+F

sumcheck for (o, X) f1(X) — rys(a, X) fo(X) over H
to evaluate Y 7(a, k) f1(k) — ry(a, k) fo(k)
KEH
find g; (X) and h{(X) such that
T(a7X)fl(X) - TM(O"X)fQ(X)

=h(X)vg(X) + Xg1 (X
1(X)vg(X) + Xai( ;1€F<‘H|_1[X],h1€F<d_1[X]

By €F fr e F\H

sumcheck for (o, X )M (X, ;) over H

to evaluate ry, (v, 51) = >, r(a, k) M(k, 5;)
reH

compute sum oy := » . 7(c, k)M (K, ;)
and find g»(.X) and hy(X) such that
r(a, X)M(X, )
= hy(X)vp (X) + X go(X) + 05/ |H|
oy €F, 90,0y € F<‘H|_1[X]

,BQEF BQ%F\H

v (Ba) v (By)val(X)
sumcheck for (52—r6w(X))(61—c6|((g())) e
~ _ vy (P2)vg (Py)val(k
to evaluate M(f, 1) = 2 ek (3, () (31 —col()

over K

— i (B2)vp (By)val(x)
COMPULE SUM s 1= D ekt (5, " rom() 3, —col()
and find g3(X) and h3(X) such that R
v (Bo)va (Br)val(X) — (B — row(X))(B; — col(X))(Xg3(X) + 03/|K])
= h3(X)vg (X)

o3 €F, g3 € FIEIZL X by € FRHEI72x

R R B3« F
vi (B2)ve (Br)val(Bs) — (B2 — row(B3)) (81 — col(Bs))(Bsg3(Bs) + o3/|K])

< hs(B3)vi (Bs)

r(a, Bg)og < ho(B2)vp (B2) + Baga(Ba) + oo/ |H|

(e, B1) f1(B1) — o2 fa(B1) = hi(B1)ve(B1) + B191(B1)

Figure 4: AHP for the lincheck problem.
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P(F,H,K,A,B,C,z,w) POWLa B0} 0l A .01 V8l A,B.0) (F,H, K, )

z:=(x,w) z4:=Az zp:=Bz 2o :=Cz

sample @ (X) € FIMP[X] and 2, (X), 25(X), 20(X) € F<AHP[X]
find ho(X) s.t. 24(X)25(X) — 50(X) = ho(X)vy(X)

sample s(X) € FeAlb-l [X] and compute sum oy := ), 5 (k)

oy € Faw e FMIP(X] 2y, 25, 50 € PP

<|H|+2b—1 <2|H|+b-1 -
hoe F || [XLSEIF ] [X] 06777,4;773;770<_]F
a,Na, By Nc el

sumcheck for s(X) + (o, X) (O nazin (X)) — Qo p muras (e, X)) 2(X) over H
find g;(X) and hy(X) such that
S(X) + (o, X)X 0 mar#ar (X)) — (g marras (@, X))2(X)
= I (X)vg(X) + Xg1(X) 4 01/|H]
— g1 e FIX] By e PR X) —
peF
sumcheck for r (o, X) (na A(X, B1) + npB(X. B1) + ncC(X, By)) over H
09 =D en T(0,K) D neqa oy Mu M (5, Br)
and find g»(X) and hy(X) such that
(e, X) Y nreqapoy e M(X, B)
= ha(X)oy(X) + Xg2(X) + 03/ |H|
09 € Fvg% h2 € F<|H‘71[X]

By« F\H

—F\H
e B F\
UH(ﬁz)vH(ﬁl)V;"M(X) K
sumcheck for Me{AZ,B,C} v (By—rdw s (X)) (B1—colps (X)) over
to evaluate 4 A(By, B1) + npB(Ba, B1) + 1cC (Ba, B1)
— vpr (Bo)vp (By)valy (%)
78 = Dk 2ME(AB.C) I G ramy (1) (51 —cola ()
and find g3(X) and h3(X) such that
ha(X)vg (X) = a(X) — b(X)(Xg3(X) + 03/|K])
03 € F, g5 € FXI7X], g € FEORITOx] By F
?
hs(Bs)v (Bs) = a(B3) — b(B3)(B393(B3) + 03/|K])
The polynomials a(X), b(X) are defined as follows:
a(X) = ZME{A,B,C} nAIUH(/B2)UH(B1)V;‘|]W(:X) HN@{A,B,C}\{M}(/Bz —rowy (X)) (B — CE)IN(X))
b(X) = HME{A,B,C} (By — rowp (X))(B1 — colar (X))

r(a, By)os Z ho(Be)v (Ba) + Baga(Be) + oo/ | H|

s5(81) tr(% B1) Qo n e (Br)) — 022(51)
= hy(B)vg(B1) + Brg1(Br) + o1 /| H|

24(81)2B(B1) — 2c(B1) 2 ho(B1)ve (B1)

Figure 5: AHP for RICS.
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6 Polynomial commitment schemes with extractability

We use polynomial commitment schemes, a class of commitment schemes specialized to work with univariate
polynomials. This notion was introduced by Kate, Zaverucha, and Goldberg [KZG10], who gave an elegant
construction using bilinear groups. The security properties in [KZG10], however, do not appear sufficient for
standalone use (nor for use in this paper). This limitation was recently noted in [Mal+19], which relies on a
different construction for which certain properties are proved in the algebraic group model [FKL18]. However,
[Mal+19] stops short of formulating a cryptographic primitive that captures the features of the construction.

In this section we propose definitions for polynomial commitment schemes that incorporate the functionality
and security that we believe to be a bare minimum for standalone use. (In particular, in Section 8 we generically
rely on these definitions to build preprocessing arguments with universal SRS.) We also describe a “knowledge”
variant of the construction in [KZG10], which we prove secure under knowledge of exponent assumptions. To
learn more about the insights motivating our definitions, we refer the reader back to Section 2.2.

The rest of this section is organized as follows. In Section 6.1 we present the definitions that we propose.
In Section 6.2 we provide a theorem statement for constructions that realize the definitions, and then sketch
these constructions. We formal descriptions of the constructions are in Appendices B to C.

6.1 Definition

A polynomial commitment scheme over a field family F is a tuple of algorithms PC = (Setup, Commit,
Open, Check) with the following syntax.

. PC.Setup(l)‘, D) — (ck, rk). On input a security parameter A (in unary), and a maximum degree bound
D € N, PC.Setup samples a key pair (ck, rk). The keys contain the description of a finite field F € F.

¢ PC.Commit(ck, p,d;w) — c. On input ck, univariate polynomials p = [p;|i—, over the field F, and
degree bounds d = [d,];—; with deg(p;) < d; < D, PC.Commit outputs commitments ¢ = [¢;];—; to the
polynomials p = [p;]i—;. The randomness w = [w;];—; is used if the commitments ¢ = [¢;];—; are hiding.

e PC.Open(ck,p,d,Q,&;w) — w. On input ck, univariate polynomials p = [p;|i—;, degree bounds
d = [d;];i—;, a query set Q) consisting of tuples (i, z) € [n] x I, and opening challenge &, PC.Open outputs
an evaluation proof 7. The randomness w must equal the one previously used in PC.Commit.

¢ PC.Check(rk,c,d,Q,v,m, &) € {0,1}. Oninput rk, commitments ¢ = [¢;];—;, degree bounds d = [d,];—,
query set () consisting of tuples (i, z) € [n] x F, alleged evaluations v = (v; .) (i,)eq» €valuation proof
7, and opening challenge &, PC.Check outputs 1 if 7 attests that, for every (i, z) € @, the polynomial p;
committed in ¢; has degree at most d; and evaluates to v(; ) at .

A polynomial commitment scheme PC must satisfy the completeness and extractability properties defined
below. We also consider two additional properties, succinctness and hiding, also defined below. To simplify
notation, we denote by deg(p) the degrees [deg(p;)]i—; of polynomials p = [p;]i—,, and denote by p(Q) the
evaluations (p;(2))(; »)eq of the polynomials p = [p;];"_; at a query set Q C [n] x F.

Definition 6.1 (Completeness). For every maximum degree bound D € N and efficient adversary A,

(ck,rk) « PC.Setup(l)‘,D)

deg(p) <d <D (p,d,Q, & w) + A(ck, rk)

Pr (! c + PC.Commit(ck,p,d;w) | =1 .
PC.Check(rk,c,d,Q,v,m,§) =1 v+ p(Q)
7 < PC.Open(ck,p,d, Q,§; w)
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Definition 6.2 (Extractability). For every maximum degree bound D € N and efficient adversary A there
exists an efficient extractor £ such that for every round bound r € N, efficient public-coin challenger C (each
of its messages is a uniformly random string of prescribed length, or an empty string), efficient query sampler
Q, and efficient adversary B = (BB1, By) the probability below is negligibly close to 1 (as a function of \):

(ck, rk) < PC.Setup(1*, D)
Fori=1,.
pi C(ck rk )
;) < Al(ck, rk, [p ] 1)
p; +— E(ck, rk, [p } 1)
1)
Q)

PC.Check(rk,c,d,Q,v,7,&) =1 (c;,d

Pr \ Q « Q(ck, rk, [p;]=
(v, st) < By(ck, rk, [pJ]J 1
Sample opening challenge &
T < BQ(St, é-)
Set [c;]i1 = [e]iz1, [pilimy = [Piliz1, [diliny == [di]izy
Define the set of queried polynomials T := {i € [n] | (3,2) € Q}

L Set ¢ == [¢;ier, P = [Pilier, d = [d;];er

(The above definition captures the case where A, Q, B share the same random string to win the game.)

<d<Dandv =

deg(p) r(Q)

Definition 6.3 (Succinctness). A polynomial commitment scheme PC is succinct if the size of commitments,
the size of evaluation proofs, and the time to check an opening are all independent of the degree of the committed
polynomials. That is, |c| = n - poly(A), |7| = |Q| - poly (), and time(Check) = (n + |Q]) - poly (A

(Setup, Commit, Open) such that,
(Ay, Ay, A3), the probability that

Definition 6.4 (Hiding). There exists a polynomial-time simulator S =
for every maximum degree bound D € N, and efficient adversary A =
b = 1 in the following two experiments is identical:

Real(1*, D, A): Ideal(1*, D, A):

1. (ck,rk) < PC.Setup(1*, D).

2. Lettingcy =L, fori=1,...,r:
(a) (p;,d;,h;) « Ai(ck,rk,co,¢q,...,¢i_1).
(b) Ifh; = 0: sample commitment randomness w;.
(c) Ifh; = 1: set randomness w; to 1.
(d) ¢; + PC.Commit(ck, p;, d;; w;).

3. c:=[eilic, p = [pilicy, d = [diioy, w = [wilior

4. ([Qj];:h [fj];:laSt) < Ay (ck, rk, ).
5. Forjel|r]:

m; < PC.Open(ck,p,d,Q;,&;;w).
6. b As(st, [m]j_1).

1. (ck, rk, trap) +— S.Setup(1*, D).
2. Lettingcq:= 1, fori =1,...,r:
(a) (p;,d;, h;)+ Aj(ck,rk,co,eqy...,¢i-1)-
(b) Ifh; = 0: sample randomness w; and compute simu-
lated commitments c; < S.Commit(trap, d;; w;).
(c) Ifh; = 1: set w; := 1 and compute (real) commit-
ments ¢; < PC.Commit(ck, p;, d;; w;).
c:=[elim1,p = [pilicr, d = [d]img, w = [wiliog
([Qi]j=1. [&]j=1.5t) < Aa(ck, 1k, c).
Zero out hidden polynomials: p' := [h;p;]i_1
For j € [7]:
T 4= S.Open(trap,p’,p(Qj),d7 Q8 w).
b Ajs(st, [1]j-1).

ISANRIIP NS

~N

(We implicitly assume that A, outputs poly(\) polynomials overall and that Ay outputs poly(\) query sets
each consisting of poly(\) points, ensuring that PCy.Commit, PC,.Open, S.Commit, S.Open are efficient.)

6.2 Construction

The theorem below states the properties of our constructions. For simplicity, our construction are restricted to
work with respect to “admissible” query samplers.
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Definition 6.5. A query sampler Q is admissible if it outputs query sets such that each polynomial to be
evaluated is evaluated at a point sampled uniformly at random from a super-polynomially large subset of the
field, and possibly also at other points that can be arbitrarily chosen.

Theorem 6.6. There exist succinct polynomial commitment schemes that: (a) achieve extractability against
admissible query samplers under knowledge assumptions, or in the algebraic group model; (b) achieve hiding;
and (c) have an updatable SRS. See Table 2 for the efficiency of these schemes under these assumptions.

We note that the restriction to admissible query samplers is minor because one can transform an arbitrary
query sampler Q into an admissible query sampler Q" as follows: Q' invokes Q to obtain a query set Q,
and then outputs Q' := Q U {(i, t)}ic[n)» where t € F is a random field element and 7 is the number of
polynomials. This transformation yields evaluation proofs that are twice as a large, a minor cost. That said,
this transformation is often not even needed because “natural” query samplers are often already admissible,
as is the case for those that we consider in this paper.

assumption  hiding communication complexity time complexity
|ck| Ikl leilizi] |7l Setup Commit Open Check

PKE no  2DG, 2G, 4nG, 1G, 2£MSM(D) 4nv-MSM(D) 1v-MsMm(D) 2 YMSM(n)

+ 4 pairings
1G, + 2 v-MSM(2n)

dPKE yes . ADGy 26y anGy ' 4 EMSM(D) 8 v-MSM(D)  2v-MSM(D) " J70 -
AGM o DG, 1G, 2nG, 1G, 1E£MSM(D) 2nv-MSM(D) 1v-MsMm(D) . Y-MSM(n)

+ 2 pairings
1G, + 1 v-MSM(2n)

AGM yes  2DG 1Gy Gy ' 2EMSM(D) 4nv-MSM(D) 2vMSM(D) i S

Table 2: Efficiency of our polynomial commitment schemes. Here f-MSM(m) and v-MSM(m) denote fixed-base
and variable-base multi-scalar multiplications (MSM) each of size m, respectively. All MSMs are carried out over
G, . For simplicity we assume above that the query set evaluates each polynomial at the same point. If there are
multiple points in the set, then proof size and time for checking proofs scales linearly with the number of points.

single-bound single-query multiple-bound single-query multiple-bound multiple-query
polynomial commitment polynomial commitment polynomial commitment
(Appendix B) (Appendix C) (Appendix D)

Figure 6: Our approach to construct polynomial commitment schemes.

The constructions behind Theorem 6.6 are achieved in three steps, as summarized in Fig. 6. The rest
of this section is organized in three parts sketching these three steps respectively: (1) opening multiple
polynomials with the same degree bound at a single point; (2) opening multiple polynomials with multiple
degree bounds at a single point; (3) opening multiple polynomials with multiple degree bounds at multiple
points. Detailed descriptions, along with security proofs, are provided in the corresponding appendices.

6.2.1 Single-bound single-query (see Appendix B for details)

We begin by discussing the case of opening multiple polynomials with the same degree bound at a single
point. We describe a non-hiding construction based on PolyCommitp; from [KZG10] (see Section 2.5) and a
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hiding construction based on PolyCommitp.y from [KZG10], using “knowledge commitments” [Gro10] or
the algebraic group model [FKL18] to achieve extractability for a single degree bound D chosen at setup.

Extractability with knowledge commitments. While PolyCommitp; guarantees correctness of evaluations,
it does not ensure extractability: there is no guarantee that a commitment actually “contains” a polynomial. To
achieve extraction, we modify the construction in such a way that the PKE assumption [Gro10] forces the sender
to demonstrate knowledge of the committed polynomial. In more detail, we extend ck to encode of powers of
B with respect to a different generator aG: ck := {(G, G, ... ,5DG), (G,aBaG,... ,aﬂDG)} S G?(DH).
(Note that this modification does not affect the updatability of the SRS.) To commit to a polynomial p, the
sender now provides a “knowledge commitment™: ¢ := (U, V) := (p(8)G, ap(8)G). Proving correctness
of evaluations proceeds unchanged, while verification additionally requires checking extractability of the
commitment by checking the pairing equation e(U, aH) = e(V, H).

Extractability in the AGM. Knowledge commitments require, unfortunately, two group elements instead
of one. Alternatively, we could keep each commitment as one group element, by relying on the algebraic
group model (AGM) [FKL18]. Informally, whenever an adversary in the AGM outputs a group element &, it
is required to additionally output scalar coefficients aq, . .., a,,_; which “explain” GG,, as a linear combination
of any group elements G1, . .., G,,_; that it has seen previously. In our setting, this means that whenever the
adversarial sender outputs a group element c representing a commitment, it must additionally output scalar
coeflicients that explain c in terms of the group elements in ck. An extractor can use these coefficients to
reconstruct the underlying polynomial, thus achieving extractability.

Efficiently opening multiple polynomials at the same point. To enable the sender to simultaneously
commit to multiple polynomials [p;];—; and then open these at the same point z, we rely on the fact that the
commitments for both variants above are additively homomorphic. That is, if commitments [c;];—; commit to
[piliz1, then Y7 | ¢; commits to Y ;- | p; (Where ¢; + ¢, is defined as (U} + Uy, V; + V5)).

We take advantage of this by simultaneously verifying the evaluations of each polynomial p; € [p;]i—;
as follows. Before generating a proof of evaluation for [p;];—;, the sender requests from the receiver a
random field element §. The sender then uses this to take a random linear combination of the polynomials:
p:= Y i, &'p;, and generates a single evaluation proof 7 for this derived polynomial p.

To verify 7, the receiver uses the additive homomorphism of the input commitments to derive the linear
combination ¢ = " ; £'¢; induced by . It does the same with the claimed evaluations, thus deriving the
evaluation v =y 1" | fivi. Finally, it checks that the pairing equations are satisfied for ¢, 7, and v.

This works because if the sender is honest, then ¢ is a commitment to p := >, §ipi, and 7 is a proof of
evaluation of p at z. On the other hand, if the sender is dishonest, then with high probability over the choice
of £, ¢ is not a commitment to p, and the pairing equations would fail.

Hiding. To additionally achieve hiding, we follow the above blueprint, replacing PolyCommitp; with the
hiding scheme PolyCommitp,.4. Extraction now follows from an assumption related to PKE called dPKE (see
Appendix B.2.3 for details). Our constructions in Appendix B in fact use both variants to provide optional
hiding on a per-polynomial basis. Further, the near-identical form of the commitment variants makes it
possible to open a combination of hiding and non-hiding polynomials at the same point.

6.2.2 Multiple-bound single-query (see Appendix C for details)

Assume that we have any construction that achieves extractability with respect to a single degree bound D on
the degrees of the polynomials p; output by the extractor.

To achieve extractability with respect to a different degree bound d; for each polynomial p;, we require the
sender to commit not only to each p;, but also to “shifted polynomials” p;(X )i=X D=d, p;(X). Accordingly,
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the evaluation proof attests that if p; evaluates to v; at z then p; evaluates to ZPds v; at 2.

The reason this works is that p; has degree exactly D, and so can be committed to using the above scheme.
Because the receiver checks that the commitment for each p; corresponds to an evaluation ZPds v;, and if z is
sampled from an admissible query sampler (i.e., from a super-polynomial subset of ), then the probability
that deg(p;) # d; is negligible.

This trick is similar to those used in [BS08; Ben+19c] to bundle together multiple low-degree tests.

6.2.3 Multiple-bound multiple-query (see Appendix D for details)

Assume that we have any construction that achieves extractability with respect to individual degree bounds,
and evaluation of multiple polynomials p = [p;];—; at the same point z.

We extend this construction to support query sets () consisting of multiple evaluation points (as required
in Section 6.1). If there are k distinct points [z;];—; in the query set (), the sender partitions the polynomials
p into different (possibly overlapping) groups [pi],’f:l such that every polynomial in p; is to be evaluated at
the same point z;. It then runs PC.Open on each p;, and outputs the resulting list of k evaluation proofs.

We note that [KZG10] describe how one can enable the sender to produce a single evaluation proof
attesting to the correct evaluation of the same polynomial at multiple points. While we could use this to
enable batch evaluation of p at multiple points, we avoid doing so for efficiency reasons in our setting.
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7 Preprocessing arguments with universal SRS

An argument system [BCC88] is an interactive proof where the soundness property is only required to hold
against all efficient adversaries, as opposed to all (possibly computationally unbounded) adversaries. In this
paper we consider argument systems for indexed relations (see Section 3.1) that have the following features.

 Security is proved, under cryptographic assumptions, in a model where all parties have access to a “long”
structured reference string (SRS) that is universal. (In fact, the SRS in our constructions will also be
updatable [Gro+18] but for simplicity we do not formally discuss this property; see Remark 7.1.)

* Anyone can publicly preprocess a given index (e.g., a circuit) in an offline phase, in order to avoid incurring
costs related to the index in (any number of) subsequent online phases that check different instances.

We refer to argument systems with the above properties as preprocessing arguments with universal SRS.
All interactive constructions in this paper are public-coin zero-knowledge succinct arguments of knowledge
so that, via the Fiat—Shamir transformation [FS86], we obtain their non-interactive analogues: preprocessing
zkSNARKSs with universal SRS. See Section 9 for an efficient construction of such a zZkSNARK.

A preprocessing argument with universal SRS is a tuple of four algorithms ARG = (G,Z,P,V). The
probabilistic polynomial-time generator G, given a size bound N € N, samples an SRS that supports indices
of size up to N. The SRS is a key pair (pk, vk) where pk is used by the prover P and vk by the verifier V.
The indexer Z is a deterministic polynomial-time algorithm that, given pk and an index 1 of size at most N,
outputs an index proving key ipk used by the prover P in place of 1 and an index verification key ivk used by
the verifier V in place of 1i; the verifier VV will be able to use ivk for significant efficiency gains compared to
just using 1 directly. The prover P and verifier V are probabilistic polynomial-time interactive algorithms.

Formally, ARG = (G,Z, P, V) is a preprocessing argument with universal SRS for an indexed relation R
if the following properties hold.

» Completeness. For all size bounds N € N and efficient A,
(1, %, w) ¢ Ry (pk,vk) + G(1*,N)

Pr Y (1,x,w) < A(pk,vk) | =1 .
(P(pk, ipk,x, w), V(vk, ivk, x)) =1 (ipk, ivk) < Z(pk, 1)

« Soundness. For all size bounds N € N and efficient P = (P;, P,),

(i, %) & L(Ry) (pk, vk) < G(1*,N
Pr ) A (1,x,st) < P;(pk, vk
(Py(st), V(vk,ivk,x)) =1 (ipk, ivk) < Z(pk, 1

o —

= negl(A) .

~—~~

Our definition of completeness allows (i, x, w) to depend on the public keys
soundness allows (i, x) to depend on the public keys (pk, vk).

All constructions in this paper achieve the stronger property of knowledge soundness, and optionally also
the property of (perfect) zero knowledge. We define these properties below.

pk, vk), and our formulation of

Knowledge soundness. We say that ARG = (G,Z,P,V) has knowledge soundness if for every size bound
N € N and efficient adversary P = (P}, P,) there exists an efficient extractor £ such that

(pk, vk) ¢+ G(1*N)
(1, %, st) < Py (pk, vk)
w < E(pk, vk)

(ipk, ivk) <— Z(pk, 1)

(j7 X, W) ¢ Rn
Pr A
(Pa(st), V(vk, ivk, x)) = 1

= negl(\) .
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Zero knowledge. We say that ARG = (G,Z, P, V) has (perfect) zero knowledge if there exists an efficient
simulator S = (Setup, Prove) such that for every efficient adversary V = (V;, V) it holds that

(I,x,w) € Ry
Pr A
(P(pk, 1,5, w), Vy(st)) = 1
(fl, X, W) € Rn
=Pr A
(S.Prove(trap, 1,x), Vo(st)) = 1

(pk,vk) = G(1*,N)
(1,x, w,st) < f/l(pk,vk)

(pk, vk, trap) « S.Set~up(1)‘, N)
(1, x, w,st) < V;(pk, vk)

Succinctness. We say that ARG = (G,Z, P, V) is:

* proof succinct if the size of the communication transcript between the prover P(pk, ipk, x, w) and verifier
V(vk, ivk, x) is poly(]), i.e., the size is bounded by a universal polynomial in the security parameter \;

* verifier succinct if the running time of V(vk, ivk, x) is poly (A + |x|), i.e., the time is bounded by a universal
polynomial in the security parameter A and the size of the instance x but not on the index 1 that led to ivk.

Verifier succinctness implies that vk output by G and ivk output by Z have size that is poly(\). All constructions

in this paper are both proof succinct and verifier succinct.

Public coins. We say that ARG = (G,Z, P, V) is public-coin if every message output by the verifier ) is a
uniform random string of some prescribed length. All constructions in this paper are public-coin, and have a
(small) constant number of rounds; in particular, they can be “squashed” to non-interactive arguments that are
publicly verifiable by additionally using random oracles via the Fiat—Shamir transformation [FS86]. Hence,
due to their succinctness, our constructions directly lead to preprocessing zkSNARKSs with universal SRS.

Remark 7.1 (updatable SRS). An SRS is updatable |Gro+18] if there exists an update algorithm that can be
run at any time by anyone to update the SRS, with the guarantee that security holds as long as there is at
least one honest updater since the beginning of time. This property significantly simplifies cryptographic
ceremonies to sample the SRS. All preprocessing arguments that we construct in this paper have updatable
SRS because they only contain “monomial terms”, and thus fall within the framework of [Gro+18].

Remark 7.2 (auxiliary inputs). The definition of knowledge soundness above does not consider auxiliary
inputs, for simplicity. One could consider a stronger definition, where the adversary and extractor additionally
receive an auxiliary input z sampled from a fixed distribution Z (1’\), or even sampled from any distribution
Z (1’\) that belongs to a given class. Such stronger definitions are useful when using argument systems
as subroutines within other protocols. When relying on auxiliary inputs, however, one must be careful
to ensure that they come from “benign” distributions, or else extraction is impossible, as discussed in
[BP15; Bit+16]. We stress that all of our constructions of argument systems directly extend to hold with
respect to an auxiliary-input distribution Z (1A) under the assumption that the relevant underlying knowledge
assumptions are extended to hold with respect to the auxiliary-input distribution Z (1)‘) concatenated with
some randomness. (In other words, our security reduction adds to the auxiliary input some random strings.)
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8 From AHPs to preprocessing arguments with universal SRS

The following theorems capture key properties of our compiler.

Theorem 8.1. Let F be a field family and let R be an indexed relation. Consider the following components:

— AHP = (k,s,d,I,P, V) is an AHP over F for R with negligible soundness error (see Section 4);

— PC = (Setup, Commit, Open, Check) is a polynomial commitment scheme over F (see Section 6).

Then ARG = (G,Z,P,V) described in Section 8.1 is a preprocessing argument with universal SRS for R

(see Section 7). Moreover, if q is the query complexity of AHP, ARG has the following efficiency:

e round complexity is k + 2;

e communication complexity is O, (q) bits if PC is additionally succinct (see Definition 6.3);

e indexer time is the sum of the indexer time in AHP and the time to commit to s(0) polynomials in PC;

e prover time is the sum of the prover time in AHP, the time to commit to Zli‘:l s(i) polynomials in PC, the
time to produce evaluations that answer the q queries along with a batch evaluation proof for them in PC;

o verifier time is the sum of the verifier time in AHP and the time to batch verify q evaluations in PC.

Remark 8.2 (updatable SRS). If the SRS for PC is updatable then so is the SRS for ARG. All constructions
of polynomial commitments in this paper satisfy this property, including the one used in Section 9.

The construction underlying the above theorem preserves knowledge soundness and, if the polynomial
commitment scheme is also hiding, preserves zero knowledge.

Theorem 8.3. In Theorem 8.1, if AHP has a negligible knowledge soundness error, then ARG has knowledge
soundness.

Theorem 8.4. In Theorem 8.1, if PC is hiding and if AHP is zero knowledge with query bound q (the query
complexity of AHP) and some polynomial-time query checker C, then ARG is (perfect) zero knowledge.

Remark 8.5 (the multivariate case). In this paper we give definitions for algebraic holographic proofs and
polynomial commitment schemes that are restricted to the case of univariate polynomials, because the
constructions that we consider are univariate. Theorems 8.1, 8.3 and 8.4, however, directly extend to the
multivariate case when considering an AHP in the general case of multivariate polynomials and a polynomial
commitment scheme for multivariate polynomials. This provides a proof of security for several prior works
that considered constructions that are special cases of this paradigm but did not prove security (because the
polynomial commitment schemes were only assumed to satisfy evaluation binding as discussed in Section 1.2).

8.1 Construction

We describe the construction behind Theorem 8.1, and then discuss its efficiency features.

Generator G. The generator G, on input a security parameter A\ € N and size bound N € N, uses N
to compute a maximum degree bound D € N, samples a key pair (ck, rk) <« PC.Setup(l)‘, D) for the
polynomial commitment scheme PC, and then outputs (pk, vk) := (ck, rk). The integer D is computed to be
the maximum degree bound in AHP for indices of size N. In other words,

D := max {d(N,i,j) ‘ i€ {0,1,... k(N)}, je {1,...,5(1)}} . ©)

Indexer Z. The indexer Z receives as input (pk,1), deduces the field F € F contained in pk = ck,
runs the AHP indexer I on (F, 1) to obtain s(0) polynomials pg 1, . .., Pgs0) € F[X] of degrees at most
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d(|2],0,1),...,d(|1],0,s(0)), and computes commitments to all of these polynomials. Namely, Z computes

[COJ];(Q := PC.Commit(ck, [pOJ};g, [d(|2], O,j)];g; [wo,j];g) for “empty randomness” [wo’j]j-(zog = 1.

The indexer Z outputs ipk := (1, [po’j];g, [co’j]j(zo%) andivk := [co’j];(:()%. (Note that [co,j];(:()% are commitments
to non-secret information so no randomness is used in producing them. In particular, Z is a deterministic

polynomial-time algorithm, as required. Also see Remark 8.6 below for additional considerations.)

Prover P and verifier V. The prover P receives (pk, ipk,x, w) and the verifier V receives (vk, ivk, x),
where (pk,vk) is a key pair output by g(l)‘, N), (ipk,ivk) is the index key pair output by Z(pk, 1), and
(1,x, w) is in the indexed relation R. By construction of G, (pk, vk) is a key pair (ck, rk) for the polynomial
commitment scheme PC. Let F € F be the field described by (ck, rk) (each of ck and rk individually contain
a description of [F), and let k := k(|i|) be the number of rounds in AHP. Fori € {1,...,k}, P and V simulate
the i-th round of the interaction between the AHP prover P(F, 1, x, w) and the AHP verifier V (F, x).

1. V receives p; € F* from V, and forwards it to P.
2. P forwards p; to P, which replies with polypomials Dijs- - Piss) € F[X] with deg(p; ;) < d([il, 4, )
e 15 = PC.Commit(ck, [py 57, [d([al, i, )5 0s iy [520) -

4. YV notifies V that the i-th round has finished.

3. P samples commitment randomness [w; ;]; and sends to V the polynomial commitments below

The prover P and verifier )V are done simulating the interactive phase of AHP, and in the remaining two rounds
simulate the (non-adaptive) query phase of AHP. Below we use c to denote the commitments [[c; j];(:z)l};(:o, p

to denote the polynomials [[p; j]j(:i)l];(:o, d to denote the degree bounds [[d(]i], 1, j )E(i) ]¥_o. and w to denote

=1
the randomness [[w;, j];(:Z)l]'li(:O with [w ]E(ZO% := L. Note that these three vectors include the commitments,

polynomials, degrees, and randomness of the “O-th round”.

* V sends a message py,; € F" that represents randomness for the query phase of V(F, x) to P.
* P uses the query algorithm of V to compute the query set Q := Qv (F,x;p1,. .., P, Pur1)-

* P replies with answers v := p(Q).

* V samples and sends an opening challenge £ € F to P.

* P replies with an evaluation proof to demonstrate correctness of all claimed evaluations:

7 := PC.Open(ck,p,d,Q, & w) .

* ) accepts if and only if the following conditions hold:
— the decision algorithm of V accepts the answers, i.e., Dy (IF,x, v; p1, ..., p, pes1) = 1
— the alleged answers pass the test, i.e., PC.Check(rk, ¢,d, Q, v, 7, §) = 1.

Completeness of the preprocessing argument ARG follows in a straightforward way from completeness of
the AHP AHP and completeness of the polynomial commitment scheme PC.
We now discuss the efficiency features of the construction above.

* Round complexity. The first k rounds simulate the interactive phase of AHP, with polynomials sent as
commitments; one round is to answer the desired queries; and one round is to certify the queries’ answers.
o Communication complexity. The argument prover P sends E;‘Zl s(i) commitments, ¢ field elements
representing query answers, and an evaluation proof that certifies the ¢ answers. The argument verifier
V sends |p1| + - + |p| + |pra1| + 1 field elements. In Theorem 8.1 we state that the communication
complexity is O, (q) because typically it holds that Z;(:o s(i) < ¢ (each polynomial is queried at least

once) and |p;| + - -+ + |pi| + |pky 1| is a small constant (each verifier message is a few field elements).
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* Indexer time. The time complexity of Z equals the time complexity of the AHP indexer I plus the time to
commit the s(0) polynomials output by I.

* Prover time. The time complexity of P equals the time complexity of the AHP prover P plus the time to
commit to the 25:1 s(i) polynomials output by P, evaluate Z;(:o s(i) polynomials at the query set (), and
produce an evaluation proof that certifies the correctness of these evaluations.

* Verifier time. The time complexity of V equals the time complexity of the AHP verifier V plus the time to
verify the batch evaluation proof for the ¢ evaluations that provide answers to the query set ().

Remark 8.6 (commitments to index polynomials). The construction described above uses the same polynomial
commitment scheme PC for committing to polynomials output by the AHP indexer and to polynomials output
by the AHP prover. This simplifies exposition, and allows for a single evaluation proof to certify all query
answers. For security, however, it would suffice (even for Theorem 8.4) to commit to index polynomials via a
commitment scheme that merely satisfies “evaluation binding” (Definition B.8), which is strictly weaker than
the notion of extractability that we use for the other commitments. This is because the commitments in the
index verification key are honestly produced in the preprocessing phase. Moreover, for Theorem 8.3 to hold
we do not need the commitments to index polynomials to be hiding.

8.2 Proof of Theorem 8.1

Suppose that P = (751, 752) is an efficient adversarial prover for ARG that wins with probability at least e,
that is,
(%) & L(Ry) (pk, vk) ¢ G(1*,N)
Pr| A (i, x,st) < Py (pk,vk) | >€(N) .
(Py(st), V(vk,ivk,x)) =1 (ipk, ivk) < Z(pk, 1)

We assume without loss of generality that st output by P, contains the key pair (pk, vk) = (ck, rk). Also note
that P, can be represented via its k 4+ 2 next-message functions:

752(St;p1) 9 752(St; Pl’PQ) PRI 752(51:; pl?"'apk) 9 752(51:; 1017"'710k7Q> ) 752(St; P1y--- 7pk7Q7£) .

We describe how to construct a prover P, which is admissible for AHP, and an efficient adversary Apc against
the extractability of PC such that

(i,x) ¢ L(Rn) (ck, rk) < PC.Setup(1*, D) .
Pr A F < field(rk) | +Pr extiztca;ﬁis th:me > ()
(P(st), VIED ([, x)) = 1 (i, x, st) P, (ck, rk) e

Above, D is computed according to Eq. (9) and F is the field described in rk. This concludes the proof
because if €(\) were to be non-negligible then either: (i) by averaging there would exist a choice of key pair
(ck, rk) that yields a state st, field F € F, and (i,x) & £(R) for which Pr[(P(st), VIED(F x)) = 1] is
non-negligible, contradicting our hypothesis AHP has negligible soundness error; or (ii) there would exist
an efficient adversary Apc that, for any given efficient extractor, succeeds in the extractability game for PC
(Definition 6.2) with non-negligible probability, contradicting our hypothesis PC is extractable.

Constructing Apc. The adversary Apc is built from the argument prover P (and the argument indexer Z
and degree bounds d) as follows. For round i € {0, ..., k} and verifier messages py, - - ., p;:
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APC(Cka rkmOOvpl?"'api): _

1. Set (pk, vk) := (ck, rk) and compute (i, x, st) < P;(pk, vk).

2. If i = 0, ignore p,, compute index keys (ipk, ivk) <— Z(pk, 1), and parse ivk as polynomial com-
(4)

mitments [CO»J];Q' If 7 > 0, compute polynomial commitments [cm-];:l — Py(st; pry- .oy p;)-

3. Foreach j € {1,...,s(i)}, compute the degree d; ; := d([i|, 4, j).

4. Output ([e;;50), [d; 15).

Since P, Z, d are all efficient, so is Apc. Let Epc be the extractor for Apc. Note that in the “0-th round”, Apc
outputs the commitments generated by the indexer Z. To capture that that these “0-th round” commitments
need only satisfy evaluation binding (unlike the commitments in all other rounds), we consider an extractor
Epc that works as follows. For round i € {0, ...k} and verifier messages py, . . . , p;

EIIDC(Ckvrkapmpla”-vpi): -

1. Set (pk,vk) := (ck, rk) and compute (1, x, st) « P;(pk, vk).
Obtain the field description F < field(rk).

2. If i = 0, output polynomials [poyj];(zoi « I(F,1).
If i > 0, output polynomials [p”]j(:l)l — Epc(st;pry -y pi)-

Observe that the probability that Epc succeeds for Apc is at least the probability that Epc succeeds for Apc.

Constructing P. We define P via its k next-message functions, by relying on the polynomial commitment
extractor Epc defined above. For round number i € {1,...,k} and verifier messages p1, ..., p;:

P(st;py, .., pi):

1. Set py := L and run Epc(ck, rk, po, p1, - - - , p;) to obtain polynomials Di1sDi2s -+ Pisti) € FIX].
2. Check that for every j € [s(i)] it holds that deg(p; ;) < d([i],4, ). (If not, output L.)

3. Output the polynomials p; 1, p; 2, - -, Pis(s)-

Observe that, by construction, P is an admissible prover for AHP.
Analyzing P and Apc. Define epc()) := Pr[Apc wins the extractability game]. We want to argue that

I (i,x) € L(Ry) (pk, vk) + G(1*,N)
Pr ) A (1, x, st) < P;(pk, vk)
| (Pa(st), V(vk,ivk,x)) =1 (ipk, ivk) < Z(pk, 1)
[ (i,x) & L(Ry) (ck,rk) < PC.Setup(l)‘,D)
<Pr A F « ﬁeld(rk) + Epc(A) .
| (P(st), VIEV(F x)) =1 (i,x, st) « P, (ck, rk)

First recall that by construction it holds that G (1)‘, N) = PC.Setup( 1, D). Tt follows that the distributions of
pk/ck, vk/rk, 1, x, st, as well as the underlying field IF, are identical in the two probability expressions above.

Next recall that we have constructed P in such a way that, inround 7 € {1, ..., k}, P outputs polynomials
that (provided Epc has succeeded) correspond to the commitments output in round i by P,. At the same time,
we have constructed ) in such a way that in the first k rounds ) behaves exactly as V, and in the remaining
two rounds V uses the polynomial commitment scheme to validate, against commitments received from the
prover and contained in ivk, the answers claimed by 752 in response to V’s query set (), and then checks that
V accepts these answers.
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Hence, as long as P provides correct evaluations for polynomials committed to in ivk, and as long as P
outputs polynomials that correspond to the commitments output by 732, it holds that V accepts whenever V
accepts. Since P relies on the extractor EPC for the polynomial commitment to find such polynomials (if they
exist) and to correctly answer queries to polynomlals in ivk, P “works” whenever Epc and P do.

We now argue that, whenever V accepts, Epc has succeeded, up to the error epc(\). This is because the
interaction between 752 and V can be re-cast as an extractability game for PC, as we now explain. Define a
public-coin challenger C to output randomness p, := L in the 0-th round, and to equal the interactive phase
of V(F, x) in the remaining rounds. This means that in the i-th round (for i € {1, ..., k}) the challenger C
will output the randomness p; output by V(IF, x) in round i. Also, define a query sampler Q to equal the
query phase of V(IF, x): given all challenger outputs [pj];:
query set Q := Qv (F,x; pq,..., px, pry1)- Finally, let B =

B (ck, rk, [Pj]?:()a Q): By(stpc, ):

1 so far and auxiliary input py 1, compute the
(By, By) be the adversary defined below.

1. Set (pk, vk) := (ck, rk). 1. Parse stpc as (st, pq,---, px, Q)

2. Compute (1, x,st) < 751(pk7 vk). 2. Compute 7 <+ 752(st; Py P @y ).
3. Compute v < Py(st; py, .. ., pr, Q). 3. Output 7.

4. Set stpc := (st, p1,- .., Pr, Q).

5.

Output (v, stpc).

Using the above definitions of C, Q, B, and Epc we obtain the following inequality:

(i,x) & L(Rn)
Pr ) A
(Py(st), V(vk,ivk,x)) = 1

(i, %) & L(Rn)

(pk, vk) « G(1*,N)
(1,x, st) < Py (pk, vk)
(ipk, ivk) < Z(pk, 1)

(ck, rk) < PC.Setup(1*, D)
F < field(rk)
(1,x,st) < Py(ck, rk)

Fori=0,...,k:

A p; C(ck rk ,1)
PC.CheCk(rk,C, d;vi77T7£) :1 ([Ci7j];(22)17[d1]]j( 1) — APC(Ck rk [pj]] 0)
<Pr A s T Ebc(ck, tk, [p:] o) +epc(A) .
deg(p) < d < Dandv = p(Q) Dijli=1 PC pilizo
5 I(F,i) " Q < Q(ck, rk, [Pg]g 07Pk+1)
(P(st), VIUU(E, 55 prs o i prgn)) = 1 (v,st) By (ck, 1k, [p,]5—0, Q)
Sample opening challenge &
™ < BQ(St,g)
: Set e = [[eg [t = [[ds 10T, |

As argued above, whenever Epc and P succeed, P does. The first term after the inequality captures the case
where the AHP verifier V is convinced to accept a pair (i, x) not in the indexed language £(Ry). If Apc
succeeds, then there is still some chance that P succeeds assuming it holds that deg(p) < d < D for the
polynomials output by Epc (otherwise P outputs ). This joint success probability is upper bounded by
the probability that just Apc succeeds, which is in turn upper bounded by epc (). Hence the epc(A) term
above and the inequality rather than equality above. Since the above inequality implies our claim, we have
concluded the proof.
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8.3 Proof of Theorem 8.3

Let E be the extractor for AHP, which by hypothesis has a negligible knowledge soundness error eAHp()\).
Suppose that P= (731, 732) is an efficient adversary for ARG. We use P to construct an admissible prover P
for AHP, exactly as in the proof of soundness (see Section 8.2). Then we define the extractor € for P to be as
follows.

E(pk, vk): )

1. Compute (1, x, st) < P; (pk, vk).

2. Compute F < field(rk).

3. Compute w < DR (F,1,x, ll(m)).

4. Output w.

Observe that by construction we have the equality:

I . k,vk) < G(17,N)
R (p g

- (H’X’WA) 7 R (i, %, st) + P (pk, vk)

~ . _ (ipk, ivk) < Z(pk, 1)

i (Py(st), V(vk,ivk,x)) =1 w e &(pk, k)
(ck,rk) < PC. Setup(l , D)
(I,x,w) € Ry F < field(rk)
= Pr A (1,x,st) < P;(ck,rk)
<752(st),V(rk, ivk,x)) =1 (ipk, ivk) < Z(ck, 1)
i W EP(St) (F, 1, x, 1'(ED )

Similarly to the proof of soundness (see Section 8.2), we can argue the following inequality:

[ (ck,rk) < PC. Setup(l ,D) |
(I,x,w) € Ry F « field(rk)
Pr A (1,%, st) < Py (ck, rk)
(Py(st), V(rk,ivk,x)) = 1 (ipk, ivk) < I(ck )
I w « EFC )( ) |
[ Cw (ck, rk) < PC. Setup(l ,D) ]|
<Pr b A) P 0 )]F - ﬁ(eld<rk§ + epc(A)
- ~ I(F.i) <)) — 1, X, St) < Pl ck, rk )
_(P(st),V (F,x)) =1 W<—E()(anl||)

The knowledge soundness of AHP implies that the probability above is at most € AHP(A). Since eapp(A) +
epc(A) is negligible, we have established that the extractor £ for P works.

8.4 Proof of Theorem 8.4

Let S be the zero knowledge simulator for AHP (see definition in Section 4), and let Spc be the simulator
for PC (see definition in Section 6). We describe how to construct a (perfect) zero knowledge simulator
S = (Setup, Prove) for ARG (see definition in Section 7). Let V = (V;, V,) be any malicious verifier.

The simulated setup algorithm S.Setup receives a security parameter A € N and size bound N € N
as input, and then proceeds as follows. First, S.Setup uses N to compute the same maximum degree
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bound D € N computed by the generator G (see Eq. (9)). Second, it runs Spc.Setu p(l/\, D) to sample
simulated public parameters (ck, rk) for the polynomial commitment and their trapdoor trap, and outputs
(pk, vk, trap) := (ck, rk, trap). Let F € F be the field described in the public parameters (ck, rk).

The zero knowledge game states that now V; receives (pk, vk), and then V), outputs an index-instance-
witness tuple (2, x, w) and a state st to pass onto V2 The proving subroutine of the simulator, S.Prove,
receives (trap, i, x) as input, and interacts with Vs (st) over k 4 2 rounds. We construct S.Prove as follows.

1. Fori € {1,...,k}, simulate the polynomial commitments for round 7 as follows:

(a) Receive a message p; € F* from V,, and forward it to the AHP simulator S(F, 1, x).
s(2)

(b) Sample commitment randomness |w; ]] ;j—1»> and then send to V2 the simulated commitments below

e ;15 4= Spe.Commit(trap, [d(|il, 7, )]s [wi ;157)

2. Simulate the evaluations in round k + 1 as follows:

(a) Receive a message p,1 € F* from 1}2.

(b) Use the (honest) query algorithm of AHP to compute the query set Q) := Qv (F,x; p1,. .., Pk Prr1)s
and abort if any query does not satisty the query checker C. (The honest prover would also abort.)

(c) We need to assemble a list of evaluations v, containing actual evaluations of index polynomials and
simulated evaluations of prover polynomials. In more detail, first run the AHP indexer I(F, 1) to
obtain polynomials [p ;] j(o%, and evaluate these on (the relevant queries in) the query set (). Next,
forward the query set ) to the AHP simulator S(F, 1, x) in order to obtain a simulated view, which in
particular contains simulated answers for queries to the AHP prover’s polynomials.

3. Simulate the evaluation proof in round k + 2 as follows:

(a) Receive a challenge £ from ]}2
s(7) 1k

(b) Compute 7 < Spc.Open(trap, [[p; ;150 1o, v, [[d([i], 7, /)5 o, Q. & [[w 154 Tio) where all
(%)

polynomials [pi,j]j‘:l with i > 0 are defined to be zero and the randomness [wy ;] jg issetto L.
(c) Send 7 to 1}2.

Lemma 8.7. The view of the malicious verifier Y = (1}1, ])2) while interacting with the honest prover is
identically distributed as its view while interacting with the simulator S = (Sy, Sy) described above.

Proof. The zero knowledge property of AHP states that interaction with the honest prover P(IF, 1, x, w) can
be replaced with interaction with the simulator S(F, 1, x), which adaptively answers oracle queries of the
malicious verifier to prover oracles, provided the number of oracle queries is below the zero knowledge query
bound and each query satisfies the query checker. In our setting, the number of oracle queries is bounded by
the query complexity g of the honest AHP verifier, because the query set () is derived via the honest query
algorithm run on the messages sent by the malicious argument verifier. Moreover, the honest prover and
simulator ensure that each query in () satisfies the query checker. This explains why the zero knowledge
query bound in Theorem 8.4 is g, and why we consider any polynomial-time query checker in Theorem 8.4.

Next, given that S(F, 1, x) provides oracle responses that are identically distributed to those of polynomials
output by P(F, 1, x, w), we are left to discuss the other information received by the malicious verifier: the
commitments (in the first k rounds) and the evaluation proof (in round k + 2). The hiding property of the
polynomial commitment scheme ensures that the simulator Spc, by using the trapdoor trap, can perfectly
simulate these commitments and this evaluation proof. O
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9 MaARruLIN: an efficient preprocessing ZKSNARK with universal SRS

We describe how to obtain a preprocessing zkSNARK with universal and updatable SRS that achieves the
efficiency reported in Fig. 1.

The first step is to apply our compiler (Section 8) to two ingredients: the AHP described in Section 5, and
the AGM-based polynomial commitment scheme described in Section 6.2 and Appendix D.1. The second
step is to apply the Fiat—Shamir transformation to the resulting public-coin preprocessing argument. These
“generic” steps immediately yield a preprocessing zkSNARK with universal and updatable SRS that has the
same asymptotics as Sonic [Mal+19].'' Moreover, in terms of concrete efficiency, this zkSNARK achieves
argument size comparable to Sonic [Mal+19], and also achieves proving and verification times that are close
to the state of the art for circuit-specific ZkSNARKSs [Grol6].

Below in Sections 9.1 and 9.2 we describe optimizations that further reduce argument size, and as a
positive side effect also reduce prover and verifier costs. Fig. 1 includes these optimizations.

Before we discuss optimizations, we summarize the argument size that we obtain directly from the
compilation mentioned above. Recall that in the offline phase, the AHP indexer, given an index 1 =
(F,H,K, A, B,C), outputs for each matrix M € {A, B,C} three polynomials that together define the
low-degree extension of M. Then, during the interactive online phase, the prover outputs twelve proof oracles.
The verifier queries each of the nine indexer polynomials and the twelve prover polynomials at exactly one
location, which amounts to 21 queries.

After compilation, the argument indexer outputs 9 polynomial commitments, and the argument prover
outputs 12 commitments, 21 evaluations, and 3 evaluation proofs. In more detail, the argument indexer
outputs commitments to row,;, col M val u for each M € {A, B,C}; and the argument prover outputs
commitments to the following twelve polynomials: w, 24, 25, 20, hos S, 1, g1, ho, g2, h3, g3. The
polynomials w, 24, 25, 2¢, hg, S, hq, g1 are all evaluated at the same point 3; hy and g, are evaluated at
the same point (35; and hg, g3, and réw;, col;, valy, for each M € {A, B, C'} are all evaluated at the same
point 3. Overall our argument consists of 27 G elements and 24 F, elements.

9.1 Optimizations for the AHP

Eliminating hg and 2. The AHP prover P sends a polynomial /(X)) in the first round, and the AHP
verifier V checks the polynomial equation 24 (X )25(X) — 20(X) = ho(X)vy(X) at a random point. This
is a standard technique from the probabilistic proof literature to ensure that 2 4 (X)Zp(X) and 2-(X) agree
on H. An alternative (used, e.g., in [Ben+17a]) is to replace each occurrence of Z-(X) in the protocol with
the product 2 4, (X )Zg(X), which “forces” the desired property without any checks. This increases the degree
of certain expressions by deg(Z.) = |H| — 1, but this cost in our setting is negligible because it leads to a
negligible increase in the soundness error. This eliminates the need to commit to hg(X ) and 2, (X) and later
reveal their evaluations, which reduces argument size by two polynomial commitments and two field elements.

Minimal zero knowledge query bound. The query algorithm of the AHP verifier V queries each prover
polynomial at exactly one location, regardless of the randomness used to generate the queries. In particular,
w(X), 24(X), 25(X), 2c(X) are queried at exactly one location. So it suffices to set the parameter b := 1.

Eliminating oy. We can sample the random polynomial s(.X') conditioned on it summing to zero on H.
The prover can thus omit oy, because it will always be zero, without affecting zero knowledge.

"The SRS of the zkSNARK is updatable because the SRS of the polynomial commitment scheme is updatable (see Remark 8.2
and Section 6.2). Note also that the query algorithm in the AHP fulfills the admissibility requirement imposed by the polynomial
commitment scheme (see Section 6.2), as each query location is sampled at random from a set of superpolynomial size.
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Single low-degree extension for each matrix (unimplmented). The AHP indexer I constructs the
low-degree extensions of the nine functions {row,,, col,s, valy;} are (A,B,c}> Which define the low-degree
extensions of A, B, C. The AHP verifier V queries each of these at a single location. This means that, after
compilation, the argument prover must provide nine field elements (the evaluations) as part of the proof.

We can reduce this to only three field elements as follows. We modify the AHP indexer I to construct,
for each M € {A, B,C}, a single low-degree extension of the functions row,;, col,, valy;. Namely,
let s1,89 € F be “shifts” such that K, K + s;, and K + s, are pairwise disjoint, and define the set
K = KU (K + 1) U(K + s5). Define the function m,;: K — [ where

row 7 (k) keK
mys (k) == < colps(k — 81) ke K+ s,
valyr(k — s9) k€ K+ sy

Then Eq. (1) can be rewritten as

M(X,Y) =Y ug (X, dp(6)ug (Y, oy (5 + s1))iag (5 + 5) - (10)
reEK

The modified AHP indexer I constructs the three polynomials m 4, Mg, M, and the modified AHP verifier V
will query each of these at a single location. Thus, after compilation, the argument prover will only need
to provide three field elements, instead of nine, as part of the proof. Note that this optimization triples the
degree of the polynomials output by the AHP indexer I, which after compilation increases the SRS size. Even
given this tradeoff our SRS is still shorter than prior work, and furthermore it represents a one-time offline
cost (in contrast to argument size, which is a recurring online cost).

9.2 Optimizations for the polynomial commitment scheme

Reducing the cost of hiding commitments. The hiding property that we adopt for polynomial commitments
(Definition 6.4) ensures that no information is revealed about the committed polynomial regardless of how
many evaluations are revealed. Achieving this strong notion has a cost: in our constructions we randomize a
commitment ¢ to a polynomial p by additionally committing to a random polynomial p of degree deg(p).
Compared to the non-hiding variant, this requires deg(p) additional elements in the SRS, and also requires
PC.Commit and PC.Open to perform an additional variable-base MSM of size deg(p).

In our compiler, however, the only evaluations the argument verifier sees are those sent by the argument
prover, and these are determined by the query sets produced by the query algorithm. This, together with the
fact in our AHP each polynomial is queried at exactly one location, implies that we can relax our construction
to provide hiding only for a single evaluation per polynomial. Concretely, we can set p to have degree 1. (Note
that p cannot be a constant because it is used to hide both the commitment to p and to hide the commitment to
the witness polynomial w.) This allows us to eliminate (most of) the additional generators from the SRS, and
the additional variable-base MSM for PC.Commit and PC.Open.

Reducing the number of hiding commitments. Each hiding commitment, even taking into account the
above optimizations, requires an evaluation proof that is one field element larger than a proof in the non-hiding
case. We reduce this overhead by using the fact that only certain polynomials reveal information about the
witness and necessitate hiding. In particular, only the polynomials w, Z 4, 25, Z¢, S, h1, and g; need hiding
commitments. All other polynomials can rely on non-hiding commitments because they can be derived in
polynomial-time from the index i. This observation removes a further 2 field elements from the proof.
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Eliminating unnecessary degree checks. The notion of polynomial commitment scheme that we consider
enables each commitment to guarantee a chosen degree bound that is up to the maximum degree bound
chosen for the SRS. This flexibility has a cost: ensuring a degree bound strictly less than the maximum degree
bound requires two group elements per commitment, corresponding to unshifted and shifted polynomials
respectively. When compiling our AHP, we need this feature only when committing to gy, g, g3 (the exact
degree bound matters for soundness) but for all other polynomials it suffices to rely on the maximum degree
bound and so for them we omit the shifted polynomials altogether. This increases the soundness error by a
negligible amount (which is fine), and lets us reduce argument size by 9 group elements.

Batching pairing equations. We can reduce the cost of the argument verifier by batching pairing equations.
Recall that, to verify an evaluation proof with evaluation v and point z, PC.Check needs to check the pairing
equation e(U — vG — v0G, H) = e(w, BH — zH ). In our compiled zZkSNARK, PC.Check is invoked three
times, each with different values of U, w, z, and v. This results in 3 pairing equations. To reduce the number
of pairing equations needed down to just one, we use the following reduction that ensures that the G5 argument
to every pairing is constant:

e(U —vG —~yvG,H) = e(w,BH — zH)
e(w, BH) — e(w, zH)
w

e(w,8H) —e(zw, H) .

Hence, we have that
e(U—vG —~vvG + 2w, H) = e(w,BH) .

Because we have three proofs to check, the verifier has to check three of the above equations. These equations
can be batch verified together as follows. The verifier samples a random field element , and then uses the

identity [ [, e(G;, H)rl =e(d, "G, H) to check the following equation:
e(D; Ti(co,i —0,G —y0,G + zw;), H) = e(d_; Tiwiv BH) .

By properties of random linear combinations, the above equation holds only if each of the individual equations
also hold (up to a negligible soundness error). In sum, the verifier only needs to evaluate two pairings.
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A Cryptographic assumptions

We describe the cryptographic assumptions that underlie the constructions of polynomial commitment schemes
in this paper (Section 6.2). In Appendix A.1 we define bilinear group samplers. In Appendix A.2 we define
(a minor variant of) the Strong Diffie—Hellman Assumption. In Appendix A.3 we define (a minor variant of)
the Power Knowledge of Exponent Assumption. In Appendix A.4 we recall the Algebraic Group Model.

A.1 Bilinear groups

The cryptographic primitives that we construct in this paper rely on cryptographic assumptions about
bilinear groups. We formalize these via a bilinear group sampler, which is a probabilistic polynomial-
time algorithm SampleGrp that, on input a security parameter \ (represented in unary), outputs a tuple
(group) = (Gy, Gy, Gp,q,G, H, e) where G, Gy, Gy are groups of a prime order ¢ € N, G generates G,
H generates G, and e: G| X Gy — G is a (non-degenerate) bilinear map.

A.2 Strong Diffie-Hellman

Assumption 1 ([BB04]). The Strong Diffie-Hellman (SDH) Assumption states that for every efficient
adversary A and degree bound d € N the following probability is negligible in \:

(group) SampIeGrp(l)‘)
‘ B« T,

o S« {{5'G}iLo. pH}
(¢, C) < A((group), 3)

A.3 Power knowledge of exponent

The non-hiding variant of our polynomial commitment scheme relies on the PKE assumption below, while
the variant relies on the dPKE assumption below.

Assumption 2 ([Grol0]). The Power Knowledge of Exponent (PKE) Assumption states that for every
efficient adversary A and degree bound d € N there exists an efficient extractor £ such that for every benign
auxiliary input distribution Z the following probability is negligible in \:

[ (group) < SampleGrp(1 |
z <— Z({group)
a,f+F

Y

G, = oG, )
3« {8 G aB' G}Z 0, H, ,BH%
)

Pr A

d i
Go # 2img B G (Go, G1) + A({group), X, z

(ag, - -.,aq) < E((group), X

Assumption 3. The duplex Power Knowledge of Exponent Assumption (dPKE) states that for every
efficient adversary A and degree bound d € N there exists an efficient extractor £ such that for every benign
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auxiliary input distribution Z the following probability is negligible in \:
[ (group) < SampleGrp(1

7 < Z((group)

a, B,y F

")

Gl = CYGO )
q

%« {{8'G,aB'G,AB'G, 0B G}y, aH, BH}
)

%)

Pr A

d i d i
Go # 2imo 6B G+ 2o bin B G (Go,Gy) « A((group), X,z

(agy---yaq,bg,...,bg) < E((group), ¥

Remark A.1 (benign auxiliary inputs). Extraction with auxiliary input requires that the auxiliary input is
sampled from a “benign” distribution, as discussed in [BP15; Bit+16]. In this paper we only rely on auxiliary
inputs that consist of a prescribed number of random field elements, which are indeed considered benign.

Remark A.2 (asymmetric PKE). The PKE assumption in [Gro10] is stated for symmetric bilinear group
samplers (G; = Gy). Instead, like many prior works, we consider asymmetric bilinear group samplers due to
efficiency reasons. Our approach to adapting PKE to the asymmetric setting differs from that taken in prior
works such as [Gen+13; Dan+14]. Prior constructions rely on secret powers of 3 in G, for both completeness
and security (and in particular incur the costs of many G4 exponentiations). In contrast, our constructions (of
polynomial commitment schemes) do not need secret powers of 5 in G, for either completeness or security,
and therefore are not part of the inputs to the adversary. (Also see Appendix A.5.)

Remark A.3 (prior duplex variants). The dPKE assumption is similar to, but different from, the assumption
used in [Zha+17b; Zha+17a]. Namely, in dPKE the instance contains powers of 5 with respect to a different
generator v(G, whereas the assumption in [Zha+17b; Zha+17a] contains powers of  with respect to G.

A.3.1 Extractability with multiple knowledge commitments

The PKE assumption implies a similar assumption where the adversary may output multiple knowledge com-
mitments and its corresponding extractor must extract a linear combination for each knowledge commitment.
We call this assumption MPKE, where the letter “M” denotes “multiple”. MPKE implies PKE, so the two
assumptions are equivalent. We use MPKE to prove extractability of the non-hiding variant our polynomial
commitment scheme. In order to prove extractability of the hiding variant we rely on dMPKE, an analogous
generalization of dPKE to the case of multiple knowledge commitments.

Assumption 4. The MPKE assumption states that for every efficient adversary A and degree bound d € N
there exists an efficient extractor £ such that for every benign auxiliary input distribution Z, the following
probability is negligible in \:

. (group) < SampleGrp(1
3i € [n] such that z +— Z((group)

a,B+ F

Y

)

Pr Gi1=aGy >« {5 G af’ G}z 0, BH, OéHi‘]
)

)

A

Gio 7 Z?:o a; ;6'G [(Gi0,Gi1)lic1 < A({group), X, z

llaiy7_gJiy + &((group). B,

Lemma A.4. The PKE and MPKE assumptions are equivalent.
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Proof. That MPKE implies PKE follows because MPKE is a generalization of PKE. For the reverse direction,
PKE implies MPKE because a successful adversary A against MPKE can be used to construct a successful
adversary B against PKE that projects the output of .4 to one of the “lucky” entries. In more detail, let
B;({group), 3, z) be the adversary that returns the i-th commitment output by A((group), X, z). Let &g,
be any PKE extractor corresponding to B;. Consider the following MPKE extractor £ 4 for A: given
((group), X, z), compute [al-7j]§l:0 < &g, ((group), 3, z) for each i € [n], and output [[a, ;]j—¢]i=1. Observe
that £ 4 can fail only if at least one of the PKE extractors &g, fails. Thus, if £ 4 fails with non-negligible
probability x()), then by averaging at least one £, fails with non-negligible probability () /n, contradicting
the fact that assumption PKE holds. We conclude that MPKE holds if PKE holds. O

Assumption 5. The dMPKE assumption states that for every efficient adversary A and degree bound d € N
there exists an efficient extractor £ such that for every benign auxiliary input distribution Z, the following
probability is negligible in \:

(group) < SampleGrp(1
z < Z((group)
o, B,y < F

Ji € [n] such that ;
q
®  {{8'G,aB'G,7B'G,anB'G}i_g, aH, BH}
)
)

Pr Gi,l = OZGi’O
Gio# Z?:o ai,jﬁjG + Z?:o (bzyﬂﬁ])G

[(Gz 0> Gz 1)]zn 1€ A((group> 2 z
(s bi))y)", + &((group), =

Lemma A.5. The dPKE and dMPKE assumptions are equivalent.

Proof. Follows via straightforward modifications to the proof of Lemma A.4. O

Remark A.6 (dAMPKE™). For technical reasons, our proof of hiding (Appendix B.2.3) for the hiding variant of
our polynomial commitment scheme relies on the dIMPKE™ assumption, which is a variant of dMPKE where
7 is sampled not from [, but rather from IF;. dMPKE implies dMPKE” via a straightforward reduction:
given an adversary A against AMPKE”, one can construct an adversary B against dMPKE that, on input
({(group), 3, %), aborts if yG = G, and outputs A((group), X, z) otherwise. Because v = 0 with probability
at most 1/¢, B and A (and thus £z and & 4) differ in success probability by only 1/gq.

A.4 Algebraic group model

In order to achieve additional efficiency, we also construct polynomial commitment schemes in the Algebraic
Group Model (AGM) [FKL18], which replaces specific knowledge assumptions (such as Power Knowledge
of Exponent assumptions). In the AGM, all algorithms are modeled as algebraic, which means that whenever
an algorithm outputs a group element G, the algorithm must also output an “explanation” of G in terms of the
group elements that it has seen.

Definition A.7 (algebraic algorithm). Let G be a cyclic group of prime order q and A, a probabilistic
algorithm run on initial inputs including description (group) of G. During its execution A,, may interact
with oracles or other parties and receive further inputs including obliviously sampled group elements (which it
cannot sample directly12). Let L € G" be the list of all group elements Ajig has been given so far such that all

12Qutputting obliviously sampled group elements (with unknown representation) is forbidden in the AGM. Instead, A, must
obliviously sample elements through an additional oracle O() such that they are by definition added to the list L. Simulating O() to
an algebraic algorithm during a reduction is straightforward and always possible. Integrating the ROM and AGM indeed works for
this reason that any outputs from random oracles are added to the list L.
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other inputs it has received do not depend in any way on group elements'3. We call A,, algebraic if whenever
it outputs a group element G € G it also outputs a vector a = |a;|j—; € IFZ such that G = Y | a;L;. The
coefficients a are called the “representation” of G with respect to L, denoted G := (a, L).

Remark A.8 (AGM vs. GGM). The Algebraic Group Model (AGM) [FKL18] is weaker than the Generic
Group Model (GGM) [Sho97; Mau035] but is stronger than the plain model. Indeed, every generic algorithm
is an algebraic algorithm [PV05], and so anything proved secure in the AGM is also secure in the GGM. On
the other hand, the AGM captures non-generic algorithms that exploit the representation of group elements.
For example, index-calculus and some factoring attacks fall outside the class of generic algorithms and apply
only over groups in which the elements are represented as integers. Furthermore, there exist (pathological)
algebraic-but-not-generic algorithms that can be used to construct schemes that are secure in the GGM, but
are insecure in the standard and algebraic group models [Den02]. At present, it is not known if such a scheme
could be constructed to illustrate a similar gap between the AGM and the standard model.

To analyze the hardness of an assumption in the GGM one must explicitly augment the model by any
functionality offered by the structure of the group, e.g., providing a pairing oracle A, However, in the
AGM, the adversary has direct access to e (and thus to its description). Though it is widely believe that e
provides no additional information about the elements of G, the AGM captures a hypothetical exploit without
needing to explicitly model it and considers the relation between two problems instead of their individual
hardness. This means that if one can reduce problem A to problem G in the AGM and A is conjectured to
remain hard with respect to algebraic algorithms, even when given e, then G also remains hard. No similar
statement can be inferred in the GGM.

A.5 The effect of powers on security

The SDH assumption and PKE assumption rely (in particular) on the hardness of computing the discrete
logarithm 3 when given the generator G € G4 and challenge 3G € G. In fact, in both cases the adversary is
also given elements of the form 3°G, which can have a small, but noticeable, impact on concrete security.
There are generic algorithms [BG04; KKMO7; Chel0] that, for any power ¢ such that i | (¢ — 1) where ¢ is
the prime order of G,, compute the secret 3 in time O(+/q/i + V/i), improving on the usual O(,/g)-time
algorithm. This “polynomial speedup” should be taken into account in practice.

Moreover, while our construction of polynomial commitment schemes in Appendix B does not use powers
of 3 in Gy, other schemes that wish to share the same SRS might. Hence it is natural to discuss whether
our construction in Appendix B remains secure even in the presence of elements of the form 5°H. Our
security reduction to the SDH and PKE assumptions does not rely on the absence of powers of 5 in G,, and
in particular can be modified in a straightforward way to obtain a security reduction to variants of the SDH
and PKE assumptions that additionally give to the adversary the additional elements in G,. These variants,
while similarly plausible assumptions, provide the adversary with a further polynomial speedup that must
also be taken into account in practice. Namely, given the generator G € Gy, challenge 3G, and elements

of the form ,BiG € Gy and 6jH € Gy, one can use the pairing to compute e(G, H)ﬁw = e(,BiG, BjH). If
ij | ¢ — 1, then the generic algorithms mentioned above compute 3 in time O(\/q/(ij) + /7j).

13The restriction that all inputs to algebraic algorithms that are not group elements must not depend on group elements helps to
avoid pathological cases. For example, the algorithm that on input “G/||0” (which is not a group element), outputs group element G
cannot explain G in terms of previously seen group elements.
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B Polynomial commitments for a single degree bound

We construct (succinct) polynomial commitment schemes that support a single degree bound chosen at setup
time. We temporarily restrict our attention to the case where, in the reveal phase, all polynomials are evaluated
at the same evaluation point. (We will relax this restriction in Appendix C.) This section is organized as
follows: in Appendix B.1 we provide formal definitions, in Appendix B.2 we give a construction in the
plain model under knowledge assumptions, and in Appendix B.3 we give a more efficient construction in the
algebraic group model under standard assumptions. In both cases we provide non-hiding and hiding variants.

B.1 Definition

A polynomial commitment scheme over a field family F for a single degree bound and a single evaluation
point is a tuple of algorithms PC,; = (Setup, Commit, Open, Check) with the following syntax.

. PCS.Setup(l’\, D) — (ck, rk). On input a security parameter \ (in unary), and a maximum degree bound
D € N, PC,.Setup samples a key pair (ck, rk). The keys contain the description of a finite field F € F.

e PC,.Commit(ck,p;w) — c. On input ck and univariate polynomials p = [p;];—; over the field F with
deg(p;) < D, PC,.Commit outputs commitments ¢ = [¢;];—; to the polynomials p. The randomness
w = [w;]i; is used if the commitments ¢ are meant to be hiding.

e PC,.Open(ck,p, z,&;w) — 7. On input ck, univariate polynomials p = [p;];—;, evaluation point z € F,
and opening challenge &, PC,.Open outputs an evaluation proof 7. The randomness w must equal the one
previously used in PC,.Commit.

¢ PC,.Check(rk,c,z,v,m &) € {0,1}. On input rk, commitments ¢ = [¢;];—;, evaluation point z € F,
alleged evaluations v = [v;];—, evaluation proof 7, and opening challenge ¢, PC,.Check outputs 1 if 7
attests that, for each ¢ € [n], the polynomial committed in ¢; has degree at most D and evaluates to v; at z.

The polynomial commitment scheme satisfies the completeness and extractability properties defined below.
The polynomial commitment scheme is (perfectly) hiding if it also satisfies the hiding property defined below.

Definition B.1 (Completeness). For every maximum degree bound D € N and efficient adversary A it holds

that
(ck, rk) < PC,.Setup(1*, D)
deg(p) < D (P, €)  Alck, k)
Pr J c + PC,.Commit(ck,p) | =1 .
PC,.Check(rk, ¢, z,v,m, &) =1 v+ p(z)
7 < PC,.Open(ck, p, z,§)

Definition B.2 (Extractability). For every maximum degree bound D € N and efficient adversary A, there
exists an efficient extractor £ such that for every round bound r € N, efficient public-coin challenger C,
efficient query sampler Q, and efficient adversary B = (B, By) the following probability is negligibly close
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to 1:
(ck, rk) < PC,.Setup(1*, D)

Fori=1,...,r:
pi < C(ck,rk,i
1

4
j=1

c; < A(ck, rk, [p;];
p; < S(Cka rkv [p]];

Pr \ Q + Q(ck, rk, [p;]5=1
(’l), St) — Bl (Cka I’k, [pj];':h Q
deg(p) < D and v = p(2) Sample opening challenge &
< By(st, &)

Set [c;]izy = [e]izy, [piliy = [Piliz1, [diliny = [dilim
Parse Q as T x {z} for some T C [n] and z € F

L Set ¢ := [cilier, P = [pilier, d = [di]ier |
Definition B.3 (Succinctness). A polynomial commitment scheme is succinct if the size of commitments, the
size of evaluation proofs, and the time to check an opening are all independent of the degree of the committed

polynomials. That is, |c| = n - poly(X), || = poly(\), and time(Check) = n - poly(\).

Definition B.4 (Hiding). There exists a polynomial-time simulator S = (Setup, Commit, Open) such that,
for every maximum degree bound D € N, round bound r € N, and (even unbounded) non-uniform adversary
A = (A, Ay, A3), the probability that b = 1 in the following two experiments is identical.

PC,.Check(rk, ¢, z,v,m,&) =1

)
)
)
)
)

Real(1*, D, A): Ideal(1*, D, A):
1. (ck,rk) « PCS.Setup(l’\,D). 1. (ck,rk, trap) < S.Setup(l’\,D).
2. Lettingcy:= L, fori=1,...,r: 2. Lettingcy:= L, fori=1,...,r:
(a) (p;,h;) + Aj(ck,rk,co,eq,...,¢i_1)- (a) (p;,h;) + Ai(ck,rk,cp,eqy...,¢_1).
(b) Ifh; = 0: sample commitment randomness w;.  (b) If h, = 0: sample randomness w; and compute simu-
(c) Ifh; = 1: set randomness w; to L. lated commitments c; < S.Commit(trap, |p;|; w;)-
(d) ¢; < PC,.Commit(ck, p;; w;). (c) Ifh; = 1: setw,; := | and compute (real) commitments
3. c:=[e]icy, p = [Pilicy, w = [wilic. ¢; < PCs.Commit(ck, p;; w;).
4. ([Q4]i=1, [§]j=1,5t) < Aa(ck, rk, €). 3. c:=[elizy, p = [pilicy w = [wiliz
5. Forjel|r]: 4. Zero out hidden polynomials: p' := [h;p;]i_;.
Uy A PCS'Open(Ckvpa ij gp “"’) 5. ([Qj};:la [gj]_;’—:lv St) — A2(Ck7 rk? C)'
6. b As(st, [m;]7-1). 6. Forjer]:

T = S.Ogen(trap,p’,p(Qj),Qj,fj;w).
7. b+ AS(St, [Wj]jzl)

Above we implicitly assume that A; outputs poly(\) polynomials in each round, and that A, outputs
7 = poly () query sets @, so that PC;.Commit, PC,.Open, S.Commit, and S.Open are all efficient.

B.2 In the plain model

We adapt the polynomial commitment scheme in [KZG10] to use “knowledge commitments”, and to support
commitments to multiple polynomials. We then prove that the resulting scheme satisfies the definitions in
Appendix B.1 under knowledge assumptions. We discuss both non-hiding and hiding variants of the scheme.

B.2.1 Construction

We use notation for bilinear groups introduced in Appendix A.1. The highlighted text below denotes parts of
the construction that are not needed if hiding is not desired. We refer to the non-hiding variant as nhPC,, and
to the perfectly hiding variant as phPC,.
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Setup. On input a security parameter A (in unary), and a maximum degree bound D € N, PC,.Setup
samples a key pair (ck, rk) as follows. Sample a bilinear group (group) + SampleGrp(1*), and parse
(group) as a tuple (Gy, Gy, Gy, q, G, H, e). Sample random elements «, 3, € [, and v € IF;. Then compute
the vector

G pG p*c ... pPa
2 D
. oG aBG aﬂ2G aBDG c GzllD+4 .
G ABG G . BTG
ayG  avpGE a'yﬁzG e a'yﬁDG

Set ck := ((group), X) and rk := (D, (group), G, aH, S H), and then output the public parameters (ck, rk).
These public parameters will support polynomials over the field F, of degree at most D.

Commit. On input ck, univariate polynomials p = [p;];-; over F, with deg(p) < D, and randomness
w = [w;]izy, PCs.Commit outputs commitments ¢ = [¢;];—; that are computed as follows. For each i € [n],
if w; is not _L, then interpret the randomness w; as the coefficients of a random univariate polynomial p; of
degree deg(p;). Otherwise, set j; to be the zero polynomial. For each i € [n], output ¢; := (U;,V;) € G3
where

Ui ==pi(B)G+0:(B)G V= a(pi(B)G +10i(B)G) .
Note that p; and p; have degree at most D, and so the above terms are linear combinations of terms in ck.
Open. On input ck, univariate polynomials p = [p;];—; over F ¢ €valuation point z € [, opening challenge
§ € F,, and randomness w = [w;]i—; (the same randomness used for PC,.Commit), PC,.Open outputs an
evaluation proof m € G that is computed as follows. For each i € [n], if w; is not L, then obtain a random
univariate polynomial p; of degree deg(p;) from w;, otherwise set p; to be the zero polynomial. Then compute
the linear combination of polynomials p(X) := > | £'p;(X) and p(X) = Y, £'p;(X). Compute
witness polynomials w(X) := % and w(X) = %. Setw := w(B)G + vyw(S)G € Gy and
v := p(z) € F,. The evaluation proof is 7 := (w, 7).
Check. On input rk, commitments ¢ = [¢;];~, evaluation point z € F,, alleged evaluations v = [v;];"_;,
evaluation proof 7 = (w, v), and opening challenge § € F,, PC,.Check proceeds as follows. Parse each

commitment ¢; as a tuple (U;, V;) € G%. Compute the two linear combinations
U:=) €U; and V=) £V,
i=1 i=1

and ensure that the commitment (U, V') is extractable by checking that e(U, «H) = e(V, H). Then compute
the linear combination of evaluations v := Y ; £'v; and check the evaluation proof via the equality
e(U—-vG —uvyG,H) =e(w,H — zH).

Lemma B.5. The scheme PC, constructed above achieves completeness (Definition B.1).

Proof. Fix any maximum degree bound D and efficient adversary A. Let (ck, rk) be any key pair output
by the algorithm PC,.Setup( 1, D) constructed above. The keys contain a description (group) of a bilinear
group of some prime order ¢, which in particular induces a field F,.

Let A(ck, rk) select polynomials p = [p;];=; over F,, location z € FF,, and opening challenge £ € F,. We
only need to consider adversaries .A that make choices for which deg(p) < D. Now consider commitments
¢ = [¢;]i—; and evaluation proof 7 that are all computed according to the construction above.

We need to show that, for the correct evaluations v := p(z),

PC,.Check(rk, ¢, z,v,m, &) =1 .

56



This amounts to arguing that the two pairing equations are satisfied.

For the first pairing equation, note that the pair (U;, V;) has the property that the second element is the
first element multiplied by the secret scalar «. This is also true about the pair (U, V') obtained by taking the
linear combination determined by &, as the following computation shows:

U= Z§iUi = Z(ﬁipi(B)G +0;(8)G)
=1 =1

V=Y &Vi=ad (En(BG+mi(8)G) .
=1 =1

We conclude that V' = U, and so the check e(U, o H) = e(V, H) passes.
For the second pairing equation, note that in the evaluation proof m = (w, ), w equals the element
W= p(X)_p(z);W(p(X)fp(z)) G where p(X) := Y"1 | &'p;(X) and p(X) := >, £'p;(X). Also note that

—z

the value v computed by PC,.Check is the evaluation of p at z. Therefore,

We conclude that the second pairing equation also holds. O
Lemma B.6. The scheme PC constructed above achieves succinctness (Definition B.3).

Proof. For alist of n polynomials, the scheme PC, requires 2n G; elements for the commitment and one
G, element and one [, element for the evaluation proof, while the time to check this proof requires two
variable-base multi-scalar multiplications of size n and four pairings. O

B.2.2 Extractability

Theorem B.7. If the bilinear group sampler SampleGrp satisfies the SDH and dPKE assumptions, nhPC,
and phPC, constructed in Appendix B.2.1 achieve extractability (Definition B.2).

First in Lemma B.9 we argue that nhPC, and phPC, satisfy evaluation binding, a property stating that for
any point z € F, and commitments ¢ = [¢;]i—1, no efficient adversary can produce valid proofs that open ¢
to different lists of values at z. Then in Lemma B.10 we build on this fact to argue that nhPCg and phPC,
achieve extractability.

Definition B.8. PC, satisfies evaluation binding if for every maximum degree bound D € N and efficient
adversary A = (A;, Ay) the following probability is negligible in the security parameter \:

4
Y 7?” (ck, rk) < PC..Setup(1*, D)
/
Pr| PC.Check(rk,c, 2,0, m, &) =1 | (©2v:v'st) & Ai(ck rk)
A Sample opening challenge &
!/
PC,.Check(rk, ¢, z,v", 7, £) = 1 (m,7) = As(st, &)
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Lemma B.9. [f the bilinear group sampler SampleGrp satisfies the SDH assumption (Assumption 1), nhPC,
and phPC, constructed in Appendix B.2.1 achieve evaluation binding (Definition B.S).

Proof. Suppose for contradiction that there exists a maximum degree bound D and an efficient adversary
A = (A, Ay) that breaks evaluation binding with non-negligible probability. We show that either A can be
used to break DL with non-negligible probability or that we can use .4 to construct an efficient adversary 13
that breaks SDH with non-negligible probability. Since the SDH assumption implies the DL assumption, in
either case we obtain a contradiction that SDH holds with respect to SampleGrp. We define B as follows.

B((group),%):
1. Parse ¥ as {{8'G},, BH}.
2. Randomly sample o < F, v € IE‘; and set
ck == ({group), {5'G, a'G,75'G. anf' G} L),
rk := ((group), aH, SH).
Compute (c, z,0,v, st) — A (ck, rk).
Sample random opening challenge £ € F,,.
Compute (7, 7') < Ay(st, £).
Parse (7, 7') as ((w, ), (W', 0)), v as [v;]i=;, and v" as [v;]i;.
Compute v := Y1 E'v;and v’ := 307 €]
If zG = BG (ie., z = B):
choose a from IF,, \ {2z}, and output (a, H%G) , breaking SDH.
9. Elseif (2G # BG) A (w# w):
(w— w/)), breaking SDH.

PN kW

output (—z
10. Else abort.

1
o' —vty (0 —0)

First, we show that if either the predicate in Step 8 or the predicate in Step 9 is satisfied, then 15 does in fact
break SDH. Next, we show that one of these predicates is satisfied with non-negligible probability whenever
A breaks evaluation binding. We do this by showing that if B aborts but .4 still succeeds, then A can be used
to solve the discrete logarithm problem in SampleGrp with non-negligible probability.

B succeeds if predicates are satisfied. If A outputs z = (3, then B can construct an arbitrary solution

to the SDH problem. If on the other hand (8 # z) A (w # w'), then if A breaks evaluation binding, by
construction of PC,.Check the following equations must hold:

e(U—-vG —~vG,H) =e(w,H — zH) , (11)

e(U—v'G—~'G,H) =eW,BH — zH) . (12)

Then, w # w' and 8 # = together imply that v’ — v + 7(1‘/ — ) # 0. The above equations can then be

rewritten as ]

v — v+ (7 — )

(W—W,)—ﬂl_ZG ;

. 1 / . .
making (—z, m(w —w )) a pair that breaks the SDH assumption.
Probability that predicates are satisfied. We analyze the probability with which B aborts by considering
the probability that the predicates are not satisfied, i.e., (3 # z) A (w = w’). We break this case down into

the following two disjoint subcases:

e Casel: v # 7. In this case, Equations (11) and (12) imply that e 7(13' — ) = 0. We can rewrite
v—0

this equation to compute the secret discrete logarithm v = e
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* Case2: 7 = ¥'. In this case, it must hold that v = v’. Since v # v’, this occurs with probability at most % .

Hence, we conclude that if (3 # z) A (w = w’) with non-negligible probability and A still succeeds, then .4
can be used to break DL with non-negligible probability, which cannot occur if SDH is hard for SampleGrp.

Thus, if A succeeds, then with non-negligible probability either 3 = z, or (8 # z) A (w # w'), which in
turn implies that I3 breaks SDH, contradicting our assumption. O

Lemma B.10. If PC, constructed in Appendix B.2.1 achieves evaluation binding (Definition B.8), and if the
bilinear group sampler SampleGrp satisfies the dPKE assumption (Assumptions 2 and 3), then PCg achieves
extractability (Definition B.2).

Proof. The dPKE assumption implies the dMPKE™ assumption, which considers the case where the adversary
outputs multiple knowledge commitments; see Appendix A.3.1. Below we rely on dMPKE™.

Fix a maximum degree bound D and an efficient adversary .4 against extractability. We use A to define
the adversary D below, which is against IMPKE.

D({group), X, z):

1. Parse instance ¥ as {Xpc = {,BiG, aB'G, WfG, (w,é’iG}ZD:O, aH,H}.
2. Parse the auxiliary input z as randomness [p;]5_;.

3. Construct ck := ((group), Xpc).

4. Construct rk := ({group),aH, BH).

5. Let ¢ « A(ck, rk, [p;]5—1).

6. Output c.

By assumption there exists a dMPKE”™ extractor £ against D that works with overwhelming probability.
We use £p to construct an extractor & 4 for the polynomial commitment scheme. The rest of this proof will
argue that £ 4 defined below succeeds with overwhelming probability. For each round i € [r], £ 4 proceeds as
follows. We denote by k; the number of polynomials output by .4 in round .

SA(Ck7 I’k, [pj];.':l):

1. Parse ck as ({group), Xpc) and rk as ({group), o H, BH).

2. Construct dMPKE instance 3 := {¥pc, o H, BH}.

3. Construct auxiliary input z := [p;]5_;.

4. Run the dMPKE extractor: ([aj]l;-i:l., [bj];izl) — Ep((group), X, z).

5 Set X :=(1,X,...,X").

6. For each j in [k;], define polynomials p;(X) := (a;, X) € F [X] and p,;(X) := (b;, X) € F [X].
7. For each j in [k;], let the randomness w; be the coeficients of p;.

8. Output the polynomials p := [pj]ll;-i:l and the randomness w := [wj]?”'zl.

For the purpose of our proof, we additionally let the above extractor output the randomness w.

Suppose for contradiction that the extractor £ 4 fails with some non-negligible probability, for a choice
of round bound r € N, efficient public-coin challenger C, efficient query sampler Q, and efficient adversary
B = (B;, B;). We show this implies that either D succeeds with non-negligible probability (contradicting
our dPKE assumption), or that we can construct an adversary A’ that contradicts Lemma B.9. In more detail,
the extractor £ 4 may fail due to (at least) one of two reasons.

(1) Incorrect polynomial or randomness: there exists an ¢ € 'I" such that polynomial p; or random polynomial

p; does not match its commitment.
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(2) Incorrect evaluation: for every ¢ € T, the extracted polynomial p; and corresponding random polynomial
p; match their commitments, but claimed evaluation for one such p; is incorrect.

If €4 fails with non-negligible probability, then at least one of these cases occurs with non-negligible

probability. We analyze each case, and argue that this cannot be (or else we contradict our assumptions).

(1) Incorrect polynomial or randomness. Informally, this case occurs with negligible probability if the
dMPKE" assumption holds for SampleGrp. In more detail, we have to demonstrate that since PC,.Check
accepts, every knowledge commitment in ¢ is “extractable”, i.e., for each ¢ € ¢, ¢ = (U, V) satisfies aU =V
with overwhelming probability.

We do this as follows. Since PC,.Check accepts, we know that e(U,aH) = e(V, H), where U :=
Y ier E'U;and V = Y ier &'V, are linear combinations of the input commitments. In this case, we have that
aU; # V; for some i with probability at most |T'| /q over random choice of . Thus with probability 1 — |T'|/q,
each knowledge commitment satisfies the equality V; = aU;, and is thus extractable. In this case we have that

D
U, # Z(ai,kﬂkG + bi,k’YﬂkG) )
k=0

for some ¢ € T only if £p has failed, and by assumption this only happens with negligible probability.

(2) Incorrect evaluation. We show that this case occurs with negligible probability if evaluation binding
holds for PC,. If £4 outputs polynomials that do not match the claimed evaluations with non-negligible
probability p(\), then we can use (A, By, By), the public-coin challenger C and the query sampler Q to
construct the following adversary A = (A’l, .A’z) that succeeds in breaking evaluation binding (Definition B.8)
with the same non-negligible probability zi(A).

A’ (ck, rk):

1. Fori=1,...,r

(a) Obtain challenge: p; < C(ck,rk, ). ‘

(b) Obtain commitments: ¢; < A(ck, rk, [p;]5-1)-

(c) Extract polynomials and randomness: (p;,w;) + & 4(ck, rk, [pj];=1).
Sample query set: @ < Q(ck, rk, [pj];zl).

Set [c;lizy == [eili=1, [piliz1 == [Pi]i=1, and [wili) = [wiizy.
Parse Q as T' x {z} forsome T' C [n] and z € F.

Set ¢ := [cilier, P := [Pilier, and w := [wilier

(v,stg) < By(ck, rk, [pj]';-:l, Q).

Compute alternate evaluations v’ := p(z).

Set st := (ck, rk, p, z, w, stg).

Output (c, z,0,v, st).

WX kW

As(st, €):

1. Parse st as (ck, rk, p, z, w, stg).

2. Obtain proof of evaluation: 7 < By(st, &).

3. Compute alternate proof: 7’ <— PC,.Open(ck, p, z, &; w).
4. Output (7, 7").

Since the extractor successfully extracts each polynomial and the randomness, and since PC; satisfies perfect
completeness, A5 should be able to produce an alternate valid proof 7’ that is also accepted by PC,.Check.
Thus, if A breaks polynomial extractability with non-negligible probability by producing valid proofs for
incorrect evaluations, then A" = (A}, Aj}) breaks evaluation binding for PC with non-negligible probability,
which contradicts our assumption. O
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B.2.3 Hiding

Theorem B.11. PC, constructed in Appendix B.2.1 achieves hiding (Definition B.4).

Proof. We describe a polynomial-time simulator S such that, for every maximum degree bound D and
efficient adversary A = (A, Ay, A3), the adversary A cannot distinguish the real world and ideal world
experiments.

We leverage the fact that by knowing the “trapdoor” the simulator S can create the evaluation proof for
arbitrary values with respect to the commitment. We build our simulator S as follows:

S.Setup(1*, D):
1. Run PCS.Setup(lk, D), additionally defining trap := (ck, rk, 3, 7).
2. Output (ck, rk, trap).

S.Commit(trap, k; w):

1. Parse w as [wi]'le.

2. Fori=1,...,k:
(a) Obtain the random polynomial p;(X) from w;.
(b) Compute U; := p;(B8)7G and V; := ap;(B)7G.
(c) Setc; = (U, Vy).

3. Output ¢ := [Ci]li(:l-

S.Open(trap, p,v, Q, & w):

1. Parse p == [p;i_1, v == [v;]i=y, and w = [wilizy.
2. Parse query set Q as T' x {z} for some 7' C [n] and z € F,,.
3. Foriv e T

(a) fw; #L:

i. Compute (U;,V;) + S.Commit(trap, 1;w;).
ii. Obtain the random polynomial p;(X) from w;.
iii. Set 9; 1= p;(z) — 2.
(b) Else w; = L:
i. Compute (U;, V;) + PC,.Commit(ck, p;; L).

ii. Setv; :=0. ' '
4. Compute v := Y 1 &0y, vi=Y 1 vy, U= 1 U,
5. Ifz# B
Compute w := BizU — Uﬁ__"f G.
6. Else z = 3:
Setw := 0G .

7. Output 7 := (w, D).

Clearly, S is polynomial-time. Associated with each p; output by A there is an independently and randomly
sampled degree D polynomial p; defined by w;. We define a polynomial 7, such that in the real world,
P = p;» whereas in the ideal world, if h; = 0 (and hence w; # L), then p;(X) := p;(X) — @, and
p; = 0 otherwise. Observe that each f, is of degree D and is independently and randomly distributed if the
corresponding polynomial is required to be hiding. It follows that these polynomials are identically distributed
in the two worlds. Furthermore, since S.Setup uses PC,.Setup to generate (ck, rk), we see that (ck, rk) is
also identically distributed.

We claim that for each round i € [r], upon fixing (ck, rk) and p;, the resulting c; are given by a
deterministic function in p, () and, after fixing all the P, for each query point [zj];zl the corresponding proof
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;j is given by a determlmstlc function in (p(z;), z;,&;). Since these deterministic functions are parametrized
by ck, rk, and the p’, which we have already shown are identically distributed in the two worlds, it follows that
the mappings of these functions will likewise be identically distributed, and thus we claim the two worlds are
indistinguishable even by unbounded adversaries.

Abusing notation to express group elements (or vectors thereof) as functions, we claim that for commitments
= (U;, V;) that U; (p;(B)) = p;(B)G +~P;(B)G and V; = aU,. Similarly, we claim the proof elements
wj := (0, w;) that

1 V=YV, .
A UG ify £
75 5 pz ) W; (%) = IB?ZJ‘ ﬂiZj ! )
] J : : J J ( ]) 0 lej :B

where "
ZE] i U 23)76]) :Zg‘;pl(z])
i=1

To conclude the proof it now only remains to be shown that the functions above describe the outputs of PC,
and S. We demonstrate this sequentially below.

Indistinguishability of commitments. In the real world we have

Ui = pi(B)G +p;(B)G , Vi = a(p;(B) +vp:(B))G

where since in this world we have defined p’ := p our claim that U, (p;) = p;(8)G + vp:(8)G and V; = U,
follows immediately. Now considering the ideal world case, from our pseudocode above we have that

U, :==vp;(B)G, V;:=al,;,
p(2)
¥

where now we have defined p;(z) := p;(z) — . Plugging this in we have

pN®G+WﬁmG:PN%G+WGM@—J¥$>GZW@WX%

and thus may conclude that commitments are indistinguishable with respect to all adversaries.
Indistinguishability of evaluation proofs. In the real world world we have v; = >, ¢ j pz( ;) where
since P, = P; we arrive at the expected function. In the ideal world we have that vj ¢ =38 j * Uj, where in

the pseudocode above we see that 7; = p; (2 ;). We conclude that the v are 1ndlst1ngulshable with respect to
all adversaries.

Finally, we consider the w;. In the real world we have w; := w(8)G + yw(3)G, where

Plugging these values in we obtain

w. = PB) —p(2) oy p(B) —p(2) o _ p(B) +70(B) - _ p(2) +7P(2)

1T TR B> B2 B2

Recall our expressions for p and p are
= Epi(X), pX) =) Epi(X)
i=1 i=1
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Then we have that

pB+wB g Ly P EE) v
B—=z B—=z B—z B—z;

with U and v above defined in terms of a polynomial over the U; and p; (2;), respectively, evaluated at £;. We
note that w and w are not rational functions because X — z always divides p(X ) — p(z) for any univariate
polynomial p, and that evaluated at z = 3 they are both O rather than undefined. Thus we have shown that in
the real world each w; is defined as promised.

In the ideal world, it is easy to see our expression for w; already has the expected form, as do the
corresponding equations used for computing U and v. We conclude that no adversary can distinguish between
the two worlds. O

B.3 In the algebraic group model

The constructions in Appendix B.2 require two group elements to commit to a polynomial due to their use
of knowledge assumptions. In this section we achieve better efficiency (one group element per polynomial)
by proving extractability in the AGM. Instead of relying on the PKE extractor to extract polynomials from
commitment, we simply use the algebraic adversary’s own explanations. This makes the extractability proof
straightforward.

We proceed as follows. First, in Appendix B.3.1, we describe how to modify the constructions in
Appendix B.2.1 to rely on the AGM, and then in Appendix B.3.2, we demonstrate that these modified
constructions achieve extractability against algebraic adversaries.

B.3.1 Construction

We use notation for bilinear groups introduced in Appendix A.1 and notation for algebraic algorithms from
Definition A.7. The highlighted text below denotes parts of the construction that are not needed if hiding
is not desired. Reusing notation from Appendix B.2.1, we refer to the non-hiding variant as nhPC,, and
the hiding variant as phPC, (perfectly-hiding PC,). At a high level, the construction follows the blueprint
of Appendix B.2.1 closely, but all the terms including « are never generated during setup (and thus never
subsequently used). This is because these are precisely the terms used to prove knowledge when relying on
PKE.

Setup. On input a security parameter A (in unary), and a maximum degree bound D € N, PC,.Setup
samples public parameters (ck, rk) as follows. Sample a bilinear group (group) <« SampIeGrp(l)‘), and
parse (group) as a tuple (Gq, Gy, Gy, ¢, G, H,e). Sample random elements 3,y € F,. Then compute the
vector
_( ¢ e pa ... p°G 2D 42
Y= 9 D € Gy .
1G ABG G ... BTG

Set ck := ((group), X) and rk := (D, (group), vG, BH ), and then output the public parameters (ck, rk).
These public parameters will support polynomials over the field F, of degree at most D.
Commit. On input ck, univariate polynomials p := [p;];—; over F,, and randomness w := [w;]ie1,
PC,.Commit outputs commitments ¢ := [¢;];—; that are computed as follows. If for any p; € p, deg(p;) > D,
abort. Else, for each i € [n], if w; is not L, then obtain random univariate polynomial p; of degree deg(p;)
from w;, otherwise p; is set to be a zero polynomial. For each i € [n], output ¢; := p;(8)G + vp;(8)G. Note
that because p; and p,; have degree at most D, the above terms are linear combinations of terms in ck.
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Open. On input ck, univariate polynomials p := [p;]i=; over IF,, evaluation point z € ., opening
challenge § € [, and randomness w := [w;]i—1, which is the same randomness used for PC,.Commit,
PC,.Open outputs an evaluation proof m € G; that is computed as follows. For each i € [n], if w; is
not L, then obtain random univariate polynomial p; of degree deg(p;) from w;, otherwise p; is set to be
a zero polynomial. Then compute the linear combination of polynomials p(X) := >, £'p;(X) and
pX) =301, ¢'p;(X). Compute witness polynomials w(X) := % and w(X) := ’%. Set
w = w(B)G + yw(B)G € Gy and v := p(z) € . The evaluation proof is 7 := (w, v).

Check. On input rk, commitments ¢ := [¢;];-;, evaluation point z € F, alleged evaluations v := [v;];1,
evaluation proof 7 := (w, v), and randomness ¢ € ¥, PC,.Check proceeds as follows. Compute the linear
combination C' := Z?Zl 13 ici Then compute the linear combination of evaluations v := Z?Zl & ivi, and check
the evaluation proof via the equality e(C' — vG — v0G, H) = e(w, BH — zH).

Completeness. Completeness can be proved by suitably modifying the completeness proof in Appendix B.2.1.

Succinctness. The scheme PC, constructed in this section requires n G elements to commit to ¢ = [¢;];1,
one G; and one IF, element for the evaluation proof, and the time to check this proof of evaluation requires
two pairings and one variable-base multi-scalar multiplication of size n.

B.3.2 Extractability and hiding

Theorem B.12. If the bilinear group sampler SampleGrp satisfies the SDH assumption against algebraic
adversaries (Assumption 1), nhPCg and phPC, constructed in Appendix B.3.1 achieve extractability against
algebraic adversaries (Definition B.2).

To prove this, we rely on the fact that nhPCg and phPC; satisfy evaluation binding (Definition B.8):

Lemma B.13. [f the bilinear group sampler SampleGrp satisfies the SDH assumption (Assumption 1), then
nhPC, and phPC, constructed in Appendix B.3.1 achieve evaluation binding (Definition B.8).

The proof of the above lemma is easily achieved by straightforward modifications to the proof of
Lemma B.9.

Lemma B.14. If the bilinear group sampler SampleGrp satisfies the SDH assumption against algebraic
adversaries (Assumption 1), nhPCg and phPC, constructed in Appendix B.3.1 achieve extractability against
algebraic adversaries (Definition B.2).

Proof. Fix any eflicient, algebraic adversary A,|, and maximum degree bound D € N. We show how to
construct an efficient extractor £ A for the polynomial commitment scheme that succeeds with overwhelming
probability. In each round ¢ € [r] algorithm &€ A proceeds as follows. We denote by k the number of group

elements output by the adversary A,
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Ea, (cky ki [p;]1y):
1. Parse ck as ({group), X).
G BG pG ... pB°G )

2. Parse X as .

( G BG B°G ... 187G
3. Set S, == (G, BG, B%G, ..., BG).
4. Set B, := (vG,v8G, 3G, ..., 187 Q). 4
5. Invoke the adversary: [(a;, X;) + (b;, 22>]';-:1 — Agig(ck, rk; [p;]51)-
6. Set X := (1, X,...,X").
7. For each j in [k], define polynomials p;(X) := (a;, X) € F [X] and p,;(X) := (b;, X) € F [X].
8. For each j in [k], let the randomness w; be the coefficients of p,.
9. Output the polynomials p = [pj}g-zl and randomness w := [wj];(-:l.

For a given efficient public-coin challenger C, efficient adversary 55 := (By, By), efficient query sampler
@, and round bound r € N, the extractor £ Ay, can fail with non-negligible probability only if there exists a
polynomial whose claimed evaluation is incorrect. However, because nhPC, and phPC; satisfy evaluation
binding, all evaluations are correct with overwhelming probability. This latter fact follows from a reduction

identical to that in the corresponding portion of the extractability proof of Lemma B.10. Hence, £ Aug
with overwhelming probability.

Lemma B.15. phPC, constructed in Appendix B.3.1 is perfectly hiding (Definition B.4).

At a high level, one can adapt the proof in Theorem B.11 into a proof of Lemma B.15 by removing from

it all terms related to «, as the proof only reasons about these terms for the sake of completeness.
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C Polynomial commitments for multiple degree bounds

We construct a polynomial commitment scheme that supports multiple degree bounds up to a maximum
degree chosen at setup time. The construction is a black-box extension of any polynomial commitment scheme
that supports only a single degree bound chosen at setup time (i.e., the notion defined in Appendix B.1).
We again temporarily restrict our attention to the case where, in the reveal phase, all polynomials are
evaluated at the same evaluation point. (We relax this restriction in Appendix D.) We do not provide a
standalone definition for the construction that we consider below, because it equals the definition in Section 6.1
when restricted to admissible query samplers which output query sets () consisting of a single evaluation
point at which a subset of the polynomials are evaluated (i.e., Q@ = T x {z} for some T' C [n], and z € FF).14

C.1 Construction

A polynomial commitment scheme over a field family F for multiple degree bounds and a single evaluation
point is a tuple of algorithms PC, = (Setup, Commit, Open, Check) with the following syntax. Below we
use [[a;, b;]]i—, as a short-hand for the tuple (aq, by, ..., a,,b,).

Setup. On input a security parameter A (in unary), and a maximum degree bound D € N, PC, .Setup
samples and outputs (ck, rk) « PC..Setup(1*, D). The keys contain the description of a finite field F € F.

Commit. On input ck, univariate polynomials p = [p;];—, over the field IF, degree bounds d = [d,];—;
with deg(p) < d < D, and randomness w = [[w;,w;]|};, PC,,.Commit outputs commitments ¢ =
[¢;]i, that are computed as follows. First, for each i € [n], define the shifted polynomial p;(X) :=
xP—d p(X). Next, use PC, to simultaneously commit to all unshifted and shifted polynomials: [[e;, c;]]i; :=
PC,.Commit(ck, [[p;, pi]]i-1;w). Finally, set ¢; := (c;,c;), and output ¢ := [¢;]7_;. Note that every
polynomial being committed has degree at most D.

Open. On input ck, univariate polynomials p = [p;]i—; over the field IF, degree bounds d = [d;];—;,
evaluation point z € I, opening challenge ¢, and randomness w = [[w;, w;]|i—,, PC,,.Open outputs the
evaluation proof 7 := PC.Open(ck, [[p;, pi]]i—1, 2, £; w), where each p;, is the shift of p; respectively.
Check. On input rk, commitments ¢ = [¢;];—, degree bounds d = [d;];—;, evaluation point z € I, alleged
evaluations v = [v;];—1, evaluation proof 7, and opening challenge &, PC,,,.Check proceeds as follows. Parse
each commitment ¢; as a pair of sub-commitments (c;, «;). For each i € [n], compute the shifted evaluation
vl = 2P 7%y, Check that PC,.Check(rk, [[c;, ©i]]™1, 2, [[v;, vi]]7=y, 7, €) accepts.

Lemma C.1. If PC, achieves completeness (Definition B.1) then PC,, achieves completeness (Definition 6.1).

Proof. 1f an adversary A(ck, rk) selects polynomials [p;];—;, degree bounds [d;];—;, evaluation point z € TF,
and opening challenge £ such that, for every ¢ € [n], we have deg(p;) < d; < D, then both the unshifted
polynomials [p;]7_; and shifted polynomials [p;]}"_; have degree at most D. Furthermore, because the
shifted polynomials are computed as p'(X) = X D_dip(X ), the shifted evaluations will always match:
v = 2P v;. This means that the completeness of PC, ensures that the commitments produced via PC,
will pass the tests in PC,.Check. O

Lemma C.2. If PC, achieves succinctness (Definition B.3) then PC,, achieves succinctness (Definition 6.3).

14Recall from Definition 6.5 that an admissible query sampler outputs query sets such that every polynomial is evaluated at least
once at a point sampled from a super-polynomially-large subset.
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Proof. The commitment of PC,, contains 2n PC, commitments and the evaluation proof contains one PC,
proof. The time to check n evaluations is the same as the time to check 2n evaluations in PC,, plus at most
n - (log D) field operations to compute v'. O

C.2 Extractability

Theorem C.3. If PC, achieves extractability (Definition B.2) then PC,, achieves extractability (Definition 6.2
restricted to query sets () querying a subset of polynomials at the same point (i.e., Q =T x {z} for some
T C [n], and z € F).

Proof. Fix a maximum degree bound D and an efficient adversary A against PC,,,. We use A to construct an
adversary B and query sampler Q' against PC,. By assumption there exists a PC, extractor £z against B. We
use &g to construct an PC, extractor £ 4 for A.

B(Ck) rk, [pj];zl): ) gA(Ck’ rk, [pj];'zl): )

1. Compute (c, d) + A(ck, rk, [p;]j=1). 1. Compute p + Ep(ck, rk, [p;]j—1).
2. Parse cas [[c;, ¢i]]i;. 2. Parse p as [[p;, pi];1

3. Output [[c;, ¢i]]7;. 3. Output [p;]ie;.

Suppose for contradiction that the extractor £ 4 fails with non-negligible probability for some choice of

round bound r € N, efficient public-coin challenger C, efficient query sampler Q, and efficient adversary

B = (By, By). This can occur due to one of two reasons.

(1) Extracted polynomial does not match evaluation: there exists an extracted polynomial whose claimed
evaluation is incorrect.

(2) Degree bounds are not satisfied: all extracted polynomials match their claimed evaluations, but there
exists a polynomial whose degree differs from the claimed degree.

If £ 4 fails with non-negligible probability, then one of these cases occurs with non-negligible probability. We

analyze both cases, and argue that this cannot be.

(1) Extracted polynomial does not match evaluation. Each PC_, commitment ¢; in [¢;];cr is a pair
of PC, commitments (c;, ;). Since PC,,.Check invokes PC.Check, [¢;];cr are accepted by PC,,.Check
if and only if [[c;, c;]];er are accepted by PC..Check. Thus, if PC,,.Check accepts but the extractor
& 4 fails with non-negligible probability, then we deduce that PC,.Check accepts but the extractor &g
fails with non-negligible probability against a PC, query sampler Q' that obtains @ from Q and outputs
Q" :={(2i —1,2),(2i,2) | (i,2) € Q}. This contradicts the fact that PC achieves extractability. Hence,
we conclude that all extracted polynomials match their claimed evaluations with probability negligibly close
to 1.

(2) Degree bounds are not satisfied. We first recall how the extractor £, works: it invokes the PC
extractor to obtain 2n polynomials p := [p;, p;]?zl, and outputs [p;]7 ;. The remaining polynomials [p;]}_;
are supposedly “shifted” versions of the output polynomials. It should be the case that for each ¢ € T it
holds that p;(X) = XP %p,(X). To check that this condition is satisfied, PC,,.Check verifies that, for
a point z € [ sampled by the admissible query sampler Q, v, := ZP i p;(2) is a valid evaluation for Dy
The probability that this equation holds but p;(X) # X D=d; p;(X) is negligibly small because Q, being
admissible, samples z from a super-polynomially-large subset of F. O
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C.3 Hiding

Theorem C.4. If PC, achieves hiding (Definition B.4) then PC,, achieves hiding (Definition 6.4 restricted to
query sets QQ; querying a subset of polynomials at the same point (i.e., Q; = T; x {z;} for some T; C [n],
and z; € IF).

J

Proof. Below we construct a simulator S,,, for PC,,, using a simulator S for PC as a subroutine.

S,,.Setup(1?, D):
1. Output (ck, rk, trap) « S,.Setup(1*, D).

Sm-Commit(trap, d; w):

1. Ignore the degrees d, and parse the randomness w as [[w;, wi]]'_.

2. Compute [[c;, ci]]i_; := S,.Commit(trap, 2k; [[w;, wi]]y).

3. For each i € [K], assemble the pair c; := (c;, ¢;) of simulated commitments.
4. Output the simulated commitments ¢ := [¢;];—; for PC,,,.

Sm-Open(trap,p,v,d, Q, & w):

L. Parse p, v, d, w as [p;li=q, [v;li=1, [dilies, [[ws, williz.

2. Parse Q as T' x {z} forsome T' C [n] and z € F.

3. Foreachi € T, set pi(X) := XDidipi(X) and v} := 27 %y,

4. Construct PC query set Q' := {(2i — 1,2),(2i,2) | (i, 2) € Q}.

5. Output T SS'Open(trap7 [pi,p;]?:p [Uz'a U;]?:l» Qla 55 [[wiv w;“?:l)

The simulator S, is a simple wrapper around the simulator S, and it is straightforward to see that if S
simulates correctly for PC, then S, simulates correctly for PC,,. O
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D Polynomial commitments that support different query locations

We construct a polynomial commitment scheme PC that supports different query locations—an instantiation
of the primitive defined in Section 6.1. The query set ) consists of tuples (4, z) € [n] x I, of polynomial
indices and evaluation points. The construction is again a black-box extension of the polynomial commitment
scheme PC,, considered in Appendix C which only supports a single query.

D.1 Construction

PC.Setup and PC.Commit equal PC,,.Setup and PC,,,.Commit in Appendix C, and so below we show how
to construct PC.Open and PC.Check.

Open. On input ck, univariate polynomials p over the field IF, degree bounds d, the query set (), opening
challenge &, and randomness w that is the same one used in PC.Commit, PC.Open proceeds as follows.
Suppose there are ¢ different evaluation points [zi]le in the query set (). Divide p into different (possibly
overlapping) groups [pi];?:l, where every polynomial in p; is evaluated at point z; according to (). Similarly
divide degree bounds d and w as [d;]’_; and [w;]’_; so that deg(p;) < d; and w; is the randomness for the
polynomial p;. For each group p;, obtain the evaluation proof m; := PC,,.Open(ck, p;, d;, z;, ; w;). Output
all the proofs of evaluation [m;]%_;.

Check. On input rk, commitments ¢, degree bounds d, the query set (), alleged evaluations v, evaluation
proof 7, and opening challenge &, PC.Check proceeds as follows. Suppose there are ¢ different evaluation
points [z;]i_; in the query set Q. Parse ¢, d, v and 7 as [¢;]'_1, [d;]i—1. [v;]i—1 and [m;]5_; so that ¢; are the
commitments of polynomials p;, where deg(p;) < d; and p;(z;) is supposed to be v;. For each i € [t], check
that PC,,,.Check(rk, ¢;, d;, z;, v;, m;, £) accepts.

Completeness. The completeness of PC follows directly from the completeness of PC,,.

Succinctness. The succinctness of PC follows directly from the succinctness of PC,,,. In particular, a PC
commitment equals a PC,, commitment, and is hence of size poly()). Similarly, a PC evaluation proof
consists of ¢ PC,, evaluation proofs, and is hence of size ¢ - poly(A) = poly(\). Finally, PC.Check invokes
PC,,.Check ¢ times such that the i-th invocation is over |¢;| commitments. Because PC,,,.Check takes time
n - poly()\) to check 7 commitments, PC.Check takes time >__, |¢;| - poly(\). Hence, PC is succinct.

D.2 Extractability

Theorem D.1. If PC,, in Appendix C achieves extractability (Definition 6.2) then PC also achieves
extractability (Definition 6.2).

Proof. Suppose for contradiction that there exists a maximum degree bound D € N and efficient adversary
A against PC such that for, some choice of round bound r € N, efficient public-coin challenger C, efficient
query sampler Q, and efficient adversary B = (B, BB,), every efficient extractor £ 4 fails with non-negligible
probability u(\).

Then, we show how to use these to break extractability for PC,, by constructing adversary A’, query
sampler Q', and adversary B’ as follows. We define A’ to equal A, and construct Q' and B’ below.
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Q' (ck, tk, ;] _1)

1. Obtain query set @ < Q(ck, rk, [p;]_1).

2. Parse Q as UjcyT; x {z;}, for some T; C [n] and z; € F, where
each z; is distinct.

3. Uniformly sample & € [t].

4. Output Q" := T}, x {2z}

Bll (Ckv I’k, [pj];=17 Q) :
1. Parse Q as {(i,2) | i € [n]} for some z € F.
2. Obtain query set Qpc +— Q(ck, rk, [p;]5-1).
3. Parse Qpc as UjeT; x {2;}, for some T; C [n] and z; € T, where
each z; is distinct.
Check that for some k € [t], Q = Q.
Obtain (’U, StPC) A Bl(Ck7 rk, [pj];':h QPC)'
£
Parse v as [v;];—; similarly to above.
Output (v, st := (stpc, k)).

Nk

By(st, ) :

1. Parse st as (stpc, k).

2. Obtain proof m <— By(stpc, §).
3. Parse 7 as [Wj]z':l.

4. Output 7, .

Now, by assumption, there exists an extractor £ ,/ for PCp, that succeeds in extracting against any choice of
Q' and B'. In particular, it succeeds against Q' and B’ constructed above. Because the extractor £ 4 := £ %
fails only if £ ; fails, we need only to analyze the probability with which this latter algorithm fails. We know
that whenever & 4 fails, PC.Check accepts, but there exists k£ € [¢] such that

deg(py) £dp, VvV v, # pilz) -

By construction of PC.Check, this means that the k-th invocation of PC,,.Check succeeds, but the corre-
sponding polynomials are either of incorrect degree or have incorrect claimed evaluations. Because Q' selects
this index k with probability 1/¢, A" and B’ break extractability of PC,,, with non-negligible probability
() /t, thus contradicting our assumption. O

D.3 Hiding

Theorem D.2. If PC,, in Appendix C achieves hiding (Definition 6.4) then PC also achieves hiding
(Definition 6.4).

Proof. We achieve this by constructing a simulator Spc for PC using the PC,,, simulator S,,. Spc.Setup and
Spc.Commit are the same as S,,.Setup and S,,,.Commit, and so we focus on constructing Spc.Open.

SPC'Open(trapapv v, da in 521 w>:

1. Parse Q as U;cyT; % {z;}, for some T; C [n] and 2; € [, where each z; is distinct.

2. Divide p, d, and w into [p;]i_1, [d;]’_, and [w;]}_; so that p;, = [p;ljer,> di = [djljer,, and w; = [w;] e,
3. Foreachiin1,...,t, compute evaluation proof ; < Sp,.Open(trap, p;,v;, Q; :== T; x {2}, & w;). /
4. Output 7, := [m;]i_;.
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The simulator Spc is a simple wrapper around the simulator S,,,. Since S, achieves perfect hiding, so does
Spc regardless of 7, the number of query sets @);, or ¢;, the respective number of distinct points in each query
set. O
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