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Abstract. Certificateless signature was proposed by Al-Riyami and Pa-
terson to eliminate the certificate management in the public-key infras-
tructures and solve the key escrow problem in the identity-based sig-
nature. In 2007, Hu et al. proposed a generic construction of certifi-
cateless signature. They construct certificateless signature scheme from
any standard identity-based signature and signature scheme. However,
their security reduction is loose; the security of the constructed scheme
depends on the number of users. In this paper, we give the tight reduc-
tion for their construction and instantiate a tightly-secure certificateless
signature scheme without pairing from DDH assumption. Best of our
knowledge, this scheme is the first tightly-secure certificateless signature
scheme.
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1 Introduction

1.1 Background

Signature scheme, IBS, CLS. Digital signatures ensure the validity of a message
based on a public key. However, verifiers cannot confirm the owner of the message
from the public key alone because verifiers have no information about the issuer
of the public key. To confirm the issuer of a public key, we must certify the
relationship between the public key and the signer in an external way.

In public-key infrastructure (PKI) setting, a certificate authority issues the
certificate that proves the connection between a public key and its owner. How-
ever, it is known that certificate management is laborious work.

In 1984, Shamir [Sha84] introduced the concept of identity-based signature
(IBS) to eliminate the certificate management. In IBS setting, the user’s identity,
such as email address, is used as the public key. The corresponding secret key is
generated by a trusted key generation center (KGC) and sent to its owner. Al-
though IBS no longer requires certificates, it suffers from the key escrow problem;
KGC knows all user’s secret keys.



Certificateless signature (CLS) was proposed by Al-Riyami and Paterson |[AP03]
to solve both certificate management load in PKI and the key escrow problem
in IBS. Unlike IBS, KGC only provides a partial private key, which is a part of
the full secret key. The other part comes from the user’s own choice and is kept
secret. Therefore KGC does not have knowledge of the full signing key and key
escrow is no longer a problem.

The first CLS scheme and the security definition of CLS were presented
in [APO3|. In 2004, Yum and Lee proposed a generic construction of CLS from
an IBS and a standard signature [YL04]. Later Hu et al. [HWZ+07| pointed out
the security flaw on Yum and Lee construction and fixed it. Since the proposal
of [AP03], a lot of CLS scheme using pairings have been proposed [HSM+05;
ZWX+06; |2Z08; HHC13; [Shil9]. However, these schemes are less efficient be-
cause the computational cost of a pairing operation is higher than that of an
addition or a scalar multiplication. To improve performance, He et al. proposed
the first pairing-free CLS scheme [HCZ12|. Later Tian and Huang revealed that
their scheme is insecure [TH13|. In 2014, Gong and Li |[GL14] proposed a new
CLS scheme. Yeh et al. [YSC+17] proposed a new CLS scheme, but Jia et
al. [JHL+18] pointed out the vulnerability of Yeh et al’s scheme and developed
an improved scheme. At present, the secure paring-free CLS schemes are [GL14]
and [JHL+18].

Tight security. To prove the security of a cryptographic scheme, we generally
construct a reduction algorithm, which turns an efficient attacker on the scheme
into an algorithm solving some assumed-to-be-hard computational problem. If
the reduction has about the same success probability as the attacker, we say that
the reduction is tight and the scheme is tightly-security. If the cryptographic
scheme is tightly-secure, we are easy to decide the parameter size because the
security of the scheme is independent of other factors such as the number of
users or that of hash function evaluations. Besides, we can use the smallest
parameters that achieve the desired security level. As a result, data size (e.g.
key length or signature length) and computation cost (e.g. signature generation
and verification) are reduced. Therefore, tight reductions have been actively
studied for many cryptographic primitives.

1.2 Motivation and contribution

Conventional provably secure CLS schemes come with a reduction which loses
factors that depend on the number of users or the number of hash function eval-
uations. For example, the security reductions of |GL14] and [JHL+18] are very
loose because they use the rewinding technique. The security of CLS schemes
from Hu et al. generic construction [HWZ+07] is dependent on the number of
users even if underlying IBS scheme and signature scheme are tightly-secure.
Our main goal is to construct a tightly-secure CLS scheme. First, we show
the tight security reduction for Hu et al. generic construction [HWZ+07]. We
prove that the security of CLS schemes from Hu et al. generic construction is
reduced to multi-user existentially unforgeable under adaptive chosen-message



attacks with adaptive corruptions (MU-EUF-CMA®™) [BHJ+15] of the under-
lying signature scheme tightly. Second, we instantiate the first tightly-secure
CLS scheme without pairing from DDH assumption. Best of our knowledge, the
instantiated scheme is the first tightly-secure CLS scheme.

1.3 Paper organization

The rest of the paper is organized as follows. Section [2] introduces notations
and definitions of signature, IBS, and CLS. We review the existing generic con-
struction of certificateless signature [HWZ+07] in Section [3| Section [4] presents
a tight reduction for the generic construction. In Section [ we instantiate a
tightly-secure certificateless signature scheme without pairing and compare it
with other pairing-free CLS schemes. The conclusion of this paper is given in
Section [6l

2 Preliminaries

2.1 Notation

Ifzy,...,x, are strings, we denote x1|| - - - ||, by the concatenation of z1, ..., z,.
If z is a string, then |z| denotes its length. For a PPT algorithm A,

y(—A($1,$27...;01702,...)

means A has inputs x1, zo, .. ., accesses to oracles O1, 0o, ..., and outputs y.
A function f is said to be negligible on A, if, for any polynomial v, there
exists a natural number Ag such that f(A\) < 1/v(X) for any A > Ag.

2.2 Digital signature
A signature scheme DS consists of three algorithms:

— DS.KGen(1*): On input the security parameter 1%, the key generation algo-
rithm outputs a key pair (sk, pk).

— DS.Sign(sk, M): On input a private key sk and a message M, the signing
algorithm outputs a signature o.

— DS.Vrfy(pk, M,c): On input a public key pk, a message M, and a signature
o, the verification algorithm outputs 0 or 1.

For correctness, we require that for all A € N and M € {0,1}*, if (sk, pk) <
DS.KGen(1*) and o <« DS.Sign(sk, M), then Pr[DS.Vrfy(pk, M,0) =1] = 1
holds.

For security, we define standard existential unforgeability under adaptive
chosen-message attacks, called EUF-CMA security in [GMRS8S].



Experiment Exp%‘gfjma(k) Oracle SIGN(M)

(sk, pk) < DS.KGen(1%), MSG + 0 o < DS.Sign(sk, M)
(M*,0") + A(pk; SIGN) MSG + MSGU{M}
if M* ¢ MSG ADSVrfy(pk, M*,0") =1 return o

return 1

else return 0

Fig. 1. Experiment used to define EUF-CMA security for signature scheme.

Definition 1. Let DS is a signature scheme, A an adversary, and A\ € N _a
security parameter. Define the experiment Expggjflma(/\) as shown in Fig. .
The EUF-CMA advantage of A in attacking DS is

AdvRL ™ (\) = Pr [Bxppd () = 1]

We say that DS is an EUF-CMA-secure signature scheme if Advqug;f‘ma()\) is
negligible for any PPT adversary A.

Next we define multi-user existential unforgeability under adaptive chosen-
message attacks with adaptive corruptions, called MU-EUF-CMA™ in [BHJ+15].

Definition 2. Let DS is a signature scheme, A an adversary, A € N a security

parameter, and p is the number of users. Define the experiment Expg;j“f_cm“'corT()\)

as shown in Fig. . The MU-EUF-CMA®" advantage of A in attacking DS is
Adv’an;f;Zuf-cma—corr()O — Pr Expgg’juf-cma—corr()O -1l

We say that DS is a MU-EUF-CMAC®"-secure signature scheme ifAdvTD"gjuf'cma_w"(A)

1s negligible for any PPT adversary A.

Experiment Exppe "m0 (X) Oracle CORR(%)
for i=1 to u do CU + CU U{i}
(ski, pk;) < DS.KGen(1*) return sk;

CU «+ 0; MSG[1] + 0,..., MSG[u] «+ 0

(i*,M",0") « A(pky, ..., pk,; CORR,SIGN)

if i* ¢ CUAM" ¢ MSG[i*] ADSNify(pk,., M",0") =1 0 < DS.Sign(ski, M)
return 1 MSGli] + MSG[iJU{M}

else return 0 return o

Oracle SIGN (i, M)

Fig. 2. Experiment used to define MU-EUF-CMA®" security for signature scheme.



2.3 Identity-based signature
An identity-based signature scheme IBS consists of four algorithms:

— IBS.Setup(1*): On input 1*, the setup algorithm outputs a key pair (msk, mpk).
— IBS.Extract(mpk, msk, ID): On input a master public key mpk, a master se-
cret key msk, and an identity ID, the key extraction algorithm outputs a
key wusk.
— IBS.Sign(mpk, ID, usk, M ): On input mpk, ID, usk, and a message M, the
signing algorithm outputs a signature o.
— IBS.Vrfy(mpk, ID, M, c): On input mpk, ID, a message M, and a signature
o, the verification algorithm outputs 0 or 1.
For correctness, we require that for all A € N, ID € {0,1}*, and M € {0, 1}*,
if (msk, mpk) < IBS.Setup(1*), usk < IBS.Extract(mpk, msk, ID), and o +
IBS.Sign(mpk, ID, usk, M), then Pr[IBS.Vrfy(mpk, ID, M,0) = 1] = 1 holds.
The existential unforgeability under adaptive chosen message attacks (ID-
EUF-CMA) of IBS is defined as follows [BNNQ9]:

Definition 3. Let IBS is an identity-based signature scheme, A an adversary,
and \ € N a security parameter. Define the experiment Exp?g:ge%_cma()\) as shown
in Fig.[3 The ID-EUF-CMA advantage of A in attacking IBS is

Advig M (\) = Pr |Expjasd " (A) = 1] .
We say that IBS is an ID-EUF-CMA-secure IBS scheme if Advfg_sf%'cma()\) is
negligible for any PPT adversary A.

Oracle INIT(ID) Oracle EXT(ID) Oracle SIGN(ID, M)

if ID € CUU HU then return L HU «+ HU\{ID} if ID ¢ HU then return L
usk[ID] < IBS.Extract(mpk, msk, ID)  CU < CU U{ID} o < IBS.Sign(mpk, ID, usk[ID], M)
MSG[ID] « 0, HU + HU U{ID} return usk[ID)] MSG[ID] + MSG[ID] U{M}

return 1 return o

id-euf-cma

Experiment Expjgs™y " (\)

(msk, mpk) < 1BS.Setup(1*)

HU < 0,CU + 0

(ID*,M*,c") < A(mpk; INIT, EXT, SIGN)

if ID* € HU A M* ¢ MSG[ID*] A IBS.Nrfy(mpk, ID*, M*,0") =1
return 1

else return 0

Fig. 3. Experiment used to define ID-EUF-CMA security for identity-based signature
scheme.



2.4 Certificateless signature
A certificateless signature scheme CLS consists of five algorithms:

— CLS.Setup(1*): On input 1*, the setup algorithm outputs a key pair (msk, mpk).

— CLS.PPKExtract(mpk, msk, ID): On input a master public key mpk, a mas-
ter secret key msk, and an identity ID, the partial private key extraction
algorithm outputs a partial-private-key psk.

— CLS.UserKeyGen(mpk, ID): On input mpk and ID, the user key generation
algorithm outputs a key pair (sk, pk).

— CLS.Sign(mpk, ID, psk, sk, pk, M'): On input mpk, ID, psk, sk, pk, and a mes-
sage M, the signing algorithm outputs a signature o.

— CLS.Vrfy(mpk, ID, pk, M,0): On input mpk, ID, pk, M, and o, the verifica-
tion algorithm outputs 0 or 1.

For correctness, we require that for all A € N, ID € {0,1}*, M € {0,1}*, if
(msk, mpk) < CLS.Setup(1*), psk «+— CLS.PPKExtract(mpk, msk, ID), (sk, pk) +
CLS.UserKeyGen(mpk, ID), and o < CLS.Sign(mpk, ID, usk, sk, pk, M), then
Pr[CLS.Vrfy(mpk, ID, pk, M,c) = 1] = 1 holds.

In CLS setting, there exist two types of adversaries, A; and As. Adversary
A1 represents malicious users. A; can compromise the target user’s secret key
or replace the public key but cannot obtain the master secret key nor the partial
private keys. As represents a malicious KGC. As knows the master secret key
and any partial private keys but is not able to obtain the target user’s secret key
nor replace the target’s public key.

As in [HWZ407], we define existential unforgeability under adaptive chosen-
message attacks for both adversaries.

Definition 4. Let CLS is a certificateless signature scheme, A1 an adversary,
and A € N a security parameter. Define the experiment Exp?ig?ﬁfma_l()\) as
shown in Fig.[J} The CL-EUF-CMA-1 advantage of Ay in attacking CLS is

cl-euf-cma-1 cl-euf-cma-1
AdvEe et () = Pr [ Bxpgis e () =1

We say that CLS is a CL-EUF-CMA-1-secure CLS scheme if Advzl,:;ﬁfma'l()\)
s negligible for any PPT adversary A;.

Definition 5. Let CLS is a certificateless signature scheme, As an adversary,

and A € N a security parameter. Define the experiment Expzligﬁzcma'g()\) as

shown in Fig.[j} The CL-EUF-CMA-2 advantage of Ay in attacking CLS is
cl-euf-cma- cl-euf-cma-
AV S A () = Pr [ Bxpgis () =1

We say that CLS is a CL-EUF-CMA-2-secure CLS scheme if Advzl,:;ff‘_;ma'g()\)
is negligible for any PPT adversary As.



Oracle CU(ID) Oracle PPK(ID)

if ID € CUU HU then return L if ID ¢ HU then return L
psk[ID] < CLS.PPKExtract(mpk, msk, ID) HU + HU\{ID}

(sk[ID], pk[ID]) <— CLS.UserKeyGen(mpk,ID) CU <+ CU U{ID}

MSG[ID] +- 0, HU < HU U{ID} return psk[ID)

return pk[ID]

Oracle SK1(ID) Oracle SK2(ID)

if ID ¢ HU then return L  if ID ¢ HU then return L
return sk[ID] HU «+ HU\{ID}

CU + CUU{ID}

return sk[ID]

Oracle PKR(ID, pk’) Oracle SIGN(ID, M)
if ID ¢ HUUCU then return L if ID ¢ HU V sk[ID] = L then return L
pk[ID] «+ pk', sk[ID] «+ L o + CLS.Sign(mpk, ID, psk[ID], sk[ID], pk[ID], M)
return 1 MSG[ID] - MSG[ID] U{M }
return o

Experiment Exp‘ét_éfj’fma'l N)

(msk, mpk) < CLS.Setup(1*)

HU «+ 0,CU + 0

(ID*,M™,0") + Ai(mpk; CU,PPK,SK1,PKR, SIGN)

if ID* € HU A M™ ¢ MSG[ID*] A CLS.Vrfy(mpk, ID*, pk[ID*], M*,c") = 1
return 1

else return 0

Experiment Expgll:gjif{;ma'2 N

(msk, mpk) < CLS.Setup(1")

HU < 0,CU + 0

(ID*, M™,0") + Az(msk, mpk; CU,PKR, SK2, SIGN)

if ID* € HU A sk[ID*] # L A M* ¢ MSG[ID*] A CLS.Vrfy(mpk, ID*, pk[ID*], M*,0") =1
return 1

else return 0

Fig. 4. Experiment used to define CL-EUF-CMA security of the scheme.



CLS.Setup(1*) CLS.PPKExtract(msk, ID)

(msk, mpk) < 1BS.Setup(1*)  psk,p, < IBS.Extract(msk, ID)

return (msk, mpk) return psk;,

CLS.UserKeyGen(mpk, ID)

(skip, pkp) < DS.KGen(lA)

return (skip, pk;p)

CLS.Sign(mpk, ID, pskp, skip, pkp, M)

o1 < DS.Sign(skp, M| mpk||ID| pk;p)
o2 < IBS.Sign(mpk, ID, psk,, M ||mpk|| ID||pkp|lo1)

return (o1,02)

CLS.Vrfy(mpk, ID, pk,p, M, o)

Parse (01,02) < 0

if DS.Vrfy(pk;p, M ||mpk||ID||pkp,01) =0
return 0

if IBS.Vrfy(mpk, ID, M ||mpk||ID||pk;pllo1,02) = 0
return 0

return 1

Fig. 5. Generic construction of CLS.

3 Generic construction of certificateless signature

In this section, we review Hu et al. construction in [HWZ+07]. Let IBS =
(IBS.Setup, IBS.Extract, IBS.Sign, IBS.Vrfy) be an ID-EUF-CMA-secure identity-
based scheme and DS = (DS.KGen, DS.Sign, DS.Vrfy) be an EUF-CMA-secure
signature scheme. CLS scheme from Hu et al. construction
CLS = (CLS.Setup, CLS.PPKExtract, CLS.UserKeyGen, CLS.Sign, CLS.Vrfy) is de-
scribed in Fig.

The following propositions hold for the construction.

Proposition 1 ([HWZ+07, Theorem 1]). For any Type-I adversary A; that
breaks the CL-EUF-CMA-1 security of CLS, there exists an algorithm By that
breaks the ID-EUF-CMA security of IBS, where

Adv E T (N) = Advig il e ().
Proposition 2 ([HWZ+07, Theorem 2]). Let Q. be the number of queries

for CU oracle, i.e. the number of users. For any Type-II adversary As that
breaks the CL-EUF-CMA-2 security of CLS, there exists an algorithm By that



breaks the EUF-CMA security of DS, where
cl-euf-cma- euf-cma
Advg S (V) < QeuAdvid (V).

As shown in Proposition [2] the reduction to EUF-CMA-secure signature
scheme is not tight. Thus we cannot obtain tightly-secure schemes from the
above reduction. In the next section, we show the new security reduction to
construct tightly-secure CLS schemes.

4 Tight reduction for the generic construction

We show the tight reduction for CL-EUF-CMA-2 security of CLS.

Theorem 1. For any Type-II adversary As that breaks the CL-EUF-CMA-2
security of CLS, there exists an algorithm By that breaks the MU-EUF-CMA®™
security of DS, where

cl-euf-cma-2 u-euf-cma-c
Adv SRR (N) = Adv i ().

Proof. Let A be a PPT adversary against CLS. We construct a PPT adversary
By which breaks the MU-EUF-CMA®" security of DS by running As.

B, takes input the security parameter 1* and Qcy public keys pky, . . ., Pkgey
of DS, where Qcy is the number of CU queries. It has access to the cor-
ruption oracle CORR and signing oracle SIGN. By generates (msk, mpk) +
CLS.Setup(1*) and sets HU < (), CU « (), ctr < 1. It runs A, as subroutine
and answers their oracle queries as shown in Fig. [0}

Oracle CU(ID) Oracle SK2(ID)

if ID € HUUCU then return L if ID ¢ HU then return L

pk[ID] < pk,,,., ctr[ID] < ctr CU + CUU{ID},HU <~ HU\{ID}
psk[ID] < IBS.Extract(msk, ID) sk[ID] <~ CORR(ctr[ID])

MSG[ID]) + 0 return sk[ID)]

HU + HUU{ID},ctr + ctr +1
return pk[ID)]

Oracle PKR(ID, pk’) Oracle SIGN(ID, M)

if ID ¢ HUUCU then return 1 if ID ¢ HU V sk[ID] = L then return L

PE[ID] « pk', sk[ID] « L o1 < SIGN(ctr[ID], M||mpk||ID||pk[ID])

return 1 o « IBS.Sign(ID, psk[ID], M ||mpk|| ID||pk[ID]||o1)

MSG[ID] + MSG[ID| U{M}

return (o1,02)

Fig. 6. Oracle simulation performed by Bs.



When Ay outputs ID*, M*, o* = (05, 0%), By outputs (ctr[ID*], M*||\mpk||ID* ||pk[ID*], 7).
If A; succeeded in forging the signature and the experiment outputs 1, the fol-
lowing conditions hold:

ID* € HU;

M* ¢ MSG[ID"];

Sk[ID*] # L;

CLS.Vrfy(mpk, ID*, pk[ID*], M*,o*) = 1.

Ll

From Condition 1, Ay has queried CU(ID*), so ctr* = ctr[ID"] exists. Moreover
As has never queried SK2(ID*). Thus By has never queried CORR(ctr*). From
Condition 2, As has never queried SIGN(ID*, M*) and B has never queried
SIGN (ctr*, M*||mpk||ID*|| pk[ID*]).

Condition 3 implies pk[ID*] = pk ;. From Condition 4,

ctr*
DS.Vrfy(pk[ID*], M*||mpk|| ID" || pk[ID"], 07) = 1

holds. Therefore (ctr[ID*], M*||mpk||ID*||pk[ID*],07) is a valid forgery for DS.
If As is successful, Bs is also successful. Thus we get

cl-euf-cma-2 mu-euf-cma-corr
Adveis a, (A) = Advps 3, (A).

5 Instantiation

5.1 Tightly-secure certificateless signature scheme without pairing

We can instantiate a real tightly-secure CLS scheme using the generic construc-
tion. We choose the IBS scheme of Fukumitsu and Hasegawa [FHI18| as the
underlying IBS scheme, which is the most efficient and tightly-secure scheme
in the DDH assumption. For the underlying MU-EUF-CMA“°"-secure signature
scheme, we choose the efficient scheme of Gjgsteen and Jager [GJ18] whose secu-
rity is tightly reduced to the DDH assumption. Therefore, the instantiated CLS
scheme also provides tight security in the DDH assumptions. As both [FH18|
and |GJ1§| are pairing-free, the constructed CLS scheme is also pairing-free. We
call this instantiation Tight.

5.2 Comparison

We compare the tightly-secure instantiation Tight with the two conventional
pairing-free CLS scheme |GL14} |JHL+18|] and a non-tight instantiation (call
it Non-Tight) from EUF-CMA-secure signature. To instantiate Non-Tight, we
choose |[GJK+07] as the underlying EUF-CMA-secure signature scheme, which
is an efficient pairing-free and tightly-secure signature schemes in the DDH as-
sumption.

Table [I| shows the estimation of the bit length of the group element. |Z,| and
|G| denote the length of element in Z, and G respectively. We choose parameters
that provide 128 bits security.
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Table 1. Evaluation of the bit length of group element. e denotes a success probability
of an adversary against each scheme and we set the parameters so that e = 27128 for
all schemes. We assume the number of users is © = 2°° and that of hash function
evaluations is h = 250, ¢ denotes a success probability of an algorithm that solves the
underlying problem. The column “Tightness” shows the gap between e and €. The
column “|Zg|” and “|G|” show the length of element in Z,; and G respectively.

Scheme Assumption Tightness € |Zg| [bits] |G| [bits]
Gong and Li |GL14] DL e < hvhSe 271312 2624 2625
Jia et al. [JHLA18| DL e < uv/hbe 271192 2384 2385
Non-Tight (IBS: [FH18| + DS: [GJK+07]) DDH e<pue 27Y8 356 357
Tight (IBS: [FH18| + DS:|GJ18]) DDH e<d4e 27130 260 261

Table 2. Comparison on the number of group elements and the actual key/signature
size. The parentheses at the bottom of each cell indicate the actual bit length based
on the evaluation in Table [I]

Scheme |psk| + |sk| |pk| o]
: |G| + 2 |Zg] |G| 2(G| + |Zq]
Gong and Li |GL14J (7873 bits) (2625 bits) (7874 bits)
: 2|Zq| 2|G| |G| + |Zg]
Jia et al. [JHL+18] (4768 bits) (4770 bits) (4769 bits)
2|G| +2|Zq| 3G 2|G[ +4Zq|

Non-Tight (IBS: [FHI8| + DS: [GIK+07)) "o i (1071 hite) (2138 bits)

2I1G[+2[Zg|+1  2|G]  4|G|+6|Zq] + A
(1043 bits) (522 bits) (2732 bits)

Tight (IBS: [FH18| 4+ DS:|GJ18))

Table [2] shows the number of elements in the secret key, public key, and
signature and the actual signature size.

Because both security reduction in [GL14] and [JHL+18] is very loose, we
need larger group order g. As a result, the actual key/signature size is very large
in spite of the small number of group elements in key/signature. On the other
hand, in Tight, we can use a small order. In general, the smaller the group order,
the better the computation efficiency. Thus Tight is efficient. Comparing Tight
with Non-Tight, Tight is better in key size and Non-Tight instantiation is better
in signature size. However, if the number of users is expected to increase, Tight
whose security does not depend on the number of users is effective.

6 Conclusion

In this paper, we have improved the reduction cost for generic construction
of certificateless signature proposed by Hu et al. [HWZ+07]. Using the new
reduction, we have instantiated the tightly-secure certificateless signature scheme

11



from DDH assumption. Best of our knowledge, this DDH-based scheme is the
first tightly-secure certificateless signature scheme.
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