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Abstract

A new multivariate cryptosystem based on a linear code was proposed by Smith-Tone
and Tone quite recently. This short note points out that it is a variant of UOV.
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Smith-Tone and Tone [2] proposed a new multivariate cryptosytem whose quadratic map is
generated as follows. Let n, k, p ≥ 1 be integers with k < n, q a power of prime and Fq a finite
field of order q. For a rank k linear code C of length n over Fq, denote by G the generator matrix
in the standard form and H the corresponding parity check matrix, i.e. G,H are respectively
k × n and (n − k) × n matrices with G · tH = 0k,n−k. Choose n × (n − k) matrices A1, . . . , Ak

over Fq and define Bi := AiH, Fi(x) :=
txBix for 1 ≤ i ≤ k, x = t(x1, . . . , xn). Choose further p

quadratic forms Q1(x), . . . , Qp(x) randomly and let T be an invertible (k + p)× (k + p) matrix

over Fq. The public key P : Fn
q → Fk+p

q of the proposed scheme is

P (x) := T t(F1(x), . . . , Fk(x), Q1(x), . . . , Qp(x)) .

See [2] for its decryption process in detail.
Let Ḡ be an n× n matrix with Ḡ :=

(
tG, ∗n,n−k

)
. Since HtG = 0n−k,k, we see that

Fi(Ḡx) = txtḠAiHḠx = tx

(
0k ∗
0 ∗n−k

)
x = tx

(
0k ∗
∗ ∗n−k

)
x.

This means that F1(x), . . . , Fk(x) are generated by (k, n − k)-type UOV polynomials [1], and
then the proposed scheme is a plus of UOV.
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