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ABSTRACT

We study the problem of building SNARKs modularly by linking
small specialized “proof gadgets” SNARKSs in a lightweight manner.
Our motivation is both theoretical and practical. On the theoretical
side, modular SNARK designs would be flexible and reusable. In
practice, specialized SNARKs have the potential to be more effi-
cient than general-purpose schemes, on which most existing works
have focused. If a computation naturally presents different “com-
ponents” (e.g. one arithmetic circuit and one boolean circuit), a
general-purpose scheme would homogenize them to a single rep-
resentation with a subsequent cost in performance. Through a
modular approach one could instead exploit the nuances of a com-
putation and choose the best gadget for each component.
Our contribution is LegoSNARK, a “toolbox” (or framework) for
commit-and-prove zkSNARKs (CP-SNARKSs) that includes:
1) General composition tools: build new CP-SNARKs from proof
gadgets for basic relations simply.
2) A “lifting” tool: add commit-and-prove capabilities to a broad
class of existing zkSNARKs efficiently. This makes them interop-
erable (linkable) within the same computation. For example, one
QAP-based scheme can be used prove one component; another
GKR-based scheme can be used to prove another.
3) A collection of succinct proof gadgets for a variety of relations.
Additionally, through our framework and gadgets, we are able
to obtain new succinct proof systems. Notably:
— LegoGro16, a commit-and-prove version of Groth16 zkSNARK,
that operates over data committed with a classical Pedersen vector
commitment, and that achieves a 5000 speed in proving time.
- LegoUAC, a pairing-based SNARK for arithmetic circuits that has
a universal, circuit-independent, CRS, and proving time linear in
the number of circuit gates (vs. the recent scheme of Groth et al.
(CRYPTO’18) with quadratic CRS and quasilinear proving time).

1 INTRODUCTION

Zero-knowledge proofs (ZKPs), introduced by Goldwasser, Micali
and Rackoff [38], let a prover convince a verifier of a statement
without revealing more information than its validity. This power
of ZKPs—simultaneously providing integrity (the prover cannot
cheat) and privacy (the verifier does not learn any of the prover’s
secrets)—has found countless applications, including multiparty
computation [36], signature schemes [62], public-key encryption
[56], and, more recently, blockchain systems [6, 10].

Some zero-knowledge proofs systems—called succinct or simply
zkSNARKs, zero-knowledge Succinct Non-interactive Argument of
Knowledge—have short and efficiently verifiable proofs [15, 34, 55].
Succinctness is desirable in general but is especially critical in appli-
cations where verifiers would not invest significant computational
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resources (e.g. if they are unwilling to do it for reasons of scalability
and cost, or if they are computationally weak).

Motivation. The last years have seen remarkable progress in the
construction of zZkSNARKSs. Different lines of work (cf. Section 1.2
for a detailed review) have built a variety of schemes that are highly
expressive, supporting general computations in the class NP. The
general-purpose nature of these schemes makes them very attrac-
tive to practitioners. At the same time, this high expressivity comes
at a cost in terms of performance. To achieve generality, these
constructions abstract specific features of computation by assum-
ing one single unifying representation (e.g., boolean or arithmetic
circuits, state-machine transitions, RAM computations), and this
abstraction is often a source of overhead, for two main reasons.

First, computation tends to be heterogeneous, often consisting of
several subroutines of different nature. For example it may combine
both arithmetic and boolean subroutines, and the single represen-
tation assumed by a SNARK may not be the best one for both.

Second, general-purpose zk-SNARKs may miss opportunities for
significant optimizations by not exploiting the nuances of a com-
putation. In contrast, specialized solutions can gain efficiency by
exploiting specific structural properties, but become useless if the
computation at hand does not fit these properties. For example,
recently proposed variants of the GKR protocol [27, 68] show that
it can be highly optimized for parallel computations; at the same
time this protocol fails to be succinct if a computation is sequential.
As a result, using such a protocol for a computation that includes
both a sequential and a parallel subroutine is not an option.

A Modular Approach for zk-SNARKSs. In this paper we study
an alternative approach for building zkSNARKSs that proceeds in a
modular “bottom-up” fashion. Whereas most current works build
general-purpose schemes using one representation that must be
shared by the different computation’s subroutines, we instead con-
sider designing a “global” SNARK for a computation C through
a (lightweight) linking of “smaller” specialized SNARKSs (that we
also call “proof gadgets”) for the different subroutines composing C.
The advantage of this approach is that it inherits all the benefits
of modularity, such as reducing complexity (only need to focus on
specific, simpler problems), increased flexibility and costs reduction
(proof gadgets can be reused, replaced, etc.).

Modularity from Commit-and-Prove SNARKSs. To realize this
modular approach we rely on the well known commit-and-prove
(CP) methodology [24, 46]. With a CP scheme one can prove state-
ments of the form “c i (x) contains x such that R(x, w)” where ¢ (x)
is a commitment. To see how the CP capability can be used for mod-
ular composition consider the following example of sequential com-
position in which one wants to prove that 3w : z = h(x; w), where
h(x; w) := g(f(x; w); w). Such a proof can be built by combining



two CP systems I1¢ and Il4 for its two building blocks, i.e., respec-
tively f and g: the prover creates a commitment c.(y) of y, and
then uses I1¢ (resp. Ilg) to prove that “cck(y) contains y = f(x; w)
(resp. contains y such that z = g(y; w))”.

Challenges of the CP modular composition. The composition
idea sketched above implicitly assumes that Il and I work on the
same commitment c.(y). Namely, in order to be composed, different
CP schemes must be compatible with the same commitment scheme
(and commitment key). Essentially we need a sort of universal
commitment scheme that is as decoupled as possible from the specific
argument systems that will operate on it.

We argue that achieving such universality with state-of-the-art
zkSNARKS entails major challenges:

(a) Most of the popular zkSNARKs, e.g., [41, 58], are not explic-
itly commit-and-prove. This limitation can be overcome using
a (somewhat folklore) approach in which the SNARK II ad-
ditionally proves the correct opening of the commitment, i.e.,
R(x, w) A “ci (x) opens to x”. This approach has two main draw-
backs: (i) IT must be expressive enough to express the commit-
ment verification in its language, but in our vision IT is a SNARK
for a specialized task and may not have this capability; (ii) even
if IT were expressive enough (e.g., supports arbitrary circuits),
encoding commitment verification incurs significant overheads.!

(b) Some existing SNARKs have commit-and-prove capabilities [28,
40, 51, 65]. Yet, each of these schemes uses its own specific com-
mitment scheme. In some cases [28] the commitment keys are
relation-dependent, which means commitments cannot be gener-
ated before fixing one or multiple relations.? In the other cases,
despite being relation-independent, commitment keys have a
very specific structure that may not fit other proof systems.
In summary, a main limitation of existing commit-and-prove
SNARKS is their incompatibility, between them and with other
potential candidates to be developed.

1.1 Our Results

LegoSNARK Framework. We present LegoSNARK, a framework
for commit-and-prove zkSNARKs (CP-SNARKs) that includes:

e Definitions that formalize CP-SNARKSs and their variants.

o Composition recipes that show how to use different CP-SNARKs
in a generic and secure way for handling conjunction, disjunc-
tion and sequential composition of relations. This composition
result enables the use of modularity in designing CP-SNARKs
for complex relations out of schemes for simpler relations.

e A generic construction to efficiently turn a broad class of zk-
SNARKSs into CP-SNARKSs that can be composed together. This
class includes several existing schemes such as ones based on qua-
dratic arithmetic programs [28, 41, 58], or zk-vSQL [70, 71]. For
this transformation we only need a “minimal” CP-SNARK, CPj;n,
for proving that two commitments (under different schemes)
open to the same value.

!For example, we experimentally found that, when handling a Pedersen commitment
to a vector of length 2048 with [41], the proving overhead is 428 secs (7 minutes).
2This could be mitigated by using universal circuits, paying a (multiplicative) logarith-
mic overhead in parameters size and prover complexity.

LegoSNARK Gadgets. We populate our framework by construct-
ing new CP-SNARKs for several basic relations, such as:

e CPj;,k for proving that two different Pedersen-like commitments
open to the same vector.> Plugging CPj;, in our generic con-
struction solves the challenges (a) and (b) mentioned above and
gives us interoperable versions of several existing schemes.

e CPj;, for proving that a linear relation F - 4 = X holds for a
committed vector #, a public matrix F and public vector X.

e CP} 4 for proving a self-permutation, i.e. that a vector g is the
Hadamard product of #; and #2, when all the three vectors are
committed.

o CPgfyrm for proving that y; = yy(;) for a public permutation ¢
and a committed vector .

All the aforementioned schemes have succinct proofs and work for
Pedersen-like commitments in bilinear groups. This means that by
using our generic construction with CPy;, they can be turned to
support the same commitment and then be composed.

LegoSNARK Applications and Evaluation. Using our initial set
of specialized proof gadgets, our next step is to combine them in
order to build new succinct proof systems for different use cases,
mentioned below. Our results offer various improvements over the
state of the art. We have also implemented some of our solutions
to test their concrete performance.

1) EFFICIENT COMMIT-AHEAD-OF-TIME. Through our generic con-
struction instantiated with CPj;, we also obtained commit-and-
prove versions of popular efficient zkSNARKSs, such as Groth’s [41],
that can prove statements about data committed using the Ped-
ersen scheme for vectors [59], in which bases are random group
elements that can be generated without trusted setup. Such commit-
and-prove schemes are useful in applications where one needs to
commit before the SNARK keys for a relation are created, e.g., to
post commitments on a blockchain so that one can later prove state-
ments about the committed data. By applying our solution to [41]
we obtain a scheme that is 5000 faster than a scheme where the
commitment is encoded in the circuit.

2) CP-SNARKS For PARALLEL COMPUTATION. Consider the prob-
lem of proving (in zero-knowledge) correctness of a computation
that consists of the same subcircuit executed in parallel. The re-
cent Hyrax system [69] is suitably designed for and shows good
performances on this type of circuit. It requires, however, an ad-
ditional verification cost whenever the repeated subcircuits share
(non-deterministic) inputs, which is common. The verifier thus
pays an additional factor linear in the total width of the circuit.
Using our LegoSNARK framework we show how to build a new
CP-SNARK based on Hyrax that avoids this problem. The idea is
that parallel computation on joint inputs can be expressed as the
combination of a fully parallel computation (after inputs were ap-
propriately duplicated) and a permutation check to ensure that
inputs have been duplicated correctly. We build this by combining
our CPy;,, gadget with a version of Hyrax modified to work with
the polynomial commitment of zk-vSQL [71].

3) CP-SNARKS For ARITHMETIC CIRCUITS. We give two main con-
structions of CP-SNARKSs for arithmetic circuit (AC) satisfiability.

3By “Pedersen-like” we mean schemes where the verification algorithm is the same as
in Pedersen scheme [59] for vectors (but the bases can have a different distribution).



Scheme | Uni | KG time | Prove time | Ver. time | |crs| ||

[41, 58] - n+m m+nlogn |x| n+m | O(1)
LegoAC1 - n+m nlogn |x| n o(1)
LegoAC2 - n+m n |x|+logn n logn
[42] v n? m+nlogn |x| n? o(1)
LegoUAC | V N* N |x|+logN | N* | logN

Table 1: Comparing pairing-based zkSNARKSs for arithmetic cir-
cuits with m wires and N gates, of which n are multiplication gates,
ng (resp. nc) are addition (resp. multiplication-by-constant) gates,
and N* = max(n, ng, nc). Numbers in the table are in O(-) notation.

Table 1 summarizes a theoretical comparison with other schemes in
the literature (selected among the ones with similar succinctness).

Our first scheme, LegoAC, relies on an encoding of AC based on
Hadamard products and linear constraints from [18] and can be
built from CPy;,, and CPy,,4 gadgets. We evaluate two instantiations:

- LegoAC1—from our CPj;, and a CPy,,4 from [51]—is secure in
the generic group model (GGM), enjoys constant-size proofs,
and has a log n factor in proving time (similar to [41, 58]);

- LegoAC2—from our CPj;, and CPy,,4 gadgets—is secure in the
GGM and random oracle model, it has log n-size proofs but only
linear proving time.

The second CP-SNARK, LegoUAC, builds on an encoding of AC

based on Hadamard products, additions and permutation from [19,

39] and can be built from our CP,4 and CPgprm gadgets.* The main

novelty of LegoUAC is to admit a universal, circuit-independent CRS,

in the “specialization” model of [42] where the universal CRS can be
specialized to a circuit C with a deterministic algorithm. LegoUAC’s

CRS has O(N) size where N is an upper bound on the number of

gates of the circuits; in contrast, the CRS has quadratic size in the

recent scheme in [42]. Our LegoUAC also improves on the approach

applying an efficient system, say [41], on a universal circuit [43, 64],

which would incur at least a logarithmic multiplicative factor in
circuit size.

1.2 Related Work

The idea of combining two different NIZKs to improve efficiency
when handling heterogeneous computations has been considered by
Chase et al. [26] and more recently by Agrawal et al. [5]. In [5], they
propose combining the Pinocchio scheme [58] with Sigma-protocol-
based NIZKs and show an efficient construction for computations
that combines algebraic relations in a cryptographic group and
arbitrary computation. Their scheme benefits from composing these
different proof systems and obtains interesting performance results.
The solution in [5] is tailored to two specific proof systems and their
combination methodology does not always preserve succinctness.
In contrast, the techniques we study are general, apply to a variety
of existing proof systems and preserve succinctness (they compose
succinct schemes into succinct schemes).

Succinct ZK Proofs. In the past years several research lines have
built a variety of zk-SNARKSs for general NP statements. Here we
provide an overview of each line, especially focusing on their dif-
ferences in performance.

A major research line is the one based on the seminal paper of
Gennaro et al. [33] who proposed a pairing-based SNARK based on

4 Additions are handled for free if the commitment is linearly homomorphic.

the NP-complete language of quadratic span/arithmetic programs.
This approach improves on previous approaches by Ishai et al. [44],
Groth [40] and Lipmaa [50], and is the basis of several works such
as [8, 11, 13, 22, 28, 31, 41, 42, 49, 58, 67]. The zkSNARKS in this
family enjoy constant-size proofs and fast verification, the latter de-
pending only linearly on the statement size; on the downside, they
feature large overheads at proving time, costly (although amortiz-
able) preprocessing and security properties based on non-standard
non-falsifiable assumptions.

A second research line builds on the MPC-in-the-head approach
of Ishai et al. [45] to construct a ZK argument from an MPC protocol.
The first scheme that refined and experimented this approach is
ZKBoo [35], then improved in [25]; a more recent work in this line
is Ligero [7]. These schemes do not need trusted setup and show
excellent proving performances on Boolean circuits, since they rely
only on symmetric-key cryptographic primitives. On the downside
their proofs are not fully succinct, being linear in the circuit size
|C] in [35], and O(y/|C]) in [7].

The works [69-71] stem from the interactive proof techniques
for low-depth circuits pioneered in Goldwasser et al. [37] and later
refined in [27, 63, 66]. The resulting succinct ZK arguments are
made non-interactive in the random oracle model. These schemes
offer good proving performance and use asymptotically fewer cryp-
tographic operations than those from the MPC-in-the-head family;
they can be instantiated without [69] (or with a circuit-independent
[71]) trusted setup. On the other hand their proof size and verifica-
tion time depend on the structure of the circuit at hand, notably on
the depth and in some cases on the width.

Building on the work of Groth [39], two recent proposals [18, 23]
give ZK arguments for arithmetic circuit satisfiability that can be
instantiated without trusted setup. The first scheme of Bootle et al.
[18] has proofs of size O(VM) where M is the number of multipli-
cation gates in the circuit, while their second scheme (improved in
[23]) has proofs of size O(log M) but has a linear time verifier.

Compared to the results from the latter three research lines we
described, our instantiations have the disadvantage of needing a
trusted setup®, although in some cases this is universal and thus
reusable. In terms of performances, however, our results are more
succinct, both in terms of proof size and verifier time.

A recent line of work [9] builds on the seminal works of Kilian
[47] and Micali [54], and generalizations of PCPs (IOPs) [12, 60] in
order to construct systems (dubbed zkSTARKS) that are general-
purpose (capturing very general computations that can be expressed
as state-machine transitions), do not require trusted setup and offer
good timings for prover and verifier. On the downside, the memory
costs for the prover are still high and their security relies on a
non-standard conjecture about Reed-Solomon codes.

2 PRELIMINARIES

We use 4 € N to denote the security parameter, and 14 to denote its
unary representation. Throughout the paper we assume that all the
algorithms of the cryptographic schemes take as input 1%, and thus
we omit it from the list of inputs. For a distribution D, we denote by
x « D the fact that x is being sampled according to D. We remind

SWe stress that only our concrete instantiations require a trusted setup—our general
composition framework does not.



the reader that an ensemble X = {X } 1< is a family of probability
distributions over a family of domains D = {D,};cn. We say
two ensembles D = {D; } ey and D’ = {D } ey are statistically
indistinguishable (denoted by D ~; D’) if % >x IDa(x) - D:l x)] <
negl(A). If A = {A, } is a (possibly non-uniform) family of circuits
and D = {D, }) ey is an ensemble, then we denote by A(D) the
ensemble of the outputs of Ay(x) when x <« D,. We say two
ensembles D = {D; } ey and D’ = {D) } 1y are computationally
indistinguishable (denoted by D ~. D) if for every non-uniform
polynomial time distinguisher A we have A(D) ~s A(D’).

We denote by [n] the set of integers {1, ...,n} and by [: n] the

set {0,1,...,n—1}. We use () [ ¢] to denote the tuple of elements
(u1,...,up).
Relations. Let {R } 1 iy be a family of polynomial-time decidable
relations R on pairs (x, w) where x € Dy is called the statement
or input, and w € D,, the witness. We write R(x, w) = 1 to denote
that R holds on (x, w), else we write R(x, w) = 0. When discussing
schemes that prove statements on committed values we assume that
D,y can be split in two subdomains Dy, X D, . Finally we sometimes
use an even finer grained specification of D, assuming we can split
it over ¢ arbitrary domains (D; X - - - X Dp) for some arity €. In
our security definitions we assume relations to be generated by a
relation generator RG(17) that, on input the security parameter 14,
outputs R together with some side information, an auxiliary input
auxg, that is given to the adversary. We define RG as the set of
all relations that can be returned by RG(11).

2.1 Zero-Knowledge SNARKSs
We recall the definition of (pre-processing) zkSNARKs [14, 15].

Definition 2.1 (SNARK). A succinct non-interactive argument
of knowledge for {R;}1en is a tuple of three algorithms 1 =
(KeyGen, Prove, VerProof) that work as follows and satisfy the no-
tions of completeness, succinctness and knowledge soundness defined
below®. If I also satisfies zero-knowledge we call it a ZkSNARK.

o KeyGen(R € R)) — crs = (ek,vk) : outputs a common refer-
ence string consisting of an evaluation and a verification key.

e Prove(ek, x, w) — m: returns proof that R(x, w) holds.

e VerProof(vk,x, 7)—b € {0 = reject, 1 = accept}

Completeness. For any pair (x, w) satisfying the relation, the ver-
ifier always accepts the corresponding proof.

Succinctness. [1 is said succinct if the running time of VerProof is
poly (1) (A+|x| +log |w]|) and the proof size is poly (1) (A +log |w|).
Knowledge Soundness. [1is KSND(RG, ) if there exist benign
relation generator RG and auxiliary input generator Z such that for
every non-uniform adversary A there is a non-uniform extractor
& winning the following game with negligible probability:

KSND
RG. Z,AE
(R, auxg) « ﬂg(l’l) ; crs := (ek, vk) « KeyGen(R)

Game —b

auxz <« Z(R, auxg, crs) ; (x, n:) «— A(R, crs, auxg, auxz)

w «— &(R, crs, auxg, auxz) ; b = VerProof(vk, x, ) A =R(x, w)

®Formal definitions in Appendix A.2

Composable Zero-Knowledge. I1is CZK(RG) if there exists a
pair of simulators & = (Syg, Sprv) such that any adversary can-
not tell if it receives honestly generated crs « KeyGen(R) and
proofs & « Prove(ek, x, w), or a simulated (crs, tdy) < Syg(R)
and simulated proofs 7 « Spn,(crs, tdy, x).

zkSNARKSs with specializable universal CRS. In [42] Groth et
al. introduce a variant of the SNARK notion where IT works for
universal relations, the keys output by KeyGen work for the whole
family R, and can be used to prove and verify statements about
any R € R. This is convenient because the cost of setup can be
amortized. In a nutshell, this notion formalizes the idea that key
generation for R can be seen as the sequential combination of two
steps: a first probabilistic algorithm that generates a CRS for the
universal relation, and a second deterministic algorithm, Derive,
that specializes this universal CRS into one for a specific R.

Commitments. We recall non-interactive commitment schemes.

Definition 2.2. A commitment scheme is a tuple of algorithms
Com = (Setup, Commit, VerCommit) that work as follows and sat-
isfy the notions of correctness, binding and hiding. Formal definitions
of these properties are recalled in Appendix A.1.

. Setup(ll) — ck takes the security parameter and outputs a
commitment key ck. This key includes descriptions of the input
space D, commitment space C and opening space O.

e Commit(ck,u) — (c,o0) takes the commitment key ck and a
value u € D, and outputs a commitment ¢ and an opening o.

e VerCommit(ck,c,u,0) — b takes as input a commitment c, a
value u and an opening o, and accepts (b = 1) or rejects (b = 0).

3 BUILDING THE LEGOSNARK FRAMEWORK

3.1 Commit and Prove SNARKSs

In a nutshell, a commit-and-prove SNARK (CP-SNARK) is a SNARK
that can prove knowledge of (x, w) such that R(x, w) holds with
respect to a witness w = (u, w) such that u opens a commitment c,,.
Our formal definitions below essentially add some syntactic sugar
to this idea in order to explicitly handle relations in which the input
domain 9, is more fine grained and splits over £ subdomains. For
a reason that will shortly become clear, we call these subdomains
commitment slots. This splitting is in most of the cases natural (e.g.,
if u is a binary string, one can think of u := (uy, .. ., up) for suitable
substrings), and it is crucial to exploit the compositional power
of CP-SNARKS, as we show in Section 3.2. We assume that the
description of the splitting is part of R’s description.

Definition 3.1 (CP-SNARKs). Let {R) })en be a family of rela-
tions R over Dy X Dy, X D,, such that D, splits over £ arbitrary
domains (D X -+ X Dp) for some arity parameter £ > 1. Let
Com = (Setup, Commit, VerCommit) be a commitment scheme (as
per Definition 2.2) whose input space D is such that D; c D for
all i € [£]. A commit and prove zkSNARK for Com and {R }1en
is a zZkSNARK for a family of relations {Rgom } 1en such that:

e every R € RC™ s represented by a pair (ck, R) where ck €
Setup(11) and R € Ry;

¢ Ris over pairs (x, w) where the statement is x := (x, (¢j)e[¢]) €
Dy x CY, the witness is w := ((W))jere)> (0)je[e), @) € Dy X



-+ X Dy X 0! x D,,, and the relation R holds iff

/\ VerCommit(ck, cj, uj, 0j) = 1 A R(x, (uj) je[e], @) = 1
Jjelel
Furthermore, when we say that CP is knowledge-sound for a re-
lation generator RG and auxiliary input generator Z (denoted
KSND(RG, Z), for short) we mean it is a knowledge-sound SNARK
for the relation generator ‘Rgcom(l’l) that runs ck « Setup(ll)
and (R, auxg) «— RG(1%), and returns ((ck, R), auxg).

We denote a CP-SNARK as a tuple of algorithms CP = (KeyGen,
Prove, VerProof). For ease of exposition, in our constructions we
adopt a more explicit syntax for CP’s algorithms as defined below.

o KeyGen(ck,R) — crs := (ek, vk)

e Prove(ek, x, (cj)je[e]s ())je[e)s (0))jele)p @) — 7
e VerProof(vk, x, (¢j)je[¢], 7) — b € {0,1}

REMARK 1 (COMPARING WITH EXISTING DEFINITIONS). The au-
thors of the Geppetto scheme [28] define a notion of commit-and-prove
SNARKs. Here we highlight the main differences between their defini-
tion and ours. First, our commitment key can be generated without
fixing a priori a relation (or a set of them , e.g., a multi-QAP). Sec-
ond, in their model one needs to commit to data using a commitment
key corresponding to a specific portion of the input (in their lingo a
“bank”), whereas in our model one can just commit to a vector of data,
and only at proving time one assigns that data to a specific input
slot. Third, in out notion the commitment scheme does not need to
be trapdoor. Ours is closer to Lipmaa’s [51] (with the exception that
again we do not need commitments to be trapdoor), and is in fact a
specialization of the SNARK notion when considering specific families
of relations that include verifying openings of commitments.

3.2 Composition Properties of CP-SNARKSs

In this section, we formally show how the commit and prove capa-
bility can be used to combine different CP-SNARK systems.

Conjunctlon of relations with shared inputs. Let {R( )} AeN
and {R( }1en be two families of relations such that, for everO))/
AeN the 1nput domains D( ) and Z)( ) of relations Ry € R
and R; € R(A) respectively can split as follows: Z)uo =Dy X Z)z
and DS, ) 2 Dy x D, with D = D2’.7 In other words we require
these relations to share a commitment slot that we indeed call the
shared slot. Given the above relation families, we define {R ren
as the famlly of relatlons where for every 1 € N, RA = {R R R
Ry € R( ) ,Ry € R } and R (xo,xl,uo,ul,uz,(wo,wl)) 12 e-
fined as the conJunctlon Ro(xo, ulo, uz, wo) A Ry(x1,uq,u, wi).

Let Com be a commitment scheme, for b € {0, 1} let CP}, be a
CP-SNARK for Com and {‘R(b }1en. From these, we show how to
generically build a CP- SNARK CP” for Com and {RA}MN The
idea is simple: from the definition of R’ Ro. R it is enough to use CPy,
to prove and verify the two statements (xb, Up, Uz, Wp)pefo,1) using
the same commitment to uz. Our transformation also guarantees
that if both CPy and CP; are CP-SNARKs with specializable uni-
versal CRS, then so is the resulting CP”. This composition result is
formalized in the following theorem. Its proof and a full descrip-
tion of the scheme CP” are in Appendix B. The main idea behind
soundness is that, in order for an adversary to break CP”, it must

"Note such a splitting is rather general, as D, and Dy, or Dy, or Dy may be empty.

break either one of the two underlying schemes, CPg, CP1, or the
binding of the commitment scheme.

THEOREM 3.2. If Com is a computationally binding commitment
and orb = 0,1, CPp, is a zkCP-SNARK for Com and relation family
{72 }1en, then there is a zkCP-SNARK CP” for Com and {R)L ien-

Functions composition. A CP-SNARK for conjunction of rela-
tions can be easily used for proving correctness of composed func-
tions, e.g., proving that I(y, w) : z = f(x,y, w), where f(x,y, w) :=
h(g(x,w),y). Indeed, let Ry (x’,y,z) = 1 iff A(x",y) : h(x",y) = z,
and Ry(x,x") = 1iff (x", w) : g(x,w) = x’, then I (y,w):z=
f(x,y, w) can be expressed as Ry (x’, y,z) A Rg(x, x”).
Disjunction of relations with shared inputs. We can reduce
the case of OR composition to the conjunction construction above.
For this we assume relations are defined over elements of a ring. For
a relation R(u) denote by R(u, t) the relation such that R(u, 0) = 1
iff R(u) = 1 and R(u, ) = 1iff R(u) = 0 when ¢ # 0. We can now
express the dls)unctlon of Ro(up), R1(u1) as RV 0. R; (uo, u1, b, t1) :=
Ro(ug, 1) A Ri(uq, t1) A tot; = 0. For this approach to work we need
the proof systems for the two relations R, R; to support their mod-
ified version Rg, Ry, which is the case for proof systems supporting
general arithmetic or boolean circuits. Finally, we need a simple
efficient proof system for the relation R, ((fo, t1) = 1 iff tot; = 0,
where both ty and t; are committed in two different slots.

Composing more than two relations. We can apply Theorem
3.2 several times to build CP-SNARKSs for the composition of differ-
ent relations (or even the same relation with itself). Succinctness
degrades linearly with the number of relations involved into a state-
ment and is preserved if one composes a constant or logarithmic
number of relations. This is arguably the case when we deal with
heterogeneous computations.

3.3 Commit-Carrying SNARKSs

In this section we define a variant of SNARKs that lies in be-
tween standard SNARKs and CP-SNARKs. We call these schemes
SNARKSs with commit-carrying proofs (or commit-carrying SNARKS,
cc-SNARKS for short). In a nutshell, a cc-SNARK is like a SNARK
in which the proof contains a commitment to the portion u of the
witness. Formalizing this idea requires to make explicit the commit-
ment scheme associated to the SNARK, as well as the commitment
key that is part of the common reference string. In the next section
we discuss how many of the existing SNARK constructions satisfy
this property. Later, in Section 3.5 we show that cc-SNARKSs can
be lifted to become full fledged, composable, CP-SNARKSs. Taking
these two results together allows us to compose several existing
SNARKs. We define commit-carrying SNARKSs as follows:

Definition 3.3 (cc-SNARK). A commit-carrying zkSNARKs for
{R }1en is atuple of algorithms ccl1 = (KeyGen(R) — (ck, ek, vk),
Prove(ek, x, w := (1, w)) — (c, ; 0), VerProof(vk, x, c, ) — {0, 1},
VerCommit(ck, ¢, u, 0) — {0, 1}) that satisfy completeness, succinct-
ness, zero knowledge and knowledge soundness. In addition, the
commitment underlying ccl1 must satisfy the usual binding. For-
mal definitions can be found in Appendix A.4. Below we give the
knowledge-soundness experiment that is the main difference with
that of SNARKSs. Essentially the difference is that in cc-SNARKSs
we assume the extractor outputs the opening of the commitment
returned along with the proof.



ccKSND
RQZIHS_)bE{O’l}

(R, auxg) « Rg(l’l) ; crs := (ck, ek, vk) « KeyGen(R)

auxz «— Z(R, auxg, crs) ; (x, ¢, m) « A(R, crs, auxg, auxz)

Game

(u, o, w) — &(R, crs, auxg, auxz)

b « VerProof(vk, x, ¢, =) A =(VerCommit(ck, ¢, u, 0) A R(x, u, w))

cc-SNARKSs can be seen as a less versatile version of CP-SNARKSs
(clearly, a CP-SNARK implies a cc-SNARK). In a cc-SNARK the
commitment key depends on the relation taken by KeyGen, and a
commitment is freshly created by the Prove algorithm and is tied to
a single proof; in a CP-SNARK the commitment key is independent
of relations and commitments can also be created independently and
shared across different proofs. In the literature, there are examples
of schemes that lie in between our notions of CP-SNARK and cc-
SNARK; this is the case for commit and prove SNARKSs in which
the commitment key is relation-dependent, e.g., [28, 65].

In our paper we also define a variant of cc-SNARKSs with a weaker
notion of binding in which for the underlying commitment it can
be easy to find some collisions, yet it is hard to find two openings
such that one one falsifies and the other one satisfies the relation. In
fact, existing QAP-based schemes [13, 41, 58] are not fully binding
but can satisfy our weak binding. In Appendix K.5 we prove that
[41] is a weak cc-SNARK. Worth noting that our generic compiler
can also turn weak cc-SNARKSs into CP-SNARKSs.

3.4 Existing CP-SNARKSs and cc-SNARKSs

In this section, we provide a summary of existing schemes that can
be explained, with no or little modification, under our CP-SNARK
and cc-SNARK notions.

Existing CP-SNARKSs. The following list is a summary. Details
supporting the following claims appear in Appendix K.

e Adaptive Pinocchio [65] is a CP-SNARK for relations Rg(x,
(4))je[e]> @) where Rq is a quadratic arithmetic program (QAP),
and the commitment scheme is the extended Pedersen commit-
ment of Groth [40] in which the ith basis of the commitment
key is g*' for a random x.

e The scheme in [51][Section 4] is a CP-SNARK for Hadamard
product relations Rp.q(d, b, ©) over Z3™ i.e. Rp,q holds iff Vi €
[m] : a;j - b; = c;. In this case the commitment scheme is a
variant of the extended Pedersen scheme where the ith basis of
the commitment key is g% ) for a random x and ¢; being the
i-th Lagrange basis polynomial.

o zk-vSQL [71] is a CP-SNARK for relations R((uj) j¢[¢]) Where R is
an arithmetic circuit, and the commitment is a polynomial com-
mitment that, we observe (cf. Appendix K), can also be explained
as a variant of extended Pedersen.

Existing cc-SNARKSs. Geppetto [28] is a commit-and-prove SNARK
for QAP relations Rg(x, u, w), with a relation-dependent commit-
ment key. This scheme immediately yields a cc-SNARK where

VerCommit is also a variant of extended Pedersen.

A New Efficient cc-SNARK for QAPs. We show that the SNARK
of [41] can be modified to obtain a cc-SNARK for QAP relations
Rq(u, w), where the witness portion committed in a fully binding
way can be chosen (see Appendix K.5). Compared to the other

cc-SNARKSs for QAPs mentioned above, this scheme offers nearly
optimal efficiency (essentially due to the fact that we start from
[41] whereas [28, 65] build on [58]).

3.5 Bootstrapping our Framework

A key requirement to apply the composition results of the LegoS-
NARK framework is to start from CP-SNARKSs that share the same
commitment scheme. In practice this is not always the case (see for
example the discussion in the previous section). In this section we
propose a solution to this issue by giving a generic compiler for
turning a cc-SNARK ccf1 for a family of relations {R } ¢y into a
CP-SNARK CP that supports the same relations and works for a
given, global, commitment scheme Com. Incidentally, since a CP-
SNARK CP for commitment Com’ is also a cc-SNARK, our compiler
can also turn CP into a CP-SNARK for another commitment Com.

As noted in the introduction one could solve this problem via
a folklore approach that affects efficiency and requires cclT to be
expressive enough (which may not be true if ccl1 supports only
specialized tasks, as per our vision). Our compiler uses an alterna-
tive approach. The intuition is the following. Consider a relation
R(u, w) and denote by c(u) a relation-independent commitment to
u. A cc-SNARK ccllg could prove R(u, w) by producing (cr(u), 7R);
this proof however lacks of any link with the commitment c(u). To
solve this, we use a specialized CP-SNARK CP;,i for statements
like “c(u) and cg(u) open to the same value”, which can be seen as a
commit-and-prove relation about the opening of cg with respect to
a global commitment c. This minimal tool turns any cc-SNARK into
a full fledged CP-SNARK. Despite the funny fact that we require a
CP-SNARK to create CP-SNARKSs, CPj;,) can be a simple scheme
(as confirmed by our construction in Section 4.1) so it allows us to
create efficient instantiations of CP-SNARKs.

Our cc-SNARK-lifting compiler. Let ccl1 be a cc-SNARK for a
family of relations {R },en Where, for every A, R € R is over
tuples in Dy X Dy, X D, and Dy, splits over £ subdomains (D X
-+ X Dy) for some arity parameter £. Consider the commitment
verification algorithm ccl1.VerCommit. For any 1 € N and any
ck’ € {ccM.KeyGen(R)}ger,, we define the relation R° that has
input space Dy = C’, and witness space D, = D7, X DY, such
that D;, = D1 X --- x Dy and D) := O’, where C’ and O’ are
the commitment and opening space of the commitment of ccll. For
compactness we represent R° with (ck’, Dy, Dy, D?)). Then, R° is
defined as follows:

R°(x°, ®)jere)s ©°) = ccl.VerCommit(ck’, x°, W})jefer ©°)

We remark that, above, x° € C’ is a commitment for ccl1.VerCommit
and w° € O’ is its opening,.

Let CPjj,i be a CP-SNARK for Com and a family of relations
{R}1en such that for every 1 € N the relation R° defined above is
in R;. In Figure 1 we describe a CP-SNARK CP for {R } 1 iy that
works by using ccl1 and CPyjp.

We state the following result about the security of our compiler.
A formal statement and a proof appear in Appendix C.

THEOREM 3.4. If ccll is a zk-cc-SNARK (or a weak cc-SNARK)
Jor {Ra}ren and CPyig is a zk-CP-SNARK for {R§}1en, then the
scheme CP in Figure 1 is a zk-CP-SNARK for {R)}1en-



CP.KeyGen(ck, R) — (ek := (ck’, ek’, ek®), vk := (vk’, vk®))
(ck’, ek’, vk) « ccl.KeyGen(R); Build R° from (ck’, DY, Dy, D:))
(ek®, vk°) «— CPjink-KeyGen(ck, R°)

CP.Prove(ek, x, (cj, uj, 0j) jefe], w) — 7 := (¢/, n°, 7")

(¢/, ', 0') « ccll.Prove(ek’, x, (1)) je[¢); @); (x°, ©°) :=(c, )
7% = CPyini-Prove(ek®, x°, (¢j)jerels (1)) jere)> (07)jefe)> ©°)
CP.VerProof(vk, x, (¢j)je[¢], 7) — {0,1}

CPiink-VerProof(vk®, ¢’, (¢j)je[¢]» 7°) A ccll.VerProof(vk', x, ¢/, )

Figure 1: Generic Construction of CP from CPy;,,. and ccTl.

4 CP-SNARKS FOR PEDERSEN-LIKE
COMMITMENTS

In this section we propose two CP-SNARKs that work for any
commitment scheme whose verification algorithm is the same as the
extended Pedersen commitment (essentially a multiexponentiation).
For vectors committed in this way, we show two schemes. Our
first scheme (given in Section 4.1) allows to prove that another
commitment, with the same verification algorithm but different key,
opens to the same vector. This is essentially an efficient realization
of the CPjj CP-SNARK needed in our compiler of Section 3.5,
and that works for cc-SNARKs whose underlying commitment
verification has the same structure as Pedersen. Our second scheme
(given in Section 4.2) instead allows one to prove correctness of a
linear function of the committed vector (i.e., that X = Fii).

In what follows we start by recalling facts and notation about
bilinear groups and Pedersen commitment.

Preliminaries on Bilinear Groups. A bilinear group generator
Bg(l’l) outputs (q, G1, Gy, G, e), where G1, Gy, G are additive
groups of prime order g, and e : G; X G — Gr is an efficiently
computable, non-degenerate, bilinear map. In this paper, we con-
sider Type-3 groups where it is assumed there is no efficiently
computable isomorphism between G; and G,. We use bracket no-
tation of [29], i.e., for s € {1,2,T} and a € Z4, we write [x]s to
denote a - g5 € G, where g; is a fixed generator of G;. From an
element [a]s € G and a scalar b it is possible to efficiently compute
[ab] € Gg. Also, given elements [a]; € Gy and [b]2 € Gg, one
can efficiently compute [a - b]T by using the pairing e([a]1, [/]2),
that we compactly denote with [a]; - [b]2. Vectors and matrices are
denoted in boldface. We use the bracket notation also for matrix
operations, i.e., [A]l . [B]g = [ﬁ . E]T. For a vector @ and for i < j
we denote by aj; ;) its portion (a;, . . . aj).

Pedersen Vector Commitment. Let us recall the extended Ped-
ersen commitment scheme for vectors of size n. Here we consider
an instantiation on a group Gj.

Ped.Setup(1%) — ck := [h] « Gf“ from distribution D
Ped.Commit([I_{]l, w) — (c,0) := ((o,w")- [fz]l, 0) where 0 < Zg
Ped.VerCommit([A]1, c, W, 0) — ¢ z (o,wT)-[hlx

Above D is a probability distribution over the group elements that
allows to argue that the scheme is perfectly hiding and computa-
tionally binding. For example, D may be the uniform distribution,
in which case we obtain the classical scheme that is binding under

the discrete logarithm assumption, or £ may output powers of ran-
dom values, e.g., h; = siforans «s Zg, that has also been proven
computationally binding under a suitable assumption.

In our constructions we only require the commitment scheme
to have the same verification algorithm as Ped.VerCommit.

Tool: SNARK for Linear Subspaces. In our CP-SNARK construc-
tions we make use of a SNARK for the linear subspace relation
Rm(F]1.%) = [F]1 = [M]; - # € G! where [M] € G, % ¢ Z!,.
Namely, given a fixed public matrix [M]; and a public vector [X]1,
one can prove knowledge of a vector w such that [X]; = [M]; - w.
We denote a SNARK for this family of relations with ss[1. A can-
didate scheme for ss[1 is the Kiltz-Wee QA-NIZK scheme II}; [48]
that works in bilinear groups. As described in [48], the security
of this scheme requires that I > ¢, which is not satisfied in our
setting where matrices have always more columns than rows. This
means that, when M has full rank, Ry is satisfied for any [X];. In
fact, what we need is an argument of knowledge for this language.
For this, by extending a recent result [30], we show the knowl-
edge soundness of I1/,; [48], without the | > t restriction, under
the discrete logarithm assumption, in the algebraic group model
[32]. We recall the scheme and its security statement in Appendix
F. For knowledge soundness, the matrix [M]; must be generated
using a witness sampleable distribution Dy, i.e., there must exist
a polynomial time algorithm that samples M in Z4 such that [M];
has the same distribution as the one sampled with Dpmx. We note
that this is satisfied by our use cases where M includes bases of
Pedersen-like commitment schemes.

4.1 CP-SNARK for Pedersen Verification

Let Com be a commitment scheme such that Com.VerCommit =
Ped.VerCommit. We build a CP-SNARK CPj;,,; for Com and for
the following class of relations R°. Fixed a security parameter A
(and the group setting for A as well), R° is over (Dy X D1 X - - - X
Dy X D), where Dy = Gy, Dy = Zg and D; = Z;j for some
nj such that };n; = m. R® is parametrized by a commitment
key [fl1 € G™*1, and is defined as: R° (¢/.@))jere),0’) =1 =
¢ =(o, 1_4';'—, e, 1_4';) - [f1]1. Before describing the construction in
full detail, let us present the main ideas.

Let ck = [I:]l € G?“ be the key of the global commitment Com.
In our CPjj, the public inputs of the prover are £ commitments
(¢j)jele) and another commitment c’; the witness is a set of open-
ings ((i)j¢[¢]> (0j)je[¢)) for commitments (cj);e[¢], and an opening
o’ for ¢’. In particular, the prover must prove that

Rpoy(c’s (ci)jeqer @h)jee) (0))jefep ) = 1 &=
Njeey = @) gl A ¢ = @
The description of our scheme CPy;, follows:

CPjink-KeyGen(ck, R°): parse ck = [h]; € G"*! andlet R° : Gy x

D1 X XDy XZg be the relation defined above with ck” = [f]; €
G;””. Use [ﬁ]l, [f]l and R° to build a matrix M as in equation
(1). Compute (ek, vk) « ssl1.KeyGen([M];) and return (ek, vk).

CPiink-Prove(ek, ¢’, (¢j)jee]> (@) jele] (0) jefe], 0): define [X]; and
w as in as in equation (1), compute 7 « ss[1.Prove(ek, [X]1, W)
and return 7.

i) - [



CPjink.VerProof(vk, ¢’, (cj) jee], 7): set [X]1 as in (1) and return
ssI.VerProof(vk, [X]1, ).

The key idea of the construction is that this relation can be

expressed as a linear subspace relation Ry ([X]1, w) where M, X, w

can be defined as follows from the inputs of R‘F’,e & withl =¢€+1

andt=m+{+1: W
[M]1

[X]1 01
hp0...0 Oh[l,nl] 0 :
c1 > :
0hp...00 O h[l,ng] or

S o
c . -
c{f 00...hp0 0 0 .. hpn “
. 5 . - .
00...0 fof[la"l]f["lﬂ»nz]' : 'f[n(—1+1,"f] 1]
ue

In Appendix D we state and prove the security of CPj;,, based
on that of ssI1. In Appendix D.2 we show how to extend CPyj, to
handle a more general class of relations R} that essentially checks
that a set of vectors (ii;) ;[ ¢] is a prefix, of known length, of a vector

4’ committed in ¢’.

4.2 CP-SNARK for linear properties

In this section we show a CP-SNARK for the relation R'" that
checks linear properties of (committed) vectors: for a fixed pub-
lic matrix F € Zf]V Xm relation RE” over public input ¥ € ZY and
witness é € Zg', with 4 := (iij)e[¢) and i € Z;j, holds iff X = F- u.
Our scheme, called CPlFi’ed, considers each ﬂj to be committed
using a commitment scheme Com such that Com.VerCommit =
Ped.VerCommit, and whose key is ck = [fl]] € GT*“, with m* >
m.® The idea is to express such a commit-and-prove relation with
the linear subspace relation Ry([X']1, w’) that holds iff [X']; =
[M];1 - w’, where [X]; € G{, [M]; € G{Xt and w’ € Zf] can be built
from the inputs of Rg“ as follows (for[ =€+ Nandt = m + {):

[M]l ——
[%']s
hy O

€1

0 h[L"l] . 0

0 ho ... 0 h[l,ng]

(=)

cp o T : ’ Tl
z) |00 ho| 0 0 - Pping
o |

F

The scheme CPEﬁd is quite similar to CPj;,, and essentially consists
into invoking ssI1 to prove that the above subspace relation holds.
The full description of CPﬁﬁd appears in Appendix E.

ErriciENcYy. When using ssl1 from [48], the prover cost is one
multiexponentiation of length m+¢ while the verifier needs £+|X|+1
pairings. If X is some fixed value, as in our applications, |¥| of
these pairings either disappear (if X = 0) or can be precomputed.
Furthermore, it is possible to see that the cost of KeyGen is O(¢ -
t + np where np is the number of nonzero entries of F. Essentially
this cost depends on the sparsity of the matrix; this is crucial in

8While in our description we use the same commitment key for every i j, our scheme
easily extends to the case where different commitment keys are used.

our applications where for example F includes the W matrices
representing the linear constraints of a circuit [18].

5 EFFICIENT CP-SNARKS FOR POLYNOMIAL
COMMITMENTS

This section shows a collection of zero-knowledge CP-SNARKs
for a variety of relations over vectors committed using a specific
polynomial commitment scheme from [71], that we call PolyCom.

5.1 Preliminaries and Building Blocks

Polynomial Commitments. We abstract away the VPD primi-
tive of [71] distinguishing between the commitment scheme for
multivariate polynomials (that we call PolyCom) and the proof sys-
tem for committed evaluation at a public point (that we call CP ).
PolyCom is a linearly homomorphic extractable trapdoor polynomial
commitment consisting of a tuple of algorithms:’

Setup(l’\) — ck : outputs a commitment key for a class ¥ C IF[)?]
ComPoly(ck, f) — (cr,0¢) : commits a polynomial f € .
ComVal(ck, y) — (cy,0y) : commits a value y € FF.
CheckCom(ck,c) — b : takes a commitment and accepts it or not.
VerCommit(ck, cs, f,0r) — b : accepts or rejects openings.
HomEval(ck, g : FY — F, (c¢))jerers (0)jefe) — (¢’ 0”) : computes
commitment and opening corresponding to the homomorphic
evaluation of a linear function on commitments-openings (c;, 0;).
Also, denote by ComPoly* a version of ComPoly that uses fixed
randomness (e.g., 0), and similarly ComVal.
CP-SNARK:sS for PolyCom. We use the following ZK-CP-SNARKSs
for PolyCom (whose ek is just ck, and vk := cvk, a subset of ck
enough to run CheckCom, ComVal and HomEval):

?
o CPeq for the relation Req(u1,uz) := u1 = uz : Yu;j € F

”
° CPprd for the relation Rprd(ul,uz, u3):=u3 =uy - up:Vuj € F

e CPpy for the relation R, (X € F¥, f € F,y € F) := y 2 f(@)

The first two can be obtained using classical Sigma protocols; CP
is extracted from [71] and shown in Appendix G. We recall that
CPyoly proving time is O(m) (with m the number of nonzero mono-
mials of f), whereas verification time and proof size is O(y).

Multilinear Extensions. Given a function f : {0,1}} — F,
its unique multilinear extension (MLE) is the (unique) multilinear
polynomial f : F# — F such that f(l;) = f(l:) forall b € {0, 1}H.
Such multilinear extension is defined as the following polynomial

f X = > (XX - f(b)

be{o,1}#

S Xp) = Ty x,(X)), x1(X) = X and xo(X) =
1 — X. For a vector # € F™ (for some m = 2H), its unique MLE is
the MLE @ of the function u : {0,1}# — F such that, for every
0<i<m-1withi= zj.‘z‘ol ij2/, u(lio, . . ., iu—1) = uz+1. Note that
by using MLEs one can commit to a vector # using PolyCom by
committing to its MLE .

where XE(X 1o--

9See Appendix H for formal definitions related to PolyCom



Let eq : {0,1}# x {0,1}* — {0,1} be the equality predicate
(eq(a,b) = 1iff a = b) and let €q be its MLE (which has a closed-
form representation that allows evaluation in time O(y) [63]). We
recall the following lemma from [61] (as restated in [63]):

LEmMA 5.1 ([61, LEMMA 3.2.1]). For any polynomial h : F¥ — F
extending p : {0, 1}* — F (i.e, such that Vb € {0,1}¥ : h(b) = p(D)),
it holds that p(X) = X5 o1 éq(X,b) - h(b)

5.2 A CP-SNARK for Sum-Check

The sum-check protocol [52] is an interactive proof that allows a
prover to convince a verifier of the validity of a statement of the
formt = ZI;E{O,I}IJ
of y rounds, it is public coin, and the running time of the verifier in
itis O(Z‘:lzl degi(g)) plus the cost of evaluating g once (on a random
point).

Here we propose a zero-knowledge variant of the sum-check
protocol where both the polynomial g and the target value ¢t are
committed and one proves knowledge of these values such that
t=25. (0.1} g(g). Precisely, we work with polyn(imials g deﬁnid
as the product of p + 1 polynomials of the form ¢(S) = H{;O gi(S),
such that all the g;’s, except go, are committed. Namely, we show a
CP-SNARK CPy for commitment scheme PolyCom and the relation
Rsc(X, 1), with X € ¥ and 4 € F x FP, that is formally defined as:

Rsc(go. (. (9))jefp) =1 &= 96)=T10,01(IAt=55_( 11, 90)

Our scheme, dubbed CPs, is built as a generalization of the pro-
tocol recently proposed in [69, 71] that works for a relation that is
the same as the above one except that only ¢ is committed while
g is public to the verifier. For the reader familiar with the zero-
knowledge sum-check protocol in [71, Construction 2], what we do
here is to modify their protocol using the following ideas: whereas
in [71] the verifier has access to g and computes a commitment to
g(s) for a random point s on its own, in our case the verifier has
access to a commitment ¢4 of g and we let the prover create a com-
mitment to g(5) and use CP ), to prove its correctness with respect
to c¢g. More precisely, the verifier does not have a commitment to
g but rather commitments to the factors of g. Hence our prover
proceeds by additionally creating commitments to each g;(s), it
proves their correct evaluations and then uses CPq to prove that

g(l;) where g : F# — [F. The protocol consists

96) = ]—Ili’:0 9i(s) with respect to these commitments. Making these
changes results in a protocol that is the same as that in [71] except
for the last round from the prover to the verifier. Indeed we can
prove the security of our protocol by making a reduction to the
one of [71]. We state the following result. For lack of space the full
description of the protocol and the proof are in Appendix H.1.

THEOREM 5.2. Assume PolyCom is an extractable linearly homo-
morphic commitment, CP ), and CPpq are zkSNARKS for relations
Rpoly and Ryq respectively, and Construction 2 in [71] is a ZK interac-
tive argument for sum-check. Then there is a ZK interactive argument
for relation Rsc. Furthermore, by applying the Fiat-Shamir heuristic
we get a zkSNARK in the random oracle model, that we call CPs.

EFFICIENCY. In CPg, the verifier needs time O(p) plus the time to
compute go(5). The prover’s costs include the running time in the
sum-check protocol and the creation of the CP,, proofs. If the

g; are multilinear, CPpo|y‘Prove’s time is O(2#). Also, from [63], if
the polynomials g; allow for evaluation in O(y) time or are MLE of
vectors, the prover’s cost in sum-check can be reduced to O(2#).

5.3 A CP-SNARK for Hadamard Products

In this section we propose a CP-SNARK for PolyCom for the rela-
tion Ry,,q over (F™)3 such that

Rhad(l_io,l_il,ﬂz) =1 & Vie[m]:up; =uy; uz;
Let m = 2¥ and let i; : F¥ — F be the MLE of ﬁj. Clearly, the
relation holds iff for all b € {0, 1}# we have dg(b) = i1 (b) - diz(b). If
the relation holds, observe that the polynomial 7 (X) - #2(X) is an

extension of the vector i, but not a multilinear one. From Lemma

5.1 the following equality holds

i)=Y eqX,b)-i(b)- ia(b)
be{o,1}#
Without considering zero-knowledge, the main idea of our protocol
is that, to check the above equality, the verifier starts by picking
a random point ¥ «sF¥, and then the prover uses CPs. to show
that t = 4y(¥) = Zl;e{o,l}ﬂ g(b), where g(S) = €q(7, S) - 41(S) - #2(S).
Notice indeed that g can be written as the product of three polynomi-
als g(§) = (Z)gi(§), of which the first one is public: g1(§) = ﬂ1(§),
gg(g) = 122(§) and g()(g) := eq(7, §) Finally, the prover also needs
to convince the verifier that t = #y(F), which is done using a CP-
SNARK CP,,y for proving correctness of polynomial evaluations.
Therefore we build a CP-SNARK CPy,,4 for Ry,,4 and PolyCom
by using CP-SNARKSs CP,y, CPsc for PolyCom as building blocks.
Furthermore, we describe the scheme as a non-interactive one by
letting 7 « H((cj);je:3]) using the random oracle model for H.
The full description of the scheme is given below.

KeyGen(ck) — (ek := (ck, eks, ekp, H), vk := (cvk, vks, vkp, H))
(eks, vks) <= CPsc.KeyGen(ck) ; (ekp, vkp) < CPo1,-KeyGen(ck)
Prove(ek, (cj)je[3]> (1) je[:3] (0))je[3]) = 7 := (ct, 7o, Tsc)

7 H((cj)jers)) s t « to(F) ; (cs, 04) « ComVal(ck, t)

7 = CPpoly -Prove(eky, 7, (co, c¢), (o, t), (00, 01))
Ttse « CPyc.Prove(eks, €q(7, S), (cs, c1, c2), (£, 0¢, i1, 01, iz, 02))

VerProof (vk, (Cj)je[:3],7f) — b

7« H((cj)je3]) 5 b < CPpyoly.VerProof(vky, 7, co, ¢z, 70)
b « b A CPsc.VerProof(vks, eq(7, §), (ct, €1, €2), TTsc)

ErrIciENcY. Computing 7y takes time O(m), and the same holds
for 7sc. The latter follows by observing that the factors of g(§)
satisfy the good efficiency conditions for CPs, i.e., €q(7,s) can be
computed in O(y) time and 1, iy are MLE of vectors of length
m = 2H. For similar reasons, the verifier’s time is O(y).

We state the following result; its proof is in Appendix H.2.

THEOREM 5.3. In the random oracle model, assuming that PolyCom
is an extractable trapdoor commitment, CP 1y, CPsc are zero-knowl-
edge CP-SNARKs for PolyCom and relations Rpo), and Rsc respec-
tively, then the scheme CPy,,q described above is a zero-knowledge
CP-SNARK for PolyCom and relation Ry, 4.



5.4 A CP-SNARK for Self Permutation

Let ¢ : [m] — [m] be a permutation. In this section we pro-
pose a CP-SNARK for PolyCom for the relation R¥P™ such that
R;prm(ﬁ = l))jere) =1 &= Vie[ml:yi = yya).

Our scheme uses a probabilistic trick to prove a permutation
of vectors due to [19, 39]. For this we need of a CP-SNARK for
proving that z = []}_, y; with respect to a commitment to point z
and vector ij. We call such a relation internal product Ripq.

In what follows we present the main ideas to build a CP-SNARK
for R¥P'™ from one for Ripd- Next, we discuss how a CP-SNARK
for Rjpq can be instantiated.

Recall that the goal is to prove that, for a permutation ¢ : [m] —
[m] a committed vector § satisfies y; = Yg(i)> Vi € [m]. Consider the
following vectors in F™™, 1.3=01,...,m), andq? = (¢(1),...,P(m)),
and assume that the prover committed to y. Let the verifier choose
two random values r, s s F and define the vectors §’ := j+r-0—s-1
and§” =g +r-g—s-1.

If 4 is a permutation of itself according to ¢, then (§j + r - (j_;)
is a permutation of (§ + r - ¥) according to ¢; however, if i is
not a self-permutation according to ¢ then with overwhelming
probability over the choice of r some of the entries of §j + r - q_S) will
not be in the vector 3 + r - ¥. In our scheme the idea is to let the
prover show that [1;y; = z = [1; y;" using CP;pq on (z,3’) and
(z,4""). However, if some entries of j + r- arenotin ¢ # § +r - 0,
[Ti(yi +r-i—s) = [1i(yi +r- ¢@i) — s) holds with negligible
probability over the choice of s by the Schwartz-Zippel lemma, thus
a prover can be succesful only by cheating with CPjpq.

Our scheme CPgfy, formalizes the above ideas with some addi-
tional details to deal with the fact that i is the concatenation of ¢
vectors (i) je[¢]; also it defines the values r, s as output of a random
oracle modeled hash function H((cy, ;)je[o,¢]> X, (cj)je[e))- For lack
of space a full description of CPsgpy is deferred to Appendix H.3.

THEOREM 5.4. In the random oracle model, assuming that PolyCom
is an extractable and linearly-homomorphic trapdoor commitment,
CPipd, CPpyq are zero-knowledge CP-SNARKS for PolyCom and rela-
tions Ripq and Ry,q respectively, then CPsgpr, in Figure 13 (Appendix

H.3) is a zero-knowledge CP-SNARK for PolyCom and relation RSP'™.

INSTANTIATING CPjpq. Rjpg can be expressed with an arithmetic
circuit that is a tree of multiplications over n = 2" inputs. Thaler
[63] showed that for this specially regular circuit the CMT protocol
can be adapted so that the prover runs in time O(n). To build a
CP-SNARK for R;,¢, we thus modify the zk-vSQL protocol [71] so
as to work over Thaler’s protocol instead of CMT. The changes
are quite minimal and mainly regard the equation that links the
adjacent layers of the tree. We show this protocol in Appendix I.

From the efliciency observations about CP;,4 given above, we
get that CPggp . Prove and CPgfy,. VerProof run in time O(m) and
O(log m) respectively.

6 LEGOSNARK APPLICATIONS AND
EVALUATION
In this section we first show how to use the modular commit-

and-prove approach to obtain new CP-SNARKSs for computation
expressible by arithmetic circuits (ACs) and then we discuss the
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resulting instantiations. Our treatment here will not be completely
formal; a full formalization is in Appendix J.

CP-SNARKS for Arithmetic Circuits. Bootle et al. [18, 23] show
that satisfiability of an arithmetic circuit C holds if the assignment of
the inputs-output wires of multiplication gates satify an Hadamard
product relation and a set of linear constraints, i.e., if there are three

vectors uM, iM ﬁg € FN such that

L°

M =M _ - M M M _ >
uy oup =uy A Wp-up +Wg-up +Wp-ug =c¢

R b
®)

where Wi, Wg, W € FQ*N ¢ ¢ FQ can be extracted from C’s
description. By defining F := [W|[WR|W ], we can encode (3) as
Rhad (ﬁ]LM iy ,ﬁg) A R'Fi"' @, (ﬁf’I, ﬁﬁ’f ﬁg)) Hence, by applying our
Theorem 3.2, we obtain a CP-SNARK for AC, dubbed LegoAC.
INSTANTIATIONS. We evaluate two instantiations of LegoAC:

e LegoAC1: from our CPEﬁd (Section 4.2) and Lipmaa’s CP-SNARK
for Hadamard products [51]. LegoAC1 is a CP-SNARK for the
commitment scheme of [51], and its security holds in the generic
group model (due to GGM security of CPEﬁd).

e LegoAC2: from our CP[F;ﬁd (Section 4.2) and our CPy,,4 (Section
5.3). This is a CP-SNARK for PolyCom, and its security holds in
the GGM and random oracle model (the latter due to CPy,,q).

If needed, both schemes can be lifted to work with a standard
Pedersen commitment using CPj;,i. Their complexity, summarized
in Table 1, results from the combined efficiency of the building
blocks plus the observation that the matrices Wy, Wg, W are
sparse and with a number of nonzero entries linear in the number
of circuit wires.

CP-SNARKSs for Arithmetic Circuits with Universal CRS.
Both LegoAC1 and LegoAC2 have a circuit-specific CRS due to
the circuit-specific CRS of CPﬁﬁd.lo Aiming for a CP-SNARK for
AC satisfiability with a linear-size CRS, we consider a different
encoding of AC due to [19, 39]. Let C be an arithmetic circuit C
with N4 addition and Ny; multiplication gates. Each gate has a
left input, a right input and an output wire; each output wire can
also be input to another gate. This means that C can be described
by integers Na, Ny, and the wiring information saying that the
output wire of addition/multiplication i is the left/right input of
addition/multiplication gate j. Having this in mind, satisfiability
of C holds if there is a satisfying assignment to all the gates, i.e.,
ﬁf + ﬁg = ﬂé and ﬁﬁ/l o ﬁﬁ/l = ﬁg, and if these assignments are
consistent with C’s wiring. This consistency is essentially a check
that specific entries of the vector (ﬂf, ﬁﬁ,fﬁg, 1724, ﬁﬁ'[, ﬁg) must
Stprm

¢

be equal, which can be formalized with R for an appropriate

permutation ¢.

Using our composition theorem we obtain a CP-SNARK for
AC satisfiability, dubbed LegoUAC, through the combination of
Rhaq and RSP We propose to instantiate it with our CPy,,4 and
CPSfprm.ll Both these schemes admit a universal CRS that can be
deterministically specialized (due to specializing CPsfprm’s CRS to
the circuit-dependent permutation ¢). The asymptotic efficiency of
LegoUAC is shown in Table 1 and results from that of our CP},,q
and CPsfprm.

OUsing our CPyj, for PolyCom (Appendix H.4) would give us an instantiation with a

universal CRS, but unfortunately one of size Q - N, that is quadratic in circuit size.
1 Additions come for free by using a linearly homomorphic commitment.
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Figure 2: Inputs structures for parallel relations.

Parallel Checks on Joint Inputs. Consider a relation

RParnt(y) .= /\jl\i1 R’(uj’.) consisting of N parallel checks of the
same relation R’ on (partially) shared inputs. This relation has
several use cases, e.g., proving knowledge of all the leaves of a
Merkle tree of height N with respect to a public root, which can be
seen as the parallel check %f 2N — 1 hash verification relations (i.e.,
Ry (x1,x2,y) := H(x1, x2) = y) that share some of the inputs.

One way to deal with RP2 " is by defining the arithmetic circuit
that computes it (cf. Fig. 2b). The Hyrax system is particularly
designed for parallel circuits [69]; they deal with non-parallel input
by introducing a (non-parallel) redistribution layer (RDL) layer that
redistributes the input and feeds it to the identical sub-circuits at
the next level. Unfortunately an effect of using an RDL is that the
verifier must pay an additional cost linear in the total width of the
circuit. In several cases (including Merkle tree verification described
earlier) this can result in a bottleneck in verification performances
dominating its asymptotics.

We solve this issue by modeling RP2I" as the simple conjunction
of two relations: RP?" for fully parallel checks of R’ on disjoint inputs
(cf. Fig. 2), and another relation that checks the consistency of the
shared inputs across the parallel executions (that we can express
with RSP or R“"'). This way, we can build a CP-SNARK for Rparjnt
(called LegoPar) through our composition result applied to our
CPEﬁd and a CP-SNARK for RP?' relations. For the latter, we use an
adaptation of Hyrax using the polynomial commitment PolyCom
of zk-vSQL. We call HyrPoly-Par this scheme invoked on circuits
without RDL (i.e., it supports RP?"), and HyrPoly-RDL the same
scheme for circuits with an RDL (i.e., it supports RP21Nt),

We compare the efficiency of LegoPar and HyrPoly-RDL on
RP21nt relations. Let d and G be depth and width of the arithmetic
circuit evaluating R’. Proving time and proof size have the same
complexity in both solutions; verifier time is O(d(G + log(NG))) in
LegoPar and O(d(G + log(NG)) + |u| + NG) in HyrPoly-RDL. We
note that due to the use of CPﬁﬁd, the CRS of LegoPar becomes

specific to the input wiring of RP2I"t whereas in HyrPoly-RDL
the CRS is just the commitment key. On the other hand, this one-
time preprocessing allows the verifier to later check any number
of proofs in shorter time.?

7 EXPERIMENTAL EVALUATION

We designed and implemented LegoSNARK,® a library for commit-
and-prove SNARKs that includes a design framework for compos-
able CP-SNARKS, and the implementation of a collection of proof
gadgets: our CPj;, and CPﬁﬁd, the Hadamard product CP-SNARK

2We do not see a way to run a similar preprocessing in HyrPoly. We evaluated the
possibility to commit, in preprocessing, to the MLE of the RDL wiring so that the
prover would compute this on behalf of the verifier and prove its correct evaluation
using CPyoly. This idea however would require a commitment key quadratic in the
circuit width, which is prohibitively large.

3The library will soon be made open source.
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of [51], and the CP, from [71]™. LegoSNARK is written in C++;
for polynomial operations and bilinear pairings we use the libraries
underlying libsnark [3]. We executed our experiments on a virtual
machine running Debian GNU/Linux with 8 Xeon Gold 6154 cores
and 30 GB of RAM. We ran all tests single threaded.

In our experiments we tested the performance of some of our
instantiations and compared to different baseline systems.

7.1 Commit-and-Prove SNARKSs

We consider a generic application of proving commit-and-prove re-
lations where commitments are created using the Pedersen scheme
for vectors, i.e., proving 3(u, 0, w)R(u, ) A VerCommit(ck, ¢, u, 0).
As baseline system, we use the Groth16 zkSNARK in libsnark
on the libsnark gadget circuit for multi-scalar additions over a
SNARK-friendly elliptic curve (to model the Pedersen computa-
tion). We call this CPGro16. We compare CPGro16 to a CP-SNARK,
LegoGro16, obtained by applying our cc-SNARK-lifting compiler
with our CPj;,, scheme to the cc-variant of [41] described in Appen-
dix K.5. In our experiments we measured the overhead of dealing
with the commitment in both schemes (the costs related to R would
be the same in both cases) at the increase of the committed vector’s
dimension (from 8 to 2048).1> On the largest instance (n = 2048),
our LegoGro16 proving time is 5,000% (0.08 vs. 428 s) faster than
CPGro16, at the price of a verification that is 1.2 slower (4.1 vs 3.4
ms), and a slightly larger proof (191 vs. 127 Bytes). LegoGro16’s CRS
is also 7000 shorter (130KB vs. 950MB). Details of our experiments
can be found in Appendix L.

7.2 Parallel Checks on Joint Inputs

We compare performances of our LegoPar system with a baseline
system, i.e. HyrPoly-RDL (see Appendix H.5). Recall that LegoPar
consists of our CPﬁﬁd and HyrPoly-Par. To evaluate HyrPoly-Par
and HyrPoly-RDL we executed separately the part concerning
PolyCom and CPyy, and the one that includes the ZKGir™* core.
To benchmark the latter, we used the original Python code (appro-
priately modified for the commitment part) from the Hyrax project
[1] (executed using the JIT-compiling interpreter PyPy [4]).16

We benchmarked LegoPar and HyrPoly-RDL on a highly paral-
lel computation, that is proving knowledge of an assignment to
the leaves of a Merkle tree [53] (cf. Section 6 to see how it can
be expressed using RP21"). We used SHA256 for the hash and a
varying number of leaves (from 2 to 2). For this computation we
generated two circuits using the Hyrax tool: one fully parallel to be
fed to HyrPoly-Par and one with the RDL for HyrPoly-RDL. Recall
that in LegoPar the RDL is checked using CPﬁﬁd. We finally note
that the two largest input sizes in our evaluation required extend-
ing the available RAM from 30 to 75GB for both HyrPoly-RDL and
HyrPoly-Par.

Results. Figure 3 compares the costs (proving and verification time)
in the two schemes for repeated computation. Overall LegoPar is
faster than HyrPoly-RDL, both in proving and verification time. On
our largest input, proving in LegoPar is 1.25X faster; verifying is
more than 2.5X faster. Verification is expected to become faster due
to the asymptotic difference in the verification time.

For this we adapted to our library the code provided by the authors of [71].
I5At n = 4096 CPGro16 ran out of memory.
16Full integration of this component into our library is future work.
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We remind the reader that LegoPar = HyrPoly-Par + CPy;,, = (GirnorpL + CPIF')

e Proving time: On larger inputs LegoPar has a faster (up to 1.25X)
proving time (Figs. 3a). In both schemes most of the computation
is due to ZKGir*": approximately 50% for LegoPar and 75% for
HyrPoly-RDL. The higher time of ZKGir** in HyrPoly-RDL is
explained by the additional round for the RDL. On the other
hand, LegoPar spends twice as much time for the proving step of
CPpoly- This is because it evaluates a polynomial with twice as
many terms, in turn requiring roughly twice the number of expo-
nentiations. (This is due to the RDL output uz, on which LegoPar
operates, being twice as long as the RDL input u; (also the
“bottom-layer” input), on which CP |, runs in HyrPoly-RDL).

o Verification time: On larger inputs LegoPar has a shorter (up to
2.5X) verification time (Fig. 3b). This speedup is due to increase
with larger inputs, as the verifier in HyrPoly-RDL has to perform
an additional verification step for the RDL in ZKGir** (requiring
a number of field operations roughly linear in the width of the
circuit). On the other hand LegoPar performs the same step
through a constant number of pairings (two) in CPyeq. In both
schemes, the running time is dominated by ZKGir**, requiring
more than 99.5% of the total verification time!”.

Discussion. Partly, the different performances we observed are
due to specific features of the circuit chosen for benchmarks (in our
case, Merkle tree verification). In a circuit for parallel computation,
at least two features, both related to the RDL, can have impact: (i)
how “large” the output uy of the RDL is with respect to its input uy;
(ii) how “complex” the RDL is. A higher ratio between |uz| and |u|
will determine the difference in running time for the CP,,, .Prove
component. As mentioned, in our circuit of choice the ratio was 2.

7.3 LegoAC1 for Arithmetic Circuits

We tested our LegoAC1 scheme (see Section 6) for arithmetic circuits
and compared it to Groth16 as a baseline system. We considered
two benchmark applications:

(a) proving knowledge of a SHA256 pre-image on 512-bit inputs; for
this we used the existing circuit gadgets implemented in libsnark
(for Groth16), and in Bulletproofs [2] (for LegoAC1).

7This is also why we do not show a detailed bar plot for each component as done for
proving time.
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(b) matrix factoring, i.e., proving knowledge of two n X n matrices
A, B whose product is a public matrix C; for this we designed suit-
able constraints systems, considering 32-bit integers entries and a
varying n = 16, 32, 64, 128.

In Appendix L we provide tables with detailed numbers of these
experiments. Overall, our experiments show that LegoAC1 per-
forms slightly worse than Groth16. For example, for SHA256 prov-
ing time is 1.2x slower (0.7 vs. 0.9 s) and verification is 2X slower
(0.9 vs. 1.8 ms). Proof size is constant: 350B in LegoAC1 and 127B
in Groth16. In a way this result is not surprising: Groth16 is an ex-
tremely optimized and well explored scheme, whereas for LegoAC1
we believe that more optimizations could be explored (in a similar
way as Groth16 optimized Pinocchio). More remarkably, LegoAC1
has a built-in commit-and-prove capability that is not present in
Groth16 and that can be useful in several applications. For example,
in our matrix factoring application LegoAC1 works with commit-
ments to the three matrices that could be reused. As an example of
the power of this feature, we could prove a statement like “B = A
for a committed matrix A” by doing k proofs, one for each squaring
step (i.e., to show that B; = B?_l); this can be done by reusing the
same CRS for one matrix factoring relation. In contrast, proving
B =A% directly with Groth16 would require a very large CRS and
a memory intensive prover that would not scale for large k and n.

8 CONCLUSIONS

We have described LegoSNARK, a framework for commit-and-prove
zkSNARKSs that comprises definitions, a general composition result,
and a “lifting” construction. The LegoSNARK tools are useful as
they enable designing zZkSNARKs in a modular way (due to the
framework of definitions and the composition theorem) and they
allow to efficiently add commit-and-prove capabilities to a vari-
ety of existing schemes thus made interoperable. Furthermore we
have proposed efficient proof gadgets for specialized relations and
shown how to combine them into succinct proof systems for more
complex relations. We have described instantiations of these new
proof systems and evaluated them against prior work. The results
show they have competitive performances. Specifically they show
slightly worse (but still acceptable) performances in some appli-
cations (general arithmetic circuits) and significant improvements



in others (commit-ahead-of-time systems, parallel computations).

A limitation of our current instantiations is that they rely on
pairing-based systems requiring a trusted setup. Interestingly in
some cases a trusted setup is only needed to generate the commit-
ment key of PolyCom. We expect this be doable with a large-scale
MPC ceremony similar to the powers-of-tau round 1 of [20]. It will
be future work to explore this direction. Nonetheless we note that
this limitation is not inherent. The basic results of the framework

(ie.,

Section 3) would also apply to schemes without trusted setup

and hence are general enough to allow for future instantiations
without trust assumptions.

Finally, another future work direction is investigating new and
more efficient proof gadgets CP-SNARKSs for specialized relations
and test them in specific applications.
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FORMAL DEFINITIONS

This section gives formal definitions regarding commitment schemes,
SNARKSs, SNARKs with universal CRS and cc-SNARKSs.

A.1 Properties of Commitment Schemes

A commitment scheme Com = (Setup, Commit, VerCommit) must
satisfy the following properties:

Correctness. For all A € N and any input u € D we have:

k 14
ck — Setup(1”) . VerCommit(ck,c,u,0) = 1| = 1

(c,0) « Commit(ck, u)

Binding. For every polynomial-time adversary A

2 VerCommit(ck, c,u’, 0’)
ck « Setup(1”)

A VerCommit(ck, ¢,u,0)| = negl
(c,u,0,u’,0") — A(ck)

Auzu

Hiding. For ck « Setup(lA) and every values u,u’ € D, the
following two distributions are statistically close: Commit(ck, u) ~
Commit(ck, u”).

A.2 Properties of SNARKSs

We first give more insight on the properties of a SNARK, which is
a tuple of algorithms N = (KeyGen, Prove, VerProof) satisfying the
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notions of completeness, succinctness and knowledge soundness. If T
also satisfies zero knowledge then we call it a ZkSNARK.

Completeness. For any A € N, R € R) and (x,w) such that
R(x,w), it holds Pr[(ek, vk) <« KeyGen(R), 7 < Prove(ek,x, w) :
VerProof(vk,x,7) = 1] = 1.

Succinctness. [1is said succinct if the running time of VerProof is
poly (1) (A + |x| + log |w|) and the proof size is poly (1) (A +1og |w|).
Knowledge Soundness. I1has knowledge soundness for RG and
auxiliary input distribution Z, denoted KSND(RG, Z) for brevity,
if for every (non-uniform) efficient adversary A there exists a (non-
uniform) efficient extractor & such that Pr[Game;SgNDZ A= 1] =
negl. We say that I1 is knowledge sound if there exists bénign RG
and Z such that 1 is KSND(RG, Z).

KSND
RG. Z. A&
(R, auxg) « ‘RQ(IA) ; crs := (ek, vk) « KeyGen(R)

auxz «— Z(R, auxg, crs) ; (x, n:) «— A(R, crs, auxg, auxz)

Game — b

w «— &(R, crs, auxg, auxz) ; b = VerProof(vk, x, r) A =R(x, w)

Composable Zero-Knowledge. A scheme [ satisfies composable
zero-knowledge for a relation generator RG if for every adversary
A there exists a simulator S = (Skg, Sprv) such that both following
conditions hold for all adversaries ‘A:

KEYS INDISTINGUISHABILITY
[(R,auxg) — RG(1");

crs < KeyGen(R) | =P
| Al(crs, auxg) =1

[(R,auxg) — RG(11);
(crs, tdy) — Sig(R)
| A(crs, auxg) = 1

P

-
-

PROOF INDISTINGUISHABILITY For all (x, w) such that R(x, w) =

—_

[(R,auxg) — RG(1Y);
(crs, tdy) — Sig(R);
T Sprv(crs,tdk,x) ’

—(R, auxg) « Rg(l’l);
pr (crs, tdy) «— Sig(R); N~ py
7 < Prove(ek, x, w)

A(crs,auxg, ) = 1 Alcrs,auxg, ) = 1

REMARK 2. In the notion of knowledge soundness defined above we
consider two kinds of auxiliary inputs, auxg generated together with
the relation by RG, and auxz that is generated from some distribution
Z that may depend on the common reference string that in turns
depends on R. An example of this appears in our proof of Theorem
C.1. Notice that although our notion is implied by a notion where
auxiliary inputs can be arbitrary, our aim is a precise formalization of
auxiliary inputs; this is useful to justify why certain auxiliary inputs
should be considered benign, as required to avoid known impossibility
results [16, 21]. Finally, we also note that our notion is also implied
by SNARKSs that admit black-box extractors (as may be the case for
those relying on random oracles [55]).

A.3 zkSNARKs with Universal CRS

In the SNARK notion presented in the previous section the common
reference string generated by KeyGen is tied to a specific relation
R € R;. Now we define a variant of this notion introduced in [42]
where the CRS only depends on the family R, working for any R
in that family. More formally, let R be a family of relations. The
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universal relation R* for R defines a language with instances (R, x)
such that R*(R, x, w) holds iff R € R and R(x, w) holds.

A Tl = (KeyGen, Prove, VerProof) is said a zkSNARK with spe-
cializable universal common reference string [42] if there exist algo-
rithms Derive, Prove*, VerProof ™ such that:

e Derive(crs,R) — crsp is a deterministic algorithm that takes as
input a crs := (ek, vk) produced by KeyGen(R*) and a relation
R € R,, and outputs a specialized common reference string
crsg = (ekg, VkR).

e Prove(ek, (R, x), w) — 7 runs (ekg, vkgr) « Derive(crs, R) and
returns 7 < Prove®(ekg, x, w).

e VerProof(vk, (R,x), 7) — b runs (ekg,vkgr) <« Derive(crs, R)
and returns b «— VerProof*(vkg, x, ).

A.4 Properties of cc-SNARKSs

This section gives formal definitions of the properties of a commit-
carrying SNARK. Recall a cc-SNARK is a tuple cclT of algorithms
working as follows:

e KeyGen(R) — (ck, ek, vk): the key generation takes as input
the security parameter A and a relation R € R, and outputs a
common reference string that includes a commitment key, an
evaluaton key and verification key.

e Prove(ek, x, w) — (c, 7r;0): the proving algorithm takes as input
an evaluation key, a statement x and a witness w := (4, w) such
that the relation R(x, u, ) holds, and it outputs a proof =, a
commitment ¢ and opening o such that VerCommit(ck,c,u,0) = 1.

e VerProof(vk, x, ¢, r) — b: the verification algorithm takes a ver-
ification key, a statement x, a commitment ¢, and either accepts
(b = 1) or rejects (b = 0) the proof x.

e VerCommit(ck, c,u,0) — b: the commitment verification algo-
rithm takes as input a commitment key, a commitment c, a mes-
sage u and an opening o and accepts (b = 1) or rejects (b = 0).

Completeness. Forany A € N, R € R and (x, w) such that R(x, w),
it holds

(ck, ek, vk) « KeyGen(R);

r . VerProof(vk,x,c,7)| = 1
(c, r; 0) < Prove(ek, x, w)

Succinctness. ccll is said succinct if the running time of VerProof
is poly(4) (A + |x| + log |w|) and the size of the proof is poly(4) -
(A + log |w)).

Knowledge Soundness. Let RG be a relation generator such that
RG ) € Ry. ccll satisfies knowledge soundness for RG and aux-
iliary input distribution Z, or ccKSND(RG, ), if for every (non-
uniform) efficient adversary A there exists a (non-uniform) efficient
extractor & such that Pr[Game%g%{?ﬂ’s = 1] = negl. We say that
ccll is knowledge sound if there exist benign RG and Z such that
ccllis ccKSND(RG, 2).

ccKSND
RG.z.ae b el01}

(R, auxg) « ﬂg(ll) ; crs := (ck, ek, vk) « KeyGen(R)

auxz < Z(R, auxg, crs) ; (x, ¢, r) «— A(R, crs, auxg, auxz)

Game

(4, 0, ) « &(R, crs, auxg, auxz)

b « VerProof(vk, x, ¢, m) A =(VerCommit(ck, ¢, u, 0) A R(x, u, w))




Composable Zero-Knowledge. A scheme cclT has composable
zero-knowledge for a relation generator RG if for every adversary
A there exists a simulator S = (Skg, Sprv) such that both following
conditions hold for all adversaries A:

KEYS INDISTINGUISHABILITY.
(R.auxg) « RG(1M);
crs «— KeyGen(R)
(R.auxg) — RG(1M);
(crs, tdy) < Sig(R)

Pr

. Alcrs,auxg) = 1]

. Al(crs,auxg) = 1]

PROOF INDISTINGUISHABILITY. For all (x, w),
(R, auxg) — RG(1);
Pr {(crs, tdy) < Sig(R);
(¢, 7r;0) < Prove(ek, x, w)
(R, auxg) — RG(Y);
~ Pr|(crs, tdy) «— Syg(R);
(¢, 1) & Sprv(crs, tdy, x)

Alcrs,auxg,c, ) =1 A
R(x,w)=1

Alcrs,auxg,c, ) =1A
R(x,w)=1

Binding. For every polynomial-time adversary A the following
probability is negl(1):

(R, auxg) «— RG(1%) VerCommit(ck, ¢, u’, 0”)

Pr |crs := (ck, ek, vk) < KeyGen(R) : AVerCommit(ck, c,u, 0)

(c,u,0,u’,0") «— AR, crs,auxg) Au#u'

REMARK 3. While our definitions consider the case where the proof
contains a commitment to a portion u of the witness w = (u, ©), notice
that this partition of the witness is arbitrary and thus this notion also
captures those constructions where the commitment is to the entire
witness if one thinks of a void w.

cc-SNARKs wiTH WEAK BINDING Let us now define a weaker
variant of cc-SNARKSs that differs from the one given in Definition
3.3 in that the underlying commitment scheme is not binding in the
usual sense. Slightly more in detail we consider the case where the
commitment refers to the whole witness (i.e., @ is an empty string)
and it is actually possible to find collisions for a given commitment
as long as these collisions are among valid witnesses, or more
precisely we require to be computationally infeasible to find two
different witnesses that validly open the commitment such that one
falsifies the relation and the other one satisfies it.

Definition A.1 (cc-SNARKs with Weak Binding). We define cc-
SNARKs with Weak Binding as in Definition 3.3 with two excep-
tions: we assume that the scheme is defined only for relations such
that D, = 0; we replace the binding property with the one below.

Weak Binding. For every polynomial-time adversary A the fol-
lowing probability is negl(A1)

(R, auxg) « Rg(l/l) VerCommit(ck, ¢, u, 0)

crs := (ck, ek, vk) « KG(R) A VerCommit(ck, c,u’,0")
P :
' (x,c,u,0,u’,0", 1) A VerProof(vk, x, ¢, )

«— A(R, crs, auxg) Au#u’ A=R(x,u) AR(x,u’)
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B SECURITY PROOF OF CP-SNARK
COMPOSITION

In this section we provide a proof of Theorem 3.2 for CP” whose
construction is the following:

CP” KeyGen(ck, RQO’RI) — (ek*, vk®)
{(ekp, vkp) < CPy.KeyGen(ck, Rp)}pe(o, 1}

ek” := (ekp)pefo.1y 5 VK™ = (Vkp)be(o,1)
CPA.Prove(ek*,XO,Xl,(Cj)je[:3]v(uj)jE[:3]’(Oj)j6[13]’w0’wl) :
{mp — CPy.Prove(ekp, xp, (cp, C2), (Up, U2), (0p, 02), Wp) }be(o,1}
return 7 := (73 ) pefo, 1}
CPA.Vel’Pt‘OOf(Vk*,XO,xls(Cj)jE[:S]’”*) — bo Ay

{bp < CPy,.VerProof(vky, xp, (cp, €2), 7b) }befo, 1}

Figure 4: CP-SNARK construction for AND composition

We first define relation generators and auxiliary input generators
for this construction.

AuxRG(14) : AuxZ (ck, (crsp, Rp, auxg’))be{o’l}) :
(Ro, auxg)) — ‘Rgo(l’l) aux(ZO) — Zo(ck, Ry, crso, aux(fg))
(R, auxg)) — ‘Rgl(l’l) aux(Zl) — Zi(ck, Ry, crsq, auxg))

return (aux(b))
7 Jbe{o,1}
Z"((ck, Ry g ) (ek™, vk™), (auxg, auxp)) :

5
(aUX(Z))be{o, 1)

return (Rp, auxg))be{oyl}
RG*(11) :
(Rp» auxg))be{o,l}

— Aux(Rg(l’l)

— AuxZ(ck, (crsp, Ry, aux(,f))bs{o,n)
return (RIAQO,Rl’ return (auxg))be(o,l}

(auxg))be(o,l})
RGp(11) :
(Rp» auxg))be{o,l}
— Aux(Rg(l’l)

Zb(ck,Rb,crsb,mg’))

Parse auxg as (Ry_p, (aux%’))be{o’l})
crsi—p < CPi_p.KeyGen(ck, Ri_p)

b
return (R, m(é’) (aUX(Z))bE{O,l} — AuxZ(ck, . ..

b
..., (crsp, Ry, aux<R ))be{0,1})

— (b b
auX(Z> = (crsi—p, (a”X(Z))bE{O’”)

(b)

return aux z

= (Ry_p» (@uxi)pegon})

Figure 5: Relation and Auxiliary Input Generators for AND
Composition Construction

B.1 Proof of Knowledge Soundness

We state the following lemma.

LEmMA B.1. If Com is computationally binding, and if CPy, is
KSND(@b,zb) (where@b,zb are defined in terms of RGp, Zp
in Figure 5) for b € {0,1}, then the scheme CP" in Figure ?? is
KSND(RG*, Z*) where RG*, Z" are as defined in Figure 5.

Proof Let A* be an adversary against the soundness of CP”
with respect to RG* and Z*. Now for b € {0, 1} consider adversary



A} (defined in Figure 6) against CP}, with respect to RGj, and Eb-

By the fact that CP, is KSND(RG}, zb) there exists an extractor

&y such that Pr[GameKSND = 1] is negligible.
RG b Zb> Ap, Ep

We define an extractor &* for CP” in Figure 6, and we claim is

KSND : :
such that Pr[GameRg ze A e = 1]. First observe that with

overwhelming probablhty the values up and u; in &" are equal,
conditioned to the openings being all correct for their respective
commitments (i.e., conditioned to VerCommit returning 1 on each
of them). In fact, if it were otherwise, we could then break the
binding of Com (as done in the proof of Theorem C.1).

We now define the following notations:

{GdCom(cp, up, o) := Com.VerCommit(ck, cp, up, 0p) = 1}pefo,1)
GdCom(cg, ug, 02) := Com.VerCommit(ck, ¢z, uz,02) = 1
GdCom(cg, uj, 05) :== Com.VerCommit(ck, ¢z, uj, 05) = 1
Forb € {0, 1}, by the soundness properties of CPy, and the definition
of &, E* we have that py, as defined below, is negligible.
pp = Pr[b((i) A (=GdCom(cy, up, 0p)V
—~GdCom(cg, uz, 02) V Ry (xp, up, uz, wp) = 0)]
where all the symbols above are as defined in the construction of
&*. Now we can observe that Pr[Game;;Sg’\‘*DZ* A& =1] =
= Pr[b(()?() A b(()}() A (=GdCom(cy, ug, 09)
VvV =GdCom(cy, u1,01) V =GdCom(cy, uz, 02)
V Ro(x0, uo, z; @o) = 0V Ry(x1, u1, uz; 1) = 0)]
< Pr[bgl)() A (=GdCom(cy, ug, 09)
Vv =GdCom(cy, ug, 02) V Ro(ug, uz, wg) = 0)] +
Pr[bg}() A (=-GdCom(cy, u1,01)
v =GdCom(cy, uj,05) V Ri(u1, uj, @1) = 0)] + negl(1)
< po + p1 + negl(A) < negl(1)
where in the last two inequalities we used our earlier observa-
tions on the openings of u; and u; and po and p; being negligible
respectively. |
Ap(ck, (crsb,Rb) aux (b))
Parse auxy

— (b b
Parse aux(Z) as (crsi_p, (3UX(Z))be{0,1))

(x0, x1, (¢) je[:3)>

as (Ry_p» (aUXR )befo,1})

"= (7p)beqo, 1))

* b b
«— A*(ck, (crsg, crsy, R}AQO,R1 ), (aux(R >)be{o,1}, (aUX(Z))be{o,l})

return (xp, cp, C2, 7Tp)

E*(ck, ((crsp)peo, 1}, R R ), auxp (b) aux(b))

auxy = (Ri_p, (@uxy)pe(o, 1>>forb € {01}
m( = (crsi_p, (auxZ )befo,1y) for b € {0, 1}

(x0, o, u2), (00, 02), wo) «— Eo(ck, (crso, Ro), auxy) aUX(O))
R

(Ger, ur, uh), (01, 03), w1) — E1(ck, (crsy, Ry), auxR aux(l))

return ((xp)pefo, 1} (4))je(:3)> (07)jef:31: (@b)befo,1})

Figure 6: Adversary and Extractor for Proof of Lemma B.1
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B.2 Proof of Zero-Knowledge

We state the following lemma.

LEMMA B.2. IfCPy, is zero-knowledge for Com and RG, forb €
{0,1}, then the scheme CP” in Figure ?? is a zero-knowledge CP-
SNARK for Com and RG* (where relation generators are defined in
Figure 5).

Proof We construct the following two simulators for RG* from
simulators for CPgy, CP1. Then ZK follows through a standard hy-
brid argument.

Sérv((chb)be{o,l},(tdf(b))he{o,u,
(xb)be{o,l}’(cj)je[ﬂj)
for b € {0,1}:

(ck RR R)
forbE{O 1}:

(crsp, tdf(b)) — Sl((:)(ck, Rp) tdf(b), x

Tp < Spn,(Cl‘Sb,
-» (cp, c2))

return (77 ) pefo,1}

crs” = (crsp)pefo, 1)

* b
td, = (td(k ))be{o,l}
return (crs”, tdy) 0

C PROOFS FOR THE GENERAL COMPILER

THEOREM C.1. Let CP.RG be a relation generator such that CP.
RG ) € Ry, and let CP.Z be an auxiliary input distribution. Then
the scheme CP in Figure 1 is KSND(CP.RG, CP.Z) and composable
zero-knowledge for CP.RG whenever: (i) ccl1 is ccKSND(ccl1.RG,
ccl1.Z) and composable zero-knwledge for ccll.RG, (ii) CPjjni is
KSND(CPj;nk-RG, CPjink-Z) and composable zero-knowledge for
CPjink-RG, where the relation generators and auxiliary input distri-
butions ccl.RG, ccM1.Z, CPjjn-RG, CPjink. L are the ones in Figure
7. This result also holds when ccll is a cc-SNARK with weak binding
(Definition A.1).

CPlink-RG(1Y) :
(R, auxg) — CP.RG(1%)
crs” « ccll.KeyGen(R)
Parse crs’ as (ck’, ek, vk’)
R°:=(cK, D2, DS, D)

auxy = (ek’, vk’, R, auxg)

CP“nk.Z((Ck, RO), aux°R
Parse aux; as (ek', vk, R, auxR)

Get ck’ from R°

,crs®) :

Parse crs® as (ek’, vk°)
ek := (ck, ek’, ek®); vk := (vK, vk°)
auxz <« CP.Z((ck, R), auxg, (ek, vk))

o
return (R°, auxg) return aux}, := auxz

ccN.RG(1%) :
ck « CP.Setup(lA)
(R, auxg) « CP.RG(1%)

auxp := (ck, auxg)

ccl.Z(R, aux;Q

Parse crs’ as (ck’, ek’, vk’)

,crs’)

Parse auxj, as (ck, auxg)

Build R° from (ck’, D3, D;,, D;))
(ek®, vk°) «— CPj;n-KeyGen(ck, R°)
ek := (ck’, e/, ek®); vk := (vk’, vk°)
auxz < CP.Z((ck, R), auxg, (ek, vk))

return (R, auxp)

return auxy, := (ek®, vk°, auxz)

Figure 7: Relation and Auxiliary Input Generators for Theo-
rem C.1



C.1 Proof of Knowledge Soundness

Proof First, recall that proving the knowledge soundness of a CP-
SNARK scheme CP for relation generator CP.RG means proving
the knowledge soundness of CP as a SNARK for the corresponding
relation generator CP.RGcom that, we recall, honestly generates
the commitment key ck « Setup(lA) and generates (R, auxg) using
CP.R@G and outputs ((ck, R), auxg).

Our proof proceeds in the following steps.

First, assume there exists an adversary CP.A against scheme CP

: : KSND
that runs in the experiment Gamep'q Geum CP.Z and outputs a

tuple (x, (cj)je[e]> 7r) such that CP.VerProof(vk, x, (¢j)je[ ], 7) = 1.
Then, from such CP.A we can build:

(1) an adversary ccl1.A against ccl1 that runs in the experiment

ccKSND : : 1 : _
Game_ % G.c.Z (with the relation and auxiliary input gener

ators ccl.RG, ccl1.Z defined in Fig. 7), and outputs (x,c’, 7’);
an adversary CPj;,, .. A against CPj;, that runs in the experiment

KSND . . g
Game CPunk. RGcom CPin. Z (with the relation and auxiliary input

generators CPjini-RGcom»> CPlink-Z defined in Fig. 7), and that
outputs (¢’, (¢j)jee]> 7°)
The two adversaries ccl1..A, CPj;,. A are defined below. By look-
ing at the way their inputs are sampled in their respective games

KSND
Gameccﬂ.Rg,ccl‘l.Z and GameCPnnk.Rchm,CPnnk-Z’ and how the

relation and auxiliary input generators are defined, the input re-
ceived by CP.A in both simulations (the one by ccl1..A and the one

by CPjink.A) is distributed identically as the input CP..A would
KSND
CP.RGcom,CP.Z"

@)

receive in Game

ccﬂ.ﬂ(R,crs',aux’,aux'Z): CP[ink.ﬂ((ck,RO),crso,aux;’e,aux"Z):

Parse auxy, as (ek’, vk, R, auxg)

Parse aux} as (ck, auxg)

Parse aux’, as (ek’,vk’, auxz)  Parse crs® as (ek®, vk®)

Parse crs’ as (ck’, ek’, vk”)

ek := (ck, ek’, ek®)

vk := (vk’, vk®)

(3, (¢cj)jefer, ) —CP.A(. ..
(ck, R),(ek, vk),auxg,auxz)

Parse auxy, as auxz

Parse R° as (ck’, D3, D, D;))

ek := (ck, ek’, ek®) ; vk := (vk’, vk®)
(x, (¢j)jeres ) « CP.A(. ...

(ck, R), (ek, vk), auxg, auxz)
Parse m as (¢/, 7°, ') Parse 7 as (c’, 7°, )
return (x, ¢, 7’) return (¢, (¢j)jefe)> 7°)

Second, observe that:

o If ccllis ccKSND(ccl.RG, ccl1.Z) then for every ccl1..A there
exists an extractor ccl1.& that returns ((u} )jele)s o> w') such that
ccKSND _ : S

Pr[Gameccn.Rg&Cn.Z’Ccn_ﬂ’ccn.a = 1] is negligible.

o If CPjini is KSND(CPjink-RGcoms CPlink-<Z) then for every

CPjink-A there exists extractor CPj,.& that returns ((u}?)je[g],

(o}?) je[¢]» @°) such that the following probability is negligible

Pr[GameKSND =1].
[ CPlink-R G coms CPiink - Z, CPlink - A, CPiink . & ]

Hence, let ccl1.E and CPj;,,i.& be the extractors corresponding to
our adversaries ccl1..A and CPjj, . A respectively. From the ex-
istence of the two extractors ccl1.& and CPj;,..& we construct
extractor CP.&E as below.
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CP.&((ck, R), (ek, vk), auxg, auxz) :
Parse ek as (ck/, ek’, ek®), vk as (vk’, vk®)

crs’ = (ck’, ek’ vk'); aux := (ck, auxg); aux’, := (ek®, vk°, auxz)

((u})je[[]s 0/, ') « ccM.E(R, crs’, auxy, aux’y,)
R*:=(cK, D3, Dy, D,); auxi= (k' vk, RY, auxg); auxy i=auxz
(@})jerer: (07)jefe1: @°) — CPiin-E((ck, R®), crs’, auxi, auxy)

return ((u3) e[z}, (07)jefers @)

Combining the steps above, we have shown that for any CP ad-
versary CP.A there exists a corresponding extractor CP.E. We are

KSND — —
left to prove that Pr[GameCP.RQCOm,CP.Z,CP.:}[,CP.S = 1] = negl.

Recall that the output of CP.A is of the form (x, (¢i)jele)s n) with
7w = (c’,n°, n),and for CP.& is of the form ((u}?)je[g], (0;)je[[], w’).
For convenience we use the following shorter notations about
“good proofs” and “good commitments”:
GdPf(rr”) := ccl.VerProof(vk’, x,c’, 7’) = 1
GdPf(7°) := CPjj, . VerProof(vk®, ¢’, (ci)jerers %) =1
GdCom(Cj,u;) := VerCommit(ck, Cj,u;,o;) =1
GdCom’(c”,u°) := cclN.VerCommit(ck’,c’, W})jefe ©°) =1
GdCom’(c’,u”) := ccll.VerCommit(ck’, ¢/, (uj'.)je[g], o)=1

R°(x°,u°, ©°) := ccM.VerCommit(ck’, x°, (u;)je[g],wo)
Let us define the following events:

bad := ( \/ ~GdCom(cj, u;) vV ~R(x, u®, "))
Jjelel
bad’ := (=GdCom’(c’,u") V =R(x,u’, 0"));
bad®:= ( \/ —|GdCom(cj,u;)VﬁGdCom(c',xo)v—-RO(x°,uo, w°%))
Jjell]
By the knowledge soundness of CPj;, and ccl1 we have that
Pr[GdPf(z°) Abad®] = negl(1) and Pr[GdPf(z") A bad’] = negl(1),

and we abbreviate n) := negl(1) for convenience. Let us now first
consider the case when cc-SNARK is binding and observe that:

KSND _
Pr[cameCP.Rgcom,CP.Z,CP..ﬂ‘CP.S =1]

= Pr[GdPf(xr") A GdPf(7°) A bad] (1)

< Pr[GdPf(7°) Abad®]+Pr[GdPf(r") Abad AR(c’, 1’ @°) /\ GdCom(c;,u)] (2)
Jele]

< Pr[GdPf(r")A=R(x, u°, @) AR°(c’, u°, @°)] + ny (3)

< Pr[GdPf(")A—R(x, u°, @') A R°(c,u’,°)A(=R°(c,u), 0’ )Vu' =u’)]| + (4)

[

[
Pr[R°(c’, u°, @°)AR°(¢’, ', ') At/ # u°] +ny
Pr[GdPf(zr’)A=R(x, u°, @ )AR°(c,u’, ) A(=R(c’, v, 0" )Vu' =u®)]+n, (5)
Pr[GdPf(r’) A ((=R(x, u’, ©") AR°(c", t/, 0°)) V

(=R°(c", v/, 0') A =R(x, u°, ") AR°(c’, u°, ©°)))] +ny (6)

< Pr[GdPf(x') A (=R(x, u’, ©') V =R°(c’, u’, 0'))] + ny 7)
< negl(1) 8)

<
<

Above, (1) follows by spelling out the winning condition of the
experiment considering our construction of CP.VerCommit; (2)
follows first partitioning over bad® and then by observing that
—bad®:=R°(c’u%w°) A je[r] GdCom(cj, uj), (3) follows by knowl-
edge soundness of CPj;,; (4) follows after partitioning on the event



Sig(ck,R)

(crs’, tdy) Sl'(g(R)

Parse crs’ as (ck’, ek’, vk’)

(crs®, tdy) « Slfg((ck', D, D))
crs = (crs®, crs); tdy = (tdy, td})

return (crs, tdy)

Sprv(cr57 tdy, x, (Cj)je[(’])
Parse crs as (crs®, crs’)

Parse tdy as (tdy, td})

Parse crs’ as (ck’, ek’, vk’)

(¢, 7') & Spry(ers’, tdy, x)
7% Sy (ers®, tdy, ¢, (¢j)jee))
= (c, n°% ')

return

Figure 8: Zero-knowledge simulators for our generic CP.

Ro(c"u’0") Au’ #u% (5) is by the binding property of the commit-
ment of ccl1;!® (7) holds by using that Pr[((E; AEDV(E2 AE)))] <
Pr(E; V Ey)]; finally, (8) follows by knowledge soundness of ccll.
The case of weak binding. Let us now consider the case in which
cclThas only weak binding. In this case the commitment returned by
ccl1.Prove refers to the whole witness w = u, which in the previous
proof means that the value o’ returned by ccl1.E is empty.

To show that with this change the adversary and extractor still
have negligible probability of making the knowledge soundness
experiment output 1, we closely follow the analysis we already
carried out by equations 1 through 8 above. We slightly deviate
after (3) and obtain

KSND _
Pr[Gamecp 'z cp.z.cp.acp.e = U

< Pr[GdPf(x”) A =R(x,u°) A R°(c’,u°, 0°)] + negl(1) (3)

< Pr[GdPf(r") A—R(x, u®) ARYc"u’0°) A (=R (c"u,0" ) Vu' =u®)] +
Pr[GdPf(x")A=R(x, u®) ARYc"u’ ) AR w0 Y A" #u°] + ny

For the case u’ = u°® we proceed exactly as before. For the case

u’ #u°, defining comsOpen:=R°(c’,u®, @°) A R°(c’,u’, 0’), we have
Pr[GdPf(x")A=R(x,u’) AcomsOpenA u’ # u°]

< Pr[GdPf(x")A=R(x,u°)AcomsOpen A u” # u® AR(u’, w’)] + n;

< negl(1)

where the two inequalities follow respectively from the knowledge
soundness and weak binding of ccll. O

C.2 Proof of Zero-Knowledge

Proof Let A be an adversary. Since the scheme CPy;, is zero-
knowledge there exists a simulator S° = (Sog,SgW) such that
keys and proof indistinguishability hold for A as in Definition A.2.
Similarly, since the scheme ccll is zero-knowledge!® there exists
a simulator S" = (S g,Sérv) such that keys and proof indistin-

guishability hold for A as in Definition A.4. In Figure 8 we show
simulators S = (Skg, Sprv) for the CP scheme of Figure 1, and be-
low we argue that keys and proof indistinguishability hold for such
simulators.

18 We can do this through an adversary that would first run A and & and then return
(¢, (W, 0°), (W, 0)).

1We notice that for this proof we only need the zero-knowledge of ccl, and it does
not matter if ccl1 has binding or weak binding.
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HSprv(crs, tdy, x, w)

Parse x as (x, (¢) je[e])

HS)g(ck, R)
crs’ « ccll.KeyGen(R)

Parse crs’ as (ck’, ek’, vk’) Parse crs as (crs®, crs’)
(crs®, tdy) «
8¢ (ck. DS, D5, D2)

— o 7y, — o
crs := (crs®, crs’); tdy = td},

Parse w as ((u}) jee)> (0))je[¢]> @)
Parse crs’ as (ck’, ek’, vk’)
Parse tdy as (tdy, td})
return (crs, tdy) (¢, n’, o) «

ccll.Prove(ek’, x, (1) el @)
7% — Sprlers®, tdy, ¢, (cj)jere))

return (¢, n°, 7’)

Figure 9: Hybrids for proof of ZK of Theorem C.1 (differ-
ences with original simulators in blue).

Proof indistinguishability: fixed arbitrary A, x, (¢j)je[e)s
(0))je[e]> (W) jefe)> s we define three hybrids (Figure ??): Ho, Hi
and Hsijm, and claim that Hy ~ H; ~ Hgim, which, by definition of
the hybrids, implies proof indistinguishability. We skip the proof
of the claim as it follows from a standard hybrid argument.

Below we use the same notation as in Definition 3.1: define
x = (x, (cj)jerep)s W = ((uj) je[e]> (0f)je[e]> @); the relation R
over pairs (x, w) both tests commitment openings and the
underlying relation R. Hj is defined as the probability that
an adversary outputs 1 when a proof is computed through
CP.Prove. This is the same as in Definition A.2 for the case in
which A takes in input an actual proof:

(R, auxg) — RGcom(1V);
Ho := Pr |(crs, tdy) < Sig(R);

7 «— CP.Prove(crs, x, w)

R(x,w)=1A
" Alcrs,auxg, ) =1

In H; we replace the sub-proof 7° for CPy;, with its respec-
tive simulated version (see Figure 9 for a definition of HSpyy):

(R, auxg) « ﬂgCom(l/l);
Hi :=Pr |(crs, td) < Sig(R);
7 — HSprv(crs, tdy, x, w)

R(x,w)=1A
" Alcrs,auxg, ) =1

We define Hiin, as the simulated proof output as in the stan-
dard zero-knowledge experiment (Definition A.2). We point
out that the only change from H, consists in replacing the
actual proof for ccl1 with its simulated version:

(R,auxg) — RGcom(1);
Hsim := Pr [(crs, tdy) < Sig(R);
7 — Spry(crs, tdy, x)

R(x,w)=1A
" Alcrs,auxg, ) = 1

Figure 10: Hybrids for proof indistinguishability of CP.

Keys indistinguishability: we proceed by a standard hybrid ar-
gument. Consider the hybrid simulator H S\, in Figure 9. By con-
struction of HS\, and the keys indistinguishability for Slig’ Slig
we have that:



7(Ck, R, aUXR) — RQCOm(lA);
crs CP.KeyGen(ck,R) = 1
7(Ck, R, aUXR) — RgCom(lA);
| (crs, tdy) «— HSyg(ck,R)
7(ck, R, auxg) « Rgcom(lA)Q
7(crs,tdk) — Skg(Ck’ R)

Pr . Alck,crs,auxg) = 1

. Alck,crs,auxg) = 1

. Alck,crs,auxg) = 1

D SUPPLEMENTARY RESULTS ON CPynk

This section contains the security proof and an extension of the
CPjink scheme.

D.1 Proof of CPy,, Security

In the following theorem we show that CPyj, is knowledge-sound
and zero-knowledge assuming so is ss[1.

THEOREM D.1. Let CPjj,.RG be a relation generator and
CPjink-Z be an auxiliary input distribution. If ssI is KSND(ss[1.RG,
ssl.2Z) where ssI1.RG is a relation generator as in Figure 11 and
ssl1.Z = CPjji.Z then the CP-SNARK construction CPy, . given
above is KSND(CPj;k-RG, CPjink-L). Furthermore, if ssI is com-
posable ZK for ssT1.RG, then CP |, is composable ZK for CPji,.RG.

ssl.RG(11) - (M1, auxy)
[71]1 — Ped.Setup(lA) using distribution D

(R, auxy) « CPlink.RG(11) ; Define [M]; from [h]y, R°®

Figure 11: Relation generator on which we base ss[1 security.

Knowledge Soundness. Consider an arbitrary adversary A against
CPjink- From A we can construct an adversary A’ against ssl1 as
follows.

8(([?1]1,R°), Crs, auxg, auxy) :

Compute matrix [M];

A’ ([M]y, crs, auxg, auxy) :
Extract [)?]1, [fz]l from [M];
([X]1, ) «

A(([R], R®), crs, auxg, auxz)
Parse [X]; as ((¢j)je[e)> €))

return (', (¢j)jefe)> )

W e

ssl1.E([M]y, crs, auxg, auxz)
Parse w as ((0;)je[¢}» 0’ (i) je[e])
return ((ii;) je¢} (05) jefe} ©)
By knowledge soundness of ssf1, for every such A’ there is an
extractor ssl1.&, that we can use to build the above extractor & for

A. In particular, the knowledge soundness of ssI1 and the definition
of M give us that &’s output is such that:

ss1.VerProof(vk, (Cj)je[f],cl) =1 A
pel (V (¢ % @) - g nlt) v
Jjeld]

T
¢ # (i ,...

< negl()

i) - 1fh)
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Hence we can conclude that Pr[GameE?’?ﬁ.Rg,CPnnk.Z,ﬂ,& =1]
= Pr[GdPf A (BadComm V BadRel)] < negl(1) using: GdPf :=
CPjink-VerProof(vk, ¢’, (¢)jefe}, ) = 1, BadComm =V je[¢) ¢j #

(Oj,ﬁ}r) . [h[O,an]b BadRel := ¢’ # (O/,L_tir, . ,ﬁ;) [fh.
Zero-Knowledge. From the zero-knowledge property of ssl1 we
know there exists a simulator ssl1.S = (ssI1.Syg, ssM1.Sprv) such
that keys and proof indistinguishability hold for an arbitrary A
as in Definition A.2. We now define the following key simula-
tor CPjiyk-Sig such that CP“nk.Skg([I;]l,R") = ssl.Syg(IM]1).
Keys indistinguishability follows directly from the assumption on
ssM1.Syg. Analogously, we obtain proof indistinguishability by de-
fining a proof simulator CPjjny.Spry such that CPjjn.Spry(crs, tdy,
¢ (ej)jeqe)) = sSTLSprylers, td [£1), with [£] = ((¢))jefe. ')

D.2 An extension of CPj, for Prefixes of a
Committed Vector

Fixed a security parameter A (and the bilinear group setting for

A as well), R;re is a relation over (Dyx X D1 X -+ X Dp X D),

where Dy = Gy, D, = ZZ“’H and D; = Zgj for some n; such

that n, + Xjnj = m. R5.

[f]: € G™*1, and is defined as:

is parametrized by a commitment key

-

i) [fh

Similarly to the case of R°, this relation can be expressed as a
linear subspace relation, Ryp([X]1, W), where M, X, w are as follgws:

- - 2, T
R;,e(c',(uj)je[g],(ugﬂ,o')) =1 =(",4],..

M ——
X - - . 01
o~ |ho0...0 Ohll,nlj 0 .
c1 0hyp...0 0 O h[l,nzj :
. . Op
N : o : o
ce 00...h0 0 0 chin, O 1
’ - - - -
¢ 00...0 fofirnfim+rngl - Siney1 fing+1,
nel neal ||
Uet1

Given the above encoding, it is straightforward to extend our

scheme CPjj,, to support the relation Ry, instead of R°.

E DESCRIPTION OF CP[?

The description of our scheme CPEﬁd follows:

CP]Fi’ﬁd.KeyGen(ck, Rg"'): parse ck = [E]I € G;"“. Use [fl]l and
RE" to build a matrix [M] as in equation (2). Compute
(ek, vk) « ssl.KeyGen([M];) and return (ek, vk).

CP]Fi’ﬁd.Prove(ek, J_C', (cj)jE[l’]’ (ﬁj)jE[f]’ (Oj)jE[f]): define [)_f/]] and w’
as in equation (2), and return = < ssl1.Prove(ek, [X"]1, W’).

CPEﬁd.VerProof(vk, ¥,(cj)jere) ) set [¥']1 as in (2) and return
ssI1.VerProof(vk, [X]1, 7).

We state the following theorem. We omit the proof, which is
essentially the same as that of Theorem D.1.

THEOREM E.1. Let F € ZNX™ be a matrix from a distribution
Dumix, and Z be an auxiliary input distribution. If ssl1 is KSND
(ssl1.RG, Z) where ssI1.RG is a relation generator that samples
ck and F <« Dy, then the CP-SNARK construction CPEﬁd given



above is KSND(Dmix, ). Furthermore, if ssI is composable ZK for
ssl1.RG, then CP]F;Ed is composable ZK for Dmix.

F A ZKSNARK FOR LINEAR SUBSPACES

Here we recall the QA-NIZK scheme for linear subspaces IT/; of
Kiltz and Wee [48], in the MDDH setting where k = 1.

ssl1.KeyGen([M]; eGiXt):lz —7Z. a s Zg;P:= MTk;C:=a-k;
return ek := [P]; € Gf; vk := ([C]s, [a]2) € Gé X Ga.
ssl1.Prove(ek, [¥]1, w): return []; < w' [P]; € Gy;
ssI.VerProof(vk, [¥]1, []1):] check that [¥]] - [C]z = [x]; - [a]2.
ssﬂ.Skg(l’l): run as ssl.KeyGen and output tdy = k and (ek, vk).
ssM.Spry(tdy, [X]1): return [7]; « ET[)?]l.
In the following theorem we prove the knowledge soundness of the
scheme given above. The proof holds under the discrete logarithm
assumption in the algebraic group model of [32]; this can also be
interpreted as a proof in the (bilinear) generic group model. We

also note that a similar proof about the use of this scheme in a
non-falsifiable setting [48] also appeared in [30].

THEOREM F.1. Assume that Dty is a witness sampleable matrix
distribution. Then, under the discrete logarithm assumption, in the
algebraic group model, the QA-NIZK 11, in [48] (in the MDDH setting
k = 1) is a knowledge-sound SNARK for linear subspace relations
with matrices from Dmtx.

Proof Consider an algebraic adversary A against the knowledge
soundness of ss[1. Its input consists of the matrix [M]; and the
associated auxiliary input aux, along with the common reference
string [P]1, [C]2, [a]2. Let [Z]; be a vector that contains M and the
portion of aux that has elements from the group Gy, and also assume
[Z] includes [1]1. A returns a pair ([X]1, [7]1) along with coefficients
that “explain” these elements as linear combinations of its input in
the group Gj. Let these coefficients be:

Xl =
(7]
We define the extractor & to be the algorithm that runs the algebraic
A and returns w := 7, i.e., the coeflicients of [x]; corresponding
to P. Next, we have to show that the probability that the output of

(A, &) satisfies verification while ¥ # Mw is negligible. In other
words, assume that the output of A is such that:

[Z]] - [a- K]z = [x): - [a]2

If A returns such a tuple with non-negligible probability, we show
how to build an algorithm 8B that on input ([k];, [k]2) outputs
nonzero elements A € ZfIXl, be Zfl, cEZg such that

Xo [Pl + X1 [Z]1 = Xo [MTK]1 + X5 [Z]4

7y [Pl + 7] 211 = 7y [MTkl1 + 7] [Z]h

and [¥X]; # [M]17

KTAk+kTb+c=0
Such a B can in turn be reduced to an algorithm B’ that solves
discrete log, i.e., on input ([a]1, [a]2) return a.

Algorithm B([I_é]l, [E]z) proceeds as follows. First, it uses Dmix
to sample ([M];, aux) along with its G; witness (i.e., a vector Z of
entries in Zg). Second, it samples a «s Zq and runs A([Z, P, [a, a-
E]Z) (notice that A’s input can be efficiently simulated). Third, once
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received the output of A, B sets A := Xy M7, b= X1Z—-M 7 and
¢ = —7] Z. Notice that

kKTAK+kTb+c KT XoMTk+kTX1Z—k M7 — 7, Z
= KT XoMTk+k' X4Z-n
= KZi-z=0

Also, one among A, l_; and ¢ must be nonzero. Indeed, if they are all
zero then X1Z — M7 = 0, that is ¥ = M7, which contradicts our
assumption on A’s output.

To finish the proof, we show how the above problem can be
reduced to discrete log in asymmetric groups, i.e., 8’ on input
([al1, [a]2) returns a. B’ samples 7,5 € Zfl and implicitly sets

-

k := a -7 +5. It is easy to see that ([E]l, [12]2) can be efficiently
simulated with a distribution identical to the one expected by 5.
Next, given a solution (A, b, ¢) such that kTAk+kTb+c=0o0ne
can find a’,b’, ¢’ € Zg such that:

(@F+35)T A(aF+5) +(aF +3) b +c

PFTAF) +a- (FTAS+5TAF+77b) + GTAS+57 b +¢)

da’+ba+c

0 =

In particular, with overwhelming probability (over the choice of
§ that is information theoretically hidden from $B’s view) ¢’ # 0.
From this solution B’ can solve the system and extract «. |

G A CONSTRUCTION OF POLYCOM AND
CPpoLy FROM ZK-VSQL

We show a pairing-based construction of the commitment PolyCom
and CP-SNARK CP |, that are “extracted” from the verifiable poly-
nomial delegation scheme of Zhang et al. [71]. Basically, we separate
the algorithms related to committing from the ones related to prov-
ing and verifying evaluations of committed polynomials. Except
for that, the only noticeable difference is that in our case we can
prove that ¢, opens to y = f(X) (with respect to ¢y which opens to
f) for a given ¢ instead of one that is freshly generated at prov-
ing time. As we show below, this difference would matter only for
zero-knowledge, for which we give a proof a slightly different than
the one in [71].

Setup(1%): let ¥ be p-variate polynomials of degree d in each
variable. Sample a, 8,51, .. .,5y+1 ¢$Zg uniformly at random,
compute P = [[T;cw si, @ [1;ew sil1, and output
ck = (P, [sp+1, aspy+1, Bsp+1lt, [, Bosts .o uspril2)

ComPoly(ck, f) — (cf,0r): sample of «sZgq, compute cfy =
[f(s1,- - osp) +opsurili, cp 2 = [a(f(s1, ..., sp) +0psp+1)]1 and
output ¢f = (cf,1,¢f,2)-

ComVal(ck,y) — (cy,0y): sample oy <sZg, compute cy1 =
[y +oysy+1li ey, = [Bly + Ofsl,+1)]1 and output ¢y = (cy,1,¢y,2)-

CheckCom(ck, c): we assume one knows the type for which ¢ was
created. If type = pol, output 1iff ¢1 - [a]z = ¢ - [1]2. If type = val,

output 1iff ¢1 - [Bl2 = ¢2 - [1]2.
VerCommit(ck, ¢, f,0)—b : output ¢ 2 [f(s1s..80) + 0sps1lt.

THEOREM G.1 ([71]). Under the (i + 1)d-Strong Diffie Hellmand
and the (d, 1)-Extended Power Knowledge of Exponent assumptions



(see [71]), PolyCom is an extractable trapdoor polynomial commit-
ment.

The proof of the theorem follows from Theorem 1 in [71]. The only
property that is not proved there is the trapdoor property, which
is however straightforward to see if one considers a simulator S
that sets the values a, f8,s1, . . ., sy+1 as trapdoor.
Next, we show a CP-SNARK for polynomial evaluation relations

Rpo]y:
CPpoly-KeyGen(ck): set ek := ck and vk := ([a, B, 51, .. ., sp+1]2)
CPpo|y.Prove(ek, % f,v, or, oy): sample o1,...,0y <$Zg; find

polynomials g; such that f(Z1, ..., Zy)+0rZys1—(y+0yZy+1) =

! p
_Zl(Zi—Xi)(qi(Zi, ey Zp)+0iZyr1)+ X (o —oy— ‘21 0i(Zi—x;).
i= i=

For i = 1 to p, compute ¢; = (cj1,¢i,2) = [qgi(s1,...,s,) +
0ip+1,a(qi(s1, - - > Sp) + 0iSpr )], Cuv1 = (Cp1,1,Cp41,2) =
lof —oy — X4, 0i(si —xi), a(of — 0y — T, 0i(si —x;))]1. Output
T = (Cl, .
CPpoly .»Cu+1), output
CheckCom(vk, cf) A CheckCom(vk, cy)) /\fjl1 CheckCom(vk, ¢;)
and (cr,1 — ¢y,1) - [1]2 = cpr1,1 - [sp+1l2 Sh e [(si = xi)l2.
THEOREM G.2 ([71]). Under the (i + 1)d-Strong Diffie Hellmand

and the (d, 1)-Extended Power Knowledge of Exponent assumptions
(see [71]), CP is a zero-knowledge CP-SNARK for R

o Cp+l)~
-VerProof(vk, X, c¢, cy, 7): parse 7:=(ci,. .

poly poly-
Correctness and knowledge soundness are immediate from The-
orem 1 in [71]. The only difference is in the zero-knowledge prop-
erty. For this, consider the following proof simulator algorithm,
Spn,(td,)_c', cf,cy): for i = 1 to p, sample ¢; 1 «—sG; and compute
ci,2 = a - ¢j,1. Next, compute cy+1,1 such that (Cf’l —cy1) - [12 =
cu+1,1 " [Sp+1le + Zf-l:l ci,1 - [(si = x;)]2 holds and set cy41,2
B+ cp+1,1. It is straightforward to check that proofs created by Spry
are identically distributed to the ones returned by CP,q, .Prove.

H MORE ON CP-SNARKS FOR POLYCOM

In this section we present more CP-SNARKSs for PolyCom, for which
we first give formal definitions:

Polynomial Commitments. The specific commitment scheme
we consider here is the polynomial commitment underlying the
verifiable polynomial delegation (VPD) scheme of Zhang et al. [71].
In a nutshell, a VPD allows one to commit to multivariate poly-
nomials and later prove their evaluations (also committed) at a
public point. Here we show that their VPD scheme can be seen
as a CP-SNARK for such polynomial commitment, for relations
encoding polynomial evaluations. Namely, whereas in [71] VPD is
presented as a single primitive, here we separate the commitment
scheme from the argument system. With this simple change (to-
gether with a slightly stronger zero-knowledge notion) we can use
our composition results to argue security when commitments are
reused across different proofs.

Formally, we consider a commitment scheme whose message
space D includes both values in a finite field F and a class ¥ of
polynomials with coefficients in F, with p variables and maximal
degree d in each variable. We denote these partitions of D = FUF
as Dol = F and D, = F and we use a flag type to differentiate
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between them so that f € ¥ when type = pol, and f € F when
type = val.2% In addition to satisfying the notion of Definition 2.2
we assume the scheme to be knowledge extractable and to have a
trapdoor generation. For convenience, we summarize its definition
below.

Definition H.1 (Extractable Trapdoor Polynomial Commitments).
An extractable trapdoor polynomial commitment scheme for a
class of polynomials ¥ is a tuple of algorithms PolyCom = (Setup,
Commit, CheckCom, VerCommit) that work as follows.

Setup(lA) — ck : takes the security parameter and outputs a com-
mitment key ck.

Commit(ck, f,type) — (cg,0r) : takes the commitment key ck, a
flag type € {pol,val} and an element f € Dyype, and outputs a
commitment ¢ and an opening or. We use ComPoly(ck, -) and
ComVal(ck, -) as shorthands for Commit(ck, -, pol) and Commit
(ck, -, val) respectively. We also assume that type is part of cf,
namely it is not hidden.

CheckCom(ck,c) — b : takes as input a commitment ¢ and accepts
it as valid (b = 1) or not (b = 0).

VerCommit(ck, cf,f, of) — b : takes as input commitment c, ele-
ment f € D and opening of, and accepts (b=1) or rejects (b=0).

PolyCom must satisfy correctness, binding and (perfect) hiding as

in Definition 2.2 (with the additional requirements that correctness

also implies that CheckCom accepts, and binding holds for adver-
sarial commitments that are accepted by CheckCom). In addition

PolyCom must satisfy the trapdoor and extractability properties

defined below.

TRAPDOOR. There exists three algorithms (ck,td) « Sck(l’l),
(¢, st) « TdCom(td, type) and o «— TdOpen(td, st, c, f) such that:
the distribution of the commitment key returned by S is
perfectly/statistically close to the one of the key returned by Setup;
for any type € (pol,val), any f € Dyype, (c,0) = (c’,0’) where
(c,0) « Commit(ck, f,type), (¢/,st) « TdCom(td,type) and
o’ « TdOpen(td, st,c’, f).

EXTRACTABILITY. PolyCom has knowledge extractability for auxil-

iary input distribution Z if for every (non-uniform) efficient adver-
sary A there exists a (non-uniform) efficient extractor & such that

Pr[GameeZ’f”ﬂ & = 1] = negl. We say that PolyCom is knowledge
extractable if there is a benign Z such that the above holds.
extr
Game' Zae

ck « Setup(lA), auxy «— Z(IA)
¢ «— Alck, auxz), (f, 0) « &E(ck, auxz)
return 1 iff: CheckCom(ck, ¢) =1 A VerCommit(ck, c, f, 0) =0

LinearRLY HomomoRrpHIC COMMITMENTS. For the constructions
presented in this section we assume that the commitments are lin-
early homomorphic. That is we assume existence of a deterministic
algorithm (¢’,0") « HomEval(ck, g, (¢j)je[¢], (0))je[¢]) such that,
for a linear function g : Fl > F,if VerCommit(ck, ¢, aj, 05) = 1
then VerCommit(ck, ¢’, g((aj);e[¢]),0') = 1. In the paper we as-
sume HomEval takes in the vector of £ coefficients of g.

20Note that the only ambiguity can occur when differentiating a degree-0 polynomial
from a point.



Zero-knowledge CP-SNARKSs for PolyCom. In the construc-
tions of this section we use the following existing CP-SNARKs for
the scheme PolyCom:

o CPeq: a CP-SNARK for relation Req(u1,u2) = u1 z uy, where
ui,uy € F.

e CP,4: a CP-SNARK for relation Rp4(u1, uz, u3) := u3 2 U1 - Uy,
where u1, us,u3 € F.
o CPpoly: @ CP-SNARK for the relation Ryl over Dy X D1 X Dy

where Dy = FF, Dy = F, Dy = Fand Ry (%, f,y) =y 2 f().
For zero-knowledge, we assume that CP,, satisfies a notion
where the commitment key is generated in trapdoor mode and
the CP )y simulators (Sig, Sprv) get access to the commitment
trapdoor produced by Si. Note that such notion is weaker than
the one of Definition 3.1 but sufficient to argue that a scheme
satisfying this notion is a cc-SNARK.
In Appendix G we show pairing-based constructions of PolyCom
and CP),, extracted from the verifiable polynomial delegation
scheme of Zhang et al. [71]. As observed by Zhang et al. construc-
tions for CPeq and CP, g can be obtained using standard techniques
from classical sigma-protocols. Finally, we observe that all these
schemes share the same (deterministic) KeyGen algorithm that, on
input the commitment key ck, simply partitions the elements of ck
into ek = ck and vk = cvk, where cvk is a subset of the elements
in ck that is sufficient to run algorithms CheckCom, ComVal and
HomEval.

H.1 Our CP-SNARK for Sum-check

We give a full description of the interactive protocol in Figure 12.
Proof We show the security of our protocol by reducing it to
the one of [71, Construction 2]. For this let us recall the following
theorem from [71]:

TaEOREM H.2 ([71, THEOREM 2]). For any u-variate total-degree-d
polynomial g : F*¥ — F with m non-zero coefficients, assuming Com
is an extractable linearly homomorphic commitment scheme, and
CPeq is a zero-knowledge non-interactive argument for testing equal-
ity of commitments for Com, then there is an interactive argument
for the relation

VerCommit(ck, ¢;,t,04) = 1At = Z g(g)
be{0,1}#
Moreover, we recall below the last two steps of Construction 2

in [71] (i.e., Construction 2 is the same as in our Figure 12 with the
blue part replaced by the following steps):

1: Common input: ¢z, g;  P’s input: (¢, 04)

2: P (c;, o;) «— ComVal(ck, g(3)),
3: 7" = CPeq.Prove(ck, (c;‘,, comy,), g(3), (of,, Pu))
4: P—>‘V:c;,o*,7t*

5: V : VerCommit(cvk, c:,, g(s), OZ)ACPeq.VerProof(vk,(cZ,com#), ")

For knowledge soundness, the idea of the proof is that for any
adversary A against CPsc we can create an adversary 8 against
Construction 2 in [71].

Similarly to [71], we begin by observing that the commitments
c1, ¢z as well as all the commitments comg;’s sent during the p
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rounds are extractable. By extractability, for any successful A there
exists an extractor & # that, on the same input of A, outputs with all
but negligible probability valid openings of all these commitments.
Thus we define B as the adversary that executes (A, & 4), obtains
g1, g2, reconstructs the polynomial g(§), and then keeps executing
A until the end of the protocol, forwarding its messages to its
challenger. This is done until the last step where A sends c{, c;, 7*.
Notice that 8 also has the commitments comg; sent by A in step
u as well as their openings extracted through & 4. Thus, 8 can
compute homomorphically the commitment com,, and its opening.

With this knowledge, 8 executes the last two lines in Figure 12
(acting as the verifier): if all verifications pass and B has an opening
of comy, to ¢(5), then it executes the lines 2-4 above and sends
(c;j, o;",, 7*) to its challenger.

If all verifications pass but 8 has an opening of com,, to a value
different from ¢(3), then it must be the case that A cheated in one
of the proofs 1, 72, 7*. By the knowledge soundness of CPpoly and
CPpq this however occurs only with negligible probability.

To show zero-knowledge, we build a simulator that can simulate
the verifier’s view without knowing the prover’s input. Our sim-
ulator is the same as the one in [71] up to their step (d). For step
(e), we let our simulator additionally create commitments (ci, cé) to
dummy values and then run the ZK simulators of CP 1y and CPpq
to simulate proofs (71, 72, 7%). By the proof in [71], the verifier’s
transcript except for the last message (c{, cé, 71, 72, %) is indistin-
guishable from an honest one. The indistinguishability with respect
to the last message follows immediately from the zero-knowledge
CPpoly and CPpq. O

H.2 Proof of security of CPy,q

Proof  Let Aj,q be the adversary against CP},,q that, on input
(ck, eks, ekp) and interacting with the random oracle H, returns a
statement (c;j);e[:3) and a proof 7 that verifies correctly. For any
such Aj,q we can define a non-interactive adversary ﬂ;a 4 that
additionally takes as input a sequence of random values 7;, for i = 1
to Q, such that 7; is used to answer the i-th query of Ap,q to the
random oracle H. For any Aj,,4 making Q queries to H there exists
an index i € [0, Q] such that the commitments (c;);¢[.3) returned at
the end of its execution were queried to H in the i-th query (letting
i = 0 being the case in which they were not asked at all). From the
above adversary ﬂ;a 4 We can define Acom as the non-uniform
adversary that on input (ck, eks, ekp, 71, . . ., Fi—1) runs Ap,q (in the
same way as ‘ﬂ;ad does) up to its i-th query H((c;j);¢[:3)) and returns
(¢j)je[:3)- By the extractability of the commitment, for Acom there
exists an extractor Extcom that on the same input of Acorm outputs
openings (&) je[:3], (0j)je[:3]- We define the extractor &p,q to be
the one that runs Extcon, and returns its output. Notice that by
the extractability of PolyCom it holds VerCommit(ck, c;, ii;, 07) for
j =0, 1,2 with all but negligible probability.

Next, we need to argue that this adversary-extractor pair (Apaq,
Ehad) has negligible probability of winning in the knowledge sound-
ness experiment. From Ay _, we can define two adversaries A,
and Ay against CPp,o1y and CPsc respectively, and by using the
knowledge soundness of the two CP-SNARKSs we have that for each
of these adversaries there is a corresponding extractor that gives us
avalue t such that 7ig(¥) = tand t = ZZE{O,]}# eq(7, 5)121(5)122(5)



Protocol IT:

Common input: ¢, go, €1, C2;

fori=1...pu:
P hl(X) = Zle,...,b#E{O,l}g(sl’ .-

P : compute {(comaj, paj) «— ComVal(ck, aj)}k

j=0°

k
P—V: {comaj }j:O, Teq

V->P:s;€F

endfor

P —V:cl, ey m, mp

P : t; « hi(s;), (com;, p;) « HomEval(ck, (1, s;, - .

P’s input: (¢, 0z, g1, 01, g2, 02)
P 1 9(S) = [13209:(S) co 1= c1, to 1= £, po = 0r, let f(Ao, ... Ap) 1= Ao+ K A7 =21, ..

- Si-1, X, biy, .

(com}_y, pj_;) < HomEval(ck, f, {coma, }5_o). {pa; }iy)

Teq < CPeq.Prove(ck, com;_1, comj_y, ti1, gi(0) + gi(1), pi-1, pj_;)

V : {CheckCom(cvk, comaj)}jl-czo, compute (comj_;, -) < HomEval(ck, f, {comaj }]]-‘:0), )

V : CPeq.VerProof(cvk, com;_1, comj_y, Teq)> Si < F, (com;, -) « HomEval(ck, (1, s;, . .
k k k
) ), {Comaj }j:(), {Paj }j:O)

P {(c}, o}) « ComVal(ck, g} := gj(5)), 7j « CPpqly.Prove(ek, 5, (c;, cj'.), (9j» g]’«), (0, 0}))}]':1,2
P : (cy, 0]) « HomEval(ck, go(3), c7, 0}), 7° — CPprq-Prove(ck, (¢, 3, comy), (9o(5) - g1, 95, 9(5)), (07, 05, pp))

V : A\ j=1,2CheckCom(cvk, c}) A CPpoly - VerProof(vk, s, c;, c}, ;)
V :(c}, -) « HomEval(ck, go(5), ¢}, -), CPprq.VerProof(vk, (c, ¢j, comy,), 7*)

by = z};oajxf

1)

k k
-5 S; )s {COmaj }j=0’ )

Figure 12: Our sum-check protocol over committed polynomial and result; in black are the steps identical to [71].

hold respectively with all but negligible probability. Furthermore,
the binding of PolyCom implies that the values and openings for
all the commitments (cj);¢[.3], ¢z obtained using these extractors
are all the same with all but negligible probability (otherwise we
could define a reduction against the binding of PolyCom).

Since VerCommit(ck, ¢, %}, 0;) for j = 0, 1, 2, the only way for
the adversary to win is when the relation Ry},,4 is not satisfied. Since
we have vectors in MLE form, the check of relation R},,4 can be
equivalently written as Vb e {0, 1}H : 110(1;) 2 ﬁl(l;) . ﬁz(l;). Let us
define the polynomial i;(X) = X7 _ oy éq(X,b) - diy(b) - iin(b);
essentially i (X) is the MLE of the vector that should correctly
verify the Rp,q relation. In particular, by lemma 5.1, i ()_(> ) agrees
with iy ()?)-122 ()Z') on all boolean points. Thus, if the relation does not
hold we must have ()_(' ) # ito()_(' ). However, from above we have
that iig(¥) = iy (¥) holds. Notice that from the construction of Ep,g,
the polynomials g ()_f ), i1 ()_5 ), tp ()? ) are independent from 7 (this is
because the extractor ¢ that returned this polynomial did not
have 7 = 7; among its inputs), and (X) is fully determined from
ﬁl(;( ), 112()? ). Therefore, by the Schwartz-Zippel lemma, the event
i5(X) # io(X) A tig(F) = @(F) occurs with negligible probability
over the random choice of 7.

The zero-knowledge of CPy,,4 relies on the hiding of PolyCom
and the zero-knowledge of CP,), and CPsc. Building simulators

Sig and Spry for CPp,q from the corresponding simulators for
CPpoly and CPs is fairly straightforward and is omitted here. [
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H.3 Full description and proof of CPg,m,

We provide in this section the description of CPsfyym, a CP-SNARK
for the self-permutation relation. As explained in Section 5.4, this
construction makes use of a CP-SNARK CP;,4, and in particular, in
order to evaluate the efficiency of CPgf,m, we consider an instantia-
tion of CP;q based on Thaler’s protocol for trees of multiplications
[63] (we refer the reader to Appendix I for more details on this
protocol).

One detail to be noted here is that such CP;pq works with binary
tree circuits, meaning that their input should be a power of two

length. In our definition of the self-permutation relation R;fprm @ :=

(X, (j)jeqn)) € F™) however we must work on £ + 1 vectors such
that, each has length n; = 2Hj (this is immediate since we commit
to MLEs of vectors) but their concatenation has length Zf:o nj=m
which may not be a power-of-two. To solve this issue, we execute
CPjpq on each block and then aggregate the £+ 1 committed results
using a simple zero-knowledge argument for proving a product
relation over three commitments, i.e., CPprd. This results in about
¢ +1 calls to CP;pq and CPp,4. Although this makes proofs grow
with ¢, we observe that in all our applications ¢ is some small
constant, e.g., 8 — —10 in our arithmetic circuits encoding

We describe this approach in detail in Figure 13.

More deeply, the self-permutation protocol uses a probabilistic
test to check that a vector 7 is a self permutation according to
¢. In particular, if it is indeed a self-permutation then []; y; :=
[Ti(yi +r-i=s)=I1i(yi +r- () —s):=[1;y; (if it is not, this
equality will hold with negligible probability by Schwartz-Zippel
lemma). The protocol works by computing for each of the £ + 1
power-of-2-length-blocks the value of the product of both binary



subtrees using Thaler’s approach. Then we compute iteratively the
product of all of them and claim that both values coincide.

Proof Let Asfprm be the adversary against CPgfp,y, that, on
input (ck, ekp) and interacting with the random oracle H, returns
a statement (¢, x, (¢j)j¢[¢]) and a proof 7 that verifies correctly.
For any such Agfyrm we can define a non-interactive adversary
ﬂ:fprm that additionally takes as input a sequence of random val-
ues (rj, sj), for i = 1 to Q, such that (r;, s;) are used to answer the
i-th query of Asfyrm to the random oracle H. For any Asfyy mak-
ing Q queries to H there exists an index i € [0, Q] such that for the
relation statement (¢, x, (¢j)j¢[¢]) returned at the end of its execu-
tion, ((c¢’j)j€[0,[],)?, (¢j)jefe)) was queried to H in the i-th query
(letting i = 0 being the case in which they were not asked at all, and
¢y, j be deterministically derived from ¢). From the above adversary

:fprm we can define Acom as the non-uniform adversary that on
input (ck, ekp, 1,51, .., 7i-1,Si-1) runs Asfprm (in the same way
as ﬂ:fprm does) up to its i-th query H((cg, j)je[o, ¢]- %> (¢})je[¢]) and
returns (¢j)je[¢]- By the extractability of the commitment, for Acom
there exists an extractor E¢om that on the same input of Acom out-
puts openings (&) j[¢], (0j) je[¢]- We define the extractor Esgprm to
be the one that runs Ecom and returns its output. Notice that by
the extractability of PolyCom it holds VerCommit(ck, c;, iij, 0j) for
Jj =0, 1,2 with all but negligible probability.

Next, we need to argue that this adversary-extractor pair (Asgprms
Esfprm) has negligible probability of winning in the knowledge
soundness experiment. Recall that we have VerCommit(ck, cj, i}, 0})
for j € [£] and, by the linear homomorphic property of PolyCom,
for all j € [0,¢], cj’. and c]’.’ are commitments to the MLE of 17]’ =
jj+r-9j—s-1jand Q’J” =yj+re g{_;j -s- _fj respectively. Also, in
order for the adversary to be successful it must be the case that the
relation does not hold, i.e., 3 is not a self-permutation according
to ¢. Notice that the vector ¢ is independent of (r, s) since it was
returned by Ecom without having these values in its view. This
allows us to argue that with overwhelming probability over the
choice of r it is the case that at least one of the entries of §j + r - q; is
not in § + r - ©. Moreover, when these vectors have different entries
the equation [[;(y; +r-i—s) = [1;(yi + r - ¢(i) — s) holds with
negligible probability over the choice of s by the Schwartz-Zippel
lemma.

Hence we have that with all but negligible probability [];(y; +
r-i—s)# [];(yi +r- $@i) — s), which means that at one of the
statements in the CPipds CPprd or CPeq proofs is not correct. We can
reduce these cases to the knowledge soundness of CPjp4, CPpq or
CPeq using a fairly standard reduction, in which from an adversary
ﬂ:fprm that falls into the above conditions (i.e., an (r, s) that cause
the above inequality) we build either an adversary A;,q against
CPijpd, or an adversary A, q against CPy 4 or an Aeq against CPeq.

The zero-knowledge of CPgfpyy, follows from the hiding of
PolyCom (for creating dummy commitments (c.’, c;7)je[o...¢]) and

the zero-knowledge of all the underlying CP-SNARKs. |
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CPsfprm-KeyGen(ck) — (ek = (ck, ekp), vk := (cvk, vkp)) :
(ekp, vkp) < CPjpq.KeyGen(ck)

. sfprm .
CPSfp,m.Derlve((ek,vk),R¢ ) = (ekg, vkg) :
forj=0,...,¢:

(c1,j, 01,7) « ComPoly*(ck, 1;)
(o, j» 00, ;) & ComPoly*(ck, ;)
(cg,j» 0g,5) < ComPoly™(ck, qgj)
ekg = (ek, {c1,j» 01,j» Co,js Ov,j» Cg, j» 0. j };:o’ )
vkg = (vk, {er . coju €4, )=o)
CPyprm-Prove® (ekg, %, (¢))jeie]s (i7)jefer (07)jefe)) — 7

(r, s) < H((cg, j)jefo, ¢} % (¢j)jere)) and let § = (1, r, —s)

(co, 09) < ComPoly(ck, x)

forj=0,...,¢:

(c;-, o}-) — HomEval(ck, g, (¢j, co, j, €1,j), (0), 00, j, 01, 7))

(c7, o) « HomEval(ck, p, (cj, ¢4, j» €1,7), (0, 04, js 01,5))

o N - nj

y}-::yj+r-vj—s-1j ; Z}::Hizly}vi

=1 - re b ” nj ”
gp=ygitro¢i=s-1 5z ::l—[izlyjsi

(Cz}’ Oz}) < ComVal(ck, Z}) ; (Cz}', Oz}/) «— ComVal(ck, z}.’)

71']'. (—CPipd.PI‘OVe(ekpaCz;’(c},i)ie[nj],l},(y}’i}ie[nj],oz;_,(o}-’i)ie[nj]}
7}« CPjpq.Prove(eky, e, (c ieln;]> z, (y}f,—)ie[nj], Oz}r,(o}" ,-),-E[nj])

2
. . . VA S "o "o, — . — . .
if j=0:wy:=2); wy =2 ; Cagy €t 3 Corr 3= 621 5 else :

W w}_l . z}. ; (cw}, OW}) «— ComVal(ck, wJ’-)
wl e~ wlz] (ij’.” ow}/) — ComVal(ck, w})

’ ’ ’
A CPprq-Prove(ck, CW},I’ cZ}, cwjr_, Wi_1:Zj W), OW}»;] , oz}_, ow]r_

" " 77
ﬂW]/_r «CPpq-Prove(ck, CW}',{CZ}” cw},,wjfl,zj W) ’OW}L{"Z}”"W]’.’)
endif ; endfor
7z « CPeq.Prove(ck, Covtr Coutts Wi, Wy, Os» ow}/)

— ’ ” £
return 7 := (¢, 0p, {cz}, Cz}’» cw}, c T 7 ”W}’ ”W}/ }j:O’ TTz)

CPsfprm-VerProof™ (vkg, X, (¢j)je[e}- ) — b :

(r, s) < H((cg, j)jelo, ¢]» X» (¢j)jee)) and let p = (1, 7, —s)

b « VerCommit(cvk, ¢, X, 09)

forj=0,...,¢:

(¢}, -) & HomEval(cevk, 3, (¢, co, js €1, ) *)

(cj'.', -) <= HomEval(cevk, g, (cj, ¢4, j» €1,5), *)

b« bACheckCom(cvk, cz})/\CPipd .VerProof(vky, cz}, (c;-, i)iE[nj])
A CheckCom(cvk, cz}r) A CPipq.VerProof(vky, ez (C}:i)ie[nj])
A CheckCom(cvk, ¢,,7) A CheckCom(cvk, c,,”)

J J
if j #0:b < b ACPpy.VerProof(cvk, Cavl_y» €2l Covts nw})
A CPprq.-VerProof(cvk, Cwrr_ o €t Cuts 7rw}/)
endif ; endfor

b < b A CPeq.VerProof(cvk, Cavlys Colls Tz)

Figure 13: CP-SNARK for specializable universal RSP'™




H.4 A CP-SNARK for Linear Properties of
Committed Vector
In this section we show a CP-SNARK for PolyCom that has a spe-

cializable universal CRS for relations RE" (%,4) := X = F - i where

F e ngm, X € ZZ and i € Zfln. More precisely, our CPj;,, works

for a family of relations R that includes all Rlli“ for all matrices
F € Fmxn,

The scheme is based on the interactive proof for Matrix multi-
plication of Thaler [63]. In a nutshell, we specialize this protocol to
the case of a matrix-vector multiplication and we turn it into a ZK
argument using ideas similar to those in [71].

Our scheme makes use of the building blocks defined in Section
5.1: a polynomial commitment scheme PolyCom, and CP-SNARKSs

CPpoly and CPgc for the relations Ry, and Rsc respectively.

poly
REVIEW OF THALER’S MATRIX MULTIPLICATION PROTOCOL. We be-
gin by reviewing the idea of Thaler’s matrix multiplication protocol
in our specific case of proving ¥ = F - i. Let v := logn,p :=
logm. We let F : {0,1}V x {0, 1}/ — Zg be the multilinear exten-
sion (MLE) of F, i.e., the unique multilinear polynomial such that
F(it, ... iy, j1s- .. ,Jju) = Fi j. Similarly, let & and % be the MLE of i
and ¥ respectively. The protocol exploits that the MLE X can also be

expressed as )?(I_é) = F (f?, l;) . ﬁ(l;) In particular, since this

befo,1}#
MLE is unique, if F and @ are MLE of F and ii respectively, then % is
a MLE of X = F- 4. Next, starting from this observation, the verifier
picks a random 7, and then starts a sum-check protocol where the
Befo1ym g(b) for the
polynomial g(§) = F(7, §) . 11(§). At the end of the sum-check the
verifier instead of computing g(s) directly, it gets it by evaluating
F(#,3) and ii(5) and by computing their product.

The idea to turn the above protocol into a commit and prove
argument is rather simple and consists into using a CP-SNARK for
the sumcheck relation with a committed polynomial g, or more pre-
cisely for the case when a commitment to g is implicitly given
through commitments to its factors (see the CPs. scheme). To
see this, let us write g(§) = H‘g g,-(§), where gl(g) = F(7, 5),
gg(§) = it(§), and go(g) := 1 is the constant polynomial. A com-
mitment to d(§) is part of the statement, a commitment to F (ﬁ, 5)
can be generated when specializing the relation to F in the Derive
algorithm. However, note that CPs. expects a commitment to a

prover convinces the verifier that t = x(F) = )

pi-variate polynomial, whereas F is in v + p variables. For this, we
let the prover commit to the partial evaluation of F on 7, i.e., to
the polynomial gl(g) and uses this commitment and polynomial
in CPsc. Then, what is left to show is that such committed g; (§) is
actually the partial evaluation of the other committed polynomial
D. To prove this, the idea is that the verifier chooses a random
o «sF#, and the prover uses CPp,, to prove that g1(3) = F(#,3).
We show the full protocol CPy;,, in Figure 14.

THEOREM H.3. In the random oracle model, assuming PolyCom is
an extractable trapdoor commitment and CP oy, and CPsc are zero-
knowledge CP-SNARKSs for PolyCom, then CPy;, in Figure 14 is a
zero-knowledge CP-SNARK for PolyCom and relations R'™.
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Proof  Let Aj;, be the adversary against CPj;, that, on input
(ck, eks, ekp) and interacting with the random oracles Hy, Hz, re-
turns a statement (F, ¥, ¢;;) and a proof 7 that verifies correctly. For
any such Aj;, we can define a non-interactive adversary A;  that
additionally takes as input a sequence of random values {7;};, {G;};,
fori = 1to Q; and j = 1 to Qo, such that 7; (resp. ;) is used to
answer the i-th (resp. j-th) query of Aj;,, to the random oracle Hy
(resp. Hy). For any Aj;,, making Q; queries to H; there exists an
index i € [0, Q1] such that for the statement (F, X, ¢;,) returned at
the end of its execution the i-th query to H; (letting i = 0 being
the case in which they were not asked at all) is (cf, X, ¢, ). From the
above adversary ﬂl*in we can define Acom as the non-uniform ad-
versary that on input (ck, ekg, 71, . . ., 7i—1) runs Ay;, (in the same
way as .?ll’;n does) up to its i-th query H(cp, X, ¢;;) and returns c,,.
By the extractability of the commitment, for Acor there exists
an extractor Extconm that on the same input of Acom outputs an
opening i, 0,,. We define the extractor &j;, to be the one that runs
Extcom and returns its output. Notice that by the extractability of
PolyCom it holds VerCommit(ck, ¢y, i, 0,,) with all but negligible
probability.

Next, we need to argue that this adversary-extractor pair (Ajjp,
&jin) has negligible probability of winning in the knowledge sound-
ness experiment.

In a similar way as we argued extractability of ¢;,, we can show
that it is possible to extract the polynomial g; that correctly opens
the commitment cy.

Recall that the adversary is successful if the verifications pass
and the relation does not hold, i.e., F - & # X. Considering MLEs,
this means there is some d € {0, 1}" such that

#@) # Z beto.pn F(@, b)i(b).

This means that the following polynomial inequality holds:

%R # D 5 0qys FRD) D)

First, we argue that with all but negligible probability over the

choice of ¥ we have t = x(F) # ZEE{O 1 F(7, E)ﬁ(l;) Indeed, ¥

is random and independent from ¥, F, ii and the two polynomials
would be equal when evaluated on 7 with probability at most v/|F|
by Schwartz-Zippel. Thus we can continue the proof assuming that
t# 256{0,1}11 F(7, bya(b).

Next, consider that for the extracted g; there are two possible
cases: (i) g1(S) = F(7,S), and (ii) g1(S) # F(7, 3).

If (i) occurs, then we can immediately build an adversary against
the soundness of CPg.

If (ii) occurs, consider two subcases: (ii.a) g1(3) = F(7, 5), and
(ii.b) g1(3) # F(#,3). However, by Schwartz-Zippel (ii.a) occurs
with negligible probability u/|F| over the choice of o. And if (ii.b)
occurs then it is possible to do a reduction to the soundness of
CPpoly (since at least one of the claims y* = g1(6) or y* = F(#,3)
is false).

The zero-knowledge of CPy;;, follows immediate from the zero-
knowledge of CPsc. O



CPjin-KeyGen(ck) — (ek, vk) :
(eks, vks) = CPsc.KeyGen(ck)
(ekp, vkp) <= CPpoly -KeyGen(ck)
ek := (ck, eks, ekp)

vk := (cvk, vks, ekp)

CPy;,,.Derive((ek, vk), F) :
(cF, oF) < ComPoly*(ck, F)

ekr := (ek, cr, F, oF)

vkg = (vk, ¢F)
return (ekp, vkp)

CPjin,.Prove*(ekp, X, ¢y, il,04) — 7 :

? « Hi(cp, cy, X), ; t « %(¥) ; (cs, 0¢) « ComVal(ck, t)
Let g(S) := F(7, S) - i(S) := g1(S) - i(S)

(c1, 01) « ComPoly(ck, 1) ; & « Ha(cF, c1, F);

y* — g1(6); (c*, 0") « ComVal(ck, y*)

7y = CPply.Prove(eky, G, (c1, ¢*), (91, y*), (01, 0%))

7F ¢ CPpoly.Prove(eky, (7, 6), (cF, ¢*), (F, F(#, 3)), (oF, 0*))
7tsc — CPsc.Prove(eks, go, (¢t, c1, cu), (¢, g1, 1), (04, 01, 0y))
7 :=(cs, 04, €1, €5, y*, 0F, 1, TR, Tsc)

CPjin.VerProof* (vkp, ¥, cy, ) — b € {0,1} :

7« Hi(cF, cy, X) ; t < X(7) ; 6 < Ha(cF, c1, 7)

b « VerCommit(cvk, c;, £, 0¢) A VerCommit(cvk, c*, y*, 0*)
A CPgc.VerProof(vky, go, (ct, €1, cu)s 7sc)
A CPply - VerProof(vks, &, (c1, ¢*), 1)

A CPpoly - VerProof(vky, (7, &), (cF, ¢*), 7F)

Figure 14: CP-SNARK for specializable universal Rlin

H.5 A CP-SNARK for data-parallel
computations

In this section we discuss how a CP-SNARK for relations RP?"
and RP2"t, and for the commitment scheme PolyCom of [71] can
be obtained by merging ideas from [71] and [69]. Such a merge of
techniques was hinted possible in [69]. Here we give more details on
how such a scheme looks like. The main motivation of studying such
a scheme is that the commitment part of the proof (and similarly a
factor of the verification time) is O(log |w|), instead of O(\/m)

An Abstract Version of Hyrax. Hyrax [69] is a zero-knowledge
proof, based on discrete log in the random oracle model that is
based on the CMT protocol [27]. Hyrax extends CMT, which is
particularly suited for circuits composed of parallel identical basic
blocks, by supporting non-determinism in zero-knowledge, as well
as including other optimizations. Its basic structure as an interactive
protocol: (i) the prover creates a commitment c,, to the witness
w (a vector of field elements); (ii) the parties run a ZK variant of
CMT (including optimizations from Giraffe++ [66]); (iii) the prover
“links” together the outputs of steps (i) and (ii). For this, it must
prove that the MLE w of the witness in ¢y, evaluated on a random
point g4 is equal to another value y committed in .

In Figure 15 we formalize this structure via a generic use of a com-
mitment scheme for polynomials and a proof system for proving the
correct evaluations of committed polynomials. For these two tools
we use the syntax formalized in Appendix H. We call this scheme
Hyrax-Abstract. It is clear from the security proof of [69] that one
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could rephrase their security statement so that Hyrax-Abstract has
witness extended emulation if PolyCom is an extractable commit-
ment and CP, ), is a NIZK argument of knowledge for polynomial
evaluations.

poly

Instantiating Hyrax-Abstract with PolyCom. We call Hyrax —
PolyCom the instantiation of Hyrax-Abstract with the PolyCom
commitment and CP,, argument from [71] as described in Ap-
pendix G. This is essentially the only difference with the original
Hyrax scheme that uses (an extension of) a matrix commitment of
size O(|w|"/!) and Bulletproof for proving polynomial evaluations
with O(|w|(l_1)/l) verification time. In HyrPoly there is instead a
succinct commitment (of constant size) and a verification time, in
step (iii), of O(log(|w])).

Using HyrPoly for Data-Parallel Computations. Hyrax, and in
particular its Gir™* core protocol, is designed to work on arithmetic
circuits of fan-in two, consisting of N identical sub-computations,
each having d layers and width at most G. For this class of cir-
cuits, considering Hyrax’s cost analysis combined with the costs
of PolyCom commitment and CPy, we have that in HyrPoly: the
verifier runs in time O(|x| + |y| + dG + Ad log(NG)) and proofs have
length O(Ad log(NG)).

It is easy to see that the relation RP¥'((u))¢[n]) := /\Jl\i1 R'(uj)
can be modeled with an arithmetic circuit C consisting of N copies
of a circuit C’ that outputs 0 on u; iff R’(u;) holds.

If we instead consider a parallel relation with joint inputs, i.e.,
RParint(y) .= /\jI\i1 R’(u]’.) where each uJ’ is a subset of the entries
of u, a corresponding circuit can be built by taking the parallel C
as for RP?' and by adding one layer — called redistribution layer
(RDL) in [69] - that appropriately duplicates and redistributes wires
from the input layer to the input wires of each C’ copy. In the case
of using an RDL, the verifier of Hyrax, and also in our HyrPoly
scheme, incurs an additional overhead in running time of the verifier
O(|x|+|u|+NG). Essentially, for this break of parallelism the verifier
must pay a cost in the total width of the circuit.

For the sake of our experiments, we call HyrPoly-Par the HyrPoly
scheme executed on fully parallel circuits (no RDL), and we call
HyrPoly-RDL the version of Hyrax — PolyCom executed with cir-
cuits with an RDL.

I A CP-SNARK FOR INTERNAL PRODUCTS
FROM THALER’S PROTOCOL

In this section we show how to modify the zk-vSQL protocol of
[71] in order to efficiently with a special class of circuits that simply
consist of a tree of multiplications. The basic idea is to replace the
CMT protocol over homomorphic commitment schemes proposed
in [71] with an analogous version of the protocol proposed by
Thaler [63] for the specific case of trees of multiplications. The
advantage of this encoding is to bring the prover runtime linear in
the number of gates in the circuit.

We first explain some preliminaries and then present this con-
struction.

I.1 CMT Protocol

The CMT protocol [27] is a variant of the GKR protocol [37] where
the prover runs in time O(S log S), where S is the size of the circuit.



Hyrax-Abstract.Setup(14) — ck :
ck « PolyCom.Setup(1?)

Hyrax-Abstract.KeyGen(ck) — (ek, vk) :
(ek, vk) « CP,,y - KeyGen(ck)

poly

Hyrax-Abstract.Prove(ek,u) — 7 :

(ca» 05) < ComPoly(ck, i)

(7core> Qd» {) < ZK-Girt* Corep(ek, u)

y — i1(qq); (cy, 0y) — ComVal(ck, y)

Teval < CPpoly.Prove(ek, qq, (ca, cy), (@, y), (0g, 0y))
Teq < NIPoK-Eqp(cy, {)

T (cfu Tlcores Cy» Tevals ”eq)

Hyrax-Abstract.VerProof(vk, €1 Tcores Cys Mevals JTeq) :
(qa» {) «— ZK-Gir** Coreq (vk, mcore)
Run and test CheckCom(vk, c;) and CheckCom(vk, c;)
Run and test CPyo1, - VerProof(vk, g, ¢i, ¢y, Teval)
Run and test NIPoK-Eqq, (7eq, cy» {)

Accept if all tests above pass

Figure 15: Pseudocode for Hyrax-Abstract.

This protocol provides a proof that an element is the output of a
circuit evaluated over a certain input. That is y = C(X), where C is
a circuit of depth d, X are the wires of layer d and y is claimed to
be the output wire of the first layer 0. In short, the prover reduces
recursively a claim on layer i to another claim on layer i + 1, until
he obtains a publicly verifiable claim on the input. In order to do
that, both prover and verifier engage in a sum-check protocol for
each layer, using one polynomial representing the values of the
wires in layer i. Its multilinear extension links layer i (of size s;) to
layer i + 1 by a summation of wiring predicates as follows

@Dz 27 .
] > gy G.rD= >
be{0,1}% be{o,1}%
I Fef0,1}5i I7e{0,1}si+1

(Zﬂim(i 7,8)- (Va1 (D) + Vi1 () + mulisa (L7, E)"}i+1(7)"7i+1(?))

where V; returns the value of one gate, f;(, b) = q 2 b is a selector
function, and opn; (T, 7, l_;) checks whether the value of gate bat layer
i is the result of an opn € {add, mul} addition or multiplication
gate with Tand 7 being its left and right inputs in the (i +1)!"-layer.

The standard version of the protocol suggests that for each layer
of the circuit the verifier has to check two claims. This results
in 0(2%) calls to the sum-check protocol. However, an ingenious
technique shows how to use a single claim per layer using a line
through both values. Then the verifier chooses one random point
on which they perform a single sum-check invocation per layer,
resulting in O(d) calls.
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1.2 Thaler’s Protocol for Trees of
Multiplications

In [63], Thaler proposes another variation of the CMT/GKR pro-
tocol [27, 37] for some specific classes of circuits, allowing for a
logarithmic factor reduction in the prover’s runtime. One of the his
protocols takes advantage of circuits where all gates perform the
same operation, and whose wires are settled in a binary tree struc-
ture. He denotes these regular circuits by trees of multiplications or
additions. This section only shows the notation of the former one
due to its suitability for our construction of CPgfyp,,. Nonetheless,
moving to the addition case is straightforward.

The main difference that will be discussed here is a different
polynomial for sum-check, as well as the notation of the wiring
predicates. Thaler’s protocol assumes highly structured wiring in
order to reduce the number of arguments of the predicates. Namely,
given a gate at layer i with label b € {0,1}%, we assume its value
is the result of a multiplication of gates of layer i + 1 with labels
(b]0) € {0, 1}*1 and (b|1) € {0, 1}5i*1. This means, the number of
inputs to the circuit is a power of two and each layer has half the
size of its preceding one. On this basis, the resulting polynomial of
each layer is much simpler as shown below:

@= Y 9B = Y Bi@b) - Vi ®lo)- Vil

be{0,1}% be{0,1}%

This tweak, together with a series of precomputations of ﬁi(q, l_;)

and f/H.l(I;) values allows to obtain a linear-time prover.

I.3 Adapting zk-vSQL to Thaler’s Protocol

Here we show how to change the CMT protocol over homomorphic
commitments in [71, Construction 3] in order to work with circuits
that are a tree of multiplication gates using Thaler’s representation
?? to achieve faster prover runtime. From the point of view of
security, this modification of [71, Construction 3] does not require
any significant change; essentially a proof would be a rewrite of
the one in [71], and we leave it for an extended version of the paper.
The precise description of the protocol is however interesting and
therefore we give it for completeness in Figure 16.

Let C : F* — F be a depth-d binary tree of multiplications such
that C(4j) = z represents the operation z = []}2, y; where m is a
power of two, and let ck « Setup(1}) be a commitment key of a
linearly homomorphic commitment scheme. The protocol in Figure
16 allows a prover P to convince a verifier ‘V that C(j) = z with
respect to §j and z committed in {cy, }jef1...m} and cz.

Asin [71], let ZKeq (resp. ZK}oq) be a zero-knowledge argument
of knowledge for testing equality of two committed values (resp.
the product relation between three commitments).

A Succinct Zero Knowledge Argument for R, . In Figure 17
we give the succinct version of the protocol TTM®®™ presented in
Figure 16. The protocol is almost identical to Construction 4 in [71]
except for a few simplifications due to the fact that in our case the
input and output of the circuit are assumed to be already committed
and these commitments are known to the verifier, and that all the
input is committed (i.e., there is no public input). Basically, the
idea is that prover and verifier run the TTM®™ protocol until they



TTMEm

1 : Common input: cvk 5 19 =0 ; ¢o:=c; ; (Cyj)je(l,.,m)
2:Pinputick 5 to:=z 5 00:= 0z ; § ; (0y;)je(1...m}
s:fori=0...d—-1:

4: Run Step 1 of Construction 2 [71] (sum-check over homomorphic

Do)

5: commitments) on the claim #; = V;(¥;) = Zbe{o ysi 95
> 1

6 : Atthe end of Step 1, # and V hold 7} € F*,
(i)(y/

7: and commitment ¢} to ¢} = 9 (7
8: P : Claims that VerCommit(cvk, ¢}, #], 05) = 1

9: P :(cr, 0r) « ComVal(ck, vg = V;11(7/]0))

10: P:(cr, or) « ComVal(ck, vy := Vi1(7}[1))

1n: P:(c* 0%) « ComVal(ck, 0" := vp - vR)

12: P> V:cr,cp,c*

13: P and V run ZKpo4 (ck, (cL, cr. ¢*); (0L, vR, ©*), (0L, OR, 0%)))
14: P:(c}, 0j) < HomEval(cvk, Bi(Fi, 1), ¢, 0%)

15: V:(cj, ) « HomEval(cvk, Bi(Fi, i), ¢, -

16: P and V run ZKeq(ck, (¢}, c}); (£, (0}, 0})))

17: P : Compute (ij, O[j) « ComVal(ck, £;)

18 where £(p) = ‘>i+1(?£ |p) for p € F and ¢; its coefficients

19: P> Vider e si)

200 P :cp) — cg

21: (ce(1)» 0¢(1)) < HomEval(evk, (1, . . ., 1), {ng, 0¢; }ielo, sie1])
22: V:ceo) < cep 5 (ceay, ) < HomEval(evk, (1, .. ., 1), {C(;j L)
231 P and V run ZKeq(ck, (cr, c¢(0)); (VR OR, 0¢,))

241 P and V run ZKeq(ck, (cr, ce1)); (vr, oL, 0g1)))

35: V o P:r] «sFanddefine Fiyy « (Fi|r])

261 V :(cis1, -) —HomEval(ck, (1, r}, ..., ry i), {ce; Yiero, 51011 )
27: PPy — (Filr]) 5 ting < Vi+l(;:i+l)
28: P :(Ci+1,0i+1)— HomEval(ck,(1, 7}, ..., rg'si“),{c‘gj, O{j}je[o,siﬂ])
29 : endfor

30:P > Vg5 (0y,)jeq1...m} 5 %

31V : {VerCommit(cvk, Cy;» Yjs oyj)}j”z’1 ;
52: V2 (cys 0y) < ComVal(ck, Vy(Fd)) where MLE(Vy,(j) = y;) = Vy
33: V> Proy,

34: P and V run ZKeq (ck, (cp;» €q); (Vy(Fa) 0y, 04))

VerCommit(cvk, ¢, Zo, 0p)

Figure 16: Thaler’s tree of multiplications over homomor-
phic commitment schemes. Main differences from [71, Con-
struction 3] in blue

get to the end of the last round (line 29). Then the last lines of
TTME™ _ in which the prover opens the commitments to input
and output and the verifier gets convinced that ¢4 opens to §(7y) -
are replaced with a step that does the same: the prover uses CPp,,
to prove that c; opens to 7j(7) with respect to the commitment cy.
For the polynomial commitments and the proof system for their
evaluations we use our notation of Section H.
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SuccinctZK = TTM :

Preprocessing: generate the commitment key

(ck, cvk) « PonCom.Setup(lA)
for m-variate multilinear polynomials.
(ek, vk) « CPo1, -Setup(ck)
Evaluation: on common input (cy, ¢z) ; # input (z, g, 0y)
V : CheckCom(vk, cy) A CheckCom(vk, c)
P, V : Execute TTMC°™ until line 29 :
Both hold 74, cg; P holds and opening o4 of Vz(Fg) = §(74)
P — V:my  CPpyy.Prove(ek, 7y, (cy,cq), (§,5(Fa)), (0y,04))

V : CPpoly - VerProof(vk, 7g, ¢, Cds Tg)

Figure 17: Succinct zero-knowledge argument for TTMCom

J CP-SNARKS FOR CIRCUITS

Here we formalize the ideas sketched in Section 6 in order to use
the modular commit-and-prove approach to obtain new zkSNARKs
for computation expressible by arithmetic circuits. Precisely, we
show new CP-SNARKs for (1) arithmetic circuit satisfiability, and
(2) parallel computation on joint inputs.

In both constructions the idea is to break the target problem into
the conjunction of simpler relations with shared input. Once having
done this, and assuming the existence of CP-SNARKSs for these
simpler relations and that share the same commitment scheme, we
immediately obtain a CP-SNARK for the target problem by applying
our composition Theorem 3.2. Furthermore, thanks to our lifting
transformation of Section 3.5 sharing the same commitment scheme
is not a restricting requirement.

Preliminaries: equalities among vector entries. A common
building block in both schemes of this section is a system for prov-
ing that the entries of a vector satisfy a set of equalities between
them. Namely, given a set S of pairs of indices (i, k), we define a
relation Réeq that holds for a vector # iff u; = uy for all (i, k) € S.
In what follows we discuss different ways to encode this relation:

Definition 7.1 (Relation for equalities among vector entries). Let
D be some domain (e.g., a finite field F), let ng, ..., ny be posi-
tive integers such that D; := D" and let m = Z{'}:o n;. Given a
set S = {(i1, k1), ..., (i;, k;)} € [m] X [m], we define a relation R‘éeq
over Do X - - X Dy = D™ such that: R¢ V(§ := (%, (ii))je[e)) = 1
— V(i,k)€S:yi =y.

In what follows we discuss different ways to encode the above
relation.

Relation R\;eq can be expressed using gEPrm (see Section 5.4)for
an appropriate permutation ¢ that encodes S. The idea is that a
set S € [m] X [m] can be seen as the description of an undirected
graph with 2m vertices. From S it is possible to extract another
set S’ C [m] x [m] that contains a cycle ((i1, k1), ..., (iz, kt)) for
every connected component of the graph represented by S. Tak-
ing the product of all the cycles in S’ defines a permutation ¢ :
[m] — [m] such that ¥(i,k) € S : y; = yx HE Vj € [m] 1 yj = yg(j)-



Thfen for such ¢ computed from S we have R‘;eq &, (@))jere) =
Sstprm

¢ (x (u] ) e[t )

At this point one can either design a proof system for R
(as in Section 5.4) or use an alternative encoding of R°""" based
on linear constraints. The idea is to evaluate the relation on a vec-
tor § € F™ by checking that Z - § = 0, where Z € F™*™  with
m’ < m, is the matrix obtained by removing the zero rows from
(I-%y) € Fmxm, Wh?re Y4 is the permutation matrix represent-
ing ¢. Then clearly R(}Sp (x (@) je[¢)) holds 1ffR"”(O X, (i) jefe))
holds, where the relation R'" , modelling the hnear property over
(committed) vectors, is formally defined as follows.

sfprm

Definition 3.2 (Linear property relation). Let n1,nz, my, . .
be integers such that {Dx,j := D"}y, 2 {Duj = D™ }jele)s
andm = ny + 30 . mj. Given a matrix F € D™*™ we define a
relation RLl” over Z)x‘l X Dy,2 X Dy 1 X -+ X Dy, ¢ such that:

L, my

RN (%1, %2, (i) jefg)) = 1 &= F-j = %1, where § := (%2 ())je[¢])

Note that the above relation R'" is slightly different from the one
supported by CPE:’ld of Section 4.2. The only difference is that in

CPPed the linear function is not applied over public inputs. However,
this small discrepancy can be easily solved by adding a commitment
to the additional public input X2 and opening this commitment.

J.1  Arithmetic Circuit Satisfiability

Let us consider the problem of arithmetic circuit satisfiability.

Definition 7.3. Let C : F"> X F'w — F! be an arithmetic circuit,
where ny, ny, ! € N denote input, witness and output length. We
define the arithmetic circuit satlsﬁablhty relation Rac()? w) as the
set of pairs such that C(X, w) = 0.

We show two solutions to model the above relation using a
commit-and-prove paradigm. The first one is similar to that of
Groth [39] (recently used in [19]) and encodes arithmetic circuit
satisfiability using Hadamard products, additions and permutations
of (committed) vectors. The second one relies on the encoding put
forward by Bootle et al. [18] that reduces the relation R* to an
Hadamard product and a set of linear constraints.

Arithmetic Circuit Satisfiability through Hadamard, Addi-
tion and Equalities. Any arithmetic circuit C consists of Ny
addition gates, Njs multiplication gates, both of fan-in 2, and N¢
multiplication-by-constant gates, of fan-in 1. Each gate has a left
input, a right input and an output wire;*! also each output wire can
be input to another gate. This means that C can be described by
integers N, N, Ne, a vector € € FNc of constants, and the wiring
information saying that the output wire of addition/multiplication
i is the left/right input of addition/multiplication gate j. With such
a representation 3w : C(X, w) = 0! can be encoded by showing the
existence of an assignment to the inputs and outputs of C’s gates
that satisfies every gate, that is consistent with the wiring of C as
well as with the public input ¥ and the output 0.

More formally, consider an arithmetic circuit C:F"x x F*w — F!
with N4 addition gates, Njs multiplication gates, and N¢ multipli-
cation by constant gates, and where we split the witness w between

2'We model gates of fan-in 1 as having only a left input.
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committed witness 4 € F"* and free witness & € F"». Assume we
arrange the wires of C so as to have, orderly: the ny input wires, the
n, committed witness wires, the [ output wires, the 3Ny left, right
and output wires of the addition gates, the 3Ny left, right and out-
put wires of the multiplication gates, and the 2N input and output
wires of the multiplication-by-constant gates. All these wires can be
indexed by integers from 1 tom = ny+ ny+ [ + 3(No+Ny) + 2N,
and the wiring information of C can be described by a set S of pairs
(i, k) € [m] x [m] indicating that the wire at position i is connected
to the wire at position k.

Therefore we model an arithmetic circuit C with a tuple (ny, ny, [,
Na, Ny, N, €, S). Then proving 3(i, &) R (¥, i, @) can be done by
proving the existence of a vector ii,,, that is the concatenation of

o= 2A A =M =M =M
vectors Uy, := (uL Up, g, Uy g gy, U O) such that

RE?()_C', U, ty) = Radd(uL uR, uo) A Rhad(u[ ,C, uo)
- M ve
A Rhad(“L g ,uo)/\R (%, 0), 4, tiy)
where Radd(l_iL,uR,uO) is the relation expressing the predicate
? -
A = 34, and Rpq (u M M o) is the Hadamard product

= u

R

relation uﬁ" o uﬁ'[ 2 ﬁg (i.e., uﬁ/l uﬁ" = uo for all j € [3Npy]).
If Com is a linearly homomorphlc and extractable commitment

scheme, a proof system for R, 44 comes for free. Therefore, by defini-

tion of R and our Theorem 3.2 we obtain the following corollary.

_)A+u

CoROLLARY J.4. If there exist CP-SNARKs CPy,q and CPyeq for a
linearly-homomorphic extractable commitment scheme Com and for
relations Ry,,q and RY®9 respectively, then there is a CP-SNARK CP ¢
for Com and relation RY:.

Arithmetic Circuit Satisfiability through Hadamard and Lin-
ear Constraints. Following [18, 23], an arithmetic circuit C can be
described by a tuple (ny, ny, N,Wr,Wg, Wo, Wy, Wy, ¢) where
ny and ny, are the input and (committed) witness lengths respec-
tively, N is the number of multiplication gates, and the matrices
Wi, Wg, W € FON W, e FO"x Wy e FCX" and vector
¢ € FQ describe a system of linear equations over the wires of C.
Using such a deﬁnition C is satisfied by (X, ) if there exist three
vectors uﬁ/l, uﬁ/l, upy € FN such that

-

=M _-M
oup = uo A Wg- “L +Wg- uR +Wo uo +Wy-X+Wy-ii=¢

ur
which for F = (W, Wy, W, Wg,Wp) € IF’QX("X+""+3N) means
R (R, i, i) = Riag (@)1, @, d) A RE"C, (%, 1, !

X, 1, Uy, iy M M)
By the above definition of Rzéc and our Theorem 3.2 we obtain:

CoROLLARY J.5. If there exist CP-SNARKs CPy,,4 and CPj;, fora
commitment scheme Com and for relations Ryyq and R'" respectively,
then there is a CP-SNARK CPy¢ for Com and relation Racc.

J.2 Parallel Computation on Joint Inputs

Consider relations RP2IM (y) := /\N R’(uj’.) where each u}’ is a sub-
set of the entries of u.

One way to deal with RP27" is by defining the arithmetic circuit
that computes it (cf. Fig. 2b). The Hyrax system is particularly
designed for parallel circuits [69]; they deal with non-parallel input
by introducing a (non-parallel) redistribution layer (RDL) layer that
redistributes the input and feeds it to the identical sub-circuits at



the next level. Unfortunately an effect of using an RDL is that the
verifier must pay an additional cost linear in the total width of the
circuit. This makes verification time pretty high in applications like
the Merkle tree example above.

Here we propose another natural modeling of relations with
joint inputs, that is the simple conjunction of two relations: RP2"
that models fully parallel checks of some R’ on disjoint inputs,
and another relation that models the consistency of the shared
inputs across the (fully) parallel executions. The advantage of this
encoding is that RP?" is now fully parallel and one could use for it
a system for parallel computation without any caveat, whereas to
check the consistency of shared input one can use a system for the
RY€9 relation from Definition J.1.

More formally, we define a parallel relation on disjoint inputs as
follows.

Definition 3.6 (Parallel relation on disjoint inputs). For a relation
R’ over D’ and an integer N > 1, a parallel relation Rf;r on disjoint
inputs is defined as R?;,“(ﬁ = (4j)je[N] € (OHN) = /\jl\i1 R (uj).

par

From RP?" and R¥¢9 we define a relation for parallel checks on

joint inputs.

Definition 7.7 (Parallel relation on joint inputs). Let ng,ny,n’,N €
N be integers such that n’, N > 1 and ng,n; > 0, and let m = ng +
ny+N-n’.Let D be some domain, R’ be a relation over D’ := D"
and a set S = {(i1, k1), ..., (i, kp)} € [m] x[m]. R?;rgnt is a relation
over Dy X Dy XDy, with Dy := D™, Dy := D™ and D, := DN

such that: R;?jg"t(f, iy, iiz) = Ry (iiz) A Ry (R, i1, 1)

rjint

Basically, RE’; ¢ models the parallel checking of R” on N differ-
ent subsets of the entries of (¥,4) (consisting of a public ¥ and
committed i) where such subsets are defined by the set S, and
their concatenation is the vector ily. Alternatively, if X, i; are empty,
Rf.i%m models the parallel checking of R’ on N different sets of
inputs with some shared values (as specified by S).

From the definition of RP2" and our Theorem 3.2 we obtain
the following corollary.

COROLLARY ].8. If there exist CP-SNARKs CPPar and CPVeq fora
commitment scheme Com relations RP%" and R¥9 respectively, then
there is a CP-SNARK CPpayjnt for Com and relations Rparnnt,

K COMMIT AND PROVE SNARKS FROM
EXISTING SCHEMES

In this section we give details supporting our claims of Section 3.4.

Background on Quadratic Arithmetic Programs. Since several
of the SNARKSs considered in this section rely on quadratic arith-
metic programs [33] here we recall this notion.

Definition K.1(QAP[33]). A Quadratic Arithmetic Program (QAP)
Q = (A,B,C,t(Z)) of size m and degree d over a finite field F
is defined by three sets of polynomials A := {a;(Z)}[2,. B =
{bi(2)}2,, C = {ci(Z2)} 2, of degree < d - 1, and a target degree-
d polynomial t(Z). Given Q we define a relation Rq over pairs
(¥, w) € F" x F™" that holds iff there exists a polynomial h(X)
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(of degree at most d — 2) such that:

(Z Y ak<Z>) A k- br(@) + h(Z)H(Z)
k=0 k=0 (1)

where yo = 1, yp = x; forall k = 1to n, and yp = wg_, for
k=n+1tom.

= (Z Y - ck(2)
k=0

K.1 “Adaptive Pinocchio” [65]

The Adaptive Pinocchio scheme proposed in [65] yields a CP-
SNARK for QAP relations Rg(X, i, ®). First, note that [65] already
presents the scheme as a commit-and-prove SNARK for QAP re-
lations Rg(i1, . ..,ug, @), and for an extractable trapdoor com-
mitment scheme, which is the one proposed by Groth in [40].
Second, observe that the commitment key consists of two vec-
tors S := [1,s,s2,... ,sd]l, S = [a,as,as?, ..., (st]z, for ran-
dom s,a <sZg4, and the commitment to ij is a pair (C,C’) =
(r, ﬁ}r) -(S,5). To see how this implies a CP-SNARK for R (%, i, &),
consider £ = 2 so that the first input 1 is used for the public input
% (the corresponding commitment can be a dummy one) and the
second one for the actual committed value #. Also, to fit our syntax
let C be the actual commitment whereas C’ is part of the proof.

K.2 Lipmaa’s Hadamard Product Argument
[51]

The product argument proposed by Lipmaa in [51] is a commit-and-
prove SNARK for the Hadamard product relation Ry,,4(d@, b, ¢). In
this case the commitment key ck are two vectors S:= [Z(x0), 61(x),
e ,fm()()]]— and §’ = lyZGo), vyta(x),- - - yt’m()()];—, for random
X>Y <$Zg, where, for m a power of two and  the m-th root of
unity modulo ¢, Z(X) = [1[2 (X - 1) and ¢;(X) is the i-th La-
grange basis polynomial (such distribution of ck guarantees binding
under the m-PDL assumption [50, 51]). A commitment to d is a pair
(A1, A2) = (rg,a")- (5, §’) (and similarly to b, ©). As in the previous
section, to fit our CP-SNARK syntax we can think of Ay, B1,C; as
the actual commitments and let their “knowledge components” as
part of the proof.

K3 zk-vSQL [71]

The zk-vSQL protocol [71] is a CP-SNARK for relations R((u;) j¢[¢] )22
where R is an arithmetic circuit (that we assume to output some
constant, e.g., 0, on acceptance), and for the commitment scheme
PolyCom introduced in [71] and recalled in Appendix G.2* The
commit and prove capability is immediate by the construction and
security of [71]. In what follows we observe that their commitments
can also be seen as a variant of extended Pedersen commitment.
This observation is crucial to see that we can apply our lifting
transformation using our CPj;,; scheme to zk-vSQL. Let us recall
that for an input @ € Zg’ (for some m = 2#), its commitment is
ComPoly(ck, ) where @ is the multilinear extension of # (cf. sec-
tion 5.1 about multilinear extensions). In particular, such MLE is

22Precisely, although the scheme in [71] is described with a single u, the same technique
used in its predecessor [70] trivially allows to let it work with multiple commitments.
Z3Here we are considering the non-interactive version in the random oracle model
obtained after applying the Fiat-Shamir transform.



the following p-variate multilinear polynomial

m-1

WX, X)) = Y KX Xp) - Ui
i=0

Since c returned by ComPoly(ck, @, p) is defined as [i(s1, . .., 5,) +
psy+1]1 and the common reference string includes the monomials
[ITjew sjl1 for all possible subsets of indices W needed to evaluate
such a @i, ¢ can also be seen as a Pedersen commitment ¢ = (p,u") -
[sy+1,)(0(sl, o ,s,l), vy Xm=1(s15 ... ,sﬂ)];— = (p, uT) - ck, where
the elements [ x;(s1,...,s,)]1 can be publicly computed from the
existing key. Note that this commitment is binding. This can be
seen via a simple reduction to the soundness of the polynomial
delegation protocol in [71]. The idea is that from an adversary that
opens the commitment to two different polynomials iy, ti; one can
sample a random ¢ such that with overwhelming probability y; =
u1(t) # ti2(t) = yo, honestly compute a proof for the evaluation of
y1 = t1(t) and then claim this is an evaluation for @ (t).

K.4 Geppetto [28]

The Geppetto scheme [28] yields a cc-SNARK for QAP relations
Rq(X,w) where ¥ € ZZ and w = (4, ®) with il € Zg/, o€ ZZ’_"—",
for some integers n,n’. We recall that Geppetto is a SNARK for
MultiQAP relations. A polynomial MultiQAP is a tuple MQ =
€, J,A,B,C,t(Z)) such that (A, B,C,t(Z)) is a QAP, and J =
{Io,...,Ip_1} is a partition of [m]. Let R g denote the relation
corresponding to MQ. To model Rg (X, i, &) we consider a Multi-
QAP where ¢ = 3 and where the partition J consists of Iy = [n],
IL={n+1,...,n+n'}and I, = {n+n’ +1,...,m} such that I
and I; are in the binding subset S.

To see how Geppetto yields a cc-SNARK for such family of
relations, we consider the following straightforward modification:

ccGep.KeyGen(Rg) — (ck, ek, vk): run (EK,VK) < Geppetto.
KeyGen(R z1q); set ek = EK,vk = VK and let ck be subset of
EK consisting of [ryt(s), rccn+1(s), - - ., rccn+n/(s)]]— € Gg‘/“.
ccGep.VerCommit(ck, ¢, 4,0) — b: output 1iff (0,4") - ck =c.
ccGep.Prove(ek, X, il, &) — (c, 7r;0): compute commitments
Co « Geppetto.Commit(EKy, %, 0),%
Cy « Geppetto.Commit(EK, i, 01),
Cy « Geppetto.Commit(EKz, @, 02); compute the proof
n’ «— Geppetto.Prove(EK, (¥, 4, ®), (0, 01, 02)).
Parse C; as (C1,1,C1’a,CLﬁ) € G?A
Output ¢ = Cy,1, 7 = (Cl,a, CL/;, Cy,7’),and 0 = o;.
ccl.VerProof(vk, X, c, r) — b: recompute Cy <«  Geppetto.
Commit(EK, ¥, 0); reconstruct C; « (c, Ci,a,Cyp);forj=1,2
check Geppetto.Verify(VKj, Cj); check Geppetto.Verify(VK, Co,
C1,Co,").

We claim that assuming Geppetto is a commit-and-prove SNARK
for MultiQAPs (according to the commit-and-prove definition in
[28]), then the scheme ccGep described above is a cc-SNARK for
QAP relations Rg (X, U, @).

The correctness of ccGep immediately follows from the one of
Geppetto, and the same holds for knowledge soundness. Indeed,

24Setting randomness 0 here is essentially a trick to let this commitment correspond
to the public input of the relation.
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notice that the knowledge soundness satisfied by Geppetto pro-
vides extractability of the commitment’s openings. The perfect
zero-knowledge of ccGep follow from the zero-knowledge of Gep-
petto and the perfect hiding of its commitments. Finally, we observe
that by Def. 10 in [28] the polynomials {cj(x)}k ey, are linearly in-
dependent; thus for a random s, the vector [rct(s), recn+1(s),- - -,
recn+n(s)]1 defines a Pedersen commitment key whose distribution
guarantees the binding property under the d-SDH assumption.

K.5 c¢c-SNARKSs based on Groth’s SNARK

In this section we show that the SNARK of [41] is a weak cc-SNARK,
and then that it can be modified to obtain an efficient cc-SNARK
(with binding commitments). Below we start by giving a back-
ground on non-interative linear proofs, that are instrumental for
presenting the scheme.

Split Non-Interactive Linear Proofs of Degree 2. This notion,
dubbed NILP for brevity, was introduced by Groth [41] as a re-
finement of the linear interactive proofs defined in [17]. A NILP
is a triple of algorithms (LinSetup, ProofMatrix, Test) working as
follows. LinSetup takes in a relation R (e.g., a QAP) and outputs
two vectors o1 € FF1, g5 € F#2. ProofMatrix on input a relation R
and a pair (x, w) outputs two matrices (II1,II2) € FRiXin x Fhaxpe
so that a proof (71, 72) is computed as (Il - 71,113 - 62). Test on
input a relation R and a statement x outputs a collection of matrices
Ti,...Ty € Fltk)x(pz+ke) gyuch that a proof (71, 72) is accepted
iff 5, 7])-T; - (5, , 7, ) = 0 forall i = 1 to . ANILP is required
to satisfy completeness, statistical knowledge soundness and zero-
knowledge. Informally, completeness says that honestly computed
proofs for true statements are accepted. Knowledge soundness says
that there must exist an extractor algorithm that on input R, x
and a prover strategy (II1, ITz) outputs a witness w such that the
probability that (I; - 61,12 - 62) is accepted while R(x,w) = 0
is negligible (over the random choices of LinSetup). Finally, (per-
fect) zero-knowledge states requires to show a simulator that with
knowledge of (71, 62, R, x)) outputs proofs (71, 7f2) that have the
same distribution as honestly generated ones.

Groth’s zZkSNARK [41] is a weak cc-SNARK for QAP rela-
tions Rg(ui). First, we recall the scheme from [41], which is the
one obtained by applying the construction of Figure 18 to the Non-
Interactive Linear Proof (NILP) in Figure 19.

Recall that we consider the case when X is void and the witness
w = i (i.e., the commitment is to the entire witness). To see why
this scheme is a weak cc-SNARK for QAP relations Rg(ii) we make
the following observations.

First, let the commitment c to # be the value [A]; = r[6]; +
ZIT:O uy - lag(t)]1 + [a]i; this means that ck is [8, {ar(7)}, a1
where «,d, 7 are random. Second, for knowledge soundness we
observe that from the existing security proof we can also extract
the opening r of [A];. What is left to argue is the binding of such
commitment. Since the {ay(Z)}; polynomials are not necessarily
linearly independent (see, e.g., [57]) the commitment key ck does
not guarantee binding. However, we can show that the scheme
satisfies weak binding. In a nutshell, this means that it is computa-
tionally infeasible to open [A]; to two different witnesses i and #’
such that Rg(#) # Rq(i’). We show this as follows.



KeyGen(Rg)
(61, 2) «s LinSetup(Rg)

return o := ([G1]3, [32]2)
Prove(o,Rq, x, w)
(13, II2) «s ProofMatrix(Rg, x, w)

[71]1 « I

-[61h
[72]2 < Ty - [G2]2
return 7z = ([71]1, [72]2)
VerProof(a, x, )
Ti, ..., Ty <sTest(Rq, x)
return 1iff Vi € [5] :

(i) -

[71]h

[62]2
[72]2

) = ol

Figure 18: Groth’s generic SNARK in asymmetric groups
from a split NILP.

LinSetup(Rgq) — (61, 52)

a, By, 8, t —sF*
e (1, @ 5. (r1) 4, {%(ﬁai(r) b abi()+ c,-(r»}n ,

i=0

{§a0+ abito+ o)

| T

n+1
Gri= (1. By, 8. (e V)
ProofMatrix(Rgq, X, w) — (I11,1I2)
Compute h(Z) and define 7 from (X, w) as in (1)

r,s «sF
Let IT; € FXm+2d+3) 1, ¢ px(d+d) g
(4,07 =11 - 61, B=TI; - &, with

m
Bi=f+ )y bi(r)+s8
k=0

m
A::a+2yk sap(t)+rd;
k=0

C= Z e - ﬁak(7)+al;k(T)+ck(r)+

= it(7)
+lZ:(;hi 5 +As + Br —rsd

Test(Rg.X) = T
Define T € FU+2d+5)X(d+5) encoding the following quadratic test

A-B:a-ﬁ+C-5+(Zxk . %(ﬁak(r)+abk(r)+ck(r)))-y
k=0

Figure 19: Groth’s NILP for a QAP relation Rg (¥, w).

Notice that from the two different valid openings (ii,r) and (ii,r”)
of [A]; we can easily rule out two cases. The first case is the one
where r # r’: this can be immediately reduced to finding the discrete
log 8. The second case is the one when r = r’ and > (ug —ul’c)ak(Z)
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is a nonzero polynomial: this can be reduced to finding the discrete
log 7 (which is known as PDL problem [50]), as 7 can be computed
by factoring this polynomial. Therefore we are left with the case
when ¥ (ug—u; )ag(Z) is the zero polynomial, yet i # i’. We argue
that it cannot be that Rg(u) # Rq(i’). Indeed, the existing proof
[41][Theorem 1] shows that equalities A = o +rd + ka:() Cr - ap (1)
and B = f + s6 + Z”C":O Ck - bj(7) hold, where {Cy}["  are the

same coefficients of the term ZZ’:O Cy - abirpar)ren(®) 3, o

Therefore, if the commitment A opens to %’ then it must be the
case that Cy, = u/’c, but in this case the QAP would be satisfied (i.e.,
Rq(@’) = 1) contradicting that u’ is an invalid witness for Rq.

A new cc-SNARK for QAP relations Rg(ii, ). Here we show
how we can modify the zkSNARK of [41] in order to obtain a cc-
SNARK for proving the satisfiability of QAP relations of the form
Rq(il, &), that is a scheme where the commitment is to a portion,
i, of the witness and where the public input is void.

In our construction we consider an augmented QAP (in the sense
of [13]), which is a QAP as in Definition K.1 with the additional
property that the polynomials ay(X) for k = 0 to n are linearly
independent.

Our new cc-SNARK is the scheme obtained by applying the
generic SNARK construction of [41] recalled in Figure 18 to the NILP
in Figure 20. To match the cc-SNARK syntax we let the commitment
be the proof element [D];. Clearly, [D]; can be seen as a Pedersen
commitment for the key ck = [%, {%(ﬁai(r) +abi(t) +ei(T)} ol
By the linear independence of the a;(Z) polynomials the binding of
this commitment can be reduced to the PDL assumption. Correct-
ness and knowledge soundness follow from the proof of the generic
construction in [41], assuming that the construction in Figure 20 is
a NILP. We show that this is the case in the following theorem.

THEOREM K.2. The construction in Figure 20 is a NILP with per-
fect completeness, perfect zero-knowledge and statistical knowledge
soundness against affine provers.

Proof Perfect completeness is easy to verify. For perfect zero-
knowledge, we define the simulator that samples A, B, D «sF at
random and then finds C so that the verification test is satisfied. This
shows that real and simulated proofs are identically distributed.

For knowledge soundness, let (I, ITy) € F3X(m+2d+5) y p1x(d+4)
be an affine prover strategy. First, we define the extractor as the one
that returns as witness component & the entries of the second row of
IT; corresponding to the terms {%(ﬂai(r) + abi(r) + ci(r))};znﬂ,
and as witness component # the entries in the third row of II; cor-
responding to the terms {%(ﬁai(r) + abi(t) + ci(r))}’ll. For the
cc-SNARK knowledge soundness, we need to additionlz;lly extract
the commitment opening that can be taken from the entry in the
third row of IT corresponding to the term %.

Once defined the extractor, we need to show that the probability
that the proof verifies and the relation Rg (i, &) does not hold is
negligible. This proof is essentially identical to the one used for the
NILP of [41]; we defer a complete proof to an extended version of

the paper. |



LinSetup(Rgq) — (61, 62)

a, By, 8, n, 7 «sF
n

o1 = (1, @, 8, {r' 1, {%(ﬁai(f) +abi(r) + ci(r))} ,

n
i=0 Y

m

(Sat s abirveamn] L Grtuonts 1)

i=n+l1 = s
5= (1 By 0. (e}
ProofMatrix(Rg, w) — (I3, 1I3)

Let w := (i, &). Compute h(Z) as in (1)

r,s, v «sF
LetTl; € F3X(m+2d+5), I, € le(d+4) sit.
(A,C,D)" =1I; - 61, B=1I; - &5 and
m
A::a+Zwk cap(r) +ré;
k=0

C= Z Wk.ﬁak(f)‘*agk(f)*'ck(f)_*_vg*_

m
B::ﬂ+zwk bi(z) + 8
k=0

k=n+1

d-2 i
(1)
+ ; h,‘ 5

+As+ Br—rsé

D= Y wi - +(Bar(r) + aby(r) + cx(r) + 0L
k=0 ¥ Y

Test(Rq) = T
Define T € FU*2d+7X(d+5) encoding the following quadratic test
A-B=a-B+C-8+D -y

Figure 20: NILP for a QAP relation Rg(w).

L EXPERIMENTS DETAILS

In this section we provide more detailed data on our experiments.

L.1 LegoGrol16 for Commit-and-Prove.

The following table shows our experimental results that compare
the schemes LegoGro16 and CPGro16 with respect to the overhead
for dealing with data committed using a Pedersen vector commit-
ment. The experiments considered vectors of different length n.
In the case of LegoGro16, such overhead in proving time is es-
sentially that of creating the additional element D of the proof that
contains a commitment to to the data (see Appendix K.5) and to
create a CPjj proof to link D to the external commitment. The
LegoGro16 proof is longer because of these two additional elements
of Gy. And for verification, the CPj;, verification must be executed.
With respect to the CRS, in LegoGro16 we have the additional el-
ements of the CRS needed to create D and the CPj;, i CRS, that
is essentially one vector of n elements of G1. In CPGro16, all the
overhead in proving time and CRS is related to the size and degree
of the QAP that models the computation of the Pedersen commit-
ment. This was done by selecting an appropriate gadget in libsnark,
which optimizes the task by selecting a suitable elliptic curve.
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CPGrol6 LegoGro16
n KG P crs KG P crs
() () (MB) (ms) (ms) (KB)
813.928 1.185 3.653 | |3.677 3.044 0.51
16 | 7.307 2.252 7.305| |5.949 4.202 1.02
32|13.78 4.461 14.61| |10.90 5.201 2.04
64|26.04 8.685 29.22| | 19.37 8979 4.08
128 [ 50.69 16.50 58.44| [32.49 15.58 8.16
256 |102.8 33.02 116.9| |57.76 19.50 16.32
5121292.0 6542 233.7| |117.8 30.84 32.64
1024 | 876.3 133.3 467.5| |241.2 5535 65.28
2048 | 1011 428.7 935.0 | | 466.6 84.09 130.6
7| (B) 127.38 191.13
YV (ms) 34 4.129

Table 2: Performance of CPGrol6 in comparison to
LegoGro16. We remark that the numbers for the two
schemes are in different units and that those for CPGro16
are three orders of magnitude larger.

L.2 LegoAC1 for Arithmetic Circuits.

Here we show our experimental results that compare our LegoAC1
commit-and-prove zkSNARK against the Groth16 scheme, in the
SHA256 and matrix factoring applications explained in Section 7.

For SHA256, Groth16 needs 1.9s for key generation of a CRS of
5.1MB, 0.7s for proving and 0.9ms for verification; LegoAC1 needs
7.9s for key generation of a CRS of 6.2MB, 0.9s for proving and
1.8ms for verification.

For matrix factoring, we used n X n matrices of 32-bit integers
with n € {16,32, 64, 128}. Detailed timings appear in the table
below.

Overall, these experiments show that LegoAC1 is about 5 — 6X
slower in key generation and 1.5 — 1.8 slower in proving; verifica-
tion is nearly the same and improves with larger inputs. Noteworthy
that most of LegoAC1 key generation time (about 70%) is taken by
the corresponding algorithm for CPI'? ﬁd; this is mainly due to an un-
optimized technique for dealing with sparse matrices like the ones
that encode the linear constraints Wy, Wg, W, and we expect
this to be improved in the future.

Finally, we remark that LegoAC1 is commit-and-prove, which
means its proofs are done with respect to matrices that committed
in a Pedersen commitment (in a canonical vectorized form).

Groth16 LegoAC1
N KG P % KG P %

) () (ms) () (s (ms)

16 [0.210 0.1496 1.662 | |1.105 0.2779 3.097

321 1.227 0.9568 3.696| |7.569 1.6803 4.697
6418848 7.1774 9.686| |52.86 11.904 10.73
1281 69.21 58.60 34.83| | 419.8 89.704 35.71

7| (B) 127.38 350.25

Table 3: Performance of LegoAC1 in comparison to Groth16
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