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Abstract. The Luby-Rackoff construction, or the Feistel construction,
is one of the most important approaches to construct secure block ciphers
from secure pseudorandom functions. The 3-round and 4-round Luby-
Rackoff constructions are proven to be secure against chosen-plaintext at-
tacks (CPAs) and chosen-ciphertext attacks (CCAs), respectively, in the
classical setting. However, Kuwakado and Morii showed that a quantum
superposed chosen-plaintext attack (qCPA) can distinguish the 3-round
Luby-Rackoff construction from a random permutation in polynomial
time. In addition, a recent work by Ito et al. showed a quantum super-
posed chosen-ciphertext attack (QqCCA) that distinguishes the 4-round
Luby-Rackoff construction. Since Kuwakado and Morii showed the result,
it has been a problem of much interest how many rounds are sufficient
to achieve the provable security against quantum query attacks. This
paper shows the answer to this fundamental question by showing that
4-rounds suffice against qCPAs. Concretely, we prove that the 4-round
Luby-Rackoff construction is secure up to 0(2”/ 5) quantum queries. We
also show that our bound is tight by giving a distinguishing qCPA with
0(2™/%) quantum queries. Our result is the first one that shows security
of a typical block-cipher construction against quantum query attacks,
without any algebraic assumptions. To give security proofs, we intro-
duce a proof technique which is a modification of Zhandry’s compressed
oracle technique.
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1 Introduction

Post-quantum public-key cryptography has been one of the most active research
areas in cryptography research community since Shor developed the polynomial-
time integer factoring quantum algorithm [29]. NIST is working on a standardiza-
tion process for post-quantum public-key schemes such as public-key encryption,
key-establishment, and digital signature schemes [26].



On the other hand, for symmetric key cryptography, it has been said that
the security of symmetric-key schemes would not be much affected by quantum
computers. However, a series of recent results has shown that some of them
are also broken in polynomial time by using Simon’s algorithm [30] if quan-
tum adversaries have access to quantum circuits that implement keyed prim-
itives [IT7JT99I7I2028/T3IT2ITTITE], though they are proven or assumed to be
secure in the classical setting. Now it is also important to study post-quantum
security of symmetric-key schemes.

While many quantum query attacks on symmetric-key schemes have been
proposed, the development on post-quantum provable security of symmetric-
key schemes is limited. There are two possible post-quantum security notions
for symmetric-key schemes: standard security and quantum security [32]. The
standard security is the one that assumes adversaries have quantum computers,
but have access to keyed oracles in a classical manner. On the other hand, the
quantum security is the one that assumes adversaries can make queries to keyed
primitives in quantum superpositions. If a scheme is proven to have quantum
security, then it will remain secure even in a far future where all computations
and communications are done in quantum superpositions. Therefore, it is a prob-
lem of much interest whether a classically secure symmetric-key scheme also has
quantum security, and if it does, it would also be an interesting question to study
the tight quantum security bound of it.

The Luby-Rackoff construction. The Luby-Rackoff construction, or the Feis-
tel construction, is one of the most important approaches to construct efficient
and secure block ciphers, which are pseudorandom permutations (PRPs), from
efficient and secure pseudorandom functions (PRFs). A significant number of
block ciphers including popular ones such as DES [24] and Camellia [4] were
designed based on this construction.

For families of functions f; := {fix : {0,1}"/2 — {0,1}"/?}4cx that are
parameterized by k in a key space K (1 < i < r), the r-round Luby-Rackoff
construction LR, (f1,..., f,) is defined as follows: First, keys k1, . .., k, are chosen
independently and uniformly at random from K. For each input z¢ = zoL||Zog,
where xor,20r € {0, 1}”/2, the state is updated as

ri—nrllra—nyr = iollTir = -1 © fir, (Ta—no)|Te—1)L (1)

for i = 1,...,r in a sequential order (see Fig. . The output is the final state
Zy = Zrr||zrr. Then the resulting function becomes a keyed permutation over
{0,1}™ with keys in (K)%.

In the classical setting, if each f; is a secure PRF, LR, becomes a secure PRP
against chosen-plaintext attacks (CPAs) for » > 3 and a secure PRP against
chosen-ciphertext attacks (CCAs) for r > 4 [22], i.e., LR, becomes a strong
PRP. However, in the quantum setting, Kuwakado and Morii showed that LR3
can be distinguished in polynomial time from a truly random permutation by
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Fig. 1. The i-th round state update.

a quantum superposed chosen-plaintext attack [19] (qCPA). E| Moreover, the
recent work by Ito et al. showed that LRy can be distinguished in polynomial
time by a quantum superposed chosen-ciphertext attack (qCCA) [16]. On the
other hand, for any r, no post-quantum security proof of LR, is known. A very
natural question is then whether such a proof is feasible for some r, and if so,
to determine the minimum number of r so that we can prove the post-quantum
security of LR,.

1.1 Owur Contributions

As the first step to giving post-quantum security proofs for the Luby-Rackoff
constructions, this paper shows that the 4-round Luby-Rackoff construction LR,
is secure against qCPAs. In particular, we give a security bound of LRy against
qCPAs in the case that all round functions are truly random functions, and show
that the bound is tight, i.e., we give a matching attack. Concretely, we show the
following theorems.

Theorem 1 (Lower bound and matching attack, informal). If all round
functions are truly random functions, then the following claims hold.

1. LRy cannot be distinguished from a truly random permutation by qCPAs up
to O(2™/%) quantum queries.

2. There exists a quantum algorithm that distinguishes LRy from a truly random
permutation with a constant probability by making O(2™%) quantum chosen-
plaintext queries.

Theorem 2 (Construction of PRP from PRF, informal). Suppose that
each f; is a secure PRF against efficient quantum query attacks, for 1 <i < 4.
Then LR4(f1, f2, f3, f4) is a secure PRP against efficient qCPAs.

3 Strictly speaking, the attack by Kuwakado and Morii works only for the case that all
round functions are keyed permutations. Kaplan et al. [I7] showed that the attack
works for more general cases.



Attack Classical Classical Quantum Quantum
setting CPA CCA CPA CCA
. Secure up to Secure up to Secure up to

N i
Sec;:;;;y O(2"/*) queries | O(2"/*) queries| O(2"/°) queries (Ir(isle)(ii?ei
P 22] 22) [Ours] (Section

Distinguishing || O(2"/*) queries | O(2"/*) queries| O(2"/%) queries |O(n) queries

attack 27 27 [Ours] (Section [16]

Table 1. Comparison of security proofs and attacks for the 4-round Luby-Rackoff
construction LRy in the case that all round functions are truly random. In the quantum
CPA/CCA settings, adversaries can make quantum superposed queries.

Technical details. To give a quantum security proof for LR4 in the case that
all round functions are truly random, we introduce a technique that we call com-
pressed oracle technique with errors, which is a modification of the compressed
oracle technique developed by Zhandry [36].

One of the challenging obstacles to give security proofs against quantum
superposed query adversaries is that we cannot record transcripts of quantum
queries and answers. While it is trivial that we can store query-answer records in
the classical setting, it is highly non-trivial to store them in the quantum setting,
since measuring or copying (parts of) quantum states will lead to perturbing
them, which may be detected by adversaries.

Zhandry’s compressed oracle technique enables us to overcome the obstacle
in the case when oracles are truly random functions. The technique is so powerful
that it can be used to show quantum indifferentiability of the Merkle-Damgard
domain extender and quantum security for the Fujisaki-Okamoto transforma-
tion [30], in addition to the (tight) lower bounds for the multicollision-finding
problems [21]. His crucial observation is that we can record queries and answers
without affecting quantum states by appropriately forgetting previous records.
To check if a previous record is the one that should be forgot, we have to do a
“test and forget” procedure after each query.

The compressed oracle technique is a powerful tool, while we see that the
“test and forget” procedure is not intuitively and mathematically clear, which
would be problematic when we apply it to complex schemes such as the Luby-
Rackoff construction. To overcome this issue, we scrutinized the compressed ora-
cle technique, and observed that we can re-formalize the technique without “test
and forget” procedures by introducing some errors. This modification enables us
to describe properties and behaviors of oracles in an intuitively clear manner.
We also explicitly describe error terms, which enables us to give mathemati-
cally rigorous proofs. We name the modified version compressed oracle technique
with errors. We believe that our modified technique would be useful for other
applications. See Section [3| for details on the technique.

By making heavy use of our compressed oracle technique with errors, we
complete the security proof of LR, against quantum superposed query attacks,



taking advantage of classical proof intuitions to some extent. First, we consider
LR3, the 3-round Luby-Rackoff construction, which is easy to be distinguished
from a truly random permutation, and a slightly modified version of it, where
the last-round state update of LR3 is modified. Our observation is that it seems
hard even for quantum (chosen-plaintext) query adversaries to notice the modi-
fication, and we are actually able to show that this is indeed the case. Intuitively,
the proof is possible since it is infeasible even for quantum query adversaries to
produce collisions on the input of the third round. Second, we prove that a fam-
ily of random permutations (i.e., a function P : {0,1}"/2 x {0,1}"/2 — {0, 1}"/2
such that P(x,-) is a truly random permutation over {0, 1}/ for each ) is hard
to distinguish from a truly random function. Once we prove these two hardness
results, the rest of the proof can be done easily without any argument that is
specific to the quantum setting. Our proof is much more complex than the clas-
sical one, though, we give rigorous and careful analyses. See Section [4] for details
on the security proof of LRy.

In contrast to the high complexity of the provable security result, our match-
ing attack is a simple quantum polynomial speed-up of existing classical attacks.
See Section [f] for details on the matching attack.

1.2 Related Works

With respect to security proofs against quantum query adversaries for symmet-
ric key schemes other than the ones we introduced above, there is a proof for
standard modes of operations by Targhi et al. [3], one for the Carter-Wegman
MACs by Boneh and Zhandry [6], one for NMAC by Song and Yun [31], and
one for Davies-Meyer and Merkle-Damgéard constructions by Hosoyamada and
Yasuda [I5]. Zhandry showed the PRP-PRF switching lemma in the quantum
setting [34], and that quantum-secure PRPs can be constructed from quantum-
secure PRFs by using a technique of format preserving encryption [35]. Cza-
jkowski et al. showed that the sponge construction is collapsing (collapsing is
a quantum extension of the classical notion of collision-resistance) when round
functions are one-way random permutations or functions [10]E| Alagic and Rus-
sell proved that polynomial time attacks against symmetric-key schemes that
make use of Simon’s algorithm can be prevented by replacing XOR operations
with modular additions based on an algebraic hardness assumption [1], however,
Bonnetain and Naya-Plasecia showed that the countermeasure is not practi-
cal [§]. Regarding standard security proofs (against quantum adversaries that
make only classical queries) for symmetric-schemes, Mennink and Szepieniec
proved security for XOR of PRPs [23].

4 Note that the condition that the round function of the sponge construction is one-
way is unusual in the context of classical symmetric-key provable security.



2 Preliminaries

This section describes notations and definitions. In this paper, any algorithm
(or adversary) is supposed to be a quantum algorithm, and makes quantum
superposed queries to oracles.

For any finite sets X and Y, let Func(X,Y") denote the set of all functions
from X to Y. For any n-bit string z, we denote the left half n/2-bits of z by zp,
and the right half n/2-bits by g, respectively. We identify the set {0,1}™ with
the set of the integers {0,1,...,2™ — 1}.

2.1 Quantum Computation

Throughout this paper, we assume that readers have basic knowledge about
quantum computation and finite dimensional linear algebra (see textbooks such
as [25/18] for an introduction). We use the computational model of quantum cir-
cuits. We measure complexity of quantum algorithms by the number of queries,
and the number of basic gates in addition to oracle gates. In this paper, by basic
gates we denote the gates in the standard basis of quantum circuits Q [18]. Let
Il - |l and || - ||t denote the norm of vectors and the trace norm of operators,
respectively. In addition, let td(:,-) denote the trace distance. For Hermitian
operators p,o on a Hilbert space H, td(p,0) = 3||p — o« holds. For a mixed
state p of a joint quantum system Ha ® Hp, let trg(p) (resp., tra(p)) denote
the partial trace of p over Hp (resp., Ha). Moreover, for a pure state |¢) of
the joint quantum system H4 ® Hp, we write trp(|1)) (resp., tra(|e))) instead
of tra(|v) () (resp., tra(w) (1)), for simplicity. Similarly, for a pure state |1))
and a mixed state p of a quantum system H, we write td(|¢) , p) and td(p, [¢)))
instead of td(|v) (¢|, p) and td(p, |1} (1|), respectively. For an integer n > 1, by
I,, and H®" we denote the identity operator on n-qubit systems and the n-qubit
Hadamard operator, respectively. If n is clear from the context, we just write
I instead of I,, for short. By abuse of notation, for an operator V', we some-
times use the same notation V' to denote V @ I or I ® V for simplicity, when it
will cause no confusion. In addition, for a vector |¢) and a positive integer m,
we sometimes use the same notation |¢) to denote |¢) ® |0™) or |0™) ® |¢) for
simplicity, when it will cause no confusion.

Quantum oracle query algorithms. Following previous works (see [B], for
example), any quantum oracle query algorithm A that makes at most ¢ queries
to oracles is modeled as a sequence of unitary operators (U, . .., Uy), where each
U, is a unitary operator on an /-qubit quantum system, for some integer ¢. Here,
Uy can be regarded as the initialization process, and for 1 <i < ¢—1, U; is the
process after the i-th query. U, can be regarded as the finalization process. We
only consider quantum algorithms that take no inputs, and we assume that the
initial state of A is |0°).



Stateless oracles. For a function f : {0,1}"™ — {0,1}", the quantum oracle of
f is defined as the unitary operator Oy : |z,y) — |z,y & f(x)). When we run
A relative to the oracle Oy, the unitary operators Uy, Oy, ...,Uq—1,0¢, U, act
in a sequential order on the initial state |0¢). (We consider that O acts on the
first (m + n)-qubits of A’s quantum register.) Finally, .A measures the resulting
quantum state U,0;U,_1 - O;Up |0%), and returns the measurement result as
the output. f may be chosen according to a distribution at the beginning of each
game. Let us denote the event that A runs relative to the oracle Oy and returns
an output a by a + A% () or by A% () — .

Stateful oracles. In this paper, we also consider more general cases that quan-
tum oracles are stateful, i.e., oracles have £/-qubit quantum states for an integer
7> OE| In these cases, an oracle O is modeled as a sequence of unitary opera-
tors (On,...,0,) that acts on the first (m + n)-qubits of A’s quantum register
in addition to O’s quantum register. When we run A relative to the oracle O,
the unitary operators Uy ® I, O1,...,(Ug—1 @ Ip), Oy, (Ug ® Ipr) act in a se-
quential order on the initial state [0°) ® |initp), where [inite) is the initial state
of O. Finally, A measures the resulting quantum state (U; ® Ip)Oy(Uj—1 @
Ip) - O1(Uy @ 1) |0°) @ |inito), and returns the measurement result as the out-
put. If O has no state and O; = Oy holds for each ¢, the behavior of A relative
to O precisely matches that of A relative to the stateless oracle Oy. Thus, our
model of stateful oracles is an extension of the typical model of stateless oracles
described above. O may be chosen according to a distribution at the beginning
of each game. We denote the event that .4 runs relative to the oracle O and
returns an output o by a + A°() or by A9() — a.

Quantum distinguishing advantages. Let A be a quantum algorithm that
makes at most g queries, outputs 0 or 1 as the final output, and let O; and O,
be some oracles. We consider the situation that @, and Oy are chosen randomly
according to some distributions. We define the quantum distinguishing advantage
of A by

dist
Adviito, (A) = | @
When we are interested only in the number of queries and do not consider
other complexities such as the number of gates (i.e., we focus on information
theoretic adversaries), we use the notation

Pr[A?() = 1] =Pr[A%() —1]

AdvEo, () = max {AdvEo, (A) }, (3)

where the maximum is taken over all quantum algorithms that make at most ¢
quantum queries.

5 Here we do not mean that our model captures all reasonable stateful quantum ora-
cles. We use our model of stateful quantum oracles just for intermediate arguments
to prove our main results, and the claims of the main results are described in the
typical model of stateless oracles.



Quantum PRF advantages. By RF we denote the quantum oracle of random
functions, i.e., the oracle such that a function f € Func({0,1}™, {0, 1}") is chosen
uniformly at random, and an oracle access to Oy is given to adversaries.

Let F = {F) : {0,1}" — {0,1}"}rex be a family of functions. Let us use
the same symbol F to denote the oracle such that k is chosen uniformly at
random, and an oracle access to Op, is given to adversaries. In addition, let A
be an oracle query algorithm that outputs 0 or 1. Then we define the quantum
pseudorandom-function (qPRF) advantage by Advq}-PRF(A) = AdvgjféF(A).

Similarly, we define Advq]_-PRF(q) by AdvquRF(q) ‘= max 4 {AdV}PRF(A)},

where the maximum is taken over all quantum algorithms A that make at most
q quantum queries.

Quantum PRP advantages. By RP we denote the quantum oracle of random
permutations, i.e., the oracle such that a permutation P € Perm({0,1}") is
chosen uniformly at random, and an oracle access to Op is given to adversaries.

Let P = {P; : {0,1}" — {0,1}"}rex be a family of permutations. We use
the same symbol P to denote the oracle such that k is chosen uniformly at ran-
dom, and an oracle access to Op, is given to adversaries. Let A be an oracle
query algorithm that outputs 0 or 1, and we define the quantum pseudorandom-

permutation (QPRP) advantage by Adv%PRP(A) = Advf,i,if,gp (A). Similarly, we

define AdvqpPRP (q) by Adv%PRP (g) := max_4 {AdvquRP(.A)} , where the max-

imum is taken over all quantum algorithms A that make at most ¢ quantum
queries.

Security against efficient adversaries. An algorithm A is called efficient if
it can be realized as a quantum circuit of which the number of basic gates and
oracle gates is polynomial in n. A set of functions F (resp., a set of permutations
P) is a quantumly secure PRF (resp., a quantumly secure PRP) if the following
properties are satisfied:

1. Uniform sampling f EF (resp., P & P) and evaluation of each f (resp.,
each P) can be implemented on quantum circuits of which the number of
basic gates is polynomial in n.

2. Advg_-PRF (A) (resp., Adv%PRP(A)) is negligible (i.e., for any positive integer
¢, it is upper bounded by n=¢ for all sufficiently large n) for any efficient
algorithm A.

2.2 The Luby-Rackoff Constructions

The Luby-Rackoff construction [22] is a construction of n-bit permutations from
n/2-bit functions by using the Feistel network.

Fix 7 > 1, and for 1 <4 <7, let f; := {fix :{0,1}"/2 = {0,1}"/?}rcx be a
family of functions parameterized by key k in a key space K. Then, the Luby-
Rackoff construction for fi,..., f, is defined as a family of n-bit permutations



LR, (f1,-- -, fr) == {LR(f1,515- - - ,Jf,.7;€r)}»kh“_7,%€)C with the key space (K)". For
each fixed key (k1,...,k:), LR (fikys- -, frk,.) is defined by the following pro-
cedure: First, given an input z¢ € {0,1}", divide it into n/2-bit strings xoz, and
Tor. Second, iteratively update n-bit states as

(T—1yLs T—1)r) = (@i, Tir) = (T—1)r © fik (Ta—1L) Ta-1)n)  (4)

for 1 < i < r. Finally, return the final state z, := z,p||z,r as the output (see

Fig. [2).

Fig. 2. The 3-round Luby-Rackoff construction.

The resulting function LR, (f1,k,,- .- frk.) : To — @, becomes an n-bit per-
mutation owing to the property of the Feistel network. Each f; , is called the
i-th round function. When we say that an adversary is given an oracle access
to LR.(f1,..., fr), we consider the situation that keys k1, ..., k, are first chosen
independently and uniformly at random, and then the adversary runs relative to
the stateless oracle OLRr(fl,kl ,,,,, Froen) |2) |y) = |2) |y ® LR (f1kys- -+ froke) ().
When each round function is chosen from Func({0,1}"/2,{0,1}"/?) uniformly at
random (i.e., each f; is the set of all functions Func({0,1}"/2,{0,1}"/2) for all
i), we use the notation LR, for short.

3 Compressed Oracle Technique with Errors

In many security proofs in the classical random oracle model (ROM), they im-
plicitly rely on the fact that transcripts of queries and answers can be recorded.
However, such proofs do not necessarily work in the quantum random oracle
model (QROM) [B], since recording transcripts may significantly perturb quan-
tum states, which might be detected by adversaries. To solve this issue, Zhandry
introduced the “compressed oracle technique” [36] to enable us to record tran-
scripts of queries and answers even in QROM.

Zhandry’s technique was originally developed for QROM in which adversaries
can make direct queries to random functions, but it can also be applied to the
case that adversaries can make queries to random functions only indirectly. In



particular, one may think that the technique is applicable to giving a security
proof for the Luby-Rackoff constructions for the cases that all round functions
are truly random.

However, there is an issue with the technique when we apply it to complex
schemes such as the Luby-Rackoff construction. In this section, we scrutinize the
technique and study how we can modify and re-formalize it to avoid the issue.
We name our modified version the compressed oracle technique with errors. In
later sections, we apply our modified technique to showing the security of the
4-round Luby-Rackoff construction.

In Section [3.1] we give an overview of the original technique by Zhandry, and
describe which part of it can be improved. Then, in Section we describe our
modified technique.

3.1 An Overview of the Original Technique

First, Zhandry observed that the oracle Oy can be implemented with an encoding
of f and an operator stO that is independent of f. In this subsection, we consider
that each function f : {0,1}™ — {0,1}" is encoded into the (n2™)-qubit state
|5y =1fO]f)]---|If(2™ — 1)). The operator stO is the unitary operator that
acts on (n + m + n2™)-qubit states defined as

stO : [z) |y) @ |ag) - - [agm 1) = [2) [y © az) @ |ag) -+~ |agm 1), (5)

where a, € {0,1}" for each 0 < z < 2™ — 1. We can easily confirm that
stO|z) ly) |f) = |z) ly® f(x))|f) holds. Here, we consider that |x)|y) corre-
sponds to the first (m + n)-qubits of adversaries’ registers.

When f is chosen uniformly at random and A4 runs relative to stO and |f)
(i.e., A runs relative to the quantum oracle of a random function), the whole
quantum state before .4 makes the (i 4+ 1)-st quantum query becomes

|pfiv1) = (Ui @ I)stO(U;—y @ I)stO - --stO(Uy @ I) |0°) | ) (6)

with probability 1/2"2". Here, we assume that A has f-qubit quantum states.

Random choice of f can be implemented by first making the uniform super-
position of functions } ﬁ |f) = H®"?" |0"*") and then measure the state
with the computational basis. So far we have considered that a random function
f is chosen at the beginning of games, but the output distribution of A will not
be changed even if we measure the |f) register at the same time as we measure
A’s register. Thus, below we consider that all quantum registers including those
of functions are measured only once at the end of each game.

Then the whole quantum state before A makes the (i 4+ 1)-st quantum query
becomes

1
/27’1,2""

(Gir1) = D |brin) = (U @ DstO---stO(Up @ 1) | [0) @D 1f)
f f
(7)

10



Next, we change the basis of the y register and «; registers in from the
standard computational basis {|u)},c{o,1}» to the one {H®" |u)},c (0,1}, which
is called Fourier basisﬂ by Zhandry [36]. In what follows, we use the symbol “ = ”
to denote the encoding of classical bit strings into quantum states by using the
Fourier basis instead of the computational basis, and we ambiguously denote
H®™ |u) by |u) for each u € {0,1}". Then, it can be easily confirmed that

—

st [z) |§) ® [ap) - -+ |azm—1) = |2) [§) ® [@5) -+ [aw ©y) -~ |azn—1)  (8)

holds. Intuitively, the direction of data writing changes when we change the
basis: When we use the standard computational basis, data is written from the
function registers to adversaries’ registers as in . On the other hand, when we
use the Fourier basis, data is written in the opposite direction as in . With
the Fourier basis, |¢;+1) can be written as

bi41) = (U; ® I)stO(Us_y ® I)stO - - stO(Up @ I) (|of> ® |o/n2\*">) . (9)

Here, note that >, [f) = HE2™ 2™y = |W> holds. In particular, the reg-

ister of the functions are initially set as [072™), and at most one data is written
(in superpositions) when an adversary makes a query. Thus

Giv1) = D @ pleyz) ® D) (10)

Lyzﬁ

’ | 2

wyzD ‘awyzﬁ = 1, where

holds for some complex numbers a’ 2D such that >
each z is an m-bit string that corresponds to A’s query register, y is an n-bit
string that corresponds to A’s answer register, z corresponds to A’s remaining
register, and D = ag|| - - - [|@am_1 is a concatenation of 2™ many n-bit strings.
__ Zhandry’s key observation is that, since stO adds at most one data to the
D-register in each query, @, # 0" holds for at most 7 many x, and thus D can
be “compressed” to a database with at most ¢ many entries. (Note that D may
contain less than i entries. For example, if a state |z) |y) is successively queried
to stO twice, then the database will remain unchanged since stO - stO = I.) We
use the same notation D for the compressed database, and call it compressed
Fourier database since now we are using the Fourier basis for D. Each entry of
D has the form (z,a,), where z € {0,1}™, a, € {0,1}", and &, # 0".
Intuitively, if the compressed Fourier database D contains an entry (z, a,), it
means that A has queried z to a random function f and holds some information
about the value f(x). Hence D can be seen as a record of transcripts for queries
and answers. However, it is still not clear what kind of information A has about
the value f(x), since we are now using the Fourier basis. To make it clear, let
the Hadamard operator H®" act on each & in D and obtain another (superpo-
sition of) database D. Then, intuitively, D satisfies the condition “(z, ;) € D

5 Note that the Hadamard operator H®" corresponds to the Fourier transformation
over the group (7/27)%".

11



corresponds to the condition that A has queried x to the oracle and gotten the
value «; in response”’. We call D a compressed standard database.

In summary, Zhandry observed that the quantum random oracle can be de-
scribed as a stateful quantum oracle CstO. The whole quantum state of an ad-
versary A and the oracle just before the (i + 1)-st query is

|¢i+1> = Z AryzD |xyz> & ‘D> ) (11)
zyzD

where each D is a compressed standard database which contains at most ¢ en-
tries. Initially, the database D is empty. In [36], Zhandry describes that, when
A makes a query |z,y) to the oracle, CstO does the following procedures. |Z|

The three procedures of CstO.

1. Look for a tuple (x,a,) € D. If one is found, respond with |z,y ® ay).

2. If no tuple is found, create new registers initialized to the state \/127 o, lov).

Add the registers (z, «,) to D. Then respond with |z,y @ ).

3. Finally, regardless of whether the tuple was found or added, there is now a
tuple (z, ;) in D, which may have to be removed. To do so, test whether
the registers containing «, contain 0™ in the Fourier basis. If so, remove the
tuple from D. Otherwise, leave the tuple in D.

Intuitively, the first and second steps correspond to the classical lazy sam-
pling, which do the following procedures: When an adversary makes a query z to
the oracle, look for a tuple (z, o) in the database. If one is found, respond with
o, (this part corresponds to the first procedure of CstO). If no tuple is found,
choose o uniformly at random from {0,1}™ (this part corresponds to creating
the superposition \/% > a, l@z) in the second procedure of CstO), respond with

oy, and add (z, o) to the database.

The third “test and forget” step is crucial and specific to the quantum set-
ting. Intuitively, the third step forgets data which is no longer used by the
adversary from the database. By appropriately forgetting information, we can
record transcripts of queries and answers without perturbing quantum states.

An issue. The above technique by Zhandry is so clever and insightful, but
there is a point that can be improved. The third “test and forget” step is crucial
to avoid perturbing quantum states, but hard to capture intuitively, and its
mathematically explicit description as a unitary operation is not given in the
original paper [30]. E| This would be problematic if we apply the technique to
showing security of complex schemes that are composed of multiple random
functions. If we apply the technique to such schemes, quantum entanglements

7 We remark that these three-step precedures are a verbatim quotation from the orig-
inal paper [36] of version 20180814:183812, except that the symbol y’ and 0 are used
instead of a,; and 0", respectively, in the original one.

8 Again, here we consider the original paper of version 20180814:183812.
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among multiple compressed databases will be extremely complex, where it will
be very hard to appropriately operate the “test and forget” procedure to each
database. Since unexpected properties often hold in the quantum setting, it is
more important to give mathematically rigorous proofs than in the classical
setting. Moreover, if we could apply the technique without caring about such
procedures, we can give quantum proofs with classical intuitions to a greater
extent.

With the above in mind, in the next subsection, we modify Zhandry’s tech-
nique so that we can intuitively capture properties of oracles without “test and
forget” procedures, while keeping mathematically clear descriptions. Instead of
getting rid of the “test and forget” procedure, we introduce some errors when
we describe properties of the oracles.

3.2 Our Modified Technique

From now on, we represent each function f : {0,1}™ — {0,1}" as (n+ 1)2™-bit
strings (O[|£(0))[[(OLF )Nl - - I(OlL.f (2™ = 1)).

Remember that the whole quantum state before A makes the (i +1)-st query
is described as

5] a2

|pis1) = (U;RD)stO(Ui_1@I)stO - - stO(Uo@1) | [0F) @
7 V2

At each query, unlike the original technique that adds/deletes at most one entry
to/from each database, we first “decode” superpositions of databases to super-
positions of functions when an adversary makes a query, secondly respond to the
adversary, and finally “encode” again superpositions of functions to superposi-
tions of databases. Below we describe our encoding.

Encoding functions to databases: Intuitive descriptions. Modifying the
idea of Zhandry, we apply the following operations to the | f)-register of |¢;41).

1. Let the Hadamard operator H®™ act on the f(z) register for all z. Now the
state becomes

S5 layz) @ |D) (13)
zyzD
for some complex numbers a;yzﬁ, where each D = (0|d@p)]| - - - ||(0]|@gm_1) is
a concatenation of 2™ many (n + 1)-bit strings, and @, # 0™ at most i-many
x.
2. For each z, if a, # 0™, flip the bit just before a,. Now each D changes to
the bit strings (bg||@o)]| - - - |[(bam—_1||@2m_1), where b, € {0,1}, and b, =1 if

and only if a, # 0™.
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3. For each = € {0,1}", let the n-bit Hadamard transformation H®" act on
|a;) if and only if b, = 1. Then the quantum state becomes

[Yis1) == D duyep |2yz) @ D) (14)

zyzD

for some complex numbers az,.p, where each D is a concatenation of 2"
many (n+ 1)-bit strings (bo|lao)] - - - || (b2m —1||eem —1) such that b, # 0 holds
for at most ¢ many x, and intuitively b, # 0 means that A has queried = to
a random function f and has information that f(z) = .

Encoding functions to databases: Formal descriptions. The above three
operations can be formally realized as actions of unitary operators on | f)-registers.
The first one is realized as IH := (I; @ H®")®2" | The second one is realized as
Usoggle := (I1 ® [0™) (0" + X @ (I,, — |0™) (0"]))®2", where X is the 1-qubit
operator such that X |0) = |1) and X |1) = |0). The third one is realized by the
operator CH := (CH®™)®2" where CH := [0) (0| ® I,, + |1) (1| ® H®".

We call the action of unitary operator Uenc := CH-Usoggle-IH and its conjugate
U, encoding and decoding, respectively. E|By using our encoding and decoding,
the compressed standard oracle with errors is defined as follows.

Definition 1 (Compressed standard oracle with errors). The compressed
standard oracle with errors is the stateful quantum oracle such that queries are
processed with the unitary operator CstOE defined by CstOE := (I ® Uep) - stO -
(1 Us).

Note that [¢;41) = (U; ® I)CstOE(U;—; ® I)CstOE--- CstOE(Up ® I)(|0%) ®
|0 H+D2™Y) and |piy 1) = (I @ UZ,.) [1his1) hold for each i.

Next, we introduce some notations related to our compressed standard oracle
with errors, which are required to describe properties of CstOE.

Notations related to CstOE. We call a bit string D = (bolleo)| -]l
(bgm _1||agm_1), where b, € {0,1} and a, € {0,1}" for each z € {0,1}™, is
a wvalid database if o, # 0™ holds only if b, # 0. We call D an invalid database
if it is not a valid database. Note that, in a valid database, b, can be 0 or 1 if
ag, = 0™. We identify a valid database D with the partially defined function from
{0,1}™ to {0,1}" of which value on = € {0,1}™ is defined to be y if and only if
b, # 0 and o, = y. We use the same notation D for this function. Moreover, we
identify D with the set {(x, D(2))}sedom(p) C {0,1}™ x {0,1}". We say that an
entry of x is in D if (z,y) € D for some y. Unless otherwise noted, we always
assume that D is valid.

We say that a valid database D is compatible with a function f : {0,1}™ —
{0,1}"™ if D(z) = f(z) holds for each x in the domain of D. For each valid

9 Actually the idea of toggle is noted by Zhandry in the original paper [36], but
there is no formalization about it. Moreover, it was described with “test and forget”
procedures and without any errors.
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database D, let comp(D) denote the set of functions that are compatible with
D.

If || |¢) — [9') || is in O(e) for two vectors [¢), |1}, and some parameter €
(which will be a function of n in later applications), then we say that |¢) is

equal to |[Y') with an error in O(€), or just write |[¢) = |¢') with an error in
O(e).
The following proposition describes the core properties of CstOE.

Proposition 1 (Core Properties). Let D be a valid database. Then, the fol-
lowing properties hold.

1. Suppose that |D| < i holds. Then
UaelD) = Y (o 1D (15)
|comp(D)|
f€comp(D)

holds with an error in O(4/i2/2m).
2. Suppose that there is no entry of x in D. Then, for any vy,

CstOE |z) [y) ® [D U (2, @) = [2) [y © ) @ [D U (2, )
with an error in O(1/+/2"). More precisely,

CstOE |z, y) ® |D U (z, o))
=|z,y®a)®|DU(z,a))

1
\ﬁ [z, y ) | [D) - we{;un e DU (2,7))

. \/% > \/% lz,y @) @ (|D U (z,7)) — | D)

+—|a;>|on® 2 ) r\DU(xéw |D) (16)

6e{0,1}n
holds, where |D1;“’a“d> is a superposition of invalid databases for each vy, and

[07) = H®™ o).
3. Suppose that there is no entry of x in D. Then, for any vy,

CstOE |z) |y) ® |D) = Z |z) ly ® a) ® |[DU (z, @)
aec{0,1}n \/7

with an error in O(1/v/2%). To be more precise,

CstOE|z) ly) ® |D) = Z \ﬁ|z Y@ a)®|DU(z,a))

aec{0,1}n
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e (D) - 3

= (@,7))
\/27 ’)/E{O,l}"

(17)

1
—|DU
\/2”|

holds, where [07) = H®™ |0").

Proposition [1| can be shown by straightforward calculations. For completeness,
a proof of Proposition [[]is given in Section [A]in the appendix.

An intuitive interpretation of Proposition The first property is a sub-
sidiary one, which would be useful in later applications. When we ignore error
terms, the second and third properties correspond to the first and second proce-
dures of CstO, respectively: When an adversary makes a query x to the oracle,
CstOE looks for a tuple (x,«) in the database. If one is found, respond with «
(the second property in the above proposition). If no tuple is found, create the
superposition \/% > w, l@z), respond with a;, and add (z, ;) to the database
(the third property in the above proposition).

Note that we do not need any “test and forget” procedure to describe the sec-
ond and third properties in Proposition [1} Thus we can intuitively capture time
evolutions of databases with only the (classical) lazy-sampling-like arguments.
When we apply the original technique, we have to strictly care the three proce-
dures of CstO since, while they give the properties of CstO, they also describe the
definition of CstO. On the other hand, the definition of CstOE is clearly given as
a unitary operator (Definition , and it is not mandatory to use the properties
in Proposition

To get rid of the “test and forget” procedure, we have to introduce some
errors. The error increases as the number of adversaries’ queries q increases, but
it remains negligible as long as ¢ < 2/2. Thus the error will not be problematic
when we focus on the situation ¢ < 2"/2, which is the case for showing the
(tight) security bound of the 4-round Luby-Rackoff construction.

In later applications, similarly to classical proofs, we introduce good and
bad transcripts. The explicit formulas of the second and third properties will
be used to show that, intuitively, adversaries cannot distinguish two oracles if
transcripts are “good”. Moreover, the first property and the descriptions with
errors of the second and third properties will be used to show that the probability
that transcripts become “bad” is negligible.

4 Security Proofs

The goal of this section is to show the following theorem, which gives the quan-
tum query lower bound for the problem of distinguishing the 4-round Luby-
Rackoff construction LR4 from random permutations RP, in the case that all
round functions are truly random functions.
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Theorem 3. Let q be a positive integer. Let A be an adversary that makes at
most q quantum queries. Then,

q3
AdvE (A) <O ( 5 /2) (18)

holds.

Since we can efficiently simulate truly random functions against efficient
quantum algorithms [33], the following corollary follows from Theorem

Corollary 1. Let f; be a quantumly secure PRF for each 1 < i < 4. Then,
the 4-round Luby-Rackoff construction LR4(f1, f2, f3, fa) is a quantumly secure
PRP.

To the end of this section, we assume that all round functions in the Luby-
Rackoff constructions are truly random functions, and we focus on the number
of queries when we consider computational resources of adversaries. To have
a good intuition on our proof in the quantum setting, it would be better to
intuitively capture how LRj3 is proven to be secure against classical CPAs, how
the quantum attack on LRz works, and what problem will be hard even for
quantum adversaries. Thus, before giving a formal proof for the above theorem,
in what follows we give some observations about these things, and then explain
where to start.

An overview of a classical security proof for LR3. Here we give an overview
of a classical proof for the security of LR3 against chosen plaintext attacks in
the classical setting. For simplicity, we consider a proof for PRF security of LRj.

Let bads be the event that an adversary makes two distinct plaintext queries
(xoL,Tor) # (xhp, o) to the real oracle LR3 such that the corresponding inputs
z1z, and x]; to the second round function fs are equal, i.e., inputs to fa collide.
In addition, let bads be the event that inputs to f3 collide, and define bad :=
badg V badg.

If bads (resp., bads) does not occur, then the right-half (resp., left-half) n/2
bits of LR3’s outputs cannot be distinguished from truly random n/2-bit strings.
Thus, unless the event bad occurs, adversaries cannot distinguish LR3 from ran-
dom functions.

If the number of queries of an adversary A is at most ¢, we can show that the
probability that the event bad occurs when A runs relative to the oracle LRjg is
in O(¢q?/2"/?). Thus we can deduce that LR3 is indistinguishable from a random
function up to O(2"/4) queries.

Quantum chosen plaintext attack on LR3. Next, we give an overview of
the quantum chosen plaintext attack on LRs by Kuwakado and Morii [19]. Note
that we consider the setting that adversaries can make quantum superposition
queries. The attack distinguishes LRz from a random permutation with only
O(n) queries.
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Fix ag # a; € {0,1}? and for i = 0,1, define g; : {0,1}*/2 — {0,1}"/2
by gi(x) = (LRs(cw, z))r ® «;, where (LR3(a;,x))r denote the right half n/2-
bits of LR3(c, ). In addition, define G' : {0,1} x {0,1}*/2 — {0,1}*/2 by
G(b,x) = gp(x). Then, it can be easily confirmed that go(z) = g1(x & s) holds
for any « € {0,1}"/2, where s = f1(a0)® fi(a1). Thus G(b, z) = G((b, z)®(1, s))
holds for any b and z, i.e., the function G has the period (1, s).

If we can make quantum superposed queries to G, then we can find the period
(1, s) by using Simon’s period finding algorithm [30], making O(n) queries to G.
In fact G can be implemented on an oracle-querying quantum circuit C-R3 by
making O(1) queries to LRs. E

Roughly speaking, Simon’s algorithm outputs the periods with a high prob-
ability by making O(n) queries if applied to periodic functions, and outputs the
result that “this function is not periodic” if applied to functions without periods.

If we are given the oracle of a random permutation RP, the circuit CRP
will implement an almost random function, which does not have any period
with a high probability. Thus, if we run Simon’s algorithm on CRP, with a high
probability, it does not output any period. Therefore, we can distinguish LRj3
from RP by checking if Simon’s period finding algorithm outputs a period.

Observation: Why the classical proof does not work? Here we give an
observation about the reason why quantum adversaries can distinguish LR3 from
random permutations even though LR3 is proven to be indistinguishable from a
random permutation in the classical setting.

We observe that quantum adversaries can make the event bads occur: Once
we find the period 1||s = 1|| f1(c) P f2 (a1 ) given the real oracle LR3, we can force
collisions on the input of f,. Concretely, take z € {0,1}"/2 arbitrarily and set
(zor,zor) = (0, %), (x4, 24R) = (a1, & s). Then the corresponding inputs
to fo become f1(ag) @ = for both plaintexts. Thus the classical proof idea does
not work in the quantum setting.

Quantum security proof for LR4: The idea. As we explained above, the
essence of the quantum attack on LRj is finding collisions for inputs to the second
round function fs. On the other hand, it seems difficult to make collisions for
inputs to the third round function f3 even for quantum (chosen-plaintext) query
adversaries.

Having these observations, our idea is that it would be hard even for quan-
tum adversaries to notice that the third state update (zar,x2r) — (z2r ®
fa(xap),xar) of LR3 is modified as (zaor,zar) — (F(z2r,z2Rr),z2r), where
F : {0,1}"? x {0,1}"/2 — {0,1}"/? is a random function. We denote this
modified function by LR} (see Fig. , and begin with showing that it is hard to
distinguish LR} from LRj.

10 Here we have to implement truncation of outputs of (@ without destroying quantum
states, which is pointed out to be non-trivial in the quantum setting [I7]. However,
it has been shown that this “truncation” issue can be overcome by using a technique
observed in [14].
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Fig. 3. LR}

We will show it by combining the classical proof idea and our compressed
oracle technique with errors. Roughly speaking, we define “bad” databases to be
the ones that contain “collisions at inputs to the third round function”. Then
we show that the probability that we measure bad databases is very small, and
that adversaries cannot distinguish LR} from LR3 when databases are not bad.

Next, let FamP({0,1}"/2) be the set of functions F : {0,1}"/2? x {0,1}"/2 —
{0,1}"/2 such that F(z, ) is a permutation for each z. If P is chosen uniformly at
random from FamP ({0, 1}"/2), we say that P is a family of random permutations,
or shortly FRP. Then, we intuitively see that it is hard to distinguish FRP from
a random function RF from {0,1}" to {0,1}"/2 (i.e., an optimal strategy would
be finding a kind of collision for RF, which requires ~ (27/2)1/3 = 27/6 queries
for quantum adversaries).

Once we show the above two properties, i.e.,

1. LR} is hard to distinguish from LR3, and
2. FRP is hard to distinguish from RF,

we can prove Theorem |3| with simple and easy arguments. In other words, show-
ing those two properties are technically the most difficult parts in our proof for
Theorem [3

Organization of the rest of Section Sectionshows that LR} is hard to
distinguish from LRs. Section [£.2]shows that FRP is hard to distinguish from RF.
Section [A.3] proves Theorem [3] by combining the results in Sections [.1] and

4.1 Hardness of Distinguishing LR; from LR3
Here we show the following proposition.

Proposition 2. Let g be a positive integer. Let A be an adversary that makes
at most q quantum queries. Then,

is q3
Advig; g, (A) <O < 2n/2> (19)

holds.

First, let us discuss the behavior of the quantum oracles of LRz and LRj.
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Quantum oracle of LR3. Let O, denote the quantum oracle of each round
function f;. In addition, let us define the unitary operator Oyp ; that computes
the state update of the i-th round by
Ovp.i : |T(i—1)L, T(i-1)R) |YL, UR)
= z-nn, Te-0r) (YL, yr) ® (fi(xa-1)L) © Ta-1)r, Zai—1)L)) -

Ovyp.; can be implemented by making one query to f; (see Fig. 4)).

lyr) ( [yr @ x@-1)1)
— D (x: )
lyL) \\ [y. @ filx@-1L) © xi-1r)
fi
[XGi-1)L) — [x-1)L)
[x@-1)r) [x-1)r)

Fig. 4. Implementation of Oup.;. f; will be implemented by using the compressed
standard oracle with errors.

Now O(g, can be implemented as follows by using {Oup.; }1<i<3:

1. Take |z) |y) = |zoL, Tor) |YL, Yr) as an input.
2. Compute the state (z1r,x1r) by querying |zor, zor) |0™) to Oup.1, and ob-
tain
|zoL, Tor) YL, Yr) @ |11, T1R) - (20)

3. Compute the state (zor,x2r) by querying |z1z,, z1r) |0™) to Oup.2, and ob-
tain
|ZoL, Tor) YL, YR) @ |T1L, T1R) @ 221, T2R) - (21)
4. Query |za2r,z2r) YL, Yr) to Oup.3, and obtain
) |y @ LR3(x)) ® |z11, 21R) @ |T2r, 22R) - (22)
5. Uncompute Steps 2 and 3 to obtain
|z) |y @ LR3(2)) . (23)
6. Return |z) |y & LR3(x)).
The above implementation is illustrated in Fig. [}
Quantum oracle of LR;’. The quantum oracle of LR} is implemented in the

same way as LRjs, except that the third round state update oracle Oyp 3 is
replaced with another oracle Of;p 5 defined as

Oup.s : |T2L, %2r) YL, Yr) — |T2r, 22R) |(y, YR) ® (F(x2L, T2R) ® T2R, T2L)) -

20



ly) ly © LR3(x))
0 |Oups |, M
10y 1 OUP.Z OUP.Z I L |0)
0 0
|x)— UP.1 UP.1 | lx)

Fig. 5. Implementation of LRs.

[yr) 469— |yr © x21)

[y) — [y ® F(xz1, x2))
[xz)—] F [x21)
[x2r) — [x2r)

Fig. 6. Implementation of Oyp 5. F' will be implemented by using the compressed
standard oracle with errors.

Oyp 5 is implemented by making one query to Op, i.e., the quantum oracle of
F (see Fig. [6).

Below, we show the claim of the proposition by applying the compressed
oracle technique with errors to f1, f2, f3, and F. We consider that the oracles of
these functions are implemented as the compressed standard oracles with errors,
and we use D1, Dy, D3, and Dp to denote (valid) databases for f1, fo, f3, and F,
respectively. In particular, after the i-th query of an adversary to LR3, the joint
quantum states of the adversary and functions can be described as

Y GwyepibaDs l2y2) @[ D1) | D2) | Ds) (24)
IyZD1D2D3

for some complex numbers agy.p, p,p, such that nyleDzDs |@ay 2Dy Dy Dy |2 =
1. Here, x, y, and z correspond to the adversary’s query, answer, and output
registers, respectively. (If the oracle is LR}, then the registers |D3), which corre-
sponds to f3, are replaced with |Dp), which corresponds to F.)

Next, we define good and bad databases for LRy and LRj. Intuitively, we
say that a tuple (D1, D, D3) (resp., (D1, D2, Dr)) for LR3 (resp., LR}) is bad
if and only if it contains the information that some inputs to f3 (resp., the left
halves of some inputs to F') collide. Roughly speaking, we define good and bad
databases in such a way that there exists a one-to-one correspondence between
good databases for LR3 and those for LR}, so that adversaries will not be able
to distinguish LR} from LR3 as long as databases are good.

Good and bad databases for LR3. Here we introduce the notion of good
and bad for each tuple (D1, Do, D3) of valid database for LR3. We say that
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(D1, Dy, D3) is good if, for each entry (xar,7) € Ds, there exists exactly one
pair ((zor, ), (x11,8)) € Dy x Dg such that 8 @® xor, = x27,. We say that
(D1, Dy, D3) is bad if it is not good.

Good and bad databases for LRj. Next we introduce the notion of good and
bad for each tuple (Dy, D2, D) of valid database for LR}. We say that a valid
database Dp is without overlap if each pair of distinct entries (zar,,x2r,7y) and
(@b, x5 p,7') in Dp satisfies xop, # xb; . We say that (D1, Do, Dp) is good if Dp
is without overlap, and for each entry (zar,x2r,7vy) € Dp, there exists exactly
one pair ((xor, ), (z11,8)) € D1 x Dy such that 8® xor, = 2oy, and xa2g = 1.
We say that (D1, Da, D) is bad if it is not good.

Compatibility of Dr with Dj3. Let Dg be a valid database for F' without
overlap, and D3 be a valid database for f;3. We say that Dp is compatible with
Dj3 if the following conditions are satisfied:

L. If (z2rp, 22R, ) € D, then (z2r,20r ® ) € Ds.
2. If (xzar,v) € Ds, there is a unique zog and (2, T2g, x2r ® ) € Dp.

For each valid Dp without overlap, there exists the unique valid database for
f3, which we denote by [Dp]s.

Remark 1. For each good database (Dj, Do, D3) for LR3, there exists a unique
Dy without overlap such that [Dp|s = D3 and (D1, D2, Dp) is a good database
for LRj, by definition of good databases. Similarly, for each good database
(D1, Ds, DF) for LR}, (D1, D, [Dr]3) becomes a good database for LR.

Next we define regular and irregular quantum states for the oracles O g, and
OLr;- Roughly speaking, we will treat irregular states as some small error terms,
and focus on regular states.

Regular and irregular states of oracles. Recall that, in addition to database
registers, the quantum oracle Or, uses ancillary 2n-qubit registers to compute
intermediate state after the first and second rounds (see and ) We say
that a state vector |Dy) |D2) |Ds) ® |1) ® |z2) for OiRr,, where |x1) ® |x2) is the
ancillary 2n qubits, is irregular if 1 # 0™ V x5 # 0™ holds, or at least one of the
three databases, Dy, D, or Ds, is invalid. We say that the state vector is reg-
ular if it is not irregular. We define regular and irregular states for O g, similarly.

Next we define some modified versions of LR3 and LR}, which we denote by
LR3-det and LRj-det, respectively (“det” is an abbreviation of “detection of bad
database”).
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The oracles LR3-det and LRg-det. The oracle LR3-det is defined in the same
way as LRz, except that the oracle checks whether the database is bad (or the
state of the oracle is irregular) after each query, and writes the result to an
additional qubit. Note that we define regular and irregular states for LR3-det in
the same way as for LR3. Additional qubits are prepared before an adversary A
runs (¢ additional qubits are sufficient if A is a ¢ query adversary). If 7 # j, the
results of “detection of bad database” for the i-th and j-th queries are written
in distinct qubits.
Intuitively, LR3-det behaves as follows when A makes the i-th query:

1. Check if the j-th additional qubit is 1 for 1 < j < i —1 (i.e., check if the
database has been bad before the i-th query). If so, do nothing. If not, go to
the next step.

2. Make a query to OyR,.

3. Check if the database is bad, or the quantum state of O\g, is irregular. If
so, flip the i-th additional qubit.

Next, we formally explain how the above procedures can be realized as a
unitary operator. Let Ilp,q4 be the projection to the space spanned by the vectors
of bad databases, and irregular state vectors. In addition, let Hf[fi;pt]d be the
projection onto the space spanned by the vectors such that the j-th additional
qubit is 1 for some 1 < j <4 — 1, and irregular state vectors.

Formally, for the i-th query, the behavior of the quantum oracle of LR3-det
is described by the unitary operator

OtRy-det = (ITpad @ I;—1 @ X + (I — Ilpad) ® L1 ® I1)

“(Or; @ L1 @ 1) - (1 — Hf[lli;pt]d) ® I1)

+ I @I, (25)

where I;_1 is the identity operator which acts on the first (i—1) additional qubits,
in addition that I; and X are the identity operator and the operator such that
X 10) = |1) and X |1) = |0), respectively, which act on the i-th additional qubit.

LR}-det is constructed from LR} in the same way as LR3-det is constructed
from LR3-det as above. The behaviors of the oracles of LR;-det and LR3-det
depend on 4, though for simplicity, we always use the notations O|r;_qet and
OLR,-det Without <.

Below we first show that LR3-det is hard to distinguish from LRj-det, and
sLeé:,o)nd show that LR3-det (resp., LRj-det) is hard to distinguish from LR3 (resp.,

3)-

Hardness of distinguishing LR3-det from LRj-det. Let |¢;) and [¢]) be the
state just before the i-th query to LR3-det and LRj3-det, respectively. By abuse of
notation, we let [¢)(g11)) ; [1)(, 1)) denote the quantum states (Uy®1)Otr,-det [q)
and (U, ® I)OyRry-det |¥y), respectively.

We need the following lemma. Intuitively, the lemma claims that any adver-
sary cannot distinguish LR3-det from LRj-det if databases are “good”.
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Lemma 1. For each j, let \w§°°d> and |¢;g°°d> denote (I — f[lllpple]d) [v;) and

(I — ﬂfppt]d) %), respectively. Let trp,,, and trp,,, denote the partial trace

over databases and additional qubits for LR3-det and LRy-det, respectively. Then,
Dy (J65°°)) = trop, ([02°)) holds for 1 < i< q+1.

Proof intuition. Lemmal[I]can be shown by straightforward algebraic calculations
using the strict formulas of the second and third properties in Proposition[I] The
equality holds owing to the one-to-one correspondences between good databases
for LR3 and those for LR} (see Remark . A complete proof of Lemma is given
in Section [B]in the appendix.

We also need the following lemma, which intuitively claims that “good” states
change to “bad” states only with a negligible probability.

Lemma 2. For for each j,

in O(\/7/2"72).

Ipad - Orr, |w§°°d>H and HHbad - Orry, |¢f°°d>H are

Proof intuition. Here we give a proof intuition for LR3. Owing to the second
and third properties of Proposition [I] with errors, we can use classical lazy-
sampling intuition (see explanations below Proposition . Roughly speaking,
good databases change to bad if and only if a fresh query is made to f; or
f2, and the corresponding input to f3 collides with some existing record in the
database for fs.

Since each database of |w§-°°d> has at most (j — 1) entries and outputs of
f1 and fy are (n/2)-bits, the input to f3 that corresponds to a fresh input to
f1 or fa collides with one of the existing records in D3 with a probability at

2
most O(j/2"/?). This corresponds to the claim that Hﬂbad - OLR, |w§.°°d>H <

O(j/ on/ 2) holds. This argument actually ignores some errors, but the errors will
be in O(4/1/2"/2) due to Proposition [I| The claim for LR} can be shown in a
similar way. A complete proof of Lemma [2]is given in Section [C|in the appendix.

The following proposition guarantees that it is hard to distinguish LR3-det
from LRj-det.

Proposition 3. Advf};;_dctm,s_dct (A) isin O (\/q3/2”/2),

Proof intuition. Due to Lemma |1} A cannot distinguish LR3-det from LRj-det
as long as databases are good. Thus, intuitively, the distinguishing advantage
is upper bounded by the square root of the probability that databases become
bad while A makes g queries, which is further upper bounded by ", <i<q [ {1bad -
OLR;-det |1/’g‘00d> | +Zl<j<q [ {bad - OLRy,-det W’ go°d> . From Lemma this can be

upper bounded by >-, ;. O (W)+Z1<j<q (V7/272) = O(\/¢¥]2" 7).

A complete proof of Proposition [3|is given in Section [D]in the appendix.
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Hardness of distinguishing LR3-det and LRg-det from LR3 and LR;’.
The following proposition guarantees that it is hard to distinguish LR3-det and
LRj-det from LR3 and LR}, respectively.

Proposition 4. Adv‘Eg;,_R:i_det (A) and Advfg’g’LRg_det (A) are in O (\/q3/2”/2),

Proof intuition. We give a proof intuition for LR3-det and LR3. Since the databases
of round functions for LR3-det are the same as those for LR3, A cannot distinguish

LR3-det from LR3-det as long as databases are good. Thus, roughly speaking, the

distinguishing advantage is upper bounded by the square root of the probability

that databases become bad while A makes ¢ queries. Owing to Lemma [2] we

can show the claim in the same way as the proof intuition for Proposition 3] The

claim for LRj-det and LR} can be shown in a similar way. A proof of Proposition

is given in Section [E] in the appendix.

Proof of Proposition [2l Finally, we show Proposition

Proof (of Proposition@). Advf,;s;mé (A) is upper bounded by Advf}f;,_Rs_det (A)

+ Advfg’;_det’LRé_det (A) + Advfgg_det’LRé (A). Thus, the claim of Proposition
follows from Proposition [3] and Proposition [ O

4.2 Hardness of Distinguishing FRP from RF

Recall that FamP({0,1}"/?) is the set of functions F : {0,1}"/2 x {0,1}"*/? —
{0,1}/2 such that F(z,-) is a permutation for each z, and if P is chosen uni-
formly at random from FamP({0,1}"/?), we say that P is a family of random
permutations, or shortly FRP.

The following proposition claims that it is hard to distinguish FRP from RF.

Proposition 5. For any quantum adversary A that makes at most q quantum
queries, Advg‘@,f,t)’RF(A) < 0 (¢3/2"/?) holds.

Proof intuition. Suppose that we are given an oracle access to F', which is either
of FRP or RF. If we find (xp,zgr) and (z},2%) such that z;, = 2 Azr #
2 ANF(zp,zr) = F(2,2';), then we can tell that F' is RF. Thus it suffices to
show that finding such a pair ((xr,zr), (27,2%)) for RF is difficult. Below we
call such a pair half-collision of F. We call a database for F is bad if it contains
a half-collision. Roughly speaking, we show that (1) a database becomes bad
with a probability at most O(g®/2"/?), and (2) if databases are good, then the
probability that A finds a half-collision of F is negligible. []

1 Our arguments for the claim (1) is the same as those to prove hardness of finding
(multi)collisions of random functions in [36] and [2I]. However, these two previous
works only show that the probability that we measure “bad” databases are small, and
do not care about claims like our second claim (2). On the other hand, in Section
we also rigorously prove the claim (2).
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For the claim (1), first we show that “a good database changes to a bad
database at the j-th query with probability at most O(j/2"/2)”, in the same
way as we showed Lemma [2} Then we can deduce that, roughly speaking, the
square root of the probability that databases becomes bad while making ¢ queries
is upper bounded by 37, ;. O(1/7/2"/%) = O(q+/q/2"/?) = O(+/¢*/2"/?). The
claim (2) can be shown by using the first property of Proposition

A thorough proof of Proposition [f] is given in Section [F]in the appendix.

4.3 Proof of Theorem [3

This subsection finishes our proof of Theorem |3| by using the results given in

Sections 1] and [4.2

Proof (of Theorem @ First, let us modify LR in such a way that the state
updates of the third and fourth rounds are replaced with

(w2, w2R) = (231, 3R) = (F(x2r,%2R), T2L)

and

(z3r,x3R) = (Tar,24R) = (F' (231, 23R), T3L),
respectively, where F, F” : {0,1}"/2x{0,1}"/? — {0,1}"/? are random functions.
Let us denote the modified function by LR. In addition, by LR} (F, F’) we denote
the function defined by (zr,,zg) = (F'(F(zr,2r), 1), F(zr,zr)) (see Fig.[7).

Fig.7. LR{ and LRY(F, F").

Then, by applying Proposition [2] twice we can show that
dist q3
Advig, 1ry(q) <O oz (26)

holds.
Let us modify LR (F, F’) in such a way that F is replaced with a family of
random permutations P, and denote the resulting function by LR} (P, F"). Then,

26



from Proposition 5| it follows that Advﬁ-\?ét,(F,F,)7LR,2,(P7F,)(q) < O(y/q3/27/?)
holds. Next, let us define a function G by G(zp,xr) = F'(zL,zr)||P(zL,2R),
where F’ is a random function and P is a family of random permutations (see
Fig. . Then, the function distribution of LRy (P, F’) is the same as that of G.

Fig. 8. LRy (P, F') and G.

(Note that P(zr,zr) # P(xr,2y) always holds if zp # a';. Thus, if (1, zr) #
(27, 2';), the corresponding inputs to F’ will be distinct.) Therefore we have
that Advf_l}-‘,s;/(P’F,)’G(q) = 0 holds. Moreover, from Proposition AdvglFSfG(q) <

0 (\/q3/2”/2) holds. Thercfore Adv{p ) re(e) < O (\/q3/2”/2) follows,

which implies that

i ¢
AdvER’Sz’,RF(Q) <0 ( 2n/2> (27)

holds.

Hence, from and (27)), it follows that Advf,iqsi’RF(A) <0 (\/q3/2n/2>
holds for any quantum adversary A that makes at most ¢ quantum queries. In
addition, AdvglpszF(A) < O(q®/2™) holds by the quantum version of the PRP-
PRF switching lemma [34, Thm. 2]. Therefore

is q3
AdchiRI,RP(A) <0 ( 2"/2> (28)

follows, for any quantum adversary A that makes at most ¢ quantum queries,
which completes the proof of the theorem. a

Remark 2. In the above proof, we went back and forth between random func-
tions and (families of) random permutations, which may seem unnatural. Our
proof strategy was motivated to avoid complex arguments that are specific to
the quantum setting as much as possible. For example, it may be possible to
prove the hardness of distinguishing RF, (F, F') from RF directly by using the
compressed oracle technique with errors, but such a direct proof would be much
more complex than the proof of the hardness of distinguishing FRP from RF
(Proposition : We would have to treat quantum entanglements of two inde-
pendent compressed database registers when we apply the compressed oracle
technique with errors to RF;(F, F”), while the proof of Proposition |5| requires
only one compressed database register.
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5 A Matching Attack

We show that the bound given in the previous section is tight by showing that
there exists a matching attack. Again, we consider the case that all round func-
tions of LR, are truly random functions, and show the following theorem.

Theorem 4. There exists a quantum algorithm A that makes O(2"/%) quantum
queries and satisfies Advfgfp (A) =02(1).

Proof intuition. Intuitively, our distinguishing attack is just a quantum version
of a classical collision-finding-based distinguishing attack [27]. Classical attack
distinguishes LRy from a random permutation by finding a collision of a func-
tion that takes values in {0,1}"/2, which requires O(v2"/2) = O(2"/*) queries
in the quantum setting. However, finding a collision of the function requires only
O(V/2n/2) = O(2"/9) queries in the quantum setting, which enables us to make a
O(2"/%)-query quantum distinguisher. (Note that, in general, we can find a col-
lision of random functions from {0,1}*/2 to {0,1}"/2? with O(V/27/2) = O(2"/9)
quantum queries [34].) A complete proof is given in Section |G|in the appendix.

6 Concluding Remarks

This paper showed that £2(27/%) quantum queries are required to distinguish
the (n-bit block) 4-round Luby-Rackoff construction from a random permuta-
tion by qCPAs. In particular, the 4-round Luby-Rackoff construction becomes a
quantumly secure PRP against qCPAs if round functions are quantumly secure
PRFs. We also showed the bound is tight, i.e., we gave a qCPA that distinguishes
the 4-round Luby-Rackoff construction with O(2"/%) quantum queries. To give
security proofs, we modified the compressed oracle technique by Zhandry and
applied it.

It would be interesting to see if the provable security bound improves when we
increase the number of rounds. Also, analyzing the security of the Luby-Rackoff
constructions against ¢qCCAs is left as an interesting open question. It would
be a challenging problem since we have to treat inverse (decryption) queries to
quantum oracles. Oracles that allow inverse quantum queries are usually much
harder to deal with than the ones that allow only forward quantum queries, and
some entirely new techniques would be required for the analysis.
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Proof (of Proposition . Recall that CstOE is decomposed as
CstOE = (I®CH)- (I @ Utoggle) - (I@IH)stO(I @IH") - (1 @ Uy gg10) - (IR CHT), (29)
and that each D is described as a bit string (bo|lao)]| - - - || (b2m —1||agm —1), where
b, € {0,1} and a, € {0,1}™ for each = € {0,1}™.
We begin with showing the first property. Let a be an m-bit string, and
Utoggle1 := (I1 @ [0™) (0" + X ® (I, — |0™) (0™])). Then

(Il ® H®n) . Utogglel -CH |]_HO[>

(-1
= (Il ® H®n) . Utogglel Z e |1||u>
ue{0,1}m™ 2

(_1)a~u
=(LeH") | > = |0]]u)
ue{0,1}n 2

0w 1) (o) - o)) )
= [0ll0) +1¢) 30

holds, where ) := (I, @ H®") (ﬁ(unon) - \0||on>)), and
(I @ H®") - Usoggier - CH0]0™) = >~ 1/ 5= [0lly) (31)

holds. Since Ug,, = ((I1 @ H®™) - Uyogglet - C’H)®2m holds by definition of UZ*

enc enc’

we have that

2™m -1
Use ID) = ) 1)) (32)
j=0
holds, where
[ 10llas) + [€) if bj =1,
) = {zye{o,l}n V3 0lly) ifb; =0,

Without loss of generality, we assume that b; =1for 0 < j<i—1land b; =0
for j > i. Let us define |n) := ®3:;1 (Zye{o,l}n \/1/2n |0Hy>) Then we have

i—1

Usne ID) = @) ([0llaj) + [e)) © |n)

j=0

i—1
=) 10llas) @ |n)
j=0
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i—1

k
+ @) [0lla) | @ e) @ ([0llay) + ) | @ [n)

0<k<i—1 \ j=0 j=k+2
- §j i+, (33)
N comp(D)]

comp(D

where |¢) = zogkgi,l@fzo 0]10;))01e) & (@~} 2 ([0]a) +1e})) @ ). Because

IHe) | = +/1/27= 1) || 1€/} || is in O(i4/1/27) = O(1/i%/2™). Thus the first property
holds.

Next, we show the second property. Since now the operator CstOE does not
affect the registers of entry of 2’ in D for x' # x, it suffices to show that the
claim holds for the case that D is empty. In addition, without loss of generality,

we can assume that ¢ = 0™. Now D U («, ) corresponds to the bit string
(1fja) [ (0fJ0™) I - - - [|(0]]0™). We have that Uz,. = IH*U: 1. CH" = IHU;ogg1.CH

enc toggle
and
2Mm—1

Utse DU (2)) = Wl | 52 5100 ®<®|ono">>

ue{0,1}n

=H[ Y (_\};u 10[|2) ®<(§_§1)IOIIO">>

u€e{0,1}n

(o - ol ) (@ 0||0”>>
= lola) & <® o) 157 ) Fler en

L (11) ~10) [07) ® (@2 ) |on>). Thus

where [07) := H®™ |0") and |e;,) =

we have that

stO(I @ UL |z, y) ® |D U (z,a))
=|z,y®a)®[0)o) ® <® 10) [07) ) +5t0(|z,y) @ ler)).  (35)
Note that, from it follows that
2m-1
<|0||a <® 0) 0n>> + |el>> =D U (z,0)). (36)
i=1

Therefore

(I @ Uenc) stO (I @ Ugye) |2, y) @ [D U (z, @)
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2Mm—1

= (I ® Uene) <|x y@a)®@|0a)® (@ 10) |07) ) +stO(|z,y) ® |61>)>

2m—1
= (I ® Ugne) <|x y®a)®|0)a)® (@ 0) [07) ) + T,y ®a)® |e1)>
1=1

— (I @ Uene) (|7,y ® @) @ |€1)) + (I @ Uenc)stO(|z, y) @ |e1))
=lz,y®a)®|DU(z,q) + |e2) (37)

holds, where |e2) = — (I @ Uenc) (|12,y & @) ® |€1)) + (I ® Uenc)stO(|z, y) ® [e1)).
Now we have that

(I & Uenc)5t0(|m7y> & |€1>)
== (I X CH N Utoggle :

=Y =

Y

& (1)~ [0))
oh)e <® 0) |on>

Iﬂc y o) @ (1) —10))

2mM—1
®6) @ <® 0) 0”)

S eyen e o) - 1) o8 ® <®|o on>

2" —1

Zgixy@v 2 (1) - [0)) ® 0" @ <®|00">

~

(I ® CH- Utoggle \/— Z

S35

~,6

:ﬁzﬁmy@w(mmw@w» 1) @) <®|o 0")

@Z*W y o) ® (1) ® (H"]0")) - [0) @ [07)) <® 10) |0”>

- %Z\/%\z,y@w@@ ® (H*" 7)) <® 10) |0”>
1 1 2m—1 .
_Wzﬁ\x,y@w@\l Y1) ® <®|0 ) |0™) )
2 1
+\/2—n;2n|$7y@’y>®(;\/27|DU(33,5)>—|D>>
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1 —1)7 e
— lny®) B0 8 <Z(ﬂln |6>> © <® o |0">>
- =Y =kvenemehs <®|o 0">

2 1
+272 o |2,y @) ® (%:\/ﬁDU($75)>_|D>>

1 1 1y 2™ 1
"V gnx’y@v>®0>®(5;m(\% ) <®|o 0">
L oo e (Jzm)e (@ o |o">>
*\/1272 . = |2,y $7) ®[1) ®[7) ® <®|0 0")

2 1
=3 2n|w7yeaw>®<§ﬁDu<x,6>>—|D>>
= \/1272 ]'Qn \%y@*y) ® ‘D:Walid>
+ 3 5 Z=lnye o D)
- =Y = leye) 9 DU )

b o | [0 © (Z\}T DU (2,5)) - |D>>

4

,\/% Z \/% |17,y @'Y> & (|D U (.T,'y)> _ |D:1valid>)

—i—%kr )07 @ <2Z\ﬁDU<x 8)) —|D >> (38)

where |Di7“"a"d> is a superposition of invalid databases for each ~.
In addition, we have that

2Mm—1
Uenc |€1) = (CHUtogglelH)\ﬁ(H} ) [07) @ <® 0) |on>

1 2m—1
= CHo= (1) = [0)[0") & (@IO |0”>
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1 — n iy n
- \/27(|1>|o ) —10)0™) ® <® 0) [0 >>

=1

1 1
= ;Z§§j§:;7§§\l)LJ($77)>—’;7§§\1)> (39)
holds. Thus
(I ® Uene) |2,y © ) ® |e2) = \/%myeaa ((Z v))) D>)
’ (40)

holds. Therefore

CstOE |z,y) ® |D U (z, )
=|z,y®a)®|DU(z,a))

1 1
+oaelenoa (01~ (£ L o)

_ \/% Z \/% |33,y @’Y> ® (|D U (x77)> _ |D:1valid>)

o ) [0 @ (22 51D U @.8) - D >) (1)

holds, and this proves the second property.

Finally, we show the third property. Since now the operator CstOE does
not affect the registers of entry of 2’ in D for 2’ # z, it suffices to show that
the claim holds for the case that D has no entry. In addition, we can without
loss of generality assume that x = 0™. Now D corresponds to the bit string
(0]10™)]](0]]0™)]| - - - |[(0]]0™), and we have that

U:nc |D> = lHUtoggleCH ‘D>

- = \ﬁ|0 ) ®<2(§1|0> 65>>- (42)

ae{0,1}"

Hence it holds that

StO(I ® Uye) lz,y) @ D) = > lz,y ® a) ®10) |a) ® @ 0) [07)
ae{0,1}" \ﬁ
(43)

In addition, we have that

(1 © Uenc)stO(I @ Ugy) |, y) © | D)
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= (I ® (CHUyoggielH)) Z \ﬁ |z, y ® o) ®|0) |a) ® ( ® 0) [07) )

ae{0,1}"

= (I @ (CHUtoggie)) Z \/7 lz,y & o)

ae{0,1}"

o X S ®<<§)|o>|on>>

ue{0,1}n

= (I ®CH) Z \/17|:17y69a)

ae{0,1}"
2™ 1
—1)eu n
® Z(\ému <®|00>

ue{0,1}™

+ (I ® CH) Z r|x LY ®a)

aec{0,1}"
1 n e n
o (g0 - @10 @ (@ 010 >>>

3 \/%kr,y@a}@ﬂ ) @ <®|o |on>

ae{0,1}"
1 n n
b Y lewede (=000 -0 E)) s <® o) )
ae{0, 1}n
= Y —lyeaeDuEa)
ae{0,1}7
x) O" DU (z,v 44
\ﬁl | ( Z \ﬁl )>> (44)
holds. Therefore the third property also holds. a

B Proof of Lemma [1]

This section proves Lemma [1] First we show the following lemma, which shows
that the behavior of Of;p 5 for D without overlap is the same as that of Oyp_3 for
[Dr|s. In this section we omit writing the additional ¢ qubits that are introduced
to write detection results for LR3-det and LRj3-det, and the 2n ancillary qubits
that are used to compute the intermediate states after the first and second rounds
(see and (22)), as long as they are [09) and [0?"), respectively, for short.
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Lemma 3. It holds that

(Thp, TR, Y1, Yr| ® (DE| Ovup 3 |T2r, T2r, Y1, YR) © |DF)
= (25, Tor, Y1, Yr| ® ((DF]s| Ovp.3 |22r, 2R, YL, yr) @ |[DF]3) (45)

for any xar, Tor, YL, YRs Thy, T, Yy e € {0,132 and any valid databases D
and D' without overlap.

Proof. Tt suffices to consider the case that x5, = xar, 2hp = 2r, and Yy = Yr.
Since the database Oyp 5 affects only the entry of (z2r, z2g) in D when it acts
on |Tar, Tagr, YL, Yr) @ |Dr), it suffices to show the claim for the cases that (1)
Dy has only a single entry (zar,, z2r, ), or (2) Dg has no entry.

First we show the claim for the first case that Dp = {(x2r,, z2r, a)}. In this
case, by Proposition [1| we have that

Oup .3 1%2r, 2R, YL, Yr) ® |DF)

= |zar, 2R, YL B o, Yr P 22r) ® |(T21, T2R, @)

+ \/% |z2r, Tor, Yo & &, Yr B TorL) <@> - (; \/127 |($2va2R’7)>>>

1 1
- \/? Z \/? |132L7952R7?JL D7, Yr D I2L> & |($2L7$2Ra7)>
5

1 —~ 1
ton |z2r, 22R) |07) |y ® T21) ® (225: T |(z2r, 2R, 6)) — |®>>
+ |invalid) (46)

holds, where ) is the empty database and |invalid) is a vector containing invalid
databases. In addition, we have that [Dpls = {(z2r,a ® z2r)}, and

Oup.3 2L, T2r, YL, Yr) @ |[DFl3)
= |Tar, Tor, YL B O, Yr B T21) ® |(T2r, 0 B T2R))

+ \/% |xor, Tor, yr ® o, yr ® xar) (@) — (; \/% |(x2L,’y)>>>

1 E 1 | Y Y ? > |( ? )>
T2L,T2R yl/ @ Y €B T2R yR @ T2r ® T2rL Y
/27L ~ /2n

1 —~ 1
+ o |21, 22R) [07) [y © 221) © (2 ; T |(z2r,0)) — |®>>

+ invalid)
= |Tar, Tor, YL B o, Yr P x2r) Q |[(z2r, T2R, )]3)

e oot i © 0 ©.220) <|@> - (Z = ll@ar. 7o,y @ w2R>13>>>
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1 1
oD Z NeD |@2r, X2R, YL ® ¥ @ T2R, YR D T21) ® |[(T21, T2R, ¥ B 22R)]3)
S

+ 2% |ar, T2r) [07) lyr @ zor) ® (226: \/% |[(z2r, 2R, 0 ® T2R)]) — Q)))
+ invalid”)

- |-T2L; T2R, YL S¥ QYR S 'T2L> ® |[(x2L7 T2R, Oé)]3>

+ \/% |2, T2r, YL ® @, yr ® T2r1) <|®> - (Z \/127 |[(I2L’x2R’V)]3>>>

Y

1 1
5 2 T [T wem, YL @7y @ 2a1) © (w21, 22m, Vo)
Y

+ 2% |@ar, w2r) [07) lyr @ w2r) @ <QZ \/% [(z2r, 72r, 0)]3) — |®>>
5
+ |invalid’) (47)

where |invalid’) is a vector containing invalid databases. From and , the

claim immediately follows for the first case that Dp = {(zar, z2Rr, @) }.
We can similarly show that the claim holds for the second case that Dp is
empty by straightforward calculations using the third property of Proposition I}
O

Next we show the following lemma, which shows that the behavior of LR} for
good databases is the same as that of LR3.

Lemma 4. It holds that

<'r/OL7IE)R7ylLay32| & <D/17D/25D;7| OLR& |x0L7m0RayLayR> & |D17D27DF>

= <x6Lax6RaylLay3{| (24 <D/13D/2, [D/F]3| OLR3 |x0L;x0RayL7yR> & |D17D27 [DF]3>
(48)

for any xor,Tor,YL, YR Th Tors YL, Yr € {0,1}"/2 and any valid and good
databases (D1, D2, Dr) and (D}, Dy, D} for LRj.

Proof. Note that Oyp.; = Ofjp ; for i = 1,2, and recall that
OLrs = (Oup.20up.1)"Oup.3(Oup.20up.1)

and
Ovr;, = (Oup.20up.1)"Oyp 3(Oup.20uP 1)

hold (see Fig. @ Since Oyp.; and Oyp.2 do not affect the D3 and Dy registers,
the claim follows from Lemma Bl O

Next we show Lemma [1} Actually we prove a stronger claim below.
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Lemma 5. For each i, there exists a complex number agleDQDF for each tuple
(x,y,z) (here x and y correspond to the query and answer registers of A, and z
corresponds to the remaining register of A), such that

‘ 2
Z |a:(pl;zD1D2Dp ©<1

z,Y,z
(D1,D2,DF):good

holds, in addition that

WEY = S al) b, [15,2) @ |D1) |D2) D) (49)

TYz
(D1,D2,DF):good

and

ety = N ) L b, 12, 2) @ D) Do) [DEls)  (50)

TYZ
(D1,D2,DF):good

hold. In particular,

o (105°°) = tro, (105°°%) (51)
holds for 1 <i<qg+1.

Proof. We show the claim by induction. Since all databases are empty before
the first query, the claim holds for i = 2 (i.e., the claim holds for [¢/5°°) and
[1,8°°9)). Assume that the claim holds for i. We show the claim also holds for
(t+1).

Recall that for each good database (D1, D2, Ds) for LRs, there exists a
unique Dp without overlap such that [Dg]s = D3 and (D;, Dy, DF) is a good
database for LR}, by definition of good databases. Similarly, for each good
database (D;, Do, Dr) for LR}, (Dq, Do, [DF]3) becomes a good database for
LR5. Thus, there exists agf;lD)lDQDF and b:(;ytllngQDF for each tuple (x,y,2) and
good (D1, D2, Dg) such that

(i+1) 2 (i+1) 2
E : |axyzD1D2Dp| ) E , |bxyzD1D2Dp| <1
Z,Y,z Z,Y,2z
(D1,D2,DF):good (D1,D2,DF):good

holds, in addition that

's0od 1+1
e = STt b |y, 2) @ [D1) Do) [DR) (52)
TYZ
(D1,D2,Dp):good

and

ey = S bt b ley ) ® (D) Do) |[DEls)  (53)

TYz
(D1,D2,DF):good
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hold.
Since [1,57%) = (I — IIpaq) - Og, [,5°°) holds, we have that

(i+1)
a’zyleDgDp

E <J,‘,y,Z| <D1,D2,DF| (I — Hbad) . OLRé |1/)ig00d>
= > piypr (8,2 (D1, Da, D | Oty o'y, 2') | DY, D, D)

:E/ylz/
(Dy,D}%,D%):good

(54)

holds for good (D1, D2, D). In addition, since [&5") = (I — Iyaa)-Otr, |¥5°*)
holds, we have that

(i+1)
JZyZDlDQDF

= (2., 2| (D1, D, [Drla| (I = Myaa) - Ot [W55)
= > ) pppy (@9, (D1, Dy, [Dis| Ougy |y, #) | DY, D, [Dils)

flflylz/
(D},D},D}p)igood

(55)

holds for good (D1, D2, DF).

From Lemma || the right hand side of is equal to that of . Thus
bgfytll),lDzDF = a;ZyEBIDQDF holds for each x,y,z and each good (Di, D2, D).
Therefore the claim also holds for (i + 1), which completes the proof. O

C Proof of Lemma [2]

Proof (of Lemma @) We show that the claim holds for LR3 and |1/J?°°d>. The

claim for LR} and |1/);g°°d> can be shown in a similar way. In this proof we omit
writing the additional ¢ qubits that are introduced to write detection results
for LR3-det and LRj3-det, and the 2n ancillary qubits that are used to compute
the intermediate states after the first and second rounds (see and ),
as long as they are |07) and |0?"), respectively, for short. Remember that the
oracle of LR3 is decomposed as Oir, = Oup.1 - Oup.2 - Ovup.z - Oup.2 - Oup.1.
Since the computational basis is the orthonormal basis, it suffices to show that
the claim holds for the case \w§°°d> = |zo,y,2) ® |D1)|D2)|Ds3) for each x =
zorllzor, ¥y = yrllyr,# (x and y correspond to A’s first and second n-qubit
register, respectively, and z correspond to A’s remaining register), and each
good database (D1, Dy, D3). Note that |D1],|Da| < 2(j — 1) and |D3| < j—1
hold, since each query to the compressed oracle with errors CstOE affects only
the qubits that correspond to a single entry of each database. Since O\r, does
not affect the |z) register, for simplicity, we omit writing it in this proof.

We consider three separate cases I, II, and III, and study how the quantum
state will change when Oyp.1, Oyp.2, Oup.3, Oup.2, Oup.1, and Ilp4 act on
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|w?°°d>, in a sequential order. Case I is the one that (zqr,a) € Dy and (zog ®
a, B) € Dy for some « and . Case II is the one that (xgr,«) € D; for some «
and there is no entry of xggr ® v in Dy. Case I1I is the one that there is no entry
of gz, in D;.

Remark 3. Intuitively, Case I is the case that the queries to fi; and f> are not
fresh. Case II is the one that the query to fi is not fresh but the query to fs is
fresh. Case III is the one that the query to f; is fresh.

Case I: (zgr,) € Dy and (zor @ @, 8) € D, for some o and S.
In this case, after the first query to Oup.2, by Proposition |1f the whole quantum
state becomes

|Tor, Zor, Y, Yr) @ |D1) |D2) |D3) @ |x1L, T1R) @ |T2r, T2R) (56)

with an error in O(y/1/2%/2). Here 217, = xor ® @, T1r = ToL, T2r = T1r D,
and xog = x17. We further separate Case I into two sub-cases Case I-i and Case
I-ii.

Case I-i: (z21,7) € D3 for some ~.

Let x3p, := xor ® v and x3r := x2p. Then, after the final query to Oyp.1, by
Proposition [1| the whole quantum state becomes

|zor, Zor, YL ® @31, Yyr B x31.) ® |D1) |D2) | Ds3) (57)

with errors in O(y/1/2"/2). In particular, the database remains good with an er-

ror in O(1/1/27/2). Therefore ITpaq-O\R, \w§°°d> = 0 with an error in O(,/1/27/2),
which implies that the claim holds for this Case I-i.

Case I-ii: There is no entry of zo;, in Dj3.

In this case, after the query to Ouyp. 3, by Proposition [I] the whole quantum state
becomes

1
) nyz [ToL, Tor, YL ® (220 © ), yr ® 21)
-

® |D1) |D2) |D3 U (z21,7)) @ |211, T1R) |T2L, T2R) (58)

with an error in O(4/1/27/2). Thus, after the final query to Oyp.1, each normal-
ized summand of becomes

|zor, Zor, YL ® (T2r B ), yr B 21) ® |D1) |D2) |Ds U (221, 7)) (59)

with an error in O(y/1/2"/2). In particular, the database of remains good.
Therefore becomes 0 with an error in O(y/1/2"/2) after the operation of
IIpag, with an error in O(y/1/27/2). Since the summands of are orthogonal
to each other, ITpaq-OyR, |1/J§00d> = 0 with an error in O(y/1/2"/2), which implies
that the claim holds for this Case I-ii.
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Case II: (291, ) € Dy for some « and there is no entry of xgg ®« in Ds.
Again, let z17, := xgr ® o and z1g := zor. In this case, after the first query to
Ovup.2, by Proposition [I] the whole quantum state becomes

/1
Z on/2 |zoL, Tor, YL, YR)
B

® |D1) | D2 U (211, 0)) |D3) @ |z11, 21R) |8 ® 1R, T2R)

= \/;|$0L7$0R7yL7yR>

B: Elan entry of
BPz1r in D3

® |Dy) |D2 U (211,B)) |D3) ® |z1n, 21R) |B ® 1R, w2r)  (60)

+ A/ 2n/2 |ZoL, Tor, YL, YR)

B: A an entry of
BPz1r in D3

® |D1) | D2 U (211, B)) | Ds) ® |z1L, z1r) |8 D 1R, T2R), (61)

where zog = 717, with an error in O(1/1/2"/2). Below we further separate Case
IT into sub-cases Case I1I-i and Case II-ii. Case II-i is the case that there exists an
entry of B@ x1r in D3, which corresponds to the term . Case II-ii is the case
that there exists no entry of 8@ x1r in D3, which corresponds to the term .
Case II-i: (8@ x1R,7) € D3 for some .

Let us denote the term by |II-i). Then, since | D3| < j — 1 holds,

[{8] Jan entry of S B 15 in Dg}| <j—1

follows. In addition, since the summands of are orthogonal to each other,
| |TI-i) |2 < O(j/2"/?) holds. Therefore || |II-i) || < O(y/4/2"/2) follows.

Case II-ii: There is no entry of 5 ® x1z in Ds.

After the operation of Oyp.3, by Proposition [1| each normalized summand of the

term (61]) becomes
1
) nyz [ToL, Tor, YL ® (220 © ), YR © T2L)
.

® |D1) | D2 U (z11, B)) |D3 U (221,7))

® |z11, T1R) |T2r, T2R) (62)

with an error in O(4/1/2"/2), where z2;, = 8 @ x1r. Thus, after the last opera-
tions of Oyp.2 and Oyp 1, each normalized summand of the term becomes

|zor, Tor, yr ® (T2r © ), Yr © T2r) ® |D1) D2 U (211, B)) |D3 U (221,,7))
(63)

with an error in O(y/1/2"/2). In particular, the database of the term (63) is good
with an error in O(1/1/2"/2), which implies that the term becomes 0 with
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an error in O(4/1/2"/2) after the operation of ITyaq. Hence, due to orthogonality
of each summands, the term will be 0 after the operations of Oyp.2, Oup.1,
and Ilpaqg, with an error in O(4/1/27/2). Therefore, due to orthogonality of each
summands, the term will be 0 after the operations of Oyp.3, Oyp.2, Oup.1,
and ITp,qg, with an error in O(y/1/27/2).

Combining analyses of Cases II-i and II-ii,

HHbad - Otr, |¢§°°d>H <0 ( 23/2> (64)

follows in Case II.

Case III: there is no entry of zgz in D;.

In this case, after the first query to Oup.1, by Proposition [I| the whole quantum
state becomes

1
> \ 572 |ZoL, Tor, YL, Yr) @ [D1 U (oL, @) [D2) |D3) @ [2or © o, zoL)

1
= Z oz |-T0L7370RayL7yR>

a:I(adzor)-entry in Do

® |D1 U (I'OL; Oé)> |D2> |D3> X |1’()R ©® a,x0L> (65)

1
+ > \/ guyz 1oL, Zor, YL, YR)

a:A(a®zor)-entry in Do
® |Dy U (zor,@)) |D2) |D3) @ |wor @ o, Tor) (66)

with an error in O(y/1/27/2).

Below we further separate Case III into sub-cases Case III-i and Case III-
ii. Case III-i is the case that there exists an entry of a @ xgr in D2, which
corresponds to the term . Case II1-ii is the case that there exists no entry of
a @ xgr in Do, which corresponds to the term .
Case IIT-i: (o ® zor, ) € D2 for some f.
Since |Ds| < 2(j — 1), we have that

1
Z on/2 [ZoL, ToR, YL, YR)

a:3(a®zor)-entry in Do

® |D1 U (IEOL,Oz)> |D2> |D3> ® |IEOR D «, :ZZOL>

= 2711/2 . ‘{QBB s.t. (Oé @$0R7ﬁ) € D2}| <0 (23/2> (67)

holds. Hence the norm of is upper bounded by O(y/j/2"/2).
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Case III-ii: There is no entry of (o ® zgg) in Ds.
Let 11, := zor ® « and z1r := xo. After the operation of the Oyp 2, each
normalized summand of changes to

1
Z on/z |ZoL, Tor, YL, YR)
B
® | Dy U (zor, @) [De U (711, B)) | D3) @ |21, T1R) |T1R © B, 711)

1
= Z on/z |Tor, Zor, YL, YR)
B:3(B®z1r)-entry in D3
® [D1 U (2oL, @) |[D2 U (211, B)) |D3) @ |21, 21R) |T1R © B, 711L)
(68)
1
+ Z n/2 |fU0L,l‘0R,iUL7yR>
B:7(BBz1r)-entry in D3
® |D1 U (2oL, ) D2 U (211, 8)) |D3) ® |21, 71R) |T1R © B, T1L) -
(69)

Since | D3| < j — 1, we can show that the norm of is in O(1/j/2"/?), in the

same way as we showed the norm of is in O(y/7/27/2).
Next we focus on the term . After the operation of Oyp 3, each normalized
summand of becomes

1
Z on/2 ‘xOvaORvyL@(7@$23),yR@J,‘2L>
5

® |Dy U (zor, @) [D2 U (211, B)) |D3 U (z21,7)) ® |11, Z1R) |T2L, T2R)
(70)

where zo;, = 15 @ B and x2r = x11. Note that the database of each summand
of is good. Thus, after the operations of Oyp.o, Oyp.1, and Il,.4, each

summand of becomes 0 with an error in O(y/1/2"/2), by Proposition
Therefore, since the summands of are orthogonal to each other, be-
comes 0 with an error in O(y/1/27/2) after the operations of Oyp.2, Oyp.1, and

ITpaq. Hence it follows that becomes 0 with an error in O(y/1/2"/2) after
the operations of Oyp.3, Oup.2, Oup.1, and Ilp,g, since the summands of
are orthogonal to each other.

From analyses of Cases I1I-i and III-ii, it follows that

J
Hnbad " Ours |1/’5g'o°d>H =0 ( 2n/2> i
also holds in Case III. O
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D Proof of Proposition

Proof (of Proposition [J). Recall that |1;) and [}) are the states just before
the i-th query to LR3-det and LRj-det, respectively. By abuse of notation, we
let [¢(g+1)) , [¥(,41)) denote the quantum states (Ug @ I)OLRry-det [t)g) and (Ug ®
I)OLRy-det [15), respectively. Moreover, let [¢(,41)), |¢’(q+1)> be the states just
before the final measurements for the cases that the adversary A runs relative
to LR3-det and LRj-det, respectively. Since now we are considering that the
random functions fy, fa, f3, F are implemented by the compressed standard
oracle with errors, there are unitary operators Ug23, . and Ug2L . that acts
on database registers such that |¢gy1) = (I ® Ugiipee) [Yg41) and |¢), ) =

(I ® U%‘?xﬁ)ec) |¢(/1+1>
First, we have that

Advﬁéisz—demLRg—det (A) <td (trDmS (\¢(q+1)>) rp,e <|¢/(q+1)>>)
=td (trD123 (W}(q—kl)» Dy p <|w£q+1)>>) (72)

holds.
Now we show the following claim.

Claim. Let p be a mixed state of a joint quantum system Ha ® Hp. Let IT :
Hp — Hp be an orthogonal projector and Uxy,Uss : Ha — Ha be unitary
operators. Define a unitary operator U : Hqa @ Hp — Ha ® Hp by U :=
Ua1 @ IT +Upe ® (I — II). Then

trg (UpU™) =trp (Ua1 @ II)p(Uar @ IT))
+trg (Uaz ® (I = II))p(Uaz @ (I — II))") (73)

holds, where trg is the partial trace over Hp. In particular,

trp(U[¥)) = trg((Uar @ 1) [¢)) + trp((Uaz @ (I — I)) [¢)) (74)
holds for any pure state [1)) of Ha ® Hp.
Proof. First, we have that

trg (UpU*) =trg (Ua1 @ )p(Uay ® II)¥)

+trp (Uaz ® (I —I1))p(Uaz @ (I — II))¥)

+trp (Uar @ )p(Uaz @ (I — II))*)

Ftrp (Uaz @ (I = 1)) p(Uar © IT)") (75)
holds. Moreover, since (Ua1 ® INp(Uaz @ (I — I))* = (Ua1 @ 1T @ I)p(I @
(I —I1))*(Uaz ® I)* holds, it follows that

trp (Uar ® Mp(Uaz @ (I = 11))") = Uaitrp (I @ 1) p(I @ (I - I1))") Uiy
—Uate (& ) (1@ (I - )" p) Uiy
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=Uaitrg (I @ (IT - (I = IT))p) Uj,

—0, (76)
and similarly we have that
trg (Ua2 ® (I — I))p(Uar @ II)*) = 0. (77)
The claim follows from , , and . a
Recall that (I — Hﬂfpptd) |4;) and (I — Hf[lfppi]d) ] > are denoted by [¢8°°?) and
|wig°°d>, respectively. In addition, let us denote Hﬂlpped ;) and Hﬂfppgd [¥h) b

|1/)i?ad> and |w;bad), respectively. Since |1;) = U;—1 - OLRs-det |Pi—1) and

OLRs-det = (ITpad @ I;—1 @ X + (I — Hpad) @ I;—1 @ 1)
“(Or, @ ;i1 @ 1) - (1 — Hf[lllpple]d) ® Ir)

i—1
Hf[llppe]d ® Il (78)

holds, from the above claim it follows that

trp,,, ([9i)) = trp,,, (Uiﬂ “(HMpag @ X + (I — IIpag) @ I1) - Orr, - |1/Jg°°d>)

+ trpy, (Uies - [1529))

= trp,,, (Uiq - (IIpad ® X) - OrR, - |1/Jg°°d>)
trpy o, (Ui—l (I = Hpaq) ® I1) - Orr, - |1/)g°°d>)
o, (Uien - [9229)) +p + 07, (79)
where
p=1trp,, (Ui—l (Iyag @ X) - Org, - 25 (8%
Ofr, - (I = Iaa) @ )" - UZy) . (80)

Note that, for any Hilbert space Li and Lo, and any Hermite operator A on
Ly @ Lo, [|tr, (p)[ler = [|pller holds. In addition, || [1) (@] [ler < [ |2} [ || [#) || holds
for any vectors |¢) and |¢). Thus we have that

H (IIpad ® X) - OvR, - |¢g°°d H H ((I = Ipad) @ I1) - OrR, - \¢g°°d>H

< |[(oas @ X) - O, - 12| < 0 <\/2§7> (81)

where we used the claim of Lemma [2] for the last inequality.

||P||tr

- (ITpag ® X)) - Otr, - |95 (487 - “OfR, - (I = Ipaa) @ I1)" - Ui*,lHtr
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Similarly, for |¢]) we have that

trDl23(‘w2>) = trD123 (Uifl . (Hbad ® X) OLR3 |"/} good>)
trD123 (Ui—l ! ((I - Hbad) & Il) . O|_R3 w) good>)
+ oy, (Uien - [0229)) + 07+ 07 (82)

where

o =ty (Uit (oag @ X) - Oty - 0577 (157
Ofg, (I = Ihaa) @ )" - U7_y),  (83)

nﬂm§o<w;;> (84)

and

holds.
Now we have that

td (trD123 (|w1>) yIrDyyp (|w;>))
<td (trD123 <Ui71 ((I = Ibag) ® I1) - Orr, |¢g°°d>)

trp,,, (Ui,l (I = Hpad) ® I1) - Orry, |9 g°0d>)>
+td (’chw3 <U¢_1 (ITpag ® X) - Orr, |7//g00d>>
trpp (Uifl (IIbag ® X) - Ovgy, |9, g°°d>))

+td (trD123 (Uifl |¢fidl>) rpyse ( i—1 W) bad>>>
+ ol + 0" e + 12" ler + 110" ler- (85)

In addition, since U;_; affects only A’s register, and td is invariant under unitary
transformations, we have that

td (trpyas (|9i) s trog. . (J0)))
< td (trD123 (((I — Ilpag) ® I1) - Orr, W}good>)

o, (((I — Ibaa) ® I1) - Orry, |9 g°°d>)>
+td (trp123 ((Hbad ® X) - OrRr, |1/}g00d>)

trp,,, <(Hbad ® X) - Ovry |9 g00d>))
+td (trop, (10829) s tron, (1075))) +0 <\/227> (86)
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holds.
From Lemmal[I] it follows that

tron, (108 = tro, (j0)) (87)
holds for any 1 <4 < ¢+ 1. Moreover, ((I — Ipad) ® I1) - OrR, |¢g°°d> |z/)§°°d>
and ((I — Ipag) @ I1) - Otr, [,2°°%) = [1),2°°%) hold. Thus

td (trp,zs (1 = Mooa) @ 1) - O, [W5°F) )

o, (T = IToaa) © 1) - Oty [055%) ) =0 (88)

holds. In addition, from the claim in p. [45|it follows that

trDias (|'¢i—1>) =1trp,,, (\wg00d>) T trpa, (‘wbad >)

and
d
trp,p (W)271>) =trp,p (W v >) +trp,e (W) bad>)
hold, which implies that

td@@wJWFﬁ%UmM(WLQ»:ﬂdOmmJWﬁ$)¢mmFme%»
(89)
holds.

From , , and , we can show that
td (trD123 (|wl>) D, e (|1/}7{>))

<td (trDm ((Hbad ® X) - Orr, |¢g00d>)

trp,p ((Hbad ®X)- Orr, [V g°°d>>>

+ td (trD123 (W}Z*l» rDap (|¢:—1>)) +0 <\/2§7>

= Htrom ((Ubad ® X) - Ow, [£27) )H

+||trpyor ((Hbad ®X) OLR' WJ g°0d>> tr

+ td (trD123 (|1/}271>) atrDmF (|¢:71>)) +0 <\/2§7>
< td (trpy ([$i-1)) s trpsae ([¥-1))) + O (\/E) (90)

holds, where we used the claim of Lemma [2| again for the last inequality. There-
fore, by induction it follows that

td (trDms (lwz>) trDlZF ‘qp Z o (\/ 2n/2> - o ( 2:,3/2> (91)

1<]<z 1
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for each 1 < i < g+ 1. The claim of the proposition follows from and .
O

E Proof of Proposition

Proof (of Proposition . We give a proof for LR3 and LR3-det. The claim for
LR} and LRj-det can be proven in the same way. Let |n;) and |¢;) be the states
just before A makes the i-th query, when A runs relative to LR3 and LR3-det,
respectively. By abuse of notation, we let [1(41)) ,[%(q+1)) denote the quantum
states (Uy; ® I)OLr, |ng) and (Us ® I)OiRrg-det |%q), respectively. Then we have
that |71) = [¢1). Moreover, let |§441)),|¢(g+1)) be the states just before the
final measurements for the cases that the adversary A runs relative to LRz and
LR3-det, respectively. Since now we are considering that the random functions
f1, f2, and f3 are implemented by the compressed standard oracle with errors,

there is a unitary operator Up23, . that acts on database registers such that

|fq+1> = (I® U%‘?I?Dcc) |77q+1> and ‘¢q+1> :A (I® U%‘?I?Dcc) |¢q+1>~
In addition, let us define an operator Or, by

Otk = (Owry @ iy @ 1) - (I — 1Ty @ 1)

vl e, (92)
where I;_1 is the identity operator on the first (i — 1) additional qubits, and I
is one on the i-th additional qubit. The definition of this operator depends on 1,
but we use the same notation OLRS for all 4, for simplicity. (Intuitively, OLR3 is
an intermediate operator between Or, and O|Rr,-det: Similarly to O|Rr,-det, the
new operator Opr, does nothing if one of the first (i — 1) additional qubits is 1.
However, unlike O r,_det, O._R3 does not flip the i-th additional qubit even if the
database becomes bad, after each query.)

Assume that A has f-qubit states, and the database register has d-qubits in
total. Then, since the additional g qubits are set to 0 at the beginning, it holds
that

i) = (Ui @ D)OLg, -+~ Otr, (Uo ® 1)(0%) @ [09) @ [07)) (93)

and
[1i) = (Us @ T)OLRy-det - -  OLRs-det(Uo @ I)(|0°) @ 0%) @ |07)), (94)

for each 7 (we omit writing the 2n ancillary qubits that are used to compute the
intermediate states after the first and second rounds).
Now we have that

AdvﬁiF{S;,LR3-det (A)
< [l = 9@ ||
= [Ing+1)) = ¥+
B H(Uq ® I)Otr, - - Otr, (Uo ® 1)(|0°) & [0) @ [07))
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— (Ug ® I)OtRy-det * *  OLRg-aet (Uo ® 1)(|0°) @ [0%) @ [09)) |
< Z H(Uq @ I)Owr, -+ (U; @ I)OtRy (Ui—1 @ I)OtRy-det

1<i<q
-+ OLry-aet(Uo ® 1)(10°) @ [0%) @ [07))
—(U, @ D)Ovg, - (Uiz1 @ IOr, (Us ® T)ORry-det (95)
-+ OLRg-det (Uo @ 1)(|0%) @ [0%) @ |09)) ]|

Z H(Uq @ IO, - (U; @ 1) (OLRg [1i) — OtRy-det |1/11>> H

1<i<q
= Z HOALR3 |9i) — OLRs-det i) (96)
1<i<q
holds.
Let us again denote Hf[ﬁ;ple]d 1) by [8°). Since
OtRs-det = (ITpad @ 1i—1 @ X + (I — Ipad) @ I;_1 ® I1)
Oy @ Iy @ It) - (I — Hf[lii:ple]d) ® 1)
+m ol en (97)
holds by definition of O|Rr,-det, and
Otry = (Ipad @ Ly @ I 4+ (I — Ipag) @ Ii_1 @ 1)
“(Ory @ L1 @ 1) - (1 — Hf[I’?;ple]d) ® 1)
+ Hf[ﬁ;ple]d ® L (98)

holds, we have that
"OLRS [9i) — OLRs-det |¥i)
|(Hoas © X)Oury 165°°%) = (ITbag 1) Our, [165°°)|
< 2||(ITbad © 11)OLr, [9i) || - (99)
From , , and Lemma it follows that
is j q3
AQVR! (Ryaet(A) < D) O < 2n/2> =0 ( 2n/2> (100)

1<j<q

holds, which completes the proof. a

F Proof of Proposition

This section proves Proposition [5| Suppose that we are given an oracle access
to F:{0,1}"/2 x {0,1}"/2 — {0, 1}"/2, which is either of FRP or RF. If we find
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(xr,zgr) and (a7, 2%) such that zp, = 27 Aaxg # 23, A F(zp,xr) = F(a,2R),
then we can tell that F' is RF. Thus, if we find such (z1,zr) and (27, z%), we
can distinguish RF from FRP by making additional two queries. We call such a
pair a half-collision of F. For a quantum query adversary A, let us define

AdvEeol(4) .= Pr [F <& Func({0,1}"/2 x {0,1}"/2, {0,1}"/2),

(('rL"TR)v (xl[nle)) — AF() T = -’L‘/L ANZR 7é -’L{R
AF(zr,xR) = F(ah,27%)] (101)

Then, it suffices to show that the following lemma holds to prove Proposition

Lemma 6. For any quantum adversary A that makes at most q quantum queries,

3
Adviiteoll ) < O (;L/z) (102)

holds.

Proof. For each i, let |¢;) and |);) be the whole quantum states before A makes
the i-th query, where we consider that random functions are implemented by the
standard oracle and the compressed standard oracle with errors, respectively.
Then |¢;) = (I @ Ug,.) |1;) holds for each i. By abuse of notation, let us denote
[pgr1) := (Uy @ I) - stO |¢g) and |¢g41) := (U, ® I) - CstOE |¢),), respectively.

For simplicity, we consider that the first (n + n) qubits of the state before
the final measurement |¢,11) corresponds to the final output of A (e.g., when
we measure the first 2n-qubit of |¢q11), we will obtain the output of A). Let
II.o be the projection onto the space spanned by the set of vectors

{l(@r,zR), (2], TR), 2) @ |F) s 2 = 2 Aag # ag A F(2r,2r) = F(al, )},

where zp,zg, 27,2 € {0, 1}"/2 correspond to A’s output registers, z corre-
sponds to the remaining qubits of A, and Fis a function in Func({0,1}", {0, 1}"/?).
Then

Advie ™ (A) = || Teon [dg41) || (103)

holds. We say that a valid database D is bad if there are (xr, 2R, y), (¢, 2, V') €
D such that x; = 2, Aazg # 23 Ay = v/, and good otherwise. Let ITpaq be
the projector onto the space which is spanned by bad databases and invalid
databases. Then

||Hco|| |¢q+1> || = ||Hco|| (I ® Ue*nc) |¢q+1>”
< Heon (I @ Ugye) (I = Hbad) [$g+1) | + [ {bad [0g+1)]]  (104)

holds.

Now we show the following claim. Intuitively, this claim shows that databases
become bad (i.e., databases have a half-collision of F') with only a negligible
probability.
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Claim. For each 1 < i < g+ 1, ||[IIpaq [203)] is in O(y/43/27/2).
Proof. We have that

[ 1Tbad [%04) | = 1 Hbad (Ui—1 @ I)CstOE [4h; 1) ||
< |[|(Ui—1 ® Iad)CstOE(I — Ilbad) [thi—1) ||
+ [|(Ui—1 ® Ilpag) CstOEIlpaq [thi—1) ||
< [[6ad CstOE(I — Ilbaq) [Yhi—1) ||
+ [ {bad |ti-1) |- (105)

Now, there are some complex numbers a4, z)syp Such that

(I - Hbad) |1/1¢—1> = Z a(aL,aR)B'yD |(aL’aR)aﬂ77> ® ‘D>

(ar,or)By
D:good

- ) Uar,ar)pyD |(aL, ar), B,7) ® |D) (106)
(ar,ar)By
D:good
A(ar,ar)-entry in D
+ Y Aaensollanar).f7) @ D),
(ar,ar)By

D:good
I(ar,ar)-entry in D

(107)

where (ar,ag) € {0,1}"/2 x {0,1}/2, 8 € {0,1}*/2, and v € {0,1}¢~6/2)
corresponds to A’s query, answer, and the remaining registers, respectively (here
we assume that A has ¢-qubit states). In addition, each D satisfies |D| < i — 2,
since each query to the compressed standard oracle with errors CstOE affects
only the qubits that correspond to a single entry of each database.

Then, after the operation of CstOE, each normalized summand of be-

comes

l(ar,ar),B@y,7)®|D) (108)

for some y with an error in O(y/1/27/2), from Proposition [} In particular, the
database remains good. Thus, this term becomes 0 after the operation of IT,.q,
with errors in O(4/1/27/2). Since the summands of are orthogonal to each
other, it follows that

ITsagCstOE Y. epawmbl(ez.ar).f.7) @|D) | =0 (109)
I(ar,ar)-entry in D

with an error in O(y/1/27/2).
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Next, after the operation of CstOE, each normalized summand
((ar,ar), 8BS Y,7) @ |D)

of (106]) becomes
1
Z W|(0L70¢R)75@5,’Y>®|DU(O‘La0¢R75)> (110)
5
with an error in O(y/1/27/2). In addition,
1
Ilpad (Z oz ((ar, ar), B®0,7) ®|D U (ag, ag, 5)))
5
1
= > ((ar, ar), 8@ 6,7) @D U (ar,ar,d)) (111)

on/2
6:3z g s.t. (ap,zr,0)ED

holds, which implies that

2

HHbad <Z 2”% |(05L;OLR)7B S?) 63 7> ® |D U (OZL,OLR,5)>>
8

1

= 575 {ol3wr sit. (az,wr,8) € DY <O (Z) (112)

on/2

holds, since |D| < i—2. Thus, for each normalized summand |(ar, ar), 8 & y,7)®

|D) of (106,
IpagCstOE (|(ar, ar), B D y,7) @ |D)) =0 (113)

with an error in O(y/i/2"/2). Therefore, since the summands of (106) are or-
thogonal to each other,

11,,qCstOE Z G(ay,ar)ByD |(04L704R),ﬁ,’}/> X ‘D) =0 (114)

(aL,ar)By
D:good
F(ar,ar)-entry in D

with an error in O(1/i/2"/2) = O(y/i/2"/2).
From ((106)), (107)), (109), and (114)), it follows that

HTpad CstOE(I — pad) |di—1) || < O <\/ 273/2> (115)

holds.
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Hence, from (105]) and (115) it follows that

o [63) 1| < 1Tsaa | 65-1) || + O (x/ 2/> (116)

holds for each i. Thus

Hoaa l$0) | < > O <\/2n./2> :O< 21;) (117)

1<5<i—1

holds, which completes the proof of the claim (note that IThaq [¢1) = 0 holds).
O

From the above claim and (104), it follows that

||Hco|l |¢q+1> || < ”Hcoll (I ® U:nc) (I - Hbad) |¢q+1>”

PE
+0 oz (118)
holds.

Now, let us define projectors Ilfist, Ilseconds Hboths {Inone @S the projection
onto the spaces spanned by the sets of vectors

{(zp,xR), (z},27%),2) ® |D) : I(xy,xr)-entry in DA Az, z'z)-entry in D},
{(zp,zR), (27, 2%),2) @ |D) : A(xr, xg)-entry in D A (2, 2'5)-entry in D},
{(zp,zR), (27, 2%),2) @ |D) : I(xL,zg)-entry in D A (2, 2'3)-entry in D},
{l(xL,zR), (z7,2R),2) @ |D) : Az, zg)-entry in DA A(x],z'z)-entry in D},
(119)

respectively (note that we assume that all databases are good in these defini-
tions). Then we have that

[ o (I ® Ugne) (I — Ibad) [tg+1) ||
< [ Heon (I @ Ugye) Uirst (I — bad) [$g+1) |
=+ ”HCO" (I ® Ue*nc) second(I Hbad) |wq+1>H
+ [ o (1 @ Ugne) Hboth (I — Ibad) [thg+1) |
[ Heon (I @ Ugye) Hnone (I — Ipad) |g+1) || (120)

holds.

Next we show the following claim. Intuitively, this claim shows that the
probability that A outputs a half-collision of F' is negligible if databases do not
contain half-collisions of F'.

Claim. It holds that ||Hco|| (I(X) Ue*nc) HﬁrSt(I — Hbad) |’(/)q+1>||, ||Hco|| (I X Ue*nc)
Hsecond(I - Hbad) |7//q+1> ”7 HHCOH (I® U;nc) ZYboth(j - Hbad) |7//q+1>||7 and HHcoII
(I @ Ugye) Hnone(I — Hpad) [Yg+1) || are all in O(y q2/2"/2)-
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Proof. First, we show that the claim holds for || Ieon (I ® Uk,.) Htirst (I — Ipad)

[thg+1) ||. It suffices to show that the claim holds for the case that

|wq+1> = |(.Z'L,.TR), (levle)7 Z> ® |D> ) (121>

where there is an (zr,zp)-entry in D and there is no (2, z;)-entry in D. In
this case rst(I — Ipad) [Vg+1) = |g+1) holds, and from Proposition

o (I ® U:nc) W}q-&-l>

1

/ /
= ——|F
coll |(wL7xR)v(vaxR)7Z>®F€Z |comp(D)| | >
comp(D)
1
= Lt —— |F 122
|(xL7mR>7(xLaxR)7Z>® Z |comp(D)| | > ( )
Fecomp(D)
F(vawR):F(w/[nwlR)
holds with an error in O(1/¢?/2"/2). In addition,
2
(@nn), @hah) e e |F)
R |comp(D)|
Fecomp(D)
F(ﬁvaR):F(z/lnwlR)
_ 1 _ ’ / . 1
= Teomp(D)] {F € comp(D)|F(xp,xr) = F(a},2%)} = 572 (123)

holds. Thus we have that

[[Heon (I @ Ugye) ivst (I — Ibad) [g+1) | = [[{Icon (I @ Ugye) [g41) |l
q? 1 q?
<0 ( W) 1o (,/W?) <0 ( W)

holds, which completes the proof of the claim for ||ITeon (I @ Ug,.) Hirst (I — ITpad)
1) -

The claim for ||ITeon (I @ Ug,.) Hsecond(I — Ilpad) [g+1) || can be shown in the
same way.

Next we show the claim for ||Icon (I @ Ug,.) Hnone(I — Ilpad) |g+1) || It suf-
fices to show that the claim holds for the case that

|¢q+1> = |(xL7xR)v (:L'/Lvm/R)ﬂ Z> ® |D> ) (124)

where there is no (zr,zg)-entry and no (z/,2’;)-entry in D. Similarly to the
proof for |[Heon (I ® Ug,.) Hiirst (I — Ipad) |¥g+1) ||, we can show that

HHcoll (I & U;nc) ZYnone(I - ZYbad) |'(/)q+1> ||
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1
|comp(D)|

e
+o< 2/>
é\{Fécom (D)|F(xp,zr) = F(a,2%)} + O ¢
|COmp(D)| p Ly,'R L'*"R 271/2
/1 7 g
- 2n/2+o< 2W> §0< TV (125)

holds. Thus the claim also holds for || IIcon (I @ Ug,.) Hnone(I — Ilpad) |¥g+1) |I-
Finally, for ||Tecon (I @ Ugye) Hooth (I — Ipad) |9g+1) ||, we have that

= |(xL"TR)7(‘r/L’x9?,)7Z>® Z

Fecomp(D)
F(zr,xp)=F(z],,2%)

[F)

Heon (I @ Ugpe) Hpoth (I — Hpad) [Yg+1) =0 (126)
holds, since good databases do not contain half-collisions. O

From (118), (120)), and the above claim it follows that

g’ ¢ ¢
||Hco|| |¢q+l> || S 0] ( 2n/2> + O ( 2n/2> =0 < 277,/2) (127)

holds. Therefore

3

Advi"™ N (A) = | Do |g41) |I* < O (2?1/2> (128)

holds, which completes the proof of Lemma [6] a

G Proof of Theorem [

First, we describe an overview of a classical attack [27]. Let us denote the com-
position of two independent random functions from {0,1}"/2 to {0,1}"/? by
RF o RF.

An overview of a classical attack. Suppose that we are given an oracle access
to O, which is either the 4-round Luby-Rackoff construction LRy or a random
permutation from {0,1}" to {0,1}". Let us define a function G° : {0,1}"/? —
{0,1}7/2 that depends on O by

GO(z) == ((9(0"/2,3;))R@x, (129)
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where ((’)(0"/2, x))R is the right half n/2 bits of @(0™/2,z). We can implement
G© by making O(1) queries.

When O is the 4-round Luby-Rackoff construction LRy, we have that G© (x) =
f3(f2(z® £1(0™2))) @ f1(0™/2) holds. Thus, if all round functions of LR, are truly
random functions, the function distribution of G© will be the same as that of
the composition of two independent random functions RF o RF. On the other
hand, when O is a random permutation from {0,1}" to {0,1}", the function
distribution of G© will be almost the same as that of the truly random function
RF from {0,1}"/2 to {0,1}"/2.

Since RF o RF has twice as many collisions as RF has, we can distinguish LR,
from a truly random permutation by making O((2/2)Y/2) = O(2"/4) queries to
GO.

Conversion of the classical attack to a quantum attack. Next we ex-
plain how to convert the classical attack above to a quantum attack that makes
0(2"/%) quantum queries, and prove Theorem |4 The following lemma is crucial,
which shows that we can distinguish RF o RF from RF by making O((2"/2)/3) =
O(2"/) quantum queries.

Lemma 7. Let us denote the composition of two independent random functions
from {0,1}"/2 to {0,1}"/2 by RF o RF. Then, there exists a quantum algorithm
B that makes O(2™/®) quantum queries and satisfies Advglg?r‘,FF(B) = 2(1). That
is, there exists an algorithm that distinguishes RF o RF from a random function
with a constant probability, by making 0(2"/6) quantum queries.

Proof. We use the following fact that is shown by Ambainis [2].

Fact 1 (Theorem 3 in [2]). Let X and Y be finite sets, and F : X =Y be
a function. Then there is a quantum algorithm that judges if there exist distinct
elements x1,x2 € X such that F(x1) = F(x2) with bounded error by making
O(|X|?/?) quantum queries to F.

Let [N] € {0,1}"/? denote the subset {0,1,...,N — 1} for each integer
1< N <22, By using the above fact, we can deduce that for 1 < N < on/2
there exists a quantum algorithm Dy such that, given oracle access to a function
F:{0,1}"/2 — {0,1}"/2, it outputs 1 if there exist distinct elements 1, zy € [N]
such that F(x1) = F(x2), and outputs 0 otherwise, with an error that is smaller
than 1/30, by making O(|N|?/3) quantum queries. (We can make such Dy by
iteratively running Ambainis’ algorithm O(1) times for F|py : [N] — {0, 1}/2,
which is the restriction of F to [N].)

Here we give an analysis of the qPRF advantage of Dy on RF o RF, for each
N. For a function F : {0,1}"/2 — {0,1}"/2 and a subset Z € {0,1}"/2, let coll%,
denote the event that I’ has a collision in Z, i.e., there are distinct x1,29 € Z
such that F'(xz1) = F(x2). Then, we have that

Pl 1 2 N-1

o7



() o

j=1

holds, where F is chosen from Func({0,1}"/2,{0,1}"/2) uniformly at random. In
addition, when F; and Fy are chosen from Func({0,1}"/2,{0,1}"/?) uniformly
at random, we have that

F20F1 _ F] . - Fl
F}:}B {ﬁcollm] } 7%« [—|coll ([N])’—!CO”[N]} I;Ir[ coII[N]}

P 1\2
- (l;r [—\coII[N]D . (131)
Now we have that
Adv%l,?ﬁg:(])]\,) = AdV(FiQiFS,tRFoRF(DN)

=[pr 50 1) -y

D80 1))

_2 (132)

> |p [ I }— P { ||F2°F1}
= ['F [NV Fl,%2 <o 30’

[N

where we used the property that the error of D is smaller than 1/30. In addition,

from (131)) it follows that

F FyoF
f;r [coII[N]} — Ff’% {coll[ﬁ” 1}

= Pr [collﬁ@fﬂ} —P;r [collﬁv]}

Fy,F>
= (1= (5 [reotfy])") = (1= B [eolt])
~Pr [—\COII[N]} (1 ~Pr [—\collﬁv]]) (133)

holds. Therefore we have that
2
AQVIRH(Dw) > Pr |scollfy | (1= Pr [~eolify ] ) = = (134)

holds. Now we show the following claim.

Claim. There exists a parameter Ny which is in O(2"/4) and
No—1 .
3 j 1
52H<1—W>25 (135)
holds for sufficiently large n.
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Proof. First, let us denote py := H;V:_ll (1 — zjﬁ) For each 1 < N < 27/2 we
have that

- (1_2nN/2> " (136)

holds, in addition that

ity j Nt _N(N-1
I1 (1 - W) <II (7)) =2 (137)
j=1 j=1
holds. Thus .
_27:./2 _21,\5/2
_ N(N-1) N N
e 222 Zpy 2> (1 - 2"/2) (138)
holds.
Next, let us put Ny := 2"/* . /2Tog 2. Then
_No(No—1) _ No-Ng ( _ No(Ng—1) NU'NO)
e 227/2 =g 227/2 4 e 227/2 — ¢ 227/2
No—1
1 1 No 1

_ Ng(Ng—1)

holds, and thus e 22n/2 < 3/5 holds for sufficiently large n. In addition, since
the function f(z) = (1 — 2)~Y/* increases as z increases for 0 < z < 1 and
lim, 1o f(z) = e holds, we have that

on/2
No \ %o 1
(1 — 2"/2> <e+ 0 (140)
holds for sufficiently large n. Thus
2
w2\~ :

2
No ~ No
(1 o 2n/2>

> L " Ly > ! 141
> e+ TO =|e+ E > 3 ( )
holds for sufficiently large n.

Therefore, if we put Ny := 2"/* . \/2Tog 2,

3 1

- > > = 142

5= PNy 2 5 (142)
holds for sufficiently large n. Hence the claim follows. ad
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From the above claim and (130]), there exists a parameter Ny which is in
O(2"/*), and
3 1

holds for sufficiently large n. Hence, from (132]) we have that

Advieopr(Dy,) 2 % (1 B 3) “ 32 0, )

Therefore, if we put B := Dy, this B satisfies the claim of the lemma, since (144))
holds and Dy, makes at most O((Ny)?/3) = O((2"/*)?/3) = 0(2/6) quantum
queries. O

Next we show the following proposition.

Proposition 6. There exists a quantum algorithm A that makes 0(2”/6) quan-
tum queries and satisfies Adv,c_lng(A) =02(1) .

Proof. Suppose that we are given an oracle access to O, which is either the
4-round Luby-Rackoff construction LR4 or a random function from {0,1}" to
{0,1}". Recall that the function G© : {0,1}"/2 — {0,1}"/? is defined by

GO(z) == (0(0"/2,x))R @, (145)

where (O(0"/2,)) , is the right half n/2 bits of O(0"/2,z). We can implement
a quantum circuit that computes G by making O(1) queries. E
Now we define a quantum algorithm A as the following procedures.

1. Let B be the same algorithm in Lemma [7}
2. Run B relative to G©.
3. If B returns 1, output 1. If B returns 0, output O.

Here we give an analysis of A. When O is the 4-round Luby-Rackoff construc-
tion LRy, we have that GO (x) = f3(fa(x @ f1(07/2))) @ £1(0™/?) holds. Since we
are considering the case that all round functions of LRy are truly random func-
tions, the function distribution of G will be the same as that of RFoRF. On the
other hand, when O is a random function from {0,1}™ to {0,1}", the function
distribution of G® will be the same as that of the truly random function from
{0,1}"/2 to {0,1}"/2. Thus, from Lemma[7] we have that

AdviRi T (4) = Advi e (B) = 2(1) (146)

holds. In addition, since B makes at most O(2"/¢) quantum queries and G' makes
only O(1) queries to O, A makes at most O(2"/%) quantum queries. Therefore
the claim of the proposition holds. a

12 Here we have to implement truncation of @’s outputs by using a technique observed
in [14].
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Finally we prove Theorem [4

Proof (of Theorem . Let A be the same algorithm as in Proposition @ Then,
from Proposition [6] it follows that

Advig " (A) > Advig " (A) — Advighe (A)
> Q1) - 0(1/2"/?) = (1), (147)

where we used the fact that, for any quantum adversary A’ that makes at
most q queries, the distinguishing advantage AdvgiS’fRF(A’ ) is upper bounded
by O(q®/2") for a random function and a random permutation from {0,1}" to
{0,1}™ [34]. Thus the claim of the theorem holds. O
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