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Abstract At Eurocrypt’18, Cid, Huang, Peyrin, Sasaki, and Song introduced a new tool
called Boomerang Connectivity Table (BCT) for measuring the resistance of a block cipher
against the boomerang attack which is an important cryptanalysis technique introduced by
Wagner in 1999 against block ciphers. Next, Boura and Canteaut introduced an important
parameter related to the BCT for cryptographic Sboxes called boomerang uniformity.

The purpose of this paper is to present a brief state-of-the-art on the notion of boomerang
uniformity of vectorial Boolean functions (or Sboxes) and provide new results. More specif-
ically, we present a slightly different but more convenient formulation of the boomerang
uniformity and prove some new identities. Moreover, we focus on quadratic permutation-
s in even dimension and obtain general criteria by which they have optimal BCT. As a
consequence of, two previously known results can be derived, and many new quadratic
permutations with optimal BCT (optimal means that the maximal value in the Boomerang
Connectivity Table equals the lowest known differential uniformity) can be found. In par-
ticular, we show that the boomerang uniformity of the binomial differentially 4-uniform
permutations presented by Bracken, Tan, and Tan equals 4. Finally, we show a link between
the boomerang uniformity and the nonlinearity for some special quadratic permutations.
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1 Introduction

Substitution boxes (Sboxes) are fundamental parts of block ciphers. Being the only source
of nonlinearity in these ciphers, they play a central role in their robustness by providing
confusion. Mathematically, Sboxes are vectorial (multi-output) Boolean functions, that is,
functions from the vector space [ of all binary vectors of length n to the finite field I3, for
given positive integers n and r. These functions are called (n,r)-functions and include the
single-output Boolean functions which correspond to the case r = 1. When they are used
as Sboxes in block ciphers, the number 7 of output bits equals or approximately equals the
number 7 of input bits. We shall identify the vector space IF} to the finite field F». of order
2". A nice survey on Boolean and vectorial Boolean functions for cryptography can be found
in [10] and [11], respectively.

In 1999, Wagner [23] introduced the boomerang attack which is an important crypt-
analysis technique against block ciphers involving Sboxes. These attacks can be seen as an
extension of classical differential attacks [5]. In fact, they combine two differentials for the
upper part and the lower part of the cipher. The dependency between these two differentials
then highly affects the complexity of the attack and all its variants (we refer for example to
[3,4,6,7,15,17,18] and the references therein).

At Eurocrypt 2018, Cid, Huang, Peyrin, Sasaki, and Song [13] introduced the concept
of Boomerang Connectivity Table (BCT for short) of a permutation F. Such a notion al-
lows one to simplify the complexity analysis by storing and unifying the different switching
probabilities of the cipher’s Sbox in one table. Very recently (2019), Song, Qin and Hu [21]
proposed a generalized framework of BCT. They applied their new framework to two block
ciphers SKINNY and AES which are two typical block ciphers using weak and strong round
functions respectively.

In 2018, Boura and Canteaut [2] introduced a parameter for cryptographic Sboxes called
boomerang uniformity which is defined as the maximum value in BCT and provided a more
in-depth analysis of boomerang connectivity tables by studying more closely differentially
4-uniform Sboxes. They completely characterized the BCT of all differentially 4-uniform
permutations of 4 bits and then studied these objects for some cryptographically relevant
families of Sboxes as the inverse function and quadratic permutations. These two families
provide the first examples of differentially 4-uniform Sboxes optimal against boomerang
attacks for an even number of variables. Later, Li, Qu, Sun and Li [19] gave an essentially
equivalent definition to compute the BCT and the boomerang uniformity and provided a
characterization of functions having a fixed boomerang uniformity by means of the Walsh
transform and finally exhibited a class of differentially 4-uniform permutation for which the
boomerang uniformity equals 4. Not long ago, Boura, Perrin and Tian studied in [9] the
boomerang uniformity of some popular constructions used for building large S-boxes. The
aim of this manuscript is to increase our knowledge on boomerang uniformity of (quadratic)
Sboxes in the line of the recent articles [2] and [19].

The paper is structured as follows. In Section 2, we introduce the needed definition-
s related to the differential uniformity and boomerang uniformity of vectorial functions
and briefly discuss these notions. In Section 3, we present shortly the state-of-the-art on
boomerang uniformity of Sboxes. Here we present a slightly different but more convenient
formulation of the boomerang uniformity and show that the row sum and the column sum
of the boomerang connectivity table is related to the differential spectrum and can be ex-
pressed in terms of the zeros of the second-order derivative of the permutation or its inverse.
Next, in Section 4, we specialize our study of boomerang uniformity to quadratic permu-
tations in even dimension and generalize the results presented in [2] and [19] on quadratic



permutation with optimal BCT (optimal means that the maximal value in the Boomerang
Connectivity Table equals the lowest known differential uniformity). Consequently, we re-
cover these known results and provide many new families of optimal Sboxes. In particular,
we show that that the boomerang uniformity of the binomial differentially 4-uniform permu-
tations presented by Bracken, Tan, and Tan [8] equals 4. We also give a connection between
the boomerang uniformity and the nonlinearity for some special quadratic permutations.

2 Preliminaries

In this section, we recall some notations, definitions and results related to the differential
properties and boomerang uniformity of vectorial Boolean functions.

Throughout this article, #E denotes the cardinality of a finite set E. The binary field is
denoted by [, and the finite field of order 2" (resp. q) is denoted by Fy. (resp. IF,). The
multiplicative group I3, is a cyclic group consisting of 2" — 1 elements. The terminology
Sbox refer to an (n,n)-vectorial function, that is, a function from Fy. to itself.

Any function F from [y to itself admits a unique representation as a polynomial over Fy.
in one variable with degree at most 2" — 1:

271
Fx)=) &x'; & €Fy. (1)
i=0

For any k, 0 < k < 2" — 1, the number w, (k) of the nonzero coefficients k, € {0,1} in
the binary expansion of k is called the 2-weight of k. The algebraic degree of F is equal to
the maximum 2-weight of the exponents i of the polynomial F (x) such that §; # 0, that is,
deg(F) = maxg<i<y—1520w2(i). A function F from Fy. to itself is said to be quadratic if
deg(F)=2.

We use the following terminology: a permutation polynomial over I, is a polynomial
F(x) € F,[x] for which the function a — F(a) defines a permutation of .

Recall that for any positive integers k and r such that r|k, the trace function from F,x to
F,-, denoted by Try, is the mapping defined as

kg

Tk (x) == sz" x4+ ety
i=0

2I<—:

In particular, the absolute trace over F, of an element x € . equals Tr} (x) = Y- x.

Definition 1 Given an (n,n)-function F, the derivative of F with respect to a € Fa» is the
function D,F : x — F(x+a)+ F(x). For (a,b) € (Fy)*, the second order derivative of F
with respect to a € Fp: and b € Fyu is the function D,D,F : x+— F(x+a) +F(x+b)+ F (x+
a+b)+F(x). For (a,b) € (F2)*, the entries of the difference distribution table (DDT) are
given by

DDTg(a,b) =#{x € Fon | D,F (x) = b}.

The differential uniformity of F is defined as

A(F) = max DDTF(a,b).
a,bE]F;,,



Differential uniformity is an important concept in cryptography as it quantifies the de-
gree of security of a Substitution box used in the cipher with respect to differential attacks.
APN (Almost Perfect Nonlinear) functions F are those such that their differential uniformity
equals 2 (i.e. A(F) =2).

Definition 2 Let F be a permutation of Fa.. For (a,b) € (Fa )2, we define the entries of the
boomerang connectivity table (BCT) as

BCTr(a,b) =#{x € Fo | F'(F(x) +b) + F ' (F(x+a) +b) = a},

where F~! denotes the compositional inverse of . The boomerang uniformity of F is de-
fined as
B(F) = max BCTr(a,b).

a,bels,

Observe that DDTr(a, b) is equal to 0 or 2" when ab = 0. Likewise, BCTr(a,b) = 2" when
ab = 0.
It is well-known that F and F~! have the same differential uniformity since
F'x)+F '(x+a)=b < x+a=F(F '(x)+b)
< F(F '(x))+F(F '(x)+b) =a,

yielding that DDTz-1(a,b) = DDTk(b,a) for any (a,b) € (F3,)*. Not surprising, as shown
in [2, Proposition 2], it is also true for the boomerang uniformity since

F Y F(x)+b)+F '(F(x+a)+b)=a

— F(X)+F(F "(F(x+a)+b)+a)=b
< F(F ' (F(x+a))+a)+F(F ' (F(x+a)+b)+a)=b,
that is,
BCTr(a,b) = BCTg 1(b,a), Y(a,b) € (F5.)>. )

3 On boomerang uniformity of Sboxes

For vectorial Boolean functions, the most useful concepts of equivalence are the extended
affine EA-equivalence and the CCZ-equivalence. Two (n,r)-functions F and F’ are called
EA-equivalent if there exist affine permutations L from Fp: to Fa and L' from Fy to Fy
and an affine function L” from Fp: to Fy such that F/ = L' o F o L+ L". EA-equivalence is
a particular case of CCZ-equivalence [12]. Two (n,r)-functions F and F’ are called CCZ-
equivalent if their graphs G := {(x,F(x)), x € F»} and Gy := {(x,F'(x)), x € F} are
affine equivalent, that is, if there exists an affine permutation £ of Fy x Fp- such that

As explained in [2], the multi-set formed by all values in the BCT is invariant under
affine equivalence and inversion. In other words, the behavior of the BCT with respect to
these two classes of transformations is the same as that of the DDT. However, while the
differential spectrum of a function is also preserved by the extended affine (EA) equivalence,
this is not the case for the BCT. As EA-equivalence is a special case of CCZ equivalence,
the boomerang uniformity is also not always preserved under CCZ-equivalence.

In [13], it was indicated that BCT(a, b) is greater than or equal to DDTF(a,b) yielding



Theorem 1 ([13]) Let F be a permutation of Fon. Then, B(F) > A(F).
It was also proved that
Theorem 2 ([13]) Let F be a permutation of Fan. Then, A(F) = 2 if and only if B(F) = 2.

In [2], Boura and Canteaut established an alternative formulation of the boomerang uni-
formity as follows:

Theorem 3 (/2]) Let F be a permutation of Fon. Then, for any a and b in F5,
BCTr(a,b) =DDTr(ab)+ ¥ #(uf,'n(b+Uy,"))
YEFS, b

where 1
W, ={xcFy|DF'(x)=a}.

In this paper, we shall use a slightly different formulation of Theorem 3.

Theorem 4 Let F be a permutation of Fo.. Then, for any a and b in %,

BCTp(a,b)= Y, #(Uj,N(a+Uf,)), A3)
YEF;,
where
‘ZL% = {x € Fan | DyF (x) = b}.

Proof Observing that BCTg(a,b) = BCTg-1(b,a), we can prove Equation (3) by direct-
ly applying Theorem 3. Here we mention another method. It was proved in [19] that the
quantity BCT#(a,b) equals the number of solutions (x,y) € (Fx)? satisfying the equation-
s F(x)+ F(y) = b and F(x+a)+ F(x+ a) = b simultaneously. Letting x+y = v, then
y=x-+7, so we have

v F(x+a)+F(x+y+a)=b
B ] F(x)+F(x+7)=b
- ZY:#{X' F(x+a)+F(x+y+a) :b}'

It is easy to see that the set in the inner sum for each subscript 7 is ‘Z,l‘yF »N (LH— ‘UYFb)

BCTr(a,b) :#{(x, F(x)+F(x+y) =b }

Moreover, ‘Ug , = 0 since b # 0. This completes the proof of Theorem 4.

The new formulation (3) seems more convenient to use than Theorem 3 which involves
F~!. Moreover, in (3), the condition that F is a permutation is not required, that is, we
may define the boomerang uniformity for any (n,n) function F, even though it may not be a
permutation. This is similar to the concept of differential uniformity, which may be of future
interest. Finally, in (3), since ’U5 ,=a-+ “Uf 5»» We have

BCTr(a,b) = DDTr(a,b) + ;0# (uh,n(a+ ),
Y74,

from which we can immediately derive BCTF(a,b) > DDTf(a,b).
In the following, we show that the row sum and the column sum of the boomerang

connectivity table can be expressed in terms of the zeros of the second-order derivative of
the permutation or its inverse.



Proposition 1 For any a and b in F3,, we have

Y BCTr(a,c) = Y #{x €Fy |D.DF(x) =0} 4)
ceF3, c€lFs,
= Y DDTs(a,c)*—2", 3)
L‘E]F;,,

and
Y BCTr(c,b) = Y #{x€Fy | DyD.F ' (x) =0}
c€F3, cels,

Y DDT#(c,b)*—2".

ce IF;,,

Proof Let a and b be in [F3,. According to (3)

Z BCTr(a,c) = Z Z #{x € Fo | DyF (x) = DyF (x+a) = c}
ceF5, c€F3, YeF3,
= Y #{xeFy |DF(x)=DyF(x+a)}.
YEFS,

Here we have used the fact that DyF (x) # O for any x € F»: and v € F, since F is a permu-
tation. Now, the identity (4) follows immediately from the fact that DyF (x) = DyF (x+a) if
and only if D,DyF (x) = 0.

As for (5), first we observe

Y BCTr(a,c)

celFon

- F(x)+F(y)=c
=X #{(W) € (Fx)’: F(x+a)+F(y+a) =C}

c€Fm
= #{(x,y) € (Fy)*: F(x)+F(y) :F(x+a)+F(y+a)}

2. Fx)+F(x+a)=c
=) #{(xyy)G(FZ") 'F(y)-i-F()""a):C}

c€Fm

= Y DDTg(a,c)’.

c€Fm
Noting that BCTg(a,0) = 2" and DDTf(a,0) = 0, we obtain the desired identity. The proof
of the second assertion is similar, by using BCTf(c,b) = BCTx-1(b,c). This completes the
proof of Theorem 1. m]

4 On the boomerang uniformity of quadratic permutations

In this section, we specialize our study of boomerang uniformity to quadratic permutations
in even dimension. In even dimension, it is known that the best differential uniformity of
a quadratic permutation is 4. Note that in even dimension, APN quadratic permutations F
do not exist [20]. Therefore, A(F) = 4 is the lowest differential uniformity that a quadratic
permutation F can achieve.

In [2], Boura and Canteaut exhibited a family of quadratic permutations with optimal
BCT, i.e. permutations which have differential uniformity and boomerang uniformity both
equal to 4. In [19] Li et al. provided another family of quadratic permutations with optimal
BCT. These two families of permutations are related to the so-called Gold power permuta-
tions [16]. In this section we obtain a vast generalization of these results.



Theorem 5 Let g be a power of 2 and m be a positive integer. Let F : Fyn — Fyn be a
quadratic function of the form

Fx)= Y e, Ve €Fgn. ©)

0<i<j<m—1
Then A(F) > q. Moreover, if F is a permutation on Fgn and A(F) = g, then B(F) =gq.
Proof For any y € Fy., let

Hy(x) =F(x+7)+F(x)+F(y).

‘We have
H(x)= Y c ((X+Y)q[“’j e +Yqi+qj)
0<i<j<m—1
= Y eIy ).
0<i<j<m—1

We apply Theorem 4. The set ‘ll;F » 1s given by

W, ={xeFp :H(x)=b+F(y)}.

Since F is a quadratic function, if ‘UYF » 7 0, that is, DDT,(y,b) > 0, then ‘U‘; » 1 an affine
subspace of F,» obtained by a translation of the vector space K (y) where

Kp(y) = {x €Fpn : Hy(x) =0} .
It is easy to see that Kp(y) is a vector space over F, and y-F, C Kr(y). Thus we have
A(F) > #Kr(Y) > g.
Now suppose that F is a permutation and A(F) = g. Then we have
Ke(v) =v-Fy.

Thus
0 : if DDTp(y,b)=0o0ra¢y-F
F F N\ _ F{Is q
UypN(at yp) = { UF, : if DDT,(y,b) >0and a € 7-F,,

and from Theorem 4 we have

BCTr(a,b) = ) DDTr(ay,b). 7
YeF;

Now suppose there exist y; # ¥» € I} such that
DDTF(aYl,b) 7& 0, Vi= 1,27

then the equations
Hay(x) =b+F(av;), x€Fp

are solvable for both i = 1,2. Noting that for i = 1,2, since y; € F,,
Hay(x) = YiHa(x), F(ay;) =YF(a),

we have

b
—+YiF(a) €ImH,, i=1.2.

1



Here ImH, is the image of the function H,(x) on [F». It is easy to see that the set ImH,, is a
vector space over F,. Thus we have

b+YF(a) €ImH,, i=1,2,

and
(b+1F(a)) = (b+1F(a) = (1 —12)*F (a) € ImH,,

and hence F(a) € ImH,. However, this means that the equation
F(x+a)+F(x)=0

is solvable for x € F», which is impossible because F is a permutation and a # 0.
So we have proved that in (7) there is at most one Y € F; such that DDT(ay,b) # 0.
Noting that actually
DDTr(a,b) € {0,q} ¥(a,b) € (F;,,,)z,

we obtain BCTr(a,b) < g for any (a,b) € (F}.)>. So we conclude that B(F) = g. This
completes the proof of Theorem 5. O

Remark 1 Let F be a quadratic permutation given by (6) with A(F) = g. From the proof of
Theorem 5, DDT(a,b) € {0,4} , where (a,b) € (F}.)*.

We remark that a general quadratic function F (x) of the form (6) may be written as

F(x) = f(x) +(x),

where o ‘
flx)= Z X o(x) = Z .
0<i<j<m-1 0<i<m—1
Noting that the function ¢ is linear, so A(F) = A(f).
As applications of Theorem 5, we show here how two previous results of quadratic
permutations with optimal BCT from [2] and [19] can be derived.

= 2. It was known

(1). Let n =2 (mod 4) and let ¢ be an even integer such that ged(z,n)
=4 (see [1]). Theorem

that the function F(x) = x**! is a permutation on F. and A(F)
5 implies that (F) = 4. This is [2, Proposition 8].

(2). Let n =2m where m is an odd integer. Let y € [F3, be an element such that the order of
A" ~1is 3. Define F(x) = x*"2 4 Ax. It was known that F(x) is a permutation on Fy
with A(F) = 4 [22]. We may write F(x) = f(x)? where f(x) =x2" 1 A2 'x2" 742"
hence Theorem 5 implies that B(F) = 4. This is [19, Theorem 5.3].

Next we exhibit another family of quadratic permutations with optimal BCT. To this
end, we mention that it has been found in [8] a highly nonlinear 4-differential uniform
permutation of For with n =3k, k =2 (mod 4), 3t k:

F(x) = Bx25+1 +B2kx2 Ky okets )

where ged(n,s) =2, 3|k +s and B is a primitive element of Fa.. It was proved that A(F) = 4.
So from Theorem 5 we obtain

Corollary 1 Let F be an (n,n)-function (permutation) defined by (8). Then, B(F) = 4.



Finally, we show by numerical computation that many new quadratic permutations with
optimal BCT can be found by Theorem 5. Here we focus only on the quadratic function
F(x) of the form

F(x) =x""2 4 Ax+Bx*+Cx'%, A,B,C €Fy, )

where n =2 (mod 4) and ged(n,s) = 2. It was known that A(F) = 4. Noting that F(x) =
f(x)* where

F) =4 AY W 4B+ 'x8, AB,CEF,,

by Theorem 5, if F is a permutation, then B(F) = 4. For simplicity we only consider the
case n = 6 and search via Magma triples (A, B,C) € (F5)? such that F is a permutation, the
number of which is given in the tables below. For comparison, we also indicate the number
of such F’s implied by [2, Proposition 8] and [19, Theorem 5.3]. This really shows that
there is a abundance of quadratic permutations with optimal BCT which can be obtained
from Theorem 5.

Table 1: The number of quadratic permutations F (x) of the form (9) on Fys with optimal BCT
Theorem 5 (this paper) | [2, Proposition 8] | [19, Theorem 5.3]
s=2 960 1 15

Next, we will present a connection between the boomerang uniformity and the nonlin-
earity for the quadratic permutation F given by (6). For any function F from Fy» to itself,
the Walsh transform of F at (A, u) € Fyu x Fgn is defined as

WF(}\'vﬂ) = Z (_1)TT(XF()C)Jr/J)c)7

XEFm

where Tr(-) is the absolute trace function from Fy» to F,. The component functions of F are
the Boolean functions Tr(AF (x)), where A € Fgn. A component function Tr(AF (x)) is said
to be bent if Wr(Ah,u) = £q?, for all u € F . In this case, Tr(AF (x)) is also called a bent
component of F.

The nonlinearity N Ly of F is defined as

1
NLp =5 (q" —max {|Wr (k)| : (o) € Fyp < Fn}).

Theorem 6 Let g =2' and F be a quadratic permutation defined by (6). Then B(F) = 2!
tm+t

if and only if Wr(A,u) € {0,£27 }, where (A,u) € Fy X Fyn. In particular, if B(F) =2,
NLp=4(2m-2%).

Proof Using Theorem 5, B(F) = 2" is equivalent to DDTr(a,b) € {0,2'}, where (a,b) €
IF;m X Fyn. Since F is a permutation, F' has no bent component. Hence the desired results
follow from [14, Theorem 3].
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5 Conclusions

We have pushed further the study of boomerang uniformity of cryptographic Sboxes. More
specifically, we have presented a slightly different (and more convenient) formulation of the
boomerang uniformity and showed that the row sum and the column sum of the boomerang
connectivity table can be expressed in terms of the zeros of the second-order derivative of the
permutation or its inverse. Most importantly, we have specialized our study of boomerang
uniformity to quadratic permutations in even dimension and generalized the previous results
on quadratic permutation with optimal BCT. As a consequence of our general result, we
derived many new quadratic permutations with optimal BCT. In particular, we showed that
the boomerang uniformity of the binomial differentially 4-uniform permutations presented
by Bracken, Tan, and Tan equals 4. Finally, we derived a connection between the boomerang
uniformity and the nonlinearity for some special quadratic permutations.
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