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Abstract. The purpose of this paper is to provide a comprehensive anal-
ysis and side-by-side comparison of the noise growth behaviour in the
BGYV and FV somewhat homomorphic encryption schemes, both heuris-
tically and in their implementations in the libraries HElib and SEAL,
respectively. We run extensive experiments in HElib and SEAL to com-
pare the heuristic noise growth to the noise growth in practice. From the
experiments, we observe that for both schemes, the heuristic bounds are
not tight. We attempt to improve the tightness of the bounds in a num-
ber of ways, including the definition of new notions of noise, such as the
invariant noise for BGV and the scaled inherent noise for F'V. This does
not significantly tighten the bounds, thus we conclude that the current
heuristic bounds are the best possible in terms of a theoretical analysis.
As an additional contribution, we update the comparison between the
two schemes presented by Costache and Smart [22], and find that BGV
has a slight advantage over FV. Thus, the conclusions of [22] still hold,
although the differences between BGV and FV are less dramatic.

1 Introduction

Fully homomorphic encryption enables the evaluation of arbitrary polynomials
on encrypted data, without requiring access to the secret key. In contrast, some-
what homomorphic encryption enables the evaluation of limited functions on
encrypted data; this is usually characterised by a bound of the depth of the
circuits that can be evaluated. The first fully homomorphic encryption scheme
was presented by Gentry [29], whose construction augmented a somewhat ho-
momorphic encryption scheme with a technique known as bootstrapping.

In all homomorphic encryption schemes ciphertexts contain noise that grows
during homomorphic evaluation operations. Once the noise exceeds a certain
threshold, decryption will fail. In practice, managing the noise to ensure it is
always below the threshold can be done in two ways. The first approach uses
the bootstrapping procedure, which takes as input a ciphertext with large noise,
and outputs a new ciphertext which has less noise and can be further computed
on. Hence by bootstrapping at appropriate points, the entire evaluation can be
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performed. The second approach is to pre-determine the function to be evalu-
ated and set the parameters so as to allow for the noise growth that this specific
function will incur. Using this method, we are sure that the output ciphertext at
the end of the evaluation will have noise below the threshold, thus no bootstrap-
ping will be necessary and correct decryption is ensured. In either case, good
understanding of the noise growth behaviour is essential to achieve correctness
and optimal performance. In fact, a good understanding of the noise growth in
any scheme is crucial to parameter setting, large parameters remaining one of
the main hurdles in homomorphic encryption development.

1.1 Contributions

In this work, we consider the noise growth behaviour of the somewhat homo-
morphic encryption schemes BGV [12] and FV{] [28]. We present the heuristic
upper bounds for the noise growth in these schemes that have appeared in the
literature, and then perform experiments to determine how tightly these bound
the noise growth in practice. We consider other possible definitions of noise and
we argue that these bounds, while loose compared to the average noise observed
in ciphertexts in implementations, are the best possible in terms of a theoretical
analysis. We also perform an updated comparison of BGV and FV, following the
methodology of Costache and Smart [22].

In the first part of this paper, we compare heuristic noise estimates for the
noise growth of both the BGV and FV schemes with the actual noise observed
in ciphertexts in their implementation in the HElib [33] and SEAL [46] libraries,
respectively. The first HElib noise results concern the growth of the critical
quantity [22] and can be found in Table In order to facilitate comparison,
we define and implement in HElib a noise budget for the critical quantity for
BGV, analogous to the invariant noise budget [16] for FV that is implemented
in SEAL. The results in terms of this noise budget are presented in Table [2]
Our SEAL noise results are presented in Tables [3] and Table [@] for the binary
encoding and batch settings, respectively.

In these experiments, for both BGV and FV, we notice a rather large gap
between the heuristic estimates for the noise growth and the practical noise
growth. We consider three possible ways to reduce this gap, which we refer to
as the heuristic-to-practical gap. The first is to try to improve the methodology
used to obtain the heuristic bounds themselves, for example by tightening the
bound on a Gaussian error distribution. In particular, following [22], we had
bounded the Gaussian errors by 60, while HElib uses 100 in their heuristic
analysis. We argue in Section [7.2] that we cannot significantly improve on the 6o
bound without losing correctness.

Secondly, we introduce a new notion of noise for BGV: the invariant noise,
so-called as it is the analogue of the invariant noise for FV. We update all the
noise analyses (encryption, addition, multiplication, relinearization and modulus

4 FV is based on a scheme of Brakerski [IT] and hence is sometimes referred to as
BFV.



switching) for the invariant noise. We then define and implement an invariant
noise budget for BGV in HElib, and investigate whether this better models noise
behaviour in HElib. We present the results in Table [5] and find that using the
invariant noise rather than the critical quantity does not significantly reduce the
heuristic-to-practical gap.

Thirdly, we consider the FV scheme. In an FV encryption with ciphertext
modulus ¢ and plaintext modulus ¢, the message is multiplied by a factor A,
which is such that ¢ = At + r(¢q). We notice from previous theoretical analyses
that the remainder term 7,(¢) can introduce cross terms in the operation bounds,
which are not found in practice and do not impact the noise, except for the final
decryption. Indeed, we can think of the contribution from this term as noise
introduced by the decryption process. To remedy the situation, we introduce
a new notion of noise for FV. We call this the scaled inherent noise, as it is a
scaling by t/q of the inherent noise as originally defined in [28]. Again, we update
all the noise analyses, and implement this new noise in SEAL. We investigate
whether this better models noise behaviour in SEAL, and present the results in
Tables [6] and [7] for the binary encoding and batch settings, respectively. While
we do observe a slight improvement in the heuristic-to-practical gap, it is only
slight, and the gap remains significant.

We conclude that any improvement of this gap, and by extension any accurate
noise growth analysis has to not only be scheme-specific, but also implementation-
specific. That is, these heuristic bounds are the best possible in terms of a theo-
retical analysis, and we must take a different approach in order to obtain bounds
that more closely model the noise growth behaviour that we see in practice.

In the second part of the paper, we perform a comparison of BGV and FV
using the methodology of Costache and Smart [22]. We update the work [22]
in several aspects, the most notable of which is an up-to-date security analysis
conforming to HE standards [I]. Secondly, we use a different notion of noise for
FV, namely the invariant noise. Thirdly, our analysis allows for a more flexible
modulus switching for FV. This is an important functionality in practice, for
example to be able to compress communication after homomorphic computations
are done. Finally, we no longer consider the NTRU-based schemes YASHE [9] and
NTRU [27, [38]. It has since been shown that such schemes may be vulnerable
to attacks in ‘overstretched’ parameter settings of interest [3| (18, [35] and as
a consequence most implementations of NTRU-based homomorphic encryption
schemes are not currently maintained. In contrast, the BGV and FV schemes are
implemented in several actively maintained homomorphic encryption libraries,
including PALISADE [44] as well as SEAL and HElib.

Our results, summarised in Table [0} show that while the conclusions of [22]
still hold, they are far less dramatic. We recall that a comparison of the two
schemes as implemented in their libraries is limited, therefore it seems that the
difference could simply be due to the different choices made in the two libraries.
In particular, the secret key distribution (ternary uniform for SEAL, binary
with small Hamming weight in HElib) could very well account for this small
discrepancy.



We conclude that the two schemes in their implementation present only minor
performance differences in terms of supporting a specific homomorphic evalua-
tion. That is, we expect that a computation supported in SEAL by a particu-
lar parameter set would be supported in HElib with the same parameter set.
Therefore, purely from the perspective of computational capabilities, the ques-
tion ‘Should I prefer the BGV scheme to the FV scheme?’ should not be an
important one for the implementor deciding what library to use.

The main contribution of this paper is to show that the updated theoretical
analysis we present is the best possible. We have investigated many possible
definitions of noise, including new ones, for both schemes BGV and FV. The fact
that these do not significantly improve the heuristic-to-practical gap is evidence
for our main conclusion: that any hope of improving the heuristic-to-practical
gap lies in an analysis that is both scheme and implementation-specific.

1.2 Standardisation

Partly due to their widespread implementation, the BGV and FV schemes are
among the primary schemes being considered in the ongoing effort to standardise
homomorphic encryptiorﬂ Indeed, the security standard [I] from the standard-
isation consortium explicitly mentions the comparison of BGV and FV as an
open problem, and motivates the present work.

After completing the RLWE security and scheme descriptions, the standardi-
sation initiative has started moving fast in the direction on making homomorphic
encryption easier to use, in particular through creating a standard library API,
and introducing ideas for automation such as a domain specific programming
language and a compiler/optimiser toolchain [I3]. The analysis presented in our
work should be expected to feed into these discussions, as an accurate noise
growth estimator is likely to be a central component of any homomorphic com-
putation optimiser or parameter selector tool.

1.3 Related work

Several variants of the F'V scheme that improve performance have been proposed
in the literature, including BEHZ-FV [6] and HPS-FV [32]. Al Badawi et al. [5]
conclude from experiments that BEHZ-FV has worse noise growth in practice
than HPS-FV, and call for further study on BEHZ-FV noise growth, which
further motivates the present work.

Heuristic upper bounds for the invariant noise growth in FV that are similar
to those presented here have also been presented by Chen et al. [I7] and in
documentation [16] for previous versions of SEAL.

Apart from that of Costache and Smart [22], other previous comparisons of
homomorphic encryption schemes include a work of Lepoint and Naehrig [36]
comparing FV and YASHE, and a work of Kim and Lauter [34] comparing BGV
and YASHE.
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In the present work we do not consider newer schemes such as CKKS [20] or
TFHE [21], which come with entirely different trade-offs. Of these, CKKS seems
more feasible to include in a meaningful comparison with BGV and FV, but
TFHE is quite fundamentally different. Chimera [I0] describes a framework for
the FV, CKKS and TFHE schemes, with the goal of providing a common API,
rather directly comparing the schemes.

2 Preliminaries

2.1 Parameters

A Ring-LWE-based (levelled) FHE scheme is parameterised by L, n, Q, t, x, S,
w, ¢ and \. There are L primes pg, ..., pr_1 which are used to form the chain of
moduli qg, . .., qr—1. Elements in the chain of moduli are formed as g = H?:o Dj.
The dimension n, plaintext modulus ¢ and the chain of moduli correspond to the
underlying plaintext and ciphertext rings. In particular, the ciphertext modulus
Q=qr_1= Hf;ol p; is the product all the primes. Each intermediate prime g;
corresponds to a level and all ciphertexts are with respect to a specific level. We
denote by ¢ some fixed level when describing the schemes, so that the ciphertext
space at any given moment is R, = Z,[z]/(z™ +1). Note that for key generation
and for fresh ciphertexts, we always have ¢ = ). The plaintext space is always
Ry = Zy[x])/(z™ + 1).

The Ring-LWE error distribution is denoted x and is typically a discrete
gaussian with standard deviation ¢ = 3.2. The underlying Ring-LWE problem,
parameterised by n, @ and o, is a variant with small secret. The parameter S de-
notes the secret key distribution. In the F'V scheme as originally described [28] the
distribution S is the uniform distribution on the space Ry = {0, 1}[z]/(z™ + 1).
In the SEAL implementation [46] the distribution S is the uniform distribution
on the space R3 = {—1,0,1}[z]/(z™ + 1). In the BGV scheme as originally de-
scribed [12], the distribution S is the same as the error distribution x. In the
HElib implementation [33], S is parameterised by a Hamming weight h and
chooses a vector uniformly among the set of polynomials in the space Rz having
exactly h nonzero coefficients.

Let w be a base, then £ + 1 = |log,, ¢] + 1 is the number of terms in the
decomposition into base w of an integer in base gq. The security parameter is .

2.2 Canonical embedding norm

Following previous work [22] [30, [B1], we will present heuristic bounds for the
noise growth behaviour of FV and BGV with respect to the canonical embed-
ding norm |[|-||“*". Throughout this work, the notation ||a| refers to the infinity
norm of a, while ||al|**" refers to the canonical embedding norm. The canoni-
cal embedding norm of an element a is defined to be the infinity norm of the
canonical embedding of a, so ||a]|“" = ||o(a)]|.

We will use the following properties of the canonical embedding norm (see [39]
for further discussion). For any polynomial a we have ||a|| < ¢y, ||a]“" < ||al];



where ¢, is a constant known as the ring expansion factor (see [25]). We have
¢m = 1 when m is a power of two [25]. In this case, it suffices for correctness to
ensure that [|v]|“*" is less than the maximal value of ||v|| such that decryption
succeeds. For any polynomials a, b we have ||ab||*" < ||al|**" ||b]|“*".

Let a, b, ¢ be such that their canonical embeddings have standard deviations
0a, 0p and o, respectively. Following Costache and Smart [22], we use the follow-
ing estimates: ||al|**" < 60, and ||ab||™" < 16 0, 0}, and ||abe||“*" < 40 0, 03 0.

The standard deviations in situations of interest for this paper are as follows.

k k

A polynomial f with coefficients distributed uniformly in [—3, 5] is such that

the canonical embedding of f has standard deviation oy = % A polynomial
e drawn from an error distribution y, which has standard deviation o, is such
the canonical embedding of e has standard deviation o, = oy/n. A polynomial
s drawn from the FV secret key distribution as implemented in SEAL [46] is
such that the canonical embedding of s has standard deviation o5 = +/2n/3.
A polynomial s drawn from the BGV secret key distribution as implemented
in HElib [33] is such that the canonical embedding of s has standard deviation
0s = V'h, where h is the Hamming weight of s.

2.3 The BGYV scheme

In this section we introduce the BGV scheme [12]. The BGV scheme is comprised
of the SecretKeyGen, PublicKeyGen, EvaluationKeyGen, Encrypt, Decrypt,
Add, Multiply, Relinearize, and ModSwitch algorithms.

In the ModSwitch algorithm, we describe switching from a modulus ¢ to a
modulus p where, for correctness, we require that p = ¢ =1 mod ¢ [12, [30]. For
the algorithm as described here, we also need p | ¢, which will be the case when
moving down the chain of moduli.

e SecretKeyGen()\): Sample s & S and output sk = s.

e PublicKeyGen(sk): Set s = sk and sample a & R, and e < x. Output
pk = ([~ (as +te)ly, a).

e EvaluationKeyGen(sk,w): Set s = sk. For i € {0,...,/¢}, sample a; & R,
and e; < x. Output evk = ([—(a;s + te;) + w's?]q, a;).

e Encrypt(pk,m): For the message m € R;. Let pk = (po, p1), sample u &g
and eq, ez < x. Output ct = ([m + pou + teilq, [pru + tealq).

e Decrypt(sk, ct): Let s = sk and ct = (cp, ¢1). Output m’ = [[co + ¢1]4]

e Add(ctg, ct1): Output ct = ([cto[0] + ct1[0]]g, [cto[l] + ct1[1]]4)-

e Multiply(cto, ct1): Set cg = [cto[0]ct1[0]],, 1 = [cto[0]ctq[1] + cto[l]ct:[0]]
and ¢y = [cto[l]cty[1]] . Output ct = (co, 1, c2).

e Relinearize(ct,evk) : Let ct[0] = co, ct[l] = ¢; and ct[2] = c¢3. Let
evk[i][0] = [—(a;s + te;) + w's?], and evkl[i][l] = a;. Express cy in base
w as cg = Zf:o cg)wi. Set ¢y = ¢o + Zf:o evk[i] [0]0;1)7 and ¢, = ¢ +
Zf:o evk[i][l]cg). Output ct’ = (cp, ¢)).

e ModSwitch(ct,p) : Let ¢t = (co, c1). Fix §; such that §; = —¢; (mod 1) and
d; =0 (mod t). Set ¢ = E(co+0do) and ¢} = E(c1+01). Output ct = (cg, ¢f).

t
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2.4 The FV scheme

In this section we introduce the FV scheme [28]. To simplify presentation we
follow the ‘textbook’ FV scheme as presented by Fan and Vercauteren [2§], in
which ciphertexts are of size 2: that is, they are a tuple of 2 elements in R,. This
is denoted ct = (ct[0], ct[l]). In particular, we will always assume that any
outputﬂ of Multiply is immediately given as an input to Relinearize, and so
we only define the other algorithms for ciphertexts of size 2. This is in contrast
to, for example, the SEAL [46] implementation which allows ciphertexts to grow
in size and uses generalisations of algorithms accordingly.

We do however deviate from the original description of FV by also defining
a modulus switching operation, as was done in Costache and Smart [22]. In
particular, we describe switching from a modulus ¢ to a modulus p.

We now define the SecretKeyGen, PublicKeyGen, EvaluationKeyGen,
Encrypt, Decrypt, Add, Multiply, Relinearize, and ModSwitch algorithms. In

7|, where ¢ is the current

ciphertext modulus, and ¢ is the plaintext modulus. We also define r:(q) as the
remainder of ¢ on division by ¢, so that ¢ = At + r(q).

order to define Encrypt, we must first define A = { J

e SecretKeyGen()\): Sample s & S and output sk = s.

e PublicKeyGen(sk): Set s = sk and sample a & R, and e < x. Output
pk = ([—(as + €)lq, a).

e EvaluationKeyGen(sk,w): Set s = sk. For i € {0,..., ¢}, sample a; & R,
and e; < x. Output evk = ([—(ais +e;)+ wiSQ]mai)

e Encrypt(pk,m): For the message m € R;. Let pk = (po, p1), sample u &g
and eq, e2 < x. Output ct = ([Am + pou + e1]q, [Pr1u + €2]q).

2

e Decrypt(sk,ct): Let s = skand ct = (cg, ¢1). Output m’ Hz[co + C1S]Q—H .
t

e Add(ctg, ct1): Output ct = ([cto[0] + ct1[0]], [cto[l] + cti[1]]q) -
e Multiply(ctg, cty): Compute ¢ = HgCto[O]Ctl[O]—Hq,

er = | |4 (etol0lets [1] + etolllets 0] || . and e = || Letollers1]|] .
Output ct = (co, c1, c2).
e Relinearize(ct,evk) : Let ct[0] = co, ct[l] = ¢; and ct[2] = cy. Let

evk[i][0] = [—(ais + €;) + w's?], and evk[i][l] = a;. Express ¢z in base w

as cg = Zf:o céi)wi. Set ¢ = [co + Zf:o evk[i}[O]cgi)}q, and ¢ = [c1 +
Sy evk[il[1]es”],. Output ct’ = (ch, ,).

[ ] ModSwi tCll(:[:?p) . Let ct O - CO a’Il(l [ } ¢ CI [\‘]C j|p
C/ — EC] Ou pul ct’ = (60761)'

5 Abusing notation, we still denote such an output by ct.



3 BGYV noise growth in practice

3.1 Noise growth behaviour

In this section we reproduce the heuristic bounds on the noise growth behaviour
of BGV presented in [22]. These use the critical quantity [22] definition of noise.

Definition 1 (BGV critical quantity [22]). Let ct = (cg,c1) be a BGV ci-
phertext encrypting the message m € Ry. Its critical quantity v is the polynomial

v=[ct(s)]y = (co +c15) (modgq).

During decryption, we first compute the critical quantity and then take the
result modulo ¢. If there is no wraparound modulo ¢ then for some integer poly-
nomial k, the critical quantity satisfies [ct(s)], = m + tk. The reduction modulo
t hence returns m. Therefore for correctness, we require that |jv]| < ¢/2.

Lemma 1 (Maximal noise [22]). A BGV ciphertext ct encrypting a message
m can be correctly decrypted if the critical quantity v satisfies ||v| < ¢/2.

Lemma 2 (Encrypt [22]). Let ct be a fresh BGV encryption of a message m €
R;. With high probability, the critical quantity v in ct satisfies

o] < ¢ (\/?Tn+ 20/ (16Vh + 3)) .

Lemma 3 (Add [22]). Let cty and cty be two BGV ciphertexts encrypting
mi,mg € Ry, and having critical quantities vy, vo, respectively. Then the critical
quantity veqq in their sum ctoqq satisfies ||vaaal " < ||v1]]“" + |lve]] “".

Lemma 4 (Mult [22]). Let ct; and cty be two BGV ciphertexts encrypting
mi,mg € Ry, and having critical quantities vy, vo, respectively. Then the critical
quantity vy in their product ctpuy satisfies ||Vl “" < |log]| " - |Jval] “*".

Lemma 5 (Relinearize [22]). Let ct be a BGV ciphertext encrypting m and
having noise v. Let ct ein be the ciphertext obtained by the relinearization of ct.
Then with high probability, the critical quantity vVyeyn in Ctrein Satisfies

8
||Urelin||can S ||v||can + 7t(€ + 1)0'7111] .

V3

Lemma 6 (ModSwitch [22]). Let ct be a BGV ciphertext encrypting m with
critical quantity v with respect to a modulus q. Let cty,oq be the ciphertext en-
crypting m obtained by modulus switching to the modulus p. Then with high
probability, the critical quantity Vimoq th ctmoq Satisfies

can p can 8\/E
v <= +tvn [ V3+ —= ] .
Jomoa ™™ < & ol f( \/g>



3.2 Practical experiments

In this section we compare the observed critical quantity in HEIlib ciphertexts
formed as a result of certain homomorphic evaluation operations with expected
estimates on the noise growth from the heuristic upper bounds. We run the fol-
lowing experiment for a certain number of trials: we step through a specific homo-
morphic evaluation, and for each operation, we record the observed noise growth.
We then output the mean and standard deviation of the observed noise. Sepa-
rately, we compute an estimate of the noise growth using the heuristic bounds.

HEIlib offers a debugging function[] that implements an augmented decryp-
tion, which also returns the critical quantity v. We modify this to create a func-
tion that returns ||v||.

The evaluation is as follows in the i-th trial. We first generate fresh cipher-
texts ct; and cty encrypting ¢4 1 and ¢. Next, generate cts as the homomorphic
addition of ct; and cty. Next, generate cty as the homomorphic multiplication
of ct3 and cts. Finally, generate cts by modulus switching ct, down to the next
prime in the chain. Relinearization for BGV as defined in Section [2:3] above is
not implemented in HElib. Instead, a different variant is implemented (see [31]).
For this reason, we do not investigate the noise growth behaviour during a HElib
relinearization.

Table [1] gives the results of this experiment for 10000 trials, using the fol-
lowing HEIlib default parameters: ¢ = 3.2, w = 64, ¢ = 2, k = 80. We set
the plaintext modulus as ¢ = 3 by choosing the HElib parameters p = 3
and » = 1. We set s = 1 as we did not require batching functionality. We
used dimension n € {2048,4096,8192,16384} by choosing the HElib parame-
ter m € {4096,8192,16384, 32768}, and we verified that our other choices al-
lowed for these m using the function FindM. The HElib parameter nBits is
passed to the function buildModChain which sets an appropriate chain of mod-
uli for which the product of all the primes, Q, satisfies Q@ ~ 2°Bit*s. We set
nBits € {54,109,218,438}, which are the same values as for the default @ in
SEAL [46]. The parameters for n = 2048 were not large enough to perform
modulus switching.

Table [[|shows that the heuristic bounds hold on average: the actual observed
mean noise is less than the estimated noise. However, it will be difficult to directly
compare these results with those for experiments in SEAL, which are given in
terms of a noise budget, rather than the noise itself [16]. In order to facilitate an
easier comparison, we define a noise budget for BGV that is analogous to the
invariant noise budget in FV.

Definition 2 (BGYV noise budget). Let ct be a BGV ciphertext with respect
to modulus q having critical quantity v. The noise budget for this ciphertext is
defined as

log, () — log, ([lv])) — 1.

To see that this is an analogous definition, note that for FV the invariant
noise budget is defined in [16] as —log,(2 - ||v]]) = log, (q) — log, (g - ||v]]) — 1.

7 decryptAndPrint



Enc Add Mult ModSwitch
EEJ‘EEJ‘EEJ‘EEJ
2048 [16.8 5.12 1.68|17.8 5.63 2.16|34.6 14.7 11.3| - -

4096 (17.3 5.19 1.65|18.3 5.69 2.11|35.6 15.3 11.7|12.9 8.21 4.65
8192 [17.8 5.25 1.55|18.8 5.75 2.03|36.6 15.8 12.1|13.4 8.28 4.57
16384(18.3 5.31 1.53|19.3 5.81 2.00(37.6 16.4 12.5(13.9 8.34 4.53

Table 1. Logarithm to base 2 of the observed mean T and of the standard devi-
ation o (to 3 significant figures) of the noise in HElib ciphertexts over 10000 tri-
als of a specific homomorphic evaluation for parameter sets with dimension n €
{2048, 4096, 8192, 16384}, together with the logarithm to base 2 of the estimation F of
the noise growth in this evaluation obtained using heuristic bounds.

n

Enc Add Mult ModSwitch
E = o ‘ E o ‘ E o ‘ E o
2048 [37.0 48.7 0.127|36.0 48.2 0.12719.0 39.1 0.130| - -
4096 |93.0 106 0.120|92.0 105 0.118 75095501164204650119
8192 |205 217 0.108{204 216 0.109|186 206 0.106|153 158 0.108
16384|427 440 0.102|426 440 0.102|408 429 0.097|376 381 0.098

Table 2. Observed mean T and of the standard deviation o (to 3 significant figures)
of the noise budget in HElib ciphertexts over 10000 trials of a specific homomorphic
evaluation for parameter sets with dimension n € {2048,4096, 8192,16384}, together
with the estimation E of the noise budget growth in this evaluation obtained using
heuristic bounds.

n

This captures that for correctness in FV, we require that ¢ - [|v]| < Z. Similarly,
Definition [2[ captures that for correctness in BGV, we require |jv|| < ¢/2.

We implemented a function in HElib to measure the noise budget, and a
function to estimate the noise budget using the heuristic bounds. We then ran
the same experiment as detailed above to compare the growth of the observed
noise budget in HElib ciphertexts with that predicted from the heuristic bounds.
Table [2] gives the results of this experiment for 10000 trials.

We see from Tables [I] and [2] that the observed noise budgets follow narrow
distributions, and the heuristic bounds hold: the observed mean noise is less
than the estimated noise, so the observed mean noise budget is more than the
estimated noise budget. Nevertheless, the heuristic bounds are not tight. For
example, for fresh ciphertexts, the heuristic bound predicts 11 to 13 fewer bits of
remaining noise budget than the mean observed. We see that the gap compounds
as we move through the computation: after multiplication, the gap is 20 to 21
bits. The gap narrows after modulus switching, to around 5 bits.

We can conclude that the observed noise budgets follow narrow distributions,
which gives us confidence that the heuristic bounds will hold very often, and
so could be relied upon to set parameters for correctness. However, since the
heuristic bounds are not tight, they may lead us to choose larger parameters than
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is necessary. It is not clear that choosing BGV parameters using the heuristic
bounds will be optimal for performance.

4 FV noise growth in practice

4.1 Heuristic upper bounds

In this section, we present heuristic upper bounds for the noise growth in FV
with respect to the canonical norm |[|-]|“*". We use the invariant noise definition
for noise following Chen et al. [I6], as opposed to the critical quantity used by
Costache and Smart [22] or the inherent noise as used in the original presentation
of Fan and Vercauteren [28].

Definition 3 (FV invariant noise [16]). Let ct = (co, ¢1) be an FV ciphertext
encrypting the message m € Ry;. Its invariant noise v is the polynomial with the
smallest infinity norm such that, for some integer coefficient polynomial a,

t t

—ct(s)=—-(co+c1s) =m+v+at.

q q

The intuition for this definition of noise is that v is exactly the term which will

be removed by the rounding in a successful decryption. Therefore for correctness,
we require that [|v]| < 3.

Lemma 7 (Maximal noise [16]). An FV ciphertext ct encrypting a message
m can be correctly decrypted if the invariant noise v satisfies |Jv|| < 1/2.

We now present heuristic bounds on the noise growth in each homomorphic
operation. In general, these bounds are as presented in [I6, [45], so we omit the
proofs for brevity. We additionally present in Lemma a bound for modu-
lus switching. We use [|m|“" < tv/3n, as in [22]. We assume that the secret
distribution S is implemented as in SEAL [46].

Lemma 8 (Encrypt [16], [45]). Let ct be a fresh FV encryption of a mes-
sage m € R;. With high probability, the invariant noise v in ct satisfies

—n
q V3
Lemma 9 (Add [16), 45]). Let cty and cty be two FV ciphertexts encrypting

mi,ms € Ry, and having invariant noises vy, ve, respectively. Then the invariant
. . . . can can
noise vVgqq i their sum ctyqq satisfies ||vgadl|

< JoalI ™ + floa |7
Lemma 10 (Multiply [16, [45]). Let cty be an FV ciphertext of size 2 en-
crypting mq with tnvariant noise vy, and let cty be an FV ciphertext of size 2
encrypting mo with invariant noise vo. With high probability, the invariant noise
Umult @0 the product ctp,p satisfies

2t\/n 8v/2 40
v B lor || Jwa] “* + 3+ —F—=Vn+ —5n
[[omatel | < 3 [oa [ ozl VT \/gf 3

t 16v/2
[Jo] " < uith ~t\/3n+q~20< 6v2 +3\/ﬁ> .

11



2t\/n 8v2 can
+< 5 \/ﬁ<3+\/§\/ﬁ )) N

201 8v/2 can
(o 2 (12 20)

Lemma 11 (Relinearize [16], [45]). Let ct be an FV ciphertext encrypting
m and having invariant noise v. Let ctrey, be the ciphertext obtained by the

relinearization of ct. Then with high probability, the invariant noise Vyen in
Ctrelin Satisfies

t 8
[vretin]l <" < [0l + 4 ({+1)—Zonw.

V3

Lemma 12 (ModSwitch). Let ct be an F'V ciphertext encrypting m with in-
variant noise v with respect to a modulus q. Let ct,,,q be the ciphertext en-
crypting m obtained by modulus switching to the modulus p. Then with high
probability, the invariant noise Vg N ctpmoq satisfies

||'Umod||can§ ||'UHcan ( / *+ f ) '

Proof. Let ct = (cp, c1). Then ModSwitch(ct,p) = (¢, ¢j) where ¢, = H%co—u

and ¢} = H%cl—u . By definition of invariant noise (with respect to ¢) in ct,
P

t(cf)—i—c’ls):t(Hpco-H +S~Hpcl-H >
p p\Lle 1], q 1],
<ZCo+€0+kop+$' (ch + € +k1p>)

t
(CO —+ cls) =+ 2; (60 —+ 618) —+ (ko + kls)t

3 @\w%\w

t
= +U+E(eo+els)+(k0—|—kls+a)t,
where €y, €1 are terms introduced from the rounding. Hence by definition of

invariant noise (with respect to p), vmoa = v + % (€0 + €15). We can bound this
as follows:

t can
[[vmoal*™" = ||v + » (€0 + €15)

< can t can t can

< lI™ + = lleol™ + — [lexs|
p p

< fof+ £ (6 £+16 INWED
D V1 2 V3

which simplifies to the stated bound. ad
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Enc Add Mult Relin ModSwitch
E = o ‘ E = o ‘ E T o ‘ E T o ‘ E o
2048 [27.0 35.4 0.484(26.0 35.0 0.046|0.000 17.0 0.222]0.000 16.9 0.232| - -
4096 |81.0 90.0 0.075(80.0 89.1 0.260( 51.0 69.7 0.500| 51.0 69.7 0.500{31.0 39.0 0.175
8192 | 189 198 0.118]188 198 0.088| 157 178 0.309| 157 178 0.321|139 148 0.441
16384|408 418 0.120[407 417 0.014| 375 396 0.300| 375 396 0.301|358 367 0.028

Table 3. Binary encoding setting. Observed mean = and standard deviation o (to 3
significant figures) of the invariant noise budget in SEAL ciphertexts over 10000 trials
of a specific homomorphic evaluation for SEAL default parameters with dimension
n € {2048,4096,8192,16384}, together with the estimation F of the noise budget
growth in this evaluation obtained using heuristic bounds.

n

4.2 Practical experiments

In this section we compare the observed noise in SEAL ciphertexts formed as
a result of certain homomorphic evaluation operations with expected estimates
on the noise growth from the heuristic upper bounds. We run the following ex-
periment for a certain number of trials: we step through a specific homomorphic
evaluation and for each operation we record the observed noise growth. We then
output the mean and standard deviation of the observed noise. Separately, we
compute an estimate of the noise growth using the heuristic bounds.

Recall that since ||v]| < [[v]|**", we can use the bounds presented in Section [4.1]
as upper bounds for the infinity norm ||v|| of the invariant noise v. Rather than
working with the invariant noise v directly, since it can be an extremely small
quantity, SEAL instead uses the current invariant noise budget [16], which is
defined as —logy(2 - ||v]|).

The evaluation is as follows in the i-th trial. First, generate fresh ciphertexts
ct; and cto encrypting ¢ + 1 and ¢. Next, generate cts as the homomorphic
addition of ct; and cts. Next, generate ct, as the homomorphic multiplication
of ctz and cty. Next, generate cts by relinearizing ct4. Finally, generate ctg
by modulus switching cts; down to the next prime in the chain. We ran this
evaluation over 10000 trials, using the SEAL default parameters n, @, o for
the 128-bit security level for dimensions n € {2048,4096, 8192, 16384}. We use
decomposition bit count logw = 16 and plaintext modulus ¢ = 256. The SEAL
default parameters for n = 2048 correspond to a chain of only one modulus,
and hence we cannot perform modulus switching in this case. To generate the
plaintexts encoding 7 + 1 and 4, we used the default binary encoder. Table
reports on the results of this experiment.

In a second experiment, we repeated the above evaluation using a batch
encoder. In each trial we generate two plaintexts, encoding the values j and
j+1for 5 €{0,1,...,n} respectively in each of the n slots. To enable batching,
we changed the plaintext modulus to be ¢ = 65537, a prime congruent to 1
modulo 2n. All other parameters were kept the same. Table [ reports on the
results of this experiment for 10000 trials.

13



Enc Add Mult Relin ModSwitch
E = o ‘ E = o ‘ E T o ‘ E T o ‘ E o
2048 [19.0 27.1 0.281|18.0 27.0 0.143|0.000 0.17 0.374|0.000 0.17 0.374| - -
4096 |71.0 79.0 0.000(70.0 78.0 0.000{ 32.0 50.0 0.045| 32.0 50.0 0.045|23.0 31.0 0.000
8192 | 179 188 0.067|178 187 0.000| 139 157 0.391| 139 157 0.391|131 140 0.335
16384398 407 0.000|{397 406 0.000| 356 376 0.026| 356 376 0.026|350 359 0.000

Table 4. Batching setting. Observed mean T and standard deviation o (to 3 sig-
nificant figures) of the invariant noise budget in SEAL ciphertexts over 10000 trials
of a specific homomorphic evaluation for SEAL default parameters with dimension
n € {2048,4096,8192,16384}, together with the estimation F of the noise budget
growth in this evaluation obtained using heuristic bounds.

n

Tables Bl and @ show that the heuristic bounds indeed hold: the observed
mean noise is less than the estimated noise, so the observed mean noise budget is
more than the estimate obtained using the heuristic bounds. The small standard
deviations in Tables [3] and [4] show that the observed noises follow very narrow
distributions. This suggests that it is hard to generate a SEAL ciphertext with
noise much larger than that of any other ciphertext formed through the same
chain of homomorphic operations, in the same parameter setting. In particular,
this gives us confidence that the heuristic bounds will hold very often, and so
can be used reliably to set parameters to ensure correctness.

However, the bounds do not appear to be tight. Indeed, for encryption, the
heuristic bound predicts 8 to 10 (respectively 8 or 9) fewer bits of remaining
noise budget than the mean observed in Table [3| (respectively Table . This gap
is compounded as the number of operations increases, reaching 16 to 21 (respec-
tively 18 to 20) bits after multiplication in Table 3| (respectively Table |4} for
n = 4096 and above). It appears that the gap reduces after modulus switching,
with 8 or 9 fewer bits of remaining noise budget than the mean observed in both
Table and Table . Comparing to Tablewe see that these gaps are all similar
to the HElib case.

Consider for example the results for n = 2048, after the multiplication op-
eration. In Table [3| the bounds predict that there is no noise budget remaining,
and such a ciphertext should be considered completely corrupted with no hope
of correct decryption or use in further operations. This could cause the user to
choose larger parameters than may be necessary, given that the average observed
ciphertext has 17 bits of noise budget remaining. This would result in worse per-
formance. However in Table 4| we see that with very similar parameters (only ¢
has been changed), in the batching setting, the bound accurately predicts that
there is almost no noise budget left.
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5 Towards an improved understanding of noise growth

5.1 Invariant noise: a new notion of noise for BGV

In Section [3| we looked at the noise growth behaviour of BGV in terms of the
critical quantity (Definition . We saw that the values for the critical quantity
observed in ciphertexts in HElib were only loosely bounded by the estimates
given by heuristic upper bounds on the critical quantity. One possible explana-
tion for this suboptimal modelling of the noise growth behaviour is that we are
using an inaccurate notion of noise. In this section, we introduce a new notion of
noise for BGV, which we call the invariant noise. We will then present heuristic
bounds on its growth, and investigate its appropriateness for estimating BGV
noise growth in practice.

Definition 4. Let ct be a BGV ciphertext encrypting the message m € Ry. Its
invariant noise v s the polynomial such that

[et(s)]g=co+cs=m—+v (modq).

The motivation for the definition of the BGV invariant noise can be seen as
analogous to one motivating idea for the definition of invariant noise for FV [16].
This idea is that the noise should be the part of the ciphertext that can cause
decryption failure; indeed Definition [4] can be seen as a partial decryption. In a
successful BGV decryption, the invariant noise v will be removed when [ct(s)],
is taken modulo ¢, leaving the message m modulo ¢. This should be contrasted
with the critical quantity (Deﬁnition, which is the whole of [ct(s)]4, including
the underlying message.

Lemma 13 (Maximal noise). A BGV ciphertext ct encrypting a message m €
R; can be correctly decrypted if the invariant noise v satisfies ||v|| < q/2 — t.

Proof. During decryption, we compute [[ct(s)],];. If there is no wraparound
modulo ¢ when computing [ct(s)], then for some integer polynomial k, we
have that ¢y + ¢ = m + tk and the reduction modulo ¢ returns m. Hence
for correctness, we must have ||m + v|| = ||co + c18|| < ¢/2. Since |m|| <t and
[lm +v|| < |jm|| + ||v]| it is sufficient to require ||v]| < ¢/2 —t. O

We can also define the invariant noise budget for the BGV invariant noise,
analogous to Definition [2] for the critical quantity.

Definition 5. Let ct be a BGV ciphertext encrypting a message m € Ry with

respect to modulus q having invariant noise v. The invariant noise budget for
this ciphertext is defined as

log, (q/2 = 1) —log, ([])) -

We now present heuristic bounds on the invariant noise growth.
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Lemma 14 (Encrypt). Let ct be a fresh BGV encryption of a message m €
R;. The invariant noise v in ct is given by v = t(—eu + e; + e2s) and can be

bounded as ||v]|“*" < 2to/n(16vh + 3).
Proof. In a fresh ciphertext, we have ct = (cg, ¢1) such that

[co + c18]q = m — asu — teu + ter + aus + tsey
=m+t(—eu+ e + seq).

Hence the invariant noise is v = t(—eu+e; +sez). The heuristic bound on ||v]|“*"

follows from Lemma 2 O

Lemma 15 (Add). Let ct; and cty be two BGV ciphertexts encrypting the
messages my,me € Ry, and having invariant noises vi, vy, respectively. Then
the invariant noise vqqq in their sum ctqyqq is given by veqq = v1 + v2 and can

be bounded as ||vaqal " < [Joi||“*" + |Jva]| “*".

Proof. The argument is the same as for the proof of Lemma [3] ad

Lemma 16 (Mult). Let cty and cty be two BGV ciphertexts encrypting my, ms
R, and having invariant noises vy, ve, respectively. Then the invariant noise
Uit 10 their product ¢ty 18 given by Vpmqir = Mmive + movy + v1v2 and can be
bounded as Vg " < V30 (lon]| " + [Jvz ]| ") + [Joa || - [va ]| "

Proof. Let ct1 = (cp,c1) and cta = (cf, ¢}). By the definitions of ctyu and of
the invariant noise in ct; and ctgy, we have

Ctmuit(8) = coch + (cocy + c1ch)s + cichs®  (mod q)
— cta(s)etals) (mod g)
= (m1 + v1)(ma + v2)

= miMmsa + M1V2 + MoV + V1V2 .

Hence the invariant noise is given by vyt = mi1vs + movy + vive. This can be
bounded as follows, again using ||m||“*" < tv/3n as in [22]:
vmue | = [[mive + movy + v1vg]| ™"

can can can

< [[mave [T + [[mavt [T + [Jurvz|
< |- oo | + [fma | - [Jor [ 4 [lon [ - (o2

< V30 (odl|™ + [z 1) + loa [ - floz -

can

O

Lemma 17 (Relinearize). Let ct = (co, c1,c2) be a BGV ciphertexst encrypt-
ing m with invariant noise v. Let ct eyn be the ciphertext encrypting m, obtained
by the relinearization of ct. Then, the invariant noise Vyeyn N Ctrelin 1S given

by Vrelin =v —t Zfzo eicgi) and can be bounded as

8
||Urelin||can < ||v||can + 7t(g + l)anw .

V3
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Enc Add Mult ModSwitch
E =z o ‘ E =z o ‘ E =z o ‘ E o
2048 [37.0 48.7 0.129(36.0 48.2 0.129(19.0 39.1 0.133| - -
4096 (93.0 106 0.118(92.0 105 0.117|75.0 95.5 0.117|42.0 46.5 0.118
8192 205 217 0.112{204 216 0.109|186 206 0.107|153 158 0.107
16384 (427 440 0.104|426 440 0.101]408 429 0.100|{376 381 0.099

Table 5. Observed mean T and of the standard deviation o (to 3 significant figures)
of the invariant noise budget in HEIlib ciphertexts over 10000 trials of a specific homo-
morphic evaluation for parameter sets with dimension n € {2048, 4096, 8192, 16384},
together with the estimation E of the invariant noise budget growth in this evaluation
obtained using heuristic bounds.

n

Proof. The argument is the same as for the proof of Lemma [5 ad

Lemma 18 (ModSwitch). Let ct be a BGV ciphertext encrypting m with
variant noise v with respect to a modulus q. Let ct,,.q be the ciphertext en-
crypting m obtained by modulus switching to the modulus p. Then, the invariant
NOISE Vpmod N Climod 15 givEN bY Vpmoq = —um + Ev +2 (50 + 018) and can be

bounded a5 o] < & o]+ 67 (972 1 V5 1 845,

We defer the proof of Lemma [I8] to Appendix [A]

We implemented a function in HElib to measure the invariant noise budget,
and a function to estimate the invariant noise budget using the heuristic bounds.
We then ran the same experiment as in Section to compare the growth of the
observed invariant noise budget in HElib ciphertexts with that predicted from
the heuristic bounds. Table 5] gives the results of this experiment for 10000 trials.

Comparing Table[5]and Table[2] we see that the invariant and critical quantity
noise budgets observed in HElib ciphertexts are very similar, for all operations,
for all n. Moreover, the estimates derived from the heuristic bounds are exactly
the same for all operations, for all n. We can conclude that using the invariant
noise rather than the critical quantity does not make a significant difference.

Indeed, it is reasonable to expect that the critical quantity (that is, v such
that [ct(s)], = v) and invariant noise (that is, v such that [ct(s)], = m + v)
would have similar behaviour, because the only difference is the contribution
of the message term m. If this was a significant term in the critical quantity,
then we could potentially distinguish an encryption of zero, which would violate
IND-CPA security.

5.2 A new notion of noise for FV

The behaviour we observed for FV in Section [ was similar to that which we
observed for BGV in Section [3} the invariant noises in SEAL ciphertexts were
only loosely bounded by the estimates by from heuristic upper bounds. We can
therefore equally argue that is possible that the invariant noise is the wrong
notion of noise for FV.

17



In a fresh FV encryption, the message m is scaled up by A = |¢/t] to put it
in the high-order bits. In decryption, we cancel A by multiplying by ¢/q, but this
introduces a rounding term of the form r.(q) - m, since typically ¢ is not exactly
divisible by t. The invariant noise, defined such that ¢/q - (ct(s)) = m + v + at,
folds this rounding term into the noise. One advantage of this is that many
cross terms disappear in the analysis, compared to the original definition of
inherent noise [28]. Indeed, this simplification was one motivation in [16] for the
introduction of the invariant noise definition. However, notice that this r;(g) - m
term is only introduced by the decryption process: in other words, we can regard
this as the decryption process itself introducing noise. This term is not a part
of the noise that the ciphertext carries before the decryption, and should not be
counted in the intermediate ciphertexts. Including this term in every ciphertext,
including all the intermediate ones, will lead to overestimates that compound.
Motivated by this observation, that the invariant noise leads to simpler, but
looser, bounds, we introduce a new notion of noise, to try to more closely model
the noise growth behaviour. We call this the scaled inherent noise as it is equal
to a scaling by t/q of the inherent noise.

Definition 6 (Scaled inherent noise). Let ct = (co,c1) be an FV ciphertext
encrypting the message m € Ry. Its scaled inherent noise v s the polynomial with
the smallest infinity norm such that, for some integer coefficient polynomial a,

t 4 4
—ct(s) = — (co + c18) = —Am + v + at,
q q q

where ¢ = At 4+ r4(q).

Lemma 19 (Maximal noise). An FV ciphertext ct encrypting a message m
can be correctly decrypted if the scaled inherent noise v satisfies

2
q

+ <1
m—+v -
2

Proof. Decryption is correct if and only if m = HgAm + v+ atH . Consider
¢

=[G
m = —m+v+at
LL ¢ t

B

q

m+v+atH
t

:m+

m—&—v—‘ —|—at}
t

=m modt,

if {%(q)m + v—‘ = 0. Hence we require that H%@m + ’UH <1 O
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Note that H%@m + ’UH < %Hm” +]v| < % +]|v||. Therefore for correct-

ness it is sufficient to require that |jv|| < 1 — %. This motivates the following
definition of noise budget.

Definition 7. Let ct be an FV ciphertext encrypting a message m € R; with
respect to modulus q having scaled inherent noise v. The scaled inherent noise
budget for this ciphertest is defined as logy (% — t2) —log, (¢ - [|v])) .

We now present the noise growth in each homomorphic operation. We again
follow [22] and bound a message polynomial as ||m|“" < tv/3n.

Lemma 20 (Encrypt). Let ct be a fresh FV encryption of a message m € Ry.

The scaled inherent noise v in ct is given by v = £ (—eu+ €1 + e2s) , and can

q
can L. 162

be bounded as |lv[|™" < o - 20 (7\/5 n + 3\/ﬁ> .

Proof. By definition a fresh ciphertext ct = (cp,¢1) encrypting m € R; under

public key pk = (po, p1) = ([—(as + €)]4, a) satisfies, for some integer polynomials

kOa kla k2a

t t
5ct(s) = p (Am + pou + €1 + kog + prus + eas + k1gs)
t t
=4 (Am) + . ((—as — e+ kaq)u + e1 + aus + eas) + t(ko + k1)
t t
= p (Am) + p (—asu —eu+ ey + aus + eas) + t(ko + k1s + kou) ,

hence the scaled inherent noise in this ciphertext is v = 3 (—eu+ ey + e3s). The

bound follows from the same argument as in the proof of Lemma [§] (see [45]).
O

Lemma 21 (Add). Let cty and cty be two F'V ciphertexts encrypting my, ma €
R, and having scaled inherent noises vy, va, respectively. Let [my + ma]; =
m1 + ms + agt for some integer polynomial ag. Then the scaled inherent noise
Vadd ©n their sum ctyqq s given by

t-r
Vadd = V1 +U2+¥a07

and can be bounded as ||vaqal " < |Jor||“*" + |lva] " + M.

We defer the proof of Lemma [2I] to Appendix [B]

Lemma 22 (Mult). Let cty be an FV ciphertext of size 2 encrypting my with
scaled inherent noise v1, and let cty be an F'V ciphertext of size 2 encrypting mo
with scaled inherent noise vy so that for some integer polynomials ay, as,

t t
—cty(s) = —Amy + v1 + at
q q
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t t
—cto(s) = —Ama + vo + aot .
q q

Then the scaled inherent noise vy in their product ct is given by

r ri(q) At 2ri(q)A t
VUmault = (9) tag — t(gg [mima]: + tq<2q)ao + ?(mzm +miv2)

_ Tt((]q)(mgalt—i—mlagt) + v1v9 + voaq1t + viast + — (Z €;8 ) s

where ag is an integer polynomial such that [mims]y = mimsg + agt. The noise
can be bounded as

Ut < A [Jor]|*" - [Jvz |7 + B (loa | + [Joa]|*") + C',

w}lemA:?”B:@(24f+rt(Q)>+2%<3+8f\F+ > nd

ri(g)ty/n )tf 4t\/n 32ty/2 160
C= <f+ + 12t/n + 7 n+—-tn f)

Q) At>/n 4ty/n 2t\/n 8v/2
+q(2\f+ +6tf) \/ﬁ<3+\[f+ )

We defer the proof of Lemma [22] to Appendix [C}

Lemma 23 (Relinearize). Let ct = (co,c1,c2) be an FV ciphertext encrypt-
ing m with scaled inherent noise v. Let ctreun be the ciphertext encrypting m,
obtained by the relinearization of ct. Then, the scaled inherent noise Vyen in

Ctrelin 1S given by
14
¢ ()
Urelin =V — — Z €iCy ",
B

and can be bounded as |[vyerinl|“™ < ||v[|" + L (£ + 1)\[ onuw.

Proof. The proof follows the argument as for Lemma O

Lemma 24 (ModSwitch). Let ct be an FV ciphertext encrypting m with
scaled inherent noise v with respect to a modulus q. Let ct,,o.q be the cipher-
text encrypting m obtained by modulus switching to the modulus p. Then, the
scaled inherent noise Vimoq N Ctmoq 1S given by

t
Vmod = U + (7}(]9) — H(Q)) m+ —(eo + €19)
p q p

and can be bounded as

|vmodl"‘“”s||v||””+w?;<”z(ap)‘Ttéq)) (W L 82 )
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Proof. Let ct = (cp, c1). Then ModSwitch(ct,p) = (¢, ¢j) where ¢, = H%co—Hp

and ¢} = H%cl—u . By definition of cty,0q, and by definition of the scaled inher-
P

ent noise in ct, for some integer polynomials kg, k1 and for some polynomials
1
leill < 5,

t t
—(cp+ci8) = — (pco + €0 + kop + Ecls + €15+ klps)
p P \4q q
t t
= 5(60 +c18) + ];(eo + e18) + t(ko + k1s)

t t
= gAqm+v+ ];(eo +e1s) +tla+ ko + kis)

t r T t
=-A,m+ (t(p) — t(q)) m+v+ —(eo +€18) + tla+ ko + kis),
p p q p
since
t t Ayt At
-A;m=-Aym+ —Lm—"L-m
q p q p
I (q —n(g) p— Tt(p)) .
q p
t
:Apm—&—(l—rt(Q)—l—l—rt(p)>m
p q p
Hence the scaled inherent noise is vyoq = v+ (”I()p) — "é’”) m+ %(60 +e18) and
the bound follows using Lemma a

We implemented a function in SEAL to measure the scaled inherent noise
budget, and a function to estimate the noise budget using the heuristic bounds.
We then ran the same experiment as in Section to compare the growth of the
observed noise budget in SEAL ciphertexts with that predicted from the heuristic
bounds. Tables [6] and [7] presents the results of this experiment for 10000 trials
in the binary encoder and batch encoder setting respectively.

Comparing Tables [6] and [7] with Tables [3] and 4 we see that the observed
invariant noise budget and scaled inherent noise budget in SEAL ciphertexts
is extremely similar, especially in the binary encoder setting. Moreover, there
remains a significant gap between the observed noises and heuristic estimates.
In fresh ciphertexts, the gap in Tables [f] and [7] is between 7 and 9 bits, while
it is between 8 and 10 bits in Tables [3] and [4] After multiplication, the gap in
Tables [ and [7]is typically between 17 and 21 bits, the same as in Tables [3and [4]
Similarly there remains a gap of around 8 or 9 bits after modulus switching. We
conclude that while the scaled inherent noise represents a slight improvement
for modelling the noise in fresh ciphertexts, it suffers from the same issues as
the invariant noise in terms of suitability for use in selecting parameters for
correctness.
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Enc Add Mult Relin ModSwitch

" EEJ‘EEJ‘EEUEEJ‘EEJ

2048 |27.6 35.3 0.472|26.6 35.0 0.048]0.000 17.0 0.207{0.000 17.0 0.207| - -

4096 [81.6 90.0 0.054(80.6 89.1 0.350| 51.1 69.9 0.392| 51.1 69.9 0.394|31.3 39.0 0.017
8192 |190 198 0.100|189 198 0.094| 158 177.9 0.241| 158 177.3 0.240|139 147.9 0.351
16384|409 418 0.139]408 417 0.010| 375 396.2 0.388| 375 396.2 0.388|358 367 0.000

Table 6. Observed mean T and of the standard deviation o (to 3 significant figures) of
the scaled inherent noise budget in SEAL ciphertexts over 10000 trials of a specific ho-
momorphic evaluation for parameter sets with dimension n € {2048, 4096, 8192, 16384}
in the binary encoder setting, together with the estimation E of the noise budget growth
in this evaluation obtained using heuristic bounds.

Enc Add Mult Relin ModSwitch
E =z o ‘ E =z o ‘ E T o ‘ E T o ‘ E z o
2048 [19.6 27.4 0.482|18.4 27.0 0.177/0.000 0.700 0.459(0.000 0.700 0.459| - -
4096 |73.6 82.0 0.062(69.6 78.0 0.000| 32.0 50.0 0.111| 32.0 50.0 0.111}22.9 31.0 0.125
8192 | 182 190 0.108|178 187 0.000| 139 157.1 0.309| 139 157.1 0.309|126 134 0.000
16384| 401 410 0.139]397 406 0.000| 356 376 0.114| 356 376 0.114|344 352 0.000
Table 7. Observed mean T and of the standard deviation o (to 3 significant figures) of
the scaled inherent noise budget in SEAL ciphertexts over 10000 trials of a specific ho-
momorphic evaluation for parameter sets with dimension n € {2048, 4096, 8192, 16384}
in the batch setting, together with the estimation E of the scaled inherent noise budget
growth in this evaluation obtained using heuristic bounds.

n

6 Updated comparison between BGV and FV

In this section we compare the BGV and FV schemes following the methodology
of a prior work by Costache and Smart [22]. We make several improvements to
the previous work [22]. Most importantly, we select parameters that achieve a
security level A = 128 according to the Homomorphic Encryption Standard [IJ.
In contrast, the previous work [22] relied on a security analysis by Lindner and
Peikert [37], which has been shown to be incorrect [4}[2]. In fact, as shown in [23],
FHE parameters which were estimated by [37] to have 80 bits of security had as
little as 51 bits of security according to [2, [].

Where possible, we make choices in line with the implementations of BGV
and FV in HEIlib and SEAL respectively. To this end, we use the invariant noise
for FV, which is a scaling of the critical quantity used in [22]. For BGV, we use
the critical quantity as in [22]. As is the case throughout this paper, we also
use the distributions for the secret key as implemented in HElib and SEAL. In
particular, this means BGV is modelled as having a sparse secret while FV is
not. We discuss these issues in more detail in Section [T.1]

Our analysis allows for a more flexible modulus switching for FV compared
to that in the previous work [22]. We discuss this in Section
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6.1 Methodology and parameter selection

Our comparison uses the same homomorphic evaluation function as in [22]. We
begin by guessing the dimension n. We go through a pre-determined circuit as
follows: we take a fresh ciphertext, perform { additions, followed by a multipli-
cation, and a relinearization. We then modulus switch down to the next prime in
the chain, perform ( additions, followed by a multiplication and relinearization,
and so on. After modulus switching to the smallest prime, we check if we get a
decryption error. If that is the case, we increase the guess, and repeat the pro-
cedure until decryption succeeds. Each of the circuits we consider in this work
is parameterised by a number of additions ¢ and a multiplicative depth L. Any
circuit that is to be homomorphically evaluated consists of additions and/ or
multiplications, thus this approach is as comprehensive as can be. We refer to
the reader to [24] for real-life applications of such circuits. For the given circuit,
and for a fixed level L, plaintext modulus ¢, and security level A, our goal is find
the smallest parameter set, in terms of ciphertext size in kilobytes, such that
decryption succeeds.

The decision to compare BGV and FV based on ciphertext size is consistent
with choices made in [22]. Of course, we could have considered other criteria
such as key size. However, it is ciphertexts which are sent over networks and
computed on, thus a very large ciphertext could present the biggest overhead
in an implementation. Therefore, we believe ciphertext size is the most relevant
criterion.

We largely follow the parameter choices in [22]: we perform ¢ = 8 additions
before each multiplication and we set the standard deviation ¢ = 3.2. We set
the ring constant ¢, = 1, as n (and hence m) is always a power of two. We
consider a range of levels L of circuits, choosing L € {2,4,6,...,30}. For BGV,
we assume that the secret key has h = 64 nonzero coefficients. We always use
plaintext modulus ¢ = 3, which was shown to be optimal among integral bases
for encoding by Costache et al. [24]. We set the parameters n and (top modulus)
@ to achieve a security level A = 128 according to the Homomorphic Encryption
Standard [I], when o = 3.2 and the secret follows a uniform distribution on Rj.
The possible pairs of n and @ are reproduced in Table [§]

n 2048|4096 (8192|16384|32768
log@Q| 54 | 109 | 218 | 438 | 881
Table 8. Pairs of the parameters n and @ (given as its bitsize log Q) used in our
comparison, extracted from the Homomorphic Encryption Standard [T, Table 1].

6.2 Results, analysis and limitations

Table [J] presents the results of the comparison. We see that for most values of
L, both BGV and FV required the same minimal values of n and @ to support
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the computation and hence the ciphertext sizes were the same. That is, as the
level increases, the point at which we need to switch to the next parameter set is
roughly the same for both schemes. However, for L € {8, 16, 18} we see that FV
required a larger parameter set than BGV. Similarly, for L € {28, 30}, the largest
parameter set with n = 32768 was not enough to support the computation in
FV, while it was for BGV. This would suggest that BGV is sometimes preferable
to F'V.

The use of a sparse secret in the BGV case may explain its apparent better
performance: we expect that a sparser secret will correspond to smaller noise
growth. However, such a secret distribution admits additional attacks [2] and no
parameter sets using sparse secrets are currently standardised [IJ.

Sch Level L
CheMel v 4 6 8 10 12 14 16 18 20 22 24 26 28 30
BGV

4.75 6.77 8.77 8.77 10.8 10.8 10.8 10.8 10.8 12.8 12.8 12.8 12.8 12.8 12.8
FV  14.756.77 8.77 10.8 10.8 10.8 10.8 12.8 12.8 12.8 12.8 12.8 12.8 - -
Table 9. Logarithm to base 2 of the minimal ciphertext size in kilobytes required in
the BGV and FV schemes to support the described homomorphic evaluation for L
levels. The symbol ‘-’ denotes that no suitable parameters could be found.

We stress that this is a comparison of how the noise growth behaviour impacts
correctness in the BGV and FV schemes: we ignore correctness issues coming
from decoding failure. Our comparison is naturally limited in several other as-
pects. For example, we only consider a certain specific computation, for which we
do not attempt to make any scheme-specific optimisations that may be possible.
Also, we note that while our choice of plaintext modulus ¢ = 3 is optimal for
integral bases, recent work has demonstrated the benefits of using non-integral
bases [T, 14, [19] or using ¢t a polynomial rather than an integer [8|, [17].

6.3 Modulus switching

We conclude this section by commenting on the analysis of modulus switching
in [22]. Recall that p; are list of primes forming the chain of moduli and ¢ is the
plaintext modulus. For the BGV scheme all the p; must be chosen so that p; =1
(mod t), to ensure correctness in the modulus switching operation. Choosing
such p; is not necessary for FV, yet was listed as a requirement in [22]. The
experimental results in [22] were only concerned with the bit size of the primes
in the chain of moduli, and so we cannot explicitly improve their comparison in
this aspect. However, we note that this constraint on the p; could make the FV
performance with modulus switching look poor compared to BGV. Furthermore,
in practice, this could lead to BGV requiring larger parameters than FV.
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7 Discussion

7.1 Fairness

The challenge of ensuring a fair comparison between homomorphic encryption
schemes has been noted in previous work [I5]. In Section |§|, we are concerned
primarily with comparing FV as implemented in SEAL and BGV as implemented
in HEIlib. The libraries have different goals and so, for example, provide the user
with different default parameters, and the ability to change different subsets of
the parameters via the public API. In our comparison we have tried to balance
investigating a similar parameter setting with keeping the spirit and goals of the
libraries.

Throughout the paper we assumed that the secret distributions in FV and
BGYV were as they are implemented in SEAL and HEIlib respectively. An argu-
ment for this assumption is that in Sections [3] [4] and [5] we were interested in
comparing the noise estimated from the heuristics to the noises seen in cipher-
texts in actual implementations, and so it makes sense to consider the secret
distributions as implemented. An argument against this assumption is that the
secret distributions are different, which could have implications for both secu-
rity and performance. Indeed, in Section [f] we saw that BGV performed slightly
better than FV, which could be partially explained by the use of a sparse secret.

Another difficulty has been with choosing the plaintext space. The most
natural choice for HEIlib plaintext space is p = 2, » = 1 but the choice p = 2
is incompatible with the choice of a power-of-2 cyclotomic. We chose p = 3,
which is the smallest possible choice that is compatible, as well as being optimal
among integral bases for encoding [24]. This is our attempt as a best compromise
between keeping the experiments on HElib and SEAL consistent while being true
to the intended usage of the libraries. We recognise these may not be the best
choices, but we argue that such compromises are unavoidable.

7.2 Improving the heuristics

In Section [3| (respectively Section we saw that there was a significant gap
between the noise observed in HElib (respectively SEAL) ciphertexts and the
noise predicted using heuristic estimates. In Sections and [5.2] we tried to
improve the situation by introducing new notions of noise for both BGV and
FV. However, further experiments showed that in both cases we did not obtain
much of an improvement. The next natural direction, then, is to try to improve
the methodology used to obtain the heuristic bounds themselves.

The heuristic bounds include terms bounding Gaussian random variables
in the canonical embedding. For example, a Gaussian random variable e, with
mean zero and standard deviation o is bounded as ||e||“" < B - o, for some
B, where 0. = o/n. Following [22], we use B = 6, while HElib uses B = 10 as
a default [33]. On the one hand, we never see |e||*" this large in experiments,
which is not surprising because the probability of |le||*" > B - o, is extremely
low. On the other hand, to prove a heuristic bound of this type in theory, we need
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to ensure B is large enough (such as B =5 or B = 6) to obtain a ‘reasonable’
failure probability. For example, we have erfc(5) ~ 2740, while erfc(6) ~ 270,
This means that we necessarily end up with looser bounds than we will observe
in practice, in order to retain correctness in theory.

One could consider a d-subgaussian approach [41], [43] to obtain noise bounds,
as was done in [40] for a BGV-like scheme. In particular, [40, Lemma 8.7] gives
the noise growth for homomorphic multiplication for this scheme. However, this is
not an approach typically studied and implemented in homomorphic encryption
in practice. Furthermore, it is unclear how to directly translate the asymptotic
w(v/logn) term of [40, Lemma 8.7] into a concrete bound for multiplication.

Another related work [42] showed that by using a Central Limit Theorem
(CLT) argument, tighter correctness bounds for the scheme in [40] can potentially
be obtained. Whether one arrives at the noise growth analysis via d-subgaussians
or CLT, there is such high dimensionality in homomorphic encryption that we
can expect noise terms to have Gaussian tail bounds. Therefore we will encounter
the same issue of requiring loose bounds in order to ensure correctness.

7.3 Conclusion and future directions

In this work, we have been unable to significantly lessen the heuristic-to-practical
gap between the noise observed in practice and the estimated noise growth from
heuristic upper bounds. Furthermore, we cannot improve the heuristic bounds
theoretically, because we need a proof that the scheme has a reasonable failure
probability. A clear conclusion of our work in is therefore that any reasonable
method of predicting noise growth behaviour in the FV and BGV schemes will
only loosely upper bound the growth seen in practice in implementations of these
schemes. That is, these bounds are the best possible in terms of a theoretical
analysis, and we must take a different approach in order to obtain bounds that
more closely model the noise growth behaviour that we see in practice.

Moreover, any implementation of a scheme will have differences to the scheme
in theory. For example, SEAL implements the BEHZ variant [6] of FV, and
as a result many objects in SEAL are always stored and manipulated in an
RNS format. In contrast, the bounds for FV presented in Section [4] assume
the ciphertext is a pair of polynomials in R, rather than an isomorphic RNS
representation. This could partly explain the discrepancy we have seen between
the heuristic bounds and the noise in SEAL ciphertexts. We therefore believe that
an important direction to better model the noise growth behaviour is to tailor the
analysis to the specific implementation. Future work should focus on obtaining
such library-specific heuristic bounds, which would result in the most accurate
and tight bounding of ciphertext noise growth in practice. This would be the best
step towards automating parameter selection for correctness, which is crucial for
the real world deployment of FHE [26] [47] and the ongoing standardisation
process [1].

An important contribution of our work is evidence that in their implementa-
tions, BGV and FV present only minor performance differences, from the point
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of view of possibility to support a specific homomorphic evaluation. In particu-
lar, from Section [f] we can conclude that a computation supported in SEAL by a
particular parameter set would be supported in HElib with the same parameter
set. Indeed, we have seen that the noise growth behaviour (for all definitions of
noise) of BGV and FV is very similar. This is not surprising: we can see from
the BGV and FV encryption algorithms that the part of a fresh ciphertext that
is not the message part (that is, m in BGV and Am in FV) is essentially the
same: terms of the form —eu + e; + eas (scaled by t in the case of BGV). We
conclude that a preference for BGV over FV (or vice versa) should not be the
deciding factor for the implementor choosing which library to use.

In practice, many things will impact the decision to use one scheme or li-
brary over another, such as computational performance, support for different
programming languages, robustness and quality of available implementations,
and the relative ease-of-use. In future work it would be interesting to include
such aspects into a comparative analysis, although they can be hard to quan-
tify.
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Proof. Let ct = (¢, ¢1). By definition of modulus switching,

Ctmod = (2(00 + 50) q(cl + 51)) )

for ¢; such that 6; = —¢; (mod 1) and 6; = 0 (mod ¢). Then by definition of
invariant noise in ct,

Ctmod(s) = g(Co + 50) + (Z(Cl + 51)) S

= g(co +es) + g (80 + 015)

- g(m+v) + g (8o + 615)

:m—¥m+qv+ (60 + 619) .

Hence the invariant noise is given by vpoq = —%m + %v + g (60 + 618) and
can be bounded as
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In this section, we provide the proof of Lemma

Proof. Firstly, note that we can bound ||ag|“" as follows:
can ]‘ can
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Let cty = (co,c1) and cts = (dg, d;). By definition of ct,qq, and by definition
of noise in ct; and cty, for some integer polynomials kg, k1, a1, as,

t t
6ctadd(s) = . (co+do + koq + c15+ dis + k19s)
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t t
=4 (co+c18) + . (do + dys) + t(ko + ki)
t t
= gAml +v1 + a1t + 6Am2 + v9 + ast + t(ko + kls)

t
= gA(ml + mg) + V1 +’U2 + t(a1 =+ a9 —+ ko —+ kls)

t
= 6A([m1 + malt — aot) + v1 + vy + t(ay + ag + ko + k19)
t At?
= 6A([m1 + malt — TGO + vy +va +t(ay + az + ko + k1 8)

t(q —ri(q))

t
= QA([mlerg]t— a0+v1 +U2+t(a1+a2+k0+]€15)

t T -t
= gA([ml =+ mg]t =+ t(?ao + vy + v + t(—ao + a1 +as + ko + kls) .

Hence by definition the scaled inherent noise in this ciphertext is vaqq = v1 +
vy + #ao. This can be bounded as

can

r
vy + vy + t(Q)

[vadall ™" = aot

t-r
< foa [ 4 flogf ™ 4 L7 g e

)

and the result follows. a

C Proof of Lemma 22

In this section, we provide the proof of Lemma 22}

Proof. Throughout the proof we model a message as a polynomial with random
coefficients in [—%, L] as in [22], so that |[m|"™ < tv/3n. We will frequently use
that fact that ¢ = At +1.(q), so that % =a=rle) —q ”T@). We first establish
some bounds on certain terms that will appear later.

Let ag be an integer polynomial such that [mima]; = mims + agt. We can
bound aq as follows:

can 1 can
llaoll = n [|[[mima]y — mimsel|

1 can can
< 5 (lfmemale ™ + [lmame[|)

1 tvn u/ﬁ)
< - ([tV3n+16 — - —
Tt ( V12 V12

4t
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For i € {0,1,2} let ¢; be polynomials with coefficients uniformly distributed

can
in [—3 3 2] We can bound H e Oezs as follows [45]:
13 2 i - t can can can
=S s’ < = (leoll™ + ller - s + [lea - s - ™)
q = q
t 2 2 2
<-|6- 7\/>—|—6 \/ﬁ +40~—\/ﬁ~\/fn- -n
q V12 V12 Vvi2z V3 3

_2tyn 8{
_q\/ﬁ< \f\er )

For j € {1,2} we can bound |[ct;(s)||" as follows [45]:

let; ()1 = [leso + eis + €087

< lejoll ™ + [lejs " + HCayzSQH

q\f q\f g/n /2 2

:2(“/5 <3+8ff+ )

can

V12 V3

This enables us to bound [|a;t]|*" as follows:

can

t t
ait]®" = |=cti(s) — ~Am; — v;
last] \qju L dm—,
t can can can
< p [et;(s)ll + — || 17+ gl
- 2t\/n 8ff+ At*V/3n TS
< — V; .
19 \[ q J

Let ¢ty = (co,c1) and cty = (dp,dy). By definition of ctp,y and by the
definition of noise in ct; and cty we have, for some polynomials ]| < 3 and
for some integer polynomials k;,

t t [t t
gc'tmult(s) = a (qCOdo + €0 + koq + 5(60(11 + Cldo)S + €15+ k1q3>

t [t
+ . (q(01d1)52 + €982 + k2q52>

(co+ 1) - (do +dys) + <Z €i5 ) 4t (Z k‘131>

)

s

_t
q
4
( Am1 —+ U1 +a1t) . <qu2 —+ Vo +a2t +

| o+
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(tA)? tA tA
= q2 mimso + ?(mgvl + mlvg) + ?(mgalt + mlagt) —+ v1V2
f (2 2
+ voart + viast + — (Z eisl> +t (Z k;s* + a1a2t> .
1 \i= i=0
Considering the first term, we have that
tA)? tA)?
( qg) mimg = ( q2) ([mima]t — aot)
tA r
=2 (1= ™) (e~ aot)
q q

= % ([mlmg]t — aot — rtéq)[mlmg]t + Ttt(zq)aot)

t t2A re(q) At t?ri(q)A
= fA[mlmg]t — ——ag — t(qg [mlmg]t + qu)ao.
q q q q
We also note that )
t° A
———agp = —apt + Tt(q) tag
q
and
_ r¢(q)
?(mgalt + mlagt) = mgalt + mlagt — T(mgalt + mlagt).

Hence, %ctmult (s) = éA[mlmQ]t + Umuls + at, for the integer polynomial

2
a= Zkzisi + aijast — ag + moai + myas .
i=0
and the noise
r(q r(q) At t2r(q)A t
Umult = tq tag — t(qg [mams]; + tq(g)ao + ?(mﬂu + myvg)

7¢(q)

2
t .
(moaqt + myast) + vivg + voart + viast + 6 < E ew’) .
i=0

We previously established a bound for the final term in the expression. Let us
bound the remaining terms in turn. Firstly,

rt(q)
q

t(l()

CaHZM anl[en < Tt(Q)'t\/%_i_él-n(q)-tzn.
0 <
q q 3q
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Next,

ri(q) At Al (q) At r - At?V/3n
H_ t(Qg [mlmz]t — t(Qg ||[m1m2]t||can S t(q) - .
q q q
Next,
t2r¢(q) A can B t2r(q) A can _ t2.14(q) - AV3n  4tn-r(q) - A
TQO = T llaol| > 2 + 3¢2 .
Next,
can can can can can
7(7”2111 +mavs) — ([[ma [ oo [ + [ma [ [Jo2 ™)
At3/3n
< (o + [Jo2]|*")
q
Next,
can
T q T q an 1 n an
=" st mra) | < (ol el o ot )

ri(q)tv/3n (2t\/ﬁ< 8V2 +i > +2Atq¢3? o | 2”m>

q V3 V3
Next,
lorwa || < flog [ loo] .
Finally,
an [ 2t/10 8v/2 40 At?*\/3n ,
veaqt + viast||" < |lv Can( (3—|— n+n)—|——|— vy ||€*
|[v2ay 1agt]|™ < lva| Niv: 7 3 . [[v1]]
o [ 2tyn 8v2 40 At*V3n an
+wwa(“(u-f+) wa)
V12 V3 q
can can Qt\/ﬁ S\f t2 3n
< (oa ™ + Jlea] ( ( ¢+) At 3n
V12 V3 q
+ 2 [Jor | - g ]|

We therefore have vy < A [|og]|“" o2 | + B (JJor|“*" + [Jo2||*") + C, where
A =3, and B and C are as follows:

ABn r(tV3n | 2tyn S\f 4£ AtQ\/%
B=—y 7 7 \/ﬁ( f Vet q
O r(q)tV/3n N 4ry(q)t*n N r(q )At%/% 2ri(q )A\/%
q 3q q? q*
4t3nri(q) - A ri(q)tV3n [ 4ty/n 8v/2 2At%\/3n
e T < V3 ( V3 vt n) Ty )
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qV12 V3

These expressions can be simplified to give the stated noise bound.

+ 2t/n <3+ %\/EJF t%) )

36



	Homomorphic noise growth in practice: comparing BGV and FV

