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Abstract. The pairing-based simulation-extractable succinct non-interactive
arguments of knowledge (SE-SNARKS) are attractive since they enable
a prover to generate a proof with the knowledge of the witness to an
instance in a manner which is succinct - proofs are short and the ver-
ifier’'s computation is small, zero-knowledge - proofs do not reveal the
witness, and simulation-extractable - it is only possible to prove in-
stances to which a witness is known although a number of simulated
proofs are provided. The state-of-the-art pairing-based SE-SNARK is
based on a square arithmetic program (SAP), instead of a more gener-
alized quadratic arithmetic program (QAP). In order to add simulation
extractability, the SE-SNARK requires to verify an additional equation
compared to the state-of-the-art SNARKs.

In this paper, we propose a QAP-based SE-SNARK which consists of
only 8 group elements for a QAP circuit and a single verification equation
in asymmetric groups (Type III pairing). The proposed scheme is secure
under concrete intractability assumptions in the random oracle model.
Moreover, we propose a scheme with two elements as a proof and a single
verifying equation, based on SAP in a symmetric group (Type I pairing).

Keywords: SNARK, non-interactive zero-knowledge proof, simulation-extractability,
quadratic arithmetic program, square arithmetic program

1 Introduction

As digital privacy becomes more sensitive, the conflict between privacy and le-
gitimacy often sets a barrier for recent real-life applications. One proper example
is privacy-aware blockchain systems, such as an anonymous voting blockchain.
Since the blockchain is well-known to provide robust integrity due to consensus
and distribution, it is often considered as an ideal platform for the voting appli-
cations. The blockchain integrity provided by finalizing contents and distributing
them to all participants, however, raises a privacy issue for the plain data. Al-
ternatively, if the data (votes) is encrypted in a block, then it is hard to know
whether the data provider (voter) is an authorized candidate or whether the
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data itself was created in a legitimate way. The contradiction between privacy
vs. legitimacy leads the privacy-aware blockchain applications to a dead-end3.

A zero-knowledge proof system acts as a problem-solver to resolve the legit-
imacy problem of the private data. If the data provider includes a proof related
to the legitimacy of the data, the public can verify it without knowing the data.
In practice, anonymous blockchain cryptocurrencies such as Zcash [BCG™14],
already deploy the zero-knowledge proof system in their applications. The main
concern is practicality: the proof generation needs to be non-interactive when
the applications target the unlimited, non-specific, public verification and the
proof size/verification time is desired to be scalable regardless of the complexity
of the legitimacy.

In the recent history of zero-knowledge proofs, zk-SNARKS (zero-knowledge
succinct non-interactive arguments of knowledge) have drawn significant atten-
tion for its practicality and theoretical advances. They enable a prover to gen-
erate a proof for NP statements in a manner where the proof is zero-knowledge
about its witness and the proof size and the verification cost are succinct.
For succinctness, it is often accepted if the size and the verifying computation
are logarithmic to the circuit size. Thus the zk-SNARK terminology embraces
various types of zero-knowledge proof systems, such as ZKBoo [GMO16] and
vRAM [ZGK™18] which are an advanced from of traditional interaction-based
proof systems with Fiat-Shamir transformation [FS86].

However, when applied to a massive public infrastructure such as blockchain,
a logarithmic (sublinear) size might not be enough for succinctness. For example
in Zcash [BCG™'14], the membership test circuit has 64 hash functions (approx-
imately 29,000 lines for each hash) which leads to a single proof size of 5MB by
rough estimation in ZKBoo [GMO16]%. Considering that innumerable transac-
tions, each including a proof are distributed to the participants, a proof size of
5MB seems inadmissible as practical.

Therefore, for scalability, it is desirable to adopt zk-SNARKSs with a constant
size proof and verification, which is constructed in the paring-based elliptic curve
group and Quadratic Arithmetic Program (QAP) [GGPR13]. In the QAP-based
SNARKSs such as [Grol6], by utilizing polynomial relations, a proof contains 3
group elements and the verification requires 3 pairings regardless of the circuit
size. When this scheme is applied to the Zcash, the proof size becomes 60 bytes
and verification takes 100ms. Consequently, we focus on the literature of QAP-
based (and pairing-based) zk-SNARKS with constant size proofs and verification
for the rest of the paper. Hereafter, we often use the term zk-SNARK or SNARK
mixed with the "QAP-based (and pairing-based) zk-SNARK”.

3 There still are alternative solutions, such as setting a trusted manager or delicately
narrowing down the blockchain data contents. However it is often complicated and
does not solve the fundamental controversy.

4 In ZKBoo, the experiment results show that the proof size is 835.91KB for a SHA-
256 hash function. We multiply it by 6 (=log(64)) to estimate the 64 sequential
executions of hash functions.
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Simulation-extractability. Despite the practical functionality, a weakness of
zk-SNARKSs is that they are susceptible to man-in-the-middle attacks. Namely,
an adversary who obtains valid proofs could forge a new valid proof without
knowing the witness. In consequence, the zk-SNARK’s implementation often re-
quires an additional protection method against its malleability. The Zcash [BCGT14],
for example, combines one-time signatures within the zk-SNARK circuit.

Groth and Maller [GM17] tackle the malleability problem of existing SNARKSs,
define the notion of simulation-extractable-SNARK (SE-SNARK) which indi-
cates non-malleable zk-SNARKSs, and propose the corresponding scheme called
SE-SNARK. Briefly, it is possible to generate a new valid proof by performing
point exponentiation and/or multiplication operations given a state-of-the-art
SNARK [Grol6] proof which consists of three group elements (A, B,C) such

that e(A4, B) = e(G*, HP) e(G%@,HV) e(C, H?). Note that f in the 1O state-
ment ¢ is a known polynomial and «, 3,~, § are secret values. Without knowing

the witness, the proof modification is possible in two ways as follows:

A= A"B =B*;C'=C
A= A;B'=BH™;C' = A"C

Note that A = G (in group G;), and B = H® (in group G;) are associated
with the left input a and right input b of a multiplication gate, respectively, and
C = G° (in Gy) is connected with the output ¢ of the gate. Let us simplify the
verification equation for a better delivery of the idea: the verification confirms
the relation a- b = ¢ by evaluating the pairing equation e(A, B) = e(C, H). When
observing these attacks, it is either driven by modifying a, b to satisfy a-r-b-r—! =
¢, or modifying b, ¢ to satisfy a - (b4 r) = ¢+ ar. The attacks that adversaries
can deliver are to eliminate the random values r, 7~ by multiplication (r-r~1),
or to add r to elements b and c.

The main reason which makes these attacks possible is that the proof ele-
ments (A, B,C) are related only by the algebraic structure of the pairing func-
tion. Thus to prevent these attacks, it is recommended to bind the elements to
have a tighter relation. Square arithmetic program (SAP) is a circuit where an
arithmetic representation is in a square format, i.e., a x a = ¢, while a * b = ¢ in
QAP. SE-SNARK [GM17] resolves the malleability issue by 1) adopting SAP to
synchronize the exponent of A = G* and B = H “I, and 2) applying an additional
verification to check them (i.e. a = a’). In this format, the above man-in-the-
middle attack based on eliminations by point exponentiation or multiplication
does not work anymore because the exponents of A and B should keep the same
value. This is why the supported language in [GM17] is degraded into a Squaring
Arithmetic Program (SAP) where the left input and the right input of a mul-
tiplication gate are identical. In order to accomplish non-malleability, [GM17]
pays a price: an increase in CRS size and proof computation/verification.

SNARK in NILP. In the recent works [Grol6,GM17], the authors attuned
existing SNARKs to the non-interactive linear proofs (NILP), renamed after
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the original notion of linear interactive proofs (LIP) [BCIT13]. In the NILP
frame, the proof matrix is a matrix that includes a witness-related vectors; the
matrix is multiplied to the common reference string (CRS) when generating
a proof. The proof matrix is independent of the CRS o, and it is noted as
IT < ProofMatrix(R, ¢, w) with a function ProofMatrix where R is an relation
and (¢, w) € R is an instance. The proof is then computed by = = ITo. The
NILP frame efficiently covers all existing SNARKSs.

It is proven that any SE-SNARK scheme in NILP necessarily requires at least
3 elements in a proof and 2 equations in the verification [GM17]. The state-of-
the-art [GM17] in pairing-based SE-SNARKSs achieves 3 elements for a proof
and 2 equations for verification by using the SAP circuit.

Breaking the boundary. While 3 elements in a proof and 2 equations in
verification are required at least in a pairing-based NILP SE-SNARK, they can
be further optimized if the NILP is not assumed. An interesting observation is
that the usage of hash functions can deviate from the NILP frame, and exploit a
new possibility of breaking the existing boundaries. Given a proof tuple (A, B, C)
as in [Grol6], C includes the hash of A and B in our approach, deviating from
the NILP frame. In this approach, it is possible to achieve better results of 3
proof elements and a single verifying equation. Additionally, a QAP circuit is
allowed in our SE-SNARK while a SAP circuit is necessary in [GM17].

Our contributions. In this paper, we first construct a QAP-based SE-SNARK
with a single verifying equation in an asymmetric group (Type III pairing).
Given three groups with a bilinear map e : G; X Go — G, our proofs consists
of only 3 group elements from the source groups: two from G; and one from
Go. Additionally, we also propose a SAP-based SE-SNARK with 2 elements for
a proof and a single verifying equation, in a symmetric group (Type I pairing).
We summarize our contributions as follows:

— QAP-based SE-SNARK with 3 elements (Type III)
We propose a first pairing-based SE-SNARK that utilizes QAP circuits, in-
stead of SAP, while maintaining 3 elements for a proof. Note that the SAP
circuit size is theoretically double of the QAP circuit size.

— SAP-based SE-SNARK with 2 elements (Type I)
We show that our construction can reduce the number of proof elements to
2 (with utilizing SAP) in symmetric pairing (Type I). Note that this result
surpasses the theoretical boundary for SE-SNARKS proven in [GM17].

— Single verifying equation
Our SE-SNARK construction verifies the proof with a single verifying equa-
tion. By utilizing the hash function to bind the unique proof tuple (A, B, C),
we eliminate the additional equation for the malleability check.
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Table 1 summarizes and compares the overall size and performance of our
QAP-based SE-SNARK with the state-of-the-art schemes of zk-SNARK [Grol6]
and SE-SNARK [GM17].

Table 1: Comparison for arithmetic circuit satisfiability with [ element instance, m
wires, n multiplication gates. Since SE-SNARK uses squaring gates, 2n squaring gates
and 2m wires are considered instead of n multiplication gates and m wires; Units: G
stands for group elements, E stands for exponentiations and P stands for pairings.

zk- SE-
SNARK [Grol6] |SNARK [GM17] |OUF SE-SNARK
Circuit base QAP SAP QAP
. (m+2n+3)G1 + (n+|(2m + 4n + 5)G1 +|(m+3n+6)G1 + (n+
CRS size 3)Go (2n + 3)Ga 3)Go
Proof size 2G1 + Go 2G1 + Go 2G1 + Go
Prover computation (m+3n—1+3)E1+|2m + 4n — )E1 +|{(m+4n—1+3)E1 +
(’I’L + 1)E2 27'LE2 (Tl + 1)E2
Verifier computation|lF; + 3P lE1 + 5P lEK1 + 3P
Verifying equation |1 2 1

Related work. In the history of proof systems and verifiable computations,

there are various NIZK arguments with different types which do not leverage

QSP (Quadratic Span Program) or QAP (Quadratic Arithmetic Program) cir-

cuits [GKRO08,CMT12,WJB*17,WTTW18,BBBT18,ZGK 18, BSCTV14]. A well-
known branch comes from the sum-check protocol [GKRO08], which gains a sub-

linear proof from the fiat-shamir transform [FS86]. Nonetheless, they do not

support the constant time verification; the verification time is sublinear to the

size of the circuits.

Since Gennaro et al. [GGPR13] introduced the Quadratic Span Program(QSP)
and Quadratic Arithmetic Program(QAP), zk-SNARK gained a constant proof
size and verification. In 2013, Parno et al. [PHGR13] proposed a zk-SNARK
scheme called Pinocchio and provided a first practical implementation of zk-
SNARK. After Pinocchio, many works added and enhanced some functional-
ities, such as multiple-function control, additional anonymity for the I/O, or
proof scalability [CFH*15,DLFKP16, KPP 14,FFG*16,BBFR15,BSCTV17].

Later, Groth [Grol16] proposed a more efficient zk-SNARK scheme. Compared
with Pinocchio [PHGR13], the proof size was reduced from 8 group elements to
3 group elements. Also the number of pairing operations required to verify the
proof was reduced from 11 to 3. Recently these SNARK protocols are imple-
mented as an open source [KPS18,BSCGT13] to be used in real applications.
By exploiting the short proof sizes and the short verification times, zk-SNARKSs
can be used as a key component in various cryptographic applications such as
anonymous cryptocurrencies [BCG114,KMS*16,GGM16].
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The Zcash [BCG'14], one of the anonymous cryptocurrencies based on blockchain
technology, utilized a zk-SNARK to hide transaction information and to provide
an efficient verification process. However, since zk-SNARKs [Grol6,PHGR13|
do not provide simulation-extractability, Zcash has to add extra cryptographic
primitives such as one-time signatures to avoid malleability attacks.

The SE-SNARK scheme [GM17] defines and provides the simulation-extractable
SNARK (SE-SNARK), with a similar notion to the Signatures of knowledge [CLO06].
While maintaining an efficient proof size of [Grol6], it can prevent the malleabil-
ity attacks due to the simulation-extractability.

Recently, Bowe and Gabizon [BG18] put an effort to make Groth’s scheme [Grol6]
simulation-extractable by utilizing random oracle model, with additional hash
in proofs and verification. However, unlike their intentions, the proof in their
scheme is still malleable (i.e. not simulation-extractable); we show the concrete
malleability attack in Appendix B.

Orthogonal to the simulation-extractability, a zk-SNARK with updatable
CRS solves the trust issue of CRS by letting the users independently update the
CRS [GKMT18]. The traditional limitation of SNARKSs is that they all require
trusted CRS generation. Through the updating approach, users who distrust a
CRS can rely on self-updating.

In this paper, we focus on the simulation-extractable SNARK, specifically
pairing-based SE-SNARK. The rest of the paper proceeds as follows: Section 2
provides some necessary notions and backgrounds; Section 3 defines a bilinear
group and assumptions; in Section 4, we present our QAP-based SE-SNARK
with a single verification; in Section 5, we propose a symmetric SAP-based SE-
SNARK with 2 proof elements; Section 6 draws a conclusion.

2 Preliminaries

2.1 Notation

We denote the security parameter with A € N. For functions f,g: N — [0;1] we
write f(A) & g(A) if [f(A) — g(\)| = A=), We say a function f is negligible if
f(A) = 0, and overwhelming if f(\) &~ 1. We implicitly assume all participants
and the adversary know the security parameter. If S is a set, x < S denotes the
process of selecting x uniformly at random in S. If A is a probabilistic algorithm,
x + A(-) denotes the process of running .4 on some proper input and returning
output x. For an algorithm A we define trans4 to be a list containing all of A’s
inputs and outputs, including random coins. We use games in security definitions
and proofs. A game G has a main procedure whose output is the output of the
game. The notation Pr[G] denotes the probability that the output is 1.

2.2 Relations

Given a security parameter 1, a relation generator R returns a polynomial
time decidable relation R + R(1*). For (¢, w) € R we say w is a witness to the
instant ¢ being in the relation. We denote with R the set of possible relations
that R(1%) might output.
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2.3 Zero-Knowledge Succinct Non-interactive Arguments of
Knowledge

Definition 1. A zero-knowledge succinct non-interactive arquments of knowl-
edge (zk-SNARK) for R is a set of four algorithms Arg = (Setup, Prove, Vfy, SimProve)
working as follows:

(crs, T) < Setup(R): the setup algorithm is a PPT algorithm which takes a
relation R € Ry as input and returns a common reference string crs and a
stmulation trapdoor T.

— 7 + Prove(crs, ¢, w): the prover algorithm is a PPT algorithm which takes
a common reference string crs as input for a relation R and (¢, w) € R and
returns a proof .

— 0/1 < Vfy(crs, ¢, m): the verifier algorithm is a deterministic polynomial
time algorithm which takes a common reference string crs, an instance ¢
and a proof ™ as input and returns 0 (reject) or 1 (accept).

— m < SimProve(crs, T, ¢): the simulator is a PPT algorithm which takes a

common reference string crs, a simulation trapdoor T and an instance ¢ as

input and returns a proof .

It satisfies completeness, knowledge soundness, zero-knowledge, and succinctness
as described below:

Perfect Completeness: Perfect completeness states that given a true state-
ment, a prover with a witness can convince the verifier. For all A € N, for all
R € Ry and for all (¢, w) € R : Pr[(crs,T) < Setup(R); ™ < Prove(crs, ¢, w) :
Viy(crs, ¢, ) = 1] = 1.

Computational Knowledge Soundness: Computational knowledge sound-
ness says that the prover must know a witness and such knowledge can be effi-
ciently extracted from the prover by a knowledge extractor. Proof of knowledge
requires that for every adversarial prover A generating an accepting proof, there
must be an extractor y 4 that, given the same input of A, outputs a valid wit-
ness. Formally, we define Advff%ijx AN = Pr(ggeng (V)] where the game

gj‘%”j 18 defined as follows.

MAIN Ggnd ()

R+ R(1%)

(crs, ) < Setup(R)
(¢, ) < Alers)
w4 xa(transy)
assert (¢p,w) ¢ R
return Vfy(crs, ¢, )

An argument system Arg is computationally considered as knowledge sound if for

any PPT adversary A, there exists a PPT extractor x 4, such that Advioru;?j,XA (A =~
0.
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Perfect Zero-Knowledge: Perfect zero-knowledge states that the system does
not leak any information besides the truth of the instance. This is modelled
by a simulator that does not know the witness but has some trapdoor infor-
mation that enables it to simulate proofs. Formally, we define Advi’ig? AN =
2Pr[gj‘]fagw4()\)] — 1 where the game gjﬁg,A is defined as follows:

MAIN G55, 4(A)

R« R(1") Pl (61, w;)

(crs, ) < Setup(R) assert(¢;,w;) € R

b+ {0,1} m; < Prove(crs, ¢, w) if b=0
b« APérer (crs) m; < SimProve(crs, 7, ¢) if b=1
return 1 if b=1" and return m;

return 0 otherwise

The argument system is perfectly zero knowledge if for all PPT adversaries A,
Advi, 4(N) =0.

Succinctness: Succinctness states that the argument generates the proof of
polynomial size in the security parameter, and of the verifier’'s computation time
is polynomial in the security parameter and in instance size.

Definition 2. A simulation-extractable SNARK system (SE-SNARK) for R is
a 2zk-SNARK system (Setup, Prove, Vfy, SimProve) with simulation-extractability
described below:

Simulation-Extractability [GM17]: Simulation-extractability states that for
any adversary A that sees a simulated proof for a false instance should not al-
lowed to modify the proof into another proof for a false instance. Non-malleability

of proofs prevents cheating in the presence of simulated proofs. Formally, we de-
fine Adv? 2%/~ (X) = Pr[ghr°°/~¢*!(\)] where the game Qﬁi‘;ﬁ;{eﬁt is defined

Arg, A, x A Arg,A,x a
as follows:
roof—ext
MAIN gflrg,A,x_A ()‘)
R+ R(1"):;Q =1
(crs,T) < Setup(R) SimProve s - (¢i)
(¢, ) < ASmProveas.r (¢ ) m; < SimProve(crs, T, ¢;)
w + xAa(transs) Q=QU{(¢im)}
assert (¢, m) ¢ Q return m;

assert (p,w) ¢ R
return Vfy(crs, ¢, )

An argument is simulation-extractable if for any PPT adversary A, there exists

a PPT extractor x4 such that Adv%i;’;;ﬁt()\) ~ 0.



QAP-based Simulation-Extractable SNARK with a Single Verification 9

We note that simulation-extractability implies knowledge soundness, since
simulation-extractability corresponds to knowledge soundness where the adver-
sary is allowed to use the simulation oracle SimProve.

When knowledge soundness and simulation-extractability are applied for a
succinet argument, extractors are inherently non-black-box. As in [GM17] we
assume the relationship generator is benign®, such that the relation (and the
potential auxiliary inputs included in it) are distributed in such a way that the
SNARKSs we construct can be simulation-extractable.

2.4 Forking Lemma

In our SE-SNARK, we leverage the hash function within the random oracle
model. Thus we make use of the following version of the forking lemma [BN06],
which is specifically analyzed at NIZKs in a random oracle model [FKMV12].

Lemma 1. (General forking lemma). Fiz an integer Q and a set H of size h > 2.
Let P be a randomized program that on input y, hy,- -+, hg returns a pair, the
first element of which is an integer in the range 0,--- , Q) and the second element
of which we refer to as a side output. Let IG be a randomized algorithm that
we call the input generator. The accepting probability of P, denoted as acc, is
defined as the probability that J > 1 in the experiment y < IG;hy,--- ,hg +
H; (Ja 8) A P(ya hla T 7hQ)

The forking algorithm Fp associated to P is a randomized algorithm that on
input y proceeds as follows:

Algorithm Fp(y)
Pick coins p for P at random
hy,-  ho « H
<I7S> FP(y,hla"' 7hQ,p)
If I =0 return (0, L, 1)
Ry, hg —H
(I/asl) <;,P(yvhlv"' 7h1—17hirv"' ,h/va)
If (I =1I")A(hy # b)) return (1,s,8) else return (0, L, 1)

Let ext = Problb=1:y < IG; (b,s,s') < Fp(y)], then ext > acc(“E — 7).

3 Bilinear Groups and Assumptions

In this section, we present the basic bilinear groups and intractability assump-
tions required for our SE-SNARK, which are adopted from [GM17].

5 The non-falsifiable knowledge of exponent assumption is a necessary ingre-
dient in building a SNARK with witness extraction. In Bitansky’s analy-
sis [BCI*13,BCPR16], there are some counter examples and observations; auxiliary
inputs may affect the extraction of the witness in extractable one-way functions.
However they also observe that the extractability still holds with respect to common
auxiliary input that is taken from specific distributions that may be conjectured to
be “benign”, e.g. the uniform distribution.
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Definition 3. A bilinear group generator BG takes a security parameter as input
in unary and returns a bilinear group (p, G1,Ga, G, e, auz) consisting of cyclic
groups G, Go, Gp of prime order p and a bilinear map e : Gy X Gy — Grp
possibly together with some auziliary information (aux) such that:

— there are efficient algorithms for computing group operations, evaluating the
bilinear map, deciding membership of the groups, and for sampling the gen-
erators of the groups;

— the map s bilinear, i.e., for all G € Gy and H € Gy and for all a, b € Z we
have

e(G*, H®) = e(G, H)™;

— and the map is non-degenerate (i.e., if e(G,H)=1then G=1 or H=1).

Usually bilinear groups are constructed from elliptic curves equipped with
a pairing, which can be tweaked to yield a non-degenerate bilinear map. There
are many ways to set up bilinear groups, both as symmetric bilinear groups,
where G; = G», and as asymmetric bilinear groups, where G; # Go. We will
be working in the asymmetric setting, in what Galbraith, Paterson, and Smart
[GPS08] call the Type III setting where there is no efficiently computable non-
trivial homomorphism in either direction between G; and Gs. Type III bilinear
groups are the most efficient type of bilinear groups and hence the most relevant
for practical applications.

3.1 Intractability Assumptions

We will now specify the intractability assumptions used later to prove our
pairing-based SE-SNARK as secure. While variant Power Knowledge of Expo-
nent (PKE) assumptions in a symmetric group are adopted in many SNARK
systems [PHGR13], a generalized PKE assumption in asymmetric groups called
eXtended PKE has been proposed and utilized in [GM17]. In this paper, we adopt
both X PK E assumptions in a symmetric group and in asymmetric groups.

We consider an adversary that gets access to source group elements that have
discrete logarithms that are polynomials evaluated on secret random variables.
The assumption then says that the only way the adversary can produce group
elements in the two source groups for asymmetric groups or type III pairing
with matching discrete logarithms. G* € G, and H? € G, with a = b, is if it
knows that b is the evaluation of a known linear combination of the polynomi-
als. Similarly in the symmetric group assumption, the adversary can produce
group elements of different generators in the same source group with matching
discrete logarithms (i.e. for unknown §, G, G* € G, with a = b) if it knows
that b is the evaluation of a known linear combination of the polynomials. We
denote an asymmetric X PK F assumption as X PK F, and a symmetric X PKFE
assumption as X PK F.

Assumption 1. Let A be an adversary and let x4 be an extractor. Define in the

asymmetric group the advantage Adv)B(gP:;((/I\E)H;q(/\),A,XA()‘) = Pr[gggfjﬁﬁ“"q()\)’A,XA (N)]
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where ggfg’fjﬁf)fqu,XA is defined as shown below and Q2 is the set of polyno-

mials hj(X1,...,X,) queried to O% .

MAIN Gg.air a0 Axa )
(p,G1,Gy,Gr, e, auzx) + BG(1Y);

G <+ GI; H + G5z + (Z,)1

(G*, HY) + A%z (p, Gy, o, Gr, €, auz)
n € (Z,)' % xal(trans 4);

return 1 if a =0 and b # Z n;ih;i(x)

h; €Q2

else return 0

Define in the symmetric group the advantage Advggpé((%‘q@) A XA(A) =

Pr[gg;ﬁﬁfq()\)ﬂ’xf\()\)] where Qgglfﬁf)fq()\)ﬂ’xf‘ is defined as below and Qs is

the set of polynomials hj(X1,...,X,) queried to OF .

XPKE,
MAIN G556.a(0):q00).Axca )
(pa Gl7 G27 GTa €, GU$> A Bg<1k)?
G+ G386+ Zp; H= Gz « (Z3)*
(Ga, Hb) — Aoé’z’oil’m (pa Gla GQ? GT7 €, ausc)
n e (Zp)|Q2| — xa(transa);

return 1 if a =0 and b # Z n;h;(x)

h; €Q2
else return 0
O&.x(9i) 0% 4(hy)
assert g; € Ly Xa, ..., X, assert h; € Z,[ X1, ..., X
assert deg(g;) < d assert deg(h;) <d
return G9®) return H"®

The (d(A),q(N\)) — XPKE, and (d(\),q(\)) — XPKE, assumptions hold
relative to BG if for all PPT adversaries A, there exists a PPT algorithm x4

XPKE, XPKE, o
i\uch that Advizs 407 sy, ax . (A) and Advig 105 o) 4, (M) are negligible in

The computational polynomial (Poly) assumption is also adopted in [GM17].
In the univariate case, the Poly assumption states that for any G € G7, given
Gn@) . G9®) an adversary cannot compute G9®) for a polynomial g that
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is linearly independent from g1, ..., gr - even if it knows H@ for H € G%. In
this paper, we also adopt two Poly assumptions in asymmetric and symmetric
groups where Poly, and Polys denote each assumption, respectively.

. Poly, _
Assumption 2. Let A be an adversary and define the advantage Adeg,Z(/\),q()\),A()\) =
Pr[ggglz‘(lx\) o) A(N)] where gggldygk) o\ 15 defined as below and Q1 is the set
of polynomials g;(X1,...,X,) queried to O}{@.

Poly,
MAIN ng,Z()\),q()\),A()\)
(P, G1, G2, Gr e, auz) « BG(1%);
G« GI; H + G5z < (Z)"
(Gavg(Xl, cee 7Xq)) — AOIG,E,OE,,; (pv le GQ; GTv €, aum)
return 1 if a = g(z) and g & span{Q1}

else return 0

Poly, Poly,
Define the advantage Adeg,g(A),q(,\),A()‘) = Pr[gsg7g(A),q(A),A(A)] where
gggfgbm(k)% is defined as below and Q1 is the set of polynomials g; (X1, ..., Xy)
queried to Op .

Polys
MAIN Gig.a0x).q000.4)
(,G1,G2, Gr, e, aux) + BG(1Y);
G+ G};0 «+ Zy; H= Gz + (L))"
(Ga7g(X17 e 7Xq)) <~ AO};’E,O?{YI (p7 G17 GQa GTa €, U,UZ’)
return 1 if a = g(z) and g & span{Q1}

else return 0

Ot .2(9i) Ohr.s(hy)

assert g; € Ly Xa, ..., X,] assert h; € Z,[X1,...,X,]
assert deg(g;) < d assert deg(h;) <d

return G9®) return H"®

The (d(N),q(N\)) — Poly, and (d(M\),q(\)) — Polys assumptions hold rela-
tive to BG if for all PPT adversaries A, we have Advgglijfzx) o) A(A) and

Advggl,zb('A)’q(A)’A(/\) are negligible in \.
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4 QAP-based SE-SNARK Scheme

4.1 Main Idea

As an example of how standard zk-SNARKs can be modified, suppose for a
statement ¢ that (A, B,C) (= (G*, H*,G°)) are three group elements in a proof
that satisfies the verification equations of Groth’s zk-SNARK in [Grol6]. Then

e(A, B) = e(G*, H?)e(G™, HY)e(C, HY) (1)

for a known polynomial f in ¢ and some secret «, 3,7, 9.
There are two methods to generically randomize a proof A, B, C' that satisfies
(1). An adversary can either set

A =A".B' =B+:.C'=C

or they can set
A= A;B' = BH™;C' = A'C

In the proposed approach, we devise a new way to neutralize the two attacks
using the hash of A and B in C. The verification equation is required to detect
the changes of A and B. If A or B changes, it should be possible to extract the
exponent values a and b from the revised proof. Therefore, the scheme includes
two hash functions attached with a and b, respectively. As a result, C' is revised

as follows:
o= GaHz(éLB)+bH1(A,B)+H1(A,B)H2(A,B)

where A = G%, B = H® and H, and H, are hash functions.
According to the revised C*, the verification is revised by adding proper
additional terms to A and B as follows:

f(®)
v

e(A. GHAB) p. gH2(AB)y — o(G™ HP)e(G™ , HY)e(C*, HY)

Let hy = Hy(A, B), hy = Hy(A,B), b, = Hy(A',B'), I}, = Hy(A', B). If

A, B change A’, B’ then C* should be revised to C* G 2 bWy —ha) R By —hahs
However, since G5 and G? are only computable if a witness is known, an ad-
versary cannot forge the proof. Note that if A or B changes then hash results
h} = Hy(A, B) and h}, = H3(A, B) change. Hence, G% and G° should be known
to compute a valid C* according to h} and hj.

4.2 Quadratic Arithmetic Programs

In our SE-SNARK, we will formally adopt the quadratic arithmetic programs
(QAP) [GGPR13,Grol6] in a relation R, which is as follows:

R = (p, Gl,GQ, GT, €, l, {ui(X), Ui(X),wi(X)};io,t(X))
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The bilinear group (p, G1,G2,Gr,e) defines the finite field Z,,, 1 <1 < m,
and the polynomials u;(X),v;(X),w;(X) represent each linearly independent
polynomial set in the QAP with the definition below:

D sui(X) Y sivi(X) =D sawi(X) + h(X)H(X)
=0 =0 =0

where u;(X), v;(X),w;(X) have a strictly lower degree than n, which is the
degree of t(X). By defining sq as 1, the following definition describes the relation
R.

¢:(31,---7sl)€Zé

W= (841, " ,8m) € Z;’L_l

f=q(ow) 31(X) € Z,[X], deg(h) < n —2

zzsluZ Zs Zszwz )t(X)
i=0 =0 =0

We say R is a relation generator for the QAP, given the relation R with field
size larger than 231,

4.3 Construction

— (ers, ) < Setup(R): Select generators G « Gi, H + G3, hash functions
Hy - {0,1}* — Zjy, Hy : {0,1}* — Zy and parameters o, 3,7,0,x < Zj,
such that ¢(z) # 0, and set

T:(G7H7a7ﬂ777551‘)
R, Hy, Hy, G, G, GB G°,G* H,H" H°

ors = {G'y:r H"/w G'y t G'y&r }n 1 {G'ywl(:r)JrBul(z)Jravl(:r) Lo
{&” 2wi(@)+Byui(x)+ayv; (x)} S

— 7w < Prove(crs, ¢, w) : Set sp = 1 and parse ¢ as (s1,...,8) € Zé and w
as (Si41,-- -, Sm) € Z7"~'. Use the witness to compute h(X) from the QAP,



QAP-based Simulation-Extractable SNARK with a Single Verification 15

choose 7, s < Z, and compute 7 = (4, B,C) = (G, H®, G°) such that
a=a+ ’stluz(x) +r
i=0

b :ﬁ—f—q/Zsivi(x) +s

=0

c= Z i (V2w () + Byus(x) + ayvi(x)) + ¥*t(x)h(z) + sa +rb—rs
=141

+ 5ah2 + bh1 + 5h1h2

where hl = Hl(A,B) and h2 = HQ(A,B)

— 0/1 < Vfy(crs,¢,m) : Parse ¢ as (s1,...,s) € Z, and 7 as (A,B,C) €
G1 X Gg x Gy. Set sp = 1 and accept the proof if and only if the following
equation is satisfied:

e(AGM | BH"2) = o(G®, HP )e(GZi=o 5 (vwile)+Bui(@) tovi(@)) [17)e(C, H)

where hl = Hl(A,B) and hQ = HQ(A,B)
— 7 < SimProve(crs, T,¢) : Choose p,v < Z, and compute 7 = (A, B,C)
such that

A= Gu7 B = HV7 C = Gul/—ozﬁ—'y S si(ywi (2)+Buqi (z)+av; () +pha+rhy+6hiho

where hl = Hl(A7B) and hg = Hg(A,B)

4.4 Security Proof

Theorem 1. The protocol given above is a mon-interactive zero-knowledge ar-
gument of knowledge with perfect completeness and perfect zero-knowledge. It is
simulation-extractable (implying it also has knowledge soundness) provided that
the XPKE,, XPKE, Poly,, and Poly, assumptions hold in the random oracle
model.

Proof. PERFECT COMPLETENESS:

We demonstrate that the prover can compute the proof (A4, B, C) as described
from the common reference string. The prover can compute the coefficients of

hMX) = (i siui (X)) (X2t jé;;X)) — (i siwi(X)) = i thj.
§=0
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Now, the proof elements can be computed as follows:

n—1
A= [ -G
7=0
n—1 ]
B=HT[®H"™)" - H*
=0
m n—1 )
C = H Gsi(,ﬁwi(a;)+6'yui(w)+a'yvi(w)) . AsA/hZB/(rJrhl) LGS G5h1h2 . H(G,Y%(z)wﬂ)hj
i=l+1 =0

where A’ = A% = G [[1Z0(G*" )% - GO and B’ = GO T[]} (G7*')" - G=.
This computation provides us the proof elements specified in the construction

A= G(X+’Y o siui(x)+r

B = P Ziosivi(@)+s

C = Gxizin Si(72“”(3)“"5%“(m)-i-a’vvi(a:))-‘rvzt(m)h(w)+sa+rb—rs+5ah2+bh1+5h1h2.
Here we show that the verification equation holds.

e<AGh17BH5h2) = e(GavHﬁ) (Gzz o si (ywi(2)+Bui(z)+awv;(z)) H™)e(C, H)

Taking discrete logarithms, checking the verification equation is equivalent to
showing that

(a—l—h1) . (b + 5h2) = ab + dahs + bhy + Shiho

:(oz—l—’stiui( B—I—’}/ZS vi(x) + 8) + dahg + bhy + Shyhe

=aﬁ+~y?(§jsiui(x>)(§jsm )+ > si(Byui(x) + ayvi(x))
=0 =0

i=0 — —
+rb+ sa — rs + dahs + bhy + dhihs
=af + Z (Vwi(z) + Byui(z) + ayvi(z)) + y*t(x)h(z)

+rb+ sa —1rs+ dahy + bhi + Shiho

=af + 7 Z si(ywi(@) + fui(x) + avi(@)) + Y si(y*wi(x) + frui(a) + i)
=0 i=l+1

+ 72t (x )h( )+ rb+ sa —rs+ dahs + bhy + 0hihgy
—aﬁﬂz (ywi(z) + Bui(x) + avi(z)) + ¢

where A = G%, B = H® and C = G°.
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Note that since the vector (s;41,-..,Sm) is a valid witness for the instance
(51,2 51), (g 5116 (X)) (g 5101(X)) = S siwi(X) + h(X)t(X) for all
X € Zy.

ZERO KNOWLEDGE:

For the zero knowledge, notice that the construction already provides the
simulation SimProve which always produces verifying proofs. It can be observed
that we get the same distribution over the real proof and the simulated proof,
with the choice of random r, s in real proofs and the choice of random p, v in
simulated proofs.

SIMULATION-EXTRACTABILITY:

Assume that adversary A succeeds to forge a proof (A, B,C). In the ROM,
hash queries must exist on input (A, B) to hash functions H; and Hj respectively.
Then we rewind the random tape before the hash query of H; (A, B) and return
a new hash value h). Then, by the forking lemma, a new proof (A4, B,C") is
obtained. Since % = GV(Mi—h)+ha(hi=11)8 and (B, —hy), hy, and G° are known,
we can compute G°. Similarly, we can compute G°® by rewinding the random
tape and changing the hash query response for Hs(A, B).

To show simulation-extractability, we will show that if there exists any ad-
versary that breaks simulation-extractability for our scheme we can construct
an adversary to break (2n + 2,9+ 4) — XPKE,, 2n+ 2,9 + 4) — XPKE,,
(2n + 2,q + 4) — Poly,, or (2n + 2,q + 4) — Poly, assumptions, where n is the
degree of t(x) defined in the relations, and ¢ is a polynomial upper bound on
the number of simulation queries the adversary asks. To put this formally in
terms of the games GpProve—eat GXPKE. GXPEE, GPoly ang GPoly we observe
that the relation generator R corresponds to a bilinear group generator where
the values I, {u;(X), v;(X),w;(X)}™,, t(X) are auxiliary information. Assum-
ing the maximum number of hash queries to H; (in Gy) is @1 and the maximum
number of hash queries to Hy (in G2) is Q2, we will show (in the ROM) that for
all PPT adversaries A there exists a PPT algorithm By (or Bz), and for all PPT
extractors xg, (or xg,) there exist PPT algorithms C;, Co, D, x4, such that

acc 1 acc 1 XPKE
ace(5- = )57 = 7) S AAVR 5,15 0148y xs,

Q1 h Q2 h
Poly, Polys Polys
+AAVR s grac, (N T AAVRET 5 s, (V) H AAVRGT 5 (V)

where Advirrogv’;j;it()\) < acc

XPKE,
(\) + AdVR,2n+2,q+4,Bz,XB2 (A)

(2)
According to the XPKE, and XPKUE, assumptions, we can choose xp,

XPKE, XPKE,
and xp, such that Advy o, /5 48, v, (M) and AdVR on15,q4+4,B.x5, (A) are

negligible. Combining these with the Poly assumptions makes the latter three
advantages negligible. Then the probability of acc(% — %)(% — %) becomes
negligible. Hence, acc is negligible since the number of hash queries @1 and Q-

. . . - rove—ext
are polynomial size and 1/h is negligible. We then have that Adv’);""" " (})
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is negligible. We will now show how to get the inequality in (2). Consider an
execution of the game GP°°f=¢?! with PPT algorithms A,y 4, which defines
AdvProof = (\) using our construction. Our common reference string consists
of group generators GG, H raised to exponents that are polynomials in X,, X3z,
X, X5, X, evaluated on secret values «, 3,7, 0, z. Moreover, whenever A queries
the simulation oracle, it gets back a simulated proof, which is a set of three group
elements that can be computed by raising G,H to polynomials in indeterminates
KXo Xpg, Xy, X5y Xy X, Xoyy oo, Xy, Xoy, where we plug in randomly gen-
erated p1,v1,. .., ltq, Vq for the latter ones. Let us therefore define a PPT algo-
rithm & that emulates the execution of A using access to the oracles described in
GXPKE. GXPKE; GPolya and GPoWs for exponentiating G, H to polynomials
in secret values.

gog,m,o?{,m’ch),Hz(J(R)

G 0F 4(X1); G O 5(Xa); G7  OF 4(Xp); . ..
H 0% ,(X1); H? « 0% ,(Xp);...
crs=(R,G,G*,G",...)

Q+ 0

(¢, (Ga’Hb’GC)) . AZSz‘umveCTS,T,Hl(-),HQ(')(Crs)
assert ZVfy(crs, ¢, (G, H®,G°)) =1

assert (¢, (G*, H®, G°) €Q

return (¢, (G*, H®, G%), trans 4)

ZSimProve?ré;i’oz’: (¢5)
parse ¢; = (s1,...,51)
Aj =G = 0g (X))
B;=H" « O%{,x(XVj)
hij = H1(4;, Bj)

hs,; = Ha(A;, B;)

C; = GHivi—aB—y Soi_o si(ywi (@) Bui (w)+owi (@) 5 ha, +viha+5ha jha 5)

¢ Of (X, X, — XaXp+...)

Q=QU{(¢,(4;,B,,C)))}
return(A;, B;, C;)

For the hash queries, the oracle proceeds as follows: if Hi(A, B) is already
available in a hash table then return the value. Otherwise, choose a random h <
Zy and set Hi(A, B) as h in the hash table and return h. For query Hy(A, B),
the same simulation is applied.
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With this definition of £ we have

f—ext _
AV (A =
R+ R(1*);G + GI; H «+ G3;

T = (OZ,B,’Y7(S,.’L',,LL1,...,,quﬂ/l,...,l/q) — (Z;)2q+5;

(¢, (G*, H, G°), trans. + SOIGJ’O%J’H“')’HQ(')(R)); w <+ xA(transa)

H(ow) € R

Pr

Given &£ and the PPT algorithms xp, and xp, we now define algorithms
By, By, C1,Ca, D, x4 below using the same oracles Of, ,, OF ,, as before. Observe
that £ and A see exactly the same group elements, so it is possible to convert a
transcript from one to a transcript from the other. Moreover, since the algorithms
By and B, just delete some information from the output of £, the transcripts of A
can be transformed into transcripts of By and By. We write the transformations
as transp, = Ti(transa,trans’y) and transg, = Ta(trans.,trans’y).

In the following equations, we note that hy = Hy(A, B), and he = Hy(A, B).
Similarly, h] = H{(A, B), and h, = H}(A, B). Note that Hy(-) (resp. Hz2()) and
Hji(-) (vesp. H5(+)) return the same hash results for every input except input
A, B.

1 2
B?G,$70H,z (R)
(¢, (G, H,G), trans 4) + £ Onma 0 (R)
(¢, (G*, H, GC/), trans'y) + Eolc,zvoir,wHi('),Hﬂ-)(R)
Gt = (GC//GC)(hQ*h1)71G7h26
return (Gb7 Hb)

1 2
BSG,:WOH.E (R)
(6, (G, H",G*), trans 4) « 96 QO 00 (R)
(6,(G*, H,G), trans)y) « 962 Onath 0 (R)
G&a _ (Gc’/Gc)(hfthz)’lehlJ
return (G¢,G°?)
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1 2
OG,Z7OH,1

G (R)

(6, (G, H®, G%), trans ) « £06.=Cnna () H0)(R)
(¢, (G*, H", G, trans'y) < €96 OhnaHi()H20) ()
Gt = (Gc’/Gc>(h’1—h1)*1G_h25
transg, = Ti(trans 4, trans’y)

1 < xg, (transp,)

parse = (M, ..., Mnis4q) € Zn 3T
assert HY = H (th(m))"j
h;€Q2
let B(X) = > mhy(X)
h; €Q2

return (G°,b(X))

1 2
OG,27OH,1
2

¢ (R)

(¢, (G, H®, G°), trans 4) < SOE,E’O;I’HI(')’H“')(R)
(¢, (G H*, G), trans 4) + €962 Chra () H2(0)(R)
Qo — (Gc//GC)(hg—hQ)*lG—hla

transg, = To(transa,trans’y)

1 < xB, (transg,)

parse = (M1, ..., Mnisq) € Zn 3T
assert G* = H (G931 @)y
g;€CQ1
let a(X) = Z 7;95 (X)
9;€Q1

return (G*,a(X))
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DO Oe (R)

(¢, (G*, H®,G°), trans 4) + Soé@’ofm’Hl(')’HZ(')(R)
(6, (G*, H®,G'), trans'y) « £96.2 Ot Hi0)H20) (R)
Qb — (Gc’/GC)(h’lfhl)*lehza

transp, = T (trans.a,trans’y)

1 < xB, (transp, )

parse = (N1, ..., Mnt3+q) € ZZ+3+q
assert H® = H (H"s@)yni
h; €Q2
o) = 3 ity (X)
h; €Q2

(6,(G*, H®,G"), trans"})  EC6.=Cha O H0)(R)
Qoo — (Gc”/GC)(h;—hz)*lG—hlé
transg, = Ta(trans 4, trans’y)
n' <+ xs,(transg,)
parsen’ = (0, Mysyg) € Lyt
assert G* = H (G931 @)s
95 €Q1

let a(X) = Z 17595 (X)
9;€Q1
let C(X) = a(X) . b(X) — XoXg + X(;a(X)hg + b(X)hl + Xshi - ho

!
= si(X2wi(Xa) + Xa Xy0i(Xa) + X Xyui(X,))
=0
return(G°¢, ¢(X))

xa(trans4)
transg, = T1(trans.)

1 < xB, (transg,)

parse N = (N1,...,Mnt3+q) € Z$+3+q
let a(X) = > n;h;i(X)
h; €Q2

assert a(X) € span{Xa, Xquo(Xz), ..., Xqyum(X5), X1}

write a(X) = Xo + X, Z siui(Xg) +r
=0
return (Si41,---,Sm)
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prove—ext

Now, let us evaluate Adv’y, "\ “"(A) using the probability with & given
above. Since £ checks the proof is valid and is not coming from a previous query,
the adversary wins exactly when the extractor y 4 fails to extract a valid wit-

ness. We will show that this probability is bounded by Adv)éganiﬁ&Bl,xBl N

XPKE, Polyq Poly,
T AAVR 5015 044,85, (A) T AAVRS 0 gae, (N + AdVR S0 e, (A) F

Poly,
AdVR,2n+2,q+4,D(/\)~

First, consider the possibility that x 4 gets an invalid witness. It is the same

) XPKE, XPKE,
as AdVR o 150148, xs, (N + AAVR 5005 014 By s, -

Second, consider the possibility that x4 gets the correct n, but the polyno-

mial b(X) or a(X) are not the span. This probability is Advg?éi‘;27q+4)cl \) +
Polys
AdVR,2?1+2,q+4,c2(>\)-

Third, there is a possibility that y 4 gets the correct n and a(X) and b(X) are
the span of )1 and @3, respectively. However, ¢(X) ¢ span{Q1}. The probability
. Polys
is Advy 5o s p(A)-

Finally, there is a possibility that f defines polynomials a(X), ¢(X) € span{Q;}
and b(X) € span{Q2} as satisfying

l
(a(X) + ) (b(X) + haX5) = XaXp + X3 Y as, (Xywi(Xe) + Xpui(Xy) + Xavi(X)) + ¢(X)

i=0
3)

n—1 .
(l(X) =ag+ ag Xy + aﬁXB + a5 X5+ a5 XaXs + Zi:o a,yxiXWX;
n—1

n—1 . .
D e XX XL+ D a0 X X5 X
1=0

l
+ Z as; (Xqwi(Xg) + Xpui(Xy) + Xavi(Xs))
=0

m q
+ Z Qs; (X'%WZ(XJ:) + XBX“/W(XI) + onX’yvi(Xr)) + Z aA.y‘Xle
i=l+1 j=0
q l
) e, (X, Xy, — XaXs — Xy Y sj.i(Xowi(Xa) + Xpui (X)) + Xavi(X2))
=0 i=0
+he X5 Xy, + Xy, + hiha Xs)
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q
n—1 .
D(X) =bo+ b5 X5+ 05X+ b Xy Xy + ) b5 Xy,

7=0
n—1 .
o(X)=co+ caXa+ cgXg + 5 Xs + cas XaXs + Z‘—O C,YmiX,yX;
n—1
n—1 . .
+ D e XXX+ Y 00 Xy X5 X
1=0

l
+ Z Cs, (Xywi(Xa) + Xpui(Xe) + Xavi(Xe))
=0

m q
+ Y e (X2wi(Xa) + XpXqui(Xa) + Xa Xy0i(Xa)) + Y ca, X,
i=l+1 j=0

q l
) e, (X, Xy, — XaXp — X)) 850(Xywi(Xa) + Xpui(Xy) + Xavi(X,))
=0 i=0

+hoXs X, +hi Xy, + hihaXs)

We will now show that in order to satisfy the formal polynomials equations
above, either the adversary must recycle an instance and a proof, or alternatively
XA manages to extract a witness. First, suppose we have some a4, # 0. Since
there are only X,,, X,, X;, and X,, X,, related with X, in the right form,
b(X) = bg + bs Xs + bp, X, . Similarly, since there are only X,, and X,, X,, in
the right form, a(X) = ag + aa, X, . Plugging this into (3) gives us,

(ao + aa, X, +h)(bo + bs X5 + bp, Xy, + h5Xs)
l
= XoXg+ X, as, (Xowi(Xa) + Xpui (Xa) + Xavi(Xa)) + c(X)
=0

The only way this is possible is by setting

l
o(X) = co + cop (X, X, — XaXp = Xy Y spa(Xowi(Xa) + Xpus (Xa) + Xavi(Xa))
=0

+ h2X5Xltk + X, + h1h2X6) +ca X,

This implies ¢, = 1 due to X, X3. aa, (bs + hb) = he and (ag + h})bp, = M1
due to X, and X,,. Since h% depends on A and B, it is hard to find h5 such
that hy # ho to satisfy aa, (bs + hf) = he. Similarly, it is hard to find ag and bp,
such that (ag + h})bp, = hy except that h; = h} (i.e., A = G** and B = H"*).
Therefore, ag =0, aa, =1, by =0, bs = 0 and bp, =1 to meet that h; = h} and
ha = hf. Hence, ¢y = 0 and c4, = 0. Since u; (X;,;)i:1 are linearly independent,
we see for ¢ =1,...,[l that s; = s; ;. In other words, the adversary has recycled
the k-th instance m = m; and the proof (A, B,C) = (A, Bk, C). The same
conclusion is obtained if bp, # 0.
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Next, suppose for all j = 1,...,q that as;, = bp, = 0. If bg = 0 then

?‘:0 —ac, XoXp = XoXp — Z?:o cc, XoXp. However since ac,X,, X, =
co, X, Xu, Z;I-:O —ac, XaXp # XoXp — Z;ZO co; XaXp. Hence bg # 0. In
the right form, there are only Xz, XgX,, X3X,, and Xpgu,;(X;) related with
Xg, a(X) =ao+aaXa+ Z;L:_OlawiX,yX;. Since cc; = 0, agbg =1 and a, # 0.
Finally, b(X) = bg + bg X + bs X5 + Z:.:OlbwiXﬁfX;. We are now left with

n—1
o(X) = co + caXa + s X5 + 5 X5 + Cas XaXs + Y Cyur Xy X
=0
n—1 n—1
+ ) X2 X)) XE 4+ o0 Xy X5 X
1=0 =0

l
+ Z Cs (Xywi(Xa) + Xpui(Xe) + Xavi(Xe))
1=0

m
+ )7 e (X2wi(Xa) + XpXqui (Xy) + XoX,0i(X,))

i=l+1
In (3),
n—1 n—1
(a0 + aaXa + Y 0 Xy X2+ h)(bo + b X + D byt Xy X2 + (b5 + 1) Xs)
1=0 =0

l
= Xo X5+ X, Y ag, (Xqwi(Xao) + Xpui(Xa) + Xavi(X2))
1=0
n—1

4+ co + caXa + CﬂX@ 4+ c5Xs + cas XaXs + Z C,mz‘XWX;
1=0

n—1

n—1
) e XX XL + Y Cy5ur Xy X5 X
=0 =0

l
+ Z cs, (Xywi(Xa) + Xpui(Xe) + Xavi(Xe))
=0

m
+ > e (X2wi(Xa) + XpXoui(Xs) + XaXvi(X,))
i=l+1

Define for i = [+ 1,...,m that s; = c¢,,. The terms involving XX, X}
now give us bg> 1 ayei X2 = S s;u;(X,). In addition, the terms involving
XX, X! provide aaZ?:_OlbwiX; =", 5vi(X,). Note that a,bg = 1. Finally,
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the terms involving X?{ produce

m m n—1 n—1
Xy Y siui(Xa) Xy Y 5i0i(Xa) = X20abp Y | ayui X0y bogi X
=0 =0 1=0 =0

m n—1
= X%(Z siwi(Xw) + t(Xa:)Z C,),thiX;)
=0 =0

Defining h(X,) = S0 Cy242i XL we see that this means (s;41,...,8m,) is a
witness for the instance (sg,...,s;) (the extracted witness may be one of many
possible valid witnesses).

5 QAP-based SE-SNARKs with Two Group Elements as
a Proof

5.1 Hardness of Two Group Elements SE-SNARKSs

In the previous section, we propose an efficient SE-SNARKSs scheme with three
group elements as a proof. Now it is interesting to observe whether it is possible
to build a similar SE-SNARK scheme with two group elements if adopting Type
I pairing instead of Type III pairing. Since each multiplication gate a-b = ¢ can
be transformed to (a+b)? — (a —b)? = 4c as a square arithmetic program (SAP),
it is possible to get a 2-element for boolean circuit satisfiability by changing a
multiplication gate to two squaring gates. If we assume a generic group model
like [Grol6], then it is possible to build a scheme with two group elements.
However, if concrete intractability assumptions such as X PKFE, and XPKFE|
are considered instead of relying on the full generic group model, it is not a
simple problem to construct a scheme with two elements even in a symmetric
group.

Consider the SE-SNARK from SE-SNARK [GM17]. Since it is defined in
asymmetric groups, if it is redefined in a symmetric group then the scheme may
require two group elements as proof. Unfortunately, security cannot be proven in
the symmetric group version of [GM17]. The scheme utilizes an SAP to guarantee
that two elements have equivalent exponents or A = G® and B = H?. By using
the X PK E, assumption and an extractor, it is possible to extract coefficients to
compute b which is the evaluation of a known linear combination of polynomials.
In a symmetric group, for a two group elements scheme, the X PK F; assumption
should be used instead of an XPKF, assumption. However, we cannot use
XPKE; assumption for a proof of (A,C) (= (G* G*)) since ¢ includes the
square (or quadratic) of a while ¢ should be a linear (or § times) of a to use the
X PKFE, assumption.

5.2 Square Arithmetic Programs

In the SE-SNARK with two group elements, we will work with square arithmetic
programs (SAP) R, with the definitions adopted from [GM17].
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R = (p>G1’G2’ Gr,e,l, {UZ(X)a wi(X)}in;Ovt(X))

The bilinear group (p, G1, G2, Gr, ) defines the finite field Z,,, 1 <1 < m, and
the polynomials u;(X),w;(X) represent each linearly independent polynomial
set in the SAP with the definition below:

O siui(X)? =) siwi(X) + h(X)H(X)
=0 =0

where w;(X),w;(X) have a strictly lower degree than n, which is the degree
of t(X). By defining sg as 1, the following definition describes the relation R.

¢=(s1,-+,8) €L
w = (141, ,Sm) GZz%l

R=9@w)5 vy e 2, (X, deg(h) <n—2:

O sui(X)? =D siwi(X) + h(X)HX)
=0 =0

We say R is a relation generator for the SAP, given the relation R with a
field size larger than 2*~1.

5.3 Proposed SE-SNARKSs with Two Group Elements

In this section, we propose a scheme with two group elements as a proof in a
symmetric group using SAP. In the proposed scheme using a hash function, it
is possible to compute (G%, G%?) from (A, C) in ROM, since the square of the
exponent of A in the exponent of C' can be removed by rewinding the adver-
sary (i.e., forking lemma). Consequently, we can apply the X PKE; and Poly;
assumptions.

— (ers,7) < Setup(R): Select a generator G < G, hash functions H : {0,1}* — Z

and parameters a7, d,r < Zj, such that t(x) # 0, and set

T = (G’ a?’Y? 67 x)
R, H,G,G* G°,G*
crs = {va, G,y%(x)z"’G'yéxl};L:—Ol’ {G'ywi(m)+2aui(z)}é:0’

{G'Y2wi (z)+2ayu; (z) }?;l+1

— 7w < Prove(crs, ¢, w) : Set sp = 1 and parse ¢ as (s1,...,8) € Zé and w
as (Si41,.-.,5m) € Z'~!. Use the witness to compute h(X) from the SAP,

*
D
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pick 7 < Z, and compute m = (A, C) = (G*, G°) such that

a=ua+ 72 siui(x) +r
=0

c= Z i (V2w; () 4 20w () + v t(2)h(z) + 2ra — r* 4+ SaH(A)
i=1+1

— 0/1 = Vfy(crs, ¢, ) : Parse ¢ as (s1,...,s) € Z, and 7 as (A4,C) € G x G.
Set sg = 1 and check that

e(AGPHA) | A) = ¢(G*, GY)e(GZi=0 5 (Twi(@)+20ui(2)) Gye(C, G)

Accept the proof if and only if the test passes.
— 7+ SimProve(crs, 7, ¢) : Pick p < Z,, and compute m = (4, C) such that

A=GH, C = GH == Zico si(ywil@)+2au; (@) +6uH (4)

Theorem 2. The protocol given above is a mon-interactive zero-knowledge ar-
gument of knowledge with perfect completeness and perfect zero-knowledge. It is
simulation-extractable (implying it also has knowledge soundness) provided that
the XPKE; and Polys assumptions hold in the random oracle model.

6 Conclusion

In this paper, we propose the first quadratic arithmetic program based simulation-
extractable succinct non-interactive arguments of knowledge (QAP-based SE-
SNARK) with 3 group elements, which requires a single equation for verifica-
tion. Our scheme is constructed beyond the existing non-interactive linear proofs
(NILP), by utilizing random oracles. The proposed scheme is proven under con-
crete intractability assumptions (not generic group model), even with leveraging
QAP. We also propose an SE-SNARK scheme with 2 elements as proof with the
SAP representation in a symmetric group, although it is difficult to construct a
scheme with 2 elements as proof from existing SE-SNARKs.
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Appendix

A Security Proof for SAP-based SE-SNARK

We show the security proof of our proposed SE-SNARK with two group elements
in section 5.3.

Theorem 2. The protocol given above is a mon-interactive zero-knowledge ar-
gument of knowledge with perfect completeness and perfect zero-knowledge. It is
simulation-extractable (implying it also has knowledge soundness) provided that
the XPKFE, and Polys assumptions hold in the random oracle model.

Proof. PERFECT COMPLETENESS:

First, we state that the prover can compute the proof (A4,C) as described
from the common reference string. The prover can compute the coefficients of

m 2 m n—2
h(X) = (Xizo Siui(X))t(X)(Zi—o siwi (X)) _ Z thj.
§=0

It can now compute the proof elements as

n—1
A= [ -
j=0
m n—1 )
C = H Gsi (VP wi(@)+2aqui(2)) | ArH(A) =1 H(szt(w)x’)hj
i=l+1 j=0

where A’ = A% = God H;L;Ol (G‘S'mj)“j Nells

This computation provides us the proof elements specified in the construction

A = oty Xilosivi(m)+r

C = GE;';HI si (V2 w; () +2ayu; () +v%t(z)h(z)+2ra—r2+5aH (A)

Here we show that the verification equation holds.

e(AG‘SH(A), A) = e(G°, Go‘)e(GZLO si(ywi()+20ui(2) G"e(C,G)
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Taking discrete logarithms, this is equivalent to showing that

(a+6H(A)) -a = a® + saH(A)

a—i—’st u;(x )2 + daH(A)
2, an
=a” +v() sui(x +2a’yzs ui(z) + 2ra — r* + SaH(A)
=0

m

=a’ + Z i (V2w () + 2ayui(x)) + y*t(x)h(z) + 2ra — r? + daH(A)

l

=a’ + 7 Z si(ywi(z) + 2au;(z))
i=0
+ Z si (V2w () + 2ayui(z)) + v t(x)h(z) + 2ra — r? + daH(A)
=111
!

=a’® 4 Z si(yw;(z) + 2au;(z)) + ¢
i=0
where A = G%, and C = G°.

Note that since the vector (s;41,...,Sm) is a valid witness for the instance
(51,...81), (g siui(X))? =Dty siwi(X) + h(X)t(X) for all X € Z,,.

SIMULATION-EXTRACTABILITY:

Finally, there is a possibility that n defines polynomials a(X), ¢(X) € span{Q1}
as satisfying

(a(X)+6H(A)) -a(X) = X2 + X, Z (Xywi(Xa) 4 2X0ui(X2)) + ¢(X)
(4)
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n—1 .
a(X) =ag+ aaXa + a5 Xs + a5 X0 X5 + Zro Ay Xy X
n—1

n—1 . .
+ D A X X)X+ D a5 X, X X
=0

l
+ Z as; (Xqwi(Xe) + 2Xaui(Xz))
=0

m q
+ Z as; (X3w1(Xz) +2Xo0 Xy ui(Xe)) + ZaAjXM
i=l+1 j=0
q l
+Y ac, (X2, — X2 = X)) sj0(Xwi(Xy) + 2Xaui (X,)) + H(GF49) XX,
§=0 i=0
n—1 .
(X)) =co+ caXa + s Xs + Cas XaXs + Zi:o Coi X X2

n—1

n—1 . .
Y XX XD+ D 0 X X5 X
1=0

l
+ ) ea (Xwi(Xy) + 2Xaui(X,))
1=0

m q
+ Y e (X2wi(Xa) + 2Xa Xoui(X,)) + Y ca, X,
i=l+1 j=0

q l
Do (X2, = X2 = X0 ) sya(XwilXe) + 2Xaui(X,)) + H(G™) X5X,,)
§=0 i=0

We will now show that in order to satisfy the formal polynomials equations
above, either the adversary must recycle an instance and a proof, or alternatively
XA manages to extract a witness. First, suppose we have some a4, # 0. Since
there are only X,,, X, Xs, and Xﬁk related with X, and there is no X? in
the right form, a(X) = ag + aa, X, . Plugging this into (4) gives us,

(aO + aAkXMk + 6H(A))<a0 + aAkXNk)
l
= Xa+ X'YZaSi (Xywi(Xa) + 2Xaui(Xz)) + o(X)
1=0

The only way this is possible is by setting

l
o(X) = co+ ca, Xp, +eo (X7, — X2 = X ) ska(Xowi(Xz) + 2Xaui (X))
=0

+ H(GXm)X5X,,)
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This implies cc, = 1 dueto X2. as, H(A) = H(GX# ) where A = G+ AxXu
Since it is hard to find ag and Ay, to satisfy aa, H(A) = H(G*#+) in hash H ex-
cept queried hash value for A = G**, ap = 0 and a4, = 1. Therefore, ¢y = 0 and
ca, = 0. Since u; (Xz)li:1 are linearly independent, we see for ¢ = 1,...,[ that
s; = Sy,. In other words, the adversary has recycled the k-th instance m = m,
and proof (A, C) = (A, Ck).

Next, suppose for all j = 1,...,q that as; = 0. Since there is X2 in the
right form, a2 = 1. In the right form, there are only X,, X2, XoX,, X0Xs,
and X,u;(X;) related with X, and there is no X§7 a(X) = ap + anXao +
Sy X, X2 We are now left with

n—1

c(X) =co+ caXa+ s Xs + cas Xa X5 + Z c.yxiXWX;
=0

n—1

n—1
+ )t X2 X)) XE + D o0 Xy X5 X
1=0 =0

1
+ Z s, (Xyw; (X5) + 2X 0w (X5))

1=0

m
+ Z Cs; (Xiwz(Xz) + QXOzX'yui(Xw))
i=l+1

In (4),

n—1 i n—1 i
(ao + aaXo + Zizo i Xo X2 4+ H(A)X5) (a0 + aaXo + Zi:o (i X, X 1)
l
= Xi + X’)’Z s, (Xywi(Xz) + 2Xaui(Xz))
=0
n—1

+co+ caXa + s X5 + casXaXs + Y Crui X, X,
=0

n—1 n—1

) XoUX) XL+ D 50t Xy X5 X,
1=0 1=0
l
+ Z Csy (Xywi(Xy) +2Xqui (Xz))
=0

+ Y e (X2wi(X,) + 2X6 X, ui(X,))
i=l+1

Define for ¢ = I+ 1,...,m that s; = c¢,,. The terms involving XQXWX;
now give us aaZ:.:OlawiX; = Yity siui(X,). Finally, the terms involving X2
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produce

m n—1
(X D siui(X,))? = X3a2() ae X2
1=0 =0

m n—1
= X203 siwi(Xa) +t(X2) Y | cropni X1)
=0 =0

Defining h(X,) = Z?;OI Cy240i X5 we see that this means that (si41,. .., Sm)
is a witness for the instance (s1,...,s;) (the extracted witness may be one of

many possible valid witnesses).

B Malleability attacks on [BG18]

Recently, Bowe and Gabizon [BG18] made an effort to make Groth’s SNARK
scheme [Grol6] simulation-extractable, by utilizing random oracle model. How-
ever, unlike their intention, the scheme is still vulnerable to the malleability
attack, i.e., not simulation-extractable.

Below, we will show that a new valid proof can be forged from an existing
proof, which denotes that [BG18] is malleable.

In [BG18], the construction is as follows:

Prove: Choose d randomly and compute ¢’ = d - §. Compute the proof A, B,C
similar to [Gro16], except that ¢’ is used instead of 6. Then set z = H (G4, HZ,G¢ H?')-
d. The prover outputs the proof as 7 = (G4, G, G?), m = (HE, H?).

Verify: Given G4, H?, G¢, Gal, G*, check that:
1. e(GA, HB) = e(G*, HP) - e(G'*, HY) - ¢(GC, HY)
2. e(GyHé’-H(GA,HB,G’C,HS/)) - €(GZ,H6)

St g @i (Bui () +owi (z) 4w (x))

where ic = , which is the element relating to the

5
primary QAP inputs (ap = 1,a1,- - ,a;).
Forge: We can generate a new valid proof 7/ = (G4, HB ' G¢ HY, Gz‘ygl'yé)
with a random r, from an existing proof (G4, HB,G% H%  G#) where y, =
H(GA, HB,GC, HY) and y, = H(GAT™, HB ' G° HY).
The forged proof ' can also pass the verification as below:
1. e(GA-7), HB-r~ 1)) = e(GA, HP) = e(G*, HP) - e(G', H) - e(GC, H®")
2. e(GHATBT .00 o'y — o(GYs, HY') = e(GYs, H ¥

S5 ’ —1
va ) = e(GYsVs 'Z’Hé)
: I . )
since ' = z A"

Therefore, since a forged 7’ can pass the verification, [BG18] is still malleable
(not simulation-extractable). In fact, this is a good example to show that it is
not trivial to construct a non-malleable SNARK scheme even if a random oracle
is adopted.



