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A major goal in cryptography is to study cryptographic primitives that could be used for securely implement-
ing useful functionalities as well as lead to interesting applications. Significant effort in cryptographic research
is geared towards diversifying existing frameworks and constructions for realizing such primitives with the
goal of improving efficiency as well as obtaining more constructions from a wider set of well-studied assump-
tions. Over the last few years there has been a surge of new constructions [DG17a, DG17b, GS17, BLSV17,
GH18, GS18, GOS18, DGHM18, GHMR18, KW19, GGH19, KMT19, LQR*19, QRW19, KNYY19, DGIT19,
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Abstract

Over the last few years there has been a surge of new cryptographic results, including laconic oblivious
transfer [CDG"17, DGIT19], (anonymous,/ hierarchical) identity-based encryption [BLSV17], trapdoor
functions [GH18, GGH19], chosen-ciphertext security transformations [KW19, KMT19], designated-
verifier zero knowledge proofs [LQRT19, QRW19, KNYY19], due to a beautiful framework recently
introduced in the works of Cho et al. [CDG'17], and Déttling and Garg [DG17a]. The primitive
of one-way function with encryption (OWFE) [GH18, GGH19] and its relatives (chameleon encryp-
tion, one-time signatures with encryption, hinting PRGs, trapdoor hash encryption, batch encryp-
tion) [DG17a, DG17b, BLSV17, KW19, DGI19] have been a centerpiece in all these results.

While there exist multiple realizations of OWFE (and its relatives) from a variety of assumptions
such as CDH, Factoring, and LWE, all such constructions fall under the same general “missing block”
framework [CDG"17, DG17a]. Although this framework has been instrumental in opening up a new
pathway towards various cryptographic functionalities via the abstraction of OWFE (and its relatives),
it has been accompanied with undesirable inefficiencies that has inhibited a much wider adoption in many
practical scenarios. Motivated by the surging importance of the OWFE abstraction (and its relatives),
a natural question to ask is whether the existing approaches can be diversified to not only obtain more
constructions from different assumptions, but also in developing newer frameworks. We believe answering
this question will eventually lead to important and previously unexplored performance trade-offs in the
overarching applications of this novel cryptographic paradigm.

In this work, we propose a new accumulation-style framework for building a new class of OWFE as
well as hinting PRG constructions with a special focus on achieving shorter ciphertext size and shorter
public parameter size (respectively). Such performance improvements parlay into shorter parameters
in their corresponding applications. Briefly, we explore the following performance trade-offs — (1) for
OWFE, our constructions outperform in terms of ciphertext size as well as encryption time, but this
comes at the cost of larger evaluation and setup times, (2) for hinting PRGs, our constructions provide a
rather dramatic trade-off between evaluation time versus parameter size, with our construction leading
to significantly shorter public parameter size. We also provide concrete performance measurements for
our constructions and compare them with existing approaches. We believe highlighting such trade-offs
will lead to a wider adoption of these abstractions in a practical sense.
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AMPR19, AMP19, GHM*19] due to a beautiful framework recently introduced in the works of Cho et al.
[CDGT17], and Déttling and Garg [DG17a]. This new wave of cryptographic results, including laconic obliv-
ious transfer [CDG117, DGIT19], (anonymous,/ hierarchical) identity-based encryption [BLSV17], trapdoor
functions [GH18, GGH19], chosen-ciphertext security transformations [KW19, KMT19], designated-verifier
zero knowledge proofs [LQR'19, QRW19, KNYY19], registration-based encryption [GHMR18, GHM™ 19|
has been propelled by the primitive of one-way function with encryption (OWFE) [GH18, GGH19] and its
relatives (chameleon encryption, one-time signatures with encryption, hinting PRGs, trapdoor hash encryp-
tion, batch encryption) [DG17a, DG17b, BLSV17, KW19, DGIT19] .

A one-way function with encryption scheme extends the fundamental notion of one-way functions in the
following way. The scheme is associated with a family of one-way functions F = { fpp}pp where during setup
one samples public parameters pp that fixes the underlying one-way function f = f,5. The special feature
of an OWFE scheme, which makes them such a useful primitive, is the possibility of performing encryption
and decryption without sampling additional keys. Formally, in an OWFE scheme, the encryption procedure
is abstracted out into two components — algorithms FE7, Fs which work as follows. Both F; and FEs share
the same random coins p, and take as inputs a value y (that lies in the image space of f), an index-bit
pair (i,b), and parameters pp. Algorithm FE; is used to compute the “ciphertext” ct, whereas E2 computes
the encrypted KEM key k. The decryption algorithm D on inputs a ciphertext ct, pre-image string x, and
parameters pp, outputs a decrypted KEM key k’. For correctness it is important that if the string z is such
that y = fop(z) and x; = b, then the KEM keys should match, i.e. k' = k. While for security, other than
unpredictability of the OWF f| it is required that the ciphertext does not leak the KEM key trivially. That
is, given an input x, parameters pp, and a ciphertext ct, the associated KEM key k& must be indistinguishable
from random as long as the encryption is performed for some value y = fyp(2) and any index-bit pair of
the form (4,1 — x;). There are various other properties which have been studied for OWFE schemes such as
recyclability and smoothness, since they lead to more applications. For the purposes of this introduction we
only focus on the above simpler properties, and more details are provided later.!

Intuitively, an OWFE scheme is simply a one-way function f equipped with matching encryption-
decryption procedures such that encryption allows to encrypt messages with respect to an OWF output
string y and a pre-image bit (4,b), while decryption requires a pre-image x such that f(z) =y and x; = b.
An alternate and possibly more intuitive way to look at OWFE could be through the lens of (non-interactive)
2-party key-exchange instead of encryption. Consider an asymmetric setting in which the parties in a key-
exchange are “typed”, i.e. Type I and II parties where key-exchange is only possible between parties of
different types. It turns out an OWFE inherently gives such a key-exchange protocol in which key-exchange
leads to static/permanent keys for Type I parties, and the Type II parties can conditionally recover the
shared keys. Concretely, a Type I party sets its public key as a “ciphertext” ct which is generated using
the F; algorithm for some value y and pre-image bit (¢,b). The static private key for any such Type I user
simply corresponds to the associated KEM key (computable using Es). And, a Type II user can recover the
same private key if it possesses a pre-image x € f~1(y) such that x; = b. At a high level, looking through
the lens of key-exchange, encryption algorithm FE5 and decryption algorithm D can be interpreted as the
“shared key” generation algorithms for Type I and II parties, respectively.

The “Missing Block” Framework. While there exist multiple realizations of OWFE (and its relatives)
from a variety of assumptions such as CDH, Factoring, and LWE, all such constructions fall under the
same general “missing block” framework [CDG117, DG17a]. To illustrate the aforementioned framework we
sketch the CDH-based OWFE construction provided by Garg and Hajiabadi [GH18]. The public parameters
consists of 2n randomly sampled group generators {gi’b}(z}b)e[n]x (01} where n is the input length of the
OWEF. The function output is computed by performing subset-product on the public parameters, where
the subset selection is done as per the input bits. Concretely, on an input € {0,1}", the output is
f(xz) = I1, gi,z:- The ciphertext structurally looks like the public parameters, that is it also consists of

1Briefly, the recyclability property says that the E; algorithm does not depend on the value y, while smoothness property
says that given the output y = f(z) of the OWF, the corresponding pre-image x is unpredictable as long as z is drawn from a
distribution with sufficient min-entropy.



2n group elements {c;p}, ,. Here to encrypt to pre-image bit (:*,b*) under randomness p, the encryption
algorithm E; simply sets ¢; , = g7, for all (,b) # (i*,1—0"), with the (i*,1 — b*)t" term not being set (i.e.,
¢i» 1—p» = L). Pictorially, this can be represented as follows (where i* = 2 and b* = 0):

. P P 14 P
pp = 91,0 | 92,0 | 930 | - | Gn,0 Encryption ct — 910 | 920 | 930 | " | 9no
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The KEM key is simply computed by the encryptor as HC(y?), where y is the output of the OWF and HC
corresponds to the hardcore predicate. The decryptor on the other does not know the randomness p, thus
given the ciphertext ct and a valid pre-image z, it computes the subset-product on ct (followed by applying
the hardcore predicate), where the subset selection is done as per z. That is, decryptor computes the key as
HC(Hz Ci»iﬁi)'

Basically this notion of not setting up the (i*,1 — b*)** term in the ciphertext is what we refer to as
adding a “missing block”. The intuition behind this is that the ciphertext should only be decryptable using
pre-images x such that x;» = b*, thus the ciphertext component corresponding to the pre-image bit (i*,1—b*)
can be omitted. Here the omission of the (i*,1—b*)*" block is very crucial in proving security of encryption.

Limitations of the framework. Although the “missing block” framework has been instrumental in
opening up a new pathway towards various cryptographic functionalities via the abstraction of OWFE
(and its relatives), it has been accompanied with undesirable inefficiencies that has lead to large system
parameters in most of the applications. In particular, the OWFE described above in this framework leads to
large “ciphertexts” where the size grows linearly with the input length n of the OWF. Now this inefficiency
gets amplified in a different way in each of its application. For instance, large OWFE ciphertexts lead
to large public parameters of a trapdoor function (/deterministic encryption) [GH18, GGH19], since the
public parameters as per those transformations consists of a polynomial number of OWFE ciphertexts which
themselves grow linearly with n. Similar situations arise if we look at the Hinting PRG abstraction [KW19],
where the existing constructions via the “missing block” framework lead to much worse public parameters,
and the performance overhead gets significantly amplified if we look at its application to chosen-ciphertext
security transformations [KW19].

Motivated by the surging importance of the abstraction of one-way function with encryption and its
relatives, a natural question to ask is whether the existing approaches can be diversified to not only obtain
more constructions from different assumptions, but also in developing newer frameworks. We believe an-
swering this question will eventually lead to important and previously unexplored performance trade-offs in
the overarching applications of this novel cryptographic paradigm.

1.1 Owur Approach

In this work, we develop a new accumulation-style framework for building a new class of one-way function
with encryption (as well as hinting PRG) constructions with a special focus on achieving shorter ciphertext
size (and shorter public parameter size, respectively), which will parlay into shorter parameters in their
corresponding applications. Concretely we explore the following performance trade-offs. For OWFE, our
constructions based on this new framework outperform the existing ones in terms of ciphertext size as well as
encryption time, but this comes at the cost of larger evaluation and setup times. In terms of applications of
OWFE to deterministic encryption, this trade-off translates to a scheme with much smaller public parameters
and setup time, but larger encryption/decryption times. For hinting PRGs, our constructions provide a
rather dramatic trade-off between evaluation time versus parameter size compared to prior schemes, with our
construction leading to significantly shorter public parameter size. In terms of applications of hinting PRG
to chosen-ciphertext security transformations, the trade-off between public parameter size and evaluation
time in the hinting PRG constructions carries forward to a trade-off between encryption key/ciphertext sizes
and encryption/decryption times in the resultant CCA-secure construction. Next, we describe the main
ideas behind our constructions, and later we give some concrete performance metrics.



OWF with Encryption from &®-Hiding. The main inspiration behind our new framework are the
number theoretic-based accumulators [BAM93, BP97, STY00, CL02, GR04, Ngu05, CKS09, ATSM09, CF13]
that have been widely studied in the literature. For building an OWFE scheme from RSA-family assumptions,
we look back at the RSA-based accumulators [BAM93, BP97, STY00, CL02, GR04] which are the earliest
number theoretic instantiations available. Briefly our idea can be interpreted as follows. During setup, we
sample n pairs of large primes {ei,b}i,b and a random generator g in the base group of the RSA modulus.
The one-way function associated with those parameters will simply correspond to an accumulation of half of
these primes, depending upon the input =, with respect to generator g. Now a ciphertext for a pre-image bit
(i,b) will look like an accumulation of only the (i,b)!" prime, i.e. ;. Now during decryption the decryptor
simply accumulates rest of the primes as per remaining pre-image bits. Below we sketch our construction in
more detail.

The public parameters pp consist of an RSA modulus N, n pairs of A-bit primes {ei’b}(i,b)e[n]x{o,l}’
a generator g € Z%, and a pairwise independent hash H. (Here n is the input length.) Given an input
x € {0,1}", the one-way function fp,(x) is computed as gH@) 1l €iei (mod N). The encryption algorithm
E; on input a pre-image bit (i*,b*) and randomness p, outputs ciphertext as ct = g#¢*.»* (mod N).2 The
corresponding KEM key is set as k = y”(mod N), where y is the output of the OWF. Lastly, the decryption
procedure given a ciphertext ct and a pre-image z such that f,,(z) = y and z;+ = b*, computes the
key as k' = ctllizi e (mod N). Next, we briefly sketch the main arguments behind the security of this
construction.

The one-wayness argument proceeds as follows — suppose an adversary finds a collision = # 2/, i.e.
fop(x) = fop(2’), then a reduction algorithm can sample the A-bit primes in such a way that, as long as
n is larger than log N + A, it can break RSA assumption for one of the primes sampled as part of the
public parameters. For proving security of encryption we need to slightly modify the construction wherein
we need to apply an extractor on the KEM key to prove it looks indistinguishable from random, that is
k = Ext(sd, y?) where Ext is a strong seeded extractor and seed s is sampled during setup. Recall that security
of encryption requires that for any index-bit pair (¢*,5*) and input x such that z;« # b*, given a ciphertext
ct = Eq(pp, (¢%,b*); p) the associated KEM key k = E2(pp, fop(x), (i*,b*); p) must be indistinguishable from
random. The idea behind proving the same for the above construction is the following — ciphertext looks
like ct = g”¢*.»* whereas the key is computed as k = Ext(sd,gp'ni ie;). Since b* # x;«, thus the key can

be re-written as k = Ext(sd, (ctI]: e’“)elb ). Now under the ®-hiding assumption, we can argue that an
adversary can not distinguish between the cases where e;- 4+ is co-prime with respect to ¢(N), and when
e p+ divides ¢(N). Note that in the latter case, there are e;- 5 many distinct e/ ,. roots of ctlli =i Thus,
by strong extractor guarantee we can conclude that key k looks uniformly random to the adversary as the
underlying source has large (A bits of) min-entropy.

Lastly we show that the above scheme satisfies the smoothness property for appropriate parameters £, n.
Formally, the (¢,n)-smoothness property says that for any two (¢, n)-sources Sy and Si, the distributions
{fop(x) : x < So} and {fop(z) : & < S1} should be computationally indistinguishable. A natural approach
to proving smoothness is to first show that the function t(x) = H(x) - [[; €, (mod ¢(N)) is a 2-universal
hash function, and then apply Leftover Hash Lemma (LHL) to argue that ¢(x) is statistically close to uniform
when z is sampled from an appropriate source S. Note that if we could prove this then smoothness property
would follow directly, since we know that the distributions {g"*) : x < Sy} and {g*® : 2 «+ S;} will be
indistinguishable if {¢t(z) : < So} and {t(z) :  + S1} are indistinguishable. Although similar strategies
have been employed in all prior works, it turns out such an approach does not work in this case. This
is because in our construction the exponents {e;} are sampled as random A-bit primes instead of being
sampled uniformly from Zg(yy, thus we can not show #(-) to be a 2-universal hash function. In this work,
we devise novel number theoretic techniques which allow us to prove smoothness while getting around the
above bottleneck. At a very high level, our approach is to provide a tight LHL-style proof which allows
us to argue partial statistical indistinguishability and to complete the argument we rely on computational
hardness of ®-hiding assumption. Our proof is a mixture of a computational as well as statistical argument,

2Technically, the ciphertext should also include the index i* but we drop it for ease of exposition.



and below we describe the structure at a high level.

Let 71 - 79+ -7y, (for some m) denote the prime factorization of ¢(N), with 1 > ro > -+ > 7,5, Now
suppose that a PPT adversary A can distinguish between distributions {g"®) : & < Sy} and {g"®) : z < S}
with non-negligible probability e. We show how to use such an adversary to break the ®-hiding assumption
with non-negligible probability. The proof proceeds in two steps, where in the first step we argue that
(t(x) mod ;) is statistically close to random over Z,, for all prime factors r; greater than a fixed threshold
TN, By a very tight LHL-style proof, we show that if we set the threshold 7y . appropriately as a certain
large enough polynomial in log N and ¢!, then we can show that the following two distributions are at most
¢/2-far (in terms of statistical distance):

Ds = {t(z) (mod ¢(N)) : xS},

Ds k. = {CRT(UZT1 oo Uz, yt(x) mod 7y 41, .., H(x) mod 7)) T S} ,

where Ky is such that 7., _ is smallest prime larger than 7y and CRT represents the chinese remainder
theorem representation. In the second part of the proof, we show that by relying on ®-hiding assumption we
can argue that that the hash function ¢(-) can be made lossy on all prime factors of ¢(N) less than or equal
to 7y ,. Combining these two statistical and computational arguments, the smoothness property follows.
We point out that throughout this paper we need to use the aforementioned number theoretic techniques
(which involve non-trivial applications of the Prime Number Theorem for Arithmetic Progressions [Dir37])
at multiple places, thus we abstract out and prove many useful number theoretic lemmas and theorem
separately in Section 3.

Comparing with DDH-based constructions. Comparing the asymptotic efficiency of our ®-Hiding based
OWFE construction with the existing DDH-based constructions, we observe the following: (1) the size
of the public parameters grows linearly with the input length n in both constructions, (2) both OWF
evaluation and decryption operations require O(n) group operations and O(n) exponentiations (with -
bit exponents) respectively, (3) for the ®-hiding based construction, both E; and E, algorithms perform a
single exponentiation, and outputs a ciphertext and key containing just one group element; whereas for DDH-
based construction, the E; algorithm performs O(n) exponentiations and outputs a ciphertext containing
O(n) group elements.

We implemented the above construction and observed that, at 128-bit security level, our ®-hiding based
construction have ~80x shorter ciphertext size over the existing DDH-based construction [GH18]. Also, the
FE algorithm of our ®-hiding based construction is ~14x faster than the DDH baseline. A detailed efficiency
comparison for other security levels is discussed in Section 8.2.

Hinting PRGs from ®-Hiding. To show general applicability of our accumulation-style framework, we
also provide a hinting PRG [KW19] construction based on ®-hiding that leads to similar performance trade-
offs. Let us briefly recall the notion of hinting PRGs. It consists of two algorithms — Setup and Eval,
where the setup algorithm generates the public parameters pp, and the PRG evaluation algorithm takes as
input the parameters pp, a seed s € {0,1}" and a block index i € {0,1,...,n}. The security requirement
from hinting PRGs is different from standard PRG indistinguishability wherein the hinting PRG scheme is
secure if for a randomly choosen seed s € {0,1}", the following two distributions over {Ti,b}(i,b)e[n]x{o,l} are
indistinguishable: in the first distribution, r; s, = Eval(pp, s,4) and r; 1, is sampled uniformly at random
for every i; whereas in the second distribution, all r; ; terms are sampled uniformly at random.

Our hinting PRG construction is based on our OWFE construction, where the setup algorithm is identical,
that is the public parameters pp consist of an RSA modulus IV, n pairs of A-bit primes {eixb}(i,b)e[n]x{o,l}’
a generator g € Zy, and a pairwise independent hash H. And, the evaluation algorithm also bears strong
resemblance with the one-way function f described previously. Concretely, the i*** block of the PRG output,
i.e. Eval(pp,s,i*), is computed as g (*)Tlizi- ¢isi (mod N). Proving security of this construction uses ideas

3For ease of exposition, we assume that all the prime factors {r:}; are distinct. In the main body, we do not make this
restriction and present a more general proof.



similar to those used for proving smoothness property of our OWFE construction. More details on this are
provided later in Section 4.

Comparing the asymptotic efficiency of our ®-Hiding based hinting PRG construction with the existing
DDH-based constructions, we observe the following: (1) the public parameters consists of 2n (A-bit) prime
exponents along with the RSA modulus, extractor seed, group generator, and a hash key; whereas in the
DDH-based constructions, it contains O(n?) group elements, (2) for evaluating a single hinting PRG block,
the evaluator needs to perform O(n) exponentiations in our new construction; whereas in the DDH case
it performs O(n) group operations. Additionally, using an elegant Dynamic Programming style algorithm
(described in Section 4.1), we can reduce the number of exponentiation operations needed per block to grow
only logarithmically in n. The intuition behind such an improvement is that we show how to re-use various
intermediate exponentiations obtained during a single hinting PRG block evaluation for accelerating the
PRG evaluation for other blocks.

Limitations of ®-Hiding based constructions. A quick glance at the above constructions give us that
these new constructions lead to much shorter ciphertext size (in the case of OWFE) and public parameters (in
the case of hinting PRGs), therefore they will lead to better parameters in their corresponding applications
such as deterministic encryption [GGH19] and chosen-ciphertext security transformations [KW19]. However,
looking more closely we observe that our ®-hiding based construction has an undesirable consequence which
is the hinting PRG seed length (or equivalently input length for OWF) n is much larger for our ®-hiding
based scheme when compared with its DDH counterpart. This is due to the fact because of number field
sieve attacks, the recommended RSA modulus length (and thereby the input/seed length n) increases super
linearly with target security level for the ®-based construction. While the recommended field size (and
thereby the input/seed length n) will increase only linearly for the elliptic curve DDH-based constructions.

Luckily, the notion of accumulators has been well studied in prime order group setting [Ngu05, CKS09,
ATSMO09, CF13] as well, thus this gives us a different type of number theoretic accumulator. Pivoting to such
accumulators, we show how to achieve performance improvements similar to that in the ®-hiding setting
while keeping the input/seed length n close to that in their existing counterparts. Next, we provide our
OWFE construction which uses bilinear maps in the prime order group setting.

OWF with Encryption from DBDHI. Let us start by recalling the Decisional Bilinear Diffie-Hellman
Inversion (DBDHI) assumption [BB04]. The strength of the assumption is characterized by a parameter

£, and it states that given a sequence of group elements as follows — (g,g"‘,ga2, . ,ga/), where g is a
random group generator and « is a randomly chosen non-zero exponent, no PPT adversary should be able to
distinguish e(g, g)'/® from a random element in the target group. Below we describe our OWFE construction
in which we directly include the sequence of elements as described above as part of the public parameters.

Concretely, the public parameters pp counsist of n + 1 group elements (g, g%, ... ,go‘n) for a random
exponent « and group generator g, and a pairwise independent hash H. (Here n is the input length.) Given
an input « € {0,1}", the one-way function fyp(2) is computed in two stages. First, the evaluator symbolically
evaluates (i.e. simplifies) the polynomial p(z) = H(x)-[],(z2+2i+;). Let p(z) =30, ;27 be the evaluated
polynomial. Next, the evaluator sets the output of the OWF as Hj (g®")%. The encryption algorithm E; on
input a pre-image bit (i*, b*) and randomness p, outputs ciphertext as ct = (¢®+2""+0")?.4 The corresponding
KEM key is set as k = e(g”,y), where y is the output of the OWF. Lastly, the decryption procedure given
a ciphertext ct and a pre-image x such that fyp(z) = y and z;+ = b*, also takes a two step approach where
first it symbolically evaluates the polynomial p’(2) = H(x) - [ [, (2 + 20 + 2;). Let p’(z) = Z;:Ol ci2? be
the evaluated polynomial. Lastly, the decryptor computes the key as k" = e(ct, [ [, (go‘])C;‘ ).

The proof of one-wayness is similar to that in the case of ®-hiding where if an adversary finds a collision
x # o/, le. fop(x) = fop(x'), then a reduction algorithm can set the public parameters appropriately
such that, as long as n is large enough, it can be used to not only distinguish the DBDHI challenge but
also directly compute the DBDHI challenge. The proof of encryption security is also quite similar, where

4Technically, the ciphertext should also include the index i* but we drop it for ease of exposition.



the main idea can be described as follows: the ciphertext looks like ct = (ga+2i*+b*)p whereas the key is
computed as k = e(g”, Hj(g“])ci). Whenever b* # z;+, then the key can be re-written such that it is of the

form k = e(g, 9)°/? - e(g, I1; (g%")¢7) for some constants ¢, ¢}, ...,c,_,, and where 8 linearly depends on a.
Now by a careful analysis we can reduce this to the DBDHI assumption. Lastly, the proof of smoothness
for this construction is significantly simpler than that of its ®-hiding based counterpart. This is primarily
because in this case we can directly prove that the function H(x)-[],(a+2i+z;)(mod p), where p is the order
of the group, is an (almost) 2-universal hash function, therefore by applying LHL we can argue smoothness
of the OWF. More details are provided later in Section 7.

We implemented the above construction and observed that, at 128-bit security level, our DBDHI-based
construction have ~340x shorter ciphertext size over the existing DDH-based construction [GH18] and ~4x
over our ®-hiding based construction. Also, the F; algorithm of our DBDHI-based construction is ~300x
faster than the DDH baseline and ~22x faster than our ®-hiding construction. Note that even though
®-hiding and DBDHI-based constructions have nearly identical asymptotic complexity, DBDHI-based con-
struction still perform better as the recommended group size for elliptic curve groups is smaller than that
for RSA.

Hinting PRGs from DDHI and OWFE without Bilinear Maps. Again to emphasize the general
applicability of our accumulation-style framework, we provide a hinting PRG construction based on DDHI
assumption as well. The translation from OWFE to hinting PRG is done analogous to that for ®-hiding
based constructions, except in our hinting PRG construction we do not require the bilinear map function-
ality. Briefly, this is because (unlike OWFE schemes) hinting PRGs do not provide any decryption-like
functionality, and for evaluating the hinting PRG, standard group operations are sufficient. Our construc-
tion is described in detail later in Section 5. We also point out that in Appendix B we provide a OWFE
construction in the prime order group setting without using bilinear maps, but the caveat is that it does not
lead to better performance when compared with existing DDH-based constructions.

We implemented the above schemes and observed that, at 128 bit security level, the setup algorithm of our
®-hiding and DDHI-based HPRGs are ~1.35x and ~200x respectively faster than the DDH baseline [KW19].
Our constructions also have ~ 105x and ~2100x shorter public parameters respectively than DDH baseline.
However, our schemes have less efficient Eval algorithm, and thereby offer a noticeable trade-off between
efficiency of Setup and Enc algorithm when used in chosen-ciphertext security transformation of [KW19].
More details are provided later in Section 8.1.

Roadmap. We recall the notions of Hinting PRG and OWFE in Section 2. We then present number-
theoretic techniques introduced in this work in Section 3. We describe our HPRG constructions based on
®-hiding and DDHI assumptions in Sections 4 and 5. We then present our OWFE constructions based on
®-hiding, DBDHI and DDHI assumptions in Sections 6 and 7 and Appendix B. In Appendix A, we describe
how to construct Hinting PRG generically from OWFE. Finally, we implement our schemes and analyze
their performance in Section 8.

2 Preliminaries

Notations. Let PPT denote probabilistic polynomial-time. We denote the set of all positive integers upto
n as [n] := {1,...,n}. Throughout this paper, unless specified, all polynomials we consider are positive
polynomials. For any finite set S, z <— S denotes a uniformly random element x from the set S. Similarly,
for any distribution D, x <— D denotes an element x drawn from distribution D. The distribution D" is used
to represent a distribution over vectors of m components, where each component is drawn independently
from the distribution D. We call any distribution on n-length bit strings with minimum entropy & as a (k, n)
source.



2.1 One Way Function with Encryption

Here we recall the definition of recyclable one-way function with encryption from [GH18, GGH19]. We adapt
the definiton to a setting where the KEM key is an ¢-bit string instead of just a single bit. A recyclable
(k,n, £)-OWFE scheme consists of the PPT algorithms K, f, E1, E5 and D with the following syntax.

K(1*) — pp: Takes the security parameter 1* and outputs public parameters pp.
f(pp,xz) — y: Takes a public parameter pp and a preimage x € {0,1}", and deterministically outputs y.

Ey(pp, (,b); p) — ct: Takes public parameters pp, an index ¢ € [n], a bit b € {0,1} and randomness p, and
outputs a ciphertext ct.

Es(pp, y, (i,b); p) — k: Takes a public parameter pp, a value y, an index i € [n], a bit b € {0,1} and
randomness p € {0,1}", and outputs a key k € {0,1}. Notice that unlike Ey, which does not take y
as input, the algorithm FE5 does take y as input.

D(pp,ct,z) — k: Takes a public parameter pp, a ciphertext ct, a preimage « € {0, 1}", and deterministically
outputs a key k € {0,1}*.

We require the following properties.

Correctness. For security parameter \, for any choice of pp € K(1%), any index i € [n], any preim-
age ¢ € {0,1}" and any randomness value p, the following holds: letting y := f(pp,x), and ct :=

E1(pp, (4,;); p), we have E(pp,y, (i,2;); p) = D(pp,ct, x).

Definition 2.1 ((k,n)-One-wayness.). For any PPT adversary A, there exists a negligible function negl(-)
such that for all A € N, we have

Pr[f(pp, A(pp,y)) =y : S A(1*),pp = K(1*);z < S;y = f(pp,z) | < negl(N).
Here, the adversary is constrained to output only a (k,n)-source.

Definition 2.2 (Security for encryption.). For any PPT adversary A, there exists a negligible function
negl(-) such that for all X € N, we have

(z,1) + A(1*); pp < K(1%);
Pr [A(pp, @, ct,kp) =b : b+ {0,1};p < {0,1}";ct < E1(pp, (4,1 — 24);0); | < 1/2 4 negl(N).
ko — Ea(pp, f(pp,x), (i,1 — x;); p); k1 < {0, 1}

Definition 2.3 ((k,n)-Smoothness.). We say that (K, f, E1, Ea, D) is (k,n)-smooth if for any PPT adver-
sary A, there exists a negligible function negl(-), such that for all X € N, we have

(S0,51) = A(17); pp = K(1%);

Pr [ A(pp.y) = b -
r | A(pp,y) b+ {0,1}; 20 ¢ So; 21 + S1;y = f(pp, @)

< 1/2 + negl(A).
where the distributions Sy and Sy output by the adversary A are constrained to be (k,n)-sources.

2.2 Hinting PRG

Next, we review the definition of Hinting PRG proposed in [KW19]. Let n(:) and ¢(-) be some polynomials.
An (n,£)-hinting PRG scheme counsists of two PPT algorithms Setup, Eval with the following syntax.

Setup(1*) — (pp,n): The setup algorithm takes as input the security parameter A, and length parameter
£, and outputs public parameters pp and input length n = n(\).

Eval(pp,s € {0,1}",i € [n]U{0}) — y € {0,1}*: The evaluation algorithm takes as input the public
parameters pp, an n-bit string s, an index i € [n] U {0} and outputs an ¢ bit string y.



Definition 2.4. An (n,{)-hinting PRG scheme (Setup, Eval) is said to be secure if for any PPT adversary
A, there exists a negligible function negl(-) such that for all X € N, the following holds:

(pp,n) « Setup(1*); s + {0,1}";
5, 8 _ o . B+ {0,1};493 = Eval(pp, 5,0); y5 « {0,1};
Pr A<pp790 ) {yi,b}ie[n],be{o,l}) =p: yRSL = Eval(pp, Sai)§y25ﬁ « {0, 1}[ Vi € [n] < 1/2 4+ negl(\)

iy < {0,1} Vi € [n],b € {0,1};

2.3 Strong Extractors

Extractors are combinatorial objects used to ‘extract’ uniformly random bits from a source that has high
randomness, but is not uniformly random. In this work, we will be using seeded extractors. In a seeded
extractor, the extraction algorithm takes as input a sample point = from the high randomness source X,
together with a short seed s, and outputs a string that looks uniformly random. Here, we will be using
strong extractors, where the extracted string looks uniformly random even when the seed is given.

Definition 2.5. A (k,€) strong extractor Ext : D x S — Y is a deterministic algorithm with domain D,
range Y and seed space S such that for every source X on D with min-entropy at least k, the following two
distributions have statistical distance at most e:

D1 = {(s,Ext(x,5)) : s < S,z + X}, Dy = {(s5,y) : s < S,y < Y}

Using the Leftover Hash Lemma, we can construct strong extractors from pairwise-independent hash
functions. More formally, let H = {h : {0,1}" — {0,1}"} be a family of pairwise independent hash
functions, and let m = k — 2log(1/e). Then Ext(z,h) = h(x) is a strong extractor with h being the seed.
Such hash functions can be represented using O(n) bits.

2.4 Assumptions

®-Hiding Assumption. The ®-Hiding assumption, introduced by Cachin et al. [CMS99], informally
states that given an RSA modulus N, it is hard to find the factors of ¢(N), or to distinguish a factor of
¢(N) from an integer co-prime to ¢(N). To formally state this assumption, we need to introduce some
notations, and will be following the work of [HOR15] for the same. Let PRIMES(A) denote the set of
primes of bit-length A, and let

RSA(A) = {N : N =pq; p,q € PRIMES(\/2); gced(p—1,q— 1) = 2}.

For any e < 2*, let
RSA.(A\) = {N € RSA()) : e divides ¢(N)}.

Assumption 1 (®-Hiding). The ®-Hiding assumption states that for all € > 0, integers e such that 3 < e <
2M4=€ gnd PPT adversaries A,

Pr[A(N,e) =1: N < RSA(X)] = Pr[A(N,e) =1: N < RSA.(\)] < negl(A).

¢-DDHI Assumption. A variant of this assumption is introduced in [BB04]. We say that a PPT algorithm
GGen is a group generator if it takes a security parameter 1* as input and outputs a group description
G := (G,p) where G is a group with prime order p = (2*), from which one can efficiently sample a
generator uniformly at random.

Assumption 2 (¢-DDHI). Let GGen be a group generator and g = qg(\) = poly(X\). We say that ¢-Decisional
Diffie Hellman Inversion assumption holds with respect to GGen if for every PPT adversary A, there exists
a negligible function negl(-) such that for every X\ € N, we have

(G,p) = G + GGen(1*); g + G;a, 7 + Zy

a a? af
Pr A(Q,g,g g g aTb):b : b(_{o 1}.T0:gl/o<.Tl<_gr.

< 1/2 4 negl(X).



¢-DBDHI Assumption. This assumption is introduced in [BB04]. We say that a PPT algorithm GGen
is a group generator if it takes a security parameter 1* as input and outputs a group description G :=
(G1,Gr,e,p). Here, G; and Gy are groups with prime order p = Q(2%), from which one can efficiently
sample a generator uniformly at random. e : G; x Gy — G2 is an efficiently computable pairing operation.

Assumption 3 (¢-DBDHI). Let GGen be a group generator and q = q(\) = poly(\). We say that q-
Decisional Bilinear Diffie Hellman Inversion assumption holds with respect to GGen if for every PPT adver-
sary A, there exists a negligible function negl(-) such that for every A € N, we have

(G1,Ga,e,p) = G < GGen(1?); g + Gy; a7 + Z7

Pr|A(G,9,9% 9% -+ .g*" Ty) = b : J T | <124 negl(N).
(6.9:9%9 g 1) b {0,1}: Ty = e(g, )"/ T1 + e(g,9)"; / 9N

3 Hashing and Randomness Extraction under ¢-Hiding

In this section, we will prove two useful lemmas about universal hashing and randomness extraction under
the ®-hiding assumption. Here we consider special groups defined w.r.t. an RSA modulus N. These lemmas
will be crucial in proving security of our ®-hiding based constructions later in Sections 4 and 6.

3.1 Number Theory: Prime Number Theorems for Arithmetic Progressions

First, we recall some important theorems from the number theory literature about prime numbers that we
will be relying on in this work.

In 1837, Dirichlet [Dir37] proved that for two co-prime positive integers a and g, the sequence {a + qgn}S2,
contains infinitely many primes. Further, Dirichlet and Legendre conjectured that the number of primes in
this in this sequence less than z is around ﬁLi(az), where Li(-) is the logarithmic integral function (and
a good approximation of the prime counting function). In 1896, de la Vallée Poussin [DIVP97] proved the
conjecture. Below we state the refined theorem statement as has been improved in a long line of works (to

cite a few [DIVP97, New80, Zag97, Tao09, Sopl0]).

Theorem 3.1 (Prime Number Theorem for Arithmetic Progressions (Paraphrased)). For any two co-prime
integers q,a. Define 0(x;q,a) to be number of primes p less than x such that a = p (mod q). Concretely,

0(x;q,a) = | {p <x :pE€E Uigﬂogw]PRIMES(i) A a=p (mod q)} |

Then, the following is true:

Ve, O(z;q,a) = (1+ Oq(l))@loz;x’

where the subscript q in the notation o4(1) denotes that the implied constant could depend q. And, 04(1) — 0
as T — 00.

Combining the above theorem with the famed prime number (density) theorem, we get the following
corollary.

Corollary 3.1 (Prime Number Deunsity in Arithmetic Progressions). For any two co-prime integers q, a, we
have the following

1
o(q)’

where the subscripts ¢,z in the notation o4 (1) denotes that the implied constant could depend q,x. And,
0g,2(1) = 0 as x — oo.

vxa Pr [a =p (mOd Q) tp<x A Ui<|’logaﬂ PRIMES(Z)] = (1 + qu(l))
» <
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In this work, we need a slightly stronger guarantee for our results in which the primes p we consider are
in a specific range which is fixed bit length. Below we state the corollary which agains follows by combining
Theorem 3.1 and prime number (density) theorem, and in turn suffices for our results.

Corollary 3.2 (Bounded Range Prime Number Density in Arithmetic Progressions). For any two co-prime
integers q, a, we have the following

1
VAeEN, Prla=p (modq) : pe€ PRIMES(\)] =(1+ Oq’)\(l))@’
P
where the subscripts q, A in the notation o4(1) denotes that the implied constant could depend g, \. And,
04 A(1) = 0 as A — .

Remark 3.1. It turns out we actually need a much weaker guarantee than what is provided above. Concretely,
any upper bound as long as it is a fized inverse polynomial in ¢(q) is sufficient for us.

3.2 A New Hashing Lemma

Consider an RSA modulus N = pg for «/2-bit primes p,q, and let g € Z%, be a random element in the
multiplicative group Z},. For ¢-bit inputs, consider the following family of hash functions:

K= {(a,b, {einticigpeony) €ZNT2 2 a,beZn;Vie [0,b e {0,1}, ey € PRIMES(A)} ,
H: KxX—2Zy, H (((L,ZL {ei,b}i b)71') = g(aw+b) IT; eia; (mod N)

Here x is intepreted as an integer for arithmetic operations, and z; denotes the i** bit of = when intepreted
as a binary string. Whenever it is clear from context, we will drop the hash key as an explicit input to the
function and write either H(x) or Hy (x) instead of H(K,z) for some hash key K = (a,b,{eip},;,). Also,
throughout we assume that ¢ is sufficiently large, i.e. £ > k + 2\,

We show that under the ®-hiding assumption, the above hash function provides useful guarantees. Con-
cretely, we show the following:

Theorem 3.2. Let p; denote the it" prime, i.e. py =2,po =3,..., and &; = [logpi NJ. And, let f; denote
P for alli.
Assuming the ®-hiding assumption holds, for every PPT adversary A, non-negligible function €(-), poly-
nomial v(+), for all A\, k € N, satisfying k > 5\ and € = €(\) > 1/v(\), the following holds,
N < RSA(k); a,b < Zp;e;p + PRIMES(X)
Pr |A(N,g,K,y)=1 : g+ Zy; K=1(a,b{eip};,);
v X; oy = Hy (o))
N + RSA(k); a,b< Zn;e;p < PRIMES())
—Pr |A(N,g,K,y) =1 : g« Zy; K=(a,b,{eip};,) <e(N)/2,
g=glli%fiy b 23 y=nlls /s

where je is the smallest index such that p;. > (2v/21og N/e)*.

Proof. Let the prime factorization of ¢(N) be ¢(N) = [], rfi for i = 1 to £y, where k; > 1, £ denotes
number of distinct prime factors of ¢(N), and r;’s are the distinct prime factors arranged in an increasing
order. The proof is divided into two parts. First, we argue that (ax+0b)[], €; ., mod rfj is statistically close
to random over Zr’.” for all prime factors of ¢(IN) greater than p; . In the second part of the proof, we show

using ®-hiding that the hash function H could be made lossy on all prime factors of ¢(N) less than or equal
to p;.. Thus, the theorem follows. For proving the first part, we employ a tight Leftover Hash Lemma proof.
And for the second part, we rely on ®-hiding to introduce lossiness.

Notation. Here and throughout, for any ¢-bit string x, we use e, to denote the following product ] icle) Ciwi-
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Part 1. The statistical argument. Here we show that if we look at the congruent CRT representation
of the exponent (azx + b) - e, corresponding to prime factors greater p;_, then (for a randomly chosen hash
key K and input ) they are at most €/3-statistically far from an integer that is chosen at random with the
constraint that its congruent CRT representation corresponding to prime factors less than or equal to p;_ is
same as for (az +b) - e;. Concretely, we show that following:

Theorem 3.3. Let p; denote the it prime, i.e. py = 2,p2 = 3,..., and € = [log,, N|. Also, for RSA
modulus N, let $(N) = Hrfi, where k; > 1, £n denotes number of distinct prime factors of ¢(N), and r;’s
are the distinct prime factors arranged in an increasing order.

For every (possibly unbounded) adversary A, non-negligible function €(-), polynomial v(-), for all \, k € N,
satisfying k > b\ and € = €(\) > 1/v(X), the following holds,

N < RSA(k); a,b <« Zpn;e;p +— PRIMES())
K = (@b, {eisksy): ¢ X y=(az+b)-e, (mod o(N))
N <+ RSA(k); a,b < Zn;e;p + PRIMES(A)
K =(a,b,{eip};); < X5 y=(az+b)- e, (mod ¢(N))
y=(y,...,y"N)) where y9) =y (mod r)
79 = y@ fori such that r; < p;,
7@ Z x; otherwise

g=G",....g")

where j. is the smallest index such that p;. > (2v/2log N/e)*.

Pr|AN,K,y)=1 :

—Pr |A(N,K,y) =1 : <€(N)/3,

Proof. Let € = €(\), and the event bad correspond to the scenario when at least one of the A-bit primes
{eip}, , are not co-prime w.r.t. ¢(IN), or a,b > ¢(N). Note that the probability of this event happening can

be bounded as Pr[bad] < 2¢- 452—11)‘ +2- w = negl(\). Now for the rest of the analysis, we condition on
the event ‘bad’ not happening, but do not explicitly write it for ease of exposition. That is, in the remaining
proof of this theorem we always assume that {e;}, , are co-prime w.r.t. ¢(IN), and a,b < (IN).

Next, consider the following simpler case. For any prime r and exponent k, consider the hash function
h(z) = (az+b) ], €i,», (mod r*). Here a,b are sampled uniformly at random from Z,+ and e; ;’s are random
A-bit primes. We first claim the following:

Lemma 3.1. For every prime r > 3, integer k > 1,

Pr [(ax—f—b) e, = (ay+b) - e, (mod rk)] < i (1+%+M>
abfenn .y, row v ANRGREIA
THY

Proof. Note that we have already conditioned on the event that all the A-bit primes {e;3}, , are co-prime
w.r.t. ¢(N). (This happens with all but negligible probability, thus does not affect the remaining analysis.)
Now fix any ¢ € Z,». We have that if

-1

Ty ﬁa(m—y):c(egl—egjl).
y

ar+b=c-e

(az +1b)-e; = (ay+0b)-ey=c ay+b=c-e

Consider the following cases — (1) r f z—y, (2)7 | z—yAr?fa—y, 3)..., (k)r* 1| a—y ArFtz—y, (k+1)
k¥ | 2 —y. We know that Pr,,[Case (i)] < (A — & + |7"7|) for i < k+1 and Pr,,[Case (k+1)] < 1/r*.
Now, in case (1), for every ¢ € Z,x, there exists a unique (a, b) pair such that the aforementioned equations
are satisfied. (Because if r { z — y, then (z — y)~! is unique and always exists.) So, we can write that

1
El}; [(ax +b) - e, = (ay +b) - e, (mod r*) | Case (1)] = e
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Next, consider case (i) for i > 1. There are (i — 1) sub-cases — (i.1) rf e, —e,, (i.2)7|e, —e, A r?¢
e;—ey, 3)..., (i.i—1)r""2le,—e, N1 te,—ey, (i)' | e, —e,. In case (i.1), for a collision
to occur it must hold that ¢ = 0 mod r*~! since z —y = 0 mod 7*~! (as "1 | x — y). We have that the
number of such ¢ values is r*~+1, Now for each such ¢, we can solve for 7i~! pairs of solutions for (a,b).
Similarly in other cases, i.e. case (i.j) for 1 < j <4, we have that number of satisfying ¢ values in Z,r will
be r#~#*J and for each such c there will exist 7*~! pairs of solutions for (a,b). Now, for any i, let 7(r?)
denote the following probability

m(rt) = . Ig [e, = e, (mod r')].
€ibrip

Next, combining all the above cases and sub-cases, we get the following:

1 r 1
P b)-e, = b) - dr < (1--4 =) —
a7bx{6i,€>}i,b> [(az +b) - e, = (ay +b) - e, (mod r")] _( r+ XI) .

T#y

£ 1 1 rt ivn T iy ok Tt
—|—; rifl_ﬁ+|X| r T +Ek-7(r*)-r A
1 rk k k rk
+Tk<r2k+k'ﬂ'(7“)-7“ Tﬁ .

<.

k
1 k k 1 - 1
= a:bv{gi}i,b’ [(az +0b)-e;, = (ay +b) e, (mod rk‘)] < = + 4|X| + = <1 _ > Zﬂ.(rz 1) 4= '7T(7’k).

Ty

k
Srik (1—|—k-Z7r(ri)> +|Xk|. (2)

Now let us try to bound the probability 7(r?). Fix any z # y and let j* denote the first index such that
xj+ # y;j-. Note that,

m(r')= Pr [e,=e, (modr’)] = Pr €% 30 = €y - H e;ij (mod %)

{eivb}i,b €5* a5 G#5*

Next, using the theorem on bounded range prime number density in arithmetic progressions (see Corol-
lary 3.2), we get that 7(r) < —45.° Therefore, we get that

/2"
, 1 — p—(et1)/2
N« < —1/2.
;W(T)_ . YE R <2r
Combining this with Equation (1), we get that
1 2k k
= Pr ar+b)-e,=(ay+0d)-e mod r* §(1+>+. 3
ab{ein}, i ) (ay +0) ey ( < vr) o X ®
TF#Y
This completes the proof of Lemma 3.1. [ ]

5Note that here we are using a very weak upper bound. Our analysis could be further tightened, but since a weaker guarantee
is sufficient for the proof, thus we stick with it.
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Next, using Lemma 3.1, we can claim the following.

Lemma 3.2. For every prime r > 3, integer k > 1, every (possibly unbounded) adversary A, the following

holds
a,b < Z.x;e;p < PRIMES(A Ik
Pr |A(* K,y3) =8 : K =(a,b,{eip};,); :ce)( 1/ UQX
Yo = (az +b) - e, (mod r*); yy <+ Zp |

Proof. The proof of this lemma is similar to the proof of Leftover Hash Lemma [HILL99, DRS04, DORS08]
where the collision probability is used as obtained in Lemma 3.1. Concretely, for any prime r and exponent
k, consider the hash function H("®) (K"K ) = (ax +b) [, €;.z; (mod r*). Here a, b are sampled uniformly
at random from Z,x and e;;’s are random A-bit primes. The key consists of K("¥) = (a, b, {ei’b}ng)' Note

that hash function H"F) : KMk x X — 7.

Let § = , {Pr [(az +b) - e, = (ay +b) - e, (mod r¥)]. Now, we can write the following
ab{eiv};
TFy '
SD ((H(r,k) H k) (X)) (H(r,k) Uy )) < 1 / KrR)| .k 1 — 1
> ) MLkl ) =5 |]C(r k)| . |]C(T,k)| |]C(7"’k)| .k
S §-rk—14 —
|X|

1 rk
<z ok —
_2< 0-rh -1+ |X|>

where SD corresponds to the statistical distance. Using Lemma 3.1, we can simply it further to ,/ # +

2|X| This completes the proof of Lemma 3.2.

Finally, using union bounds, congruence due to Chinese remainder theorem, and extending the analyses
of Lemmas 3.1 and 3.2, we get the following

N < RSA(K); a,b ¢ Zy:e;p « PRIMES(\)
Pr |AN,K,y)=1 : K = (a,b, {ei’b}i,b); x4 X
y = (az +b) - e; (mod ¢(N))
N «+ RSA(k); a,b+ Zn;eip < PRIMES()) ]
= (a, b, {eiab}i,b); T+ X
y = (az +b) - e; (mod ¢(N))
—Pr AN, K, ) =1 : y=@",...,y"™)) where y) =y (mod r¥")
7 = y@ for i such that r; < p;.
7 Z,x, otherwise
=W, )

‘N log N - ¢(N)

/2p;5/2 2|x|

< negl; (A) + €/4 4+ negly(A) < €/3.

< Pr[Bad] +

Here to argue that ,/% is negligible in A\, we use the fact that input domain X = {0,1}* is quite
large, i.e. £ > Kk + 2.
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This completes the proof of the first part, which shows a tight bound on the statistical distance between the
real and intermediate hybrid distribution. [ ]

Part 2. The computational argument. Here we show that, using ®-hiding, the generator g instead
of sampling uniformly at random could be sampled as gnle fi where j. is the smallest index such that
Dj. > (2v/2log N/e)*. This removes information about the input z completely. Concretely, we show that
following:

Theorem 3.4. Let p; denote the it" prime, i.e. py =2,ps =3,..., and €; = [log,, N'| and let f; denote pf
for alli. Also, for RSA modulus N, let ¢(N) = Hrfi, where k; > 1, {x denotes number of distinct prime
factors of (N), and r;’s are the distinct prime factors arranged in an increasing order.

Assuming the ®-hiding assumption holds, for every PPT adversary A, non-negligible function €(-), poly-
nomial v(-), for all A\,x € N, satisfying k > 5\ and € = €(\) > 1/v()\), there exists a negligible function
negl(-) such that the following holds,

N « RSA(k); a,b <« Zn;eip < PRIMES()) ]
K =(a,b,{eip};,); v X; g« Zy
y = (ax +b) - € (mod ¢(N))

Pr A(N,g’K7gg'f1'f2) =1: y= (y(l),...,y(fN)) where y(ﬂ) = (mod ,r,iﬁ)
g =y@ fori such that r; < p;,

7 Zx; otherwise

g=@,....§e)
. ‘ N + RSA(K); a,b<+ Zn
—Pr (AN gIb= S KRS ) =1 g < 255 eqp  PRIMES(\) | < negi(3),
K = (a, b, {ei,b}i,b)Q h <+ Z}kv

where j. is the smallest index such that p;, > (2v/2log N/e)*.

Proof. The proof proceeds by a sequence of j. — 2 hybrids, where in the i** hybrid we use ®-hiding on
(i + 2)*" prime p; 4o to sample g as g = §/i+2 where g < Z% instead of sampling it as g < Z%. Let §;« for
2 < i* < j. denote the following probability:

' N « RSA(k); a,b ¢ Zy;esp < PRIMES(A) T
K = (a,b, {ei1b}i,b); x4 X5 gLy
(Uy = (aﬂi€+)b) EI (m?g o(N)) -
~ = N)) where =y (mod 7r;*
dp- = Pr | A(N,g, K, h) =1 - ! (yﬂ(’)’ = g’/(%) for)i such tyhat Tiyﬁ(pje a ' )
y « Z k, otherwise
7=@GW, ..., 5
G=gllisafiy = gL fi

Formally, we prove the following under the ®-hiding assumption:

Lemma 3.3. Assuming the ®-hiding assumption holds, for every PPT adversary A, there exists a negligible
function negl(-) such that for all A,k € N, satisfying & > 5\ and every index 2 < i* < j., the following holds:
51'* — 5i*+1 S negl()\)

Proof. The proof of this lemma follows directly from the ®-hiding assumption. Suppose there exists a PPT
adversary A such that can distinguish between the two hybrid distributions with non-negligible probability
7. We use A to construct a reduction algorithm B that breaks the ®-hiding assumption for the (i* 4 1)*"
prime p;- 41 with advantage . The ®-hiding challenger samples an RSA modulus NV and sends to reduction
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algorithm B. The reduction algorithm samples the key K by choosing parameters a,b, primes {ei,b}i,b
as in the hybrid distributions. It also chooses a random input z < X. It computes y = (az + b)e,.
(Here computation is done in an absolute sense, not as modular arithmetic.) Next, B samples a generator
g < ZY. (Here it actually samples g < Zy and aborts whenever g ¢ Z},. This happens with only negligible
probability.) It computes § = gmlgl fi . Next, it computes hash = gy L fi RILiS: fi where b + Zy-
Finally, it sends (N,g, K, ?L) to the adversary A. If the adversary A outputs 1, then B guesses that p;« 11
does not divide ¢(N), else it guesses that p;=y1 | ¢(N).

Let us now analyze the advantage of the reduction algorithm B. First, recall that fi«11 = p?ﬁlﬁl. Now
if pi=11 1 ¢(IN), then the distributions {g : ¢ < Z%} and {gfi“rl D g Z}‘V} are identically distributed.
Therefore, in this case, the reduction algorithm simulates hybrid distribution ¢* for A (i.e., the distribution
corresponding to d;«). Otherwise, if p;«1+1 | ¢(IN), then B simulates hybrid distribution i* + 1 for A. (Note
that in both cases it perfectly simulates the element h as well. This is because note that the multiplicative
term AILiZ1 /i for a random choice of h simply randomizes the congruent CRT representation corresponding
to prime factors greater than p; . This is exactly what the distributions require, thus simulation is done
perfectly.) Hence, if A distinguishes with non-negligible probability v, then B’s advantage in ®-hiding is
negligibly close to . Thus, the lemma follows. [ |

Lastly, to complete the proof of Theorem 3.4, we argue the following:

Observation 3.1. For any PPT adversary A,

N < RSA(k); a,b <+ Zn;e;p +— PRIMES())

1o, fi T, fiy — 1 -
Pr | A(N, gl 7 K )=l g2 K = (ab, {eiy) b Zi

= 5j€7

where 0;, is as defined in Eq. (4).

This follows directly from the definition of §;_. Note that the only difference in both the distributions is
the way the element his computed. To that end, look at the term gl‘[i;l fi in the exponent of h = g¥ ITiZ, fi
Also, observe that § (mod rf) is sampled uniformly for all ¢ such that r; > p;_. Thus, sampling h at random
and raising it to the exponent Hg;l fi, is identical to sampling random exponents for the congruent CRT

representation corresponding to prime factors greater than p; and raising it to the exponent g;l fi-
Finally, combining above Observation 3.1 and Lemma 3.3, the Theorem 3.4 follows.

Lastly, by combining Theorems 3.3 and 3.4, we obtain the proof of Theorem 3.2.

3.2.1 Strengthening the Hash Lemma

In this section, we briefly provide a slight strengthening of the Theorem 3.2 where we argue that the
indistinguishability holds even if the input z € X, instead of being sampled uniformly at random, is sampled
from any arbitrary distribution with certain min-entropy. Formally, we prove the following.

Theorem 3.5. Let p; denote the it" prime, i.e. p1 = 2,p2 = 3,..., and &; = [log,, N1. And, let f; denote
pf‘ for all 1.

Assuming the ®-hiding assumption holds, for every PPT adversary A, non-negligible function €(-), poly-
nomial v(-), for all A,k € N, satisfying k > 5\ and € = e(\) > 1/v(X), and every (m,l)-source S over X
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such that £ —m = O(log \), the following holds,

N « RSA(k): a,b < Zy;eip - PRIMES())
Pr A(N797K7 y) =1: g <~ Z}Kvy K= (Cl,b, {eivb}i,b);
T+ 8; y=Hg(z)/
N+ RSA(k); a,b Zy;eip ¢ PRIMES())
—Pr |A(N,g,K,y)=1 : §<— Zy; K = (a,b, {ei,b}i,b> <e(N)/2,
g=glli=sfiy b 73 y= S /s

where je is the smallest index such that p;, > (26" 2log N/e)*.

Proof. The proof of the above theorem is nearly identical to the proof of Theorem 3.2, where we need
to slightly adapt the statistical argument to account for the entropy loss. Here we briefly highlight the
modifications necessary for proving the above theorem.

Similar to the proof of Theorem 3.2, we first prove the following statistical argument:

Theorem 3.6. Let p; denote the it" prime, i.e. p; = 2,po = 3,..., and & = [log,, N1. Also, for RSA
modulus N, let $(N) = Hrfi, where k; > 1, £n denotes number of distinct prime factors of ¢(N), and r;’s
are the distinct prime factors arranged in an increasing order.

For every (possibly unbounded) adversary A, non-negligible function €(-), polynomial v(-), for all \,k € N,
satisfying k > B\ and € = €(A) > 1/v(X), and every (m,f)-source S over X such that £ —m = O(log \), the
following holds,

N « RSA(x); a,b+ Zy;eip — PRIMES())
K = (a,b, {ei7b}i7b); x4+ S; y=(ax+Db)- e, (mod p(N))

N + RSA(k); a,b < Zn;e;p + PRIMES(A)

K =(a,b,{eip};); 4 S; y=(ax+0) e, (mod $(N))
y=(yM,...,y"N)) where y9) =y (mod r)

7D = y@ fori such that r; < Dj. < e(N)/3,

7 Z x; otherwise

g=@",....g")

Pr| AN, K,y)=1 :

—Pr|AN,K,y) =1 :

where je is the smallest index such that p;, > (26"™+2log N/e)*.

Proof. The proof of above theorem is nearly identical to the proof of Theorem 3.3, with the following changes.
Here the bad events as well as all the cases (and sub-cases) are identically defined. The difference is that
first we need to prove an alternate version of Lemma 3.1, where the inputs x,y are now sampled as per S
instead.

Lemma 3.4. For every prime r > 3, integer k > 1,

1
Pr [(az 4+ b) - e, = (ay +b) - e, (mod Tk)] <= <1—|—
a,b,{eiwb}i,b, r
z,y<S,
TFY

22—m+1k. N 2£—m,r.kk.)
VT d

Proof. The proof of this lemma is identical to that of Lemma 3.1, except the probability that any of the
cases (1) to (k+1) occur gets amplified by a multiplicative factor of 2¢=™. This simply follows directly from
the fact that the min-entropy of S is m and the length of inputs is £ bits. Concretely, now we will have the
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following:

2€—m 2€—m,r
P N<1-—
x,y;—rsy[Case 1] < . + Kl
z#y

1 1 7
. : . —m
Forl1<i<k+1, r,z}}S,[Cabe (1)) <2 (ril - + |X|) )
a7y

257m

Pr [Case (k+1)] <
z,y<S,
TF#Y

rk

Now the rest of analysis follows analogously where the only difference is that we have to take this extra
multiplicative factor of 2= into account in every equation. Thus, following the analysis instead of Eq. (3),
we get the following:

Pr [(az+b) e, = (ay +b)- e, (mod r¥)] < L 1+ 2k + 2k (5)
ablein) s, » =W v =k NG EI
z,y«S,
TFY
This completes the proof of Lemma 3.4. [ |

Next, using Lemma 3.4, (as before) we can claim the following.

Lemma 3.5. For every prime r > 3, integer k > 1, every (possibly unbounded) adversary A, the following
holds

a,b + Zyw: e,y — PRIMES()) p "
Pr [A(r", K yg) =5 : K =(a,b{eip};); v S < 20 (V NG \/ 2]x ) .
yo = (ax 4+ b) - e, (mod r*); y1  Zyx vr ||

Proof. The proof of this lemma is similar to that of Lemma 3.2. Concretely, when the input z is drawn as
x + S. We can write the following. Let 6 = Pr [(az +b) - e, = (ay +b) - e, (mod r*)].

ab,{ein}; 4
z,y<S,

TFy

1 ) 2[—7n 1
SD ((H(’“”“),H(’“’k)(X))y (H(r’k),Usz)) <3V [k 'rk\/m(r,k” + BREEIINERIRE
1 2t—mpk
Sk -1+ T
2\/ r + ]

1 2b=mpk
— -7k —1 -
5 ( T + K3 )

Using Lemma 3.4, we can simply it further to \/222:;’“ + \/225‘7}7"‘]% This completes the proof of Lemma 3.5.
H

IN

IN

Finally, using union bounds, congruence due to Chinese remainder theorem, and extending the analyses
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of Lemmas 3.4 and 3.5, we get the following

N « RSA(k); a,b<+ Zy;e;p <+ PRIMES(A)
Pr |AN,K,y)=1 : K = (a,b, {eiab}i,b); z+ S
y = (ax+b)-e, (mod ¢(N))
N + RSA(k); a,b <+ Zn;eip + PRIMES()) ]|
K =(a,b,{eip};,); z S
y = (ax +b) - e, (mod ¢(N))
—Pr|AN,K,7)=1: y= (yD, ..., y)) where yU) = y (mod rf’)
7 =y for i such that r; < Dj.
7 — /e otherwise
= GO e

(Z m)/2 2( m ] N -
< Pr[Bad] In \/ %8 )

/o 1/2 2|X|

< negl; (\) +€/4 + negl2 ) < €/3.

Here to argue that W is negligible in \, we use the fact that input domain X = {0, 1}* is quite

large, i.e. £ > Kk + 2.

This completes the proof of the first part, which shows a tight bound on the statistical distance between the
real and intermediate hybrid distribution. [ ]

Finally, to complete the proof of Theorem 3.5, we prove using the ®-hiding assumption the computational
part of the argument. Concretely, we show that following:

Theorem 3.7. Let p; denote the it" prime, i.e. py = 2,ps =3,..., and €; = [log,, N'| and let f; denote pf
for alli. Also, for RSA modulus N, let $(N) = Hrfi, where k; > 1, {n denotes number of distinct prime
factors of ¢(N), and r;’s are the distinct prime factors arranged in an increasing order.

Assuming the ®-hiding assumption holds, for every PPT adversary A, non-negligible function €(-), poly-
nomial v(-), for all A,k € N, satisfying & > 5\ and € = ¢(\) > 1/v(\), and every (m,l)-source S over X
such that £ —m = O(log \), there exists a negligible function negl(-) such that the following holds,

N < RSA(k); a,b+ Zn;eip <+ PRIMES()) ]
K =(a,b,{eip};,); 2S5 g Ly
Yy = (aa: +b)-e; (mod ¢(N))

Pr |A(N,g, K,g"" ) =1 : y=1(y @ y(ZN)) where yU) =y (mod qu)
() =y fori such that r; < Dj.

7 Z, x; otherwise

7= (~(1) ) ’g(t’zv))
A ‘ N < RSA(K); a,b<+Zn
—Pr |AN, gllSs i g pIES Ty =1 1 g« ZY; eip < PRIMES()) | < negl(\),
K = (a,b, {elb}lb) h <« Z%

where je is the smallest index such that p;, > (26-™*+2log N/e)*.

The proof of above theorem is identical to that of Theorem 3.4, and follows via a sequence of hybrids.
Lastly, by combining Theorems 3.6 and 3.7, Theorem 3.5 follows.
H
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3.3 ®-Hiding based Extractor Lemma

In this section we prove a useful lemma that will aid in proving security of our ®-hiding based constructions
later. This has appeared (and implicity used) in most existing ®-hiding based works. Here we abstract it
out for ease of exposition.

Let Ext : Zny xS — Y be a (A—1, €) strong extractor, where € is negligible in the parameter A. Informally,
the lemmas states that, for every A-bit prime e, applying extractor on an e root of a generator g € Zy is
indistinguishable from random. Formally, we claim the following:

Lemma 3.6. Assuming the ®-hiding assumption holds, then for every admissible stateful PPT adversary
A, there exists a negligible function negl(-) such that for all A,k € N, such that k > 5\, the following hold,

N < RSA(k); s < S
e ¢ PRIMES()\); g « Z3
F + A(N,s,e,g); b+ {0,1}
yo = Ext(g"/¢,5); y1 < Y

Pr | A(yy) =b : < negl(\),

where A is an admissible adversary as long as et F.

Proof. The proof of this lemma follows a simple sequence of hybrids. First, using ®-hiding we can indistin-
guishably switch to sampling (e, N) such that e | $(N). Once we have that e | ¢(N), we know that there
will exist e et-roots of generator ¢ with all but negligible probability. Thus, using the strong extractor
guarantee, we get that yq is indistinguishable from random.

Claim 3.1. Assuming the ®-hiding assumption holds, then for every admissible stateful PPT adversary A,
there exists a negligible function negl(-) such that for all \,k € N, such that k > 5\, the following holds

N + RSA(k); 5+ S
e < PRIMES()); g < Z%

Pr|Aw) =t g a(N,s,e.9) b {0,1}
yo = Ext(g"/¢,8); y1 < Y
e+ PRIMES()); s < S
P A = b N <+ RSA.(k); h <+ Z% < negi(\),

F « A(N,s,e,h®); b+ {0,1}
yo = Ext(h¥',s); 41 < Y

where A is an admissible adversary as long as e{ F.

Proof. The proof of this lemma follows directly from the ®-hiding assumption. Suppose there exists a PPT
adversary A such that can distinguish between the two hybrid distributions with non-negligible probability
~v. We use A to construct a reduction algorithm B that breaks the ®-hiding assumption. Let e be a randomly
chosen A-bit prime. The ®-hiding challenger samples an RSA modulus N and sends to reduction algorithm
B. Given inputs N, e, the reduction algorithm samples a random seed s, and element h < Z%. (Here it
actually samples h < Zy and aborts whenever h ¢ Z%. This happens with only negligible probability.)
Next, it computes generator as g = h¢, and sends parameters (N, s,e,g) to A. The adversary A sends an
integer F' to B, and B first samples a random bit b, output y; < ), and computes yo = Ext(h",s). B sends
Yo as the challenge to the adversary A. If the adversary A outputs b, then B guesses that e 1 (IV), else it
guesses that e | ¢(N).

Let us now analyze the advantage of the reduction algorithm B. Note that if e f ¢(N), then the dis-
tributions {(g,gF/e) : g« Zy} and {(h® hf) : h< Z%} are identically distributed as long as e { F.
Therefore, the reduction algorithm perfectly simulates the hybrid distributions for A depending on whether
e | ¢(N) or not. Hence, if A distinguishes with non-negligible probability -, then B’s advantage in ®-hiding
is also 7. Thus, the claim follows. [ |
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Claim 3.2. If Ext is a (A — 1,€) strong extractor, where € is negligible in the parameter A, then for every
admissible stateful adversary A, there exists a negligible function negl(-) such that for all \, k € N, such that
K > B\, the following holds

¢+ PRIMES()); s + S
N« RSA.(k); h+ Z}

F « A(N,s,e,h®); b+ {0,1}
yo = Ext(h s); y1 + Y

Pr |A(y) =0 : < negl(N),

where A is an admissible adversary as long as e { F'.

Proof. This follows directly from the strong extractor guarantee of Ext. The proof relies on the fact that
for any given element h € Z};, there exists e — 1 other distinct elements h € Z};, such that h® = h® when
e | #(N). Concretely, for any h € Z%;, prime e, and integer F such that e { F, let S, j, and T, j, p denote the
following sets:

Se’h:{EGZ}KV : he:Ee}’ Te’h’F:{EEZ}k\[ : Fﬁ:gF,QESe’h}.

Let D, j r denote the uniform distribution over T j r. Note that D, j r has min-entropy log,e > A — 1,
since e is a A-bit prime. Therefore, by extractor security the claim follows since € is negligible.

From Claims 3.1 and 3.2, the lemma follows. [ ]

4 Hinting PRGs based on ¢-Hiding

In this section, we provide our (n, £)-hinting PRG (HPRG) construction based on the ®-hiding assumption.
For an RSA modulus N and parameters \,/, let Ext : Zy x S — {0,1}¢ be a (A — 1, €ex) strong extractor,
where € is negligible in the parameter \.° Below we describe our construction.

Setup(1?) — (pp,n). The setup algorithm takes as input the security parameter . It sets RSA modulus bit
length x = 5\ and number of blocks n = Kk + 2.
Next, it samples modulus NV as N <= RSA(k), seed s <— S, generator g < Z};, 2n (A-bit) primes {e; s}, ,
as e;p < PRIMES(A) for (4,0) € [n] x {0,1}, and elements a,b < Zy. Finally, it outputs the public
parameters pp as pp = (N,s,g, {eip};y -0 b).

Eval(pp,z,j) — y. Let pp = (N,s,g, {ei’b}ib,a,b). The evaluation algorithm proceeds as follows. Let
é1 = [log, N1, & = [logy N1, and f, = 27, fy = 3%.
It computes h = g/t 72 (@@ licntiy ¢oei (mod N), and outputs y = Ext(h, s).

4.1 Optimization by Sharing Computation

A naive method of computing Eval(pp,z,j) for all indices j involves O(n?) exponentations. However, a
significant amount of these exponentiations are redundant. This is because for any indices j; # jo, most
of the operations involved in computing Eval(pp,z,j1) and Eval(pp,z, jo) are same. We now describe an
efficient procedure that computes Eval(pp, x, j) for all indices j using only O(nlogn) exponentiations. We
use the technique of dynamic programming to achieve the optimization. Consider the recursive procedure
described in Algorithm 1. The procedure takes as input a base generator h, an integer n, a list of exponents
exp of length n and RSA modulus N. It outputs a list [hlliz &P mod Nljem)- In order to compute

6Note that such an extractor exists when £ < c\ for any fixed constant c. The Hinting PRG construction can be extended
for £ > X by using standard PRG.
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Eval(pp, z, j) for all j, we invoke the procedure ComputeHPRG on generator h = gl F2(ax+b) and exponents
exp = [€iz,)icn]- The procedure ComputeHPRG divides the list of exponents into groups of 2, multiplies
the exponents in each group and obtains the list subexp. It then recurses on the smaller list of exponents
subexp, and then uses its output to compute [hni# i mod Njepn)- Let us now analyze the total time
taken by the algorithm. Initially the ComputeHPRG procedure is invoked on the list exp consisting of n A-bit
exponents [e; ¢, ];c[n). The procedure involves n exponentiations with A bit exponents (Lines 8-10) and calls
the ComputeHPRG procedure recursively on n/2 2A-bit exponents subexp (Multiplying numbers as in Line
5 is asymptotically faster than exponentiation and therefore we ignore the time required for this operation
for the sake of simplicity). Similarly, the i** recursively call to the ComputeHPRG procedure involves n /2
exponentiations with 2% - A bit exponents. As the computational effort required for this is same as the
performing n exponentiations with A bit exponents, and as there can be at most logn recursive calls, the
algorithm totally involves O(nlogn) exponentiations with A bit exponents.

Algorithm 1 Recursive procedure for computing HPRG

1: procedure COMPUTEHPRG (GENERATOR h, INT n, LIST exp, INT N)
2 if n =1 then return [h]

3 else if n = 2 then return [A*P2 mod N, h®P1 mod N]

4 else

5 subexp < [expy.; 1 - €xPy.il1<i<|n/2)

6 if » mod 2 = 1 then subexp < subexp||exp,,

7 suboutput +— ComputeHPRG(h, [n/2], subexp)

8 for 1 <i<2-|n/2] do

9 if i mod 2 = 0 then output;, = suboutput?;%i1 mod N

10: else if ¢ mod 2 = 1 then output;, = suboutput?);?;1 mod N

11: if n mod 2 =1 then output < output|[suboutput,, /o)
return output

4.2 Security

Now we prove that the construction described above is a secure HPRG. Formally, we prove the following.

Theorem 4.1. If the ®-hiding assumption (Assumption 1) holds, then the HPRG construction described
above is secure as per Definition 2.4.

Proof. First, we introduce some useful notations. For any sequence {eixb}i,b and string x € {0,1}", we use
e, as a shorthand for the subset product [];_, €; .,. Let p; denote the i*" (smallest) prime, i.e. p1 = 2,py =
3,..., and €; = [log, N] for all i. And, let f; denote pf for all . For any constant ¢ > 0, let j. be the
smallest index such that p;. > (2v/2log N/e)*. Now we describe our proof.

The proof of security follows via a sequence of hybrids. Below we first describe the sequence of hybrids,
and later argue indistinguishability to complete the proof. At a very high level, the proof structure is
somewhat similar to that used in [Zhal6], where for proving security one first assumes (for the sake of
contradiction) that the adversary wins with some non-negligible probability ¢ and then depending upon 9,
one could describe a sequence of hybrids such that no PPT adversary can win with probability more than
0. This acts as a contradiction, thereby completing the proof.

Intuitively, the main idea is to first switch the randomly sampled terms y?)l_wj to be instead sampled

) < foy- be ! ) i ws .
in a very structured way where y?717$j = Ext(hj1-«,;,s) and hj1_,, = gf1 Fa(aztb)e;s o Iliem €imi hig

follows from the ®-hiding based extractor lemma (Lemma 3.6). Next, using our new hashing lemma (Theo-
rem 3.2), we now instead of computing ¢/t 2 (@0 [lict ¢iei sample 2 « 7% and compute zI1i% /x| In the
next hybrid, we replace challenge with random elements in Z}; using the ®-hiding based extractor lemma
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(Lemma 3.6). Concretely, Hybrid 1 corresponds to HPRG game where the challenger always chooses 8 = 0,
i.e. samples half of the challenge matrix as appropriate functions of the seed x and remaining randomly.
Hybrid 4 corresponds to HPRG game where the challenger always chooses § = 1, i.e. challenge matrix
consists of random entries.

For any PPT adversary A, let the probability that A outputs 1 in Hybrid ¢ be denoted as p/*. For the sake
of contradiction, we assume that the adversary .4 wins with non-negligible probability d(\), which suggests
that pf* —p7* = 6(\). This means that there exists a polynomial v(-) such that 6(\) > 1/v()\) infinitely often
for A € N. Let ¢(\) = 1/v()\). We will drop the dependence on X\ whenever clear from context.”

Hybrid 1. This is same as the original HPRG game, where the challenger always chooses g = 0.

1. The challenger sets k = 5\, n = k + 2. It samples the public parameters pp = (N,s,g, {eiv}; s a b)
as:

N« RSA(k), a,be€Zy, g€Zy, s+ S, e+ PRIMES(A) (¥ (i,b) € [n] x {0,1}).

2. Next, it samples a random HPRG seed x < {0,1}", computes the HPRG challenge (yo, {¥i s}, ,) as:
yo = Ext(g/t /2 (0rrbes g),

(gfl ~f2~(ax+b)eme;ii

Vi€ n], viz =Ext ,5),

Vie [’ﬂ], Yil—z; < {07 1}2

3. The challenger sends public parameters pp, n and the challenge (yo, {y:s}:) to the adversary. Finally,
the adversary outputs a bit 3’.

Hybrid 1.5* (i* € [n]). This hybrid is same as hybrid 1, except that the challenger chooses y; 1_,, in a
structured way for all ¢ < ¢*.

2. Next, it samples a random HPRG seed x < {0,1}", computes the HPRG challenge (yo, {¥: s}, ,) as:
Yo = Ext(gﬁ-fz‘(aw-&-b)egp75)7

—1

(gfl'fz‘(aw-Fb)ein’zi ’5)’

1

Vie [l*] Yil—z; = EXt(gfl.j‘2l(aw+b)exe;17”75)1
Vien\[i*], viia < {0,1}"

Vien], v =Ext

Note that the challenger knows ¢(N), thus it can compute all the necessary inverses.

Hybrid 2. This hybrid is similar to Hybrid 1.n, except none of the challenge terms have any dependence
on the HPRG seed =x.

1. The challenger sets kK = 5\, n = Kk + 2. It samples the public parameters pp = (N,s,g, {eiv}; s a b)
as:

N« RSA(k), a,b€Zy, s5+S, e« PRIMES(A) (V (i,b) € [n] x {0,1}),

h/ E Z}F\;, g frnd }]/sz(;;; fk

"Note that, throughout the analysis, we provide a non-uniform reduction where the description of hybrids and the reduction
algorithm depends upon e. Note that one could instead avoid such a non-uniform choice by first running the adversary
sufficiently many times to estimate the advantage € as €, and later on use the estimated advantage € instead. Therefore, for
ease of exposition, we simply give a non-uniform reduction.
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2. Next, it samples a random HPRG seed = < {0,1}", computes the HPRG challenge (yo, {: s}, ) as:

z — Ly,
Yo = Ext(znill Tr g),
Vienl,be{0,1}, yip=Ext(z50 1%/ g,
Hybrid 3.i*.0* (i* € [n],b* € {0,1}). This hybrid is similar to Hybrid 2, except that the challenger chooses
yip randomly for all (i,b) < (i*,b*).8
2. Next, it samples a random HPRG seed z < {0,1}", computes the HPRG challenge (yo, {yivb}ub) as:
z 4 Ly,
yo = Ext(eTli=a /e g),
v (i,0) < (i*,0%), wip + {0,137,
V(i,b) = (i*,b%), gip = Ext(z0 o fe g).

Y

Hybrid 4. This hybrid is similar to Hybrid 3.n.1 except that yg is also generated randomly.
2. Next, it samples a random HPRG seed x < {0,1}", computes the HPRG challenge (yo,{%is},,) as:

Yo {07 1}57
Vien),be{0,1}, iy« {0,1}"

Now we argue indistinguishability between the hybrids described above. Below we use Hybrid 1.0 to
correspond to Hybrid 1, and Hybrid 3.0.1 to correspond to Hybrid 2.

Lemma 4.1. Assuming the ®-hiding assumption holds, then for every PPT adversary A, there exists a
negligible function negl(-) such that for all X € N, i* € [n], pf(i*_l) —pit < negl(N).

Proof. The proof of this lemma follows directly from our ®-hiding based extractor lemma (Lemma 3.6).
Suppose that A distinguishes between Hybrids 1.(i* — 1) and 1.4* with non-negligible probability -, for some
i* € [n]. We use A to build a reduction algorithm B that violates our ®-hiding based extractor lemma,
thereby leading us to a contradiction. Below we provide more details.

The reduction algorithm B first receives the parameters (N, s, e, g) where e is a A-bit prime and g is a
random element in Z3;. B then samples parameters a,b and HPRG seed = randomly as in Hybrid 1. It
also samples primes e;; for all (i,b) # (i*,1 — x;») as in Hybrid 1. It sets e« 1-,.,0 aS €+ 1-4,. = €
and g = glli<i~¢1-=: . Now it sets the public parameters pp as pp = (N,mg, {ei,b}i)b,a,b). Next, B sets
exponent F as F' = f1- fo- (ax+b)e,. If e | F, then B aborts and guesses randomly, otherwise it sends F' to
the challenger and continues. The challenger responds with a challenge bit string y, and then B computes
the HPRG challenge (yo, {yis}, ;) as:

yo = Ext(glrF=(art0ler g),

Vie [’n,], Yiz, = Ext(gfl-fz-(aa:+b) Hj;éi €ja, 75),
Viée [z* — ]_], Yiloz; = Ext(gfl'fz(agc—&-b)em 1)< imnjs ej*lfw_;”s)’
Yir1—zie = Y,
Vien\[i*], yi1-a < {0,1}"

8Here and throughout this section, =< is a shorthand for the following relation: (i,b) < (4*,b*) =4 < i* V (i = i* Ab < b*).
And, > is analogously defined, but as the converse of <.
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Finally, B sends pp,n and (yo, {yi,b}i,b) to A, and A outputs its guess 5. If 5/ = 1, then B outputs 0 (i.e.,
y is computed honestly) as its guess, otherwise it outputs 1 (i.e., y is random bit string) as its guess.

Let us now analyze the advantage of the reduction algorithm B. First, note that B samples a,b, z and
eip for (i,b) # (¢*,1 — x;-) randomly (from appropriate distributions). Therefore, we have that the event
e | F occurs with only negligible probability since e is a random A-bit prime, thus B aborts with atmost
neghglble probablhty Second, since e; 15, are randomly drawn A-bit primes for ¢ # ¢*, thus sampling g as
g = gtlici* Cil—=; g« 74 N instead of g «— Z} is statistically indistinguishable. Therefore B simulates one of
hybrids 1.(i* — 1) and 1.5* (in a statlstlcally indistinguishable way) depending upon whether the challenge y
is computed as y = Ext(g%/¢,s) or y + {0,1}¢. Hence, if A distinguishes with non-negligible probability -,
then B’s advantage is also negligibly close to . Thus, the lemma follows.

Lemma 4.2. Assuming the ®-hiding assumption holds, then for every PPT adversary A, there erists a
negligible function negl(-) such that for all X € N, satisfying 5(\) > e¢(A) = 1/v(N\), pft,, — p3t < e(N)/2 +
negl(N).

Proof. The proof of this lemma follows directly from our new hashing lemma (Theorem 3.2). Suppose that
A distinguishes between Hybrids 1.n and 2 with probability €/2 4 ~, where 7 is non-negligible. We use A to
build a reduction algorithm B that violates the security requirement of our new hash lemma, thereby leading
us to a contradiction. Below we provide more details.

The reduction algorithm B first receives the parameters (N, g, K,y), where K = (a, b, {eixb}i,b)' B then

samples an extractor seed s randomly. It computes exponent £ = [],,e;, and generator g = ¥, and
it sets the public parameters pp as pp = (N,s,g, {eip}, b,a,b). Next, B computes the HPRG challenge
(Yo, {yi,b}i,b) as:

yo = Ext(y”,s),
Vie [n]a be {07 1}7 Yib = EXt(yH(j’c)#(i’b) ejycvﬁ)'

Finally, B sends pp,n and (Yo, {yip},,) to A, and A outputs its guess 4’. If 3’ = 1, then B outputs 0 (i.e.,
y is computed honestly) as its guess, otherwise it outputs 1 (i.e., y is random bit string) as its guess.

Let us now analyze the advantage of the reduction algorithm B. First, note that the challenger samples
all the primes e;;’s randomly, thus we have that with all-but-negligible probability, all e;;’s are co-prime
w.r.t. ¢(N). Therefore samphng g as g =g, g« Z% instead of g < Z% is statistically indistinguishable.
Similarly, sampling g as g = g%, g = hlliZs fe b < Z% instead of g = glliZs fe, G « Z% is statistically
indistinguishable. Therefore, B simulates one of hybrids 1.n and 2 (in a statistically indistinguishable way)
depending upon whether the challenge y is computed as y = g/t /2 (@@+b)es for o random z, or y = G
for a random z € Z%;. Hence, if A distinguishes with non-negligible probability €¢/2 + v, then B’s advantage
is also negligibly close to €/2 + . Thus, the lemma follows. [ ]

Lemma 4.3. Assuming the ®-hiding assumption holds, then for every PPT adversary A, there exists a
negligible function negl(-) such that for all X € N, i* € [n], p3';« o — Piie 1 < negl(N).

Proof. The proof of this lemma follows directly from our ®-hiding based extractor lemma (Lemma 3.6), and
is quite similar to the proof of Lemma 4.1. Suppose that A distinguishes between Hybrids 3.:*.0 and 3.i*.1
with non-negligible probability ~, for some i* € [n]. We use A to build a reduction algorithm B that violates
our ®-hiding based extractor lemma, thereby leading us to a contradiction. Below we provide more details.

The reduction algorithm B first receives the parameters (IV,s,e,g) where e is a A-bit prime and g is
a random element in Z3}. B then samples parameters a,b and HPRG seed z randomly as in Hybrid 2.
It also samples primes e;; for all (i,b) # (i*,1) as in Hybrid 2. It sets e;«1 as e;»1 = e and samples

g < Z}. Now it sets the public parameters pp as pp = (N,E,g, {eip};y -0 b). Next, B sets exponent F' as
F = Hf;l fr Hi>i*’b€{0’1} eip- If e | F, then B aborts and guesses randomly, otherwise it sends F' to the
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challenger and continues. The challenger responds with a challenge bit string y, and then B computes the
HPRG challenge (yo, {%is}; ;) as:

2= gni>i*,b€{0,l} ei-,b’

yo = Ext(IlE=1 1 ),
Y (i,b) 2 (i%,0), wip < {0,1},
Yix1 =Y,
Y (i,b) = (i%,1), i = Ext@ = e TlGozeonisi e e g).

Finally, B sends pp,n and (yo, {yLb}lb) to A, and A outputs its guess 8. If ' = 1, then B outputs 0 (i.e.,
y is computed honestly) as its guess, otherwise it outputs 1 (i.e., y is random bit string) as its guess.

Let us now analyze the advantage of the reduction algorithm B. First, note that B samples e;; for
(i,b) # (i*,1) randomly, thus we have that the event e | F occurs with only negligible probability since e
is a random A-bit prime. So, B aborts with atmost negligible probability. Second, since e;; are randomly
drawn A-bit primes for ¢ > ¢*, thus sampling z as z = §Hi>i*vb “ub g < Z} instead of z <— Z%, is statistically
indistinguishable. Therefore, B simulates one of hybrids 3.i*.0 and 3.i*.1 (in a statistically indistinguishable
way) depending upon whether the challenge y is computed as y = Ext('ng/e,s) or y < {0,1}*. Hence, if A
distinguishes with non-negligible probability -, then B’s advantage is also negligibly close to . Thus, the
lemma follows.

Lemma 4.4. Assuming the ®-hiding assumption holds, then for every PPT adversary A, there exists a
negligible function negl(-) such that for all X € N, i* € [n], pé(i*fl)'l — Pt o < megl(N).

Proof. The proof of this lemma is identical to the proof of Lemma 4.3. [ |

Lemma 4.5. For every adversary A, there exists a negligible function negl(-) such that for all A € N,
Pitna = Pi < negl(h).

Proof. This follows directly from the strong extractor guarantee of Ext. Let S C Zj} denote the set

{z €Ely: 2= AL e nZ e Z}‘V} Now since N is an RSA modulus of bit length «, we have that log, [S| > A

with all-but-negligible probability. Note that yo is sampled as yo = Ext(z,s) where z < S. Thus, by extrac-
tor security, given log, |S| > A, the claim follows since e is negligible.
|

Combining Lemmas 4.1 to 4.5, we get that pi* — pgt < €(\)/2 + r;gl()\) for some negligible function n’e\gl(-)
(whenever §()\) > €()\)). Thus, we can conclude that pf' — pf' < 2¢(\)/3 infinitely often. This contradicts
our assumption that pi* — pg' > 6(\) > €()\). Thus, this completes the proof.

|

5 Hinting PRG from g-DDHI Assumption

We now construct (n, £)-hinting PRG from any 2n-DDHI hard group generator GGen. Suppose GGen(1%)
generates a group of order at most 2. The below construction requires n > k 4 2\ and k& = w(log A). For
the sake of simplicity, we construct a hinting PRG which outputs elements in a group. The construction can
be extended to output ¢-length bit strings for any polynomial ¢ by using standard PRGs and randomness
extractors.

Setup(1*): Sample a group G = (G, p) + GGen(1*). Sample a generator g < G and random exponents
a < Zy and do, dy < Zp. Output the public parameters (G, g, g%, go‘27 g™ do, dy).
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Eval(pp, x,4): Parse public parameters pp as pp = (G, g, g%, g, g% do, dy). Set f = gl Bortdi) Ten iy (25 423)
cj

Expand the polynomial f as []}_,c;a’. Compute and output []}_, (g””)

5.1 Security
We now prove that the above construction is a secure Hinting PRG. Formally, we prove

Theorem 5.1. If the 2n-DDHI assumption (Assumption 2) holds on group generator GGen, then the hinting
PRG construction described above is secure as per Definition 2.4.

Proof. We now prove that the above construction is a secure hinting PRG via a sequence of hybrids. In the

proof, we use F, as a shorthand for []_,(a + 2j + z;). In the first hybrid, y; ,, are structured (y; ., =

j=1
gldotdr)-(at2ita) ™" Mi=1(@+23+25)) and y; 1 _,, are sampled randomly in the HPRG challenge. In the next

hybrid, we switch y; 1_4, to structured values, ie., y;p = g(d°x+d1)'(°‘+2i+b)_lH?¥1(a+2j+wﬂ') using DDHI
assumption. In the next hybrid, we erase the information about z in the challenge. Concretely, we show
that (dox + dy) - H?Zl(a + 2j + z;) mod p is statistically indstinguishable from random value in Z, and

consequently switch y;  to gr'(o‘””b)_1 for a randomly sampled r. We then use DDHI assumption to switch
the challenge to random group elements.
Hybrid Hy: This is same as the original hinting PRG game when the challenger always chooses § = 0.
1. The challenger first samples a group G = (G,p) + GGen(1*) and generator g <+ G. It then
samples random values «, do, d1 < Z,. It then computes pp = (g,g,ga,go‘z, s, g™ do, dy).

2. Tt then samples a bit string x < {0,1}", random values r; <— Z,, for i € [n]. It then computes the
challenge yo = g, i, = g7/ @24 Y1 = gn for i € ]

3. The challenger sends public parameters pp and the challenge {yo, {¥i}ip} to the adversary.
4. The adversary outputs a bit 5’

Hybrid H;: This is same as previous game, except that the challenger aborts if there exists an i € [2n + 1]
s.t. a+14 =0 mod p.

1. The challenger first samples a group G = (G,p) + GGen(1*) and generator g <+ G. It then
samples random values «, dy, dy < Z,. It aborts if @ +¢ = 0 mod p for any i € [2n + 1]. It then

Computes pp = (p,g’ga7ga2’ e 7gan7d03d1)'

We now define a sequence of n 4+ 1 hybrids. For the sake of simplicity, let Hybrid Hs o be same as
Hybrid H;.

Hybrid Ha ; (j € [n]): This is same as previous game, except that the challenger computes y; 1, differently.

2. It then samples a bit string = < {0, 1}", random values r; <— Z, for i € [n]. It then computes the
challenge yo = g™, y;p = g7/ (@F2H0) for all (i,b) s.t. i < jor b =2, Y10, = g™ fori > j.

Hybrid Hj: This is same as Hybrid Hs , except that the challenger uses a random value r instead of F,.

2. The challenger samples a random value r < Z,. It then computes the challenge vy = ¢", yip =
g/ (@ +2150) for all (i,b) € [n] x {0,1}.

We next define a sequence of 2n + 1 hybrids. Let us define Hybrid Hy g1 be same as Hybrid Hs.

Hybrid Hy jp (j € [n],b € {0,1}): This is same as Hybrid Hs except that for (i,b) < (4,0'), the challenger
samples y; , uniformly at random.

2. The challenger samples a random value r < Z,, and 7,  Z, for (¢,b) < (j,0’). It then computes
the challenge yo = g", iy = g" for (i,b) < (j, 1), and ys,, = "/ *+250) for (i, ) = (j, b)),
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Hybrid Hs. This is same as Hybrid Hy 5, 1 except that the challenger does not abort if there exists ¢ € [2n+1]
such that a +¢ = 0 mod p.

1. The challenger first samples a group G = (G,p) + GGen(1*) and generator g <+ G. It then
samples random values «, do, d1 < Z,. It then computes pp = (G, g, g“,go‘z, s, g™ do, dy).

Note that hybrid Hy is the original hinting PRG game when challenger always chooses 8 = 0 and hybrid
Hj is the original hinting PRG game when challenger always chooses 8 = 1. We prove that these 2 hybrids
are computationally indistinguishable using the following lemmas. For any PPT adversary A, let p;f‘ be the
probability that A outputs 1 in Hybrid H,.

Lemma 5.1. There exists a negligible function negl(-) such that for every adversary A and every A € N, we
have |pg' — pi'| < negl(X).

Proof. The distribution of challenger’s output is same in Hybrids Hy and H;, except when o € [p — 1,p —
2n — 1]. This event happens with probability (2n + 1)/p. Assuming p is super-polynomial in A, the event
a € [p—1,p — 2n — 1] happens with negligible probability. [ |

Lemma 5.2. Assuming 2n-DDHI assumption holds on group generator GGen, for every PPT adversary
A and every index j € [n], there exists a negligible function negl(-) such that for every A € N, we have

|P§4.j - péj—1| < negl(N).

Proof. Suppose there exists a PPT adversary A and an index j s.t. |er2 j 102 - 1| is non-negligible. We
construct a reduction algorithm B that breaks 2n-DDHI assumption on group generator GGen.

The 2n-DDHI game challenger C first sends challenge (G, h, hY h” <+« Y T) to the reduction algo-
rithm B. The reduction algorithm samples « < {0,1}", 1mphcltly sets a = ’y —2j +x; — 1 and aborts
if there exists i € [2n + 1] such that h®T? = 1g (1g is identity element of the group G). B then sam-

ples random elements dy,d; < Z,, computes a generator g = AT (o2t 1—ay)

and the public parame-
ters pp = (Q,g,ga,go‘2, ---g*",dy,dy). B then computes Hinting PRG challenge as follows. It first com-
putes yo = gldortd) Tlioy(at2htar) . — gldortdi) Theen g (@+26+20) o1 j e [n]. Tt then computes
Yil—z, = pldortdi) Tiepjap gy (o 2kt t=an) [limy (et 2kt2i) o0« 5 Tt then samples r; Z, and sets

Yi1—z, = g'" for i > j. In order to compute y;z;, B expands the polynomial

i—1 n n+j—2
flay = Yot ) Tl w2k 4 1 —m) Tl (0 b 20 ko) _ e, > e
(a+25+1—uzy) ~y
where v = (a+2j+1—2;) and ¢, {c;} are some functions of z, do, d1. B sets yj = = T [[125 " heer™ | Note

that pp and (yo, {yi}i,») can be computed given the challenge sent by C. Finally, B sends public parameters
pp and challenge (yo, {v:}ip) to the adversary A. The adversary outputs a bit 8/, which B outputs as its
guess in the 2n-DDHI game.

Note that a+2k+1—xj # 0 mod p for all k < j. Therefore g is a generator of the group G. Moreover, a
is uniformly distributed over Z,, since y is uniformly sampled from Z,,. Therefore, the distribution of pp sent
by B matches the distribution of pp sent by Hybrid Hs ; and H ;_; challengers. Moreover if T" is a random
group element, then B emulates Hybrid Hy j_; challenger to A. If T = h'/7, then B emulates Hybrid Hy
challenger to A. By our assumption, \péj —péj_1| = | Pr[f#’ = 1|0 = 0] — Pr[8’ = 1|6 = 1]| is non-negligible.
Therefore, B breaks 2n-DDHI assumption of GGen.

Lemma 5.3. For every adversary A, there exists a negligible function negl(-) such that for every A € N, we
have |ps',, — p3'| < negl(\).

Proof. By applying Lemma C.1 with a uniform source S on {0, 1}", the statistical difference between Hybrids
H,.,, and Hj is negligible in \. [ |
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Lemma 5.4. Assuming 2n-DDHI assumption holds on group generator GGen, for every PPT adversary A,
every index j € [n] and bit V', there exists a negligible function negl(-) such that for every A\ € N, we have

|pféj.b/ - pﬁjfler/.lfb" < negl(A).

Proof. Suppose there exists a PPT adversary A, an index j and bit b’ s.t. |pf_j'b, — p;ﬂjiHb,.lfb,\ is non-
negligible. We construct a reduction algorithm B that breaks 2n-DDHI assumption on group generator
GGen.

The 2n-DDHI game challenger C first sends the challenge (G, h,h7, h'Yz, e 7/ﬂz",T) to the reduction
algorithm B. The reduction algorithm samples x < {0,1}", implicitly sets « = v — 25 — b’ and aborts if
there exists i € [2n + 1] such that h*T® = 1g (1g is identity element of the group G). B then samples
random elements do, dy < Zy, sets the public parameters pp = (G, h, h®, ho‘z, ch dy, dy). B then samples
' = Ly, iy < Ly for (i,0) < (4, V'), and implicitly sets r = r"-[]¢( g),(jpr)y (@ + 2k + B). B then computes

Hinting PRG challenge as follows. It first computes yo = h" = h" Tt eny (@+2h+5), Yip = g"b for

(2,b) < (4, b'). It then computes y; , = preie = B Tls -G acesin (@F2K46) g0, (2,0) > (4,b'). In order
to compute y; 4, B expands the polynomial

11 (a4 2k +b) 2n
o) = r _ (k,b)>-(5,b") _ % + ch,}/k’
k=0

(a+2j+0) (a+2j + )

where v = (a+2j + V') and ¢, {cx} are some functions of r'. B sets y; = T° - Hiio het?" . Note that pp
and (yo, {¥i,p}i,p) can be computed given the challenge sent by C. Finally, B sends public parameters pp and
challenge (o, {yi,»}i,s) to the adversary A. The adversary outputs a bit 8, which B outputs as its guess in
2n-DDHI game.

Note that the distribution of pp sent by B matches the distribution of pp sent by Hybrid Hy ;i and
Hyj—14v1—p challengers. As p’ is uniformly sampled in Z, and (a + 25 + ') # 0 mod p, p is uniformly
distributed in Z,. Moreover, if T' = h'/7 then B emulates Hybrid Hyj_14p 1.0 challenger to A. If T is
a random group element, then B emulates Hybrid Hy ;s challenger to \A. By our assumption, |p£j.b, —
pfjiHb,‘lfb,\ = |Pr[p’ = 1|6 = 0] — Pr[#’ = 1|0 = 1]| is non-negligible. Therefore, B breaks 2n-DDHI
assumption of G. [ |

Lemma 5.5. There exists a negligible function negl(-) such that for every adversary A and every A € N, we
have |p3,, 1 — pg'| < negl(N).

Proof. This proof is same as proof of Lemma 5.1. [ ]

By the above sequence of lemmas and triangle inequality, Hybrids Hy and Hs are computationally
indistinguishable. Therefore, the above construction is a secure Hinting PRG. [ |

6 One-Way Function with Encryption from ¢-Hiding Assumption

In this section, we construct (k,n,¢)-recyclable One-Way Function with Encryption (OWFE) from Phi-
Hiding assumption. The construction assumes k¥ > 7\ and n — k < alogn for any fixed constant o. For
any parameters \, £, let Exty ¢ : {0, 1}* x S — {0,1}¢ be a (A — 1, égyt) strong seeded extractor, where eg is
negligible in \.  Let p; denote the i*" (smallest) prime, i.e. p; =2,py =3,..., and €; = flogpi N1 for all i.
And, let f; denote pf‘ for all . The construction proceeds as follows.

9Note that such an extractor exists for £ = ¢ - A for some constant ¢ < 1. The construction can be extended for any £ > A
with the help of PRGs.
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K(1*): On input security parameter A and length £, set RSA modulus length £ = 5\, and sample RSA
modulus N < RSA(k). Next, sample a generator g < Z%, 2n (A-bit) primes e; ;, < PRIMES(A) for
(3,b) € [n] x {0,1} and elements do,dy < Zy. Then, sample a seed s < S of extractor Exty , and
output public parameters pp = (N, s, g, {e; s}, do, d1).

f(pp,x): Let pp = (N, 5,9, {eip}ip, do.di). Output y = g/t-F2-(dor+d) i ¢iei mod N.

E+(pp, (3,b); p): Parse pp as pp = (N, s, g, {€ip}ip, do,d1). Output ciphertext ct = (¢”°* mod N, 1,b).

Es(pp; (y,1,b); p): Let pp be pp = (N,s,9,{€ip}ip,do,d1). Compute h = y” mod N and output z =
Ext(h, s).

D(pp,ct,z): Let pp = (N,s,g,{€ip}ip,do,d1). Parsectas (¢,7,b). If b = z;, compute h = thfe(doztd) I €i05 1yoq N
and output Ext(h,s). Otherwise, output L.

Correctness. For any public parameters pp = (N,s,g,{eib}ip, do,d1), any string € {0,1}", any in-

dex i € [n], any randomness p, we have D(pp, By (pp, (i,2;); p), ) = g/l /= (ot Il ies = f(pp 2y =

EQ(pp7 (f(ppa .’ﬂ), ia xl)? p)

6.1 Security
We now prove the one-wayness, encryption security and smoothness properties of the above scheme.

One-Wayness. We now prove that the above construction satisifes (k, n)-one-wayness property when k > 7\
and n — k < alogn for any fixed constant a.

Theorem 6.1. Assuming ®-hiding assumption holds, the above construction satisfies (k,n,t)-one-wayness
property as per Definition 2.1.

Proof. We first prove that no PPT adversary can win the following game with non-negligible advantage
assuming ®-hiding assumption. We then prove how a PPT adversary breaking one-wayness property of the
above scheme can be used to break the following game.

Game G: The challenger chooses RSA modulus k = 5\, samples N < RSA(k), prime e < PRIMES(\)
and a value z < Z%. The challenger sends (N, e, z) to the adversary, which then outputs w. The
adversary wins if w® = z mod N.

We now argue that no PPT adversary can win the above game with non-negligible probability.

Lemma 6.1. Assuming ®-hiding assumption holds, for every PPT adversary A, there exists a negligible
function negl(-) such that for every A\ € N, the probability that A wins in Game G is at most negl(\).

Proof. We prove the lemma using the following intermediate Game H.

Game H: The challenger chooses RSA modulus x = 5\, samples prime e < PRIMES(X) and N < RSA(k)
s.t. e|p(N). It then samples an element z <— Z}. The challenger sends (N, e, z) to the adversary,
which then outputs w. The adversary wins if w® = z mod N.

Let the advantage of any adversary A in Game G be Advé and in Game H be Advf‘[.

Claim 6.1. For every adversary A, there exists a negligible function negl(-) such that for every A € N,
Advyr < negl(X).

Proof. As e|¢(N), only a negligible fraction of z € Z% have a w s.t. w® = z mod N. Therefore, no PPT
adversary can find a w s.t. w® = z mod N with non-negligible probability. [ |
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Claim 6.2. Assuming ®-hiding assumption holds, for every PPT adversary A, there exists a negligible
function negl(-) such that for every A € N, |Adv — Advi| < negl(\).

Proof. Suppose there exists a PPT adversary A such that |Advé - Advé| is non-negligible. We construct
a reduction algorithm that breaks ®-hiding assumption. B samples e + PRIMES(A) and plays ®-hiding
game for e. The challenger sends RSA modulus N to B, which samples z <— Z%; and sends (N, e, z) to A. If
A outputs w s.t. w® = z mod N, then B guesses that ¢(N) is uniformly sampled from RSA(k). Otherwise,
it guesses that e|¢(N). [ |

By the above 2 claims and triangle inequality, no PPT adversary can win Game G with non-negligible
advantage. [ |

Lemma 6.2. Assuming ®-hiding assumption holds, for every PPT adversary A, there exists a negligible
function negl(-) such that for every A € N, the advantage of A in (k,n)-one-wayness game is at most negl(\).

Proof. Suppose there exist a PPT adversary A that breaks (k,n)-one-wayness property of the encryption
scheme with non-negligible probability e. We construct a reduction algorithm B that wins against Game G
challenger C.

The adversary first sends a (k,n) source S to B. The challenger C then sends (N, e, z) to B. The reduction
algorithm samples a bit string = < S, an index j < [n], extractor seed s < S, exponents dy, dy < Z, primes
eipr < PRIMES(A) for (4,0) # (j, 1 —x;). It then sets generator g = z and prime e;;_,, = e. B then sends
public parameters pp = (N, s, g, {eiy }iv,do,d1) and challenge y = 2Ili¢=i mod N to the adversary. The
adversary outputs z’. If f(pp, ) # f(pp, ) or z; = x;, then B aborts. Otherwise, we have h¢ = 2 mod N,
where F = f, - fo - (dox + di) [, €10, and h = 2772 o 0 s €t 164 N As e is a randomly sampled
A-bit prime, e { F with overwhelming probability. B computes z'/¢ mod N using Shamir’s trick [Sha83].
Concretely, B first computes integers a,b s.t. a-e+b-F =1 and outputs w = h” - 2% mod N.

We now analyze the advantage of B in Game G. By our assumption, f(pp,z’) = f(pp,z) with non-
negligible probability e. We prove that x’ # x with non-negligible probability. As k > k + 2\, we know that
for any pp, Pro«s[3t € {0,1}"™ s.t. = £ tAf(pp,x) = f(pp,t)] > 1—negl(A). Therefore, Prz’ # zAf(pp,x) =
f(pp,2')] > €/2 — negl(\) and Prlz; # x; A f(pp,z) = f(pp,2’)] > €/2n — negl(A) as j is sampled uniformly
from [n]. Note that if B does not abort, it outputs w s.t. w® = z mod N with overwhelming probability.
Therefore, B breaks Game G security with non-negligible probability €¢/2n — negl(}).

Security of Encryption. We now prove that the above construction satisifes encryption security property.

Theorem 6.2. Assuming ®-hiding assumption holds, the above construction satisfies encryption security
property as per Definition 2.2.

Proof. We prove the above theorem via a sequence of following hybrids.
Hybrid Hy: This is same as original OWFE security of encryption game when the challenger chooses g = 0.

1. The adversary sends bit string = < {0,1}" and index j € [n] to the challenger.

2. The challenger sets modulus length x = 5\ and samples N < RSA(k), generator g <+ Z},
extractor seed s <— S and primes e; ;, + PRIMES()) for ¢ € [n] x {0,1}.

3. The challenger samples p < Zy, computes ct = g” “'~*i | z = Ext(g#/1 /2" (doz+d) Il ¢ie; mod N, s).
4. The challenger sends pp = (N, s, g, {€;b}i), Ct, z to the adversary A, which outputs a bit c.

Hybrid H;: This hybrid is similar to previous hybrid except for the following changes.

~ * o~ . ~f1'f2'(dox+dl)H,,67‘,,.’,»,'67},_,.,
3. The challenger samples § < Z7%,, computes ct = g, z = Ext(g #1=rimod N, s).
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Hybrid Hy: This hybrid is same as previous game except that the challenger samples z uniformly at random.
3. The challenger samples § < Z%;, computes ct = g,z + {0, 1}".

Hybrid Hs: This is same as original OWFE security of encryption game when the challenger chooses g = 1.
3. The challenger samples p < Zy, computes ct = ¢”" '~ z «+ {0, 1}".

For any PPT adversary A, let the probability that A outputs 1 in Hybrid H, be pA. We prove that
Hybrids Hy and Hj are computationally indstinguishable via the sequence of following lemmas.

Lemma 6.3. For any adversary A, there exists a negligible function negl(-) such that for every security
parameter A € N, we have |pg — pf'| < negl()).

Proof. We first observe that for any N, prime e { ¢(N) and generator g € Z%,, the distribution of g*¢ mod N
for a randomly sampled p < Zgyy) is identical to the distribution g <— Z};. This follows from the fact that g
and ¢¢ are generators of Z},. For a randomly sampled X bit prime e, we know that e  ¢(IV) with overwhelming
probability. Similarly, for a randomly sampled p < Zy, we know that p € Zyy) with overwhelming
probability. As a result, {§ : g < Z}} is statistically indistinguishable from {g”¢ : g <= Z%,p < Zn, e <
PRIMES()\)}. By a similar argument, for any F, the distribution {(¢?¢ mod N, ¢?¥ mod N) : g «+
ZN,p < Zn,e < PRIMES())} is statistically indistinguishable from the distribution {(g, G ¢ mod N) :
G+ Z4,e < PRIMES()\)}. Therefore, for every adversary A, |pg' — pi| < negl(\). [ |

Lemma 6.4. Assuming ®-hiding assumption holds, for any PPT adversary A, there exists a negligible
function negl(-) such that for every security parameter X € N, we have |p{* — p3'| < negl(\).

Proof. The above lemma follows from ¢-based Extractor lemma (Lemma 3.6). Suppose there exists a PPT
adversary A such that [pf* — ps'| is non-negligible. We construct a reduction algorithm B that violates
¢-based extractor lemma.

The extractor lemma challenger first samples N <— RSA(k), 5 < S, e <~ PRIMES()), § < Z}, and sends
(N,s,e,g) to reduction algorithm B. The adversary A then sends a string = € {0,1}" and index j € [n] to
B. B samples generator g, values do,dy < Zy, and primes e;;, < PRIMES(A) for (4,b) # (5,1 —x;). B
then sets ej1_,, = e and computes F' = f1 - fo - (dox + d1) ][, €i.2,- If e|F, the reduction algorithm aborts
and guesses randomly. As e is a A-bit prime, this happens with negligible probability. If e { F', then B sends
F to the challenger, which samples a bit v < {0,1}. If ¥ = 0, C computes ? + Ext(§¥/¢,s). If y =1, C
samples Z + {0,1}. The challenger sends Z to B. The reduction algorithm sets ct = g,z = # and sends
pp = (N, s, g, {€ib}ip do,d1),ct, z to A. The adversary outputs a bit c. B outputs « as its guess in extractor
lemma game.

Note that if v = 0, then the distribution of pp, ct, z sent by B is statistically indistinguishable from that
of Hybrid H; challenger. If v = 1, then the distribution of pp, ct, z sent by B is statistically indistinguishable
from that of Hy challenger. Consequently if B does not abort, the advantage |Pr[a = 1|y — 0] — Prja =
1|y = 1]| > |pf* — p3'| — negl()\) is non-negligible. As B aborts with only negligible probability, it wins the
extractor lemma game with non-negligible probability. [ |

Lemma 6.5. For any PPT adversary A, there exists a negligible function negl(-) such that for every security
parameter X € N, we have |p3' — p3'| < negl()).

Proof. The distribution {g : § < Z%} is statistically indistinguishable from {g*¢ : g <= Z},p < Zn, e
PRIMES(A)} as mentioned in proof of Claim 6.3.

By the above lemmas and triangle theorem, no PPT adversary can distinguish between Hybrids Hy and
Hj3 with non-negligible probability assuming ®-hiding assumption. [ |
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Smoothness. We now prove that the above construction satisifes (k, n)-smoothness property when k > 7X
and n — k < alogn for any fixed constant a.

Theorem 6.3. Assuming ®-hiding assumption holds, the above construction satisfies (k,n)-smoothness
security property as per Definition 2.3.

Proof. First, we introduce a useful notation. For any constant ¢ > 0, let j. be the smallest index such that
pj. > (277 **21log N/e)*. Note that (2" *+2log N/¢)* is polynomial in A for the given setting of parameters.
The proof of security follows via a sequence of hybrids. Below we first describe the sequence of hybrids, and
later argue indistinguishability to complete the proof. At a very high level, the proof structure is somewhat
similar to that used in [Zhal6], where for proving security one first assumes (for the sake of contradiction)
that the adversary wins with some non-negligible probability § and then depending upon ¢, one could describe
a sequence of hybrids such that no PPT adversary can win with probability more than 2§/3. This acts as a
contradiction, thereby completing the proof.

For any PPT adversary A, let p/ be the probability that A outputs 1 in Hybrid H,. For the sake of
contradiction, we assume that A breaks (k,n)-smoothness property with non-negligible advantage §(A) i.e.,
there exists a polynomial v(-) s.t. |pgt — ps'| = 6(\) > ﬁ for infinitely often A € N. Let € = ﬁ(k) We
provide a non-uniform reduction where the description of hybrids and the reduction algorithm depends on
€.

Hybrid Hy: This is same as the original smoothness security game, except that the challenger always chooses
source Sp.

1. The adversary first sends two (k,n) sources Sp, S7 to the challenger. The challenger sets modulus
length k = 5\ and samples N < RSA(k), extractor seed s «— S, elements dy, d; + Zy and primes
eip < PRIMES()) for (i,b) € [n] x {0,1}.

2. The challenger then samples a generator g < Z} and sets public parameters pp = (N, s, g, {€i.s}i b, do, d1)-
3. The challenger samples z < Sy and sends pp,y = ¢/t f2'(doz+d) I eiei mod N to the adversary.
4. The adversary outputs a bit ¥’

Hybrid Hy: In this hybrid, the challenger does not sample x and picks the challenge y from a uniform
distribution.

2. The challenger then samples a generator g <— ZY, sets g = gll%s /i and sets public parameters
pp = (N, 5,9, {eip}ip, do, dr).
3. The challenger samples z <— Z3; and sends pp,y = 2150 f mod N to the adversary.

Hybrid Hy: This is same as the original smoothness security game, except that the challenger always chooses
source S.

2. The challenger then samples a generator g <— Z7%, and sets public parameters pp = (N, s, g, {€; p }i.p, do, d1).

3. The challenger samples = < S; and sends pp,y = ¢/t /2" (dor+d) I ¢iei mod N to the adversary.

Lemma 6.6. Assuming ®-hiding assumption holds, for any PPT adversary A, there exists a negligible
function negl(-) such that for all A € N satisfying 5(\) > 2e = 1/v()\), we have |pg' — pi| < €/2 + negl(N).

Proof. Suppose there exists a PPT adversary A that has a non-negligible advantage §(\) in smoothness
game, and can distinguish between Hybrids Hy and H; with probability €/2 4+ + for some non-negligible
value . We construct a reduction algorithm B that breaks our strengthened hashing lemma (Theorem 3.5)
and thereby breaking ®-hiding assumption.

The adversary A sends two (k,n)-sources Sp, S1 to the reduction algoritm B. B plays hashing lemma
game for source Sy with the challenger C. The hashing lemma challenger C sends (N, g,a,b,{€;}ip,y) t0
the reduction algorithm B. The reduction algorithm samples a seed s < S, sets dy = a,d; = b and sends
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public parameters pp = (N, s, g, {€i}i.p, do, d1), challenge y to the adverary A. The adversary outputs a bit
b'. B outputs b’ as its guess in hashing lemma game.

Let us analyze advantage of B in hashing lemma game. If the challenger samples g < Z},,x < Sp,y =
gl f2r(axtb) Il eizi mod N, then B emulates Hybrid Hy challenger to A. If the challenger samples g <
L,z <+ Zy and sets g = glliZs iy = IS fi | then B emulates Hybrid H; challenger to A. Therefore, B
breaks hashing lemma game with advantage |pft — pg'| > ¢/2 + 7. [ |

Lemma 6.7. Assuming ®-hiding assumption holds, for any PPT adversary A, there exists a negligible
function negl(-) such that for all X € N satisfying 5(\) > 2e = 1/v()\), we have |p{* — p3'| < €/2 + negl(\).

Proof. This proof is similar to proof of Lemma 6.6. [ ]

By the above 2 lemmas and triangle inequality, A can distinguish between Hybrids Hy and Hy with
probabability at most € 4+ negl(A) < 2§/3. This contradicts the assumption that A has an advantage of
§.10 Therefore, no PPT adversary can break (k,n)-smoothness property of the above construction with
non-negligible probability. [ |

7 One-Way Function with Encryption from ¢-DBDHI Assumption

We now construct (k,n,f)-OWFE from any n-DBDHI hard group generator GGen. Suppose GGen(1*)
generates a group of size 6(2™), the below construction requires k > m + 2\ and n < k 4+ m — 2\. For the
sake of simplicity, we construct a OWFE scheme where the encryption algorithm outputs elements in a group.
The construction can be extended to output ¢-length bit strings by using PRGs and randomness extractors.
We present a variant of this construction with longer ciphertext from n-DDHI assumption (without pairings)
in the Appendix B.

K(1*): Sample a group G = (Gy,Gr,e,p) + GGen(1*). Sample a generator g < G; and random values
a,dy,d1 < Z,. Output the public parameters (g,g,go‘,go‘z7 g% do, dy).

pp, x): Parse public parameters pp as pp = (G,9,9%, 9 27~-~ 9% ,do,d1). Let the polynomial (dyz +d;) -
P bl g *,9°

) NG
[T (a+2j + ;) = 31 cia’, where ¢; is a function of do,d1, 2. Output [];, (go‘ ) :

E1(pp, (i,b); h): Compute and output (h(@+2+0) ),

Es(pp, (y,1,b); h): Compute and output e(h, y).

-1

D(pp,ct, z): Let ct = (ct’, 7). Consider the polynomial (doz +d1) - [1; (o + 25 +z;) = 37—, ¢ja’, where

Jj=
N\ Ci
¢; is a function of dg, d1,z. Compute and output e(ct’, H;L;Ol gD‘J) J).

Correctness. For any set of public parameters pp = (Q,g,go‘,gaz, oo, g™ do,dy), string z € {0,1}",
index j € [n] and randommess h, we have ct = Ei(pp, (j,2;);h) = (plet2i+25) 5) and D(pp,ct,z) =
e(g, h)(dorta ILlat2ite) = ¢(h, f(pp, x)) = E2(pp, (f(PP, 2), J, 2;): h).

7.1 Security

We now prove that the above construction satisfies one-wayness, encryption security and smoothness prop-
erties.

One-Wayness. We now prove that the above construction satisfies (k,n)-one-wayness property for any
k>m4+2 and n < k+m — 2.

10Note that the contradiction does not happen when & is negligible. If § is negligible, then j¢ is superpolynomial and the
reduction algorithm takes superpolynomial time to execute.
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Lemma 7.1. Assuming n-DBDHI assumption holds (Assumption 3), the above construction satisfies (k,n)-
one-wayness property for any (k,n) s.t. k> m+ 2\ and n < k+m — 2X as per Definition 2.1.

Proof. Suppose there exists a PPT adversary A that breaks one-wayness property of the above construction
with non-negligible probability. We construct a reduction algorithm B that wins n-DBDHI game with
non-negligible probability.

The adversary A first sends a (k,n)-source S to the reduction algorithm B. The challenger then sends
(G, h,hB, hﬁz, N (A T) to the reduction algorithm B. The reduction algorithm samples a string z < S and
anindex j € [n]. It then implicity sets & = f—2j—1+x; and aborts if a+i = 0 mod p for any i € [2n+1]. The
reduction algorithm samples dy, d1 < Z,, computes public parameters pp = (G, h, h?*, ho‘2, —-h®" dy,d;) and
sends pp,y = f(pp, x) to the adversary A. Note that these values can be computed given (h, h?, hﬁz, RN A
The adversary outputs 2. If f(pp,x) # f(pp,2’) or z; = ac;», then B aborts and guesses randomly. Otherwise,

we know that h(doz+di)Tli(a+2i+e:) — p(do’+di) [Ti(a+2i+2) - Consider the polynomial

. n—1

d dq) - T, 2 ; ;

(dor+dy) Ta+2itw) e 32
a+2j+1—ux; B =

where ¢, {¢;}; are dependent only on x,dy,d;. We know that, e(h,h(d(’m/*dl)'ni#(a”i“";ﬁ)) = e(h,h)F -

e(h, ) <gﬁ")”). B checks if T¢ - e(h,ng‘;ol (gﬁ‘)“) - e(h, h(d°f’+d1)ﬂaz¢j<a+2i+fé>) holds. Tf the
condition holds, B outputs 0. Otherwise, it outputs 1.

We now analyze the advantage of B in n-DBDHI game. As f is sampled uniformly, « is also uniformly
distributed. As p is superpolynomial in A, @ € [1, p — 2n — 2] with overwhelming probability and B simulates
one-wayness game challenger to A in statistically indistinguishable way. By our assumption, f(pp,z) #
f(pp, ") with non-negligible probability. By Lemma C.1, for any (k,n) source S s.t. k > m + 2\ and
n < k+m—2\, the distribution of f(pp, S) is statistically close to uniform as « is sampled from [1,p—2n—2].
As a result, with overwhelming probability there exists many z s.t. f(pp,z) = f(pp,z). As j is sampled
uniformly from [n], f(pp,z) = f(pp, '), r; # =, with non-negligible probability. The final check performed
by B always holds if T' = e(h, h) /8 and holds with negligible probability if T" is sampled randomly. Therefore,
B wins n-DBDHI game with non-negligible probability. [ |

Security of Encryption. We now prove that the above construction satisfies encryption security property.

Lemma 7.2. Assuming n-DBDHI assumption holds (Assumption 3), the above construction satisfies en-
cryption security property as per Definition 2.2.

Proof. Suppose there exists a PPT adversary A that breaks encryption security of the above construction
with non-negligible probability. We construct a reduction algorithm 5 that wins n-DBDHI game with
non-negligible probability.

The challenger C first samples a group structure G = (G, Gr,e,p) < GGen(1?), a generator h + Gy,
a value 8 <« Zy and a bit v < {0,1}. If v = 0, it sets T' = e(h,h)Y/#. Otherwise, it samples T < Gr.
The challenger then sends (G, h, h?, hﬁz, L RPTT ) to the reduction algorithm B. The adversary sends a
string « € {0,1}" and an index j to B. B samples dy,d; < Z, and implicitly sets a = § —2j — 1+ ;. It
then computes public parameters pp = (G, h, h®, ho‘Q, N dy), samples p < Z, and implicitly uses
hP/(e+2i+1=25) a5 randomness for encryption. It computes ct* = (h*,j). Consider the polynomial

n—1

p-(dox +di) - TIi, (a + 2i + ;) = % + chﬂi
=0

o+ 2] =+ 1-— .’I,‘j
where ¢, {¢;}; are dependent only on p, x, dy, d;. The reduction algorithm computes k* = T (h, H?:_Ol (hﬁi) )

and sends pp, ct*, k* to the adversary. The adversary outputs a bit 4. B outputs 7’ as its guess in n-DBDHI
game.
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We now analyze the advantage of B in n-DBDHI game. As [ is sampled uniformly, « is also uniformly
distributed. As 8 # 0 mod p and p is uniformly distributed, ~*/# is also uniformly distributed in G;. If
v = 0, then (pp,ct*,k*) is same as (pp,El(pm (4,1 = ;)5 0'), B2 (pp, (f(pP, ), 5,1 — Ij);p’)>- Ify =1,
then k* is uniformly random. As A distinguishes these 2 distributions with non-negligible probability,
|Pr[y’ = 1]y = 0] — Pr[y/ = 1|y = 1] is non-negligible. Therefore, B breaks n-DBDHI assumption. [ |

Smoothness. We now prove that the above construction satisfies (k,n)-smoothness property for any k >
m-+22and n < k+m — 2.

IA

Lemma 7.3. The above construction satisfies (k,n)-smoothness property for any k > m + 2\ and n
k+m — 2\ as per Definition 2.5.

Proof. We prove the theorem via a sequence of following hybrids.
Hybrid Hy: This is same as the original smoothness security game.

1. The adversary sends two (k,n)-sources Sy and S; to the challenger. The challenger samples a
group G = (G1,Gr, e, p) + Setup(1*), a generator g +— G; and exponents do, dy < Z,.

2. It then samples exponent a < Zj; and computes pp = (G, g, g%, g“Q, s, g™ do, dy).

3. The challenger samples a bit b < {0, 1}, a string < S and sends pp,y = gldoztdi) 1Tj= (at25+a;)

to the adversary.

4. The adversary outputs a bit b'.

Hybrid H;: In this hybrid, the challenger samples « in public parameters from [1, p — 2n — 2] instead of L,

2. It then samples exponent a < [1,p — 2n — 2] and computes pp = (Q,g,ga,go‘Q, g™ do, dy).
Hybrid Hs: In this hybrid, the challenger samples the challenge y uniformly at random.
3. The challenger samples y <— G; and sends pp, y to the adversary.

For any adversary A, let the probability that &' = b in Hybrid H, be pA. We know that, ps' = 1/2 as y is
independent of b. We prove that for every PPT adversary A, |p()4 — p3'| is negligible.

Claim 7.1. For every adversary A, there exists a negligible function negl(-) such that for every A € N,
pg' — pit| < negl(N).

Proof. The distribution of challenger’s output is same in Hybrids Hy and Hy, except when o € [p — 1,p —
2n — 1]. This event happens with probability (2n + 1)/p. Assuming p is super-polynomial in A, the event
a € [p—1,p — 2n — 1] happens with negligible probability. [ |

Claim 7.2. For every adversary A, there exists a negligible function negl(-) such that for every A € N,
it = p3'| < negl(N).

Proof. As the minimum entropy of the distribution {z : b < {0,1},z + S} is k > logp + 2X and as « is
sampled from [1,p — 2n — 2], by Lemma C.1, (doz + d1) - [[j_, (a + 2j + z;) for z < S} is indistinguishable
from uniform distribution on Z,. [ |

By the above claims and triangle inequality, the advantage of any adversary in the original smoothness
game Hy is negligible. [ |
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8 Performance Evaluation

In this section, we discuss how our HPRG and OWFE constructions based on ®-Hiding and D(B)DHI
assumptions compare with the constructions based on DDH provided in [GH18, KW19]. The perfomance
evaluation is split into two parts. First, we discuss the efficiency of our HPRG constructions and compare
with existing schemes. Later, we look at out OWFE constructions and compare its performance.

8.1 Hinting PRG: Comparing with [KW19]

Here we discuss the efficiency of our HPRG constructions and compare it with existing constructions. First,
we provide an asymptotic comparison and eventually give a more concrete comparison.

An asymptotic comparison. Let us start by recalling the HPRG construction based on DDH assumption,
immediately derived from [KW19], which will serve as focal comparison point to prior work.!’ In their
construction, the public parameters consists of O(n?) group elements, where n is the length of the HPRG
seed (/number of blocks). Here each block is associated with O(n) group elements. Now for computing the
output of the HPRG for any given block, the evaluator simply picks half of these associated group elements
and sets the output as the product of the chosen group elements. More formally, the evaluator performs
O(n) group operations per block during HPRG evaluation.

Comparing that to our ®-Hiding based HPRG construction described in Section 4, the public parameters
consists of 2n (A-bit) prime exponents along with the RSA modulus, extractor seed, group generator, and
a hash key. For evaluating a single HPRG block, the evaluator needs to perform O(n) exponentiations.
However, using our dynamic programming technique described in Section 4.1, we can reduce the number of
exponentiation operations needed per block to grow only logarithmically in n.

In our DDHI based construction described in Section 5, the public parameters consists of n group elements
along with the group generator, and a hash key. For evaluating a single HPRG block, the evaluator evaluates a
degree-n polynomial symbolically and later on performs n exponentiation operations and n group operations.
We summarize the asymptotic comparision of the Hinting PRG constructions in Table 1, where IV and p are
the recommended RSA modulus and elliptic curve field size for the target security A.

] Metric \ DDH [KW19] \ ®-Hiding (§4) \ DDHI (85) ‘
Seed length n logp 42X\ log N + 2\ logp 42X\
O(nA) bits and
O(1) elements in Z%

Sampling O(n?) Sampling O(n)

group elements A-bit primes

Time (Eval) | O(n?) group operations | O(nlogn) exponentiations | O(n?) exponentiations
Table 1: Asymptotic Performance Comparision of Various Hinting PRG Constructions.

pp size O(n?) group elements O(n) group elements

Time (Setup) O(n) exponentiations

Concrete performance evaluation. The evaluations were performed on a 2015 Macbook Pro with Dual
Core 2.7 GHz Intel Core i5 CPU and 8GB DDR3 RAM. We evaluated the performance of DDH and DDHI
based constructions using MCL Library [Her19] (written in C++) on NIST standardized elliptic curves P-192,
P-224, P-256, P-384 and P-521 providing 96, 112, 128, 192 and 260 bit security respectively. We evaluated our
®-Hiding based construction using Flint Libary [Har10] written in C++ on 1024, 2048, 3072, 7680 and 15360
bit RSA modulus providing 80, 112, 128, 192 and 256 bit security respectively. The performance numbers
are provided in Table 2. For ®-hiding based HPRG, the numbers mentioned in the brackets indicate the

HKoppula and Waters [KW19] constructed Hinting PRG based on CDH assumption. In order to provide a more fair
comparison with our constructions, we simplify their construction by instead relying on DDH assumption thereby removing the
need for using hardcore predicates. This leads to a more efficient setup phase and shorter public parameters, and thus provides
a more accurate baseline for comparing performance.
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estimated evaluation times (based on benchmarks) without the dynamic programmming technique described

in 4.1.
’ Metric | Security | DDH [KW19] | ®-Hiding (84) | DDHI (§5) |
80/96 384 1184 384
112 448 2272 448
Seed Length n 128 512 3328 512
192 768 8064 768
256/260 1042 15872 1042
80/96 14.15 MB 0.07 MB 0.009 MB
112 22.50 MB 0.19 MB 0.012 MB
pp size 128 33.58 MB 0.32 MB 0.016 MB
192 113.32 MB 1.16 MB 0.037 MB
256/260 268.56 MB 3.05 MB 0.065 MB
80/96 7.57s 1.32s 0.0285s
112 83.99s 6.22s 0.058s
Time (Setup) 128 15.95s 11.86s 0.080s
192 102.68s 98.74s 0.370s
256/260 431.78s 443.84s 1.598s
80/96 0.042s 1.07s (112.5s w/o optimization) 14.24s
112 0.086s 11.20s (2164.2s w/o optimization) 30.13s
Time (Eval) 128 0.11s 40.79s (3.32 hrs w/o optimization) 46.77s
192 0.48s 719.479s (5.46 days w/o optimization) 284.83s
256/260 2.145s 5975.34s (84.27 days w/o optimization) | 1515.68s
80/96 0.109ms 0.904ms (0.11s w/o optimization) 37.09ms
112 0.192ms 4.93ms (1.05s w/o optimization) 67.26ms
Eval time per block 128 0.215ms 12.26ms (3.88s w/o optimization) 91.35ms
192 0.625ms 89.22ms (61.45s w/o optimization) 349.98ms
256,260 2.06ms 376.47ms (473.36s w/o optimization) 1454.59ms

Table 2: Performance Comparison of Various Hinting PRG Constructions.

Now we present a few observations and interpretations of the above performance measures. We begin with
the 112 bit security level as a focal point. The first thing that jumps out is that our constructions provide
a rather dramatic trade-off between evaluation time versus parameter size compared to prior work. Observe
that the size of the public parameters for our ®-Hiding and DDHI based constructions are ~120x and ~1900x
shorter than the public parameter size provided by the baseline [KW19] DDH-based construction. The setup
phase of our DDHI based construction is also ~1450x faster than that of the DDH-based construction. On
the flip side, in our ®-Hiding based construction the evaluation algorithm is ~120x slower than that for
the DDH-based construction. And, our DDHI-based construction has a further ~3x slowdown compared
to our ®-Hiding based construction. From the numbers we can also see that our optimization for reusing
computation across multiple RSA blocks is critical for the construction being viable as the unoptimized
version would take ~180x more evaluation time compared to the optimized version.

Thus, the clear trade-off between the two constructions is between optimizing the size of public parameters
and reducing the running time of the HPRG evaluation algorithm. We can also observe that as we move
up security parameters, our DDHI based construction begins to dominate the ®-hiding based construction
in all aspects. For 128 bit security the evaluation time of both the constructions is about even while the
parameter size of the DDHI based construction is considerably lower. For larger security parameters DDHI
based construction dominates completely. The reason for this is that due to number field sieve attacks, the
recommended RSA modulus length (and thereby HPRG seed length n) increases super linearly with target
security level for the ®-based construction. Whereas, the recommended field size (and thereby HPRG seed
length n) will increase linearly for the elliptic curve DDH and DDHI based constructions. In the Hinting
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PRG context, this gives a double whammy to the ®-hiding construction as an increase of n will increase both
the number of blocks as well the cost of group exponentions required to compute each block. One can see
that even for higher security parameters the amortized average computation time per block for the ®-hiding
construction remains lower, but the overall computation is higher due to the number of blocks needed.

Further reducing |pp| for ®-hiding based construction. Observe that the public parameter size of
the ®-hiding based construction is dominated by the 2n A-bit primes e; ;. In order to reduce the parameter
size, one could employ the PRF-trick suggested by Hohenberger and Waters [HW09] in a different context.
Their idea was to generate all the prime values e;; from a PRF with a randomly chosen but publicly known
seed. Using this approach, we can significantly reduce the parameter size and thereby making our ®-hiding
based construction as the HPRG construction with smallest public parameter length even for large values of
targetted security levels. (The reason we could use a similar approach is because in each of the hybrids in
our proofs we only need to use exactly one of the 2n e;; values for security and rest can be almost sampled
arbitrarily.) An important and subsequent trade-off, however, is that since the e;; values now would need to
be computed on-the-fly during evaluation each time. This involves performing prime searches as part of the
Eval algorithm and can lead to a further increase in evaluation time. Moreover, the proof of our construction
would need to be adapted in a way similar to [HW09] to accomodate this change. One would additionally
need to be extra careful in extending our hashing lemma (Theorem 3.2) to incorporate this change for the
entire proof to work. Below in Table 3, we provide the performance metrics for such a modified construction.

[ Metric [ 80 [ 112 [ 128 [ 192 | 256 |
Seed Length n 1184 2272 3328 8064 15872
pp size 0.77 KB | 1.54 KB | 2.30 KB | 5.76 KB | 11.52 KB

Time (Setup) | 0.0079s | 0.067s 0.247s 6.73s 82.61s
Time (Eval) 2.70s 17.60s 52.61s 813.28s | 6342.10s
Table 3: Performance Metrics of the ®-Hiding Based HPRG optimized for small pp size

CCA Security via Hinting PRGs. Although Hinting PRGs are an elegant cryptographic primitive,
and therefore coming up with more efficient constructions is interesting in its own right. So far, the most
prominent application of Hinting PRGs has been in upgrading any CPA-secure PKE/ABE scheme to be
CCA-secure [KW19]. Here we thereby analyze how our Hinting PRG constructions affect the performance of
the CPA to CCA-secure PKE/ABE transformation, and briefly compare with other approaches for similar
transformations.
Let us first briefly recall some important aspects of the CCA-secure PKE construction proposed by [KW19]!2.

In their construction, the setup involves performing an HPRG Setup for sampling HPRG public parameters
pp which are included as part of the public encryption key. During encryption, the encryptor runs the
HPRG Eval algorithm once for each block and the size of the ciphertext also grows linearly with the seed
length n. Now observe that the recommended HPRG seed length n, for any given security parameter, is
lowest for the DDH and DDHI-based constructions. Additionally, DDHI-based construction leads to shorter
public parameters. Thus, if one uses the DDHI-based HPRG construction proposed in this work then it
leads to much smaller public encryption key and ciphertext sizes with the trade-off being higher encryp-
tion/decryption times. (On the other hand, if the goal is to minimize the size of the public encryption
key, then our ®-Hiding construction with the aforementioned optimization technique could be used instead.)
In conclusion, the trade-off between public parameter size and evaluation time in the HPRG constructions
carries forward to a trade-off between encryption key/ciphertext sizes and encryption/decryption times in
the resultant CCA-secure construction.

121n the original construction by [KW19], the setup algorithm of CCA-secure PKE samples 2n public-secret key pairs of the
underlying CPA-secure PKE. Later in [KMT19], it was suggested that one could instead sample only 2 public-secret key pairs
of the underlying CPA-secure PKE. For an adequate analysis, here we always consider the optimized [KW19] construction as
suggested in [KMT19].
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Comparing with [KMT19] (CCA Security via KDM Security). In a follow-up work to [KW19], Kitagawa
et al. [KMT19] provided a similar transformation for achieving CCA security but by relying on Key De-
pendent Message secure SKE [BRS02, HK07, HU08, BPS08] instead of Hinting PRGs.A natural question
would be whether this approach would outperform the [KW19] construction after we plug in the HPRGs
proposed in this work. It turns out that the [KW19] construction is asymptotically a lot more efficient
than [KMT19] in terms of key sizes, ciphertext sizes, setup, encryption and decryption times. The reason
is that in [KMT19] construction, most of the efficiency metrics (such as public key and ciphertext size,
setup/encryption/decryption times) grow linearly with the key length ¢ of the underlying KDM-secure sys-
tem. In most existing KDM-secure schemes [BHHO08, BG10, BLSV17], the key length ¢ is at least O(\?)
bits. Therefore, this approach leads to much worse (a quadratic slowdown) parameters when compared with

HPRG-based constructions. Thus, this further motivates the problem of improving efficiency of Hinting
PRGs.

8.2 OWF with Encryption: Comparing with [GH18]

We now discuss the efficiency of our OWFE constructions and compare it with existing constructions. First,
we provide an asymptotic comparison and then give a more concrete performance evaluation.

An asymptotic comparison. In the [GH18] construction, the public parameters consist of O(n) group
elements, where n is at least logp + 2\, and p is the group size. The function evaluation and decryption
algorithm performs O(n) group operations. The E; algorithm performs O(n) exponentiations and outputs
a ciphertext containing O(n) group elements. The Fs algorithm performs one exponentiation and outputs a
key containing one group element.

Comparing that to our ®-Hiding based OWFE construction described in Section 6, the public parameters
consists of 2n (A-bit) prime exponents along with the RSA modulus N, extractor seed, group generator, and
a hash key. The function evaluation and decryption algorithm performs O(n) exponentiations with A-bit
exponents, where n is at least log N + 2\. Both F; and Es algorithms perform a single exponentiation, and
outputs a ciphertext and key containing just one group element, respectively.

In our DDHI based construction described in Appendix B, the setup phase performs O(n) exponentiations
and outputs public parameters containing n group elements, where n is at least log p+ 2\, and p is the group
size. The function evaluation and decryption algorithms evaluate a degree-n polynomial symbolically and
later on performs n exponentiation operations and n group operations. The Fj algorithm performs O(n)
exponetiations and outputs a ciphertext containing O(n) group elements. The Fs algorithm performs one
exponentiation and outputs a key containing 1 group element. We also provide a more efficient OWFE
construction Section 7 by relying on bilinear maps and prove it secureunder DBDHI. It is similar to the
DDHI based OWFE, except that E; algorithm only performs O(1) exponentiations, Fs and decryption
algorithms additionally perform a pairing operation, and ciphertext contains only one group element.

Concrete performance evaluation. The evaluations are performed in a computational environment
similar to that of HPRG evaluation. In addition, we evaluated the performance of DBDHI based OWFE
using MCL Library [Her19] on BN-254, BN-381, BN-462 pairing-friendly elliptic curves [BN05] (providing
100, 128, 140 bit security after the recent tower number field sieve attacks [KB16, MSS16, FK18]).

It turns out that the baseline DDH based OWFE offers the shortest setup, evaluation, and decryption
times. Whereas the ®-hiding based OWFE outperforms in terms of E; time and ciphertext size. And, due
to smaller group size (and thereby smaller n), DBDHI based OWFE leads to shortest F; time and ciphertext
size. Lastly, for shortest Fs time and key size, both the DDH and DDHI based constructions are equally
useful. The concrete performance numbers are provided in Table 4.

Note that even though both DDHI and DBDHI based OWFE schemes have the same one-way function,
DDHI based scheme has faster evaluation time. In fact, the DDHI based construction is more efficient than
DBDHI construction in all aspects other than F; time and ciphertext size. This is because the recommended
group size of pairing based elliptic curves grows super linearly in the security parameter due to the number
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Metric Security DDH [GH18] | ®-Hiding (§6) | DDHI (§B) | DBDHI (§7)
80/96/BN254 18.4 KB 71.8 KB 9.2 KB 14.4 KB
112 25.1 KB 192.4 KB 12.6 KB -
. 128 /BN381 32.7 KB 321.8 KB 16.4 KB 30.4 KB
pp Size 140/BN462 - - - 42.85 KB
192 73.7 KB 1167 KB 36.9 KB -
256 131.1 KB 3059 KB 65.7 KB -
80/96/BN254 18.4KB 128 Bytes 9.2 KB 64 Bytes
112 25 KB 256 Bytes 12.4 KB -
ct Size 128/BN381 32.7KB 384 Bytes 16.3 KB 96 Bytes
140/BN462 - - - 116 Bytes
192 73.68KB 960 Bytes 36.9 KB -
256 131KB 1920 Bytes 65.5 KB -
80/96/BN254 24 Bytes 128 Bytes 24 Bytes 381 Bytes
112 28 Bytes 256 Bytes 28 Bytes -
Key Size 128 /BN381 32 Bytes 384 Bytes 32 Bytes 573 Bytes
140/BN462 - - - 593 Bytes
192 48 Bytes 960 Bytes 48 Bytes -
256 64 Bytes 1920 Bytes 64 Bytes -
80/96/BN254 0.0096s 1.40s 0.026s 0.0435s
112 0.093s 6.69s 0.052s -
Time (Setup) 128 /BN381 0.016s 12.43s 0.070s 0.158s
140/BN462 - - - 0.493s
192 0.065s 101.38s 0.307s -
256 0.203s 475.55s 1.326s -
80/96/BN254 0.0001s 0.11s 0.037s 0.059s
112 0.0002s 1.06s 0.068s -
Time (f) 128 /BN381 0.0002s 3.67s 0.090s 0.19s
140/BN462 - - - 0.54s
192 0.0006s 59.14s 0.353s -
256 0.0020s 473.36s 1.41s -
80/96/BN254 49.1ms 0.69ms 29.44ms 0.188ms
112 100.87ms 3.10ms 56.80ms -
Time (E1) 128/BN381 134.90ms 9.40ms 76.40ms 0.45ms
140/BN462 - - - 1.435ms
192 600.84ms 106.57ms 326.49ms -
256 2590.14ms 601.5ms 1357.93ms -
80/96/BN254 0.067ms 0.40ms 0.066ms 0.68ms
112 0.12ms 2.80ms 0.11ms -
Time (E2) 128 /BN381 0.14ms 8.38ms 0.136ms 1.79ms
140/BN462 - - - 4.52ms
192 0.40ms 99.50ms 0.40ms -
256 1.26ms 600.03ms 1.29ms -
80/96/BN254 0.0001s 0.109s 0.036s 0.059s
112 0.0003s 1.09s 0.067s -
Time (D) 128 /BN381 0.0003s 3.57s 0.090s 0.19s
140/BN462 - - - 0.54s
192 0.00083s 58.96s 0.355s -
256 0.00286s 466.84s 1.41s -

Table 4: Concrete performance evaluation of various OWFE constructions

field sieve attacks. And, the function evaluation and decryption procedures of ®-hiding based scheme per-
forms O(n) exponentiations, when compared to O(n) group operations performed by other schemes. As a
result, ®-hiding based scheme has the slowest function evaluation and decryption procedures.
Deterministic Encryption from OWFE. A very interesting application of OWFE is of deterministic en-
cryption as shown by [GGH19]. In the determinstic encryption scheme of [GGH19], the setup phase invokes
OWFE setup phase once and E; algorithm O(¢) times, where ¢ is proportional to the length of message
being encrypted. The encryption key includes OWFE public parameters and O(¢) OWFE ciphertexts. The
encryption algorithm invokes OWFE f algorithm once and OWFE D algorithm O(¢) times. The decryp-
tion algorthm invokes OWFE Ey algorithm O(¢) times. Consequently, our DBDHI based OWFE leads to
a determinstic encryption scheme with much smaller public parameters and setup time. Concretely, at 128
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bit security, the setup phase and public parameters of our DBDHI based deterministic encryption scheme
for 128 bit messages is more than 200x faster and 240x shorter respectively than the baseline DDH based
determinsitic encryption described in [GGH19].
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A Hinting PRG from One Way Function with Encryption

In this section, we generically construct (n,£)-hinting PRG for any polynomials n(-), £(-) from (n — 1, n,¢)-
smooth recyclable OWFE, an extractor and a standard pseudorandom generator. Let OWFE = (K, f, E1, E2, D)
be any (n — 1,n,¢)-smooth recyclable OWFE with randomness space R, and let co-domain of f be C. Let
the min-entropy of distribution {f(z) : © + {0,1}"} be k. As f is one-way, we know that & = Q(log A). Let
Ext : CxS — W be a (k, €) extractor, where ¢ is negligibly small in security parameter. Let PRG : W — {0, 1}

be a pseudorandom generator. We construct Hinting PRG with (Setup, Eval) as follows.

Setup(1*): First sample pp’ + K(1*). Then sample {pib}icn,befo,1y uniformly at random from R and
compute ct; , = E1(pp’, (i,b); pip) for i € [n],b € {0,1}. Sample an extractor seed s < S. Output
public parameters pp = (pp’, {ctip}ip,5)-

Eval(pp, z,i): Parse pp as (pp’,{ctip}ip,5). If i = 0, output PRG(Ext(f(pp’,z),s)). Otherwise, output
D(Cti’zi,it).

A.1 Security
We now prove that the above scheme is a secure hinting PRG. Formally, we prove

Theorem A.1. If OWFE is an (n—1,n,£)-smooth recyclable OWFE, Ext is a strong seeded extractor with
appropriate parameters and PRG is a secure pseudorandom generator, then the above construction is a secure
hinting PRG as per Definition 2.4.

Proof. We prove the above theorem via a sequence of following hybrids. First, we modify the challenger to
use Ey algorithm to generate HPRG challenge. We then switch the randomly sampled y; 1—,, values to be
sampled in a structured way i.e., y;1-5, = E2(pp, (f(Pp,x),%,1 — x;); pi1—s,;). We then switch each of the
challenge elements to random by using OWFE encryption security.
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Hybrid Hy: This game corresponds to the original hinting prg game in which the challenger always chooses

B=0.

1. The challenger first samples OWFE public parameters pp’ < K (1*) and randomness {pip}icn) pefo,1}-
It then computes ct; , = E1(pp’, (i,b); pip) for ¢ € [n],b € {0,1}. The challenger then samples an
extractor seed s.

2. The challenger samples a bit string « < {0,1}", computes the challenge yo = PRG(Ext(f(pp’, z),5)), ¥iz; =

D(ct; v, 2),yiz < {0,1} for i € [n].
3. It sends public parameters pp = (pp’, {cti s }ib,5) and challenge y = (yo, {y:,6 }:,6) to the adversary.
4. The adversary outputs a bit 3.

Hybrid H;: This is same as previous hybrid, except that the challenger computes y; ,, using Es algorithm.

2. The challenger samples a bit string « < {0,1}", computes t = f(pp’, ) and the challenge yo =
PRG(Ext(t,5)), yi.v, = Ea(pp’, (t,4,2:); piv,)s Yizr < {0, 1} for i € [n].

We now define a sequence of n 4+ 1 hybrids. For the sake of simplicity, let Hybrid Hs o be same as
Hybrid H;.

Hybrid Hy ; (j € [n]): This is same as previous hybrid, except that the challenger computes y; z; for i < j
differently.

2. The challenger samples a bit string x < {0,1}", computes t = f(pp’,z) and the challenge yo =
PRG(Ext(t,5)), vip = Eo(pp’, (¢,4,0); pip) for all (4,0) s.t. @ < j or b = z; and samples y; 1_4, <
{0,1}¢ for all i > j.

We now define a sequence of 2n + 1 hybrids. For the sake of simplicity, let Hybrid H3 o1 be same as
Hybrid Hs .

Hybrid Hsz ;i (j € [n],0 € {0,1}): In this hybrid, the challenger samples  s.t. z; = 1—10'. It also samples
y;,» uniformly at random for all (4,b) < (4,V').

2. The challenger samples a bit string = < {0,1}" s.t. z; = 1 — 0, computes ¢t = f(pp’, z) and the
challenge yo = PRG(Ext(t,s)), computes y; , = Eo(pp’, (t,4,b); pip) for (i,b) = (j,b") and samples
yi,b — {O* l}é fOI' (va) = (J7 b/)

We now define a sequence of 2n hybrids.
Hybrid Hy jp: This hybrid is same as Hybrid Hs 4, except that the challenger samples y; at random.

2. The challenger samples a bit string < {0,1}" s.t. z; =1 — b, computes t = f(pp’, z) and the
challenge yo = PRG(Ext(t,s)), computes y; » = Ea(pp’, (¢,4,); pip) for (¢,0) = (j,b') and samples
Yib — {Oa 1}@ for (L~b) = (Ja b/)

Hybrid Hs: This hybrid is same as Hybrid Hy.p, 1, except that the challenger samples x + {0, 1}™ without
any restriction.

2. The challenger samples a bit string x < {0,1}", computes t = f(pp’,z) and the challenge yo =
PRG(Ext(t,s)), yip < {0,1}¢ for all i € [n],b € {0,1}.

Hybrid Hg: This is same as Hybrid Hj .1, except that the challenger samples ¢ uniformly at random.
2. The challenger samples ¢ < WV, computes yo = PRG(t), y;» < {0,1}¢ for all i € [n],b € {0,1}.
Hybrid H7: This is same as Hybrid Hg, except that the challenger samples yo uniformly at random.

2. The challenger samples o < {0, 1}/, y;, < {0,1}* for all i € [n],b € {0,1}.
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Note that hybrid Hy is the original hinting PRG game when challenger always chooses 8 = 0 and hybrid
H7 is the original hinting PRG game when challenger always chooses 8 = 1. We prove that these 2 hybrids
are computationally indistinguishable using the following lemmas. For any PPT adversary A, let p2* be the
probability that A outputs 1 in Hybrid H;.

Lemma A.1. Assuming OWFE is perfectly correct, for any adversary A, we have pg' = pit.

Proof. Assuming OWFE is perfectly correct, the distribution of the challenger’s output is same in hybrids
H() and Hl. .

Lemma A.2. Assuming OWFE has secure encryption property, for any PPT adversary A, and index
j € [n], there exists a negligible function negl(-) such that for all A € N, we have \pﬁj — p§j71| < negl(N).

Proof. Suppose there exists a PPT Adversary A, and an index j € [n] such that \péj - péj_1| is non-
negligible. We construct a reduction algorithm B that breaks OWFE security of encryption.

The reduction algorithm first samples x <+ {0,1}" and sends (z,j) to challenger C. The challenger
samples OWFE public parameters pp’ < K(1*), a bit a «+ {0,1}, randomness p and computes ct* =
Ei(pp’,j,1 —z;;p). If @ = 1, it computes y* = Ex(pp’, f(pp’,z),7,1 — x;;p). Otherwise, it samples
y* + {0,1}*. The challenger sends (pp’,ct*,y*) to B. B then samples randomness pib < R and computes
ctip = Ei(pp’, (4,b); pip) for (i,0) # (4,1 — x;). It then initializes ctjz; = ct*, y;z; = y*. B then samples
an extractor seed s <— S, computes t = f(pp’,x), yo = PRG(Ext(t,s)), and y;, = Ea2(pp’, (t,,b); pip) for
all (i,b) s.t. i < jVb = z;. It then samples y; 1, < {0,1} for i > j and sends public parameters
pp = (pp’, {ctip}tip,s) and challenge (yo, {yip}ip) to the adversary A. The adversary outputs a bit 8. The
reduction algorithm B outputs 3’ as its guess in OWFE game.

Note that if & = 0, B emulates Hybrid H> ;_; challenger to A. If o = 1, B emulates Hybrid Hy ; challenger
to A. Moreover, B acts as a valid adversary in OWFE encryption security game. By our assumption,
|péj —péj71| = |Pr[f’ = 1lla = 0] — Pr[#’ = 1|la = 1]| is non-negligible. Therefore, B breaks OWFE
encryption security. [ |

Lemma A.3. Assuming (n — 1,n)-smoothness of OWFE scheme, for any PPT adversary A, there exists a
negligible function negl(-) such that for all X € N, we have |ps', — p34y o < negl(\).

Proof. Suppose there exists a PPT Adversary A such that |ps', — p3Y o| is non-negligible. We construct a
reduction algorithm B that breaks smoothness property of OWFE.

Let Xo = {0,1}" and X7 = {z € {0,1}" : 1 = 1}. Let Sy and S7 be uniform distributions on sets X
and X; respectively. Note that both Sy and S; have min-entropy at least n — 1. The reduction algorithm
B sends Sy and S7 to the challenger C of smoothness game. The challenger C samples a bit o < {0, 1},
samples = <+ S, samples OWFE public parameters pp’ + K (1), and sends (pp’,t = f(pp’,z)) to B. The
reduction algorithm B samples an extractor seed s, randomness p; ;, < R, computes ct; , = E1(pp’, (¢,b); pip),
Yip = Eao(pp’, (t,4,b); pip) for i € [n],b € {0,1} and sets yo = PRG(Ext(¢,s)). B sends public parameters
pp = (pp’, {ctip}ip,5) and challenge (yo, {vis}ip) to A. The adversary outputs a bit 5’, which B outputs as
its guess in smoothness game.

Note that if = 0, B emulates Hybrid Hs ,, challenger to A. If « = 1, B emulates Hybrid H3 1 o challenger
to A. Moreover, B acts as a valid adversary in OWFE encryption security game. By our assumption,
Ip3',, — P30l = |Pr[8’ = 1la = 0] — Pr[#’ = 1|a = 1]| is non-negligible. Therefore, B breaks (n — 1,n)-
smoothness property of OWFE. [ |

Lemma A.4. Assuming OWFE has secure encryption property, for any PPT adversary A, index j € [n], bit
b € {0,1}, there exists a negligible function negl(-) such that for all X € N, we have \pgfjlb, —pfjib,| < negl(N).
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Proof. Suppose there exists a PPT Adversary A, an index j € [n], bit ¥’ € {0,1} such that |péj_b, — pfj_b,|
is non-negligible. We construct a reduction algorithm B that breaks OWFE security of encryption.

The reduction algorithm first samples x < {0,1}" s.t. z; =1 — ¥/, and sends (z, j) to challenger C. The
challenger samples OWFE public parameters pp’ < K(1*), a bit a < {0,1}, randomness p and computes
ct* = Ei(pp’,j,1 — xj;p). If @ =0, it computes y* = Ez(pp’, f(pp’, ), j,1 — z;;p). Otherwise, it samples
y* + {0,1}*. The challenger sends (pp’,ct*,y*) to B. B then samples randomness pib < R and computes
ctip = Ei(pp’, (1,0); pip) for (i,0) # (4,0'). It then initializes ct;p = ct*, y;» = y*. B then computes
t = f(pp', ), yo = PRG(Ext(t,s)), and y;, = E2(pp’, (¢,4,b); pip) for all (4,b) s.t. (4,b) > (4, b'). It then
samples y; , + {0, 1} for all (i,b) < (j,b') and sends public parameters pp = (pp’, {cti s}, 5) and challenge
(yo,{Yi,p}i,p) to the adversary A. The adversary outputs a bit 5’. The reduction algorithm B outputs 5’ as
its guess in OWFE game.

Note that if & = 0, B emulates Hybrid Hs ;5 challenger to A. If o = 1, B emulates Hybrid Hs ;4 chal-
lenger to A. Moreover, B acts as a valid adversary in OWFE encryption security game. By our assumption,
|p§j‘b, - pjéj‘b,| = |Pr[f’ = 1lla = 0] — Pr[f’ = 1l = 1]| is non-negligible. Therefore, B breaks OWFE
encryption security. [ |

Lemma A.5. Assuming (n —1,n)-smoothness of OWFE scheme, for any PPT adversary A, indez j € [n],
bit b € {0,1}, s.t. (4,0) < (n,1), there exists a negligible function negl(-) such that for all A € N, we have
|pﬁj.b/ - péj+bh17bf| < negl(A).

Proof. This proof is similar to proof of Lemma A.3.

Lemma A.6. Assuming (n— 1,n)-smoothness of OWFE scheme, for any PPT adversary A, there exists a
negligible function negl(-) such that for all A € N, we have |p3',, ; — p&| < negl(\).

Proof. This proof is similar to proof of Lemma A.3. [ |

Lemma A.7. Assuming OWFE satisfies one-wayness property and Ext is a strong seeded extractor with
appropriate parameters, for any adversary A, there exists a negligible function negl(-) such that for all A € N,
we have |pft — pg'| < negl(\).

Proof. Assuming f is one-way, we know that the min-entropy k of the distribution {f(z) :  «+ {0,1}"}
is Q(log \) bits. If Ext : C x & — W is a strong seeded (k,¢€) extractor for a negligibly small €, then the
distributions (s, Ext(f(pp’,#))) and (s, u), where 5 < S, pp’ < K (1*),z < {0,1}",w < W, have a statistical
difference of e. Moroever, with an appropriate choice of €, we have |[W| > 22008 A), [ |

Lemma A.8. Assuming PRG : W — {0,1}¢ is a secure PRG for any PPT adversary A, there exists a
negligible function negl(-) such that for all A € N, we have |pgt — p#'| < negl(\).

Proof. Suppose there exists a PPT adversary A such that |pé4 — p#t| is non-negligible. We construct a
reduction algorithm B that breaks PRG security.

The PRG challenger C samples a bit @ < {0,1}. If o = 0, it samples t «+ W and lets v = PRG(?).
Otherwise, it samples v ¢+ {0,1}*. The challenger sends v to the reduction algorithm B, which samples
HPRG public parameters pp, y;, « {0,1} for i € [n],b € {0,1}, sets yo = v and sends pp, challenge
(yo,{yip}ip) to A. The adversary outputs a bit 5'. B outputs 5’ as its guess in PRG game.

Note that, B acts as Hybrid Hg challenger if o = 0, and as Hybrid H; challenger if « = 1. By our
assumption, |pgt — p#'| = | Pr[8’ = 1Ja = 0] — Pr[3’ = 1]a = 1]| is non-negligible and B breaks PRG security.

[

By the above sequence of lemmas and triangle inequality, for any PPT adversary A, there exists a
negligible function negl(-) such that for all A € N, |pg' — p#'| < negl(\). Therefore, the above construction is
a secure hinting prg. [ |
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B One Way Function with Encryption from ¢-DDHI Assumption

We now construct (k,n)-OWFE from any n-DDHI hard group generator GGen. Suppose GGen(1%) generates
a group of order at most 2™, the below construction requires k > m + 2\ and n < k + m — 2 for any fixed
constant «. This is a variant of the construction from n-DBDHI assumption presented in Section 7. This
construction does not use pairings but has longer ciphertext compared to the one presented in Section 7.
For the sake of simplicity, we construct a OWFE scheme where the encryption algorithm outputs elements
in a group. The construction can be extended to output ¢-length bit strings by using PRGs and randomness
extractors.

K(1*): Sample a group G = (G, p) < GGen(1*). Sample a generator g +— G; and random values o, dy, d; <
Z,. Output the public parameters (G, g, g%, g"z, s, g™ do, dy).

f(pp, x): Parse public parameters pp as pp = (G, g, g%, g("g, - ,g*",dy,dy). Let the polynomial (dox +d;)-
) i\ Ci
H?:I(oz +2j 4 z;) = >, cia’, where ¢; is a function of dy, dy, z. Output [];-, (g"‘ ) )

E1(pp, (3,b); p): Let h = g (@+2i+0) - Compute and output (h, k%, h®",---  h®" " i). Note that these values
can be computed given (g, g%, ga2, g™,

Es(pp, (y,1,b); p): Compute and output y*.

n

D(pp,ct,z): Let ct = (h, h®*, h("z7 N 71,2’). Consider the polynomial (doz + dy) - Hje[l’n]\{i}(a + 25+

. -~ N\ C;
zj) = E?:_ol cjad, where ¢; is a function of dy, di,z. Compute and output H?zol (h"‘J> n

Correctness. For any set of public parameters pp = (g,g,go‘,g“2, oo, g™ do,dy), string x € {0,1}",
index j € [n] and randomness p, we have D(pp, E1(pp, (j, z;); p), z) = grldortdILi(at2i4e:) — f(pp 2)r =
E>(pp. (f(Pp. %), 4, %;); p)-

B.1 Security

We now prove that the above construction satisfies one-wayness, encryption security and smoothness prop-
erties.

One-Wayness. We now prove that the above construction satisfies (k,n)-one-wayness property for any
kE>m+2 xand n < k+m — 2.

Lemma B.1. Assuming n-DDHI assumption holds (Assumption 2), for any (k,n) source s.t. k > m + 2\
and n < k+m — 2\, the above construction satisfies (k,n)-one-wayness property as per Definition 2.1.

Proof. This is similar to the proof of Lemma 7.1. Suppose there exists a PPT adversary .4 and a (k,n) source
S such that k& = w(m) and A breaks one-wayness property of the above construction with non-negligible
probability. We construct a reduction algorithm B that wins against n-DDHI challenger C.

The challenger C first samples a group structure G = (G,p) < GGen(1%), a generator h + G, a value
B« Zy and a bit v < {0,1}. If v =0, it sets T' = h'/B. Otherwise, it samples T' < G. The challenger then

sends (G, h,h? k% ,--- h®" T) to the reduction algorithm B. The reduction algorithm samples a string
z < S and an index j € [n]. It then implicity sets a« = § — 2j — 1 + x;. If there exists i € [2n + 1]
s.t. @+ i =0 mod p, then B aborts and guesses randomly. This happens with negligible probability. The
reduction algorithm samples dy, d; < Z,,, computes public parameters pp = (G, h, h?, ho‘2, ch d, dy) and
sends pp, y = f(pp, x) to the adversary A. Note that these values can be computed given (h, h?, h'@2, RN A
The adversary outputs z’. If f(pp,z) # f(pp, ') or z; = x’;, then B aborts and guesses randomly. Otherwise,

we know that h(dortdi) Tl (at2ita:) — p(doxtdi) [T, (a+2i+23) - Consider the polynomial

dox +di) -Tl.(a +2i + x; [t
(do 1) Hz( )=£+Zczﬂl
a+2j+1-—ux, B pard
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where ¢, {¢; }; are dependent only on x, dy, d;. We know that, h# ~H?:_01 (gﬁi> ' = pldowtdi) TLiy,(at2ital)

checks if T¢ - H:.:Ol (g/jz)CL = pldortdi) Tliz; (e+2i+2%) 10]qs. Tf the condition holds, B outputs 0. Otherwise,
it outputs 1.

We now analyze the advantage of B in n-DDHI game. As f is sampled uniformly, « is also uniformly
distributed. As p is superpolynomial in A, @ € [1, p — 2n — 2] with overwhelming probability and B simulates
one-wayness game challenger to A in statistically indistinguishable way. By our assumption, f(pp,z) #
f(pp,2’) with non-negligible probability. By Lemma C.1, for any (k,n) source S s.t. k > m + 2X\ and
n < k+m—2\, the distribution of f(pp, S) is statistically close to uniform as « is sampled from [1,p—2n—2].
As a result, with overwhelming probability there exists many z s.t. f(pp,z) = f(pp,2). As j is sampled
uniformly from [n], f(pp,z) = f(pp, '), x; # =, with non-negligible probability. The final check performed
by B always holds if T = e(h, h)'/#, and holds with negligible probability if T' is sampled randomly. Therefore,
B wins n-DBDHI game with non-negligible probability. [ |

Security of Encryption. We now prove that the above construction satisfies encryption security property.

Lemma B.2. Assuming n-DDHI assumption holds (Assumption 2), the above construction satisfies encryp-
tion security property as per Definition 2.2.

Proof. This is similar to the proof of Lemma 7.2. Suppose there exists a PPT adversary A that breaks
encryption security of the above construction with non-negligible probability. We construct a reduction
algorithm B that wins against n-DDHI challenger C.

The challenger C first samples a group structure G = (G,p) < GGen(1*), a generator h + G, a value
B < Z; and a bit v < {0,1}. If v = 0, it sets T' = h'/B. Otherwise, it samples T <~ G. The challenger

then sends (G, h, hB, h'@Q, N A T) to the reduction algorithm B. The adversary sends a string « € {0,1}"
and an index j to B. B samples do,d; < Z, and implicitly sets & = § — 25 — 1+ x;. It then computes

public parameters pp = (g,h,h“,h“z, “ee ,ho‘n,do,dl), samples randomness p < Z, and computes ct* =
(he, P hPo® .. ppe” ' §) Consider the polynomial

(doz + dy) - T 2 + 2, = .
ot d) Mo vt e B2
a+2j+1—x; B P

where ¢, {¢;}; are dependent only on p, x, dy, d;. The reduction algorithm computes k* = T - H?:_Ol (h'B) '
and sends pp, ct*, k* to the adversary. The adversary outputs a bit 4'. B outputs ' as its guess in n-DDHI
game.

We now analyze the advantage of B in n-DDHI game. As § is sampled uniformly, « is also uniformly
distributed. Let p’ = Wil—z, mod p. As 8 # 0 mod p and p is uniformly distributed, p’ is also uniformly
distributed in Z,. If v = 0, then (pp,ct*, k*) is same as (pp, E1(pp, (4,1 — x;); p), E2(pp, (f(pp, ), 4,1 —
xj);p'). If v =1, then k* is uniformly random. As A distinguishes these 2 distributions with non-negligible
probability, | Pr[y’ = 1|y = 0] — Pr[y’ = 1|y = 1]| is non-negligible. Therefore, 3 breaks n-DDHI assumption.

H

Smoothness. We now prove that the above construction satisfies (k, n)-smoothness property for any k >
m+2Xand n < k+m — 2.

Lemma B.3. The above construction satisfies (k,n)-smoothness property for any k > m + 2\ and n <
k+m — 2\ as per Definition 2.5.
Proof. This proof is same as the proof of Lemma 7.3. [ |
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C Leftover Hash Lemma over Z,

We now present a lemma that is used in proving various theorems in this work.

Lemma C.1. For any prime p, any (k,n)-source S s.t. k > logp+ 2\, n < k+logp — 2X, any subset
A C [0,p — 2n — 2], the distribution (K,H(K, S)) is statistically indistinguishable from (K, U), where
H : Kx{0,1}" — Z, is a hash function with key space K = (Z,, X Z,, x A) and is defined as H((dy,d1, @), x) =
(dox +dy) - [Tj—q (e + 2k + ) mod p, hash key K = (dy,d1, ) is uniformly sampled from K and U is the
uniform distribution on Z,.

Proof. This proof is information-theoretic. We first bound the probability Prx[H (K, s) = H(K,t)] for any
s,t € {0,1}™ s.t. s # t. We then use analysis similar to leftover hash lemma and prove that the distribution
(K, H(K,S)) is statistically indistinguishable from (K, U). Consider any s,t € {0,1}" s.t. s # t.

Pr{H(K,s5) = ZZ: Pr[H = H(K,t) = (]
ce
Z dr {dos—i—dl = ﬁa—!—Qk‘—i—sk modp/\ (dot +dy) = ﬁa+2k—|—tk modp]
ez, O k=1 k=1

Note that for any o € A, (a + 2k + )71, (o + 2k + t5) ! mod p is unique for all k € [n]. For any o € A
and ¢ € Z,, let us compute the number of (dy,d;) pairs in Zf, that satisfy the above pair of equations. On
subtracting the equations, we get

do(s —t)=c- (H (v + 2k + sg)~ H + 2k + 1) )modp.
k=1 k=1

Consider the following 2 cases.

e Case 1 (s —t # 0mod p): There exists a unique (dp, d1) pair satisfying the pair of equations for every
a € Aand ¢ € Z,. Therefore,

1 1
> Pr[H(K,s) = H(K.t) = c] = > =5
cEZLp CcEZLp
e Case2 (s—t =0mod p): If ¢ =0, for any a € A, number of (dy,d;) € Zf) satisfying the pair of equations
is p. If ¢ #£ 0, for any a € A such that f(o) = [[j_;(a + 2k + sx) — [[o—; (@ + 2k + t;) = 0 mod p,
number of (dg,dy) € Zg satisfying the pair of equations is p. For any « s.t. f(a) # 0 mod p, no
(do,dy) € Z2 satisfying the pair of equations. By lagrange’s theorem, f(a) = 0 mod p has at most n
solutions.

> Pr{H(K,5) = H(K,t) = c| < Pr[H(K,s) = H(K,1) = 0] + ZI}’(r[H(K, s) = H(K,t) = (]

cELy c#0
g% Z— Pr[H(a+2kz+sk Ha+2k+tk =0 mod p
LA k=1 k=1
1 1 n 2n+1
<-+4+(p-1)-- < Assuming p—2n—1>p/2
R et /2)

We now bound the statistical distance between distributions Dy = (K, H(K,S)) and Dy = (K,U). For any
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distribution D, let CP(D) be collision probability on D.

CP(Dy) = Pr [(Ky, H(Ky,s)) = (K2, H(K2,1))] = Prii = K] - Pr [H(K, s) = H(K.1)]

1,Ka, )
s,t+S s,t+S
1
—ﬂ-(ls:’ﬂle"[s-t]—&-Eltr[s;étmodp]l;’{r[H(s)—H(t)|37étmodp]
+P¥[s:tmodp,s7ét]%r[H(s):H(t)|5:tmodp,s7ét])
1 1 1 1 |27| 2n+1 1 1 1 2n7k.(2n+1)
< — (=g 1.Z4— ) 20V« (o AR
~ K] (2k+ p & {pJ p )_IICI (2’“+p+ p? )

We know that statistical difference between D; and D, is given by

SD(D1, Ds) < V/IK| - p\/CP(D1) — CP(D2)

1,1 1 2 k.(2n+1) 1
<\/|IC|~p\/’C|(2k+p+ 5 )_IK:

p |-p

o=k . (2n + 1
B Q%‘Lw =negl(\) (Ask>logp+2Xand n—k <logp—2)\)
’ p
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