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Abstract. In the conference “Fast Software Encryption 2015”7, a new line of research
was proposed by introducing the first small-state stream cipher (SSC). The goal was
to design lightweight stream ciphers for hardware application by going beyond the
rule that the internal state size must be at least twice the intended security level.
Time-memory-data trade-off (TMDTO) attacks and fast correlation attacks (FCA)
were successfully applied to all proposed SSCs which can be implemented by less
than 1000 gate equivalents in hardware. It is possible to increase the security of
stream ciphers against FCA by exploiting more complicated functions for the nonlin-
ear feedback shift register and the output function, but we use lightweight functions
to design the lightest SSC in the world while providing more security against FCA.
Our proposed cipher provides 80-bit security against TMDTO distinguishing attacks,
while Lizard and Plantlet provide only 60-bit and 58-bit security against distinguish-
ing attacks, respectively. Our main contribution is to propose a lightweight round
key function with a very long period that increases the security of SSCs against FCA.

Keywords: Stream cipher - Lightweight cipher - Grain - Hardware implementation -
Cryptographic primitive

1 Introduction

Internet of things (IoT), radio-frequency identification (RFID), and wireless sensor net-
work (WSN) are instances of systems that require lightweight encryption. It is predicted
there will be 100 billion IoT connections by 2025. Every one of these connections requires
End-to-End security with low power consumption. For example, smart meter reading
should run on a single battery for over ten years [RKS17].

Thus, many recent attempts have been made to design lightweight private key cryp-
tography. In FSE 2015, a new idea was proposed, and based on it, a new line of research
was created. The new idea was to use the key not only in the initialization of stream
ciphers but also continuously for internal state updating. Doing so means that a designer
can exploit the key as a section of the internal state. The new idea has a notable benefit
when the key must be stored in a fixed memory for reuse by different IVs. The benefit
is to design stream cipher with a smaller internal state (that called small-state stream
cipher (SSC)) and, consequently, less power consumption.

Based on the SSC idea, a few lightweight stream ciphers have been proposed. The
designed ciphers are lighter than conventional stream ciphers in hardware implementation,
but they are vulnerable to certain known attacks. In this paper, we suggest Fruit-F, a
modified version of the Fruit stream ciphers, that is lighter than other lightweight stream
ciphers. We show that Fruit-F’s security against time-memory-data trade-off (TMDTO)
and fast correlation attacks (FCA) is better than previous SSCs. Notably, our synthesis
using the Cadence Encounter(R) RTL Compiler (v12.10-s012-1) showed that Fruit-F is
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lighter than other stream ciphers in terms of gate equivalents (GE, one GE is equal to the
area size of a 2-way NAND gate) in ASIC hardware implementation. The results show
that it is possible to implement Fruit-F in ASIC with 965 GE. The area sizes of Fruit-F
and other lightweight stream ciphers are presented in Table 1. According to Table 2, it
is expectable that the area size of Fruit-F is less than that of Plantlet in our results. For
example, the g function of Fruit-F requires only nine 2-way XOR gates, while Plantlet
requires 17. Moreover, the internal state of Fruit-F consists of 107 registers compared to
110 registers for Plantlet.

Table 1: The area size of Fruit-F and some other lightweight stream ciphers in ASIC

Cipher Area size(GE) Platform Source
Grain-vl [[LJMO7] 1294 0.13 pm CMOS | [GBOg]
Lizard [HKM17] 1161 0.18 pm CMOS | [HKM17]
Grain-v1 [HIMO07] 1268 0.18 yum CMOS | [HKM17]
Plantlet [MAMI16] 928 0.18 pm CMOS | [MAMI16]
Grain-v1 [HIMO07] 1162 0.18 yum CMOS | [MAMI16]
Grain-v1 [HJMO7] 1270 0.18 ym CMOS | Our work
Lizard [HKM17] 1218 0.18 ym CMOS | Our work
Plantlet [MAM16] 996 0.18 pm CMOS | Our work

Fruit 965 0.18 gm CMOS | Our work

Throughput is 100 (Kb/s) for the clock frequency of 100 KHz

Table 2: The gate count comparison of the internal components of Fruit-F and Plantlet

Fruit-F Plantlet[GBOS]
Function | g | h and output | Round key | g | h and output | Round key
XOR2 |9 10 3 17 12 0
NAND2 | 3 4 1 7 4 0
NAND3 | 1 1 0 2 1 0
NAND4 | 1 0 0 1 0 0

From another point of view, Fruit-F is better than other lightweight stream ciphers
in constrained environments in terms of the initialization speed. Fruit-F, Plantlet, and
Lizard ciphers require 128, 320, and 256 clocks for initialization, respectively. Fruit-F, in
addition to faster initialization, needs less power for initialization, and this is desirable in
constrained environments.

Two attacks were proposed against all SSCs: FCA and the TMDTO distinguishing
attack. In CRYPTO 2018, Todo et al. proposed FCA on Grain-128a, Grain-128, and
Grain-vl by a new algorithm [TIMT18]. Then, Wang et al. claimed that it is possible
to apply FCA to Plantlet, Fruit-v2, and Fruit-80 * [WLLM19]. Todo et al. proposed
FCA on Fruit-80 and Plantlet in SAC 2019. They found that FCA can be successfully
applied to Fruit-80 despite the limitation of the available data, but it not possible to apply
FCA successfully to Plantlet based on its data limitation [TMA19]. Note that the data
limitation of Fruit-80 comes from the size of its LFSR, but it is not available plausible
reason for the data limitation of Plantlet [MAM16].

In a simple correlation attack on an LFSR-based stream cipher (introduced in [Sie85]),
the bias between keystream bits and sequences of LFSR is considered. If the correct initial
state of LFSR is guessed, the same bias is observed. Otherwise, if the wrong initial state is
guessed, the bias between the keystream bits and sequences of LFSR is very small. In an

1In 2017, Zhang et al. proposed an FCA based on a weakness in the output function of Fruit-v0, but
that attack is not applicable on the next versions of Fruit cipher [ZGM17].
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FCA, many algorithms have been suggested for avoiding exhaustive search of the initial
state of the LFSR.

There are two main differences between SSCs and other stream ciphers. The lengths
of the internal states of SSCs are significantly smaller than those of other stream ciphers;
for example, the length of the internal state of Fruit-80 [AGH18] is 87 bits while it is 160
bits for Grain-vl [HIMO7]. The second difference is involving key bits in NFSR updating
and output function. In FCA on SSCs, the keystream must be used under constant round
key bits. As the round key functions are periodic in SSCs, keystreams are sampled at a
time interval equal to the period of the round key bits; thus, the round key bits are the
same during sampling. In this situation, the constant round key bits influence only the
bias direction, and it is simple to recover the involved round key bits by observing the
bias direction (same as a linear attack on block ciphers). All key bits of Fruit-80 can be
recovered with 2778 time complexity and 2°4 data complexity by FCA [TMA19)].

The periods of round key bits are small in the previous SSCs. For example, the
period of the round key bits in Fruit-80 [AGH18] and Plantlet [MAM16] are 128 and 80,
respectively. As mentioned, FCA must be applied under constant round key bits, and
the data complexity of FCA in SSCs generally increases by increasing the period of the
round key functions [TMA19]. Thus, one solution for strengthening SSCs against FCA
is to increase the period of the round key function. Designers of SSCs could provide a
long period for round key functions by using complicated round key functions, but this
contradicts the main goal of SSCs, which is to design lightweight stream ciphers.

Our main contribution is to propose a lightweight round key function with a very long
period that increases the security of SSCs against FCA. We propose a round key function
whose domain is from LFSR and NFSR bits. If we choose some bits of both the LFSR and
NFSR as variables of a round key function, the period of the function will be very long,
and the resistance of SSC will increase against FCA. We use this idea to introduce a new
member of the Fruit family [GHC16, GHA17]. We introduce Fruit-F, whose keystreams
will not be available under an assumption of constant round key bits for applying FCA.

Our new idea also increases security against FCA from another point of view. Some
domain variables of the proposed round key function are from NFSR bits in our new
design, and only LFSR bits are guessed during an FCA on SSCs. Thus, an attacker needs
to guess both NFSR and LFSR bits to apply FCA to Fruit-F. This is necessary because
the attacker must recover key bits from round key bits. The necessity of guessing NFSR
bits increases the data and time complexity of FCA.

Also, we increased the length of LFSR and NFSR enough to achieve full security
against all types of TMDTO attacks in our new design [GHL19]. The increasing length
of the LFSR and NFSR also makes SSCs more resistant against FCA.

The paper is organized as follows. The design of Fruit-F and its specification are
presented, after which, the design criteria are discussed. Finally, we discuss that Fruit-F
is resistant to known attacks.

2 The design of Fruit-F

The internal state consists of a 50-bit LESR (I, ..., [(¢449)) and 50-bit NFSR (14, ..., N (t4.49))-
A block diagram of Fruit-F is presented in Figure 1. Fruit-F uses an 80-bit key (K:
(ki,0 <4 < 79)) and 80-bit Initial Value (IV: (v;,0 < i < 69)). The maximum number
of the keystream bits that can be produced per key is 222 bits. This limit means that if
Fruit-F produces more than 222 keystream bits under one key, it will be vulnerable against
some attacks such as distinguishing attacks and FCA.

Now we explain each section in detail:

-Round key function: We set:
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Figure 1: The Block Diagram of Fruit-F

r = (laglzznonaa)
p = (la1l1sna9n5m20)
q = (laslsngrnisnag)

We combine five bits of the key to obtain the round key bits in each clock as follows.
ki = ke © kp+16) © K(ga8) © Kpi16) * K(gas) (1)
-g function:  The feedback function of the NFSR is as follows.
N(e450) = ki ® by ® 1y ® nga1)  N(es30) D Nt16) - Net32)

D N(e+25) * N(t+42) D N(e+7) - N(t+20) ° T(t+35) (2)

D N(t44) * N(t+45) D N(£440) * N(t+44) * T(t4+47) * T(t+48)
-f function: The feedback function of the LFSR is as follows.
Lit450) = Ut @ lgs) © liet16) D Lieg24) © liet3a) © Lt gas) (3)

-h function:  This function produces a pre-output stream from the LFSR and NFSR
states as follows.

he = g1y - Lssr) @ L) - Lier19) D Ngeraq) - Lieros) (@)
D N(149) * N(14+49) D N(1433) - N(t41) * L(t449)

-Output function:  The output stream is produced by 7 bits from the NFSR, 1 bit from
the LFSR, and output of h function as follows.

2t = he &Ny S n(g17) D Neog) B N(erar) D N(iqas) D Lt 445) (5)
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-Initialization of the cipher: In the initialization procedure, I'V bits are loaded into the
NFSR and LFSR from LSB to MSB (vg to ng, v1 to ni, ..., v49 t0 nag, vso to lp, vs1 to
l, ..., U79 t0 lag). The other bits of the LFSR are set to ones and one zero (I3g = l3; =
... =l4g =1,l49 =0). The cipher is clocked 128 times, but before each clock, the output
bits are fed to the NFSR and LFSR (as shown in Figure 1).

Then, the output feedback in the LFSR and NFSR is disconnected, and if l128 = 0,
the feedback function of the LFSR is XORed by one. If 105 = 1, the feedback function
of the LFSR is not changed. The cipher can produce the first keystream bit in the next
clock, i.e., z128.

3 The design criteria

-Limitation for producing keystream: Fruit-F can produce up to 22? keystream bits
per key; 222 bits can be produced under one IV (and one initialization) or up to 222
IV (and 222 initialization). This limitation was obtained from the proposed construction
in [GHL19], and it is sufficient for many applications in constrained environments. For
example, low-power wide-area network (LPWAN) technology only supports devices with
low data rates. These devices include smart cities, personal IoT applications, smart grid,
smart metering, logistics, industrial monitoring, agriculture, etc. If it is supposed that an
ToT smart meter must send information once weekly, and 1000 bits must be encrypted
every time, then Fruit-F can produce for 80 years keystream with a fixed key. Another
example is wildlife tracking, for which the device should work more ten years on one
battery. In this application, the data rate is very low and 22? keystream bits under a
fixed key is sufficient. In most tracking systems, the data rate is very low, and the system
only sends its location after receiving a special command [RKS17]. For these reasons, we
believe think Fruit-F’s keystream limitation is practical; in fact, the 2'® bits per key/IV
limitation for the Lizard cipher is completely acceptable [HKM17].

-Round key function: All bits of the key should equally participate in updating internal
states, and the round key function should be lightweight in hardware. We propose a
round key function whose period is very long compared to previous functions, and the
long period increases the security against FCA. The round key bits of Fruit-F are obtained
from 8 bits of the NFSR and 6 bits of the LFSR. The period of the LFSR is 2°° — 1 and
the period of NFSR is multiple of 2°° — 1 [HG11]. Thus, the period of Fruit-F’s round
key function is at least 2°° — 1. The period of the round key functions of Fruit-80 and
Plantlet are 128 and 80, respectively.

-g function: This function should be lightweight (same as other functions) and provide
suitable nonlinearity. Our Fruit-F’s g function uses 16 variables of the NFSR (same as
Fruit-80), while the g function of Plantlet uses 29 variables of the NFSR [MAM16]. This
shows that the g function of Fruit-F is lighter than that of Plantlet. If we suppose k; = 0,
then the nonlinearity of Fruit-F’s g function is 2% x 3760 and its resiliency is 2.

-f function: The feedback polynomial of the LFSR is primitive and, therefore, the period
of the produced sequence with a nonzero initial state is maximized. To prevent the LFSR
from becoming all zero during state updating, we use a new idea. If [153=0 after the output
feedback in the LFSR is disconnected, the feedback function of the LFSR is XORed by
one. Otherwise, if l128 = 1, the feedback function of the LFSR is not changed.

-Output function: The nonlinearity of the h function is 976 (same as Fruit-80). Six
linear terms were added to increase the nonlinearity to 26 x 976 = 62464, and to give a
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function with resiliency of 5. The best linear approximation of the output function has
six terms with the bias 2(—5415)

4 Resistance to known attacks

As discussed in the introduction section, two attacks have been proposed against all SSCs:
FCA and the TMDTO distinguishing attack. Here, we discuss the security of Fruit-F
against FCA and TMDTO attacks, and we refer readers to [AGH18] for a discussion of
the security against other attacks, a discussion that applies equally well to Fruit-80.

-Fast Correlation Attack: An FCA was proposed for Grain-128a, Grain-128, and Grain-
vl by a new algorithm in CRYPTO 2018 [TIM18]. Then, FCAs were proposed for SSCs
for the first time by Wang et al. in 2019 [WLLM19]. Later, Todo et al. proposed an FCA
against Fruit-80 and Plantlet in SAC 2019. They found that FCA can be successfully
applied to Fruit-80, and it not possible to apply FCA to Plantlet because of its data
limitation [TMA19].

In a simple correlation attack on any LFSR-based stream cipher, the bias between
the keystream bits and sequences of LFSR is considered. If there is a bias between the
keystream bits and sequences of an LFSR, an attacker can guess the values of the LFSR
independently from other components of the cipher. If the correct initial state of the LFSR,
is guessed, the same bias is observed. Otherwise, if the wrong initial state is guessed, the
bias between the keystream bits and sequences of LFSR is very small. For FCA, many
algorithms have been suggested to avoid an exhaustive search of the initial state of the
LFSR and improve the attack.

In an FCA on SSCs, the keystream must be used under an assumption of constant
round key bits. In this situation, the constant round key bits influence only the bias
direction, and it is simple to recover the involved round keys by observing the bias direction
(same as a linear attack on block ciphers). Thus, all key bits of Fruit-80 can be recovered
with 2778 time complexity and 264 data complexity by FCA [TMA19].

As mentioned, FCA must be applied under constant round key bits, and the data
complexity of FCA generally increases as the period of round key functions increases in
SSCs. The round key bits of Fruit-F are obtained from 8 bits of the NFSR and 6 bits
of the LFSR. The period of the LFSR is 2°° — 1 and the period of NFSR. is multiple of
250 — 1 [HG11]. Thus, the period of Fruit-F’s round key function is is at least 2°° — 1, and
the FCA technique that works against Fruit-80 and Plantlet is unsuccessful on Fruit-F.

Our new idea also increases security against FCA from another point of view. Eight
variables of the round key function of Fruit-F are from NFSR bits, and LFSR bits are
only guessed during FCA. As three unknown bits of the key produce round key bits in
every clock, an attacker also needs to guess the NFSR bits which produce round key bits
(to find which bits of the key produce the round key bits). The NFSR bits are changed
every clock, and so the attacker needs to guess eight new bits of the NFSR every clock.
This is necessary because the attacker must recover key bits from round key bits. The
requirement to guess the NFSR bits increases the data and time complexity of any FCA
on Fruit-F. Also, we increased the length of the LFSR and NFSR in our new design
compared to Fruit-80; thus, Fruit-F will be more resistant against FCA.

-Time-Memory-Data Trade-off Attack: It is well known that the conventional stream
cipher is weak to this attack if its internal state size is not at least twice the security
level. Because key bits continuously participate in updating the internal state in SSCs,
key bits are considered to be part of the internal state. The Fruit-F design is based on the
proposed construction of [GHL19], and the maximum number of the keystream bits that
can be produced per key is 222 bits. There are 222 internal states with the same key bits.
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If an attacker saves half of the keystream bits (for a key) in a searchable table for Fruit-F,
she can search for a collision between the remaining keystream bits and the keystream
bits in the table to make a distinguishing attack. The probability that the attacker cannot
find any collision is:

(R ) 0

Note that there are 200 different internal states under a fixed key. The attacker
repeats this process 2% times under different key bits to achieve success. The probability
of failure is

3" »

If 79 < 21 + x , the attacker can apply this distinguishing attack successfully. Thus,
in this situation, x should be at least 58. However, this means that the data complexity
of the attack is 2% x 222 = 280. Thus, Fruit-F is resistant to this attack.

Fruit-F is the first SSC that is resistant against TMDTO distinguishing attacks, which
are known to be effective against previous SSCs. TMDTO distinguishing attacks have been
successfully applied to Sprout, Plantlet, and Fruit-v2 [HKMZ18]. The designer of Plantlet
downplayed this type of attack, stating that: “we assume that distinguishing attacks might
be possible but consider them only applicable to scenarios that are less relevant in the
context of lightweight devices, e.g., encrypting long data streams” [MAM16]. Nevertheless,
Fruit-F provides full security against all types of TMDTO attacks.

5 Conclusion

Stream ciphers were not in the spotlight of lightweight cryptography for hardware applica-
tions from 2009 to 2015. PRESENT [BKLT07] and KATAN/KTANTAN [DCDKO09] were
published as lightweight block ciphers with less than 1000 GE in 2009, and Sprout [AM15],
the first SSC, was introduced in 2015. Since 2015, some SSCs have been proposed, but
all of them were either vulnerable to TMDTO distinguishing attacks and FCA, or had
hardware implementations requiring more than 1000 GE.

In this work, we propose a new round key function to strengthen SSCs against FCA.
The suggested round key function is lightweight in hardware, and its period is at least
as long as the period of the LFSR. Fruit-F can be implemented in less than 1000 GE.
As well, it is the first SSC with 80-bit security against both TMDTO distinguishing
attacks and key recovery attacks. Previously, Lizard [HKM17] and Plantlet [MAMI16]
provided significantly less than 80-bit security against TMDTO distinguishing attacks.
Consequently, we can conclude that SSC design has matured through our introduction of
Fruit-F.
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