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ABSTRACT. In this short note we analyze the low order assumption in the
imaginary quadratic number fields. We show how this assumption is broken
for Mersenne primes. We also provide a description on how to possible at-
tack this assumption for other class of prime numbers leveraging some new
mathematical tool coming from higher (cubic) number fields.

1. INTRODUCTION

Cryptography based on class groups of imaginary quadratic orders (IQ cryp-
tography, IQC) is a fascinating area pioneered by Buchmann and Williams in [I].
After a long hiatus where IQC did not find any obvious real life application Lipmaa
had the idea to make use of IQ’s techniques to build secure accumulators without
trusted setup [2], leveraging the unknown order property of class groups of imagi-
nary quadratic fields. In the last years we have seen this unknown order property
used as a basis to build Verifiable Delay Functions (VDF) [3, [, cryptographic ac-
cumulators and vector commitments for blockchain applications [5] and polynomial
commitment used for zero knowledge [6]. The security of some of this primitives
(VDF in the specific case pointed out in [7]) are bound to two complexity assump-
tions: the low order assumption [7, Definition 1] and the adaptive root assumption
[7, Definition 2] with the adaptive root assumption implying the low order assump-
tion. Breaking the low order assumption consists in finding an element p € G and
an integer d < 2* such that p # 1g and p? = 1. In this paper we are going to
analyze in more details the low order assumption in the class group of an imaginary
quadratic number fields.

2. Low ORDER ASSUMPTION IN THE RSA GROUP

Given an odd integer N with unknown factorization the low order assumption is
believed to hold for the group (Z/NZ)* /{£1}. The low order assumption in RSA
groups has been extensively analyzed in [§].
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2 THE LOW ORDER ASSUMPTION IN IMAGINARY QUADRATIC CLASS GROUPS

3. Low ORDER ASSUMPTION IN THE CLASS GROUP OF AN IMAGINARY
QUADRATIC NUMBER FIELD

For class group of the number field Q(v/—p) , with p = 3 (mod 4) we know that
the class number (the class group order) is odd and it is believed hard to compute
when |p| is large. The low order assumption in the class group of an imaginary
quadratic field has not been studied much and is one of the goal for this work.
While the Cohen-Lenstra heuristics [9] suggest that the class group often contains
elements of small odd order it seems out of reach by current techniques to find such
low order forms. In [I0, §2] Shanks provides some interesting relations that can
help to shade some light and one in particular caught our attention: if

A=2F—1
then
h(—A) =0 (mod p — 2)
and the associated low order element is of the form
(2,1,2P73).

This relation tells us that the low order assumption is violated for Mersenne primes.
Other relations exist but require an even class number and are out of our scope.
Shanks gives some other hint in [II]: for negative discriminants A = 8k — 1 the
class number h must satisfy h > 14+logs k. Furthermore if the class number respects
h(1 —8k) = 6n £ 1 then

2042 — (2u + v)?
2

v
with odd v and (2u + v) when h is prime and > 3. It is interesting to note that
assigning v = 1 and u = 0 gives exactly the formula for Mersenne primes above.

4. CONSTRUCTING MALICIOUS DISCRIMINANTS

For any discriminant A < 0, the norm of the algebraic number o = z 4 yvA €
Q(VA) is N(a) = 2> — Ay?. This element o generates a principal ideal () of the
same norm, which, by construction, is principal. Now, if z is a prime number, and
N(a) = 23, we can deduce that («) factors as a product of 3 prime ideals of norm z.
Indeed z cannot be inert in Q(v/A), and either (a) = 3% or (a) = (2)3 where 3 is a
prime ideal above z. The case (a) = (2)3 is equivalent to z dividing = and y and
3 is then principal. The case (o) = 3® implies that 3 has order 1 or 3 in the class
group.

Given A, finding an element « whose norm is a third power of a prime seems
computationally hard. However, one can hope to find elements of order 3 in a class
group by generating A a posteriori. First fix a prime number z, then choose any
integers z and y such that 3? divides 2> — 22, and define

.172—23

2
Y

To obtain a b-bit negative discriminant, one could simply choose a b/3-bit prime

number z, a b/2-bit integer = larger than 2%/2, and y = 1. The prime ideals above

z in Q(v/A) are either principal or of order 3 in the class group. The value y = 1
is chosen for simplicity, but more generally, one could choose any b/4-bit integer y

A:
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whose prime factors satisfy (z/p) = 1 (z is a quadratic residue modulo p), then a
b/2-bit integer solution = to 22 = 2% mod y2.

4.1. Discriminants with prescribed bits. The above strategy allows to find
‘random looking’ discriminants together with a class of order 3 in the corresponding
class group. It does not allow to fix the discriminant a priori. However, we now
show that it is possible to fix half the bits of the discriminant. Let § a b/2-bit
integer. We are looking for a discriminant A = —(§ + 2%/24), with ¢’ another
b/2-bit integer.

Choose a b/3-bit prime number z so that the quadratic equation 2% = § + 2°
mod 2%/2 has a solution, and choose  a b/2-bit long solution. Now, let A = 2% —22.
As above, the prime ideals above z in Q(v/A) are either principal or of order 3 in
the class group, and now the b/2 least significant bits of A are given by 4.

5. BINARY CUBIC FORMS AND THEIR RELATIONSHIP TO THE BINARY QUADRATIC
FORMS

It is well known that there is a close relationship between binary cubic forms of
discriminant A = —27D and ideal class group of the quadratic field £ = Q = (v/D).
This section summarizes parts of [I2, Chapter 3]. Given a primitive integral binary
cubic form in the form

C(z,y) = az® + 3ba*y + 3cxy® + dy® .
where a,b,c,d € Z. Let @ be the Hessian of C. Then we have
Q =9q, where ¢ = (b*— ac,bc—ad,c® —bd) .
The discriminant of the binary quadratic form ¢ is equal to
D = —3b*c* + 4ac® + 4b*d — 6abed + a*d* .

Now there is a well defined map between the SLq(Z)-class of C and the SLo(Z)-
class of the Hessian Q. Let Cl*(bef(A)) be the set of SLo(Z)-class of binary cubic
forms of discriminant A = —27D, let Cl£[3] be the 3-torsion subgroup of the narrow

ideal class group of the quadratic field £ = Q = (v/D) and let CIt(bqf(D))[3] be
the SLo(Z)-classes of binary quadratic forms isomorphic to CI}[3], than the map
is given by:

p : CU (bef(A)) — CUF (baf(D))[3]
¢ : [(a,3b,3c,d)] — [(b* — ac,bc — ad, ¢ — bd)]
This allows to exhibit elements of order 3 in class groups of quadratic fields with-

out even computing the class number. Unfortunately, the corresponding algorithms
are more expensive that class group computations, see details in the Appendix.

6. DIOPHANTINE EQUATIONS AND CLASS NUMBERS

We have seen above that the low order assumption is broken for a really narrow
set of primes namely Mersenne primes. Mersenne primes are number of the form

A=2"—-1
So far about 50 Mersenne primes have been discovered making the set of Mersenne

primes ultra sparse. In this section we focus on searching for other classes of
possible weak primes with regard to the low order assumption in the class group of
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an imaginary quadratic number field. We can slightly generalize a bit the Mersenne
case with the following Theorem:

Theorem 6.1. If D = 4u® — 1 with u € Z~q, then the low order assumption is
violated for the group of classes of primitive binary quadratic forms with discrimi-
nant —D.

Proof. Let D = 4u® — 1 for some u > 0, let wp = (1 ++/—D)/2 and consider the
ideal I = (u,wp) in the ring Z[wp] with norm u. Then I® = (u?®,w?,) is contained
in the principal ideal (wp) and since both have norm u?, they are equal. Also, for

u > 1, I is not principal since for a,b € Z we have
N(a+bwp) = (a+b/2)? +b*D/4>D/4>u
so the class of I has order 3. ]

Replacing v with 2 and 3 with p — 2, i.e., D = 2P — 1, proves the Mersenne
case (although one has to argue slightly more, namely that the smaller powers of
I are not principal because the smallest norm of a principal ideal is 2P except for
principal ideals arising from integers).

One interesting set of primes are the one of the form

A=k2" -1

This class of primes can leverage on some of the fastest primality tests so far
discovered [I3] and can be potentially used by implementers due its attractive
performance H Note that if k is a perfect cube and n —2 = 0 (mod 3) then we are
in the exact situation of Theorem [6.11

This theorem can be generalized to construct elements of arbitrary order. For
instance, restricting to fundamental discriminants for simplicity:
Theorem 6.2 (Mollin [I4]). Let D be a squarefree number and let ¢ = 2 when
D =3 (mod 4) and o = 1 otherwise. Assume further that D = o?m! — b? where
t>1,m>1and b > 0 are integers such that b # 2m*/? — 1 if t is even and
b# |omt/?| ift is odd. Then the ideal (m,(b++/—D)/c) has order t in the ideal
class group of the imaginary quadratic field Q(v/—D).
Corollary 6.3. Let D = 4m!—b? be a prime number, where b and t are odd positive
integers such that b # |2m'/?|. Then the ideal (m, (b +/—D)/2) has order t in
the ideal class group of the imaginary quadratic field Q(v/—D).

Let us show an example

FEzxzample 1. Let us use as discriminant
D = —40407597268924803882495478254939792927447222948200447 this corresponds
to the entry k& = 27 and n = 170 in [I3] Table 2]. This meets the requirements
of Theorem We can easily compute ¢ = vk2n—2 = 216172782113783808 and
obtain the primitive integral binary cubic form
C(z,y) = ax® — 3cay® + dy’.

computing the Hessian of C gives

g = (216172782113783808, —1,46730671726813448656774466962980864 )

that an the element of order 3 as expected.

LChia Network blockchain showed a mild interest on using this class of prime numbers, which
eventually waned.
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Ezample 2. For fixed ¢, the following straightforward GP script (see [15]) produces
pairs (m,b) satisfying the hypotheses of Corollary by sampling random B-
bit integers. We thus obtain negative prime discriminants > — 4m! with tB +
2 bits together with a binary quadratic form (m,b,m!~1) of low order ¢ in the
corresponding classgroup.

loword(B, t) =

{
while(1,

my (b = random(2°B), m = random(2°B), mt = m"t);
D = 4xmt - b"2;
if (D <= 0 || b == sqrtint(4*mt) || 'isprime(D), next);
q = qfbred(Qfb(m, b, mt / m));
q0 = q"0; /* trivial class */
if (@ == q0 || 9"t != q0, error()); /* paranoia */
return([t, m, b]));

}

Trying it for B = 16 for consecutive primes ¢, we obtain in about 3 seconds:

t form (m,b,*) of order ¢
3 (22182,21373, %)
5 (30680,36619, *)
7 (22862, 59303, %)
11 (23366,26165, *)
13 (29532,28003, *)
17 (29454, 9733, %)
19 (108743913, %)
23 (13310,20463, )
29 (31418,64623, *)
31 (11885,61429, %)
37 (45748, 24609, )
41  (61340,50381, *)
43 (245,30283, )
47 (3962, 53951, )
53 (36034,58875, *)
59 (32910,64843, *)

These examples show how easy it is to construct discriminants together with a
low order element in their class group without computing the class number. The
likelihood that such a discriminant is chosen at random is negligible, though. On
the other hand, given D, it seems hard to prove that a given number is not of the
form specified by Corollary in general, even for a fixed order ¢t > 3 : it amounts
to proving that the given hyperelliptic curve has no integer points.

In real life deployments, in order to meet the quantum annoyance property de-
fined in [16], the Chia blockchairﬂ picks a new random discriminant every 10 min-
utes. A different situation might arise though if a special prime is chosen to meet
specific optimization requirements.

thtps ://chia.net/|
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7. CONCLUSIONS

The low order assumption is an important assumption that is at the core of
some cryptographic primitives: Verifiable Delay Functions, accumulators, polyno-
mial commitments. In this work we were able to break the low order assumption in
the class group of an imaginary quadratic number field for some really special class
of prime numbers and we have shown how it is possible to construct malicious dis-
criminants having prescribed properties. ICQ leverages on some well known topic
in number theory but many of the assumptions are new in the field of cryptography.
We hope that this work provides some incentive for researchers to think about this
new problems.

Acknowledgments. We would like to thank Dan Boneh, Bram Cohen, Luca de Feo,
Florian Luca, Simon Masson, Istvan Andras Seres, Renate Scheidler for fruitful
discussions.
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APPENDIX A. BHARGAVA CUBES AND ORDER 3 IDEAL CLASSES

A great way to visualize the correspondence defined in section [f] is using the

work by Manjul Bhargava. In his cornerstone paper [I7] Bhargava introduced a
new composition law for binary quadratic fields (about 200 years after Gauss) and
13 new composition laws for higher degree number fields using what is now known
as the Bhargava cube. He noticed that when putting numbers on the corners of a
cube (representing a 2 X 2 X 2 matrix) as below

e—Ff
S
a b
g h
v
c——d
the cube can be sliced into pairs of 2 x 2 matrices in three different ways

~[a b] e f
My = c d] N = g h]
[a ] (b d]

My = e gl Ny = fon]
_Ja €] _Je 4]

M = b f Ns=1a

From these slicings, it is now possible to construct three quadratic forms having

the same discriminant:

Q1(z,y) = —det(Myz — Nyy)
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Q2(z,y) = — det(Max — Noy)

Qs3(z,y) = —det(Msz — N3y)
Bhargava observed that the product of these three quadratic forms is the identity
for the classic Gauss composition, and that any three quadratic forms with trivial
product arrises from such a cube. Next step is to impose some symmetry to the
cube (in this case forming a triply symmetric cube):

b— ¢
a % b
c {» d
b— ¢
Just as symmetric square matrix defines a quadratic form, a triply symmetric cube
defines a cubic form: the above cube induces the cubic form

az® + 3bx?y + 3cxy? + di?.

We also know from the discussion above that this cube defines three binary qua-
dratic forms whose product is the identity. So this triply symmetric cube also
parametrizes an order in a quadratic fields together with three ideal classes of triv-
ial product. The symmetries in the cube imply that all three quadratic forms are
actually the same, therefore it is a quadratic form of order 1 or 3. Next step has
been suggested by Bhargava in [I§] where he points out that the method described
by Belabas in [I9] could be used to enumerate order 3 ideal classes in quadratic
orders. Let us run through an example.

Ezxample 3. Assume we want to find an element of order 3 for the binary quadratic
form with discriminant A = —470551. —A is a prime number equal to 7 (mod 8).
Now using the algorithm in [I9] we can generate the reduced defining polynomial
for the binary cubic form having discriminant 32A = 12704877. This outputs the
binary cubic form 522 + (3 - 11)z2%y — (3 - 17)ay? — 26y that is equivalent to the
following Bhargava cube:

11 —-17

A

11

—17 —26

v

11— =17

This triple symmetric cube is formed by composing twice the following binary
quadratic form of order 3: 206x% + 57zy + 575y
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Some comment about the example above: we were able to find an element of
order 3 without computing the class number of the binary quadratic form. All
using a combination of Belabas algorithm and Bhargava cube. Unfortunately, the
algorithm listing fields with |disc| in the range [X — Y, X] has complexity O(X3/* +
Y) (see [20]); in our example Y = 0 so we can find an element of order 3 in time
about O(X 3/ 4). This is more expensive than computing the full class group per se.
The variant introduced by Cremona in [2I, Algorithm 2] also runs in time O(X?/4).

Finally, Daniel Shanks’s CUFFQI algorithm [22] constructs all cubic fields of a
fixed fundamental discriminant X in time polynomial in log|X| (see Renate Schei-
dler’s paper in [I2 Chapter 4]) but it requires as input the 3-part of the class group
of the quadratic field with that discriminant (that is actually what we are looking
for!). More generally, given the class group and units of a number field K, the
same techniques using class field theory and virtual units allow to visualize ele-
ments of arbitrary order ¢ in the class group by exhibiting unramified extensions of
degree t of K, given by a list of irreducible polynomials, see [23]. The complexity is
again dominated by the time needed to compute the class number and class group
structure.
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