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Abstract

Efficient computation of polynomial multiplication for characteristic three fields, Fgn for n > 1,
is an important attribute for many cryptographic protocols. In this paper, we propose three
new polynomial multiplication algorithms over F3[z] and show that they are more efficient than
the current state-of-the-art algorithms. We first examine through the well-known multiplication
algorithms in F3[z] including Karatsuba-2-way and 3-way split formulas along with the recent
enhancements. Then, we propose a new 4-way split polynomial multiplication algorithm and an
improved version of it which are both derived by using interpolation in Fg. Moreover, we propose
a 5-way split multiplication algorithm, and then compare the efficiencies of these algorithms
altogether. We apply the proposed algorithms to the NTRU Prime protocol, a post-quantum
key encapsulation mechanism (KEM), submitted to the NIST PQC Competition by Bernstein
et al., performing polynomial multiplication in characteristic three fields in its decapsulation
phase. We observe that the new hybrid algorithms provide a 12.9% reduction in the arithmetic
complexity. Furthermore, we implement these new hybrid methods on Intel (R) Core (TM) i7-
9750H architecture using C and obtain a 37.3% reduction in the implementation cycle count.

Keywords Polynomial multiplication, Karatsuba, Characteristic three fields, Key encapsulation,
NTRU Prime, Lattice-based cryptography, Post-quantum cryptography

1 Introduction

Quantum computers [22,27] are believed to be able to solve some of the tough computational problems
such as the Integer Factorization Problem (IFP) [9] and the Discrete Logarithm Problem (DLP) [30,31]
both of which underpin the most widespread cryptographic protocols. With Shor’s quantum factoring
algorithm [32, 33] the most prevalent asymmetric cryptographic systems such as RSA [29], Diffie-
Hellman [18,23] and Elliptic Curve Diffie-Hellman [1,2,17,25, 28] protocols are vulnerable to attacks
by sufficiently powerful quantum computers. Grover’s Algorithm [20] improves brute force attacks by
significantly reducing the search spaces for private keys. These algorithms are used to protect secure
web pages, encrypted e-mails, and other sensitive data. Thus, breaking these systems would have
substantial consequences for digital security and privacy. In the recent years, research and investment



in the quantum computing have risen in all sectors. These advances urge researchers to develop
reliable quantum-resistant cryptographic protocols. NTRU Prime is one of those quantum-resistant
key encapsulation protocols which is submitted to the NIST PQC Standardization Process and has
advanced to the third round as an alternate candidate [3].

Polynomial multiplication in characteristic three fields is used in some Post-Quantum crypto-
graphic protocols such as NTRU Prime Key Encapsulation Mechanism (KEM) [5-7]. The decapsula-
tion stage of the Streamlined NTRU Prime KEM performs a polynomial multiplication in Z3[x]/(a? —
x — 1) where p is prime. In order to perform the polynomial multiplication step in Zs[x]/(zP —z — 1),
the result of the multiplication is reduced modulo «? — 2 — 1 in Zs[z]. In most sources, array repre-
sentations of the polynomials are used to conduct the multiplication operation. The fact that the cost
of the polynomial multiplication step is subquadratic in the input size, whereas the reduction step is
linear with it, exhibits the importance of reducing the cost of the multiplication step. Thus, we need
faster polynomial multiplication methods in characteristic three fields to improve the efficiency of the
cryptographic protocols.

Inspired by the above concerns, we develop three novel polynomial multiplication algorithms in
Zs|z] by using the known methods such as the interpolation and hybrid use of different algorithms
[8,10,11,16,21]. The new algorithms outperforms the known ones in both arithmetical complexity and
the implemetation performance. The first two of our proposed algorithms N1 and N2 are 4-way split
ones, with seven 1/4 sized multiplications, whereas the latter one, V1, uses a 5-way approach with nine
1/5 sized multiplications in characteristic three fields. All proposed algorithms use interpolation in
Fg. To compare the algorithms, we implement them along with their hybrid versions on Intel (R) Core
(TM) i7-9750H architecture using C language and get promising results in implementation efficiency.
We then applied those new methods into the decapsulation phase of the Streamlined NTRU Prime
KEM [3,7] and tested our novel methods for several input sizes. Different combinations of several
multiplication methods are used to get the best results. Finally, the results indicate a 12.98% reduction
in arithmetical complexity and a 37.39% reduction in cycle count.

Availability of the software All of the software described in this paper will be available online at
https://github.com/esrayeniaras/ NTRUPrimePolyMultF3.

Organization of this paper In Section 2, the notation and preliminaries that are used throughout
this paper are introduced. A comprehensive investigation of the well-known polynomial multiplication
algorithms over characteristic three fields is presented in Section 3. Section 4, 5, and 6 are dedicated
to introducing our newly proposed 4-way and 5-way split algorithms, N1, N2, and V1 respectively.
In Section 7, the arithmetical complexity comparison results for the three proposed algorithms and
the others, are presented. Various hybrid applications of the proposed algorithms to the Stream-
lined NTRU Prime Key Encapsulation Mechanism [5-7] and their C implementation test results are
explained in Section 8. Finally, the paper is concluded in Section 9.

2 Preliminaries

In this section, we presented the notations that are used throughout the paper followed by the descrip-
tion of the NTRU Prime Key Encapsulation Mechanism (KEM). In the remainder of this paper, we
assume that the fields used to multiply the polynomials are all of characteristic three unless otherwise
specified.


https://github.com/esrayeniaras/NTRUPrimePolyMultF3

2.1 Notation

e SB: Schoolbook polynomial multiplication algorithm.

e KA2: Improved Karatsuba 2-way polynomial multiplication algorithm [8].

e A3: A 3-way split polynomial multiplication algorithm, first described in [16].

e A2: Another polynomial multiplication algorithm over Fg[z], first described [16].

e UB: Unbalanced Refined Karatsuba polynomial multiplication algorithm [8] for odd values of n,
where n refers to the input size.

e LT: Schoolbook recursion algorithm [8]. We refer to it as the last term method (LT).

e N1: New 4-way split polynomial multiplication algorithm, described in this paper.

e N2: Improved 4-way split polynomial multiplication algorithm, described in this paper.
e V1: New 5-way split polynomial multiplication algorithm, described in this paper.

e Special Notation: Let X represents one of the algorithms above, then X3 notation corresponds
to the X algorithm that is used to multiply polynomials over F3[z] and XFg corresponds to a
polynomial multiplication over Fg[x]. (See Section 8)

o M3 g(n): Number of F3 additions (or substractions) required for the multiplication of two degree
n — 1 polynomials over Fj.

e M;3g(n): Number of F3 multiplications required for the multiplication of two degree n — 1
polynomials over Fs.

e M;5(n): Total number of F3 operations required for the multiplication of two degree n — 1
polynomials over Fs, i.e., M3(n) = M3 g(n) + M3 g(n).
o My g(n): Number of Fy additions (or substractions) required for the multiplication of two degree

n — 1 polynomials over Fg.

o Mg g(n): Number of Fg multiplications required for the multiplication of two degree n — 1
polynomials over Fy.

e My(n): Total number of Fg operations required for the multiplication of two degree n — 1

polynomials over Fy, i.e., Mg(n) = My g(n) + My g(n).

Remark 1 gives a quick result of Master Theorem [4,16] which is used to calculate the arithmetical
complexity of recursive algorithms.

Remark 1 Let M(n) be a recursive algorithm, a,b,u € Z, n =b*, a # 1, a,b,u > 0 and M(1) = e
such that
M(n)=aM(n/b)+cn+d+ fn"

(i) If @ # b and f = 0 then the associated complexity is given by

_ be d logya be d
M(n)_<e+a—b+a—1)n a—bn+a—1

(ii) If a = b, then M(n) is given by

e for d d
M(n)_b“—an + (e b“—a—i_ia—l n + cnlogyn p—



(iii) If @ # b, then the associated complexity is given by

for be for d I be d
M — K _ ogpa __ _
() b —a + e+a—b b"—a+a—1 " a—b)"  a—1
One can refer to [13,16,19] for the details of the proof.

Since 22 + 1 is an irreducible polynomial over Fg, then Fg = F3[z]/(x? + 1), thus we can represent
the elements of Fy as polynomials of degree less than 2. Let’s define w € Fy such that w? +1 = 0.

Table 1: Cost of Operation Comparison for Fg and F3

Operation 3 Cost Fg Cost
(a+bw)+ (c+dw) =(a+c)+ (b+dw | 2 Adds 1 Add

(a+ bw)(c+ dw) = (ac — bd) + (be + ad)w | 2 Adds+4 Mults | 1 Mult
w.a, lLa, (—1).a 0 0

For a,b, c,d € F3, one can convey from Table 1 that one addition in Fg corresponds to two additions
in 5 whereas one multiplication corresponds to two additions and four multiplications in it. We also
assume that multiplication of an element in Fg by w, 1, or —1 is cost-free.

2.2 NTRU Prime Key Encapsulation Mechanism

NTRU Prime [6] by Bernstein et al., is a lattice-based, quantum-resistant key encapsulation protocol
submitted and advanced through the Rounds 1-3 of the NIST Post-Quantum Standardization Pro-
cess [3,5,7]. There are two components of the NTRU Prime, one is Streamlined NTRU Prime and
the other one is NTRU LPRime. In the decapsulation phase, the Streamlined NTRU Prime Key
Encapsulation Mechanism performs multiplication in Zgs[z]/(a? — x — 1) so that we can apply the
proposed multiplication methods to it. Below, we explain the details of the protocol.

Streamlined NTRU Prime Key Encapsulation Mechanism

Parameters. Streamlined NTRU Prime is a family of cryptosystems that uses the parameters (p, ¢, w)
with the following constraints: p and ¢ are prime numbers, ¢ > 17, 0 < w < p, 2p > 3w, ¢ > 16w + 1
and 2P — x — 1 is an irreducible polynomial in the polynomial ring Z[x].

The rings Z[z]/(z? — x — 1), Zs[z]/(2? — x — 1) and the field Z,[z]/(zP — x — 1) are abbreviated
as R, R/3, and R/q respectively. If the parameters are p = 761, ¢ = 4591 and w = 286 then the
cryptosystem is represented as sntrup761.

e Small is described as a type of polynomial with all of its coefficients are in {—1,0,1}.

e Short is defined as a small, weight—w polynomial of R. A weight—w polynomial is a polyno-

mial with exactly w of its coeflicients are nonzero.

e Rounded is defined as the set of polynomials ag + a1z + ... + ap—12P~! € R such that, if
q € 14 3Z then for each i, a; is in {—(¢—1)/2,...,—6,-3,0,3,6,...,(¢ — 1)/2} and if g € 2+ 3Z
then for each i, a; is in {—(¢+1)/2,...,—6,-3,0,3,6,...,(¢ + 1)/2}.

e Rounded() is a function that takes any polynomial in R/q to a rounded polynomial in R.

e Round() is a function that takes the coefficients of any polynomial in R /¢ to an integer between
—(¢ —1)/2 and (¢ — 1)/2 (i.e., to a rounded polynomial) then, to the nearest multiple of 3,
producing a polynomial in R.



e Lift() is a function that maps any polynomial of R/3 to a small polynomial in R/q by simply

reducing it modulo gq.

e Encode()/Decode() Let M = (mqg,...,mp—1) and R = (ro,...,7,—1) be sequences of integers

and assume that for each i, 0 < r; < m; < 2'4. Then S = Encode(R, M) is a sequence of bytes
and Decode(Encode(R, M), M) = R. In other words, Encode() converts the ring elements to
strings and Decode() converts the strings to the ring elements vice versa. One can refer to [7]
for the algorithmic details of the encoding and decoding parameters.

e Hashing Hash(z) is defined as the first 32 bits of SHA-512(z). Hash, for b € {0,1,...,255}

is Hash with the input prefixed by one byte value b, i.e., Hash(b,z) = Hashy(z). Another
function HashConfirm(r,h) is defined as Hashy(Hashs(r), Hashy(h)). Moreover the function
HashSession(b, r, C) is defined as Hashy(Hashg(r), C) for b € {0,1} [7].

Streamlined NTRU Prime key generation, encapsulation, and decapsulation algorithms are pre-

sented in Algorithm 1, 2, and 3 respectively.

Algorithm 1 Streamlined NTRU Prime Key Generation - KeyGen)()

Output: (P, Sk)

do
g & small
while g=! ¢ R/3
f <short
h<«g/(3f) € R/q
h < Encode(h)
k < Encode((f,1/g))
p <—short
return (P, S) = (h, (k, h, p))

Algorithm 2 Streamlined NTRU Prime Key Encapsulation - Encap(h)

Input: P, =h
Output: C = (C, HashSession(1,r, C))

—_

h + Decode(h)

r < short

r <+ Encode(r)

¢+ Round(h.r) e R

¢ + Encode(c)

C < (c, HashConfirm(r, b))

return C = (C, HashSession(1,r, C))




Algorithm 3 Streamlined NTRU Prime Decapsulation - Decap(C, S )
Input: (C,S)
Output: HashSession(1,r,C) or HashSession(0, p, C'))
¢ + Decode(c)
c.(3f) € R/q
e < (Rounded(c.(3f)) mod 3) € R/3
e.(l1/g) e R/3
r’ < Lift(e.(1/g)) € R/q
h.or' € R/q
¢« Round(h.r")
¢/ + Encode(c’)
C’ + (¢/, HashConfirm(r', h))
if ¢’ == C then
return HashSession(1,r, C')

_ =
M o2

: else

—
@

return HashSession(0, p, C))

It is stated in [7] that “NTRU Prime has two layers. The inner layer is Streamlined NTRU Prime
Core, a perfectly correct deterministic PKE. The outer layer is Streamlined NTRU Prime, a perfectly
correct KEM”. In this paper, we focus on the outer layer, i.e., the Streamlined NTRU Prime Key
Encapsulation Mechanism.

3 Recent Multiplication Algorithms and Improvements

In this section, we summarize the well-known polynomial multiplication algorithms and their improved
versions in characteristic three fields. We will examine 2-way split algorithms, 3-way split ones, and
the other types of algorithms in each subsection, respectively. We also assume that the polynomial
size n is a multiple of 2 for 2-way split algorithms and a multiple of 3 for the 3-way split ones, if not,
we simply pad the polynomials with an appropriate number of zeros, i.e., one or at most two zeros.
For the sake of clarity, we assume that n is a power of 2 for 2-way split algorithms and a power of 3
for 3-way split ones.

3.1 Karatsuba 2-Way Algorithm

Assume that,
A(x) =ag+ a1x + a2x2 + ...+ anilmn—l (1)
B(T) =by+ b1z + 621‘2 N bn_lxn—l

are two polynomials of degree n — 1 and n = 2% for some k > 0. Also let’s define y = 2"/2 and
C(z) = A(x)B(zx). 2-way multiplication methods basically depend on dividing the polynomials into
two equivalent parts and perform the multiplication recursively on these equally halve-sized parts as

below:



n_
Ao=ap+az+..taz 1272 !

Ar=az tazpixr+ ...+ Qp_qz2t

53 2
BO:bo—i—blx—i-...—kb%_le—l (2)
By =by +bziiz+ ...+ by_qz2
then
A(z) = Ao + yAy o
B(xz) = By +yB:

and the multiplication becomes A(z)B(z) = (Ao + yA1)(Bo + yBi1) so that it can be done with the
half-sized polynomials, using Karatsuba 2-way algorithm as follows:

Let’s define the products of the half-sized polynomials as Py, P; and P, then,

Py = AgBy
Py = (Ao + A1) (Bo + Bh) (4)
P, =A1B;

and the final result of the multiplication C(z) = A(z)B(x) can be found as,

C(l‘):P0+(P1—P0—P2)xn/2+P2$n (5)

The recursive representation of the algorithm can be given by:

M3,(n) = 3M3,6(n/2), M3,0(1) = 1 (6)
Mg,@(n) = 3M3,®(n/2) + dn — 4, Mg)@(l) =0

Using Remark 1, we can explicitly calculate the complexity as follows,

Ms(n) = Tn'°®23 — 8n 42
M3 e (n) = n'°%2? (7)
M3 g (n) = 61823 — 8n 42

3.2 Improved Karatsuba 2-Way Algorithm (KAZ2)

Bernstein [8] introduced an improved version of the Karatsuba 2-way algorithm by using the same
settings given in (1)-(4) but following a different approach in the rest, more precisely this time C(z)
is defined as,

Cx) = (y— )(yPs — Po) + yP, ®)

then, recursive representation and the complexities for the improved Karatsuba 2-way algorithm (KA2)
can be found as:

Ms(n) = 3Ms(n/2) + 7.(n/2) — 3, Ms(1) = 1

M3 g(n) = 3M3z g(n/2), M3 5(1) =1 9)
M3,6(n) = 3M3,6(n/2) +7.(n/2) = 3, M3,5(1) =0



by Remark 1 we get the complexity as follows,

M3(n) = 6.5n'°82% —7n 4+ 1.5
M37®(TL) = nlng 3 (10)
M3 g (n) = 5.5n1823 — Tn 4 1.5

As we compare the arithmetic complexities in (7) and (10), we can observe that, the improved version
of Karatsuba 2-way algorithm is 7% more efficient than the previous one.

3.3 Unbalanced Refined Karatsuba 2-way Algorithm (UB)

This method [8] can be used when the input size n > 1 is odd. Since the 2-way split can also be done
within two unequal parts, an odd n value would fit in this situation. Assume that A(z) and B(x) are
defined as in (1), in this case, instead of equal ones, we divide A(z) and B(x) into two unequal pieces,
as follows:

n—1
Ay=ap+ a1z +..+an1x 2
2

n—3
Al =ant1 +Qnesz+ ...+ ap_12 2
2 2

n—1 (11)
Bo :b0+b1$++b%x 2

n—3

B = bnTH + bnT+3$ 4+ ..+ b1

One can observe that the polynomial Ay contains one more element than the polynomial A;. By using
the (4) and (8), we get the following complexities for Unbalanced Refined Karatsuba 2-way Algorithm
UB:

Ms(n) = 2M5((n+1)/2) + M3((n —1)/2) + 7.(n — 1)/2
Ms,g(n) = 2M3,5((n+1)/2) + M3 g((n —1)/2) (12)
Mz g (n) = 2Ms 6((n +1)/2) + Ms g ((n — 1)/2) + T.(n — 1)/2

Remark 2 Observe from (4) that the highest degree coefficients of both Py and P; are the same, thus
one multiplication gets cost-free.

3.4 Schoolbook Recursion or the Last Term Method (LT)

This algorithm [8] is the recursive version of schoolbook algorithm. Assume that A(z) and B(z) are
defined as in (1), we can write A(x) and B(x) as follows:

A(z) = Ap_a(2) + ap_qz™ ! -
B(x) = Bn—2(1‘) + bn_lxn—l
where
Ap—2(z) = ap + a7 + aza® + ... + ap 02" "7 (14)
By _o(x) = bo + bz + b2z2 + ..+ bn_an*2

then the algorithm recursively perform the following multiplication

A(x)B(z) = Ap_2(2)Bp_o(x) + by_12" 1Ay _o(2) + apn 12" By _o(x) + ap_1bp_12*" 2 (15)



Note that, A,,_2(z) and B,,_»(z) are obtained by deleting the last terms of A(x) and B(x). Therefore,
for the schoolbook recursion, we use the abbreviation LT referring to these last terms.

The complexity of the LT algorithm is,

on — 1) (16)

3.5 Karatsuba Like 3-way Algorithm

Let A(x) and B(z) are two degree n — 1 polynomials, defined as in (1), with n = 3* for k > 0. Also
let y = 2™/ and C(x) = A(z)B(x). We divide both A(z) and B(x) into three parts as follows:
Ag=ag+aix+..+ a%_lngl

n_
Al — a% +a%+1x+ —‘y—a%fllﬂ 1

n_
Ay = Qzn + Q20 T+ o+ Ay 120 1

By =bo+bix+ ..+ bs x5 1)
Bi=by +brz+..+ b%n_lx%‘l
By =bzp +bzp g7+ ..+ byy_1x3
then
Ax) = Ao +yAi + y2A2} )
B(x) = Bo +yBi1 + y*Bo

thus the multiplication becomes A(z)B(z) = (Ao + yA; + y?As)(Bo + yB1 + y*>Bs) with three 1/3
sized polynomials in a recursive manner by using the products below [34],

Py = AgBy
P =AB;
Py, = Ay By

(19)
P3 = (Ao + A1)(Bo + Bh)

Py = (Ap + A2)(Bo + B2)
Ps = (A1 + A2)(By + B2)

and with the help of the Chinese Remainder Theorem [35] and [24] the result becomes,
C(z) = Po+ (Ps — Py — P1)a™? 4+ (Py + Py — Py — Py)a®™/? 4 (Ps — P) — Po)x®"/3 4 Ppa®™/? (20)
this algorithm is associated with the following complexity:

M3(Tl) = 6M3(n/3) + 8n — ll,Mg(l) =1
M3, (n) = 6Mz,6(n/3), M3 g(1) =1 (21)
Mg’@(n) = 6M3’@(n/3) + 8n — ].].7 M&@(l) =0



by Remark 1 we get,

Ms(n) = 6.8n'°835 — 8n 4 2.2
M3 g (n) = n'°8s6 (22)
M3 g (n) = 5.8n1°836 — 8n 4 2.2

3.6 Improved Karatsuba Like 3-way Algorithm

By reconstructing the Karatsuba 3-way algorithm in a similar way that is described in [36], we get
the Improved Karatsuba 3-way Algorithm. Let P, = P;, +2"/3 P,y for 0 < i < 5 such that the degree
of each P; is 2n/3 — 2, inserting these values in (19) we get the following:

C = Pop +a"*(Poy — Por — Pi + Psy)
+a?"/3(—Pyr, — Pou + Pip, — Pig — Por, + Py + Pur)
+23/3(~Poyg + Pigr — Pop, — Por + Pag + P — Pip)
+2*/3(—Piy + Pap, — Popg + Psgr) + 2"/ * Py

(23)

and the associated complexity for the algorithm is given as,

Ms,5(n) = 6Msz,5(n/3), M3 (1) =1 (24)
Mg)@(’n) = 6M3)@(’I’L/3) + 22(7’l/3) — 9,M3,@(1) =0

thus by Remark 1, the complexity is,

Ms(n) = 6.53n'°836 — 7.33n 4 1.8
Ms g(n) = nlogs 6 (25)
M3 g (n) = 5.53n'°83% — 7.33n + 1.8

Note that, the complexity in (25) is approximately 4% less than the one in (22), which shows that the
improved Karatsuba 3-way algorithm is more arithmetically efficient than the original version.

3.7 3-way Algorithm with Five Multiplications (A1)

3-way algorithm with five multiplications is first described in [16]. We call this algorithm Al. It is
derived by the interpolation method and has similar results to that of Toom-Cook’s Formula [12-15,35].
Remember that, Fg = F3[z]/(2? + 1) and since F5 does not have enough points for the interpolation
method with five multiplications, we borrow an element, namely w such that w? = —1, from Fg. Then
evaluating C'(z) = A(z)B(z) at 0,1, —1,w, co gives us the following system of linear equations in Fg:

Forx = 0= Py = AyoBy = C)

Fore=1=P =(Ao+ A1+ A3)(Bo+B1+B2)=Co+C1 +... + C4
Foro=—-1=P,=(Ag— A1+ A2)(Bo—B1+B2)=Cyp—C1+Co+ ... + Cy
Forx =w= P3s =[(Ap + A1jw — A3)(Bp + Bijw — B3) = Cy + C1w — ... + Cy
For v =00 = Py = A3By = C}4

10



Solving this equation system yields

Co =Py
Cy=(P,—Py)— (—Py+ Py + Py — P — Py)w
Co=—(Po+ P+ P+ Py)
Cs3=(Pr—Po)+(—Po+Pi+P,—P;s— P)w
Cy=P

where C(z) = Cy + Crz™/3 + Coz?/3 4 Caa®™/3 4+ Cya*™/3.
Complexity associated with this algorithm in Fy is,

Mg(n) = 5Mgy(n/3) + 20n — 24, My(1) =6
My, (n) = 5Mo,z(n/3), My,(1) =4
My g (n) = 5Mg e (n/3) + 20n — 24, Mg (1) = 2
Applying Remark 1 we get,
My(n) = 30n'°8s® — 30n 4 6
My, (n) = 4n'o%:

Mg a(n) = 26n'°83° — 300 + 6

Complexity associated with this algorithm in Fj is,

Ms(n) = 4M3(n/3) + My(n/3) + 8n — 10, M3(1) =1
M3,5(n) = 4Msz,5(n/3) + My g(n/3), M35(1) =1
M3 g (n) = 4M3 6 (n/3) + Mg g(n/3) + 8n — 10, M5 4(1) =0
by Remark 1,
Ms(n) = 30n'°%:° — 36.33n'°%3% 4+ 6n + 1.33
M g(n) = 4nl°8s5 — 3ploss4

M3 o (n) = 26n'°%3° — 33.33n!834 + 6n + 1.33

(26)

(27)

(29)

(30)

Algorithm A1l is more efficient than the Karatsuba 3-way improved algorithm after n = 729. The

percentage of cost reduction increases significantly when the polynomial-size increases. For n = 37

the reduction is 4%, for n = 3% the reduction is 14% and for n = 3'° the reduction reaches up to 55%.

3.8 Improved 3-way Algorithm with Five Multiplications (A3)

A3 is also a 3-way algorithm [16] with five multiplications and it’s an improved version of the Al

algorithm. If we switch the interpolation points of Al from {0,1, —1,w, o0} to {0,1,w, —w, 00} then

what we get is a more efficient algorithm than A1, namely A3.

FOY,Z:O:}PO:AoBO:CO

Fore=1=P =(Ag+ A1+ A3)(Bo+B1+B2)=Co+C1+ ...+ Cy4
Forx =w = P, = [(Ap + Aiw — A3)(Bo + Biw — B2) = Cyp + Crw — ... + C4
For x = —w = Py = [(Ap — Ajw — A2)(By — Biw — B2) = Cyp — Chw — ... + C4
Forx =00 = Py = A3By=C}4

11



Assume that P, = Pog +whP; and P3 = P39 + wPs; then one can observe that P, o = P3¢ and
P51 = —P; 1. By using these equalities we get the following formula for C(x),

Co=P

Ci=—-FP—P—Poyg—P,— P,

Co=FP—Poo+ P, (31)
Cs=—Py—Pi—Poog—P1+ Py,

Cy= Py

where, C(z) = Cy + C1a™/? + Coa®"/3 4 C323/3 + Cya*™/3,

The complexity associated with A3 over Fg[z] is exactly the same as the complexity of A1 over Fg|x].
On the other hand, the complexity of A3 over Fs[z] is given by (32)-(33) and it is less than that of
Al

Ms(n) = 3Ms(n/3) + My(n/3) + 22.(n/3) — 10, M5(1) =0
M3,5(n) = 3Ms,5(n/3) + Mo,g(n/3), M3,6(1) =1 (32)
M3 g (n) = 3M3.6(n/3) + Mg g (n/3) + 22.(n/3) — 10, M3 ¢(1) =0

again by Remark 1,
Ms(n) = 15n'°8s% — 2.66nlogs n — 160 + 2

M3 g(n) = 2n'°8s5 —p (33)
M3 g (n) = 13n'°83° — 2.66nlogy n — 151 + 2

A3 algorithm outperforms KA2 when n > 400. For n = 709 the percentage of reduction in arithmetic
complexity is 7%.

3.9 Another Multiplication Algorithm (A2)

As mentioned in [16], when the coeflicients of the polynomials are in Fg, we can use another algorithm
called A2. Let A(z), B(z) € Fo[z] then we can re-write both A(x) and B(z) as a sum of their w parts
and w — free parts. Let Ay, A1, By, By € Fs[z] and let each of them be degree n — 1 polynomials such
that:

A=Ay + wAl} (34)

B:Bo+wB1

then,
AB = (Ap + A1w)(By + Biw) = AgBy — A1B1 + ((Ag + A1)(Bo + B1) — AgBy — A1B1)w  (35)
the complexity of the A2 algorithm can be found as,
Mgy(n) = 3M3(n) +8n —3 (36)

Through sections 3.1 - 3.9, we have covered nine recent algorithms that can be used for polynomial
multiplication in characteristic three fields. Now we will describe our new 4-way and 5-way split
formulas that are more efficient than all of the algorithms we’ve discussed above.
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4 New 4-way Split Multiplication Algorithm (N1)

In this section, we propose a new 4-way multiplication algorithm N1, with seven 1/4 sized multipli-
cations, which is derived by using the interpolation method in Fy. Assume that,

Az) = ag + ar2 + agw® + ...+ a,_12" !
1 (37)

B(x) = by + bz + b2$2 + .+ by

are two polynomials of degree n— 1 where n = 4 for some k > 0. Also let y = 2/, C(z) = A(x)B(x)

and,
Ag=ag+aixz+..+ a%_lx%fl
A = an +ani 1T+ ...+ a%flx%_l
Ay =azm +azm o+ ..+ a%flx%_l
Az = asn +a%+1x+...+a%71x%_l (38)
By=bo+biz+..+ba_jai!
By =bn +bajz+ ..+ b%_lx%_l
By =az +bzp @+ o bsn_qziT!
By =ass +bsp @+ o ban i
then,
A(z) = Ag +yA; +y*As + y3A3} (39)
B(x) = By + yB1 + y*Ba + y°Bs
thus, the result of the multiplication becomes,
C(x) = (Ao + yA; +y* Ay + y* A3)(Bo + yBy + y*>Ba + y°B3) (40)

= Cp + Cry + Coy® + C3y® + Cuy* + C5y° + Cgy®

We use {w, —w,w+1,—w+1,—w — 1,w — 1,00} as the points of evaluation for interpolation and we

get,
= [(Ao — A2) + w(A1 — A3)][(Bo — B2) + w(B1 — B3)] = C(w)
= [(Ag — A2) — w(A1 — 43)][(Bo — B2) —w(B1 — B3)] = C(~w)
Py =[(Ag+ A1 + A3) + w(A; — Ay — A3)|[(Bo + B1 + B3) + w(By — Bo — Bs)| = C(w+ 1
Py =[(Ao + A1 + A3) + w(—A1 + A2 + A3)][(Bo + B1 + B3) + w(—B1 + B2 + B;)| = C(— w—i— 1)
Py =1[(Ag— A1 — Ag) +w(—A41 — Ao + A3)][(Bo — By — B3) + w(—B; — Ba + B3)] = ( w—1
Ps =[(Ao — A1 — A3) + w(A1 + Az — A3)][(Bo — B1 — B3) + w(By + B2 — B3)] = C(w —
Ps = A3B3 = Cs

13



Let,

Py =PFPoo+who
P =P o+whPi
Pr=Pog+whPs;
Py =P30+whPs;
Py =P+ wPy
Ps=PFPs50+whs

then one can observe that,

Poo=Pipo
Py =—Pi1
Pyo= Py
Pyy=—P3;
Pyo=PFPsp
Pyy=-Fs5,

(42)

With the help of (42), we avoid three unnecessary multiplications. Instead of calculating all of the

six multiplications in (41), it will be sufficient to just calculate Py, P, and Py, in this way, three

multiplications over Fg[z] get cost-free. Using the interpolation we get the following results for the

N1 Algorithm:

Co=Py+P—P,—P3— Py, —Ps+ FPs+w(—Py + P — Py + P5)
Ci=—P,—P3+ P+ P +w(—Py+ P)
Co=FPs+w(Py— Ps+ Py — P5)
C3=—-Py—P3+ P4+ Ps +w(—Py+ Ps+ Py — Ps)
Co=Py+P+Po+P3s+Py+Ps+FPs+w(—Py + P — Py + Ps)
Cs —w(—Py+ PL— Py+ Py + Py — Ps)

Ce=PFs

Inserting the equalities of (42) into (43) we get,

Co=—FPoo+Poo+Pao+Fs—Po1— Py
Cir=Poog—Pro—FPoa

Co=Ps+Po1+ Py

C3=Po—Pyo— P+ Py,
Co=—FPoo—Poo—Pio+FPs—Po1— Py
Co=—FPo1—Po1+ Paa

Cs = Fs

Table 2 and Tables 3-4 demonstrate the costs of multi-evaluation and reconstruction for N1 algorithm

over F3[z] and Fg[z] respectively. From those tables, we get the associated complexities of N1 algorithm

for Fs[z] and Fy[x] as follows:
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Mg(n

7Mo(n/4) + 36n — 52, My(1) = 6

"My g(n/4), Mo,(1) = 4

TMy g(n/4) + 36n — 52, My (1) = 2

Ms(n/4) +3Mg(n/4) + 11n — 18, M5(1) =1
Ms,e(n/4) + 3My g (n/4), M3 e(1) =1

Ms a(n/4) + 3My g(n/4) +11n — 18, M3 5(1) =0

My e (n

)
)
My,e(n)
)
)
)

Mg(n

n

M35 (
M&@(’ﬂ

,®

then we get explicit complexities as,

= 45.33n'°847 — 48n — 8.66

= 39.33n°847 — 48n — 8.66

= 22.66n'°847 — 33.33n — 44log, n + 11.66
= 22.66n'°%47 — 48n — 261og, n + 26.33

= 14.67n — 18log, n — 14.67

N1 algorithm is less costly than KA2 for n > 280 in Fs[z] and for n > 28 in Fg[z]. N1 is also more
efficient than A3 for n > 1020 in Fs[z] and for n > 84 in Fg[z]. Table 7 and Table 8 show that, for
n = 1020, the reduction percentage in complexity is 10.45% compared with KA2 and 2.24% for A3 in
Fs3[x], the reduction becomes 16.61% and 5.41% for KA2 and A3 respectively in Fg[x]. As for the A2
algorithm, which is only defined in Fg[x], N1 is better than it beginning from n > 28. It can also be
observed that N1 has a better performance over Fg[z] than it has over F3[x].
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Table 2: Cost of Evaluation and Reconstruction for N1 in F3[z]

Computations

|

Cost for Multiplication in Fs[z]

Ry =Ag— Az, Ry = By — Bs

Ry = A1 — A3, Ry = B1 — B3
Ry = Ay + A3, Ry = By + B3
R3:A0+R2,R§:Bo+R/2
Ry=Ri — Ay, Ry =R| — B>

Rs = Ay — Ro, R, = By — R),
Rs= —As — Ry, R, = —Bs — R,
R7; = Ry +wRy, R, = R, + wR}
Rs = Rs + wRy, Ry = R} + wR),
Rg :R5 +LUR6, RIQ :RQ)—F(A)R%
RlO = RO —le, R/IU = R6 —lel
Riy = Ry — wRy, R, = R} — wR,
R12 =R5 —ng,R’m ZR/5 —WR%
Py = Ry R,

P, = RioRY,
Py = RyR),

P3 == RllR{Ll
Py = RyR),

P5 = R12R/12

Ps = A3 B3
Up=Po1+ Py
Ui=Py1— P,

Us = Pao+ Py
Us =Pro— Payp

Us=Fs— Foo
Us=Us— Uy
Co=Us+ U,
Ci=Us— Foq
Co=Uy+ Fs
C3=U;+Us
Cy=Us—Usy
Cs=U1— Py

C = Co+ Cra™/* + Coa®™/* + ... + Cga/*

TOTAL:

2n/4
2n/4
2n/4
2n/4
2n/4
2n/4
2n/4

(n) = Ms(n/4) + 3My(n/4) + 11n — 18
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Table 3: Cost of Evaluation and Reconstruction for N1 in Fy[z]

Computations

Cost for Multiplication in Fo[z]-Part 1 |

Ry = Ao — As, R = By — Bs

Ry =A;— A3, Ry =B, — B3

Ry = A1 + A3, R, = B + B3

Rs = Ay + R2, Ry = By + R,
Ry=Ry—Ay,R) =R}, — B>

Rs = Ay — Re, R; = By — R},
R¢=—As — Ry1,R;=—By — Rj
R7 = Ro + wRy, R7 = R + wh)
Rs = R3 +wRy, Ry, = Ry + wR)
Ro = Rs +wRe, Ry = R, + wR,
Rw = RO — le, Rllo = R6 — wR’l
R11 = R3 — wR4, Rlll = Ré — wRﬁl
Ris = Rs — wRg, R}y = R, — wR,

Py = RiR.
Pi = RioR,,
Py = RyR,
Py — RiR),
Py = RoR)
Ps = R12 R,
Ps = A3B3
Ur=F+ P
Uo=-F+ P
Us=P+ P3
Uy=-P+DP;
Us =Py + Ps
Us=—Py+ Ps
U; =Us + Us
Ug = —Us + Us
Ug = Uy + Us
Uio = Uy — Us
U =U, - Uy
U =Un + Ps
Ui =U1 + Uy
Uy = Uiz + Ps

dn/4
4dn/4
4dn/4
dn/4
4dn/4
4dn/4
4dn/4
4dn/4
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Table 4: Cost of Evaluation and Reconstruction for N1 in Fy[x]

Computations ‘ Cost for Multiplication in Fg[z]-Part 2 ‘
Co = Uys + wUy 2(71/271)

Ch = Ug +wl, 2(n/2— 1)

Cy = Ps —wlUy 2(n/2—1)

C3 = Us + wUiy 2(n/2-1)

Cy = Urg + wUy 2(n/2—1)

Cs = w(Us + Unp) 2(n/2—1)

C = Co+ Cra™* 4 Cox®/* + . + Cex5/* | 12(n/4 — 1)

TOTAL: My(n) = TMy(n/4) + 36n — 52

5 Another 4-way Multiplication Algorithm with Different
Interpolation Points (N2)

The new 4-way algorithm N1 from the previous section can be improved if we choose different inter-
polation points. This time we use {0,1,w+1, —w+1,—w—1,w—1, 00} as the interpolation evaluation
points. Consider the same settings through (37)-(40), we get the products of 1/4 sized polynomials
as follows,

Py = AoBy = C(0)
=(Ao+ A1+ As+ A3)(Bo+ B1 + Ba + B3) = C(1)

= [(Ao + Ay + Az) + w(A; — Ay — A3)][(Bo + By + B3) +w(By — By — B3)] = C(w+ 1
P3 = [(Ao +A1 +A3) +w( Al +A2+A3)][(30+Bl +Bg)+o.)( Bl +BQ +Bg)] = ( UJ+1)
P4=[(A0—A1 )+w( A1—Ag—FAg)H(BO—Bl—B3)+w(—Bl BQ+B3)]: ( w—l
Ps = [(Ao — A1 — A3z) +w(Ay + Ay — A3)][(Bo — B1 — Bs) +w(B1 + By — B3)] = C(w —
Ps = A3Bs = Cs
Assume that the conditions in (41) are satisfied, then,
Pyo= Py
Py =P
2,1 3,1 (47)
Pyo=PFsp
Py1=—PFPs;y

From (47) Ps; and Ps can be derived out of P, and P, thus, it is sufficient to calculate the latter two
multiplications only. In this way, we save two Fg[z] multiplications. Interpolation regarding the N2
algorithm gives us the following results,
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Ci=-P—P1—Po—Ps— Py~ Ps— P tw(-P+ )

Co = Ps +w(Py — P3+ Py — Ps)

03:7P27P3+P4+P5+w(7P2+P3+P47P5)

Co=FPo—P,—P;—P,— P

Cs=-Py—Pi+ P+ P — P +w(P—Ps+ Py — P5)

Ce = Fs

inserting the equalities from (47) into (48) we get,

Co=F

Cir=—Fy—Pi+Poog+FPio—Fs— P

Co=PFPs+Py1+ Py
Cs3=Pog—Pso—Po1+ Psn
Cys=Py+ Pyo+ Piyp

Cs=—-FPy— P —Pyog—Fs+P1+ Py

Ce = Fs

By using the cost of multi-evaluation and reconstruction tables for N2 similar to Tables 2-4, we

calculate the complexities associated with N2 as follows,

Mo(n) = TMp(n/4) + 33n — 48, My(1) = 6
My,g(n) = TMg,g(n/4), My,x(1) =4
Mg g(n) =TMy g(n/4) + 33n — 48, My (1) = 2
M;(n) = 3Ms5(n/4) + 2Mg(n/4) + (25/2)n — 20, M3(1) =1
M3 ¢ (n) = 3M3,g(n/4) + 2Mo g (n/4), M3 (1) =1
Ms g (n) = 3M3 g(n/4) + 2Mg g(n/4) + (25/2)n — 20, M3 (1) =0

And by Remark 1, we get the following explicit complexities:

Mg(n) = 42n'°847 — 44n — 8
My o (n) = 6nl8es7
Mg g (n) = 36n'°847 — 44n — 8
Ms(n) = 21n!°87 — 38n + 18
M3 g (n) = 21n'°847 4 60n'°843 — 88n + 8
M3 g (n) = 50n — 60n'°8+3 4- 10

(50)

(51)

N2 becomes faster than KA2 for n > 60 in Fs[z] and for n > 20 in Fg[z]. N2 is more efficient than
A3 beginning from n > 180 in F3[z] and for n > 72 in Fg[x]. Moreover, N2 is more efficient than the

algorithm A2 for n > 20.
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6 New 5-way Multiplication Algorithm (V1)

This section is devoted to V1 which is a new 5-way multiplication algorithm with nine 1/5 sized
multiplications. This algorithm is also based on the interpolation technique. Assume that,

Az) = ag + a1 + agx® + ...+ a,_12"7!
1 (52)

B(x) = by + bz + b2$2 + .+ by

are two polynomials of degree n — 1 and n = 5* for some k > 0. Let y = 2™/® and C(z) = A(z)B(z).

Given,
Apo=ag+ a1z + ...+ a%_lngl
Ar=az tazpxr+ ...+ a%flx%_l
Ay =a2 +azm 2+ ..+ a%flx%_l
Az =as +asm x4+ + a%flx%_l
Ay =Gan 4 Gan T+ ... Fasn x5
5 5 + n5 . (53)
Bog=byg+bixz+ ..+ b%,y’lﬁg_
By =by +brgz+ ... +bm x5!
By =bzn +ban @+ ..+ ban_qx5 !
B3 = b37n + b37n+1x —+ ...+ b47n_11‘%7
B4—b4n +b4n+1x+ +b5n 11‘£71
then,
A(z) = Ao+ yA1 + y* As + 4P As + y* Ay (54)
B(z) = By +yB1 + y°Ba + y°Bs + y* By
and the result of the multiplication becomes,
C(x) = (Ao + yA1 + y* Az + 3> As + y* Ay)(Bo + yB1 + y°Ba + y* B3 + y* By) (55)

= Cy + Cry + Coy® + C3y® + Cyy* + Csy® + Cey® + Cry™ + Cry®
This time we use nine interpolation points {0,1,w, —w,w+1,—w +1,—w — 1,w — 1,00} and we get,

P0 — AyBy
= (Ao+ A1+ Ay + A3+ Ay)(Bo + By + By + B3 + By)

(Ao + Ay — Ag) + w(Ar — A3)H(Bo + By — Ba) +w(B; — Bs)]

A3)|[(Bo + By — B2) — w(B1 — B3)]
w(A; — Ay — A3)][(Bo + B1 + Bs — By) + w(B1 — By — Bs)]
w(—A; + Ay + A3)][(Bo + B1 + B3 — By) + w(—By + By + Bs)]
w(—Ar — Az + A3)|[(Bo — B1 — By — By) + w(—B1 — By + B3))]
w(

=
[
=[(Ag+ A1 + A3 — Ay
=
[
[ Ay + Ay — A3)][(Bo — B1 — B3 — By) + w(B1 + By — B3)]

(A —
)+
Ps=[(Ag+ A1+ A3 — Ay) +
Ps = [(Ag— A1 — A3 — Ay) +
Pr=1[(Ag— A1 — A3 — Ay) +
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Let,

Py =P+ wha
P =P+ whPs
Py=Pyo+wPy;
Ps=Ps50+whs
Ps = Pso+wFs1
Pr = Pro+whPry

then one can observe that,

Pro=Psyg
Py =—-P;;
Pio=PFsp
Pyy=—PF;5,
Pso=Prp
Ps1=—Pr

(57)

Note that (57) helps us saving three Fg[z] multiplications. Finally, interpolation gives us the following

results,

Co=P
Ci=-P+P—P—P3+P+Pr—Ps+wP,—P3—Py+DP5+ P — Pr)
Co=Py—P,—P3+P,+Ps+Ps+Pr+Ps+w(—Py+ Ps — Ps + Pr)
C3=—-Py+P —Po—P3s+Ps+P,—Ps+w(—-Po+Ps+ Py —Ps— Ps+ P;)
Cy=FPy—Py— P, — P — P+ P
Cs=—-Po+P—P,—P3+Py+Ps— P +w(P,— P34+ Py — Ps — Ps + Pr)
Co=Py—Py— Py + Py+ Py + Ps+ Py + Py + w(Py — P + P — Py)
Cr=—-Py+P—Po—P3+ P+ P —PR+w(—Po+Ps— P+ Ps+ FPs — Py)
Cs =Py

Inserting the equalities from (57) into (58) gives,

Co =Py
Ci=—-FPo+Pi+Pog—FPso—FPs+PFPo1—Py1+Fs1
Co=FPy+Poog—Pyo—Fso+Ps—Py1—Fs1
Cs=—FPy+Pi+Poo—Fso—FPs—Po1+Ps1—Fs
Cy=Po+ Pyo+ Fso+ B
Co=—FPo+Pi+Poo—Puo—Ps+Po1+Ps1—Fs
Co=Po+Poog—Pyo—Fso+Ps+Py1+ Fs
Cr=—FP+Pi+Poo—PFPio—FPs—Po1—Py1+ Fs1
Cs = Py

21

(58)



Associated complexities of the algorithm V1 over F3[z] and Fg[z] are given as follows,

My(n) = 9My(n/5) + (196/5)n — 72, My(1) = 6
Mo,z (n) = 9Mog g (n/5), Mo,x(1) =4
My,g(n) = 9My,(n/5) + (196/5)n — 72, My (1) = 2 (60)
Ms(n) = 3M3(n/5) + 3Mg(n/5) 4 (72/5)n — 29, M3(1) =
M3,5(n) = 3M3,5(n/5) + 3My 5 (n/5), M3 (1) =1
Ms.g(n) = 3Ms (n/5) + 3Mo g (n/5) + (72/5)n — 29, Ms g (1) = 0
by Remark 1 we get,
My(n) = 47n'°8% — 49n — 9
My o (n) = 6n'°8s?
My (n) = 41n'°85% — 49n — 9 (61)
Ms(n) = 23.5n'°859 — 13n1°853 — 37.5n + 28
M3 o (n) = 23.5n'°85% 4- 37.5n/°853 — 73.5n + 13.5
M3 g (n) = —50.5n'°853 4+ 36n + 14.5

V1 becomes more efficient than KA2 for n > 100 over F3[x] and for n > 20 over Fg[z]. Note that, V1
is better than A3 for n > 60 over Fs[z] and for n > 15 over Fg[x]. Also, V1 outperforms A2 beginning
from n > 15.

7 Results and Comparison

The arithmetic complexity comparisons for the minimum total number of operations before and after
our newly proposed algorithms N1, N2, and V1 are presented in Table 5 and Table 6 over Fg[x]
and F3[z] respectively. As we can convey from Table 5 that the algorithm which gives the minimum
number of operations changes from A3 to V1 at n = 15 with a reduction percentage of 1.85%. The
reduction percentage increases as n gets bigger and reaches up to 40.35% at n = 1024 with a switch
from KA2 to N2. V1 takes the place of LT with a reduction percentage of 40.14% earlier at n = 625.
As for Table 6, the first improvement comes with the V1 algorithm at n = 125 as it takes the place
of UB with a reduction percentage of 1.83%. The reduction rate becomes larger as the input size gets
bigger and it becomes 16.61% with a switch from KA2 to N2 at n = 1024. V1 reduces the minimum
cost for n = 960 around 23.12% as it the takes place of KA2.

One can convey from Table 7 and Table 8 that, in general, V1 is the most efficient among all
algorithms for the input sizes that are multiples of 60. The reduction percentage between V1 and N1
is 12.7% for n = 60 and 4.5% for n = 780. It becomes 5.64% at n = 60 and 1.51% at n = 780 between
V1 and N2. We observe that N2 outperforms N1 with a reduction percentage of 3,03% in Fs[z] and
0.51% in Fg[z] for n = 1024. However, for n = 60, the reduction percentage becomes 7,48% in Fs[z]
and 1,85% in Fg[z]. These results indicate that as n gets bigger the reduction percentage becomes
smaller. In general, N2 is always more efficient than N1 for all input sizes.

22



Table 5: Comparison of Minimun Number of Operations in Fy

n # Prev. Min. | Algorithm # New Min. | Algorithm % Saving
1 6 SB 6 SB

2 26 KA2, My(1) 26 KA2, My(1) 0

3 60 A2, M5(3) 60 A2, M5(3) 0

4 100 KA2, My(2) 100 KA2, My(2) 0

5 160 A2, M3(5) 160 A2 M3(5) 0

6 216 A2, M5(6) 216 A2, M5(6) 0

7 296 A2, M3(7) 296 A2, M5(7) 0

8 350 KA2, My(4) 350 KA2, My(4) 0

9 456 A3, My(3) 456 A3, My(3) 0

10 542 A2, M5(10) 542 A2, M5(10) 0

11 652 A2, Ms(11) 652 A2, M3(11) 0

12 716 A3, My(4) 716 A3, My(4) 0

13 875 A2, M5(13) 875 A2, M5(13) 0

14 976 A2, Ms(14) 976 A2, M5(14) 0

15 1076 A3, My(5) 1056 V1, My(3) 1.85%
16 1156 KA2, My(8) 1156 KA2, My(8) 0

17 1368 UB, My(9), My(8) 1368 UB, My(9), My(8) | O

18 1416 A3, My(6) 1416 A3, My(6) 0

19 1660 UB, My(10), My(9) 1660 UB, My(10), Mo(9) | O

20 1753 A2, M5(20) 1612 V1, My (4) 8.04%
25 2594 LT, My(24) 2348 V1, Mo(5) 9.48%
32 3686 KA2, My(16) 3458 N2, My(8) 6.18%
48 6716 A3, My(16) 6548 N2, My(12) 2.50%
60 9941 A3, My (20) 8724 V1, My(12) 12.24%
64 11500 KA2, My(32) 10156 N2, My(16) 11.68%
96 20326 A3, My(32) 18562 N2, My(24) 8.67%
125 | 33298 UB, My(63), Mg(62) | 25960 V1, Mo(25) 22.03%
128 | 35390 KA2, My(64) 28382 N2, My(32) 19.80%
192 | 61316 A3, My(64) 52124 N2, My(48) 14.99%
240 | 90101 A3, My(80) 68268 V1, My(48) 24.23%
256 | 107956 KA2, My(128) 79492 N2, My (64) 26.36%
384 | 184606 A3, My(128) 142558 N2, My(96) 22.77%
512 | 327446 KA2, My(256) 215522 N2, My(128) 34.18%
625 | 431144 LT, My(624) 258068 V1, Mo (125) 40.14%
960 | 813041 A3, My(320) 506676 V1, My(192) 37.68%
1024 | 989500 KA2, My(512) 590188 N2, My(256) 40.35%
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Table 6: Comparison of Minimun Number of Operations in F3

n # Prev. Min. | Algorithm # New Min. | Algorithm % Saving
1 1 SB 1 SB 0

2 5 SB 5 SB 0

3 13 SB 13 SB 0

4 25 SB 25 SB 0

5 41 SB 41 SB 0

6 57 KA2, M;(3) 57 KA2, M3(3) 0

7 81 LT, M3(6) 81 LT, M5(6) 0

8 100 KA2, M3(4) 100 KA2, Ms3(4) 0

9 132 LT, M3(8) 132 LT, M3(8) 0

10 155 KA2, M;(5) 155 KA2, Mj3(5) 0

11 189 UB, M3(6), M3(5) 189 UB, M3(6), M3(5) | 0

12 210 KA2, M3(6) 210 KA2, M;(6) 0

13 258 LT, M5(12) 258 LT, M5(12) 0

14 289 KA2, M;(7) 289 KA2, M;3(7) 0

15 329 UB, M3(8), M3(7) 329 UB, M3(8),Ms3(7) | 0

16 353 KA2, M3(8) 353 KA2, M3(8) 0

17 417 LT, M5(16) 417 LT, M5(16) 0

18 456 KA2, M3(9) 456 KA2, M3(9) 0

19 504 UB, M3(10), M3(9) 504 UB, M3(10), M3(9) | 0

20 532 KA2, M3(10) 532 KA2, M3(10) 0

25 807 LT, M5(24) 807 LT, M5(24) 0

32 1168 KA2, M5(16) 1168 KA2, M3(16) 0

48 2298 KA2, M3(24) 2298 KA2, M3(24) 0

60 3474 KA2, M3(30) 3474 KA2, M3(30) 0

64 3725 KA2, M5(32) 3725 KA2, M3(32) 0

96 7227 KA2, M3(48) 7227 KA2, M3(48) 0

125 | 11446 UB, M5(63), M5(62) 11236 V1, M5(25) 1.83%
128 | 11620 KA2, M3(64) 11620 KA2, M3(64) 0

192 | 22350 KA2, M3(96) 22350 KA2, M3(96) 0

240 | 33354 KA2, M3(120) 29965 V1, M3(48) 10.16%
256 | 35753 KA2, M;3(128) 34667 N2, M5(64) 3.03%
384 | 68391 KA2, M3(192) 63585 N2, M3(96) 7.02%
512 | 109048 KA2, M3(256) 98004 N2, M3(128) 10.12%
625 | 155883 UB, M5(313), M5(312) | 120559 V1, M3(125) 22.66%
960 | 308574 KA2, M3(480) 237217 V1, M5(192) 23.12%
1024 | 330725 KA2, M3(512) 275765 N2, M3(256) 16.61%
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Table 7: Comparison of Complexities for Different Algorithms in F3

n KA2 A3 N1 N2 Vi1

60 3474 3638 4139 3829 3613

120 10839 10715 11535 10843 10450
180 21039 20456 21514 20314 19864
240 32187 31646 32268 30850 29965
300 44673 44075 45529 43867 40885
360 60849 58466 59346 57292 56041
420 79266 76169 76303 73837 72010
480 91572 89291 89170 86302 84250
540 113364 109010 110155 106741 104812
600 124752 119936 120844 117586 113419
660 159504 148889 149545 144919 142636
720 170640 163433 164170 159508 157711
780 207237 192134 193087 187048 184213
1020 312495 286247 279832 272242 271036

Table 8: Comparison of Complexities for Different Algorithms in Fg

n A2 KA2 A3 N1 N2 Vi1

60 10899 9558 9236 9500 9324 8724

120 32307 27006 25606 25604 25248 24486
180 61029 49854 47196 47000 46464 45468
240 91812 75132 72116 69656 68940 68268
300 125052 101814 97756 97352 96456 90204
360 171000 138918 129606 126308 125232 124200
420 219387 181206 168116 161564 160308 159096
480 256587 208158 196186 188630 187194 185802
540 318753 254982 238116 232076 230460 228888
600 345054 274806 259886 254228 252432 243822
660 433185 361158 324496 313928 311952 310020
720 478890 377634 355716 344144 341988 339876
780 558876 469359 416861 404285 401949 399657
1020 821265 699180 616396 583046 579990 576978

8 New Hybrid Algorithms for NTRU Prime Decapsulation

8.1 NTRU Prime Key Encapsulation Mechanism

The decapsulation phase of the Streamlined NTRU Prime Key Encapsulation Mechanism (KEM)

conducts a polynomial multiplication operation for multiplying the elements of Zs[x]/(z™%! — z — 1).
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Thus, we can apply the proposed 4-way and 5-way polynomial multiplication algorithms N1, N2, and
V1 to it (See Algorithm 3, in Section 2). One can refer to [5-7] for the full explanation of the protocol.

8.2 New Hybrid Algorithms

In this section, we construct different combined versions of the new algorithms N1, N2, and V1 along
with KA2, A2, A3, UB, LT, and SB so that they provide efficiency gain in Streamlined NTRU Prime
Decapsulation phase.

8.2.1 Hybrid-1 Multiplication Algorithm: 5 KA2 then SB (n=768)

Bernstein et al. use a combination of five layers of KA2 and then SB [6] for multiplying the input size
n = 768 polynomials in the Streamlined NTRU Prime decapsulation phase. We call this algorithm as
Hybrid-1 and our main purpose is to construct a faster alternative to this one. In the NTRU Prime
NIST submission package, Hybrid-1 is implemented by using Haswell AVX2 instructions, and for
the selected parameters, it gives the best implementation efficiency amongst all other combinations.
However, this result is obtained in the absence of the proposed N1, N2, and V1 algorithms. We believe
that new hybrid algorithms containing N1, N2, and V1 can potentially provide better performances
than that of Hybrid-1.

KA2 KA2 K A2 K A2 SB

| | | | |
KA2 —| 768 2 384 /2 192 /2 96 /2 48 /2 24 <

Figure 1: Hybrid-1 Algorithm requires a total # of 303600 arithmetic operations

Figure 1 is a visual representation of the Hybrid-1 after each recursive call for the combining
functions of it. It ends up with the non-recursive SB algorithm. By SB, we refer to the SB-Comba
Multiplication algorithm [26]. Hybrid-1 costs a total of 303600 many arithmetic operations including
both multiplications and summations.

8.2.2 Hybrid-2 Multiplication Algorithm: 8 KA2 then SB (n=768)

Hybrid-2 uses eight layers of KA2 and then SB, for n = 768 as represented in Figure 2. In the
absence of N1, N2, and V1, Hybrid-2 is the most arithmetically efficient combination of all other
algorithms. It costs 207858 total number of operations which is better than Hybrid-1 and all other
possible combinations. Therefore we take its cost as the arithmetic reference threshold in Table
9. We aim to construct arithmetically cheaper hybrid algorithms than Hybrid-2 by using new N1, N2,
and V1 algorithms.

KA2 KA2 KA2 KA2 KA2 K A2 KA2 KA2 SB

P e S o R SR BN |
768 2 384 /2 192 2 96 2 48 /2 24 /2 12 /2 6 2 3 %

Figure 2: Hybrid-2 Algorithm requires a total # of 207858 arithmetic operations
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It’s important to point out that, arithmetic complexity and implementation complexity may not
always be compatible as Hybrid-1 and Hybrid-2 can be an example of this case. Even though Hybrid-2
is more efficient than Hybrid-1 arithmetically, when it comes to computer implementation, the cycle
count, and the runtime, Hybrid-2 is much worse than Hybrid-1. This is the reason why Bernstein et
al. [5-7] selected Hybrid-1 over Hybrid-2 for the multiplication in NTRU Prime.

8.2.3 NI1-Hybrid Multiplication Algorithm (n=768)

N1-Hybrid is the first hybrid algorithm that our new method N1 is used in. It takes a total number of
187152 arithmetic operations to multiply the polynomials of input sizes n = 768. According to Table
9 the reduction percentage in the arithmetic cost compared with the reference Hybrid-2 method is
9.96%.

N1Fg N1Fy A3y SBFy

Loy Lo L
192 A 48 /1 12 /3 4 {

4
//'

/4
2 2 2 2 2 2
192 / 96 / 48 / 24 / 12 / 6 / 3 %

f [ [ | | [ |

KAF, KA2F; KA2F; KA2F, KA2F; KA2F; SBF,

N1F3 —{ 768

Figure 3: N1-Hybrid Algorithm requires a total # of 187152 arithmetic operations

Figure 3 is a visual representation of the N1-Hybrid. Note that the branches represent the multi-
plications that are performed over Fs[z] and Fg[z], respectively.

Remark 3 To obtain a reduced cycle count in the implementation, we modify the N1-Hybrid algorithm
in a way that it calls SBFg at n = 12 instead of A3Fg over Fg[z] (See the upper branch of the Figure
3). We also make it call SBF3 at n = 48 instead of K A2F5 over Fs[z] (See the lower branch of the
Figure 3). We call this new hybrid method N1-Hybrid2.

8.2.4 N2-Hybrid Multiplication Algorithm (n=768)

Recall that the N2 Algorithm is an improved version of N1. Multiplying polynomials in Zg[z] for
n = 768 takes 180878 total number of operations with N2-Hybrid which is visually represented in the
Figure 4. Table 9 indicates that the reduction percentage in arithmetic cost is 12.98% compared with
the reference Hybrid-2 algorithm.
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N1Fy NI1Fy  A3F, SBF,

Loy Loy L,
192 i 48 /1 12 /3 4 {

4
//

N2F3 — 768

/4
2 2 2 2 2 2
192 / 96 / 48 / 24 / 12 / 6 / 3 %

f | [ | | [ |

KAF, KA2F; KA2F; KA2F; KA2F; KA2F; SBF,

Figure 4: N2-Hybrid Algorithm requires a total # of 180878 arithmetic operations

8.2.5 V1-Hybrid Multiplication Algorithm (n=765)

This hybrid algorithm contains the new 5-way split multiplication algorithm V1 in it. We can see
from Tables 7-8 that V1 is faster than both of the N1 and N2 algorithms for the n values that are
multiples of 20. Notice that 768 is not divisible by 5 that’s why we pick n = 765 (zero-padded from
the 761-coefficient inputs) as the input sizes of the polynomials.

A3Fy  LTFy  VI1F, A2 KA2F; SDBF,

| | | | | |

/3 /5 /2
153 51 50 10 10 5 |
/5
/ K A2Fs /
| i
V1F3 — 765 /5 UBF3; —i| 39 20 10 — K A2F;
N
UBF; —{153 7{ /9 1T9
UBF; | 38 | UBF, 10 k— K A2F
9 8 4 |

KA2Fs; —| 38 T T T

LTFs KA2F3; SBTF;
Figure 5: V1-Hybrid Algorithm requires a total # of 182647 arithmetic operations
Figure 5 displays the flowchart representation of V1-Hybrid for n = 765. The total arithmetic

operation cost for this algorithm is 182647. One can convey from Table 9 that the reduction percentage
in the arithmetic cost is 12.12% compared with the reference Hybrid-2 method.
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8.2.6 A3-Hybrid Multiplication Algorithm (n=768)

As represented in the Figure 6, A3-Hybrid algorithm has a total arithmetic cost of 189115. One can
convey from Table 9 that the reduction percentage in the arithmetic cost is 9.01% compared with the
reference Hybrid-2 algorithm.

N1Fy N1Fy KA2Fy KA2Fy SBFq

|

Ty T s

/3 |26 64 16 8 4 |
/ /
A3F5 —| 768 s34 041 N1F,
2?6 /1
/2 2 /2 /2
NIF; | 64 32 / 16 8 4 |

| | [ | |

KA2F, KA2F; KA2F; KA2F; SBFs

Figure 6: A3-Hybrid Algorithm requires a total # of 189115 arithmetic operations

Remark 4 To achieve more efficiency in the implementation rather than the arithmetical operations,
we modify the A3-Hybrid algorithm so that it calls SBFg at n = 16 instead of K A2Fg over Fg[z] (See
the upper branch of the Figure 6). Yet again we make it call SBF3 at n = 32 instead of K A2F3 over
F3[x] (See the lower branch of the Figure 6). We call this new hybrid method A3-Hybrid2.

8.2.7 LT-Hybrid Multiplication Algorithm (n=761)

For the LT algorithm we just pick n = 761 so that no padding would be necessary for the input
polynomials. Observe from Table 9 that LT-Hybrid has an arithmetical complexity of 186914 with a
reduction percentage of 10.07% compared with the reference Hybrid-2 method. Figure 7 shows the
steps of LT-Hybrid for n = 761.
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SBF,

/2

| | | |

/4 /2
/5 152 38 38 19 KA2F; SBF;
LTFs —{ 761 760 — V13 9 8 4 4
/5 |
/2 /2 LTF3
152 76 38

| | |

KA2F; KA2F; KA2[F;

Figure 7: LT-Hybrid Algorithm requires a total # of 186914 arithmetic operations

Table 9: Comparison of Arithmetical Complexities for the Hybrid Algorithms

n Algorithm  Arithmetic Cost Improvement Source
768 Hybrid-1 303600 - method used in sntrup761 [6]
768 Hybrid-2 207858 Reference min. cost: before this paper
768 A3-Hybrid 189115 9.01% this paper
768  NI1-Hybrid 187152 9.96% this paper
761  LT-Hybrid 186914 10.07% this paper
765 V1-Hybrid 182647 12.12% this paper
768 N2-Hybrid 180878 12.98% min. cost: after this paper

8.3 Implementation Results

Benchmark tests for all implementations are performed on an Intel (R) Core (TM) i7-9750H processor
running at 2600 MHz. The operating system is Ubuntu 20.04.1 LTS and Linux Kernel 5.4.0. All
software is compiled with gcc-9.3.0. Note that the reference and the optimized implementations of the
Streamlined NTRU Prime Protocol use SB-Comba [26] algorithm for the polynomial multiplication
over Zs[z]. However, the NTRU Prime submission package contains a separate folder including the
implementation of the Hybrid-1 algorithm in Haswell x86 architecture using AVX2 vector instructions.
We implement our new hybrid methods in C without using AVX/AVX2 instructions. Therefore, for the
comparison purposes, we implement the Hybrid-1 algorithm in C without using Haswell AVX/AVX2
instructions as well. We report the median of 100000 executions of the corresponding algorithm for
cycle counts.

It’s concluded from Table 10 that the N1-Hybrid, A3-Hybrid, N1-Hybrid2, and the A3-Hybrid2
algorithms are all faster than the Hybrid-1 method which is used in the NTRU Prime protocol.
Although it is not the most arithmetically efficient one, the N1-Hybrid2 algorithm is the fastest of
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all, with a significant reduction percentage of 37.39% in the cycle count. The A3-Hybrid2 algorithm
is again much faster than the Hybrid-1 method with a reduction percentage of 34.04%.

Table 10: Implementation Results for Hybrid Algorithms (without AVX/AVX2)

Algorithm n Cycle Count Time Improvement
Hybrid-1 768 481 688 0.000186  method used in sntrup761 [6]
Hybrid-2 768 2 028 918 0.000783 -

LT-Hybrid 761 1312 231 0.000506 -

N2-Hybrid 768 758 611 0.000293 -

V1-Hybrid 765 561 386 0.000217 -

A3-Hybrid 768 469 257 0.000181 2.58%

N1-Hybrid 768 456 071 0.000176 5.31%

A3-Hybrid2 768 317 692 0.000123 34.04%

N1-Hybrid2 768 301 571 0.000116 37.39%

9 Conclusion

We show that the new 4-way and 5-way split polynomial multiplication algorithms N1, N2, and
V1 introduced in this paper are more efficient than the current state-of-the-art algorithms over the
characteristic three fields. The proposed algorithms outperform the current ones in both arithmetical
and implementational perspectives. Considering the arithmetical efficiency, N2-Hybrid provides a
12.98% reduction in the current minimum cost, i.e., the cost of the Hybrid-2 algorithm, for the input
size n = 768. With the presence of N1, N2, and V1 the reduction percentage regarding the minimum
total number of arithmetic operations reaches up to 40.35% for n = 1024. Moreover, the new hybrid
methods such as A3-Hybrid, N1-Hybrid, N1-Hybrid2, and A3-Hybrid2 surpass the implementation
performance of the Hybrid-1 algorithm which is the one implemented in the NTRU Prime submission
package. The reduction percentage regarding the implementation performance is 37.39% for the
N1-Hybrid2 algorithm whereas it is 34.04% for A3-Hybrid2. Therefore N1-Hybrid2 or A3-Hybrid2
can be better alternatives for the polynomial multiplication in the Streamlined NTRU Prime Key
Encapsulation Mechanism. It should also be noted that implementing the new hybrid methods using
Haswell x86 architecture with AVX/AVX2 instructions has a potential of improving the performance
of the Streamlined NTRU Prime Key Encapsulation Protocol.
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