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Abstract. In this paper we introduce new algorithms that, based only
on the independent round keys assumption, allow to practically compute
the exact expected differential probability of (truncated) differentials and
the expected linear potential of (multidimensional) linear hulls. That is,
we can compute the exact sum of the probability or the potential of
all characteristics that follow a given activity pattern. We apply our
algorithms to various recent SPN ciphers and discuss the results.
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1 Introduction

Differential and linear cryptanalysis are two powerful statistical attacks in symm-
etric-key cryptography. Differential cryptanalysis was first introduced by Biham
and Shamir in 1990 [BS90] and linear cryptanalysis by Matsui in 1993 [Mat93].
Although the first target of both attacks was DES [Nat77], they were applied to
numerous other block ciphers. Due to their wide applicability, it is necessary to
evaluate the security of all block ciphers against these two attacks.

To analyze a cipher’s susceptibility to these attacks, evaluating or at least ap-
proximating the quality of a differential or linear approximation is an essential,
but difficult step. While both were originally (and are still most often) evalu-
ated based on differential or linear characteristics, it was soon observed that
the relevant metrics are rather the probability of a differential [LMMO9I] or the
correlation of a linear hull [Nyb94]. The first specifies the difference or linear
mask in every intermediate state of the cipher, while the latter determines only
those in the input and output states. Thus, many characteristics contribute to
one differential or linear hull. While individual characteristics (under some as-
sumptions [LMMO91]) can easily be evaluated, precisely evaluating a differential
or linear hull is generally infeasible.

The full version of the paper is available on ePrint archive:
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Numerous variants and improvements of differential and linear cryptanaly-
sis have been proposed, including truncated differentials [Knu94] and multiple
and multidimensional linear cryptanalysis [JROMHCN19]. Both consider collec-
tions of many differentials or linear masks to make the attack more efficient.
Again, exactly computing their probability is usually impossible. When applied
to substitution-permutation-network (SPN) ciphers, the notion of activity pat-
terns becomes key. An activity pattern specifies for each round which S-boxes
have a zero and which have a non-zero difference/mask (active), but does not
specify the exact value. A truncated characteristic is thus the collection of all
characteristics that follow the given activity pattern. Even though a truncated
characteristic contains only a subset of all characteristics of a differential resp.
a linear hull, it is still in general infeasible to compute their probability.

As truncated characteristics are the essential objects for assessing the security
of many modern SPN ciphers against differential and linear cryptanalysis, the
absence of suitable algorithms to tackle this problem was — and still is — an
interesting research area within symmetric cryptography.

Related Work Several algorithms have been developed in the past. We provide a
detailed discussion of related work in Section [3| after having fixed the notation.
Here we limit ourselves to note that a variety of methods for estimating the ex-
pected probability of truncated differential (characteristics) have been proposed,
e.g. [KBOOMSAKIIMGOOALT2KOITAICFGT14LenT/AKISEKTS]. One gen-
eral approach is to treat a truncated differential characteristic as a collection of
individual differential characteristics, and to derive an estimate by enumerating
and evaluating the individual characteristics based on the transition probabil-
ities for the nonlinear layer. A second direction is to focus on local properties
such as the conditions imposed by the truncated differential characteristic, and
to derive an estimate based on these conditions.

Unfortunately, those algorithms either add additional assumptions to be ef-
ficient or work only in very specific cases. In the former case they result only
in approximations of the probabilities instead of exact values. Even more prob-
lematic, it is often not possible to determine if this approximation under- or
overestimates the correct value.

Our Contribution In this paper, we introduce new methods to compute the exact
expected probability of truncated differential characteristics and the potential
of truncated linear characteristics for SPN block ciphers. As all previous work,
our algorithms rely on the independent round keys assumptionﬂ However, due
to a careful analysis of the involved structures, we achieve efficiency without
making additional simplifications or further assumptions. For most ciphers of
interest, the running time of the algorithm is a few minutes on a standard desktop
computer.

By applying our ideas to concrete instances, we are (i) able to show how
well previous methods approximate the exact values and (ii) derive interesting

3 Tt is also known as Markov cipher assumptions.
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results on a list of modern SPN ciphers. Concerning (i), we in particular show
that although Moriai’s et al. method [MSAK99] for approximating probability
of a truncated differential characteristic is fast, since it is independent of the
underlying S-box, the given value can be very different from the correct value.
With respect to (ii) we like to highlight several results: For PRINCE, we find many
6-round differentials with comparable probability to the ones in [CFGT14| which
is suitable for similar attacks. For SKINNY64, we identify differentials with higher
probability or for one more round than previous analysis based on enumerating
characteristics [AKIS]. For MIDORI64, we find truncated differentials covering
more rounds than a recently proposed MILP-based approach [MAT9].

Outline In Section [2] we introduce background on differentials. In Section [3] we
discuss previous methods for computing the probability of truncated differentials
and their limitations. In Section [4 we propose a new method to compute the
probability of truncated differential characteristics together with optimization
techniques. We apply our algorithms to several block ciphers and discuss the
results in Section [B

2 Preliminaries

A block cipher is a function £ : F§ x F§ — F% with C = £(K, P) such that
for each fixed K, £k (-) := E(K,-) is a permutation of Fy. K, P, and C are the
master key, plaintext, and ciphertext, with bit-sizes k, n, and n, resp. In this
paper, we focus on key-alternating SPN ciphers. The cipher’s state is separated
into m words of s bits each, where n = s - m. Each round includes three layers

(see Fig. [I):

— Key addition (Ag,): xor the n-bit round key K; to the whole state.
— Non-linear layer (S;): apply m parallel bijective s-bit S-boxes S; to the words.
— Linear layer (£;): multiply an n x n bijective binary matrix L; to the state.

The i-th round (0 < ¢ < r) is denoted by R; = L£; o S; o Ag,, and rounds
1 to j by Ri..] = R; o...0R,;. After r rounds, the ciphertext is Ex(P) =
Ak, oR,_10---0Ry ( ) We use R to denote round operations excluding the
key addition, i.e., R} = £; 0 S;. By X;, Y, and Z;, we denote the states before
Si, before £;, and after £; layers. X;[j] denotes the corresponding j-th word of
the state X;.

* *
rl
/—/% /—/% —
0 K 71 K

erl

Fig. 1: Structure of the considered block cipher in this paper.
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2.1 Differential Cryptanalysis

In differential cryptanalysis, the attacker wants to find non-uniformity in the oc-
currence of plaintext differences AP = P @ P’ and the corresponding ciphertext
differences AC = C® (', usually by finding a high-probability pair (AP, AC), to
distinguish the cipher from a random permutation. We denote the intermediate
states in the computation of C, C’ by X, X’ and their difference by AX = X X'.

Definition 1 (Differential Probability of £x). For a block cipher Ex and
a, B € FY, the fized-key differential probability of the differential (o, B) is

Pla &5 B) = 27" |{P € F} | Ex(P) ® Ex(P @& a) = B} |.

Since the attacker has no knowledge of the key in Ek, he wants to find a differen-
tial with fixed-key probability significantly higher than 27" for most keys in F§.
Thus, he wants to find a differential with a high ezpected differential probability
(EDP).

Definition 2 (EDP of &). For any o, € F3, the EDP of the differential
(a, B) for the encryption € over a uniformly distributed random key K € Ff is

EDP(a 5 §):=27"- Y P(a &5 ).
KeFg

Definition 3 (Differential Characteristics). An r-round differential charac-
teristic of differences (o, ..., ) € (F3)" ! between the rounds has probability

Ro R’r—l
Plag —> a1 = ... 2] —— @) =
27" |{PG]F; |VZ, Rio...ORo(P)@RiO...ORo(PEBOZ()) :Oél'_;,_l}‘.

It follows that for a key alternating cipher, the probability of a differential is
the sum of the probability of all containing characteristics whose plaintext and
ciphertext differences are the same as in the differential, i.e.,

Ry
P(aog—K>ar)= Z ]P’(a()&)oq—w..%apl /5 o).

Qe Qp— 1

Computing these probabilities is not an easy task; since for a given differential
(characteristic), they need computation over all the message and the key space,
i.e., the computation complexity is O(2"*).

Even for the smallest applied values of n and «, this is an unapproachable
complexity. Therefore, it comes to mind how efficiently one can compute the
probability of a differential (characteristic). One assumption that makes it easier
to compute EDP of differential characteristic is known as the independent round
keys assumption that it is assumed that the all » 4+ 1 round keys are independent
of each otherfd

* In [LMMO1], the authors used the term Markov cipher assumption.
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Theorem 1. [LMMO1] In a key alternating cipher with independent round keys,

r—1

EDP(aq Ro, QL = o= Qg Rroay ) = H P L Qit1), (1)
i=0
EDP(ay & a,) = Z H Ploi ~5 aiga). (2)

SHar—1 1=0

Theorem [I] shows that the independent round keys assumption makes the
computation much easier, especially if the round functions are quite simple ones.
In differential cryptanalysis of key alternating ciphers, it is common to assume
that the all round keys are independent. Then, EDP of a differential (character-
istic) can be computed as given in Eq. and Eq.. This assumption allows
to compute EDP without considering the value of the master key. Using this
assumption, it is easy to compute EDP of a differential characteristic, however,
computing EDP of a differential using this assumption remains challenging since
it requires considering all differential characteristics with different s, ..., qq_1.

Using Theorem (1} for an r-round SPN block cipher with independent round
keys, the EDP of characteristic («ap, ..., a,) is equal to

r—1lm-—1

EDP(ag =% a1 = ... = a,1 5 o) = [ [] Bleuls] 25 8i7),  3)

1=0 j=0

where 3; := Li_l(ozH_l) with 0 < ¢ < r. Furthermore,
r—1lm-—1

EDP(ay & a,) = Z IT IT Plasli] = BiliD- (4)

a1 1=0 j=0

The differential probability of the nonlinear layer S; is the product of the
individual differential probabilities of all S-boxes, as indicated in the S-box’s
differential distribution table (DDT); in particular, of all S-boxes with non-zero
input difference, which we denote as active S-boxes. We denote the activity in
X using the activity function §(X), where 6(X)[¢] = 1 if and only if X[i] # 0,
else 0(X)[7]] = 0. We use the shorthand ¢; = 6(AX;) = J(AY;) and refer to
(00, ...,0r—1) as the activity pattern of the characteristic.

Truncated Differential We consider truncated differentials, where the plain-
text difference is chosen from a set U/ and the ciphertext one from a set V. Its
probability is defined as follows, assuming all differences in U occur uniformly:

3" EDP(agSan).
aeU,BEV

£ 1
EDP(USYV) = — -
|
Note that in classical truncated differentials, only differences in some bits of

the plaintext and ciphertext are determined, while the other bits can take any
values. In this case, U and V are a special kind of linear subspaces excluding
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the zero value. In this paper, we use the general definition for the truncated
differential.

If the attacker finds ¢/ and V such that EDP(U s, V) is significantly larger
than |V|- 27", he can use this to distinguish £ from a random permutation. We
define the Fxpected Differential Distinguishability (EDD) as the average differ-
ential probability in the truncated differential, which must be significantly larger
than 27" to distinguish:

£ 1 £
EDD(U = — EDP .

3 Related Work on Probability of Truncated Differentials

Enumerating Characteristics. A simple, but inefficient approach to evalu-
ate the EDP follows directly from its definition as in Eq.. We can compute
or approximate this probability by enumerating and individually evaluating all
or many of the compatible differential characteristics (ay, .. ., ;) based on their
S-box transition probabilities. This works well when there are only few compat-
ible characteristics which dominate this probability and these can be identified
efficiently. However, in practice, this is often not the case, limiting the applica-
bility of this approach, particularly for larger sets U, V. A heuristic automated
approach for enumerating compatible characteristics is implemented in the SAT-
based tool CRYPTOSMT [Ko6l14] and was evaluated on differentials (g, o) for
a large selection of ciphers [AK1S].

Transition Probabilities Matrices. We consider the 2" x 2" transition matrix
of differential probabilities from each input difference to each output difference
for one round, i.e., the scaled DDT of a round. Under the independent round
keys assumption, the powers of this matrix describe the differential behavior of
more rounds. Correlation matrices [DGV94] similarly model linear cryptanalysis.

Explicitly computing or multiplying the full 2™ x 2™ matrices is, however,
only feasible in very particular cases, i.e. n < 32 and a transition matrix that is
very sparse, such as KATAN32 [ALI2] or SPECK32 [Gohl9|. Usually, the transi-
tion matrices must be reduced by considering only the submatrices for specific
differences, or by taking marginal distributions for groups of differences.

Some fine-grained approaches have been proposed, for example the transition
probabilities matrices for a stochastic analysis of CRYPTON block cipher [MGQ0]
or the differential analysis of LAC’s underlying block cipher, LBLOCK-s [Leul].

It has also been proposed to apply different marginalization criteria for dif-
ferent layers of the cipher, for example in the semi-truncated differential analysis
of MaNTIS [EKIS8]. Sometimes, it is possible to derive a precise closed-form ex-
pression for the powers of the matrix, as in the analysis of PRINCE by [CFGT14].
These approaches represent trade-offs between the previously discussed two main
approaches: Enumerating characteristics and evaluating local constraints.

One way to make this computation efficient is to partition the underlying
characteristics by their activity patterns. By partitioning over activity patterns,
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EDP (ao LN a, | (do,-- .,5T_1)) is used to denote the sum of probabilities of

characteristics whose activity pattern is (dg, ..., d,—1). Thereby,
EDP(ag £, ap) = Z EDP (ao £, ar | (g, .. -75%1)) where,
61a<~-75r—2

r—1
£ Si, p—
EDP (Ozo — QO | ((50,...,57-_1)) = Z H IP’(ai _>‘Cz 1(0@4_1)) s
a&i&;zzl =0
and A; is the set of all o; € F} with §(c) = 8;,8(L; *(a;)) = §;—1. Similarly, for

truncated differentials, we use the notation EDP (U 5y | (80, ---,6r-1)).

Definition 4 (Truncated Differential Characteristic). For a given activity
pattern (do,-..,00—1), the truncated differential characteristic is the set of all

differential characteristics that follow the activity pattern, i.e., all (ag, ..., )
with §(ag) € 8o, 6(ar) € 6,1, and §(a;) = 8;,6(L; H(ew)) = 8i—1 with 0 < i < 7.

We denote the set of all (2° ~1)™(%) values for o; such that 6(a;) = §; by Us,
and the set of all (2°-1)"() values for o;,; such that (5(5;1(%“)) = §; by
V[;,iﬂ Therefore, for a truncated differential characteristic, ¢ is the same as Us,

and V is the same as Vs, _,, and EDP (Us, £, Vs,_, | (6o, ...,0,-1)) denotes its
EDP. Note that this is different from the typical definition of truncated differen-
tials where U and V cover all the corresponding linear subspaces (excluding zero)
where || = 250W(%) _1 and |V| = 25" -1) _1. We denote the probability of

this notion of truncated characteristics by EDP (Z/lg(»; £, Vsr_, | (0o, - 5T_1)*)
an it is defined as
25 _1 hw(55)
> 7(25.”()50) — EDP (Us, S Vs (B 0i_y)),

8hbl

Vi, 8/<6;
which is described over uniformly distributed differences in Us: E|

Partitioning a (truncated) differential over the truncated characteristics makes

it possible to give a close lower estimation by only considering the ones which
has prominent role in the EDP of the (truncated) differential, those are usually
the truncated characteristics with less number of active S-boxes or the ones with
less number of conditions in the linear layers.

Approach by Moriai et al. [MSAK99| introduced an estimation of the EDP
of a truncated differential for SPN block ciphers, assuming independent round
keys. It has since been widely applied due to its simple evaluation and good
accuracy for AES-like designs with highly uniform S-boxes and strong diffusion.

It assumes uniform differential probabilities for the s-bit S-box S, i.e., that

P(a LN b) is either 1 (if a = b =0) or p = (2°-1)"! (ifa # 0, b # 0) or 0

5 hw(d;) is the Hamming weight of §; and it is equal to the number of active S-boxes
in the i-th round.
5 For z,y € F3, we use x < y to denote that for all i with 0 < i < m, z[i] < y[d].
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Fig. 2: 5-round Truncated Characteristic for MIDORI-64 from [MAT9]. Note that
the final linear layer is omitted.

otherwise. Note that no S-box fulfills this assumption, but it allows to easily

evaluate truncated characteristics based on the probability P(; LI 0;11) that
B; with §(3;) = 0; maps to a value with activity pattern §;11 over each linear layer
L;. However, the results may both under- or overestimate the real probabilities.

Ezxample 1. Fig.[2|shows a truncated characteristic for 5-round MIDORI which is
borrowed from [MAT9]. The EDP of this truncated characteristic, EDP (Us, —

Vs, | (b0, - .- 64)) is equal to

1573 Z P(ao —> x‘o (a1 —) mo) IP(CLQ i> .CL‘()) . P(l‘o i) Il) . IP($1 i) 12)~

IP’(xl —) l‘g) ]P’(;rl —> 334) . P($4 i) 1’5) . P(JM i its) . P($4 i) .T7)-

IP(Z’Q i) 1)3) . P($2 —> CCg) . P(ZL‘Q i) 1’6) . P(l‘3 i) 119) . P(l’3 i) 336)'

P(xs 3, xs5) - P(xs 3, co) - P(xs EN c1) - P(xs EN c2) - P(x9 N cs):

]P(179 .> 04) ]P)(:Eg .) C7) . ]P)(ZW i) Cg) . ]P’(177 D xg i) 05) . ]P)(:E7 D xg i) 66))
where sum is over ag, a1, ag, T, . - -, Tg, Co, - - - , cg € F3\{0}.

To compute the exact value of this EDP, we need to do 25 (number of active S-

boxes) table look-ups and arithmetic operations for each 1522 value of ag, ..., cs

which is about 29969 table look-ups and arithmetic operations.

On the other hand, using Moriai’s et al. method, it is enough to multiply
P(6o 25 61) = 1572, P61 25 62) =1, P(5y 5 65) =1, P(6s 25 64) = 141577,
resulting in 14 - 1577 a2 272354,

To compute EDP (Z/I(;g = Vsz | (do, .-+, 64)*), we need to consider all other

possible underlying activity patterns (d(, ..., d}). There is only one such activity
pattern (dg, ...,d}), where 4 and §) are different on the corresponding S-boxes
for ¢5 and cg. (do, - . ., 04) occurs if and only if z7 = xg, then P(d3 oL, §y) =157°

and EDP (Z/l50 — Vs, | (60y---, 64’1)) = 1577 ~ 272735 In this way, EDP (Z/[(sa —
Vs: | (60, ...,04)*) = 1573/(16% —1) ~ 272372 approximated as 2724 in [MAT9).

Using the techniques in the next section, we compute the exact value of
EDP (U(;g = Vs: | (do, - - ,64)*) for the S-box given in the specification of Mi-
DORI, which is 272060, Thus, there is a gap between the exact value and the
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Table 1: Minimum and maximum probability of the truncated differential in
Fig. 2| among the Golden S-boxes. The probability p is shown as — logs p.
Go Gi G2 Gs Gs Gs Gs Gr Gs Gy Gio Gi1i Giz2 Giz Gia Gis

min 21.55 21.60 21.61 22.30 22.36 22.26 22.28 22.32 21.62 22.07 22.10 22.27 22.36 22.31 22.06 22.06
max 20.77 20.60 20.79 22.11 21.77 21.95 21.70 21.74 20.44 21.41 21.40 21.58 21.69 21.78 21.60 21.64

value given by the method of Moriai et al.. To show that changes of the S-box
can make a significant difference in the value of EDP, all 4-bit bijective S-boxes
are tried and the EDP of the same characteristic is computed’] The minimum
observed value is 2722:36 for the following two S-boxes:
(0,8,3,b,6,5,2,9,e,4,a,c,7,1,d4,f) and (0,7,9,e,2,b,2,4,5,8,d,f,1,¢,3,6),
while the maximum is 2789 for any linear S-box. Clearly, the EDP of a trun-
cated differential depends not only on the linear layer of the cipher, but also
on its S-boxes. To show that this EDP can be different for S-boxes within an
Affine equivalence class, all S-boxes within the 16 Affine equivalence classes with
minimum possible uniformity and linearity, which are known as Golden S-boxes
[LP07], are checked. The minimum and maximum value for the EDP within
S-boxes of the same class are given in the Table [I} Interestingly, the smallest
logarithmic difference between minimum and maximum EDP is for Gj, which
is the Affine equivalence class of the inversion in Fya. The DDTs of the S-boxes
in this class are those closest to uniformly distributed. Also note that the two
S-boxes given above are golden S-boxes.

4 Our Methods for Computing EDP of Differentials

In this section, we present our methods to compute the EDP of differentials
with a given activity pattern under the independent round keys assumption.
Then, we extend it to compute EDP of truncated differentials. We also discuss
several techniques to reduce the time and/or memory complexity of the algo-
rithms and finally present an efficient algorithm for computing EDP of truncated
characteristic. We use two different approaches, one based on a state-view on the
differences and one based on a word-view. While the state based method is easier
to apply, the word based method in many cases outperforms the former by better
minimizing the dependency between parts of the differential characteristics.

4.1 State-by-State Method

To compute EDP (ao LN ar | (bo,.-. ., 6T_1)), first we need to find all possible
a;s such that 6(a;) = 6; and 5(£;1(a¢)) = §;_; for each ¢ and save them in a
table A;. We use 4;[j] to denote j-th possible value for ;.

" Due to the structure of the MIDORI cipher, it is enough to check for representative
S-boxes of Affine equivalence classes together with a bijective 4 X 4 matrix in the
output of S-box, i.e., 302 x 20160 ~ 2**** S-boxes.
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By expanding the product and separating the sum, we get

Z H P o S, L (aH_l)) = Z P (ar_l h) E,:ll(ar))

,,,,, ar_1 5—0 ar_1€A_1

Vz a; €A,

( (B an L5 M) - (B (on = £ (02) B (00 s Ly (@) )
az€Az a1 €A,

This equation offers a round-by-round method to compute the probability. For
the Sy layer and for each 0 < j < |A;|, we compute

So. - ,
P (a0 = Ly (Ai[f]))
and insert it in a table as T [j]. Then, for the S; layer and 0 < j < | 43|, compute
A1 S1. e )
VLUK P (Axfk] 2 L7 (Asl))
and insert it in T5[j]. Continuing the same way for S; and 0 < j < |A;41], get
Ail—1 S; — .
(2T TR P (AR 25 £ (Aali)
and insert it in T;11[j]. Finally, for the last round, we compute
S RP (A k] 225 £ () = EDP (g 5 ar | (3o, -, 6r1)).-
Regarding the complexity, in round ¢ with 0 < ¢ < -1 (i.e., all of the rounds
except the first and last ones), we need to do multiplication and addition for | 4;|-
|A;+1] times. Hence, computation complexity of this method in multiplication
and addition operations is about
r—2
|Ar] + [Ar—a] + 3250 [Ail - [Aisa]
In each round, we only need to keep two tables, one for the current round to save
and one from the previous round to use, so the memory complexity is about

Lmax (14 + [Aipa)).

Note that this method can be also applied for computing other EDPs with
small modification as explained in the following. To compute EDP (ao LN o |
(0oy .-y 57«—1)*), we only need to modify the set of o;s with 1 < i < r—1. Thereby,
Afs are defined as the set of all a;s such that 6(a;) < 6; and 6(£; ' () = 6;—1.

To compute EDP (U Ly | (do,.-. ,57_1)) with general U and V sets but
with restriction that the activity pattern of all elements in I/ is §y and the activity
pattern of elements in V transformed by £7! is §,_;, we use a similar method.
There, we need to change computations in the first and the last S-box layers. In

the first and last layer, we compute
|[Ar—1|—1

SP (a2 £51 (A [f])). and 72 S° T kP (A k] 2 £ (o).

apg€EU aTGV k=0

The above extensions and modifications to compute can be combined together
to make it possible to compute the other remaining EDPs. Except the compu-
tation complexity of the extension to truncated EDP, memory and computation
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complexity of the extensions stays the same, while for computation complexity
of the extension to truncated EDP we have

U] AL+ V] Ao ]+ S22 A - i -

Algorithm [1f in lists our method for computing EDP (ao £, ar | (6oy .-, 5r,1))
in detail. For saving spaces in the equations, we use x <+ y notation instead
of © + x 4 y. Note that this algorithm only needs the knowledge about the
linear layers and DDT of the S-boxes applied in the block cipher. In case that
all the linear layers are the same or all the S-boxes are the same, this algorithm
can be optimized. More important, the FINDALLBETAS procedure can be re-
place to a complicated one which by using linear algebra techniques reduces the
computation cost of this procedure.

Besides, to compute EDP (ag LN a, | (6oy .-y §T_1)*), we can use the same
algorithm by only modifying lines 20, 22, 27, and 29: instead of checking §(-) =
5[/0, we check 5() = 5[/0.

To compute EDP (U 5V (%,..., Sr—1)) with general U and V sets, where
the activity pattern of all elements in U is §p and the activity pattern of elements
in V transformed by C;}l is 6,_1, we use a similar method as in Algorithm
iterating over all elements of U and V. Algorithm [2] lists the updated procedure
in detail. We can again use the same modifications as for Algorithm [I]to compute

EDP (U 5V | (60, -,0-1)").

Performance Improvements by Eliminating S-boxes We can improve the
complexity of this method for computing EDP of a truncated characteristic by
eliminating some unnecessary computations. For a bijective s-bit S-box S, we
know that for any non-zero a € F5 and any b € I3,

SPada)=1, Y P2 =1, Pa3b) =1, PbIz)=1.
z€F3\{0} z€F3\{0} z€F3 z€F

Using this property, for an S-box layer S which is application of m parallel s-bit
bijective S-boxes, and for any «, 8 € F§™ with §(a) = §; and §(8) < ;, we have

S Pa3a)=1, Y Pad2)=1, Y P38 =1 Y P(E3z) =1
zeFy™ z€Fy™ z€Fy™ ceFy™
§(x)=d; §(x)=d; §(x)=6; 8(x)=d;

This simplification eliminates the computations for the first and last S-box layers
when we are computing EDP of a truncated characteristic:

EDP (Us, S Vs, | (60, -,6r_1)) = (2° =1)~ 2w (o).

—2
Z HP(OZZ i) ,C_I(O[i+1))7

QL yeeey Qr—1 4=1

Algorithm |3| lists the detailed procedure for computing EDP of a truncated
characteristic and it can be modified similarly to the previous algorithms to

compute EDP (Z/I(;O LN Vs._. | (6o, . .., 5,._1)*).
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Ezample 2. With this technique, the EDP of the characteristic in Example [1]is
£
EDP (Us, = Vs, | (0,-..,04)) =
1572 Z (P01 *P12 - P13 - P14 " P45 " P46 - P47 - P28 - P29 * P26 " P39 " P36 'P35)

0,9 EF5\ {0}
T7£T8

where p;; = P(x; 5, x;).If we want to compute EDP (Z/{(;E; LN Ver | (do, ... ,54)*),
the factor is (16 -1)~! and the sum is over o, ...,z9 € F3 with no conditions.
To compute these equations without the proposed state-by-state method, we
would need 13 table look-ups and arithmetic operations for all 14 - 15 and 16°
values of zg, ..., x9 which are about 2*267 and 2437 computations, resp.

On the other hand, computing EDP (Us, <, Vs, | (0, ..., 04)) with our state-
by-state method needs 2 table look-ups and arithmetic operation for each 152
values for zy and z; in S; layer, 4 table look-ups and arithmetic operations for
each 15% values for x1, x2, T3, 24 in So layer and 10 table look-ups and arithmetic
operations for each 14 - 157 values for zo, 23, ..., Tg in Sz layer that in total it is
about 23%® table look-ups and arithmetic operations. Note that this method, in
each round needs hw(d;) + 1 (with 1 < i < r-1) table look-ups, one for calling
the reduced-round probability from Table T; and the rest for active S-boxes of
current (i-th) round. Computing EDP (Us: 2N Vsr | (8o,...,04)*) in a similar
way needs 2 - 162 + 4 - 16* + 10 - 168 ~ 23532 table look-ups and arithmetic
operations. Both computations need about 16° = 22° blocks of memory.

Not only the active S-boxes in the first and the last rounds can be simplified,
but also some in the second and second-to-last rounds. This is possible if there
is an active nibble of AX; (or AY,_2) that is linearly independent of the other
active nibbles of the state to satisfy the conditions of the activity pattern.

Ezxample 3. In the previous example, in AXj, there is only one active S-box
(corresponding to xg) and it can be removed from both above equations:
1

EDP (Us, £>V54 | (8o, --.,04)) =13 Z (po1 P12 ... D35)

- 175133 Z ((ZP01)'P12'-~-'P35)

Z15--T9  xq

L T7ATs
= 153 'IIEIQ(P12 T 'P35)7
17#%8
EDP (Us: £ Vs: | (J0y--.,04)%) = ... = T S (prz-eeepas) -

T1y...,T9

Although x7,xs appear only once in AY3, due to the condition z7 # xg, we
cannot remove them for EDP (Z/I50 LN Vs, | (do, - .,64)). But since there is no
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such condition in EDP (U(;S £>V52 (b0, - - - ,54)*), we can remove them both:
& *
EDP (Us: — Vs: | (8o, ...,04)%) =
1
P Z (P12 - P13 - P14 - Pas - Pag - P20 - P26 - P30 - P36 - P35) - (D)

3_
(16 1) Z1y.--yL6,T9
To compute these probabilities without the state-by-state method, we would
need 12 - 14 - 158 =~ 238:65 table look-ups and 10 - 16”7 ~ 23132 arithmetic opera-
tions with a negligible memory. With the state-by-state method, after removing
unnecessary S-boxes, we need 15% + 14 - 157 ~ 23! operations with 22° blocks of
memory and to compute EDP (Us: LN Vsi | (8o, ...,64)%), it is 16* + 16° ~ 224
operations with 2 - 163 = 2!3 blocks of memory.

Thus, there might be unnecessary S-boxes that can be simplified in comput-
. & £ *
ing EDP (Z/{(;O = Vs, | (9o, .. .,57_1)) and EDP (Z/L;g = Vs« | (00, -+, 0r—1) )
Since the number of such S-boxes may be higher in the second case, the compu-
tation cost of EDP (Uss <> Vs« [(80,-..,6,—1)*) might be lower.

Finding Partially Independent S-boxes To find possible S-boxes to remove
from the computation, first we need to formulate the input and output difference
of each active S-box under the conditions of linear layer to fulfill the activity
pattern, as in the Example[I] Recall that the size of each word is s bits, the same
as the S-box bit-size. For each active S-box, we assign two variables, one for its
input and one for its output, and find the linear relations of variables through
the linear layer by considering the activity pattern conditions. We obtain a set
of linear equations for relations between the variables. We also consider one set
for all active S-boxes and one set for all variables. Then, we need to find the
S-boxes where either the input variable or the output one is independent of all
input/output variables of other remaining active S-boxes. If we found such an
S-box, we remove the S-box from set of active S-boxes. Also, if there are some
linear equations involving the corresponding variable for other side of this active
S-box, we simplify these equations in a Gaussian way to remove this variable.
We repeat this procedure until there is no longer any removable S-box. If in the
beginning there were ng active S-boxes, the number of steps to reach the final
set of active S-boxes cannot exceed ng - (ng + 1)/2.

In this way, by removing some of the active S-boxes and variables, the com-
plexity of proposed state-by-state method will be improved because removing
independent variables may decrease the number of possible states in each round.

4.2 Simple Word-by-Word Method

In the previous method, we considered the entire S-box layer together and com-
puted the differential transition through it, i.e., we compute the table of probabil-
ities (T;s) state by state. An alternative technique to reduce the time complexity
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is to consider each S-box of the layer separately and update the probability tables
by each active S-box.

Assume that AX; and AY;, the states before and after the i-th S-box layer,
and we have a table where the probability of the reduced i-round differen-
tial is saved for all possible AX;. If we consider the entire S;-layer together
and compute the probability of the (i + 1)-round differential, then we need
|A;] - |Ais1]| computations. But instead, we can separate the S; layer differ-
ential transition into m smaller steps where the j-th step considers the j-th
S-box transition. L.e., in step 0, we consider all possible differential transitions
from (AX;[0], AX;[1],...,AX;[m-1]) to (AY;[0], AX;[1],..., AX;[m—-1]). Then
in step 1, we consider all transitions from (AY;[0], AX;[1],..., AX;[m-1]) to
(AY;]0], AY;[1], ..., AX;[m-1]) and so on. In the last step, all transitions from
(AY;[0], ..., AY;[m-2], AX;[m-1]) to (AY;[0], ..., AY;[m-2], AY;[m -1]) are con-
sidered. Here, we assumed that all S-boxes of the round are active. If an S-box
is inactive, we can just go to the next step without updating the tables.

Ezxample 4. Consider Eq. which is the simplified EDP after removing unnec-
essary active S-boxes for Example [ We have 10 S-boxes to compute the prob-
ability. First, for each AXy; = (0,...,0,21,21,0,21), we initialize table Tp[x]

with value 1. For the first S-box, for each (0,...,0,x2,21,0,21), we initialize
T, [x1, 2] with zero and then for each [z, x2], we compute p1o - Tp[z1] and add it
to T1[x1,x2]. For the second S-box, for each (0,...,0,xs, 23,0, 1), we initialize

Ty[x1, x2, 23] with zero and then for each [z, z9, 23], we compute p13 - T [21, 2]
and add it to Ty[x1, x2, x3].For the third S-box, for each (0,...,0,xz2,23,0,24),
we initialize Ts[z2, x3,x4] with zero and then for each [x1, 2,23, x4], we com-
pute pig - To[z1, 22, 23] and add it to T3[ze, 3, x4]. We repeat computing the
probability tables for the other S-boxes. Finally, after computing Tio[x5, s, 9],
we need to sum all the values of this table and divide it by 162 -1 to have the

value of EDP (Z/I(;S LN Vsz | (0o, - - - ,(54)*). Thus, the steps are:

1. V.Tl : To[l‘l] 1.

2. Vxl,:cQ : Tl[ﬂfl,l‘g] —+ To[l‘l] * P12

3. V$1,$2,$3 : T2[$1,33‘2,333] +—+ Tl[xl,xg] - P13-

4. V$1,$2,$3,I4 : T3[$2,.Z‘3,$4] —+ Tg[xl,xg,x3] * P14-

5. VLUQ,Z‘37$4,,T5 : T4[3?2,$U3,.”L’4,$5] +—+ Tg[$2,$3,$4] * P4s.-

6. Vao,x3, T4, x5, 26 0 Th[Ta, T3, x5, 6] <+ Ta[xa, T3, 24, T5] - Da6-

7. Vxa, 13,75, %6, 9 To[r2, 23,25, T6, 9] <+ T5[x2, 23, 75, T6] - P29
8. Vxg,x3, 75,76, T9 1 T7[23, 5,76, To] <+ Tslx2, T3, T5,T6, To| - P26-
9. V$3,$5,1‘6,1‘9 : Ts[z3,$5,x6,$g] —+ T7[$3,1‘5,1‘6,1‘9} * P39-
10. V$3,$5,l‘6,1‘9 : Tg[$3,$5,$6,l‘9] —+ T8[$3,$5,J)6,$9} * P36-
11. V$3,$5,.’1¢6,l‘9 : T10[$57.’176,l‘9] —+ Tg[.’lﬁg,l‘&l‘ﬁ,l’g] - P35.
12. p < 0 and Va3, 25, 26, %9 : p <+ Tho[Ts, T6, T9]. Then return p- 2712,

Here, we assumed each table is initialized to 0. It is worth noting that in each
step, we need to keep only two consecutive tables. This computation needs about
3-16% + 5 - 16* ~ 222 arithmetic operations and 2 - 16° = 22! blocks of memory.
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Updating the probability tables using this word-by-word method instead of
state-by-state might increase the memory complexity, but decrease the compu-
tational time. For the given example, this improvement of time is not a good
trade-off. In Section [p| using the the simple word-by-word method, we are able
to compute the EDP of truncated differential characteristics for KLEIN block
cipher while it is very expensive using the state-by-state method.

For a cipher which is not using a word-wise linear layer, using the word-
by-word method in an efficient way is ad-hoc. On the other hand, for a cipher
with AES-like linear layer that the linear layer is word-wise, this method can be
improved to reduce the computational complexity significantly.

4.3 First Advanced Word-by-Word Method

Assume that for a given activity pattern in a cipher with AES-like linear layer
that the linear layer is word-wise, we already formulated the input and output
difference of each active S-box under the conditions of the linear layer and re-
moved the partially independent S-boxes. Now, we have variables and S-boxes
which can not be further simplified. We define an undirected graph for the EDP
equation, where each vertex determines one of the remaining variables and each
edge determines if there is a relation between the corresponding two variables
either through the conditions of linear layer or because both variables are in an
input/output equation for a remaining S-box.

To compute EDP of a truncated characteristic, we need to multiply all re-
maining S-boxes’ probability for each possible value of all remaining variables
and then sum them. If there is an S-box probability which does not depend on
all variables, one can separate the summing into several steps to reduce the com-
putation cost. However, note that when we sum over variable x;, the value of all
neighbor variables of x; in the corresponding graph must be considered. When
we sum over a variable, it means that this variable does not appear in the next
steps of the computation, which may help reduce the costs of the next steps. For
now, assume that we are summing over variables by their lexicographic order.

To sum over the first variable, for each possible value of its neighbor variables,
we compute the sum of multiplication of S-box probabilities corresponding to
this variable and save it in table Ty indexed by value of neighbor variables. We
denote this index with Iy and the set of corresponding variables with Zy; i.e., I
determines the value of Zy. Then, we can remove this variable and the involved
S-boxes or linear conditions from the set of remaining variables or S-boxes. We
can update the graph by removing the first variable and all its connecting edges.

Then, to update the probability table and sum over the second variable, we
need to consider its neighbor variables. But since we already computed the prob-
abilities involving first variable and saved them in table Ty, we need to consider
the variables in Zy. I.e., to sum over the second variable, we need to consider
all neighbor variables of the second variable in the updated graph together with
the variables of Z; except the second variable itself. We denote this set with Z;
and the corresponding value for all its variables with I;. Then, for each value of
I, and the second variable, we compute the sum of multiplication of remaining
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(a) EDP (Us, = Vs, | (60, .- .,64)) (b) EDP (Uss = Vsr | (J0, ..., 84)")

Fig. 3: Graph representation of the variable relations in the previous example.

S-box probabilities corresponding to the second variable together multiplied by
value of index Ty[lp] and save it in the index I; of table T}. Then, we can again
remove this variable and the involved S-boxes or linear conditions from the cor-
responding sets and update the graph. We continue these steps until the last
variable in the set of remaining variables.

Ezample 5. We illustrate the graphs for EDP (Us, £, Vs, | (00,...,04)) and

EDP (Ug(*] LN Vsr | (6o, .-+, (54)*) of the previous example in Fig. [3| For instance,
in Fig. we first sum over 1, then zs, x3, 24, =5, Tg and at the end xg. This
way, we can write the sum of equation from Example [ as

sz,xmxg Zu (p45 -p46'21.3 (p39 *P36 P35 - sz (P29 * P26 - le(plz *P13 'p14))))

For the same graph, if we want to sum over x1, we must consider the values for x5,
x3, and z4. Therefore, we compute le (p12-p13-p14) and save it in Tplxa, 23, T4]
with Zy = [x2,z3,24]. In the next step Z; = [z3, 4,26, 29| and we compute
Zzg (pag - P26 - Tolz2, 3, x4]). We summarize each step of the computation for
this example in the following and the first steps of updating the corresponding

graph in Fig. [

L. Zo = [za,x3,24] Vo Tollo] <= > ., (P12 - P13 - p1a))-

2. Iy = [x3, 74,76, 70] , VI Ti[li] « 3 ,, (P20 - P26 - To[lo])-

3. Iy = (w4, w5, W6, 9] , V2 To[la] < 3, (P39 - P36 - p3s - Ti[11]).
4. Iy = (x5, z6, 9] , Vi3 T3[l3] < 2, (pas - pas - To[l2]).

5. Iy = [xg, T9] o VI Tyllh] < 32, Ts[13]

6. I5 = [l‘g] s VI5 T5[I ] <— er T4[I4]

7. T =0 , return 2712 >y Tslls]

Complexity of the Method Each step of this method needs 2°"(IZil+1) com-
putations together with 251%il blocks of memory. But since we need to keep only

a a o @ @) @

L g\o -

x5 Te Tg x5 6 9 5 T6 @
) )

(a) Resolve x1 (b) Resolve z2 (c) Resolve z3

Fig. 4: First Advanced Word-by-Word Method for Example
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Fig. 5: First Advanced Word-by-Word Method for Example [5| with an Optimum
Order for the Variables.

two consecutive tables, the general memory complexity is about 25™ax:|Zil+1
while its computational cost is 25 - 3, 25 1%l

Thus, to reduce the complexity, it is important to keep the size of Z; as
small as possible, which is highly dependent on the order of variables that we
are summing over. When number of variables is low, we can check for all n,!
possible orders, where n, is the number of remaining variables. Then we can
choose the one which gives the minimum complexity. But if we have more than
15 variables, we need to check at least 240 orders, which is expensive.

Ezxample 6. For the previous example, x5, x1, 4, g, T2, T3 and xg is one of the
orders with minimum complexity, illustrated in Fig. 5| Then, max; |Z;| = 3 and
the corresponding computation needs 2'3 operations and 2'® memory blocks.

Order of Variables in the First Advanced Method We use a greedy
method to choose the order of variables. The first variable is chosen among
those with the minimum number of neighbors. Then, for each choice of the first
variable, we go to the next step. In the second step, for each remaining variable,
we compute the corresponding 7Z; and choose the second one from the ones with
minimum Z;. Then, for each choice of the second variable, we go to the next
step. We continue until the last variable is chosen and the order is complete.
Then, we compute the complexity and keep the order if it has the minimum
complexity between the orders that we already checked.

This approach does not guarantee that the final result is the general minimum
through all n,! possible choices, but it is comparably fast. In particular, if in a
step the minimum cost s higher than an upper bound, we can cut the branch
and return to the previous step. In this way, we can save the time and just go
through the orders whose complexity is less than the upper bound.

4.4 Second Advanced Word-by-Word Method

Previous method of computing EDP for AES-like ciphers, updates the probabil-
ity tables only using the previous one. In the new method that we are explaining
now, we compute each probability table by using multiple of the previously com-
puted tables. Same as the previous method, we assume that the input and output
difference equations of each active S-box is given and all the unnecessary S-boxes
and variables are removed. We define the corresponding graph same before.
Now, for each remaining active S-box, we assign a table with its transition
probability. I.e., for each possible value for all variables involving in the input
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and output difference equations of the S-box, we compute the input and out-
put difference values and take the corresponding probability from DDT. That
means, to this point, we need n, tables Tp,...,T, _1, where each determines
the transition probability over one S-box. We denote the corresponding index in
table T; as I; and the set of corresponding variables as Z;.

In the second part, we use the corresponding graph and update it step by step
with a greedy approach similar to the one in the first advanced word-by-word
method. We take the first variable with minimum degree in the graph and do
sum over this variable for each possible value of its neighbor variables. To doing
this we use all previous tables Ty, ..., T,,,_; which this variable is involved. For
each value of neighbor variables and this variable itself, we get the corresponding
values from those tables and multiply them together and then add this value to
a new table T}, indexed by value of all neighbor variables of the chosen variable,
i.e., Z,,. Then we remove all the tables that we used for computing 7,,, and
also we update the graph in a way that we remove the chosen variable and all
the connecting edges. But we connect all the neighbor variables of the removed
variable to each other. Note that this updating is different than the previous
one. We continue this step, until the point that the graph is an empty one.
Algorithm [4] explains all the details of this method in pseudo-code.

Ezample 7. For instance, in Example [5] with the given graph in Fig. [3D] variable
x5 is chosen as the first one and when we update the graph after removing its
edges, we add an extra edge between x5 and x4. We summarize each step of this
method for this example in the following.

0. le,xg : To[xl,l‘g] < P12, le,xg : Tl[xl,l‘g] < P13,
Var,wq : To[ry, w4] < pra, Vag, w5 T3[za,25] < pas,
Vay,x6 1 Ta[ra, 6] < pas, Va2, 79 : T5[T2,79] ¢ P29,
Vrg, x6 1 To[r2,T6| < P26, Va3, x9: Tr[z3, 9] = P39,
Va3, xg : Tg[.%‘g,l‘ﬁ] < P36, Vs, x5 : T9[$3,$5] < ps3s.
V$3,$4 : T10[33‘3,.134] — Zw5(T3[$4,.’L‘5] 'Tg[£3,$5]).
Vag, w30 Tiilre, vs] < 32, (Tslw2, o] - Tr[z3, 29]).
V$2,1'37:L‘4 : T12[£L'2,CL'37:L‘4] «— le (T()[{)Sl,,TQ] . Tl[l‘l,xg] . T2[$1,$4]).
V$3,$4,$6 : T13[$3,J34,$6] < Za:z(deQ?xﬁ] . Tll[l‘g,xg] 'T12[l‘2,$3,l‘4]).
Vrg,x6 1 Tiaza, we] < 32, (Tslws, x6] - Tiolws, wa] - Tis[zs, x4, we)).
Vg : T15[1)6] — Z:m (T4[J)4, 336} 'T14[$4,$6]). return 2712 . Zme T15[.236].

S kW

Complexity of the Method Each step in the second part of the method needs
25'(IZi1+1) computations and 2°/%! blocks of memory where |Z;| is the degree of
the corresponding vertex in the updated graph for variable we are summing over.

We assign a table for each active S-box, but one can use a complicated code
to compute these tables on the fly without using a memory to allocate. This tech-
nique does not have extra computational cost. Therefore, the general memory
complexity is Z;:ﬁ"“fl 25°1Zil and its computational cost is 2”2?;3"”71 25Tl

Similar to the first method, to reduce the complexity of this method, it is
important to keep |Z;| as minimal as possible and this is highly dependent on
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the order of variables that we are summing over. Again for lower number of
variables, we can check for all n,! possible orders, but for higher number of of
variables, we suggest to use the above mentioned greedy method.

4.5 EDP of Differentials within a Truncated Characteristic

Computing EDP (Us, £, Vs,_, | (60,...,0,-1)) has the same or less computa-

tional complexity than the one for EDP («aq 5, | (8o, -..,0r—1)) With g € Us,
and o, € Vs, _,. To find differentials of a given activity pattern which have max-
imum EDP, we need to search through all differentials with in the truncated
characteristic. This means complexity of finding such differentials, increase com-
plexity of computing an EDP with factor of [Us, |-|Vs,_,| = (25 —1)Pw(@o)+hw(ér—1)

Here, we provide an inequality between EDP of a truncated characteristic and
EDP of differentials within the same activity pattern. That is by having value

of EDP (1/150 LN Vs._. | (6o, 5T_1)), this inequality gives an upper-bound for

max EDP (ao gar | (50,...,5r,1)).

€ Usy o €Vs,

Using Theorem [2| once we computed EDP of the truncated characteristic, we
have an upper-bound for EDP of underlying differentials. In case that the value
for this upper-bound is smaller than 27", we can conclude that there is no
differential within this activity pattern that is useful as a distinguisher.

Theorem 2. For a given r-round activity pattern (8o, ...,0r—1), we have

&
EDP = 00y 0n_1)) <
aoeuaiI,lgi{EV5,,,71 (010 Qp | ( 05 y Or 1)) =

(uni(S).2_s)hw(5o)+hw(5r71).(23 —1)hw(60)~EDP (Z/{60 £> V5r71 | (507 s 67“71)).
This assumes that the differential uniformity of all active S-boxes in the first
and the last layer is uni(.S). This is only for the simplicity and does not add any
restrictions to the theorem. The proof of the theorem is given in Appendix [A]

5 Results on some SPN Block Ciphers

In this section, we report on the results of applying our methods to MIDORI,
SKINNY, CRAFT, KLEIN, and PRINCE. Our algorithms are all written in C++
language and are publicly available at

Midori, Skinny, Craft. We first target MIDORI-64, SKINNY-64, and CRAFT.
Since they are similar, we only need to change the linear matrix and DDT/LAT.
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Truncated Differential Characteristics. First, for each cipher, we find all the
activity patterns with (close to) the minimum number of active S-boxes for
different number of rounds. For each activity pattern, we run our program to:
1. compute the equations for input and output differences in each active S-
box, 2. remove the partially independent S-boxes, 3. compute the complexity
of the computation for the first and second advanced word-by-by methods (it
computes the max |Z;|), 4. if max |Z;| < 8, it computes the EDP and the EDD of
the truncated characteristic. Note that for order of the variables, we only choose
the first choice from the greedy method. Also max |Z;| = 8 corresponds to about
232 blocks of memory and 236 computations and this is the reason that we use
this restriction. It is important to mention that if max|Z;| = 8 the time for
evaluating EDP/EDD is about 10 to 15 minutes, while for max |Z;| < 8, it takes
less than a minute in a normal PC with single-tread computation. We summarize
the results in Table [3| by showing the maximum and minimum EDP p and EDD
q for the activity patterns with the same number of rounds and active S-boxes.
We denote the number of rounds by n, and number of active S-boxes by ns and
note that instead of p or ¢, we show —log, p or —log, q.

One interesting observation is that we found several 7-round truncated char-
acteristics for MIDORI whose EDD is larger than 27 while using Moriai’s et al.
method, there is no such characteristic. For SKINNY and CRAFT, the maximum
number of rounds where we found characteristics with (near) minimum number
of S-boxes and ¢ greater than 2764 is 10 and 12, resp. which is the same number
of rounds using Moriai’s et al. method. For CRAFT, the EDD for some of the
characteristics with n,, = 13 and ng = 48 is 276315 which is slightly better than
2764 Another important, but not very surprising, observation that happens in
all the three ciphers, for the same number of rounds, having fewer active S-boxes
does not promise a better probability or distinguishability.

We also used the activity patterns suggested by Moriai’s et al. method. For
this, we first find all the activity patterns with (near) minimum number of con-
ditions n., where

ne =hw(d,1) + & - 3070 —logy P(8; 255 6i11),

for 5-round MIDORI, 8- to 10-round SKINNY and 10- to 13-round CRAFT. Then
with the same approach as for the activity pattern with minimum number of
active S-boxes, we compute the EDP/EDD of the truncated characteristic. Using
Moriai’s et al. method, the EDD of a characteristic with n. conditions is equal
to 27° "<, But we observed that the exact value can be both higher or lower
than this value. We summarized the results in Table 4] For instance, for 11-
round CRAFT characteristics with n. = 15, the maximum observed value for
q is 27°%98 and the minimum is 279893 while Moriai’s et al. method suggests
2760 for all of these characteristics. Clearly, there is a significant gap between
the exact value and the one suggested by previous method.

Specific Input and Output Differences/Masks. For each activity pattern used as
truncated characteristic, we checked some of input/output differences or linear
masks to find those with maximum EDP or ELP. We summarized the best results
for each number of rounds and number of active S-boxes in Table [l
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Again, an observation from this table is that for the same number of rounds,
having less active S-boxes do not promise a better probability or correlation.
For example, we found 7-round MIDORI differentials with 37 active S-boxes and
probability 275575 while best found probability for characteristics with 35 or
36 active S-boxes are 275837 and 27599 regp.

The maximum number of rounds for which we found a differential with EDP
higher than 2764 for MIDORI, SKINNY and CRAFT are 8, 9 and 14, resp. For the
linear hull case, these number are 6, 8 and 13, resp.

Comparing to results from [AK1S], they found an 8-round SKINNY differen-
tial with probability 2756-5° based on 821896 characteristics (that not necessarily
follow a same activity pattern), while we have 8-round differentials with higher
probability 274959 and also 9-round differential with probability 2759-24, In case
of MIDORI, there is an 8 round differential with probability ~6°-%6 based con
693730 characteristics in [AK18] which is higher than the probability for differ-
ential patterns that we checked.

Related-Tweak Differentials of CRAFT. Since tweakey schedule of CRAFT is
linear and makes it possible to separate tweak and key schedules, we can use
similar equations for the EDP of a related-tweak differential under the indepen-
dent round key assumption.

Using the related-tweak characteristics with minimum active S-boxes, we
computed the EDP of all differentials for each activity pattern and the values
we found are the same as the ones given in the CRAFT proposal paper.

It is important to mention that finding the best differential within one of the
mentioned related-tweak truncated characteristics (which needs to go through
all input/output/tweak differentials) takes less than 5 minutes in normal PC
with single-tread computation, while in [HSN™19] using the CRYPTOSMT tool
of [Ko6l14], they were not able to finish the computations even for some specific
given differentials in more than a day.

Klein. In [LNP14], Lallemand and Naya-Plasencia presented a truncated differ-
ential cryptanalysis of KLEIN based on 4 truncated differential characteristics,
denoted as cases I-IV. The probability for » > 3 rounds is estimated as 2767 +2:5,
2—67‘+12.5, 9—6r+6 gnd 2—6r+11

We used our simple word-by-word method to compute the exact probability
of these truncated differential characteristics up to 15 rounds. The results are
given in the Table [2| Interestingly, the difference between the estimated value in
ILNP14] and our computed value is rather small. These differences in logarithmic
scale are +0.29, +0.55, +0.00 and —0.12, resp. for truncated characteristics
denoted by cases I, II, III and VI.

In all cases, each round (after third round) includes 22¢ possible states, which
needs 2°2 computations with the state-by-state method. But using our simple
word-by-word method, by separating each round to 8 steps for each active S-
box in the round, one round needs about 233 computations. Each round of our
programming takes 6 minutes and it needs to save 233 64-bit blocks, i.e. 64 GB.
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Prince. Fig.[0]in Appendix [D]illustrates an 8-round PRINCE truncated differen-
tial characteristic, where * denotes any value in F3 and xo, 23, Yo, Y3, T, T4, Yp, Y4 €
{0,2,8,a} and 1,22, y1,y2, 2}, 25, y1,y5 € {0,1,4,5}. Using Moriai’s et al.
method, the probability of the linear layer for rounds indexed as 0,2,3 and 5
is estimated as 272* and for the rounds indexed as 1 and 4, it is 1. In total,
the approximated EDP using this method is 2796, Similar to Fig. [6} there are
7 other truncated differential characteristics with the same input and output
activity patterns and the same approximated probability, 2796,

Using our state-by-state method to compute the exact probability, we derive
that the correct value is actually either 2733 or 278 (four times the first case
and four times the later one), which is significantly higher. Note that due to the
partially independent S-box technique, the computation of first and last rounds
are for free. Then, the simple state-by-state method needs 2% - 232 computation
per round. One can compute the corresponding probability for two consecutive
rounds for each of the 282 different possible states and save it in a large DDT.
In other words, for each of the 256 possible X = [zoxiz2x3] and 256 possible
Y = [yoy1y=2ys], we compute the probability of two corresponding rounds and in
the same way for each Y = [yoy1y2ys] and Y’ = [y{y vhys]. Each such a table
needs 28 - 216 = 224 computation. Thus, using the state-by-state technique will
need 3-22'® computations, less than the previous step. Note that to compute the
middle round difference transition, we must use 16-bit Super S-boxes.

In [CEG™14], the authors introduced several 6-round differentials based on
activity patterns with four active S-boxes per round (covered by our character-
istic). The highest differential probability that they could compute is 3-2758 ~
279642 while the second highest one is 13 - 2761 ~ 275730 For each 6-round
differentials covered by our truncated differential characteristic, we compute the
probability and find out that the two highest ones are about 275583 and 2757-25
for the same differentials as in [CFG™14]. Beyond the differentials in [CFG™14],
we find others with probability significantly higher than 2764

We like to mention that similar to the attack in [CEG™14], one can use this
differentials to attack 10-round PRINCE by adding two rounds before and two
rounds after the pattern. The key recovery part and the plaintext/ciphertext
differences are the same as the one in [CFG™14], but using the patterns given
here, the time and data complexity of the attack improves slightly.
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Supplementary Material

A Proof of Theorem 2|

Proof. Since

HP (@i =5 L7 (i) < || P (ai = £ (i)
=0 =1
_ S _
Ir(ly?XIP (ao Lo, Ly 1(a1)) .ggidP (aT_l ol Er_ll(ozr)),
we have
r—1 s, r—2 s,
Z HP(O@ —Z>£i—1((}4i+1)> S Z (HP(O@ _%>£i_1(ai+1))'
Vialea, =0 Vialea, ¢:1S
S — — _
g Flon S LN | Florn =5 Lo ()
Therefore

r—2

EDP (010 i}ar | (605-”’67"—1)) S ( Z HP(O{Z iﬁi—l(ai-ﬁ-l)))'

Qe Qp—1 4=1

Vi a; €A
Sr— _
max P (o Lo, L5 ) max  P(ap_; — L4 (a)).
a1 €A; ap_1€A, 1
We know that for any ag € Us, and any o, € Vs,
max P (oo Lo, L5 (1)) < (uni(S) '275)hw(50),
a1 €A
S _ . _ w (0
max P (a1 = £, (y)) < (uni(S) -2 S)h (-1

ar_1€Ar_1

That means for any ag € U;, and any o, € Vs, _,, we have

EDP (a0 & oy | (8...,6,-1)) < (uni(§) - 27%)"™ 000,

r—2

( > HP(O‘iiﬁz‘il(aiH)))' O

QYyenny Qr—1 3=1

B Extending to Computing ELP of Linear Hulls

The general idea of this attack is to approximate a linear relation between bits
of the plaintext, ciphertext, and the master key [MY92[Mat93]. More precisely,
the attacker is interested in the correlation of (o, P)® (8, Ex (P))® (7, K), where
o, 8 € Fy and v € F5 are linear masks of the plaintext, ciphertext, and key.

Definition 5 (Correlation). The correlation of a Boolean function f : Fy —
FQ 18
cr =27 ([{X € By | F(X) =0} — |{X € Fj | (X) = 1}]).
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Definition 6 (Linear Approximation). Let F : F3' — F5? be a vectorial
Boolean function. For any o € F3' and any B € F5?, (o, X) @ (B, F(X)) is a

linear approzimation of F' and Cor(a EiN B) is used to denote (o, xya(3,F(X))-

If an adversary can find a linear approximation which holds with significantly

high absolute correlation | Cor(a L2 5)’ > 27"/2_ for some values of K, then he
can distinguish the encryption £x from a random permutation. By querying the
oracle for enough known inputs and by checking if the linear approximation oc-
curs as often as the one expected by the correlation of the linear approximation,
he decides whether the oracle is the encryption or a random permutation.

The correlation of a linear approximation is a key-dependent value. Nyberg
[Nyb0O1][Theorem 3] showed that the correlation of a linear approximation over
Ex can be given as a signed sum of correlations over £(+,-), i.e.,

Cor(a =5 B) = ¥ ey (1)) Cor ((3,0) 5 ),

where Cor ((’y,a) LN B) is the fized-key correlation c(o, pye(y, K)o (3,64 (P))- Lhe
attacker wants to find an approximation such that the fixed-key correlation is
higher than 27"/2 for most keys, i.e., approximations with a high expected linear
approximation correlation (ELC).

Definition 7 (ELC of &). For any «, 3 € F%, the ELC of the linear approzi-
mation («, B) for € over uniformly distributed keys K € F% is

ELC(« £, B):=27""3 kepy Cor(a Exy B).

Similar to the differential case, Matsui [Mat93|] assumed the Hypothesis of
Stochastic Equivalence that the fixed-key linear approximation correlation for
almost all the keys is about the same as the ELC.

Definition 8 (Linear Characteristics). An r-round linear characteristic
(g, ..., ) is a vector of r + 1 elements in F3 denoting the masks before each
round. For a key-alternating cipher, its correlation is

r— r - R}
Cor(ag =% a1 — ... LS ay) = (=1)®i=olKiei) [T} Cor(a — avir1).-

This implies that the absolute correlation of a linear characteristic is indepen-
dent of the actual round keys and the master key. For a key-alternating cipher,
the correlation of a linear approximation over an encryption, or linear hull, is
the sum of the correlation of all containing characteristics whose plaintext and
ciphertext linear masks are the same as the ones for encryption [Nyb94/DGV94].
In this way, the ELC of a linear approximation is equal to

£ r o -1 R;
ELC(ag = ar) =30, s (ZKGFS(—l)EBi:O(K“ )-ITiZy Cor(a; — aiyq).

Computing this correlation is usually infeasible. Considering independent
round keys does not help because, for any non-zero linear characteristic,

S e o (- @leolkia) =,
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To compare the strength of linear approximations over an encryption, Nyberg
[Nyb94] introduced the Expected Linear Hull Potential:

ELP(ag 5 o) =277 - > rerg Cor(ao EKy )2

In a key alternating cipher with independent round keys, this can be com-
puted from the square correlations of all compatible characteristics [DR02, The-
orem 7.9.1]:

ELP(ap 5 a,) = D etir s =) Cor(c IR aiy1)?.
For r-round SPN block ciphers with independent round keys and 3; := LT (cv;11),

E r— m— . S,, .
ELP(ag = o) = Zal,..-,ar_l Hi:(:)l Hj:ol Cor(a[j] == 51[]])2
The linear approximation table (LAT) indicates (a multiple of) the relevant
S-box correlations.

Multidimensional Linear Hulls Similarly to truncated differentials, in mul-
tiple and multidimensional linear hull analysis, the plaintext/ciphertext masks
are chosen from sets U, V. The ELC and ELP of a multidimensional linear hull
U,V is the average over all linear hulls, assuming uniformly random masks in U:

ELPU & V) = % - Y ELP(ag & o).

| | a€U,BEV
In the classical multidimensional linear hulls, &/ and V are a special kind of
linear subspaces excluding the zero value. The more general case where U and V
are arbitrary sets can be handled similarly, but care has to be taken due to ad-
ditional dependencies. In this paper, we use the general multidimensional linear
hull definition and will mention explicitly when the sets are linear subspaces.

Computing ELP of Linear Hulls with Our Methods Our methods intro-
duced in [4] is not only applicable to compute the EDP of a (truncated) differ-
ential, it can be easily modified to compute ELP of (multidimensional) linear
hulls. To do so, we need to replace P (A;[k] N L7 (Ai1[4])) by Cor (A4;[k] N
LT (A [j]))2 in the algoritms and define A; sets where each A; with 1 <i <r-1
is the set of all ;s with §(e;) = 6; and 5(5?(%)) = §;_1 where £T denotes the
tronspose operation of the linear layer.

It is important to mention that, in case of computing ELP of a multidi-
mensional linear hull, the partially independent S-boxes technique is not easily
applicable. The reason for this is that for a given a € 3, the ZmeF; Cor(z 2, a)?
is not a constant value and it varies for different as. Instead, we can compute
erF% Cor(z LN a)? for each a € F3, save it in a table, then use it for Sy and
again in the last step for S,_.

C Algorithms
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Algorithm 1 Computing EDP of a Differential with Given Activity Pattern

Input:  «p, . and (do,...,d0r—1)

Output: EDP (a0 S oy | (80, ,6r-1))

1: procedure CoMPUTEEDP

2: [Bo, Ao, no] < FINDALLBETAS(do, d1, 0)

3: for 0 < j <no do

4: To []} < SBOXPROB(CE(), By [j], 50, 0)

5: for1<i<r—1do

6: [B1, A1,n1] < FINDALLBETAS(0;, di41,1)

7 for 0 < j <n; do

8: T1[j] < 0O

9: for 0 <k <ng do

10: T [j] —+ Top [k} . SBOXPROB(AQ [k‘], B []], (51', Z)
11: [Bo, Ao, no] < [B1, A1, n1] > It is just a binary index swapping]!
12: p<+0

13: ar < L7 (o)

14: for 0 < k < ng do

15: p <+t To [k} . SBOXPROB(AO [k}, (a7 6r_1, 7"—1)

16: return p

Finding All Beta Values Fitting to the Activity Pattern of £, Layer

17: procedure FINDALLBETAS(d1, do, 1)

18: n<+0

19: if hw(ér) < hw(do) then

20: for all g s.t. §(8) = 6; do
22: if §(a) = do then

23: Bn] +

24: Aln] + «

25: n<++1

26: else

27: for all a s.t. 6(a) = o do
28: B L7 (a)

29: if §(8) = ér then

30: Bn] + 3

31: Aln] + «

32: n<++1

33: return [B, A, n]

Computing Differential Probability of S; Layer

34: procedure SBOXPROB(AX, AY, d,1)

35: d+1

36: for 0 <j<sdo

37: if 0[j] = 1 then

38: d « d-DDT(S:)[AX[F]][AY [1]]

39: return d - 275w
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Algorithm 2 Computing EDP of a General Truncated Differential with Given
Activity Pattern
Input: U,V and (do,...,0r—1)

Output: EDP (U 5V | (6, ...,6.-1))
1: procedure CoMPUTEEDP

2: [Bo, Ao, no] < FINDALLBETAS(do, d1, 0)

3: for 0 < j < no do

4: Tolj] « 0

5: for 0 <k < |U| do

6: To[j] ++ SBoxProB(U[k], Bo[j], do,0)

7 for 1 <i<r—1do

8: [Bi1, A1,n1] < FINDALLBETAS(d;, d;41,1%)

9: for 0 < j <n; do

10: Ti[j] < 0

11: for 0 <k <np do

12: T1[j] <+ Tolk] - SBoXPROB(Ao[k], B1lj], di, )
13: [Bo, Ao, no] « [B1, A1,na]

14: p<+0

15: for 0 <j < |V|do

16: Vi) £,V

17: for 0 < k < np do

18: p <+ Tolk] - SBoxPROB(Ao[k], V[j], 8r—1,7—1)

19: return p - || !

Algorithm 3 Computing EDP of a Truncated Differential Characteristic
Input:  (do,...,0r-1)

Output: EDP (Us, < Vs, , | (80, --.,6r-1))
1: procedure CoMPUTEEDP

2: [Bo, Ao, no] < FINDALLBETAS(do, d1, 0)

3: for 0 < j <no do

4: Tolj] « 1

5: for1<i<r—1do

6: [B1, A1,n1] < FINDALLBETAS(0;, di41,1)
7 for 0 < j <n; do

8: T1[j] + 0

9: for 0 <k <np do

10: T1[j] <+ To[k] - SBoXPROB(Ao[k], B1[j], ds, %)
11: [B()7A07n0] <— [B1,A1,7L1]

12: p<+0

13: for 0 < j <np do

14: p <+ To[j}

15: return p - (2°-1) ()
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Algorithm 4 Computing Probability of Truncated Differential in Ciphers with
Word-wise Linear Layer using the Second Advanced Word-by-Word Method
Input: ns,ne, [E[ns]|[ne], OE[ns][n.]

Output: EDP (Us, < Vs, , | (8o, -..,60-1))

Computing the EDP of the Truncated Characteristic
1: procedure CoMPUTEEDP

2: IT < DETERMINEINDEXINGTABLE(I/E, OF)
3: G <+ COMPUTEGRAPHMATRIX(IT)

4: dmm — Ny

5: for 0 <i<ns; do

6: d < GETDEGREE(G[i])

7: if dmin > d then

9: for 0 < I < 2™ do

10: V + GETVARIABLESVALUE(Z, ITi])
11: x <— GETXORVALUE(V, I E[i])
12: y <= GETXORVALUE(V, OE[i])
13: T[] < DDTx]ly] - 27°
14: k < ng

15: r] & {1}t
16: for 0 <i < n, do

17: d + GETDEGREE(G[i])

18: if d = dynin then

20: IT[k] + G[i]

21: (] + {0}F

22: for 0 <j < kdo

23: if r[j]&ITVi][j] then

24: r'[j] + 1

25: for 0 <1 <2™%do

26: Tk][I] + 0

27: V < GETVARIABLESVALUE(I, IT[k])
28: for 0 <z < 2™ do

29: Vi « a

30: p+1

31: for 0 <j<kdo

32: if 7'[j] then

33: J < GETCoMPLETEINDEX(V, ITj])
34: p < p x T[j][J]

35: TkI] < T[K][I] +p

36: (G, dmin) < UPDATEGRAPHMATRIX(G, %)
37: for 0 <j < kdo

38: if 7'[j] then

39: r[j] < 0

40: 140

41: k+—k+1

42: if k= (ns +ny) then

43: break;
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Algorithm [4] (continued)

Determining Which Variables Are Involved in Each Probability Table

44: procedure DETERMINEINDEXINGTABLE(I E[ns][n,], OE[ns|[n.])
45:  IT[[] + {0}(metne)xme

46: for 0 <i < ns do

47: for 0 < j <n, do

48: IT[i[5]  IE[][5] v OETi][j]

49: return IT

Computing The Connectivity Matrix of the Graph

50: procedure COMPUTEGRAPHMATRIX(IT'[ns][nv])
51: G[l[] « {o}rexne
52: for 0 <i < ns do

53: for 0 <j <n, do
54: if IT[i][j] then
55: Gli[j] « 1
56: G[j]l]] «+ 1

57: return G

Computes Degree of a Vertex in the Graph

58: procedure GETDEGREE(A[n,])

59: d< 0
60: for 0 <i<n, do
61: d < d + Al

62: return d

Get Variables Value From the Complete Index

63: procedure GETVARIABLESVALUE(X, A[n,])
64: V[ « {0}
65: for 0 <i<n, do

66: if A[¢] then
67: V[i] + last word of X
68: X get shifted to right by one word

69: return V

Get Complete Index From Variables Value

70: procedure GETCOMPLETEINDEX(V [n,], A[n.])

71: X +0

72: for 0 <i < n, do

73: if A[i] then

74: X get shifted to left by one word
75: X+—XeaeV[]

76: return X

Get Xor Value From Variables Value

77: procedure GETXORVALUE(V [n.], A[n])

78: X<«0

79: for 0 <i < n, do
80: if A[i] then

81: X X V]

82: return X




32 M. Eichlseder, G. Leander and S. Rasoolzadeh

Algorithm [4] (continued)

Updating the Graph Matrix by Removing the Given Variable

83: procedure UPDATEGRAPHMATRIX(G, v)
84: for0<i<n,—1do

85: if G[v][i] then

86: fori+1<j<n,do
87: if G[v][j] then
88: Gli[j] «+ 1
89: G[jlls] < 1
90: for 0 <i < n, do

91: Gli][v] + 0

92: Gv][f] + 0

93: Amin < Ny

94: for 0 <i < n, do

95: d+ 0

96: for 0 <j < n, do
97: if G[i][j] then

98: d<—d+1

99: if 0 < d < dynin then
100: dmm —d

101: return G, dmin
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D Results and Characteristics

D.1 Klein

Table 2: Comparing our results with the ones given in [LNP14] for KLEIN trun-
cated differentials. Note that instead of the probability p, we show —log, p. Be-
sides, each case corresponds to one of the truncated characteristics introduced
in [LNP14].

r 4 5 6 7 8 9 10 11 12 13 14
Case 1 | 215 27.5 33.5 395 455 51.5 57.5 635 69.5 755 815 | [LNP14]
21.42 27.75 33.79 39.79 45.79 51.79 57.79 63.79 69.79 75.79 81.79 | Ours
Case 11 | 112 17.5 235 295 355 415 475 535 595 655 715 | [LNPI14]
12.04 18.05 24.05 30.05 36.05 42.05 48.05 54.05 60.05 66.05 72.05 | Ours
18 24 30 36 42 48 54 60 66 72 78 [LNP14]
Case 111
18 24 30 36 42 48 54 60 66 72 78 Ours
Case VI | 12 19 25 31 37 43 49 55 61 67 73 [LNP14]
12.9  18.88 24.88 30.88 36.88 42.88 48.88 54.88 60.88 66.88 72.88 | Ours

D.2 Prince

* B @ o X2 o X2 Lo T2 @ * * * * * *
* «| SB x1 3| MC 1 3| SR 1 X3 SB |« * MC |« * SR * *
— — — —> —> —> -
* * to T2 to T2 t2  xo * * * * * *
* * @y T3 1 T3 I3 T3 * * * * * *
Yo Y2 Yo Y2 Yo Y2
SB MC SR
Y1 Y3 Y1 Y3 Y1 Y3
Yo Y2 Yo Y2 Y2 Yo
Y1 Y3 Y1 Y3 Y3 Y1
(®|sBoMCosB @
7 7 7 7 7 7
Yo Y2 s Yo Y2 Yo Y2 , |* &5
7 7 SR’ ’ 7| MC ’ 7| SB’ - «
R R e T TRLAL -
y? ?J? Yo /yz , Yo /yz , * *
Yz Y3 Y1 Y3 Y1 Y3 5 &
® — e ©
* * * * Lo To , Bo Ty o Ty .| * *
SR’ * * MC * * SB’ A SR z) xf MC z)  xf SB * *
b =" 3 |2 | T el 3 1 s Py
* * * * (132 .’EO (l}o .’E2 ZO 12 * *
* * * * .’Eé .’l‘/ .’L'/l fL‘l .’E/l fl/‘g * *

Fig. 6: Truncated differential characteristic for PRINCE.

D.3 Midori, Skinny, Craft
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Table 3: Minimum and maximum EDP p and EDD g of the truncated differ-
entials for r rounds with ng active S-boxes.

(a) MIDORI-64

30

s

6
32 33

7

34 | 35 36

37

8

38 40

41

max p
min p

43.70

35.94
54.84

38.64
50.64

37.18
62.91

46.57 54.19
52.91 54.41

43.70
59.42

52.91 57.44
61.00 61.00

61.00

max q
min q

55.70

58.44
75.35

62.64

61.98
82.52

56.81 62.18
66.57 62.40

62.00

67.98

64.91 70.09

77.44

73.00

(b) SKINNY-64

8

36 37 38

39 40

9

41 42 43

44

45 | 46

10

47 48 50

max p
min p

33.31
49.57

40.74 26.31
53.57 59.61

23.97
63.61

23.12
62.54

46.72 43.41
50.73 54.73

41.42
55.97

42.12
59.97

36.74
62.07

50.73
54.72

50.21
62.20

46.72 48.70
66.20 55.39

maxq
min ¢

61.24
79.63

57.38 54.63
75.59 79.59

54.17
82.65

53.01
76.35

62.72 63.41
62.73 67.42

58.60
77.57

62.17
76.12

57.98
77.33

70.72
70.73

66.62
74.73

66.07 67.10
79.00 75.39

(c) CRAFT

Ns

32 33 34

35 | 36

10

37 38 39

40

11

41 42

12

43 | 44 45

max p
min p

35.57 32.11

39.57

31.92
40.48

27.96
47.48

39.61
39.62

36.15
43.62

35.70
47.72

31.99
51.72

43.65

40.18
50.85

39.62
54.85

36.01
55.61

47.68 44.21

51.68

max q
min q

47.57 48.11

51.57

47.70
59.51

47.96
67.01

51.61
51.62

50.86
55.62

49.91
59.72

51.99
63.72

55.65

56.18
62.85

55.97
66.85

56.01
67.72

59.68 60.21

63.68

Ns

12

46 47 | 48

13
49 50

51 | 52 53

14

54

55 | 56

15

57 58 59

max p
min p

43.99
54.08

40.03
59.65

51.70

48.23 48.02
55.70 56.95

44.05
63.68

55.73
57.92

52.25
61.92

52.04
66.02

48.07
70.02

59.77

56.29 56.08
69.15 73.15

52.10
72.18

max g
min g

59.99
64.21

60.03
78.08

63.70

64.23 64.02
67.70 70.79

64.05
75.68

67.73
69.92

68.25
73.92

72.25
78.02

68.07
82.02

7177

72.28 72.06
81.15 85.15

72.10
86.02
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Table 4: Minimum and maximum EDP p and EDD q of the truncated differ-
entials for r rounds with n,. conditions.

(a) MIDORI (b) SKINNY (c) CRAFT
r 5 r 8 9 10 r 10 11 12 13
e 14 nc 14 15| 15 | 15 ne 12 13 |14 15|14 15| 16

max p|17.76 Max p|37.00 16.78(40.19(49.88 INAX P|36.26 28.23|36.27 32.24(44.46 36.27[44.21
minp [34.52 minp |49.62 56.50|56.33|55.98 IMinp | - 44.54(52.46 57.99| - 52.64|56.27

maxq|57.20 Imaxqg|52.63 57.64(52.63|57.68 INnax q|48.26 49.90(55.34 55.34|56.46 58.65|63.15
minq 62.07 minq 57.29 61.43|57.29(59.88 minq — 56.55(64.46 68.59| — 64.63|68.64

Table 5: Maximum EDP of differentials and ELP of linear hulls for r rounds
with n, active S-boxes.

(a) MIDORI-64

r 6 7 8 9
Ns 30 32 33 34 35 36 37 | 38 40 41
max EDP |44.04 47.98 51.75 51.59|58.37 59.96 55.75|62.37 65.19|67.13
max ELP |59.68 65.47 66.87 70.64|72.02 — 76.96|76.11 78.59|80.17
(b) SKINNY-64
r 7 8 9 10
Ng 26 27 29 32 33 34 35132 33 34 35 36 37 38 39|44 |48 49
max EDP 38.29 36.87 39.60 44.57 45.27 46.35 47.03 — — — — 49.50 — 52.24 50.94(59.24|67.23 65.28
max ELP — - — - — — — 59.87 57.01 64.70 57.39 58.93 61.48 - — — - —
(c) CRAFT
r 10 11 12
N 36 37 38 39 40 41 42 43 44 45 46 47

max EDP |42.32 42.18 41.97 45.76|48.22 49.46 49.81 49.62|52.39 53.62 53.24 53.91
max ELP [47.72 48.01 48.23 49.11|52.01 52.24 52.49 53.32|56.22 56.48 56.71 57.30

T 13 14 15
s 48 49 50 51 | 52 53 54 B55 | 56 57 58 B9

max EDP |56.55 57.22 57.03 58.54|60.12 59.92 59.72 62.65|64.72 65.78 65.95 66.66
max ELP |60.46 60.70 60.94 61.75|64.67 64.92 65.16 65.97|68.90 69.13 69.37
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