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Abstract

Given a vectorial function F' : F3 +— F3', the indicator 1g,, of its graph
Gr = {(z, F(z));z € F3} allows to express the algebraic degree of F' in a
simple way. Exploiting the formula, obtained in a previous paper, for the
graph indicator of a composite function G o F', that involves only a sum
of products of 1g, and lg,, we deduce bounds on the algebraic degree
of G o F', whose efficiency comes from the fact that the algebraic degree
of the product of two Boolean functions is bounded above by the sum of
their algebraic degrees, while for a composition, it is bounded above by
their product. One of these bounds, that depends on the algebraic degrees
of G and 1g,, is tight, general, simple, and most often efficient (for the
case where it is not efficient, we give an improved bound, that is a little
more complex). As far as we know, it is the first efficient upper bound
ever found, that works without any condition on the vectorial functions.
It provides a new criterion for the choice of S-boxes in block ciphers. It
implies as a corollary a known bound assuming the divisibility of the Walsh
transform values by a power of 2. It gives a better view why this latter
bound works. Our results nicely generalize to more than two functions.
When F' is a permutation, our expression of the algebraic degree of Go F’
simplifies into a formula involving the algebraic degrees of the products
of a coordinate function of G and coordinate functions of F~!. This
implies and improves another known bound showing that the algebraic
degree of F~' has more impact on that of G o F than that of F itself,
and providing a criterion for the choice of S-boxes in block ciphers when
they are permutations: both algebraic degrees of F and F~' should be as
large a possible. Our approach by graph indicators gives an explanation
to this interesting fact. Our results include all the known efficient bounds
as particular cases, and clarify the reasons why they work. We also deduce
the exact expression of the algebraic degree of the composition of three
functions, leading to a bound that is much more efficient than what we
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obtain by applying the known bound two times. We also obtain two
bounds on the algebraic degree of G o F, given the divisibility by powers
of 2 of coefficients in the numerical normal forms of component functions
of F~!, and their sums with a coordinate function of G. We study their
consequences and generalizations.

Index Terms: vectorial Boolean function, composition, algebraic degree.

1 Introduction

Vectorial functions (that is, for some positive integers n and m, mappings from
F% to FJ*, that we shall also call (n, m)-functions) play a central role in stream
ciphers (as filter functions) and in block ciphers (as substitution boxes; in brief,
S-boxes). Their role is to provide confusion, see [14]. They also play a role in
coding theory, see [13].

When m = 1, we speak of Boolean functions. In the model of block cipher called
substitution-permutation network (SPN), we have m = n and these vectorial
functions should be permutations (i.e. bijective).

All known block ciphers are the iterations, called rounds, of a transformation
depending on a round key, acting on blocks of plaintext, and including at least
one well chosen nonlinear vectorial function (S-box) in its design. Such iter-
ations make that the output of the i-th round is the composition of vectorial
functions, among which at least 7 are non-affine.

Every Boolean (resp. vectorial) function has a unique representation as a poly-
nomial in Falxq,..., 2,/ (23 — 21,...,22 — x,) (vesp. FP[x1,...,3,]/(x3 —
T1,...,22 —x,)), called its algebraic normal form (ANF), that we shall define
more in detail in the next section. The degree of this unique polynomial in
n variables is called the algebraic degree of the function; we shall denote the
algebraic degree of a function F' by dg;4(F'). It is important for the designer of
a block cipher that the algebraic degree of the output of a series of rounds has
an algebraic degree as large as possible, since otherwise, distinguishing attacks
may be possible.

Several representations of a vectorial function are possible: the ANF of the
function is not the only option, the ANF of the indicator of the graph Gp =
{(z,F(z)); = € F3} of F is a second possible one. This latter representation,
already studied in [6], will play an important role in the present paper. Note
that the graph is at the origin of an important notion of equivalence known
for vectorial functions, called the CCZ equivalence [8, 2]: two (n,m)-functions
are called CCZ equivalent if their graphs correspond to each other by an affine
permutation. This equivalence is the most general known which preserves the
two main parameters of vectorial functions quantifying their resistance to the
main attacks (the differential attack and the linear attack): their differential
uniformity and their nonlinearity (we refer to [5] and to the more recent [7] for
more details). The CCZ equivalence does not preserve the algebraic degree (we
will say more about that in Subsection 5.2.3).

Every Boolean function has also a unique representation as a polynomial in



Zlwy,...,xn)/ (23 — 21,...,22 — x,) called its numerical normal form (NNF)

[9]. The degree of this unique polynomial in n variables is called the nu-
merical degree of the function and is related to the Walsh transform values
Wi(a) = erFg(,l)f(z)Jra-z (associated to some inner product “” in F7), see
more in Section 2.

It has been shown in [1] that, when F' is a permutation, the algebraic degree of
the compositional inverse F~! of F plays an important role with respect to the
algebraic degree of the composition of F' by other functions: for every function

G, the algebraic degree dq4(G o F') of the composite function G o F' is bounded

above by n — {%}?f)@] This shows that the choice of bijective S-boxes in
alg

block ciphers should try to maximize both their algebraic degree and the alge-
braic degree of their compositional inverse. The proof in [1] of this important
result has some technicality and does not provide a quite simple view of the
reasons why this happens. Moreover, this bound applied for the composition of
more than two functions seems rather weak and there is then room for improve-
ment. It is also shown in [3] that if the Walsh transform values of F' are divisible
by 2%, then we have daig(GoF) < n—k+day(G) for every G. This latter result
is rather specific, and its proof gives the impression that some property is hidden
behind the stage. It would then be good to find a general bound, which would
give a global view on these two particular bounds, and would clarify them, and
possibly improve upon them. It would also be important to be able to handle
more simply and more efficiently the compositions of more than two functions.
In the present paper, we exploit some of the results of [6], to bound the algebraic
degree of composite vectorial functions. We consider the ANF of the indicator
(i.e. the characteristic function) 1g, of the graph Gr = {(x, F(x)); = € F§} of
any vectorial function F', and we relate the algebraic degree of F' to the degree
of a part of the ANF of this graph indicator. This provides an upper bound on
daig(F') by means of dgig(1g, ), which is often weak but not always since it is
tight. We observed in [6] that the graph indicator of a composite function Go F'
can be expressed by means of 1g, and 1g,, with a formula involving additions
and multiplications only (no composition). This provides relations between the
coordinate functions of G o F' and those of F' and G, and it leads to a bound
on dgig(G o F) which is most often better than the naive (or trivial) bound
daig(G o F) < (daig(F)) (daig(G)) (which comes from the observation that,
when calculating the ANF of G o F' by substituting the coordinate functions of
F for the input coordinates to G, at most dg,(G) coordinate functions of F are
multiplied). This second bound is tight as well, but still often weak. We derive
then an expression of dq4(G o F') leading to a third and much better upper
bound (see Theorem 1) by the algebraic degree of 1g,. added with the algebraic
degree of G, minus the number of variables of G (i.e. of output bits of F'). This
latter bound is general, tight and simple, and it is efficient (we show that it can
be much stronger than the bound of [1], in some cases). In fact, it seems to be
the first time that an efficient upper bound on the algebraic degree of composite
functions is found with no condition on the functions (the naive bound has also
this latter property, but it is most often inefficient). It has also the interest of



involving parameters of F' and G separately and provides a new criterion for the
choice of S-boxes: the algebraic degree of the graph indicator minus the number
of output bits should be large enough. Our bound directly implies the bound
of [3] on those vectorial functions whose Walsh transform values are divisible
by some power of 2 (which is then a particular case of a much more general
bound), thanks to the well-know result that if all the Fourier-Hadamard trans-
form values of a Boolean function are divisible by 2* then its algebraic degree is
bounded above by the number of its variables minus k. Moreover, we generalize
this bound to the composition of more than two functions.

It is shown in [6] that, when F' is a permutation, the expression of 1g,,, sim-
plifies. We show that this leads to an exact expression of dq;4(G o F') by means
of the algebraic degrees of the products of one coordinate function of G and
of coordinate functions of F~!. This exact value leads to an upper bound on
daig(G o F') which is a slightly stronger bound than the one obtained in [1], that
we recalled above, and it provides an alternative and more enlightening proof.
All this clarifies the reasons why the algebraic degree of F~! plays a stronger
role than that of F itself, and it strengthens the observations of [1]. We gener-
alize this bound to the composition of more than two functions.

We also obtain an upper bound on dg;4(G o F') by means of the divisibility by a
power of 2 of the coefficients of the highest degree term in the numerical normal
forms of component functions of F~1, and their sums with one coordinate func-
tion of G. The coefficients of numerical normal forms being related to values
of Walsh transforms, this bound and the bound of [3] have some similarity; we
show that they are neither comparable from the viewpoint of their hypotheses,
nor from the viewpoint of the limits they impose to the algebraic degree; they are
then complementary. We prove a second bound, dealing with the coefficients of
the numerical normal forms of component functions of F~'. This latter bound
proves again the bound of [3]. Its hypothesis includes that F' is a permutation
but, except for this restriction, is lighter than the hypothesis of the bound of
[3]. It is then complementary to the bound of [3] as well. We finally study the
extensions of these bounds to the composition of three functions.

2 Preliminaries

In this paper, some representations of Boolean functions will involve sums in o,
and some others will involve sums in Z (i.e. not modulo 2). We shall then need
to distinguish between the sums in Z, that we shall denote by +, and the sums
modulo 2, that we shall denote by &. However, instead of denoting the addition
in I} by @, we shall denote it by +, because Fy will sometimes be identified
with the field Fan, in which the addition is traditionally denoted by +. This
will create no problem of confusion in the reading. We denote by wp(u) the
Hamming weight of an element u of F5. The functions from 4 to F5* are called
(n, m)-functions. Such function F being given, the n-variable Boolean functions
fi,..., fm defined at every © € Fy by F(z) = (f1(2),..., fm(z)), are called the
coordinate functions of F. When the numbers m and n are not specified, (n, m)-



functions are called vectorial Boolean functions or simply wvectorial functions.
Vectorial functions (in practice, (n, m)-functions where n and m are most often
even, for reasons of efficiency, and are between 4 and 8 for the same reason)
play a central role in the security of block ciphers, where they provide the
necessary confusion (see [14]) and are called in such framework substitution
bozes (S-bowes). An S-box needs to allow resistance to the two main known
attacks and their variants: the differential attack (for which the S-boxes need
to have low differential uniformity, see below) and the linear attack (for which
they need to have large nonlinearity, see below as well). Such S-boxes are in
general concatenated in substitution layers. The linear combinations over Fa,
with non-all-zero coefficients, of the coordinate functions of a vectorial function
are called its component functions and play a major role in the security of the
block cipher in which it is involved; the nonlinearity of a function is the minimum
nonlinearity of its components (see below).
The whole cipher, made of the iteration of rounds that are the combinations
of S-boxes, diffusion layers (whose role is to spread the influence of every input
bit) and round-key additions, must ensure sufficient complexity after several
rounds. In particular, the algebraic degree (see the definition below) of the
global vectorial function whose input is the plaintext (or the private key, or
both) and whose output is given by the r-th round, must be large enough as
soon as r is large enough.
For m = 1, we call support of a Boolean function® f the set supp(f) = {x €
2: f(z) = 1} (and Hamming weight the size of this support), while the support
of a vector z € F} equals {i € {1,...,n};z; = 1}. We summarize below the
definitions and properties that shall be needed in the proofs of this paper, and
we refer to [4, 5, 7] for more details.

The truth-table of a Boolean function and the look-up table of a vectorial
function, that is, the table of all pairs of an element of F§ (on which an ordering
is chosen) and of the value of the function at this input, gives some information
on their cryptographic properties (like the Hamming weight in the former case
and the balancedness in the latter) but not enough. The already mentioned
algebraic normal form (ANF), which is the unique n-variable multivariate poly-
nomial representation in Fa[z1,...,3,]/(x3 + x1,...,22 + x,) in the case of
Boolean functions and in F3'[z1,...,7,]/(23 + 21,...,22 + x,) in the case of
(n, m)-functions, allows defining an important parameter, the algebraic degree.
The ANF writes:

o= @ (H )

P aa's arel, (1)

IC{1,...,n} el I1C{1,...,n}
F(z)= Z ar (sz> = Z arz’; a; € FY, (2)
IC{1,...,n} i€l IC{1,...,n}

1We shall use lowercase letters for denoting Boolean functions and capital letters to denote
multi-output vectorial functions.



where 2! = [1;c; i is called a monomial. The values of the function are given
by the binary Mobius transform of the coefficients of the ANF:

f@)= @ ar (3)

ICsupp(x)

where supp(z) denotes the support of 2. Conversely, the coefficients of the ANF
are given by the binary Mébius transform of the values of the function:

VIC{l,...,n},ar = T f(=). (4)

z€FY; supp(x)CI

The same formulas are valid for vectorial functions.

The degree of the ANF shall be denoted by daig(f) (resp. daig(F)) and is called
the algebraic degree of the function: dgug(f) = max{|I|; ar # 0}, daug(F) =
max{|I]; a; # (0,...,0)}, where |I| denotes the size of I (with the convention
that the zero function has algebraic degree 0, so that the algebraic degree can
be invariant under translation of the output). This makes sense thanks to the
existence and uniqueness of the ANF.

Note that the algebraic degree of an (n, m)-function equals the maximal algebraic
degree of the coordinate functions of F' and also equals the maximal algebraic
degree of the component functions. It is an affine invariant (that is, its value
does not change when we compose F', on the right or on the left, by an affine
automorphism). According to Relation (4), we have:

Proposition 1 For every n-variable Boolean function f, we have dqqy(f) =n
if and only if wy(f) is odd. More generally, for every (n,n)-function F, we

have dqiq(F') = n if and only if erFg F(z) # (0,...,0).

There is a representation with uniqueness of Boolean functions similar to the
ANF but over Z instead of being over Fo, which is called the numerical normal
form (NNF) and will be a useful tool for proving some bounds below. It rep-

resents Boolean functions by elements of the quotient ring Z [z1, ..., z,]/(x3 —
T1y. .., T2 —xp):
f(SC) = Z A7 (H $Z> = Z A7 .’EI; A1 €7, (5)
IC{1,...,n} el IC{1,...,n}

where the addition is in Z. The NNF of f can be directly deduced from its ANF

since we have:

f@)= @ wd = D= T[] (-pu°

IC{1,...,n} IC{1,...,n}

= 1-2f(x)= J[ (-2a2") (6)

IC{1,...,n}

I

and expanding (6) gives the NNF of f(x).
We call the degree of the NNF of a Boolean function f its numerical degree



and denote it by dpyum(f). Since the ANF of a Boolean function is the mod
2 version of its NNF, the numerical degree is always bounded below by the
algebraic degree (and determining all the Boolean functions for which these two
degrees are equal is an open problem).

Applying Relation (6) when f(z) is a linear function and with Boolean functions

f1,.-., fr instead of variables, we deduce the formula:
k
Dr= > "]k (")
i=1 OA£IC{1,....k} iel

Inverting Relation (7) is obtained by applying it to every J C {1,...,k} in the
place of {1,...,k} and making linear combinations of the resulting equalities so
as to eliminate all products of less than k functions. This provides an expression
of the product of the f;’s by means of their linear combinations in BF,,, which
will play a role in the sequel:

l
[Mr=gs >y (@fi) : ®)
i=1 }

P£JC{1,...,1 ieJ

Note that this relation can be easily checked by starting from the right-hand
side of (8), applying (7) to €@, fi (instead of @le fi), and observing that,
{1,...,1} and is null otherwise.

Relation (8) has been originally obtained in [3], but it was proved in a more
complex (and purely calculative) way.

Recall that F5 can be endowed with the structure of the finite field Fon, since
the latter is an n-dimensional vector space over Fo. Any (n,n)-function, now
viewed as a function from Faon to itself, admits a unique representation as a
univariate polynomial over Fon in one variable and of (univariate) degree at

most 2" — 1:
2n 1

F(z) = Z Sz’ 6; € Fan. 9)
=0

Note that this works more generally for any (n,m)-function where m divides
n, since such function is a particular case of an (n,n)-function, because Fom
is a subfield of Fon (note that this includes the case m = 1). The alge-
braic degree of F' can be directly read on this representation as well; it equals
max;—o,... 2n —1;5,20 W2(j), where wy(j) is the Hamming weight of the binary
expansion of j (see e.g. [5, 7]).

For n even, an (n,n/2)-function (or more generally an (n, m)-function where m
divides n/2) can also be viewed as a function from F3,,, to Fy./2 and repre-
sented in bivariate form: 3 oo, icons2_1 @i 2"y, where a; j € Fonsa.

The Fourier-Hadamard transform of the functions ¢ from F3 to R (called
pseudo-Boolean functions) is the R-linear mapping which maps ¢ to the func-



tion @ defined on F% by:

Plu) =Y olz) (=1)"", (10)
zeFy

w

where “.” is some chosen inner product in F3. Given an n-variable Boolean func-
tion f, we have two associated transforms: the Fourier-Hadamard transform of f
where f is then viewed as a function from FJ to {0,1} and the Walsh transform
of f which is the Fourier-Hadamard transform of the sign function (—1)7:

Wf(u) _ Z (_1)f(a:)€Bu.ac.
z€Fy

We have: R

Wy =2"§ — 2f, (11)
where §y denotes the Dirac (or Kronecker) symbol, i.e. the indicator of the
singleton {(0,...,0)}, defined by dp(u) = 1 if u is the null vector and dp(u) = 0
otherwise.
The following result (see e.g. [4, 7]) will play a role in the sequel:

Proposition 2 Let f be an n-variable Boolean function (n > 2), and let 1 <
I < n. Assume that the Walsh transform values of f are all divisible by 2' (i.e.,
according to Relation (11), that its Fourier-Hadamard transform takes values
divisible by 2'=1). Then f has algebraic degree at most n — 1+ 1.

There is (see e.g. [4, 7] as well), a direct relationship between the values of the
Walsh transform of a Boolean function and the coefficients of its NNF': for every
u # (0,...,0), we have:

Wi (u) = 2(—1)wn W+ > 2n N, (12)
IC{1,...,n}; supp(u)CI
and, for I # (), we have:
Ap =27 (=2)l1=1 > Wi (u). (13)

u€Fy; ICsupp(u)

This implies that f has numerical degree at most d if and only if Wy (u) = 0 for
every vector u of Hamming weight strictly larger than d.

For vectorial functions, we define the Walsh transform as follows:

We(u,v) = Wyp(u) = Y (1) FO% 4 e By v € Fy.

z€Fy

In fact, the Walsh transform of F' equals the Fourier-Hadamard transform of
1g,. Applying Proposition 2 to 1g,., we have then that, if the Walsh transform
values of I are all divisible by 2/, then 1g,. has algebraic degree at most n-+m—1.
This latter property is stronger than Proposition 2 applied to the coordinate
functions of F (or to its component functions), thanks to a bound that we shall
obtain below in (17).



3 State of the art on the algebraic degree of
composite functions

There does not exist a general upper bound, except the naive (or trivial) bound
seen in introduction (which is inefficient, except in some particular cases, such
as when one of the functions is affine).

Two bounds exist in restricted frameworks.

The first bound, shown in [3], needs a very strong hypothesis for being ef-
ficient: if the Walsh transform Wy has all its values divisible by 2!, then
daig(Go F) < mn — 1+ dgy(G). We shall call this bound the Canteaut-Videau
bound. Because of its rather restrictive assumption, it is more useful as an
indication, for cryptographers, on those S-boxes which should be avoided in a
block cipher (like almost bent functions, see e.g. [5, 7]).

The second bound, shown in [1], does not apply to all functions either, but its
assumption is always satisfied when dealing with the model of block ciphers
called Substitution-Permutation networks: for every (n,n)-permutation F' and

any (n,r)-function G, we have dgy(Go F) < n — L%}gljf)@

bound, that we shall call the Boura-Canteaut bound, shows that the algebraic
degree of the computational inverse of a permutation plays a role in the alge-
braic degree of the iterated rounds implementing it. This is a precious indica-
tion for the designer of a block cipher. Let us then recall how it is proved in
[1]. Firstly, the authors show by calculation that, for every (n,n)-permutation
F and every integers k,[, the maximal algebraic degree of the product of at

k] (F), satisfies:

J . This upper

most k coordinate functions of F', that we shall denote by d

alg
dgkl]g(F) <n—-I| <<= dﬂg(F_l) < n — k (we shall see that this can be ob-

tained as a direct consequence of Relation (21) below, which will illustrate how
graph indicators allow to simply prove and explain properties, that seem ob-
scure without them). Secondly, the basic bound dge(G o F) < del‘;lg(G)](F)
implies that dgg(Go F) <n— {%}ZQ@J , by application of the equivalence
alg
daig (G l - . —1—da14(G .

dglglg( )](F) <n—l << dL}g(F D) < n—day(G) with I = ["daTFﬂgf))J, using
that dll (F~1) < Udug(F).

This proof does not give much insight on the reasons why this bound works
(except for the important fact that it proves it, of course). Moreover, the bound
is not very efficient when applying it iteratively, even with just one iteration
(as we shall show in Subsection 5.2.4) and this is a limitation to its practical
impact. It would then be useful to find an approach which would also apply
efficiently to the composition of more than two functions, and this requires to
understand what structure and properties are behind the bound.



4 ANF and bivariate representation of the graph
indicator of a vectorial function

Denoting by 1g,.(z, y) the indicator (i.e. the characteristic function) of the graph
Gr = {(z, F(z)); x € F}} of an (n, m)-function F, whose value is 1 if F'(z) =y
and 0 otherwise, we have:

Proposition 3 [6] Let F be any (n,m)-function and let fi,..., fm be its coor-
dinate functions. Denoting {1,...,m}\ J by J¢, we have:

lg, (z,y) H Y @ fi(z) ®1) = @ pra(2)y’,
Jj=1

JC{1,....m}

where

pra(@) =[] (fi(z)@1). (14)

jeJe

This is easily proved by observing that, for every y,y’ € F3', we have y = ¢/ if
and only if H;ﬁ:l(yj ®y; ®1) =1, and applying it with y' = F(z). We deduce
then:

Corollary 1 Let F be any (n,m)-function, then with the notation of Proposi-
tion 3, we have:

datg(1gp) = | _max(daty (s () + 1), (15)
dug(F) = max dg(or,1(2)) (16)
< duyllgy) = (m—1). thy

Relations (15), (16) and (17) are valid for every vectorial function F' thanks to
our convention that the zero Boolean function has same algebraic degree 0 as
the constant function 1.

The upper bound in (17) is tight. For instance, it is an equality when F' is affine,
since the graph indicator has then algebraic degree m. It is also achieved with
equality when F' is the multiplicative inverse function, that is, has univariate
form F(x) = 22" 72, 2 € Fan, since duy(F) equals then n— 1, and we know from
[6] that 1g,. (x,y) equals then 22" 1 4 ¢2" 1 + Z?:EQ(xy)j7 and has algebraic
degree 2n — 2.

The following result, that is a straightforward consequence of Relation (15),
is not very strong, but it may be useful in some particular cases:

Corollary 2 For every (n,m)-function F such that, for each j = 1,...,m,
the j-th coordinate function f; of F' has algebraic degree at least 1, we have

dalg(lgF) < Z;n 1 alg(fj)

10



If F'(x) is given in univariate representation, then we have, for every x,y € Fan,

that
2" 1

lge(w,y) =1+ (y+F(2)” 7 =1+ Y " (F@),  (18)
j=0
and then we have:

daig(lgp) = oTHX [datg (F(2))7) +n —ws(j)] -

4.1 Case where F' is bijective
4.1.1 Representation by the ANF

If F is a permutation (assuming m = n), then we have 1g, (v,y) = 1g__, (v, ),
where F~! is the compositional inverse of F', and thus, as observed in [6], if we
use the alternative decomposition:

19F(xay) = @ "/)F,I(y) xla (19)

IC{1,...,n}

(that is valid for every function) we have, when F is bijective:

ver)= [ Hwe, (20)

where f/ is the i-th coordinate function of F~1.
We have then the following relation between the coordinate functions of F' and
F-L

D v II wen= @ L [ CHwen. @y

JC{1,...,m} Je{1,...m}N\J IC{1,...,n} i€{l,...,n}\I

This directly implies that dgkl] (F)<n—l<= dg;g(Ffl) < n—k, by considering

I such that [I| = n — [ and J such that [J| = n —k, since [[;cq s (fi(z) @

1) =@ cq,..npulljes fi(z) has algebraic degree at most d([ﬁg_l‘]”(F).

4.1.2 Representation in bivariate form

As already observed in [6], we have:

Lo (@) = 1g, (o) =1+ 3 a5 (P (y)). (22)
=0

11



5 Related bounds on the algebraic degree of com-
posite functions

In this section, we shall first recall what is known on the graph indicators of
composite functions GoF'. Then in Subsection 5.1, we shall derive simple bounds
on the algebraic degree of G o F' for general functions, by means of the algebraic
degrees of the graph indicators of the functions and of those of the functions
themselves. One of these bounds is very efficient. It is deduced from an exact
expression of dgq(G o F') that we shall derive and which has its own interest. It
implies the Canteaut-Videau bound as a simple corollary. We shall generalize
these results to three functions. Subsequently, in Subsection 5.2, we shall study
the case where F' is a permutation and prove a bound which slightly improves
upon the Boura-Canteaut bound. Our approach will give insight on the reasons
why this bound is true. We will generalize the approach to the compositions
of three functions and obtain bounds more efficient than the iteration of the
Boura-Canteaut bound and its slight improvement.

We start with the following formula from [6], expressing the graph indicator
of G o F' by means of those over F' and G, and involving only additions and
multiplications: for every (n,m)-function F' and every (m,r)-function G, we
have:

lggor (2, 2) = Z lgp (2, y)1g6 (v, 2) = @ lg,p(2,y)1g. (y, 2). (23)
yeFy yeFy

According to Relation (23) and to Proposition 3, and using Relation (19) and
Proposition 1, we have then:

lgeor(,2) = @B 25| B Uriwec.x®))

IC{1,...,n} yEFy

_ D ol 2K, (24)

IC{1,...,n},KC{1,...,r};

dalg(u;pﬁf(y) erkc(gkeél)(y)):m

where K¢ = {1,...,r}\ K and the g;’s are the coordinate functions of G. This
implies:
dalg (Iggor) =

max{|f|+K|; Ko day (wF,Ay) II (gk@n) :m}. (25)

keKe

Relation (25) provides an efficient information for deriving bounds on the al-
gebraic degree, because it deals with a multiplication instead of a composition,
and the algebraic degree of the product of two Boolean functions is bounded
above by the sum of their algebraic degrees while the algebraic degree of the
composition of two vectorial functions is bounded above by the product of their
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algebraic degrees.
For being able to exploit Relation (25), we need to have an expression of 1 1 (y).
A first observation is that, according to Relation (4) applied to lg,(x,y) =

®Ig{1,...,n} Yr1(y) z!, we have:

Vri(y) = >, lg,(z,y) = |[F~'(y) N Er| [mod 2], (26)

z€FY; supp(x)CI

where Er = {z € F}; supp(x) C I}. This relation has the interest of being
completely general. But when F' is bijective, we shall derive a more exploitable
one. This is why we shall treat the case where F' is a permutation apart.

5.1 Algebraic degree of composite functions in general
5.1.1 Case of two functions

We observe first that Relation (23) implies that:

datg(1ggor) < datg(lgr) + daig(lge)-

Note the similarity with the bound duy(fg) < daig(f) + daig(g) on general
Boolean functions. But this latter bound is tight while the former is not, except
in some extreme cases, and we have dqiq(1g, ) +daig(1g,) > m+r, which implies
that m needs to be small enough, for the bound to be useful. This comes from
the fact that the Hamming weights of the exponents of y are taken into account
when calculating dqi4(1g,) and daig(1g, ), while they are not when calculating
the algebraic degree of the function (z, z) — GayeIF;“ 1g.(z,y)1g, (v, 2).

We deduce by using (17) that, for every (n,m)-function F' and every (m,r)-
function G, we have:

datg(G © F) < datg(1g;) + darg(1ge) — (r —1). (27)

Relation (27) is often better than the naive (or trivial) bound dg;e(G o F) <
(datg(F)) (daig(G)), but it is also most often too weak for giving any information
(when its right hand side term is larger than n).

We shall show now that we can obtain a much better bound, after deriving
an exact expression of dq;4(G o F'). Relation (24), and Relation (16) applied to
G o F instead of F, imply:

datg(G o F) =
e (max {|1}; I € {1,...,n}iday (9 ® 1)Ypp,r) =m}).  (28)
Remark. According to Proposition 1 and to Relation (26), and because of the
equality (J, ¢ 1) F~Y(y) = F~Y(g;;'(0)), we have then:

doig(Go F) = ke?llaxr} (max {|I|; I C {1,...,n};|F~*(g; '(0)) N Ef| odd}),
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where E7 is defined after Relation (26), and this is also what gives Relation (4)
applied to G o F. O

Relation (28) leads to the following bound:

Theorem 1 For every (n, m)-function F and every (m,r)-function G, we have:
datg(G o F) < dag(lgy) + daig(G) —m.

Proof. The equality 1g.(z,y) = @Ig{l,i..,n} Yp(y) ! implies that, for ev-
ery I C {1,...,n}, we have dugy(¥r1) < dag(lge) — |I|. The condition
daig ((gx @ 1)¥r,r) = m in Relation (28) implies then that m < dgig(lg,) —
[I| + daig(gr), that is, |I| < daig(1g,) + daig(gr) — m. Relation (28) completes

the proof. O

Strengths and weaknesses of the bound of Theorem 1:

1. The bound is simple and general. Thanks to (17) applied to G, with r
instead of m, it is always much better than the bound in (27). Let us study its
tightness. It is easily seen that it is achieved with equality when F' is an affine
automorphism, since dg4(1lg,) equals then n. It is also achieved with equality
when F' is the multiplicative inverse function and G is an affine automorphism,
since we have seen that dui4(1g, ) equals then 2n — 2 and since dq4(F) equals
n — 1. Let us give now an example where none of the functions has algebraic
degree 1: we have seen in [6], when studying the so-called switching method,
that taking an (n,m)-function F' = (fi,..., fm) and an n-variable Boolean
function f, and denoting Fy = (f1,..., fm—1, fm @ f), F' = (f1,..., fm—1) and
y/ = (yla s aym—l)’ we have 1gFf (.T, y) = 1gF (xay) + f(x) 191:/ (IE,y/). If Flis
affine and f is non-affine then dalg(lgFf ) = daig(f)+m—1. Note that GoFy(z) =
GoF(x)+ f(x)D,...01)G (). If darg(Do,....01)G) = daig(G) — 1, then for every
f such that daiy(f(2)Dqo,...01)G(x)) = daig(f) + daig(Dyo,...0,1)G), the bound
of Theorem 1 for G o F} is an equality.

2. The bound, that has also the interest of depending on F’ and G separately,
provides an important tool for designers when they choose S-boxes supposed to
increase the algebraic degree of functions by composition:

Function F must have a graph indicator of algebraic degree significantly larger
than m (more precisely, as close to n+m — 1 as possible), for allowing that
G o F has algebraic degree significantly larger than G.

Remark. It is interesting to see that the multiplicative inverse function, which
has been chosen as S-box in the AES (see [10]), fulfills this criterion, since we
have seen that its graph indicator has algebraic degree 2n—2. We need however
to moderate this observation: it is easily seen with Relation (17) that, for every
(n, m)-function F', we have dqiq(F) +m —1 < dgg(lg,) < n+m—1 (the right
hand-side inequality coming from the fact that 1g, has even Hamming weight),
and for every (n,m)-function F of algebraic degree at most n — 1, we have
datg(F) +m — 1 < du,(1g,) < n+m — 2 (since the coefficients of xtl-nly’
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and z!ytlm} equal 0, for every I,.J such that |[I| > n —1 and |J| > m — 1),
and any (n,m)-function of algebraic degree n — 1, such as the multiplicative
inverse function, satisfies then dqi4(1g,) =n +m — 2. a

3. The bound has also the advantage of being valid without the assumption
that n = m. In the case n = m, we shall derive, in the particular case where F' is
bijective, a bound that does not involve dqi4(1g, ), that may be hard to calculate
in some cases, but only dug(F~!) and duy(G), and that is slightly stronger
than the Boura-Canteaut bound. Before that, let us illustrate with an example
how the two bounds are evaluated, and compare their values. Let us take for
instance n = m odd, x € Fgn, F(z) = 2>+, with i < n/2 and ged(i,n) = 1
(this power function is called a Gold function; under these conditions, it is a

permutation). The graph indicator of F' equals 1g,.(z,y) = 1+ (y+22 T1)2" -1 =

1+Z?:§1 y2"=1-3 23('+1) and we have then daig(1g,) = maxo<j<on 1 (w2 (2" —
1—j)+wa(j(2°+1))) = maxo<j<on—1(n—wa(j) +w2(j(_2i +1))). The bound of
Theorem 1 gives then dg(GoF) < maxo<;<on—1(w2(j(2'+1))—wa(j))+daig(G)
and the Boura-Canteaut bound gives (since the algebraic degree of F~! equals

241 as shown in [11]) dayg(Go F) <n — {7”;:;?;51(?)J =n-— liz(nfl,:ﬁlg(a)) ;

which equals n or n — 1, while the bgund of Theorem 1 is much better. For
instance, taking r = n and G(z) = 2% 1, with i # i’ < n/2, we have checked
for small values of n that, in average, the value of the bound of Theorem 1 is
about half the value of the Boura-Canteaut bound.

4. However, there are some cases where the bound of Theorem 1 is weak
(which is probably inevitable for a bound valid without any constraint). Take
for instance for F' the multiplicative inverse function, and for G a power func-
tion G(z) = 2%. Then G o F(z) = x?"~'~% has algebraic degree n — wo(d) =
n — dag(G), while the bound gives dqiy(G o F)) < n — 2+ dagy(G). The bound
is then efficient only when G has low algebraic degree. There are even some
extreme cases where the bound is weaker than the naive bound. Take for in-
stance G affine. Then the naive bound writes dqq(G o F') < dgiq(F') (and if G
is a permutation, there is equality) but our bound may be far from this value,
because 1g, may have algebraic degree much larger than m + dgq(F') — 1.

Improved bound, also efficient when G is affine (and exact when
G is an affine permutation):
The next result shows that, in the bound of Theorem 1, the algebraic degree of
1g, may be replaced by that of a function whose ANF is a part of 1g, (z,y).

Theorem 2 For every (n,m)-function F and every (m,r)-function G, let the
functions pg j be defined by Relation (14) and let

hrc(z,y) = @ er.(x)y’. (29)

We have:
dalg(G o F) S dalg(hF,G) + dalg(G) —m.
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Proof. For every I C {1,...,n}, the only terms in ¢z ;(y) which can ensure, for
some k, the condition daiy ((gr © 1)¥r,r) = m of Relation (28), have degree at
least m — dg14(G) and then, when multiplied by z!, are terms of hp . Writing
Relation (29) in the form hre(z,y) = @icp,. 0 ¥rcr(y) x!, the rest of
the proof is similar to the proof of Theorem 1: we have then dgqy(G o F) =
maxge(1,..} (max{|I; I € {1,...,n};dauy ((9x © 1)¥F,c,1) = m}); the relation
darg (g1 © 1)Yr.c.1) = m implies that m < dug(hr.c) — |I| + daig(gx), that is,
1| < daig(9k) + darg(hr.c) —m- .
If G is affine, then hpg(z,y) = @ or.(x)y’. According to relation

1 and daig(¢rq1,....my) = 0. Hence, if F' is not constant, we have duiy(hrc) <
daig(F') +m — 1, and the bound of Theorem 2 gives then dqy(G o F) < dgiq(F)
and the bound is tight when G is affine.

We have seen in Section 2 that, if the Walsh transform values of an (n,m)-
function F are all divisible by 2!, then 1¢, has algebraic degree at most n+m—1.
We immediately deduce then from Theorem 1:

Corollary 3 Given three positive integers n, m,l such that 1 <1 < n, for every
(n, m)-function F whose Walsh transform values are all divisible by 2! and every
(m,r)-function G, we have:

darg(G o F) < m— 1 + daig(G).

This is exactly the Canteaut-Videau bound, which happens then to be a direct
consequence of Theorem 1 and whose explanation becomes crystal clear. Note
that using Theorem 2 instead of Theorem 1 would give the same bound under
a different hypothesis.

5.1.2 Case of more than two functions

Another advantage of our approach is that Theorems 1 and 2 can be generalized
to several functions. Let us consider the case of three functions. For every
(n, m)-function F, every (m,r)-function G and every (r, s)-function H, we have,
according to Relations (16) and (23):

daig(HoGo F) =

(s ({7 7€ {1, s daty (0ra(9)1 9. 2) () 1) = 1)),
and dag (Vr1(y)1gs (Y, 2)(hi(z) @ 1)) = m+r implies that m+r < daig (Vp,1)+
daig (1gc)+dalg(hk(z)@1) < dalg (1QF)+dalg (1gc)+dalg(hk(z)@1)_ [1]. More-

over, with the same arguments as in the proof of Theorem 2, we can replace in

this reasoning 1g,. (z,y) by hpg,u(z,y) = D JC{1,m} org(z)y’.

[T12mtr—daig(1gy)—darg(H)
Therefore:

16



Theorem 3 For every (n,m)-function F, every (m,r)-function G and every
(r, s)-function H, we have:

dal!](H oGo F) < daig (191:) + daig (1gc) + dalg(H) —m-=r. (30)

Moreover, we can replace daig(1g,) by daig(hpc m) in this evaluation, where

hrc.u(T,Y) = @ pra(@)y’.

JC{1,...m};

U\ZWH—T—dalQ(lgG)—dalg(H)
Note that the bound of Relation (30) is much better than what we get when
applying Theorem 1 to the functions G o F' and H, using Relation (23) and
bounding the algebraic degree of a product by the sum of the algebraic degrees
(this gives a gap of m). The bound of Theorem 3 is tight (take F' and G affine).

5.2 Algebraic degree of G o F' when F' is a permutation

If F'is a permutation, then we have seen in Subsection 4.1 that 1 ; introduced
in Relation (19) factorizes into [, ;.(f{(y) ©1), where f; is the i-th coordinate
function of F~!. According to Relation (24), we have:

1gGoF(xvz) = @ IIZK? (31)

IC{1,...,n},KC{1,...,r};
daig(Tjere (FL®D Tge ke (9p®1))=n
where I¢ = {1,...,n}\ I, K¢ = {1,...,r} \ K and the gx’s are the coordinate
functions of G.

Remark. If F is identity (that is, f/(y) = y; for every i), then this for-
mula gives correctly lg.. .(z,2) = lg,(z,z), but this needs a little work to
be checked. In a nutshell, given the function h(y) = [],c k. (gr(y) © 1), we have
datg (ITieze(vi ® 1)h(y)) = n if and only the intersection of the support of & with
the set {y € F%; supp(y) C I'} has odd size, that is, according to Relation (4), if
y! has coefficient 1 in the ANF of h(y); Proposition 3 completes then the argu-
mentation. And if G is identity, the formula gives also 1g., . (2, 2) = 1g, (2, 2),
that can be checked similarly. The reason why checking 1g,,.,,(z, 2) = 1g. (2, 2)
is not direct is related to the fact that Relation (31) brings a different viewpoint
on the composition of functions, and this will be illustrated by bounds. O

5.2.1 An exact evaluation of the degree of GG o F' when F' is bijective

Representation by the ANF Relation (31) implies:
dalg (]‘gGoF(x’Z)) = max (|I| + |K|)a (32)

I1C{1,...n} KC{1,...,r};
datg(Iiere (F]®) Mpe ke (95 ®1))=n

which will be useful in the sequel. According to Relation (16) applied with Go F'
instead of F', we have:
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Theorem 4 For any (n,n)-permutation F' and any (n,r)-function G, we have:

daig(Go F) = ke?%,aj.}ir} (max{|]|; dalg ((Qk ©1) H (fi® 1)) = n}) , (33)

iele

where the f!’s are the coordinate functions of the compositional inverse F~1 of
F and the gy ’s are the coordinate functions of G.

Important remark. In Theorem 4, the “®1”’s play no role. In other words,
each coordinate function may be complemented or not in Relation (33). Indeed,
complementing some coordinate functions of F~! corresponds to applying a
translation to the output of F~1, that is, the input to F, and does not change
the algebraic degree of G o F'; and complementing some coordinate functions
of G corresponds to translating the output of G, which does not change the
algebraic degree either. ]

Remark. According to Theorem 4, G o F' has algebraic degree strictly smaller
than t if and only if the product of at most n—t coordinate functions of F~! and
of one coordinate function of G never reaches algebraic degree n (i.e. has always
even Hamming weight). And the fact that each of these coordinate functions
can be complemented or not can be checked by another way: the product of
at most n — ¢ functions, some being complemented, equals a sum of functions
equal to the products of at most n — ¢ functions. o

Remark. Since F~! is a permutation, the product of less than n of its coor-
dinate functions (complemented or not) has even Hamming weight. Hence, in
Relation (33), it is thanks to the multiplication by (gx @ 1) that the product
(9 ® 1) [ ;e (ff © 1) can reach algebraic degree n. Note that Theorem 4 also
shows that, for every permutation F' and every non-constant function G, there
exists I such that daig (95 ® 1) [L;c;c(fl @ 1)) =n. O

Representation in bivariate form From (18), (22) and (23) we deduce, as
altready observed in [6], that for every (n,n)-permutation F and every (n,n)-
function G, we have:

1gcor (1'7 Z) =

n_q

2
S E ) | S Gt |
k

i=0 \y€EFon =0 \y€Fan

> 3 Frenicwr )

i,ke{0,...,27—1} \y€EFan

Gathering the terms, monomial by monomial, we obtain:

1QG0F($7 Z) =
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i Z(G(y))’“(ljt(F*l(y)y”fl) L2k
k=0 \y€EFan

> Yo (FTH) G | 2P R

i,5€{0,....2n—2} \yE€Fqn

Note that, for k = 0, we have Zyemgn(G(y))k (14 (F~Y(y))>" ') = 1, since
there is a unique y such that F~1(y) = 0. We deduce, using Proposition 1 and
what is recalled in the introduction about the algebraic degree in polynomial
representation:

daig(lge,») = max (n, max (2n — wo (i) — wg(k)))

i,k€{0,...,2" —2}
darg(F=1(1) (Gw)k)=n

As observed in [6], the univariate representation of a function F(x) is obtained
from 1g,.(x, z) as the z-dependent coefficient of 22" =2 Exploiting this property
with G o F instead of F', we deduce:

daig(Go F) = e DA (n - wg(z)) (34)
daig (F~1(®)PG(y)=n

Remark. Since the inverse of F' plays such important role, let us recall that
the inverses of the exponents of known APN (in fact, AB) power permutations
(n odd) and the algebraic degrees of the corresponding power functions (which
are also APN (AB)) have been determined in [11]. O

5.2.2 Deduced bound on the algebraic degree of Go F

In Relation (33), the equality daig ((9x © 1) [[;c;e(f] ©1)) = n implies n <

datg(G) + (n — |I|) darg(F~1), that is, [I| <n — %. We deduce:

Corollary 4 For every (n,n)-permutation F and every (n,r)-function G, we
have:

daig(Go F) <n — {m-‘ _

The Boura-Canteaut bound and that of Corollary 4 provide a criterion for the
choice of S-boxes in block ciphers when they are permutations: both algebraic
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degrees of F' and F~' should be as large a possible. Indeed, this S-box may play
the role of G or that of F', according to the situations.
For most pairs (F, G) of (n,n)-functions, the bound of Corollary 4 improves

by one unit the Boura-Canteaut bound recalled in Section 3, since the inequality

n-1—daig(G) _ n—dais(G) e ne1edag (@) | [n—dae(G)
da,g(Flfl) < dalg(;’*l) most often implies {4(1(”9(1;71) J — ’Vdalig(}‘il)—‘ —1.

The bound is tight, since it is an equality when F' is affine (which is not the
case of the Boura-Canteaut bound); another example for which it is an equality
is when G o F has algebraic degree n, that is, when G has (maximal) alge-
braic degree r (since F' is a permutation, we have then Zzng (Go F)(z) =

ZyGIF; G(y) # 0; note that the Boura-Canteaut bound is also an equality in
that case). It would be nice to be able to determine all the pairs of functions
for which the bound is an equality.

Remark. The bound of Corollary 4 and the bound of Theorem 1 both are
consequences of Relation (28). The bound of Theorem 1 exploits the fact that
datg(Vr1) < dag(lgp) — |I| (and is then weaker than the exact expression given
by (28)) while Corollary 4 uses this exact expression, which results in (33), but
also weakens it. And both bounds use that the algebraic degree of a product of
functions is bounded above by the sum of their algebraic degrees, but in differ-
ent ways, with different impairments. These two bounds and the naive bound
are complementary; none is a corollary of one of the others. O

Remark. There are cases where the gap in the bound of Corollary 4 is small,
see the remark after Theorem 5, in which we investigate a more general set-
ting. There are also cases where the value of the bound is far from the exact
value given by Relation (33). A first example is when G = F~!: Relation
(33) gives directly that dgq(G o F) equals the algebraic degree 1 of the iden-
tity function (indeed, for any I of size larger than 1, (gx © 1) [[;c;(fi © 1)
never reaches algebraic degree n, since (gr ® 1) [[,c/(f] ® 1) equals the prod-
uct of less than n functions (f/ @ 1)), while the bound of Corollary 4 gives

datg(Go F) <n — [%-‘ = {n(l — W)J + 1, and this latter value

is arbitrarily larger than 1. m|

Let us now apply Corollary 4 to G o F' in the place of G, and to F~! in the

place of F. We obtain dy;4(G) <n — %((%OF), that is:

Corollary 5 For every (n,n)-permutation F and every (n,r)-function G, we
have:
daig(Go F) > n— (n—dag(G)) daig(F). (35)

This lower bound gives information only when dy;4(G) is near n and dg4(F) is
reasonably small, but it is worth mentioning.

We have also the following bound (that will be useful in relation with The-
orem 6 below) that we easily deduce from Relation (32) and the fact that the
equality daig (IT;cze(f{ © 1) [Tyexe(9x ®1)) = n in this relation implies n <
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(n=1]) datg (F~)+(r—|K]) datg (G) < (ntr—|I|—|K|) max(dag(F~), daig(G)),
which implies:

Corollary 6 For every (n,n)-permutation F and any (n,r)-function G, we
have:

max(daig(F1), dag(G))

Note that, applying Relation (16) to G o F instead of F', we deduce:

dalg(lgGoF> <n+r-—

n

datg(Go F) <n+1—
1o ) max(daig(F~1), daig(G))

But this is never stronger than the bound of of Corollary 4, since, if dq;4(G) <
_ n _ n*darg(F_l)
dalg(F 1), then n + 1 — ’Vmax(dalg(F_l),dazg(G))-‘ = n — ’ngalgl(F_l) —‘ = N —

[LZH(G)-‘? and if dalg(G) = dalg(Fil) then n+1— ’VIIIaX(dalg(F”zl)udalg(c))—‘

darg(F~1)
’I’L*dalg(G) _ ’I’L*d,lly(G)
e [ Ta1g (G) 1 Z "N [dazg(Fﬂ)]

5.2.3 Case of the composition of more than two functions

To be able to evaluate the algebraic degree of the function whose output is that
of the i-th round of a block cipher, it is necessary to address the compositions of
more than two functions. We shall see that it is enough to extend Relation (31)
to three functions. Given any (n,n)-permutation F', any (n, m)-function G and
any (m,r)-function H, we have, iterating Relation (23), that 1g, .- (z,t) =

@ye]ﬁ‘gl 1QF (.’L‘, y)lgHoG (y’ t) = @ye]Fé”,zng 1QF (.’L‘, y)lgc (y7 z)lgH (Z7 t)' Using
Proposition 3 and Relations (14) and (20), we deduce:

]‘gHoGoF(x’t)
= @ "D |lItwen[luwezen [] tu:e

IC{1,...,n} yeFy | ielc j=1 keKe
KC{1,...,r} zEF

and according to Relation (16):

Theorem 5 For any (n,n)-permutation F, any (n,m)-function G and any
(m,r)-function H, we have:

dag(HoGo F) = ke?lmxr} (max {|I|; daig (Or,1(y,2)) =n+m}), (36)

.....

where

Oriv,2) = ([T @) ([Jew ez o) () o1)

iele

= (JTUiw eD)(tes(y, 2) ((z) @ 1),

iele
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the f!’s are the coordinate functions of the compositional inverse F~1 of F, 1¢,,
1s the graph indicator of G and the hy’s are the coordinate functions of H.

Remark. We deduce, taking F' and H equal to identity, that, for every (n,m)-
function G, we have dg14(G) =

. (37)

max
1<k<r

max{]; datg (( [[wen) (e w.2) (2 & 1)) =n+ m}

icle

Remark. In Theorem 5, function 1g,, is involved as a whole in the algebraic
degree of H oG o F'. Anyway, changing G for a CCZ equivalent function, even if
it does not change the algebraic degree of 1g,, changes in general the algebraic
degree of H o G o F. If we look for instance again at the case where F' and
H are both the identity function, we know (see [2]) that CCZ equivalence does
not preserve the algebraic degree; this can be verified with Relation (37), since
changing G into an affinely equivalent set may change the size of the index set
I of maximal size satisfying the condition of Relation (37). ad

Deduced bounds on the algebraic degree The equality duig (0x,7(y,2)) =
n + m in Relation (36) implies:

ntm < dag (H(ﬂ@)@1><1gc<y7z>><hk<z>@1>>

iele
datg(H) + (1 = |11) datg(F ™) + daig(1g,)

IN

that is, [I| < n — ntm—datg (o) —dato ()~ yyro deduce:
dalg(F )

Theorem 6 For every (n,n)-permutation F, every (n,m)-function G and ev-
ery (m,r)-function H, we have:

darg(HoGoF) < n— [”*mdalg(lgc) dazg(H)]
atg >~ .

datg(F~)

Remark. The bound of Theorem 6 is tight. For instance, if we take n = m

and F, G affine, then we have n — [n+m7d3fli1(%ci)1;d"lg(H)W = dag(H), since

1ga(y,2) = H?:l(yi @ z; ® 1) has algebraic degree n. If dqq(H o G o F) equals
n, then the bound is also clearly tight. There are also cases where the bound
is not an equality but the difference is small. If we take n = m = r and
F~Y(z) = 22"+ with i < n/2, n odd and ged(i,n) = 1 and G(z) = z>" 1, with
i # 4 < n/2, H(z) = 22 1, with i,7 # i < n/2, the graph indicator of G
equals g, (y,2) = (z+y> TH?" 1 41 = Z?lgl 22" (2 *1)_/—1— 1 and has
then algebraic degree equal to: maxo<j<on_1(n —w2(j) + w2 (j(2" +1))) and

darg(H 0 G o F) = wy (Wﬁ“) [mod (2" — 1)])
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Forn =9,i=2,i = 3,i" =4, we have dq4(H 0o Go F) = 6 and the bound gives
7.

For n =25,i = 11,7 = 4,i" = 12, we have dg;4(H o Go F') = 18 and the bound
gives 19.

There are also cases where the difference is large, for instance if we take n = m =
rand F(r) = G(x) = H(x) = 22, with i < n/2, n odd and ged(i,n) = 1. The
algebraic degree of F'~! has been given in [11], it equals "7“ and dqjg(HoGoF) =
wa((2041)3) = wo(23% 4 2%+ 4220 - 2041 4 21 4 1) equals 4, 5 or 6 (when these
six powers of 2 are distinct modulo 2™ — 1). The bound is often far from these
three values. a

Remark. In the bound of Theorem 6, each function plays a distinct role: the
first function F' in the decomposition plays a role through the degree of its in-
verse, the last function H plays a role through its own degree and the function
in the middle plays a role through the degree of the indicator of its graph. O

5.2.4 Comparison between Theorem 6 and the iterated known bound

Let us compare the bound of Theorem 6 with the Boura-Canteaut bound (or
better, its slight improvement by Corollary 4) iterated once. For such iteration,
we need that G be also bijective, with m = n. We take the optimum between
the application of Corollary 4 to the pairs (G o F, H) and (F, H o GG), and we
get:

daig(HoGo F)
n —dag(H) n —dag(H o G)
< —
=" maX([dalg(FloGl) ’ datg(F~1)
n— dalg(H) ’V n — dalg(H -‘
<n — max ) . (38)
n—daiy(F~1) datg(G™Y) - dgig(F~1
o [t 0T || () - g (F)
If A, p,v € [0,1] are such that dgiy(F~') = An, dag(G™1) = un and dyy(H) =
vn, then (38) writes dqjq(HoGoF) < n—max FZ’A}“ , “Xﬂ) and gives
[ Y S

then no real information since this will most often result in dgig(HoGoF) < n—1.

On the contrary, the bound of Theorem 6 still gives information: if additionally

n € [0,1] is such that dqig(1g.) = n(1+n), this bound writes dgig(H o Go F) <
1—v—n . R . . .. .

n— ( 5 ] And if this information is not significant enough, we still can try

to evaluate with a finer grain the exact value given by Relation (36).
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5.3 Bounds involving the numerical normal form of com-
ponent functions

Relation (8), applied to [ — 1 coordinate functions of F~! (or less) and one
coordinate function of G shows that, if the coefficient of H?:l x; in the NNF of
any sum (mod 2) of at most [ — 1 coordinate functions of F~! and at most one
coordinate function of G is divisible by 2!, then all the products of at most I — 1
coordinate functions of F~! and one coordinate function of G have algebraic
degree strictly less than n, which implies that if daig ((gx ® 1) [Tie7e(f/ ®1)) =
n then |I¢| > I, that is |I| < n — . According to Relation (33), we deduce:

Proposition 4 For every (n,n)-permutation F' and any (n,m)-function G, if
for some | < n, the coefficient of [;_, x; in the numerical normal form of any
sum (mod 2) of at most | — 1 coordinate functions of F~1 and at most one
coordinate function of G is divisible by 2¢, then we have:

daig(Go F) <n—1.

We know, according to Relation (13), that the coefficient Agy, . ;3 of [T,z in

n—1
the numerical normal form of a function h equals (_1)72‘%(1”), where 1,, is the

all-1 vector. Then, the hypothesis of Proposition 4 is equivalent to assuming that
We,., 1(1n) and Wy, o, 1:(15) are divisible by 2+ for every k € {1,...,m}
and every J C {1,...,n} such that |J| <1 — 1. Hence, changing [ into [ — 1 so
as to be able to compare with the Canteaut-Videau bound, we have:

Corollary 7 For every (n,n)-permutation F and any (n, m)-function G, if for
some I < n and for every v € FY such that wy(v) < 1 —2 and every k €
{1,....,m}, both numbers W, gy p-1(1,) and Wy.p-1(1,) = Wp-1(1p,v) =
Wr(v,1,) are divisible by 2, then we have:

daig(GoF) <n—1+1.

This bound can be compared to the Canteaut-Videau bound. Each bound has
advantages and disadvantages:

e Corollary 7 assumes F' bijective, contrary to the Canteaut-Videau bound,
which has then a weaker hypothesis from this viewpoint.

e In Corollary 7, the condition concerns Wy, g,.p-1(1,), while the Canteaut-
Videau does not, and has then a weaker hypothesis from this viewpoint
as well.

e In Corollary 7, the condition also concerns W, . p-1(u) = Wg(v,u), but
only for u =1, and wy(v) <1 — 2, while the condition for the Canteaut-
Videau bound deals with all the Walsh coefficients of F’; the Canteaut-
Videau bound has then a more demanding hypothesis from this viewpoint.

e Corollary 7 limits the algebraic degree to n — [ + 1, while the Canteaut-
Videau limits it to n—1+da4(G), and is then weaker from this viewpoint.
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We see that the two bounds are complementary, since they are neither compara-
ble from the viewpoint of their hypotheses, nor comparable from the viewpoint
of their values.

We can also apply Relation (8) by keeping the factor (gi @ 1) apart. If, for
some values [,d < n, all the coefficients of the terms of degrees strictly larger
than d in any sum (mod 2) of at most I coordinate functions of F~! are divisible
by 2!, then all the products of at most [ coordinate functions of F~! have
algebraic degree at most d, which implies that if daig ((gx ® 1) [T/ (ff @ 1)) =
n then we have n < du;4(G) + d, and therefore, taking d = n — dg4(G) — 1
then daig ((gx ® 1) [L;c;e(ff © 1)) = n implies |[I¢| > [, that is |[I| <n —1—1.
According to Relation (33), we deduce then:

Proposition 5 Let F' be an (n,n)-permutation and G an (n, m)-function, and
let I < n. If all the coefficients of the terms of degrees at least n—dqi4(G) in the
numerical normal forms of the sums (mod 2) of at most I coordinate functions
of F~1 are divisible by 2, then we have:

daig(GoF) <n—1—1.

Relations (12) and (13) allow to translate by means of Wx—1, and therefore of
W, the fact that the coefficients of the terms a2’ of degree |I| > n — dy,(G) in
the numerical normal form of a linear combination v - F~! are all divisible by
2!. Relations (12) and (13), with v in the place of u and applied to f = u- F~!,
give:

Corollary 8 Let F' be an (n,n)-permutation and G an (n, m)-function, and let
I <n. If for every u,v € Fy such that wy(u) <1 and wy(v) > n — dage(G), the
value W1 (v,u) = Wp(u,v) is divisible by 27~*#OHFL then we have:

daig(GoF)<n—-1-1.

Note that, if a number is divisible by 2!Tdats(G)+1  then it is divisible by
2n—wn ()L for every v such that wr(v) > n — day(G). Then, replacing I by
I — dag(G) — 1 in Corollary 8, so as to be able to compare with the Canteaut-
Videau bound, and weakening the corollary (by strengthening its hypothesis),
we deduce:

Corollary 9 Let F' be an (n,n)-permutation and G an (n, m)-function, and let
1 <n—duy(G) — 1. If for every u € F3 such that wy(u) <1 —dag(G) —1 and
every v € F such that wi (v) > n—day(G), the value of Wp—1(v,u) = Wr(u,v)
is divisible by 2!, then we have:

dalg(G o F) <n-—I1+ dalg(G)~

Let us now compare Corollary 9 with the Canteaut-Videau bound. The differ-
ences are:
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e Corollary 9 assumes F' bijective; this is a restriction with respect to the
Canteaut-Videau bound.

e In Corollary 9, the condition concerns Wg(v,u) only for wy(v) < 1 —
daig(G) — 1 and wy(u) > n — day(G); this is an extension with respect to
the Canteaut-Videau bound.

e Both bounds limit the algebraic degree to n — I + dq4(G), so there is no
difference from this viewpoint.

5.3.1 Case of the composition of more than two functions

The Canteaut-Videau bound and the bounds of Proposition 4 and 5 or of Corol-
laries 7 and 9 address only the compositions of two functions. Let us see how we
can extend them to bounding the algebraic degree of the composition of (say)
three functions F, G, H.

A first possibility is to replace G by H o G in the Canteaut-Videau bound, for
instance, or in the bound of Corollary 9 (note that using Corollary 7 would be
complex). Then, we need to bound dy;,(H o G). A possibility is to assume that
G satisfies the hypothesis on F' in either the Canteaut-Videau bound, or the
bound of Corollary 7, or that of Corollary 9, but in all cases, this means that
the conditions needed are very strong for both F' and G. We can also use the
Boura-Canteaut bound or, better, the bound of Corollary 4, assuming that G
is a permutation; then if (say) F and G are (n,n)-permutations and H is an
(n,7)-function and if Wp has all its values divisible by 2!, we have:

n_dalg(H)—‘

dury(G1) (39)

doig(HoGoF) <2n—1— [
Another solution, which may be more efficient, at least in some cases, is to use

Theorem 5, that gives an exact value and does not need G bijective. So let us
take for G any (n,m)-function. Relation (36): dqiq(H o Go F) =

max (max{];dalg(( H(f{(y) ®1))(1gs(y, 2)) (hi(z) ® 1)) = n—l—m})

ke{1,...,r} ieIe

makes that all the methods we developed above for two functions can be used
for three. For instance, let us assume again that, for some values [, d < n, all the
coefficients of the terms of degrees strictly larger than d in any sum (mod 2) of at
most [ coordinate functions of F~! are divisible by 2!, then again all the products
of at most [ coordinate functions of F'~! have algebraic degree at most d, which
implies that if daig (([T;ce (f/(¥) ©1)) (1ge (y, 2)) (hi(2) ©1)) = n+m then we
have n+m < daig(lg. )+daig(H)+d, and therefore that if d = n+m—dag(lg,)—
atg ()~ 1 then dasy ((Ticre (£/(9)@ 1)) (166, 2)) (b (2)&1)) = n-+m inuplies
|[7¢] > I, that is |[I| < n —1 — 1. According to Relation (33), we deduce then:

Proposition 6 For every (n,n)-permutation F, any (n, m)-function G and any
(m,r)-function H, if for some |l < n, all the coefficients of the terms of degrees
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at least n+m —daig(1g,) — daig(H) in the numerical normal forms of the sums
(mod 2) of at most | coordinate functions of F~1 are divisible by 2!, then we

have:
daig(HoGoF)<n—1-1.

We can, here also, deduce a bound involving the Walsh transform of F: ac-
cording to Relations (12) and (13) applied with v in the place of u to the
function f = w - F~!, saying that the coefficient of any term 2! such that
lI] > n+m—dauy(lg,) — daig(H) in the numerical normal form of u- F~1 (with
wg (u) < 1) is divisible by 2! is equivalent to saying that, for every u € F% such
that wy (u) < land every v € F3 such that wg (v) > n+m—dag(lg,) —dag(H),
the value Wg-1(v,u) = Wg(u,v) is divisible by 27~ %# ()++1 Note that the di-
visibility by 2¢ets(log)=mtdars (H)+H+1 jpplies the divisibility by 27w (@)++1
when wg(v) > n+m — dag(lgs) — daig(H). We have then, replacing [ by
I = duty(lgg) +m — dary (H)) — 1

Corollary 10 For every (n,n)-permutation F, any (n, m)-function G and any
(m,r)-function H, if for somel < n—duqe(lgy)+m—dag(H))—1 and for every
u € F3 such that wy(u) < l—dag(lg,)+m—dag(H)—1 and every v € Fy such
that wi (v) > n+m—daug(lgs) — daig(H), the value of Wg—1(v,u) = Wr(u,v)
is divisible by 2~ dats(tag)tm=dars(H)=1 " then e have:

daig(HoGoF) <n—m—1+daug(lg,) + dag(H).

Let us compare the bound of Corollary 10 with (39), for m = n and G bijec-
tive (since this is needed by (39)). The bound of Corollary 10 writes dg;q(H o
GoF) < dag(lgy) + dag(H) — 1, to be compared with dgg(H o G o F) <

on—1— [%]. We can see that (39) is more efficient when the algebraic

degrees of 15, and H are large and Corollary 10 is better when they are smaller.
But note that the hypothesis of Corollary 10 does not assume the divisibility
by 2! for all Walsh transform values of F and is then weaker. Moreover, the
advantage of the approach by Corollary 10 is that, if this bound is inefficient,
we can try to use to the exact value given by Theorem 5 and bound it in a more
precise way.

Conclusion

We have shown how the indicators of the graphs of vectorial functions can be
used for studying the algebraic degree of vectorial functions. This approach
has led to an exact expression of the algebraic degree of composite functions
and to an efficient upper bound on it, that is valid without any condition on the
functions. We have seen how this allows to prove more simply the known bounds
(that all assume conditions), and to clarify why they work. It has in particular
completely clarified why, when F' is a permutation, the algebraic degree of Go F'
depends on the algebraic degree of G and of the algebraic degree of F~! (rather
than that of F'), and why the divisibility of the Walsh transform values of F'
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plays a role. The approach by graph indicators has also led to new bounds that
involve the numerical normal form of component functions. We have now three
types of bounds: a first bound, that is completely general and however efficient,
but may be delicate to be precisely evaluated; a second bound, that is simpler to
evaluate, but is often weaker and assumes that F' is bijective; and a third series
of bounds, assuming strong conditions on the divisibility by powers of 2 of some
coefficients in the numerical normal form of some functions or (equivalently) of
the values taken by the Walsh transform. Moreover, we have derived a general
upper bound on the algebraic degree of the composition of three functions, and
for HoGoF', where F is bijective, we have shown that the algebraic degree of the
composite function essentially depends on the algebraic degrees of H and F~1,
and of the algebraic degree of the graph indicator of G. These bounds generalize
to more than three functions. We have also generalized to three functions the
bounds assuming divisibility by powers of 2. Our results give more insight for
the designer of a block cipher on how optimizing the choice of S-boxes from the
viewpoint of the algebraic degree of the round functions. In a future work, we
shall study in detail some main block ciphers, starting in particular with the
algebraic degree of the so-called SDS function, that intervenes in the two first
rounds of the AES.
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