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Abstract

In this paper we present a key exchange protocol in which Alice
and Bob have secret keys given by quadric surfaces embedded in a
large ambient space by means of the Veronese embedding and pub-
lic keys given by hyperplanes containing the embedded quadrics.
Both of them reconstruct the isomorphism class of the intersection
which is a curve of genus 1, which is uniquely determined by the
j-invariant. An eavesdropper, to find this j-invariant, has to solve
problems which are conjecturally quantum resistant.

Keywords: Quadric surfaces Veronese embedding Segre embed-
ding Post-quantum cryptography.

1 Introduction

Bringing difficult mathematical problems to cryptography is required not
only to connect abstract mathematics to the real world applications but
also to make cryptography stronger and applicable. Many classical math-
ematical problems like factorization and discrete logarithm are vulnerable
to quantum attack after the algorithm by Shor [9] in 1994. The algorithm
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by Shor created a threat to the cryptographic world and then the necessity
of the post-quantum system was realized. In 2016, the United States gov-
ernment agency National Institute of Standards and Technology (NIST)
put a call for new post-quantum cryptographic algorithms to systematize
the post-quantum candidates in near future [11] and in 2019 declared the
17 candidates for public-key encryption and key-establishment algorithms
and 9 candidates for digital signatures [10] based on various mathematical
problems. Currently, there are five major post-quantum areas of research
are carried out, four of them are discussed in [3] including lattice-based
cryptography based on lattice problems, code-based cryptography based
on decoding a generic linear code, which is an NP-complete problem [2],
multivariate cryptography based on the difficulty of inverting a multivari-
ate quadratic map or equivalently to solving a set of quadratic equations
over a finite field which is an NP-hard problem, hash-based cryptography
based on one way hash functions and isogeny based cryptography based
on isogeny problems, see for ex. [5] 4].

In this paper, we propose a key exchange protocol whose security relies on
various problems in computational algebraic geometry, like solving large
system of polynomial equations with high degree in many variables, or
finding the primary decomposition of an ideal generated by many poly-
nomials in many variables, which we conjecture to be quantum-safe prob-
lems.

In a nutshell: Alice chooses a quadric surface embedded in a large pro-
jective space by the means of the Segre and the Veronese map. She gives
some information like an embedding and an automorphism of the vari-
ety so that Bob can generate an embedding which is required to agree on
a common key. Both Bob and Alice have their respective embeddings by
which they hide their secret quadric surfaces, instead they publish their
corresponding hyperplanes containing the images of their respective em-
beddings. Now, by using their private embeddings they compute the pull-
back of each other’s hyperplanes, recover a (2,2) homogeneous curve and
finally compute the j-invariant of the components. Under some heuris-
tic assumptions, both parties are able to get such components with high
probability. The j-invariants are equal, which is the common keys for both
Alice and Bob. Notwithstanding the availability of the public data, an at-
tacker is not able to recover information on private data because of the
assumptions on the underlying problems.

In section 2 and section 3 we recall some terminologies that are used
everywhere in this paper. In section 4 we give a key exchange protocol
called Quadratic Surface Intersection (QSI) key exchange and a variant of
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it. In section 5 we present the QSI key exchange protocol in a scenario of a
trusted third party. In section 6 we discuss some underlying mathematical
problems and hardness assumptions. We also give appendices to fulfill
some extra arguments.

2 Intersection of quadric surfaces

The intersection of two quadric surfaces in IP? is a curve of degree 4. The
geometric properties of this curve are well known. In this section, we have
taken most of the terminologies from [12, 7, [8] unless otherwise stated.

Proposition 2.1. Let k be an algebraically closed field. Then, for a general choice
of two quadric surfaces Q1, Qx C IP3, Q1 N Qy is a smooth curve of genus 1.

The proposition [2.1| suggests that the intersection of two quadric sur-
faces is expected to be isomorphic to an elliptic curve, whose isomorphism
class is determined by the j-invariant. We describe a way to compute the
j-invariant of an intersection of two quadric surfaces.

Definition 2.2. The standard Segre embeddings are a family of morphisms of
projective variety

Sn,m

P" x P™ ]PNn,m
([Xo:eoo: X, [Yoi-oi:Ym)) —————— [XoY0 & oot X3 Y]

where Ny = (m+1)(n+1) — 1 and the sequence [X;Y;] is ordered by the
standard lexicographical order. The images of these embeddings are called stan-
dard Segre varieties and they are denoted by the symbol %, ,,. They are essentially
isomorphic copies of P" x P™ inside PNnm,

Example 2.3. 211 C IP3 is the smooth quadric surface defined by the equation

XoX3 = X1Xp

Example 2.3| gives an easy characterization of the intersection of two
smooth quadric surfaces Q1, Q2. We recall a basic result in Algebraic Ge-
ometry.

Lemma 2.4. All the smooth quadric hypersurfaces of IP" are projectively isomor-
phic.
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Suppose we have two smooth quadric surfaces Q; and Q. From lemma
and example we can choose a projectivity f : IP? — P? such that
f(Ql) = 21,1. Assume that Q; = 21,1, then Sl_/ll(Qz) = Q1N Qy. Let
F>(Zo, Z1,Z5,Z3) be the quadratic form defining Q,, then s; ll(Qz) is de-
fined in P! x IP! by a bi-homogeneous polynomial of bi-degree (2,2)

G(Xo, X1; Yo, Y1) := F2(XoYo, XoY1, X1 Y0, X1 Y1)

which is called the “pullback” of the polynomial F, through s; 1. Hence, in
particular every intersection of two smooth quadric surfaces is isomorphic
to the zero locus of a polynomial of bi-degree (2,2) in P! x IPL. The next
proposition explains how to compute the j-invariant of a curve defined in
that way.

Proposition 2.5. Let C C P! x P! be a smooth curve defined by a bi-homogeneous
polynomial of bi-degree (2,2) over a field of characteristic different from 0 and 3.

F(Xo, X1; Yo, Y1) = Y§Fo(Xo, X1) + YoY1F1 (X0, X1) + Y2 E2(Xo, X1).
Define G(Xo, X1) := F? — 4FoF, and write

G(Xo, X1) = q0X5 + 11X X1 + 2X5 X7 + 43 X0 X5 + qaXi

Define
143, 7
S = qoda— 1+
;o 109243 G423 _ G2 _ 403 _ dids
6 48 216 16 16
53
Then j(C) = FT ok
Proof. See appendix [B] O

3 Segre and Veronese embeddings

We recall here the general notion of Segre and Veronese embeddings. We
already defined the standard Segre embeddings in section 2. A general
Segre embedding is a composition of the standard Segre embedding and a
projective automorphism of the ambient space of the codomain, which is
represented by a square matrix.
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Definition 3.1. Let n,m € N, Ny := (m+1)(n+1) —land M € GL(Nym +
1). Then we define

SM = M e} Sn,m, Z%m = Manm

n,m

to be respectively the Segre embedding and the Segre Variety represented by the
matrix M.

Remark 3.2. Since all the smooth quadric surfaces of IP? are projectively isomor-
phic, then each of them is equal to some £ .

Example 3.3. Let

1 -2 3 0
0O -1 1 -5
M= 8 3 1 -1
1 0 0 1
be a matrix, then it represents the non-standard Segre embedding
St
P! x P! ’ P3
XoYo —2XpY1 +3X 1Y)
Xp Yo —XoY1 +X1Yp —5X1 11
X111 8XoYo +3XoY1 + X1Yy — X117
XoYo + X1 Y1

We now define Veronese embeddings, which are copies of IP" in a larger
ambient space.

Definition 3.4. Let n,m € IN, then the standard Veronese embedding is the
morphism

Un,m ntm
P" PCn)-1
Xo:-oo o Xy ———— [ XG0 XY
where the sequence [X{' : - -- : X]'] is ordered by the lexicographical order. The

images of these embeddings are called standard Veronese varieties and they are
denoted by Vi, 1.

Definition 3.5. Let n,m € N, Ny := (") —1and M € GL(Ny + 1).
Then we define

ol = Movym, VM = MVyy
to be respectively the Veronese embedding and the Veronese variety represented
by the matrix M.
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For our purposes we are interested in Segre embeddings s , the Veronese

. U . . Iy
embeddings v}! . We give a name to their composition.

U
O

M

Definition 3.6. We call c-embedding any composition v 11

Any o-embedding is represented by a (N3 ,, + 1) x (m + 1) matrix M.
It is defined by the condition
Xg'Y'
o([Xo, X1], [Yo, Y1]) = M - :
X

We now describe how to construct automorphisms of the Veronese va-
rieties. First of all we describe a natural multiplicative group homomor-
phism

GLEmb(n,m) : GL(n+1) — GL(Ny, 1)

arising from the standard Veronese embedding vy,,m. Let A := (a;); jefo,..n} €
GL(n 4 1). It corresponds to an action on the coordinates

n
X;— L; = Zﬁli]'X]', i€ {O,..,Tl}
j=0

There is a natural action induced on the monomials of any fixed degree, in
fact
XSO"'XZ" ,_>L80...L2n

We denote by GL(n,m)(A) the matrix representing the action of A on the
homogeneous polynomials of degree m with respect to the monomial basis
with the standard lexicographical order.

Definition 3.7. We call general linear group embedding associated to the stan-
dard Veronese embedding vy, ,, the function GLEmb (n, m), which is defined above.
Example 3.8. In the casen = 1,m = 2, Ny, ,, = 2 a general matrix (LCZ Z) S
GL(2) acts on the coordinates
Xo — aXo+bX;
X7 — cXp+dX;
Then the action on the monomials of degree 2 is the following
X3 —  a’X3+2abXoX; + b*X3
XoX; — acXj+ (ad + bc)XoXy + bdX3
X} = AX§+2cdXoX; +d* X7
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i b a>  2ab  b?
So GLEmb(1,2) <c d) = |ac ad+bc bd
2 2cd d?

The subgroup Im(GLEmb(n,m)) C GL(Ny, + 1) corresponds to the
set of automorphisms of PNum which fix Vi,m. We can construct matrices
representing automorphisms of any Veronese variety V,f\,/fm.

Proposition 3.9. Aut(VM)) := MIm(GL(n, m))M ™1
Proof. It is a general fact
Aut(MX) = M Aut(X)M~?

for any X C PN projective subvariety, for any M € GL(N +1). O]

4 Quadratic Surface Intersection (QSI) Key Ex-
change

In the proposed key exchange protocol both Alice and Bob choose random
quadric surfaces. The common key is the isomorphism class of the curve
intersection of those quadrics, namely its j-invariant. To make the ex-
change secure the quadric surface is embedded in a large projective space
through a non-standard Veronese embedding. Any user U has a private
data given by a non-standard Veronese embedding of IP® represented by a
Nym X Ny, matrix. The user has also a private data given by the isomor-
phic copy of quadric surface inside the chosen Veronese variety. U also
needs to publish some data in order to allow anyone who wants to con-
tact him to produce a distinct and random quadric surface: for this pur-
pose he publishes some automorphisms of the Veronese variety and the
user chooses another quadric surface (distinct from the private one) inside
it. These information should not allow any eavesdropper to recover the
Veronese embedding chosen by U.

4.1 QSI algorithm first version.

The algorithm is comprised of key generation and the key exchange.
User key construction:

1. U chooses a finite field IFy.

2. U chooses m € N* and computes N = (m;r3) -1
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3. U chooses a non-standard Veronese embedding
o PP — My - Vau C PV
represented by the matrix My € GL(N + 1).

4. U constructs some automorphisms of M;; - V3, by using the homo-
morphism GLEmb(3,m). U chooses a set of automorphisms of IP3
of order g* — 1 (with a characteristic polynomial irreducible over F,)
{U!}1<i<t € GL(4) and then he computes

U; := My GLEmb(3,m)(U;") M,
we assume that ¢ = 2 is the most appropriate one.

5. U constructs a secret quadric surface inside My; - V3 ;,,, more precisely
a r-embedding

o) P x P = My - Vs, € PN

represented by a (N + 1) x (m + 1)? matrix MS). U constructs also a
hyperplane Hy; C PN containing Im((fl(lS )), which is represented by
a vector in Coker(MS)) C ]Fé\]“.

6. U constructs a public quadric surface inside My; - V3,,, more pre-
cisely a c-embedding

olP) P x P — My - Vs, C PN

represented by a N + 1 x (m + 1)? matrix M{lp).

The key exchange is asymmetric since the common keys are different de-
pending on if Alice wants to contact Bob or vice versa. Suppose that Bob
wants to contact Alice.

Alice public keys:

o The field F,.
e meINT.

e Two matrices Aj, A» € GL(N + 1), where N = (m;:%) -1

e The (N + 1) x (m + 1)? matrix Mff).
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e The hyperplane Hy € F)'".
Alice secret keys:

e The matrix qus).

Key Exchange:

1.

Bob chooses my, my, mj, mj € {0, ..., g* — 1} and then computes
mt m)
Ml := AT AT AT AN,
(p)

. Bob computes the matrix Mp := My - M,;’. This corresponds to a

choice of a c-embedding o : P! x P! — PV,

. Bob computes a random Hp € coker(Mp) and sends it to Alice. This

corresponds to a hyperplane containing Im(op).

Bob computes the pullback ¢};H. It is a curve in P! x P! defined by
a curve of bi-degree (m, m). He uses a factorization algorithm to find
a component of bi-degree (2,2) then he computes its j-invariant jp €
IF;. The probability that the residue curve of bi-degree (m —2,m —2)
is reducible is negligible (see appendix B for more details), so the jz
is well determined except for m = 4.

(s)

. Alice computes the pullback o, *HB. She finds the component of

bi-degree (2,2), then she computes its j-invariant j4 € IF,.

ja = jp is the common key of Alice and Bob.

Example 4.1. (Toy Example) Key Generation: A finite field IF; with g = 67,
m = 3. Alice chooses a random matrix

56 21 22 46 19 30 54 59 17 23 35 17 18 60 13 54 27 43 55 16 7
42 1 5449 3 29 9 1 346535653447 27 4 25532717

29 3 59 56 50 44 36 27 63 33 3 15 4 3628 32 3 50 29 56

62 53 21 31 23 50 28 37 13 62 16 27 29 27 66 44 40 42 60 55

9 2584502633410 1 273414171161 4 48 36 61

3563 13 66 50 14 23 42 23 582214 6 295258 36 9 42 0

61 64 156557 44 54 60 11 4 253729 5 56 9 9 11 57 31
4042 2 48282631 9 8 1562 3153 461239465230 8

29 28 40 29 36 62 32 57 47 2511 10 55 8 39 43 3 66 64 29

Ma = | 616324424315 18 63 21 64 60 14 26 8 12 0 23 61 28 66
A 552148 0 47 17 20 22 61 6549 5 24 43 51 24 62 14 41 42
34 2543 37 36 11 16 11 65 59 61 54 22 66 66 49 28 20 26 3

0 385316444621 6454 5 39 2 6428613053 1 3458
18655254 6 3143 3 46 7 5 2629 5539 65 12 4 33 63
495943544614 16 4 304029 1 485922 2 8 143033
344663 8 1451 1 29 6 52464725 9 1328 8 332534

48 31 6 62 3449 16 60 3221 5522 2 23352062 0 64 15
33454862 5 0 1 6566354334 5 18115741 6 53 41
12242836 4 183134 1 216513 1 3143 9 23 43 66 13

L 41 9 4549 6 3840 4 50 45 10 14 13 18 40 23 6 33 13 39 -
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which represents a choice of a Veronese embedding
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She produces a random automorphism of the Veronese variety V4 which is given

by a matrix

I 1
F O 0NN DO (OO D
IO BN F IO ZFFORFHNH DN
FIOHONHAAFIOOHO N O O
OBIOF—AHONOONFH AL TN AN — T 1
OO 1\O D) — D\ AILO OV O <H OO LO <H — 00 00 oI Lo H RO AN
DS 65 L0 NG <F AN LS O (N 60 AN D O \O 65 O L6 < m24642 — 43652”41
OO A OO DN OO ONLO M
N O OINHONO N0 LD G\ O N OLOD © ~
NS~ SRIRIARH I RRRY R~ 16”63322342 OO < N
A — ONHNOOH OO HA
O HAIDN — N A 00 LA 5 O 00 O\ LD — oo <t <
SRR Rl B RRB] Bt s ONFFHAN FNHON O F RO
FO o OO O OO — DO RO SUFHAROIAOR/AVOROY ANTR2S
TRoRILRARSEN—BRRII 8RB FOA—AOFO RN =N F DO D> H
O <H 00 <HAILO \O DN 00 AN O AIOVO DN IODND CHARLGRARNNLIToRILTIZ
FONO—~OFONNFH TN ~FFNNF o H 434”1”122” WOMANITFAN
O™ OMOND A ONNORAO OO — NN CEINTREDNRANORRIRI TR
FRFO—ONL NS B F NN — 1F 24% 2241”54426316 o)
© OO OONNAN 5 NO =N
N O 00T VLO D AILD O AN ) 00 LD 00 — LD 00 o~ =) o
TIOSFHNODF IO OIOHA D> ed 0 M615%MM25MM53”4M”3%5
cnen — HOLD
O oM™= OO LA HO _, ONLOO e
LR OeRERIFHBRIR—~RRDR 636324114237 €50 A —i — &R <
OO O O e . B <O I ON O . — A0 0N \0 (4 OV LO 0O LOND 00 AN IN D ) BN G0N0 B0 O o)
BT EENwRIT LRI a9 A MH26646263%25224
onal® OHHANRNO o FH D O ylD O8N —XRIALNG—=FHROJYA
R{LReo IR S o oR—~RQalg X OB T A OFRCR AN =100 O
N HLODN O DO 7O o HHOLOHD CSRLIIALR R TNRILENZERAZRN
OFOAFFOHN—FHD O H BN —ID 1F 1567133 OO A T T
OOV H LD YT MO0, o O OO o O H
DN 00O\ LD 4 00O O\ © A O <H i 61 00 O © ©
BLO BN P B~ NN O — 0 A LON .. 52221633”4644 ANOO AN
IO HLO ) — 00 OO HLO — — DN <HOO O - QOFIRIRAANIOLO I HOLODLOON O
LLoNHNFNFAFO =00 —IOH O ln \QA 52262453222331%5%5 <
OO NN IN op ™ O DN OO N — OO QAR NRRND BN FRER e
BREAQ(F T naFo T SBREE=RS <) n431ﬂ 33M NP ORAOI0B
INLOLO ) (OO F OO N 4 \O <HH N0 PRSI RIOXATLITL
NRRATROLAIRSY+RIEINTER 144M51161 AL F ”3446
<t OO LO —HrA s A DNNOO<H
LD OO OO0 o\ H o D o < <H o
P SN P N T St I Tobmbmich ey PO PO F F NN =S OB
DAFNON G IND o \ONONOHION O
BOOFHAO D ARNC == = NN B N e
OO SH e DN VIO HIO N KON D _
BCH OB ALH PO NG A — H O BLOLO D <F
L | D
o<

I
<

and she keeps the secret embedding

represented by the matrix

xg — 21x3 — 15x5 — 32x¢ + 16x7 — 10x8 + 5x9 + 11x70 + 16x17 + X120 — 4X13
—28x14 — 20x15 + 18x16 + 8x17 + x18 + 32x19

For a public key, she computes a hyperplane H 4, which is a closed subscheme of

projective space P over F, defined by:
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containing the image of (71(:) and also computes an embedding

represented by the matrix

1
QOIS HIN Ao A ~ DN !
— BN — To) BNONFHOHOONNMHOOO =N 5 N
l%“ﬂ%ﬂ”ﬂ%OéMM6M2M +ERV2IRILBEBILB 2B
— O HORDO A (NN 5 \OLOOLO H O
MM4M5MM4”MMMM%4MM11M OFANAAFANCPNN—B PN =N D
ARoFoER AT RTINS *3BICILBIFBEG+RII BT
N=HONTH {0V DOD VD VIO

FHONDA[OOND,AONOANNNODOAN N
AN FHFANN T IDOFHION N NDLO —\O

NN HFOANDHIONONNH O
OTTIOFHANAONOO O MNLO <H<H\O\O

ANOHH T HO—ANOD—O— AN O OO —— )

NOOVOOFHLO SN~ 0 HLOHF—HOD 1O
ANOFANFTOHFH—=\O" "

Ao 0= IO NOoOOH OO On H I <H N 00 0 O I 60 (OO <H A S 00 O A

70 (for sake of brevity, in the present

example, we have chosen only one automorphism instead of two), computes an

N ANOLOVIOIO NGB OLO 0 F<Hn YT R RS ONYRRIT
NN OO (OO NO

A A BRER-BETBEnAGRBRRINE
ot =L HHIO L NN~ = OI0D

TEOHOLPNROIBD RO~ OFIOH RN R RS TI R RERoBIn IR
ONMOODON—NHH—ADLOO _ NOOLO

ANFANDNONFHANDON T NIO DD BRSNS ILRRIOBRRRRF o]
WD D DLO 0O DLO O =Dy~ IN N Dy

T HIOOFHOONFIOHANNNOID |

AR HDH NN OR—ONANN OO
FIAHNANON—OONMO— 0O FN
O—HOOANINDD gy n o N H, D010 5D

OBAFFHNOFN =D Fno®Pin

of the variety V4 and then a c-embedding
op : P! x P! — PV

OVt o N LO A DX OV DN O OO
OO\M OO DN O SHOOLO HONLD —LO O on \O < PNV oDAFT SN NS I
S2BRIBEIEBEARBBBO] K +NREBBRE + IR INSRIES
BRARBBERoTIBREARLL+YNB § NOOHAHO IO O ALY D0 A DO N
O < e Tt v — ot et 80 L6 D QO — <H T < D H 60 N0 F O NNO O L6
<t © R o~
FIBINGoIHABOBIBIBE & N8R 2 TERSRINIARBHS
N —IOFOMOHOOOFHNNOVIOY O <00 O H B LD 06 o oo
OONF DA AONAONNSFRNF =D - ORI N RR DR R RO
0 OVDN i O LD O \O OO 00 SHH O =\ 00O -
MAN+BIIZEARMALBFR2E & S5 5 SEABRSNBESEBIBonRBRER
Y
EE I _
[
I S I S I
— £ =
< S 2 )
=
=~ -~ N
S.y 2
) S} m
(=) m )
<] S m
3 N
= Y
(NS ~

—15946xg + 4813x9

He also computes a hyperplane Hg, which is again the closed subscheme of pro-
xo + 4400x7 4 4433x7 + 8909x3 + 26482x,4 + 3162x5 — 4113x4 + 24289x7

jective space of dimension over IF, defined by:
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and is identifed by an element of coker(Mp).
Key Exchange:
Bob computes the pullback

ogHa = 12x0x2 + 2x3x1 %5 + 13x0x345 — 7x1x2 + 26x0x2x3 + 29x3x1 X33
— 19xpx3x3x3 + 16x1xZX3 + 29x0x2x3 30x0x3x2x3 + 9x1x2x§

— 26x3x5 + 12x3x1 x5 — 22xx3x5 — 2445 %3
and finds a component of bi-degree (2,2)

C = —x%x% + 6x0x1x% + x%x% + 28x%x2x3 — 12xpx1x2x3 + 30x%x23C3 — 4x%x§
— 24x0x1x3 — 9x3x3
and computes the j-invariant jp = j(C1) = 57 € ;. Alice computes the pull-
back
oaHp = —32x3x1%5 — 15x0x3%5 + 24x1x2 7x3x1x5x3 — 16x0x3x3x3
— 29x3x2%3 + 19x0x1x2x3 — 11xox3xox3 — 16x3x0x3 — 27x3x3

— 5xdx1x3 — Txox3xs 4 26x3x3
and finds a component of bi-degree (2,2)
C = 33x0x1x2 + x1x2 23xp9x1XpX3 — 2x1x2x3 + 32x0x3 19x1x3
and computes the j-invariant jo = j(Cy) = 57 € y, which is the common key.

This version of the algorithm has some practical issues: the memory
required to reach a good level of security is remarkably larger than the
one needed by some of the most practical existing post-quantum cryp-
tosystems, like lattice based ones and SIDH. In fact each user has a public
key comprehensive of matrices of large size over IF;. Another issue is the
speed of the key exchange, in particular the bottleneck is the computation
of products of big matrices.

4.2 QSI algorithm second version

In this section we describe some modifications of the previous algorithm
which significantly improve the speed of the key exchange. It is not clear
that whether this makes the protocol prone to some attacks by the extra
information revealed.
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Experimental evidence shows that the computationally heavy part of
the key exchange is the calculation of Mj: it is required to compute powers
of matrices of large size. By choosing A, A; to be generalized permuta-
tion matrices, Alice can dramatically speed up the computations of this
product of matrices. This can be achieved by choosing A}, A} and M4 to
be generalized permutation matrices. A drawback is that the order of A;
is bounded by 4(q — 1). So in this context, Alice should use a much larger
value of g to reach the same level of security.

Besides the improvement in the speed of the key exchange, the main
issue remains the size of the public key. The major contribution to this

size is by the matrix Mz(f ) which requires around [ - (m + 1)? - (m;:?’) bits,

where [ is the binary length of 4. For example in the case | = 64,m = 8
this values is 855360, which is unpractical. A problem is to reduce the size

of M}g’” ), which can be achieved by taking sparse or small entry matrices.

5 QSI Key Exchange with TTP

In this section we describe a variation of the key exchange where a trusted
third party is allowed. TTP are not used in the design of the most com-
mon key exchange protocols, on the other hand they are required in sev-
eral real-life applications. The advantage of the TTP (which will be called
"Trent”) in the case of the QSI key exchange protocol is that it allows the
users to have a high level of security with a considerably short public key
size and less time in common key generation.

Trent secret data:

(")

e A Veronese variety Vr C IP ~1form € N.

Trent public data:
e A finite field IF,.

e A positive integer m.

o A matrix Mr of size ("53) x (m + 1)? representing a c-embedding of

P! x P! into V7.

o Two ("}7) x ("}7) matrices Ty, T, representing automorphisms of

Vr of order g* — 1.

Suppose that a user U wants to register to Trent’s key exchange system.
Then U has to:
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1. Download Trent’s public data.

2. Choose random integers 1 < mlfl, mlzl, m’lu, m’zu < q4 — 1 and to com-

u u a i
pute My := T;ﬂ ! T;ﬂ z T;ﬂ ! T;ﬂ . This corresponds to the choice of a

o-embedding oy; : P! x P! — P("3")~1 such that Im(oy) C Vr.

3. Compute a random Hy; € coker(M;;). This corresponds to the choice
of a hyperplane containing Im(oy;).

Suppose that Alice and Bob want to generate a common key, then:

1. Alice downloads Bob’s public key Hp, she computes 0 Hg and she
finds a component of bi-degree (2,2). Then she computes its j-invariant

JA-

2. Bob downloads Alice’s public key H4, he computes czH, and he
finds a component of bi-degree (2,2). Then he computes its j-invariant

JB-

Now, j4 = jp is the common key of Alice and Bob.

Remark 5.1. Hy; is the public key. Its binary length is (’”;3) -1, where | is the
binary length of q. For example, imposing ("3 3) — (m 4 1)% — 1 coefficients
equal to 0 and one coefficient equal to 1, Hyy can be described by 1(m + 1)? bits.
For | = 64 and m = 8 it is equal to 5184 bits: shorter than in SIDH or NTRU at
128-bit security level.

6 Underlying mathemtical problems

Suppose that an eavesdropper Eve wants to break the protocol. Then she
has the following possible options:

1. She can try to find explicitly the Veronese variety, i.e. the (m;?’) X

"3 %) matrix My in the version without TTP or My in the TTP ver-

sion. Note that, in the case of TTP version, if Eve is able to solve this
problem, then she is able to break any communication between two
users of the Trent system.

2. She can try to find MS) in the version without TTP, or My in the
version with TTP. Note that, in the case of TTP version, if Eve is able
to solve this problem, then she is able to break any communication
between U and other users of the Trent system.
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3. She can find the explicit equations of V4 = M4V3,, in the version
without TTP, or of V7 in the version with TTP. Then she can try to
attack the single communication between Alice and Bob by search-
ing the primary components of V4 N H4 N Hp (without TTP) or V1 N
HA N HB (Wlth TTP)

Suppose that Eve wants to follow the first option. Also, suppose that
we are in the case of the TTP version (in the other case, the problem is com-
pletely analogous). A possible attempt is to find M7 by solving a system

. . . . 2
of polynomial equations: she writes Mt as a matrix of (m3+3) unknowns.

The condition that T; is an automorphism of V1 means that
T;Mt = M1t GLEmb(3,m)(A)

for some matrix A € GL(4). If Eve eliminates the variables {a;;}, then she
gets polynomial conditions of extremely high degree on m; ; (note that
M7 GLEmb(3,m)(A) is a matrix whose components are bi-homogeneous
polynomials whose bi-degree is (1,1) in the set of variables {m;;} and
{aij}). The condition that ¢y; is a o-embedding such that Im(oy;) C Vr
means that

oy = MT © U3, © Ao 51,1

for some A € Aut(IP?). Note that, like above, the matrix Mg representing
the o-embedding Mt o v3,, 0 A 0511 is a matrix whose components are
bi-homogeneous polynomials whose bi-degree is (1,m) in the set of vari-
ables {m;;} and {a;;}. If Eve eliminates the variables {a;;}, then she gets
polynomial conditions of extremely high degree on {m;;}.

Suppose that Eve chooses the second option to attack the system. Then
she wants to find mﬁl, mlz“l , m{u, méu such that

u
my

u u u
Hy € coker (Tl o2 T, T," ) :

Since the product of matrices is non-commutative, it seems that meth-
ods similar to Pollard rho or baby-step giant-step are not possible in this
case. Since the family of quadric surfaces of P is a 9-dimensional pro-
jective space, using a brute force attack (just choosing random values of
m&, m, miY, m/{), Eve should find a c-embedding og such that Im(cg) =
Im(0y;) in around g trials (instead of 4'® as one would expect).

Suppose that Eve wants to choose the third option: she has first to
compute the polynomial equations defining Vr. This is not a hard prob-

lem because V7 is defined by m(m? — 1)(m>® 4+ 12m? + 59m + 66) degree-2
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homogeneous polynomials by proposition and that can be found by
the methods of linear algebra. After this, one needs to find the irreducible
components of the variety Vr N H4 N Hp, this corresponds to find the pri-
mary decomposition of the ideal generated by the quadratic polynomials
defining V7 and the two linear polynomials defining respectively H4 and
Hp.
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A Probability that a random curve of bi-degree
(2,2) in P! x P! is singular.

Let x be an algebraically closed field, then a general curve C C P! x P! of
bi-degree (2,2) is non-singular. More precisely:

Proposition A.1. Let
S = {a; X3 XY, Yl = 0:i,j € {0,1,2},a; € &}

be the set of curves of bi-degree (2,2) defined over K. Identify C € S with its
coefficients (up to scalar multiplication) [a;;] € P8, Then the condition of being
singular is closed in the Zariski topology of P8, i.e. is defined by a set of homoge-
neous polynomial equations in [a;;].

The above proposition states that singular curves are very few com-
pared to the smooth ones. You may imagine sets defined by polynomial
equations in R"” or C": these sets have a smaller dimension than the one
of the ambient space, so their measure is 0. A similar situation occurs for
algebraically closed fields. If we consider curves defined over a finite field
IF,; then the probability of being singular is not 0, but it should decrease
when g increases and it should be negligible when g is very large.
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B j-invariant of a (2,2)-curve in P! x P!

A standard result in the theory of algebraic curves is that there is a bijection

genus 1 curves up 4-tuples of distinct points of P!
to isomorphism. up to automorphism.

see for example [12, 19.5]. Let [C] be an isomorphism class of genus 1
curves. Let 77 : C — P! be any degree 2 morphism. Then the 4-tuple of
points associated to C is the branch locus of 7r, which are by definition the
points P € P! such that #7r~1(P) = 1.

Example B.1. Let E be the elliptic curve defined by the equation Y>Z = f(X, Z),
where f(X,Z) = (X —aZ)(X —bZ)(X —cZ), let
E n P!
(X:Y:Z]—— [X: Z]

be the degree 2 map to P1. The branch locus of 7t is the set {[1: 0], [a : 1], [b: 1], [c : 1]}.
Example B.2. Let C C P! x P! be a smooth curve of bi-degree (2,2) and let

be the first projection map. Let
F(Xo, X1; Yo, Y1) = YgFo(Xo, X1) + YoY1F1(Xo, X1) + YT Fa(Xo, X1)

be the defining polynomial of C. Then the branch locus of 7t is the set of points
P = [po, p1] for which the equation

F(pOI Plr YO/ Yl) =0

has one (double) solution. Equivalently F(po, p1, Yo, Y1) is a quadratic binary
form with vanishing discriminant. So [po : p1| is a root of the binary quartic
form

G(Xo, X1) = Fi(Xo, X1)* — 4Fy(Xo, X1) F2(XoX1)

The invariants of a binary quartic form under the action of GL(2) is classically
well known (see for example [I7, 199,p.189], [1,, 2.2], or [6, 10.2]): if we write

G(Xo, X1) = GoXi + 11 X3X1 + 2 X3X) + 43X X3 + g4 X2
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and we define

2
— U )
S = dods = T T
T — QOQ2674+0710726/3 _ 0 _qofﬁ _lﬁ%
' 6 48 216 16 16

3

then ﬁ is the invariant of G under the action of GL(2) or equivalently

the invariant of the set of points given by the roots of G under the action of
PGL(2). This is equal to the j-invariant of the curve C.

C Irreducibility of curves of bi-degree (d,d).

The pullback of a hyperplane H through a c-embedding is a curve of bi-
degree (m,m) in P! x IP!, which has a component of bi-degree (2,2). An
important task is to have a well defined key exchange is to know if the
residual (m — 2, m — 2) curve is irreducible or not. We can assume that this
residual curve is randomly chosen among the curves of bi-degree (m —
2,m —2), so a general question is: what is the probability that a curve of
bi-degree (d,d) in P! x P! is irreducible?

D Irreducible components of Vr N\ Hy N Hp

The next proposition gives the implicit description of any Veronese variety
as intersection of quadric hypersurfaces of the ambient space. Without loss
of generality, we can suppose that it is the standard Veronese variety. In
this section, some technical terms from algebraic geometry are used.

Proposition D.1. The Veronese variety V3 ,, is an intersection of
Ny := m(m? — 1) (m® 4 12m? + 59m + 66)
linearly independent quadric hypersurfaces.

Proof. First of all we need to compute h°(Zy, , (2)). Since V3, is projec-
tively normal, then

(I, (2)) = h(Opx,,,(2)) = (O, ,(2))
1 (Ops,, (2)) — 1 (Ops (2m))

LG RICPRYS
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which is equal to the desired value. O

Example D.2. For m = 8 there are 12726 linearly independent quadric hy-
persurfaces containing V3 ,,. It is the condition in the linear system of quadric
surfaces of PNsm of codimension 969.

A possible approach to find the quadratic equations defining V7 is to
generate d,, — hy, points of Vr, where d,;, is the dimension of the space of
all quadric hypersurfaces, sufficiently random points inside Vr: this can
be done easily using the knowledge of the c-embedding and of some of its
automorphisms. After that one can find a basis of the family of quadratic
polynomials vanishing on those points. These quadratic polynomials gen-
erate the ideal Iy,.

Proposition D.3. V3, C PNsm is a 3-dimensional projective variety of degree

m3.

Proof. In general deg (V) = m", see for example [8, 4.2.7] O

After the computation of the primary components of Vr N Hy N Hp,
Eve has to find the j-invariant of the component of degree 4m. This is
explained by the next proposition.

Proposition D.4. The image of a curve of bi-degree (2,2) through a c-embedding
P! x P! — P("3)~1 s a curve of degree 4m.

Proof. In fact it is projectively equivalent to the image of a curve of bi-
degree (2,2) under the map

|Optyp1 (m,m)| : P! x Pt — pm+1)*-1

The degree of the image is (2,2) - (m,m) = 4m. O

In conclusion, Vr N Hy N Hp is reducible curve of degree m3 with a
component of degree 4m. In order to break the system with this informa-
tion, the eavesdropper needs to find

1. the irreducible decomposition of VE%{‘ NH4 N Hpg;

2. the irreducible component of degree 4m and compute its j-invariant.
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