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Abstract—Pedersen commitments have been adopted by sev-
eral cryptocurrencies for hiding transaction amounts. While
Pedersen commitments are perfectly hiding in isolation, the cryp-
tocurrency transaction rules can reveal relationships between the
amounts hidden in the commitments involved in the transaction.
Such relationships can be combined with the public coin creation
schedule to provide upper bounds on the number of coins in a
commitment. In this paper, we consider the Grin cryptocurrency
and derive upper bounds on the number of coins which can
be present in regular transaction outputs. In a March 2020
snapshot of the Grin blockchain, we find that out of the 110,149
unspent regular transaction outputs 983 of them have less than
1800 grin (number of coins typically minted in half an hour)
stored in them. On the other hand, 95% of the unspent regular
transaction outputs in the snapshot have an upper bound which
is at least 90% of the total Grin supply at their respective block
heights. We conclude that while our method does not violate the
confidentiality of the amounts in most of the outputs on the Grin
blockchain, the amounts in some outputs can be estimated to be
in a narrow range.

I. INTRODUCTION

MimbleWimble [1] is a scalable cryptocurrency design
where coins are stored in Pedersen commitments [2]. The
blinding factor of the Pedersen commitment which obscures
the amount of coins also serves as the spending key. Like many
other cryptocurrency designs, transactions in MimbleWimble
are of two types: regular transactions and coinbase transac-
tions. Regular transactions involve a transfer of coins from
some input commitments already present on the blockchain to
new output commitments. A combination of digital signatures
and range proofs are used to prove that the total coins in the
input commitments equals the total coins in the output com-
mitments plus transaction fees, without revealing the amounts
in the commitments [3]. Coinbase transactions reward miners
for adding blocks to the blockchain. They only consist of
output commitments and have no input commitments. The total
amount of coins in the coinbase output commitments of a block
is public, being equal to the sum of the block subsidy and the
transaction fees paid by the regular transactions in the block.

Every regular transaction output commitment can be traced
back to a set of donor coinbase output commitments with
public amounts which could have possibly contributed to it.
The key observation is that the amount of coins in a regular
transaction output is bounded from above by the sum of the
public amounts in its donor coinbase outputs minus the total
transaction fees paid on the paths from these donor coinbase
outputs to the regular transaction output. While this observa-
tion is probably well-known in the MimbleWimble community,
to the best of our knowledge there has been no effort to quan-
titatively compute such upper bounds for a MimbleWimble-
based cryptocurrency. In this paper, we compute these upper

bounds for the Grin implementation [4] of MimbleWimble.
Our method can be applied to the other implementations like
Beam [5]]. We chose Grin because we were able to obtain its
blockchain data from the administrator of the GrinExplorer site
[6]. Note that, unlike other cryptocurrencies, it is not possible
for a new node in both Grin and Beam to download all the
historical blocks starting with the genesis block [7], [8]]. This
is a deliberate design choice as the MimbleWimble protocol
does not require all the blocks to check the validity of the
current blockchain state. The network load on existing nodes
in the P2P network is reduced by not requiring them to send
historical blocks to new nodes.

The first Grin block was mined on January 15, 2019. We
used a snapshot of the blockchain from March 17, 2020 in our
analysis which had 612,102 blocks. Grin has a block subsidy of
60 grins per block and a target inter-block time of one minute.
Coinbase outputs cannot be spent until they receive 1440
confirmations which corresponds to 24 hours worth of blocks
[9]. For a regular transaction output (RTO) in a block at height
h (with genesis block having height 0), a trivial upper bound
on the amount of coins in the output is 60 x max(0, h — 1439)
grins. This corresponds to the cumulative block subsidy in the
blocks from height 0 to height max (0, h — 1440). We define
the flow upper bound for an RTO to be the sum of the amounts
in its donor coinbase outputs minus the total transaction fees
paid in the paths from these donor coinbase outputs to the
RTO (see Section [II] for an illustration). The effectiveness of
the flow upper bound can be quantified using the flow ratio of
an RTO which is defined as
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A value of flow ratio close to 1 implies that the flow upper
bound does not reveal much information about the amount in
the RTO. But a flow ratio value close to O implies that the
flow upper bound is effective in constraining the amount in
the RTO to a narrow range in the relative sense.

Our Contribution: Our main contribution is an empir-
ical analysis of the confidentiality of amounts in the Grin
blockchain which takes the transaction graph into account.
To enable efficient computation of the flow upper bound, we
define a graph with vertex set equal to the union of the set
of coinbase outputs and the set of blocks. Note that regular
transaction inputs or outputs are not represented as vertices in
this graph. The graph edges are defined to reflect all possible
flows of coins between transaction inputs and outputs. Using
this graph, we calculate the flow ratio as a function of the
block height for the Grin blockchain (see Figure [3). For the
blocks in our snapshot, we find that the flow ratio is less than
0.5 for RTOs in 6.6% of the blocks and more than 0.9 for



88% of the blocks. As these statistics may be biased by early
blocks mined during periods of low transaction activity, we
consider the distribution of flow ratio for only unspent regular
transaction outputs (URTOs) in our snapshot (see Figure [).
We find that while 95% of the 110,149 URTOs have a flow
ratio greater than 0.9, about 0.8% of them have a flow ratio
less than 0.01. We conclude that while the flow upper bound
does not violate the confidentiality of most of the URTOs, it
can constrain the amounts in some URTOs to a narrow range.

Linkability of Inputs and Outputs: Inputs and outputs
from disparate transactions are aggregated in a MimbleWimble
block which hides the link between those involved in the same
transaction. Ivan Bogatty [10] demonstrated a practical attack
to uncover links between inputs and outputs in a Grin block by
listening to transactions broadcast in the peer-to-peer network.
We can obtain tighter flow upper bounds by incorporating such
link information. Due to unavailability of such link information
for historical blocks, we do not consider this information in the
flow upper bound calculations described in this paper. So our
results represent a conservative estimate of the upper bound
and could be improved upon by incorporating links between
inputs and outputs.

Related Work: Apart from Bogatty’s attack [10], we
are not aware of any other work addressing the privacy of
MimbleWimble-based cryptocurrencies. To the best of our
knowledge, our work is the first to address the confidential-
ity of amounts in MimbleWimble. Bogatty’s attack is only
concerned with linking inputs and outputs in a Grin block
and does not consider privacy of amounts. While Monero also
has amounts hidden by Pedersen commitments, previous work
addressing privacy in Monero by Kumar et al. [11]] and Moser
et al. [12]] has been primarily concerned with identifying the
actual source address in the ring of addresses present in a
Monero transaction. These papers do not address the privacy
of amounts in Monero, which is an interesting direction for
future work (our approach cannot be used directly due to the
source address obfuscation in Monero).

II. OVERVIEW OF GRIN

Let G be the secp256k1 elliptic curve group of order n. In
Grin, coins are stored in Pedersen commitments of the form
C = kG + aH where k,a € F,, are scalars and G, H € G are
the generators of G with an unknown discrete logarithm with
respect to each other. The quantity a is the amount stored in
C and k is a randomly chosen scalar known as the blinding
factor. A Grin block consists of the following:

e A block header from which a scalar kq¢ € F,, called
the kernel offset can be derived. The other header
fields are not relevant to our discussion.

e A list of L input commitments [1, I, ..., Iy . This list
is empty for blocks without regular transactions. Each
input commitment refers to an output commitment in
a previous block.

e A list of M output commitments O1,0s,...,0p
where M > 1. Each output commitment is tagged
as either a coinbase output or a regular transaction
output. Each output commitment is also accompanied
by a range proof to prove that it commits to an amount
in the range {0,1,2,...,26% —1}.
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Fig. 1: Blocks at height hi, ho, hz with block rewards 71,72, 73. I;.” and

Olhi are inputs and outputs in block h; for appropriate indices j, [. Intra-block
arrows show the possible flows of coins from inputs to outputs in the same
block. Inter-block arrows indicate spending of outputs.

e Alist of N transaction kernels each of which contains
a fee amount f; € F,, and a curve point X; € G called
the kernel excess. Each kernel also contains a Schnorr
signature proving that X; is of the form z;G for some
x; € F,,. Each transaction kernel is also tagged either
as a coinbase kernel or a regular transaction kernel.

Let Zo, C {1,2,..., M} be the set of indices corresponding
to coinbase outputs and Z§ be the set of the remaining indices
corresponding to RTOs. Let Zx C {1,2,..., N} be the set of
indices corresponding to coinbase kernels and Z3 be the set of
indices corresponding to regular transaction kernels. A valid
block has to satisfy the following equations.
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Here r = 60 x 10 is the block subsidy in nanogrin units. As
the right hand sides of both equations are commitments to the
zero amount, the binding property of Pedersen commitments
and the range proofs imply that

(i) the total amount in the coinbase outputs of a block
. N
isrT+4 > ._, fi and

(i)  the sum of the input amounts is equal to the sum of
the transaction fees and RTO amounts.

III. TLLUSTRATION OF FLOW UPPER BOUND
CALCULATION

In this section, we illustrate the flow upper bound calcula-
tion with an example. Consider blocks at heights h1, ho, and hg
on the Grin blockchain as shown in Figure [T} Let the total fees
for the block at height h; be fi*. The block reward in block h;
is then r; = 7+ f{°" where r = 60 grins is the block subsidy. An
inter-block arrow from an output O}"* to an input "1 denotes
that the input is spending the output. An intra—bloclé arrow from
an input [ th to an output Olhi indicates that the input could
be contributing coins to the output; however such an arrow
does not indicate that the input is definitely contributing to the
output. In the absence of linkability information, we assume
any input in a block can contribute to any RTO in the same
block.



Let a(C) be the amount hidden in a commitment C. We
will assume that the first output O{” is the only coinbase output
in all three blocks. Then a(O") = r; for i = 1,2,3. The
coinbase output Oi” is spent in block hy via the input Ifz.
So we have 12 = O" — a(I®) = r,. The coinbase
output O?Q and regular transaction output Oé” are spent in
block hs via the inputs I {“ and 15‘3 respectively. So we have
I = OF2 and I = OQQ which implies a(}*) = 5 and
a(Iy3) = a(Oh?). The consequence of equation in block
h2 is

a(037) +a(057) = 11 = 5" 3)

While the sum of the amounts in O%? and O%? is known, the
allocation of the sum to each output is hidden. As the sum
represents an upper bound on the individual amounts in each
of the outputs, we have

a(0)2) <y — fU forl=2,3. )

The term on the right hand side is the flow upper bound for
the RTOs in block ho. The set of donor coinbase outputs for
0%2,0%2 contains only O which contributes 7, to the upper
bound. The f5&' term corresponds to the total fees paid on
the path from the donor coinbase output O’f1 to the RTOs

032, Oé”. In general, the flow upper bound is the same for all
the RTOs in the same block.

The consequence of equation (2) in block hs is

a(05°) +a(05°) + a(0}?)
= a(ly*) +a(Ly?) - f5
= a(01?) + a(05?) — f5"
=ry+ a(Oé”) —
<rpdr = f2 = 3
where the last inequality follows from equation (@). Once again

the upper bound on the sum of the amounts in the RTOs, yields
the flow upper bound on the individual amounts given by

a(O®) <o+ r1 — fit— f5

The r2 + 71 term in the flow upper bound is due to the donor
coinbase outputs OF'', O}? and the f{'+ f¥* term corresponds
to the total fees paid on the paths from these donor coinbase
outputs to the RTOs in block hs.

for{ =2,3,4. (5)

IV. THE FLOw GRAPH

To automate the calculation of flow upper bounds, we
construct a directed graph G = (V, E) from the information
available on the Grin blockchain, which we call the flow
graph. In the Grin blockchain snapshot we considered, every
block had exactly one coinbase output even though this is
not mandatory[] We assume that this condition holds in our
discussion below.

Let V4 be the set of blocks in the blockchain and let V,
be the set of all coinbase outputs. The set of vertices is defined
as V = VU Vi. The set of directed edges E will capture two
types of flows of coins.

Uhttps://github.com/mimblewimble/grin/issues/689
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Fig. 2: Subgraph generated for block at height 1499. The square vertices
represent blocks. The circular vertices represent coinbase outputs labelled with
the block height in which they were generated. Edges denote the flow of coins.

(i) For ¢ € V and b € V), the directed edge (c,b)
belongs to the edge set E if the coinbase output c is
spent by a regular transaction input in block b.

(ii))  For by,by € V4, the directed edge (by,bs) belongs
to the edge set E if at least one regular transaction
output in block b; is spent by a regular transaction
input in block b [

The edge set ¥ has no other edges. Note that the intra-block
flow of coins from inputs to outputs in the same block has not
been explicitly represented in the flow graph. This is because
we are not taking linkability information about inputs and
outputs into account.

Definition. A coinbase output vertex c in G is called a donor
of a block b if there is a directed path from c to b in G. A
donor of a block b is also referred to as the donor of the
regular transaction outputs in the block b.

For example, Figure [2| shows the subgraph generated by
the donor coinbase outputs of the block at height 1499 and
the blocks which lie on paths from these coinbase outputs to
it. Block 1499 has 7 donors at block heights 5, 7, 9, 16, 18,
33, and 38. The flow upper bound for the RTOs in block 1499
is equal to the sum of the block rewards of these 7 coinbase
outputs minus the transaction fees paid in the 9 blocks which
lie on the paths from the 7 donors to 1499 (inclusive of 1499).

Let chh) be the set of donor coinbase outputs of the block

at height h. Let Vb(lh) be the set of blocks which lie on a
directed path in the flow graph G from any vertex in Vc(bh) to

the block at height h. The block at height h is also included
in Vb(lh). For a coinbase output vertex ¢ € Vi, let reward(c)
denote the block reward (subsidy plus fees) of the block in
which ¢ appeared. For a block vertex b € V4, let fees(b) denote
the total transaction fees paid by all the regular transactions

2Note that output being spent in block b1 has to be an RTO and not a
coinbase transaction output. The flow of coins out of coinbase outputs is
captured by the previous type of edge. Also note that there can exist at most
one edge between two blocks b; and bz as the edge existence condition
requires only that at least one RTO in block by be spent in block bo.
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Fig. 3: Plot of flow ratio vs block height.
in block b. For a regular transaction output O in a block at V. RESULTS

height h, the flow upper bound is given by
a(0) < Z reward(c) — Z fees(b). (6)

cevy" bev"

The correctness of this upper bound can be argued as follows.
It is clear that

a(0) < Z reward(c) @)

cev M

as the total coins in O cannot exceed the sum of all possible
sources of coins for block h. Let fgf) = pey(m fees(b). We
bl

claim that the fees in ftgf) must be paid only from the coins
minted in coinbase outputs belonging to Vc(bh). If our claim
is true, fgf) must be deducted from the upper bound as these
fees are paid before the coins reach the output O. To verify our
claim, suppose coins minted in a coinbase output ¢’ ¢ chh)
contributed € coins to the fees in féft"). Then there is a sequence
of transactions which resulted in the € coins being deposited

in a block b € Vb(lh). This implies ¢’ is a donor of this block b.
As block b itself lies on a directed path from a donor coinbase
output to the block at height h, there is a directed path from
¢ to the block at height h, i.e. ¢’ is a donor of the block at

: o - (h)
height h. This is a contradiction as ¢’ & V.
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Fig. 4: The distribution of flow ratio for outputs in the URTO set.

For our analysis, we used a snapshot of the Grin blockchain
from March 17, 2020 containing 612,102 blocks. As historical
blocks are not available for download from the Grin P2P
network, we were fortunate to obtain a PostgreSQL database
containing the blockchain data from the administrator of the
GrinExplorer website. We used the community edition of the
Neo4j graph database for the construction of the flow graph
and flow upper bound calculations.

Figure [3] shows scatter plots of the flow ratio as a function
of the block height, only for blocks with at least one RTO. Note
that the flow ratio corresponding to a block height is the flow
ratio for all RTOs in the block at that height. We used a step
size of 10 in the block height to reduce calculation time (which
still took 13.5 hours). The subplots in the top row plot the flow
ratio for three block height ranges each of size approximately
200,000. The subplots in the bottom row plot the flow ratio
for the same block height ranges but with y-axis ranges 0.85
to 1, 0.9 to 1, and 0.95 to 1. The top row subplots show
that while the flow ratio was initially small it had exceeded
0.9 for most blocks by block height 50,000. We found that
88% of the blocks we considered had a flow ratio above 0.9.
However, there were still block heights with small flow ratios
even at heights larger than 100,000. For instance, about 6.6%
of the blocks we considered with heights larger than 100,000
had a flow ratio less than 0.5. The bottom row subplots reveal
a jagged structure in the scatter plots for flow ratios close to 1.
While a precise explanation eludes us at this point, we suspect
that the rising edges are due to the accumulation of coins by
miners while the falling edges are due to the increase in the
trivial upper bound in the flow ratio denominator.

To get an idea of the current state of the Grin blockchain,
we plot the distribution of flow ratio for only unspent regular
transaction outputs (URTOs) in our snapshot in Figure ] We
find that while 95% of the 110,149 URTOs have a flow ratio
greater than 0.9, about 0.8% of them have a flow ratio less
than 0.01. In terms of upper bounds, we found that 983 of the
URTOs have an upper bound of 1800 grins. We conclude that
while the flow upper bound does not violate the confidentiality
of most of the URTOs, it can constrain the amounts in some
URTOs to a narrow range.



VI. CONCLUSION

In this paper, we explore the question of whether the trans-
action graph in Grin violates the confidentiality of amounts
hidden in the Pedersen commitments corresponding to regular
transaction outputs. We find that the confidentiality for most
outputs is preserved if the linkability information between
inputs and outputs is ignored. As incorporating linkability
information will lead to tighter upper bounds, it is a direction
worthy of more investigation. The presence of regular transac-
tion outputs with small upper bounds shows that the perfectly
hiding property of Pedersen commitments in MimbleWimble-
based cryptocurrencies should be taken with a grain of salt.
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