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Abstract. Today’s most compact zero-knowledge arguments are based on the hardness of the discrete
logarithm problem and related classical assumptions. If one is interested in quantum-safe solutions,
then all of the known techniques stem from the PCP-based framework of Kilian (STOC 92) which
can be instantiated based on the hardness of any collision-resistant hash function. Both approaches
produce asymptotically logarithmic sized arguments but, by exploiting extra algebraic structure, the
discrete logarithm arguments are a few orders of magnitude more compact in practice than the generic
constructions.

In this work, we present the first (poly)-logarithmic, potentially post-quantum zero-knowledge argu-
ments that deviate from the PCP approach. At the core of succinct zero-knowledge proofs are succinct
commitment schemes (in which the commitment and the opening proof are sub-linear in the message
size), and we propose two such constructions based on the hardness of the (Ring)-Short Integer So-
lution (Ring-SIS) problem, each having certain trade-offs. For commitments to N secret values, the
communication complexity of our first scheme is O(Nl/c) for any positive integer ¢, and O(log® N)
for the second. Both of these are a significant theoretical improvement over the previously best lattice
construction by Bootle et al. (CRYPTO 2018) which gave O(v/N)-sized proofs.
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1 Introduction

Zero-knowledge proofs are a crucial component in many cryptographic protocols. They are essential to
electronic voting, verifiable computation, cryptocurrencies, and for adding stronger security and privacy
guarantees to digital signature and encryption schemes. Across almost all applications, it is important to
be able to prove in zero-knowledge that one knows how to open a cryptographic commitment, and to prove
that the committed values have particular properties or satisfy some relations.

Recent years have seen an explosion of new zero-knowledge proof techniques, each with improvements
in proof-size, proving time, or verification time. These new constructions are based on a variety of crypto-
graphic assumptions, including the discrete logarithm assumption [14], various pairing-based assumptions in
the Generic and Algebraic Group Models [2829], collision-resistant hash functions [8[7], and lattice-based
assumptions such as (R)SIS and (R)LWE [1312TI3120].

Of these, only constructions from hash-functions and lattices stand any chance of being post-quantum
secure. At this point in time, general-purpose lattice-based proof systems still lag far behind, both asymp-
totically and in practice, in proof-size and usability. This may seem somewhat surprising, since unlike hash-
functions, lattices are endowed with algebraic structure that allows for constructions of rather efficient
encryption [36], signature [I839], and identity-based encryption schemes [25/19]. One could hope that the
additional lattice structure can be also exploited for succinct zero-knowledge proofs as well.

* This work was supported by the SNSF ERC Transfer Grant CRETP2-166734 — FELICITY. The work was done
while the first author was at IBM Research — Zurich.



1.1 Ouwur Contribution

In this paper, we present two novel lattice-based commitment schemes with associated zero-knowledge open-
ing protocols which prove knowledge of N secret integers with O(N'/¢) and O(log® N) communication com-
plexity, for any constant c. For the former argument, we sketch out a method for constructing an argument
of knowledge of a satisfying assignment for an arithmetic circuit with IV gates, with @(N 1/ ¢) communication
complexity (see Appendix . Both arguments of knowledge follow the same basic methodology, which is to
replace the homomorphic commitment schemes used in earlier classically-secure protocols with a commitment
scheme based on the (Ring)-SIS problem, and adapt the security proofs to match.

Our constructions follow the usual framework of being interactive schemes converted to non-interactive
ones using the Fiat-Shamir transform. As with many schemes constructed in this fashion, their security is
proven in the ROM rather than the QROM. The latter would be very strong evidence of quantum securityEI
but the former also appears to give strong evidence of quantum security in practice. To this day, there
is no example of a practical scheme that has been proven secure in the ROM based on a quantum-safe
computational assumption that has shown any weakness when the adversary was given additional quantum
access to the random oracle. A recent line of works (e.g. [BOT7I32/T6]) that prove security in the QROM of
schemes using the Fiat-Shamir transform which previously only known to be secure in the ROM give further
evidence that security in the ROM based on a quantum-safe assumption is a meaningful security notion in
practice.

Our first construction extends the classical interactive argument of [27] in which the prover commits
to message values using Pedersen commitments, and then commits to those commitments using a pairing-
based commitment scheme. The two-level structure means that a clever commitment-opening procedure
is possible, giving @(N v 3) communication costs. With a d-level commitment scheme, one could hope to
extend the technique and construct an argument with O(N'/(4+1))_sized proofs. However, in [27], Pedersen
commitments map finite field elements to source group elements, which are mapped to target group elements
by the second commitment scheme. In the classical setting, this is as far as the technique can take us, as no
homomorphic, compressing commitment scheme for target group elements is known. In the lattice setting,
however, the message space for SIS commitments are small integers and commitments are just made up of
larger integers. So there is no fundamental reason not to continue. Using careful manipulation of matrices
and moduli, our first new argument extends this technique to any constant number of levels.

The second argument is based on the techniques in the Bulletproofs protocol [I4], and an earlier protocol
[12], which use Pedersen commitments to commit to long message vectors. The additional structure of the
Pedersen commitment scheme allows a neat folding technique, which reduces the length of committed message
vectors by a factor of two. The prover and verifier repeatedly employ the technique over logarithmically many
rounds of interaction until message vectors are reduced to a single value, which the prover can then easily
send to the verifier. This gives logarithmic proof sizes. Our new lattice protocol stems from the observation
that a SIS-based commitment scheme has some structure similarity to the Pedersen commitment scheme,
and thus can be made compatible with the same folding technique. A technical complication that is unique
to the lattice setting is keeping the coeflicients of the extracted values from growing (too much) during each
fold, as a direct adaptation of the bulletproof technique would result in unconstrained growth for every fold
which would make the proof meaningless.

Finally, we make a comparison of these two techniques in terms of commitment/proof sizes as well as
sizes of the extracted solutions, alternatively called “slack”. Our conclusion is that the Bulletproofs folding
argument offers smaller poly-logarithmic proof size at the cost much larger slack. Hence, if one does not
necessarily need their extracted solution to be very small, then using Bulletproofs appears to be more
suitable. However, in many applications, such as group signatures or verifiable encryption, zero-knowledge
proofs are just one part of a more complex scheme. If the extracted witnesses are large, then we must adjust
parameters not only for the zero-knowledge proof but also for other components of the scheme. Thus, we
believe the leveled commitments can be applied in such scenarios at the cost of slightly larger proofs than
lattice-based Bulletproofs.

4 Though still technically heuristic because of the assumption that a concrete hash function acts as a random oracle.



Discussion and Open Problems. The ultimate goal of the line of research that this paper is pursuing is con-
structing zero-knowledge proofs with concrete parameters smaller than those that can be achieved following
the PCP approach. Our current results achieve parameters that are essentially the same asymptotically, but
are larger in practice. The asymptotic equivalence comes from the fact that we succeeded in making the
dimension of the vector(s) representing the proof be logarithmic in the message size. And while we have also
somewhat restricted the coefficient growth of the proof vector, the coefficients still grow by some factor with
each “folding” of the vector dimension. Finding a technique to even further restrict the coefficient growth is
the main open problem stemming from this work.

From experience with other primitives, using the additional algebraic structure of concrete assumptions
should (eventually) result in size advantages over the generic PCP-based approaches that have the implicit
lower bounds (of around 100-200KB) posed by using Merkle-tree commitments. While lattice-based construc-
tions may not achieve the extreme compactness of discrete logarithm based approaches (e.g. Bulletproofs,
which have proofs sizes of a few kilobytes for reasonably-sized circuits), there is reason to hope that they
can be shorter (and faster) than generic constructions. As an analogy, when lattice-based signatures first
appeared [25J35], they were significantly larger than the generic quantum-safe signatures that one could
construct using techniques, such as one-way functions and Merkle trees, dating back to the 1970s [31U37].
But expanding upon these early lattice constructions via novel algorithms and techniques exploiting the
underlying mathematical structure of lattices, the current state-of-the-art lattice-based signatures [I8J39]
are currently an order of magnitude smaller and two orders of magnitude faster than those stemming from
generic constructions [10]. We believe that the techniques of this paper can similarly be the beginning of the
path to more practical succinct quantum-safe zero-knowledge.

1.2 Technical Overview

Levelled Commitments. The commitment scheme in [5] arranged N elements of Z, to which one wants
to commit to, into an m x k matrix S and created the commitment

A-S=Tmodg (1)

where A < Z7*™ is a random matrix and p < ¢. Notice that T € Z**, and [5] showed that the proof of
knowledge of an S with small (but larger than the honest prover uses in the proof) coefficients satisfying
can be done with Am elements in Z, E|where A is a security parameter. The total size of the proof is therefore
the size of T and the size of the proof of , which is nk + Am elements in Z,. Since n = O(A), the optimal

way to commit to N elements in Z, is to arrange them into a matrix S € Z;”Xk, where m = k = O(V/N).

This makes the total proof size O(V/N).
To illustrate our levelled commitment technique, we will describe a commitment scheme and a protocol
for achieving a proof size of O(N'/3). We will commit to S € Z™1™2X"3 a5

A ((In, ®As)-Smod gg) modgy =T (2)

where Ay < Zy»"™ Ay < Zy ™2, Our proof will prove knowledge of an S with somewhat larger coefficients
than S, and also an R € Z"™1X™3 gatisfying
A ((Iml ®As)-Smodg +R- qg) mod ¢; = T, (3)

Let us first show that the above extracted commitment of (S,R) is binding based on the hardness of
SIS when ||S|| < g2, |R|| < ¢1/g2 and g2 < g1. Suppose, for contradiction, there are two (S,R) # (S’,R/)
satisfying . In the first case, suppose that R # R/. By definition, the coefficients of (I,,, ® As)-S mod ¢
are smaller than ¢», and thus R # R’ implies that

(I, ® A2)-Smod g2 + R - g2 # (In, ® Ag) - S" mod g2 + R’ - go. (4)

5 We provide additional background in Section for readers not familiar with previous work.
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Fig. 1. Levelled commitment with two levels. Here, 8, and 8. are parameters which satisfy 8. < gz, Bv < q1/¢2-

If the parameters are set such that the coefficients of both sides of the above equation are less than ¢;, then
this gives a solution to SIS for A;. Now assume that R = R/, and so S # S". If (I,, ® A3)-S = (I,,, ® Ag)- S’
(mod g2), then there must be some S; # S € Z™2*™3 such that Ay -S; = A2+ S, (mod g¢2), and so we have
a SIS solution for Ay. If (I,,, ® Az)-S # (I,, ® Ag) - S’ (mod ¢2), then the inequality in (@) holds and we
have a SIS solution for Aj.

We present the basic protocol in Fig. 1} The boxed text contains the parts necessary to make the protocol
zero-knowledge. In this overview, we will ignore these and only show that the protocol is a proof of knowledge.
First, let us show the correctness of the protocol. Because the coefficients of S, C;, and Cs are small, the
coeflicients of Z are also small with respect to go. Similarly, because the coefficients of V consist of a product
of a matrix with coefficients less than ¢ with a 0/1 matrix C;, parameters can be set such that the coefficients
of the product are less than ¢;. Thus ||z;|| < 8. and ||V]| < B,q2 can be satisfied with an appropriate choice
of parameters. We now move on to showing that the verification equations hold. Note that

Vi A,S, A5S,C,
V=1 | = : mod ¢z | -C1 = : (mod g2), (5)
le AQSml A2Sm1 Cl
and so one can write
AQ : [SlCl SmlCl} = [Vl te le] (mod QQ), (6)



and therefore As-Z = A, - [Slcl - S, C1| - Cy (mod ¢2), which is the first verification equation. For the
second verification equation, observe from (5)) and that

AsS,
A - V=A,. modg | -C;=T-Cq; (mod ¢1).
A2Sml

Finally, ignoring constant terms, the total communication cost (including the statement) can be bounded
above by
mg - (nlogqi + A) + ma - Aog B + my - (nAlog(Bugz) + A*) + nAlog gs.

Note that the last term does not depend on mq,mso, m3 hence we ignore it for now. Therefore, in order
to minimise the expression above, we want to set mq, ma, m3 such that all three corresponding terms are
(almost) equal. We select appropriate n, ¢1, g2 such that both A; and A, are binding @ and we get log gs <
logg1 = O(log N) and n = O(A). Similarly, log 8, = O(log N) and log 8, = O(log N). Therefore, the total
communication cost is approximately O(+/N).

In Section [3] we extend this approach to more than two levels. Generally, we propose a proof of knowledge
for d > 1 levels with total communication size equal to

@ (NT (PN log? N + dv)) .

In Section we also show how to apply techniques similar to previous work [I4UT2l5] in order to extract
a relatively short solution to the relaxed equation (e.g. for d = 2). Due to space limitations, we skip the
details in this overview.

Bulletproofs folding. Our starting point is the lattice equation:
As=t (7)

where A € R'F s € RF and R = Z,[X]/(X™ + 1). Thus, the number of secrets is N = kn. In the same
vein as [T412], we are interested in constructing a protocol where proving knowledge of pre-image s of t
comes down to proving knowledge of some other pre-image, say s’, whose length k/2 is half that of s. By
recursively applying this argument log k times, we obtain poly-logarithmic proof size. Concretely, we fold
the initial statement as follows. Let us write A and s as

A= [Al Ag] and s = El] where s1,89 € R/,
2

Let 1:= Aysyo € Rand r := Agsy € R. Then, for all ¢ € R,
(cA1 + As)(sy +esy) =c*14ct+r .

We observe that s; 4 cso has length k/2, suggesting the following protocol for proving knowledge of s. First,
the prover P sends 1, r to the verifier V. Then, V samples a challenge ¢ uniformly at random from a challenge
space C C R and sends it to P. Finally, P sends z = s; + c¢s2 to V. Note that if P is honest then z satisfies
the new lattice equation

Bz =t

where B = cA; + A, and t' = %1 + ct + r. Therefore, instead of sending z directly, the prover might repeat
the protocol and treat z as a new secret vector. By folding all the way down to vectors of length 1, we get
communication costs of order log k.

Using similar techniques to [I4J12], one can extract a solution z to the original equation Az = t. The
problem is that unless we define the challenge space properly, we do not have any information on the size of
||Z||. Hence, we let C be the set of monomials of R, i.e. C = {X* : i € Z}. Then, using the fact that polynomials



of the form 2/(X* — X7) € R have coefficients in {—1,0,1} [9], we bound the size of an extracted solution.
The only drawback of using this approach is that we only obtain a solution for a relaxed equation. Concretely,
if we apply the folding technique d times, then we only manage to find a small solution z for the equation
Az = 8% such that ||z]| = O (n3- 127 - p) where p = [|s||sc. For d = log k, the relaxation factor becomes k.
The communication cost for the (2d + 1)-round version of the protocol is equal to

N log(2%p) /2% + 2dnlog q.

Then, we would just pick ¢ which is a little bit larger than the slack. It is worth mentioning that the protocol
in its current state gives us soundness error of order 1/n, hence we would need to repeat it A/logn times in
order to achieve soundness error 2~ *. Therefore, the total proof size can be bounded by

d
O M_,_)\d?n .
2d]ogn

Comparison. We investigate in which applications one technique offers asymptotically smaller proof size
than the other (see Section [4| for more details). First of all, consider the case when we do not require the
extracted solution to be “very small”. Then, levelled commitments for d = log N — 1 levels provide proof size
of order

@) ()\log5N+ )\QIOgN) .
On the other hand, by applying Bulletproofs folding d = log k times, we obtain proof sizeﬁ
O (AnlogN - (log N +1)).

Consequently, the Bulletproofs approach achieves smaller proof size.

Next, consider the case when one could only afford limited slack, i.e. the extracted solution is smaller
than some set value B = N® > NZ2. First, suppose that N = A" for some r > 3 (W~e expect N to be much
bigger than \). Then, we show that levelled commitments and Bulletproofs provide O(N*) and O(N?) proof
sizes respectively, where |Z|

1 a—1/2
~——andvxl— ——.
“ (a—2)r ana v 3logn +4
Assume the allowed slack is small enough that both uw and v are larger than 1/log N. Then, we just check
which one of u, v is biggerﬂ Since logn > 1 and for all r > 3, the function

fr(x) := (15 — 2z)(x — 2)r — 14

is positive for 3 < z < 7, we deduce that u is smaller than v when o < 7. This suggests that one should use
the levelled commitments protocol when one can only tolerate a limited amount of slack.

1.3 Related Work

In this paper, we investigate techniques from [T4J12] and [27] in the lattice world. These papers are the most
closely related prior works, along with [14], which forms a key component of the argument in Section

We review proof systems which can prove knowledge of a secret with IV elements, or prove knowledge of
a satisfying assignment to an arithmetic circuit with IV gates.

5 We note that more concrete bounds could be computed. However, this non-tight bound already shows that Bul-
letproofs folding offers smaller proof size.

7 Here, n denotes the degree of the underlying cyclotomic polynomial X" + 1.

8 This would only asymptotically tell us which method offers smaller proof size.



Lattice-Based Arguments. The zero-knowledge argument given in [5] is based on the SIS assumption, and
is capable of proving knowledge of commitment openings with proof size O(\/N ). It was the first and
only standard zero-knowledge protocol based on lattice assumptions to achieve a sublinear communication
complexity. Previously, the only other lattice-based arguments of knowledge with better asymptotic proof
size were lattice-based SNARKSs [TTI24I38]. Although they offer highly succinet, O(1)-sized proofs, the proofs
are only checkable by a designated verifier, and soundness is based on strong, non-falsifiable assumptions.

Hash-Based Arguments STARKs [6] and Aurora [§] are non-interactive argument systems. Both achieve
(9(10g2 N)-sized proofs, with Aurora more efficient by an order of magnitude due to better constants. Ligero
[2] achieves O(v/N)-sized proofs, but is highly efficient in practice.

Classically-Secure Arguments. In the discrete-logarithm setting, Bulletproofs [14] and a related argument
[12] give O(log N) communication complexity, using Pedersen commitments and the same recursive folding
technique that inspired the argument described in Section The protocol of [27] gives O(N'/3) proof sizes,
and uses a two-tiered commitment scheme, based on Pedersen commitments and a related commitment
scheme based on pairings. We extend the same idea to a multi-levelled lattice-based commitment scheme in
Section

There is also a long line of works on succinct non-interactive arguments based on pairings, culminating in
protocols including [28] and [29] which have O(1) proof size, but rely on strong, non-falsifiable assumptions
like the Knowledge-of-Exponent assumptions, or have security proofs in idealised models like the Generic
Group Model [40] or Algebraic Group Model [22].

2 Preliminaries

Algorithms in our schemes receive a security parameter A as input (sometimes implicitly) written in unary.
Unless stated otherwise, we assume all our algorithms to be probabilistic. We denote by A(z) the probabilistic
computation of the algorithm A on input x. If A is deterministic, we write y := A(z). We write PPT (resp.
DPT) for probabilistic (resp. deterministic) polynomial time algorithms. The notation y + A(z) denotes
the event that A on input x returns y. Given two functions f,g : N — [0,1] we write f(A) = g(A) when
If(N) = g(\)| = A=), We say that f is negligible when f(\) ~ 0 and that f is overwhelming when f(\) ~ 1.
For n € N, we write [n] := {1,...,n}. Regular font letters denote elements in Z or Zy, for a prime ¢, and
bold lower-case letters represent column vectors with coefficients in Z or Z,. Bold upper-case letters denote
matrices. By default, all vectors are column vectors. Let I, € Zy*™ be the n x n identity matrix. We write
a list of objects with square brackets, e.g. [a1,...,a] is a list of k objects: ay,...,ax. Also, we denote by ||
the empty list. For any statement st, we define [st] to be equal to 1 if st is true and 0 otherwise.

Sizes of elements. For an even (resp. odd) positive integer a, we define 7/ = r mod « to be the unique

element 7 in the range —§ < 7’ < § (resp. —O“T*l <7y < 0‘7*1) such that " = r mod «. For an element

w € Zg, we write ||ws to mean |w mod g|. Define the fo and ¢ norms for w = (wy,...,wi) € Z¥ as
follows:

Iwlloo = max[willoe, Wil = V/lwrllZ + .. + Jlwxl-

However, if we do not state explicitly that w & Z’; but rather treat w as a vector of integers then the
standard notions of Ly, and L., norms apply. We will also consider the operator norm of matrices over Z

B | Ax||
defined by s1(A) = ‘&1@0( [E3] )

Probability Distributions. Let D denote a distribution over some set S. Then, d < D means that d was

sampled from the distribution D. If we write d &5 for some finite set S without a specified distribution this
means that d was sampled uniformly random from S. We let A(X,Y") indicate the statistical distance between



two distributions X, Y. Define the function p,(z) = exp ( 5;22 ) and the discrete Gaussian distribution over

the integers, D,, as

D,(z) = Z((Z where p(Z) = Zp(v).

VEZ

We will write A < D%*¢ to mean that every coefficient of the matrix A is distributed according to D,.
Using the tail bounds for the O-centered discrete Gaussian distribution (cf. [4]), we can show that for any
o > 0 the norm of x <— D, can be upper-bounded using ¢. Namely, for any ¢ > 0,

Pr [jz| > to] < 27172,

<D,

and when x is drawn from D], we have

(x| > vV2m - o] < 27™/4, (8)

Pr
x«Dm

2.1 Lattice-based Commitment Schemes

A non-interactive commitment scheme is a pair of PPT algorithms (Gen, Com). The setup algorithm ck <+
Gen(1*) generates a commitment key ck, which specifies message, randomness and commitment spaces
Mk, Reks Cer- It also specifies an efficiently sampleable probability distribution Dg,, over R and a binding
set Boy € My X Reg. The commitment key also specifies a deterministic polynomial-time commmitment
function Comeg : Mg X Reg — Cop. We define Come,(m) to be the probabilistic algorithm that given
m € Mg samples r < Dgr_, and returns ¢ = Com,x(m;r).

The commitment scheme is homomorphic, if the message, randomness and commitment spaces are abelian
groups (written additively) and we have for all A € N, and for all ck < Gen(1%), for all mg, m; € M., and
for all rg,r1 € Reg:

Comg(mo; rg) + Come(my;ry) = Comeg(mg + my;rg + ry).

Definition 2.1 (Hiding). The commitment scheme is hiding if for all PPT stateful interactive adversaries

A
P ck + Gen(11); (mg, my) < A(ck); b+ {0,1};] _ 1
"t Dg ;¢ < Comgg(my;r) : Ale) = b T

ck?

where A outputs mg, my € M.

Definition 2.2 (Binding). The commitment scheme is computationally binding if a commitment can only
be opened to one value within the binding set B.y. For all PPT adversaries A

Pr ck + Gen(1*); (mg, 1o, my,r1) + A(ck) : ~0
mg # m; and Com,y(mg;rg) = Comy,(my;ry) |

where A outputs (mg,rg), (my, 1) € Beg.

The commitment scheme is compressing if the sizes of commitments are smaller than the sizes of the
committed values.

Compressing Commitments Based on SIS. We work with the standard SIS (shortest integer solution)

commitment scheme, which was already implicit in the aforementioned work of Ajtai [I] and uses uniformly
“x2rl

random matrices A € Z;X "% and Ay € Zy*™ as a commitment key, where n is the number of elements

that one wishes to commit to and p < g. A commitment to a vector m € Zj involves choosing a random

rlog, q

vector r € Zi and outputting the commitment vector v = Ajr + Aom mod ¢. By the leftover hash



lemma, (A1, Ajr mod q) is statistically close to uniform, and so the commitment scheme is statistically
hidingﬂ To prove binding, note that if there are two different (r, m) # (r’, m’) such that

v=Air+Aym=A;r + Aom’ (mod q),

then
Air—1r)+Ay(m—m')=0 (mod q)

/
and the non-zero vector s = [ tor ,} is a solution to the SIS problem for the matrix A = [A; As], i.e.

As =0 (mod q). As long as the parameters are set such that ||s|| is smaller than
min{q’22\/rlogqlog6 (9)

the binding property of the commitment is based on an intractable version of the SIS problem [23].
In this paper, we will use the following lattice commitment scheme.

Gen(1*) — ck: Select parameters p,q,7,v, N, B, 0.

. . . $ Xl 3
Pick uniformly random matrices A; < ZZ "8 and Ay & Z;X".

Return ck = (pyqaravaév Naﬂan7A17A2)~
The commitment key defines the following message, randomness, commitment and binding spaces and
randomness distribution

Mo = RY

q

m 2rl
o= o= [ 7] ey

2rlog, q r
Rck - Rq v ) Cck - Zq

Isll < B}, D, = D\

2rlog, q

Com,(m;r): Given m € Zq and r € Zq return ¢ = Aqr + Ass.
In the following, when we make multiple commitments to vectors my,...,my; € Mg we write C =
Comg;(M; R) when concatenating the commitment vectors as C = [e1,- -, ¢g]. This corresponds to com-

puting C = A;R + AoM with M = [my,--- ,my| and randomness R = [rq,--- ,1].

2.2 Arguments of Knowledge

We will now formally define arguments of knowledge. Let R be a polynomial-time-decidable ternary relation.
The first input will contain public parameters (a.k.a. common reference string) pp. We define the correspond-
ing language L, indexed by pp that consists of statement v with a witness w such that (pp, u, w) € R. This
is a natural generalisation of standard NP languages, which can be cast as the special case of relations that
ignore the first input.

A proof system consists of a PPT parameter generator K, and interactive and stateful PPT algorithms
P and V used by the prover and verifier. We write (¢r,b) < (P(pp), V(pp, t)) for running P and V on inputs
pp, s, and t and getting communication transcript ¢r and the verifier’s decision bit b. We use the convention
that b = 0 means reject and b = 1 means accept.

Definition 2.3. Proof system (K, P, V) is called an argument of knowledge for the relation R if it is complete
and knowledge sound as defined below.

Definition 2.4. (K,P,V) has statistical completeness with completeness error p : N — [0;1] if for all
adversaries A
py [PP 4 K(1); (u,w) < Alpp); (tr,b) < (P(pp, u,w), V(pp, u)) :

(pp,u,w) € R and b=10 < p(N).

9 For improved efficiency, one could reduce the number of columns in A; and make the commitment scheme
computationally-hiding based on the hardness of the LWE problem.

10 This constant 4 is related to the optimal block-size in BKZ reduction [23], which is the currently best way of solving
the SIS problem. Presently, the optimal lattice reductions set ¢ =~ 1.005.



Definition 2.5. (K,P,V) is knowledge sound with knowledge error € : N — [0;1] if for all DPT P* there
exists an expected polynomial time extractor € such that for all PPT adversaries A

py [ PP K1Y (u, ) < Alpp); (t7,0) <= (P*(pp, u, ), V(pp, w)); | _ ()
w 4= EPTPPS) (pp, i, tr,b) : (pp,u,w) ¢ R and b= 1 -

It is sometimes useful to relax the definition of knowledge soundness by replacing R with a relation R such
that R C R. For instance, in this work, our zero-knowledge proofs of pre-images will have “slack”. Thus,
even though v is constructed using r, m with coefficients in Z,, we will only be able to prove knowledge of
vectors T, m with larger norms. This extracted commitment is still binding as long as the parameters are set

so that the norm of the vector {r -r ,| is smaller than the bound in @D
m—m

We say the proof system is public coin if the verifier’s challenges are chosen uniformly at random inde-
pendently of the prover’s messages. A proof system is special honest-verifier zero-knowledge if it is possible
to simulate the proof without knowing the witness whenever the verifier’s challenges are known in advance.

Definition 2.6. A public-coin argument of knowledge (KC, P, V) is said to be statistical special honest-verifier
zero-knowledge (SHVZK) if there exists a PPT simulator S such that for all interactive and stateful adver-
saries A

py [ PP K(1): (u,w, 0) < A(pp); (tr,b) < (P(pp,u, ), V(o, us 0) -
(pp,u, w) € R and A(tr) = 1

~Pr|PPE K(1N); (u, w, o) < A(pp); (tr,b) + S(pp,u, o) :
(pp, u,w) € R and A(tr) =1 ,

where ¢ is the randomness used by the verifier.

2.3 Amortized Proofs of Knowledge

P v
AcZy,Sez !, Tezy AT
st. AS=T
Y < D2*"
W = AY w
c & {0, 1}0xm
C
Z:=SC+Y
Abort if Rej(Z,SC,0,p) =1 Z

[zl,...,zn =7

Vi€ n], |zl < B
Check: {AZ =TC+W

Fig. 2. Amortized proof for ¢ equations.

Baum et al. [5] give an amortized proof of knowledge for preimages of SIS commitments (see Fig. . The
prover P wants to prove knowledge of the secret matrix S such that

AS=T (modgq) ,

10



where A, T are known to the verifier V.

The protocol begins with P selecting a “masking” value Y with small coefficients and sending W =
AY mod g. Then V picks a random challenge matrix C € {0, 1}“”, and sends it to P. Then, P computes
Z = SC + Y and performs a rejection-sampling step (Fig. [3) to make the distribution of Z independent
of S, and if it passes, sends Z to V. Finally, V checks that all columns of Z have small norms and that
AZ=TC+ W (mod q).

R’ej(Z7B7U7 p)

01 u+[0,1)

02 ifu>%~exp(72<%>;”3”2)
03  then return 0

04 else

05 return 1

Fig. 3. Rejection Sampling [33134].

This protocol can be proved zero-knowledge using exactly the same techniques as in [33/34], i.e. Lemma
One proves knowledge-soundness using a standard heavy-row argument (Lemma [A.1)).

Lemma 2.7 ([34]). Let B € Z"*" be any matriz. Consider a procedure that samples Y < D3*™ and then
returns the output of Rej(Z :=Y+B,B, 0, p) where o > 1—2p -|BJ|. The probability that this procedure outputs

In
1 is within 271%° of 1/p. The distribution of Z, conditioned on the output being 1, is within statistical distance

Of 2—100 Of D;Xn'

By choosing appropriate parameters (r, v, n, £), Baum et al. obtain a O(v/N) proof size for the standard SIS
commitment scheme where N = vf is the number of entries in the matrix S.

3 Levelled Commitments

In this section, we define levelled lattice commitments and show how to obtain proofs of knowledge with
proof size O(N'/¢) where N is the number of secrets and ¢ is a constant. Recall that Baum et al. [5] give an
amortized proof of knowledge for statements of the form T = AS mod q. We call this a level-one commitment.
Roughly speaking, the main idea is to apply lattice commitments ¢ — 1 times to the secret S in a structured
way.

In Appendix [B] we extend this result and sketch out the details of an arithmetic circuit satisfiability
argument which uses the proof of knowledge based on levelled commitments as a key component.

From now on, we assume that the secret matrix S already includes the randomness. This not only
significantly improves the readability of our protocol, but also ensures that the standard SIS commitment
defined in Section is both binding and hiding.

3.1 Overview

We define our levelled commitment scheme with d levels for constant d. Let n,mg, mq,...,mg, mgy1 € N
such that mg = 1 and N = my - ... - mgy1. We denote M; ; = m; - m;q1 - ... - m; and for simplicity, we
write M; = My;. Consider d distinct moduli ¢ > g2 > ... > qq. Let Ag,..., A; be matrices such that
Ay € Zyx™d and A; € Zy ™™ for i € [d — 1]. Then, the levelled commitment is a function F' defined as
follows:

Azs mod qi, if 4 :j

10
Fi i1 ((IMM_1 ® Aj) S mod qj) if i < j. (10)

Fi7j (S) = {

11



For example, when d = 2, the explicit formula for F' is
Fi2(8)=A1 (I, ® Az) - Smod ¢2) mod q;. (11)
When d = 3, the explicit formula for F' is
Fi38)=A1 (Im, ® A2) (Ln;.ms ® Ag) - S mod ¢3) mod ¢2) mod ¢;. (12)

Observe that explicit formulae for ' written without tensor notation bear some similarity to Merkle trees
of SIS commitments. For instance, if d = 3 then
A351
A -
A3sz

Si
T="F; : =A- :
S7TL1W‘L2 A3Sm1(mg—1)+1

A, -
Here, T represents a commitment to the whole tree. In our protocol, the statement will be

A3Sm1m2 ] i

Fl,d (S) =T (mod ql), (13)

where S is a matrix consisting of small elements.
For readability, let us introduce commitments for intermediate vertices in this tree. We start from the
leaves and denote them as S; iq_,] Where each iy € [mg]. More concretely, write

D1 5eeny

[ Sp1y ]
Si,..12
S = S[l,m,l,md—l] R where S[ihnqid—l] S Zd X md 1 (14)
Sii,...2.
_S[Tnl,...,md,l]_

Now we can define commitments for the intermediate vertices in the commitment tree. Fix k € [d — 2] and
recursively define

Slir, ... ix,1]
T1yeesih,2
Siir,.in] = Ty @ Agy2) . : ] mod Qry2 € LAY, (15)
S[’Ll,...,ik,mk+1]
Sy
Let us also set SH = (I7n1 ® AQ) mod Q2 € ZmaXmay "‘Fhen7 we have AlS[] =T (mod ql)
Spma]

Relaxed Opening. Recall that our protocol aims to prove knowledge of a small matrix S such that
F14(S) =T (mod ¢1). However, our extraction algorithm finds a slightly larger (but still small) matrix S’
and additional matrices Ry, ..., Rg_1 such that

Fiq4(S;Ry,...,Rg-1) =T (mod q1)

12



where F is defined by
Fi,j (S/, Ri7 ey Rj—l) = ~i,j—1(X mod qu + quj—l; Ri7 ey Rj_Q) (16)

and
X = (IMi—l,j—l & Aj)sl

for i < j and FM(S’) = (Im,_, ® A;)S' mod ¢;. For example, if d = 2 then Fl,d is defined to be
F14(8Ry) = A1 ((I,, ® Ay) -8 mod g2 + Ry - ¢2) mod ¢, (17)

similarly to (3). Clearly, if Ry,...,Rq4_1 are all zero matrices then Fia(S5Ry,...,Rey) = F1a(S).

We observe that this is enough for practical applications as long as Aq,...,A, are binding. Indeed,
one can show, using similar methods to Section that F; ; is binding based on the hardness of SIS for
appropriate parameter choice ¢1,...,qq (see Sect.

Formally, given matrices Ag, ..., Ay such that Ay € Z7*™¢ and A; € Zy*™™: for i € [d— 1], the relation
we give a zero-knowledge proof of knowledge for the relation

(pp7 u, U}) = ((qa m,n, B7 BR? Ala ey Ad)7 T7 (S/a R))
R = ¢ [llsill <2?Blicimas) AN llRillso < Brlica—1) A [Ri € ZMMexman]c gy
A (S, T) € ZMaxmars 57X A Fy 4 (S5 R) =T  (mod ¢1)

where we denote R := (Ry,...,Rq_1),8" := [s1 . Sma 4= (q1,--.,qq) and m := (mg, ..., May1).

3.2 The Main Protocol

We present our zero-knowledge proof of knowledge in Fig. [] First, we describe supporting algorithms that
we will use in the protocol. Firstly, BT; takes a matrix Z which has a number of rows divisible by m; and
outputs its block transpose:

Z,
BTi(Z) := 21 Zm,|, where Z= | :
Z,,,
On the other hand, Fold; is a recursive algorithm which takes as input M; matrices Uy,..., Uy, and ¢+ 1

challenge matrices Cy,...,C;y1. If ¢ = 0 then it simply outputs U;C;y. Otherwise, it splits the vector
(Uy,...,Uyy,) into m; shorter ones, i.e. U; = (Ug-1)Mi_y415--+» Ujng,) and runs U, = Fold;—1(U;; Cy,...,C;)
for each j € [m;]. Eventually, it outputs [U] --- U}, | Ci41. We show more properties of this algorithm in
the correctness section.

The statement is Fy 4(S) = T (mod ¢1). The protocol begins with the prover P selecting a masking
value for Y with small coefficients and sending W = A;Y mod ¢4. In the i-th round, the verifier V picks a
random challenge C; and sends it to P. The prover applies Fold to the intermediate commitments

as well as all the previous challenges Cy,...,C; sent by V. If i = d then P also adds Y and runs rejection
sampling. Next, it returns
Z;, = F0|di_1(Vz‘; Cyq,..., Cz) + [[Z = d]]Y

Finally, the verifier checks that all the Z; are small and for all ¢ € [d — 1]:

Ai1Zipy =BT(Z;)Cipr +[i =d —1]W  (mod gi11).

We assume that (IM 11 ® Ad) S mod ¢; is public, although this information is not used by the verifier.

Consequently, for all 0 < k < d — 1 and any i1,...49x € [mq] X ... x [mg], Sy, .. 4, is known as well.

13



Po(pp, S) Fold;(Uy,...,U,;Cr, ..., Cit1)

01 Y « Dmdx? 13ifi=0
02 W := A;Y mod ¢4 14 then return U;C;
03 return (W, St =7Y) 15 Uj := Foldi—1 (Ug—1)ag;_y+15- -+ Ujng_15Cns 0, Ci)

16 return [U/l U;nJ Cit
Pl(pp7 (Cl7 s 7Ci)7 S7 St = Y) for i € [d]
04 if i = 1 then BT:(Z)
05  V;:=8j Z
06 elseV; := (S[l,,_‘,u, Si2,1,...,105 -+ S[ml,»-.,qu_l]) 17 Write Z =
07 V}:=Fold;—1(Vi;Cu,...,C;)

08 if i = d then Znn,

09 Zs:=V,+Y 18 return [Zl v--ZmJ

10 Abort if Rej(Zq4, Vi, 0,p) =1

11 else Z; := V; V(pp7T, (C“ZZ) for i € [d])

12 return (Z;,St=7Y) 19 [21,. ., Zmgs, | = Za
20 Check:

21 L.Vj € [mapnl llz;l| < B

22 2. Vi € [d — 1], ||ZzHoo < Mi71md+1)\iil%

23 3. A1Z1 = TCl (mod Q1)

24 4.Vi€[d—2],Ais1Zit1 = BTi(Z;)Cis1 (mod git1)
25 5. AgZy = BTdfl(del)Cd + W (mod qd)

Fig. 4. Levelled Lattice Commitment Protocol.

3.3 Security Analysis

We start by proving certain properties of the Fold algorithm defined in Fig. 4l They will be crucial when
proving correctness of our protocol.

Lemma 3.1. Let i € [d] and k,¢,m € N. Take arbitrary Uy,..., Uy, € ZFX™a+1 and Cy,...,Ciyq such
that Cy € {0,1}ma+1XA and for j > 1, C; € {0,1}™i—1AXA Then, the following hold.

(i) There exist matrices D1, ..., Dy, € ZMa+1XA such that |Dil|eo < A and
M;
Fold;(Uy,...,Un,;C1,...,Cis1) = 3 UiD,.
t=1

(i) For all A € Z™*F,
A - FOle‘(Ul, ey UMI; Cl, ey Ci+1) = FOldl(.A-[]l7 [N ,AUAL; Cl, ey Ci+1).
Uja
(i11) Suppose that each U; can be written as U; = |, where all matrices Uj j have the same dimensions.
Uj.e

Then:
FOldi(ULl, - 7U]\4,“1; Cl7 ey Ci+1)

FOldi(Ul,...,U]\/[i;Cl,..‘,Ci+1): :
Fold;(U1y,...,Un, 3 Ca,y ..., Ciga)

Proof. See Section [A1]
We are now ready to prove security properties of our protocol.

Theorem 3.2. Lets > max,;, . i, , Sl(S[ilyu-yid—l])’ p > 1 be a constant, 0 € R be such that o > %Md_ls)\d*\/mdﬂ)\,
and B = v/2mgo. Then the protocol described in Fig. |4| is a zero-knowledge proof of knowledge for R.
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Proof. We prove correctness and zero-knowledge, and prove knowledge soundness separately in Theorem
Correctness. If P and V are honest then the probability of abort is exponentially close to 1 — 1/p (see
Lemma [2.7)). Indeed, note that by Lemma 3.1 (i) and the triangle inequality we know that ||V} is bounded
above by My_1sA%"1/mg 1 \. In a similar manner, one can show that the second verification condition is
satisfied. Now, we show that the equations verified by V are true.
Firstly, note that
A121 = A1F0|C|(S[], Cl) = Als[]Cl = TCl (mod (h)

Now, fix ¢ € [d — 1]. We know that Z; = Fold;_1(V;; Cy,...,C;) (line 7) where
Vi=(Su,.1S20,01] -+ > Spma Lo 1] S[1,200 1)+ Sl seeemi_i])-

By definition, each Sy;, ;. ] is equal to

Ait1Sp i)

Aiv1Spigioim)
By Lemma [3.1] (ii) and (iii), we have
A;y1Foldi_1(Vi1:Cy,...,Cy)
Z; = : 7
AiirFold; 1 (Vi i C1,...,Cs)
where
Vi = (S, 13S0, 1l s Spmaudyve 1 SL20Lg]s + + + 9 Sl —1.])-

Observe that V;; is indeed equal to the concatenation of vectors V; 1,...V; ... Then, by applying the BT
function to Z; and by definition of Fold, we obtain:

BTZ(ZI)CZJrl = [Ai+1\71 o AZ+1\7m7] Ci+1
= Ai+1 [V1 e vml] Ci+1

(18)
= A Fold;(Vig1:Cy,...,Cit1)
=Ai11Zi41,
where V; := Fold;_1(V; ;; C1, ..., C;). The last verification equation is also satisfied using the same argument

as before and noting that A;Y = W.

Eventually, since each coeflicient of Z is statistically close to D,, then according to we have ||z;]| <
vV2mgo with overwhelming probability.

Honest-Verifier Zero-Knowledge. We will now prove that our protocol is honest-verifier zero-knowledge.
More concretely, we show that it is zero-knowledge when the prover does not abort prior to sending Z,. We
recall that for all 0 <k <d —1, S;, ., is known to adversaries.

Define a simulator S as follows. It first selects C; < {0,1}ma+1>A and Cy & {0,1}m5—1AXA for j =
2,...,d.Next, S samples Z; + DMa=1xX, Then, for i € [d—1], the simulator sets Z; := Fold;_1(V;; Cy,...,C;)
where

Vi= (S, 1820, 1> Sy 1]s S[,2001]s -+ - 5 Spmaseymy 1))
Finally, S sets W := AyZ; — BT4_1(Z4—1)Cy4 and outputs

(Wa Cl7zla e '7Cd7 Zd)

It is clear that V verifies with overwhelming probability. We already argued in the section on correctness
that in the real protocol when no abort occurs the distribution of Z4 is within statistical distance 27100 of
DY+ Since W is completely determined by Ay, Zq_1, Zq, Cq4 and additionally, the distribution of Z; out-
put by S is identical to the one in the real protocol for i € [d— 1], the distribution of (W, Cy,Z1,...,Cq, Z4)
output by S is within 2719 of the distribution of these variables in the actual non-aborting run of the
protocol. a
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Knowledge Soyndness. We describe a knowledge extractor £ which finds small matrices S’ and Ry, ..., Rg_1
such that T = Fl,d (S/; Rl, NN ,Rd_l).

Theorem 3.3. For any prover P* who succeeds with probability ¢ > 2721 . (4dN)?? over its random tape

x € {0,1}* and the challenge choice Cy,...,Cy, such that C;y & {0, 1}ma+1XA gnd C; & {0, 1}mi—1AxA
for j > 1, there exists a knowledge extractor £ running in expected time poly(\)/e who can extract S’ and
Rq,...,Rq_1 such that

Fl,d (S/; :R,l7 ey Rd—l) =T.

Moreover, each column of S’ has norm at most 2B and Yk € [d — 1],
HRkHoo < ok (Mk_lmd+1/\k_l + 2)

Proof. We provide a sketch of the proof here and refer to Section for more details. In summary, the
extractor £ constructs a tree 7 of partial transcripts similar to [I4/12] where each vertex of 7 (apart from
the root) is created using extraction techniques from [5] based on the heavy-rows argument. For readability,
we describe the first few steps of extraction.

First, we can fix a € [mg41] and define an extractor £ which finds small vectors s’,ry,...,r;_1 such that

Fiq(sre,...,va-1) = ta,

where t,, is the a-th column vector of T E Then, using the extraction strategy from [5], we can find Z9, ZY
such that
Al(le,u - z'l’u) =t, (mod q)

for some u, where 2z}, (vesp. z{,,) is the u-th column of Zj (resp. ZY). Hence, £ must find a preimage of
z’l’u and Z/ll,u' We focus on the former. By symmetry, the latter can be obtained analogously.

Suppose that we continue running the prover P* given the first response Z. We want to get a preimage
of the u-th column of Z}. Note that when applying BT; to Z}, the u-th column vector gets split into the
u-th, u + A-th,..., u + (m; — 1)A\-th columns. Take arbitrary j € {u + i\ : 0 < i < my}. Then, again by
rewinding P*, we can get Z/, Z4 such that

A2227j = AQ(ZIQ,U - ZIQI,U) = BT(le)] (IHOd QQ)

for some v, where 2 ; := 75, — 25, and BT(Z}); denotes the j-th column of BT;(Z}). By repeating this
argument for all possible j, we obtain:

22,y BT(Z}).
(L, ® Ag) = =1z,, (mod g).

Z9 ut(my—1)A BT1(Z1)ut(mi—1)x

Observe how the tree structure appears in the argument. We first find Z} and Z7 which correspond to the
two children of the root. Then, for each such vertex V', we repeat the same argument m, times and add new
children Wy, Wi, ..., Wy, , W/, of V. In general, the tree 7 has exactly 2 M;_ vertices on each level i > 0.

Eventually, the extracted solution consists of responses which correspond to the leaves of T. We also get
additional terms R, since each verification equation holds for different moduli. Hence, in order to make any
implications from them, we need to first “lift” the previous verification equation and then we can apply it

to the next one. The R,; terms are the result of such lifting. a

3.4 Asymptotic Parameter Choice

In this section, we set parameters for our protocol which minimise the total communication size (see Table
. More concretely, we pick g1, ...,qq4 and my,...,mg41 (conditioned on the fact that N = Hd;rll m; is fixed

i
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Parameter Size Description

A Security parameter

Y poly(X) The largest value of the secrets, i.e. ||S||co

s Operator norm of S

N mi ... mge1 = poly(N) Number of secrets

n d-O(log N) Number of rows in Aq,..., Ay

qi (@] (N d_’+2(2)\)dp2) Modulus corresponding to the commitment A;

-
mg ((’) (Iﬂ)\ﬁ’if}gw) - N) ot i—th dimension of S for i € [d — 1]
_d 1
mq |O (%) (X d—th dimension of S
T
M1 ((’) (%) . N) ot (d + 1)—th dimension of S

o %Mal_ls)\d*1 \/md+1>\ Standard deviation for rejection sampling
B V2myg - o Soundness slack from proof of knowledge
Br (2/\)dN o Infinity norm of extracted matrices R, ..., Rg—1

Fig. 5. Parameter choice for our protocol.

and N = O(\") for some constant, integer r). For readability, we consider asymptotic parameter choice,
neglecting constant terms and focussing on the leading terms using “big-O” notation.

To begin with, we compute simple upper bounds for the norms of the prover’s responses. First, let us
assume that secret elements in S have size at most p < N, i.e. ||S||cc < p. Using the Cauchy-Schwarz
inequality and the definition of an operator norm, we get a bound s < Np?. Now, we provide a simple bound
on B which is defined in Theorem [3.2

12
B =\2mao =/2my - EMd_lsAd*\/deA = O(\IN?p?).
We note this bound can be substantially improved. Concretely,

2
8 < mgmg41p

since we only consider the operator norm of mg X mq41 matrices in Z,. By picking the parameters set below,
we get s = O(A°N 2/ d+1) However, for readability, we demonstrate a simpler bound.
We know from Theorem [3.3| that for k € [d — 1] we have

IRl < 2 (Mk—lmd-u)\kfl +2) < (20\)’N =: Bg.

We are ready to set g4. In order to make A4 binding and satisfy (9)), one needs to pick gq > 2||s}|| where s is
the i-th column of the extracted matrix S’ in Theorem We know that ||s}|| < 2¢B and therefore choose

a2 = O ((2))*N?p?).

Next, let us fix i € [d — 1] and consider the explicit formula for Fj; in without tensor notation. One
observes that each copy of the matrix A; is multiplied from the right-hand side by a matrix of the form
U = (Vmod gi11) + ¢ir1R and we know that | Rl < (2)\)?N. Thus, we just need to choose g; which
satisfies

¢ > 2N||Uloo > N - (gis1 +2- (2N)N) = Ngiy1 +2- (2))N? .

We solve this recursive formula for ¢; and obtain

=0 (Nd—i ((QA)dN2p2 + 2

=0 (Nd+2fi(2)\)dp2) )

(2)\4)N2) -

2. (2A4)N?
N-1 )

N-1 (19)

1 By collecting extracted solutions for all , we can merge them and thus obtain the overall solution.
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Hence, we have log ¢; < log g, = d-O(log N) for i € [d]. Finally, in order to make all commitments Aq,..., Ay
satisfy @, we pick n =d - O(log N).

Now, let us set myq,...,mgs1 which minimise the total communication cost of our protocol, including the
statement T. First, note that the verifier V sends

AMmay1 + A% (my + ...+ mg_1)bits

as challenges. Next, consider the communication cost from the prover’s side. At the beginning, P sends W
which has nAlog gq = O(d*\log® N) bits. Since it does not contain any my, ..., mg41, we ignore this term
for now. Next, we note that from the second verification equation, each Z; sent by P satisfies:

10g (2/|Zil|s0) < log (M;—1ma1 A" (giy1 — 1)) < log(NA%giy1) = d - Olog N)

for i € [d — 1]. On the other hand, with overwhelming probability we have ||Z||c < 60 = O(A?N?p?) and
thus
log (2||Z4||oc) = O(dlog A +1log N) = d - O(log N).

Therefore, P sends in total (excluding W)

d—1
nmay1logq + Y nmiXlog (2]|Zi|) + maXlog (2/|Zall)
i=1
it (20)
< (nmd+1 + ani/\ + md)\> d-O(log N)
i=1
bits. Eventually, this can be upper-bounded by:
d—1
(nAd - O(log N) + X?) -m; +Ad - O(log N) -mg + (nd - O(log N) + ) - mg1.
i=1
In order to minimise this expression, we want to set mq,...,mg4+1 in such a way that all these d + 1 terms
are (almost) equal. Fix mg41. Then,
nd - O(log N) + A Mgt1 .
mg = - O(log ) -Mgy1 and m; = + for ¢ € [d —1].
We compute an exact expression for mgy as follows:
d+1
~ nd-O(log N) + A d+1
N = i =
H M= I O(log ) )
and hence we can set
1
Md - O(log N) a1 d A 1
= N < (AHIN) T =\ N,
Md+1 (nd “O(log N) + A ) ( )
Then, the total communication cost (now including W) is bounded above by:
O(d*Nlog® N) + (d+1)(nd - O(log N) 4+ ) - may1
=0 (d2A10g2N+(d+1)(d2 -1og2N+A)AN#1) (21)

~0 (NT (dPA1og? N + dA2)> .
To obtain logarithmic proof size, set d + 1 = log N, giving communication cost

)\~O(10g5N+)\logN).
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4 Bulletproofs Folding Protocol

In the discrete logarithm setting, one can apply recursive arguments as in [14/12] and thus obtain logarithmic
proof sizes. We show how these techniques can also be used in the lattice setting. Concretely, suppose the
statement is as usual As = t where A € R'** s € RF with ||s| < p and R = Z[X]/(X™ 4+ 1). Then the
number of secrets N is equal to kn. We highlight that the only variables which are defined the same in this
section and the previous one are A (security parameter), N (number of secrets) and p (the largest coefficient
of the secrets).

We fold the initial statement as follows. Let us write A and s as

A=A A;] and s = {Sl

. } where s, 85 € RF/2.
2

Hence, if we define 1l = Ajss € R and r = Ass; € R then for all ¢ € R,
(CAl + Ag)(Sl + CSQ) = C2l +ct+r

. This gives the following proof of knowledge of s.

P 1%
ILr
1=Aiso,r=Ass; _
c $ oo
— c+—{X":i€lp} CR
Z
Z = S1 + €Sy _— (cAq +A2)z;c21+ct+r
?
l2zlleo < 2p

The vector z has length k/2, so this protocol has half the communication cost of simply sending s. We can
repeat this protocol for the new statement Bz = t’ where

B=cA;+Asand t' = ?l+ct +r.

TIterating the folding trick down to vectors of length 1 yields a protocol with communication cost O(log k).
Extraction works in principle as follows. First, let us focus on extracting in the one-round protocol presented
above. By rewinding we can get three equations

(C,L'Al +A2)Zi :c?1+c1;t+r, 1= 1,2,3

for three different challenges ¢; and answers z;. Combine these to obtain

3 3 3 3 3
Ay (Z )\icizi> + A, <Z )\1Z1> = Z )\16121 + Z Aicit + Z AL (22)
=1 =1 =1 1=1 1=1

If A= (A1, A, A3)7 is a solution of the system

e 3 2 A1 0
€1 ca C3 X|=(1],
111 A3 0

then Equation implies

3 3 3
Ay <Z /\¢C¢Zi> + A, (Z /\izi> =A Z i {C;ZZ} —t.
i=1 i=1 ’

=1
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Hence, we get a preimage of t but the problem is that in general it will not be short since A; can be large.
In order to estimate the size of \;, we use the fact that for i # j, polynomials of the form 2/(X? — X7) € R
have coefficients in {—1,0,1} ([9]). Also, we know by the properties of Vandermonde matrices that \; are of
the form

f

:t(X“ - XV)(X? — Xv)(Xv — Xu)

for some pairwise distinet u,v,w € Za, and ||f|j1 < 2. Therefore, we have ||8);]|oc < 2n?. Hence, we have
extracted a solution z which satisfies Az = 8t and

3 CiZ; > CiZ;
Z;SAi[ZiH g; SAi[ZJ

The extractor for the full protocol constructs a tree of partial transcripts similar to [I4/12] and applies
the strategy we described above at every level. Due to the small soundness error of order 1/n, the protocol
has to be repeated sufficiently many times to achieve negligible soundness error.

3
< Z 2n? - 2np = 12n°p.

2] = \
o0 =1

Proof size and slack. Let us consider the protocol with d < log k rounds. Then, using the same extraction
strategy as above recursively, we obtain a relaxed opening z to the modified equation: Az = 87t such that

1Z|loo = ((6n3)d .4 -p) =0 (n3d 124 -p)
Therefore, we set ¢ = O (nSd - 124 -p). The proof size is then equal to

Nlog(2%p) /2% + 2dnlog q

which is
O(N log(2%p)/2¢ 4 d*nlogn).

Since this gives a soundness error of O(1/n), we repeat the protocol A/logn times in order to get soundness
error 27*. This gives a total proof size of

AN log(de) 9
( 241ogn +AdTn

Suppose that we follow this protocol all the way down to vectors of length 1, i.e. d = log k. Then, we have a
“slack” 2] of
||Z||oo =0 <n3logNN4p)

since k = N/n < N. The proof size is bounded by

@ ()\nlogN+)\nlog2N) .

Comparison. We compare the Bulletproofs approach with levelled commitments introduced in Section [3|in
terms of both proof sizes and slack. The latter one is not clearly defined in context of levelled commitments
since one extracts some secret matrix S’ along with additional terms R, Ra, ..., Rg_1 (where d is a number
of levels). Therefore, we only focus on the size of S’ and ignore the other terms. We provide a comparison of
sizes for both techniques in Fig. [6] Firstly, we observe that none of these methods provide a way to extract
an exact solution to the original equation. Indeed, with lattice commitments we only manage to extract S’
along with extra terms Ry,...,Rg_1 which satisfy . On the other hand, with Bulletproofs we extract
a relaxed opening z such that Az = 8%. In practice, this implies that the slack we have for z gets also
multiplied by the relaxation factor 8¢ in front of t. For d = log k, this factor becomes k® = N3 /n?.

12 Qlack here means the Euclidean norm of an extracted solution.
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l ‘ Bulletproofs ‘ Levelled Commitments ‘

Logarithmic proof size o ()\n log N + Anlog? N) o ()\ log® N + X% log N)
Corresponding slack @) <n3 log N 4 \/Np) O(N°EN N3p?)

poly(X\, N1/¢) proof size| O (AN”C log N + Anlog? N) o (Nl/c ~(Xlog® N + c/\2))
Corresponding slack (O (n3<071) log N/e . yale=1)/e /N . p) O ((QA)CN2p2)

Fig. 6. Comparison of lattice Bulletproofs and levelled commitments.

From Fig. [6]we deduce that Bulletproofs folding offers smaller proof size at the cost of larger slack. Indeed,
if one is not limited with any particular amount of slack then one can achieve quadratic-logarithmic proof
size as shown on the top-left part of the table. Now, suppose that we can only tolerate B = N of slack for
some «. The question would be which method achieves smaller proof size given this condition. Note that if
a = 7.5 then by the argument above, one would simply use Bulletproofs (by setting n = 2). Hence, assume
that 3 < a < 7. For readability, from now on we do not write the “big-O” for each expression. Nevertheless,
we still consider asymptotic parameters.

Let us first focus on levelled commitments — we find ¢ such that (20)°N?2p? = B. Then

log N
log(2X)

log(B/N?p?)
=——" =~ (a—2 ~ (a—2
c log(2)) (a—2) (a—2)r
where N = A" for some constant r|"°| Then, the levelled commitments achieve @(Nl/(a’g)’”) proof size. Now
consider the Bulletproofs solution. To begin with, we would like to find d such that n3?.12¢.4/Np = B. By
solving this equation we have

log(B/vV N —1/2)log N
OB BVN) (o 1/DloeN
3logn+4 3logn +4

where v = (o — 1/2)/(3logn + 4). Then, the Bulletproofs protocol has O(N'~7) proof size. Therefore, we
just need to compare 1 — v with 1/(« — 2)r. The main observation is that for > 3, the quadratic function

fr(z) == (15 — 2z)(z — 2)r — 14

is positive when 3 < x < 7. Hence

1 15 — 2a a—1/2
(= 2)r 14 - 3logn + 4 K

This shows that if one is given only a limited (and relatively small) slack, one should consider using the
levelled commitments approach to obtain small sub-linear proof sizes.
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A Security Proofs

A.1 Proof of Lemma [3.1]

First, we prove (i) by induction on i. When i = 0, we have Foldg(U;C1) = U;C; and [|Cqlloc < A0 = 1.
Now, assume that the statement holds for some 7 — 1 > 0. By definition, we have

FO'CIZ‘(Ul7 e ,U]\/]i; 017 ey Ci-i—l) = [Ull ‘e Ulmz] Ci-i—l
where U;- = Fold; _1(U¢j—1ym, 141>+ -» Ujnm,_,; C1, . .., Ci). Using the induction hypothesis, we can write

M; 1

U = Z Ug—ym 1 +6DG-1)m 4k
k=1

for some D(;_1yas,_,+# such that [[D;_1)ar,_,+kllee < AL Let us write

Cit1
Ciy1= where Ci+17j € {0, I}AX)\.

Cit1,m,
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Then,

FO'di(-U-l7 .. aUMm C17 N 7Ci+1)

U(j_l)I\/Ii—l'f'kD(j—l)Mi—1+kCi+1,j-
j=1 k=1
To finish the proof, we observe that for any j, k we have

D G—1yar, 41 Ci1jlloe < ATHA= A"
Next, let us show (ii) using induction on i. Let ¢ = 0. Then, we get

A FO|C|0(U1; Cl) = AU101 = FO|d0(AU1; Cl)
Suppose that the statement holds for some i — 1 > 0. By definition, we have

A - F0|di(U1, ey UMU Ch ey Ci+1) =A [Ull . U;nJ Ci+1
= [AU’1 AU;n] Cit,
where U;» is defined above. By the induction hypothesis, we know that

(24)

AU; = FOldi—l(AU(j—l)M,i,l—Q—la ey AUjMi,l 5 Cl, ey CZ)
Thus, again by the definition of Fold:
[AUll cee AUlmj Ci+l = F0|di(AU1, . ,AUM“ C17 ey Ci+1)
hence the result holds.
We now prove (iii), again by induction on 7. If 7 = 0 then
U1,1 U,:C F0|do(U1,1; Cl)
FOldo(Ul; Cl) = U101 = : Cl = = .
Ui, U, ,Cy Foldg(Uy ¢; C1)
Assume that the statement is true for some ¢ — 1 > 0. Then, by definition of Fold we have
F0|di(U17 e >UMi; Cl, ey Ci+1) = [Ull cee U{rni] Ci+1
where U;» is defined above. By the induction hypothesis, we get
Fold; 1(U—1ym, 141,15+ -> Ujng, 1,15 Cr,y .o, Cy)
U, =

F0|di—1(U(j—1)Mi,1+1,é7 ey Uqu',_LZ; Cl, ey Cl)
Let VJ, = Fold; 1 (U¢;_1)nm,_, 41,5

> Ujm, 1 4;C1, ..., C;). Note that
[U}, U, ] Cisy = Foldi(Uyy,..., Upp,i;Cy, ..., Cisa). (25)
Therefore, Fold;(Uy,...,Up;;Cq,. .., C;yqq) is equal to
11 Una Uiy UL 1] Cia
U} UL, ] Ciyi= | - | G = :

Uie - Up,pe

[Ull,e e U;ni,d Ci+1
and thus, the result holds by applying .

O
24

(23)



A.2 Proof of Theorem [3.3

Denote by s}, the k-th column vector of 8" and r; 5 the k-th column vector of R;. Then, using induction one
can show that
Fi;j(SRi,...,Rj_1):=[r; ...t ],

Md+1
where
I‘;c = Fi’j (Sk; rz’,k; ey rjfi,k) .
Moreover, if we write
Sll f‘l,k
s’ = and £, = : fork=i+1,...,5—1,
S;ni_l f.mi—hk
then we also have:
Fi,j (S/;f'i7...,f']‘_1) = (Imi71 ®AZ)X mod q; (26)
where
Fi+1,j (Sll, f‘l,i—&-l; ey f'17j_1)
X = : + Git1Ti
Fi+1,j (S;n,i,l ; f‘miflai+17 BRI f‘miflyj_l)

This result can be easily shown by induction using the fact that
IMi—l,l«—l QA = Imi—l ® (IMi,l«—l @ Ak)

Therefore, we can just fix a € [mg41] and define an extractor £ which finds small vectors s’,r1,...,r;_; such
that

Fl,d (S/;rla .. 'ard—l) = t()m

where t,, is the a-th column vector of T.

Firstly, the extractor £ constructs a tree 7 of partial transcripts using the algorithm TreeConstruct defined
in Fig. [7] Informally, a vertex V on level i of T represents a situation when prover P* did already receive
certain ¢ challenges and sent ¢ responses. Concretely, each vertex has the following attributes: chal, resp, index.
The former two represent the last challenge and the last response from P* respectively. For simplicity,
we denote resp;gex(V) to be the index(V)-th column of the matrix resp(V). Now, we define children of
V by picking candidates for the i + 1-th challenge using rewinding and techniques from [5], and get the
corresponding responses. One notices that the partial transcript (or even a full one if we consider a leaf) can
be obtained by starting at some vertex V and collecting values chal, resp for each node on the path up to the
root. On the other hand, index says for which column of resp(V') we are interested in finding a corresponding
opening.

Extractor £ starts by obtaining the masking matrix W from P* and running TreeConstructy([], L, T, a).
Let root be the root of T, also denoted as T[]. Then, set C(root) = L, resp(root) = T and index(root) = .
For a vertex V located on level i[[7]of the tree T, we denote it by T j1, ... ,ji] where each jj, € [my_1] x {0,1}
(or T if V' = root). Children of V' are of form Tji,...,J:,j] where j € [m;] x {0,1}. Left children (resp.
right children) of V' are the ones for which j € [m;] x {0} (resp. j € [m;] x {1}). We define LeftC(V) to be
the vector

Zg
, where zg, = respigex (T i1, - - -, Jis (K,0)])
Zm,;—1
and define RightC(V) in a similar fashion.

14 A vertex V is on level ¢ if the distance from the root to V equals i.
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TreeConstructi([jl, . ,ji], Ci,Z;, t)
01V ="Tl1,. - Ji
02 chal(V) = Cj,resp(V) = Z;,index(V) = ¢
03 (root, V1,...,V;) :=vertices on the path from root to V where V =1V;
04 if i = d then
05  return
06 z; := t-th column vector of Z;
Zt,0

07 Write z; =

Ztm;—1
08 t; :==t+ (j — 1)\ for j € [my]
09 for j € [my] :
10 Select random Cj,; and then Cj,; such that Vu # ¢;, Cﬁl,u = c;’fm and C;/fl,tj is freshly sampled
11 Run P* on the ¢ + 1-th random challenge Cj,; until it outputs Zj
12 Rewind P* and re-run it on the ¢ + 1-th challenge C7,; until it outputs Z7,,
13 T := (W,chal(V1),resp(V1),...,Ci i1, Zi 1)
14 T":=(W,chal(Vi),resp(V4),...,Ci 1, Z7, 1)
15 count =0
16  while i = d — 1 and count < A\(4dN)??/e and T” is not a valid transcript:

17 Rewind P* and run P* on the new C/; until it outputs Z/;
18 T = (W, chal(V1),resp(V1), ..., Cy, Z})
19 count = count + 1

20 if count > \(4dN)??/c then abort
21 count =10
22 while i = d — 1 and count < 2)\(4dN)?*/e and T" is not a valid transcript:

23 Rewind P* and run P* on CY,, such that Vu # t;, ¢/}, , = ¢/}, and C;/fl,tj is freshly sampled
24 Get response Z/

25 T" = (W, chal(V1),resp(V4),...,CY, ZY)

26 count = count + 1

27 if count > 2X\(4dN)?*? /¢ then abort

28 Let ¢ be an index where ¢/}, ,[] # ']} ,[f] (w.lo.g. ¢/t ,[0] — ciT1 . [6] = 1, otherwise swap)
29  TreeConstructiy1([j1,- -, i, (4,0)], Cip1, Zit1, £)

30  TreeConstructiy1([j1,.--,Ji, (4, 1)], Ci11, Zi\ 1, £)

Fig. 7. Construction of a tree 7 of partial transcripts for P*. We denote cﬁl,j (resp. cﬁl’j) to be the j-th row of
Ciy1 (resp. Ciyq).

Let us compute an upper bound on the probability of the event abort that TreeConstructy([], L, T, «)
aborts. Let V' be a vertex on level d — 1 and denote abort(V') to be the event that the algorithm aborts in
line 20 for V. Also, define (V, ..., Vy_2,V) to be the sequence of vertices on the path from Vg := root to V.
We know that each V;, where ¢ > 1, is either a left child or a right child. Hence, denote ry,...,7, to be all
the indices such that V;.; is a right child for all j € [y]. Now, in order to argue about Pr[abort(V)] we use
the generalised heavy-rows lemma which can be easily extended from [15].

Lemma A.1. Let K > 1 and H € {0, 1}“” for some n,l > 1, such that a fraction € of the inputs of H are
1. We say that a row of H is “heavy” if it contains a fraction at least ¢/K of ones. Then less than 1/K of
the ones in H are located in heavy rows.

We introduce the matrices H; where we apply Lemma First, consider the binary matrix Hy whose
rows are indexed by the value of (x, C}) and whose columns are indexed by the value of (C5,...,C}). An
entry of Hy is 1 if P* succeeds for the corresponding challenges C/, ..., C/, and the random tape x. Here,
we say that a row of Hy is ¢’-heavy if it contains a fraction of at least &' ones.

Define C; = Chal(V;) for i € [d — 1] and ¢/ to be the j-th row of C; (similarly ¢j” for a random matrix
C}). Now, we introduce H; for ¢ > 1. It is a binary matrix whose rows are indexed by the value of (x, Cj, )
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and whose columns are indexed by the value of (Cj_,,...,C}). The entries of H; are defined by

Hi[(X7 C;+1)][(C'Ii+2’ R CZI)] = Hi—l[(Xa CZ)HC;—i-h LR C,d]

Informally, H; analyses the success probability of P* after ¢ — 1 challenges Cy,...,C;_1 have been fixed.
Similarly as before, we say that a row in H; is ¢’-heavy if it contains a fraction of at least & ones. For
i < d— 2, we define an event h;(¢’) that C,; is in a &’-heavy row of H;.

We also consider alternative matrices H) defined as follows. For ¢ > 0, H/ is a binary matrix whose rows
are indexed by the value of

T T T T
(X Cit1,15 -+ <1 Cit1 index(Vi)— 17 Cit1,index(V;)+17 - * +Cit 1 ams )
3 1T !/ / : /
and whose columns are indexed by the value of (c] 1 index(V;)? Ci y,...,C)). Entries of Hj are defined as
follows:
/ ~ T / / —
Hi[(x, Ci+17indeX(Vi)][(Ci—‘rl,index(Vi)v Ci+2a Gyl = (27)
/ / /
H;[(x, Ci+1)][ci+27 5 Cyl
where
~ _ (T T T T
Ci—&-l,index(Vi) - (ci+1,17 s 7C7,'+1,index(Vi)71’ ci+1,index(Vi)+17 to 7ci+1,7"i)’
r; = Am; for i > 1, rg = mgy1 and
T
Cit1,1
/
C¢+1 =
T
Citi,rm

We need matrices H for analysing the success probability of P* when we send a second challenge which is
similar to the one sent earlier (line 10). Let h}(¢’) be the event that row corresponding to
T T T T
(X Cig1,1s- - 1 Cit1index(V;)—1° Ci+1,index(V;) 417+ * i Citr,)

is ¢’-heavy in HJ, i.e. it contains a fraction of at least £’ ones.
We are ready to give an upper bound on Pr[abort(V')]. For readability, let K = 4dN. Our strategy is as
follows. First, we check if V; is a right child. If so, then using Lemma [A-T] we have the following bound:

Pr[abort(V)] < Pr[abort(V)|hy(e/K)] + Pr[—hj(e/K)] (28)
< Pr[abort(V)|hj(¢/K)] + 1/K.

Next, we want to bound Pr[abort(V)[hj(¢/K)]. Again, we apply Lemma [A1] and get
Prlabort(V)[hj(e/K)] < Pr [abort(V)|hy(e/K) Ahg (e/K?)]
+ Pr [~ho(e/K?)|h(e/K)] (29)
< Pr [abort(V)[h)(e/K) Ahg (¢/K?)] + 1/K.
Thus, if V; is indeed a right child then we get
Prabort(V)] < Pr [abort(V)[h)(e/K) Ahg (e/K?)] +2/K

and otherwise
Prlabort(V)] < Prlabort(V)|hg (¢/K)] + 1/K.

In a similar manner we apply Lemma for events in the following order: hy,...,hy_o and also h’Tj_1
in-between by —2 and h. 1 for each j € [y]. At the end, we have:

d—1+~
K

2(d — 1)

Pr[abort(V)] < Pr[abort(V)|E] + K

< Pr[abort(V)|E] +

27



where

E=hg(¢/K)A...Ahy 5 (e/K™ ') AR _, (e/K™)

r1—1

30
Aby, oy (e/ KT AL Ahg g (e/ K1) (30)

Hence, we just need to bound Pr[abort(V)|E]. Since E holds (and also hgq_3), the row of Hy_5 indexed by
(x, Cq_1) is heavy. Therefore, the probability that we hit one of the ones in this row is at least ¢/K9~1%7,
Thus, the algorithm aborts in line 20 with probability at most

(1— /KM e o (1 - g/ RPPEHe < oA <27,

Suppose that the algorithm finds a suitable C,4 := C/,. Then, we have two cases — either b/, ;(e/K%*7) holds
or not. Note that Pr[=h/, ,(e/K%"7)|E] < 1/K. Let us assume that h/, ,(¢/K%7) is true, i.e. the row of
H/, | indexed by

T T T T
(X Cd,1+ -+ Cd index(V)—11 Cd,index(V)+17 - - - de,,\md,l)

is heavy. Thus, the probability that we pick a correct C/] is at least /K d+v _ 27X because we want a reply
for a challenge C/] different from C/;. By assumption on ¢, we know that

g/KY — 272 > ¢ 2K > ¢ /2K,
Hence, we can bound the probability that P* does not succeed on any of the 2AK??/¢ attempts by

)QAK“/E

(1—e/2K% et <2

Eventually, we get
Pr[abort(V)[E] < 2-27* + 1/K

and therefore
Pr[abort (V)] < 1/2* 71 4+ 2d/K.

By the union bound, the probability that the algorithm aborts on any of the vertices of level d —1 is at most
N/2271 £ 2dN/K = N/2) 1 4-1/2

since we set K = 4dN. Thus, by running O()\) copies of TreeConstruct we manage to construct a tree of
transcripts. Note that the algorithm itself runs in expected time poly(\)/e since N = poly(\) and we assumed
d is a constant term.

We now show a certain relationship between resp; g (V'), LeftC(V) and RightC(V').

Lemma A.2. Let V =T[j1,...,Ji] be a vertex of a tree T on level i < d. Then
(L, © Asy1)(LeRC(V) — RightC(V)) = resppgec(V)  (mod gia).

Zt1
Proof. Let t = index(V),Z = resp(V) and z; = = respingex(V'). Then, one observes that z;; is

zt,mi
the t 4+ (j — 1)A-th column of BT(Z) for j € [m;]. Let us first fix j and set Wy := T[j1,.-.,Ji, (4,0)] and
W1 =T, .-, Ji, (4, 1)]. We will show that

Ai-‘rl(respindex(WO) - respindex(Wl)) =7 (mOd Qi+1) . (31)
By following the TreeConstruct algorithm we get that:

Ai+1resp(WO) = BTz(Z)ChaKWo) (I’IlOd qH_l)7

A, qresp(Wy) = BT;(Z)chal(W;) (mod git1) (32)
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and also matrices chal(W), chal(W;) have the same rows apart from the ¢ + (j — 1)A-th one. By defini-
tion of TreeConstruct, ¢ = index(Wy) = index(WW7) and the ¢-th coefficient of the ¢ + (j — 1)A-th row of
chal(Wy) — chal(W7) is equal to 1. By subtracting the two equations in and looking at the /-th column
of A;y1(resp(Wy) — resp(W7)), we obtain Equation

The lemma follows from applying for all j € [m;] and the definitions of LeftC(V') and RightC(V). O

After initializing the tree T, extractor £ runs the Extract algorithm described in Fig. [8 on root. Roughly
speaking, given a vertex V', Extract runs its algorithm recursively for all children of V' to obtain their relaxed
opening of the levelled commitments. Then it subtracts solutions for left children from the right ones and
merges them into a long vector. Clearly, running Extract from root takes polynomial time in the security
. d+1

parameter \ assuming that [[,”] m; = N = poly(\).

The following lemma shows that the solution £ obtained at the end is indeed a relaxed opening of the
levelled commitment.

Extract; (V)

01 T[jh s ajl} =V

02 if i = d then return resp;, 4., (V)
03 for j € [my]:

04 (S;',O; rj0,i42y--, I‘jyoydfl) < EXtI’aCti+1(T[j1, e 7j~;, (], 0)])
05 (5971; Cj1i42,.., I‘jylydfl) — Extracti+1(T[j1, <odis (4, 1)])
06 if i<d—1then

o7 W = Fi+27d(s;-’b; Tjibit2,---, I‘jybydfl)

08 Tibit1 = (respigex(Tli1, - - -1 dis (4,0)]) — W) /qit2 for b€ {0,1}
09 Vi = (Ing;,q 41 ® Ag)s);, mod gqq for b € {0,1}
10 for k=d—-1,d—2,...,i+1:

11 u:= (vo — vi — (vo — vi mod qx)) /qx
12 Tjk:=Tjok—Tji,k+1u
13 if k>i+1then v = (Ing; .,y ® Ag)(Ve +1jp,) mod g for b € {0,1}
Sll,() - S,1,1 f‘1,k
14 return § = and 1 = fork=i+1,...,d—1
S{mi,O - S:ni,l f‘mi,k

Fig. 8. Extracting relaxed openings of levelled commitments, or more concretely, preimages of Fji1 4.

Lemma A.3. Let V be a vertex in T of level i < d — 1. Then,
Fit1 q(Extract;(V)) = respipgex(V)  (mod ¢i41) -

Proof. The proof is by induction on i. Let i = d — 1 and consider Extracty_1 (V). Note that s = LeftC(V)
and s} = RightC(V) by definition. Then, by Lemma we get

Fd7d(S/0 - Sll) = respindex(‘/) (mOd Qd)'
Assume the statement holds for i +1 < d — 1 and suppose that

(S;’,b; Tjbit2y .-« rj,b7d—1) — Extracti+1 (T[jl, - 7ji7 (], b)])

for each child Tji,...,Ji, (j,b)] of V. Then, by induction hypothesis we have
Fivo,a(S) b3 ibit2s > ibd—1) + Giyalipitt = r€SPindex(T i1 - Ji (4, 0)])
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for some vector r;p ;1. Observe that this equation holds over the integers. Then, by definition of LeftC we
get:

Fit2,a(s] 0iT1,0.i425---,T1,0d-1) + Gital10/i41 |
LeftC(V) = :
Fit2,da(S, 03 Tmi,0,i425 -+ Tm;,0,d—1) T Git2Tm;,0,i+1]
and similarly
Fitoa(sy15T1 1642, T11,d-1) + Qipalin,iv1 |
RightC(V) = :
Fito.d(Sm, 13Tmi 1,425 s Ty 1,d—1) + Git2lm; 1,i4+1 ]

Then, we can write

LeftC(V) — RightC(V)

/ VN - PN
Fipoa(st o —s11itit2, o, Tra—1) + Gipaliit (33)

/ ’ PN A -
Fi+27d(smi70 — Sy, 13 Tmyit2, - - 7rmi7d_1) + Qit2Tm, 1,41

where || klloo < |ITj,0,5]l00 + l|ITj,1,5/lcc + 1 (lines 10-13). Here, we use the fact that for any matrix A and
vectors u, v we have: (Av mod ¢) — (Aumod ¢q) = A(v — u)z mod g + gr where ||r|o < 1.
Finally, by Lemma and the property of F; ; described in , we get that

I’espindex(‘/) = (Imz ® AH'l)(LeftC(V) - nghtC(V)) (mOd Qi-‘rl)

- ) (34)
= Fiy1,a(SiFig1, ... Ta—1)  (mod git1),
where
S/1,0 - S/1,1 Tk
§= and Ty = fork=i+1,...,d—1.
Sims,0 ~ S P,k
O
In summary, Lemma implies that
F1 q(Extracty(root)) = resp;qex(root) =t (mod ¢1)
and that Extractg(root) is indeed a relaxed opening of ty.
Eventually, we investigate the sizes that Extract outputs.
Lemma A.4. Let V be a vertex of T on level i < d and (s';ri11,...,v4-1) < Extract;(V). Then, ||s'|] <

29'B and also fori <d—2 and k =i+ 1,...,d — 1 we have
k—1 1
Itnlloe < 2870 | My—ymap A1 + z; N
=

Proof. The first part can be clearly proven by induction and this follows from the construction of Extract as
well as the triangle inequality. Hence, we focus on the latter part. We prove it by induction on 3.

Consider the base case i = d — 2. Then, Extract;(V') returns (s’;ry_1). For simplicity, we use notation
from Fig. [§ Line 08 tells us that

7j6.a-1ll00 < Ma—omaii A2 + 1
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for j € [mq—2] and b € {0,1}. Indeed, this follows from the second verification equation in Fig. [4] and the
triangle inequality. Then, from line 12 we get that

. _ _ 1
[8).d-1llcc < 2(Mg—2mapiA*>+1)+1=2 (Md—de+1/\d 14 2)

since ||u|lo < 1. This concludes the base case.
Suppose the statement holds for i + 1 < d — 2 and consider Extract;(V'). Firstly, fix i +2 < k < d — 1.
Then, using the induction hypothesis (in line 12) along with the triangle inequality we get that for j € [m;],

k—(i+1)
) L ~ 1
[Fialle <2200 (Mg ¥ 30 )4
§=0

| —

k—i
< Qk_Z(Mklderl)\k_l + Z j) :

0

<
[\

The only case left is when & =i + 1. As before, we observe that

Irjpis1lloe < Mimasi A + 1,

and by the triangle inequality in line 12 we get
185 klloo < 2(Mimga N 4+ 1) + 1 = 2(Mymai N + 1+ 1/2).
Since the inequalities hold for every j € [m;], the result holds. O

The main conclusion of the lemma above is that for ¢ = 0,
[relloe <28 (My_imaa A7t +2)

since 7, 1/27 = 2. Finally, the theorem holds by Lemmas and ]

B Applications to Circuit Satisfiability Arguments

We sketch out the details of an arithmetic circuit satisfiability argument which uses the proof of knowledge
based on levelled commitments as a key component. The approach is related to that of Baum et al [?] which
gives arguments with a square-root communication complexity based on lattices, and that of Groth [27]
which gives arguments with a cube-root communication complexity based on 2-level commitment schemes
from pairings.

We focus on using the protocol described in Section which has a O(N'/3) communication complexity
for a secret with IV elements. We use it to construct an argument for arithmetic circuit satisfiability which
has a @(N 1/ 3) communication complexity, for a circuit with N gates.

It is not too difficult to see that the same ideas can be extended to work in conjunction with the @(Nl/c)—
protocol presented in Section [3|to produce an arithmetic circuit satisfiability argument with @(N 1/ ) com-
munication complexity.

As in Section the honest prover should commit to S € Z™t"2X™M3 a9

A ((Iy, ® A2) - Smod ¢g2) mod ¢; =T, (36)

where Ay < ZgX"™ Ay < Zy ™2,

Now, we explain how the verifier can interact with the prover to obtain useful linear combinations of the
committed secret values. Then we explain how these linear combinations can be used to check arithmetic
circuit satisfiability.
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Verifying Linear Combinations of Secrets. Let A € Z™3*1 If the prover sends the verifier T/ =
((Iml ® As) - S mod qz) A, then the verifier can check that T’ is the correct linear combination of columns
of (I,,;, ® A2) S mod go. The verifier can do this by checking the equation A; T/ = TA mod g¢;.

Sy
Write S = © |, where each S; is an mo by m3 matrix. Denote
S,
SlA Sy
S, A Stn,

Next, note that

T = (I, ® Ag) S mod g2) A

is congruent to

(mod g2).

Set 8’ = [s} ...s], ]. Notice that A;S’ = BT (T’) (mod ¢2). Let w € Z™*!. Now, if the prover sends

/

s’ = S'w to the verifier then the verifier can check that s” is the correct linear combination of columns of
S’. The verifier can do this by checking the equation Ass’ = BT, (T") w mod ¢o.

Consider the form of s”. Write w = (w;);. Then s’ = 3. w;s}. We also know that s} = S;A. Write
A = (4;);. If we write S; as the matrix with columns s; ;, then s, = Zj sijA;j. So s’ = Z” w;s; j A;.

The prover has sent T, T/ and s” to the verifier, which have dimensions n X mg, nmy x 1, and mao
respectively. Since the total number of secret integers in S is N = mimgyms, we can obtain an argument
which requires the prover to send O(v/N) integers to the verifier by setting m; ~ mg ~ ms ~ O(/N).
Figure [5| shows that when using levelled commitments, the modulus sizes of the commitment scheme can
also depend polynomially on /N, which translates into an extra logarithmic factor of N when the proof size
is measured in bits.

Checking Useful Conditions. Previous works [?26]12] use specially chosen linear combinations of com-
mitted secrets to help the verifier check that an arithmetic circuit is satisfiable using a sublinear communi-
cation complexity, and in zero-knowledge. Circuits consist of gates of two types. The first type is addition
gates and multiplication gates with one public input. Such gates compute affine functions of their inputs.
The second type is multiplication gates with neither input public. Thus, circuit satisfiability is often sepa-
rated into the two sub-tasks of proving that inputs satisfy some linear relations, and proving multiplicative
relations between inputs. We sketch out an approach for arithmetic circuits over prime fields.

For i € [m1] and j € [mg], let a; ;, b; j and c; ; be vectors in [p]™? for some prime p. Suppose that we
want to prove multiplicative relations a; j o b; ; = ¢;; for each 7 and j. Let # and y be uniformly random
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challenges chosen from [p]. For suitable d;”

i j.d;; € Zy'*, we can write
. .

R LY, - mimmag
> a(zy) o> bije
i i

docigy T | b | o di (37)
(2] 0,J
+a ! Z di_’ja:_i_mlj (mod p).
2%

Note that the d;°

BPR d; j will depend on y. Collapsing each bracketed term into a single value, we have

aob=c+ad" +27'd” (mod p).

We have seen that the verifier can check that the prover has sent linear combinations of the form
s = Z Aisi,jAj
i,

correctly. If we set w; = (zy)’ mod p and A; = (zy)™7 mod p, then the verifier can obtain a in a verifiable
manner. With other, similar choices of w and A, the verifier can obtain b,c,d™ and d~, and check the
equality.

Comparing the terms with 2° on the left and right hand side, one sees that equality cannot hold unless

Z (cij—ai;ob; )y =0 (mod p). (38)

4,3

If ¢;; # a;; o b;; for some (4,;), then the Schwarz-Zippel lemma bounds the probability that (37), and
hence , still holds, over the random choices of x and y.

Linear relations between different witness values can be handled using similar types of polynomial ex-
pressions. Fuller explanations are given in [?26/12].

A Real Argument. It still remains to see how to build a complete argument. In the first round of the
argument, before having seen any random challenge values, the prover commits to the a; ;, b; ; and c; ;, as
three large arrays, A, B and C. After receiving random challenge y from the verifier, the prover computes
and commits to the dj’j and d; ; as two large arrays DT and D~. The prover and verifier use the proof-of-
knowledge from Section [1.2] on all commitments. Then the prover and the verifier use the techniques given
above to allow the verifier to receive the correct linear combinations of committed values.

With care, it should be possible to interleave the many-round sub-protocols described above. Also, we
have not discussed how to achieve zero-knowledge. This could be done by committing to various randomly-
sampled masking values, and adding them into the bracketed terms of expression in a way that does
not affect the conclusion about the committed values.

The Malicious Prover. In reality, we cannot be sure that the prover is honest, and cannot guarantee
that T is actually a commitment. However, the protocol in Section [3] is knowledge-sound. The knowledge
extractor produces S and an R € Z"™"™1*™s gatisfying the following equation.

A ((Im1 ®Az)-Smod g +R- qg) mod gq; = T, (39)
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After receiving T’ from the prover, the verifier checks whether A; T/ = TA mod ¢;. The collision resistance
property associated with A; guarantees that

T = ((Im1 ® Ay) - S mod qg) A+¢-RA
Then we have
T’ mod ¢» = (I,,, ® As) - SA mod ¢

Therefore, continuing the opening procedure with T modulo g2, we see that the extra terms recovered by
the knowledge extractor will have no impact on the verifier’s checks.
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