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Abstract—To maintain the secure information sharing among
vehicles in the Internet of Vehicles, various message authentica-
tion schemes were proposed. Recently, Sutrala et al. proposed
a conditional privacy preserving authentication scheme (“On
the Design of Conditional Privacy Preserving Batch Verification-
Based Authentication Scheme for Internet of Vehicles Deploy-
ment,” IEEE Trans. Veh. Technol., vol. 69, no. 5, pp. 5535-5548,
May 2020.) to against various potential attacks. However, our
observations show that, contrary to what is claimed, the scheme
is insecure. Any (malicious) vehicle can forge signature for any
message, which can be validated successfully and cannot be
traceable. Our observations also show that, the security proof
based on the standard random oracle model is wrong.

Index Terms—Authentication, forgery, internet of vehicles,
privacy preserving, random oracle model.

I. INTRODUCTION

NTERNET of vehicles (IoV) is evolving as a global het-

erogeneous vehicular networks, which improves vehicles
communication as well as intelligence. Due to the openness of
networks, information sharing among vehicles is prone to suf-
fer potential attacks, such as, man-in-the-middle attack, imper-
sonation attack, modification attack, replay attack and so on.
From the standpoint of safety, the traffic information including
weather, collision, jam, accident and emergency notifications
should be available at vehicles in time. Hence, a secure and
efficient message authentication scheme is required for the loV
system. Recently, Sutrala et al. proposed a conditional privacy
preserving batch verification-based authentication scheme for
IoV [1]. However, this scheme is not secure. In this paper,
we give a successful signature forgery on any message, which
can be validated and is untraceable. We also point out that the
security analysis using the standard random oracle model is
wrong.

The rest of this paper is organized as follows. Section
IT describes the scheme proposed by Sutrala ef al.. Section
IIT provides a forgery of the message-signature tuple for
Sutrala et al’s scheme to show its insecurity. In Section IV,
we point out errors in the security analysis for Sutrala et al.’s
scheme. Finally, in Section V, we conclude this paper.
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Fig. 1. The IoV system model [1].

II. SUTRALA ET AL.”S SCHEME

The IoV system model used in [1] is shown in Fig. 1.
The model mainly consists of four entities: trusted authority
(TA), key generation center (KGC), road side units (RSUs)
and vehicles. The TA is a trusted entity with huge storage
space and powerful computing power, and is responsible for
the initialization of system parameters. The KGC is another
trusted entity in the system. It has abundant computing and
communication resources and is responsible for the generation
of partial private keys for vehicles. RSUs are communication
entities distributed along both sides of the road, acting as
intermediate nodes for communication between the vehicle
and TA or KGC. At the same time, the RSU is also responsible
for the generation of pseudo identities for vehicles. A vehicle
is equipped with an On-Board Units (OBU) which stores the
sensitive information into the tamper proof device (TPD) and
broadcasts messages to other vehicles and the nearby RSUs
by the IEEE 802.11p wireless protocol.

The scheme proposed by Sutrala et al. for the above IoV
system is restated as follows.
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A. System Initialization
This phase generates the initial system parameters.

1) TA chooses two large prime numbers p and g. TA selects
elliptic curve additive group G of order g, which is
defined by E : y? = x*+ax+b(mod p), where a,b € Z,,
and 4a*+27h*(mod p) # 0. P is a generator of the group
G. TA randomly selects r; € Z; as the master key and
computes the public key T, = 11 P.

2) KGC randomly selects rp € Z; as its master key and
computes the public key Kp,p = r2P.

3) For each RSU, KGC randomly selects r3 € Z; as the
RSU’s private key, and computes the public key R, =
r3P.

4) TA selects secure hash functions hy, hy : {0, 1} — Z;,
H],HQ,H3,H4,H5 G —> Z; and H6 . {0,1}* X G X
{0, 1} x G x{0,1}* x {0, 1}* — Z7.

5) TA and KGC announce system parameters: {7pup,
Kpubv {Rpub for each RSU}9 h ()’ hZ(')’ H ()s H2(')s
H3(-), Hy(:), Hs(+), H(-), G, P}.

B. Vehicle Registration

The vehicle sends a registration request to the TA with its
real identity VID;. TA then computes a; = h(VID;), vt; =
VID; ® Hi(r1Kpup), and then loads < vt;,a; > to the vehicle
Vi’s TPD. TA stores a; and marks V; as a registered vehicle.

C. Vehicle Partial Key Generation

V; sends a; to KGC. KGC checks whether a; is in the
revocation list obtained from TA through a secure channel.
If not, KGC randomly selects r; € Z; , computes R; = r; P,
vpki; = raa;(mod q) and vpks; = Hy(a;Kpup) ® (ri+r2), and
then sends < vpki;, vpkoi, R; > back to the vehicle V;.

D. Vehicle Key Generation

After receiving the partial key < vpky;, vpkoi, R; > from
KGC, V; randomly chooses k; € ZC*I, computes K; = k;P
and vpks; = H3(Kpup @ K;) (vpkoi ® Hz(a;Kpup))(mod q) =
H3(Kpup © K;)(r; + r2)(mod gq). V; stores the private key
< vpkii,vpks;i, k; > and publishes the public key < R;, K; >.

E. Pseudo-Identity Generation

When V; enters the coverage of a certain RSU, it requests
the RSU to generate a pseudo identity for it.

1) V; randomly chooses ry;i,ryi2 € Z, computes R, ;| =
rvitP, Ryip = ryppP, Vt; = v ® H4(rvilRpub) and
a; = a; ® Hs(ry;2Rup), and then sends the information
< Vll{,Rvil,Rvig,al’. > to RSU.

2) After receiving the information, the RSU calculates vt; =
th{ ® Hy(r3R,;1) and a; = Cll’- ® Hs5(r3R,»). If a; is not
in the revocation list obtained from TA. RSU randomly
selects x; € Z;, computes PID; = {PID;, pid»;, T;},
where T; is the effective time of PID;, PID; = x;P,
pidy; = vt; ® ha(a;||x;]|T;). RSU sends back the pseudo
identity PID; to V;.

F. Message Signature Generation

Before broadcasting the message M;, it must be signed
by V; as follows. V; randomly selects b; € Z;, computes
B;=b;iP, gi = (ki'vpki;)(mod q) and f; = (b;'(vpky; +
vpks;He(M;, R;, Ti, PID;)))(mod g), where T; is the current
timestamp. Then V; broadcasts the message-signature tuple
<M;,6; = {f;, g}, Bi, K, R;, PID;, Ty > within the communi-
cation range of the RSU.

G. Message Signature Verification

Once other vehicle V; and RSU receive the information
< M,;, 6; ={fi, g}, Bi, K;, R;, PID;, T >, they verify whether
the timestamps 7 and 7; are valid. If both are valid, they
calculate L; = H3 (Kpub @Ki)H6(Mi, R;, T1, PIDi)(Ri+Kpub),
and verify the following equation

fiBi — giKi = L;. (D

If Eqn. (1) holds, receive this message M;. Otherwise, discard
it.

H. Batch Verification

The batch verification of messages is done by the RSU.
When the RSU receives n signed messages < M;,5; = {f;, &},
B;,K;,R;,PID; = {PIDli,pl'dzl‘,Ti},Tli >i=1,...n, it verifies
whether Ty; and T; are valid for each message. If both are
valid, the RSU then computes Z; = Hg(M;, R;,T\;, PID;),
fiBi = aiKpuh +H3(Kpub ®Ki)zi(Ri+Kpub), giKi = aiKpub
and L; = H3(Kpup ® Ki)Z;(R; + Kpup). Let {0;}i=1,...,
the list of signatures which are freshly generated having
valid pseudo identities. Then the RSU randomly chooses
A; € {0,1}1 for i = 1,...,n’, where usually / = 80 [2], and
verify whether the equation

n’ n
Z Ai(fiB;i — giK;) = Z AL 2
i=1 i=1

is true. If it is true, receive the n’ messages {M;}i=1, .

III. A FORGERY FOR SUTRALA ET AL.”S SCHEME

The attacker’s goal is to generate a message-signature tuple
< M,;,6; ={fi,gi}, Bi, Ki, R;, PID;, T; > such that it can pass
the verification as shown in Eqn. (1). It is assumed that the
attacker is a vehicle which can be registered or not registered.
The attacker performs the following steps to forge a signature
on a message M;, where M; can be chosen arbitrarily.

1) The attacker randomly chooses k; € Z” , and computes
K; = kiKpup.

2) The attacker arbitrarily constructs a triple as the pseudo
identity PID; = {PIDl'l € G, pidp € Z;,Tl}

3) The attacker randomly chooses r; € Z; and computes
R,‘ = riKpub .

4) The attacker randomly chooses b;, v; € Z;, and computes
Bi = biKpup, fi=b7'[vi + (ri + DH3(Kpup ® K;)-
He(M;, R;, Ty, PID;)](mod q) and g; = k;'v;(mod q).

5) The attacker broadcasts the message-signature tuple
< M;,6; ={fi,gi}, Bi, Ki, Ri, PID;, Ty >.
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It can be seen that the above message-signature tuple
< M;,6; = {fi,gi}, Bi,Ki, Ri, PID;, T| > satisfies Eqn. (1),
which is shown in detail as follows. Compute g;K; = v;Kp,p,

fiBi = [vi+ (ri + ) H3(Kpup © K;)He(M;, R;, T, PID;) 1K pup,
L; = H3(Kpup ® Ki)He(M;, R;, T\, PID;)(R; + Kpup).
Then
JiBi—giKi
=(ri + )H3(Kpup © K;)He(M;, R;, T1, PID;)K 1,
=H3(Kpup ® Ki)Hs(M;, R;, T\, PID;)(R; + Kpup)
=L;.

Hence, the message-signature tuple <M;, 8; ={fi, g}, Bi, K,
R;,PID;, Ty > is a successful forgery, which implies that
Sutrala et al.’s scheme is insecure.

Moreover, from the generation of the message-signature
forgery tuple <M;, 8; = {f;, gi}, Bi, K;, R;, PID;, T{>, we can
see that the pseudo identity PID;={PID;; €G, pidin€ Z;,T;}
is chosen arbitrarily, which may not be related to any vehicle
or could be a registered legitimate vehicle (since its pseudo
identity is always broadcasted along with its signature and can
be obtained by the attacker). Hence, provided that the tracking
procedure is reasonable, TA either gets nothing about the
real identity of the attacker or regards a registered legitimate
vehicle as the attacker after tracking.

IV. AN ERROR IN THE SECURITY ANALYSIS BASED ON
THE STARDARD RANDOM ORACLE MODEL

It is a common method to use the standard random oracle
model to prove the security of a signature scheme. The
core idea of the security proof is that, if there exists an
adversary who can break the scheme with probability € > 0
in polynomially-time, then a polynomially-time algorithm can
be designed to solve the considered hard problem with non-
negligible probability. Unfortunately, we find out that, the
security proof for Sutrala et al.’s scheme shown by Lemma 1
proposed in [1] is wrong. Here, we first restate Lemma 1 and
list the key points of its proof given in [1]. And then we will
point out the error in the proof.

A restatement of Lemma 1 given in [1]: Let A be
a polynomially bounded adversary who acts as a malicious
third-party attacker and has the ability to request and replace
the public key in the system. Suppose the adversary A can
break Sutrala et al.’s scheme with probability £>0. Then the
challenger I" can produce an algorithm to solve the ECDLP
problem with non-negligible probability.

Key points in the proof of Lemma 1 shown in [1]: Given
two elliptic curve points P,Q = sP € G, the goal of the
challenger is to compute the discrete logarithm (DL) s € Z7.
This is an ECDLP problem. To solve the ECDLP problem, I"
interacts with A as the following phases.

Setup Phase: The challenger I' initializes the system’s
public parameters {Tp,up, Kpub=5P, {Rpup for each RSU},
hl(')’ hZ(')’ H, ()’ HZ(')’ H3(')’ H4-(')’ HS(')’ H(')(')’ G, P} and
sends it to the adversary A. The DL s is kept secret.

Then the adversary A interacts with the challenger I' by
performing the following queries.

Query_on_ /;: When A makes h; query on ID;, I" checks
the listy,, for the tuple (ID;, a;). If such tuple exists, I returns
a; to A. Otherwise, I randomly chooses a; € Z;, returns a;
to A, and adds the tuple (/D;, a;) to listp,.

Query_on_H3: When A makes H3 query on K;, I' checks
the listy, for the tuple (Kj, y;). If such tuple exists, I" returns
yi to A. Otherwise, I' randomly chooses y; € Z;, returns y;
to A, and adds the tuple (K;,y;) to listy,.

Query_on_Hg: When A makes Hg query on
(M;,R;,T\,ID;), T' checks the Ilisty, for the tuple
(M;,R;,T1,ID;, z;). If such tuple exists, I' returns z; to
A. Otherwise, I' randomly chooses z; € Z; returns z; to A,
and adds the tuple (M;, R;,T1,ID;, z;) to listy,.

Query_on_Create_Vehicle: When A queries on ID;, T’
checks the list., for the tuple (ID;,k;, K;). If such tuple
exists, I' returns K; to A. Otherwise, I" randomly chooses
k; € Z;, computes K; = k;P, returns K; to A, and adds the
tuple (ID,',ki,K,‘) to liste,.

Query_on_Extract_Part_Priv_Key:
on (ID;,K;), I' checks the list,,r for the tuple
(ID;,K;,a;,vpkyi,vpks;, R;). If such tuple exists, I’
returns (vpki;, vpksi, R;) to A. Otherwise, I" queries /4| on
ID;, H3 on K; to obtain a; and y;, respectively. I' randomly
chooses r; € Z;, computes vpky; = a;, vpks; = r;y; and
R; = r;P, returns (vpky;, vpks;, R;) to A, and adds the tuple
(ID;,K;,a;,vpky;,vpks;, R;) to listppk.

Query_on_Extract_Secret_Key: When A queries on ID;,
I' checks the list., for the tuple (ID;,k;, K;). If such tu-
ple exists, I returns k; to A. Otherwise, I' queries the
Create_Vehicle to generate (ID;, k;, K;) and returns k; to
A.

Query_on_Sign: When A makes Sign queries
on (ID;, M;, Ty), T queries Create_Vehicle,
Extract_Part_Priv_Key, hy, H3 and Hg to retrieve the
tuples (ID;, ki, K;), (ID,K;,ai,vpki;,vpksi, R;), (ID;,a;),
(K;,y;) and (M;,R;,T\,1ID;,z;), respectively. I' randomly
chooses f; € Z;, computes b; = fl.‘l(vpkli +vpks;iz;)(mod q),
gi = kl.‘lvpkh-(mod q) and

When A queries

Bi = biP+ £ yiziK pup- 3

Finally, T returns the signature §; = (fi,g;) along with
(Bi,Ki, R;) to A.

From above, we can see that, by querying the Sign oracle,
the adversary A obtains a valid signature {6; = (fi, &), B,
K;, R;} on message (ID;, M;, T}), as
JiBi — giKi =riyiziP + yizi Kpup

=y:iZi(R; + Kpup) (4)
=H3(Kpup ® Ki)Hs(M;, R;, T1,ID;)(R; + Kpup)
=L;.
The equality in Eqn. (4) shows f;B; —g;K; = yizi(Ri + Kpus),
which is equivalent to

fiBi — giki = yizi(ri + ) )

since there exists 8; € Z; such that B; = B;P as defined in
Eqn. 3), K; = k;P, R; = r;P and K., = sP. There are four
unknows S;, k;, r;, s in Eqn. (5).
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Forgery: By the forking lemma [3], when the challenger
I' makes query on the message (ID;, M;,T}) using the same
procedure as mentioned above, it can obtain another valid
signature {651) = (ﬁ,gi(l)),BEl),Ki,R,-} with different choice
of oracles h{, H3 and Hg. That is,

1 1 D _(1
7B - gtV Ki =y 2V (Ri + Kpuv)
which is equivalent to
1 1 n_(1
B =i ki = y{V2" (ri + 5),

where ﬁ;l) € Z, satisfies B;l) = ,BEI)P defined in Eqn. (3)
and ,BEI) is another unknown. The value of ﬁ’;l) depends
on aEl),yfl), ZEI), and changes as the choice of h;, H3
and Hg changes. Hence, although four equations f,-,B;j) -
gl.(])ki = ylmzf])(ri +s) (where j = 1,2,3,4) as shown
in [1] are obtained from four different signatures {5§j ) =
(fi,gi(”),ij),Ki,Ri} with four different choices of hy, H3
and Hg oracles, the value of s can not be solved since there are
seven unknowns ﬂfj) (j =1,2,3,4), k;,r; and s. Therefore,
I" can not solve the ECDLP problem, which is contraty to the
statement given by [1] that the solution of ECDLP problem
can be computed. So far, we have pointed out an error in the
proof of security analysis.

Moreover, we find out that the signature is untrace-
able even if TA and RSU collaborate. Upon receiving a
message-signature tuple < M;,d; = (fi, &), Bi, Ki, R;, PID; =
(PID;y, pidp, T;), T;> from the vehicle V;, the TA can not get
Vi’s real identity VID; even with the help of the RSU. To get
VID; is to compute

VID; = pidi> ® hy(a;||x;||T;) ® Hi(r1Kpup)

where a; = hy(VID;), x; is the DL of PID;; = x;P. It is hard
to compute a; without VID;, and x;. So, it is impossible to
get the real identity VID,. Hence the signature is untraceable,
which is contrary to the statement shown in [1].

V. CONCLUSION

In this paper, an example of forgery was provided to
illustrate the insecurity of Sutrala et al.’s scheme. The forger,
who could be any malicious vehicle or attacker, produced a
valid message-signature tuple that could pass the verification.
Besides this, we also found out that it was wrong in the
proof of security using the standard random oracle model
for Sutrala et al.’s scheme, and that the traceability was not
satisfied since it was impossible to reveal the real identity of
the signer by the TA even with the help of the RSU.
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