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Abstract. In this paper, a method for searching correlations between
the binary stream of LFSR and the keystream of SNOW-V and SNOW-
Vi is presented based on the techniques of composite function. With the
aid of the linear relationship between the four taps of LFSR inputting to
FSM at three consecutive clocks, we present an automatic search model
based on the SAT /SMT technique and search out a binary linear approx-
imation with a correlation 274°%4, Applying such approximation, we pro-
vide a correlation attack on SNOW-V with an expected time complexity
2248-81 "5 memory complexity 224 and 221° keystream words generated
by the same key and IV. For SNOW-Vi, we provide a binary linear ap-
proximation with the same correlation and mount a correlation attack
with the same complexity as that of SNOW-V. The results indicate that
neither of SNOW-V and SNOW-Vi can guarantee the 256-bit security
level if the design constraint that the maximum of keystream length for
a single pair of key and IV is less than 25* is ignored.

Key words: SNOW-V; SNOW-Vi; Cryptanalysis, Linear Approxima-
tion; Automatic Search.

1 Introduction

SNOW-V is a new member of the SNOW family stream ciphers following SNOW
1.0, SNOW 2.0 and SNOW 3G. Proposed by Ekdahl and Johansson in 2000
and 2002 respectively, SNOW 1.0 [5] and SNOW 2.0 [6] consist of two main
components: the LESR (linear feedback shift register) part and the FSM (finite
state machine) part. SNOW 3G [17] is a word-oriented stream cipher used as the
core of 3GPP (3G Partunership Project) Confidentiality and Integrity Algorithms
UEA2 & UIA2 for UMTS and LTE. As an improved version of SNOW 2.0,
SNOW 3G introduces the third 32-bit register in the FSM and a second 32-
bit nonlinear transformation to update the register, thus enhances the security
under the 128-bit key. With the development of communication and computing
technology, there is an urgent need for increasing the security level to 256-bit key
length in 5G application environment. In 2018, SNOW-V [7] was announced to
satisfy the 256-bit security level requirement for 5G from 3GPP. Lately, Ekdahl
et al. proposed SNOW-Vi [8], which is a new member of SNOW series stream
cipher. Compared with SNOW 3G, the structure of SNOW-V and SNOW-Vi



keeps the same, while a couple of LFSRs are used to replace the original one,
and the size of registers increases from 32 bits to 128 bits so that the size of
internal state raises significantly. This makes SNOW-V and SNOW-Vi difficult
to be analyzed.

Resistance against the correlation attack [12,3] is a standard design crite-
rion for LFSR-based stream ciphers. The basic idea for correlation attack is to
approximate the nonlinear parts with linear expressions, and derive statistical
characteristics related to keystream words at different clock instances and the
LFSR parts, and then recover the initial states of LFSR. Fast correlation attacks
on SNOW series stream cipher have always been a hot topic of cryptanalysis. For
SNOW 1.0, Coppersmith et al. found a linear approximation with the correlation
2783 [4] and proposed a fast correlation attack with a complexity 21°°. In [18], a
distinguishing attack on SNOW 2.0 with complexity around 223° was presented,
and then an enhanced version with a reduced complexity 2!7* was provided in
[13]. By approximating the functions with the form of (x+y)®x® f(y) , Gong et
al. searched out a binary approximation with a correlation 273382 and mounted
a fast correlation attack on SNOW 3G with a complexity 223233 [10]. Later, they
took the idea to the extreme, found a binary linear approximation with a corre-
lation 271867 of SNOW-V,, [11], which results in a fast correlation attack with
time complexity 22°193 memory complexity 2244 and 2'93-83 keystream words.
On the other hand, Zhang et al. gave a fast correlation attack on SNOW 2.0 by
building a byte-wise approximation of the FSM part in an assigned finite field
[21]. Adopting this idea, Yang et al. found a byte-wise approximation in G F(2%)
with SEI (Squared Euclidean Imbalance) being 274097 [19], and mounted a fast
correlation attack with a complexity 2176-°6. For full SNOW-V and SNOW-Vi,
there is no prior correlation attack beyond their design documents.

In this paper, we focus on the search of binary linear approximations with
high correlation of SNOW-V and SNOW-Vi. As the FSM transformation is
mainly composed of S-boxes, linear transformations and additions modulo 232,
we simplify the linear approximation of FSM transformation to approximation
trails of a composite function so that we can take advantage of automatic search
technique which allows a wide range of search. Meanwhile, in the previous fast
correlation attacks, masks of outputs and LFSR taps are usually the same val-
ues, in this paper we consider a different and more general case that the masks
of outputs and LFSR taps are different, which can further expand the search
range. With the aid of the linear relationship between the four taps of LFSR
inputting into FSM at three consecutive clocks, we present an automatic search
model based on SAT/SMT technique and search out a binary linear approxi-
mation with a correlation 274954 | which results in a correlation attack with
an expected time complexity 224881 a memory complexity 2240, requiring 2240
keystream words, which can recover the internal state of SNOW-V for the clock
producing the first keystream word. For SNOW-Vi, we provide a linear approxi-
mation with the same correlation and mount a correlation attack with the same
complexity as on SNOW-V. The results of this paper show that SNOW-V and
SNOW-Vi can be attacked with complexity less than the key exhaustion, if the



limitation that at most 254 keystream words can be generated by a single key-IV

pair is ignored. As far as we know, these results are the best correlation attacks
for SNOW-V and SNOW-Vi up to now. It needs to emphasize that our crypt-
analysis results don’t means that SNOW-V and SNOW-Vi are not safe under
their design limit for the maximum length of keystream with a single pair of key
and IV.

The rest of this paper is organized as follows: Section 2 lists some notations
and gives a brief introduction of SNOW-V and SNOW-Vi. Section 3 proposes
the framework of our linear approximation of SNOW-V. Section 4 describes the
automatic search models used in this paper in detail. Section 5 and 6 show the
correlation attacks on SNOW-V and SNOW-Vi respectively. We conclude this
paper in Section 7.

2 Preliminaries

2.1 Notations and definitions
Henceforth, we fix some notations for convenience.

— The binary field is denoted by GF'(2), and its n-dimensional extension field
is denoted by GF(2").

— The bitwise XOR is denoted by @, and the addition and minus modulo 232
is denoted by H and H respectively.

— Given a binary variable z,  denotes = @ 1.

— wt(z) denotes the Hamming weight of Boolean vector z.

— We denote binary vectors in this paper as * = (z,—1,Zp_2, ..., Zo), in which
Tp—1 is the most significant bit and zq is the least significant bit.

— Given two binary vectors a = (ap—1,ap—2,...,a0),b = (bp—1,bn_2, ..., bo), the
cascading operation is defined as a||b = (an—1,Gn-2, ..., @0, b—1, bp—2, ..., bp).

— Given two binary vectors a = (ap—1,an—2,...,a0),b = (bp—1,bn_2, ..., by), the
n—1
inner product is defined as a-b = @ a;b;.

i=

— Let = be an element of GF(2%) and ¥ = (Ym_1,Ym_2,---,%0) be an m-
dimensional vector on the same field, the product of z and y is defined
as & *y = (TYm—1,TYm—2,---, TYo), in which the product zy; is taken over
GF(2F).

— The correlation of a binary random variable z is defined as

p(x) =Pr(z =0) — Pr(z =1).
— The correlation of a Boolean function f : Fon — F is defined as
p(f) =Pr(f(z) =0) — Pr(f(z) = 1).

— The correlation of f(z,y) = x By with the 128-bit input mask «a, and
128-bit output mask v is denoted by pa(y < a, §).



— The correlation of f(z) = AESE(z,0) with the 128-bit input mask a and
128-bit output mask § is denoted by pg(8 < «).

— We use the corresponding bold letter to denote the matrix of a linear trans-
formation, e.g. P(z) = Pz for a linear transformation P and a column vector
x.

2.2 Description of SNOW-V and SNOW-Vi

SNOW-V

SNOW-V has greatly expanded the internal state of the original structure of
SNOW 2.0 and SNOW 3G. The LFSR part of SNOW-V is a circular structure
consisting of two LFSRs, and the size of each register in FSM part increases to
128 bits. The overall schematic of SNOW-V algorithm is shown in Fig.1.
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Fig. 1. The keystream generation phase of the SNOW-V stream cipher

Each cell in LFSR part represents an element in GF(2'°). The elements of
LFSR-A are generated by the polynomial

gM ) =2 2B a2 e ¥ a3 2 o+ 1€ GF(2)[x],
while the elements of LFSR-B are generated by
gPx) =2 o™ et et a8 b 42 x4+ 1€ GF(2)[a).



The LFSR part is updated by

a16) = p®) 1 aa® 4 ¢+ 4 0= 1a(+8) mod g4 (a),
b(tH16) — () 4 g™ 4 p(t+3) 1 3=1p(+8) mod ¢P (),

in which a is a root of g (z) and 3 is a root of g”(x). Two taps T} and T} at
time ¢ are respectively given as

T = 03,6557, b8), T8 = (@80l . al).
R1, Ry, R3 are three 128-bit registers of FSM part, updated by

R = o(RY 8 (RY & V),
RUTY = AESE(RY C1),
R{™ = AESR(RY C2).

AESE(input, key) denotes the AES encryption round function, C'1 and C2 are
zero. o is a byte-oriented permutation:

0=10,4,8,12,1,5,9,13,2,6,10,14,3,7,11,15],
and 0~! = 0. The 128 bits keystream output at clock ¢ is given by:
20 = RPBTY) 0 RY.
For more details of SNOW-V, please refer to [7].

SNOW-Vi

SNOW-Vi is an extreme performance variant of SNOW-V, and eliminates
the linear relationship between Tl(t_l), T1(t), Tl(tﬂ), T2(t). SNOW-Vi is consistent
with SNOW-V except replacing the polynomial g (x) and ¢”(z) with

g (z) = 210 + 2™ + 21 + 2% + 28 + 2° + 2% + 2% + 1 € Fy[z](0z4a6d),
gB(x) =210 + 215 4 oM 4 21t 4 210 4 27 4 22 + 2+ 1 € Fy[x](0xcc8T),

and the LFSR sequences generating expressions with

a®*16) = p®) 4 aa® 4 a*7) mod g4 (a),
btH16) — () 4 g1 4 p(t+8) mod g ().

Two taps T1 and T at time ¢ are given respectively as
Tl(t) _ (b§85t)’b(8t) 7b(8t)),T2(t) _ ( (8t) (8t) . ,aégt)).

14 s S A1 5 Q14"

For more details of SNOW-Vi, we refer to [8].



3 Linear approximation of SNOW-V

SNOW-V employs two LFSRs making up a circular structure. There is a straight-
forward observation [20] that the four taps at three consecutive clocks satisfy

T =7 @8+« Ve« ® o (1Y >> 48) @ (T, << 80),
we also confirm it experimentally. For convenience, we denote it by
BT, 1) = 70 & 70

From now, we omit the superscript of R(t) R(t) R(t), and simply them as
R1, Ro, R3. The keystream outputs in three consecutive clocks can be expressed
by

21 = (TV VB EY(Ry)) ® E~(Ry),
2= (T{" BR,) @ Ry,
21 = (T Bo(Ry B (Rs @ T))) @ E(Ry).
Let a, 8,7,1,m,n,h be 128-bit masks, we can straightforward observe that

the following equation will show a nonzero correlation p when the masks take
certain values:

(Oé, 67 e la m,n, h) : (Zt—h 2ty Zt+1, Tl(til)’ Tl(t)’ T1(t+1)’ TQ(t))

= (B (R)BT )@ Ryoy (o(RB Rz L") BTY)
@a-EY(Rs) @B (R B T1(t)) ©v - E(R:)
ol Tl(t—l) am.- Tl(t) Sn- T1(t+1) ® h~T2(t)

p

=0.

In order to simplify the linear approximation analysis, we divide the process
of the approximation into several sub-steps by introducing 6 functions

fi(z,y, z,u,v,w) = (xElv Y, 2, u, L(z,u) ® v, w),
fo(z,y, z,u,v,w) = (0 H(z )Ely)@v Yy 2, Uy U, W),
fg(x,y,z,u,v,w) (E 1( ) (y) Z,U,v ’U))
f4(x,y,z,u,v,w) ( ( Bﬂz)vuvvvw)

fs(x,y, 2,u,v) = (2,9, 2,u, E~(v)),
folz,y,z,u,v) = (z,y,u (z Bv)).

It is clear that the composition function

F(%yaZ,%%w) = (f60f50f40f30f2 Ofl)(mayaz7u7v7w)

has 6-word input and 4-word output.
Consider the binary linear approximation of F':

(7, 8,1, m,n,7) & (o, a, b, B).



Let
(,, 2 u,0,w) = (0(Ro B (Ry @ Ty )) BT, Ry, 7D, 10, TV E(Ry)).

Then z,y, z,u,v,w are uniform distributed words and independent with each
other. Recall L(Tl(tfl), Tl(t)) = Tl(tH) & T2<t), we have

Fila,y, 2 u0,w) = (0(Ry B (Rs @ T3)), Ry, T, 1(0, 137, B(Ry)),
foo fi(@,y, z,u,v,w) = (Rg, Ry, TV, T TV E(R))),
fso fao fi(@,y, z,uv,w) = (B (Rs), B (Ra), TV, (" 14", BE(Ry)),
f1o f5o fao fi(w,y, 2,0, v,w) = (BT (Ry), B} (Ro) BTV, (", 1{", B(Ry)),
fso fiofso fao filz,y, z,uv,w) = (B~ (Rs), B~ (Ry) BTV, 71 TV Ry),
feofsofsofsofaofi(x,y, 2 u,v,w) = (BN (Rs), BN (Ry)BT ™V, 7", T ERy).
Thus, the equation of the linear approximation (v, 3,1, m, n,v) £, (o, 0, b, B) is

(7, 8,1, m,n,7) - (0(Re B (Ry & T3V) BT, Ry, TV ™V, (Y T{""V | B(Ry))
® (o, a,h, B) - (E7Y(Rs), B~ (Rp) BTV, 1V, 11 @ Ry)Z 0.

It is obvious that the correlation pp of the above approximation is equal to p.
If p # 0, we will get a distinguisher for distinguishing attack when

1T Y om T on- T @ n.- T =0,
and a distinguisher for correlation attack when
1T Y em T on- T e n. T £ 0.

In this paper, we focus on the search of correlation attack distinguishers.

Now we analyze the masks in the process of the linear approximation on F'
above in the case that the input and output masks are fixed as (v, 5,1,m,n,~)
and (a, a, h, B) respectively. We denote the mask of the j-th output of f; as 53»
and the correlation of f; as p;. Then the linear approximation equation of fj is

v z@B-y®l-zO&m-udn-vdy-w, W
B @Bved yold 08 uadd LEzuwod vell w,

which is equivalent to

Ba&E) ye(vo&) vl Lizuo(®&) 20 (6 em)-u
Ol B @y 2@ (nd&) - v20.

With the assumption that p; # 0, we have &3 = 3, &, = v. Denoting &} = a, &3 =
e,&i = f.&5 = d, we have dL = (e & 1)||(f &m) by

d- L(z,u) = dL (i) = (e l)za (f ®mu,



and (1) is equivalent to v - z2a - (z B v) & (n & d) - v, which is the linear
approximation v < a,n @ d of the addition modulo 232. Thus the correlation of
(1) is p1 = pa(y < a,n ® d).

For f5, we have

a-z@p-y®e-z2®f - udd-vdy-w @)
=G (07 z)By) e va&d yed 20 ud ve &l - w,

scilicet

- 2)By)Da-z0(BOE) Y@ (edE) 20 (D f) u
D (Goad vo (8o w20

By pz # 0 we know that & = e,&3 = f,62 = 7,&7 = d & €. Denoting & = b,
then (2) is equivalent to £2- (o~ (z)By) Da-2® (BdE3) -y = 0. Let X = o (2),
then the above equation can be converted to

a-o(X)=(cTa)XE(Beb) yof (XBy),

which is the linear approximation oZa < 8 ® b,d @ £2 of the addition modulo
232 hence py = pa(ola <+ BB b,d D E2).
For f3, the following equation holds

(dO &) 20b-yde- 20 f ud-vdy-w

2&.pieg Bl et o8 o va v )

It is equivalent to

- Bl @)eodeg) oe@ E'(yeb yle(Eoe) 20 f) u
& (E o) vd (& o) w20

By p3 # 0 we know that &5 = e,&5 = f,£63 = ¢2,63 = v. Let & = ¢, then (3) is
equivalent to [65 - E~1(z) ® (d ® €2) - z] @ [€3 - E~'(y) ® b - 4|20, which is the
two linear approximations d @ §§A£S & and b*E5 ¢ of AES round function, so
we have py = pip(d & & — €})pp(b o).

For f4, we have

fi’-x@c~y@e~z@f~u€9§§-v@ng{f-m@fé-(yBﬂz)@&ﬁ-u@ﬁ-v@f?w, (4)
which is equivalent to
(o8 20lE (yB2) e yde 2|0 (fOE) ud (E D) vo (YD&) w20,

By p4 # 0 we know that £f = €365 = f, &1 = €2,&2 = 7, and we can rewrite the
above equation as &4 - (yH 2)2 ¢y @ e - z, which is the approximation &4 < ¢, e
of addition modulo 232. Obviously ps = pa(£5 + c,e).

For fs5, the approximation equation is

& re& yof 208 uey 2 208 Yol 288 uedd -E 1 (v), (5)



scilicet
Eog)z0(Gas) yo(fes) a0 (@Eas8) ualg E (v)ay-v20.

By ps # 0 we know that & = £7,63 = £3,3 = f,£] = &. Denoting & = ¢, then
(5) can be reduced to ¢ - E~1(v) & - 20, which is the linear approximation

7A<£Sq of AES round function, so ps = pg(vy < q).
For fg, we have

f%-x@£§~y®f-z@£§-u@q-v@owa:@cwy@h-u@ﬁ-(zEEIv). (6)

By ps # 0 we know that & = &3 = «,&2 = h, and (6) can be simplified to
B-(zB0v)® f-2&q-v20, which is the linear approximation 3 < f, ¢ of addition
modulo 222. Thus pg = pa(B « f,q).

Thus, the linear approximation trail of F' above can be described as

f1 f2
b 7l7m7n7 a” 767 7d7
Sl V) dL=(e®)||(f&m),pa(v+a,n®d) (@8,¢f,d.7) pa(oTabdpB,ddh)
f3 fa
d®h7 b’ e? 7h’ a7c7 6’ 7h7 a7a? ,h7
( fih) PSR ( fih) P (e, 0 f,hyy)
— (a0 fohyg) —L s (a,a,h, B),
PE(Y¢Q) pa(B+f,q)

and its correlation can be computed as

pla,b,¢,d,q) =pa(y ¢+ a,n ® d)pa(6Ta + b® B,d® h)pp(d ®h « a)
pE(b < c)pala e c)pr(y < q)pa(B < f,q),

with the constraint dL = (e @ 1)||(f @& m), and a,b, ¢, d, ¢ are free masks.

4 Automatic search of linear approximation trails of
SNOW-V

STP is an SMT solver which encodes the constraints with CVC, SMT-LIB1 and
SMT-LIB2 languages [9]. Since STP solver can model XOR operations much
easier than MILP and SAT solvers, we construct STP-based automatic search
program for linear approximation trails of SNOW-V. STP solver will return a
solution that meets the conditions if there is one. The model of the linear ap-
proximation above contains three substitution layers and four layers of addition
modulo 232 operations as the nonlinear part. Here we characterize the linear
approximation in the way available for STP solver. For convenience, signs of
correlation values are temporarily ignored in the process of characterization.

8-bit S-box. We denote the correlation of an S-box with the input mask
x = (x7,g,...,x0) and output mask y = (yr,ys, .., Yo) as c(z,y). Accurately



characterizing the correlation of an S-box will make the program too large for
the STP solver, hence we take the method used in [1] to character the activity of
the S-boxes. For every S-box in the process of linear approximation, we introduce
a new Boolean function such that

_ 1L ifle(w,y)| #0;
fla,y) = {o, ifle(z,y)| = 0.

Since the expressions longer than 256 characters are not supported by STP
solver, f(x,y) needs to be converted into a series of shorter constrains that are
fully satisfied. By inputting the truth tables, the software LogicFriday can di-
rectly give the product-of-sum representation of a Boolean function. For example,
the Boolean function with 3 input bits and 1 output bit h(ag, a1, a2) = agaraz ®
apa; P as has the product-of-sum representation h(ag,ar,as) = (aplai|az) &
(aplailaz) & (@glai]asz). Thus, the Boolean function h(ag,a;,az) has essential
conditions

a0|a1\a2 =0= h(ao,al,ag) = O7

CLO|C~L1‘G/2 =0= h(ao,al,ag) = 07

d0|a1\a2 =0= h(a07a1,a2) =0.

In the same way, f(x,y) can be converted into a series of logical conditions.
With the additional constraint introduced: f(z,y) = zolz1]- - |z7lyoly1| - - |y7,
f(z,y) is the linear activity of the S-box, i.e. f(z,y) = 1 if and only if the S-box
is linear active.

Addition modulo 232. Johan Wallén proposed an recursive method to compute
the correlation with given input and output masks efficiently [16]. Then the
result was improved by Schulte-Geers by proving that modulo addition is CCZ-
equivalent to a vectorial quadratic Boolean function [14]. Denoting u as the
output mask, v, w as the input masks, x; as the i-th bit of Boolean vector x, the
constraints to obtain a valid linear approximation shall be expressed as [14]:

Zn—1 =0,

2j = 2j+1 D Uj41 D vj11 w1 (0 < j <n—1),
zi > u; D (0 <i<n),

z; 2 Uy D wy,

in which z is a dummy variable. The correlation of the linear approximation is
not zero if and only if there exists a z satisfying the constraints, and is given by
cor(u,v,w) = (—1)®V) @OW9—wt(=) when it is not zero.

Objective function. As the maximum of the absolute values of correlations of
48 16 _

an S-box is 273, we take 3 3 fi(z,y) + > wt(21)) instead of the accurate cor-
i=1 j=1

relation of a linear trail, where f*(x,y) denotes the activity of the i-th S-box and

20) denotes the dummy variable of j-th modulo addition operation. This objec-
tive function may not search out the optimal linear approximation trail, but can



find trails with relatively high correlation. Meanwhile, we can give an untight
upper bound on the correlation of linear trails: the precise correlation of a linear

48 16 ‘
trail shall less than 2% when the trail satisfies 3 3 fi(x,y) + 3 wt(2V)) < k.
i=1 j=1

The precise correlation and its sign. After STP solver returns a linear ap-
proximation trail that satisfies all constraints, we verify the trail and evaluate its
accurate correlation with the real correlations of S-boxes. The sign of correlation
is also determined in the process of verification.

Finding more trails. According to the properties of Walsh spectrum of com-
posite functions, the correlation of a binary linear approximation of SNOW-V
can be computed as

C(a75777lam7n7h) = Z p(a,b, C, d, q)

a,b,c,d,q

Assuming that the trail («g, 8o, Y0, lo, Mo, 70, ho, a0, bo, o, do, go) has been found,
we can keep searching for other new solutions by introducing the additional
constraints:

a = 04075:5&’)’:70’1 :l()am:mOan:nO?h = h07
(a® ao)|(b® bo)|(c ® co)l(d®do)|(q® qo) # 0.

Different solutions can be generated one by one in this way, and the binary
correlation gradually approaches its real value by summing up the correlations of
linear trails. We build the automatic search program for the linear approximation

48 16 ]

above. With the constraint that 3 > fi(z,y) + > wt(2V)) < k, STP solver
i=1 j=1

returns False when k£ = 44 and returns a solution when k£ = 45. Thus we know

that 2744 is an upper bound on correlation of linear trails, but may not be tight.

The best result we have found is

a=1=c¢=0x1,0,0,0

8 =m = 0x80,0,0,0

v=h = b= 0x81lec5a80,0,0,0
n = 0x81lecbal0, 0,0, 0

a = 0z¢1000000, 0, 0,0
d=0,0,0,0.

with the correlation 274983 (The symblo ’0’ denotes 32-bit 0). Once the input
and output mask («, 3,7,1, m, n, h) been fixed, we gradually add constraints and

48 16 4
search out all the linear trails with the constraint 3 3 fi(z,y) + > wt(z\)) <
i=1 j=1
50 and sum the correlations up. The overall correlation reaches 274%%4. Trails
we have found are shown in Appendix.



5 A correlation attack on SNOW-V

In this section, we present a correlation attack on SNOW-V based on the linear
approximation with the correlation 27494 given in Section 4.

5.1 General description of the presented correlation attack on
SNOW-V

We call the state of LFSR that produce the first keystream word as the initial
state of LFSR. Our aim is to recover the initial state of LFSR. By the result
above, we have

t 2—49.54

a~zt,1@B-zt@'y-th@le(t*l)@m-Tl(t)@n-Tl(tH)@h-Té) =

We assume u = (U511, U510, ** ,’U,Q)T and 4 = (ﬂ511, @510, cee ,ao)T as the initial
state and guessed initial state respectively. Since the output of LFSR at clock
t can always be expressed as a linear combination of the initial state, i.e. there

always exists a I} € {0,1}°"* such that I} -u = [ -Tl(tfl) ®m- Tl(t) @n- Tl(tH) @
h - TZ(t), we can construct a distinguisher with the form

Ge(t) =a- 2, 1 DB 2 Dy 21 DLy -U
=024 1D B2 By 241

@Z~T1(t_1)®m~T1(t) @n.Tl(t-‘rl)@h.Tz(t) &L (ud ).
¢¢ () will show the correlation p = 2749-54 when @ = u, otherwise the distribu-
tion of ¢;(4) is uniform. With this analysis, we recover the initial LFSR state in
two steps:

Preprocessing stage: Let the most significant B bits of binary vector z =
(]J511, T5105 " ,xo)T be xh = (1‘511, T5105 " " ,$512_B)T, the least signiﬁcant 512-
B bits be 2! = (z511-B, T510-8B, - ,a:o)T and the number of keystream words
produced by a pair of key and IV be N. For 1 <iq,i5 < N it follows that

Iy ®Iy) u=(ITaert) ue Il er)) u.

If I'! =TI , the equation above is converted into (I, ®I3,)-u = (IT* @& ) -uh.
As the event ¢;, (u) = 0 is independent of the event ¢;,(u) = 0 and p(¢;, (u) =
0) = p(¢i,(u) = 0) = 2+1p, we have p(¢;, (u) B¢y, (u) = 0) = 1 +1p?. Therefore

we can get a parity check equation of B bits of the initial state u

2
o (2,21 @ 2i,1) B B (21, @ 2iy) DY - (241 © Zig1) ® (I} @ T]) - uP=0,

if I/ = I'l holds. Since the probability p(I, = I') = 2771275 the expected

number of parity check equations with I’ ill =TI 1-12 among C% pairs of I is



M = C%2-012=8) ~ 9=(G13=B) N2 Therefore, we can find 2~ (13=B) N2 par-
ity check equations in preprocessing stage on average.

Processing stage: Among the M parity check equations we denote the j-th
equation as (o, §8,7)- Z; @Ff“uh =0, where Z; = (2, 1D %i,—1, %i, D%y, Ziy 41D
Ziy+1) and th = (I @ I'!"). For each guess of the B bits 4" € {0, 1}7 of the
initial state u, we evaluate the parity checks, get

M
h _~h
T(it) = Y (~) et HEL
j=1
and predict the @ that maximizes T(4") as the correct one. For the remaining
512 — B bits, the above process can be repeated when the first B bits are known.
Thus, all the initial 512 bits of the LFSR can be recovered.

5.2 Success probability and complexity

For linear attacks, the relationship between the probability of success and the
number of check equations is given in [15]:
Definition 1 [15]. If a B-bit key is attacked and the right key is ranked r-th
among all 28 candidates, a = B — log,r is called the advantage provided by the
attack.

In this paper we refer to the advantage defined by Definition 1 as gain.

Lemma 1 [15]. Let p; be the probability that a linear attack on a B-bit subkey,
with a linear approximation of probability p = %—i— %p and M known parity check
equations, delivers an a-bit or higher gain. Under the assuming that the linear
approximation’s probability to hold is independent for each guessed key and its
probability is equal to 1/2 for all wrong keys, we have for sufficiently large B
and M that

ps =® (NM’p — ;’ o1 - 2“1)) ,

z2
where @(z) = \/% ffoo e~ = dx is the distribution function of the standard nor-

mal distribution.

Corollary 1 With the assumptions of Lemma 1,

M= piZ(qs—l(m L1 —ga 1))’

parity check equations are needed in a linear attack to accomplish an a-bit gain
with a success probability of ps.
A +
By the results of [2], we use the formula #~1(1— ) 2V 2nAto approx-
2
imate @~!(1 —27%71). Hence, we have M ~ % (é_l(ps) ++/2(a+1)In 2) for

P
sufficiently large a.



The complexity can be evaluated as follows. In the preprocessing stage, we
evaluate and store each I € {0, 1}512 for 1 <4 < N. Then we sort [ according
to the value of I'' such that I}, = I’} holds for any i; and iy in the same set.
Thus we can construct a series of parity check equations which is only related to
the most significant B bits of initial state. The time complexity of preprocessing
stage is O(N) + O(Nlog,N), and memory complexity is O(N).

In the processing stage, T'(@") is calculated for each guessed 4" € {0, l}B by
evaluating M parity check equations. When B > log M, denoting I jhl and 4! as
the most significant, [log Mbits, I')* and 4" as the least significant B— [log M]
bits of I ;‘ and 4" respectively, we can accelerate the process using fast Walsh
transformation by

T(,ah):z (O‘B'Y Z@F ah

j=1

_ Z Z (a 5 'Y ( l)l—w]hl_ﬁhl ) (_I)F;ﬂ'ﬁhz

CG{O 1}(log M7 ] Fhlfc

LY R e e e

Ce{o,l}nog M1 g, thl_c

DG D Db N G

¢e{0,1}Moe M1 3 Ip=¢
= Y )0,
¢e{0,1}og M1

where g({) = (_1)(0,5@'21691“}2@’12.

JIF=¢
For each guessed a2 € {0,1}7 1M1 and ¢ € {0,115 M1 we compute
~h1l
gan2(¢) and get T(0") = > (=1)¢™" gan2(C) by calculating the Walsh

¢e{0,1}ftoe M1
transform of ggr2(¢). This process can be done with time complexity

2B—[logM}(M + [log M] 2HogM1) ~ 28(1 + [log M)

and memory complexity B). By Corollary 1, we have

O(2
1 1 -1 —B—1y)2

M—;(ﬁp (ps) + @1 (1—27771))

when the correct u” is predicted as the top ranked, i.e. a = B. Therefore, we can
work out M with fixed p, and B, then compute N by M ~ 2~ (13=5) N2 Finally,
the values which minimize the time complexity N(log N + 1) +25(1 + [log M)
shall be taken to determine the total complexity.

We test different choices for p, and B and find that M ~ 2207 and N ~ 2240
under p, = 0.999211 and B = 240, which makes the total complexity lowest.



The time complexity of the preprocessing stage is 224791 memory complexity is
2240 In the processing stage the time complexity is 22477, memory complexity
is 2240, Thus, the attack can be done with the total time complexity 224881,
memory complexity 2240 and 2240 keystream words given. It is easy to see that
with the recovery of states of LFSR in encryption stage, one can recovery the
three memories R;, Ro and R3 in encryption stage with a time complexity less
than 2128, Thus the problem is remained that how to recovery the original key
effectively if one has recovered the internal states in encryption stage.

6 Correlation attack on SNOW-Vi

6.1 Linear approximation of SNOW-Vi

In March of 2021, Ekdahl et al. proposed SNOW-Vi. Besides the field and update
transformation of the LFSR, the tap TQ(t) = (a(78t), aéSt), e ,aé&)) of SNOW-V
was changed to T2(t) = (agit),a(lit), - ,aést)) as well. We have experimentally
confirmed that, regarding every bit in four taps Tl(t_l)7 Tl(t)7 Tl(tH) and TQ(t) as
the coefficient vector of the initial state, the 512 x 512 binary matrix composed
of these vectors is full rank, i.e. Tl(tfl),Tl(t), Tl(tH) and T2(t) do not have linear
relationship any more. Thus, we modify the six functions to be

filz,y, 2z, t,u,v,w) = (B u),y, 2, t,v,w),
fo(z,y, 2, u,0,w) = (0 Hz) By) @ v,y, 2, u,w),
f3(xayazau7v) = (E_l(a:),E_l(y),z,u,v),
f4($,y,2,u,’t)) = (1‘7 (yEEIz),u,v),

f5(x,y,z,u) = (m’yaszil(u))a

fG(‘ravavu) = (xvyv (Z BE\U))

The composite function becomes
F(SE,y,Z,t,U,U,U}) = (f60f50f40fgOf20f1)($,’]J,Z,t,U,’U,'UJ),

with 7 input words and 3 output words. Using the same method and symbols as

in Section 3, we consider the linear approximation (v, 8,1, m,n, h, ) EiN (o, i, B).
Taking 7 independent and uniform distributed words as the input variables:

(1:7 y7 Z7 t? u? /U7 w)

= (o(R B (Ry e Ty ) BT, Ro, 100, 1, T{ ) 1Y B(RY)),
we have
fi(z,y, 2, t,u,v,w) = (c(R2 B (R3 & TQ(t))), R27T1(t71), Tl(t), Tz(t), E(Ry)),
foo fila,y, 2 tu,v,w) = (R, Ry, T Y T E(Ry)),
fy0 fao fiz,y, 2 t,u,v,w) = (B~ H(Rs), B~ (Re), T\" ™V, T E(Ry)),



fao fso fa0 fi(w,y, 2t u,v,w) = (BT (Rs), B~ (Rp) BT, Tft)’ E(Ry)),

foo fao fso fao fi(m,y, 2t u,v,w) = (B (Rs), B~ (Ry) BT, TV Ry),
60 f50 fa0 f30 f20 f1(x,y, 2, t,u,v,w) = (E~H(Rs), EH(Re) BTV, T{VBRy).
Then the equation of the linear approximation (v, 3,1, m,n, h, ) £, (o, a, B) is

(’% Ba la m,n, h7’7)

(o(Ry B (Ry & ") BT Ry, 7Y, 7O 7D T E(Ry))

B, a, B) - (E-Y(Rs), E-Y(Ry) BTV, T B Ry)

:a~zt,1@ﬁ~zt@’y-zt+1@l-Tl(t71) @m-Tl(t) @n-Tl(tH) @h~T2(t)
£,

The linear approximation above can be expressed as

(77 B} l7m7 n7 h?’Y) fl (a7 57 l7m, h7 ’Y) f2 (h’b7 l’ m’ ’y)
pa(y+a,n) pa(aTab®p,h)
f3

(Oé, c, Za m, ’Y) f—4> (Oé, «, m, ’Y) f—5> (Oé, «, m, Q)
pE(héa)pp(brc) pa(a+lc) PE(Y4q)
f—6> (a7 «, B)a

pa(B+m,q)
and the correlation of a linear trail can be computed as
pla,b,e,q) =pa(y < a,n)pa(o’a b ® B,h)pe(h < a)pp(b ¢
pale < 1c)pe(y < @)pa(B < m,q),

where a, b, ¢, ¢ are the free masks.

6.2 Compared with the linear approximation of SNOW-V
The correlation of a linear trail of SNOW-V is

pla,b,c,d,q) =pa(y  a,n ®d)pa(a’a+—b® B,d S h)pp(d @ h — a)pp(b + c)
pala < e, c)pp(y < @)pa(B < f,q).

Since d = 0, e = I, f = m holds for the 6 linear trails we have searched out, for
this type of trails, the expression can be reduced to

p(a7 b7 ¢, 0, CZ) :IOA(’V < a, n)PA(O'Ta —~b® 67 h)PE(h — OZ)PE(b — C)
pala < 1,c)pe(y < q)pa(B < m,q),

which is the same as the correlation p(a,b,c,q) of SNOW-Vi. Hence, we have
the straightforward observation.

Proposition 1 For any trail of the linear approximation process of SNOW-Vi
above, there exists a linear trail of SNOW-V with the same mask

(a7677a l7m7n7 ha a, ba & q)



and the same correlation.

Proposition 1 indicates that the set consists of all linear trails of SNOW-Vi
is a subset of the set of linear trails of SNOW-V, so the results of SNOW-V in
this paper are also appropriate for SNOW-Vi. Therefore, we can confirm that
there is no linear approximation trail with correlation higher than 244, and we
could approximate SNOW-Vi with the same correlation of SNOW-V under

a=1=0x1,0,0,0

B8 =m = 0x80,0,0,0

v = h = 0x81ec5a80,0,0,0
n = 0x8lecba00, 0,0, 0

with the 6 trails in Appendix. Similarly, the correlation attack presented in
Section 5 with time complexity 224%-81 memory complexity 224 and 224° words
given is effective for SNOW-Vi as well.

7 Conclusion

In this paper, we study the linear approximation of the nonlinear functions of
SNOW-V and SNOW-Vi by the composite function techniques. By the Walsh
spectrum theorem of composite function, we propose a method for searching
linear trails with high correlation of SNOW-V and SNOW-Vi in a wide range.
As the automatic search technique is available for this framework, the search
efficiency has been improved greatly. For SNOW-V, we search out a binary lin-
ear approximation with correlation 274%%4 which improves greatly the results
in the design document. Using the linear approximation we launch a correlation
attack with time complexity 224881 memory complexity 2240 and 2240 words
given. For SNOW-Vi, the binary linear approximation is also valid, and the cor-
relation attack on SNOW-V is effective for SNOW-Vi as well. The results of this
paper show that SNOW-V and SNOW-Vi can be attacked with complexity less
than key exhaustion, with the design constraint that the maximum of keystream
length with a single pair of key and IV is 254 ignored. Due to the solver limi-
tation, the linear trails we have found may not be optimal. Therefore, in terms
of provable security, we only give a untight upper bound 2744 of the correlation
of linear trails. It remains to be further verified whether SNOW-V and SNOW-
Vi still has linear trails or binary approximation with greater correlation, or
multi-bit distribution with larger SEIL.
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Appendix.

Six linear trails of SNOW-V with o =1 = 021,0,0,0,5 = m = 0280,0,0,0,~ =

h = 0281ec5a80,0,0,0,n = 0x81ec5a00, 0, 0,0

a b c d q —log,|p||Sign
0xc1000000,0,0,0|0x81ec5a80,0,0,0/0x1,0,0,0[0,0,0,0|0xa0,0,0,0| 49.830 | +
0xc1000000,0,0,0|0x81echa80,0,0,0/0x1,0,0,0[0,0,0,0/0xc0,0,0,0| 51.830 | +
0xa1000000,0,0,0[0x81ec5a80,0,0,0|0x1,0,0,0/0,0,0,0/0xa0,0,0,0| 51.830 | +
0xc1000000,0,0,0|0x81ec5a80,0,0,0|0x1,0,0,0(0,0,0,0/0x90,0,0,0| 52.245 | -
0xc1000000,0,0,0|0x81ec5a80,0,0,0|0x1,0,0,0|0,0,0,0{0x88,0,0,0| 52.508 | +
0xa1000000,0,0,0|0x81ec5a80,0,0,0/0x1,0,0,0/0,0,0,0{0xc0,0,0,0( 53.830 | -




