The Hadamard square of concatenated linear codes

Ivan Chizhov! and Alexandra Davletshina?

Lomonosov Moscow State University, Federal Research Center «Informatics and Control» of
Russian Academy of Science, JSC «NPK Kryptonites, Russia
2 JSC «InfoTeCS», Russia
ichizhov@cs.msu.ru, sdav94Q@rambler.ru

Abstract

The paper is devoted to the Hadamard square of concatenated linear codes. Such
codes consist of codewords that are obtained by concatenation part of the codewords
from other codes. It is proved that if the sum of Hadamard squares’ dimensions of
the codes used in the concatenation is slightly less than the dimension of the entire
space, then the Hadamard square of the concatenated code is equal to the Cartesian
product of the Hadamard square of code-components.

It means that the cryptanalysis for many code-based post-quantum cryptographic
mechanisms built on concatenated codes is equivalent to the cryptanalysis of these
mechanisms built on code-components. So using the concatenation of codes from
different classes instead of one class of codes, generally speaking, does not increase
the cryptographic strength of the mechanisms.

Keywords: concatenated linear codes, Hadamard square, Hadamard product, Schur product,
component-wise product, McEliece public-key cryptosystem, post-quantum cryptography

1 Introduction

The Hadamard (Schur) product or the coordinate-wise product of linear
codes has been studied for a long time. In the beginning, it was used to
construct algebraic decoders correcting errors for some linear codes [18|. Re-
cently, it is increasingly used in cryptography. Many constructions of secret
sharing schemes and cryptographic protocols for secure multi-party computa-
tion [4] use the Hadamard product of linear codes. Attacks on post-quantum
code-based cryptographic mechanisms are one of the main applications of this
operation over linear codes. So, worth noting the attack |2] on the McEliece
cryptosystem based on Reed-Muller binary codes, or the attack [22| on the
same cryptosystem, but based on Reed-Solomon subcodes. Numerous exam-
ples of the Hadamard product application for constructing attacks on code-
based cryptosystem given in works |7, 8, 9, 10, 17]. For the first time, the
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efficient algorithm was constructed in [13] that distinguishes Goppa codes
from random binary codes using this operation.

For practical applications be essential to describe the Hadamard square
of the linear code and establish its properties as a linear code. For example,
in [3] it was proved that the Hadamard square of the linear code fills the
entire space with a probability close to one. This property is often used to
construct attacks on post-quantum public-key cryptosystems; for example,
see works [1, 7, 10, 17]. Some cryptographic mechanisms are based on linear
codes, the Hadamard square of which is not equal to the entire space. Then
the algebraic or combinatorial structure of the Hadamard square of the linear
code becomes important.

Recently, several attacks [5, 6, 11, 17| have been constructed on post-
quantum cryptographic mechanisms based on the concatenation of linear
codes from different classes. Such linear codes consist of codewords which are
obtained by combining part of the codewords from other codes. Moreover, for
these attacks to work correctly, it is required that the Hadamard square of
the combined code is equal to the Cartesian product of Hadamard squares of
the codes used in the combination. The researchers noted that this property
is fulfilled almost always in the experiments, but there is no theoretical for
this fact proved was provided.

In this paper, the theoretical gap is eliminated. And it is proved that
if the sum of the Hadamard squares’ dimensions of the codes used in the
concatenation is slightly less than the dimension of the entire space, then the
Hadamard square of the concatenated code is equal to the Cartesian product
of Hadamard squares of code-components.

2 The main result

Let V' be the linear space of all vectors of length n over GF(q). Block
linear [n, k),-code over GF(q) or just code is a k-dimensional linear subspace
C of V". In this case, n is called the length of the code, and k is called the
dimension of code. When the dimension of the code C C V;]” is not essential
to us, it will be called the [n],-code C. Vectors ¢ € C are called codewords of
the code C.

We say that the [n],-code C is generated by the (k x n)-matrix G with
elements from GF'(q) if the linear combination of the rows of the matrix G
over GF(q) coincides with C. This fact we write as C = (G). Moreover, if
matrix GG has the minimum rank among all matrices generating code C, then
it is called the generator matrix of the code C.
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The vector h = (hy,. .., h,) € V" is called parity check of the code C, if
for any vector ¢ = (cq, ..., ¢,) € C holds equality

h1'01+...—|—hn'cn:0,

here all operations are performed in the field GF(q). It is clear that the set
of all parity checks of code C is a linear subspace of V', i.e. the linear code.
This code is called the dual code to code C. We denote the code dual to C as
Ct.

The generator matrix H of code C* is called the parity-check matriz of
code C. Note that from the definition of the parity-check matrix H of code
C, it follows that for any ¢ € C holds the equalities

H'=0, ¢cH' =0.
The minimum distance(see [16]) of the linear code C is called the number

de = min wt
c CJETI?#OW(C)’

here wt(c) is the Hamming weight (the number of nonzero coordinates) of
the vector ¢. The minimum distance of code C*, which is dual to code C, is
denoted as dg .

The Cartesian product of vectors ¢ = (c,...,¢,) € V' and b =
(b1, ..., bm) € V™ is called vector

cxb=(ct,...,cn,b1,...,bp) € VT

Accordingly, the Cartesian product [n],-code C and [m],-code B is called
[n + m],-code C x B consisting of vectors

CxB={cxblcel, be B}.
The concatenation cat(Cy,...,C,) of codes Cy,...,C, is called the set of
codes C, which are generated by a matrix of the form

(Gl [|Gw),

here || is the concatenation of matrix columns, and the (k x n;)-matrix G;
generates the code C;, i = 1,2,...,u. It is clear that C € cat(Cy,...,C,) is
[n1 + ... 4+ nyl,-code.

Also, for any code C € cat(Cy,...,C,), the following inclusion is true

CCCix...xC,

Hadamard product of two vectors ¢,b € V" is called the vector c o b
obtained as a result of the component-wise product of coordinates of these
vectors:

cob=(c1,...,cp)0(b1,...,b,) = (c1b1, ..., cnby).

3



Definition 1. Let C and B are [n],-codes. Then Hadamard product (Schur
product, component-wise product) C o B of codes C and B will be called the
[n]4-code, consisting of the linear span of the following vectors {c o b|c €
C, b e B}. If C = B, then code C o C = C? is called Hadamard square of
code C.

For the Hadamard square of codes that are the concatenation of other
codes, the following proposition is true.

Proposition 1. Let C € cat(Cy,Cy,...,Cy,) for some codes Cy,C,...,C,.
Then the following inclusion is true

CPCCxCix...xC. (1)

We will be interested in the following problem. Under what condition the
inclusion (1) turns into equality. The paper’s main result is the following 1.

Theorem 1. Let u be a positive integer, and for each v = 0,1,...,u the
code C; be a [n;|4-code. Let also [N, k|,-code C € cat(Co,Cy,...,Cy).

df 2, k>4, N < N Qg 2— 1) <MD ang

3k +4

N —log, > dimCZ + dim C? + ... + dim C?,

then we have

C*=C3xClx...xC~ (2)

3 Hadamard square and quadratic forms

It turns out to be a convenient interpretation of the Hadamard square of
the linear code with a point of view of quadratic forms over GF(q). Such an
approach allowed the authors of 3] to establish the behavior of the dimension
of Hadamard square of a random linear code.

Definition 2. A quadratic form over GF(q) is called homogeneous quadratic
polynomial over this field

k
q(z1, ..., 78) = Z ai,jCUz'ﬂCjJeri%za

1<i<j<k i=1

here a;; € GF(q),1 <i<j<k,ub e GF(q),1<i<k.



Let denotes by Q(q) the set of all quadratic forms over GF(q) in k
variables. Consider a (k X n)-matrix G, let g; € V" be the column of the
matrix G with index i. Define a mapping ¢ : Qk(q ) — V" in the following
way:

la(f) = (flg), -, fgn))-

In this case, the Hadamard square of the linear [n, k],-code C generated by
the matrix G is the image of the linear operator ¢ (see, for example, [3, 19]):

C* =Im /(. (3)
The following proposition attends directly from proposition 1.

Proposition 2. Let C € cat(Cy,Cy,...,Cy,) for some codes Cy,Cy,...,C,.
Then we have

dimC2 = dim Img(GOHGlH---”Gu) < Zdlm Imﬁgi, (4)
i=0
where (Gol|G1]| - - - ||Gu) is generator matriz of code C.

Moreover, equality in (4) is achieved if and only if
C*=CixCix..xC.

Let ker /g be a kernel of linear operator ¢g. Since dim Q(q) = ,
then the equality

k(k+1)

dimIm /g = — dim ker /¢

holds.
So the following proposition is true.

Proposition 3. Let C € cat(Cy,Cy,...,Cy) for some codes Cy,Cy,...,C,.
Then we have

kk+1 -
dim kerﬁ (Go||G1]|--| G ) Z dlmC (5)

where (Gol|G1]| ... ||Gy) is generator matrix of code C.

Moreover, equality in (5) is achieved if and only if
C*=CixCix...xC~

Proof. The proof follows from the equality

k(k+1)
2

and from proposition 2 given (3). O

dim ker K(Go||G1||---HGu) = — dim Im E(GOHGl\\...HGu)a



4 The proof of main theorem

This section is devoted to the proof of the main results of the paper. Let
us first establish the truth of the most general theorem.

Theorem 2. Let X;, i = 0,...,u, be (k x n;)-matrices over GF(q). Ma-

triv X;, 1 = 0,...,u, generates linear code C;. Denote by N = nyg +
ni1+ ...+ ny,. Let C be [N, k|,-code over GF(q) generated by the matriz
X = (Xo||Xa]| ... | Xu). Let us require that the matriz X does not contain

identical columns.

Iflk>4, N <MEU N og (2 —¢71) < HED g

3k +4

N —log, > dimC; +Ci + ...+ dim Cz,

then we have
C*=CixCix...xC.

Proof. At first, we prove the useful technical lemma.

Lemma 1. Consider a discrete random variable & with a finite number of
values {ay,...,as}. Let p; be the probability of occurrence of the value a;.
We will assume that ay is the minimum possible value of &. Let us denote
by ME the mathematical expectation of the random variable &. If ME < aq,
then for any i we have either p; =0, or a; = ay.

Proof. Indeed, by definition

S S S S
a = M¢ = Zaz’pi & sz’ > Zaipi =02 Z(Gz’ — a1)p;.
i=1 i=1 i=1 i=1

Now p; > 0 and a; —a; > 0 for ¢ = 2,...,s, since a; is minimum value of
random variable £. Therefore >~7_;(a; — a1)p; = 0. But it is only possible if
for each i = 2, ..., s, either p; =0 or a; = a;. ]

Consider ker (x.

Let be given a uniform distribution on the set of (k x N)-matrices X =
(Xol ... ||Xu), such that the matrix X has no zero columns and repeated
columns. Then ker £x will be a random variable defined on the set of random
matrices X. According to proposition 3 holds the following inequality

_ k(k+1) .
dlmkerKXZT—iz;dlmCi.



This means that if we prove that
. k(k+1 o
Mdimker/y < % — E_ dim CZ27

then from Lemma 1, it will follow that the random variable dim ker £x with
nonzero probability can take only the value

. EE+1) &< .
dimker {x = % — Zdlme.
Therefore, according to proposition 3, the truth of the theorem will follow

from this.
Thus, it is necessary to estimate the mathematical expectation of a ran-

dom variable dimker £x. Now |ker fx| = g™mkerx  therefore, we will esti-
mate the mathematical expectation of the cardinality of ker £x. By definition
f €kerly, if and only if f(Xy) = f(X1) =... = f(X,) =

Let Iy be a random variable that takes the value one if f(Xy) = f(X1) =
.. = f(X,) =0, and 0 in other cases. Then

[ker x| = > Iy.

f€9k(q)

Since the mathematical expectation is linear, the following equality is
true
M|ker€X\ = Z le
f€Qui(q)
Notice that
MIf = 0 . Pl"{[f = 0} + 1- Pr{If = 1}

Therefore
M|ker x| = > Pr{l;=1}.
f€Qk(q)
Let for all f € Qk(q) holds the inequality
Pr{l; =1} < g~ Z=odim&, (6)
then

M| ker £x| < |Qx(q)| - g~ Xm0 dimC,

However, then, taking into account | ker £x| = g™k éx for dimker {x, we
get

Mdimker £y < dim Qy(q Z dim C2



Since dim Q(q) = k(k;l), we get

: Fk+1) =
Mdimker /5 < — Z;dnn(l’i.

So, to prove the theorem, it is necessary to establish that the inequality (6)
holds for any quadratic form f.

Consider the quadratic form f which takes the value 0 on the set of values
X, | X| = N. Let its weight be w. Then there are (q’}w) options for choosing
from set of arguments of subset ¥ = Xy U X; U ... U X, of cardinality
N = ny+ny + ...+ n,, on which form f takes 0. Then the fraction of
such subsets Y among all possible subsets of cardinality N will be equal to

(quw)/(%). This means that

Pr{l; = ljwt(f) = w} = (q];w).

Then by the law of total probability

P=Pr{l; =1} =Y Pr{wt(f) = w}Pr{l; = Ljwt(f) = w}.

Suppose that f is chosen randomly and with equal probability from
Qr(q), then the probability Pr{wt(f) = w} can be calculated by the for-

mula Q Q
Pr{wt(f) = w} = i Qi (q) - gkk+1)/27

where @), is number of quadratic forms of weight w.

Then we get
q* k_w q* k_w
Qu  ("y") 1 (“5")
P = Z k(k+1)/2 é\fi = k(k+1)/2 'ZQW é\kf ' (7)
w=0 q (N) q w=0 (N)
Let

=, ()
MR
Further, Q,, # 0 only for w = 0,¢* — ¢* ', ¢* — ¢" ' — 7¢* (¢ — 1)
where h =1,...,|k/2] and 7 =1, —1 (see [14, 15, 21]).
So, the following fractions need to be estimated

(q’;\;l) (qk*1+q’“;v1*"(q—1)) (q’“l—q’“;\;*h(q—l))

(V) (. (%)




Lemma 2. [f0<a<qg,n >0 and N > 0, then we have

0 s

(W)~

Proof. Consider equalities

(%) (e e N pragtto N
(q’“)  (a-gt = N)lgkt ¢ —N+i

N i=1
Further,
a- "' =N+i_a-d'—¢"+¢" =N+i_ . ¢ ¢—0q) )
¢ —N+i gk — N +i B ¢* — N+i

Since a < ¢, the fraction ¢* (¢ — a)/(¢" — N +1) is not negative, so the
smaller it is, the (8) is more. Thus, the maximum of expression (8) is reached
at i = .

For 1 < < N we have

¢"(q—a) ¢ (qg—a) _a

1 <1 7Y _ 9
¢ —N—-n+1i~ q" q

Therefore

(%) o No-w
o Satg .
()
[l
Let a takes one of the values 1,1 4 ¢ (¢ — 1), where 1 < h < |k/2].
Since ¢ > 1, then 1 + ¢ "(q¢ — 1) > 0. Further, for A > 1, the inequality
1—qg"qg—1)>1—qYg—1)=¢q "' >0 holds.
Hence, according to Lemma 2, we have
k—1 k’—li k—1—h -1
(qN) v (q qN(q )

N

) <qgN1lEtq(g-1)V.

Thus,

[k/2)
Q<1+¢ Q" +¢ ) [Q+q¢ " g— )N +Q;(1—q"(g—1)"],
h=1

where QO = qu_qkfl, Q; = qu_qkfl_qkflfh(q_l) and QZ =
Qb —gh-14gh-1-h(g—1) Since 1 + ¢ "qg—1)>1—¢q"(g—1) for h > 1, then
[k/2]
Q<1+¢ Q" +¢ V> [Q+Q](0+qg (=) (9
h=1



Let us estimate Q" and @, + Q) for 1 < h < |k/2].
According to works [14, 15, 21|, holds

k i
_ - 1)Hi:k—2h+1(q —1)
h : :
2 [Tisi(¢® = 1)
First, note that Qf < @, , so we only estimate Q; .

Choose any ¢, k7! < e < i. Then 1 < ek < k/4. Let h < e - k. In this
case 2h < k — 2h + 1. Then we get

k i h24+2hk—h(2h—1
h2 Hz k— 2h+1q _ q ( )

1 1
2 oD@ ) 2 - DI (@ - 1)

Now we use the inequality ¢* — 1 > ¢*~!, which is valid for any z > 1
and ¢ > 2.

Q) <

. . h—1 .
(qh o 1) (q2z o 1) > qh—l . Hq2z—1 qh 142> i— Z qh(h 1)

Then for 2 < h < e-k we get

— b eemkenen-n-nt-1) _ L ongeion
@y 2! |
Let us find the extremum of ¢(h) = 2h(k +1 — h). For k +1 > 2h
derivative ¢'(h) = 2(k+ 1 — h) — 2h = 2(k + 1 — 2h) is not negative,
therefore ¢(h) does not decrease on the interval [1, (k 4+ 1)/2].
Hence, for 2 < h < e -k < k/4 < (k+1)/2 we get 2h(k+1 —h) <
2ek(k + 1 —ek) = 2e(1 — e)k? + 2¢k.
If h =1, then
1 [Tl -1 1
= —q(qg+ 1) —=F—— =—q(qg+1
Qr =5alg+1) T~ 1) 54+ 1)

Since 1 < ¢k and ¢ < 1, then 2k < 2¢(1 — €)k? + 2¢k.
Thenfork_lgegiandlghgekweget

(¢" — ("' -1) <

1o
> —1 2 '

q

. q (1—6)k2+26k_

l\:JIr—k

Qy <
Thus for 1 < h < ek we get

Q;f —I—QZ < q2s(1—e)k2+2ek_
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And for the remaining Q) , h > ¢k, and Q°, we have the trivial inequalities
Qgﬁ—_% Q?Z'fé qk(k+lj/27 CQO < qk(k+lj/2.
Then from (9) for every k= < e < 47! implies

Q < 1+(1_,’_(1/2_€)k>q—qu(k+1)/2+q—Nq25(1—5)k2+25k Z (1_,’_q—h(q_ 1))N
h<ek

Notice that 1+ ¢ (¢ —1) <2 — ¢! = a,. Then

Q<1+ (1 n (1/2 . E)k)q—qu(k;—i—l)/Z te-k- q_Nq2€(1_E)k2+25ka(]]V.

Further, if & > 4, then

1 ko k
1+ (——s>k:1—€k+§§§.
. Thus,
Q<1+ gq—qu(kJrl)/Z + Zq—N(l—logq aq)qZE(l—s)k2+2€k. (10)
Let us choose € so that
@ — N > —N(1—log, o) + 2¢(1 — &) k* + 2¢k. (11)

This is equivalent to the following inequality
Nlog,aq+ (26(1 — ) — 1/2) k* + (26 — 1/2)k < 0. (12)

The left side of the inequality is the square polynomial of €. Not so hard to
prove that (12) holds on the union of intervals

1 VE+1+20—1 1 VE+1+2b+1
(_7 VEk+1+ ]U[_+\/++ +’+OO)7

o0y T 2% 2 2%

where b = N log, a;. The second half-interval cannot contain points of the
segment [k~ 471] since 471 < 271, Therefore, let us require that the second
contains it. For this, it is enough that

- <1_ Vk+1+2Nlog, o, —1
2 2k '
The last is equivalent to
k(k—3
Nlog, a, < % (13)
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Thus, if (13) holds, then we have (11). From (11) and (10), the inequality
follows

3k

But then from (7) we get an estimate for the probability

p< %q_zv g D2,

4
If N <k(k+1)/2then ¢ > ¢ **+1/2 therefore we finally get
3k+4 _
P<=—q¢"

Then, to satisfy (6), it is necessary to require that

u

3k + 4 . 3k + 4

—N +log, * S_iz_ozdimCZ-Q@N—logq I Z;_O:dime.

The theorem is completely proved. ]

Now, to prove the main theorem 1, let us apply the statement of The-
orem 2 to the generator matrix G = (Go||G1]|...||Gy) of the code C €
cat(Cy,Cy, . ..,Cy). The inequality dz > 2 guarantees that G does not con-
tain identical columns. It is also by definition of set cat(Cy,Cy,...,Cy), for
1 =0,1,...,u matrix GG; generates code C;.

5 Application to cryptanalysis of some post-quantum
cryptographic mechanisms

Concatenated codes are sometimes used to construct post-quantum cryp-
tographic mechanisms based on error-correcting codes.

So in work [20], it is proposed to construct the McEliece cryptosystem,
use codes from the set cat(Cy,Cy, . ..,C,), where C;, i = 0,1,..., u, is Reed—
Muller code RM (r,m).

An effective attack on this variant of the McEliece cryptosystem is pro-
posed in [5]. In this case, for the attack to succeed, equality (2) must hold for
code C. The authors of the attack could only verify the equality (2) experi-
mentally. Theorem 1 strictly allows proving this fact. So, for example, for the
original parameters proposed in [20], dim C? = dim RM (6,10) = 848, k =
176, N =4-1024 = 4096, we get

3-176 +4

4096 — log,

> 4096 — 8 = 4088 > 4 - 848 = 3392,

12



which guarantees the success of the attack [5].

In [12], authors propose to build the cryptosystem based on codes from
the family cat(RM (r,m),T'), where I' is a binary Goppa code. Moreover, the
codes RM (r,m) and I are chosen so that their dimensions coincide. In [6], an
attack on this cryptosystem is constructed in some adversary models. Among
other things, the attack uses the fact of equality (2). Let 2" is the length of
RM (r,m), ny is the length of I', and £ is the dimension of these codes. Since
it is not enough what is known about the Hadamard square of I', then we
restrict its dimension to ny. We get

3k +4
2m + ny — IOgQ +

> ny + dim RM (2r,m).

So, if

dim RM (2r,m) < 2™ — log, : (14)

then, in this case, it is possible to prove the efficiency of the attack from [6]
rigorously. For example, for the code RM (6, 10), the inequality (14) holds
since

848 <1024 — log, 133 ~ 1016.

Note also the attack from [11], where the McEliece cryptosystem is con-
structed on the class of codes cat(Cy,Cy,...,C,) for a more general case of
choosing codes C;. The center point of attack is equality (2). The authors
note that they have experimentally verified its implementation, including for
non-binary codes. It turned out that it is almost always fulfilled. Theorem 1
substantiates the experimental data from work [11].

Finally, consider the attack from [17]. It is devoted to the McEliece cryp-
tosystem built on the Reed-Muller code RM (7, m), in which random coor-
dinates are added to each codeword so that the code’s linearity is preserved.
In Section 5.2 in Remark 1, the authors note that they experimentally es-
tablished the following fact. If we add ¢ random coordinates to the code
RM (r,m), then the Hadamard square of the new code B will have the di-
mension

dim B? = dim RM (2r, m) + t.

Theorem 1 allows us to prove this fact. So code B can be considered a code
from the family cat(RM (r,m),C), where C is generated by a submatrix con-
taining only added random columns of generator matrix of B. However then
the length of C is equal to ¢, therefore dimC? < t. It means that if the
inequality (14) holds, then Theorem 1 implies the equality

dim B? = dim RM (2r,m) + dim C%.
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[t remains only to note that based on Theorem 2.2 of the article [3| for random
linear codes with high probability dim C? = ¢. Moreover, for instance, when
the set of added columns has the maximum rank ¢, then dimC? = ¢ with
probability 1.

6 Conclusion remarks

The main theorem allows us to conclude that for some types of crypto-
graphic mechanisms, the use of concatenation of codes from different classes
instead of one class of codes, generally speaking, does not increase the cryp-
tographic strength of the mechanism.

The authors hope that using the proven fact that the Hadamard square
of the concatenated code is equal to the Cartesian product of Hadamard
squares of the code-components, it will be possible to clarify several known
attacks and build new attacks on post-quantum code-based cryptographic
mechanisms.

This work was partially supported by the Russian Foundation for Basic
Research under grant no. 18-29-03124.
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