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Abstract. ZUC-256 is a stream cipher designed for 5G applications and
is currently being under evaluation for standardized algorithms in 5G
mobile telecommunications by Security Algorithms Group of Experts
(SAGE). A notable feature of the round update function of ZUC-256 is
that many operations are defined over different fields, which significantly
increases the difficulty to analyze the algorithm. In this paper, we de-
velop new techniques to carefully control the interactions between these
operations defined over different fields. Moreover, while the designers
expect that only simple input differences can be exploited to mount a
practical attack on 27 initialization rounds, which is indeed implied in
the 28-round practical attack discovered by Babbage and Maximov, we
demonstrate that much more complex input differences can be utilized to
achieve practical attacks on more rounds of ZUC-256. At the first glance,
our techniques are somewhat similar to that developed by Wang et al. for
the MD-SHA hash family. However, as ZUC-256 is quite different from the
MD-SHA hash family, we are indeed dealing with different problems and
overcoming new obstacles. With the discovered complex input differences,
we are able to present the first practical distinguishing attacks on 31 out
of 33 rounds of ZUC-256 and 30 out of 33 rounds of the new version
of ZUC-256 called ZUC-256-v2, respectively. It is unpredictable whether
our attacks can be further extended to more rounds with more advanced
techniques. Based on the current attacks, we believe that the full 33
initialization rounds are marginal.

Keywords: 5G, stream cipher, ZUC-256, differential attack, modular
difference, signed difference



1 Introduction

History has been witnessing the power of the modular difference in the cryptanal-
ysis of the MD-SHA hash family [12}/13}/14]. Since such a major breakthrough in
2005, similar techniques have been applied to many MD4-like hash functions and
there is a large number of related publications. The effectiveness of this technique
contributes to the dedicated control of the sign of the difference. That is, while
the standard XOR difference [3] captures the fact that a bit is changed, the signed
difference [12] will capture how the bit value is changed, i.e. from 1 to 0 or from 0
to 1. This feature of the signed difference makes it interact well with the modular
difference. As the addition modulo 2" (n € {32,64}) and some simple boolean
functions are hybridly used in the round update functions of these MD4-like hash
functions, the attackers can view the modular difference from the perspective of
the signed difference when processing the difference transitions in the boolean
functions, while cancelling the difference from the perspective of the modular
difference when processing the modular addition. With these strategies in mind,
it is possible to carefully deduce a collision-generating differential characteristic.

Despite the fact that it is a famous and powerful technique, there seem to be
few successful applications of this technique to cryptographic primitives following
quite a different design strategy from that of the MD-SHA hash family. A notable
application is to construct collision-generating differential characteristics for ARX
constructions like the hash function Skein [10], as ARX constructions are still
somewhat similar to the MD-SHA hash famlily, which use modular Addition,
bit Rotation and XOR operation. For many other works on ARX constructions
like [1}/4], the used techniques are then quite different.

In this work, we demonstrate the huge potential of the modular difference
in the cryptanalysis of the stream cipher ZUC-256 [11], which obviously follows
quite a different design strategy from that of ARX constructions and the MD-
SHA hash family. In a nutshell, the round update function of ZUC-256 involves
such operations as addition modulo 23! — 1, addition modulo 232, the XOR
operation, the S-box transformation over GF(2%) and the linear transformation
over GF(2%%). At the first glance, as many operations are defined in different
fields, developing non-trivial cryptanalytic techniques for ZUC-256 seems rather
challenging, especially when devising an attack by taking the interactions between
all these operations into account. Moreover, the prime field GF (23! — 1) seems
to be only used in the ZUC family, i.e. ZUC-128 and ZUC-256.

Backgrounds for the ZUC family. ZUC-128 is a stream cipher with 128-bit
security and has been adopted as the third suite of the 3GPP confidentiality and
integrity algorithms called 128-EEA3 and 128-EIA3. Since its proposal, it has
received some important cryptanalysis [7}/15}/17].

As the successor of ZUC-128, ZUC-256 is designed for 5G applications with
256-bit security. The first version of ZUC-256 was published in 2018 by the
ZUC team [11], which differs from ZUC-128 only in the initialization phase and
message authentication codes generation phase. One year later, an academic
attack on full ZUC-256 with time complexity O(223%) was published at ToSC



2020 with the technique called spectral analysis [16], which targets the keystream
generation phase. Moreover, in December 2020, Babbage and Maximov proposed
a distinguishing attack [2] on 28 initialization rounds of ZUC-256 with time
complexity of about 2227,

Very recently, a new version of ZUC-256 was published by the ZUC team and
we call it ZUC-256-v2 [6,[8]. Compared with ZUC-256, only the loading scheme
of the key bits and IV bits at the initialization phase is changed in ZUC-256-v2.
In this document [6], the designers described a 27-round distinguishing attack,
which is indeed implied in the 28-round attack found in [2] as the strategy to
inject key differences is the same. Based on this preliminary analysis, the ZUC
team expects that each state bit of ZUC-256-v2 will have sufficient randomness
after 32 rounds and hence the full 33 initialization rounds are secure.

Our contributions. Due to the well-designed round function of ZUC-256, it
is almost impossible to improve the 28-round attack [2] by using simple input
differences, which is indeed expected by the designers as they treat the underlying
idea in the 28-round attack as a main exploitable property [6].

To overcome the above obstacle, we perform a careful study on the interactions
between all the operations in the round function of ZUC-256. Consequently,
advanced strategies to inject differences in key bits and IV bits are discovered,
which have the potential to achieve practical attacks on more rounds. However,
identifying a strategy does not necessarily mean the corresponding input difference
must exist for this strategy. Hence, it is necessary to search for a solution of the
input difference under the strategies.

To search for a valid input difference, the problem is then reduced to solving
a system of equations, which are in terms of the modular difference, the XOR
difference and the value transitions. To tackle this problem, we use the signed
difference to build the bridge between the modular difference and the XOR
difference, which is shown to be very useful and efficient to solve these equations. In
addition, as value transitions are involved in the equations as well, the dependency
between the difference transitions and value transitions will be constantly checked
in our algorithm in order to obtain a valid solution.

In general, we utilize a guess-and-determine technique to solve the defined
equation system. Moreover, to improve the quality of the solution, i.e. we expect
that it can lead to better attacks, some heuristic strategies will be exploited at
the guessing phase. It is found that our algorithm can produce a solution of the
input difference in seconds.

As a result, we succeeded in finding an input difference that can lead to
a practical distinguishing attack on 31 out of 33 initialization rounds of ZUC-
256, which seems to indicate that the full 33 initialization rounds are marginal.
Moreover, even though the loading scheme is changed in ZUC-256-v2 and there are
more constraints by the constant bits, our algorithm is still applicable. Specifically,
we also found an input difference that can be utilized to construct a practical
distinguisher for 30 out of 33 initialization rounds of ZUC-256-v2, which again
seems to imply that 33 rounds are marginal.



Moreover, based on the discovered input difference, we propose a novel IV-
correcting technique to achieve partial key-recovery attacks in the related-key
setting. By observing the first 32-bit keystream word, we are able to mount a
key-recovery attack on 15-round ZUC-256 and 14-round ZUC-256-v2, respectively.
The details of our results are displayed in The used input differences
are shown in [Table 2| and [Table 3| respectively. Notice that for the complexity
of a binary distinguisher, we adopt the formula 2 x In2 x e=2 ~ 2772 [9] to
estimate the data and time complexity, where e is the bias of the binary linear
relation used for distinguishing attacks.

In summary, new techniques are developed to accurately capture the interac-
tions between all the operations in the round update function of ZUC-256, which
are defined in several different fields. On the other hand, we believe that our
advanced strategies to inject differences in key bits and IV bits shed more insight
into the security of the round update function of ZUC-256, i.e. it is possible to
use much more complex differences to significantly improve the attacks. Although
our distinguishing attacks cannot reach the full rounds, it seems unpredictable
whether our techniques can be further developed and improved.

Table 1: Summary of the attacks on ZUC-256 and ZUC-256-v2, where at least
16 key bits are recovered in the key-recovery attacks.

Target Attack Type Rounds Time Data Ref.
ZUC-256 distinguisher 28 (out of 33) 227 2227 [2]
ZUC-256 distinguisher 31 (out of 33) 228.7 228.7 section 6

ZUC-256-v2 distinguisher 30 (out of 33) 2395 2395 section 6
ZUC-256 key recovery 15 (out of 33) 246 246 section 6
ZUC-256-v2 key recovery 14 (out of 33) 257 257 section 6

Organization of this paper. First, we introduce the used notation and the
specification of ZUC-256 and ZUC-256-v2 in[section 2] Then, the relations between
the XOR difference, modular difference and signed difference will be studied in
Our critical observations and how to identify advanced strategies to
choose input differences will be detailed in The search for the input
difference is then described in section 5l The discovered biased linear relations

are demonstrated in Finally, the paper is concluded in

2 Preliminaries

2.1 Notation

@, V, A, > and < represent the bitwise exclusive OR, OR, AND, right shift
and left shift, respectively. H3o and Hss represent addition and subtraction



modulo 232, respectively. @ and B represent addition and subtraction modulo
231 — 1, respectively. al|b represents the concatenation of strings a and b. a - b
represents a X b mod (23! — 1). a~! represents the inverse of a in GF(23! — 1),
i.e.a-a"! = 1. ar and ay represent the rightmost 16 bits and the leftmost 16
bits of integer a, respectively. In addition, a[i] and a[j : ] represent (a > i) A 0x1
and (a > i) A (2971 — 1), respectively. Moreover, we use Aa, da and Va to
represent the XOR difference a’ @ a, the modular difference o’ B a, and the
signed difference of (a,a’). For the signed difference Va, we adopt the similar
generalized notation used in [5], i.e. Va[i] = n if (a[i] = 0,d'[{]] = 1), Va[i] = u
if (a[i] = 1,d'[i] = 0), Vali] = = if (a[i] = d[i]), Vali] = 0 if (a[i] = a'[i] = 0)
and Val[i] = 1 if (a[i] = @’[i]] = 1). Throughout this paper, p = 23! — 1, i € [a, ]
represents a < ¢ < b and Pr[(] represents the probability that the event ¢ occurs.

We notice that in the ZUC-256 specification, each element in GF(p) belongs
to the set {i|]1 < i < p} rather than {i|0 < i < p}, though the two sets are
identical in GF(p). Therefore, for z = By, we will have z,y, z € {i|1 <i < p}.
However, in the sections of cryptanalysis, when 6z = dx H dy = p, we will simply
write 6z = 0 for readability.

2.2 Description of ZUC-256

The ZUC-256 stream cipher [11] is a successor of the ZUC-128 stream cipher [7]
with only minor modifications, regarding the initialization phase and the message
authentication codes generation phase. As we target the security of the initializa-
tion phase, in the following, we will describe the specification of the ZUC-256
initialization. More details of ZUC-256 can be referred to [11].

The ZUC-256 initialization is depicted in It can be observed that the
state update of ZUC-256 involves three parts. The first part is a 496-bit linear
feedback shift register (LFSR) defined over GF'(p), which is composed of sixteen
31-bit words (S15,514,...,50) with 1 < S; < p (0 <i < 15). The second part is
called bit reorganization (BR), where four 32-bit words (Xg, X1, X2, X3) will be
computed according to some words in the LFSR. The last part is called finite
state machine (FSM), where there are two 32-bit registers (R, R2) used as the
memory of FSM.

There are in total 32 + 1 = 33 initialization rounds. For the first 32 clocks,
the state is updated in the following way, where t € [0, 31].

Xé = Si5H||Si4Lﬂ (1)
Xf = SilLHS£t)H7 (2)
X5 = 87,1855, (3)
W' = (R} & X;) Bs2 Ry, (4)

St =8l (0<i < 14), ()

Sl = (Wh>1)B257-S,B2%° . stm2* . s M2 st M2 . st (6)

(7)
(3)

R = So Ly (R} Bs2 X{)l|(RS © X3)m),
R = So Ly((Rh @ X3)L||(R Bs2 X)) p).
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Fig. 1: The initialization phase of ZUC-256.

In the above, operations (L1, Lo, S) are used. The S operation will apply four 8-bit
S-boxes in parallel to a 32-bit value while the L1 and L are linear transformations
in GF(2%%). Their details can be referred to [7].

At the 33rd clock, i.e. the last round, we only need to modify Eq. 6 as follows,
while keeping the remaining unchanged.

St =257. 5, @2% . sim2* . st @2l St |t . st

Specifically, the only difference is that W is no more used to update ng’l.

The first 32-bit keystream word. After 33 initialization rounds, the first
32-bit keystream word Z will be computed in the following way, where ¢ = 33.

Xé = Sf5H||Sf4Lv er = S§L||SSH7 Z = ((Rﬁ D Xé) 32 R;) D Xé'

Loading the key and IV. How the state is updated at the initialization phase
has been detailed. Next, we describe how the initial values of (S;,...,S¢) and
(RY, RY) are defined, i.e. how to load the key and IV. For ZUC-256, the 256-bit
key K can be written as (K31, K30, ..., Ko) with K; € F§ (0 <i < 31) and IV
can be written as (IVayg, IVas, ..., IVy) with IV; € F§ (0 <i < 16) and IV, € F$
(17 < j < 24). There are also some specified constants in ZUC-256, which can be
written as (dis,d14, . .., do) with d; € F (0 <14 < 15) and are defined as follows:

do = 0x22, di = 0x2f, dy = 0x24, d3 = 0x2a,ds = 0x6d, d5 = 0x40,
d@ = OX40, d7 = 0X40, dg = 0X40, dg = 0X40, d10 = OX407 d11 = 0X40,
d12 = OX40, d13 = 0X52, d14 = OXlO7 d15 = 0x30.



The loading scheme is specified as follows:

RY=0, RY=0,

S0 = Kolldo||K21||K16, SY = Kul|da|[Kaa|| K17,

59 = Kol|da||Kas||K1s, S3 = Ks||ds||Kaal|| K1,

S9 = Ky||da|| Kas| K20, S5 = IVo||(ds|IVi7)|| K5 Kas,

Sg = IVi||(dg V IV13)|| Ks|| K27, S? = IViol||(d7 V IV19)|| K7||IVa,

Sy = Ksl|(ds V IVao)||[IV3[|IVi1, Sy = Kol|(dg V IVa1)|[IVia|[IVa,

SPo = 1Vs||(do V IVas)|| K10l Kas, S71 = Kuil[(di1 V IVas)|[TVg][IVas,

SPo = Kia||(dra V IVau) [[IV7|[IVia, ST3 = Kus||dus|| V5|1V,

SYs = Kual|(dua V Ks1 [7: 4)[[TVas|[TVo, 875 = Kus||(das V K31[3 : 0])][ Ksol| Koo

The new loading scheme. Recently, the ZUC team published a new loading
scheme [6], where the length of I'V is reduced to 128 bits. To distinguish it
from the above version, we call ZUC-256 with the new loading scheme as ZUC-
256-v2. In the new loading scheme, IV is written as (IVi5,IViy4,...,IVy) with
IV; € F§ (0 < i < 15). The constants are also changed and we write them as
(D15, D14, ..., Do) with D; € FZ (0 < i < 15), which are specified as follows:

Dy = 0x64, D; = 0x43, Dy = 0x7b, D3 = 0x2a, Dy = 0x11, D5 = 0x05,
D@ = OX51, D7 = 0X42, Dg = Oxla, Dg = OX-?)].7 D10 = 0X18, D11 = OX66,
D12 = 0X14, D13 = OX2€, D14 = OXO].7 D15 = 0x5c.

For ZUC-256-v2, the initial state is defined as below:

RY=0, RY=0, S = K;||D;||Ki64i||K2asi (0<i<6),
S = K;||Di||[1V;—7|[TViy (7T <i < 14), SV = Ki5]|D1s||Kas|| K31

3 On Modular/XOR/Signed Differences

As the LFSR of ZUC-256 works in GF(p), we first explain some basic relations
between the modular difference, XOR difference and signed difference in GF(p).

3.1 Relations Between da and Va

For each modular difference da, it can always be written as

30
da = ZM’L . 227
=0

where the addition is defined over GF(p) and p; € {0,1,p B 1}. For simplicity,
we write pE 1 = —1. In this way, we have u; € {—1,0,1}.



Fact 1. Given a signed difference Va, the modular difference da is uniquely
determined. Specifically, p; = 0 if Va[i] ==, y; = 1 if Va[i] =n and p; = —1 if
Vali] = u.

Fact 2. If we restrict that Va[i] € {n,=} (0 <4 < 30), the signed difference is
uniquely determined for a given modular difference da, i.e. Vali] =n if dafi] =1
and Val[i] = = if da[i] = 0.

3.2 A Relation Between da and Aa

In this paper, we will intensively exploit the following relation between da and
Aa, as specified below:

Proposition 1 To ensure that there exists a pair a,a’ € GF(p) with Aa[j : i] =0
(0 < i< j <30) for a given (i,j), the necessary and sufficient condition is
dalj :i) =0 ordafj : i) = 29711 — 1.

The proof is intuitive and we present it in Appendix [B:2} We emphasize that
it still requires some efforts as the addition is modulo 23 — 1.

3.3 Relations Between Va and Aa

In this work, we will exploit a simple and obvious relation between Va and Aa.
We emphasize that some algorithms stated below are not optimized and one can
even finish the same task purely by hand in an efficient way. For full automation
and simplicity of the program, we only use very naive methods. We further stress
that these algorithms are not the bottlenecks to search for input differences. For
more information about signed differences, we refer to Appendix [A]

Enumerating all possible Aay for an arbitrary da. If ay[i] for i € SET| =
{i1,...,in} with (15 >4; > 1,j € [1,n]) are constant bits, given an arbitrary da,
how to enumerate all possible XOR differences for Aagy? Note that we do not
care about Aay, in this case. For simplicity of programming, we propose a naive
procedure to determine all Aay with time complexity 2'6. Note that the time
complexity can be reduced to 217" by constructing an array MARK of size
216=" ag n bits of Aay are 0. Let us call this procedure Enumeration-H.

Step 1: Construct an array MARK of size 2'6 and initialize it by 0. Let a[14 : 0] €
{0,0x7£££}. For each value of a[14 : 0], move to Step 2. After traversing
two possible values of a[14 : 0], move to Step 3 to compute the set of
valid Aay denoted by SET any-

Step 2: Traverse all the 215~ possible values of ay. For each a = ag||a[14 : 0],
compute ¢’ = aBda and Aa = a’ @ a. If Aayli] =0 for i € SETq, set
MARK[Aaz]=1.

Step 3: Traverse the array MARK. If MARK[i]=1, add ¢ to SET aa,,-



The reason to only consider a[14 : 0] € {0,0x7£ff} is that we do not care about
Aay,. Therefore, we only need to consider the carry from the 14th bit to the 15th
bit. By fixing a[14 : 0] € {0,0x7£££} and traversing all the 2'6~" possible values
of ag, we indeed have traversed all the possible pairs (ay, ay) for o’ = a B da
after the above procedure, thus collecting all possible values of Aag. The proof of
the correctness of the above procedure is shown in Appendix We emphasize
that as the addition is modulo 231 — 1, the proof still requires some efforts.

Checking the validity of (a/y,an) satisfying Aay € SET pq, for a given
da. After determining the set SET a,,,, We are required to solve the problem of
how to efficiently check the validity of a pair (a/;, an) satisfying Aay € SET any, -
Specifically, we have already known that each valid signed difference Vayg will
correspond to an element in SET a,,. However, this does not necessarily imply
that any pair (ay,ay) satisfying Aag € SET aq,, can form the signed difference
generating Aayr. Indeed, with Enumeration-H to compute SET a,,, we have
traversed all possible pairs (ay, ap) such that o’ = a H da. Based on this fact,
the validity of (a’y,an) can be efficiently checked as follows and we call this
procedure Verification-H.

Step 1. If apy does not satisfy the conditions imposed by the constant bits, the
pair is treated as invalid.

Step 2. Otherwise, since Aay € SET .y, oy must also satisfy the conditions
imposed by the constant bits. Then, we compute z = ag||a[14 : 0] where
a[l4 : 0] € {0,0x7£££} and 2’ = z B da. If there exist an assignment to
a[14 : 0] such that 2z}, = a’y, output that the pair (a’y,aq) is valid as it
must appear in Enumeration-H to generate Aay. If both assignments
to a[14 : 0] cannot make z4; = a’y, the pair is invalid as it is could not
appear in Enumeration-H to generate Aay.

A wvariant problem. In our attack, we indeed also need to handle two slightly
different problems. Specifically, given a modular difference da satisfying a[15 :
0] € {0,0xffff}, how to enumerate all possible Aay with Aa;, = 0 and how
to efficiently check the validity of the pair (a’y,apm). The problems can be
easily solved by slightly modifying Step 2 in Enumeration-H and Step 2 in
Verification-H. Specifically, in Step 2 of Enumeration-H, after computing
a' = alBda and Aa = a®a’, when Aagl[i] =0 for i € SET; and Aar, = 0, we will
set MARK[Aag]=1. Let us call the modified Enumeration-H Enumeration-H-M.
Then, in Step 2 of Verification-H, only when there exists an assignment to
a[l14 : 0] such that z}; = a’y and (/@®z) = 0 will the program output that the pair
(amg,ay) is valid. Let us call the modified Verification-H Verification-H-M.

Enumerating all possible Aaj, for a given da. Similarly, we are also required
to deal with another slightly different problem. Given an arbitrary da, how to
enumerate all possible XOR differences Aay, with Aay = 0. Note that Aag =0
in this case, which implies da[30 : 15] € {0, 0xffff}. Again, we will use a naive
algorithm with time complexity 2'6, as stated below. Let us call this procedure
Enumeration-L.



Step 1: Construct an array MARK of size 2'® and initialize it by 0. Let a[30 :
15] € {0,0xffff}. For each assignment to a[30 : 15], move to Step 2.
After the two values of a[30 : 15] are traversed, move to Step 3 to compute
the set of valid Aar, denoted by SET a4, .

Step 2: Traverse all the 2'5 possible values of ar, i.e. a[15] has been fixed due
to the assignment to a[30 : 15]. For each a = a[30 : 16]||ar, compute
a'=alBda and Aa=a @ a. If Aag =0, set MARK[Aar]=1.

Step 3: Traverse the array MARK. If MARK[i]=1, add i to SET a4, .

Enumerating all possible Aa for a given da. In our attacks, we further
need to handle this problem for high automation of the program. A naive
method will require time complexity 231=" if ay[i] for i € SETy = {iy,...,in}
with (15 > 4; > 1,5 € [1,n]) are constant bits. However, simply enumerating
Aa is not friendly to our attacks. Indeed, we prefer that there exist two sets
(SET Aayy s SET Aq, ) such that for each Aay € SET A4, and Aay € SET a,,,
there always exists a valid signed difference Va corresponding to (Aagy, Aar).
An evident advantage to use two independent sets is that we can have free choices
for the elements in SET »,,, and SET 4, since they will always correspond to
a valid signed difference. For such a requirement, it is natural that for each
Aapg € SET a4, and Aay, € SET 5, , there will be Aag[0] = Aar[15] as they
correspond to the XOR difference of the same bit a[15].

The procedure to find all such (SET aq,,, SET Aq, ) is described below. Let us
call such a procedure Enumeration-A.

Step 1: Construct two arrays MARKH and MARKL of size 2'6 and initialize
them by 0.

Step 2: Traverse two possible values of a[15]. For each value of a[15], move to
Step 3.

Step 3: Case-1: Initialize MARKH and MARKL by 0. Traverse all the 215"
possible values of ay, i.e. n bits of ay and a[15] are already fixed. For
each ay, compute ay; = ag + dag. If afy < 2'¢ and ay[i] ® ayli] = 0
for i € SET}, set MARKH[(a/y @ ap) A Oxffff] = 1. After processing all
possible a g, start traversing all the 2'° possible values of ay,. For each ar,,
compute y = ar[14 : 0]+da[14 : 0]. If y < 21°) compute o/, = ar+day, and
set MARKL[(a}, @ ar) A Oxf££f] = 1. After processing all ar,, compute
(SET Aqy , SET Aq, ) according to MARKH and MARKL. Only when
both sets are non-empty will (SET a4, , SET A4, ) be a valid solution.

Step 4: Case-2: Initialize MARKH and MARKL by 0. Traverse all the 215—"
possible values of ag. For each ay, compute afy = ay + day + 1. If
ay < 2% and diyfi] ® agli] = 0 for i € SETy, set MARKH][(a}; &
ap) A Oxffff] = 1. After processing all possible ay, start traversing
all the 25 possible values of ar. For each ar, compute y = ar[14 :
0] +da[14 : 0]. If y > 215, compute a}, = ar, +day, and set MARKL|(a, @
ar) N Oxffff] = 1. After processing all ar,, compute (SET Aq,,, SET Aq,, )
according to MARKH and MARKL. Only when both sets are non-empty
will (SET Aqy, SET Aq, ) be a valid solution.
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Step 5: Case-3: Initialize MARKH and MARKL by 0. Traverse all the 215—"
possible values of ay. For each ay, compute a’y = ay + day. If a’y >
216 and a/y[i] @ agli] = 0 for i € SET, set MARKH|[(a; ® ag) A
O0xffff] = 1. After processing all possible ap, start traversing all the
215 possible values of ar,. For each ar,, compute y = ar[14 : 0] + da[14 :
0] + 1. If y < 2%, compute a};, = ar, + dar, and set MARKL[(a} &
ar) A Oxffff] = 1. After processing all ar,, compute (SET Aq,,, SET A4, )
according to MARKH and MARKL. Only when both sets are non-empty
will (SET Aqy,, SET A, ) be a valid solution.

Step 6: Case-4: Initialize MARKH and MARKL by 0. Traverse all the 215—"
possible values of ay. For each ay, compute afy = ag + day + 1. If
ay > 216 and ay[i] ® ayli] = 0 for i € SETy, set MARKH|[(ay; & ag) A
O0xffff] = 1. After processing all possible ay, start traversing all the
215 possible values of ar. For each ar, compute y = ar[14 : 0] + da[l4 :
0] + 1. If y > 25, compute a;, = ar, + daz, and set MARKL[(a} &
ar) ANOxffff] = 1. After processing all ar,, compute (SET Aq,,, SET A4, )
according to MARKH and MARKL. Only when both sets are non-empty
will (SET Aqyy, SET A, ) be a valid solution.

As the addition is modulo p, when a + da > p, it is necessary to use a + da —
231 +1 as the modular sum and we call such a situation cycle-carry. However, it
can be observed in Enumeration-A that we assume cycle-carry exists only when
a 4 da > p. One reason is that for an arbitrary given da, there is only one value
of a satisfying a + éa = p among all the 23! — 1 different values. In addition, for
its application to ZUC-256-v2, as the 7-bit constants D[] # 0x7f for ¢ € [0, 15],
it is impossible that there are two values (ap,a};) satisfying ay = Oxff£ff or
aly = Oxffff forming a valid XOR difference belonging to SET a,,,, i.e. they
cannot pass the test before updating the array MARKH.

Some definitions. We will make some definitions before introducing our attacks,
as listed below:

Definition 1. A signed difference Vayg is said to be expanded from da only when
dag = da.

Definition 2. The Hamming weight of the signed difference Va denoted by
H(Va) is defined as the number of Vali] € {n,u} fori € [0, 30].

Definition 3. The weight of the modular difference da € GF(p) denoted by
W(da) is defined as the number of pairs (i,7) with 0 < i < j < 30 satisfying one
of the following conditions:

Condition 1: a[v] =1 (v € [i,]], ali—1] =0, a[j +1] =0, i #0, j # 30).
Condition 2: a[v] =1 (v € [i,]], a[j +1] =0, i =0, j # 30).

Condition 3: alv] =1 (v € [i,]], a[i—1] =0, i #£0, j=30).

Definition 4. The Hamming weight of the modular difference da € GF(p)
denoted by H(da) is defined as min(W(da), W(p — da)), where min(x,y) = = if
x <y and min(z,y) =y otherwise.

For example, H(0x7£fff) =1 and H(0x7fff7fff) = 1.
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4 Cancelling Differences Using Modular Differences

In a public design and evaluation report |7] on ZUC-128, which was undertaken
in response to the request made by 3GPP, it is written that:

“ [1]Chosen IV /Key attacks target at the initialization stage of stream ciphers.
For a good stream cipher, after the initialization, each bit of the IV /Key should
contribute to each bit of the internal states, and any difference of the I1V/Key will
result in an almost-uniform and unpredictable difference of the internal states."

Regarding the resistance against this type of distinguishing attacks, Babbage
and Maximov proposed a 28-round distinguishing attack in [2] and the ZUC team
also took into account this attack vector. For the completeness of this paper, we
briefly describe how Babbage and Maximov found the input difference to mount
distinguishing attacks in Appendix [C}

The input difference used in the 28-round attack [2] is ASY = 0x01000000
and AS{ = 0x00001010. After two clocks, (S5, S9) will be shifted to (5%, 52).
Thus, at the 3rd clock, if 229 - §SQ B 257 - §S9 # 0, there will be AS7, # 0.
For such a choice of (ASP, ASY), we indeed can view it from the perspective
of signed differences. Specifically, if (VS§[12] = VS{[4] = u, VS9[24] = n) or
(VS9[12] = VSP[4] = n, VS9[24] = u), ie. (05 = pB21BH 22§59 = 224) or
(650 =24 M 212,659 = pE224), there must be 220 . 5S¢ B 257 - §S9 = 0.

When 220 . §S0 8 257 - §S9 = 0, there will be AS!; =0 for ¢ € [0,6]. Then,
after 7 clocks, as 655 = dS0 # 0, there will be 6575 # 0, 657 = 0 for i € [0, 14]
and (AR! = 0, ARY = 0). After 4 more clocks, i.e. after 11 clocks, STy is shifted
to Sif. Therefore, at the 12th clock, active S-boxes will appear in FSM for the
first time. At the 13th clock, as Si2 is computed before updating FSM, the
difference caused by FSM at the 12th clock will affect the difference of the state
words in LFSR for the first time, i.e. AS}3 is affected by the difference appearing
in FSM.

In other words, we can equivalently say that AS{2 is affected by only 1 round
of update in FSM, where active S-boxes start appearing. Since ASZ® = AS13, it
is reasonable to detect a biased linear relation in AS3® with a practical number
of samples, i.e. only the one-round update in FSM needs to be approximated.

The above analysis also implies that the authors of [2] randomly picked both
the key pair and IV pair for each sample in the experiments. Otherwise, if they
randomly choose a key pair and fix it and then randomly pick many IV pairs,
there will be cases (probability of 6/8 = 0.75) that a valid biased linear relation
for 28 initialization rounds cannot be detected as there are too many rounds of
update in FSM required to be approximated.

Based on the above analysis, if we carefully choose a key pair satisfying
220589257059 = 0 for each sample, i.e. according to their signed difference, it
is expected that the bias can be improved. To support this claim, we repeated the
experiments by always choosing a key pair which can make 22°-§SgH257-655 = 0
and found that

Pr[ASZ8[9] @ ASZE[10] = 1] ~ 0.5 — 278
while it is Pr[AS33[9] & ASE8[10] = 1] ~ 0.5 — 2710-46 ip [2].
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4.1 More Observations

The above observation reveals that using signed differences rather than simple
XOR differences will lead to a better bias. This is because signed differences are
directly related to modular differences, which can be cancelled with probability
1 due to the modular addition in LFSR. To further improve the attack, we
carefully investigated the round update function of ZUC-256 and found some
extra important observations.

The first observation. The first observation is that we can study the dis-
tribution of §S%; rather than AS!; if targeting a (¢ + 15)-round distinguisher.
This observation has been confirmed via experiments. Specifically, with the key
difference discovered in [2|, we repeated the experiments by always choosing
a key pair which can make 22° - §S0 B 257 - §S9 = 0. Instead of collecting the
distribution of AS]2, we collected the distribution of §S12 and eventually found
the following biased linear relation:

Pr(6S28[11] = 1] =~ 0.5 + 276,

Obviously, this further improves the bias.

The second observation. When targeting the distinguisher reaching the largest
number of rounds, according to our analysis, it is inevitable to activate some
8-bit S-boxes and the S-boxes are applied in parallel to a 32-bit state word in
FSM. In addition, there is a 1-bit right shift operation on W*~! at the ¢-th clock,
whose value is highly related to the two registers in FSM. Therefore, we will
only treat the following four different types of linear relations as potential biased
linear relations when targeting an attack on 15 + ¢ rounds:

The first type of linear relations is only in terms of §5%;[i] for i € [0, 14].
The second type of linear relations is only in terms of §5%;[i] for i € [7,22].
The third type of linear relations is only in terms of §5%;[i] for i € [15,30].
The fourth type of linear relations is only in terms of §Si[i] for i € {i|i €
[0,6]} U {i]i € [23,30]}, where U is the union of sets.

- e

Another benefit is that the memory complexity can be reduced from 23! to
about 3 x 216 as we no longer need to store the full distribution tableﬂ of 651,
i.e. storing the number of times that §S%; takes the value i for each i € GF(p).
Instead, we only need to use 4 smaller tables to store the number of occurrences
of 65%5[14 : 0], §S%5[22,7], §S%5[30 : 15] and 6.5%5[6 : 0]]|6S%5[30 : 23], respectively.
The reduction in memory complexity also allows to efficiently use multi-threaded
programming as each thread only consumes negligible memory.

" In [2], it is necessary to store it in order to detect a biased linear relation from it via
Walsh-Hadamard Transform (WHT).
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4.2 Strategies to Inject Differences

With all the above observations in mind, we start considering whether it is
possible to use complex input differences to significantly improve the attack by
fully utilizing the degrees of freedom provided by the 256-bit key. To reach as
many rounds as possible, the following critical observation on the round update
function will play a vital role to guide us to select the best strategy to inject
differences.

A critical observation on the round update function. As the active S-boxes
will significantly decrease the bias of a potential linear relation, it is necessary to
make the active S-boxes appear as late as possible. Suppose after tq clocks, S{%
is activated for the first time, i.e. ASi; =0 for ¢ € [0,t9 — 1] and AS]2 # 0.

Then, after 4 more clocks, we have ST = §to. If ASHT* =L 0, at clock
to + 5, during the update in FSM, the active S-boxes will appear. Therefore, for a
good input difference, AS{% should satisfy the following constraint after ¢y clocks.
In this way, at clock tg + 5, no active S-box will appear even if AS{% #0.

AST, =0,AS1, #0.

Indeed, we can further impose that after tg + 1 clocks, AS§%+1 should satisfy

AShtt =0, A8l £ 0.

In this way, at clock ty + 6, still no active S-box appears in FSM since
ASf‘i# = AS;%F. In other words, only starting from clock tg + 7, the active
S-boxes will appear since ASé‘}j'fs = AS;% y 7 0. Without the above constraints
on AS%, the active S-boxes will appear starting from clock ¢y + 5. Without
the further constraints on ASi%H, the active S-boxes will appear starting from
clock tg + 6. Therefore, by properly choosing an input difference, there is a great
potential to extend a simple attack by two rounds, where only 1 round of update
in FSM is required to be approximated.

Based on the above analysis, it is now clear that to reach as many rounds as
possible, it is necessary to identify an input difference such that ¢ is as large as
possible and that the above constraints on AS! and ASI{¢™ should hold.

According to m to ensure ASf%L = 0 and AS;%‘F = 0, there
must be 351, € {0,0xf£££} and 521" € {0, 0xf£££}. However, we emphasize
that even if day, € {0,0xf£££f}, it is still possible that Aay, # 0 since there still
exist some signed differences expanded from da such that Va[i] € {n,u} for some
i€ [0,15].

However, if 6512, € {0,0xf££f} and 657" € {0,0xf£££} does not hold,
there could not be AS;%L =0 or ASf%zl = 0. In other words, if 5Sf%L €
{0,0xf£££} and §5121" € {0,0x££££} hold, it is possible to have AS!, =0 and
ASE%F = 0 in sufficiently many samples. In addition, for some da, there is a
high probability that Aay, = 0, e.g. da = 0x10000.
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Can we simply improve the attack? The above analysis is simple. Indeed, the
28-round related-key distinguisher in [2] is obtained without the above constraints
taken into account. Then, it is natural to ask whether we can slightly modify
the input difference in [2] to attack more rounds. Specifically, is there an input
difference (659,50) such that 220 . §SY B 257 - 659 = 0, 659[22 : 16] € {0, 0x7£},
550y € {0,0x££££} and 657, € {0,0xf£ff}, where 6575 = 257 - 6507

A simple loop for 216 — 2 possible values of 45§ shows that there does not
exist a non-zero §S§ which can make all the above conditions hold.

Advanced strategies: injecting differences in 11 state words in LFSR.
As stated before, to reach as many rounds as possible, it is necessary to make
to as large as possible such that 652 # 0 and 6Sj; = 0 for i € [0,¢y — 1]. In
addition, there should be §S!2, € {0,0xffff} and §S121! € {0,0xf£££}. In
this way, it is expected that we can find a biased linear relation in (553“+23 =
5t T2+ — §5610%8 1y pure simulations as only 1 round of update in FSM needs
to be approximated. In other words, it is possible to construct a distinguisher for
up to (o + 23) initialization rounds with practical time complexity.

After careful analysis, for ZUC-256, we choose tg = 8 and will inject differences
in SY for i € [0,10]. If there is a solution of §S? for i € [0, 10], we can expect a
practical attack on 31 rounds of ZUC-256.

For ZUC-256-v2, due to the fact that too many state bits of SY are restricted
to constants, we choose to = 7 and will again inject differences in S? for i € [0, 10].
If there exists a solution of §S? for i € [0,10], we can expect a practical attack
on 30 rounds of ZUC-256-v2.

The pattern of the input difference is depicted in

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Sl5 514 sl3 512 Sll 5'10 SQ SS S7 SG S5 54 53 52 Sl SO

Fig. 2: The illustration of the input difference, where the difference will be
injected in the gray part.

4.3 More Details of the Strategies

To mount the attack on 31 rounds of ZUC-256, the problem now becomes how
to find 05Y for i € [0,10] such that 65, = 0 for ¢ € [1,7]. To achieve this, we
need to consider the following conditions:

Clock 1: At the first clock, it is required that
221580, 8220 . 589 B 257650 =0, ASYy # 0, AS%, =0,ASY; = 0.

In this way, after the first clock, §S15 = 0 holds. In addition, AR} =0
and AR} # 0, i.e. there will be differences appearing in FSM.
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Clock 2:

Clock 3:

Clock 4:

Clock 5:

Clock 6:

Clock 7:

Clock 8:

Clock 9:

At the second clock, it is required that

(R © AR}) > 1) B (Ry > 1)@ 2% . §SP B 257 - 65 = 0,
ASY, = AR}y, ASY oy = 0.

In this way, after the second clock, AR? =0 and AR3 # 0.
At the 3rd clock, we need

(R2& AR2) > 1)B (R > 1)B220. 5808257650 = 0,
6

Again, after 3 clocks, §S3; =0, AR} =0 and AR3 # 0.
At the 4th clock, we need

(R3@® AR3) > 1)B (RS > 1)H 226508257659 =0,
AS?OL = ARSHa ASE(;)H = AR;D

Similarly, there will be 6515 = 0. Due to the last two equations, AR} = 0
and AR; = 0 will hold. This implies that the difference in FSM is
cancelled after 4 clocks.

At the 5th clock, the conditions become much simpler, as shown below:

220. 688 B 257 - 687 =0, AS§; = 0.

In this way, 6575 = 0, AR} =0 and AR3 = 0.
At the 6th clock, we need

220. 580 @257 - 050 =0, ASY,; = 0.

Then, §5% =0, AR =0 and ARS = 0.
At the 7th clock, we need the following equation to make 6575 = 0.

220589, B 257658 = 0.
At the 8th clock, it is required that
(257 - 6S9)[15 : 0] € {0, 0xf££E}.
At the 9th clock, it is required that

(215 . (257 - 6S9) B 257 - 6.59)[15 : 0] € {0, 0xf£f£}.

With all the above conditions satisfied, we can expect to find an attack on
31 rounds of ZUC-256. It is not difficult to imagine that the most technical and
difficult part is how to cancel the difference in FSM after 4 clocks, where XOR,
differences, modular differences and value transitions are involved. For better
understanding, how to cancel the difference in FSM after 4 clocks is depicted in
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The obstacle to attack 32 or more initialization rounds. After presenting
the strategy for the 31-round attack, it is natural to ask whether we have tried
to attack 32 initialization rounds by making tg = 9. Indeed, we have made some
analysis of it. However, choosing ¢y = 9 implies that 220 . §S9, B 257 - 552 = 0
should hold. As §5Y # 0, it is necessary to have §S?; # 0. Obviously, we expect
that ASY,;; = 0 in order that the difference in FSM can be cancelled as early
as possible, just as in our 31-round attack where AS§, = 0 and ASY,;,; = 0.
Otherwise, whether it is possible to cancel the difference in FSM is questionable.
If ASY,;; =0, there must be ASY,; # 0. Then, we need to cancel the difference
in FSM after 5 clocks, which is one more clock than that in the 31-round attack.
However, at the fifth clock, there should also be ASJy; # 0 in order to fully cancel
the difference in FSM. This is due to the MDS property of the linear transform
L. Specifically, supposing a = (a3, as, a1, ag) € Fjs and b = (b3, be, b1,bg) € Fiq
are the input and output of Lo, respectively, when there are two bytes in a that
are zero, there will be at least 3 non-zero bytes in b. Once ASy,; # 0, it is required
to cancel the difference caused by the other register in FSM, i.e. Ry. Currently,
we cannot find a feasible way to handle the propagation of the differences in both
registers in FSM. Hence, we leave it as an open problem to further extend our
attacks to more rounds, e.g. the full 33 rounds.

shift for registers

|

shift for registers
SolLy SolLy

Fig. 3: The difference transitions in FSM for the first 4 clocks and our aim is to
find valid solutions of the question marks.

ARS ARj

Tweaking the strategy for ZUC-256-v2. Another question naturally arises,
which is whether it is possible to apply this strategy to 31 initialization rounds of
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ZUC-256-v2. Note that in this case we need (257 - 65%)[15 : 0] € {0,0xf£££} and
ASY, = 0. Due to the modification of the loading scheme, AS?[22 : 16] = 0 should
also hold as these 7 bits are constant. However, for the old loading scheme, we
only need to ensure 1-bit extra condition AS?[22] = 0. In other words, there are at
most 2° — 2 possible non-zero values left for §52, i.e. 699[22: 0] € {0, 0x7££££f}.
A simple loop for all possible values of 559 suggests that there does not exist a
value satisfying (257-652)[15 : 0] € {0,0xf££f}. Consequently, the above strategy
cannot be simply applied to 31 initialization rounds of ZUC-256-v2. However,
we emphasize that this does not prove the resistance against this attack vector
as there may exist some more advanced strategies to inject differences and to
control the difference transitions in FSM.

The strategy to inject differences for 30-round ZUC-256-v2. Since the
31-round attack fails for ZUC-256-v2, we turn to the attack on 30-round ZUC-
256-v2. The overall strategy to inject differences is the same, i.e. the difference
will be still injected in 11 state words, i.e. SY for i € [0, 10]. Specifically, the
conditions at clock i for i € [1,6] are the same as that in the 31-round attack.
For clock 7 and clock 8, we need to modify the conditions as follows:

1. At the 7th clock, we need
(220 . 589, B 257 - 6SQ)[15 : 0] € {0, 0x£f£ff}.
2. At the 8th clock, it is required that
(21% . (220. 589, B 257 - §S0) B 257 - 6.59)[15 : 0] € {0, 0xf£ff}.

As for clock 9, we no longer add strict conditions. One may ask why we need
to inject a difference at S, in the 30-round attack since the following conditions
also have the potential to reach 30 rounds.

(257 - 6S2)[15 : 0] € {0, 0x£££E},
(2'% . (257 - 650) B 257 - 6.99)[15 : 0] € {0, 0x£f£ff}.

However, not injecting a difference at SY, also implies that the difference
in FSM should be cancelled after 3 clocks due to the MDS property of Lo, i.e.
AR3 =0 and ASY;; = 0. Then, there will be the following condition as ARj = 0:

220589 M 257689 = 0.

Note that in the new loading scheme, there will be ASY[22 : 16] = 0 for
i € [0,15] as these 7 bits are constant. Hence, there should be §55[22 : 16] €
{0,0x7£}, 50[22 : 16] € {0,0x7£} and §52[22 : 0] € {0,0x7£ff£f}. A simple
loop for the 2° — 2 possible values of §SY and the 216 — 2 possible values of
(257 - 6SQ) indicates that there does not exist a valid solution for (§59,55¢,35Y)
satisfying the above three constraints if not injecting a difference in SY,.
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Therefore, we need to inject a difference in SY, as it relaxes the constraint on
(857,853). Specifically, there will be AR3 # 0 and the constraint on (§52,59)
becomes

(RE® AR3) > 1)B (R3 > 1)B22° . §SY B 257 - 659 = 0.

Another benefit to use this strategy to attack 30-round ZUC-256-v2 is that we
can reuse the code to search for the input differences to attack 31-round ZUC-256
since the core problem is the same, i.e. how to cancel the differences in FSM
after 4 clocks. In the following, we will describe how to tackle this core problem.

4.4 Searching for Valid Differences

As explained above, to mount attacks on 31-round ZUC-256 and 30-round ZUC-
256-v2, respectively, it is necessary to use complex input differences satisfying a
set of equations. The equations are rather complicated as the modular difference,
the XOR difference and the value transitions are all involved. To efficiently find
a solution to these equations, we utilize a three-step method, as stated below:

Step 1: Pick a solution of the modular differences (35§, 5S5Y,659,85%,,058,659)
that does not contradict with the equations. Then, based on the enumer-
ation algorithms described in compute the set of XOR dif-
ferences SETAng, SETAng, SETAS?DL’ (SETAng , SETASgL) for ASgHa
AS2,, ASY,, and (ASY,;, ASY,), respectively, where (ASY,;, ASY; ) can
always correspond to a valid signed difference expanded from §.55.

Step 2: Pick a solution of 45§ such that ASgz = 0 and compute §5Y = 25771 (p83
220.588). According to Enumeration-L, compute the set of all possible
ASg;, denoted by SETgo . According to Enumeration-H, compute the
set of all possible AS?;; denoted by SETAng

Step 3: Only (659,659,659) are unknown. To determine whether there exists
a solution of (§59,859,859) and to find the solution if there exists one,
Procedure-DiCancel [described in the following part] will be called,
which is used to find valid difference transitions and value transitions in
FSM such that the differences in FSM can be cancelled after 4 clocks. If
there is no output in Procedure-DiCancel, move to Step 2. Otherwise,
a solution to the input difference is found.

We emphasize that the values of (65),85Y,85¢,35,,852,852,559) will be
carefully picked, the details of which will be explained later. In the following, we
mainly focus on how to cancel the differences in FSM after 4 clocks given the
knowledge of (659, 65%,059) and the set of XOR differences: SETaso,» SETAgp
SETAng, (SETAng y SETAsgL), SETASgL and SETAS?OL .

Cancelling the differences in FSM after the first 4 clocks. Given the
knowledge of the above modular differences and the sets of XOR differences,
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in the following, we will describe how to find valid solutions of (R}, R3, R3),
(AR}, AR3, AR3) and (65Y,459,05%) satisfying

(R ® ARY) > 1)B (Rh > 1)B 220 . 65),, B257-6S) =0 for i € [1,3],
ASSL = AR%H7 ASgL = AR§H7 AS?OL = AR%Ha ASgH = AR%L'

For better understanding, we recommend to refer to when reading
this part. It should be emphasized that there are conditions on some bits of
(8%, S8y, 8%y ) imposed by the constant bits. For ZUC-256, the conditions are

Sl =1, Sgul7) =1, Spyl7=1.
For ZUC-256-v2, the conditions are
S2y[7:1) = D5, S0y[7:1] = Ds, S94[7] = Dx.

For simplicity, denote these conditions on (S2;, Soy, S2g) by (Cons, Cong, Conz).
The whole procedure can be divided into 4 steps, as detailed below. Let us
call this procedure Procedure-DiCancel.

Step 1: Handle the difference transitions at the 3rd clock, i.e. make AR3 =
ASY||ASYy. For simplicity, let AIN3 = AR2; & ASYy, i.e. AIN; is
a 16-bit value. Traverse all the 216 possible values of AIN3 and compute
AT5 = Ly(AIN; < 16) for each AINj3. For each ATjs, traverse all possi-
ble ASYy; ||ASSy; where ASY,; € SET Ago  and ASY, € SET A, - For
each pair (AT3, ASY); [|ASYy), check whether ATy — ASY,, ||ASS; is a
valid difference transition according to the differential distribution table
(DDT) of the used 4 parallel S-boxes. If it is a valid difference transition,
compute the corresponding pair of outputs (R3, RS & (ASY,||ASsu))
satisfying this difference transition and compute §59 as follows:

653 = 2571 (pB (B3 @ (ASo,||ASsm)) > 1) B (R > 1) B 2% - 657)).

If §59[22 : 16] € {0,0x7£}, compute IN3 = (L; ' o S~*(R3)) > 16 and
insert the tuple (AT3, R3, IN3,859, ASY,;, ASY};) into the AIN3-th row
of the 2-dimensional array ARR3. Otherwise, try another valid pair of
outputs. If all valid pairs of outputs are traversed, consider the next
candidate of ASY,; ||ASY; and repeat the same procedure. After all the
possible values of AI N3 are traversed, move to Step 2.

Step 2: Handle the difference transitions at the 1st clock. Specifically, tra-
verse each element in SET g . For each ASY, € SET Ago,,, com-
pute AT} = LQ(ASQH < 16). For each ATy, traverse all possible
ASY||AY; where ASY; € SETaso, and AY; € [0, 216 —1]. For each pair
(ATy, ASY,||AY1), check whether ATy — ASY, ||AY; is a valid difference
transition according to the DDT of the used 4 parallel S-boxes. If it is a
valid difference transition, compute the corresponding pair of outputs
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Step 3:

Step 4:

(R3, Ry & (ASY, ||AY7)) satisfying this difference transition and compute
(659, 8Y,;) as follows:

657 = 257" - (pB (((Ry ® (ASSL[|AY1)) > 1) B (Ry > 1) B2 - 4SY)),
S0y = (Ly' o STY(RY)) > 16.

When §57[22 : 16] € {0,0x7£}, the tuple (S, SYy & ASY,,85Y) can
pass the test of Verification-H (see and Cons holds,
move to Step 3. If these constraints cannot be satisfied, try another pair
of outputs until all pairs are traversed.

Handle the difference transitions at the 2nd clock. For each ASY, €
SETago, , compute ATy = Ly((AS§; @ AYy) < 16). For each ATy,
traverse all possible ASJ; ||AY, where ASY, € SETAgy, and AY; €
[0,2'6 — 1]. For each pair (AT, ASY;||AYz), check whether ATy —
ASQ, ||AYs is a valid difference transition according to the DDT of the
used 4 parallel S-boxes. If it is, compute the corresponding pair of outputs
(R%, RZ @ (ASY, || AY>)) satisfying this difference transition and compute
(053, Sem)-

559 = 2577 - (p B (3 & (ASY, || AVa) > 1) B (B} > 1) 83920 - 65%)),
Sem = (L3 o STH(R3)) > 16) ® Ry

When §59[22 : 16] € {0,0x7£}, the tuple (S0, S§g ® ASSy,dS50) can
pass the test of Verification-H and Cong holds, move to Step 4. Oth-
erwise, try another pair of outputs until all of them are traversed.
Check the validity of S%;;. For each ASY,, € SET Ao, check the (ASY, @
AY5)-th row of ARRs. If this row is non-empty, traverse all the stored
tuples in this row. For each tuple, get the corresponding value I N3 and
compute Sy as follows:

S%; =IN3 @& R3;.

If the tuple (S, SY;BASY,;, 65Y) can pass the test of Verification-H-M

and Conz holds, a solution of the input difference is found and output the
corresponding (53?7 5SSa 55{9)7 (R%’ R%a R%)v (SE?H’ ASgH)? (SgHv AS6OH)1

(S?r, AS2y), and (AR, AR3, AR3) = (ASFL||AY:, ASg, || AYz, ASY, || ASSL).
Otherwise, consider the next tuple in this row until all of them are ex-
hausted.

In the above procedure, it is assumed that (R}, R3, R3) as independent of S
for ¢ € [0,15], which is indeed not the fact. In the following, the IV-correcting
technique will be used to deal with such an assumption.

4.5 The I'V-Correcting Technique

For an

arbitrary solution of (R}, R%, R3) found in Procedure-DiCancel, we

demonstrate that it is always possible to find an assignment to (K, I'V) leading to

21



AIN; ARQ
0 E 3

K E\: ASSy

—

Shift for registers | Compute ES
AIN3, [N, RS ?
! E
0 '
. Compute Check
) 2

| Compute | Check
“) [)
SolLy
ol AR
o o | e Check Check
B ASg ASYy AIN, St
s

U U U PRI U

)

0 ] Step 3

0 Step 4

Fig. 4: The procedure to find valid difference transitions and value transitions in
FSM for the first 4 clocks.
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this solution. The basic idea is to carefully study the update on the two registers
in FSM at the first 3 clocks, as specified below:

R% =5o Ll(SgH||S$L)>R% =5o L2(SE?HHS?1L)7
U= R% Hs2 (S?QLHS?OH)a
R} = So Li(ULl|(Ryy ® Sg1)), R3 = S o La((Ray, ® Sgp)||Unr),
V = R} By (S0, |[S01), RS = S 0 La((R3, @ Sop)|[Var).-

Note that (S0, S8y, S%;;) have been determined in Procedure-DiCancel and
they will not contradict with (R}, R3, R3). Hence, the next task is to determine
(S8, 59,89, 1,801, 5% 5, S8;, 8%, SV, 1), which can be finished as follows:
Modify SY,, with S¥,,; = (Ly' o STHR))z.

Compute Uy with Ug = (Ly* 0 ST (R3)) 1.

For arbitrarily given (S3;;, 9%, ), compute R} with R} = S o L1(S9;]|S%,).
For arbitrarily given S9),;, compute Uy, with Uy, = (R} + S{y;) A Oxf££f.
Modify S[l)QL with S?QL = ((UHHUL) 532 R%)H

For arbitrarily given SY;, compute R? with R? = S o Li(UL||(Riy & S3;))-
Compute Vi with Vg = (Ly' o S™1(R3)) L.

For arbitrarily given SY, ;; with Sy, (0] = S9,,[15], compute V;, with Vi, =
(R + SV, ;) N OxEEEf.

9. Modify S[l):BL with S?3L = ((VHHVL) E|32 R%)H

In other words, for any assignment to (S8, 5%, SV m, SO, SY ), it is always
possible to find the corresponding assignment to (S, ,5%;,,5%;) with time
complexity 1 such that they can lead to the given solution of (R}, R3, R3).

O NSO

Application to ZUC-256. According to the loading scheme for (S?,S¢,S?), it
is necessary to fix (IVy, IVy, IVig, IVi7,1Vig, IVig) and (K5[7], K¢[7], K7[7]).
Then, as
87, = Kq|[IVa, S, = IV3|[TVa, S = Ko|[1[[TVar|[IVi2[7),
Stor = IVs||1[|IVa2| | K10[7], STy = K |[1]|1Vas|[IV5[T],
St = IVe|[IVig, Stz = IV ||[IVia, S13p = IV5|| IV,
we can say that for arbitrarily given (K;[6: 0], Ko, K10[7], K11), it is always

possible to find the corresponding assignment to I'V such that a given solution
of (R}, R3, R3) can be satisfied.

Application to ZUC-256-v2. Similarly, based on the loading scheme for
(82,5, 59), it is necessary to fix (K5, K¢, K7, Ko1[7], K22[7]) and IV,[7].
Then, since
S = IVo||[IVs, Sg;, = IVA||TVy, Sgyy = Ko||Do||1V2]7],
SYorr = Kiol| Dol [IV5[7], 871 = K11 || D [[TV4[7],
Sh 1 = IVa||[IVia, Siar, = IV5||IVAs, Si31 = IVs|[IVAa,
we can say that for arbitrarily given (Ko, K19, /K11), it is always possible to

find the corresponding assignment to IV that can lead to the given solution of
(R, RS, R3).
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Feasibility for the key recovery. If the involved key bits are wrongly guessed
and we still modify IV bits as above, this assignment to IV indeed cannot lead
to the given solution of (R}, R3, R3) and hence the difference in FSM cannot
be cancelled after 4 clocks. However, due to the small influence of the value
of 59,5 on the modification of S¥,;, i.e. only Vy is constrained by Rj and
V = R} B2 (5%;]15%5), a wrong guess for the key bits loaded into SY,
may still lead to the targeted (Ri, R2, R3). However, for key bits loaded in
(S9,,595,5%4), due to the influence of the L, Ly and S operations, it is
almost impossible that they can still lead to the required (R}, RZ, R3) if they are
wrongly guessed. In other words, if a proper distinguisher can be constructed,
at least (K7[6 : 0], Ko, K19[7]) and (Ko, K10) can be recovered for ZUC-256 and
ZUC-256-v2, respectively.

5 Launching the Search

Finally, we are left with the problem of how to choose a proper solution of
(659,657,852,65%,,850,85%,059) as the input to Procedure-DiCancel.

5.1 Picking (659,65¢,653,659,,8S2,8S72,8S]) for ZUC-256
In our 31-round attack, it is required that

221 . 589, @ 2%0 . §SY M 257 - 65 = 0,
220.5S) , 825758 =0 for i € [4,6],

(257 - 6S9)[15: 0] € {0, 0xf££f},
(215 . (257 - 6S9) B 257 - 6.S9)[15 : 0] € {0,0xf£ff}.

We use a heuristic strategy to pick the solutions to the above system of equations.
Specifically, we expect that 4S50 can be written as 65§ = 2 + j where 0 < j < 214
and 4 € [15,30]. This is to keep the simplicity of §S05. Then, for each such 65§, we
compute 059, with 659, = (229)~1. (pB2%-§SY) and choose the pair (653, 55%)
satisfying 65y, € {0,0xf£ff} and H(6SY,) < 2. There are only a few solutions
left and we pick the one satisfying that there exists a signed difference V.SY,
expanded from §59, whose Hamming weight is 2, i.e. H(V.SY,) = 2.

Then, for the chosen §5Y,, we exhaust all the 225 — 2 possible values of .59
satisfying 659[22 : 16] € {0,0x7£} and compute the corresponding (857, 559)
with

550 =257 (pB2* - 657, 82% - 65Y),

5Sg = (229"t (pB257- 9Y).
When the computed 65§ satisfies §S0[22 : 16] € {0,0x7£}, store the corresponding
559 in a table denoted by S8Diff.

Finally, we constrain that §S5; = 257 - 652 satisfies 65%.; = 0. Exhaust all
the 2% possible values of §S%; and compute §S? = 25771 - §S%; for each §5%;.
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If the computed 459 satisfies §S2; € {0,0xffff} and H(55?) = 1, exhaust all
possible 45§ stored in S8Diff and check whether (215 .§S%. H257-558), =0
and H((2' - §S% B 257 - §57)) < 2 hold. If all the conditions are satisfied,
output the corresponding (852,859,659, 65,855, 0S§) as the candidate. In our
configuration, we choose

85§ = 0x0d80db05, 557 = 0x20££011e, 557 = 0x10001fe0,
559 = 0x00020000, 65§ = 0x7£04fdff,5S), = Ox7Tffffefd.

For such a choice,
§S%, = 257 - 6SY = 0x02020000, (2'° - §.55. A 257 - 6.57) = 0x04030000.

As already mentioned, 6S%;; = 0 does not necessarily imply AS%., = 0. For our
choice, to make ASS., # 0, i.e. ((S%5 B IST;) @ ST5) # 0, it is required that
S8.[30 : 25] = 0x3f or (SF5[30 : 26] = 1£, ST5[24 : 17] = 0x££), which holds with
probability of about 276. This also shows why we choose such modular differences,
i.e. ASY, =0 holds with a relatively high probability of about 1 — 276, Similar
analysis also applies to 0x04030000.

Finally, we determine the value of 45 such that H(G) is small where

G =2 . (2% .58, B 25765y B 4ST;) B 257 - 6.55.

In our configuration, we use S = 0x7£££fdfb, which will cause G = 0x7££e0000
and H(G) = 1.

For the above choice of (657,859,858, 659, 858,059,855,657), we first com-
pute the set of XOR differences: SETxgo , SETag0 , SETago_, (SETAng , SETASgL),
SETAsgL and SETAS%L. Then, Procedure-DiCancel is used to determine the re-
maining unknown variables. It is found that the program outputs many solutions
in seconds. One solution is shown in [Table 2

In the search, we made an implicit assumption that

(' Bs27)>1)B((BB327) > 1) = (' >1)B(B>1), 9)

where 3,7, 3 € F32. For the input difference displayed in [Table 2| there are three
possible pairs for (8’, 3), as shown below:

(0xc99de9d6 @ 0x1e000604 = 0xd79defd2, 0xc99de9d6),
(0xb7b8cf96 B 0x03£c0870 = 0xb444c7e6, 0xb7b8cf96),
(0xfaf5498c @ 0x017elela = 0xfb8b5786, 0xfaf5498c).

For each pair (8, 3), we then exhaust all the 232 possible values for v and count
the number of v which can make [Equation 9| hold. It is found that for the three
possible pairs (5, 3), [Equation 9| holds with probability of 270998 27002 and
27001 "respectively. Hence, this assumption is reasonable.
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Table 2: The input difference for the attack on 31-round ZUC-256, where the
positions to set constants in the loading scheme are marked in red.
557 H

0x0d80db05| === nn=n n=== ==== nn=n n=nn ==== =n=n

0x7c00£b01
0x047£38cb
0x7£8034c3
0x20ff011e
0x20003fc0
0x10001fe0
0x00020000
0x7f04fdff
Ox7ffffdfb
10|0x7ffffefd
11{0x00000000| ===
12{0x00000000| ===
13{0x00000000| ===
14|0x00000000| ===
15{0x00000000| ===

R} = 0xc99de9d6, R3 = 0xb7b8cf96, R = Oxfaf5498c
AR} = 0x1e000604, AR2Z = 0x03£c0870, AR5 = 0x017ele0a

.

O O Tk W~ O

©

5.2 Picking (659,059,05%,0659,,852,852,8S57) for ZUC-256-v2
Note that some constraints in the 30-round attack are

221 . 559, @ 2% . §S) B 257 - 65 = 0,
220 . 58 @257 - 659 =0,
220 589 B 257 - 650 = 0,
(220589, B 257 - 5S2)[15: 0] € {0, 0xf£E£},
(215 . (220 . 587, B 257 - 6S7) B 257 - §S2)[15 : 0] € {0, Oxf£ff}.

Since S9j;[7 : 1] is constant, for a given 65, we can know that 653, cannot
take too many values. Thus, to increase the possible values of ASY,; [|ASYy, we
choose a §5Y, satisfying 659, = £2¢ 4+ 27 for 4,5 € [0, 14] and i # j, where =+ is
addition or subtraction modulo p. In this way, we can expect that the number of
all possible ASY,; is large.

For each such 459, we make a loop for 6575 satisfying 57, = +2¢ for
i € [16,29] and compute 6S§ = 25771 - (6575 B 220 . §59)). We then add a
strong condition on §S9, i.e. 6S3[30 : 16] € {0,0x7£ff}. If this condition is
satisfied, we next make a loop for the 27 — 2 possible values of §S2 and compute
g =2 .6S], B257-559. If g1, € {0,0x£fff} and H(g B 4S75) < 3, output the
candidate (6599,852,85%).

For each candidate found with the above method, we compute the possible
values of §S9. Specifically, exhaust all the 225 — 2 possible values of §S] and
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compute

880 =257 (pB 22559, 8220 . 68Y),
58y = (22)71. (pB257- 5Y9)

for each §S9. If 6S§[22 : 16] € {0,0x7£} and 6S¢[22 : 16] € {0,0x7£}, we
further compute fo = 220 . §5% B 257 - 659, f1 = 21° - fo B 257 - 659 B f, and
fo=21.fiB257-6Sy B fi. If H(f2) < 4, store the current §S? in a table
denoted by S8Table.

Based on the above heuristic strategy, in our configuration, we choose

550 = 0x017£82£d, 4S5 = 0x6c00200f, 5.S) = 0x0000fe02,
589 = 0x00800000, Sy = 0x7e80c13d, 5%, = Ox7fffefef.

In this way,
§STs = OxTffeffff, 25 . 557, M 257 - §S2 = 0x800000.

Based on the above choice, we then make a loop for §59 satisfying 69§ = 42¢
for i € [0, 13]. For each 45§, compute 659 = 25771 (pE220.55)) and check whether
55922 : 16] € {0,0x7£} holds. It is found that there exist such pairs for (652, §59).
Then, for each valid pair (659,859), (650,85%,859,85%,050,852,0559,852) are
fully determined. Similarly, we can use Procedure-DiCancel to determine the
remaining unknown variables. It is found that solutions are generated in seconds
and one solution is shown in

Similarly, it is necessary to take into account. The three pairs for

(8, B) are

(0xa21c991b @ Oxdec311a0 = 0x7cdf88bb, 0xa21c991b),
(0xcf1106£0 @ 0x1f£f810de = 0xd0e9162e, 0xcf1106£0),
(0x32f0ele3 @ 0x3f£f0£d01 = 0x0d001ce2, 0x32f0ele3).

For these three pairs, holds with probability of 27023, 27001 and
2~1 respectively.

6 Searching for Biased Linear Relations

With the discovered input differences, the next step is to search for the best
biased linear relation via simulations as in [2]. Suppose we aim at an attack on
t + 15 initialization rounds.

The simulations are simple. First, construct four tables TABy, TAB;, TABy and
TAB3, which are of size 215, 216, 216 and 2'3 respectively. The four tables are
all initialized by zero. Then, uniformly randomly choose N pairs of (K, IV') and
(K',IV") satisfying the signed differences V.SY for i € [0, 15]. For each pair, use
the IV-correcting technique to correct IV such that the fixed (R%, R3, R3) can be
satisfied and modify IV’ accordingly based on the signed differences, i.e. (IV,1V")
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Table 3: The input difference for the attack on 30-round ZUC-256-v2, where the
positions to set constants in the loading scheme are marked in red.
557 VD

0x017£82fd
0x037£2f49
0x1e00£305
0x12f££f8ba
0x6c00200f
0x007£00£ff
0x0000£fe02
0x00800000
0x7e80c13d
0x00000008
10{0x7fffefef
11{0x00000000| ===
12{0x00000000| ===
13{0x00000000| ===
14|0x00000000| ===
15{0x00000000| ===

R} = 0xa21c991b, R3 = 0xcf1106£0, R = 0x32f0ele3
AR} = 0xdec311a0, AR = 0x1££810de, AR5 = 0x3££0£d01

.

O O Tk W~ O

©

has to satisfy certain signed differences. Next, compute 657514 : 0], 51522 : 7],
554130 : 15] and 6.5%5[6 : 0]]|65%5[30 : 23] for this pair and increase TABy[6.S%;[14
0]], TAB[85%5[22 : 7]], TAB2[65%5[30 : 15]] and TAB3[dS15[6 : 0]]0.5%5[30 : 23]] by 1,
respectively.

After N samples are all used, for the distribution table TAB;, we apply Walsh-
Hadamard-Transform (WHT) to it and obtain the corresponding spectrum. Then,
loop through the spectrum and find the nonzero index where the absolute value
is the largest. Denote the spectrum at index j by W;. Then, the absolute value
of the bias for the linear mask j can be computed as |W,|/2W,. After applying
WHT to the four tables, we pick the linear mask whose bias is the largest and
denote it by e. To avoid the false-positive results, similar to [2], we require that

1
N > 2% x = (10)
In other words, if cannot hold, we will increase N and repeat the
same procedure until we find a valid biased linear relation, i.e. holds.

The biased linear relation for 31-round ZUC-256. Based on the input

difference in [Table 2| we found the following best biased linear relation with
about 2367 samples®|

Pr[6Sat[6] = 0] = 0.5 + 27135,
8 In our simulations, we use mt19937 64 in C++ to generate a 64-bit random value

and then assign this 64-bit value to the key bits and IV bits.
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Hence, according to [9], the time and data complexity of the attack on 31-round
ZUC-256 are both around 2'-7+27 = 228.7,

The biased linear relation for 30-round ZUC-256-v2. Based on the input
difference in [Table 3| the following biased linear relation is found with about 247
samples:

Pr[6S3°[29] = 0] ~ 0.5 + 27189,

Therefore, based on [9], the time and data complexity of the attack on 30-round
ZUC-256-v2 are both around 217+378 = 2395,

6.1 Key-recovery Attacks Using the First Keystream Word

As already mentioned in the IV-correcting technique, it is possible to recover
at least 16 key bits for ZUC-256 and ZUC-256-v2, respectively, if a proper
distinguisher can be constructed. Hence, we use the biased linear relation in
the XOR difference AZ of the first 32-bit keystream word to construct such a
distinguisher. The way to detect biased linear relations follows a similar idea
used in the distinguishing attack.

Recovering 16 key bits for 15-round ZUC-256 in the related-key setting.
With the input difference displayed in and about 232 samples, we found
the following biased linear relation in AZ when the number of initialization
rounds is reduced to 15:

Pr[AZ[7] = 0] = 0.5+ 2792,

Our key-recovery attackﬂ naturally works in the weak-key setting due to the
constraints of the signed differences. The attack procedure is simple. First, we
generate many IV pairs (IV, IV') satisfying the signed differences. Then, we
guess (K7[6 : 0], Kg, K10[7], K11) and correct the IV pair using the IV-correcting
technique. If the key is correctly guessed, the difference in FSM will be cancelled
after 4 clocks and hence the above linear relation will still be biased, with a
notable bias. However, if the key is wrongly guessed, we expect that the difference
in FSM cannot be cancelled after 4 clocks and hence the above linear relation
will behave randomly. As explained before, we can at least expect to recover
(K7[6 : 0], K9, K10[7]), i.e. 16 key bits. Experiments have confirmed the claim
to recover at least 16 key bits, as shown in Appendix According to the
experiments, to increase the success rate, with time and data complexity will be
estimated as around 23+19+24 ~ 246,

9 Obviously, the 30- and 31-round distinguishing attack may be converted into a partial
key-recovery attack if the attacker has access to Sp after these many rounds as well.
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Recovering 16 key bits for 14-round ZUC-256-v2 in the related-key
setting. With the input difference displayed in[Table 3|and about 236 samples, we
found the following biased linear relation in AZ when the number of initialization
rounds is reduced to 14.

Pr[AZ[30] = 0] = 0.5 — 27145,

Based on a similar procedure, we can recover at least 16 key bits (Kg, K1g). To
increase the success rate, both the time and data complexity are estimated as
around 23729424 = 257,

7 Conclusion

While the round function of ZUC-256 is well designed to resist against differential
attacks with simple input differences, by carefully controlling the interactions
between all the operations in the round function, we report for the first time that
complex input differences can be found and utilized to mount practical attacks
on 31 and 30 initialization rounds of ZUC-256 and ZUC-256-v2, which reduce
their security margins against this kind of distinguishing attacks to only 2 and 3
rounds, respectively. Finding such complex input differences is challenging as it
is essential to solve a system of equations in terms of the modular difference, the
XOR difference and value transitions. By using the signed difference to build the
bridge between the modular difference and the XOR difference and developing
advanced guess-and-determine techniques, we finally overcome this obstacle and
succeed in finding solutions to such equations. A notable feature of our attacks
is to control one memory register in FSM for 4 clocks. We leave it as an open
problem of how to control both memory registers in FSM simultaneously for
more clocks, which we believe highly related to a possible improvement of the
attacks.
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quality. Also, we thank him for performing intensive simulations to verify the
30-round attack on ZUC-256-v2 with his efficient implementation of ZUC-256-v2.

References

1. J. Aumasson, S. Fischer, S. Khazaei, W. Meier, and C. Rechberger. New features
of latin dances: Analysis of salsa, chacha, and rumba. In K. Nyberg, editor,
Fast Software Encryption, 15th International Workshop, FSE 2008, Lausanne,
Switzerland, February 10-13, 2008, Revised Selected Papers, volume 5086 of Lecture
Notes in Computer Science, pages 470-488. Springer, 2008.

2. S. Babbage and A. Maximov. Differential analysis of the ZUC-256 initialisation.
Cryptology ePrint Archive, Report 2020/1215, 2020. https://eprint.iacr.org/
2020/1215.

30


https://eprint.iacr.org/2020/1215
https://eprint.iacr.org/2020/1215

10.

11.

12.

13.

14.

. E. Biham and A. Shamir. Differential cryptanalysis of des-like cryptosystems. In

A. Menezes and S. A. Vanstone, editors, Advances in Cryptology - CRYPTO 90,
10th Annual International Cryptology Conference, Santa Barbara, California, USA,
August 11-15, 1990, Proceedings, volume 537 of Lecture Notes in Computer Science,
pages 2—-21. Springer, 1990.

A. Biryukov, V. Velichkov, and Y. L. Corre. Automatic search for the best trails
in ARX: application to block cipher speck. In T. Peyrin, editor, Fast Software
Encryption - 23rd International Conference, FSE 2016, Bochum, Germany, March
20-23, 2016, Revised Selected Papers, volume 9783 of Lecture Notes in Computer
Science, pages 289-310. Springer, 2016.

C. D. Canniére and C. Rechberger. Finding SHA-1 characteristics: General results
and applications. In X. Lai and K. Chen, editors, Advances in Cryptology - ASI-
ACRYPT 2006, 12th International Conference on the Theory and Application of
Cryptology and Information Security, Shanghai, China, December 3-7, 2006, Pro-
ceedings, volume 4284 of Lecture Notes in Computer Science, pages 1-20. Springer,
2006.

CATT. Response to SAGE for Further discussion on ZUC-256, 2021.
https://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_104e/Inbox/Drafts/
83-212676%20with%20reference2),20and%204.zip| (accessed on 2021-08-20).
ETSI SAGE. Specification of the 3GPP Confidentiality and Integrity Al-
gorithms 128-EEA8 € 128-EIA8. Document j: Design and FEvaluation Re-
port, 2011. https://www.gsma.com/aboutus/wp-content/uploads/2014/12/
EEA3_ETA3_Design_Evaluation_v2_0.pdf.

ETSI SAGE. LS (21) 04: Further discussion on ZUC-256, January
2021. https://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_104e/Inbox/
Drafts/S3-212676%20with}%20reference2%20and’204.zip (accessed on 2021-08-
20).

M. Hell, T. Johansson, and L. Brynielsson. An overview of distinguishing attacks
on stream ciphers. Cryptogr. Commun., 1(1):71-94, 2009.

G. Leurent. Construction of differential characteristics in ARX designs application
to skein. In R. Canetti and J. A. Garay, editors, Advances in Cryptology - CRYPTO
2018 - 38rd Annual Cryptology Conference, Santa Barbara, CA, USA, August 18-22,
20183. Proceedings, Part I, volume 8042 of Lecture Notes in Computer Science, pages
241-258. Springer, 2013.

The ZUC Team. The ZUC-256 Stream Clipher, 2018. http://www.is.cas.cn/
zt212016/zouchongzhi/201801/W020180126529970733243. pdf.

X. Wang, X. Lai, D. Feng, H. Chen, and X. Yu. Cryptanalysis of the hash functions
MD4 and RIPEMD. In R. Cramer, editor, Advances in Cryptology - EUROCRYPT
2005, 24th Annual International Conference on the Theory and Applications of
Cryptographic Techniques, Aarhus, Denmark, May 22-26, 2005, Proceedings, volume
3494 of Lecture Notes in Computer Science, pages 1-18. Springer, 2005.

X. Wang, Y. L. Yin, and H. Yu. Finding collisions in the full SHA-1. In V. Shoup,
editor, Advances in Cryptology - CRYPTO 2005: 25th Annual International Cryptol-
ogy Conference, Santa Barbara, California, USA, August 14-18, 2005, Proceedings,
volume 3621 of Lecture Notes in Computer Science, pages 17-36. Springer, 2005.
X. Wang and H. Yu. How to break MD5 and other hash functions. In R. Cramer,
editor, Advances in Cryptology - EUROCRYPT 2005, 2/th Annual International
Conference on the Theory and Applications of Cryptographic Techniques, Aarhus,
Denmark, May 22-26, 2005, Proceedings, volume 3494 of Lecture Notes in Computer
Science, pages 19-35. Springer, 2005.

31


https://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_104e/Inbox/Drafts/S3-212676%20with%20reference2%20and%204.zip
https://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_104e/Inbox/Drafts/S3-212676%20with%20reference2%20and%204.zip
https://www.gsma.com/aboutus/wp-content/uploads/2014/12/EEA3_EIA3_Design_Evaluation_v2_0.pdf
https://www.gsma.com/aboutus/wp-content/uploads/2014/12/EEA3_EIA3_Design_Evaluation_v2_0.pdf
https://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_104e/Inbox/Drafts/S3-212676%20with%20reference2%20and%204.zip
https://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_104e/Inbox/Drafts/S3-212676%20with%20reference2%20and%204.zip
http://www.is.cas.cn/ztzl2016/zouchongzhi/201801/W020180126529970733243.pdf
http://www.is.cas.cn/ztzl2016/zouchongzhi/201801/W020180126529970733243.pdf

15. H. Wu, T. Huang, P. H. Nguyen, H. Wang, and S. Ling. Differential Attacks
against Stream Cipher ZUC. In X. Wang and K. Sako, editors, Advances in
Cryptology - ASIACRYPT 2012 - 18th International Conference on the Theory
and Application of Cryptology and Information Security, Beijing, China, December
2-6, 2012. Proceedings, volume 7658 of Lecture Notes in Computer Science, pages
262-277. Springer, 2012.

16. J. Yang, T. Johansson, and A. Maximov. Spectral analysis of ZUC-256. TACR
Trans. Symmetric Cryptol., 2020(1):266—288, 2020.

17. C. Zhou, X. Feng, and D. Lin. The Initialization Stage Analysis of ZUC v1.5.
In D. Lin, G. Tsudik, and X. Wang, editors, Cryptology and Network Security -
10th International Conference, CANS 2011, Sanya, China, December 10-12, 2011.
Proceedings, volume 7092 of Lecture Notes in Computer Science, pages 40-53.
Springer, 2011.

A The Example for Understanding Va and Aa

Consider a simple example. If §a = 2® and Aay = 0, what is the set of possible
Aa? Tt is obvious that we can simply obtain all the possible signed differences
Va € SETy, = {Vh||Va%,(0 < i < 6)}, which can correspond to the same
modular difference da = 28, as listed below:

S 0 _
Vh = === , Vaj = ===n ,
Va/i = ==nu s VG% — ==== =nuu ==== ====7
Va3 = nuuu , Vaj = ===n uuuu ==== ====,
14
Va} = ==nu uuuu ==== ====, Vaf = =nuu uuuu ==== ====
Since Aay = 0, Var, = nuuu uuuu ==== ==== is an invalid signed difference,

i.e. Vag[0] = n in this case. Therefore, there are 7 possible values of Aa, which
form the set SETA, = {OXlOO ,0x300,0x700,0x£00,0x1£00,0x3£00, OX7fOO}.
After determining SET A, we need to ask another question. Given two values
b,b' € GF(p) with b@® b = Ab € SETa,, how to efficiently check whether
Vb € SETv, ? Note that the signed difference directly imposes some conditions
on the value b. For example, if Ab = 0x300, Vb € SETy, is equivalent to
b[9 : 8] = 1. Therefore, one feasible way is to obtain the signed difference Vb
corresponding to Ab and check the corresponding condition on b imposed by Vb.
This is indeed not very friendly to programming. Therefore, we prefer another
way, i.e. to check whether b’ B b = 28. If this holds, there must be Vb € SETy, .

B Some Proofs

B.1 Proving Fact 2

If we restrict that Va[i] € {n,=} (0 <i < 30), the signed difference is uniquely
determined for a given modular difference da, as specified below:

— { (e = )

1
= (4a[i] = 0)
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Proof. Suppose there are two different signed differences Vag and Va; satisfying
the restrictions Vag[i] € {n,=} and Va;1[i] € {n,=} for (0 < i < 30), while
they both correspond to the same modular difference da. Denote the modular
difference of Vag and Va; by dag and day, respectively. Note that

30 ) 30 ‘
60’0:2“?'217 50'1:2#%.21’
=0 =0

where

(3

uj_{1 (Va,[i] = n)
0 (Vay[i] = =)

As 1, ul € Fy in this case, dag = da; is equivalent to pl = ul for 0 < i < 30.
When Vag and Va; are different, there must exist an index x such that
(Vap[z] = =, Vay[z] =n) or (Vag[z] =n, Vay[z] = =). For both cases, there must
be 1% # pl, thus contradicting with the assumption that dag = da;.
Moreover, if Va satisfies

L Jn (dald]
Vali] = {= (6ali]

for 0 <14 < 30, it must correspond to da according to Fact 1. Hence, Fact 2 is
proved.

1)
0)

B.2 Proving Proposition 1

Proof. Necessity.
When Aa[j : 4] = 0, there must be Va[z] = = for = € [, j|. Notice that

30
da = Z,ug - 29,
g=0

where p1y = 0 for Valg] = =, py = 1 for Va[g] =n and py, = —1 for Va[g] = u.
Therefore, when Valz] = = for (i <z < j), we have
i1 30
6a:Zug~29EH Z g - 29.
g9=0 g=j+1
Let

1—1 30
VOZZNg'an vy = Z pg - 2.
g=0

g=j+1
As the addition is defined over GF(p), we have that

v € {50 <s<2}U{s]pB2 <s<pBI1,s[t]=1,i <t <30}
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Similarly, we have
v € {0} U {s]2T! <s <2182 5[] =0,0 <t < j}
or
v € {s)27T1B1<s<pB2T 5[t =1,0 <t <5}

Therefore, there are 6 possible combinations of (vg,1).

When v = 0, it is trivial to prove that (voBwv1)[j : ] =0 or (vgBwvy)[j : 4] =
2J=+1 _ 1, Then, we are only left with 4 combinations.

When v € {s|2911 <5 < 2318271 5[t] =0,0 <t < j}and vy € {s]0 < s <
2}, we have (vo Bvy)[j : 4] = 0.

When v € {52011 < s <2382/ 5[] =0,0 <t < j} and 1y € {s|pE2! <
s<pB1s[t]=1,i <t <30}, we have v1[j : 0] = 0 and 1p[j : 7] = 29711 — 1.
As 231 =1 mod (p), when vy + 1o > 231, it can be derived that (vo Bvy)[j : i] €
{0,277 — 1}, When v + 19 < 231, we have (vg Hovyp)[j : ] = 2071 — 1.

When vy € {s[2771 81 <s<pB2H s[t] =1,0<t < j} and 1y € {5]0 <
s < 2%}, we have (vg Bovp)[j : 4] = 297 — 1.

When vy € {s[27T'B1 < s < pEH2HTL s[t] = 1,0 <t < j} and vy €
{slpB2 < s <pB1,s[t] =1,i <t <30}, we have 11[j : 0] = 291 — 1 and
volj 4] = 2771 — 1. Similarly, it can be derived that (vo Bwv;)[j : i] = 0. This
completes the proof for necessity.

Sufficiency.

According to Fact 2, given an arbitrary modular difference da, there always
exists a corresponding signed difference Va such that

1

- (ool =0

When da[j : i] = 0, there always exists such a Va that Va[t] == (i <t < j),
which is equivalent to that there exists a pair (a, a’) satisfying Aa[j : i] = 0.

When dalj : i] = 2971 — 1, there must be (p B da)[j : i] = 0. Based on
the above proof, we can always find a pair (b,b’) satisfying Ab[j : i] = 0 and
VEHb=pHda<= b Hp=08da < b =bH da. In other words, we can always
find a pair (a,a’) = (b/,b) such that ' Ba = da and Aalj : i] = Ab[j : i] =0,

which completes the proof.

B.3 Proving the Correctness of Enumeration-H

Proof. Let * = a + da where a,da € [0,p) and = € [0,232 — 1). We discuss
three possible cases for da[14 : 0] since the addition is modulo p, which are
da[14 : 0] = 0, da[14 : 0] = 0x7££ff and da[l4d : 0] ¢ {0,0x7£££}. It should be
emphasized that ¢ Bda = 2 when z < p and a B da =2z — 23" +1 when z > p
since 221 —1<z2<22-2=0<z-2%4+1<23 1.
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Case-1: When da[14 : 0] = 0, there will always be x[31 : 15] = ay + dapy.
When a[14 : 0] # 0x7££ff, there is always a}; = x[30 : 15]. In other words, if
a[l4 : 0] # 0x7£££ holds, whatever a[14 : 0] is, it will correspond to the same set
of possible pairs (a’y, ap) satisfying o’ = aHBda. Therefore, by fixing a[14 : 0] =0
and traversing ay, we can obtain all the possible pairs (a’,an) for the case
a[l4 : 0] # 0x7£ff. After fixing a[14 : 0] = 0x7££f and traversing ay, all possible
values of a[14 : 0] are taken into account and the generated pairs (a’;, ap) are all
the possible pairs satisfying ¢’ = a B da and we do not miss any of them.

Case-2: For da[l14 : 0] = 0x7fff, when a[l4 : 0] # 0, there will be da[14 :
0] + a[14 : 0] > 2'5. Hence, there will always be z[31 : 15] = ay + dag + 1
and x[14 : 0] # 0x7fff. Therefore, there must be af; = x[30 : 15]. In other
words, if a[14 : 0] # 0 holds, whatever a[14 : 0] is, it will correspond to the
same set of possible pairs (a’y, an) satisfying ' = a H da. Therefore, by fixing
a[l4 : 0] = 0x7£ff and traversing agy, we can obtain all the possible pairs
(ay,ap) for the case a[14 : 0] # 0. After ay is also traversed for a[14 : 0] = 0, all
possible values of a[14 : 0] are considered and the generated pairs (a’y,ap) are
all the possible pairs.

Case-3: For da[14 : 0] ¢ {0,0x7££f}, we classify a[14 : 0] into three categories,
which are a[14 : 0] + da[14 : 0] > 215, a[14 : 0] + da[14 : 0] < 0x7fff and
a[l4 : 0] 4+ da[14 : 0] = OxTELf.

Case-3-1: When a[14 : 0] + da[14 : 0] > 2%, there is always x[31 : 15] =
ag + dag + 1 and z[14 : 0] # 0x7£ff. Due to x[14 : 0] # 0x7fff, whatever
x[31] takes, there is always a%y = z[30 : 15]. By fixing a[14 : 0] = 0x7fff,
there must be a[14 : 0] + da[14 : 0] > 2'5. Hence, for all a[14 : 0] satisfying
a[14 : 0] + da[14 : 0] > 2'5, we obtain all possible pairs (a’y,apy) by fixing
a[l4 : 0] = 0x7£f£f and traversing ay. Denote this set of all possible (ay,am) by
SET;5-;.

Case-3-2: When a[14 : 0] + da[14 : 0] < 0x7££f, there is always x[31 : 15] =
apg + day. Whatever x[31] is, there is always a’y = x[30 : 15] due to z[14 : 0] #
0x7fff. By fixing a[14 : 0] = 0, there must be a[14 : 0] + da[14 : 0] < 0x7£ff. In
other words, for all a[14 : 0] satisfying a[14 : 0] + da[14 : 0] < 0x7££ff, we obtain
all possible pairs (a’y, ar) by fixing a[14 : 0] = 0 and traversing ag. Denote this
set of all possible (a’y,ar) by SET5-0.

Case-3-3: When a[14 : 0] + da[14 : 0] = 0x7££ff, x[31 : 15] = ay + day still
always holds. If z[31] = 0, we will have a’; = z[30 : 15]. For this case, when
traversing ay, the generated pairs (ay, ap) satisfying z[31] = 0 is a subset of
SET3.,. If 2[31] = 1, we will have a; = x[30 : 15] + 1. For this case, when
traversing ay, the generated pairs (af;, an) satisfying x[31] = 1 is a subset of
SET5-;1. Until now, all possible values of a[14 : 0] have been taken into account.
As the generated set of possible pairs (ay,ay) in Case-3-3 must be a subset
of SET3-1 USETs.,, it implies that traversing ap for a[14 : 0] € {0,0x7£££} is
sufficient to generate all possible pairs (a’y, am) satisfying o' = a B da, which
completes the proof.
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C Revisiting Babbage-Maximov’s Attacks [2]

A major difference between ZUC-256 and ZUC-128 is that there are more state
bits loaded by key bits. This naturally provides more degrees of freedom to choose
the injected differences for an attacker, which is indeed exploited in [2].

There are two kinds of attacks described in [2]. The first one is to inject
differences in up to 5 key bits, while the second one is to inject differences in IV
bits in an advanced way.

C.1 Injecting Differences in Key Bits

To find the optimal key differences, Babbage and Maximov treated ZUC-256 as
a blackbox. Specifically, they first randomly choose up to 5 key bits to inject
differences. Then, for a fixed key difference, randomly generate sufficiently many
(K, IV) pairs satisfying the fixed key difference and collect the corresponding
XOR difference AS!; if the target is ¢+ 15 initialization rounds as ASE™® = ASt,.
Supposing there are N samples, i.e. N random pairs of (K, IV), they can collect a
distribution table of AS?; from these N samples. Specifically, in this distribution
table, the number of times that AS!; takes the value i for each i € F3' will
be recorded. After collecting the distribution table, they will apply the Walsh-
Hadamard Transform (WHT) to it in order to search for the boolean linear
relation in terms of the 31 bits of ASt. with the highest bias. As the table is of
size 231, i.e. AS!; is a 31-bit value, finding the best linear relation (linear mask)
for ASY, will take time 23! x 31 by applying WHT to the distribution table.
After obtaining the highest bias denoted by e by applying WHT, i.e. the best
linear relation holds with probability 0.5 + € in these N samples, it is further
required to check whether N > f—; holds to rule out the false-positive results.
Finally, they will select the injected difference leading to the highest bias as the
final key difference.
The input difference used in [2] is as follows:

ASY = 0x00800000, ASJ = 0x00000808.
For such an input difference, the best biased linear relation in terms of AS3® is
Pr[AS3®9] @ ASZ®[10] = 1] ~ 0.5 — 271046,

which indicates that using about 22° samples, it is possible to construct a
distinguisher for 28 (out of 33) rounds ZUC-256. Extending this method to more
rounds becomes infeasible because it requires an impractical number of samples.
Notice that the biased linear relation is fully derived via experiments.

C.2 Injecting Differences in IV Bits

In addition to the above attack strategy, the authors also explored how many
rounds such a distinguisher could reach by injecting differences in IV bits. To
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achieve this, they observed that it was possible to control the difference tran-
sitions in FSM for the first 3 clocks. Specifically, they will inject differences at
(S, S8, 8%y, 88,58, ) due to the restriction that the differences can only be
injected in IV bits. To find a solution to the input difference, they constructed
the following equations:

ARj = S0 Ly(S5y|[S0i) @ S 0 La((Sgy ® ASS)ISTr),

(Ry > 1)B(SY; < 4) = ((Ry® AR}) > 1) B (S ® ASY;) < 4),

AS(S)L = AR%H?

R% =So Ll(SgHHS(?)L)y

y = (R} Bsa (S0 [1ST0m)) > 16,

AR3 = So Ly((Ryy ® Sgp)lly) @ S o La((Ry, @ ARy & Sgy @& ASg)|ly),
(R3> 1)B(Sgy <4)=((R3® AR3) > 1) B ((S§y ® ASJy) < 4),

ASSL = AR%Ha

AS?H = AR%L.

Based on the round update function, it is not difficult to observe that the above
equations are used to ensure that ASt, =0 for ¢ € [1, 3] and that the difference
in FSM will be cancelled after three clocks.

To solve the above equations, the authors used an optimized exhaustive search.
In short, they first loop for (S%;;, SV, ASYy;) and derive ASY; . Then, they loop
for (y, SOy, ASYy) to derive (ASY,, ASY; ). Finally, they loop for (S5, S%,) to
derive S9,; to satisfy y. More details can be referred to [2]. It is now obvious
that they did not exploit the relations between the XOR difference
and modular difference to solve the above equations.

Based on the above strategy, they succeeded in finding several solutions for
the input difference. Then, based on similar sampling techniques discussed above,
they finally identified an input difference which can lead to a distinguisher for 26
rounds of ZUC-256.

D Experimental Verifications for Key-recovery Attacks

To support our claim that at least 16 key bits can be recovered for ZUC-256 and
ZUC-256-v2, respectively, we performed experiments for the key-recovery attacks
on 14-round ZUC-256 and 13-round ZUC-256-v2. In such attacks, with the input
differences in [Table 2] and [Table 3} respectively, the best biased linear relations
have much larger bias as we even do not need to approximate the update in FSM.
Specifically, in the key-recovery attack on 14-round ZUC-256, there exists a linear
relation with a bias of 2732 i.e. Pr{AZ[7] = 0] ~ 0.5+2732. In the key-recovery
attack on 13-round attack, there exists a linear relation with a bias of 2735, i.e.
Pr[AZ[14] = 0] = 0.5 4+ 273, Hence, we can repeat the experiments for several
times to verify our claims due to the low time complexity of the attacks.

In the experiment for the attack on 14-round ZUC-256, for each guess of the key
bits, we use 2!° random samples and check whether Pr[AZ[7] = 0] ~ 0.5 +273-2
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holds. It is found that the 16 key bits (K7[6 : 0], Ko, K19[7]) can always be
correctly recovered for ZUC-256, while there are still many possible candidates
for Kll-

In the experiment for the attack on 13-round ZUC-256-v2, for each guess of
the key bits, we again use 2! random samples and check whether Pr[AZ[14] =
0] ~ 0.5 + 273 holds. It is found that the 16 key bits (Ko, K10) are always
correctly recovered, while there are still many possible values for Ki;.

Therefore, our claim to recover at least 16 key bits for both, 15-round ZUC-256
and 14-round ZUC-256-v2 is correct.
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