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Abstract. To factor an integer N we construct n triples of p,-smooth integers u, v, |u —vN| for the
n-th prime p,,. Denote such triple a fac-relation. We get fac-relations from a nearly shortest vector of
the lattice £(R.,, ;) with basis matrix R, ; € R"D* D where f : [1,1] — [1,7] is a permutation
of [1,2,...,n] and (N f(1),..., Nf(n)) is the diagonal of R, ;. We get an independent fac-relation
from an independent permutation f’. We find sufficiently short lattice vectors by strong primal-dual
reduction of R, ;. We factor N ~ 2% by n = 47 and N = 25%° by n = 95. Our accelerated strong
primal-dual reduction of [GN0S] factors integers N = 2*%° and N ~ 25°° by 4.2 - 10 and 8.4 - 10*°
arithmetic operations, much faster then the quadratic sieve QS and the number field sieve NFS
and using much smaller primes p,,. This destroys the RSA cryptosystem.
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1 Introduction and surview

Section 3 presents factoring algorithms for N that construct independent fac-relations from nearly
shortest vectors of the lattice L(Ry, r) and quite distinct permutations f : [1,n] — [1,n]. We
construct a nearly shortest vector of L(Rn,f) by primal-dual reduction of the basis Ry, ¢ of dim n+
1€24-Nandn =47 for N ~ 2 and n = 95 for N ~ 28% using blocks of size 24. Alg. 6.7
accelerates strong primal-dual reduction of [GN08]. This yields a nearly shortest vector of L(R,f).
Lemma 5.1 shows that this reduction yields a fac-relation. The determinant of R, ¢ is the same
for all f. Differant random permutations of [1,n] yield independent fac-relations. Our accelerated
primal-dual reduction further halves the number of arithmetic operations. Then integers N =z 2490
and N ~ 2890 are factored using a much smaller prime basis than the quadratic sieve QS and the
number field sieve NF'S. The main result in section 3 uses from section 5 only the upper bound
(5.2) for M? and (5.3). Sections 4 and 5 can be replaced by slide reduction of Gama and Nguyen
[GNO8] which uses no heuristics.

The enumeration algorithm ENUM of [SE94] for short lattice vectors cuts stages by linear pruning.
NEwW ENUM of [SE94] uses the success rate [3; of stages based on the GAUSSIAN volume heuristic. It
first performs stages with high success rate and stores stages of smaller but still reasonable success
rate for later performance. NEwW ENUM finds short vectors much faster than previous algorithms of
KANNAN [Ka87] and FINCKE, PoOHST [FP85] that disregard the success rate of stages. This greatly
reduces the number of stages for finding a shortest lattice vector. Section 4 presents time bounds
of NEwW ENUM under linear pruning for SVP for arbitrary lattice bases B = [bq, ..., b,] € Z"*".

2 Lattices

Let B = [b1,...,by] € R™*™ be a basis matrix consisting of n linearly independent column vectors
bi,...,b, € R™. They generate the lattice L(B) = {Bx|x € Z"} consisting of all integer linear
combinations of by, ..., b,. The dimension of L is n, the determinant of £ is det £L = (det B’SB)l/2
for any basis matrix B and its transpose B'. The length of b € R™ is ||b|| = (b'b)'/2.

Let A1 = A1(£) be the length of the shortest nonzero vector of £. The HERMITE constant v, is
the minimal ~ such that A2 < y(det £)*™ holds for all lattices of dimension n.

The basis matrix B has the unique decomposition B = QR € R™*" R = [r; j]1<i,j<n € R™*"
where Q € R™*" is isometric (with pairwise orthogonal column vectors of length 1) and R is



upper-triangular with positive diagonal entries r; ;. R = GNF(B) is the generic normal form of B.
Its Gram-Schmidt coefficients p;; = r;,;/r:,; are rational for integer matrices B. The orthogonal
projection b} of b; € span(by, ..., b;_1)" has length 7, ; = ||b}||, 71,1 = ||b1]| -

LLL-bases. A basis B = QR is LLL-reduced or an LLL-basis for 6 € (,1] if
1. |rijl|/ris < % for all j >4 (size-reduced), 2. 67"2-2’1- < 7”1'2,1'+1 —|—r1-2_,_1’1-+1 fori=1,...,n—1.

Obviously, LLL-bases satisfy rfL < arfﬂyiﬂ for a :=1/(6 — i) [LLL82] introduced LLL-bases
focusing on 6 = 3/4 and o = 2. A famous result of [LLL82] shows that LLL-bases for § < 1 can be
computed in polynomial time and that they nicely approximate the successive minima :

n—1

3. a < bi|PA2 <t fori=1,...,n, 4. ||[bi|> <a 2z (detL£)*".

A basis B = QR € R™*" is an HKZ-basis (HERMITE, KORKINE, ZOLOTAREFF) if |r; ;|/ri: < &
for all 7 >4, and if each diagonal entry r;; of R = [r; ;] € R™*" is minimal under all transforms
of B to BT, T € GL,(Z) that preserve bq,...,b;_1.

A basis B= QR € R™*", R = [r; j]1<i,j<n is a BKZ-basis for block size k, (or is a BKZ-reduced)
if the matrices [1: jln<ij<nir € R*** form HKZ-bases for h = 1,...,n — k + 1, see [SE94].

The efficiency of some algorithms depends on the lattice invariant rd(L) := Aiyn 2 (det £)~/™,

thus A7 = 7d(£)*vn (det(ﬁ))%. We call rd(L) the relative density of L. Clearly 0 < rd(£) < 1 holds
for all £, and rd(L£) = 1 if and only if £ has maximal density. Lattices of dimn of maximal density
and ~, are known for n =1,...,8 and n = 24. .

3  Fast factoring integers by short vectors of the lattices L(R,, )

Let N > 2 be an odd integer that is not a prime power and with all prime factors larger than
prn the n-th smallest prime. An integer is p,-smooth if it has no prime factor larger than p,. The
classical method factors N by n 4 1 independent pairs of p,-smooth integers u, |u — vN|. We call
such u, |u — vN| a fac-relation. Our factoring method generates fac-relations wih p,-smooth v.

The classical method of factoring N. Given n + 1 fac-relations (u;,v;) we have for po := —1
u; =10, ", u; —u; N =TI, pfé’j with e j, ¢} ; € N. (3.1)

We have (u; —v;N)/u; =1 mod N since (u; —v;N) =u; mod N. Hence

I, pieiv-i’e§>.7‘ =1 mod N. Any solution t1, ..., tn41 € {0,1} of the equations

"tlti(ei; —e€i;) =0 mod 2 fori=0,..,n (3.2)

j=1
Lty o ot
solves X2—1=(X—1)(X+1)=0 mod N by X = [["gp? == 7“7 mod N.If X # +1

mod N this yields two non-trivial factors ged(X £ 1, N) ¢ {1, N} of N.

The linear equations (3.2) can be solved within O(n?) bit operations. We neglect this minor part
of the work load of factoring N. Hence N can be factored by finding about n + 1 fac-relations. This
factoring method goes back to Morrison & Brillhart [MB75] and let to the first factoring algorithm
in subexponetial time by J. Dixon [D81].

We generate fac-relations from short vectors of the lattices L(R., ;) where f : [1,n] — [1,n] is
a permutation of [1,n]. We construct short vectors of R, ; € RMTUX"HD by strong primal-
dual reduction with algorithm 3.2. In order to get distinct fac-relations from distinct permutations
f:[1,n] — [1,n] it is important that these permutations are quite differant, for instance nearly ran-
dom. The first n lines of R, s have all nonzero entries on the diagonal. det Ry, ; = N™T! w InN.

Nf(1) 0 0
R, = o - 0 5 = [by1, ..., bni1],
0 Nf(n) 0

NInpy --- Nlnp, NIn N

Here In = log, for the Euler number e = 2.7182818284 - - - . Let R}, ; = [b1, ..., b,]. We identify each
vector b= Y""  e;b; € L(R;, ;) with the pair (u,v) of relative prime and p,-smooth integers



u= Hei>0pfi, v=Tl., 0P ;¢ € N denoting b ~ (u,v).

For b ~ (u,v) we denote 2, := NIn %, 2p_p,,, := NIn - the last coordinates of b and b — b, 41.
As a factor p® of uv adds +e; Inp; to Inuv and e? Inp; to ||b||? we have ||b||? > Inuv 4 22 with

equality if and only if uv is squarefree so that e; € {—1,0,1} for all 7. Similarly

b —bpi1]/®> > 1In uv+2t2,_bn+1 holds for (u,v) ~ b € L(R;, ) (3.3)
with equality iff uv is square-free.

Lemma 3.1 We have Zb-b,y = NIn(5%) = =NY 2 (—2)"/i for x = “2N (u,v) ~ b €
LR, ;). Let # € [-1,3] and [|b — buga|| = M(L(Rn.r)) then [u — vN| < v[2b_b, ,|/(1 —£/2)

holds 1f either vN <u <vN(1+¢) or u <vN <u(l+e¢).

Proof. We apply the Taylor form In(1 + z) = — > 2% (—)"/i holding for z € [—1,1]. Clearly
Zb-b,, lies between the sums —N Y7, (—x)"/i for j =1, 2.

If uN < u < (1+¢€)vN then Nu=2N (] — %N < 2y s

and this implies u— vN <oN'%pon, /(1 —¢/2).

If u < vN < (1+ ¢)u then Nulow(p — oy < |2y gL

and this implies v—1u < VZb-b, /(1 —¢/2). O
Lemma 3.1 shows |u — vN| = p} for z = In|u — vN|/Inp,. Hence random |u — vN| is pn-

smooth and yields a fac-relation with probability p(z). If z = |z] + Z, with 0 < Z < 1 then
LzJ)(p;L(ZLJZTI)) Note that large f(¢) implies that p; is unlikely a factor of (u,v) of the
constructed fac-relation u, v, |u — vN|. For quite different permutations f, f' this implies that they

generate different fac-relations.

Algorithm 3.2 for lattice reduction of L(R, ;)
1. LLL-reduce R, ¢ for @ = 1/(§ — 1), compute R = GNF(R, ;) € R"TD* (1 in pol. time.

2. Primal-dual reduce R to RT; following [GHKNO6] by algorlthm 6.3 and iteratively incriesing
the block size following [AWHTT16]. This yields a vector b: € L(R) satisfying

[Ibu]l? < (ar?) T (det R) 7.

9400 s 9400,

Number of arithmetic operations of algorithm 3.2 for N =~ and factoring N ~
Primal-dual reduce the basis Ra7,; € R***® by alg. 3.2 where 48 = hk,k = 24,h = 48/k = 2.
Theorem 6.4 shows that step 2 of algorithm 3.2 performs at most 48 logl/(;B( «) iterations. Each
iteration HKZ-reduces two blocks Rey1, R} € R¥** performing per block EF/3+11 arithmetic oper-
ations according to (5.3), and activates this reduction if a subsequent size-reduction of the columns
[ber— B, - ., bortx] of the GNF decreases det(Ry) by the factor 0%. Step 2 of alg. 3.2 performs at
most 48 2 1ogi /s, (a) K811 < 1.75 - 10% arithmetic operations, where logy /s, (a) = 1, 65 = 3/4,
a = 4/3 The minor work for LLL-reduction can be neglected. Alg. 3.2 is performed 48 times to
find 48 fac-relations. This requires at most 48 - 1.75 - 10° = 8.4 - 10° arithmetic operations.

Number of arithmetic operations of algorithm 3.2 for N ~ 28°° and factoring N ~ 280°:

Primal-dual reduce the basis Ros, ; € R?*% by algorithm 6.3 where 96 = hlc k=24 h=96/k=4.
By theorem 6.2 this yields a vector b1 € L(Rys, ;) with ||b1||> < vk (oefyk) det(E(RQ&f))%
< 0.8408696, where det(L(R95,f))96 = 2.133441 - 1073, Hence ||b1|| < 0.917. Lemma (3.1) shows
for b — bpy1 ~ (u,v), v S pp = pos =499, € = % that

|u = UN| < pnlZbob, . |/(1 —/2) < 522.946 = p) 207>
p(0.007544) = p(2)%09754 = 0.991126 and |u — vN| is pn-smooth and yields fac-relation with
prob. = 1. Then alg. 6.3 performs %logl/aB (oz)lﬁk/g“'1 < 1.38 - 10° arithmetic operations for
0 = 3/4, a = 4/3. Alg. 3.2 is performed 96 times to find 96 fac-relations. This requires at most
96-1.75 - 10° = 1.68 - 10*! arithmetic operations.



Using strong primal-dual reduction of Gama, Nguyen [GNO8] based on the accelerated
alg. 6.7 performs about half as many arithmetic operations as alg. 6.3 for primal-dual reduction. It
factors integers N =~ 2%°% and N = 28°° by 4.2 - 10° and 8.4 - 10'° arithmetic operations.

Using Improved Progressive BKZ Algorithm of [AWHTT16] can still accelerate the time
for finding shortest lattice vectors, in particular for factoring N ~ 28°° and finding a nearly shortest
vector in a lattice with basis Ros,; € R**%. Tt may also be helpful to use the results of [MW16]
to speed up lattice reduction.

Factoring time bounds for quadratic sieve QS and number field sieve NFS : The QS
uses for the factoring of N ~ 240 that p, ~ el/2VInN-InlnN 3 76. 108 see [CPO1, section 6.1].
The prime base for NFS is bigger than for QS. The number of arithmetic steps of our factorisa-
tion is quite small compared with QS and NF'S factorisation but the bit length of integers is large.
The numbers of arithmetic operations for QS, NF'S factorisation of N ~ 240 in [CPO1, section 6.2] :

VI NI N & 1,415 - 107 for QS

(64792 N2 n )2 6751017 for NFS.
NFS factoring of N = 23%° performs 2.8126 x 1023 arithmetic operations.

4 Efficient enumeration of short lattice vectors

We outline the SVP-algorithm based on the success rate of stages. NEW ENUM improves the
algorithm ENUM of [SE94, SH95]. We recall ENUM and present NEW ENUM as a modification that
essentially performs all stages of ENUM in decreasing order of success rates. This SVP-algorithm
NeEw ENUM finds a shortest lattice vector fast without enumerating all short lattice vectors.

Let B = [b1,...,by] = QR € R™*™ R = [r; j]i<i,j<n € R"™", be the given basis of £ = £(B). Let
m¢ : span(by, ..., b,) — span(b1, ...,b;_1)" = span(b{,...,b}) for t = 1,...,n denote the orthogonal
projections and let £; = L(b1,...,bi—1).

The success rate of stages. At stage u = (ut,...,un) of ENUM for SVP of £ a vector b =
> ,usb; € L is given such that [|m¢(b)[|> < A7. (When A} is unknown we use instead some
A > A1) Stage u calls the substages (u¢—1, ..., un) such that ||m—1(3>7, ; wibs)||> < Af. We have
| S0 wibs]|? = |I¢e + 0 wibi|? + [|we(b)||?, where ¢ := b — m(b) € span L, is b’s orthogonal
projection in span £;. Stage u and its substages enumerate the intersection Bi—1((:, 0¢) N Ly of the
sphere B;_1(Ct, 0/) C span £; with radius o, := (A} — ||m(b)||?)*/? and center ¢;. The GAUSSIAN
volume heuristics estimates for ¢ = 1, ..., n the expected size |B;—1(0, o:) N ({: + L¢)| to be the success
rate Be(u) =ges vol Bi—1(0, ;) / det L¢ (4.1)
standing for the probability that there is an extension (u1,...,un) of u = (us,...,un) such that
|y wibi)|| < Ar. Here vol B—1(0, 00) = Vicrgf !, Vier = 7% /(151)! = (259) /y/m(t = 1)
is the volume of the unit sphere of dimension t—1 and det £; = r1,1 -+ 7¢—1,4—1. If (; € span L; is uni-
formly distributed the expected size of this intersection satisfies Ec, [ #(|B:-1(0, 00) N (¢ +Le)) ] =
B¢(u). This holds because 1/ det £, is the number of lattice points of £; per volume in span £;. We
do not simply cut u; due to a small 8; because there might be a vector in £; very close to (;.

The success rate 3¢ has been used in [SH95] to speed up ENUM by cutting stages of very small
success rate. NEW ENUM first performs all stages with sufficiently large [ giving priority to small ¢
and collects during this process the unperformed stages in the list L. For instance it first performs
all stages with 8; > 27°log,(t). Thereafter NEwW ENUM increases s to s+ 1. So far our experiments
simply perform all stages with 8, > 27°. If A\? is unknown we can compute g, 8; replacing A\? by
the upper bound A = %n det(BtB)% > A? which holds since v, < %n ~ 0.10211 n holds for
n > no by a computer proof of Kabatiansky, Levenstein [KaLe78]. Dabei ist e = 2.7182818284 - - -
Euler’s number und 7 = 3.141592654 - - - .



Outline of New Enum

INPUT BKZ-basis B = QR, R = [r; ;] € R"*™ of block size 32, A, s =1gn = log, n

OUTPUT a sequence of b € £(B) of decreasing length terminating with ||b|| = A1.

1. L:=0.

2. Let NEW ENUM perform all stages uz = (ut, ..., un) with B¢(u) > 27°1gt:
Upon entry of stage (ut, ..., ur) compute B¢(u). If Bi(u) < 27°1gt then
store (ug, ..., un) in the list L of delayed stages. Otherwise perform stage
(wty .oy ttn), set t:=t—1, uy := —(Z?:Hl u;re,i /T, and go to stage
(Ut .. tn). If for ¢ = 1 some b € £\ 0 of length ||b||*> < A has been found,
give out b, we can then decrease A := ||b||?> — 1 if R'R € Z"*".

3. s:=s+1, IF L # 0 THEN perform all stages u; € L with B:(u;) > 27" log, t.

Running in linear space. If instead of storing the list L we restart NEW ENUM in step 3 on level
s+ 1 then NEw ENUM runs in linear space and its running time increases at most by a factor n.

Practical optimization. NEW ENUM computes R, G, V4, 0, ¢ in floating point and b, ||b||? in exact
arithmetic. The final output b has length ||b|| = A1, but this is only known when the more expensive
final search does not find a vector shorter than the final b.

Reason of efficiency. For short vectors b = >""_ u;b; € L\ 0 the stages u = (us, ..., un) have large
success rate B (u). On average ||m(b)||* ~ 2= A7 holds for a random b € B, (0, A) of length A;.
Therefore o7 = A — ||m:(b)||* and Bi(u) are large. NEw ENUM tends to output very short lattice
vectors first.

NEw ENUM is particularly fast for small A\;. The size of its search space approximates ATV}, and
is by Prop. 4.1 heuristically polynomial if rd(L) = o(n71/4). Having found b’ NEw ENUM proves
|Ib’|| = A1 in exponential time by a complete exhaustive enumeration.

New Enum for SVP
INPUT BKZ-basis B = QR, R = [r; ;] € R"*" A > )}, simax
OUTPUT a sequence of b € £(B) such that ||b|| decreases to A;.
1.L:=0,t:=tmaz:=1,FOR i=1,...,nD0¢c:=u; :==9;:=0, 11 :=u1 :=1,5:=5
c1 =711, (et = ce(uty ..., un) always holds for the current t)

2. WHILE ¢ <n #perform stage Uz := (Ut, ..., Un, Yt, Ct, Vt, St, Bt, A):

[ ¢t :=ceqe1+ (ue + yt)ZTtQ,m

IF ¢, > A THEN GO TO 2.1,

00 = (A—c)'?, By=Vic10] " /(ria- Te—1,-1),

IFt=1THEN [ b:=3"  ub;,

IF ||b||* < A THEN [ A := ||b||?, output (b,s, 4), GO TO 2.1] ]

IF B¢ > 27° THEN [t:=1t— 1, ye := > 000 wirei/Te,
ue = —[ye], se:=sign(us+y), vp:=1, GO TO 2]
ELSE IF (3; > 27 °ma= THEN store us := (Ut, ...Un, Yt, Ct, Vt, St, Bt, A) in L.
2.1. t:=t+1, tmaee = max(t,tmaz),
IF t =1mae THEN wi:=wus+1, vp:=1, y.:=0
ELSE w := —[ye| + |ve/2|(=1)"st, ve:i=ve +1.]]

3. perform all stages uy = (ut, ..., Un, Yt, Ct, Vt, St, Bt, A) € L with B, > 27°,
IF steps 2, 3 did not decrease A for the current s THEN terminate.

4. s:=s+ 1, IF $ > Smas THEN restart with a larger smaz.

Notation. We use the following function c¢; : 7t LR

co(ugy ooy un) = (| (1L, wibi) |* = X0, (7, uyrig)?.
Hence ce(ue, oun) = (00, uirm)g + 1 (Ueg1y ovey Un ).
Given u¢41, ..., un ENUM takes for u; the integers that minimize |us + y¢| for y := Z?:t-u UiTt,i [Tt
in order of increasing distance to —y; adding to the initial u; := —[y¢] iteratively |v¢/2](—1)""c
where ¢ := sign(u; + y:) € {£1} and v numbers the iterations starting with v, =0,1,2, .. :
—[yels =lye) =0, —Tye) + <, —[ye] — 26, —[ye) + 26, —[ye] + [12/2) (1), -+,



where sign(0) := 1 and [r] denotes a nearest integer to r € R. The iteration does not decrease
|ue + ye| and c¢(ug, ..., un), it does not increase g; and B¢. ENUM performs the stages (u, ..., un) for
fixed w¢t1, ..., un in order of increasing c¢(ut, ..., un) and decreasing success rate ;. B¢ extends this
priority to stages of distinct ¢,¢’ taking into accound the size of two spheres of distinct dimensions
n—t,n—t The center ( = b — m(b) = > i, ui(b; — m(b;)) € span(L:) changes continously
within NEwW ENUM which improves ENUM

When step 3 performs stages usx € L the current A can be smaller than the A of u;+ and this
can make the stored B¢+ of uy+ smaller than 27° so that us will not be performed but must be
stored in L with the adjusted smaller values A, B:+. The stored stages ui with G« > 27° should
be performed in a succession giving priority to large success rates and small ¢*.

Time for solving SVP for £(B). New Enum performs for each s = 5,6, ..., Smqe only stages u;
with success rate 8y > 27°. Let #¢,,4 denote the number of performed stages with t,s, A. If 3,
is a reliable probability then New Enum performs on average at most 2° stages with success rate
Bt > 27° before decreasing A - this number of performed stages is even smaller than 2° since New
Enum also performs stages with success rate 3; > 27°7!. New Enum performs for each stage of
step 2 on average at most 2(n — t)(1 + o(1)) arithmetical steps for computing y: which add up to
S 2(n—t)(1+0(1)) =~ n(n+ 1)(1 + o(1)) arithmetic steps and it performs O(n) arithmetical
steps for testing that In3; > —sIn2 for t = 1,...,n using B; ~ Vi_¢p'~'/det £ assuming that
In(2en),In7,In(1 + z) for = 1,...,n are given for free.

n—1
If the initial basis B € R™*"™ is a BKZ-basis with block size k then [|b1|| < A1y, '. As New
Enum performs stages with high success rates first then each decrease of A will on average halve
A/)? so that there are at most log,(A/\?) iterations of step 2 that decrease the initial A of step 1.
So after the initial reduction of B New Enum solves SVP for smaq. with error probability o(1) and
performs on average at most O(n?2°mav) arithmetic steps for each A. Hence SVP is solved by

2%mas (n® + O(n))2%=1 log, v  arithmetic steps. (4.2)

5 New Enum for SVP with linear pruning

The heuristics of linear pruning gives weaker results but is easier to justify than handling the suc-
cess rate [3; as a probability function. Proposition 5.1 bounds under linear pruning the time to find
b’ € £L(B) with ||b’|| = A1. It shows that SVP is polynomial time if rd(£) is sufficiently small.
Note that finding an unproved shortest vector b’ is easier than proving ||b’|| = A\1. NEw ENUM
finds an unproved shortest lattice vector b’ in polynomial time under the following conditions and
assumptions:

e the given lattice basis B = [by, ..., b,] and the relative density rd(L) of £L(B) satisfy

rd(L) < (/&= H]’:\J”)%, i.e., both by and rd(L) are sufficiently small.

GSA: The basis B= QR, R = [r; j]1</,j<n satisfies r7,/r?_, ;| = q for 2 < i < n for some g > 0.
SA: There is a vector b’ € £(B) such that |[b’|| = A1 and || (b)[|* < =LA for t =1,...,n.
( Later we will use a similar assumption CA for CVP ).

n—t+1
e the vol. heur. is close: M7 := #B,_141(0,0:) N (L) & % for ¢? = "_TH'I)&

Remarks. 1. If GSA holds with ¢ > 1 the basis B satisfies ||bi|| < $/i+ 3\ for all i and
|[bi]| = Ai. Therefore, ¢ < 1 unless ||bi|| = A1. GSA means that the reduction of the basis is
”locally uniform”, i.e., the 7"221 form a geometric series. It is easier to work with the idealized prop-
erty that all r;;/r;—1,-1 are equal. In practice r; ;/r;—1,;—1 slightly increases on the average with
i. [BLO5] studies "nearly equality”. GSA has been used in [S03, NS06, GN08, S10, N10] and in the
security analysis of NTRU in [H07, HHHWO09).
2. The assumption SA is supported by a fact proven in the full paper of [GNR10]:

Pr[||m(b)|* < 2=H2XF for t =1,...,n] = L

n

for random b’ € span(ﬁ) with Hb,H = A1

Linear pruning means to cut off all stages (ut, ..., un) that satisfy ||m: (37, uibi)||* > Z=ELAT



Linear pruning is impractical because it does not provide any information on SVP in case of failure.
We use linear pruning only as a theoretical model for easy analysis. We have implemented SVP
via NEw ENUM and we will show in section 5 that stages (ut, ..., un) that are cut by linear pruning
have extremely low success probability so they will not be performed by NEw ENUM.

3. Errors of the volume heuristics. The minimal and maximal values of #,, := #(Bn(Cn, 0n) N L),
and similar for #; := #(B:((t, 0¢) N Th—t+1(L)), are for fixed n, o, very close for large radius on,
but can differ considerably for small g,, since #, can change a lot with the actual center (, of the
sphere. For small g,, the minimum of #, can be very small and then the average value for random
center (, is closer to the maximum of #,,. For more details see the theorems and Table 1 of [MO90].
As NEw ENUM works with average values for #,,, #: its success rate (; frequently overestimates
the success rate for the actual (;. A cut of the smallest (resp. closest) lattice vector by NEwW ENUM
in case that it underestimates #: can nearly be excluded if stages are only cut for very small 3.

Our time bounds must be multiplied by the work load per stage, a modest polynomial factor cov-
ering the steps performed at stage (ut, ..., un) of ENUM before going to a subsequent stage.

Proposition 5.1 Let the basis B = QR, R € R™"*" of £ satisfy rd(£) < (H%H %)% and GSA

and let £ have a shortest lattice vector b’ that satisfies SA. Then ENUM with linear pruning finds
such b’ under the volume heuristic in polynomial time.

Proof. For simplicity we assume that A; is known. Pruning all stages (u,...,un) that satisfy
||me (320, wiby)|[* > 2=HHAT =: o7 does not cut off any shortest lattice vector b’ that satisfies SA.
The volume heuristics approxinates the number M of performed stages (ut, ..., un) to

M7 = #Bne41(0, 00) N (L) & (1 2= M) Vs eia /(ree - Tan)
n—t4+1

~ (, / 7n7£+1 /\1)n_t+1 (nietll) 2 /(Tﬁt C e Tan 7r(n —t+ 1) )
< M/ ZE) T T (). (5.1)

Here ~ uses Stirling’s approximation V, = 7n"/?/(n/2)! ~ (%T")”/Q/X/Tm. Obviously |bj| =
r1.1¢"Z holds by GSA and thus
(o) i+ = EH 112 = MR
For t = 1 this yields q% = (det £)Y" /r11 = A1/(r1,17/Fmrd(L)). Combining (5.1) with this equa-
tion and vy, < -= which holds for n > ng, we get
A a\n—t+1 T, n
MES (VAR (Vo) 5)

Evaluating this upper bound for rd(L£) < ( AL /g—n)% yields

1,1

O e I (Ve = v A

This approximate upper bound has for t < n its maximum 1 at t = n. This proves Prop. 5.1. [

_(t=1)(t—-2)
n—1

(5.2)

_1(-1)(=2)
2 n—1

Note that (5.2) only assumes the volume heuristic and GSA, but no upper bound on rd(L).

SVP-time bound for rd(£)< 1 under linear pruning. (5.2) proves for rd(£) <1 that

(t=1)(t=2) _
o i1\ -y —ntt—1 yn=ttl
M S (V&S T 272 .
(t—1)(t—2)

The exponent n — *—>5—~ —n +t — 1 is maximal for ¢t = n/2 + 1 with maximal value in”—jl This
proves for r1,1/A\1 = n°WY /er the heuristic SVP time bound

1 n?
O(n)( N Tlil) in-19n/4 —_ n/8+1.1 (5.3)

em A1

This beats under heuristics the proven SVP time bound n2e+°(™ of HANROT, STEHLE [HS07]
which holds for a quasi-HKZ-basis B satisfying ||b1|| < 2||b3|| and having a HKZ-basis m2(B). In

fact 2% ~ 0.159 > 0.125 = %. The SVP-algorithm of Prop.1 can use fast BKZ for preprocessing and



works even for ||bi|| > 2\; — see the attack on y-unique SVP — whereas [HS07] requires quasy-HKZ-
reduction for preprocessing. This eduction already guarantees ||b1|| < 2\; and performs the main
SVP work during preprocessing. Our SVP time bound n™/#+°(") only assumes ||b1 | < n°™®\/emA;.

Theorem 5.4 Given a lattice basis B € Z™*"satisfying GSA and ||b;|| < v/ern® \; for some b >
n o(1)
0, NEw ENUM solves SVP and proves to have found a solution in time 20(">(n%+brd(£)) e

Theorem 5.4 is proven in [S10], it does not assume SA and the vol. heuristic. Recall from remark 4

that n%+brd(£) > 1 holds under GSA. For b = o(1) Thm. 5.4 shows the SVP-time bound n &+
which beats n2e o) from HANROT, STEHLE [HS07]. Cor. 1 translates Thm. 1 from SVP to CVP,
it shows that the corresponding CVP-algorithm solves many important CVP-problems in simple
exponential time 2°™ and linear space.

[HS07] proves the time bound n™/?T°(™ for solving CVP by KANNAN’s CVP-algorithm [Ka87].
Minimizing ||b|| for b € £\ {0} and minimizing ||t — b|| for b € £ require nearly the same work if
[t — L]| &= A\1. In fact the proof of Theorem 1 yields

ENUM with linear pruning solves SVP of £ of dim £ = n by (5.4) in worst case heuristic time
n/8+t°)  NEw ENUM solves SVP much faster. Short vectors are found much faster if available
stages with large success rate are always performed first and if stages with very small success rate
are cut.

6 Primal-dual reduction

Definition 6.1
Let B = QR € R™*"* he a lattice basis with R =GNF(B) = [r;,j]1<i,j<nr with blocks
Ry = [rij]ek—k<ij<ek, £ =1,...,h of size k. Then B is a primal-dual basis if
1. it is LLL-basis with HKZ-bases Ry, £ =1,..., h.
2. mj@xr;%g’kg < aTZZ+1,kZ+1 for £ =1,...,h — 1, where T,%AM of GNF(R,T)
is maximized over all T € GLx(Z) for the « = 1/(§ — 1) of LLL-reduction.

Theorem 6.2 [GHKNO6]
Every primal-dual basis B = QR € R™*"* of lattice £ satisfies ||b1]|® < & (om,%)% (det R)ﬁ

Proof. Def. 6.1 shows for R = [r; j]1<i j<nhk and rie xe of GNF(R,T) that max Thoe < QThpt1 jog1-

The inverse matrix U = [1 . 1] € Z"** yields for the lower triangular matrix R, " € R¥** the
upper triangular matrix R; = UkRZtUk, where th is the transpose of the matrix Ry.
The Hermite inequality A3 (L(R})) < 'ykDgl/k for L(R}), D¢ = (det R¢)? and HKZ-reduction of
R} imply

D,’" < i maxr Theke = /AT (L(RE)).
The HKZ-basis Ry41 satisfies

k
A(LRe41)) = 120010001 < WD
The combination of these two inequalities and Def. 6.1, part 2, yields

1/k 2 2 2 1/k
D/ < Yk maxr Tko,ke < QVEThe41,k041 S QY Dziy (6-1)

For the HKZ-basis R4 follows by induction over ¢ that

bull? < DY < yu(an) DS fir £= 0,0, h— 1.

The h-th root of the product of these h inequalities proves the claim, as Z?:_Ol = %,

[1i_, D¢ = (det R)>. O



Algorithm 6.3 : for Primal-dual reduction

INPUT LLL-basis B = [b1,....,bnt1] = QR € Z™ " n+41=hk, for a =1/( — 1),
with blocks R, ..., R;, C R of size k, [bkE—kJ,-l; ...,bkd =B/ =Q/Ry, =1

1. HKZ-reduce the block Rey1 to Rey1 Ty with Ty € GLi(Z), Bog1 := Bey1 Tk

2. HKZ-reduce R} to R; T, with T, € GLi(Z), B, := B,U, T, Uy, size-reduce B¢, Byy1,
compute Ry 41 = GNF([B¢, Byy1]), LLL-reduce Ry ¢q1 with 6, a to Re o1 Tak

3. IF step 2 exchanged the columns k und k + 1 of Ry 41
THEN [B¢,Beti] := [Be,Be+1]Tak, size-reduce [Be,Bit1], £:= max(¢—1,1)
ELSE/:=/+1

4. IF /< h THEN GO TO 1

OUTPUT primal-dual basis B

Comments on Alg. 6.3. Step 2 maximizes the last diagonal entry 74 of GNF(R,T) € RF*F
for T € GLi(Z). The reversal matrix Uy = [1 . 1] € ZF** yields for th € R*** the transpose of

Ry, an upper triangular matrix R} = UyR, ‘Uy, Rz_t7 th is the transpose of R,. HKZ-reduction
of R} to R; T, with T\ € GLx(Z) minimizes the first diagonal entry r1 1 of GNF(R};T.) and max-
imizes 1/r1,1 the last diagonal entry of GNF(RzUkT:tUk). The transformation T, of R} yields
the transformation U, T} U} for R, and By.

The LLL-reduction of Ry ¢+1 in step 2 either starts by exchanging the columns & and k+1 of Ry ¢41
or Ry ¢y1 is already LLL-reduced, because 7,1 of R is maximal and rx41,5+1 of Rey1 ist minimal.

The primal-dual output B of Alg. 6.3 is of the form BT for the input B of Alg.6.3 and T1 € GL,(Z).

Theorem 6.4 : Alg. 6.3 performs at most % log; /s o iterations before arriving at Dp < 1.

Proof. We replace the Lovész invariante D by the following invariante Dp where Dy = (det Rz)22
_ 2 _ _ N2
Dp := [;2) (De/Desr) /4~ /2707,

The exponent h®/4 — (h/2—£)? is maximal for £ = h/2, is zero for £ = 0 and £ = h and is symmetric
to £ = h/2. For the LLL-input basis we have D, < akQDgH and therefore her Dpg-value D;"p
satisfies DL < ok’s for $ =des Sy h?/4— (h/2 —0)2.

The well known sum 5 := >0~ ¢? = h(h — 1)(h — 1/2)/3 yields
BN hj2 =02 = —h*(h—1)/4+5 = h(h — 1)(h — 2)/12
and therefore s = (h+ 1)h(h —1)/6 = (h® — h)/6.
Hence we have D;”p < o (P =m)/6 Ay active step 3 changes from Dp only the factor

(Dt/Dn}l)t(hit) _ Dééf;l)(h*l“rl)(DZDZJ'_l)hf?Zleg D;l§+l>(h7£71>.
t=0—1,0,0+1

Every iteration with D¢ < §2 Df'? decreases as shown Dp to DR < §2Dg'. For the number
#It of iterations until arriving at Dp < 1 we get from s = Zf}:l(h2/4 —(h/2 = 0)*) = (h® —h)/6
that

#1t < Slog, s DF™ < Llog, 50" < Kl log, 50 = %L log, 5 . H

Part 2 of def. 6.1. has been hightend by GAMA, NGUYEN [GNOS§] to

27 maxrrest perr < (14 €) rretrpers for £=1,..,h—1,0<e=0. [GNO8 slide-reduction]
R,T
Let R; := [Pi,5]ke—kto<ij<ket1 € RF** denote the segment one unit to the right of R,. max r,%eﬂ k041
=07= R,T ’

marks the maximum over F%Z_,_LM_H of [7i,;] = GNF(R;,T) over all T € GLx(Z). By = [bre—k+2, -, bret1]



is the block one unit to the right of By.

Definition 6.5 A size-reduced basis B = QR € R™*"* is strong primal-dual
if R1, ..., Ry, are HKZ-bases satisfying 27.

Theorem 6.6 [GNO0S]
A strong primal-dual basis B = QR € R™*" with 0 ~ ¢ > 0 in 27 of the lattice £ satisfies

hk—k
l[ba]] < ((1+e) )2 =1 (det £)"/"*,

Proof. Hermite showed for an HKZ-basis R, that rﬁlz_kﬂ’u_kﬂ < 4% D;. The dual of this in-
equality shows for D) := (det R})? that max riss1 o1 > Dy/Ak for T € GLi(Z).
R,T ’
For £ = {ynax this shows that 27 implies for every primal-dual basis that
Dy < (1+e)**qp T§§+1,ke+1- (6.2)
Combination of (6.2) with 77} 11 xe_x+1 < V& De and Dy /Tip 1 ges1 = De/The—ks1.ke—kia limplies
_k_
Tro—kt1,kb—k+1 < (14 €) i) F=T rpoq1,ke41  for £ = liae und £ = h — 1. (6.3)
For £ = limaz we get from (6.2) and r,%’l?,kﬂykg,kﬂ < ~F D, that
Dy < (L+e)™3irieyiners < (1+€)* 9 Deyr. (6.3) implies
2k _
Dy = Tip et t1 D0/ Ther 1 pe11 < (L4 &) w) F1Dy. (6.4)

The combination of the two previous unequalities yields for ¢ = lpq2
2k 2k2
(De < (1 +€) ) B 17 Dogs < ((1+€) %) 51 Dy (6.5)

2
Therefore we get for £,q. and also for all £ =1,...;h — 1 that D, < ((1+¢) 'yk)%DgH.
For the HKZ-basis Ry this implies for £ = 1, ..., h that

k(£—1)

2k(
Ibu|f? < 3Dy/* < (1 +e) ) 1 D/,

The product of these h unequalities and Z?zl(f -1)= @ yields

kh(h—1)

(b < AR((L+e)y) *=T (det £)*/*
h

hk—1
k—1

This proves the claim |||b1]|? < v ((1+¢) ’y;c)% = (det L)% < (1 +¢€)m) (det £)>"*. O

Algorithm 6.7 : Accelerated, strong primal-dual reduction

Input LLL-basis B= QR € Z™*" n=hk, 0~ e > 0.

1. Choose ¢, 1 < ¢ < n where Dy/Dy41 is maximal.

2. HKZ-reducee Ryy1 to Rey1T with T € GLi(Z), Big1 := Be+1T, size-reduce Beyi,
renew Ryy1. HKZ-reduce (R))* to (R})* Ty with Ty € GLk(Z),

[ri ket sl2<ij<i+k == GNF (R, T, ' Uy) for the reversal matrix Uy = [1 . 1] € 7Fx*,

3. IF 70 e > (L + )18ty pepr THEN Bj:= BT, Uy, size-reduce Bj,
renew Ry ¢y1, GO TO 1
Output strong primal-dual basis B.

Theorem 6.8 Alg. 6.7 performs at most % log, . a iterationen until arriving at Dp < 1.

Proof. An active step 3 implayes Dye* < Dg'?/(1 + ¢)? and thus DY < D'OBld/(l +¢)*. The
) 3 .
input-LLL-basis B satisfies D57 < o’ 25 h. Hence #1t < % log, ;. @ until Dp < 1.

10



[GNO8] replaces (1 +¢) in 27 by /T+¢ for all £ < h — 1; [GNOS8] nearly proves Theorem 6.6
for slide reduced bases. Since we require 2% only for £,,.. then Alg. 6.7 for strong primal-dual
reduction performes at most 2 HKZ-reductions of dim. k per iteration and therefore is clearly faster
than strong primal-dual reduction of [GNO0S8]. Alg. 6.7 for accelerated, strong primal-dual reduction
performs about half as many arithmetic operations as alg. 6.3 for primal-dual reduction.
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