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Abstract. Auctioning an asset with sealed bids has been shown to be
economically optimal but requires trusting an auctioneer who analyzes
the bids and determines the winner. Many privacy preserving computa-
tion protocols for auctions have been proposed, aiming at eliminating the
need for a trusted third party. However, they lack fairness, meaning that
the adversary learns the outcome of the auction before honest parties and
may choose to make the protocol fail without suffering any consequences.
In this work, we propose efficient protocols for both first and second price
sealed bid auctions with fairness against rational adversaries, leveraging
secret cryptocurrency transactions and public smart contracts. In our
approach, the bidders jointly compute the winner of the auction while
preserving the privacy of losing bids and ensuring that cheaters are finan-
cially punished by losing a secret collateral deposit. We guarantee that it
is never profitable for rational adversaries to cheat by making the deposit
equal to the bid plus the cost of running the protocol, i.e., once a party
commits to a bid it is guaranteed that it has the funds and it cannot
walk away from the protocol without forfeiting the bid. Moreover, our
protocols guarantee that the winner is determined and the auction pay-
ments are completed even if the adversary misbehaves, so that it cannot
force the protocol to fail and then rejoin the auction with an adjusted
bid. Our constructions are more efficient than the state-of-the-art even
though they achieve stronger security guarantees, i.e., fairness. Interest-
ingly, we show how the second price can be computed with a minimal
increase of the complexity of the simpler first price case. Moreover, in
case there is no cheating, only collateral deposit and refund transactions
must be sent to the smart contract, significantly saving on-chain storage.

1 Introduction

Auctions are a common way of allocating goods or services among a set of parties
based on their bids, e.g., bandwidth spectrum, antiques, paintings, and slots for
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advertisements in the context of web search engines or social networks [29].
In the simplest form there is a single indivisible object and each bidder has a
private valuation for the object. One of the main desirable properties in designing
an auction is Incentive Compatibility, that is the auction must be designed in
a way that the participating parties can maximize their expected utilities by
bidding their true valuations of the object. According to design the auction can
be categorized into open auctions and sealed bid auctions [46].

We focus on the case of sealed-bid auctions, constructing protocols where
parties who have a private bid do not have to rely on trusted third parties to
ensure bid privacy. In a sealed bid auction, each bidder communicates her bid to
the auctioneer privately. Then, the auctioneer is expected to declare the highest
bidder as the winner and not to disclose the losing bids. In particular, in the
sealed bid first price auction the bidder submitting the highest bid wins the
auction and pays what she bid, while in the sealed bid second price auction
(i.e., the Vickrey auction [62]) the bidder submitting the highest bid wins the
object but pays what the second highest bid is [45]. It is well-known that in the
second price auctions bidding truthfully is a dominant strategy, but no dominant
strategy exists in the case of first price auctions. Moreover, while in both first
price and second price auctions a dishonest auctioneer may disclose the losing
bids, the second price auction, in particular, highly depends on trusting the
auctioneer. Indeed, a dishonest auctioneer may substitute the second highest bid
with a bid that is slightly smaller than the first bid, to increase her revenue, which
may have a commercial value. Therefore, it may not be possible or expensive to
apply it in certain scenarios. As a result, constructing cryptographic protocols
for auctioneer free and transparent auction solutions is of great interest.

1.1 Ouwur Contributions

In this paper, we propose Fair Auctions via Secret Transactions (FAST), in
which there is no trusted auctioneer and where rational adversaries are always
incentivized to complete protocol execution through a secret collateral deposit.
The proposed protocol is such that each party can make sure the winning bid
is the actual bid submitted by the winning party, and malicious parties can be
identified, financially punished and removed from the execution (guaranteeing a
winner is always determined). Our contributions are summarized as follows:

— We propose using secret collateral deposits dependent on private bids inputs
to ensure that the optimal strategy is for parties to complete the protocol.

— (Section 3) We propose methods for implementing a financial punishment
mechanism based on secret deposits and standard public smart contracts,
which can be used to ensure fair execution of our protocols.

— (Sections 4 and 5) We propose a cheater identifiable and publicly verifiable
sealed-bid auction protocols compatible with our secret deposit approach and
more efficient than the state-of-the-art [4]. Our protocols are guaranteed to
terminate, finding the winner and paying the seller even if cheating happens.
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To achieve fairness in an auction setting, we require each party to provide a
secret deposit of an amount of cryptocurrency equal to the party’s private bid
plus the cost of executing the protocol. In a case party is found to be cheating, a
smart contract automatically redistributes cheaters’ deposits among the honest
parties, the cheater is eliminated and the remaining parties re-execute the proto-
col using their initial bids/deposits. Having a bid dependent deposit guarantees
that it is always more profitable to execute the protocol honestly than to cheat
(as analyzed in Appendix F). However, in previous works that considered the use
of cryptocurrency deposits for achieving fairness (e.g. [11, 3,48,47,49,12,9, 30, 7,
44, 27], parameterizing the deposit in such a way would reveal information about
the bid, since these works crucially rely on deposits being public. To overcome
this, we propose using secret deposits that keep the value of the deposit secret
until cheating is detected. Moreover, this ensures that the parties have sufficient
funds to bid for the object (e.g. in a second price auction, a party could bid very
high just to figure out what is the second highest-price is and then claims her
submitted bid was just a mistake). Our protocols are constructed in such a way
that it is possible to prove to the smart contract that a party has cheated.

1.2 Owur Techniques

We start with a first price sealed bid auction protocol that builds on a simple
passively secure protocol similar to that of SEAL [4] and compile it to achieve
active security. However, we not only obtain an actively secure protocol but
also add cheater identification and public verifiability properties. We use these
properties to add our financial punishment mechanism with secret deposits to
this protocol. Even though our protocol achieves stronger security guarantees
than SEAL (i.e. sequential composability and fairness guarantees), it is more
efficient than the SEAL protocol as shown in Section 6. Later on, we extend this
protocol to the second price case with a very low performance overhead.

A Toy Example: Our protocol uses a modified version of the Anonymous Veto
Protocol from [39] as a building block. The anonymous veto protocol allows a set
of n parties Py, ..., P, to anonymously indicate whether they want to veto or not
on a particular subject by essentially securely computing the logical-OR function
of their inputs. In this protocol, each party P; has an input bit d; € {0,1} with 0
indicating no veto and 1 indicating veto, and they wish to compute /i, d;. As
proposed in [4], this simple anonymous veto protocol can be used for auctions by
having parties evaluate their bids bit-by-bit, starting from the most significant
bit and proceeding to execute the veto protocol for each bit in the following way:
1. Until there is no veto, all parties only veto (input d; = 1 in the veto protocol)
if and only if the current bit of their bid is 1; 2. After the first veto happens, a
party only vetoes if the bit of their bid in the last time a veto happened was 1
and the current bit is also 1. In other words, in this toy protocol, parties stop
vetoing once they realize that there is another party with a higher bid (i.e.,
there was a veto in a round when their own bit were 0) and the party with the
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highest bid continues vetoing according to their bid until the last bit. Therefore,
the veto protocol output represents the highest bid. However, a malicious party
can choose not to follow the protocol, altering the output.

Achieving Active Security with Cheater Identification and Public Ver-
ifiability: In order to achieve active security with cheater identification and pub-
lic verifiability we depart from a simple passively secure protocol and compile it
into an active secure protocol using NIZKs following an approach similar to that
of [37,41, 44]. This ensures that at every round of the protocol all parties’ inputs
are computed according to the protocol rules, including previous rounds’ inputs
and outputs. However, since the generic techniques from [37,41,44] yield highly
inefficient protocols, we carefully construct tailor made efficient non-interactive
zero knowledge proofs for our specific protocol, obtaining an efficient protocol.

Incentivizing Correct Behavior with Secret Deposits: In order to create
incentive for parties to behave honestly, a deposit based on their bids is required.
However, a public deposit would leak information about the parties’ bids, which
have to be kept secret. Hence, we do secret deposits as discussed below and keep
the amount secret unless a party is identified as a cheater, in which case the
cheater’s deposit is distributed among the honest parties. The cheater is then
eliminated and the protocol is re-executed with the remaining parties using their
initial bids/deposits so that a winner is determined. This makes it rational not
to cheat both in the case of first and second price auctions, i.e., cheating always
implies a lower utility than behaving honestly (see Appendix F).

Achieving On-Chain Efficiency: In order to minimize the amount of on-
chain communication, an approach based on techniques from [6] is adopted.
Every time a message is sent from a given party to the other parties, all of them
sign the message received and send the signature to each other. Communication
is only done on-chain (through the smart contract) in case of suspected cheating.

Secret Deposits to Public Smart Contracts: Since we use secret deposits
based on confidential transactions [53], we need a mechanism to reveal the value
of cheating parties’ deposits to the smart contract so it can punish cheaters.
We do that by secret sharing trapdoor information used to reveal this value
using a publicly verifiable secret sharing (PVSS) scheme [24] that allows us to
prove in zero knowledge both that the shares are valid and that they contain the
trapdoor for a given deposit. These shares are held by a committee that does
not act unless cheating is detected, in which case the committee members are
reimbursed for reconstructing the trapdoor with funds from the cheater’s deposit
itself. We discuss this approach in Section 3. Providing alternative methods for
holding these deposits is an important open problem.
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1.3 Related Work

Research on secure auctions started by the work of Nurmi and Salomaa [56]
and Franklin and Reiter [34] in the late 1900s. However, in these first construc-
tions, the auctioneers open all bids at the end of the protocol, which reveals
the losing bids to all parties. Since then many sealed bid auction protocols have
been proposed to protect the privacy of the losing bids, e.g., [1, 5,40, 42,51, 50].
However, in most of these protocols the privacy is obtained by distributing the
computation of the final outcome to a group of auctioneers.

A lot of work has been done in order to remove the role of the trusted parties,
including the proposed protocols by Brandt [19,17,18], Brandt and Sandholm
[20] and Bag et al. [4]. In these protocols the bidders must compute the winning
bid in a joint effort through emulating the role of the auctioneer. Moreover,
the seller plays a role in the auction and it is assumed that the seller has no
incentive to collude with other bidding parties. However, later by Dreier et al.
[32] it was pointed out that if the seller and a group of bidding parties collude
with each other, then they can learn the bids of other parties. Besides weak
security guarantees, a main drawback of the protocol proposed by Brandt [18] is
that it has exponential computational and communication complexities. There
has been practical implementations of auctions in practice including [15, 14],
which have been deployed in practice for the annual sugar beets auction in
Denmark. Other works [54] have considered the use of rational cryptography in
enhancing privacy. Finally, the current state-of-the-art in protocols for secure
First Price Sealed Bid Auctions was achieved in SEAL [4], which we compare
with our protocols in detail in Section 6. However, to the best of our knowledge,
none of these works consider incentives for the parties to complete the protocol
or punishment for cheaters.

An often desired feature of secure Multiparty Computation (MPC) is that
if a cheating party obtains the output, then all the honest parties should do so
as well. Protocols which guarantee this are also called fair and are known to be
impossible to achieve with dishonest majorities [28]. Recently, Andrychowicz et
al. [3] (and independently Bentov & Kumaresan [11]) initiated a line of research
that aims at incentivizing fairness in MPC by imposing cryptocurrency based
financial penalties on misbehaving parties. A line of work [48,47,49,12,9, 30]
culminating in [7] improved the performance of this approach with respect to
the amount of on-chain storage and size of the collateral deposits from each
party, while others obtained stronger notions of fairness [44, 27]. However, all of
these works focus on using public collateral deposits for incentivizing fairness,
which is not possible for our application. Moreover, they rely on general purpose
MPC, while we provide a highly optimized specific purpose protocol for auctions
with financial incentives. The closest work to ours is [35], in the sense that it
also leverages cryptocurrencies to ensure fairness. However, the protocol of [35]
relies on SGX trusted execution enclaves, which are known to be broken [61].
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2 Preliminaries

Let y < F(x) denote running the randomized algorithm F with input = and
implicit randomness, obtaining the output y. When the randomness r is specified,
we use y < F(x;7). For aset X, let 2 <~ X denote z chosen uniformly at random

from X’; and for a distribution ), let y & Y denote y sampled according to the
distribution ). We denote concatenation of two values z and y by z|y. A function
f(z) is negligible in « if f(x) is positive and for every positive polynomial p(z) €
poly(z) there exists a 2’ € N such that Vo > 2’ : f(z) < 1/p(x), we denote
such functions as negl(z). Two ensembles X = {X,.}renze{0,1}+ and ¥V =
{Yi 2 }ren,zef0,13+ of binary random variables are said to be computationally
indistinguishable, denoted by X =, Y, if for all z it holds that | Pr[D(X, ) =
1] = Pr[D(Yx,.) = 1] | is negligible in the security parameter s for every non-
uniform probabilistic polynomial-time (PPT) distinguisher D. For a field F we
denote by F[X]<,, the vector space of polynomials in F[X] of degree at most m.

2.1 Security Model and Setup Assumptions:

We prove our protocol secure in the real/ideal simulation paradigm with se-
quential composition. This paradigm is commonly used to analyse cryptographic
protocol security and provides strong security guarantees, namely that several
instance of the protocol can be executed in sequence while preserving their se-
curity. In order to prove security, a real world and an ideal world are defined
and compared. In the real world, the protocol 7 is executed with the parties,
some of which are corrupted and controlled by the adversary .A. On the other
hand, in the ideal world the protocol is replaced by an ideal functionality F and
a simulator § interacts with it. The ideal functionality F describes the behavior
that is expected from the protocol and acts as a trusted entity. A protocol 7 is
said to securely realize the ideal functionality F, if for every polynomial time
adversary A in the real world, there is a polynomial time simulator S for the
ideal world, such that the two worlds cannot be distinguished. In more detail, no
probabilistic polynomial time distinguisher D can have non-negligible advantage
in distinguishing the concatenation of the output of the honest parties and of
the adversary A in the real world from the concatenation of the output of the
honest parties (which come directly from F) and of the simulator S in the ideal
world. More details about this model can be found in [23, 36]. Our protocol uses
the Random Oracle Model (ROM) [8].

Adversarial Model: We consider malicious adversaries that may deviate from
the protocol in any arbitrary way. Moreover we consider the static case, where
the adversary is only allowed to corrupt parties before protocol execution starts
and parties remain corrupted (or not) throughout the execution.

Decisional Diffie Hellman (DDH) Assumption: The DDH problem con-
sists in deciding whether ¢ = ab or ¢ ¢~ Z in a tuple (g,9% g%, g°) where g is a
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generator of a group G of order p, and a,b & 7Z. The DDH assumption states
that the DDH problem is hard for every PPT distinguisher. It is well known
that the DDH assumption implies the Discrete Logarithm assumption.

2.2 Building Blocks

Pedersen commitments: Let p and ¢ be large primes such that ¢ divides
p— 1 and let G be the unique subgroup of Z of order ¢. All the computations
in G are operations modulo p, however we omit the mod p to simplify the no-
tation. Let g, h denote random generators of G such that nobody knows the
discrete logarithm of h base g, i.e., a value w such that ¢ = h. The Pedersen
commitment scheme [58] to an s € Z, is obtained by sampling ¢ < Z, and com-
puting com(s,t) = g*ht. Hence, the commitment com(s,t) is a value uniformly
distributed in G and opening the commitment requires to reveal the values of
s and t. The Pedersen commitments are additively homomorphic, i.e., starting
from the commitment to s; € Z,; and sy € Zg, it is possible to compute a
commitment to s1 + 82 € Zg, i.e., com(sy,t2) - com(ss, ta) = com(sy + Sz, t1 +1t2).

Digital Signatures: Let k be a security parameter and M C {0,1}" be a
message space, i.e., the set of messages to which the signature may be applied.
A signature scheme SIG [38] is a tuple of three polynomial-time algorithms:

— A key generation algorithm Gen(k) that outputs a pair sk and pk of matching
secret and public keys;

— A signature algorithm Sig(sk,msg) that takes the secret key sk and the
message msg and outputs the signature o = Sigsx(msg);

— A werification algorithm Ver(pk,msg,o) that returns True if and only if
o = Sigsp(msg), i.e., o is a signature of message msg computed with the
secret key paired with the public key pk.

A signature is correct if Ver(pk, msg, sigsp(msg)) = True for any security
parameter k, any pair sk and pk of matching secret and public keys and any
message msg € M.

Non-interactive Zero Knowledge Proofs of Knowledge: Let £ be a lan-
guage in NP and R, be a relationship such that £ = {z | Jw: (z,w) € Rc}. A
zero-knowledge proof of knowledge protocol X' = (P, V) for a language £ allows
a prover P to demonstrate to a verifier V that x € £ provided that the prover
knows a witness w such that (z,w) € Rz and with the following properties:

— Completeness: if (z,w) € R, then the proof generated by P is accepted by the
verifier V' with overwhelming probability;

— Soundness: it is computationally hard for the prover P to prove to the verifier
V that (z,w) € Rz when (z,w) ¢ R.

— Zero knowledge: there exists a PPT simulator S that, by using rewinding, takes
as input « but not w and generates a proof that (z,.) € R, for some w, i.e.,
the verifier V' does not learn w but can check if (z,.) € R, for some w;
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— Proof of knowledge: there exists a PPT simulator S that interacts with a copy
of the prover P and extracts, by using rewinding, the witness w, i.e., the verifier
V' can check if the prover P knows a witness w such that (z,w) € Rg;

In our work we follow the approach of Camenisch and Stadler [22] based on
the Fiat-Shamir heuristc [33] in order to obtain non interactive zero knowledge
(NIZK) proofs of knowledge for discrete logarithm relations. We will use these
NIZKs in forcing parties to execute our protocols correctly using the GMW
methodology [37]. Notice that parties must provide such NIZKs proving they
have executed each round of the protocol correctly, and an invalid NIZK is also
a publicly verifiable proof that the party has misbehaved. We will be using two
relations for two main stages of the protocol, which we describe below.

NIZK for Stage 2 - Before First Veto: In Stage 2 of the protocol, we need a
NIZK proving knowledge of either biy, riy, zir such that 5= = ¢ = ™ A vy =

gbir - a
Yi‘:ir A Xir = g™ or of by, Tir, Fir Such that ﬁ = G — pTir A\ gy = g"ir, where
Vir, Cirs Xir, §, Yir are public. We denote this NIZK by,
_ Cj . : .
BV {bir, Tir, Tir, Tir |(g”% = cir = K A v = Yir" A X = ¢°7)V
Cj Ci . 7
S

A detailed construction of this NIZK is discussed in Appendix A.1.

NIZK for Stage 3 - After First Veto: In Stage 3 of the protocol, we require
a NIZK proving knowledge of either by, riy, i such that gﬁ,‘; = ¢jy = W Avyy =
Yie™ AXix = g®*, or of bix, Tir, i, Tir Such that G = €= = A7 Adi = g7% Aviy
g™, or of by, Tir, TiF, Tir Such that g“g;r = @ = WA dy = YT A X =
g"F AN vy = Y™ A X = g We denote this NIZK by,

Cir

Av{bir; Til‘7xi!‘77:i?; Fil‘7xi? |(ﬁ = Cir = h"‘ir N Vir = )/'if::ir AN Xir - giﬂir)\/
Ci Ci = _
(S S e N = g A = g7V
Cir Cir Tir TiF Tip
(gbir:?:h A dig = Y55 A Xig = g5 A

vir = Vi A Xie = g%7))

A detailed construction of this NIZK is discussed in Appendix A.2.

NIZK for Recovery - Proof of Not Winning: In case the winning bid b,,
is determined but the winner P, does not reveal herself, the honest parties in
our auction protocol will prove in zero knowledge that they are not the winner.
In order to do so, they use a NIZK NW; «+ NW{ziy,...,zy | (Vi =1Avy =
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Yit) V...V (Vi =1Av; =Y]")} that can be constructed using the techniques
from [22]. We do not describe this NIZK construction nor estimate its complexity
because it is used only in a corner case of cheating where the honest parties are
reimbursed for generating and verifying such proofs.

Simplified UTXO model: In order to focus on the novel aspects of our pro-
tocol, we represent cryptocurrency transactions under a simplified version of the
Bitcoin UTXO model [55]. For the sake of simplicity we only consider operations
of the “Pay to Public Key” (P2PK) output type, which we later show how to
realize while keeping the values of transactions private. The formal description
of the adopted simplified UTXO model is discussed in Appendix B.

Confidential transactions: In the case of confidential transactions [53] the in-
put and output amounts are kept secret using Pedersen commitments. However,
in order to achieve public verifiability, the transactions contain a zero knowl-
edge proof that the sum of the inputs is equal to the sum of the outputs, and
that all the outputs are between [0, 2! — 1] (which can be computed with Bullet
Proofs [21]). In particular, confidential transactions can be formally defined by
modifying the simplified UTXO model described above as follows:

— Representing inputs and outputs: Set In is defined as In = {(idy,
com(ing, rin,)), .- ., (1dm, com(ing,, i, ))} and set Out is defined as Out =
{(com(outy, rou, ), Addry), ..., (com(out,, rou, ), Addr,)}.

[1—, com(out;,reu )

_ . . . j )
Generate Transaction with In, Out: Compute T com(Enrm) = com

(0, z;lzl Tout, — D peq Tin,) With rin,, Foue, & Zg, include in the transaction

n m
the randomness > et Tout; — Do
that outy,--- , out, are between [0, 2! — 1]. The resulting transaction is then
represented by tx = (id, In, Out, Sig, 2?21 Tout, — D peq TingsT)-

1 Tin; and the range proofs 7 guaranteeing

IT}_, com(out; Tout ; )
[1;%2, com(in;,min;)
check if the obtained commitments is equal to com (0, Y37_ Tous; =D i T'in, ),
guaranteeing that >/, in; = > out;, then check the validity of the
range proofs 7.

— Spend a transaction output Out: Parse Out = (com(out;, rout; ), Addr;).
In order to spend Out, the commitment com(out;, oy, ) = g°***h™= has to
be opened by revealing out; and royt;. Values out; and 74y, are included in
a regular UTXO transaction generated as described in Appendix B. Later
on, this UTXO transaction can be validated by checking that out;, rout, is a
valid opening of com(out;, rou,) and following the steps of a regular UTXO
transaction validation.

— Spend a transaction output Out with a NIZKPoK of r.,:,: Alterna-
tively, an output Out = (com(out;, reut, ), Addr;) for which only out; and
h = h'™=: (but not reu,) are known can be spent if a NIZK 7/ proving
knowledge of rou¢; is also available. Notice that knowing out; is sufficient

— Validate a Transaction tx: Compute = com(s,t) and
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for validating the regular UTXO transaction created using Out as an input.
Moreover, it can be checked that go** h™=i = com(out;, Tout, ) given out,; and
h= h"e=:  while the proof ©’ guarantees that h = h'e is well formed3. Val-
ues out;, hg,. and the proof 7 are included in a regular UTXO transaction
generated as described in Appendix B. Later on, this UTXO transaction can
be validated by checking that g°**i k" = com(out;, rous, ), checking that =’
is valid and following the steps of a regular UTXO transaction validation.

Note that the input set In in confidential transactions can also be public, (i.e.
In={(id;,in;),...,(idm, in,y)}), as long as the outputs are kept private.

Publicly Verifiable Secret Sharing (PVSS): In our work, we use the PVSS
protocol wpysg from [24], which is described in detail in Appendix C. A PVSS
protocol allows for a dealer to distribute encrypted shares to a set of parties in
such a way that only one specific party can decrypt a share but any third party
verifier can check that all shares are valid. Later on, each party can decrypt
its correpsonding share to allow for reconstruction while showing to any third
party verifier that the decrypted share corresponds to one of the initial encrypted
shares. A deposit committee C = {Cy,...,Cp,} will execute this protocol verifying
and decrypting shares provided as part of our secret deposit mechanism (further
discussed in Section 3). Since the parties in C executing 7py gs must have public
keys registered as part of a setup phase, we capture this requirement in Fsc as
presented in Section 2.3.

NIZK for PVSS share consistency CC: As part of our secret deposit mech-
anism (further discussed in Section 3), we will use a NIZK showing that shares
computed with the PVSS protocol mpyss from [24] encode secrets g™ and h”
that are terms of a Pedersen commitment ¢ = g"™h". Formally, this NIZK is used
to prove that, given generators g1, ..., gn, g, h of a cyclic group G, of prime order
¢, pairwise distinct elements aq, ..., ®, in Z; and a Pedersen commitment ¢ =
g™h" known by prover and verifier, for p(z) and m,r known by the prover, such

that (61, ...,6m) € {(g]f(al), . ,gg<“">) Lp € Zy[X],p(—1) = g™, p(~2) = h}
We denote this NIZK by CC((g:)ie[n)> (i )ie[n)> 9> 1 ¢, (5i)ic[n))- Notice that this
NIZK can be constructed using the techniques from [22] and integrated with the
NIZK LDET already used in mpygs (presented in Appendix C).

2.3 Modeling a Stateful Smart Contract

We employ a stateful smart contract functionality Fsc similar to that of [30]
in order to model the smart contract that implements the financial punishment

3 In fact, showing such a proof of knowledge 7’ of Tour, together with hg,,, and out;
makes it easy to adapt reduction of the binding property of the Pedersen commitment
scheme to the Discrete Logarithm assumption. Instead of obtaining rou, from the
adversary, the reduction simply extracts it from 7’.



FAST: Fair Auctions via Secret Transactions 11

Functionality Fsc (Stages 1,2,3 and 4)

Fsc is executed with parties P = {P1,...,Pn}, a deposit committee members C =
{Ci,...,Cmn} and parameterized by committee public keys pke, , . . ., pke,, used to run
mpvss and pke, ..., pke, used for signatures. Fsc is also parameterized by its own
address Addrs, the address of the Auctioneer Addraqc, timeout limit 7, a protocol
verification algorithm pv that given a protocol transcript outputs 1 if it is valid
and replies 0 otherwise, and values workp and workc for the costs of executing the
protocol for the parties in P and C, respectively. Once execution starts Fsc samples
random generators g, h &G fora group G.

— Stage 1 - Setup:

e Upon receiving (PARAM,sid) from Pi, Fsc returns (PARAM,
sid, g, h,pke,, ..., pke,,)-

e Upon  receiving the  message (SETUP, sid, Pi, txi, pki, SH1;|SH2;s,
Sige, i, - - -, Si9c,,,i) from Pi, Fsc checks that this message is valid ac-
cording to pv. If all checks pass, Fsc continues the execution. Otherwise, it
proceeds to the Recovery Stage otherwise. After receiving this message from
all P; € P, Fsc proceeds to the next steps.

— Stages 2 and 3: During these Stages, Fsc only expects messages in case of
suspected cheating, eventually proceeding to the Recovery Stage.
— Stage 4 - Output:

e First Price Auction: Upon receiving (outpUT,
5id, P, bw, Thy , {81gsky (bw) fren)) from P, Fsc verifies that be,rp, is
a valid opening to the commitment ¢, in tx, and that all signatures
{8igsk, (bw)}ken) are valid. If all checks pass, Fsc performs a transaction
towards the Auctioneer paying b,, tokens to Addrauc, refunds P, with workp
tokens and refunds all the other parties P; € P \ P, with their full tx;
transaction. Otherwise, proceed to the Recovery Stage.

e Second Price Auction: Upon receiving (outpuT,
sid, Pw, tXpay, {81gsky (Pw|bws) ken)) from Py, Fsc verifies that that the
range proof mpay is valid and that com(bu,rs,)/com(change,,, "change!,) =
com(buwy, Tb, — rc;mng%). If the checks pass, then Fsc refunds all the other
parties P; € P\ Py, with their full tx; transaction and performs transaction
txw paying bw, to the Auctioneer and refunding P, with workp tokens. If
the check does not pass, then proceed to the Recovery Stage.

Fig. 1: Functionality Fsc (Stages 1,2,3 and 4).

mechanism for our protocol. For the sake of simplicity, we assume that each
instance of Fsc is already parameterized by the address of the Auctioneer party
who will receive the payment for the auctioned good, as well as by the identities
(and public keys) of the parties in a secret deposit committee C that will help
the smart contract to open secret deposits given by parties in case cheating is
detected. We also assume that Fsc has a protocol verification mechanism pv for
verifying the validity of protocol messages. Fsc is described in Figure 1.
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Functionality Fsc (Recovery)

— Recovery: Upon receiving one of the following messages Fsc from a party P; € P
acts as described:

e (RECOVERY-MISSING, sid, msg, {sigsk, (Msg) }kein)): Fsc sends (REQUEST, sid)
to each P; € P. If P; does not send the missing message msgri Or
Sigsk; (Msgy_1,7) before a timeout 7 or sends an invalid message according
to pv, it is considered a cheater.

e (RECOVERY-CHEAT, sid, P;, T.): in case P; has been accused to cheat by sending
conflicting messages msgr; # msgy; then w. = (Msgrj, Sigsk, (MsGrj), MSgy;,
sigsk, (Msgr;)), while in case P; has been accused to cheat by sending an invalid
message msgr; according to pv then 7. = (msgrj, sigsk, (Msgr;)). If mc is a valid
proof of cheating, then P; is identified as a cheater, otherwise the sender P;
identified as a cheater.

e (RECOVERY-PAYMENT, sid, NW;): Fsc verifies that the proof of not winning
NW; is valid, i.e., the sender P; is not the winner. After a timeout 7 counted
from the moment the first message is received, all parties P, who did not send
a valid message (RECOVERY-PAYMENT, sid, NW;) are considered cheaters (i.e.
either the corrupted P, in case all other parties sent a valid NWj or all parties
who did not collaborate).

e (RECOVERY-DISHONEST-WINNER, sid, NW;): (second price case only) Fsc ver-
ifies that the proof of not winning NW; is valid, i.e., the sender P; is not
the winner. Then, Fsc all parties Pr who did not send a valid message
(RECOVERY-DISHONEST-WINNER, sid, NWj;) are considered cheaters.

If a party P; is a cheater, Fsc collaborates with C to open P;i’s deposit tx; by sending
(OPEN, sid, P;) to each C; € C, takes its full deposit, reimburses each C; € C with
worke tokens and reimburses each party P\ P; with an equal share of the remaining
tokens. In particular, Fsc proceeds as follows:

e Upon receiving  (SHARE-DECRYPTION, sid, (6i1,...,0im), LDEI;, CCj, Gij,
DLEQU)) from Cj, Fsc verifies that SH2; = H((é’il, e &im), LDFEI;, CCI)
where S H?2; is the one sent from P; in Stage 1 - Setup.

e Use the share decryption verification procedure from wpyss to identify 2+n/2
valid shares 7i; (by verifying DLFEQ;;) and then uses the secret reconstruction
algorithm from 7pyss to reconstruct gbi and ¢g"%. Next, Fsc recovers b; from
g% (since the length [ of the bid is limited).

e The deposit of the cheating party P; is distributed among the honest parties
P\ Pi and C by spending the confidential transaction output (ci, Addrs) of
tx;. Indeed, in order to spend (¢, Addrs) it is sufficient to reveal b, h™ and
providing (611, .. .,0im), LDEIL, CCi, 61, DLEQ;; to prove that h™i contains
the same 73, of the initial commitment ¢;.

Fsc now expects the execution to restart with parties P \ P; only.

Fig. 2: Functionality Fsc (Recovery).

3 Secret Deposits in Public Smart Contracts

When using secret deposits as in our application, it is implied that there exists
a secret trapdoor that can be used to reveal the value of such deposits (and
transfer them). However, since we base our financial punishment mechanism on
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a standard public smart contract, we cannot expose the trapdoor to the smart
contract. Instead, we propose that a committee C = {C1,...,Cp,} with m/2 + 2
honest members* holds this trapdoor in a secret shared form. This committee
does not act unless a cheating party needs to be punished and the trapdoor
needs to be reconstructed in order to allow the smart contract to transfer their
collateral deposit. In this case, the committee itself can be reimbursed from the
collateral funds. We present a practical construction following this approach.
Proposing more methods for keeping custody of such secret deposits is left as an
important open problem.

A possible solution: A feasible but not practical approach to do this would be
storing the trapdoor with the mechanism proposed in [10], where a secret is kept
by obliviously and randomly chosen committees by means of a proactive secret
sharing scheme where each current committee “encrypts the secret to the future”
in such a way that the next committee can open it. However, it is also necessary
to ensure that the secrets actually corresponds to the trapdoor for the parties’
deposits. Providing such proofs with the scheme of [10] would require expensive
generic zero knowledge techniques (or a trusted setup for a zk-SNARK).

Protocol Il¢

Let C = {C1,...,Cm} be the deposit committee members and pke,, ..., pke,, and
skcy, ..., ske,, be their public keys and private keys, used to run mpy ss, respectively.
Moreover, let pke,,...,pke,, and skc,,...,skc, be their public keys and private
keys, used for signatures, respectively. The following steps are executed by C; € C:

— Setup verification: Upon receiving (SETUP, sid, P, txi, pki, (Gi1, - - -, Gim),
LDEI;, CC;) from P;, C; checks that tx; is valid, verifies the shares (611, . . ., Gim)
correctness with respect to the committee public keys pkc,,...,pkec,, using

the verification procedure of mpyss through LDEI; and verifies NIZK CCj.

If all the checks pass, compute the hashes SH1; = H(txi,pki) and SH2; =

H((Gi1,- .., 0im), LDEI;, CC;) and the signature Sigc; i = Sigsk, (SH1;|SH2;),
J

then send (SETUP-VERIFICATION, sid, Sigc; i) to Pi.

— Share decryption: Upon receiving (OPEN, sid, P;) from Fsc, C; uses the share
decryption procedure from mpyss on 6i;, obtaining &5, DLEQ;;. and sending
(SHARE-DECRYPTION, sid, (Git, - - - , Gim ), LDEI;, CCi, 615, DLEQ;;)) to Fsc.

Fig. 3: Protocol Il¢.

A protocol based on PVSS: As an alternative, we propose leveraging the
structure of our confidential transaction based deposits to secret share their

4 We need m /242 honest members to instantiate our packed publicly verifiable secret
sharing based solution where two group elements are secret shared with a single
share vector.
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openings with a recent efficient publicly verifiable secret sharing (PVSS) scheme
called Albatross [24]. Notice that the secret amount information b; in these de-
posits is represented as a Pedersen commitment ¢g%h"™ and that the Albatross
PVSS scheme also allows for sharing a group element g° while proving in zero
knowledge discrete logarithm relations involving ¢° in such a way that they can
be verified by any third party with access to the public encrypted share. Hence,
we propose limiting the bid b; bit length in such a way that we can employ
the same trick as in lifted ElGamal and have each party P; share both g% and
h™ with the Albatross PVSS while proving that their public encrypted shares
correspond to a secret deposit g?h". The validity of this claim can be verified
by the committee C itself or the smart contract during Stage 1 - Setup. Later
on, if b; needs to be recovered, C can reconstruct g%, brute force b; (because it
has a restricted bit-length) and deliver it to the smart contract while proving it
has been correctly computed from the encrypted shares. As we explain in Sec-
tion 2, recovering b; and r; along with the proofs of share validity is sufficient
for transferring the secret deposit.

In Figure 3, we present Protocol I1¢ followed by the committee C = {Cy,...,Cin}
and executed as part of Protocols IIrppa (resp. IIspa) described in Section 4
(resp. Section 5). The interaction of the other parties P = {Py,...,P,} execut-
ing Protocols IIppa and IIgps with the committee C is described as part of
Stage 1 - Setup of these protocols.

Selecting Committees: In order to focus on the novel aspects of our con-
structions, we assume that the smart contract captured by Fsc described in
Section 2.3 is parameterized by a description of the committee C = {Cy,...,Cpn}
and the public keys corresponding to each committee member. Notice that in
practice this committee can be selected by the smart contract from the set of
parties executing the underlying blockchain consensus protocol. The problem of
selecting committees in a permissionless blockchain scenario has been extensively
addressed in both Proof-of-Stake [43, 31, 26] and Proof-of-Work [57] settings.

4 Main Protocol for First Price Auctions

In this section, we introduce our main protocol focusing on the case of first price
auctions (while the case of Second Price auctions is addressed in Section 5). We
consider a setting with n parties Py, ..., P,, where each party P; has a [-bit bid
by = bi1| ... |biy, where by denotes the rth bit of party P;’s bid.

Modelling Fair Auctions: First, we introduce an ideal model for fair auctions
that we will use to prove security of our protocol. For the sake of simplicity,
when discussing this model, we use coins(n) to indicate n currency tokens being
transferred where n is represented in binary, instead of describing a full UTXO
transaction. Our ideal functionality Frpa is described in Figure 4. This func-
tionality models the fact that the adversary may choose to abort but all it may
learn is that it was the winner and the most significant bit where its bid differs
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Functionality Frpa

Frpa operates with an auctioneer Payc, a set of parties P = {P1,...,Prn} who
have bids b1, ..., b, as input and where b; = b;1]. .. |by is the bit representation of
bi, as well as an adversary Srpa. Frpa is parameterized by a bid bit-length [ and
keeps an initially empty list bids.

— Setup (Bid Registration): Upon receiving (BID, sid, coins(b; +work)) from P;
where b; € {0, 1}l and work is the amount required to compensate the cost of
running the protocol for all the other parties, Frpa appends b; to bids.

— First Price Auction: After receiving (BID, sid, coins(bi+work)) from all parties
in P, forr=1,...,l Frpa proceeds as follows:

1. Select by, i.e., the r-th bit of the highest bid b,, in the list bids.

2. Send (ROUND-WINNER, sid, byyr) to all parties and Srpa.

3. Check if byr = 1 and by = 0 for i = 1,...,n # w. If so, let ry, = r, that
is the first position where b,, has a bit 1 and b,, has a bit 0, and send
(LEAK-TO-WINNER, $id, I'y) t0 Py.

4. Send (ABORT?,sid) to Sppa. If Sppa answers with (ABORT, sid, P;) where
P; is corrupted, remove b; from bids, remove P; from P, send (ABORT,
sid, Pi,coins(%)) where |P| is the number of remaining parties to all
other parties in P, set again r = 1 and go to Step 1. If Sppa answers with
(PROCEED, sid), if r = [ go to Payout, else increment r by 1 and go to Step 1.

— Payout: Send (REFUND, sid, Pw, coins(b; + work)) to all parties P; # Pw, send
(REFUND, sid, coins(work)) to Py, send coins(b,) to Pavc, and halt.

Fig. 4: Functionality Frpa.

from the second highest bid. Regardless of adversarial actions, an auction result
is always obtained and the Auctioneer (i.e. the party selling the asset) is always
paid. The second price case is presented in Section 5.

The Protocol: In Figures 5, 6, 7 and 8, we construct a Protocol ITpp4 that
realizes Frpa. This protocol is executed by n parties Pq,...,P,, where each
party P; has a [-bit bid b; = bs1] . .. |by and a deposit committee C = {C1,...,Cp}
that helps open secret deposits from corrupted parties in the Recovery Stage. The
protocol consists of 4 main stages plus a recovery stage, which is only executed in
case of suspected (or detected) cheating. In the first stage, every party i sends to
the smart contract a secret deposit, whose structure will be explained in details
later. In the second and third stage, all parties jointly compute the maximum
bid (bit-by-bit) by using an anonymous veto protocol that computes a logical
OR on private inputs. To this aim the parties start from the most significant bit
position. Then, they apply the anonymous veto protocol according to their bits
bir, with 0 representing a no veto and 1 representing a veto. If the outcome of
the veto protocol (i.e. the logical-OR, of the the inputs) is 1, then each party P;
with input by, = 0 figures out that there is at least another party Py whose bid
by, is higher than b; and P; discovers that she cannot win the auction. Therefore,
from this point on, P; stops vetoing, disregarding her actual bit b;. in the next
rounds. Otherwise, P; is expected to keep vetoing or not according to her bit b;,.
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Finally, in Stage 4 the winning party P, executes the payment to the auctioneer
(i.e. the party selling the asset). Throughout all stages, the parties must provide
proofs that they have correctly computed all protocol messages (using the NIZKs
described in Section 2.2). If a party is identified as dishonest at any point, the
Recovery Stage has to be executed.

Security Analysis: It is clear that this protocol correctly computes the highest
bid. The ideal smart contract enforces payment once a winner is determined and
punishments otherwise. The security of this protocol is formally stated in the
following theorem, which is proven in Appendix D. A game theoretical analysis
is presented in Appendix F, where it is shown that the best strategy for any
rational party is to follow the protocol.

Theorem 1. Under the DDH Assumption, Protocol Ilppa securely computes
Frpa in the Fsc-hybrid, random oracle model against a malicious static adver-
sary A corrupting all but one parties P; € P and m/2 — 2 parties C; € C.

Protocol ITpps (Off-chain messages exchange)

Protocol IIppa is executed n parties P = {P1,...,Pn}, where each party P; has
a I-bit bid b; = bi1|...|by and a deposit committee C = {C1,...,Cm}. Parties P,C
interact among themselves and with a smart contract Fsc.

Off-chain messages exchange: In order to minimize the amount of communication
with the smart contract, an approach based on techniques from [6] is adopted. Every
time we write a message is sent from party P; to the other parties, we actually
execute the procedure bellow. Let r be a generic round of the protocol, then each
party proceeds as follows when sending her messages:

— Round;: each P; sends msgr,i, Sigsk; (msgr,i) to all the other parties;

— Round;41: all the other parties Py, for k € {1,...,n}\isign the message received
from party i and send msgr,i, sigsk,(msgr,i) to all the other parties, allowing
them to check if party i sent no conflicting messages. Then, each party repeats
from the instructions described in the previous round;

— Conflicting messages: in case P; sends conflicting messages msgr,i # msg; ;
to parties P # Py, P; sends to the smart contract msgri, sigsk; (msgr,i) and
msgy.i, Sigsk; (Msgr;) as a proof that P; was dishonest;

— Evidence of a message: in case it has to be proven that a message msgr,; has
been sent by party P; in round r, the other parties send to the smart contract
the signatures sigsk, (Msgri), - - - ; Sigsk, (MSgr,i) along with the message msgr,;.

Fig. 5: Protocol ITppa (Off-chain messages exchange).
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Protocol IIrpa (Stage 1)

Stage 1 - Setup: Deposit committee parties Ci, € C first execute the Setup Verifi-
cation step of II¢ from Figure 3. All parties P; proceed as follows:

1. P; sends a secret deposit containing their bid b;, change change and a fee work
to the smart contract through a confidential transaction (as described in Sec-
tion 2.2). Let Addr; be the address associated to party i and Addrs be the
address associated to the smart contract, P; proceeds as follows:

(a) Pi sends (PARAM, sid) to Fsc, receiving (PARAM, sid, g, h, pkc,, ..., pke,, ).

(b) Pi computes the bit commitments as cir = gb“ h"ir to each bit biy of bi, and
the bid commitment as ¢; = Hfr:l cigifr = gbihZi=1 27 et ry; be equal
to Zizl 2!=Tri,. Then, ¢; can be rewritten as ¢ = gbi h™ = com(bs, T, ).

(¢) Define sets In = {(idi,in;)} and Out = {(c¢, Addrs), (work, Addrs),
(com(change;, rchange; ) Addri)}, where ¢; = com(bs, ;) is the commitment
to the bid b; previously computed at Step 1, work is the amount required
to compensate the cost of running the protocol for all the other parties in
P and in C, change = in; — bj — work and Tchange & 7,. Note that, in this
case case, in; and work are public, while b; and work are private.

(d) Compute 7our = Th; + Tchange;, SO as to allow the other parties later to
verify that the sum of the inputs is equal to the sum of the outputs, i.e.
¢; - com(change, rchange) 2z com(in; — work, rout).

(e) Compute proofs (7, Tehange) sShowing that b;, change € [0,2' — 1], set tx; =
(id, In, Out, Sig, 7v, + Tchange;, T)-

(f) Compute the shares (6i1,...,0im, LDEIL) of gbi and A" using the distri-
bution procedure from wpygs with pke,,...,pke,, received in step (a).

(g) Compute CC;i < CC((pkc;)jeim), (J)jeiml> 9, hs i, (65)jem)) to prove con-
sistency among the shares (i1, .. ., Gim) and the commitment terms g% and
h™ from ¢; = g¥ih".

(h) Send (serup, sid, Pi, txi, pki, (Gi1, - - ., Oim ), LDEI;, CCj) to each C; € C.

(i) Upon receiving (SETUP-VERIFICATION, sid, Sigc; i) from all C; € C, compute
SH1; = H(txi,pki) and SH2; = H((6i1,-..,6im), LDEI;, CC;) and send
(SETUP, sid, P, txi, pki, SH1;, SH2s, Sige, i, - - -, Sigc,,,1)) to Fsc. If a party

Cqo € C does not send this message, proceed to the Recovery Stage.

2. P; samples xir & Zq and computes Xijr = g¢”* for r = 1,...,[, sending
Ci1,* ,Cil, Xil, -+, Xu to all other parties.
3. Upon receiving all messages c¢;1,- -, ¢ji, Xj1,- -+, X;i from other parties P;, P;

computes Yj, = Hin_zll ka/l_[:‘n:jJr1 X for j = 1,...,nk = 1,...,1, and

l—k
verifies for each other party P; that ¢; = [[,_, c5,  forj e {1,...,n}\i If this
verification fails or a message is not received, proceed to the Recovery Stage.

Fig. 6: Protocol ITrpp4 (Stage 1).
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Protocol IIrpa (Stages 2 and 3)

Stage 2 - Before First Veto: All parties P;, starting from the most significant bit
bi1 and moving bit-by-bit to the least significant bit by of their bid by = bi1]. .. |bu,
run in each round r the anonymous veto protocol until the outcome is a veto (i.e.,
Vi # 1) for the first time. Therefore each party P; proceeds as follows:

1. Compute vi, as follows:

Yifirv if bir =0
Vir = _ 3 7 .
Tir < Zq,g' ", ifbir =1

and generate NIZK proving that vir has been correctly computed BVir <
BV{biryrirq-Tir,'Fir | (gcbiirr =cir = b Avye = i/i:ir A Xir = gmir) \ (gcbii';_ =

C‘f = h"ir A v = ¢g7ir)}, sending a message (vir, BVir) to all parties.

2. Upon receiving all messages (vir, BVir) from other parties P, P; checks the
proofs BVi, for k € {1,...,n}\iand, if all checks pass, computes Vz =[]} _; Vkr
and then goes to Stage 3 if V; # 1 (at least one veto), otherwise follows the steps
in Stage 2 again until the round r = [. Note that, unless all the bids are equal
to 0, at some point the condition V; # 1 is satisfied. If a message is not received
from party Py or if BVy, is invalid, proceed to the Recovery Stage.

Stage 3 - After First Veto: Let T denote the last round at which there was a veto
(i-e., V& # 1). All parties P;, starting from bjz;1 and moving bit-by-bit to the least
significant bit by of their bid b; = bi1]. .. |bi, run in each round r > T the anonymous
veto protocol taking into account both the input bit bir and the declared input bit
dir, defined as the value that satisfies the logical condition (bir = 0Adir = 0) V (bir =
1Adiz = 1Adie = 1)V (bir = 1Adiz = 0Adsr = 0), i.c., each party P; vetoes at round
r iff she also vetoed at round T (i.e., diz = 1), and her current input bit by = 1.
Therefore, each P; proceeds as follows:

1. Compute vir as follows:

Yo, if by = 0
Vie = { Fir & Zg, g%, ifdig =1 Abie =1
yzir if dig = 0 A by = 1

ir
and generate NIZK proving that vir has been correctly computed AViy <«
Av{bir7 Tir, Tir, Tz, Tir; Tip | ( Sr — cir = A" Avyr = Y;fir ANXir = zir)\/( Gro —

gbir gPir

L= W A di = g Ave = g V(= U= WA di = Yt A X =

"% A vie = Yii" A Xir = g”*)}, sending a message (vir, AVir) to all parties.

2. Upon receiving all messages (vkr, AVir) from other parties Py, P;i checks the
proofs AVr for k € {1,...,n}\iand, if all checks pass, computes Vi = []}_, Vir,
following the steps in Stage 3 again until round r = [. If a message is not received
from party Py or if AVy, is invalid, proceed to the Recovery Stage.

Fig. 7: Protocol ITppa (Stages 2 and 3).
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Protocol IIrpa (Stages 4 and Recovery)

Stage 4 - Output: At this point, each party P; knows the value of V; for each
round r = 1,--- ,l and the protocol proceeds as follows:

1. P; computes the winning bid as by, = b1l - - |bwi, such that by = 1if Vi # 1
and byr = 0 if V3 = 1, and sends by, to all other parties (causing all parties P
to sign b, and send sigsk, (bw) to each other). We denote by P, the winning
party (i.e. the party whose bid is by).

2. P opens the commitment to her bid com(by,rs, ) towards the smart contract
by sending (OUTPUT, sid, Pu, bw, b, » {5igsky (buw) }reln]) to Fsc.

3. If Py does not open her commitment or if multiple parties open their commit-
ments, P; proceeds to the Recovery Stage.

4. Finally, all parties who honestly completed the execution of the protocol receive
a refund of their deposit from the smart contract, apart from the winning party,
who only receives a refund equivalent to the work funds.

Recovery Stage: Parties C; € C listen to Fsc and execute the Share Decryption
step of I1¢ from Figure 3 if requested. In case a party P; € P is suspected of cheating,
the Recovery stage is executed as follows to identify the cheater depending on the
exact suspected cheating:

— Missing message or signatures: a message msgri Or a signature
8igsk; (MSgr_1.4), On a message msgr_1, by Pi, expected to be sent in round r by
P; is not received by Pi. Then, Pr sends to Fsc the message (RECOVERY-MISSING,
sid,msg, {sigsk, (Msg)}ke[n)), where msg is the last message signed by all parties
and waits for Fsc to request the missing message. In that way, P; is expected to
send MsSgri O Sigsk; (msgr_l,ir) to Fsc. If no action is taken, P; is identified as a
cheater.

— Conflicting messages or Invalid message: In round r, P; sends conflicting
messages msgri, Sigsk; (Msgri) and msgL;, sigsk, (msgl;) to different parties Py and
P.. In this case, P, and Pj, set the conflicting messages as a proof of cheating
Te = (MSGri, Sigsk, (MSGri), MSGri, Sigsk;(Msgs;)). Otherwise, P; sends an invalid
message msgri, StGsk; (msgri) to Pr (i.e. the message does not follow the structure
described in the protocol for messages in round r), Py, uses this message as a proof
of cheating . = (msgri, sigsk, (Msgri)). Pr sends (RECOVERY-CHEAT, sid, P;, 7¢) to
the smart contract and P; is identified as a cheater.

Every party P; identified as a cheater loses her whole deposit (b; + work), which is
distributed to the other parties by Fsc, and the protocol continues as follows:

— Re-execution (unknown b,): in case b, has not been computed, the protocol is
re-executed from Stage 2 excluding the parties identified as cheaters.

— Complete payment (known b, but unknown P,): in case b,, has been com-
puted but P, does not send (OUTPUT, sid, Pu, buw, T, , {51gsk;, (bw) }uen]) to Fsc, all
P; € P compute a NIZK NW; + NW{zi1,...,zu | (Vi = 1Avin = Yi{)V.. . V(V, =
1 Awvir = Y{]1)} showing that they are not the winner. Then they send to Fsc
(RECOVERY-PAYMENT, sid, NW;). The winner P,, (in case it is identified) or all par-
ties P; who do not act (in case P, is not identified) are identified as dishonest and
lose their deposits, which are distributed among the honest parties.

Fig.8: Protocol IIrp4 (Stages 4 and Recovery).
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Functionality Fspa

Fspa operates with an auctioneer Pavuc, a set of parties P = {P1,...,Pn} who
have bids b1, ..., b, as input, as well as an adversary Sspa. Fspa is parameterized
by a bid bit-length [ and keeps an initially empty list bids.

— Setup (Bid Registration): Upon receiving (BID, sid, coins(b; +work)) from P;
where b; € {0, 1}l and work is the amount required to compensate the cost of
running the protocol for all the other parties, Fspa appends b; to bids.

— Winner Selection: After receiving (BID, sid, coins(bi + work)) from all parties
inP, forr=1,...,ry,, where r,, is initialized to I, Fspa proceeds as follows:

1. Select by, i.€., the r-th bit of the highest bid b,, in the list bids.

2. Send (ROUND-WINNER, sid, byyr) to all parties.

3. Check if byr = 1 and bjy = 0 for i = 1,...,n # w. If so, set r, = r, that
is the first position where b,, has a bit 1 and b, has a bit 0, and send
(LEAK-TO-WINNER, $id, ') t0 Py .

4. If P, is honest, announce her identity by sending (ANNOUNCE-WINNER,
sid, Pw) to all P; € P and Sspa. If Py is corrupted, send (ANNOUNCE?,
sid,Pyw) to Sspa. If Sspa answers with (ANNOUNCE, sid) then send
(ANNOUNCE-WINNER, sid, Py,) to all P; € P. If Sspa answers with
(NOT-ANNOUNCE, sid), do nothing.

5. Send (ABORT?, sid) to Sspa. If Sspa answers with (ABORT, sid, P;) where
P; is corrupted, remove b; from bids, remove P; from P, send (ABORT,
sid, Pj, coins( b‘ﬁ;ﬁ?’% +work)) where |P| is the number of remaining parties
to all other parties in P to Sspa, set again r = 1 and go to Step 1. If
Sspa answers with (PROCEED, sid), if P, has been determined, i.e., byr = 1

and biy = 0 fori =1,...,n # w, go to Second Price Selection, otherwise
increment r by 1 and go to Step 1.
— Second Price Selection: remove P,, from P and for r = ry,...,l Fspa pro-

ceeds as follows:

1. Select buwsyr, i.€., the r-th bit of the second highest bid b, in the list bids.

2. Send (ROUND-WINNER, sid, by,r) to all parties.

3. Check if byyr = 1 and biyy = 0 for i = 1,...,n # wa. If so, set ry, = 1,
that is the first position where b, has a bit 1 and b,,; has a bit 0, and send
(LEAK-TO-SECOND, 8id, Ty, ) t0 Py

4. Send (ABORT?, sid) to Sspa. If Sspa answers with (ABORT, sid, P;) where
P; is corrupted, remove b; from bids, remove P; from P, send (ABORT,

sid, Pi, coins(%)) where |P| is the number of remaining parties to all
other parties in P, set again r = r,, and go to Step 1 to start recomput-
ing the second price. If Sgpa answers with (PROCEED, sid), if Py, has been
determined, i.e., by,r = 1 and biy =0 for i = 1,...,n # wa, go to Payout,
otherwise increment r by 1 and go to Step 1.
— Payout: Send (REFUND, sid, coins(b; + work)) to all parties P;i # Py, send
(REFUND, sid, coins(work)) to Py, send coins(bw,) to Pavc, and halt.

Fig.9: Functionality Fspa.
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5 Extension to Second price Auctions

The second price sealed bid auction is a type of auction in which the parties first
submit their bids to the auctioneer and then the winner is the party with the
highest bid, however the price she pays is the second highest bid. The importance
of the second price auction is that it is strategy proof. That is, the best strategy
for rational parties is to bid their true valuation of the auctioned good. Despite
this, the sealed second price auctions may not be applied applied in certain
scenarios due to the trust that has to be put in the auctioneer. In particular, a
dishonest auctioneer may manipulate the bids and substitute the second highest
bid with a bid that is slightly smaller than the first bid, so as to increase her
revenue, or disclose the losing bids of the other parties to have a financial gain.
In fact, in a recent study [2] it is shown that the only auction in which the
auctioneer has no incentive to deviate from the rules is the first price auction.
Hence, when considering the second price we must overcome these problems.

Modelling Second Price Fair Auctions: First we describe an ideal func-
tionality Fgp4 for the second price auctions we realize in Figure 9.

The Protocol: Protocol ITgpa for Second Price Auctions is described in Fig-
ures 10 and 11. In this protocol, parties to check if they are the only one veto-ing
in every round r where V; # 1 (i.e. where there was a veto), which means that
they are the winning party with the highest bid. Parties can do that by check-
ing whether they obtain alternative value V; = 1 if they compute it as they
would compute V; but using with an alternative value v{, = Y;7™ (no veto) for
their messages and keeping the other parties’ messages. If this condition is sat-
isfied, then party P; proves it to all the other parties by revealing x;,.. The first
party who proves this condition to be true is the winning party P,. In order
to compute the second highest bid b,,,, the other parties conclude the protocol
excluding P,’s inputs. Note that, by using this approach the winning bid is
just partially disclosed, i.e., the knowledge of the round r in which P,, declared
herself as the winner of the auctions provides a lower bound only over her ac-
tual bid b,,. Moreover, the parties do not need to run the entire protocol again,
which reduces drastically both computational and communication complexity of
the protocol with respect to the naive solution of re-executing the protocol from
scratch without the winner’s bid. In particular, the complexity of the protocol
for Second Price Sealed Bid Auctions is almost the same as the one for the First
Price case. Indeed, when P, sends x;, to all the other parties, so as to prove she
is the winning party, the communication complexity increases by |Z,|. Moreover,
when a winner is identified, only one round has to be re-executed without the
winner’s bid. We present a detailed efficiency estimate in Section 6.

Security Analysis: The security of Protocol ITgp 4 is stated in Theorem 2 and
proven in Appendix E. A game theoretical analysis is presented in Appendix F.

Theorem 2. Under the DDH Assumption, Protocol Ilgpa securely computes
Fspa in the Fsc-hybrid, random oracle model against a malicious static adver-
sary A corrupting all but one parties P; € P and m/2 — 2 parties C; € C.
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Protocol IIspa (Stages 1, 2, 3a and 3b)

Protocol IIspa is executed by parties P = {P1,...,Pn} with a [-bit bids b =
bi1] ... |bu and a deposit committee C = {C1,...,Cn}, interacting among themselves
and with a smart contract Fsc.

Off-chain messages exchange and Stage 1 - Setup: Same as in Protocol IIrpa.

Stage 2 - Before First Veto and Stage 3a - After First Veto: In this stage,
all parties P; follow all the steps of Stage 2 and Stage 3 of I[Irpa respectively and
execute the following extra steps:

. If Py sent vy = giir (i.e., she has bjy = 1 and issued a veto), P; computes V! =

( II vkr)Yif" and checks whether V; # 1 and V;/ = 1. If this is true, it means
k=1,k#i

that P; is the only one who has vetoed (i.e., she is the only party with bg, = 1

for kK =1,...,n, implying she has the highest bid). In this case, P; sends (WINNER,

sid, Pw, Zir) to all other parties.

Upon receiving (WINNER, sid, Puw, Zir) from P, P; it checks whether P, indeed has

the highest bid by checking that X, = g”**, computing V! = ( I Uwr)YUf;”

k=1,k#w

and checking whether V; # 1 and V;/ = 1. If any of these checks fail, proceed to the

Recovery Stage.

If a valid message (WINNER, sid, Pw, Tir) was Pu, all parties P; € P\ P, recompute
k—1 n

Yie= 1] Xme/ [I Xmreforke{l,...,n}\w, k=35+1,...,1 (i.e., excluding
m=1 m=k+1

Pw from the remaining rounds from j + 1 to [), then continue to Stage 3b by

executing the protocol using the new Yj, with a set of parties P\ P, excluding P.,.

If no party has sent a message (WINNER, sid, Py, Zir) by round r = [, then the winner

is dishonest (assuming a tie is not possible) and P; proceeds to the Recovery Stage.

Stage 3b - After First Unique Veto: In this stage, all parties P; € {P1,...,Pn}\

P considers Vy = V! = ( II vwr)Yf;“ =1 (i.e., Vi with the input vy, of Py
k=1,k#w
not representing a veto instead). Then:

— If there does not exist another previous round z with z = 1,...,r — 1 such that

V. # 1, i.e., the first veto was also the first unique veto, then the parties P; €
{P1,...,Pn}\ Puw continue the protocol following all the steps is Stage 2 and Stage
3 described in Section 4 but using the values Y;. recomputed after the first unique
veto was detected. When Stage 2 and eventually Stage 3 are completed, return and
go to the output stage described in this section.

— If there does exist another previous round z with z = 1,...,r — 1 such that V, # 1,

i.e., the first unique veto was not the first veto, then set & = z (i.e., the index of the
last veto is changed from r to z) and the parties P; € {P1,...,Pn} \ Pw continue
the protocol following all the steps from Stage 3 as described in Section 4 but using
F = z when computing their next input v;,+1) and the values Y, recomputed after
the first unique veto was detected. When Stage 3 is completed, return and go to
the output stage described in this section.

Fig. 10: Protocol IIgpa (Stages 1, 2, 3a and 3b).
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Protocol IIspa (Stage 4 and Recovery Stage)

Stage 4 - Output: At this point, all parties know the winner party P, and the
second price b.,. The protocol proceeds as follows:

1. P; computes the second highest bid as by, = bwy1| - - [buwyi, such that by,r = 1
if Vi #1 and by,r = 0 if V; = 1, and sends Py, bw, to all other parties (causing
all parties Py to sign bw, and send sigsk, (Pw|bw,) to each other).

2. In the Setup Stage, P, sent to the smart contract a confidential transaction

txw = (id,In,Out,Sig, 7, + Tchange,, ™) where Out = {(com(bw,s,, ),
Addrs), (work, Addrs), (com(change,,, Tchange,, ), Addrw)}.  Pu  creates a
new confidential transaction txpey = (idpay,INpay, OUtpay, Sigay; T, —
Tchange!,> Tpay) Where In = {(id,com(bw,7s,))}, Out = {(bw,, Addrauc),

(com(change,,, ehange!, ) Addry)}, Sigp,, is left empty, Addreu is the
address of the auctioneer, Addr, is the address of P, and mpay is a
NIZK showing that change!, is between [0,2" — 1]. P, sends (OUTPUT,
51d, Puw, tXpay, {5tgsky, (Pw|bws) Y rein)) to Fsc, which performs txpa, after check-
ing the validity of the message so that the auctioneer receives the payment b,
and P, gets back by — bu,.

3. Finally, all honest parties receive a refund of their deposit from the smart con-
tract, apart from the winning party, who only receives a refund of the fee work
plus the transaction (b, — bw,) computed in the previous step.

Recovery Stage: Parties C; € C listen to Fsc and execute the Share Decryption
step of Il¢ from Figure 3 if requested. In case a party P; € P is suspected of cheating,
the Recovery stage is executed depending on the exact suspected cheating as defined
in Protocol ITrpa, which allows to eventually identify the cheater. If a cheater P; is
identified, the Recovery Stage proceeds as follows:

— Re-execution (unknown P,): in this scenario the winning the party P, is
still unknown, then the parties {P1,...,Pn} \ Pi re-execute the protocol from
Stage 2 without the cheating party P;.

— Re-execution (known P, but unknown b, ): in this scenario the winning
party Py is known but the second highest bid b, is unknown, then the parties
{P1,..., Pu}\{Pi, Pw} re-execute the protocol from Stage 2 without the cheating
party P; and the winning party Puw.

— Complete payment (known P, and b,, but missing payment): in this
scenario both the winning party P, and the second highest bid b, are known,
but P, is has not completed the payment to the auctioneer. Then, P, s deposit
bw + work is distributed by the smart contract as follows: by, is sent to the
auctioneer and the remaining amount, that is equal to (b + work — by,), is
distributed to the other parties.

— Dishonest winner identification: If no party has sent a message (WINNER,
sid, Pw,zir) by round r = [, each P; € P computes a NIZK NW; <+
NW{Q?H, ce, Tl ‘ (‘/1 =1Av1 = i/ifil) V...V (Vl =1Avy = Yﬁ'l)} ShOWing
that they are not the winner and sends to Fsc (RECOVERY-DISHONEST-WINNER,
sid, NW;). All parties P; who do not send a valid NW; are identified as dishonest
and have their deposits distributed among the honest parties.

Fig. 11: Protocol ITspa (Stage 4 and Recovery Stage).
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6 Complexity analysis and comparison to other protocols

In this section we present concrete estimates for the computational and commu-
nication complexity of our first and second price auction protocols, i.e. IIpp4
and IIspya, respectively. We show that, in the first price case, IIpp4 is more
efficient than the state-of-the-art protocol SEAL [4]. In the second price case,
we show that IIgpa only incurs a small overhead (dominated by re-executing
one round) over ITppa.

Stage 1 Stage 2 Stage 3 Total

FAST nl+1+8logl+2  7(8+10n) (I —7)(19+4 22n) 23nl + 201 + 8logl —
117 — 12n7 + 2

SEAL [4] 111+ 12nl T(174+20n) (I —7)(33 +36n) 48nl+ 441 — 167 —
16nT

Table 1: First price auction computational complexity comparison in terms of
exponentiations performed by a party P; € P: n is the number of parties, [ is
the total number of rounds in Stages 2 and 3 (i.e. bit-length of bids), 7 is the
number of rounds in Stage 2.

Stage 1 Stage 2 Stage 3 Total
FAST n((20 4+ 10)|G| + n7(|G|+6|Zq]) n(l—7)(|G| + n(\G|(3l—|—10) +
3k + 4logl) 11|Zq]) |Zg|(111 — 57) + 3k +
4logl)
SEAL [4] 17nl|G| 23nT1|G| 36n(l — 1)|G| (53nl — 13n7)|G|

Table 2: First price auction communication complexity comparison in terms of
transmitted bits by a party P; € P: n is the number of parties, [ is the total
number of rounds in Stages 2 and 3 (i.e. the bit-length of bids), 7 is the number
of rounds of Stage 2, |G| and |Z,| indicate the bit-length of elements g € G and
z € Zq respectively, x id the security parameter, as defined in Section 2.

The First Price Case: A concrete estimate of computational complexity is
shown in Table 1 and one for communication complexity is shown in Table 2. We
estimate these concrete complexities in terms of the number of exponentiations
performed by a party P; and of the number of bits transmitted by a party P; in an
execution of protocol IIrp 4, respectively. Moreover, we compare the complexity
of our protocol with SEAL [4], which is the current state-of-the-art protocol for
First Price Sealed Bid Auctions. In a similar way to our protocol, SEAL requires
all parties to jointly compute the maximum bid bit-by-bit and is subdivided into
a Stage 1 devoted to the setup, a Stage 2 identifying the rounds of the protocol
before the first veto and a Stage 3 identifying the rounds of the protocol after
the first veto. Hence, we highlight the differences in terms of complexity stage
by stage. Note that, in order to make the communication complexities of the
two protocols comparable, both of them has been expressed in terms of |G].
Finally, FAST has an additional Stage 4 guaranteeing that the payment from
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the winning party P, to the auctioneer is executed. On the other hand, SEAL
does not guarantee this property. In particular, Stage 4 requires 1 exponentiation
per party and has a communication complexity equal to 2(n — 1)|G]|.

The Second Price Case: The computational and the communication of the
proposed second price auction is still linear in the number of agents. That is,
assuming that at round r, there is a party who is the only one that is veto-ing,
then the parties have to re-run the r*” round with one less party. More precisely,
by following the notation of Table 1 and 2, let 7 be the number of rounds in Stage
2, then the computational complexity of Stage 1 and Stage 2 is similar to the
first price auction, that is nl41+8logl+2 for Stage 1, and 87+ 10n7 for Stage 2.
Let r, be the number of rounds until there is only a single party who is veto-ing.
Therefore the computational complexity of Stage 3 is 197 + 22nr until there is
only a single veto. After this the parties have to run the protocol with one less
party, i.e., n — 1 parties. Depending on the bid structure of the remaining n — 1
parties, the protocol is either in Stage 2 or Stage 3. Let 7’ denote the number
of rounds until the remaining n — 1 parties get a veto. Then the computational
complexity for these 7/ rounds would be 87/ +10(n—1)7/, and for the remaining
I—(T+7 +7) it would be 19(I— (t+7"+7)) +22(n—1)(I— (t+7'+7)). Using
the same notation, a similar argument follows for the communication complexity
per party in the case of the second price auction.
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Appendix

A Non-interactive Zero Knowledge Proofs of Knowledge
for Stages 2 and 3

We employ the approach of Camenisch and Stadler [22] based on the Fiat-Shamir
heuristc [33] in order to obtain non interactive zero knowledge (NIZK) proofs
of knowledge for discrete logarithm relations. In such NIZK proof systems, no
interaction is required between the prover and the verifier. This property is
crucial for obtaining public verifiability in our protocol, which we need in order
to implement our punishment mechanism.

In particular, we are interested in proving knowledge of the discrete logarithm
of h base g (denoted by DL{w | h = g*}), proving knowledge of discrete loga-
rithms of hy base g1 and ho base go that satisfy a linear equation ayw; +asws = b
(denoted by DLEQ{w1,ws | hy = ¢7"* ANha = g5 Aajwy + aswe = b}) and prov-
ing knowledge of either the discrete logarithm of h; base g; or hsy base go, without
disclosing which one (denoted by DLOR{w1,ws | (h1 = ¢7"*)V (ha = g52)}). We
combine such simple statements using the approach of [22] in order to prove more
complicated relations that are used in forcing parties to execute our protocols
correctly using the GMW methodology [37].

A.1 NIZK for Stage 2 - Before First Veto

In this section we show the structure of proofs for the required NIZKs of Stage
2. The NIZKs prove knowledge of either by, 7ir, i such that g‘;j;r = ¢y = h"ir A
Vir = Y, A X = g% or of by, Iir, Tir such that 3= = Gr = BT A vy = gTir,

iy

where vy, Cir, Xir, g, Yir are public. We denote this NIZK by
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_ Ci . ; .
Bv{biraril‘y Tir, T'ir |(gb% = Cir = hrlr A Vip = }/i:lr A Xir - :E“)\/
(gcli.!; = % = h'ir N\ Viy = gﬁr)}

Following the approach proposed by Camenisch and Stadler [22] we construct
this NIZK as follows:

Fy = DL(h, i) © | DL(Yir, vi) 0 DL(g,Xir)}

FQ = DL(h, Cir/g) ® DL(gavir)

Therefore we need to show
F=FUF,

To prove the knowledge of either Fy or F, assuming that F, is known, party
i proceeds as follows:

1. Choose V = (31, Ta, T3, 4) with 7; & Z, and @ = (@1, W2) with @, = 0 and
w; & 7, for i # a, and compute t; = TR, ty = v Y2ty = X2 gPe,
ty = (‘;%)w2 hvs, and t5 = vy,? g™

2. H= H(ha CiraKraviragaXira %at1;t2at37t4at5) (HlOd q)

3. I' = (v1,72) where

_ JH— (0w +wz) (mod q), if i=a
V= W;, otherwise

4. R = (r1,re,13,74,75) Where r1 = U1 — 7421, Ta = U3 — YaZ2, T3 = U2 — Va2,
ry = U3 — Va3, and 15 = U4 — Ya24 (all equations are modulo ¢), in which
(xlax27x37$4) = (rir7xi!‘7070> lf(){ = 17 and ($1,$2,$3,$4) = (0707rirafir) lf
a=2.

The resulting proof is (v1, 2,71, 72,73, 74,75). The validity of the proof can be
checked by first re-constructing the commitments. That is,

! 1T e G Ve o) I Y1 T3

t=c, h ty =0, Y t;=X,'9
Cs

I (Y2174 I V2,75

t4—(g) h ts = Vi g

and then checks the following condition

Cs
71 + Y2 = H(ha Cir, Kr7virag7Xir7 §7t/17t/27tgatilatg)
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A.2 NIZK Stage 3 - After First Veto

In this section we show the structure of proofs for the required NIZKs of Stage
3. The NIZKs prove knowledge of either by, i, i such that S= = ¢; = A"r A

b
p— Ti j—
== h r /\ di’\r ==
g it A Vir = @4 ir, or Of bir,rir,xif,,xir S ]Cl la Lbi‘" = Gr

g

g’ir
vip = Yr'" A Xir = g"'r, or of bix, 7ir, T, Tir such that e = <

ghir g hir A dig =
Y A Xig = g™ A = Yip™ A Xje = g™, We denote this NIZK by

— — c. i : .
AV{bir; Tir, Lir, iz, Tir, Tiv |(i = Cir = h'= A Vir = Yriflr A Xy = ﬂcm)\/
gblr
G G ; Tie "
( géfr - g =" Ndg = g™ Ave = g™V
.. P ) -~ o
(g;;r, = ; =h" A dg = YT A Xig = g™ A

e = Y2 A Xir = g7}

Following the approach proposed by Camenisch and Stadler [22] we construct
this NIZK as follows:

Py = DL(hcir) © | DL(Yie, vie) N DL(g, Xir)|

FQ = DL(h7Ci!‘/g) ® DL(gale> ® DL(g7vir)

By = DL(h, cic/g) ® [DL(Yi;, dz) N DL(g, Xﬁ)} ® [DL(Yir, vie) N DL(g, Xir)
Therefore we need to show
F=FUFUF;

To prove the knowledge of either l:"l or 1:"2 or 153, assuming that Fa is known,
party i proceeds as follows:

1wmm%V:@hmmﬂ%%%jm@meNiﬁaszum@%@)

with @, = 0 and w; & Zq for i # o, and compute t; = TRty = v Y2,
t3 = X;ﬁlg%, ty = (%)wr"hﬁs, ts = d;i?gm, te = U;ﬁzgﬁs, tr = (%)@3h66,
tg = d?;’yvigZ tg = nggm, tio = viiflsy'ifs and t1; = X§3gﬁs.

2. H= H(h; Cir7Y}r>UiragaXira %adi/f?}/i’r\a Xi’r\atlat25t37t47t57t6>t77t87t97t101t11) .
3. I'= (’715727/73) where

_ [ H = (01 + @y +w3) (mod q), if i=a
V= w5, otherwise
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4. R = (r1,r2,73,74,75,76,77,78,T9,10,711) Where 11 = 01 — Yo&1, T2 = Vg —
Va2, '3 = VU2 — YaX2, T4 = U3 — Va3, 's = U4 — YaZ4, 76 = Us — Yals,
r7 = U6 —Ya%6, I's = U7—Yal7, T9 = U7 —Yal7, I'10 = U8 —YaZs and riy = Ug—
vaZs (all equations are modulo ¢), in which (z1, z2, z3, T4, x5, 6, T7,T8) =
("ir, 3, 0,0,0,0,0,0) if & = 1, and (21, 22, 23, T4, 5, g, 7, 28) = (0,0, rip,
Ti#y Tir, 0,0,0) if o = 2, and (z1, ©2, 3, T4, 25, Tg, 7, 28) = (0,0,0,0,0, 7y,
ZiF, Tir) if @ = 3.

The resulting proof is (v1, V2, V3, 71,72, '3, T4, 5, 76, T'7, '8, T9, 710, '11). The valid-
ity of the proof can be checked by first re-constructing the commitments. That
is,

/o i I M1y I yw1 T3

tl_cirh tZ_UiI‘Y t3_Xirg
Cs

! ir T I g2 T a2 T

t4—(?)72h4 ts =dg g™ te = Vi 9°°
Cs

I (Y3 T I _ J¥3V/Ts I _ yv3 T

t7—(g) h ts = dig Yz ty= Xz 9

/I __ V3 T10 A REPRST]

tio = Vi Yir = X3'9

and then checks the following condition

Cir

’Yl+72+73 == H(h7 Cir, }/ira Vir, 9, Xil‘; ?a di?a }/i?v Xi?v tla t2a t3a t4a t5a tﬁa t7a t87 t97 th? tll)

B Simplified UTXO model

Bitcoin [55] and other similar cryptocurrencies use the concept of unspent trans-
action output, or UTXO, that represents an indivisible amount of currency
locked to an owner [16]. Each transaction contains a certain number of consumed
UTXO, named transactions inputs, and created UTXO, named transaction out-
puts. In particular, a UTXO defines a number representing a certain amount of
currency and a locking script specifying the conditions that has to be satisfied
to use the UTXO as a transaction input (i.e. spend the UTXO). Note that each
created UTXO can have a different recipient and that, in case the amount of
currency that has to be transferred is smaller than the sum of the inputs, a
change UTXO is created, i.e., an UTXO that is still owned by the sender of
the transaction. Miners have the role of checking if the unlocking conditions are
satisfied and if the sum of the inputs is greater than the sum of the outputs.

In order to focus on the novel aspects of our protocol, we represent cryptocur-
rency transactions under a simplified version of the Bitcoin UTXO model and
we only consider operations of the “Pay to Public Key” (P2PK) output type.

Representing Addresses: An address Addr = pk is simply a signature verifica-
tion key associated to a certain secret key sk, where pk and sk are generated by
the key generation algorithm Gen(k) and subsequent signatures o are generated
by the signature algorithm Sig(sk,.) = sigsk(.);

Representing Transactions: We represent a transaction in our simplified UTXO
model by the tuple tx = (id,In,Out,Sig), where id € {0,1}" is a unique
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transaction identification, In = {(idj,ini),...,(idm,iny,)} is a set of pairs
of previous transaction id’s id € {0,1}* and their values in € N, Out =
{(outy, Addry), ..., (out,, Addr,)} is a set of pairs of values out € N and ad-
dresses Addr and Sig = {o1,...,0m} is a set of signatures o.

Transaction Validity: A transaction tx = (id, In, Out, Sig) is considered valid
if, for all (id;,in;) € In and (out;, Addr;) € Out, the following conditions hold:

1. There exists a valid transaction tx; = (id;, In;, Out;, Sig,) in the public ledger
such that (in;, Addr;) € Out;.

2. There exists o; € Sig such that o; is a valid signature of id|In|Out under
Addr;, i.e., Ver(pk;,id|In|Out, ;) = True.

3. It holds that > ;" in; = > 7_, out;.

Generating Transactions: A party controlling the corresponding signing keys
ski, ..., skp, for valid UTXO addresses Addry, ..., Addr,, containing values inj,
...,1in,, can generate a transaction that transfers the funds in these addresses
to output addresses Addroys 1, ..., Addroyt » by proceeding as follows:

1. Choose a unique id € {0, 1}*.

2. Choose values outy, ..., out, such that 3" in; = 377, out;.

3. Generate sets in and Out as described above and sign id|In|Out with the
signing keys corresponding to Addry, ..., Addry,, i.e., 0; = sigsk, (id|In|Out)
fori=1,---,m , obtaining Sig = {o1,...,0m}.

4. Output tx = (id, In, Out, Sig).

C Publicly Verifiable Secret Sharing (PVSS)

In this section, we present the PVSS protocol mpygs from [24] described in
Figure 12. In order to instantiate this protocol, the NIZKs described below are
also necessary.

NIZK for Discrete Logarithm Equality (DLEQ): This NIZK from [25]
is used to prove that, given g1, ..., gy and x1, ..., T, the discrete logarithms of
every x; with base g; are equal, i.e., x; = g for all ¢ = 1,...,m for some
a € Zg (the same « for all 7). It is denoted as DLEQ((gi, %i)1, (hi, yi)i)- In this
NIZK, the prover computes € = H(g1,- .., Gm,T1y---sTm, AL, .., Qm), for H()
a random oracle (that will be instantiated by a cryptographic hash function)
and z as above. The proof is (ai,...,am,e,2). The verifier checks that e =

H(g1, - 9msT1, -+ Tmy A1, - - ., Q) and that a; = g7x$ for all 4.

NIZK for Low-Degree Exponent Interpolation (LDEI): This NIZK
from [24] is used to prove that, given generators g1, ¢gs,. .., gm of a cyclic group
G4 of prime order ¢, pairwise distinct elements oy, as, ..., oy, in Z, and an in-
teger 1 < k < m known by a prover and a verifier, for p(z) known by the prover, it

holds that (z1,z2,...,Tm) € {(g{““,g?”% . ,gﬁfum)) :p € Zy[X],degp < k}
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We denote this NIZK by LDEI((gi)ie[m]7 (ai)ie[m]y k, (xz)ze[m]) In this NIZK,

the sender chooses r € Z,[X]<y uniformly at random and computes a; = g:(ai)

foralli=1,...,m, e = H(x1,%2,...,%m,a1,02,...,ay,) and z =¢e-p+r. The
proof is then (a1, as, ..., am,e, z). The verifier checks that z € Z,[X]<y, that §-
a; = gf(ai) holds foralli = 1,...,mand that e = H (21,22, ..., Tm, 01,02, ..., Gm).

Protocol wpyss from [24)]

Let h be a generator of a group G4 of order ¢. Let H(-) be a random oracle. Protocol
Tpvss is run between n parties Pi,...,Pn, a dealer D and an external verifier V'
(in fact any number of external verifiers) who have access to a public ledger where
they can post information for later verification.

1. Setup: Party P; generates a secret key sk; < Z,, a public key pk; = h*¥ and
registers the public key pk; by posting it to the public ledger, for 1 < i < n.

2. Distribution: The dealer D samples a polynomial p(X) < Z4[X]<t+¢—1 (where
t = [5] — 1 and £ is the number of secrets) and sets so = p(0),s1 =
p(—1),...,80-1 = p(—(£ — 1)). The secrets are defined to be Sy = h°°,S; =
hot ..., Se—1 = h%=1. D computes Shamir shares o; = p(i) for 1 < i < n. D
encrypts the shares as &; = pk;® and publishes (61,...,5,) in the public ledger
along with the proof LDEI that ; = pkf(i) for some p of degree at most t+£—1.

3. Verification: The verifier checks the proof LDEI.

1
4. Share decryption® (for P;): On input &;, pk;, decrypt share &; = &;ki = h%
and publish it in the ledger together with PROOF; = DLEQ((h,5:), (pki, 5:))
(showing that the decrypted share &; corresponds to ;).
5. Share decryption verification: Apply the verification algorithm of the DLEQ
proof PROOF; and complain if this is not correct.
6. Secret reconstruction algorithm Recg: On input {G;}ico for a set Q of

exactly n — ¢ indices, for j € [£ — 1], Set A\ = [Limeomei == for all i € Q
A9

) () ;
and compute Sj = HzeQ(&l) i o= HiEQ hP(’L))\ﬂ — pP(=0) — h®7, and publish
the values S;.

¢ Amortized share decryption (for P;): If the PVSS has been used several times
where P; has received in each case a share 65, P; can decrypt shares as above but
publish one single proof PROOF; = DLEQ((h, (6{)a), (pki, (6§)a))-

Fig. 12: Protocol mpy gs from [24]

Definition 1 (Definition 4 from [24]). Indistinguishability of secrets
(IND1-secrecy) We say that the PVSS is INDI-secret if for any polynomial
time adversary A corrupting at most t — 1 parties, A has negligible advantage in
the following game played against a challenger.

1. The challenger runs the Setup phase of the PVSS as the dealer and sends
all public information to A. Moreover, it creates secret and public keys for
all honest parties, and sends the corresponding public keys to A.
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2. A creates secret keys for the corrupted parties and sends the corresponding
public keys to the challenger.

3. The challenger chooses values xo and x1 at random in the space of secrets.
Furthermore it chooses b < {0, 1} uniformly at random. It runs the Distribu-
tion phase of the protocol with xo as secret. It sends A all public information
generated in that phase, together with Xy .

4. A outputs a guess b’ € {0,1}.

The advantage of A is defined as |Pr[b=b']—1/2|.

Proposition 1 (Proposition 3 from [24]). Protocol wpyss is IND1-secret
under the DDH assumption.

D Proof of Theorem 1

In this section, we provide a full proof of security for Protocol IIpp4. In order
to prove Theorem 1, we first the following auxiliary Lemmas:

Lemma 1. Under the DDH Assumption, the Pedersen commitment scheme [58]
is computationally binding and unconditionally hiding:

— Computationally binding: under the DL assumption, for any PPT algo-
rithm the probability e(q) of finding si1,t1,s2,t2 € Z, such that s1 # so
and com(sy,ta) = com(sa,ta) is negl(q).

— Unconditionally hiding: for any si1,s2 € Zq and t1,t2 & Zqg, it holds that

| Pr[D(com(s1,t1)) = 1] — Pr[D(com(sa,t2)) = 1] | = negl(q) for any dis-
tiguisher D, i.e., {Com(sl’b)}slezq,tlizq and {Com(sl’b)}szezq,tzizq are

statistically indistiguishable.

Proof. It is proven in [58] that the Pedersen commitment scheme is computation-
ally binding and unconditionally hiding under the assumption that the Discrete
Logarithm problem is hard, which is implied by the DDH assumption.

Lemma 2. Under the DDH Assumption and in the random oracle model, there
exists a EUF-CMA [38] secure digital signature scheme.

Proof. There exist a number of digital signature schemes whose security is im-
plied by the DDH assumption in the random oracle model, e.g., [59] and [13].

Lemma 3 (Theorem 5 from [21]). Under the DDH Assumption and in the
random oracle model, the range proofs computed in Stage 1 of IIppa guarantee
the zero knowledge, the proof of knowledge and the soundness properties.

Lemma 4 (From [22]). Under the DDH Assumption and in the random oracle
model, the NIZKs BV , AV, NW and CC computed respectively in Stage 2,
Stage 3 and the Recovery Stage of IIppa have the zero knowledge, the proof of
knowledge and the soundness properties.
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Lemma 5 (Lemma 2 from [4]). Under the DDH Assumption, gzven Xip = g™
with T4 F Z and i € [1 n} Yo = l_ =1 gxkr/ Hk i+1 grhr = g(zk 1T = kmie IM)

of

and Yy = Zk 1 Thr — Zk:i_H Thr wzth i€ [L,n], i€ [l,n], 7,7 € [1,n]
such that i # @', g™ with 7 & Zq and i € [1,n] \ {#,3"}, g™, g7
& C{ay:ic[1,n)\{7,7"}} and a challenge 2 € {A, B}, it is computationally
hard to find if 2 = A or 2 = B, where:

A — (97@7 gwerM,ga:erzr . g Tyt —1p%i —1r g i Tilr g il 1774 +1r . ga:Z”Tyz”r . ,g‘TTLTZTL’V‘)

B — (g,é,gwMZIT,gmer2r7 L. ,gwi/—lr‘zi/—lr nglr’rz’r g il +1T ¥ +1r . gwl//r’l‘lur . ’ga:,,wz.,”«)

where zy s either yg (note that when zy; = yu the value g*r*r is equal to the

message Vi = Ylf" = g%V of [Ippa representing a no veto) or T4 (note that

when ziy = T4, where Ty & Zq, the value g*w*r is indistinguishable from the
message vy = g'" of Ilppa representing a veto) for i € [1,n]\ {¢,7'}, and &
is chosen by an adversary A. Intuitively, it is not possible to distinguish two
executions in which there is at least one veto but the number of parties vetoing
is different and it is not possible to learn if a party vetoed or not by checking viy.

Lemma 6 (Lemma 3 from [4]). Under the DDH Assumption, let H be a set
of honest parties and C be a set of parties corrupted by an adversary A. For each
P € H, let vpy be her message in Stages 2 or 3 during a round r of lppa,
corresponding to an input bit bp,.. Then, A learns no more than VP;LEH bhr. In
particular, in case vPhe'H bpr = 0, A learns that by, = 0 for each Py, € H. On
the other hand, in case \/PheH bpr = 1:

— A is not able to distinguish two executions in which the number of honest
parties Pp € H with by, = 1 is different.

— Let Py, , Pn, € H be honest parties with input bits by, p, bn,r such that by, , #
bh,r and messages vp, p, Up,r respectively. Then, A is not able to distinguish
Uhyr GNA Vpyr.

Based on the above Lemmas, we prove Theorem 1, which we reproduce below
for the sake of clarity.

Theorem 1 Under the DDH Assumption, Protocol Ilppa securely computes
Frpa in the Fsc-hybrid, random oracle model against a malicious static adver-
sary A corrupting all but one parties P; € P and m/2 — 2 parties C; € C.

Proof. In order to prove this theorem, we construct a simulator Sppa (Figures
13, 14, 15 and 16) that performs an ideal execution with Frp4 and interacts
with an internal copy of the adversary 4, simulates honest parties, Fsc and the
random oracle in an execution of Protocol IIpp4 with A in such a way that
this execution is indistinguishable from an execution between A and an honest
party in the real world. Throughout this execution, Sppa perfectly emulates
Fsc and the random oracle unless stated otherwise. In order to show that an
ideal execution with Sppa and Frp4 is indistinguishable from a real execution
of IIppa with A and honest parties, we argue that the view of A in the real
world and of Sgpp4’s internal copy of A is indistinguishable. In particular:
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Simulator Srpa (Stage 1)
Let H be the set of simulated honest parties, C be the set of parties corrupted by
the adversary A, Cy be the set of simulated members of the committee and C¢ be
the set of members of the committee corrupted by the adversary A.
Stage 1 - Setup.

— Generating Parameters with Trapdoor: Sppa samples g & G, t & Zq
and computes h = g'. Trapdoor t will allow Srpa to equivocate commitments
later. When A queries Fsc with (PARAM, sid), Sppa returns these values (PARAM,
sid, g, h).

— Simulating Honest Parties: Sppa simulates each honest party P, € H using
dummy input bids bj, = b},,|...|b},; such that b}, < {0,1} forr =1,...,l. Srpa
follows the steps of an honest party with input b}, in IIrpa to do the following:

1. Generate pkp, transaction txy, shares (Gn1,...,0mm, LDEI) of gb;L and hrbgb,
proof of consistency CCh + CC((pke;)jcimi> (3)seiml> 9> by ch, (65)jem]) > then
send (SETUP7 sid, Pr, txn, pkn, (&hh . ,&hm), LDFEI, CCh) to each C; € Cc.

2. Upon receiving (SETUP-VERIFICATION, sid, Sigc;,n) from all C; € Cc, compute
Sth = ’H(tmek‘h) and Sth = H((é’hl, .o .,a'hm),LDEImCCh) and send
(SETUP, sid, Py, txp, pkn, SH1p, SH2y, Sigc, h,y - - -, S’L'gcm,h)) to Fsc.

3. Generate values cp1,- -+ ,chiy Xn1, -+, Xn (sample zpy & Zq, then Xp, = g®hr)
and send them to all other parties.
4. Upon receiving X1, -+ , X from A for all P. € C, computes Yy, for each Py, € H

and k=1,...,1[.
— Handling messages from .A:

1. Upon receiving (SETUP, sid, Pq, tXa, pka, (Fa1,---,0am), LDEI,,CC,) from A
trough P, € C to C; € Cxn, Srpa follows the steps of IIc to verify
tXa, (Galy .- 8am), LDEI,,CCq. If all the checks pass, computes the hashes
SH1, = H(txe,pke) and SH24 = H((Ga1,...,6am), LDEI,,CC,) and the
signature Sigc;,a = sigsk/cj (SH14|SH2,), then sends (SETUP-VERIFICATION,

sid, Sigcj,a) to Pg.

2. Upon receiving the message (SETUP, sid, Pa, tXa, pka, SH14|SH2,,
Sigey,as -« -5 519¢,,,a) from A trough P, € C to Fsc, Srpa follows the steps
of Fsc to verify that SH1, = H(txa,pke) and Sigcj,a for each C; € Cx» U Cc,
continuing the execution if the checks pass and simulating the recovery procedure
otherwise.

3. If the checks pass, Sppa uses the knowledge extractor for the NIZKs in order to
extract the bids b, for each party P, € C from their range proofs (ms,, Tchange)
included in the transactions tx,. Then, Srpa sends (BID, sid, coins(b, + work))
for each extracted bid b, to Frpa on behalf of P,.

Fig. 13: Simulator Sppa (Stage 1).

— Stage 1 - Setup: Spp 4 simulates each honest party P, € H using a dummy
input bid by, = bpy] ... by with bpy < {0,1} for r = 1,...,1 and computes

the bit commitments cp, = ¢”»*h™ for r = 1,...,1, the bid commitment
1 I—r l I—r
ch = [lmy G = gP"h2r=12""Trr the range proofs (T, s Tehange)s shares

(Ghis--+Ohm, LDEI}) of g’ and A" and the proof of consistency C'C},.
However, by Lemma 1, due to the hiding property of the commitments, cpy
forr = 1,...,1 and ¢}, are indistinguishable from the commitments of the
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Simulator Srpa (Stage 1 - Continuation)

Simulating an honest party vetoing or not vetoing. considering P, € H, in a
round r during Stage 2 or Stage 3 requires Sppa to compute vy, as follows:

{Yhzrh', if Sppa simulates a no veto
Vhr =

_ s - . .
The < Zq,9" ", if Sppa simulates a veto

and generate NIZKs showing that v, has been computed according to both the first
r bits of the dummy input bid b}, (i.e. b1, ..., b,,) and the outputs of the protocol
in the previous rounds (i.e. Vi,...,Ve—1) by using the NIZKs simulators. Whether a
simulated honest party vetoes or not is decided by Sppa according to rules, defined
in Stage 2 and Stage 3 of Sppa, meaning that the behavior of simulated honest
parties is completely independent of the dummy input bid b},. In Stage 2, Sppa

uses the simulator of NIZK BV {b,,,The, Thr, Thr | (Cb’/;r = Chr = R A vpe =
g’

Yo A Xpe = g*hr) V(S = % = h"™r A wvpe = g""r)} to generate a proof

g hr
BV, and sends (vpe, BViy) to all parties. In Stage 3, uses the generator of NIZK
AVv{b;w,7“;11‘7.1‘]—“(-,17h;7 Thr, The | ( cb’i‘" = Chr = A" AN vpy = Yhzr}” A Xpr = gzhr) Vv
g'hr _
(761;2" = % = hrhl‘ A dhr — g"'hf A Vhy = g"'ht) \Vi ( bel;: — C% = hrhr A dh? =
g LY g r

Y, 5 A Xpg = g7hF A e = Y' A Xpr = g%7)} to generate a proof AVj, and sends
(Vir, AViy) to all parties.

Fig. 14: Simulator Sppa (Stage 1 - Continuation).

corresponding parties in the real world. Moreover, by Lemma 3, due to the
zero knowledge property of NIZKs, (7, , Tchange) are indistinguishable from
the range proofs of the corresponding parties in the real world.

Similarly, by Lemma 4, due to the zero knowledge property of NIZKs, C'C},
is indistinguishable from the NIZK of the corresponding party in the real
world.

On the other hand, by Lemma 1, due to the binding property of the commit-
ment, the bids b, of each corrupted party P, € C, extracted by Sppa using
the NIZKs knowledge extractor (given the proof of knowledge property of
NIZKs by Lemma 3), from the range proofs (s, , Tehange), cannot be changed
later. Then, by Lemma 3, due to the soundness property of the NIZKs, it is
computationally hard for the adversary A controlling each P, € C to com-
pute the range proofs while the bids are not in the expected range. Moreover,
by Lemma 4, due to the soundness property of the NIZKs, it is ensured that
at every round the inputs of all P, € C are computed according to the initial
bid b. and the protocol rules.

Moreover, by Proposition 1, (6p1, ..., 6hm, LDEI}) does not leak any infor-
mation about the bids and it is guaranteed that the shares distribution is
valid.

Finally, by adopting a EUF-CMA secure digital signature, whose existence
is given by Lemma 2, in each round r no P. € C has the chance to forge
a signature sigsk, (msgr,) for a certain message msg, . pretending to be
an honest party P; in the real world, 7.e., no transaction tx; nor a proof
of cheating m. = (MSgri, Sigsk; (MSGri), MSGL;), indicating that P; sent con-
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Simulator Srpa (Stages 2 and 3)

— Stage 2 - Before First Veto. Let r, be the first round in which a veto occurs,
i.e., Vo, # 1. Then, for r = 1,...,r, Sppa waits for (ROUND-WINNER, sid, byr)
and proceeds as follows:

1. (honest winner) If by = 1 and ber = 0 for each P, € C (note that Sppa has
previously extracted the bids of the corrupted parties), then Py, ¢ C, i.e., the
winner is known to be honest by Sppa but its identity will be known during
Stage 4 only. In this case, Sppa simulates one honest party Py, € H picked
at random vetoing and simulates all the other honest parties not vetoing
again, then goes to Stage 3.

2. (corrupted winner) If byr = 1 and Sppa receives (LEAK-TO-WINNER, sid, Iy )
from Frpa, then P, € C and its identity is known by Sppa. In this case,
Srpa simulates all honest parties P, € H not vetoing and goes to Stage 3.

3. (know nothing) If neither condition 1 nor 2 occurs, then nothing is known yet
regarding P, (neither its identity nor if P, is corrupted or not). If byr =1
then Sppa simulates all honest parties P, € H vetoing and goes to Stage 3.
If bywr = 0 then Sppa simulates all honest parties P, € H not vetoing and
continues to simulate Stage 2.

4. If an honest party Pp executing I1ppa would initiate the Recovery Stage,
Srpa simulates Pp, € H initiate it with the simulated Fsc. Then, at the end
of each round r, Sppa receives (ABORT?, sid) from Frpa. If any P, € C
has been identified as a cheater in the Recovery Stage, Srpa sends (ABORT,
sid, Pg) to Frpa, otherwise Sppa sends (PROCEED, sid) to Frpa.

— Stage 3 - After First Veto. Forr =r,,...,l Sppa waits for (ROUND-WINNER,
sid, bwr) and proceeds as follows:

1. (honest winner) If condition 1 of Stage 2 occurred or occurs during Stage
3, Srpa eventually picks at random one simulated honest party Py, € H
(in case it has not been already picked during Stage 2) and simulates her
vetoing if by, = 1 and not vetoing if by, = 0 until r = [ and simulates all
the other honest parties not vetoing again

2. (corrupted winner) If condition 2 of Stage 2 occurred or occurs during Stage
3, Srpa simulates all honest parties P, € H not vetoing until r = [.

3. (know nothing) If neither condition 1 nor 2 occurs, then nothing is known
yet regarding P, (neither its identity nor if P, is corrupted or not).

If bwr = 1 then Sppa simulates all honest parties P, € H vetoing. If by =0
then Sppa simulates all honest parties P, € ‘H not vetoing.

4. If an honest party P}, executing protocol ITrpa would initiate the Recovery
Stage, Sppa simulates Pj, € H initiating it with the simulated Fsc. Then,
at the end of each round r, Sppa receives (ABORT?, sid) from Frpa. If any
Pa € C has been identified as a cheater in the Recovery Stage, Srpa sends
(ABORT, sid, Pa) to Frpa, otherwise Sppa sends (PROCEED, sid) to Frpa.

Fig. 15: Simulator Sppa (Stages 2 and 3).

flicting messages, or m. = (MSgri, Sigsk, (MSgri), indicating that P; sent an
invalid message, can be forged. Additionally, A cannot deny having sent a
message that it has signed in the past. Hence, proofs of cheating cannot be
repudiated.
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Simulator Srpa (Stages 4 and Recovery)

— Stage 4 - Output. Once Sppa receives (ANNOUNCE-WINNER-AND-REFUND,
sid, Pw, bw, coins(b; + work)) from Frpa:

e If P, € C and P, deviates from the protocol during Stage 4, then Sppa
simulates the recovery procedure with the simulated Fsc. After P, halts,
Srpa outputs whatever P, outputs.

e If P, € C but P, does not deviate from the protocol, then the execution is
is concluded as in the real world.

e If P, ¢ C then the winning party P, in the real world is one of the honest
parties. In this case, Srpa simulates P, € H winning and opening her
commitment ¢, not to her dummy input bid b., but to the actual bid by,
received from Sppa. Note that P, € H is, in general, different from the
simulated winning honest party Py, € H that was picked at random during
the simulation of Stage 2 or 3. Sppa uses trapdoor ¢ from Stage 1 - Setup
to find a randomness r’ such that c,, = com(b.,r’) by solving by, +t -1y =
by + -7 for 1.

— Recovery Stage. Sppa perfectly emulates Fsc. In particular, in case P,
is corrupted and did not send (OUTPUT, sid, Puw, bw, b, , {5igsky, (bw) trein)) tO
Fsc, Srpa identifies P, anyway by observing the extracted inputs bids b,
from each P, € C. Then, Sppa simulates all honest parties P, € H sending
(RECOVERY-PAYMENT, sid, NW}) to Fsc where NWj, + NW{(Vi = 1A vy =
YR )V oV (Vi=1Avp =Y M)} is generated using the simulator for NW.
Moreover, Sppa simulates each committee member C; € Cx by follow-
ing Ilc. Indeed, upon receiving (OPEN,sid, P,), where P, € C, from Fsc,
Srpa simulates C; using the share decryption procedure from 7pyss on 645,
obtaining G4j, DLEQ.;. and sending (SHARE-DECRYPTION, sid, (Ga1, ..., 0am),
LDEI,,CCla,54;, DLEQ.;)) to Fsc.

Fig. 16: Simulator Sppa (Stages 4 and Recovery).

— Stage 2 - Before First Veto and Stage 3 - After First Veto: Sppy

simulates each honest party P;, € ‘H vetoing or not vetoing in each round r,
by using the NIZKs simulator, in a way that is decided arbitrarily by Sppa
and that is completely independent of the dummy input bid by,.

In particular, Sppa simulates each honest party P, € H vetoing or not
vetoing coherently with the extracted input bids b. from each party P, € C
corrupted by the adversary A and the bit by, learnt from Frp 4 in each round
r, i.e., in case a corrupted party is known to be the winner, Spp4 simulates
each honest party P, € H not vetoing until r = [. On the other hand, in
case an honest party is known to be the winner, Spp 4 simulates one honest
party Py, € H picked at random vetoing or not vetoing according if b,y =1
or b,y = 0 respectively and simulates all the other honest parties not vetoing
again. Similarly, if nothing is known about the winner, Spp4 simulates all
honest parties Py, € H vetoing or not vetoing according if by, = 1 or byyr =0
respectively. We will argue why the view of the adversary A in the simulation
by Sppa is indistinguishable from the real world execution.
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By Lemma 4, due to the zero knowledge property of NIZKs, BV}, and AVj,
are indistinguishable from the NIZKs of the corresponding parties in the real
world. Moreover, by Lemma 5 and Lemma 6, it is proven that the inputs vy,
of the veto protocol and the output V; of each round r are indistinguishable
from the inputs of the corresponding parties and the output in the real world.
On the other hand, Spp4 can compare the extracted bids b, of each P, € C
with the output of each round V; to discover if one of the honest parties
in the real world in the winner of the auction. In that case, as described in
the simulator, Spp4 simulates one honest party Py, € H picked at random
behaving as winner. However, by Lemma 5 and Lemma 6, the adversary A
cannot distinguish which honest party is the winner.
— Stage 4 - Output: in case one of the honest parties in the real world is the
winner of the auction, in the output stage she will reveal her identity and
open the commitment to her bid com(by,,) towards the smart contract
by sending (OUTPUT, sid, Py, buw, ., , {595k, (bw) kem]) to Fsc. In the ideal
world, as described in the simulator, Spp 4 has to simulate P,, € ‘H winning
and opening her commitment ¢,, not to her dummy input bid ¥, but to the
bid b,, of P, in the real world, i.e., equivocate the commitment. Note that
Pw € H is, in general, different from the simulated winning honest party
Pr., € H that was picked at random during the simulation of Stage 2 or 3.
However, by Lemma 5 and Lemma 6, the adversary A cannot distinguish if
P is different from Py, .
Moreover, by Lemma 1, due to the unconditionally hiding property of the
commitment, the adversary cannot learn that c,, initially was a commitment
to b, instead of by,.
Recovery: Sppa simulates aborts and corresponding recovery stages if A
deviates from the protocol as in an actual execution of IIppa, i.e., when an
honest party would have triggered the Recovery Stage. Moreover, by Lemma
4, due to the zero knowledge property of NIZKs, NW}, for each P, € H
are indistinguishable corresponding NIZKs in the real world. Finally, by
Proposition 1, it is guaranteed that the shares reconstruction is valid.

Hence, the view of A in the real world and of Sgpp4’s internal copy of A is
indistinguishable, which concludes our proof.

E Proof of Theorem 2

In this section, we prove Theorem 2, which we reproduce below for the sake of
clarity.

Theorem 2 Under the DDH Assumption, Protocol Ilgpa securely computes
Fspa in the Fsc-hybrid, random oracle model against a malicious static adver-
sary A corrupting all but one parties P; € P and m/2 — 2 parties C; € C.

Proof. In order to prove this theorem, we construct a simulator Sgp4 (Figure 17,
Figure 18, Figure 19) that performs an ideal execution with Fsp4 and interacts
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Simulator Sspa (Stages 1 and 2)

Let H be the set of simulated honest parties, C be the set of parties corrupted by
the adversary A, Cy be the set of simulated members of the committee and C¢ be
the set of members of the committee corrupted by the adversary .A.

— Stage 1 - Setup. Same as in Srpa.
Simulating an honest party vetoing or not vetoing. Same as Srpa.

— Stage 2 - Before First Veto. For every round r before the first veto, Sspa
waits for (ROUND-WINNER, sid, byy) and proceeds as follows:

1. (honest winner) If Fspa sends (ANNOUNCE-WINNER, sid, P) to Sspa, then
the winner is an honest party P,. Thus, Sspa simulates P, vetoing and
proving to be the winner by sending to all the other parties (WINNER,
sid, Pw, Twr) and simulates all the other honest parties not vetoing again,
then goes to Stage 3b.

2. (corrupted winner) Upon receiving (LEAK-TO-WINNER, sid, ry,) and subse-
quently (ANNOUNCE?, sid, Py) from Fspa, Sspa learns the identity of
the winner P, and that is corrupted. If 4 sends a message (WINNER,
sid, Pw, Twr) then Sspa replies (ANNOUNCE, sid) to Fspa, otherwise it
replies (NOT-ANNOUNCE, sid) to Fspa. Then Sspa simulates all honest par-
ties Pn € H not vetoing and goes to Stage 3b.

3. (know nothing) If neither condition 2 nor 3 occurs, then nothing is known yet
regarding P,, (neither its identity nor if P, is corrupted or not). If byr = 1
then Sspa simulates all honest parties P, € H vetoing and goes to Stage
3a. If byr = 0 then Sspa simulates all honest parties Pn, € ‘H not vetoing
and continues to simulate Stage 2.

4. If an honest party Pj executing IIspa would initiate the Recovery Stage,
Sspa simulates Py, initiating it with the simulated Fsc. Then, at the end
of each round r, Sspa receives (ABORT?, sid) from Fspa. If any P, € C
has been identified as a cheater in the Recovery Stage, Sspa sends (ABORT,
sid, Pa) to Fspa, otherwise Sspa sends (PROCEED, sid) to Fspa.

Fig. 17: Simulator Sspa (Stages 1 and 2).

with an internal copy of the adversary A, simulates honest parties, Fsc and the
random oracle in an execution of Protocol ITgp4 with A in such a way that this
execution is indistinguishable from an execution between 4 and an honest party
in the real world.

Throughout this execution, Sgpa perfectly emulates Fsc and the random
oracle unless stated otherwise. In order to show that an ideal execution with
Sspa and Fgpy is indistinguishable from a real execution of IIgp4 with A and
honest parties, we argue that the view of A in the real world and of Sgpa’s
internal copy of A is indistinguishable. In particular:

— Stage 1 - Setup: Same as Theorem 1.

— Stage 2 - Before First Veto and Stage 3a - After First Veto: In terms
of differences with respect of Sppa, in case an honest party is known to be
the winner in a certain round r, Sgp 4 immediately learns the identity of the
winning party by receiving the message (ANNOUNCE-WINNER, sid, P,,) from
Fspa. Then Sgpa simulates P, € H vetoing and proving to be the winner
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Simulator Sspa (Stage 3a and 3b)

— Stage 3a - After First Veto For every round r after the first veto, Sspa waits
for (ROUND-WINNER, sid, b,,r) and proceeds as follows:

1. (honest winner) If Fspa sends (ANNOUNCE-WINNER, sid, P.) to Sspa, then
the winner is an honest party P,,. Thus, Sspa simulates P, € H vetoing and
proving to be the winner by sending to all the other parties x.,», simulates
all the other honest parties H \ Pw not vetoing, then goes to Stage 3b.

2. (corrupted winner) Upon receiving (LEAK-TO-WINNER, sid,r,,) and subse-
quently (ANNOUNCE?, sid, Py,) from Fspa, Sspa learns the identity of
the winner P, and that is corrupted. If A sends a message (WINNER,
$td, Pw, Twr) then Sspa replies (ANNOUNCE, sid) to Fspa, otherwise it
replies (NOT-ANNOUNCE, sid) to Fspa. Then Sspa simulates all honest par-
ties P, € H not vetoing and goes to Stage 3b.

3. (know nothing) If neither condition 2 nor 3 occurs, then nothing is known yet
regarding Py, (neither its identity nor if P, is corrupted or not). If by,r =1
then Sspa simulates all honest parties P, € H vetoing. If b,y = 0 then
Sspa simulates all honest parties P, € H not vetoing.

4. If an honest party Pp executing IIspa would initiate the Recovery Stage,
Sspa simulates Py, initiating it with the simulated Fsc. Then, at the end
of each round r, Sspa receives (ABORT?, sid) from Fspa. If any P, € C
has been identified as a cheater in the Recovery Stage, Sspa sends (ABORT,
sid, Pa) to Fspa, otherwise Sspa sends (PROCEED, sid) to Fspa.

— Stage 3b - After First Unique Veto. If P, is honest, Sspa excludes it from
Stage 3b. For all other rounds r, Sspa waits for (ROUND-WINNER, sid, by,r) and:

1. (honest second) If by,r = 1 and bar = 0 for each P, € C (note that Sspa
has previously extracted the bids of the corrupted parties), then Sspa learns
that the second price bid was done by an honest party Pw,. In this case,
Sspa simulates one honest party "Phwz picked at random (excluding the 1st
price winner P, if it is honest) vetoing if b.,» = 1 and not vetoing if by,r = 0
until r = [ and simulates all the other honest parties not vetoing again.

2. (corrupted second) If by,» = 1 and Sspa receives (LEAK-TO-SECOND,
sid, Ty, ) from Fspa, then Sspa learns that the second price bid belongs
to a corrupted party P, € C. In this case, Sspa simulates all honest par-
ties Pp, not vetoing until r = [.

3. (know nothing) If neither condition 2 nor 3 occurs, then nothing is known
yet regarding Py, (neither its identity nor if P, is corrupted or not). If
buwyr = 1 then Sspa simulates all honest parties P, € ‘H vetoing. If byyr = 0
then Sspa simulates all honest parties P, € ‘H not vetoing. Then continues
to simulate Stage 3b until r = [.

4. If an honest party Pj executing IIgpa would initiate the Recovery Stage,
Sspa simulates P, € H initiating it with the simulated Fsc. Then, at the
end of each round r, Sspa receives (ABORT?, sid) from Fspa. If any P, € C
has been identified as a cheater in the Recovery Stage, Sspa sends (ABORT,
sid, Pa) to Fspa, otherwise Sspa sends (PROCEED, sid) to Fspa.

Fig. 18: Simulator Sspa (Stage 3a and 3b).

by sending to all the other parties (WINNER, sid, Py, Z,r) and simulates all
the other honest parties not vetoing again, then goes to Stage 3b. Notice
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Simulator Sspa (Stage 4 and Recovery)

— Stage 4 - Output. Once Sgpa receives (REFUND, sid, by, , coins(b; + work))
from Fspa:

e If P, is corrupted and deviates from the protocol during Stage 4, then Sspa
simulates the recovery procedure with the simulated Fsc.

e If P, is corrupted but does not deviate from the protocol, Sspa follows the
instructions of an honest party in I1spa to simulate honest parties.

e If P, is honest, Sspa simulates P, winning by creating a confidential
transaction txpay = (idpay,INpay, OUtpay,Sigpay: The — Tchangel,s Tpay)
where In = {(id, com(bw,rs,,))}, Out = {(buws, Addrauc),
(com(changeiu,rchange(w),Addrw)}, Sig,,, 1is left empty, Addreuc is
the address of the auctioneer, Addr, is the address of P, and mpay
is a NIZK showing that change!, is within [0,2" — 1] (using the sim-
ulator for this NIZK). Finally, Sspa simulates P, sending (OUTPUT,
3id7 Puu tXpay, {Sigskk (Pw‘b'lUQ)}kE[n]) to Fsc.

o After Py, halts, Sspa outputs whatever P, outputs.

— Recovery Stage. Sspa perfectly emulates Fsc. In particular, in case P,
is corrupted and did not send (WINNER, sid, Py, Twr) to all the other par-
ties, Sspa knows her identity due to the message (ANNOUNCE?, sid, Pw)
from Fspa. Then, Sspa simulates all honest parties P, € H sending
(RECOVERY-DISHONEST-WINNER, sid, NW}) to Fsc where NW), + NW{(Vy =
IAv =Y VoV (Vi =1 Awvs = Y1)} is generated using the simu-
lator of NW. Moreover, Sspa simulates each committee member C; € Cx by
following Il¢. Indeed, upon receiving (OPEN, sid, P,), where P, € C, from Fsc,
Sspa simulates C; using the share decryption procedure from mpvss on 645,
obtaining G4j, DLEQ.;. and sending (SHARE-DECRYPTION, sid, (Ga1, ..., 0am),
LDFEI,,CC4,645, DLEQ.;)) to Fsc.

Fig. 19: Simulator Sspa (Stage 4 and Recovery).

that, since Ty & Zq is sampled as in IIsp4, this step is indistinguishable
from that as in real world execution of ITgp4. On the other hand, upon re-
ceiving (LEAK-TO-WINNER, sid, r,,) and subsequently (ANNOUNCE?, sid, P,,)
from Fgpa, Sspa learns the identity of the winner P,, and that is corrupted.
Then, in case P,, does not send (WINNER, sid, Py, Z.y) to all the other par-
ties, Sspa sends (NOT-ANNOUNCE, sid,) to Fspa and P,, will be identified
as a cheater when the recovery procedure is simulated. Analogous consider-
ation to the Theorem 1 case (Stages 2 and 3) and this approach make the
view of the adversary A in the simulation by Sgp4 indistinguishable from
the real world execution.

3b - After First Unique Veto: At this point, in case P,, € C, she will not
participate in the next steps of Stage 3b. Similarly, in case Py, ¢ C, Sspa
simulates P,, € H not participating in the next steps of Stage 3b. Then,
the second price b, has to be determined. Analogous consideration to the
Theorem 1 case (Stage 3) and this approach make the view of the adversary
A in the simulation by Sgp 4 indistinguishable from the real world execution.
Stage 4 - Output: In case one of the honest parties in the real world is the
winner, Sgpa simulates P,, € H winning by creating a confidential trans-
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action tx,q, and sending (OUTPUT, sid, Py, tXpay, {519sk;, (Puw|bws) Y reln)) to
Fsc. However, by Lemma 1, due to the hiding property of the commitments,
the distributions of com(by, 7, ) and com(change,,, Tchange:,) are indistin-
guishable from those in a real world execution of ITgp 4. Moreover, by Lemma
3, due to the zero knowledge property of range NIZKs, 7,4,y is indistinguish-
able from the range proof of P, in the real world.

On the other hand, in the case P, € C, by Lemma 1, due to the binding
property of the commitments, the committed values b,, and changel,, cannot
be changed later by A. Moreover, by Lemma 3, due to the soundness property
of the NIZKSs, it is computationally hard for the adversary A controlling each
P, € C to compute the range proof 7,4, while the bid is not in the expected
range.

— Recovery: Sspa simulates aborts and corresponding recovery stages if A
deviates from the protocol following the instructions of an honest party exe-
cuting ITgp 4. Moreover, by Lemma 4, due to the zero knowledge property of
NIZKs, NW}, for each Py, € ‘H are indistinguishable from the corresponding
NIZKs in the real world. Finally, by Proposition 1, it is guaranteed that the
shares reconstruction is valid.

Hence, the view of A in the real world and of Ssp4’s internal copy of A is
indistinguishable, which concludes our proof.

F Rational strategies

In this section we consider the incentives of parties in our protocol. Note that,
the protocol leaks some information in first price and second price auction, which
might be of help to the adversary. However, by the design of the protocol, the
set of bidders is fixed after the “bid registration” phase. That is once the bid
registration phase is over, even if it is required to re-run the protocol, no new bid
can be submitted. Hence, although the as the time passes the participant com-
pile more information about the winning bid, they cannot modify their bidding
strategy and rejoin the system to gain from the leaked information.

In case there is a cheating party, the proposed protocols distribute the work
and deposit of the cheating party equally among the honest parties. The liter-
ature on fair distribution is quite rich in this domain, and highly relies on the
deposits (claims) that each party has [60]. However, in our setup the amount of
each party deposit is secret and such methods cannot be used to re-distribute
the cheating party’s deposit. Also, burning the deposit is illegal. Therefore, dis-
tributing the deposit equally seems a fair solution.

We consider the utility of each party from participating in the protocol. The
the utility function of a generic party P; in the first price auction can be defined
as follows:

uf P (b, by) = {Ui 8 bi, if by > max;; b

if b; < max;=£; bj
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and in case of the second price auction is defined as follows:

’uigPA(bl,...,bn) _ Vi — Max;£; bj, lf bl > maxﬂgi b]
0, if b; < max;; b;

where v; represents the P;’s private valuation of what is at stake in the auction.
It is known that in the first price auctions, the optimal bid for each rational
party, depends on their beliefs regarding other party’s valuations, and in the
second price auction the optimal bidding for each party is to bid equal to his
valuation regardless of the bidding strategy of other parties, i.e., b; = v; (see
[46, 52] for the optimal bidding strategy of parties).

Note that, in case a party P; is honest, she gets her work back, and if she is
the winner she gets what is at stake in the auction and pays her bid b;, or if she
is not the winner then she gets her entire deposit b; + work back. Therefore, by
following the protocol each rational party can guarantee a non-negative utility,
i.e., ui(b1,...,b,) > 0. However if a party cheats then as described in the proto-
col the party’s work and deposit is distributed among honest parties. Therefore,
the utility of a cheating party, regardless of whether her bid is the highest or
not, is

ui(by, ..., bn) = —(b; +work) <0

which is strictly negative. Therefore, misbehaving is a dominated strategy for
each party as regardless of what other players do it always results in lower utility.



