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Abstract

We study the round complexity of secure multiparty computation (MPC) in the challenging
model where full security, including guaranteed output delivery, should be achieved at the
presence of an active rushing adversary who corrupts up to half of parties. It is known that 2
rounds are insufficient in this model (Gennaro et al., Crypto 2002), and that 3 round protocols
can achieve computational security under public-key assumptions (Gordon et al., Crypto 2015;
Ananth et al.,, Crypto 2018; and Badrinarayanan et al., ASIACRYPT 2020). However, despite
much effort, it is unknown whether public-key assumptions are inherently needed for such
protocols, and whether one can achieve similar results with security against computationally-
unbounded adversaries.

In this paper, we use Minicrypt-type assumptions to realize 3-round MPC with full and
active security at the presence of honest-majority. Our protocols come in two flavors: standard
computational security and online-computational security with statistical everlasting security,
i.e., the protocol is secure against adversaries that are computationally unlimited after the pro-
tocol execution. Specifically, we prove the following results:

e (Statistical everlasting security) Every NC1 functionality can be computed in 3 rounds
given a hash function that is modeled as a random oracle. The random oracle can be
replaced with a common reference string (CRS) and a family of hash functions for which
itis hard to find inputs that are correlated under some explicit sparse algebraically-simple
relation R. We can further relax the assumption on the hash function to standard collision-
resistance if the adversary is only semi-rushing, i.e., in each round at least one, a-priory
unknown, honest party speaks after the adversary.

¢ (Computational security) Every efficiently-computable function can be realized in 3
rounds assuming non-interactive commitments (NICOM) and R-intractable hash func-
tion. The former assumption follows from the existence of injective one-way functions,
and the latter can be completely removed if the adversary is semi-rushing.
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1 Introduction

Interaction is a valuable and expensive resource in cryptography and distributed computation.
Consequently, a huge amount of research has been devoted towards characterizing the amount
of interaction, typically measured via round complexity, that is needed for various distributed
tasks (e.g., Byzantine agreement [LF82, DR85, FM85], coin flipping [Cle86, MNS16], and zero-
knowledge proofs [GK96, CKPRO01]) under different security models. In this paper, we focus on
the problem of general secure-multiparty-computation (MPC) in the challenging setting of full
security (including guaranteed output delivery) with maximal resiliency. That is, even an active
(aka Byzantine or malicious) adversary that controls a minority (up to half) of the parties should
not be able to violate privacy or to prevent the honest parties from receiving a valid output. In
this setting, originally presented in the classical work of Rabin and Ben-Or [RB89], we assume that
each pair of parties is connected by a secure and authenticated point-to-point channel and that all
parties have access to a common broadcast channel, which allows each party to send a message to
all players and ensures that the received message is identical.

The round complexity of honest-majority fully-secure MPC protocols was extensively stud-
ied. The lower-bound of [GIKR02, GLS15] shows that two rounds are insufficient for this task
even when the parties are given access to a common reference string (CRS). In [AJL*12] a 5-round
protocol was constructed based on Threshold Fully-Homomorphic Encryption (TFHE) and Non-
Interactive Zero-Knowledge proofs (NIZK). An optimal round complexity of three, was later ob-
tained by [GLS15] in the CRS model by relying on a stronger variant of TFHE that can be based
on the learning with errors (LWE) assumption. Later in [ACGJ18, BJMS20], the CRS was removed
and LWE was replaced by weaker public-key primitives like general public-key cryptosystems
and two-round witness indistinguishable proofs (ZAPs). (The latter can be based on primitives
like trapdoor permutations [DN07] and indistinguishability obfuscation [BP15], or on intractabil-
ity assumptions related to bilinear groups [GOS12] and LWE [BF]*20, GJJM20].)

The above results may give the impression that public-key assumptions are essential for
honest-majority fully-secure MPC. However, if one puts no restriction on the round complex-
ity, then Rabin and Ben-Or [RB89] prove that no assumptions are needed at all! They show that
any efficiently computable function can be securely computed with statistical security against
computationally-unbounded adversaries.! Constant-round versions of this protocol are known
either with an exponential dependency in the circuit-depth (or space-complexity) of the under-
lying function [IK0O], or with computational security under the weakest-known cryptographic
assumption: the existence of one-way functions [BMR90, DIO5]. Moreover, for the special case of
3 parties (and single corruption), 3-round protocols were constructed by [PR18] based on injective
one-way functions.

This leaves a large gap between general-purpose optimal-round protocols to protocols with
larger round complexity, both in terms of the underlying assumptions and with respect to the
resulting security notion. We therefore ask:

Q1: Are public-key assumptions inherently needed for 3-round fully-secure honest-
majority MPC? Is it possible to replace these assumptions with symmetric-key assump-
tions, possibly in an idealized form (e.g., in the random oracle model)?

'Interestingly, perfect security is impossible to achieve in this setting as it requires strong honest majority of
2n/3 [BGW8S8].



Q2: Is it possible to obtain 3-round fully-secure honest-majority MPC with some form
of unconditional security against computationally-unbounded adversaries?

We answer these questions to the affirmative. We show that 3-round MPC with full security at
the presence of honest-majority can be realized based on Minicrypt-type assumptions and present
variants of our protocol that achieve statistical everlasting security. To the best of our knowledge,
this is the first time that everlasting security is achieved in this model (fully-secure honest-majority
3-round protocols) regardless of the underlying assumptions. We continue with a detailed descrip-
tion of our results.

1.1 Owur Contribution

It will be instructive to start by assuming that we are given an idealized symmetric-key primitive,
namely a random-oracle.

Theorem 1.1 (Informal). Given a hash function that is “modelled as a non-programable random oracle”,
every efficiently-computable functionality can be realized in 3 rounds with full security against an active
rushing adversary that corrupts a minority of the parties. Moreover, NC* functions can be realized with
statistical everlasting security.

Everlasting security. The notion of statistical everlasting-lasting security [MU10] can be viewed
as a hybrid version of statistical and computational security. During the run-time, the adversary is
assumed to be computationally-bounded (e.g., cannot find collisions in the hash function) but after
the protocol terminates the adversary hands its view to a computationally-unbounded analyst
who can apply arbitrary computations in order to extract information on the inputs of the honest
parties.? This feature is one of the main advantages of information-theoretic protocols: after-the-
fact secrecy holds regardless of technological advances and regardless of the time invested by the
adversary. It is important to mention that this is achieved without exploiting the “random oracle”
property of the hash function. That is, the computationally-unbounded analyst is allowed to read
the whole truth-table of the hash function.

The limitation to NC'. All our everlasting-security protocols are restricted to NC'. More gen-
erally, the computational complexity of these protocols grows exponentially with the depth or
space of the underlying function. This is expected since even for strictly-weaker notions of se-
curity (e.g., passive statistical security against a single corrupted party), it is unknown how to
construct efficient constant-round protocols for functions beyond NC* and log-space. (In fact, this is
a well-known open problem that goes back to [BFKR90].)

1.1.1 Relaxing the Assumptions

We can replace the random oracle assumption by several different intractability assumptions, de-
pending on the level of security that is needed.

Technically, in the UC-framework we allow the environment to output its view and require statistical indistin-
guishability between the real and ideal experiments. For details, refer to Appendix A.1.



Relaxing the rushing property. Recall that a rushing adversary may delay sending the messages
of the corrupted parties in any given round until the honest parties send their messages in that
round; thus, the messages of the corrupted parties in a given round may depend on the messages
of the honest parties in the same round. In contrast, a non-rushing adversary must decide on what
messages the corrupted parties should send in any given round before seeing the honest parties’
messages in that round. The rushing model may seem over-pessimistic whereas the non-rushing
setting may be viewed as being over-optimistic. We introduce an intermediate model of semi-
rushing adversary whose ith round messages may depend on the ith messages of all but one honest
party (that can be selected by the adversary adaptively during the protocol and can be updated
from round to round). This notion of semi-rushing adversary seems reasonable in many scenarios
and we view it as a conceptual contribution of this work. In this model, we prove the following
theorem which replaces the random oracle with non-interactive commitments.

Theorem 1.2 (semi-rushing adversary). Assuming statistically-hiding NICOM, every NC' function
can be realized in 3 rounds in the CRS model with full everlasting security against a semi-rushing adversary
that corrupts a minority of the parties.

Alternatively, assuming computationally-hiding NICOM with sub-exponential privacy, every
efficiently-computable function can be realized in 3 rounds in the plain model with full security against
a semi-rushing adversary that corrupts a minority of the parties.

Furthermore, both statements hold even against a rushing adversary if the underlying function is linear.

Statistically-hiding NICOMs necessitates the use of CRS and can be constructed based on
collision-resistance hash functions (CRH) [HM96, DPP98], whereas computationally-hiding
NICOMs can be constructed in the plain model based on injective one-way functions [Blu81,
Yao82, GL89] or even on standard one-way functions assuming worst-case complexity-theoretic
derandomization assumptions [Nao91, BOV03]. The requirement for sub-exponential privacy
is needed for technical reasons, and for this purpose it suffices to assume that the underlying
one-way function (or injective one-way function) cannot be inverted in polynomial-time with
more than sub-exponential probability. This seems to be a relatively mild assumption. (See Re-
mark A.15.)

For the last (“Furthermore”) part of the theorem, let us mention that even for linear functions,
3-round protocols are optimal and 2 rounds are insufficient [GIKR02]. (See Remark 3.13.)

Relaxing random oracle to correlation intractable hashing. In order to cope with rushing ad-
versaries, we need to employ some simple form of correlation-intractable hash functions [CGHO04].
Unlike some of the previous instantiations of these primitive that require intractability against a
large (non-explicit) family of relations, we will only consider a single concrete relation. Specifically,
we need a family H of hash functions such that given a random hash function h € H it is hard to
find a vector of inputs z that satisfies some explicit sparse relation R” that has a simple algebraic
description. This type of assumption is similar in spirit to collision-resistance and is shown to
suffice for handling fully-rushing adversaries. (See Section 3.4 and A.2.)

3Indeed, this is the only use of CRS in our protocols. Using the CRH based instantiation, one can assume that the
CRS consists of a randomly selected hash function. Furthermore, this CRS can be selected in a single round by letting
each party select its own, sufficiently shrinking, CRH and by using the trivial CRH-combiner.



Theorem 1.3 (rushing adversary). Assuming a family of R-intractable hash functions and a statistically-
hiding NICOM, every NC' function can be realized in 3 rounds in the CRS model with full everlasting
security against a rushing adversary that corrupts a minority of the parties.

Moreover, if the NICOM is replaced with a computationally-hiding NICOM with sub-exponential pri-
vacy and security is downgraded to computational, then the theorem holds for any efficiently-computable
function and in the plain model (without a CRS).

It seems likely that practical hash functions are R-intractable. We further mention that a ran-
dom oracle satisfy this property (see Section A.2). In fact, each of the above ingredients can be
realized based on a hash function that is modeled as a random oracle and so Theorem 1.1 follows
from Theorem 1.3.

1.2 Our Techniques

To prove our results, we present a novel 3-round protocol that can be easily adopted to the various
settings that are described in the previous section. The protocol strongly relies on several ideas that
were introduced by [AKP20b, AKP20a] (AKP) in the context of round-optimal perfect/statistical
secure MPC at the presence of strong honest majority where the adversary can corrupt up to
t < n/3 parties. The current setting of ¢ < n/2 introduces significant new challenges for which
we develop new techniques. We begin by recalling some high-level ideas from the literature of
information-theoretic MPC and concretely from [AKP20b, AKP20a].

1.2.1 Background

Like many MPC protocols, our protocol will have the following 3-phase structure: (1) Sharing
of the inputs via verifiable secret sharing (VSS); (2) Homomorphically computing the functionality
over the shares; and (3) Opening the outputs. (This is analogous to FHE-based protocols that
follow a similar Encrypt-Compute-Decrypt structure.) In fact, instead of computing the target
functionality g, we use the completeness result of [AKP20b] (building on [ABT19]) and compute a
degree-2 functionality f.

Tentative outputs and offline rounds. Recall that we have only 3 rounds of communication
to implement these 3 phases. However, even VSS alone takes at least 2 rounds [GIKRO1]. We
bypass this problem by running the phases with some overlap. Specifically, we make an exten-
sive use of (1) tentative-output protocols that prepare a tentative version of the output in an early
round and only later, at the end, approve/reject/correct the tentative output; and (2) offline-phase
protocols that begin with an offline, input-independent, round and only later receive the inputs.
Consequently, we can shave some rounds by allowing partial overlap between sub-protocols that
would have been executed sequentially otherwise. As we will later see, in our setting, this solu-
tion introduces several technicalities, e.g., when tentative outputs turn to be invalid and when the
offline information yields selective-opening attacks.?

*In fact, even the task of formally capturing these worst-case scenarios is fairly complicated and is reflected in the
lengthy and somewhat involved definitions of the functionalities that capture our sub-protocols.



Realizing the homomorphic computation. After the sharing phase, the parties hold a dis-
tributed encoding (secret-sharing) of the inputs. Roughly speaking, the encoding is based on
bivariate polynomials and may be viewed as a matrix whose ith row is being held (“owned”) by
the ith party and the jth entry of this row is being held by the jth party who will later use it
for consistency checks. Of course, the dealer (the owner of the corresponding input) has a full
view of this matrix. The task of homomorphically applying degree-2 computation over inputs
that were distributed by different parties is gradually reduced to simpler functionalities, e.g., lin-
ear functionalities and single-input functionalities that depend on inputs that arrive from a single
party.

In [AKP20b, AKP20a] these functionalities are further reduced to guided functionalities in which
the ith party, who owns the ith row of each of the shared values, guides a homomorphic compu-
tation on her rows. Each other party j guards the computation by forcing consistency with the
jth entry. In [AKP20a], it was shown that, in the statistical setting, such protocols can be based
on a Secure Computation with a Guide (SCG) primitive that can be implemented in a single round
(plus an offline input-independent round). Roughly, this primitive involves a Sender (the guide),
a designated Receiver and a Guard, the sender wishes to compute some information on its private
input and to send it to the receiver, whereas the guard who has some partial view of the sender’s
input, wishes to make sure that the computation is consistent with its patrial view. The SCG con-
struction of [AKP20a] is based on private simultaneous message (PSMs) protocols [FKIN94] and it
achieves information-theoretic security.

1.2.2 Our Setting

As already mentioned, adopting the above framework to handle up to t < n/2 corruptions is a
non-trivial task. For example, noisy polynomial interpolation does not work in this setting and so
we cannot use error-correction. Roughly speaking, in order to achieve guaranteed output delivery,
we will have to detect misbehavior of corrupt parties and, in some cases, reveal all the information
that is known to honest parties about the shares of such bad parties. This form of detection and
revealing is typically expensive in terms of interaction, and one has to carefully implement it in
a private way that does not allow for false accusations against honest parties. We continue by
highlighting some of the main technical challenges and present their solutions.

The underlying secret sharing. We will augment the aforementioned matrix secret sharing
(based on bivariate polynomials) with a public commitment to the entire matrix. This commitment
will serve as a ground-truth. Assuming that the matrix was properly distributed, any disagreement
about the value of the (4, j)th entry can be resolved by opening the corresponding commitments
(each party recieves from the dealer the openings of its entries). Fortunately, such a representation
can be distributed within 2 rounds using the VSS protocol of [BKP11]. Moreover, we note that
tentative shares can be outputted already after the first round. On the downside, the protocol pro-
vides only weak consistency guarantees and it does not ensure that the resulting sharing is fully
valid. In particular, when the dealer is corrupted, the row of a corrupted party and its correspond-
ing public commitment may be invalid (e.g., does not form a degree-t polynomial). This weakness
turns to be important and we will have to solve it.



Guided Linear Computation and publicly-decodable SCG. We will extensively use a protocol
for Guided Linear Computation. In such a protocol the ith party, P;, wishes to guide a linear
computations over the ith secondary shares of the inputs. Since she holds the corresponding ith
rows, this can be done in a single online round (plus an offline round) by running an SCG with
each P; as a guard. In the protocol of [AKP20a] this process has to be repeated n times, one
time for every potential receiver. Since these copies may be inconsistent (e.g., a corrupted guide
may abort some of them), a final error correction is applied to the result. This approach cannot
be taken when ¢t > n/3. We bypass this problem by constructing a publicly-decodable version of
SCG (without a designated receiver) under the assumption that the inputs of the sender and the
guard are publicly committed. In this setting, one may have to take into account the case where
the openings of the sender and the guard are faulty (e.g., due to a bad dealer). We show how to
handle such “partial-computation” scenarios in the special case of linear functions. Our new SCG
construction makes an additional internal usage of NICOMs. (See Sections 3.2 and 3.3.)

Triple Secret Sharing (TSS). Following Beaver [Bea91], the key ingredient for moving from lin-
ear functionalities to quadratic functionalities is the so-called Triple Secret Sharing functionality
in which a dealer deals secret-shares a random multiplication triple (a,b,c = ab). Inthe t < n/3
setting this is done based on the [BGW88] degree-reduction technique, that again cannot be used
here. Instead, we embed the sharing polynomials (A, B, C) inside a vector of high-degree polyno-
mials @ = (Q1, ..., Q) so that the multiplicative relation holds if and only if the () polynomials
satisfy some quadratic relation. The latter property can be verified by securely evaluating the )’s
on a randomly chosen point « that is chosen as a challenge by the verifiers. Crucially, the whole
procedure should be terminated after 2 rounds (where tentative shares should be ready after the
tirst round). To achieve this we employ our guided-linear protocol, and let the challenge point «
be chosen at the first round. Unfortunately, this raises a security problem: A corrupted rushing
dealer can break the soundness of the proof by choosing an invalid sharing that is tailored to pass
the test induced by a. We present two workarounds:

1. (Weakening the network model) First, we observe that the protocol works well for non-
rushing adversaries who select their messages based on messages that were sent in the pre-
vious round. In fact, by modifying the protocol so that each party sends its own challenge
a;, we can prove that soundness holds as long as the sharing is independent of at least one
challenge. We can therefore handle semi-rushing adversaries.

2. (Intractable Hash functions) Moving back to the case of a rushing adversary, we follow the
Fiat-Shamir heuristic [FS86] and generate the challenge « by applying a hash function & to
the (public part) of the sharing. Soundness holds, as long as it is hard to find a “bad sharing”
that passes the test that is induced by its hashed value. This relation R has a simple algebraic
structure, and, assuming that the NICOM is implemented based on the same hash function
(e.g., via [HM96, DPP98]) it can be written as a simple algebraic circuit. The key to the hash
function can be sampled during the protocol by the verifiers. That is, in the first round, we
let each verifier broadcast a random key z;, and continue as in the previous item with n
challenges a1, . . ., o, Where «; is generated locally by applying &, to the (public part of the)
sharing that is published by the dealer in the first round.

See Section 3.5 for full details.



Single-input functionalities, ZK proofs, and strong sharing. Based on the above protocols, one
can realize any general single-input functionality within 2 rounds. As a special case, the result-
ing protocol yields a distributed zero-knowledge proof that is being used to achieve strongly-
consistent VSS. Conveniently, our protocol for single-input functionalities has an important fea-
ture: The messages sent at the first round reveal no private information. This allows us to abort
the protocol, if needed, without sacrificing privacy.

Quadratic functionalities. Based on protocols for guided-linear functionalities and TSS, we con-
struct a 2-round (offline/online) protocol for guided degree-2 functionalities. A naive implemen-
tation does not fully ensure a valid sharing of the linear terms, and the problem is fixed by intro-
ducing an additional new “Verify and Open” functionality (See Section 3.7). Finally, we use all
the above components to realize general degree-2 computation. The protocol is fairly complicated
since an adversarial behavior during the first two rounds can lead to various problems and sub-
protocols may end with different forms of failures (e.g., due to corrupt dealers tentative shares
may be updated retroactively, and, even worse: a corrupt dealer may start to misbehave only in
the second round after its input was already counted for computation). Accordingly, the third
round is not just an “opening phase” — instead it is being used for handling each of the potential
problems and different means are taken in an attempt to add/subtract linear or non-linear terms
from the final output. (See the discussion in Section 3.9.) Again, the analogous step in the case
of t < n/3 is significantly simpler due to the absence of tentative shares, and the error-correction
capabilities of the secret sharing.

Organization. Minimal technical background is given in Section 2 (other preliminaries appear in
Appendix A.5). We describe our protocol in Section 3 while focusing on the setting of Theorem 1.3.
(The semi-rushing version of Theorem 1.2 is derived via a simple modification.) Security proofs
are deferred to the appendices.

2 Preliminaries

Notation. We denote by « the security parameter. For an MPC protocol, we denote the number
of parties by n, we identify the set of parties P = {Py, ..., P,} with {1,...,n}, and we denote the
set of honest parties by H C P, and the set of corrupt parties by C C P.

Let L be an integer and let F be a field. We will occasionally make use of a pair (4, b) €
{0, 1} x FX where the vector b holds “data items” (field elements) and the binary vector § is
a “meta-data” vector that holds a list of flags that indicate which entries of b are “known” or
“certain”. We further define the following non-symmetric “disagreement” operator.

Definition 2.1. Let A = (64,b%) € {0,1}* x FE and let B = (6%, b?) € {0,1}* x FE. We define an
operator < as below.

(64, bHOOB bB) = {ie{1,...,L}: (6 =1 A6 =0) Vv (61 =68 =1 A0 £ 0P)).

That is, the operator returns the indices that are “certain” under A but “uncertain” under B
and the elements that are certain under both A and B, but A and B disagree upon their value.
Notably, the operation is not symmetric.

10



Notation 1. For a binary indicator vector § = (61, ...,0n), we freely treat 6 as a subset of {1,...,m},
where for i € {1,...,m} it holds that i € 0 if and only if §; = 1.

NICOM. A non-interactive commitment scheme (NICOM) consists of two PPT algorithms
(commit, open) defined as follows. Both algorithms are given a security parameter «, and a com-
mon parameter pp, which is either a common reference string (CRS), or an empty string (when
a CRS is not needed). The commit algorithm also takes a message x and random coins r, and
outputs a commitment C' and a corresponding opening information o. The open algorithm takes
a commitment and a corresponding opening information (C, 0), and outputs the message =. The
algorithms should satisfy the standard properties of correctness, binding (i.e., it must be hard for
an adversary to come up with two different openings of any c) and hiding (a commitment must
not leak information about the underlying message) properties. The formal definition and its dif-
ferent instantiations are given in Appendix A.5. We denote the commitment scheme with respect
to a crs given by Fcrs as (commiters, opengyg)-

3 A Three-Round MPC with Everlasting Security from NICOM

In this section, we prove Theorem 1.3. That is, our goal is to build a 3-round that can evaluate
any n-party degree-2 functionality with everlasting security, even in the presence of t < |25 |
corrupt parties. As a starting point, we will make use of the following completeness theorem
proved in [AKP20b, Prop. 4.5 and Thm. 5.23] (building on [ABT19]).

Proposition 3.1 (AKP20b]). Let F be an n-party functionality that can be computed by a Boolean circuit
of size S and depth D and let F be an arbitrary extension field of the binary field Fo. Then, the task of
securely-computing F non-interactively reduces to the task of securely-computing the degree-2 n-party
functionality f over I that each of its outputs is of the form

%P + Z r, 1)
j=1

where x® and zP are the inputs of party P, and Pg respectively and 7 is an input of party P; for j €
{1,...,n}

The reduction preserves active statistical-security with resiliency threshold of | "5 |, and the complex-
ity of the function f and the overhead of the reduction is poly(n, S, 2P log|F|). Furthermore, assuming
one-way functions, one can get a similar reduction that preserves computational-security with resiliency
threshold of | "5 | and complexity/security-loss of poly(n, S,log |F|).

Throughout we denote the security parameter by x, and we assume that x = Q(n). We fix
F to be an Fe-extension field®, and we assume that |F| > 2n and that x < log|F| < poly(x). By
Proposition 3.1, it suffices to focus on functionalities whose output can be written as (1).

Remark 3.2 (On statistically-hiding NICOM). In order to obtain a protocol with everlasting secu-
rity, we use statistically-hiding non-interactive commitments (see Section A.5.2). It is well known that

5In fact, all the results of this section hold over an arbitrary finite field. We focus on fields of characteristic 2 since
Proposition 3.1 is limited to such fields.
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statistically-hiding NICOM cannot be implemented in the plain model, but that it can be implemented with
a minimal setup assumption, such as a common reference string (CRS).

Since our functionalities depend on the commitment scheme, it is important that the CRS is uniformly
distributed, and not chosen by the environment. Therefore, we assume a global functionality Fcrs, to
which all parties and all functionalities have access, that samples a uniformly distributed string for CRS
at the beginning of the execution, and returns the CRS upon receiving a query (for more information
about the security model, see Appendix A.1). In this way we make sure that all parties have access to
the same CRS, and that it is picked at random. We denote the commitment scheme with respect to Fcrs by
(commiters, opengs)-

Throughout, we assume that the commitment scheme is instantiated with security parameter , and we
assume that the hiding property holds conditioned on any CRS. Observe that this property indeed holds for
the statistically-hiding construction presented in Section A.5.2.

Finally, we mention that all our protocols are secure even when implemented with computationally-
hiding NICOM, albeit without everlasting security, assuming sub-exponentially hardness. See Remark 3.11
and Appendix B.9.2. Since, in general, computationally-hiding commitments do not require CRS, in such
cases we simply assume that Fcrs does nothing.

3.1 Verifiable Secret Sharing

We begin by defining two closely related sharing semantics. Next, we use our VSS protocol as a
means to generate such sharings of a dealer’s secret. When the dealer is honest, then the first kind,
denoted as strong double t-sharing, will be generated, whereas a corrupt dealer can only be enforced
to generate the second kind, referred as weak double t-sharing. The strong sharing essentially means
committing to F'(i, j) for 0 < i,j < n, for some symmetric bivariate polynomial F'(z,y) of degree
t in each variable. The commitments and openings are expected to be symmetric, i.e., C;; = Cj;
and o0;; = 0j;. Fix some common reference string crs, and consider a pair (C, O) of commitments
C = {Cij}ijef0,...ny and openings O = {0;}; jefo,...n}- Fori € {0,...,n},let C; = {Ci;}jcqo,..n}

-----

Definition 3.3 (validity). We say that (C, O;) is valid (with respect to crs) if the following conditions
hold:

1. (Consistent commitments) Cj;, = Cjy, forall j, k € {0,...,n}.
2. (Valid openning) For all j € {0,...,n} the value f;; := opengs(Cij, 0i5) is not L.

3. (Low degree) The polynomial f;(x), obtained by interpolating { fi; };c{o is of degree at most t.

v}

Definition 3.4 (Strong double ¢-sharing aka ((-))-sharing). A pair (C, O) is a strong double ¢-sharing
of s (with respect to crs), denoted as ((s)), if the following conditions hold:

1. (Validity) (C, O;) is valid for every i € {0,...,n}.
2. (Consistent openning) o;; = oj; for i,j € {0,...,n}.

3. (s-sharing) The values { fio := opencs(Cio, 0i0) }ieq1,....n) correspond to a degree t polynomial f(x)
such that f(i) = fio and f(0) = s.
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Overall, when (C, O) is a strong double ¢-sharing of s, it holds (by conditions 1 and 2) that each
fi(x) is of degree at most ¢t and that f;(j) = f;(¢) for all 4,5 € {0,...,n}. It therefore follows (see
Fact A.3) that the values {f;}; jeo,...n} correspond to a unique symmetric bivariate polynomial
F(x,y) of degree at most ¢ in each variable, such that F'(i, j) = f;; foralli,j € {0,...,n}.

Next, the weak sharing ensures that the shares of the honest parties are consistent with some
symmetric bivariate polynomial F'(z,y) of degree ¢ in each variable. However, a share of a corrupt
P; might not be consistent with F'(z,y). The following definition is tailored to the case where the
decommitment information that “belongs” to a subset of the parties, W, have been published.
(The set W may consist both honest and corrupted parties.)

Definition 3.5 (Weak double ¢-sharing aka [-]-sharing). A tuple (W, C, Ow, Op\w) of parties W C
{1,...,n}, public commitments C = {Ci;}; jeqo,..n}, public openings Ow = {0ij}iew, jeqo,....n}, 4Nnd
private openings Oy\w = {0i; }icH\w,je{o,...n} for the set of honest parties H is a weak double t-sharing
of s (with respect to crs), denoted as [s], if the following conditions holds:

1. (Partial validity) For every i € W U H it holds that (C, O;) is valid.
2. (Weakly consistent openning) openg(Cij, 0i5) = opengs(Cji, 04:)® fori, 5 € WUH

3. (Weak s-sharing) The values { fio := opengs(Cio, 0i0) }iewun correspond to a degree t polynomial
f(z) such that f(i) = fio and f(0) = s.

Consider a weak double ¢-sharing (W, C, Ow, Oy\w), and let f;(z) be the polynomial defined
by {fi; := opengs(Cij,0i5)}, for i € W U H. By condition (1) it follows that f;(x) is a degree-t
polynomial, and by condition (2) it holds that f;(j) = f;(¢) for all ,j € W U H. Therefore, (see
Fact A.3) the polynomials { f;(z)};ewun define a unique symmetric bivariate polynomial F'(x,y)
of degree at most ¢ in each variable, such that F'(z,i) = fi(z) for all i € W U H. (Note that
W U H| > t + 1 since we always have honest majority, i.e.,, ¢ < n/2.) We conclude that any
tuple (W, C, Ow, O\ ) that satisfies Conditions (1) and (2), is a weak double ¢-sharing of a value
s := F(0,0), where F'(z,y) is the corresponding sharing polynomial.

For both sharing, we refer to F'(z,y) as the sharing polynomial and f;(z) = F(x,i) = F(i,y) as
the ith row polynomial.

Definition 3.6 (Rows of Sharing). Let (C, O) and (W, C, Ow, On\w ) denote a ((s)) and respectively [s].
We refer (C;, O;) as the ith row and denote by ((s)); and [s], for respective sharing. We refer (Cg, O) as
the main row of the sharings and denote by (s) and [s], for respective sharing.

3.1.1 VSS: Functionality and Protocol

We start with the VSS functionality, Fss (Fig. 1), which has two phases: sharing and verification.
In the sharing phase, an honest dealer will always input a strong sharing of a secret, while for a
corrupt dealer, the functionality guarantees output of a weak sharing of some secret at the end of
the verification phase (or a disqualification of D). The functionality concludes the sharing phase
after sending the shares meant for different parties. In the verification phase, we let each party
input an indicator bit. When the VSS is used as a primitive in a bigger protocol, the indicator bit
reflects whether a party has identified the dealer as corrupt outside the VSS. The indicator bit sig-
nifies that the share of the party who sets it as 1 must be publicly disclosed by the functionality. An

®Notice that, we allow 0;; # 0;;, and yet require openg,s(Ci;, 0i;) = openg(Cjs, 05;) to hold.
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honest party’s indicator bit is leaked to the adversary, before it commits to the bits of the corrupt
parties. In addition, since there is no guarantee for a corrupt dealer to submit even a weak sharing
in the sharing phase, in the verification phase F.s also reveals the shares of any honest party that
got an invalid share in the sharing phase. Finally, while we allow the adversary to disclose the
openings late during the verification phase on behalf of a corrupt dealer, the commitments remain
unchanged from the sharing phase.

,—[ Functionality ]-‘vss} \

The functionality F,. receives the set of corrupt parties C, and has access to Fcrs.

Sharing phase.
* Inputs: Fi receives from D a pair (C,O) of commitments C = {Cj;}; jeqo....n} and openings
O = {0ij}ije{0.....n}- If D is honest then (C, O) is a strong double ¢-sharing of some value s.
* Outputs: Fori € {1,...,n}, Fis returns (C, {0i;}eq0,....n}) to Pi.

Verification phase.

¢ Honest parties’ inputs: Each honest party P; inputs a bit flag;, such that if D is honest then flag;, = 0
for every honest P;.

* Leakage: For any honest P;, the bit flag; is leaked to the adversary.
* Adversary’s inputs: Each corrupt P; inputs a bit flag,. If D is corrupt, then D has two additional

inputs, O := {0;}; je{o,....n} and a bit flag,.
® Outputs: We split into two cases.

— Honest D. Let W be the set of all corrupt parties P; with flag;, = 1. F returns
(W, {0 }iew,je{o.....n}) to all parties.

— Corrupt D. Let W be the set containing all parties P; (1) with flag; = 1, or (2) with an invalid pair
(C, 01), where 07, = {Oij}jE{O,...,n}° Let OW = {6ij}i€W,j€{O,...,n}' If the tuple (W, C, OW7 OH\W)
is a [s] for some s, and flag, = 0 then F. returns (W, Ow) to all parties. Otherwise, Fyss returns
“D is corrupt” to all parties.

Figure 1: Functionality Fss

We now present a 2-round protocol to realize the functionality F,ss, borrowing the techniques
of the 2-round VSS construct of [BKP11]. Similar to the functionality, the protocol is structured
in two phases: sharing and verification. D prepares a strong double ¢-sharing of its secret using
a (random) sharing polynomial F(z,y), broadcasts the commitments and delivers the opening
corresponding to ith row polynomial f;(z) = F(x,7) to P;. This concludes the sharing phase. To
ensure that a corrupt dealer either chooses to get disqualified or lends off a weak double ¢-sharing
at the very least, every party gets unhappy with the dealer if the public commitments and opening
for the ith row polynomial is invalid as per Definition 3.3 (or additionally if its indicator bit flag; is
1). With the goal to make the opening for the ith row polynomial public for every unhappy party
in round 2, every P; commits to n 4 1 masks (corresponding to openings of n + 1 points on ith row
polynomial) in round 1 and discloses the corresponding openings to the dealer alone. If D finds
inconsistency between the these commitments and openings, it publicly discloses the openings for
P;’s row polynomial f;(z). Otherwise, it broadcasts masked openings for f;(x) blinded with the
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masks. Now when a F; is unhappy with D it can open the masks and thereby make the opening
of the n + 1 points on f;(z) public. If the public commitments for F'(z,y) and these openings
are invalid as per Definition 3.3, then D gets discarded. Otherwise, it is clear that a weak double
t-sharing is established in the end. We present the protocol vss and prove its security as stated
below in Appendix B.1.

Notation 2. We say that the dealer shares a value s via vss if (1) the dealer picks a random symmetric
bivariate polynomial F(x,y) of degree at most t in each variable, such that F(0,0) = s, (2) samples
(Cij, 0i5) < commiters(F (4, j); 7i5) for every i, j € {0, ..., n} such that i < j, where r;; is a fresh random
string, (3) sets Cj; = Cyj and oj; := oy for every i < j, and (4) initiates vss with C := {Ci;}; jeqo,..n}
and O := {0} je(o,....n}-

Notation 3 (Tentative Sharing aka | -[-sharing). We refer the sharing of s at the end of the sharing phase
by tentative sharing and denote it as || s]|. The ith and the main row of a || s|| is denoted as || s, and |s|
respectively.

Theorem 3.7. Let  be a security parameter, n be the number of parties with t < n/2, and I be a field. Pro-
tocol vss is a UC-secure implementation of Fss with everlasting security, against a static, active, rushing
adversary corrupting up to t parties. The complexity of the protocol is poly(n,log |F|, k).

3.2 Secure Partial Computation with a Guard

We propose a primitive called Secure Partial Computation with a Guard (SPCG), building on the
well-known private simultaneous message (PSM) [FKN94]. Much like PSM’s set-up, SPCG has
Alice and Bob, each holding an input and trying to deliver an evaluation of a function on their
inputs in a single round to a receiver Carol who holds no input, while keeping the inputs hidden
from Carol. SPCG employs an offline phase (that is independent of the inputs) and it is tailored
to the case where some of the inputs of Alice are known to Bob. While PSM achieves a minimal
form of privacy against Carol, SPCG provides an additional correctness property when some of
the senders are malicious.

SPCG draws a similarity with a primitive having a similar name (SCG: secure computation
with a guard) introduced in [AKP20a], with the differences as follows: (a) in SPCG, a subset of
the inputs are available in committed form and the openings are available to Alice, (b) the inputs
for which Alice holds the opening exclusively contributes to the computation (this explains the
term ‘partial” in the name of the primitive), (c) it is publicly-decodable and hence, instead of a
single party Carol, all can obtain the output from a single execution and (d) finally, as opposed
to property based definition, we bring in a functionality that captures the requirement of this
primitive and helps in composing this primitive in higher-level protocols.

3.2.1 PSM Protocols

In a PSM protocol, proposed by [FKN94], there are m honest parties, P, ..., P, each P; holding
a secret input x;, and all having access to a common random string r. Each P; sends a single
message to an evaluator E depending on z; and r. Based on these messages, the evaluator can
compute f(z1,...,zy), but nothing else. PSM is formally defined as follows:

Definition 3.8 (PSM Protocols). Let X1, ..., X,,, Z be finite sets, and let X = X; x ... x X;,,. An
m-party PSM protocol psm, computing a m-argument function f : X — Z consists of:
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* A message computation function psm; : X; x R — M;, for every party i € {1,...,m}, where R is
a finite set of common random inputs and M, is a finite message domain.

* A reconstruction function rec : My X ... x M, — Z that will be computed by the evaluator E.
The protocol psm = (psml, cee,psM,,, rec) should satisfy the following properties.

1. (Correctness) For every (x1,...,%,) € X and r € R, rec(psmy(x1,7),...,psm,,(Tm,r)) =

flxy, ... xm).

2. (Security) There exists a simulator Spsm, such that for every (xi,...,z,) € X,
Spsm (f(a;l, e :I:m)) = REALpsm(Z1, ..., Zm), where REALpsm (21, . . ., &y,) denotes the distribu-
tion of (psmy(x1,7), ..., psm,,(xm,r)) over the choice of r. For computational security, = needs to
be =., whereas for statistical security, = needs to be =.

Note that PSM security addresses only the case where the parties P, .., P, are honest.

Lemma 3.9 (Polynomial-time PSM Protocols [IKO02]). For every m-argument functionality f that ad-
mits a Boolean NC" circuit of size s,there exists a PSM protocol with complexity of poly(s). In particular,
if s = poly(m), then there exists a PSM protocol with complexity poly(m).

3.2.2 SPCG: Functionality and Protocol

Let A =F:a, B =TFsand C = F. Let f : A x B — C be a function of the form f(a,b) =
fol a;(a)b;, where a = (a1,...,ar,), b= (b1,...,br,) and o; : A — F. We assume that L4 and
Lp are (at most) polynomial in «.

Consider the following situation with two distinguished parties, Alice and Bob. Alice holds
the input a, and the vector b is publicly committed by (C,...,Cr,), such that Alice holds a
partial-opening {0;};s4_,, specified by an indicator vector 64 = (6{,...,07,) € {0,1}15. The
goal of Alice is to let all the parties learn the output of gs,cq, for a set I. Looking ahead, I indicates
the positions where Alice and Bob disagree or the positions in §* when Bob is implicated by Alice
to be corrupt.

gspcg(a; 5A7 {Oivbf 52317[) = (a7 5A7{7:70i7b;4}i€[7 Z az(a) : b?) (2)

i:5f‘:1

On the other hand, Bob claims to know some of the b;’s, which are specified by an indicator
vector 65. The goal of Bob is to “guard” the computation, by making sure that the partial-sum is
consistent with his knowledge of the b;’s, even when Alice is corrupt.

Let I; be the set of indices ¢ such that Alice exclusively claims to know b; i.e. I} := {z €
{1,...,Lg}: 6 =1A6P = 0}. Let I5 be the set of indices ¢ such that Alice and Bob do not agree

on the value of b; i.e. I := {z €{l,....Lp}: 02 =68 = 1A # bf}. We refer I, the union of
I, I, as the set of “dissenting” indices, and we allow the corresponding b;’s to be leaked. Observe
that the set [ is exactly the set (64, b4)O (55, bP), where < is the operator defined in Definition 2.1.
Let J be the set of indices i such that Alice and Bob agree on the value of b; (note that J may not be
equal to {1,...,m} \ I). J is referred as the set of “assenting” indices, and we would like to keep
the corresponding b;’s secret. Since for every i € J it holds that b = b2, we define b; := b' = bP.
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Our goal is to let all parties learn the output of the following function (spcg denotes Secure partial
computation with a gurad):

L L .
fspcg ((a7 5A7 {Oia b? Z'zBl)a (5B7 {sz}zzBl)) = <a7 5A7 5B7 {7’7 0;, bf‘}iela Z Ozz(a)@) . (3)
i€J
so that using the opening o' of every “dissenting” index i, together with the sum 3>_,_; a;(a) b;
over all “assenting” indices, an party can recover the correct partial-sum Y. <a_, a;(a) b7, as de-

sired for gspeg-output. Note that fspcg ignores all (o;,b') for which 6 = 0, and all b7 for which
P =0.

We have the following security requirements. When both Alice and Bob are honest, then all
parties learn only the output of fs,cg (Eqn. 3) and nothing else. When at least one of Alice and Bob
is corrupt, we allow the adversary to learn the honest party’s inputs to fspcg. If exactly one of Alice
and Bob is corrupt, all honest parties should either learn the output of fspcg or who the corrupt
party is. When both Alice and Bob are corrupt the output can be chosen by the adversary. These
are formalized in a functionality Fspcg given in Fig. 2.

,—[ Functionality }"Spcg} N

The functionality receives the set of corrupt parties C, and has access to Fcrs.

Honest parties’ inputs:

¢ All honest parties input the same commitments (C4,...,CL,).

* An honest Alice inputs a = (a1,...,ar,) € FL4, b4 = (bf,.. .,béB) € Fke, §4 = (68,... ,(5?5) €
{0,1}F# and openings {0, }-% . It holds that openy(C;, 0;) = b for each i € 4.

* Anhonest Bob inputs b” = (b7’,...,b7 ) € F'» and 67 = (67,...,07 ) € {0,1}F>.

Leakage: The adversary receives (C1,...,Cr,). In addition, if only Alice is corrupt, then the adversary
receives honest Bob’s input; if only Bob is corrupt, then the adversary receives an honest Alice’s input.

Adversary’s inputs: If Alice is corrupt, then it inputs (a,b?,54,{0;}1%) (the openings may not be
correct). If Bob is corrupt, then it inputs (b?, §7). In addition, the adversary inputs a bit flag, a bit reveal
and a string z.

Outputs: F,c computes I = (64, b4)O(68,bP), and fspeg and gspeg using Eqn 3 and 2 respectively and
acts as below.

* (Honest Alice and Bob) Return gscg-output to all honest parties, and fspc-output to the adversary.

* (Honest Alice, Corrupt Bob) If flag = 1, then return “Bob is corrupt” to all parties. Otherwise, return
gspeg-output to all parties.

e (Corrupt Alice, Honest Bob) If reveal = 1, then reset [ := 64, If flag = 1, or there exists i € I such that
b # opengs(Ci, 0;), then return “Alice is corrupt” to all. Otherwise, return gspeg-output, recomputed
using changed I to all.

¢ (Corrupt Alice and Bob) Return z to all parties.

Figure 2: Functionality Fpcq

In the following, we construct a 2-round protocol that securely implements spcg, such that
the first round is an offline (input-independent) round. At a high-level, we think of fs,; as a
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binary-function, fspeg : {0, 1} — {0,1}™, so that the first ¢4 bits correspond to Alice’s inputs,
and the last /g = ¢ — {4 bits correspond to Bob’s inputs. We use an /-party PSM protocol for the
computation of fs,cq, so that Alice simulates the first £ 4 senders in the protocol, and Bob simulates
the last /g senders (each sender holds a single input’s bit). In the offline-round, we let Bob pick
the randomness r for the psm protocol and send it to Alice. In order to make sure that both Alice
and Bob follow the psm protocol in the online round, we also let Bob commit all possible messages
psm;(x,r) for z € {0,1} and i € {1,...,¢} and send the openings to Alice. In the online-round,
if Alice or Bob send a PSM message psm;(z,r) on behalf of the i-th sender, then they also have
to provide the corresponding commitment’s opening, so that the parties can verify that a valid
message was sent. Every party then acts on the opening and PSM messages to either conclude
Alice/Bob to be corrupt or obtain either fs,cg O gspcg-output.

—[ Protocol spcg= (spcg.off,spcg.on)}

All parties have access to Fcrs.

Primitives: A PSM psm = (psmy,...,psm,rec) for fspee @ {0,1}* — {0,1}™. A NICOM scheme
(commiters, opengs)-

spcg.off(R1): Bob samples a random string r for psm. Foreach ¢ € {1,...,¢}and « € {0, 1}, Bob computes
(C ., 0; ) < commitgs(psm,;(z,7)) and picks a random shift o; of {0,1}. For each i € {1,...,¢}, Bob

3,z Yi,x

broadcasts the shifted list of commitments {C’ i) }eeqo,13- (That is, the commitment with index (4, x)

is moved to index (7, 0;(x)).) Bob sends (r, {0} o ieq1,..0),2€{0,1) > O’i) to Alice.

spcg.on(R2): All parties hold publicly known commitments Ci,...,Cr,. Alice holds input
(a,6%, {0, b} 7 ) and Bob holds (67, {bZ}17).

e Alice’s communication. For each = € {0,1} and ¢ € {1,...,¢}, Alice verifies
that opengs(C7 . (,):0i,) = psmy(x,r). If the verification fails then Alice broadcasts
(a,04,{i,04,b{"};.54_1). Otherwise, Alice computes the binary string 24 := (a,§4, {0;,b}17) €
{0,1}¢4, computes s; := psm,(z{,r) for each i € {l,...,£4} and broadcasts the list
{(Ui(l{‘)a0;@24751')}1'6{1,...,“}-

 Bob’s communication. Bob computes the binary string = := (6%, {bZ}15) € {0,1}'7, computes
si == psm,(z2 , ,r)foreachi € {{4+1,...,0} and broadcasts {(os(x2 ,,),0, 5 i)} ic{east1,...0}-

i,

¢ Local Computation. Each party does the following.

1. If Alice broadcasts (a, 5A,{i,0i,b§4}i:5;4:1), then verify that b7 L opengs(Cy,0;) for every
i € 04, and conclude Alice to be corrupt if the verification fails. ~Otherwise, output
(2,04, {4, 0, b7 oA 15 Dpsamy i(a) - by).

2. Else, denote the messages received from Alice by {(i;, 0}, s;)}je(1,....e.}, and the messages re-

ceived from Bob by {5,058 ieteast,..ep- If some (i.j,o},sj) with j € {17.'..,£A} is not
received, or opengs(Cj; ,0;) # s; then output “Alice is corrupt”. If some (i;,0},s;) with

j€{la+1,...,0} is not received, or openg(C7 ; ., 0}) # s; then output “Bob is corrupt”.

3. Else, compute w « rec(sy,...,s;). Parse w to obtain (a, 64,65, {i,0;, b }icr, > ;e ai(a) - b;). If
there exists i € I such that open(Ci,0;) # b then output “Alice is corrupt”. Otherwise, for
each i € I set b; := b and output (a, 6, {i,0;, b bicr, > ;c5a il@) - b;).
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Figure 3: Protocol spcg= (spcg.off,spcg.on)

Lemma 3.10. Let s be a security parameter, let n be the number of parties, let t < n/2, and let F be a
field of characteristic 2. Protocol spcg is a UC-secure implementation of Fepcg With everlasting security,
against a static, active, rushing adversary corrupting up to t parties. The complexity of the protocol is
poly(n,log |F|, s, La, Lg), assuming each c;(-) can be represented as a Boolean function in NC'.

We prove Lemma 3.10 in Appendix B.2.

Remark 3.11 (Computationally-hiding commitments). If we are willing to relax the everlasting sta-
tistical security to computational security, one can employ computationally-hiding, perfectly-binding
commitments. However, the proof requires some level of security under selective-opening attack (loosely
speaking, when the adversary receives commitments C1, ..., Cy, and chooses to receive the openings of a
subset of those commitments, the unopened commitments should remain secure). To achieve this property,
we assume that the underlying commitments achieve sub-exponential level of hiding (see Section A.5.2 for
details). By using “complexity leveraging” arquments, we show that protocol spcg is a UC-secure imple-
mentation of Fspeg against a static, active, rushing computationally-bounded adversary corrupting up to t
parties. See Appendix B.9.2 for full details.

3.3 Guided and General Linear Function Computation

A common situation that often occurs in our later constructions is as follows. There are m secrets
s1,...,Sm that are shared by either different parties or the same party (we always assume that m
is polynomial in ). The goal is to reconstruct a linear combination of the m secrets: Y " ; a;s; for a
publicly known linear combiner. We cannot use the reconstruction of our VSS scheme” right-away,
without leaking the individual secrets, since our commitments are non-homomorphic and do not
allow for non-interactive generation of commitments of the sum shares. The problem gets further
compounded with our need (e.g. in triple sharing) of packing the sharing and reconstruction in
2 rounds for an overall 2-round construct. This requires us to come up with a reconstruction that
can operate, not just over, final shares, but also over the tentative shares, which are available after
the first round (the sharing phase) of VSS protocols.

Here we propose guided linear function evaluation protocol, that would enable the kth
party Py, denoted as the guide G, to reconstruct the kth linearly combined rows of the secrets
ie. Y aillsill,. Our protocol requires 2 rounds in total, in which the first round is input-
independent, and can be run in parallel to the tentative sharing generation (i.e. along with the
sharing phase of VSS instances sharing s;’s), the rows of which acts as its input. This allows us
to pack both sharing and reconstruction in an overall 2 round protocol, as needed for our future
constructs. Operating over tentative sharing, however, brings additional complication since some
of the kth rows may not be valid i.e. the received openings may not be correct or the underlying
polynomial may not correspond to degree ¢ (c.f. Definition 3.3). Therefore, we need to adapt our
goal to finding a partially linearly combined sum, where only ‘valid” rows are taken into account.
This needs the guide P}, to use a m-length binary vector indicating the ‘valid’/‘invalid” rows. Since
the remaining rows will be published during the verification of the respective VSS instances, the
partial sum can be turned to the full sum outside the guided reconstruction (otherwise the guide
will be identified as corrupt). In a dual scenario, it is also possible that a valid row turns into

"While we do not recall the reconstruction phase protocol of the VSS in this paper, it is presented in [BKP11].
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an invalid one (since VSS dealer is identified as corrupt), for which we need to subtract the con-
cerned row from the sum. Later in the paper, we come up with a verify and open primitive to
enable opening such rows. Looking ahead, for the reconstruction of the linearly combination of m
secrets, we need to run n guided reconstructions, one for every P, as guide.

With the above background, we design an ideal functionality Fyjinear (Fig. 4) for the guided
reconstruction which gets the following inputs and attains the following task. All the parties input
the commitments to m tentative rows (which may be available from the m VSS sharing phases).
A guide G enters a linear combiner a, the m tentative rows which need to be linearly combined,
the openings for them and lastly an indicator vector suggesting ‘valid” tentative rows. To ensure
that a guide remains as a guide and do not plant any polynomial to be reconstructed, every party
P; provides the tentative shares of the concerned rows and its indicator vector suggesting which
values to be used for verification of G’s information. For both G and the individual parties, the
indicator vectors reflect the respective parties” impression on whether a particular row/share is
valid or invalid. All the indicator positions where G and P; conflict and G indicates a valid row,
are disclosed. This allows an honest P; to make sure that the combined tentative row agrees with
its combined value at point 7 (where the combination takes into account all valid rows as per G).
Having an honest majority implies a guide cannot make any polynomial to get reconstructed.

,—[ Functionality ]—‘g“near] )

The functionality receives the set of corrupt parties C, and has access to Fcrs.

Honest parties” inputs:

* All honest parties input the same commitments (Ci;)ie(1,...,m}.j€{0,....n}-

e If G is honest, G inputs (1) a list of coefficients a = (a1,...,a,,) € F™, (2) a list of values b® =
(bg)ie{l,,..,m},je{o,,..,n} € F (1) (3) a list of openings {Og}ie{l,...,m},je{O,...,n}/ and (4) an indicator
vector 6% € {0,1}™.

For every i € 0 it holds that openg,s(Ci;,05) = b, for every j € {0,...,n}, and the values
{bfj }jeqo,....ny correspond to a degree-t polynomial.

e An honest P; inputs an indicator vector §° € {0,1}™, and values (b}, ...,b},) € F™.

Leakage: The adversary receives (Ci;)ie{1,....m},je{0....,n} and the indicator vectors 8% of all honest P;. In
addition,

* if G is honest, the adversary receives a,{b{},0f }ic(1, m}jec and 6%, as well as L; :=
{(i,7),b5, 05 Yier, for any j € H, where I; := (b7, ...,b5;),09)O(b7,67), and the sum Y-, 54 ab,
forany j € {1,...,n}.

e if G is corrupt the adversary also receives (bt, ..., ., ) for every i € H.
Adversary’s inputs:

* A corrupt guide inputs a, b, {0 }ic(1,....m},je{0.....n} and ¢, and an additional bit flag.
Outputs: We split into cases.
G

* Honest guide. The functionality returns (a, 0,3, sc_; a; - b)) to all parties.
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¢ Corrupt guide. The functionality returns “G is corrupt” if either (1) flag = 1, or (2) there exists j € H
ptg y p g J

and i € I; such that opengs(Cij, 0i5) # b, where I := ((b5;,...,05;),09)O (b, 6%). Otherwise, for

each j e Hletvl := Y, ;¢ a; - b, and let g(x) be the polynomial obtained by interpolating {v”} jen.
If the degree of g(x) is more than ¢ then the functionality returns “G is corrupt”. Otherwise, the
functionality returns (a, 6%, g(0)) to all parties.

Figure 4: Functionality Fgjinear

We now present a 2-round protocol realizing Fgjinear- The protocol simply invokes n instances
of SPCG with G as Alice and every P; as Bob to compute the following function, with their respec-
tive inputs. Leta,b € F™, and let f : F™ x F"™ — F be

f(a,b) := > aj(a) - b, where a;(a) = a;. (4)
=1

If (a) G (aka Alice) gets identified as corrupt in any of the n SPCG instances or (b) it inputs dif-
ferent a, indicator vector or (c) the outputs of SPCGs corresponding to instances where Bob is not
identified as corrupt lead to a non-degree-t polynomial, then G is identified as corrupt. Otherwise,
the SPCGs which speak out an output are used to form a degree-t polynomial, which is taken as
the output, the partially combined row taking into account all rows as per the indicator vector of
G. The protocol appears in Fig. 5, its security in Lemma 3.12 and the proof in Appendix B.3. In
order to simplify the calls to glinear in our later protocols, we use Notation 4.

—[ Protocol glinear = (glinear.off, glinear.on)}

All parties have access to Fcrs.
Primitives: SPCG scheme spcg = (spcg.off, spcg.on).

glinear.off(R1): For every j € {1,...,n}, the parties execute an instance of the offline phase of spcg,
denoted spcg.off’, with G as Alice, P; as Bob, and with function f as in Equation (4).

Inputs: The inputs are exactly as specified in the description of Fyjinear under Honest parties’ Input.
glinear.on(R2): Foreach j € {1,...,n}, the protocol spcg.on’ is executed, where

* All parties input (Cyj,...,Chj ).

b$ e

,...,b5 ), the indicator vector 6

* G, as Alice, inputs the coefficient vector a, the vector of values (
and the openings {og Y

* P;, as Bob, inputs the indicator vector ¢° and the values (b, ...,b)).

(Local computation) For each k € {1,...,n} let out® be the output of spcg”. If there exists k such that out®
is “Alice is corrupt”, then output “G is corrupt”. Otherwise, let K be the set of all indices % such that
out® is not “Bob is corrupt”, and let out’ = (a¥, 4%, {i, 0" b }ics, ,v) for each k € K. If the the
list of coefficients a* or the indicator vector 6 is not the same among all {outy }rex then output “G
is corrupt”. Otherwise set a := a* and 6 := §** for some k € K. Let g(z) be the polynomial obtained
by interpolating over {v*},c k. If g() is of degree more than ¢ then output “G is corrupt”. Otherwise,

output (a, 5%, g(0)).

Figure 5: Protocol glinear = (glinear.off, glinear.on)
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Lemma 3.12. Let x be a security parameter, let n be the number of parties, let t < n/2, and let F be a
field of characteristic 2. Protocol glinear is a UC-secure implementation of Fglinear With everlasting security,
against a static, active, rushing adversary corrupting up to t parties. The complexity of the protocol is
poly(n,log |F|, k,m).

Notation 4. For a set of ¢ tentative rows ||s11);, ..., [[s¢]l;, we say that the parties participate in glinear
to partially compute Zf;zl ak| sk, with party P; as a guide G with input 6% and every P; with input
8¢ to mean an execution of glinear with the above involved parties and input (bit) vectors. For brevity,
we will omit the additional inputs from the parties, (a) a = (a1, ...,ap), which can be deduced from
the sum expression, (b) the openings and opened values corresponding to all the rows (a total of £(n + 1)
openings/opened values) for G and ith opened value corresponding to all the rows (a total of £ opened values)
for every P, both of which can be deduced from the sum expression.

Remark 3.13 (Round-optimal general linear function computation.). We mention that we can obtain
a 3-round protocol for general linear function computation assuming only the existence of commitments,
reducing to n instances of glinear operated on final sharings (and not on tentative sharing). The protocol is
round-optimal due to the lower bound of [GIKRO02]. For simplicity, we focus on the case that each P; holds
an input s; and the parties want to compute s1 + ... + sy,. The general case follows in a similar way, using
some standard padding techniques.

The protocol is as follows. In rounds 1 and 2 each P; shares s; via an instance of vss. In round 2 the
parties also execute an instance of glinear.off’ with P; as a guide, for all i € {1,...,n}. The indicator
vector for any party is computed as follows: the jth bit of the indicator vector 0; is 1 if and only if P; was
not disqualified in its vss instance. The input of those who are disqualified are taken as 0. In round 3, for
any i € {1,...,n} the parties execute glinear.on’, computing [s1]; + ... + [sn]; with P; as a guide, over
the final rows taken from the vss instances. For every i € {1,...,n} we say that the output of glinear.on’
is valid if it is of the form (a, 6, 0;), where a is the all-one vector and 6© is as specified earlier. The parties
interpolate over all valid o; to obtain a degree-t polynomial f(x), and output f(0). We omit the proof of
security, which can be completed easily in the (Fss, Fglinear)-hybrid model.

3.4 R-intractable Hash Functions
Following [CGHO04], we present the following variant of correlation-intractable hash functions.

Definition 3.14 (R-intractable Hash Functions). Let H = {H,} be a collection of hash functions where
Hy = {h.}.c(o,1)~ is a function from some finite domain D, to a finite range Ry..

Let R = {R,} be a (uniform) sequence of oracle-aided polynomial-size circuits (either Boolean or arith-
metic) where R,, makes use of oracle gates that are compatible with H,, i.e., they map inputs in D, to
outputs in R,.

We say that H is R-intractable if the following hold:

1. (Efficient Evaluation and sampling) There exists a pair of efficient algorithms (a) an evaluation
algorithm which given z € {0,1}*,x € D, outputs h,(z); and (b) a key-sampling algorithm K
which given 1" samples an index z € {0, 1}".

2. (R-intractability) For every PPT adversary A it holds that Pr,_ . (1) (.A(z) = s t. Ri:(2) =

O) < negl(k), where R corresponds to the circuit that is obtained by instantiating the oracle gates
in R, by the hash function h.
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Unlike previous formulations who consider relations over tuples of the form
(x1,...,x¢, h(x1), ..., h(ze)) (e.g., [LV20]), we allow the relation R to make oracle calls to
the hash function. We find this convention useful, although one can always transform the
latter case to the former, more standard, case. We remind again that we will be interested in
a single explicit and relatively-simple relation, R, that will be specified in Section 3.5 (see also
Section A.2).

3.5 Triple Secret Sharing

The goal of triple sharing is to make a dealer D generate [a], [b], [¢] such that ¢ = ab in 2 rounds.
The sharing are strong, when D is honest. The functionality Fiss for this task is very much similar
to Fuss, except that D now inputs three sharings instead of one and in the verification phase, in
addition to checking that D shared a weak sharing, the parties also verify that ¢ = ab. We use
an additional indicator bit happy to indicate whether each party is happy with the shares received
from D. All honest parties are always happy with an honest D, but a corrupt D can choose which
parties will be happy, and which will be unhappy. In particular, every honest party that received
invalid shares from a corrupt D is unhappy with D.

/—[ Functionality ]-'tss} N

Fiss receives the set of corrupt parties C, and has access to Fcrs.

Sharing phase.
e Inputs. D inputs three pairs (C%, 0O%), (C® O%) and (C¢, O°). If D is honest, then these correspond

to ((a)), (b)), (c)) such that ab = c. In addition, a corrupt D inputs a bit happy, for eachi € {1,...,n}.

* Outputs. We split into two cases.

- Honest D. Fi sets happy, = 1 for every i € {1,...,n}, and returns (C%, O%), (C*, O?), (C¢, O%)
and happy, to P;.

- Corrupt D. For every i € {l,...,n}, if one of the pairs (C?% 0%),(C’ 0?),(C¢, Of) is in-
valid, then Fi sets happy, to 0 (otherwise, it does not change its value). Fi returns
(C*,0¢),(C, 0?),(C*, 0f) and happy; to P;.

Verification phase.

* Honest parties’ inputs. Each honest P; inputs a bit flag;, such that if D is honest then flag; = 0 for
every honest P;.
¢ Leakage. The adversary receives flag; from the functionality, for every i € {1,...,n}.

* Adversary’s inputs. A corrupt party P; inputs a bit flag,. A corrupt dealer has two additional inputs,
abit flag 5, and (0”, 0%, O°), where O" = {6}, }; jeqo,....n} for v € {a,b,c}.

* Outputs. We split into two cases.

yeeey

— Honest D. Let W be the set of all corrupt parties P; with flag;, = 1. JFi returns
(W, {0, 0, 0f; Yiew,jefo,...n} ) to all parties.

— Corrupt D. Let W be the set containing all parties P; with either flag; = 1 or happy; = 0. The

parties output “D is corrupt” if either (1) flag, = 1, (2) the tuple (W, C¥, O}, Oﬁ\w) isnot a weak
double t-sharing, for some v € {a, b, ¢}, or (3) it does not holds that F2(0,0) - F*(0,0) = F(0,0),
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where F?(x,y) is the sharing polynomial of (W, C¥, OY,, Oﬁ\w), for v € {a,b, c}. Otherwise, Fiss

returns (W, {0f;,05;,05; }iew,jefo,...,n}) to all parties.

Figure 6: Functionality Fiss

The core idea for our protocol realizing the above functionality is as follows. D picks three
polynomials A(z), B(z), C(x) of degree n,n, 2n such that A(z)B(x) = C(z) and A(0) = a, B(0) =
band C(0) = c. D generates [-]-sharing ({(-))-sharing when D is honest) of { A*, B, Ck}ke{o,...,zn},
where A¥, B¥ C* are the kth coefficients of the respective polynomials, using VSS instances. In
order to verify that ¢ = ab, it is enough to verify if the polynomials indeed satisfy the product
relation or not. For this, we reconstruct A(«), B(a), C(«) for a uniform random «, chosen from
“large enough” field (say, I, where p > 2", for a statistical security parameter ) and check if
C(a) = A(«) - B(«). If the check passes then the the sharings (strong or weak) of (AO, BY, CO) is
taken as the output of the protocol.

To realize the above high-level idea, we face two challenges. First, & needs to be chosen after
1st round in order to tackle a rushing corrupt D which commits its secret in the first round. Instead
of jointly generating a single «, we allow every party P; to randomly sample a R"*-intractable hash
function h., and then compute «; as the output of /., on the first round public (VSS) commitments.
Then the verification turns to n checks C(«;) = A(a;) - B() foralli € {1,...,n}. The circuit R”,
at a high level, takes all the commitments and honest party’s openings from the VSS instances
and output 0, in case of either of the two bad events: (1) ais 0; (2) C(0) # A(0)B(0) and (yet)
C(a;) = A(ey) - B(ay). For full details on the R-intractable hash function, see Appendix A.2.

The second challenge lies in sharing a bunch of secrets and reconstructing a linear function of
of them, all in 2 rounds. This is where we use guided linear function evaluation glinear, whose
first round, being input-independent can be run in parallel to the sharing phase of VSS instances.
In the 2nd round, the input-dependent round of glinear is applied on the tentative rows. Therefore
for every a; (which corresponds to one linear combination), we would need to run n independent
instances (and a total of 3n instances) of glinear for computing A(«;), B(;) and C(«;). A party
who holds an invalid row for any of sharing of secrets { A¥, B¥, C*} ke{0,....2n}, becomes ‘unhappy’,
by setting happy, = 0 and sets its flag to 1 in all the VSS verification phases, so that all its row
polynomials become publicly available. This implies the following for an honest P;: either P;
holds valid jth rows for all the secrets and glinear, with P; as the guide, recovers the complete
linearly combined row or P; ensures all the jth rows are public so that the linear combination
can be found in the clear. This means Zzio aF[A¥] ; will be known to all in the end of round
2, for an honest P;. If D is not found to be corrupt, these can be used in the end to reconstruct
A(ay), B(ai), C(ay) (again if interpolation fails then D is identified to be bad) and do the test as
mentioned earlier. The protocol is given in Fig. 7, its security statement in Theorem 3.15, and its
proof in Appendix B.4.

Protocol tss

All parties have access to Fcrs.

Primitives: Guided linear function evaluation glinear = (glinear.off, glinear.on); R"-intractable hash func-
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tion; VSS vss.
Sharing phase (R1):
e Inputs: D inputs three pairs (C%, 0%), (C? O) and (C¢, O°), that are strong t-sharing of a,b and c,
respectively, such that ab = c.
® (Sharing phase of VSS)

— D picks three random polynomials A(z), B(x), and C(z) of degree n,n and 2n, respectively, such
that A(z) - B(z) = C(x), and A(0) = a, B(0) = band C(0) = c. Let A*, B¥, and C* denote the
k-th coefficient of A(z), B(x) and C(z), respectively, for k € {0,...,2n}, where A¥ = B* = 0 for

kE>n.

— Foreach k € {1,...,2n}, D shares A* B* and CF via three vss instances, vss®*, vss®* and vss®*¥,
respectively, and we denote the corresponding sharing polynomials by F**(z,y), F**(z,y) and
Fet(z,y).f

- Por k = 0 the values A’ = a, B® = band C° = c are shared by executing vss®?, vss®*? and vss®*
with inputs (C?, 0%), (Cb, O°) and (C¢, O°), respectively. We denote the corresponding sharing
polynomials by F*%(z,y), F*°(z,y) and F*°(z,y).

¢ (glinear.off calls) For every i,j € {1,...,n} and v € {a,b, c}, the parties execute glinear.off">"", with
P; as the guide.

* (Challenge randomness) Each P; picks a random string z; < {0, 1}" and broadcasts z°.

¢ (Local computation)

— (VSS sharing phase output) For every k € {0,...,2n}, the parties hold the tentative shares
[LA*T, [[B¥T and [|[C*]]. Let C = {CU’k}ve{a,b,c},ke{o,‘..,Qn)}-

— (Happiness) If P; received an invalid pair (C¥*, O"*) for some v € {a,b,c} and k € {0,...,2n},
then P, is “unhappy”, and sets happy; := 0. Otherwise, P; is “happy”, and sets happy, := 1.

— (Challenge generation) For every ¢ € {1,...,n} the parties compute the challenge «o; < h.,(C),

where h, is a R-intractable hash function; for R’s exact description see’. If some «; is 0, then the
parties change its value to 1°.

— (Output) P; outputs (C*°,0%%), (C*°, 0"°), (€=, 0%°), and happy,.
Verification phase (R2):

e (Inputs) Each P; has an input bit flag;.
o (Verification phase of VSS) For each P, if flag; = 1 then P; sets happy, to 0. P; participates in the
verification phase of all VSS instances with happy;.

e (Challenge computation) For every i € {1,...,n}, the parties participate in glinear.on"%, glinear.on’’*"

and glinear.on™* to compute 33", aF LA, Stk [.B¥T); and Stk LC*];, respectively,
with P; as a guide, with input 6 = (happy,,...,happy;) and every P,, with input é™ =
(happy,,, ..., happy,,).
¢ (Local computation)
— (VSS verification phase outputs) The parties compute the output of all vss executions. If the output
of some execution is “D is corrupt” then they output “D is corrupt” and terminate. Otherwise,

denote the output of vss”'* by (WU, {5;‘?’6}1‘6\/\/1}&7j€{07‘__,n}). Let W = (Vye o e} kefo,....2ny; WO
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— (Challenge verification) Denote the output of glinear.on’** by out’’*. Let V be the set of parties P,
such that (1) j ¢ W**, and for all v € {a,b,c},i € {1,...,n} (2) out™>" is not “G is corrupt”, and
(3) out’™’¥ contain the same a = (a?,a},...,a?") and 6¢ = (1,...,1).

If VUW| < n—t, then output “D is corrupt”. Otherwise, for each i € {1,...,n} do the following.
+ Foreach j € Vand v € {a,b,c}, let out™»* = (a,8% t;;,).

+ Foreach j € W, k € {0,...,2n}, and v € {a,b,c}, let f;’dk = opench(Cj”O ;050
ti‘ = 271 k T-Jk.
Jv k=0~ J 30O
+ For each v € {a,b, c}, if {ti;, } jevuw do not correspond to a degree-t polynomial, then output
“D is corrupt” and terminate. Otherwise, let ¢;,, be the free coefficient of this polynomial.

"), and let

# If t;q - tip # tic then output “D is corrupt” and terminate. Otherwise, the i-th verification has

succeeded.

— (Output) If all the n the verification succeeded then output (W, {oﬁjo, *Z’jo, 6fjo}iew’ 5€£0,..n})-

“For k > n we simply assume a default strong double t-sharing of AF = B*¥ = 0, which is locally computed by
the parties. In particular, the parties set F**(x,y) and F"*(x,y) to be the zero polynomial, and set (Cy . fjk) —
commitrs (0; 0) for every v € {a,b} and 4,j € {0,...,n}, where 0 is the all-zero string.

Let R? be the circuit that takes as an input commitments C := {C“’k}vg{a,bﬂ}yke{o ,,,,, 2n} and openings O :=
{O;"k}ve{a,b,c},ke{o _____ Qn},ieH. If there exists v, k it holds that such that (&, C, &, Oﬁ’k) isnot a weak double ¢-sharing,
with a sharing polynomial F”**(x, y), then R outputs 1. Otherwise, The circuit computes a = h(C), and outputs 0 if
and only if either (1) a = 0, or (2) F*:°(0,0) - F*°(0,0) # F*°(0,0) and (3_;", a* F**(0,0))- (33", " F**(0,0)) =
(3, " F=*(0,0)). See also Appendix A.2.

“If some «; is 0 then A(0) = a, B(0) = band C(0) = ¢ will be revealed (and we want to keep them secret). Note
that a corrupt P; might choose bad randomness z* that will force a; = 0, even though the hash-function should be
resistant against this event.

Figure 7: Protocol tss

Theorem 3.15. Let x be a security parameter, let n be the number of parties, let t < n/2, and let F be
a field of characteristic 2. Protocol tss is a UC-secure implementation of Fiss with everlasting security,
against a static, active, rushing adversary corrupting up to t parties. The complexity of the protocol is

poly(n, log |, k).

Notation 5. We say that D shares a random triple (a)), (b)), (c)) via tss, if (1) D picks random symmet-
ric bivariate polynomials F*(z,vy), F*(z,y) and F¢(z,vy), of degree at most t in each variable, such that
F2(0,0) - F*(0,0) = F*°(0,0), (2) samples (C};,0?.) < commiters(FV(i,5);7 ri;) for every v € {a b, c}

ij) 7,_7
and i, j € {0,...,n} such that i < j, where rw is a fresh random string, (3) sets C” = C” and 0 ]
foreveryi < jandv € {a,b,c}, and (4) initiates tss with C* := {ij}z,Je{O,.-~,n}f = { zj}z,]E{O,...,n}/

C®:={C&}i jeqo,..ny, and O% := {0} ico,..ny O = {0;}i jet0,...mp OF = {05 }ijef0,...n}-

3.6 General Single-input Functions

In this section, we obtain a 2-round protocol for every function whose outputs are determined
by the input of a single party. The class of single-input functions include important tasks such
as distributed ZK which we will utilize in our degree-2 computation. [GIKR02] reduces secure
computation of a single-input function (SIF) to that of degree-2 polynomials® and subsequently
show a 2-round construct to evaluate the latter with perfect security and threshold ¢ < n /6. In this

5We mention that this reduction works even when the functionality depends on the common reference string, since
all parties, and in particular the dealer, have access to the CRS.
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work, we complement their reduction with optimal threshold ¢t < n/2. The functionality Fg for
SIF evaluation has two phases. In the input phase, an honest dealer gives its inputs to Fgf, and the
adversary receives no information at all about the inputs. In the output phase, the parties receive
the outputs from F¢. A corrupt dealer has more power, and he can send his inputs to Fs in this
phase.

,—[ Functionality fsif} N

Fsir receives the set of corrupt parties C, and has access to Fcrs.

Input phase. F receives from an honest D inputs z = (z1,.. ., 2*). There are no outputs in this phase.

Output phase. We split into two cases.

* Honest D. Fgs returns y(z) = (y'(z),...,y™(2)) to all parties, where y'(z',...,2") =
D ope{to it} OpZp T Do qeq1,.. 0 Opg?’ 27 is a degree-2 polynomial in the variables 2., 20
e Corrupt D. Fy receives from D inputs z = (21, .., 2*) and returns y(z) to all parties.
\ J

Figure 8: Functionality Fg

We now present a 2-round protocol sif (Fig 9), realizing Fg;¢. The idea of the protocol is simple:
D shares each input 2" as well as the product 2%/ for each i, j € {1,...,¢} using VSS instances. In
order to make sure that D shared the correct product, the parties execute TSS with ((2%)), ((27)) and
((227)) as the inputs. Now, to compute each output y;, a linear function of z%’s and 2*27’s, we will
use glinear (n instances). For security, we need to randomize each y; before reconstruction using a
sharing of 0. This can be generated by sharing ((0)),((0)) and (0)) via TSS, and then opening first
two sharing to prove that the last sharing corresponds to 0. The security statement is given below
and the proof appear in Appendix B.5.

—| Protocol sif

All parties have access to Fcgs.

Primitives: Guided linear function evaluation glinear = (glinear.off, glinear.on); TSS tss; VSS vss.

Inputs. D has input 2%, ..., 2"

Input phase (R1). The parties do the following.

e (Input sharing) For every i € {1,...,£}, D shares 2" via a VSS instance vss’. Denote the corresponding
strong degree-t sharing by (C*, O*), and the sharing polynomial by F*(z, y).

* (Monomials sharing) For every i, j € {1,...,¢}, D shares 2% := 2 - 27 via a VSS instance vss*/. Denote
the corresponding strong degree-t sharing by (C%, 0%/), and the sharing polynomial by F% (x,y).

* (tss Input Sharing) For every i,j € {1,...,(} the parties execute an instance of tss, denoted tss/,
where D inputs (C?, 0%), (C?, 0%) and (C¥, 0%).

* (0sharing) Foreachi € {1,..., m}, the parties execute an instance of tss, denoted tss’, where D inputs
three random strong sharings of zero, denoted (C", 07), (C?i,0%) and (C", Q™). In addition, D
broadcasts (C", Q%) and (CF, O”%).
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e (glinear.off calls) For every i € {1,...,m} and j € {1,...,n}, the parties execute glinear.off"” with P;
as a guide.

® (Local computation) If, for some i € {1,...,m}, either (C7,0") or (CP*, O”¢) which were broad-
casted by D as part of the 0 sharing, are not a strong sharing of zero, then D is disqualified. Oth-
erwise, denote the output of party P in the execution of vss’ by (C?, 0%), and in the execution
of vss' by (C¥,0%). If (1) P, received an invalid pair in some vss or tss call, or (2) for some
i,j € {1,...,£}, the output of party P in tss”/ is not (C?, 0}), (C7,07), (C¥,0}’) and happy; = 1,
or (3) for some i € {1,...,m}, the output of party P in tss’ is not (C*, 0}"), (Cpl o7, (C™m, 0]
and happy;, = 1, where (C",0%) and (C*?, O”¢) were broadcasted by D as part of the 0 sharing,
then Py sets flag,, = 1. Otherwise Py sets flag;,, = 0.

Output phase (R2). The parties output y(0, . .. ,0) if D was disqualified and do the following otherwise.
e (VSS verification phase) The parties execute the verification phase of vss and vss* for every i,j €
{1,..., £}, where party P, inputs flag,, in all executions.

* (tss verification phase) For each i,j € {1,...,(} the parties execute the verification phase of tss/,
where party P, inputs flag;, in all executions.

J (glinear on calls) Fori € {1,...,m}and j € {1,...,n}, in glinear.on"’ the parties partially compute

Zp 1 ap[[zpﬂ + X< quszqﬂ + [In:1l; w1th P as the guide with inputs 69 = (flag;, ..., flag;)
and every P, with §™ = (flag,,, ..., flag,,)."

¢ (Local computation)

— (VSS verification phase outputs) The parties compute the output of all vss executions. If the output
of some execution is “D is corrupt” then they output (0, .. ., 0) and terminate. Otherwise, denote
the output of vss’ by (W¢, Oj,;), and of vss/ by (W%, OC{,U)

— (TSS verification phase outputs) The parties compute the output of all tss executions. If the output

of some execution is “D is corrupt” then they output y(0,...,0) and terminate. Otherwise, for
i,j € {1,...,¢}, denote the output of tss” by (WL, O! LJ,O\]N”,O\‘X/?,) and for i € {1,...,m}
denote the output of tss’ by (Wi, Of,w , O(Nl ,Osz-,ss). LetW := (ﬂm.e{l,_._’e} (Winwii mwig's)) N

(nie{l .,m} Wtss)

— (glinear outputs) Denote the output of glinear.on’’ by out’.

— (Output computation) Let V be the set of all parties P, such that (1) k ¢ W’, k ¢ W% and k ¢ W
for any i,j € {1,...,¢}, and k ¢ Wi, for any i € {1,...,m}, (2) none of {out™*};c(1 .y is
“( is corrupt”, and (3) according to {out*},cq1 ) in all executions as a guide, party Py, used
(ad,...,0f,aly,...,ab,, 1) and 6% = (1,...,1) in the execution of glinear"".

If [VUW]| < n —t then output y(0, ...,0) and terminate. Otherwise, for each i € {1,...,m} do

the following.

+ Foreach k € V let out™* = (a, 6%, t;).

+ For each k € W let f}, := opencrs(C’kO, 5k0) filo = opencrs(C,ig,okO) for j,r € {1,...,¢}, and let
Py = opencrs(ck07 Oko) Let t), := Zp 1 ka + Zp q<t pq + pk"

+ If {t;r }revuw do not correspond to a degree-t polynomial, then output (0, ...,0) and termi-
nate. Otherwise set y' to the free coefficient of the degree-t polynomial.

+ Output (y',...,y™).

"Here flag is 1 — flag.

Figure 9: Protocol sif
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Theorem 3.16. Let  be a security parameter, let n be the number of parties, let t < n/2, and let F be
a field of characteristic 2. Protocol sif is a UC-secure implementation of Fgs with everlasting security,
against a static, active, rushing adversary corrupting up to t parties. The complexity of the protocol is
poly(¢,m, n,log |F|, k).

3.7 Verify & Open

To achieve robust degree-2 computation in 3 rounds, we need a way to recover any kth row poly-
nomial of a VSS instance in the 3rd round irrespective of the corrupt status of D and P,. We make
a couple of failed attempts before reaching to the final solution. First, asking P} to disclose the
openings for its row polynomial in 3rd round (after VSS gets over) does not work, since a cor-
rupt P, may refuse. For tackling this single-point failure, distributing trust can be a way-forward.
That is, we let every P; open the ith share of P;’s row polynomial. However, this too does not
work: For a VSS instance dealt by a corrupt dealer, it is possible that a corrupt P, holds an invalid
row i.e., the public commitments for this row correspond to a polynomial of degree more than
t. This polynomial is pairwise consistent with all the honest parties” polynomials, yet the rest of
the points are such that it’s degree goes beyond degree t. For such a scenario, a reconstruction,
no matter whether distributed or centralised (as mentioned above), will fail to reconstruct the ¢-
degree polynomial defined by the honest parties row polynomials. Notably, while the corrupt
status of the parties (P} in centralized case, and D, P, in the distributed case) can be detected in
round-3, it is too late to settle everything in the same round. Here we introduce a new primitive—
verify & open- that allows a special party D (P} in the above discussion) to show that a set of n
commitments correspond to a polynomial of degree-t within 2 rounds and open the same if the
check verifies. As follows from the previous discussion, even an honest D’s verification may fail,
owing to the fact that the dealer of the VSS instance, the row of which is under scrutiny, is corrupt
and had dealt invalid rows to honest parties. But, looking ahead, knowing this by 2 rounds, helps
to take preemptive action in our 3-round degree-2 computation.

A two-phase primitive verify & open has a verification and an opening phase. In the former
phase, a dealer D inputs openings to commitments (1, ..., C,, and each P; inputs an opening to
C;. When D is honest, then the output of the verification phase is either (1) “verification succeeds”,
which happens when the openings correspond to a degree-t polynomial f(x), or (2) “verification
failed”, which happens otherwise. The output of the opening phase is f(0) in the former case
and L otherwise. When the inputs are bad (i.e., some opening of D is not valid, or the values do
not correspond to a degree-t polynomial, or some opening of F; is not valid), then we leak all of
them to the adversary during the verification phase itself. In all cases, the adversary receives all
the openings in the opening phase. We allow an additional bit input happyp from D, which can
be used by D to indicate that it is happy to disclose the openings during the verification itself.
Looking ahead, this bit can be used by an honest D to indicate that the row that it is verifying
comes from a corrupt VSS dealer.

For a corrupt D, an output of “verification succeeds” in the verification phase ensures that
the shares of the honest parties correspond to a degree-t polynomial f(x) and later in the opening
phase, the output will be f(0). Otherwise, the output of the verification phase may be “verification
failed” or “D is corrupt”, in which case L will be the output of opening phase.
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,—[ Functionality fvao} \

Fuao receives the set of corrupt parties C, and has access to Fcrs.

Verification phase.

* Honest parties’” inputs. All honest parties input the same commitments (C1,...,C,). An honest
dealer inputs openings (0¥, ...,0Y) and a bit verify ,. Every honest P; inputs an opening o;.
* Leakage. The adversary receives (C,...,C,) from Fu .

If D is honest, the adversary also receives {0 };cc and verify ,. In addition, if (1) verify,, = 1, or (2)
there exists an index k € {1,...,n} such that fj, := openg(Ck,0p) is L, or (3) { fi}tref1,....n} do not
correspond to a degree-t polynomial f(x), or (4) there exists k¥ € H such that open(Ck, o) # f,
then the adversary also receives the openings {o”} kef1,...n} and {ox }ren.

If D is corrupt, the adversary also receives o; for every honest P;.

* Adversary’s inputs. A corrupt dealer inputs (o?, ..., 02) and two bits, verify , and flag .

rn

* Outputs. We split into two cases.

— Honest D. If either of the conditions (1), (2) or (3) under Leakage/honest D case is true, then
return “verification failed” to all parties. Otherwise, set s = f(0), where f(z) is the degree ¢
polynomial over { fx}req(1,...,n} and return “verification succeeded” to all parties.

— Corrupt D. If flagp = 1 then output “D is corrupt” to all parties. Otherwise, if there exists i € H
such that openg(C;, 0P) = L, or verify , = 1 then return “verification failed” to all parties. Other-

wise, for i € H let f; := openg(C;,0P), and let f(z) be the polynomial obtained by interpolating

{fi}ien. If the degree of f(x) is more than ¢ then output “D is corrupt”. Otherwise, set s = f(0)

and return “verification succeeded” to all parties.

Opening phase.

* Leakage. The adversary receives (0P, ... ,0) and (o1,...,0,) from F 0.

rEn
¢ Outputs. If the verification phase ended with “verification failed” or “D is corrupt” then return L
to all parties. Otherwise, if the verification phase ended with “verification succeeded”, return s to
all.

Figure 10: Functionality F a0

We now present a realization, vao (Fig. 11), that takes 2 rounds for verification phase, in which
the first round is input-independent and can be run in parallel to generating inputs to vao (via VSS
instances), and one round for open phase, totalling to 3 rounds. The input-independent round is
used by D to generate a degree-t polynomial, say h(z), commit its n points publicly and give the
ith value’s opening to P;. The 2 rounds of verification phase is used to run a SIF instance to prove
that the underlying polynomial is of degree t. In order to check whether the polynomial, say f(x),
defined by the n commitments, C1, . .., C,, that are input to vao, is of degree at most ¢, h(z) is then
used as a mask for a public recovery of h(z) + f(x), within the verification phase. This is enabled
via n instances of spcg, with D acting as Alice and every P;, acting as Bob. Again, we leverage the
fact that the offline of SPCG spcg.off is one round and is input (f, h here) independent. If D’s SIF
instance confirms that /(z) is of degree ¢ and the public polynomial i (z) + f(z) is of degree t, then
f(z) (as defined by the honest parties’ values) is guaranteed to be of degree ¢. This concludes the
verification phase and we define below the exact single-input function that D needs to invoke.

Let F; be the single-input functionality that takes from D commitments (C1, ..., C;,) and open-

ings (o}, ..., o)), and returns to all parties the commitments (C,...,C}) and a bit out such that

ren

out = 1if and only if h; := opengs(Cj, o)) is not L for every i € {1,...,n}, and {h;}icq1,..n)

17 71
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correspond to some degree-t polynomial h(x).

Moving on to the opening phase, no steps are taken when either verification fails or D is
identified as corrupt. Otherwise, the open happens via n SIF instances, each carried output by
P; as the dealer. To conclude the opening in one round, the first round of these SIFs takes place
during the 2nd round of verification phase. The exact single-input function that we use is given
below.

Let F; be the single-input functionality that takes from a dealer commitments (C,C’) and
openings (0, 0’), computes f = openg(C,0) and h = openg(C’, 0'), returns “fail” if either h = L
or f = 1, and otherwise returns (C,C’, h + f, f) to all parties. For P;, the commitments are C;, C!
and the openings are o;, 0;.

The value (h + f) from ith SIF is patted against the sum computed by spcg.on’ to prove that
P; indeed holds openings to C; and C that sums up to what it allows its SPCG to compute as
Bob. Recall that the outputs of SPCGs are checked for degree-t property and the verification
phase’s success is conditional to this. This step is important because, a corrupt D and P; can
choose the output of spcg.on’ to be whatever they like. That is, even if C;’s opening with P; is
not consistent with the honest parties shares’, D and P; could make it look as if it is consistent.
However, now in SIF, P; will fail and we will not consider its contribution for reconstructing f(z).
So the f component of ith SIF that gives non-_L output and allows a successful check for (h + f)-
component as above, is taken for reconstructing f(x). Lastly, while it seems making every P;
reveal the openings on the ith values of h(z), f(x) would allow us to recover f(x), we use this
non-trivial way of opening f(z) to make the simulation work when D is honest. In particular, our
method via SIF allows to disclose the desired output, while keeping the openings secret, which is
exactly what the simulation needs for its success. The security statement is given below and the
proof appears in Appendix B.6.

—| Protocol vao

All parties have access to Fcgs.

Primitives: SPCG spcg = (spcg.off, spcg.on); SIF sif.
Verification phase (R1 and R2).

¢ R1 (Input-independent). The parties do as follows.

- D picks a random degree-t polynomial h(x), computes (C,0}) < commites(h(i),r;) for every

2

i € {1,...,n}, where r; is a fresh random string, broadcasts {C;};c{1,...,»} and sends o] to P;.
— (spcg.off call) For every i € {1,...,n}, the parties execute spcg.off’, with D as Alice and P; as Bob.
— (sif input phase for F;) The parties execute the input phase of sif, denoted sif”, computing the
function F;, where D acts as the dealer and participates with inputs {C}, 0} }ic(1.... n}-

20

¢ Inputs. All the parties input the same commitments (Ci,...,C,). D also inputs openings
(oP,...,0P) and a bit verify ;,. Every P, inputs an opening o;.

* R2. The parties do as follows.
— For every i, D computes f; := openg(Ci,0P). If verify, = 1, or fi = L for some i, or the
polynomial obtained by interpolating { f;}ic{1,....n} is of degree more than ¢, then D broadcasts

“verification failed” and terminates.
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— (spcg.on calls) Every P, computes f/ := openg(Cy,0;), and h; := openg(C},0}). If f/ = L or
R, = 1 then P; sets 6* = (0,0), and b} = b, = 0. Otherwise, P; sets 6* = (1,1), b} := f/ and
b5 := hl. Forevery i € {1,...,n}, the parties execute the online phase of spcg.on® as follows.

+ All parties input (C;, C}).
+ D, as Alice, inputs a := (1,1), 64 := (1,1), and ((o?, f:), (o}, h(i)))."
+ P;, as Bob, inputs §° and (b1, bs).

— (sif output phase for F1) The parties execute the output phase of sif”.

— (sif input phase for F») For every i € {1,...,n} the parties execute an instance of sif, denoted sif’,
computing the function F, with P; as the dealer, where P; inputs (C;, C}) and (o;, 0}).

— (Local computation) If D has broadcasted “verification failed” then all parties output the same and
terminate. The parties output “D is corrupt” and terminate if one of the following is true:

1. The output of sif” is not (C}, ..., C") and out = 1.

2. For spcg’ denote the output by out;. Some out; is “Alice is corrupt”.

3. Let V be the set of all indices 4 such that out; is not “Bob is corrupt”, and for some i, the out; is
not in format (a?, 6, {4, 03-4’7:, bf’i’}je]i ,0;), where I, is the set I corresponding to out;, and o;
is the partial-sum.

4. There exists i € V such that (1) a’ # (1,1), or (2) 64" # (1,1), or 3) 1 € I; and
openg(Ch, 007 # b, or (4) 2 € I; and opengg(Cy,05°") # by, or (5) 1,2 € I, and
bt 4 bg £ oy

5. The interpolation over {o;};cv results in a polynomial of degree larger than ¢.

Otherwise, parties output “verification succeeded”.

Opening phase (R3). If the verification phase ended with “verification succeeded”, the parties execute
the output phase of sif" for every i € {1,...,n}. Otherwise, the parties do nothing.

* (Local Computation) If the verification phase ended with “D is corrupt” or “verification failed”, then
output L. Otherwise, let V' be the set of all P; in V such either (1) I; = {1,2}, or (2) I; = &, and
the output of sif* is (C;, C/, 0y, f;), where o; is the output of spcg.on’. For every i € V' such that
I, = {1,2} set s; := b‘f"i, and for every i € V' such that I, = &, let s; := f;. Let S(z) be the
polynomial obtained by interpolating {s; };ev/. Output S(0).

"We use «;(a) = a; for i € {1, 2} in the expression of function f to be computed by SPCG.

Figure 11: Protocol vao

Lemma 3.17. Let x be a security parameter, let n be the number of parties, let t < n/2, and let F be
a field of characteristic 2. Protocol vao is a UC-secure implementation of Fyao with everlasting security,
against a static, active, rushing adversary corrupting up to t parties. The complexity of the protocol is
poly(n,log |F|, ).

3.8 Guided Degree-2 Computation

Building on and extending the notion of guided linear function evaluation, we introduce here
guided degree-2 computation, the final stop before arriving our destination of general degree-2
computation. Jumping directly in the problem, here the guide G has m + 2 tentative rows, say
|ba ], [bg], [b1],- .-, [bm], each of which can be either kth row or main row of a corresponding sets
of double sharing dealt by various parties.” The goal is to compute agbobs+> i, a;b; for a publicly

9We assume that m is (at most) polynomial in .
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known linear combiner a = (ag, a1, . . ., ax,), which includes a degree-2 term. Since we will operate
over tentative shares, G as well as every P, provide m + 2 length binary indicator vectors. Similar
to glinear, we are pressed with the need to complete the current task in 2 rounds and the first
round needs to be input-independent so that it can run in parallel to the generation of the tentative
sharing which act as the inputs to this task. When either of the indicators corresponding to b, bg
is 0, the degree-2 computation turns into a linear computation. Looking ahead, for a degree-2
computation of m + 2 secrets, we need to run n guided degree-2 computation, one for every P
as guide. The ideal functionality Fgq:c (Fig. 12) for this task looks similar to that of guided linear
function evaluation, and reflects the above discussion.

,—[ Functionality ]-"gdtc} ,

Fegdtc receives the set of corrupt parties C, and has access to Fcrs.

Honest parties’ inputs:

* All honest parties input the same commitments (Ci;)ic{a,8,1,...,m},je{0

e If G is honest, G inputs (1) a list of coefficients a = (ao, . ..,a,) € F™*1, (2) a list of values b® =
(bg’)iE{a,ﬂ,l,...,m},jE{O,...,n} € F(m+2)(n+1), (3) a list of Openings {Oz‘cj‘}1',6{a,ﬁ,l,...,m},jE{O,...,n}r and (4)
an indicator vector §¢ € {0,1}m+2.
For every i € 0 it holds that openy(Cij,0f)) = bS for every j € {0,...,n}, and the values
{bij}jeqo,....ny correspond to a degree-t polynomial. In addition, ag # 0.

* Anhonest P; inputs a list 6 € {0,1}™*2, and values (b}, b}, 05,...,b;,) € F"2.

Leakage: The adversary receives (Cij)ic{a,3,1,....m},jfo0,....,n} and 5% of every honest P;. In addition,

 If G is honest, the adversary receives a,{b$, 0 }ic(a,p.1,....m}jec and 6%, as well as L; :=
{(,4), b5, 05 Yier,, for any j € H, where I; := (b%,§%)O(b?,6). In addition, if 65 = 0 or 6§ = 0,
then the adversary receives the sum Y-, _sc\ 14 5y @ibj, forany j € {1,...,n}.

e If G is corrupt the adversary receives (b;,, b, bi, . . ., bj,,) for every i € H.

Adversary’s inputs: A corrupt guide inputs a, b, {07 }ic(a,5,1,....m},je{0,....n}, 0¢ and an input bit flag.

Outputs: We split into two cases.

* Honest guide. Foreachi € {, 3,1,...,m} such that 67 = 1, let b’ := b, and otherwise let b’ = 0.
Fedre Teturns (a, 69, ag - b5b§ + 2 ies6\{a,) G- b§) to all parties.

¢ Corrupt guide. Let g(z) be the polynomial obtained by interpolating {3,561\ (4,5 a;ib}jen. The

parties output “G is corrupt” if either (1) flag = 1 or (2) ag = 0, or (3) there exists j € Hand i € I;

such that openg,(Cij, 0f) # b, or (4) g(z) is of degree more than ¢. Otherwise, we split into cases.

- 1If 6§ A 6§ = 1, let f*(x) be the polynomial obtained by interpolating {bS ;}jen, and let f#(z) be
the polynomial obtained by interpolating {bg itien. If f(z) or f B(x) are of degree more than ¢
then return “G is corrupt” to all parties. Otherwise, Fyparc returns (a, 6%, aq - £¢(0) - £7(0) + g(0))
to all parties.

— Otherwise 65 A 65 = 0, and Fygrc returns (a, 6, g(0)) to all parties.

Figure 12: Functionality Fggtc
We design protocol gdtc (Fig. 13) to the realize Fyq:c. We reduce the task of degree-2 computa-
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tion to three instances of glinear via Beaver’s trick that demonstrates how given sharing of a triple
7, p,n = 7p and sharing of b,, bg, the sharing of the product b,bg can be computed using a linear
function pu + yv + n + uv, where u = b, — v, v = b, — p are public constants. So in gdtc, G shares
a triple using an instance of tss and using this Beaver’s trick makes the rest of the computation
linear. The offline/online of glinear is run in the offline/online of gdtc. The security statement
appears below and the proof in Appendix B.7.

—[ Protocol gdtc = (gdtc.off, gdtc.on)}

All parties have access to Fcrs.
Primitives: Guided Linear function evaluation glinear; TSS tss.
e gdtc.off(R1)
— (Sharing Phase of tss) G shares a random triple (7)), (o)), (1)) so that n = vp using an instance of tss
(c.f. Notation 5).
— (glinear.off calls) The parties execute glinear.off"*, glinear.off" and glinear.off", led by G .
— (Local computation) We denote the output of P; in the sharing phase of tss by
(C7,0)),(Cr,0?),(C",0}) and happy;.
¢ Inputs: This is exactly same as specified under Honest Parties’ input in the description of Fggc.

¢ gdtc.on(R2) The parties do the following.

- G broadcasts a and §€.

— (Verification phase of tss) The parties execute the verification phase of tss, where P; sets flag, := 1 if
happy; = 0 (computed during the sharing phase of tss), and otherwise flag; := 0.

- (glinear® call) For i € {a, 3,1,...,m}, let C* := (Cyj)jeqo,..ny and OF := (og)je{o,_“’”}, and think
of (C*,0%) as a main-row of a sharing [w']. The parties compute > " | a;|w'] + aod§ 05 - (b5, —
P) 1+ 5= L1+ 1+ (05 —p)- (b5, —7)(1)), guided by G with input 6t = (57, 67,1,1,1,1)
and every P; with input [8%, ..., 3%, happy;, happy;, happy;, 1].%

- (glinear" and glinear” calls) The parties compute |w®] — |v] in glinear”, and [w”] — |p] in glinear”,
guided by G, with respective inputs 6“ = (6G,1),0v = (55, 1) and every P; with respective inputs
(04 happy;) and (35, happy;).

— (Local computation) The parties output “G is corrupt” if:

1. the output of the verification phase of the tss call is “D is corrupt”;

2. ifag = 0;

3. the output of glinear®", glinear" or glinear” is “G is corrupt”; otherwise, denote the output by
(a®tt, §°ut out), (a¥, 8%, u) and (a”,dv,v), respectively,

4. if one of the following holds: (1) a®* # (ay, ..., am, 8565 agv, 6565 aou, 6§65 ao, 65 6§ aguv), (2)
a® # (1,-1), 3) a® # (1,-1), (4) 5 £ (6¢,...,05,1,1,1,1), (5) “ # (6§,1), and (6) §” #
(6§,1).

Otherwise, parties output (a, 5%, out).

“Here (1) is a main row of a default sharing of 1, denoted (Cy, . .., Cy,) and (oy, . . . , 0,,), which is locally computed
/

by the parties by setting (C/, 0;) = commites(1;0), for each i € {0, ...,n}, where 0 is the all-zero string.
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Figure 13: Protocol gdtc = (gdtc.off, gdtc.on)

Lemma 3.18. Let x be a security parameter, let n be the number of parties, let t < n/2, and let F be a
field of characteristic 2. Protocol gdtc is a UC-secure implementation of Fgqrc with everlasting security,
against a static, active, rushing adversary corrupting up to t parties. The complexity of the protocol is
poly(m, n,log |F|, k).

3.9 General Degree-2 Computation

Here we present our degree-2 computation protocol. We start with the functionality Fgsc.!°

,—[ Functionality ]-‘dth \

The functionality receives the set of corrupt parties C, and has access to Fcrs.

Inputs. Party P; holds a vector of /; inputs to the functionality, denoted (w:-**1, ... wli-114), where
Li,1 = Z;;ll £j and LO =0.

Outputs.  All parties receive y(w) = (y'(w),...,y™(w)), where each y* is of the form
yF (2%, 28, 21, . 2) = %P + 21 + ... + 2", where each of 2,27 2!, ... 2" is either equal to some
wj, or a constant specified by the functionality. That is, there exists public mapping map”(w) that takes

w and maps the correct w to each z term in y* expression.
. J

Figure 14: Functionality Fgqc

To simplify discussion, we consider the computation for y = x®z%+2'4-...+2". For simplicity,
we denote the party holding 2%, 2° and 2’ by P,, Ps and P;. The high-level idea is to (1) let each
party share all of its inputs in the first round via vss sharing phase, and (2) let the parties compute
the i-th share of z - 2% + z' + ... 4+ 2" via gdtc, guided by P;. Step (1) and input-independent
round of step (2) are executed in the first round, while step (2) is executed in the second round
over the tentative shares.

The above optimistic 2-round construction works perfectly fine for a semi-honest adversary.
A malicious adversary challenges us with issues in each of the above two steps. First, the corrupt
dealers might send corrupt shares of their inputs to P; in the first round. Second, a corrupt guide
P; might abort the execution of gdtc. The first issue throws many complications arising out of
operating on unsettled/tentative (non-final) shares. The second issue needs us to find a way
to recover all shares. Notice that, the shares of 2 - #” + 2! + ... + 2" correspond to a degree-
2t polynomial, and so we must recover all the shares in order to recover the correct value z -
2 + 2! + ... + 2". Therefore, we add another round which is used for correcting the shares of
z% - 2P + 2t 4+ ... + 2", and recovering the shares of all parties who aborted the computation.
More concretely, the protocol consists of the following three phases, where each phase requires
one round.

Sharing Phase: A sharing phase, in which the parties share their inputs using the sharing phase
of the vss protocol. Observe that, the output of this phase is only tentative shares. Along with the

Observe that Fu is a fictitiously corruption aware functionality, that is, Fa. does not depend on the set of corrupt
parties C. For more information, see Appendix A.1.
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sharing, every dealer for each of its input sharing initiates a proof in zero-knowledge, via sif, that
it holds openings to the corresponding vss commitments defining a strong double ¢-sharing. By
the binding property of the commitment scheme, this means that whenever the zero-knowledge
proof succeeded, any opening of the corrupt parties will be consistent with the honest parties’
shares. The exact single-input function that we use is given below.

Let }'<5<i.f>> be the single-input functionality that takes commitments C = {Cj;}; jeqo,...ny and
openings O = {Oij}i,je{o,...,n}r and returns C and a bit out to all parties, such that out = 1 if and
only if (C, O) is a strong double ¢-sharing.

Partial-computation phase: In this, each P; uses all of its available shares for the partial com-
putation of [T, [|z°T; + [[=']); + ... + [[z"]); via the online round of gdtc (the offline round can
be executed in parallel to the sharing phase). In parallel, the parties also execute the verification
phase of all vss instances, where P; raises a flag in each vss instance whose dealer was identified
by P; as corrupt. This means, for every corrupt dealer P;, either P; is disqualified by the vss func-
tionality, or the shares that correspond to P; become public. At the end of this phase, the parties
identify those who are necessarily corrupt, and compute a set V that consists of all parties except
them. In particular, a party P; is necessarily corrupt if (1) it was disqualified by a vss or gdtc in-
stance, or (2) according to the gdtc instance in which P is the guide, the shares of some 27 are not
known to P;, but P; did not raise a flag in the corresponding vss instance.

Correction phase: We set the inputs of all parties outside V to be 0, while for all parties inside V
the input values are successfully shared via vss. There are two main cases to consider.

o (Exiting through linear functions) If P, or Ps are outside V, then either z* = 0 or 2° = 0, so it
is enough to compute the linear function 2! + ... + 2". Since there are n — ¢ > ¢ + 1 honest
parties, it is enough to make sure that we recover the corresponding shares of all honest
parties, and that a recovered share of a corrupt party is either consistent with those shares,
or is L. This can be done by letting each P; guide the execution of the online round of glinear
on the i-th rows of the inputs of parties in V (the offline round can be executed in the partial
computation phase). Consequently, this glinear will be run on final shares, as opposed to
tentative shares.

¢ (Correcting shares) Otherwise, both P, and Pjs are in V. In this case we need to recover the
shares of all parties. In order to recover the shares of the parties outside V, which are known
to be corrupt, we simply let the parties in V reveal all the openings that correspond to the
corrupt parties’ shares. This allows to recover these shares in the clear.

For a party P; in V, denote by y¥ the sum in the output of the gdtc execution guided by P;.
We may need to correct Y, if the following cases happen.

1. (Adding missing linear terms) For j € {1,...,n}, consider an input 2/ with P; € V.
However, according to gdtc, P; did not receive a valid row of 27 in the sharing phase.
Since both P; and P; are in V, the i-th row is public at the end of the corresponding vss
verification. Therefore, we let all parties locally add the share to yV.

2. (Removing unnecessary shares) We deal with the dual of the above scenario. For j €
{1,...,n}, consider an input 7 with P; ¢ V. However, according to the gdtc, the value
ylk consists of a share of z7. In this case, we have to subtract this share from yf, as the
inputs of all parties outside V are set to 0. For this, we can let P; open the i-th row of
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27, as received in the sharing phase. However, a corrupt P, might refuse to open this
row, so in order to make sure that the i-th row is revealed, we use the vao protocol in
the following way. We require from all parties to execute a vao instance for each valid
row they receive in the sharing phase. The offline round of the verification phase can be
executed in round 1, while the online round of the verification phase can be executed
in round 2. Now, whenever P, is required to open the i-th row of some 27, the parties
can simply execute the opening phase of the corresponding vao instance.

3. (Adding x2P) If, according to gdtc, P; did not receive the i-th row of z* or 2P, then
the corresponding share of %28 is computed using Beaver’s trick (see Fact A.7) in the
following way. Already in the sharing phase, we let each P; share a random triple via
tss. Using this triple, the parties can compute the i-th share of 2" by computing a
linear function via glinear. Finally, the parties simply add the corresponding share to

v
The above protocol still suffers from several problems, stated below along with the way-outs.

* (Randomization) Given two random degree-t polynomials, f(z) and g(x), it is well known
that the polynomial f(z) - g(x) is not a random polynomial. In particular, in our case,
whenever both P, and Pj are in V, the shares that the parties recover do not correspond
to a random degree-2¢t polynomial, so it may leak information about the inputs of the
honest parties. In order to solve this, we let each party P; share a random polynomial
F?(z,y) in the sharing phase, which will be used for zero-sharing. At a high-level, this
means that there exist coefficients {)\3 }ije{l,...ny such that the degree-2¢ polynomial g(x),
obtained by interpolating {Z?Zl )\g FZ(0,i)}ieq1,... ny is a random degree-2¢ polynomial con-
ditioned on ¢(0) = 0. (See Fact A.9 for a formal statement.) Therefore, instead of computing
LT, [[2?T; + L=, + - . . + [[="]], in the gdtc execution guided by P;, we let the parties com-
pute [[z°T,[[z°T, + 12T, +. . .+ 12", + AHl 2] +- - -+ A?[ 20 ], where z; is the free coefficient
of F*(x,y).

Similarly, in order to simplify the simulation, we also require from the parties to randomize
the output when exiting through linear functions. We do so by letting P; share a random
polynomial F% (x,y), whose free coefficient is 0, in the sharing phase. We also require from
P; to prove in zero-knowledge, via sif, that she holds openings to the corresponding com-
mitments, that correspond to a strong double ¢-sharing of 0. Finally, in the correction phase,
we let the parties compute > 7, ({(x7): + ((0;));) in the glinear execution guided by P;. The
exact single-input function, we refer to here, is given below.

Let .73"<5<ié>> be the single-input functionality that takes commitments C = {Cj;}; jeqo,....n} and

openings O = {04;}; je{o,...n}, and returns C and a bit out to all parties, such that out = 1 if
and only if (C, O) is a strong double ¢-sharing of 0.

* (Padding) The above protocol is not secure yet. A corrupt P, can learn the value of 2° with
probability 1. Consider a corrupt P, that shares the value 2 = 1 honestly in the sharing
phase, but is then discovered to be outside V. In this case, in the partial-computation phase
P, learns all the shares of 1 - 2° + 2! + ... + 2". However, in the correction phase, the parties
recover all the shares of the sum z! +. . .+2". Therefore, P, can recover both 2%+ +. .. +z"
and z! + ... + 2", and by subtracting the two values P, learns 2%, In order to solve this
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problem, each party P; uses a random pad p; in the computation of gdtc. Therefore, the final
form of computation via gdtc is as follows:

<uxo‘ﬂi 2PN+ U Hﬂ:”ﬂZ) + <>\}uz1ﬂi +. )\?uznﬂi> + |pi],

When both P, P are found to be in V, this random pad is revealed and subtracted from y*
in the correction phase.

* (Opening pads via sif evaluation) Opening the above pad sounds as simple as revealing the
openings in round 3. However, due to simulation issues, as mentioned in the discussion of
vao protocol, we would need to hide the openings and yet publish the shares of the pad. We
use sif for the below function, which exactly does this.

Let 75 be the single-input functionality that takes a commitment C' and opening o, and
outputs (C, openg(C, 0)).

Notation 6. For a secret s, we define Dof(s) as the identity of the party that belongs it and shares it using
a VSS instance.

For clear notation, for degree-2 term, y* (as specified in Fuic), the element in an indicator vector &
corresponding to an element x € {x, P 2F. pk} will be referred as 5.

7
—| Protocol dtc

All parties have access to Fcgs.

Primitives: Guided degree-2 computation gdtc = (gdtc.off, gdtc.on); Guided linear function evaluation
glinear = (glinear.off, glinear.on); Verify & Open vao, TSS tss, SIF sif, VSS vss.

Inputs. P; holds a vector of ¢; inputs (wFi-1+1 .. wkri-1+4) where L, 1 = Z;;ll ¢; and Ly = 0. The
parties know map*(w) for every z-term in the y* expression.

(R1) The parties do the following.

e (Input sharing) Every party P; shares each of its inputs {w’ }JL= ._,+1 vVia an instance of vss, denoted
vss¥i. Denote the corresponding sharing by (cv’,0v’).
In addition, for every constant w used by the function y(x) (see Fqic) for the computation of some vk,
the parties locally compute a default (w)), denoted (C*, O%), by setting (C;;, 0;) < commiters (w; 0)
foralli,j € {0,...,n}, where 0 is the all-zero vector.

* (Pads and zero sharing) For every k € {1,...,m}, P, shares (a) a random pad p! using vss?:, (b) a
random value 2¥, which will be used for zero-sharing, using vss* and (c) 0 using vss’t . Denote the
corresponding sharings by (C?, OP%) and (C*, 0% ) and (C% , Q%)

e (Triple sharing) For every k € {1,...,m}, every P; shares a random triple (), (pF)) and (nF),
such that 7% - p¥ = nF, via an instance of tss, denoted tss¥. Denote the corresponding sharings by
(C7,07F), (CP, 07 ) and (C™,0").

e (sif call) For every i € {1,...,n}, for every value s with Dof(s) = i, where s is either an input 27, or

one of the pads p¥, zF, or a triple-sharing element 7¥, p¥ or n)¥, the parties execute sif*, computing
functionality f?g» with P; as the dealer, with inputs (C*, O®).
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In addition, fori € {1,...,n} and every k € {1,...,m}, the parties execute an instance of sif, denoted
sif”" , computing functionality F{lby with P; as the dealer, with inputs (C%, 00,

(vao call) For every value s with Dof(s) € {1,...,n}, and for every i € {1,...,n}, the parties execute
round 1 (input-independent) of verification phase of vao, denoted vao®*, with P; as D.

(gdtc.off calls) For every k € {1,...,m} and every i € {1,...,n}, the parties execute gdtc.oka’i, with
P asG.

(glinear.off calls) For every k € {1,...,m} and every i € {1,...,n} the parties execute two instances
glinear.off™"* and glinear.off**,

(Local computation) If P; received an invalid row from a vss or a tss execution in which P; is the dealer,
or happy; = 0 in any such execution, then P; sets flag,; = 1, and turns all openings received from P;
to L. Otherwise, P; sets flag;; = 0.

(R2) The parties do the following.

Each party P; broadcasts {flag;; } je{1

yeey U}
(VSS and TSS verification) The parties execute the verification phase of all vss and tss instances, so
that P; has input flag;; in every instance of vss and tss in which P; is the dealer.

(sif output phase) The parties compute the output phase of every sif instance.

(vao call) The parties execute the online round of the verification phase of every instance of vao. In
every vao®' where Dof(s) = j, the dealer P; inputs (C7, O7) and flag, := flag,;, and every honest P
inputs C; and of.

(gdtc.on calls) For every k € {1,...,m}, let y* = 2%2% + 2' + ... + 2™. For every i €
{1,...,n} the parties partially compute Equation (5) with P, as G with (2n + 3)-bit indicator
vector [flag;pof(ze)s flagipof(2e)s flaginof (a1 - - - » flagipot(an ), flagit, - - -, flagy,,, flag;y, . . ., flag,,].°  Every

other party’s indicator vector is determined similarly using their flags.
(1o LT+ LTt UL )+ (LT ot LA ) + 1, O

(glinear.on calls) For every k € {1,...,m} and @ € {1,...,n}, the parties partially compute
[2°T; — [7¥] and ||2°T), — | p¥], via glinear.on®"* and glinear.on™"*, guided by P; with the respective

indicators [flag,pof (), 1] and [flag;pf(,#), 1], and every party P, with indicators [flag,pof(,«), flag,.;]
and [ﬁiDof(zB)vﬁm’}'

(glinear.off calls for linear exit) For every k € {1,...,m} and ¢ € {1,...,n}, the parties execute
glinear.offﬁrf, with P; as G.
(glinear.off calls for correcting shares) For every k € {1,...,m} and i,j € {1,...,n} the parties execute

glinear.off"7  with PjasG.

(sif for opening pads) For every k € {1,...,m}and ¢,j € {1,...,n} the parties execute an instance of

sif, denoted sif*/', computing functionality 7= with P; as the dealer with inputs (C¥ ;, o) ’:))

(Local computation) Let V be the set of parties P, such that

1. the output of any verification phase of vss/tss where P; enacts D is not “D is corrupt”,

2. for every s shared by P, the output of sif* is C* and out = 1, and for every k € {1,...,m}, the
output of sif is C% and out = 1,

3. the verification phase of all vao instances in which P; is D did not end with “D is corrupt”,
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4. forevery k € {1,...,m}, the output of gdtc} is (a, 5%, y¥), where a is consistent with Eqn. (5),

5. for every k € {1,...,m}, the output of glinear™"" and of glinear®"* is (a*,§*,u) and (a’, §",v),
respectively, such that a* = a¥ = (1, —1), and

6. forall j € {1,...,n}, flag;; is consistent among all vss, tss, glinear, gdtc and vao instances.

At this stage, each party P; turns all openings received from a party notin V to L.

(R3) Forevery k € {1,...,m}, in order to compute y* the parties do as follows.

* (Exit through glinear;;,) If P, or P is not in V, then for every P; in V, the parties partially compute
(N + oo+ (@™ + (05N + ... + (0F); via glinear},,, guided by P; with input 2n-bit indicator
vector 4||8’ such that §; = 1 if Dof(z?) € V and 6, = 1 if Dof(O?) € V and 0 otherwise for every
j € {1,...,n}. Every other party has the same indicator vector.

Let V¥ be the set of all parties i € V such that the output of glinear},, is (a, %, y¥), a is the all-ones
vector, and 0% = § || &' is of the above form (i.e., §; = 1if Dof(27) € V and &, = 1 if Dof(O;‘?) €Vand0
otherwise for every j € {1,...,n}). Let f*(z) be the degree-t polynomial obtained by interpolating
{f Yievw- Sety® := f*(0).

(Output through gdtc) Otherwise both P, and Pg are in V. For every i € {1,...,n}, the computation
of the i-th share of y*, denoted 7, is done as follows.

— (Public opening for P, ¢ V) If P, ¢ V, then for every value s such that Dof(s) € V, every Pj
in V broadcasts o}, if flag;, = 0 (otherwise the value oJ is public). The parties set f;* :

opengs(C5;, 03;), interpolate over all non-L shares in {f;"};ecv to obtain a degree t polynomlal

f% () and set s; := f*(0). Finally, the parties compute §* := 20/ + > Dof(aiyev Ti T 2 jev X2
— (Correcting gdtc outputs for P; € V) If P; € V, let (a, 6%, y¥) be the output of gdtc’.

+ (Recovering missing linear terms) For every j € {1,...,n}, (a) with §¢ = 0 and Dof(z7) €V,
the opening o7, is public, and the parties set 27 := openg(C% , 0% ); (b) with 6% = 0and

P

Dof (2} k) € V, the opening o, é is public, and the parties set zJ; := opencrs(C’iZg ,0:0)-
* (Recovering linear terms to be eliminated) For every a7 with S, = 1 and Dof(27) ¢ V, the parties
execute the opening phase of vao™  that ended with “verification succeeded”, in order to
recover the value ]
+ (Recovering pad p? when 6% = 6% = 1) For each party P; in V with flagj,- = 0 the parties

¢ =
execute the output phase of sif*7*, and we denote the output by (C}, fp ). We say that the ] -th
share is valid if C; = Cf(’) and fpl # L. For each P; in V with flag;, = 1 the opening o]O is

k
public, so the parties set f o= opencrs(Cfé , go) We consider each such share as valid. The

parties 1nterpolate over all valid shares in { f } jev to obtain a degree ¢ polynomial f7% (z) and

set pf = F75(0).

* (Recovering share of x*a® when 5G. A 6% = 0) Denote the output of glinear™** by (a®, 5%, u})
and the output of glineark Y by (a 6” ). If 6% = 0 then 0%, is public, and the parties set
TRE T + openg (CE", o%"). Otherw1se if 5:?& =1, the parties set u := uf. Similarly, if 6%, =

then ol0 is public, and the parties set v := vF + opencrs(C’f0 , 'fo ). Otherwise, if 6%, = 1, the

parties set v := vF. For every j € V the parties partially compute v[yF I, + ulpf I+ [n¥ I, +
wo(l) — [pf]; via glinear’7 .. Let V¥ be the set of all j € V for which the output is (a, §¢, cf;)

where a = (v u,1,uv,—1) and §¢ = (1,1,1,1,1). Let f¥(z) be the polynomial obtained by
interpolating {cfj }jev’.‘/ and let ¢} := f¥(0).
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- (Computing share of y*) The value 7 is below when 65, = 6%, = 1:

ko ko k j ik j ik
Yi =y —pi + E T; + E AiZji — ( E T + E )‘izjz)'
Dof (27)€V:6S, =0 jEV:8G, =0 Dof (27)@V:8S, =1 JgViaG =1
T zy x
J

and as below, when 6%, A 65, = 0:

ge =gk 4k E J § LN j j ok
Y =y o+ x; + XoZji — ( g x; + E )\izﬁ).
Dof (7)€V:8%; =0 JEV:6G =0 Dof (27)¢V:6%; =1 jgvz(sgj =1
’ x

Finally, the parties interpolate over {¥};c(1,.. »} to obtain f*(z) and set y* to be f*(0).

.....

“Here, flag is 1 — flag.

Figure 15: Protocol dtc

Theorem 3.19. Let « be a security parameter, let n be the number of parties, let t < n/2, and let F be a field
of characteristic 2. Let L, 1 and m be the number of inputs and the number of outputs of Fyy., respectively,
and assume that they are (at most) polynomial in k. Protocol dtc is a UC-secure implementation of F gy with
everlasting security, against a static, active, rushing adversary corrupting up to t parties. The complexity
of the protocol is poly (m, Ly 41, n,log |F|, k).
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A Appendix: Security Model, Useful Facts and Standard Primitives

A.1 The UC-Framework

In this section we give a high-level description of the UC-framework, due to [Can01]. For more
details, the reader is referred to [Can01]. We begin with a short description of the standard model,
and then explain how the UC-framework augments it. At a high level, in the standard model,
security of a protocol is argued by comparing the real-world execution to an ideal-world execu-
tion. In an ideal-world execution, the inputs of the parties are transferred to a trusted party F
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(called the ideal functionality) over a perfectly secure channel, the trusted party computes the func-
tion based on these inputs and sends to each party its respective output. Informally, a protocol =
securely implements F if for any real-world adversary A, there exists an ideal-world adversary S
(called the simulator), that controls the same parties as A, so that the global output of an execution
of m with A (consisting of the honest parties” outputs and the output of A), is indistinguishable
from the global output of the ideal-world execution with 7 and S (consisting of the honest parties’
outputs and the output of S).

The UC-framework augments the standard model by adding an additional entity, called the
environment Z. In the real-world, Z arbitrarily interacts with the adversary A, and, in addition,
Z generates the inputs of the honest parties at the beginning of the execution, and receives their
outputs at the end of the execution. In the ideal world, the same environment Z arbitrarily interacts
with the simulator S, and, in addition, Z communicates with dummy parties, that receive the
honest parties” inputs from Z and immediately transfer them to F, and later receive the honest
parties” outputs from F and immediately transfer them to Z. In both worlds, at the end of the
execution the environment Z outputs a single bit.

For a security parameter x and input ¢ to Z, we denote the distribution of the outputbit of Z(()
in a real-world execution of = with adversary A by REAL z(;) 4(k). We denote the distribution
of the output bit of Z(() in an ideal-world execution with ideal-functionality F, simulator S by
IDEALF z(¢)s(%). Intuitively, we say that a protocol m UC-emulates an ideal-functionality F if
for every real-world polynomial-time adversary A there exists an ideal-world polynomial-time
simulator S, so that for any environment Z and any input ¢ to Z, it holds that{REAL, z ) (%)}«
is computationally indistinguishable from {IDEALf z(¢) s(%)}x-

The dummy-adversary. Since the above definition quantifies over all environments, we can
merge the adversary A with the environment Z. That is, it is enough to require that the simu-
lator S will be able to simulate, for any environment Z, the dummy adversary that simply delivers
messages from Z to the protocol machines. For more information, see [Can01].

The hybrid model. The UC-framework is appealing because it has strong composability prop-
erties. Consider a protocol p that securely implements an ideal functionality G in the F-hybrid
model (which means that the parties in p have access to an ideal functionality ), and let 7 be a
protocol that securely implements F. The composition theorem guarantees that if we replace in p
each call to F with an execution of ™ we obtain a secure protocol. This means that it is enough to
prove the security of a protocol in the hybrid model, where the analysis is much simpler.

Corruption-aware functionalities. Throughout, we assume that our functionalities are
corruption-aware, which means that they might depend on the identities of the corrupt parties
C. The notion of corruption aware functionalities was first introduced by [Can01], and the reader
is referred to [Can01] for more information (see also [AL17, Section 6.2]).

We mention that our final functionality for degree-2 computation, Fy., is a fictitiously corrup-
tion aware functionality, which means that F4; receives the set of corrupt parties C, but does not
depend on it. It is known (see, e.g., [AL17, Section 6.2]) that if a protocol securely computes a fic-
titiously corruption aware functionality, then it also securely computes it in the standard model,
where the functionality does not receive the set of corrupt parties C. Therefore, our final function-
ality Fytc is also secure in the standard model.
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Everlasting security. We also consider a hybrid version of statistical and computational security.
Intuitively, we require that an environment which is polynomially-bounded during the execu-
tion and is allowed to be unbounded after the execution, cannot distinguish the real-world from
the ideal-world. We refer to this notion as everlasting security. Observe that this security no-
tion lies between computational-security (where we consider only environments that are always
polynomially-bounded) and statistical-security (where we also consider environments that are
unbounded during the execution of the protocol).

The idea of everlasting security was formalized in the UC-framework by [MU10]. In a nut-
shell, instead of considering environments that are unbounded after the execution, it is enough
to consider only environments that are always polynomially-bounded, but are not limited to a
single bit output. In particular, such environments can output their whole view. Using the same
notation as before, REAL, z(¢) 4(%) and IDEALf z () s(k), to denote the output distribution of Z
in the real-world and in the ideal-world (where now the output may contain more than one bit),
we say that a protocol 7 UC-emulates an ideal functionality F with everlasting security, if for
every polynomial-time real-world adversary A there exists an ideal-world polynomial-time sim-
ulator S such that for any polynomial-time environment Z and any input ¢ to Z, the random
variables {REAL; z() a(k)}x, and {IDEALfr z(¢) s(K)}x are statistically indistinguishable. There-
fore, in general, in order to prove security it is enough to show that the view of the environment
in the real-world is statistically-close to the view of the environment in the ideal-world.

We mention that the composition theorems of UC-security hold for protocols with everlasting
security (i.e., the composition of two protocols with everlasting security results in a protocol with
everlasting security). For a formal definition and statement of the composition theorem, the reader
is referred to [MU10].

Global setup. In order to obtain protocols with everlasting security, we use non-interactive com-
mitments which are statistically-hiding. It is well known that such commitments cannot be imple-
mented in the plain model, and that some global setup is required . In our case, the global setup
is a common reference string (CRS). Throughout the paper, we assume that all functionalities and
parties have access to the same global functionality Fcgs, that, upon receiving a query, returns
the common reference string. We mention that, since all our protocols are static systems, where
all identities and connectivity is fixed beforehand, the composition theorems in this model follow
immediately from the composition theorems guaranteed by UC-security, even when we consider
everlasting security (see, e.g., [BCH™'20, Section 1]).

A.2 On the R-Intractable Hash Functions in Protocol tss

In this section we discuss the R-intractable hash function used in protocol tss. We begin by defin-
ing R and showing that it can be represented by a circuit with a simple structure. Then, we show
that a the hash function can be modelled as a random oracle. That is, we show that a random
oracle is R-intractable. Throughout, we assume that the commitments and the opening corre-
spond to a NICOM with security parameter x.!! We also assume that the hash-function &, takes
commitments C := {ka}ve{a7b,c},k6{07...,2n} and returns a single field element .

"If the commitment scheme depends on a CRS, we extend the definition of R-intractability in a natural way, by
considering a distribution over circuits that receive a random CRS as part of their inputs, and we assume that the CRS
is also given to the adversary.
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The circuit R?:. Let R be the circuit that takes as an input commitments C :=
{C"*} e tabc) hefo...2n), and openings On = {O;" }uc(ape) ke(o. . 2n}ich: If there exist v €
{a,b,c}and k € {0,...,2n} such that (@, C**, @, Oﬁ'k) isnot a weak double ¢-sharing with sharing
polynomial F**(z,y) then R outputs 1. Otherwise, the circuit computes o := h(C), and outputs
0 if and only if either « = 0, or

2n 2n 2n
F9(0,0)-F*(0,0) # F°(0,0) and < > " FeR0, 0)) : ( > aFFR(0, 0)) = < > aFFek(, 0)) .
k=0 k=0 k=0

Observe that, using known reduction techniques (see, e.g., [GIKR02, Theorem 1]) RQZ can be
implemented by circuit with the following simple properties: (1) The first layer of the circuit con-
sists of h. gates, AND gates, OR gates, and NOT gates, (2) the second layer consists of non-equal
gates (note that each gate can be implemented as (—z V —y) A (x V y)), and (3) the rest of the layers
consists of an OR-tree whose inputs are the outputs of the second layer.

Random oracle as R-intractable hash function. We continue by showing that a random or-
acle O is a R-intractable hash function. We begin by analysing the following game, played

-----

random field element « is sampled by a trusted party and given to A. Finally, A broadcasts
Oy = {O;)’k}ve{a,b,c},ke{o,u.,2n},i€H- We say that A wins if for all v € {a,b,c} and k € {0,...,2n}
it holds that (@, C*, &, Of,’k ) is a weak double ¢-sharing with sharing polynomial F**(z,), and
either « = 0 or

2n 2n 2n
F9(0,0)-F*(0,0) # F°(0,0) and < > aFFeR 0, 0)> : ( > " F(, 0)) = < > aFFek(, o)> .
k=0 k=0 k=0

Lemma A.1. Every PPT wins the game with probability at most negl(k), where k is the security parameter
of the commitments.

It is not hard to see that, when the underlying commitment scheme is perfectly-biding, then the
probability of every adversary to win is at most 2n/|F| = 27*(*), We omit the proof of Lemma A.1
for the case of computationally-biding commitment scheme.

We continue by showing that if there exists a PPT adversary that violates the R-intractability
property of the random oracle, then there exists a PPT adversary that wins the above game with
non-negligible probability. This will imply that no adversary can violate the R-intractability prop-
erty of the random oracle.

Consider a PPT adversary A that violates R-intractability with probability p(x) for some poly-
nomial p(-). We may assume without loss of generality that (1) the number of queries that A
makes to the random oracle is always the same, and we denote it by 7" = poly(k), (2) we denote
the queries by Q1, ..., Q7, and always assume that the commitments C in the last broadcast of .A
isin the set {Q1, ..., Qr}, and (3) all queries are distinct.

Observe that there exists an index i* € {1,...,T} such that Pr[A° = (C,Oy) s.t. R(C,Oy) =
0ANC = Qix] > 1/p(k)T. Consider an adversary B that simulates .4, and at the end of the
simulation computes the output (C,Oy) of A and outputs (Q;+, Oy) instead. Then clearly,
Pr[B® = (C,Oy)s.t. R(C,0Oy) = 0] > 1/p(k)T. We now define an adversary B’ against our
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game. B’ simulates an execution of B by giving a random field element for each query (recall that
the queries are distinct) up to query i*, where B’ obtains @);-. At this step, B’ broadcasts Q;- in the
game, obtains «, and returns « to B as the answer from the oracle. B’ continues to simulate B by
giving a random field element for each query and obtains the output (C, Oy) of B. B’ broadcasts
Oy in the game and terminates.

It is not hard to see that B’ wins the game whenever B provides (C, Oy) that violate the in-
tractability, and since B is perfectly simulated, this happens with probability at least 1/p(k)T" >
1/poly (k). This concludes the proof.

O

A.3 Polynomials: Useful Facts

Let n > 0 be a natural number, and let ¢ < n. In the following, unless stated otherwise, I is a field
of size greater than n.

Fact A2. Let s € F and let p(x) be a random degree-d polynomial, conditioned on p(0) = s. Let
ai,...,oq € F be distinct nonzero field elements. Then the random variables

p(Oq), s ,p(Oéd)
are uniformly distributed over F¢.

Fact A.3. Let K C {1,...,n} be a set of size at least t + 1, and let { fr(x)}rex be a set of degree-t
polynomials. If for every i, j € K it holds that f;(j) = f;(i) then there exists a unique symmetric bivariate
polynomials F(x,vy) of degree at most t in each variable such that fi,(z) = F(x,k) = F(k,x) for every
ke K.

We denote by P*! the uniform distribution over symmetric bivariate polynomials F'(z,y) of
degree at most ¢ in each variable, conditioned on F(0,0) = s.

Fact A4. Forany s,s' € Fand C C {1,...,n} of size at most t, it holds that

{(i, F(z,4)) biec = {(i, F/('T7 i) }biec,
where F is sampled from P>t and F' is sampled from P,

Fact A.5. For every s,s’ € F, C C {1,...,n} of size at most t, and two sets of degree-t polynomials
{fi(z) Yiec and { f{(x) }iec such that f;(§) = f;(i) and f](j) = f;(i) for all i,j € C, it holds that the sup-
port size of F(x,y) is equal to the support size of F'(x,y), where F(z,y) is sampled from P! conditioned
on F(xz,i) = fi(x) for every i € C, and F'(z,y) is sampled from P** conditioned on F'(z,i) = f!(x) for
every i € C.

Fact A.6. Let ay,...,c € T be distinct non-zero elements and let C C {1,...,n} be a set of size at
most t. Let P(z) be a degree-2n polynomial, and let FO(z,y) and F""(z,y), ..., F*(x,y) be symmetric
bivariate polynomials of degree at most t in each variable, such that F*(0,0) = P*, where P* is the k-
th coefficient of P(x). Fork = Oand k = n+1,...,2n, and i € Clet fF(z) := F¥(x,i) and let
{fik(x)}ke{l,...,n},iec be the set of degree-t polynomials, such that f¥(j) = f]’?(i)for alli,j € C.

Let F%(z,y), ..., F*"(z,y) be uniformly distributed symmetric bivariate polynomials of degree at most
t in each variable, conditioned on (1) F°(z,y) = FO(z,y) and F*(x,y) = F*(x,y) for every k € {n +
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1,...,2n}, (2) F¥(z,4) = fF(x) forall k € {1,...,n}and i € C,and (3) F*(0,0) = P*, where P* is the
k-th coefficient of P(x), for every k € {1,...,n}.
Then the random variables {G7(z, Y)}jeq1,...n), Where

2n
= ZO{? ’ Fk(.’I),y)’
k=0

are uniformly distributed symmetric bivariate polynomials of degree at most t in each variable, conditioned
on

2n
=> af - ff(x) and GI(0,0) = P(),

forallj € {1,...,n}andi e C.

Proof. Fix any symrnetr1c bivariate polynomials H'(z,y), ..., H ”(:U, y). It is not hard to see that if
Hi(z,i) # 3 " 0 j (z) or H7(0,0) # P(c;), for some j € {1 .,n}and ¢ € C, then the probabil-
ity that (G1, .. G”) isequalto (H!,..., H")is 0. Therefore, we assume that H'(z,y), ..., H"(x,y)
are in the support, ie., H7(0,0) = P(a;) and HI(z,i) = 33" ool fi(z) forall j € {1,...,n} and
i € C. Observe that (G1,...,G") = (H',..., H") if and only if

) ...oa] [ FOx,y) H'(z,y)
al ..o | FP(z,y) H"(z,y)
which occurs if and only if
F'(,y) H'(z,y) = F(z,y) — ST P (2,y) — ... — o] F> (2, y)
: =y! :

F(z,y) H™(z,y) = FO(z,y) — o F" (2, y) — ... — o' F (2, y)
where V is the n x n invertible matrix whose i-th row is (a, . .., o] ) Observe that when assigning
y =1 € C, the RHS is equal to the LHS. Indeed, the RHS is equal to

H'(x,1) = FO(z,4) — oy P P (2,4) — .. — o] F?"(,9) ko 0f f (@)
V_l . = V_l .
H"™(z,i) — FO(z,i) — a1 FH (2,4) — .. — 2" F?"(z, 1) Soh_q ok fk(x)
fil (x)
fi'(x)
In addition, when assigning = y = 0, the RHS is also equal to the LHS,
H'Y(0,0) — F°(0,0) — o T F+1(0,0) — ... — a"F?7(0,0) S akpk
H™0,0) — FY(0,0) — oL F™1(0,0) — ... — a2"F?7(0,0) Sh_, ok pk
Pl
pn

50



We conclude that the RHS is in the support of the random variables in the LHS. By Fact A.5 the

random variables F'(z,y), ..., F"(z,y) have the same support size, which we denote by S, and
we conclude that (G*,...,G") = (H',..., H") with probability 1/S™. Since this is true for every
(Hy,...,Hy) in the support, the claim follows. O
Fact A.7 (Beaver’s Trick over Univariate Polynomials). Let C C {1,...,n} be a set of size at most t,

and let f*(x) and fP(x) be any degree-t polynomials. Then the following two experiments have the same
distribution.

 Experiment 1. Sample three random degree-t polynomials f%(z), f*(z) and f¢(x) conditioned on
£2(0) - f2(0) = £¢(0). Set u := f*(0) — f*(0) and v := £5(0) — £°(0). Output

({f“@, P00, £ hicen f(@) — F*(2), 72(x) — Fo(@),uf() + vf*(@) + 1) + u)

e Experiment 2. Sample uniform triples {a;, b, ¢;}icc. Sample a degree-t polynomials f*(x) and
fV(x) conditioned on {f"(i) = f*(i) — a;}icc and {f*(i) = fB(i) — bi}icc. Set u := f*(0)
and v := f¥(0) and sample a degree-t polynomial f(z) conditioned on f(0) = f*(0) - f%(0) and
{f (i) = ub; + va; + ¢; + w}tiec. Output

(tesbcidicc, 0. 1(0). £10) )

Fact A.8 (Beaver’s Trick over Bivariate Polynomials). Let C C {1,...,n} bea set of size at most t, and
let F*(z,y) and FP(z,y) be any symmetric bivariate polynomials of degree-t in each variable. Then the
following two experiments have the same distribution.

 Experiment 1. Sample three random symmetric bivariate polynomials F(x,y), F®(x,y) and
F(x,y) conditioned on F%(0,0) - F*(0,0) = F°(0,0). Set u := F*(0,0) — F%(0,0) and
v:=F5(0,0) — F*(0,0). Output

<{F“(:U, i), Fb(m, 1), F(x,i) }iec, F¥(x,y)—F%(x,y), Fﬁ(x, y)—Fb(x, Y), uFb(x, y)+vF(z,y)+F(x, y)+uv>

 Experiment 2. Sample uniform degree-t polynomials { f*(x), f(x), f¢(x) }iec. Sample symmetric
bivariate polynomials F"(x,y) and F"(x,y) of degree at most t in each variable, conditioned on
{FU(z,i) = F(z,i) — f4(x)}iec and {F(x,i) = F5(x,i) — f’(z)}icc. Set u := F*(0,0)
and v := F"(0,0) and sample a symmetric bivariate polynomial F(x,y) of degree at most t in each
variable, conditioned on F(0,0) = F*(0,0) - F?(0,0) and {F(z,4) = uf?(z) +vf(z) + ff(z) +
uv tiec. Output

<{ff(x),ff’(:v%ff(x)}z-eoF“(%y),F”(x,y),F(w,y))-

-----

for any t < n/2 the following holds.
Let C C {1,...,n} beaset of size at most t, let { F;(x, y) }icc be fixed symmetric bivariate polynomials
of degree at most t in each variable, and define f;;(x) := Fi(x,j) forall i € Cand j € {1,...,n}. Let
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{fij(x) Yiequ,...np\c jec be fixed degree-t polynomials, and let {Fi(x,y)}icq1,..n1\c be random symmetric
bivariate polynomials of degree at most t in each variable, conditioned on Fi(x,j) = fij(x) for all i €
{1,...,n}\ Cand j € C.

Forie{1,...,n}, let

gi(z) =Y NFj(x,i),
Jj=1

and let g(x) be the degree-2t polynomial obtained by interpolating {g:(0) }icq1,....n)- Then

-----

* the polynomial g(x) is uniformly distributed conditioned on g(0) = 0 and g(i) = >°7_, )\{ 15i(0) for
alli € C, and

e foreveryi € {1,...,n}\C, the polynomial g;(x) is uniformly distributed conditioned on g;(0) = g(i)
and g;(j) = > p_y AF fi; (@) forall j € C.
A.4 Statistical Distance

Fact A.10. Let W be a set, and let { Xy }wew, {Ywtwew be distribution ensembles. Then, for every
distribution W over W, we have A(W, Xw ), (W, Yw)) = Ewew [A(Xw, Yu)]-

Fact A11. Let X = (X;,X2) and Y = (Y1, Ya) be probability distributions on a set A x B such that
A(X,Y) < e Let § = /2¢. Then, with probability at least 1 — & over z + X it holds that

A(Xa |x,=2, Y2 [y1=2) <6.

Proof. Consider the random variable Z = (Z;, Z3) distributed over A x B, that is sampled in the
following way. First, Z; is sampled, and it has the same marginal distribution as X;. Then, Z; is
sampled according to the conditional distribution Y |y,~z, .

Since A(X,Y) < ethen A(Z,Y) < e. Indeed, Z; and Y] are e-close in statistical distance, and
conditioned on any value Z; = Y] = z, the random variables Z; |z, -, and Y3 |y, -, have the same
distribution. By the triangle-inequality it follows that A(X, Z) < A(X,Y) + A(Y, Z) < 2e.

By Fact A.11 it follows that

2e > A(Xv Z) = Ez<—X1 [A(XQ ’X1:2‘7 Yo |Y1:Z)]'
Finally, by Markov’s inequality we conclude that

P

r
Z(*Xl

[A(X2 [x,=2,Y2 [v1=2) > 0] < 2¢/6 = 0.
This concludes the proof. O

A.5 Preliminaries
A.5.1 Hashing

We recall two hash functions: universal and collision-resistant. Both of these are used for
statistically-hiding and computationally binding NICOM of [DPP98, HM96] as recalled later.
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Universal Hashing. Universal Hashing was introduced by Carter and Wegman [CW79].

Definition A.12 (Universal Hash Function). A collection of functions

_ . K m(k)
U ={u. : {0.1}" = {0,1} }36{071}5(@

is a universal hash function if the following hold for any two different inputs sy, s and for any two output

1

elements t1, ta, we have Pr,,_cyr [uz(sl) =t1 ANuy(s2) =ta| = —.

For input space {0, 1}* and output space {0,1}" with m < k, we can have U = {ua; : A €
{0,1}m*% b € {0,1}*}, where ua(x) = Az + b (all operations take place over GF'(2)). Pick-
ing a function uniformly from set U simply requires picking A, b uniformly at random from the
respective spaces.

Collision-resistant Hashing. We now define collision-resistant (CR) hash functions.

Definition A.13 (Collision-resistant Hash Function). A collection of functions

_ . K m(k)
H {hz . {0,1}% — {0,1} }Ze{oww

is collision-resistant (CR) hash function if the following hold:
1. (Shrinkage) The output length is smaller than the input length i.e. m(x) < & for every .

2. (Efficient Evaluation and sampling) There exists a pair of efficient algorithms (a) an evaluation al-
gorithm which given z € {0,1}*,x € {0,1}" outputs h,(x); and (b) a key-sampling algorithm K
which given 1* samples an index z € {0, 1},

3. (Collision Resistance) For every PPT adversary A it holds that

P}g(l : [A(Z) = (z,2') s.t. 2’ # xand h,(z) = h,(2)| < negl(k).

A.5.2 Non-Interactive Commitment Schemes (NICOM)
Definition A.14 (NICOM). An e-secure NICOM (commit, open) satisfies the following.
— Correctness: For all pp, x € M and randomness r, if (C, 0) <— commit(x; r) then open(C,0) = .

— Binding: For all PPT adversaries A, it is with probability at most € (over a uniform choice of pp
and the random coins of A) that A(pp) outputs (C,o0,0’) such that open(C,0) # open(C,0’) and
1 & {open(C,0),open(C,0d)}.

— Hiding: For all PPT adversaries A and all pp, the following difference at most e for all x,z' € M:
|Prc 00 [A(C) = 1] = Pr(c.o)c@nAC) = 1]|

For a security parameter , we say that (commit, open) is secure, if it is e-secure for some () negligible in
k. We say that a NICOM is statistically binding, if that the binding property holds against and unbounded
adversary A, and we say that it is statistically hiding, if the hiding property holds against an unbounded
adversary A.
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Instantiations. Here we present three instantiations of NICOM, all based on symmetric key
primitives. Operating in the plain model, the first one provides cryptographic hiding and per-
fect binding. The remaining two work in the CRS setting. One of these offers statistical binding
and computational hiding hiding. The last one offers computational binding and statistical hiding,
the latter property is instrumental in achieving everlasting security of our protocols.

NICOM from injective OWF [Blu81, Yao82, GL89]. The first construction relies on any injective
one-way function and works in the plain model. The scheme offers computational hiding and
perfect binding. Let f : {0,1}* — {0,1}" be a one-way permutation and % : {0,1}* — {0,1} a
hard-core predicate for f(-). Then the commitment scheme for a single bit z is:

- The public parameter pp is f, g. This can be selected by the committer and so this construc-
tion works in plain model.

- commit(z;r): set C = (f(r),z & h(r)), where r €, {0,1}"; set o = (r, ).
- open(C, 0 = (r,z)): return z if C = (f(r), z @ h(r)); otherwise return L.

For commitment of multi-bit string, the Goldreich-Goldwasser-Micali [GGM86] construction from
a one-way permutation f can be used. Recall the GGM construction: given one-way permuta-
tion f : {0,1}* — {0,1}" with hard-core predicate i : {0,1}* — {0,1}, first construct a length-
doubling pseudorandom generator G : {0,1}* — {0,1}?" via: G(s) = f*(s) h(f*1(s))...h(s),
where f* denotes the xth application of f. Let Gy(s) denote the first  bits of G(s), and let
G1(s) denote the last k bits of G(s). For a binary string s, the commitment C' can be defined
as C = Go(...(Go(Go(s)))...) with o = s. The commitment function can be shown to be a permu-
tation and so binding holds unconditionally. Hiding follows from the property of PRF F [KS05].

Remark A.15 (Sub-exponential hardness). Assuming injective OWF over m-bit inputs that cannot be
inverted by a PPT adversary with probability better than 9—m* for some positive constant 6 > 0, we can
use the above construction to provide a perfectly-binding computationally-hiding NICOM with error 27"
where k is the security parameter. Moreover, under worst-case derandomization assumptions [BOV03], the
above holds for general (not necessarily injective) OWFs.

NICOM from PRG [Nao91]. The second construction relies on PRG security and works in the
common random string (CRS) setup. The scheme is computationally hiding and statistically bind-
ing and operates for single bit message. Let G : {0,1}* — {0, 1}** be a PRG.

- The CRS consists of o which is a uniformly random string chosen from {0, 1}4~.
- commit(x;r):set C = G(r)if x =0, else C = G(r) ® 0; set o = (1, x)
- open(C,0 = (r,x)): return z if C' = G(r) ®x -0 (Where *-’ denotes multiplication by constant);

otherwise return L.

NICOM from CR hash function [DPP98, HM96].  The third construction relies on CR hash
function security and works in the CRS setup. The scheme is statistically hiding and computation-
ally binding. This construction works for long (or multi-bit) messages. Let the message space be
{0,1}™. Let H : {0,1}#+2m+4 _ {0 11* be a collection of CR hash functions (see Definition A.13).
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- The CRS consists of z <—g K (1) where K is the key-sampling algorithm of CR hash func-
tions (see Definition A.13).

- commit(x;7) where r < {0, 1}*+2m+4: set C = (u, h,(r),u(r) @ ), where u is a function
chosen uniformly at random from the collection of universal functions U : {0, 1}4r+2m+4
{0,1}™.Seto=r

- open(C = (C4,C4,C3),0): return x where = = C(0) & C3 if Cy = h,(0); otherwise return L.

B Appendix: 3-round Computational MPC with Everlasting Security

In the following sections we prove the security of our protocols. Throughout we denote by View
the tuple consists of the randomness of the environment, the messages that the corrupt parties
sent and received, and the inputs of the honest parties (which are picked by the environment).

The hybrid-world. In the proof of security we also consider an hypothetical hybrid-world, and
we show that both the real-world and the ideal-world are close to the hybrid-world, which implies
that real-world and the ideal-world are close. In the hybrid-world, the honest parties execute the
protocol just like in the real-world, except they use perfectly-hiding commitments. Those commit-
ments are obtained from the commitment scheme of the ideal-world, possibly via an inefficient
computation.

More formally, throughout the proofs, we assume without loss of generality that A is the
dummy adversary (see Section A.1), and we consider only deterministic environments Z. Observe
that the pair (Z, A) fixes the set of corrupt parties C. In the hybrid-model, we add an additional
entity, denoted P*, which is connected only to the honest parties and the functionalities, such that
whenever the honest parties (or the ideal functionalities) want to commit to a value z, they send
x to P* and then receive from P* a commitment and opening (C, o) for x. Similarly, whenever the
honest parties (or the ideal functionalities) want to open a commitment C' using opening o, they
send (C,0) to P* and receive back the committed value z.

Regarding the real-world, we show that the distribution of commitments and openings pro-
duced by P* are statistically-close to the distribution of commitments and openings produced by
the honest parties in the real-world. Then we show that in both worlds the adversary’s view can
be obtained from those commitments and openings by the same process, which implies that the
real-world and the hybrid-world are statistically-close.

Regarding the ideal-world, we use the fact that perfectly-hiding commitments break the corre-
lation between the commitment and the committed value. In particular, if D is a distribution, x is a
sample from D, and C is a commitment of z, then z is distributed according to D even conditioned
on C'. Such a claim is not true in general if the commitment scheme is only statistically-hiding.

Definition B.1 (Hybrid-world). Let A be the dummy-adversary, let Z be a deterministic environment,
and let C be the set of corrupt parties, as defined by (Z,.A). The hybrid-world with respect to (Z,.A) is
executed like the real-world experiment, except for the following changes.

 The honest parties locally assign some unique serial number, id, to each commitment in the execution,
in some arbitrary way.
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* We add a special entity, denoted P*, which is connected only to the honest parties and to the ideal
functionalities. An honest party or ideal functionality that wants to commit to a value x sends
(commit, z, id) to P*, where id is the serial-number of the corresponding commitment, and receives
commitment and opening (C, o) to be used as the commitment and opening of x. An honest party or
ideal functionality that wants to open a commitment C using opening o, sends (open, C, o, id), where
id is the serial-number of C, and receives the committed value x.

* Upon receiving (commit, z, id) from an honest party or an ideal functionality, P* does as follows:
(1) samples a commitment of the all-zero string, (C,0) < commites(0;7), (2) (inefficiently) sam-
ples a random string v’ conditioned on the first entry of commites(x;1’) being C, (3) computes
commitgrs(x;7') = (C, o). If there is no r' such that the first entry of commiteys(z; ') is C, then P*
sets o' = L, (4) P* keeps the entry (C, o, z,id) in its memory, and (5) P* returns (C, o).

e Upon receiving (open, C, o, id) from an honest party or an ideal functionality, P* does as follows. (1)
If id appears in the memory of P*, then let (C, 0, z,id) be the corresponding entry. If o = o/ = L
then P* returns x. Otherwise, P* returns opengs(C, 0). (2) If id do not appear in the memory of P*,
then P* returns opengs(C, 0).

Observe that by the hiding property of the commitment scheme, it follows that for any fixed
crs, the random variable (C, o) is 2~ "-close in statistical distance to commitgs(z;7”), where r” is a
fresh random string.

B.1 Cryptographic VSS
B.1.1 Protocol vsh

—| Protocol vsh

All parties have access to Fcgs.

Primitives: A NICOM scheme (commitgrs, openg)-

Sharing Phase (R1):

e Inputs. D holds a pair (C, O), which is a strong double ¢-sharing.
¢ D broadcasts C. In addition, for every i € {1,...,n}, D sends O, to P;.

e Each party P, picks n + 1 random values (gio, .. -, gin), cOMputes (Gij, hij) = commiters(g;;) for
J €10,...,n},sends {(gij, hij)}jeqo....ny to D, and broadcasts G; := {G;} jeqo,...,n}-

* Output. Each P; outputs C and {04;}cqo,....n}-

Verification Phase (R2):

* [nputs. Each P; holds an input-bit flag;.
* D does the following for every party P;:
— Becomes unhappy with P; if the check g;; < openg(Gij, hij) fails for some j € {0,...,n}.
— Broadcasts {04} co,....n} When unhappy, and {a;}jcqo.....n} otherwise, where a;; := 0;; + gij.

e A party P; is unhappy with D if the pair (C, ;) is invalid, or if flag, = 1. P; broadcasts
{(gij: Pij) }jeqo,... ny When unhappy and no message otherwise.
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* (Local Computation) The pair (D, F;) is said to be in conflict if P; broadcasts {(g:;, hij)}jeqo,... n} Such
that g;; = openg(Gij, hij) for all j € {0,...,n}. Let W be the set of parties conflicted with D. For
every i € Wand j € {0,...,n}, if D broadcasted o;; in the verification phase, set 0;; := 0,5, and
otherwise set 51']' = Ckij — g” Let OW = {6ij}i€W,jE{O,...,n}'

e Output. If there exists i € W such that the pair (C, O;) is invalid then the parties output “D is
corrupt”. Otherwise, every party outputs (W, Ow).

Figure 16: Protocol vsh

Proof of Theorem 3.7. In this section we prove that protocol vss UC-emulates F.,ss with everlasting
security. Let A be an efficient adversary against vss. We define the simulator S as follows. S uses
A in a black-box manner, and forwards all messages between Z and A. S first receives the set of
corrupt C parties from Z. We split into two cases.

B.1.2 Honest Dealer

Sharing phase. S queries crs from Fcgs, and also receives (C, O;), for every i € C, from Fuss.
S sends C to A as the broadcast of D, and O; as the private message from D to P;, for every
i € C. In addition, on behalf of every honest P;, S sets {(Gij, hij) := commiters(0,7i5) }jeqo,....n}s
where r;; is a fresh random string, and sends G; := {Gj; }je{o,...,n} to A as the broadcast of P;.
This completes the communication from honest parties to corrupt parties in the first round. At
this stage, S receives from .4 the messages that every corrupt party P; sends, that is, the broadcast
G; and the private messages {(gij, hij) }jeqo,...n} to D.

Verification phase. S receives the input bits of the honest parties, {flag;};cn as a leakage from
Fuss- Since D is honest, we are promised that all those bits are 0. S simulates the honest parties
(except the dealer D) by not sending any message. S simulates D in the following way.

* For every honest P;, S broadcasts {a;;} j€{0,...n}s where each o;; is a random string.

* For every corrupt P;, S first verifies if g;; L opengs(Gij, hij) for j € {0,...,n} and becomes
unhappy with P; if the check fails for some j. S broadcasts {05} cqo,....n} on behalf of D when
unhappy, and otherwise broadcasts {ci;}jeqo,... n}, such that a;; := 0;; + gij-

At this stage, S receives from A the message that every corrupt party P; sends. Some corrupt
parties might send no message, while others broadcast some values {(g;;, hi;)}je{o,....n}- For every
corrupt P; such that g;; = openg(Gij, bi;) forall j € {0,...,n}, S sets flag; := 1, and for all other
corrupt parties S sets flag; := 0. Finally, S inputs {flag; };cc to Fuss.

Fix a polytime environment Z and input ¢ to the environment, and assume without loss of
generality that Z is deterministic. Let € be the error term of the commitment scheme. We show
that the view of Z (including the adversary’s view and the honest parties” outputs) in the real
world is statistically close to the view of Z in the ideal world.
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Adversary’s view. The adversary’s view consists of (1) the common reference string crs, broad-
cast C and messages {O; },cc from D, (2) the broadcasts {G; }ich, (3) the verification phase broad-
casts of D, (4) the verification phase broadcasts of the honest parties. We continue by showing that
both the real-world view and the ideal-world view are O(n?¢)-close to the hybrid-world view (see
Definition B.1).

Real-world vs. hybrid-world. In both worlds every honest party P, picks random values
(gio, - - - » gin), and we fix those values. By the hiding property of the commitment scheme, the
random variables (crs, {Gyj, hij }ich je(o....n}) are O(n’¢)-close in both worlds, and so we fix them,
which fixes (2). Both in the real-world and in the hybrid-world, the commitments C and openings
O are generated by Z, possibly as a (deterministic) function of crs. We conclude that (C, O) are
fixed, which fixes (1). At this stage in both worlds the honest parties receive messages from the
corrupt parties. Those messages have the same distribution in both worlds, and we fix them as
well. Since the verification phase messages of the honest parties are a deterministic function of
their sharing phase view, those messages are also fixed, and are the same in both worlds. This
tixes (3) and (4) and concludes the real-world analysis.

Ideal-world vs. hybrid-world Since C and O are picked by Z, possibly as a function of crs,
we conclude that (crs, C, {O;};cn) have the same distribution in both worlds, and we fix them,
which fixes (1). In addition, in both worlds the commitments in {G;};cn are commitments of the
all-zero string, and so they have the same distribution. We fix them as well, which fixes (2). At
this stage in both worlds the honest parties (or the simulated honest parties) receive messages
from the corrupt parties. Again, those messages have the same distribution in both worlds, and
we fix them as well. Observe that in the hybrid-world, even conditioned on G; for i € H, the
values g, ..., gin are uniformly distributed. Since an honest dealer is never unhappy with an
uniformly distributed, just like in the ideal-world, and we fix those broadcasts as we711i In addition,
the broadcasts of D regarding a corrupt P; are a deterministic function of C;, O;, the broadcast G;
of P; and the private message from P; to D, denoted as {gij, hi;j } jefo,... n}, Which are all fixed. In
and those values are fixed and equal in both worlds. Otherwise, if g;; # opengs(Gij, hij) then D
broadcasts {0;;};c(0,..n} Which are also fixed and equal in both worlds. We conclude that (3) is
also fixed. Finally, since D is honest, we are promised that flag; = 0 for every honest P;, and, in
addition, (C, O;) is valid. Therefore, in the hybrid-world an honest party P; send no messages,
just like in the ideal-world. This fixes (4) and concludes the analysis of the ideal-world view. We
conclude that the real-world view is O(n?¢)-close to the ideal-world view.

Honest parties” outputs. We say that a view View is “good” if for any corrupt F;
1. P; broadcasts {(gij, hij) }jcqo,....n} With gi; = opengs(Gij, hij) forall j € {0,...,n}, and
2. D is happy with P; (and so broadcasts {a;}jc(o,....n})s

it holds that 0;; + ¢;; = ay; for all j € {0,...,n}, where o;; is the opening sent from D to P;. By
the binding property, a view View is good with probability at least 1 — ¢ . It is not hard to see that,
conditioned on a good view View, the output of the honest parties in the real-world is the same as
the output of the honest parties in the ideal-world. This concludes the case of an honest dealer.
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B.1.3 Corrupt Dealer

Sharing phase. S begins the simulation of the first round by taking the role of the honest parties,
computing their messages in the first round, and transferring messages from honest parties to
corrupt parties to .A. Then, the dealer receives from A the messages from the corrupt parties to
the honest parties, and gives them to the simulated honest parties.

Let C be the corrupt dealer’s broadcast, and let O; be the openings that the dealer sent to an
honest P;. S sets O; := (L,..., 1) foranyi € {0,...,n} \ H, sets O := {O;};co,.. n}, and inputs
(C,0) to Fyss.

Verification phase. The honest parties” inputs {flag; };cn are leaked to S from F,s. S continues to
simulate the honest parties using the leaked inputs {flag; }icy. That is, S computes the messages
sent by the honest parties, and transfers messages from honest parties to corrupt parties to A.
Then, S receives from A the messages from the corrupt parties to the honest parties, and gives
them to the simulated honest parties. Finally, the dealer computes the output of the honest parties
in the simulation.

At the end of the simulation, if the output of the honest parties is “D is corrupt” then S inputs
flagp := 1 to the functionality (the other inputs do not matter). Otherwise S sets flag,, := 0, and
computes the set W of parties conflicted with the dealer in the simulation. For every i € WN C
S sets flag; := 1, and for every other corrupt P; the dealer sets flag; := 0. For every i« € W and
j €1{0,...,n}, S computes 0;; like an honest party in the simulation, and for i € {0,...,n} \ W
and j € {0,...,n} Ssets 0;; := L. S sets O := {0;j}; jeo,...») and inputs {flag; }icc, flagp and O to
-7:vss-

Fix any polytime environment Z and input ¢ to the environment. Let € be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.

Adversary’s view. Since S always holds all the honest parties inputs, and perfectly emulates the
honest parties in an execution of vss, then the corrupt parties” view has the same distribution as the
corrupt parties’ view in the real-world. This concludes the analysis of the corrupt parties” view.

Honest parties” outputs. For a view View we denote by C the corrupt dealer’s broadcast, by
O; be the openings that the dealer sent to an honest P; in the sharing phase, and define the pair
(W, Ow) like in the protocol. Let O" := {O};cwun, such that O} := O; for i € W, and O := O;
fori € H\ W. We say that a view View is “good” if either (1) the output of the honest parties is “D
is corrupt”, or (2) for every i,j € W U H either (a) openg,s(Cij,0;;) = L, (b) opengs(Cji, 0};) = L,
or (c) opengs(Cij, 0};) = opengs(Cji, 0f;). By the binding property of the commitment scheme, and
since whenever D is not discarded then C;j; = Cj; for all i,j € {0,...,n}, it follows that a view
View is good with probability at least 1 — e.

Fix any good view View. It is not hard to see that conditioned on View the honest parties’
outputs in the sharing phase are fixed and equal in both worlds. Therefore, we focus on the
verification phase. If the output of the honest parties according to View is “D is corrupt” then in
the ideal-world S sets flag, := 1, and so the output of the honest parties in the ideal-world is also
“D is corrupt”, as required. Therefore, we focus on the case where the output of the honest parties
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according to View is not “D is corrupt”. In this case the output in the real-world is (W, Oy ). We
show that this happens with probability 1 in the ideal-world as well.

Observe that the set W is the same in both worlds. Indeed, S sets flag; so that P; will be in W
in the ideal-world if and only if P; is in W according to View, and in both worlds an honest P; is
in W if and only if either (C, O;) is invalid or flag, = 1. In addition, it is not hard to see that in
both worlds the pair (Ow, Op\w) has the same (fixed) value. Therefore, it is enough to show that
if View is good then the tuple (W, C, Ow, Op\w ) is a weak double t-sharing of some value s.

First of all, observe that for every i € W the pair (C, O;) is valid, or otherwise the honest
parties in the real world output “D is corrupt”. In addition, for any ¢ € H \ W the pair (C, O;) is
also valid, or otherwise P; would be unhappy with D, and so P; will be in W. In addition, since
View is good, and D is not discarded, then open¢,s(Cij, 0;;) = opengs(Cji, 0};) for every i, j € WUH.
This completes the proof.

O

B.2 Secure Partial Computation with a Guard

Proof of Lemma 3.10. In this section we prove that protocol spcg UC-emulates Fs,g with everlast-
ing security. Let A be an efficient adversary against spcg. We define the simulator S as follows.
The simulator S uses A in a black-box manner, and forwards all messages between Z and A. The
simulator first receives the set of corrupt C parties from Z. We split into cases.

B.2.1 Honest Alice and Bob

Offline round. S simulates the actions of an honest Bob. That is, S queries Fcrs to obtain

crs, samples a random string r for the psm protocol, commitments and openings (C; ,, 0} ,) <+
commiters(psm;(z,7)) for each « € {0,1} and ¢ € {1,...,¢}, and random shifts o; for any

ie{l,...,0}, 11ke an honest Bob. S sends the shifted commltments {c: (@) }16{1 ..... 0,zef0,1} tO
the adversary, as the broadcast of Bob.

Online round. S receives
(a, 5A,(5B,{Z‘,Oi,b;-4}ie[,x> and (Cl,...,CLB)

from Fipeg, where x is the partial sum ), ; ai(a)biA. S extracts the set I from the output, and
computes the set J := ¢4 \ I. S then finds {V}};c; such that ", a;(a) - b, = x. This can be done
by finding the first i* € J such that a;+(a) # 0, and setting b/. to a;«(a)~! - x while the rest of the
bl’s are set to 0 (if no such «;(a) exists then x = 0, and then any assignment would work).

For each i € J set b := b and b2 := V/; for each i € I set b := b and bP := b + 1; and for
every i ¢ I UJ setb? := 0and b? := 0. In addition, fori € I set o; := o; and for i gé I set o; := 0.
S then computes the binary string =4 = (a,d4, {0;, '} 5,), computes 5; := psm;(z, ) for each
i €{1,...,£4} and broadcasts {(o;(z#), Oi,zf“’ 5i) }Yief1,.....4y on behalf of Alice. S also computes the

binary string 5 = (35, {b}-7)), computes 5; := psm,(x , ,r) foreachi € {fa+1,...,¢} and

broadcasts {(ai(xf’im), 0;71’?_514 »8i) Yic{ta+1,...,cy on behalf of Bob.12

2Notice that the simulation here is done by computing some pre-image that gives the desired output and using it as
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Fix any polynomial time environment Z and input ¢ to the environment. Let ¢ be the error
term of the commitment scheme. We show that the view of Z (including the adversary’s view
and the honest parties” outputs) in the real world is statistically close to the view of Z in the ideal
world.

Adversary’s view. In the real-world, since Alice and Bob are honest, then the verification of Alice
at the beginning of the online phase always succeeds. Therefore the adversary’s view consists of

(1) the crs and the first-round broadcast of Bob {C! ai(z)}xe{O,l} for each i € {1,...,/¢}, (2) the
second-round broadcast of Alice {(o;(z#

%

of Bob {(Ui(ﬂff_eA)aO' B 78i)}ie{zA+1,...,5}-
A

Z,$i7Z

),0; a>8i) tie{1,....eq), and (3) the second-round broadcast

We begin by showing that (1) has same distribution in both worlds. Then, we consider the
random variables (7, {0 }ic(1,.. s}), where where 7 is the PSM randomness sampled by Bob, and
{oi}ieq1,...y are the random shifts sampled by Bob. We show that even conditioned on (1), i.e
(ers. {C} .z }ief1....0y.cef0,1}), in both worlds the random variables (7, {o;}icq1,.¢}) are O((Le)/?)-
close to uniform, and there are overwhelmingly many such (crs, {Cz{,ai(z)}i€{17~--7€}7w€{0,1}) for
which the above is true. This will allow us to extend the argument from O((fe)'/?)-closeness
between distributions (7, {0 }ic(1,... ) and uniform to O((e)'/?)-closeness between real and ideal
world distributions of (2) and (3).

Consider the random variables (crs, {Cégi(x)}ie{l,...,é},xe{0,1}7 7,{0i}ief1,..03)- It is not hard to
see that, since S follows the steps of an honest Bob in the offline phase, those random variables
have the same distribution in both worlds. In the following, we denote the length of r by ||, and
note that each o; can be represented by a single bit.
close in statistical distance to the random variables (crs, {Cz{fai(z)}i6{17---,€}7x6{0,1}v U Ur), where
each commitment in {Cl{fo,i(x)}ie{17.__7g}7$e{071} is a commitment of the all-zero string. Indeed,
(r,{0i}ief1,...cy) have the same distribution as (U, Uy). Conditioned on those values, and by
the hiding property of the commitment scheme, it follows that (crs, {szm_ (x)}ie{l,.‘.,é},me{o,l}) is
le-close in statistical distance to (crs, {lefgi(x)}ie{lj_“’g}@e{o’l}), as required.

We say that a fixing of (crs, {C’Z{m (I)}ie{l’.__7g}’xe{071}) is “good”, if conditioned on this fixing,
the random variables (7, {oi};c(1,.. ) are O((£e)*/?)-close to (U}, Us). By Fact A.11 it follows
that a fixing is good with probability at least 1 — O((fe)'/?). Condition on any good fixing of
{CLUZ,(I)}ie{17_._75},$6{071}. At this stage the honest parties inputs are picked by Z, and so they have
the same distribution in both worlds. Fix those inputs as well.

It remains to show that

(i1, .., 1p), (0’1’1-1, . ,0}72-2), (S1,-.-,5¢)

have the same distribution in both worlds, where i, 03-7” and s; are the indices, openings and PSM
messages broadcasted by Alice and Bob in the online round. Since in both worlds (7, {7 }ic(1,....¢)

is O((le)'/?)-close to (Uyp|,Ur), and by the security of the PSM protocol, we conclude that in

the input of the PSM. Looking ahead, in the indistinguishability proof, we use PSM privacy that guarantees that those
messages have (almost) the same distribution as in the real-world as long as the output remains the same in both cases.
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both worlds ((s1,...,s¢), (i1, ... ,i¢)) are O((¢e)'/?)-close to (Spsm(val), Up), where Spsm is the sim-
ulator of the PSM protocol, and val := (a, 64,65, {i,0;, 01 }icr, > .c) i(a) - b;) is the output of
the fspcg function, which is fixed (as we’ve already fixed the honest parties inputs). Finally, fix
((s1,---,80), (i1, ,7r)) as well, and observe that the random variables (¢} ; ,...,0;; ) have the
same distribution in both worlds. We conclude that the real-world view is O((¢¢)'/?)-close to the
ideal-world view.

Honest parties’” outputs. Fix any view View of the adversary. In the ideal world, the out-
put of the honest parties is (a, 8%, {i,0;, b }icr, > ;.54a_1 ai(a) - ') with probability 1. In the
real world, since Bob is honest, the verification of Alice succeeds, and so both Alice and Bob
broadcast {(i;,0},5;)}jeq1,..¢3- It is not hard to see that honest Alice and Bob are never dis-
carded, and the perfect correctness of the PSM protocol implies that all honest parties correctly
(a,04,08,{i,0:, b }ic1, Y"1y ci(a) - b;), and so they output (a, 64, {3, 0;, b2 }icr, Y54 i(a) - )
with probability 1. This concludes the case of honest Alice and Bob. Z

B.2.2 Corrupt Alice, Honest Bob

Offline round. S simulates the actions of an honest Bob. That is, S queries crs from Fcgs,
samples a random string r for the psm protocol, commitments and openings (C;,,0;,) <
commiters(psm;(z,7)) for each x € {0,1} and ¢ € {1,...,¢}, and random shifts o; for any
i € {1,...,¢}, like an honest Bob. S sends the commitments {Cz{,ai(x)}ie{l,..-,e},zG{O,l} to the ad-

versary on behalf of Bob.

Online round. S receives
(b5,6%) and (Ci,....CLy)

from the leakage of the ideal functionality Fspcg. S holds the input of Bob, and simulates the
messages that Bob sends, and then receives from A the massages that the corrupt Alice sends.
At the end of the simulation, S computes the honest parties output, denoted v. If v is “Alice is
corrupt”, then S inputs flag := 1 to Fspcq (the rest of the inputs do not matter). Otherwise, when v
is not “Alice is corrupt”, we split into cases.

1. If the corrupt Alice broadcasted (a, 54, {4, 0;, b{‘}mlA:l), let 5; := o; and bf* := b for each
i € 04, and note that b = openg(C;,d;) (or otherwise the honest parties would output
“Alice is corrupt”). For each i ¢ 64, set b := 0 and o; := 0. S inputs (a,d4, {5;,b*}17),
flag := 0 and reveal := 1 to Fspcg.

2. Otherwise, the corrupt Alice has broadcasted {(ij, 0}, 5j)}jef1,...e4)- Foreachj € {1,..., 04},

S takes the index i; broadcasted by the corrupt Alice, and sets x; := aj_l(ij). S then

sets 4 = (x1,...,70,) € {0,1}*4, and parses 24 = (a,d4,{o;, b fjl). S inputs

(a,84, {o;, b -L:BI), flag := 0 and reveal := 0 to the ideal functionality.

[

Fix any polytime environment Z and input ¢ to the environment. Let € be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.
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Adversary’s view. Since S receives the inputs of the honest parties, and acts like an honest Bob
in both rounds, it perfectly simulate the view of A. It remains to show that the output of the honest
parties has the same distribution in both worlds.

Honest parties’ outputs. Fix any view View. Observe that if the honest parties output “Alice is
corrupt” according to View then they also output “Alice is corrupt” in the ideal world. Therefore
it remains to analyse the case where the output of the honest parties is not “Alice is corrupt”
according to View. As before, we split into cases.

We begin by analysing case (1), where Alice broadcasts (a,d4,{i,0;, b}, sa—1)- In this

case, S inputs (a, 5‘4,{61',1_);4 iLzBl), flag := 0 and reveal := 1 to Fepg, Where 0; = oy

b4 = b and b = opengs(Ci,0;) for each i € 4, and b := 0 and 6; := 0 for each
i ¢ 64 In the real world, according to protocol spcg, the output of the honest parties is
(a,04, {i, 0, b }icsa, Doiesa i(@) - b). In the ideal world, according to Fypeg the output of the
honest parties is also (a, 0, {i, 0, b'}ic54, > se5a i(a) - b), as required.

We continue with case (2), where Alice broadcasts {(i;, 0}, 5;)}jeq1,...4}- In this case S inputs
(a,64, {0, b} ), flag := 0 and reveal := 0 to Fypeg, that are obtained by setting z; := oj_l(z'j),
computing 4 := (x1,...,2,) € {0,1}%4, and parsing 24 = (a, 54, {0;, b} Z-Lfl). Since the output
of the honest parties in the real world is not “Alice is corrupt”, we conclude that openg, (C/',z‘j ,05) =

sj forany j € {1,...,£4}. We say that a view View is “good”, if for every j € {1, J L lat it
holds that s; is the message that the honest Bob committed to in the offline round, ie., s; =
commitcrs(psmj(o—_l(ij), r)). Observe that, by the binding property of the commitments, a view
View is good with probability at least 1 — .

Condition on any good View in which case (2) occurs, and the output of the honest parties is
not “Alice is corrupt”. In the real-world, by the correctness of the PSM protocol, the output of
the PSM is (a, 6,65, {i, 0,0 }icr, >ic ci(@) - bf'), where I := (b?,§4)0(b?, 7). It holds that
opengs(Ci,0;) = b for every i € I, or otherwise the output of the honest parties is “Alice is
corrupt”. Therefore, the honest parties output (a, 6, {i, 0;, b }ics, ;. sA=1 ai(a) - bY). In the ideal
world, since we’ve seen that opengs(C;, 0;) = b for every i € I, the output of the honest parties is
also (a, 04, {i, 04, b }icr, > sA—1 ai(a) - b), as required. This concludes the case of corrupt Alice
and honest Bob. L

B.2.3 Honest Alice, Corrupt Bob

Offline round. In the offline round only the corrupt Bob communicates, and so S receives the
messages that Bob sends to the honest parties from A.

Online round. The adversary receives the inputs of the honest Alice, (a, 6%, {0;,b*}2)), and so

can simulate the online round broadcast of the honest Alice. S then receives from A the online
round broadcast of the corrupt Bob.

At the end of the simulation & computes the output of the honest parties in the simulation.
If the output is “Bob is corrupt” S inputs flag = 1 to Fspcg (the rest of the inputs do not matter).
Otherwise, the output is not “Bob is corrupt”, and S extracts the set I from the output. Let J :=
64\ I. Forevery i € J Ssets 67 := 1 and b? := b{. Fori ¢ J S sets and 67 := 0and b? := 0. S
inputs 7, b? and flag := 0 to Fepeg.
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We show that the view of Z (including the adversary’s view and the honest parties” outputs)
in the real world is statistically close to the view of Z in the ideal world.

Adversary’s view. Since S receives the inputs of the honest parties, and acts like an honest Alice
in both rounds, it perfectly simulate the view of A. It remains to show that the output of the honest
parties has the same distribution in both worlds.

Honest parties” output. We say that a view View is “good” if the adversary did not violate the
binding property of the commitments {C; ,}; .. More formally, a view View is good, if one of the
following happens

e Alice has broadcasted (a, 54, {i, 0!, b*}, s4a_,) in the online round,
¢ the output of the honest parties according to View is “Bob is corrupt”,

e for each j € {{4 + 1,...,¢}, the adversary has broadcasted (i;, 07, s;), such that either (1)
opens(C; ,0) = L, or (2) opengs(C; ,0f) = opengs(Cj; .0} ; ), where 0 ; was sent by
Bob to Alice in the offline round.
Note that, by the binding property of the commitment scheme, a view View is good with proba-
bility at least 1 — ¢, and that whenever a view is good, the output in the ideal-world is equal to
the output of the honest parties according to View. This concludes the case of honest Alice and
corrupt Bob.

B.2.4 Corrupt Alice and Bob

Since the only parties that hold inputs and communicate are Alice and Bob, S can trivially simulate
the view of the corrupt parties. At the end of the simulation S computes the output of the honest
parties in the simulation, denoted z. S inputs z to Fspcg (the rest of the inputs do not matter). It
is not hard to see that the above simulator perfectly simulates spcg. This completes the case of
corrupt Alice and Bob.

B.2.5 Complexity Analysis

Here we analyse the complexity of protocol spcg. In order to show that the complexity of spcg
is poly(n,log|F|, s, La, Lp), it is enough to show that the complexity of the underlying PSM
protocol is poly(n,log |F|,x, La, Lg). For this, according to Theorem 3.9 it is enough to show
that fopcg has a circuit with size polynomial in (n,log|F|, x, L4, Lp) and depth logarithmic in
(n,log |F|,k,La,LR).

First, observe that ¢ = poly(log |F|, L4, Lz, x). It is not hard to see that the outputs a, 4, §” can
be computed by a constant depth circuit. We represent the list {4, 01, b };cr as a concatenation of
L g binary strings, x1, . . ., XL, €ach of length poly(k, log |F|), such that the first bit of x,,, denoted
Bi, indicates whether ¢ € I. When ; = 1 the rest of the string encodes (0;47 b;“), and otherwise,
when §; = 0 it encodes the all-zero string. It is not hard to see that computing the output can
be reduced to computing the ;’s, which are computed in the following way. For each i we use a
comparator to check whether b = b7 and get a bit v; 1, we check whether 6! = 67 = 1 and geta

bit ; 2, we check whether 52‘A =1, (52-3 = 0 and get a bit 7; 3, and finally we set 5; = (Vi1 Aviz2) Vi3
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As the comparator can be computed in depth loglog |F|, and v; 2, 7;,3 can be computed in constant
depth, then each §; can be computed in depth log log |F|, as required.

It remains to show how to compute the sum ), ; a;(a) - b;. First, it is not hard to see that
given 54 and the 3;’s we can compute an indicator bit 7; to whether i € .J or not in constant depth.
Since computing each «;(a) is in NC', and multiplying field elements is in NC' (see [HV06]), we
can compute the field element ¢; := 7; - o;(a) - b; for each ¢ € L with logarithmic depth. Finally,
computing the sum of all the ¢;’s requires depth logarithmic in Lp, as required. This completes
the complexity analysis, and completes the proof. O

B.3 Guided Linear Function Computation

Proof of Lemma 3.12. In this section we prove that protocol glinear UC-emulates Fgjinear With ever-
lasting security. From the composition properties of UC-security, it is enough to prove security in
the Fspeg-hybrid model. Let A be an efficient adversary against glinear. We define the simulator S
as follows. The simulator S uses A in a black-box manner, and forwards all messages between Z
and A. The simulator first receives the set of corrupt C parties from Z. We split into cases.

B.3.1 Honest Guide

Offline round. In the F,pg-hybrid model there is no communication in the offline round.

Online round. The simulator receives the following leakage from Fgjinear: (1) the commitments
(Cij)ieq1,...m},jefo,...n}» (2) the honest parties” indicator vectors {§'}icy and 6, (3) parts of the
dealer’s inputs a, {bfj, Ogj}ie{l,...,m},jeC/ (4) the values and openings L; = {(4,j), bZ-Gj, OiGj}Z‘ejj for
Jj € Hyand (5) vj := >, 50 aibf} for any j € {1,...,n}. In addition, the simulator receives the
output of Fgjinear, V := D ;56 aib{(‘]. '

For each j € {1,...,n}, the simulator simulates the call to FZ,cg as follows.

e If j € H then the simulator gives (Cyj,...,Cy, ) to A as the leakage from ]—"gpcg, and
(a,0%, 67, {3, og, bg}igj,vj — Zidj az-biGj) as the output from Fpcq.

e If j € C then the simulator gives the adversary the honest parties” inputs (C1j,...,Cp;),
a, {bg}ie{l’m,m}, 6%, and {Og}ie{l,...,m} as leakage from ]:Sjpcg. Later, the simulator receives
Bob’s inputs b5, 6B, flag, reveal and z from A. Upon receiving Bob’s inputs, the simulator,
that holds all inputs to ]-"gpcg, computes the output of the functionality, and returns it to A.

This completes the simulation.

Fix any polytime environment Z and input ¢ to the environment. Let e be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.

Adversary’s view. Fix the crs. The honest parties” inputs are picked by Z, and so they have the
same distribution in both worlds. Fix those inputs. The only messages that the adversary receives
are the leakage and the output from the various Fy,cg calls. It is not hard to see that, since we’ve

fixed the honest parties” inputs, those messages are fixed for any fgpcg such that j € H, and are
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the same in both worlds. Similarly, for j € C, the leakage is fixed, and is the same in both worlds.
After receiving all leakage from the various calls to Fypeg, and the outputs of Feg for j € H, the
adversary picks the inputs to Fyg for j € C in the same way in both worlds, and the simulator
computes the output of Fg like in the real-world, so the output of e, has the same distribution
in both worlds. We conclude that the adversary’s view has the same distribution in both worlds.

Honest parties” output. Fix any view View of the adversary, and fix the honest parties” inputs
conditioned on View. In the ideal world the output of the honest parties is (a, 5%, Y icsC a;b$y)
with probability 1. We show that this is also the case in the real world. Indeed, for every j € H, the
functionality ngcg returns (a, 0%, {4, og, bg}ie Ijs D icsG aibg) to all honest parties. In addition, for
j € C, the output of ]:sjpcg is either “Bob is corrupt” or (a, 64, {i, oiGj, bfj}ielj, Y icsC aibiGj). Let K be
the set of all indices j such that fgpcg returns (a, 6%, {i, oiGj, bfj}ie I D iese aibiGj
includes all n — ¢ > ¢ + 1 honest parties. For k € K, let v, := Y, sc a;bf;. As we are promised that
for every i € 6 the shares b, . . ., b, correspond to a degree ¢ polynomial g;(), it follows that the
shares {vj } rex correspond to a degree-t polynomial g(z) := Y. s5¢ aigi(x), whose free coefficient
is g(0) = 3, c5¢ @igi(0) = Y c5c ;S Therefore, all honest parties output (a, 6%, Y, sc a;b§) with
probability 1. This concludes the case of an honest guide.

). In particular, K

B.3.2 Corrupt Guide

Offline round. In the Fypz-hybrid model there is no communication in the offline round.

Online round. The simulator receives the following leakage from Fyjinear: (1) the commitments
(Cij)ieq1,...m},jefo,...ny and (2) the honest parties” inputs {b?,6"};cy. The simulator, that holds the
inputs of all honest parties, takes the role of the honest parties and simulates their call to Fgpcg. In
particular, for every j € {1,...,n} the simulator sends (Cij,...,Cpn;), as the leakage from ]-"gpcg,
and in addition, for j € H, the the simulator sends b’ and ¢/ as the additional leakage. Later, at an
order which is determined by A, it holds that (1) for every j the simulator receives Alice’s input to
Foeg from A, denoted (a7, b4, 547, {0?’j}ie{o,...,m}7 flag" reveal’ 247), and (2) for j € C, the
simulator receives Bob’s input to ngcg from A, denoted b?, §5. Upon receiving both Alice and
Bob’s input to ngcg, the simulator computes the output of fgpcg and gives it to A. After all calls to
Fspcg Were concluded, the simulator continues to simulate the honest parties, and computes their
output.

If the output of the honest parties is “G is corrupt” then the simulator inputs flag = 1 to
Fglinear (the rest of the inputs don’t matter). Otherwise, the simulator sets flag := 0. Observe
that in this case, for every j € H the vectors a’/ and 6“7 are the same (or otherwise the
guide would be discarded), and we denote them by a and §, respectively. The simulator sets
bg- = b?’j and ol-Gj = of’j for every i € {1,...,m} and j € {0,...,n}. The simulator inputs
(a, va 5G7 {Oz‘C;‘}ie{l,...,m},je{o,...,n}) and ﬂag to fglineah

Fix any polytime environment Z and input ¢ to the environment. Let € be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.
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Adversary’s view. In both worlds the honest parties” inputs are picked by Z, so they have the
same distribution and we fix them. The only messages that the adversary receives are the leakage
and the output from the various Fspcg calls. Since the simulator holds the honest parties inputs,
and since the simulator simulates the honest parties exactly like in the real-world, those messages
have the same distribution as in the real-world. This concludes the analysis of the adversary’s
view.

Honest parties” output. Fix any view View of the adversary. If the output of the honest parties
in the real-world according to View is “G is corrupt” then the simulator sets flag := 1, and so
the output of the honest parties in the ideal-world is “G is corrupt”. Therefore, from now on we
assume that the output of the honest parties according to View is not “G is corrupt”.

Denote by K the set of all indices & € {1,...,n} such that the output of ffpcg is not “Bob is
corrupt”, and observe that H C K. Since the guide is not discarded then (1) there is no Fsbcg
whose output is “Alice is corrupt”, (2) the dealer sent the same a and 6 to any F, Spcg fork € H,

(3) for every k € H and i € I it holds that openg,g(Ci, flk) = bf‘ * and (4) the shares {v*}rcx
correspond to a degree-t polynomial, denoted g(x), where v* is the partial-sum obtained from the
output of Ffpcg We conclude that in both worlds the output of the honest parties is (a, d%, g(0)),
as required.

O

B.4 Triple Secret Sharing

Proof of Theorem 3.15. In this section we prove that protocol tss UC-emulates Fiss with everlasting
security. From the composition properties of UC-security, it is enough to prove security in the
(Fusss Fglinear)-hybrid model. Let A be an efficient adversary against tss. We define the simulator
S as follows. The simulator S uses A in a black-box manner, and forwards all messages between
Z and A. The simulator first receives the set of corrupt C parties from Z. We split into cases.

B.4.1 Honest Dealer

Sharing phase. The simulator receives (C?, O%), (C? O?), (C¢, Of), and happy; = 1, for every
i € C, from Fis. We sometimes denote the pairs by (C*°, Q%) (C*°, 02"), and (C°,0"),
respectively.

For v € {a,b} the simulator picks (1) random strong double ¢-sharings ((0)), denoted
(Cv* Ovk), for k € {1,...,n}, and (2) fixed sharings (C"* O"*) defined by (C’v]k, ’;’]k) <
commitgs(0; 0) for every v € {a,b}, i,j € {0,...,n}, and k € {n +1,...,2n}, where 0 is the
all-zero string. In addition, for v = ¢, the simulator picks random strong double ¢-sharings ((0)),
denoted (C‘C k Q%k) for any k € {1,...,2n}. For k € {0, ...,2n}, the simulator simulates the calls
to Fook | Fouk and Fek by giving the adversary the outputs that correspond to the corrupt parties,
ie, {(C¥*, OF ’“), (C*F,0%), (CF, 05*) o, .. 2nyiec. Forv € {a,b,c}, i € Cand k € {0,...,2n}
we denote by f” *(x) the degree-t polynomial that corresponds to (C;”k, Ofk)

The simulator picks random polynomials A( ), B(x) and C(x) of degree n, n and 2n, respec-
tively, such that A(z)- B(x) = C(z). For k € {0,...,2n}, We denote their k-th coefficient by A*, B
and C*, respectively, where A¥ = B*¥ = 0 for k > n. For each k € {0,...,2n}, the simulator picks
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random symmetric bivariate polynomials F%*(z,y), F*(z,y) and F“*(z,y) of degree at most ¢
in each variable, such that for k£ € {0, ...,n} we condition on

o Fvk(z,i) = fF(z) for every v € {a,b,¢} and i € C, and

o F*k(0,0) = Ak, F**(0,0) = B*, and F**(0,0) = C¥,
and for k € {n+1,...,2n} we condition on

« FoM(z,y) =0,

o [%F(z,y)=0,and

o Fk(y,i) = foF(z) for every i € C,and F°¥(0,0) = C*.

In addition, for every i € H, the simulator samples a random string z; and gives it to A as the
broadcast of P;. At this stage, the simulator receives from .4 the broadcasts z; of the corrupt P;’s.
Let C := {C"*} c(ab e} kefo,..2n}, and let &; := hz,(C) fori € {1,...,n}. If some & is 0 then the
simulator changes it to 1.

Verification phase. For any v € {a,b,c}, k € {0,...,2n} and i € H the simulator sets flagf’k = 0.
The simulator sends {flagf’k}ieH to A, as the leakage from ]-'é’s’f .

For eachi € {1,...,n} and v € {a,b,c} the simulator sets G*#(z,y) := Y i,k - F¥F(z,y).
Forie {1,...,n},j € Hand v € {qa,b, ¢}, the leakage of F, “JV s simulated in the following way.

glinear
The adversary receives (1) the j-th rows C2°,...,C%*", (2) the indicator vectors {6*}scn such
y J j

that 6 = (1,...,1) for each ¢ € H, (3) the coefficient vector a := (a,...,a?"), (4) the openings
62’]’.k and values opench(C’;ék, 62’3% for every k € {0,...,2n} and ¢ € C, (5) the indicator vector

6% :=(1,...,1), (6) an empty set L, = & for every ¢ € H, and (7) the values {G"*((, j)}se(1,..n} as
the partial-sums. The simulator also gives A the vector (a, d%, G*%(0, j)) as the output of F.i/""

glinear*
Fori € {1,...,n}, j € Cand v € {a,b,c} the simulator simulates the leakage of Fgi/\C
by giving the adversary the corresponding inputs of the honest parties, i.e., (1) the j-th rows
Cj”" e, C}”M, (2) the indicator vectors {6} e such that 6, = (1,...,1) for each ¢ € H, and (3) the
vector ( f;”o(ﬁ), e ]F;)’Z"(E)) for every ¢ € H. This completes the communication from the honest

parties to the corrupt parties.

Later, the simulator receives the corrupt parties” inputs to the functionalities féifﬁZar for every

ie{l,....,n},j € Cand v € {a,b,c}, as well as the inputs to the verification phase of Fuk.
Upon receiving the inputs of the corrupt guide to ]:;ii];;zar, the simulator holds all inputs to the
functionality, and can compute the output of the functionality and give it to .A. Upon receiving all
inputs to the verification phase of .7-"\1,’5’5 , which are {flag;”k}iec, the simulator sets W¥'* to be the set
of all corrupt P; with flagf’k = 1, and returns (W¥*, {6§jk}iew,je{0,...,n}) to A.

At the end of the simulation, the simulator sets W = (¢, 5, 1 ke{0,...2n} W@k, For every j € W
the simulator sets flag; := 1, and otherwise, flag; := 0. The simulator inputs {flag]- }jec to Fiss.

Fix any polytime environment Z and input ¢ to the environment. Let € be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.
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Adversary’s view. The adversary’s view consists of @) the outputs
{(CVk, Of’k)}ve{a,b,c},ke{o,...,zn},z‘ec from the sharing phase of Fs, (2) the randomness {z; }ich, (3)
the leakage and output of the verification phase of the F calls, and (4) the leakage and output
of the Fgjinear calls. We continue by showing that both the real-world view and the ideal-world
view are O(n?¢)-close to the hybrid-world view (see Definition B.1).

Real-world vs. hybrid-world. Fix the crs. Observe that the honest parties” inputs are picked by
the environment Z, possibly as a function of crs, and so the inputs have the same distribution in
both worlds, and we fix them as well, which fixes {(C"",0"°)},c(,4- By the hiding property
of the commitment scheme, and since (C”*, O“*) are computed in the same way in both worlds
for v € {a,b} and k > n, we conclude that {(C"*, O”’k)}ve{a,b,c}ke{l’_”)gn} are O(n3¢)-close in
both worlds, and we fix them as well. This fixes (1). Observe that the random strings {z; }icn
are uniformly distributed in both worlds, and conditioned on them, the adversary broadcasts
{zi}iec, has the same distribution in both worlds and so we fix them as well. Observe that this
fixes {ai}icq1,.. n}, as defined in the protocol. Finally, since the second round messages of the
honest parties, including the inputs to the various functionalities, are a deterministic function of
the honest parties” view in the first round, then they are fixed and the same in both worlds. This
concludes the analysis of the real-world view.

Ideal-world vs. hybrid-world. Fix the crs in both worlds. Observe that the honest parties’
inputs are picked by the environment Z, possibly as a function of crs, and so the inputs have the
same distribution in both worlds, and we fix them as well, which fixes {(C"?, OU’O)}Ue{a,b,C}/ as
well as the corresponding sharing polynomials { F"(, y) }yefa,p,c}- In the hybrid-world, for every

veda,b,yc}, ke{0,...,2n},and i € C, let ffk(x) .= FYF(x,7). Observe that f/°(z) = () for
any v € {a,b,c} and i € C. In addition, in the hybrid-world, define the random variables

2n
GV (w,y) ==Y af F"*(x,y),
k=0

forv € {a,b,c} and i € {1,...,n}. Consider the random variables

Yy = {G"" }oefapelicli,..n}
and
v,k
Zy = (C. {0 Yoefaperke(l,..2n}iec: {Ziie(1,...n})
Zy 1= {Gw}ve{mbvc}aié{lv-"’”}’

where Y := (Y7, Y32) correspond to ideal-world random variables, and Z := (Z;, Z2) correspond
to Hybrid-world random variables.

Lemma B.2. The random variables Y and Z are O(n3¢)-close in statistical distance.

We prove Lemma B.2 at the end of the honest dealer’s analysis. We continue by showing that
Lemma B.2 implies that the ideal-world view is close in statistical distance to the hybrid-world
view. Fix Y = Z and observe that this fixes (1) and (2). We continue with the verification phase. In
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the hybrid-world verification phase, since the dealer is honest, each honest party P; has fla g;”k =0
for all v € {a,b,c} and k € {0,...,2n}, and all honest parties are happy, so the leakage to the
adversary in the F,¢ calls is the same in both worlds.

We now analyse the calls to Fgjinear- In the hybrid-world, a call for 7, LIV for € {1,...,n},

glinear
j € Hand v € {a,b,c} leaks (a) the j-th rows C}f’o, ., CF 2" which are already fixed, (b) the
indicator vectors {6‘},ch such that, since the dealer is honest, (5€ (1,...,1) for each ¢ € H (c)

0

the coefficient vector that an honest guide sets to a = (af,...,a2"), (d) the openings o', 0 ¥ and

values opench(C;’é , J by *) for every k € {0,...,2n}and ¢ € C, such that, since the dealer is honest

C’;’ék = Czjk and 0" g = oz ¥ 30 those values are already fixed, (e) the indicator vector 6 which
is always (1, ) when the dealer is honest (f) a set Ly, for every ¢ € H, which is empty since
the dealer is honest (g) partial sums 3 7" oaF - FUk(e, ) forall ¢ € {1,...,n} and (h) the output
(a, 6, 52" L oak - FUR(0, ). Observe that (a)- (f) are fixed in both worlds to the same values, since
the dealer is honest and all rows shared by the dealer are valid. It remains to show that (g) and (h)
have the same distribution in both worlds. But those are exactly the values {G""(2,7)}je10,...n}s
that are equal to {G""(z, )} je{o0,....n}, and so the leakage and output is the same in both worlds.

Similarly, in the hybrid-world, a call for i € {1,...,n}, F. 90 and v € {a,b,c} for j € Cleaks

glinear

(a) the j-th rows C;-”O, e C;”Qn, (b) the indicator vectors {§¢},cy such that 6 = (1,...,1) for each

¢ € H, and (c) the vector (f; 20, .., f;”%(f)) for every ¢ € H. Therefore (a), (b) and (c) are fixed,
and they are the same in both worlds.
At this stage the adversary sends her inputs to the F7 k__ functionalities, for j € C, and the

glinear
Fuss calls, so those inputs have the same distribution in both worlds. Since the computation of

]—';ii];;zar by the simulator is done like in the real-world, we conclude that the output has the same

distribution as well, and so we fix it. Finally, the computation of F\}’gf is done like in the real-
world, for all v € {a,b,c} and k € {0,...,2n}, so it has the same distribution in both worlds.
This concludes the analysis of the adversary’s view. We conclude that the real-world view and the
ideal-world view are O(n3¢)-close in statistical distance.

Honest parties’ output. We say that a view View is “good” if the following holds. For any
ie{l,...,n},j € Cand v € {a,b,c}, in the call to F;/"_ for any commitment C’;.’ék the adver-

glinear’
sary inputs a corresponding opening o such that either opencrs(C;?ék,
FVk(¢, 7). Observe that, by the binding property of the commitment scheme, a view View is good
with probability at least 1 — O(n?¢). Fix any good view View.

Both in the ideal-world and in the real-world, at the end of the sharing phase honest party P;
outputs (C?¢, 0F), (Cb, 0Y), (C* Of) and happy = 1, with probability 1. Therefore, it remains to
analyse the output in the verification phase.

In the real-world verification phase, it is not hard to see that an honest dealer is never disqual-
ified. In particular (1) no call to Fs ends with “D is corrupt” (2) all honest parties are happy,
and flag; = 0 for any honest P;, (3) all honest parties are in V, so |V UW| > n — ¢, and (4) since
View is good, for each i € {1,...,n} the i-th challenge succeeds with probability 1. Indeed, fix
i€{l,...,n}and v € {a,b, c}.

* Since the dealer is honest then clearly for j € W it holds that ¢;;, = G"¥(0, j).

0) = 1, or opench(C;fék,o) -

e For every j € H the output of 727V is (2, ...,a2"),(1,...,1), tij,), where t;j, = G¥(0, 7).

gllnear i) %
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* For j € V\ H, the corrupt guide P; must input §¢ = (1,...,1) (or otherwise j ¢ V), and all
honest parties P; input 6 = (1,...,1) and the values (FV0(j,), ..., F*2"(j,£)).

Consider / € H, and denote the corresponding input values of the corrupt guide by
(b5, - . . ’b(%n)ﬁ)' We claim that b{, = F"*(j,¢) for all k € {0,...,2n}. Indeed, if this is
not the case then I, is not empty, and let £ be an element of I,. Since j € V, the output of

F ;iijrlzar is not “G is corrupt”, so the corrupt guide sent to the functionality an opening o such

that opench(Cfék, 0) = b{,. But since View is good we must have bﬁg = FVF(L, 5) = FUF(4,0),
in contradiction. We conclude that bv§, = FU*(j,¢) for all k € {0,...,2n}. We conclude
that the output of ]:éiijr;zar is ((a2,...,a2"),(1,...,1),ti;,), where t;j, = 3", aFFvk(0,5) =
G""(0,7).

It follows that, t;, = G**(0,0) = A(a), ty, = G**(0,0) = B(a;) and t;. = G(0,0) = C(oy), and
so, since D is honest and A(z)B(z) = C(z), it follows that t;, - t;; = tic. We conclude that the
dealer is not disqualified

Let W be the set defined by the protocol according to View, and observe that it
contains only corrupt parties. In the real-world, the output of the honest parties is
(W, {ijo}ve{a,b,c},iEW,jE{O,...,n})' In the ideal-world each corrupt P; in W sends flag;, = 1,
and all other corrupt F;’s send flag; = 0. Therefore the output in the ideal-world is also
(W, {O;)jo}ve{a,b,c},iEW,jE{O,...,n})/ as required. This concludes the analysis of the honest parties’
output.

Proof of Lemma B.2 We begin by proving that Y; and Z; are O(n?¢c)-close. First, observe that
the random variables {(C""°, Og’o)}ve{a,b,c},iec are fixed and equal in both worlds. By Fact A.4
it follows that {fiv7k}ve{a,b,c},ke{1,...,2n},i€C and {fz‘uk}ve{a,b,c},ke{l,...,2n},i€C have the same distri-
bution, and we fix those values. Conditioned on those values, observe that the random vari-
ables {(637k7 O§7k)}Ue{a,b,c},ke{l,...,2n},i€C are O(n3e)-close to {(Cf7k7 O;),k)}ve{a,b,c},ke{l,..‘,2n},i€C'
Fix those random variables. In addition, by the hiding property of the commitment, the remaining
commitments are O(n3e)-close in both worlds, and we fix them as well. Finally, observe that the
random variables {z;}icy and {Z; };cn are uniformly distributed in both worlds, and conditioned
on them, the random variables {z;}icy and {Z; };cn are picked by the adversary in the same way
in both worlds, and so they have the same distribution. Therefore Y7 and Z; are O(n3¢)-close in
statistical distance.

Fix the random variables Y; = Z;. It remains to show that Y5 and Z5 have the same distribu-
tion. Note that (a1,...,a) = (aq,...,&,) are fixed in both worlds. In the following we assume
without loss of generality that o, ..., «, are distinct (as we can always add more distinct values
and show that the claim still holds), and we remind the reader that the «;’s are non-zero.

We continue by proving that {G”’i}Ue{a7b76}7i€{17._,’n} has the same distribution as
{G""} petaperic(t,..ny- Observe that F*0(z,y), F*(z,y) and F*" are fixed, and we also fix any
value to the random variables ['%%(z,y), F*%(z,y) and F“°(z,y) (which are not necessarily equal
to F*9(z,y), F*°(x,y) and F*°(x,y)). Recall that F*"°(z,i) = F"(x,i) foralli € C.

The polynomials A(z), B(x) and A(x), B(z) are uniformly distributed conditioned on
A(0) = F%%0,0),B(0,0) = F»(0,0) and A(0) = F*°0,0),B(0,0) = F®»(0,0). By
Fact A.2 the random variables (A(«;), ... A(an), B(ai1),. .., B(ay)) have the same distribution as
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(A(a1), ... Alay), B(a), ..., B(ay)). Fix A(x), B(x) and A(z), B(x) conditioned on
(A(ar),... A(aw), B(ay),. .., B(ay)) = (A(ay),. .. Alan), B(ay), ..., B(ay)).

Observe that this also fixes the polynomials C(z) and C(z), and that C(«;) = A(a;)B(a;) =
A(a;)B(ei) = C(ay) foralli € {1,...,n}.

Observe that F*(z,y) = F*%(2,y) = 0 and F%*(z,y) = F**(z,y) = 0 for any k > n. In
addition, recall that F**(z,i) = F“*(x,i) for all i € C, and we fix the polynomials F“*(x,i) and
Fek(z,4) for all k > n.

Finally, the random variables {Fa’k(:c,y),Fb’k(x,y),FC’k(x,y)}ke{L._,n} are uniformly dis-
tributed conditioned on (1) F¥*(z,i) = f;’k(m) forv € {a,b,c}, k € {1,...,n},and i € C, and
(2) Fok(0,0) = A%, F®%(0,0) = B*, and F“*(0,0) = C*, for every k € {1,...,n}. Similarly,
tioned on (1) F**(x,i) = f"(x) forv € {a,b, ¢}, k € {1,...,n},and i € C,and (2) F**(0,0) = A¥,
F%F(0,0) = B*, and F*(0,0) = C*, for every k € {1,...,n}. By Fact A.6 we conclude that
{G""}oefapcyict, ...y has the same distribution as {GY"'},cfqp.c}icf1,..n}- This completes the
proof. O]

B.4.2 Corrupt Dealer

Sharing phase. The simulator takes the role of the honest parties, that have no inputs, in order
to simulate an execution of the protocol. In the sharing phase, this includes only broadcasting z;
on behalf of every honest P;. Then, the simulator receives from A the inputs to the various Fss
calls. Denote those inputs by {(C"*, O”vk)}ve{a,b,c}’ke{()’.._’gn}. The simulator gives the simulated

honest party P; the shares {(CV*, Og’k)}ve{a,b,c},ke{o,...,zn}r and computes the output bit happy, of
the sharing phase. The simulator inputs (C%, 0%),(C?, O®), (C¢,0¢) and {happy; }icH t0 Frss-

Verification phase. The simulator receives the inputs of the honest parties {flag; },cn as leakage
from Fiss. The simulator now holds the honest parties inputs, and continues to simulate the honest
parties, by following the protocol in the verification phase in F.ss and in the calls to Fgjinear. Ob-
serve that since the dealer holds all inputs, the dealer can compute the leakage of Fgjinear as well.
At the end of the simulation the simulator computes the output of the simulated honest parties. If
the outputis “D is corrupt” then the simulator inputs flag, = 1 to Fiss (the rest of the inputs do not
matter). Otherwise, the simulator computes the set W and the openings {6%, 6%, 5§j}iew7 {0, m)

according to the protocol, and sets o0;; := 0 for any v € {a,b,c}, i ¢ Wand j € {0,...,n}. The
simulator sets flag; = 1 for any corrupt P; in W, and flag; = 0 for any corrupt P; not in W. The

simulator inputs (0%, O, O°). flag;, = 0, and {flag; };cc to Fiss.

Fix any polytime environment Z and input ¢ to the environment. Let € be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.

Adversary’s view. At the sharing phase the honest parties hold no inputs, and so they can are
perfectly simulated by the simulator. Therefore the view of the adversary in the sharing phase
is the same in both worlds. Fix any such view, and note that this implies that the honest parties’
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inputs in the verification phase have the same distribution in both worlds. Fix those inputs as
well, and note that the simulator holds all the honest parties” inputs, and so they are perfectly
simulated in the verification phase as well. We conclude that the adversary’s view has the same
distribution in both worlds.

Honest parties’ inputs. We say that a view View is “good” if either (1) the output of the
honest parties is “D is corrupt”, or (2) the output is not “D is corrupt”, and it holds that
F29(0,0) - F*9(0,0) = FCO(O 0), where F”? is the sharing polynomial of the weak double t-
sharing produced by Ful, for v € {a,b, c} (observe that whenever the output is not “D is corrupt”
then all F,ss calls define weak double ¢-sharing). We claim that a view View is good with probabil-
ity atleast 1 —e.

Indeed, a view View is not good if and only if the output of the honest parties is not “D is
corrupt”, so the output of each Fi call at the end of the verification phase is a weak double t-
sharing, and F*0(0,0) - F*°(0,0) # F=°(0,0). Let E be the event that a view is (1) not good, and
(2) for every i € H either (a) h.,(C) = 0 or, (b) for a; := h.,(C),

2n 2n 2n
(D afF¥%0,0)) - (D afFP(0,0)) = (> af F*(0,0))
k=0 k=0 k=0

where FVF is the sharing polynomial of the weak double ¢-sharing produced by Fok, By the
properties of the hash functions, £/ occurs with probability at most e. Therefore, with probability
at least 1 — € either (1) View is good, or (2) the output is not “D is corrupt”, so the F calls define
weak double t-sharings, and there exists < € H such that o; # 0 and

2n 2n 2n
(D afF*%0,0)) - (Y afFP(0,0)) # (D af F*(0,0))
k=0 k=0 k=0

We continue by showing that (2) cannot occur, which means that the probability that View is good
is at least 1 — €. Indeed, assume that (2) occurs, and observe that there are n — ¢t > ¢ + 1 honest
parties, each of them is either in V or in W, and that for any honest P; the parties obtain the shares
{tijw = Zk 0 akFU k0, J)}ve{a b,c}s and so the shares {t; j o }jevow, {t igbtievow and {t; j . }jevow
either define polynom1als of degree larger than ¢, in which case D is disqualified (in contradic-
tion to (2)), or they define the degree-t polynomials Zk 0 OFFek(30), 2" af FbF(2,0) and
S ok e k(:c 0), whose free-coefficients are t;, :== > 1, akF“ k(0,0), tip = Z%"O aFFP*(0,0)
and t; . := Z P akFc *#(0,0), and tia - tip # tic, 50 D is dlsquahfled, again in contradlctlon to (2).
We conclude that a view is good with probability at least 1 — e.

Conditioned on a good view View it is not hard to see that the output of the honest parties
in the real world is fixed and equal to the output of the honest parties in the ideal world. This

concludes the proof. O

B.5 Single-Input Functionality

Proof of Lemma 3.16. In this section we prove that protocol sif UC-emulates Fgs with everlasting
security. From the composition properties of UC-security, it is enough to prove security in the
(Fuss, Fglinears Fiss)-hybrid model. Let A be an efficient adversary against sif. We define the sim-
ulator S as follows. The simulator S uses A in a black-box manner, and forwards all messages
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between Z and A. The simulator first receives the set of corrupt C parties from Z. We split into
cases.

B.5.1 Honest Dealer

Input phase. For every i € {1,...,¢} the simulator samples a strong double ¢-sharing ((0)), de-
noted (C?, O%), and simulates the sharing phase of Fi by giving (C’, OZ) to A as the output of
a corrupt P;. We denote the corresponding sharing polynomials by F(z,y). Similarly, for each
i,j € {1,...,£}, the simulator samples a strong double ¢-sharing ((0)), denoted (C/, 0%), and sim-
ulates the sharlng phase of Fil by giving (C, Oy 7) to A as the output of a corrupt P;,. We denote
the corresponding sharing polynomials by F'¥(z, y)

In addition, for each i € {1,...,m} the simulator samples three strong double t-sharings of
zero, denoted (C7, O%),(CPi, OP") and (C", O"), and we denote the corresponding sharing poly-
nomials by F7i(x,y), F*i(z,y) and F" (zx,y). The simulator simulates the sharing phase of Fi by
giving (C”,0)"),(CPi,0}") and (C", O}") and happy,, = 1 to A as the output of a corrupt P. The
simulator also gives (C", 0"), and (C*?, O”) to A as the dealer’s broadcast.

Finally, for each i,/ € {1,...,/}, the simulator simulates the sharing phase of FZ, by giving
(C,0%), (C7,07), (CY,0%) and happy,, = 1 to A as the output of a corrupt Pj.

Output phase. The simulator receives the output (y*,...,y™) from Fgi. Foreachi € {1,...,m},
the simulator picks a random symmetric bivariate polynomial FY'(x,y), of degree at most ¢ in
each variable, conditioned on F¥'(0,0) = y’, and

FV(z,5)= Y alFP(zg)+ Y. ab FP(x,j) + F(x, j),

pe{l,....0} p,g€{1,...L}

forall j € C.
The leakage of the verification phases of each Fs and Fiss call is simulated by giving A the
flags of the honest parties, all of them set to be 0.

For every i € {1,...,m} and j € H the leakage of F “J is simulated as follows. The

glinear
simulator sends 4, (1) the commitments (C}, .. Cé C1 ! ...,Cfg, C?i), (2) the indicator vec-
tors {§ = (1,.. ;1) }ken and 6¢ = (1,...,1) of the honest parties, (3) the vector of coeffi-
cients a := (al,.. cab,aly,. .., al,1), (4) the values and openings {F?(k, 7)s Oj Y pe{l,...0) keCs

{FP(k, ), ok]}p gef,...00kec, and {F7(k, j), ok]}kec, (5) an empty set L, = & for every k € H,
and (6) the values F¥'(k, j) for k € {1,...,n}. The simulator also sends F' (0, j) as the output of
the functionality.

For every i € {1,...,¢} and j € C the leakage of fgifnear is simulated as follows. The
simulator sends to A the corresponding input of the honest parties, i.e., (1) the commitments
(Cj,...,C, C1 o .,Cﬁ’e, C’'), (2) the indicator vectors {¢ := (1,...,1)}sen of the honest par-
ties, and (3) the Values (FY(k,5), ..., F4k, 5), FY (K, 5), ..., F*(k,j), F"i(k, 7)) for every k € H.

At this stage the adversary A sends the inputs to the ideal functionalities. The simulator, that
now holds all inputs to those functionalities, computes the outputs and gives them to A. This
concludes the simulation.
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Fix any polytime environment Z and input ¢ to the environment. Let € be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.

Adversary’s view. The adversary’s view consists of (1) the output of the sharing phase of Fss
and Fiss, and the dealer’s broadcast, (2) the leakage and output of the verification phase of Fiss
and Fiss, and (3) the leakage and output of the Fgjinear calls. We continue by showing that both the
real-world view and the ideal-world view are O((m + £?)n%¢)-close to the hybrid world view (see
Definition B.1).

Real-world vs. hybrid-world. Fix the crs in both worlds. Conditioned on the crs the dealer’s
inputs are picked by the environment Z in the same way in both worlds. Conditioned on the
inputs, the pairs {(C*, 0"), (C",0%7)}; icq1,... ¢y and {(C, 0%), (CPi, OP7), (C, O") ety are
O((m + £?)n2e)-close in both worlds, and we fix them as well. Since the second-round messages of
the honest parties are a deterministic function of the first-round view of the honest parties, which
is fixed, we conclude that the second-round view of the adversary is fixed and the same in both
worlds. This concludes the analysis of the real-world view.

Ideal-world vs. hybrid-world. Fix the crs in both worlds. Conditioned on the crs the dealer’s
inputs have the same distribution in both worlds, and so we fix them as well. In the hybrid-
world, let FP(x,y) and FPI(z,y) be the sharing polynomials that the dealer picks for ((2”)) and
{(2P1)), respectively, for p,q € {1,...,¢}, and let F"i(x,y), F*i(x,y) and F"(z,y) be the sharing
polynomials that the dealer picks for (v;)), {(p:)) and {(;)), respectively, for i € {1,...,m}. Define
f(x) :== FP(z,k)and f}?(z) :== FP(z, k) foreveryp,q € {1,...,¢} and k € C, and define f" (z) :=
F7i(z,k) fori € {1,...,m} and k € C. Similarly, in the ideal-world, define f¥(z) := FP(z,k)
and fP(z) = FPi(x,k) for every p,q € {1,...,¢} and k € C, and let f"(z) := F"(z,k) for
ie{l,...,m}and k € C.

Observe that {(C", O0%),(Cr:, O%)}ic1,.. my are O(mn?e)-close in both worlds. In addi-
tion, by Fact A.4 the polynomials {f7(x), fi*(2)}pqeq1,...phec and {f"(2)}ieq1,....m} kec have
the same distribution as {f; (z), f1/(%)}p ¢eq1,...e1.kec and {f;"(2)}icq1,....m} kec, and we fix them.
Conditioned on those values the random variables {(C},07),(C}?, 00"}, seqi,..0ykcc and
{(CY, 0 }ieqr,...m} kec are O((m + £*)n*e)-close in both worlds, and we fix them. By the hid-
ing property of the commitment scheme, the distribution of the rest of the commitments is
O((m + £?)n?¢)-close in both worlds, and we fix them as well. This fixes (1).

For the output phase, observe that, since D is honest, in the hybrid-world all honest parties P
set flag;, = 0 in any Fyss and Fiss call, so the leakage is the same in both worlds.

In the hybrid world, for every i € {1,...,m}, let F¥ (z,y) := D opell,.0} oL FP(x,y) +
D pge{l,...0} a;quq(x,y) + F"(x,y). Since F"(x,y) is uniformly distributed conditioned on
{f(z)}rec, and F"(0,0) = 0, we conclude that F¥' is uniformly distributed conditioned on
FY'(0,0) = ¢ and F¥' (z,k) = > ope{l,..0} ap, fi(z) + D opgell, .0} ab, fri(x) + f'(x). Since F" is
independent of F'' for i # ', we conclude that {Fyl}ie{l,m’m} and {Fyl}ie{lwm} have the same
distribution in both worlds, and we fix them. Conditioned on those values one can verify that

the leakage and outputs of the F, ;iijnear calls, fori € {1,...,m} and j € H, are fixed, and the same
in both worlds. Similarly, the leakage of the ]-"éifnear calls, for i € {1,...,m} and j € C, are fixed,
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and the same in both worlds. This completes the communication from honest parties to corrupt
parties.

At this stage the simulator picks its inputs to the Fiss, Fiss calls, as well as for the F. éiijnear calls,
fori € {1,...,m} and j € C, so those inputs have the same distribution in both worlds. Since the

outputs Fiss, Fiss and Fyjinear in the ideal-world are computed exactly like in the hybrid-world, we
conclude that they have the same distribution in both worlds. This concludes the analysis of the
ideal-world view. We conclude that the real-world view is O((m + £?)n?¢)-close to the ideal-world
view.

Honest parties” outputs. We say that a view View is “good” if for any commitment C' that ap-
pears in the view, and for any two openings o, and o’ that appear in the view, it holds that either
openg(C,0) = L or openg(C,0') = L or openg(C,0) = opengg(C,0). Observe that, by the
binding property of the commitment scheme, a view View is good with probability at least 1 — e.

Fix any good View, denote the inputs of the honest dealer by (z1,...,z%). In the ideal-world
the output of the honest parties is y(z) with probability 1. We show that this also occurs in the
real-world. Indeed, since D is honest, then non of the F,s and Fiss calls end with “D is corrupt”,
and, in addition, all honest parties are in V, so |V| > n—t and the dealer is not discarded. For every
i€{l,...,m}and k € HUW itholds that ti = 3" (1 @pFP(0, k) + 3, i oy Qg FPU(0, k) +
F"(0, k), where FP, FP? and F" are the sharing polynomials picked by the dealer in the first
round.

It remains to consider F glinear’

must input §¢ = (1,...,1) to féiﬁear. In addition, all honest parties P; input §/ = (1,...,1) and the

values (FY(k, j),..., F(k,j), F**(k,j),..., F*(k, j)). For an honest P;, denote the corresponding

input values of the corrupt guide P, by (bfj, s bfj, bflyj, s bf&j, bf]i_ ), and we claim that bgj =

FP(k,7), bz?:q,j = FPi(k,j) and bnGi,j = FM(k,j), forall p,q € {1,...,¢}. Indeed, assume towards

contradiction that bg’:j #+ FP(k,j) for some p € {1,...,/} (the other cases are similar). Thenp € I,

fori € {1,...,m} and corrupt P in V. Since P is in V, then P

and let o be the corresponding opening of the guide. Since P}, is in V then the output of F, o

glinear
is not “the guide is corrupt”, so necessarily opench(lej, 0) = bgk # FP(k,j), in contradiction

----------

.....

Y ope(tnty OpFP(0,0) + 30, ceti oy g FPU0,0) = 3 perr iy 052+ Xpgeqn. iy Ope?t! = ¥'(2),
as required. This concludes the case of an honest dealer.

B.5.2 Corrupt Dealer

Input phase. The simulator takes the role of the honest parties, that have no inputs, and executes
an instance of sif with A. In the input phase this only includes receiving from A commitments and
openings for the F,ss and Fiss calls, as well as to the dealer’s broadcast, and giving the correspond-
ing shares to the simulated honest parties.

Output phase. The simulator continues the simulation of the honest parties. The simulator com-
putes the messages from the honest parties to the corrupt parties, as well as the leakage from the
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various functionalities, and gives them to A. Then the simulator receives the messages from the
corrupt parties to the honest parties, as well as the output of the various functionalities.
At the end of the simulation, if D was disqualified and the output was set to y(0, ..., 0), then

the simulator inputs (0,...,0) to Ff and terminates. Otherwise, D was not disqualified in any
Fuss call, and let F(z,y) be the sharing polynomial of the weak double t-sharing of Fi.. The
simulator sets 2' := F(0,0) and inputs (2!, ..., z%) to Fgs.

Fix any polytime environment Z and input ¢ to the environment. Let € be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.

Adversary’s view. Since the honest parties hold no inputs, it is not hard to see that the simulator
perfectly simulates an execution of F¢. It remains to show that the output of the honest parties
has the same distribution in both worlds.

Honest parties’ outputs. We say that a view View is “good” if for any commitment C' that ap-
pears in the view, and for any two openings o, and o’ that appear in the view, it holds that either
openg(C,0) = L or opengg(C,0') = L or opengs(C,0) = opengs(C,0). Observe that, by the
binding property of the commitment scheme, a view View is good with probability at least 1 — e.

Fix any good view View. If D is disqualified according to View, then the output in both worlds
is y(0,...,0). Therefore, we focus on the case where D is not disqualified according to View. Since
D is not disqualified in View, then each F call defines a weak double ¢-sharing, and we denote
by FP(x,y) (resp., FP1(x,y)) the sharing polynomial of Flss (resp., Fiss). In addition, for every
p,q € {1,...,¢} the output of FL. defines three weak double ¢-sharings, and we denote the corre-
sponding sharing polynomials by F?(z,y), F9(z,y), and F?9(z, y). Similarly, each tss’ call defines
a weak double t-sharing, and we denote by F7(z,y), F*i(z,y) and F" (x,y) the corresponding
sharing polynomials. We also denote by F"i(z,y), F*i(z,y) the polynomials that correspond to
the dealer’s broadcast (C7, O"), and (C*i, O”%).

Since View is good, and there are n —t > t + 1 honest parties, by Fact A.3, it is not hard to
see that FP(x,y) = FP(x,y) and FP(x,y) = FPi(x,y) for all p,q € {1,...,¢}. Similarly, it holds
that F(z,y) = F%(x,y) and FP(x,y) = FP(x,y) for every i € {1,...,m}. Therefore, by the
Fiss functionality, we conclude that F7(0,0) - £'9(0,0) = F?4(0,0) for all p,q € {1,...,¢}. We also
conclude that £ (0,0) = F(0,0) - F7(0,0) = 0.

Observe that each honest party is either in V or in W. We conclude that for every i €
{1,...,m}and j € Hitholds thatt;; = 3" cr1  py bFP(0,5)+ 2, ser1 oy @b FPU(0,5) + F7(0, ).
Since there are n — ¢t > t + 1 honest parties, we conclude that for every i € {1,...,m}
the shares {t;};cvuw must be consistent with the degree-¢t polynomial > ¢y 5 ol FP(0,x) +
> pge{l,..0} ab, FP1(0,z) + F"i(z,0), or otherwise they are inconsistent with any degree-t polyno-
mial and D is disqualified. Therefore, the real-world honest parties output (y',...,y™), where
Y= et FP(0,0) + 3, cri oy @pFP9(0,0). In the ideal-world, the simulator picks
2t = F¥0,0) forall i € {1,...,£}, so the ideal-world honest parties output (y',...,y™), where
Y= D petn i O FP(0,0) + 30, cri oy @ FP(0,0) as well. This concludes the proof of secu-
rity. O
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B.6 Verify & Open

Proof of Lemma 3.17. In this section we prove that protocol vao UC-emulates F,,, with everlasting
security. From the composition properties of UC-security, it is enough to prove security in the
(Fsif, Fspeg )-hybrid model. Let A be an efficient adversary against vao. We define the simulator S
as follows. The simulator S uses A in a black-box manner, and forwards all messages between Z
and A. The simulator first receives the set of corrupt C parties from Z. We split into cases.

B.6.1 Honest Dealer

Verification phase, offline round. The simulator takes the role of an honest dealer in the of-
fline phase. That is, the simulator picks a random degree-t polynomial h(z) and computes
(Cl,0}) < commitgs(h(i),r;) for every i € {1,...,n}, where r; is a fresh random string. The

simulator broadcasts {C] };c(1,... »3 on behalf of the dealer, and sends o] to every corrupt P;.

Verification phase, online round. The simulator receives commitments (C', ..., C,), openings
{oP};cc and verify |, as a leakage from F,,,. We split into cases.

* (Case I) If, in addition, the simulator receives the openings {o” Yreeqt,...,ny and {ox}ren as a
leakage from F,,,, then the simulator holds all the inputs of the honest parties. The simulator
takes the role of the honest parties, and continues the execution of vao.

* (Case II) Otherwise, the adversary does not receive any additional leakage, which in partic-
ular means that openg(C;,0”) # | for every i € {1,...,n}. The simulator picks a random
polynomial g(z) conditioned on g(i) = h(i) + f;, for all i € C, where f; := open(C;, oP).
For i € H the simulator simulates F{, . in the following way. The adversary receives the
commitments (C;, C!) as leakage, and (a, 6, (7)) as an output, where a := (1,1) and §4 :=
(1,1).

For i € C the simulator simulates ., in the following way. The adversary receives (C;, C}),
and Alice’s inputs to .Fsipcg, ie,a:= (1,1), the values b* := (f;, h(7)), the indicator vector
64 := (1,1) and {0P, 0\} as leakage from Fypcs. At this stage, for each i € C the adversary
sends the corrupt Bob’s inputs to F.,., Upon receiving Bob’s inputs to .., the simulator,

spcg A spcg
that holds all the inputs, computes the output of ., and gives it to A.

pcg

Opening phase. The simulator receives (o?,...,0”) and (o1,...,0,) from the functionality. If

ren

the verification phase ended with “verification failed” then the simulator send no messages on
behalf of the honest parties, and terminates. Otherwise, the verification phase ended with “verifi-
cation succeeded”. If Case I occurred, then the dealer holds all the inputs of the honest parties, and
simply continues the execution of vao until termination. If Case II occurred, the dealer computes
fi := openg(Ci, 0;) and returns (C;, C!, (i), fi) as the output of sif’, for every i € H. At this stage
the dealer receives the inputs of the adversary to F for i € C, computes the outputs and returns
it to A. This completes the simulation.

Fix any polytime environment Z and input ¢ to the environment. Let € be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.
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Adversary’s view. The adversary’s view consists of (1) the commitments (C1, ..., C},) and open-
ings {0} }iec, (2) the dealers’ possible broadcast in the online round, (3) the leakage and outputs of
the Fypcq calls, and (4) the output ]-"sﬁ, and (5) the output fsiif fori € {1,...,n}. We show that the
real-world view and the ideal-world view are O(ne)-close to the hybrid-world view.

Real-world vs. hybrid-world. It is not hard to see that the random variables (C1,...,C)) and
(o,...,0)) are O(ne)-close in both worlds. Since the rest of the view can be obtained in both
worlds by the same probabilistic process, we conclude that the real-world view is O(ne)-close to

the hybrid-world view.

Ideal-world vs. hybrid-world. It is not hard to see that the random variables (C{,...,C/}) and
{ol}iec are O(ne)-close in both worlds. Conditioned on those values, observe that the honest
parties” inputs are picked by the environment Z in the same way in both worlds, and we fix those
inputs as well. Observe that whenever Case I occurs, then the simulator holds all honest parties’
inputs, and perfectly simulates the rest of the execution. Therefore, from now on, we focus on
Case II.

Whenever Case II occurs, it holds that (a) verify, = 0, (b) f; := openg(Ci,0P) is not L, for
all i € {1,...,n}, (c) the values {f;}ic(1,...n} correspond to a degree-t polynomial f(z), and (d)
opengs(Ci, 0;) = fi for all i € H. Whenever this occurs the dealer does not broadcast “verification
failed” in the hybrid-world, and the simulator does not broadcast this as well. In addition, since
the dealer is honest, the 72} call ends with (C7,...,C}) and out = 1 in both worlds. This fixes (2)
and (4).

We continue by analysing the calls to Fspcq. In the real-world, let g(x) := h(z)+ f(x). Since h(z)
is uniformly distributed conditioned on the values {A(%)};cc which are known to the adversary,
we conclude that g(z) is uniformly distributed conditioned on ¢(i) = h(i) + f(i) for all i € C.
It follows that ¢g(z) and the ideal-world g(x) have the same distribution. Conditioned on those
values, one can verify that in both worlds, for any i € H, the adversary receives (C;,C}) as a
leakage from Fipe, and the output (a, 54, g(i)), where a := (1,1) and 64 := (1,1). Similarly, for
i € C, in both worlds the adversary receives (C;, C}), and Alice’s inputs to Fl,,, i, a := (1,1),
b4 := (fi, h(i)), 54 := (1,1) and {oP, 0/} as a leakage from Fy,cz. At this stage the adversary sends
the corrupt Bob’s inputs to ]:Sipcg, for i € C, so they are picked by the adversary in the same way
in both worlds. In addition, the outputs of 7¢,, in the ideal-world are computed by the simulator
just like in the real-world, and we conclude that the outputs of F; ., for i € C have the same
distribution in both worlds. This fixes (3).

It remains to analyse the opening phase. In the hybrid-world opening phase the adversary
receives (C;, Cl, f(i) + h(i), f(i)) as the output of Fi, for every i € H. Since we are in Case II it
follows that f(i) = openg(Ci, 0;), and we have fixed the ideal-world g(x) to be equal to g(z) =
h(x)+ f(z), so the output of Fi in the ideal-world is (C;, C/, f(i) + h(i), f(i)) as well. At this stage
the adversary picks the inputs to the Fi. calls for i € C, so the inputs and outputs have the same
distribution in both worlds. This concludes the analysis of the adversary’s view.

pcg’

Honest parties” inputs. We say that a view View is “good” if for any commitment C' that ap-
pears in the view, and for any two openings o, and o’ that appear in the view, it holds that either
opengs(C,0) = L or openg(C,0') = L or openg(C,0) = opengs(C, 0). Observe that, by the bind-
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ing property of the commitment scheme, a view View is good with probability at least 1 — €. Fix a
good view View.

Observe that whenever verify;, = 1 or there exists i € {1,...,n} such that f; := openg(Ci, oP)
is 1, or {fi}ic(1,.. ,ny do not correspond to a degree-t polynomial, then in the real-world the dealer
broadcasts “verification failed”, and all parties output “verification failed”. In this case, in the
ideal-world the functionality returns “verification failed” to all parties as well. In addition, in the
opening phase, in both worlds the parties output L.

Therefore, we assume that verify, = 0 and {fi};c(1,.. n) are non-1L values that correspond
to a degree-t polynomial f(z). In this case, the output of FZ is (Cf,...,C}) and out = 1.
In addition, since View is good, for each i € H the output of each F,., according to View
is either (a,d%, f(i) + h(4)), or (a,6%, {(oP, f(4)), (o}, h(i))}, f(i) + h(i)), where a = (1,1) and

§¢ = (1,1). Since View is good, for i € C the output of Fepcg 18 either “Bob is corrupt” or

(8,0%, £(i) + h(i)), or (a,0%,{(oP, £(3)), (o}, A(i))}, F(i) + (i), or (a, %, {(0P, F(i))}, F(i) + h(i)
or (a, 0%, {(o}, h(i))}, f(i) + h(i)), where a = (1,1) and 6% = (1, 1). Therefore, in both worlds the
verification phase ends with “verification succeeded”.

In the opening phase, it is not hard to see that all honest parties are in V' and that s; = f(¢) for
every honest P;. For a corrupt P, in V', if I; = & then, since View is good, s; = f(i), and otherwise
I ={1,2} sos; = bil’A = f(i) as well. Since there are n —t > ¢ + 1 honest parties, we conclude
that S(z) = f(z), so all parties output f(0), as required. This concludes the analysis of an honest
dealer.

B.6.2 Corrupt Dealer

Offline round. The simulator takes the role of the honest parties. The simulator receives from

the corrupt dealer the commitments (C1,...,C}) and openings {0}};,cy and gives them to the
simulated honest parties. The simulator also receives from the adversary the inputs (C1,...,C},)
and (¢}, ...,0)) to Fgs.

Online round. The simulator receives from F,,, the inputs of all honest parties. The simulator
continues to simulate the honest parties, giving the adversary all messages from honest parties to
corrupt parties, including the leakage from the Fy,; functionality. The simulator also gives to all
parties the output of Fi, to which the simulator holds all the inputs. At this stage, the simulator
receives from the adversary the inputs of the corrupt Alice to Fhegforie{1,...,n},as well as the
inputs of the corrupt Bob to 7., for i € C. The simulator computes the output of each F,., and
gives it to the simulated honest parties and to the adversary. The simulator continues to simulate
the honest parties, by computing their output.

If the output is “D is corrupt”, then the simulator inputs flag, = 1 to Fya, (the rest of the inputs
do not matter). Otherwise, if the output is “verification failed”, the simulator inputs verify, = 1
and flagp = 0 (the rest of the inputs do not matter). Otherwise the honest parties output “verifi-
cation succeeded”. For i € H, denote by o; (resp., 0;) the input that P; sent to .Fsipcg as the opening
of C" (resp., C}). Similarly, denote by denote by o; (resp., d}) the input that the corrupt dealer sent
to Fiyeg as the opening of C* (resp., C7). If it holds that openc(Ci, 0;) # L, then set of = o;.
Otherwise, set oZD = 0;. Fori € C set oZD = 1. The simulator inputs flagp = 0, verifyp, = 0 and
(P, ..., 0") to Fuao-

ren
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Opening phase. The simulator, that holds all the honest parties inputs, simply continues the
simulation of the honest parties, computing the outputs from F’. for every i € H and delivering
them to A, and then receiving from the adversary the inputs to Fi, for i € C, and delivering the
corresponding outputs to the adversary as well. This concludes the simulation.

Fix any polytime environment Z and input ¢ to the environment. Let e be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.

Adversary’s view. Since the simulator holds all honest parties” inputs and simulates the honest
parties like in an execution of vao, it is not hard to see that the simulator perfectly simulates an
execution of Fj. It remains to show that the output of the honest parties has the same distribution
in both worlds.

Honest parties” outputs. We say that a view View is “good” if for any commitment C' that ap-
pears in the view, and for any two openings o, and o’ that appear in the view, it holds that either
opengs(C,0) = L or openg(C,0') = L or openg(C,0) = opengs(C, 0). Observe that, by the bind-
ing property of the commitment scheme, a view View is good with probability at least 1 — ¢. Fix a
good view View.

We denote by o; the input of an honest P;. Observe that for each commitment C; the adversary
produces various openings. Indeed, when i € H the adversary sends an opening o; as an input to
fsipcg. When i € C the adversary sends an opening o; as an input to Fi¢, and an opening 0; might
appear in the output of F{,, (if it does not appear then we set 0; := ).

Similarly, for each commitment C/ the adversary produces various openings. Indeed, when
i € H the adversary sends an opening o] to P; in the first round, and an opening &, as an input to
Flyeg- When i € C the adversary sends an opening 6; as an input to FZ, an opening 6; as an input
to 24, and an additional opening 6; might appear in the output of F7,, (if it does not appear then
we set o; := 1).

Observe that whenever the output in the real-world is “D is corrupt” or “verification failed”
then this is also the output in the ideal-world, and that in both cases the output of the opening
phase both in the real-world and the ideal-world is L. Therefore, we focus on the case where the
output in the real-world is “verification succeeded”.

Since the dealer is not disqualified, for every ¢ € H one of the following occurs.

e If the openings o; and 0} are valid openings to C; and C/, respectively, let f; := openg(Ci, 0;)
and h; = opengs(C!,0}). In this case the output of Fi . is either (a,d, f; + h;) or

1) 71 spcg

(a, 64 {(54, f:), (0}, hi)}, fi + hi), where a = (1, 1), 54 = (1,1), or

* at least one of the openings o; and o/, is not a valid opening to C; or C/, in which case the
output of Fypeg is (a, 5A’i,{(5i,fi), (0, hi)}, fi + h;), where a = (1,1), A = (L,1), fi ==
openg(Ci, ;) and h; := opengs(C/, d.).

Since D is not disqualified, the shares { f; + h;}icn correspond to a degree-t polynomial, and the
output of FX is (C},...,C!) and out = 1. Since View is good, the shares {h; };cy also correspond
to a degree-t polynomial i(x), so the shares { f; };cn correspond to a degree-t polynomial f(z). We
conclude that, in the ideal-world, openg(C, oiD ) = fi # L foralli € H, so in the ideal-world the
output is “verification succeeded” and s = f(0).
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We continue with the analysis of the opening phase. In the ideal world the output is s. We
continue by showing that this is also the output in the real-world. Observe that every honest
party P; isin V’, and it holds that s; = f;.

Consider a corrupt P; in V' with I; = @. Since D was not disqualified, it follows that the sum
in the output of Fl,, is f(i) + h(i). Since the view is good it holds that opengs(C;, 6;) = h(i), so
the value f; in the output of 7 must be equal to f(i), as required. Therefore s; = f(i).

Finally, consider a corrupt P; in V' with I; = {1,2}. Let f; := opengs(Ci,0;) and h; :=
openg(CY,0;). Since D was not disqualified it follows that h; + f; is the sum in the output of
Floegr 50 hi + fi = h(i) 4+ f(i). Since the view is good, we conclude that h; = h(i). Therefore
fi = f(i), so s; = f(i), as required. Since there are n — ¢t > t + 1 honest parties, and each one of
them is in V/, we conclude that {s; };cv correspond to the degree-t polynomial f(z), so the parties

output f(0) = s. This concludes the proof of security. O

B.7 Guided Degree-2 Computation

Proof of Lemma 3.18. In this section we prove that protocol gdtc UC-emulates Fgq; with everlasting
security. From the composition properties of UC-security, it is enough to prove security in the
(Fglinear, Fiss)-hybrid model. Let A be an efficient adversary against gdtc. We define the simulator
S as follows. The simulator S uses A in a black-box manner, and forwards all messages between
Z and A. The simulator first receives the set of corrupt C parties from Z. We split into cases.

B.7.1 Honest Guide

Offline round. The simulator samples three strong double ¢-sharings of 0, denoted (C”,07),
(CP,0”) and (C",O"). The simulator sends (C?,0), (C?,0?), (C",0]) and happy; := 1 as the
output of the sharing phase of Fis. For i € C, denote by f/(z), ff(z) and f!'(z) the degree-t
polynomials that correspond to (C], O]), (C?, 0f) and (C], O}), respectively.

Online round. The simulator receives the following leakage from Fygtc: (1) the commitments
(Cij)ica,,1,....m}je{0,...n}, (2) the honest parties” indicator vectors {6%}icn and 69, (3) parts of the
dealer’s inputs a, {bgj, ofj Yie{a,.1,....m} jec, (4) the values and openings L; = {(i, j), bl-Gj, og}igj for
j € H. In addition, if §§ = 0 or 5[? = 0 then the simulator also receives (5) z; := >_,c56\ (0,5} aib{}
forany j € {1,...,n}. The simulator also receives the output of Fyic, denoted (a, 9, 2).

First, the simulator picks two random degree-t polynomials, f*(x) and f"(z) conditioned on

FU0) = 60 -85, — F1(0) and  FU(j) = 85 - b, — F7(0)

for every j € C. The simulator sets % := f*(0) and v := f¥(0).
Let § := 6§ A 5[?. If 6 = 1, the simulator picks a random degree-t polynomial g(x) conditioned
on
g(0)=2 and g¢(j) = ao(ﬁf](O) + ﬂf]’-)(()) + f;?(()) + uv) + Z aibg
i€6G\{a,8}

for every j € C. Otherwise, when ¢ = 0, the simulator sets g(z) to be the degree-t polynomials
obtained by interpolating ¢(0) = z and g(i) = z; fori € {1,...,n}. (Observe that, since 6 = 0, the
simulator holds the values {zi}icq1,.. n}-)
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The simulator sends a and §¢ to A as the broadcasts of the guide. The simulator sends {flag; :=
0}ien to A as the leakage of Fiss.

For the leakage of F! °|L|‘rfear the simulator sends to 4, (1) the commitments (Ci;)ic(1,....m},jef0,....n}
and C}, Cj, C/, as well as the commitments of the (1) sharing (C{,...,C}), (2) the honest
parties’ indicator vectors {§°Ut = (3%,...,8%,1,1,1,1)}ien and 69Ut = (6¢,...,65 1,1,1,1),
(3) parts of the dealer’s inputs, the vector a’ = (ay,...,am,0a90,0a0l,dag,dapuv), and the
values {b¢;, 07 }icq1,...my.jec and {f](0), f7(0), f}(0), 04 ;, 00 ;04 ; }iec, as well as the shares and
openings from (1), where all the shares are 1, and the openings are all computed according to
commitgs(1;0), (4) the values and openings L‘j?“t = {(i,5),0% i ”}161 \{a,8 fOor j € H, and (5)
{9(4)}jeq1,...n}- The simulator also sends (a®t, §¢°4%, 4(0)) as the output of F3it

I|near .
For the leakage of Fj.,,, the simulator sends to A, (1) the commltments {Caj}jeqo,..ny and

{COj}]E{O,...,n}/ (2) the honest parties indicator vectors {0"" := (6%, 1) }iey and 59 := (65, 1), (3)
the vector a* := (1, —1) and the values {69 g Onj ¢ Yiecand {7(5), ogj}jec, (4) the values and open-
ings L} = {(a 7),08 T j} for every j € H such that a € I;, and (5) the values {“(j)} e(1,..n}
The s1mulator also sends (a¥, %%, f*(0)) as the output of Flinear-

For the leakage of 7., the simulator sends to 4, (1) the commitments {Cg;};cqo,..ny and
{Cl;}jeq0,...n}, (2) the honest parties indicator vectors {5 := (8}, 1)}ien and 697 = (5§, 1),
(3) the vector a¥ := (1,—1) and the values {bﬁj,oﬁj}]ec and {f* ( ) ooj}jec, (4) The values and
openings LY = {(8,j), 5j,05j} for every j € H such that 3 € I;, and (5) {f°(j)}je(1,...n}- The
simulator also sends (a¥, %, 2(0)) as the output of glinear-

At this stage, the simulator receives the Fiss inputs flag; of the corrupt parties The simulator

sets W to be the set of all corrupt parties P; with flag; = 1, and sends (W, {0];, 0}, 0/ }iew,je{o....n})
to A as the output of the verification phase of Fiss.

Fix any polytime environment Z and input ¢ to the environment. Let € be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.

Adversary’s view. The adversary’s view includes (1) the output of the sharing phase of the Fis
calls, {(C7,0)), (C*,07), (C",O}), happy; }icc, (2) the broadcasts of the guide, (3) the leakage and
outputs of the verification phase of the Fi calls, and (4) the leakage and outputs of the Fgjinear
calls. We show that both the real-world view and the ideal-world view are O(n?¢)-close to the
hybrid-world view (see Definition B.1).

Real-world vs. hybrid-world. Fix the crs. By the hiding property of the commitment scheme,
it follows that the random variables (C7, 07), (C?, O), (C", O") in both worlds are O(n?¢)-close
in statistical distance. Conditioned on those values the messages that the honest parties and the
corrupt parties receive in the offline round are fixed. Therefore, the online-round inputs of the
honest parties have the same distribution, and we fix them as well. Observe that the online-round
messages of the honest parties are a deterministic function of the offline-round view of the honest
parties. Since this view is fixed, and the same in both worlds, we conclude that the online round
messages of the honest parties are fixed, and the same in both worlds. This concludes the analysis
of the real-world.

83



Ideal-world vs. hybrid-world. By the hiding property of the commitment scheme, it follows
that the random variables in (1) are O(n?¢)-close in statistical distance, and we fix those values.
In the hybrid-world, let F7(x,y), F?(z,y) and F"(x,y) be the sharing polynomials picked by the
dealer, and let f] (z) := F7(z,i), ff(z) := F”(:z: i) and f!'(z) := F"(x,1) for every i € C. Observe
that {7 (z), £ (z), f(z) }iec = {f] (), ff(z), f(z) }iec are fixed. Conditioned on (1) the inputs of
the honest partles have the same dlstrlbutlon and we fix them as well.

Conditioned on the honest parties” inputs, the broadcast of the guide (2) is also fixed, and is
the same in both worlds. In addition, since the guide is honest, in the hybrid-world all honest
parties are happy in the Fiss calls, and so the leakage of each Fi is {flag; = 0},cn in both worlds.

We continue by analysing the Fgjinear calls. In the hybrid-world, for i € 5C, let fi(z) be the
degree-t polynomial that corresponds to (b 05+ - b$ ). We split into cases.

7ZTL

e Assume that 6, A d3 = 1. Let f'(z) := f*(z) — F(2,0), f'(z) := f?(z) — F(x,0), and
set u := f*(0) and v := f¥(0). By Fact A.7, and since ag # 0, the hybrid-world random
variables (f“(z), f*(z), ao(uF?(z,0) +vF7(x,0) + F"(x,0) 4+ uv) —1—21660\{& gy aif’ '(z)) have
the same distribution as ideal-world random variables (f*(z), f*(x), g(z)). Conditioned on
those values, one can verify that the leakage and output of the Fy,c calls is fixed, and has
the same value in both worlds.

* Assume that 6, A 63 = 0. Observe that in this case g(z) = > ;c501 {05} a;f*(z). Now, one can
verify that the leakage and output of the Fy,g calls is fixed, and has the same value in both
worlds.

We conclude that the ideal-world view is O(n%¢)-close in statistical distance to the hybrid-world
view. Therefore, the ideal-world view is O(n?¢)-close in statistical distance to the real-world view.

Honest parties” output. Fix any view of the adversary. Observe that, since the guide is honest,
the guide is never discarded. Indeed, the verification phase of Fiss does not result in “D is cor-
rupt”, and none of the honest parties are in W. In addition, non of the calls to Fjinear result in “G'is
corrupt”, and it always holds that (1) a®“* = (ay, . . ., am, apdy 55Gv, aoégé u, 650§, aoéGéﬁ uwv), (2)
a'=(1,-1),(3)a’ = (1, 1), (4) 5°ut = (6¢, ...,6,?,17171 1), (5) 6“:(55,1),and (6) 6”—(6G 1).

When 6§ A 5ﬂG = 1 then the output in the ideal-world is (a, %, ag - b Ob,BO + Zzeéc\{a ) @i * v5).
By Fact A.7 the sum in the output of Fgi'., is ao - bS 0 bﬁ 0 T 2 icst\(a,8} albZ o, SO this is also the
output in the real-world, as required.

When 6§ A d§ = 0 then the output in the ideal-world is (a, 69,3 e 5\ {8} @i ° b$). Since the
sum in the output of Fgil., is also > ;cs01 (a5 @i - b we conclude that this is also the output in
the real-world, as required. This completes the analysis of an honest guide.

B.7.2 Corrupt Guide

The simulator, that holds all the inputs of the honest parties, takes the role of the honest parties
and simulates an execution of gdtc in the following way.

Offline round. The guide receives from .A three pairs (C7 07), (Cr,0°), (C",0") and

-----

to P; as the output of the sharing phase of Fies.
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Online round. The simulator receives the following leakage from Fggic: (1) the commitments
(Cij)iefa,1,...m}.jef0,...n}, (2) the honest parties” indicator vectors {6'}ien, and (3) the honest par-
ties” values {b’};cen. The simulator, that holds all honest parties” inputs, continues the execution
of gdtc by taking the role of the honest parties, for which the simulator holds all the inputs. At the
end of the execution the simulator computes the outputs of the honest parties.

If the honest parties output “G is corrupt” then the simulator sends flag := 1 to Fyqic
(the rest of the inputs do not matter). Otherwise, let the broadcast of the corrupt guide
be (a,§%). Denote the adversary’s input to Fi .. by (a®* b&, {osj’.", 005} je{0,.mps 09),

and the output by (a®% %" u). Similarly, denote the adversary’s input to Falinear DY
(aG’“,bG’”,{ogj’-v,ogj}je{ow_m},é(;’”), and the output by (a%v,§%? v). Denote the adversary’s
input to Fgut,, by (%o, bEUt {oFM Yy jefo....n} O, 0F, OF,6¢), and the output by

glinear 1]
(a®out §Gout out). The simulator inputs (1) the list of coefficients a, (2) the list of value
bC = (b$™, bg’v, bf’m’t, ..., 5%, (3) the lists of openings {ng}je{o,...,n}r {ngf}je{o,...,n}r and

{Og‘pUt}ie{l,...,m},je{[),...,n}/ (4) the indicator vector 6, (5) the bit flag = 0.

Fix any polytime environment Z and input ¢ to the environment. Let € be the error term of the
commitment scheme. We show that the view of Z (including the adversary’s view and the honest
parties” outputs) in the real world is statistically close to the view of Z in the ideal world.

Adversary’s view. Since the simulator, that takes the role of the honest parties, holds all the
honest parties” inputs, the adversary’s view has the same distribution in both worlds.

Honest parties” outputs. We say that a view View is “good” if for any commitment C' that ap-
pears in the view, and for any two openings o, and o’ that appear in the view, it holds that either
opengs(C,0) = L or opengg(C,0") = L or openg(C,0) = opengs(C,0). Observe that a view is
good with probability at least 1 — ¢, and fix any good view.

If the output of the honest parties according to View is “G is corrupt” then the simulator sets
flag; = 1 and so the output of the honest parties in the ideal-world is also “G is corrupt”. Hence, we
focus on the case where the output of the honest parties according to View is not “G is corrupt”. In
this case, in the real-world the output of the honest parties is (a, §“, out). We show that this holds
with probability 1 in the ideal world as well.

Let F7(z,y), FP(z,y) and F"(z,y) be the sharing polynomials of the weak double ¢-sharing
defined by the Fiss calls, and let f7(x) := F7(z,0), fP(z) := FP(,0) and f"(z) := F"(x,0), and
note that, by the correctness of the Fiss functionality, f7(0) - f(0) = f7(0). First, observe that in
the real-world the adversary inputs f7(j) (resp., f*(j)) t0 Fgjinear (t€SP., Fglinear) as the committed
value of ng (resp., C’gj), for all j € H. Indeed, if this is not the case then, since View is good, it
is not hard to see that the guide is disqualified. Similarly, the adversary inputs f7(j), f*(j) and
f7(5) to Fgite,, as the committed value of C;, Cfj;, and Cy;, respectively, for every j € H.

In addition, in the ideal-world, for any j € H and i € I; it holds that open¢(Ci;, og) = bZG‘7
Indeed, if this equation does not hold, then, in the real-world, for ¢ = o the guide will be disqual-
ified in Fgj o, for i = B the guide will be disqualified in Fg; .., and for i € {1, ..., m} the guide
will be disqualified in ]—'gl‘i’rfear, in contradiction. Also, observe that ag # 0, or otherwise, the guide
will be disqualified.

We continue by splitting into two cases.
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¢ Assume that 5§A65G = 1. Let f*(z) be the polynomial obtained by interpolating {bg jien, let
f? () be the polynomial obtained by interpolating {bg ;}ien, and let g(x) be the polynomial

obtained by interpolating {}_;c561 0.5} aibfj }jen. We continue by showing that all of them
are of degree-t.

Consider the polynomial f*(z) obtained by interpolating {baG ;= f7(4)}jen- Since the output
Of Fyiinear 18 NOt “G is corrupt”, the degree of f*(z) is at most t. We conclude that the degree
of f*(x)is at most t. Similarly, let f¥(z) be the degree-¢ polynomial obtained by interpolating
{bg ; — f?(J)}jen, and observe that, by a similar analysis, the degree of fP(z) is at most t.
Let h(z) be the polynomial obtained by interpolating {ao(uf?(5) + vf7(5) + f71(j) + wv) +
2ie6G\{a, ) a;bf’;}jen. Since the output of Fginear 18 DOt “G is corrupt”, the degree of h(z) is
at most ¢. Since f?(z), f7(z) and f"(x) are of degree at most ¢, we conclude that g(x) is of

degree at most ¢.
Finally, observe that according to View, u = f*(0), v = f¥(0) and out = h(0). By the above

analysis, and by Fact A.7, it is not hard to see that out = agf*(0)f?(0) + ¢(0), and that the
output in the ideal-world is also (a, 6%, out).

e Assume that 6§ A 550 = 0. Let g(z) be the polynomial obtained by interpolating
{2 icse\{a, a;b’;} jen. Since the output of Fgit. . is not “G' is corrupt”, the degree of g(x) is

at most ¢, and out = ¢(0). By the above analysis, it is not hard to see that the output in the
ideal-world is also (a, %, g(0)). This concludes the proof of security.

O]

B.8 Degree-2 Computation

Proof of Lemma 3.19. In this section we prove that protocol dtc UC-emulates F4; with everlasting
security. From the composition properties of UC-security, it is enough to prove security in the
(Fuss, Fisss Fsif s Fuaos Fdtc, Fglinears )-hybrid model. Let A be an efficient adversary against gdtc. We
define the simulator S as follows. The simulator S uses A in a black-box manner, and forwards all
messages between Z and \A. The simulator first receives the set of corrupt C parties from Z.

B.8.1 Round1

Fuss simulation.  For every honest P;, the simulator simulates the calls of P; to F,ss in the follow-
ing way.

e Foreveryj e {L;—1+1,...,Li_1+/¢;}, the simulator picks a random strong double ¢-sharing
{(0)) denoted (C™i, O%i), and uses it as the input to Fye. That is, the simulator gives to the
adversary (C%i,0,”) for every r € C as the output of the sharing phase of . For each
7 € C, denote by f.” (z) the degree-t polynomial defined by (C,”, O,”).

* Forevery k € {1,...,m} the simulator picks a random value p¥ (resp., 2¥), picks a random
strong double ¢-sharing (p¥)) (resp., (2F))), denoted (cri, OF) (resp.,(sz ,0%)), and uses

k 2k . . . : k
it as the input to Fra (resp., Fuds). That is, the simulator gives to the adversary (Cf"f , O?l )
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(resp., (sz , Oj-zk)) for every j € C as the output of fi’i (resp., fféi). For each » € C, de-
note by fr ; (z) and ff’k (x) the degree-t polynomial defined by (Cf?, Off) and (Cif, Off),
respectively.
e Forevery k € {1,..., m} the simulator picks a random strong double ¢-sharing of 0, denoted
. k
o , 0%) and uses it as the input to ]:eg's. That is, the simulator gives to the adversar
p & y
k k
cor , 0%) for every k € C as the output of the sharing phase of .7-'\955. For each r € C, denote
k y P &P
k k k
by 7 (x) the degree-t polynomial defined by (Cgi X ).

Fiss simulation.  The simulator simulates the calls of P; to Fiss in the following way. For every k €
{1,...,m}, the simulator picks three random strong double ¢-sharings ((0)) denoted (C“fzgc O ),
(CPi,0r) and (C™,0"), and uses it as the input to FIi. That is, the simulator gives to the
adversary (c, O;ﬂk), (CFi, O?f) and (C, O?f) and happy; = 1 for every j € C as the output
of F!. For each r € C, denote by fﬁk (z), f ; (z) and fT? (x) the degree-t polynomial defined by
(Czik, Ozlk), (Cff, Off) and (C?f, O?f), respectively.

This completes the communication from honest parties to corrupt parties in the first round.

Adversary’s communication. At this stage the simulator receives the inputs of the corrupt par-
ties to the Fyss and Fiss calls. Foreachi € Cand j € {L;_1+1,...,L;_1 +{;} the simulator receives
(C¥i,0%5) as the input to Fyel, and gives the adversary (C*s, O,”) for each r € C as the output.
Similarly, for each i € Cand k € {1,...,m} the simulator receives (CPi, OP?) (resp.,(szk ,0%)),
k k k k
as the input to Foas (resp., Fuis) and gives the adversary (C”f, O?i) (resp., (sz , Oji )) for every
k
j € Cas the output. In addition, the simulator receives (CO;C , oY ), as the input to ]:\955 and gives
k
the adversary (C% O?i ) for every j € C as the output. Finally, for everyi € Cand k € {1,...,m}
the simulator receives (C%k, O'sz), (Cf’lf, Opiﬁ), (C"f, O”f), and {happyfj}je{lr._’n} as the input to
. k k k

Fri and gives the adversary (C%k, O].i ), (Cpf, O?i ) (ka’ O?i ), and ha ppyfj for each j € C as the
output. This completes the simulation of the first round.

B.8.2 Round 2

Broadcast simulation. For every i,j € H the simulator sets flag;; = 0, and for every i € H
and j € C the simulator computes flag;; like in the protocol, using the values received from the
adversary as inputs to Fiss and Figs. In addition, on behalf of each honest P, if a corrupt P; sent
an invalid pair to P; in some Fss Or Fiss call, then we turn all openings sent from P; to P;, in all
Fuss and Fiss calls, to L.

For each i € H, the simulator gives {flag;;};c(1.... n} as the broadcasts of the honest parties.

Fuss and Fis leakage. For every Fiss and Fiss call with P; as the dealer, the simulator gives the
adversary {flag;; }icH as the leakage.
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Fsif simulation. For any honest P; and any value s that belongs to P;, the output phase of Fj is

simulated by giving the adversary the output C?, and out = 1. Similarly, for any honest P; and
k

every k € {1,...,m}, the output phase of .Fsoi}' is simulated by giving the adversary the output

C%  and out = 1.

Fuao simulation. For any honest P;, any value s that belongs to F;, and any honest P; the simula-
tor gives the adversary “verification succeeded” as the output of the verification phase of Fiz,. For
any corrupt F;, any value s shared by F;, and any honest P;, the simulator computes the leakage
and output of 3 using (1) C? as the input of the honest parties, (2) O% and flag, = flag;; as the
input of the dealer P}, and (3) oj; as the input of each honest P;. Similarly, for every value s and
any corrupt Pj, the simulator computes the leakage of Fy3) using (1) C? as the input of the honest
parties, and (2) o} ; as the input of each honest P

fgéic simulation for i € H. For every k € {1,...,m} and ¢ € H, the simulator simulates the
leakage and output of ]:gdltc in the following way. Let y* = 22 + z' + ... + 2". The sim-
ulator sends to A the leakage (1) the commitments C#", Cfﬁ, Cfl, ..., CE, Cff, e Cf’li and
Cgf, (2) the indicator vectors {67};cn, where for every j € H, (a) 5}{ » = 1, (b) for every
qge{opB,1,...,n}, 0, = ﬁjDof(xq),B, and (c) for every r € {1,...,n}, 5jk = ﬁjr, (3) the vec-
tora=(1,...,1, )\11, ..., A, 1), (4) the openings and values {opencrs(Cff, l; ), oF 03 }]ec re{a,B,1,...n}s

k k
{opench(CiZ]T , ofj 10 }]EC re{l,...n}, and {opench(ng ,00]) 00; }]ec, (5) the indicator vector 6 :=

§', and (6) the sets L; for every j € H, where L; contains the following elements: (a)

(opencrs(ijq,oqu), 7 ) for every ¢ € {o, 3,1,...,n}, such that Dof(z?) € C, 6/, = 0 and 6, = 1,
(b) (opengs(C57 07} ), 037 ) for every r € C, such that &7, = 0 and 6 = 1.

In addition, the simulator picks a degree-t polynonual fgdtc( ) in the following way. If 6§ A
(55 =1 then fgic(@") is a random degree-t polynomial, and if 6§ A 5? = 0 then fgdt (x) is a random
degree-t polynomial conditioned on

rhi (- r o vy
fgdltc(j) = Z Opencrs(CZ , 055 ) + Z Ai Opencrs(cfj ) 045 ) + Opencrs(COJ ) 00])
re{l,..,n}:68.=1 re{l,...,n}:aszl

for every j € C. If 6§ A %G = 0 then the simulator gives { f:&ic( J)}jeq1,..ny to the adversary as
additional leakage. Finally, the simulator gives the adversary (a,d%, /% (0)) as the output of

gdtc
ki
‘ngtc'
fgdtc leakage for i € C. Forevery k € {1,...,m} and i € C the simulator simulates the leakage
of .ng’t in the following way. The simulator sends to A the leakage (1) C*", Cfﬁ, Cfl, ..., CE,
2k z k . . 1 . 1
c*,..., Ci’lf‘ and Cy', (2) the indicator vectors {4’},c4 where for every j € H: (a) 5;);; = flag;,

B¥Here, flag is 1 — flag.
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(b) for every ¢ € {a,,1,...,n} 6.y = flag:pe(ya), and (c) for every r € {1,...,n}, &, = flag,,,
y T jDof (z4) y 2k J

r r k k
(3) for every ] € H, the values {opencrs(Cﬁ 702;1' >}r€{a,,8,1,...,n}l {opencrs(C;[,0?;)}746{17”.7,1} and,

opench(C’fg) ) 0 n 0)-

f:ﬁf{:ar and F kl;f;:ar simulation for i € H. For every k € {1,...,m} and ¢ € H the simulator

simulates the leakage of F*:" by sending A the leakage (1) C** and C%k, (2) the indicator vectors
g y & & i

I|near
{67} jen where for every j € H, §] = flag;pof (), and & =1, (3) the vector a = (1,-1), the

o k .
openings and values (opench(Cf; ;035 ), 05 ") and (opench(ng ,og;) og;-) for every j € C, and the
vector 69 := &', (4) the sets L; for every j € H, that contain (opengs(CJ;", 0f} ), 0f; ) if 6f = 1 and
& =0.
In addition, if 6 = 0 the simulator sets f kl’la’gar(x) to be a random degree-t polynomial condi-

ki
I|near

tioned on f ;7" (j) = 0 — opench(C]g), ]0) for all j € C. Otherwise, if § = 1, simulator picks a

random degree-t polynomial () conditioned on

fgllnear

—k7'7 . « e 'yk 'y
fgn:]:ar(J) = Opencrs(cfj 70% ) — Ope”crs(cjé ) j6>

u

for all j € C. The simulator returns {f I|near( )}jeqi,...ny to the adversary as additional leakage.

Finally, the simulator gives the adversary (a, 6%, f5"" (0)) as the output of F=:""

glinear glinear®
k,i,v

The simulation of F;; glinear

follows the same line - simply replace a with 3, v with p, and u with

Fhiu and F¥ leakage fori € C. Foreveryk € {1,..., m} and i € C, the simulator simulates
g y

glinear glinear

the leakage of 7%:*“ in the following way. The simulator sends to A the leakage (1) C** and Cﬁ,
8 g way. 8 i

glinear
(2) the indicator vectors {67} ;cy where for every j € H, §] = flag» oy, and & = flag.;, and (3)
J M 1 jDof (z2) 2 J
o Ak
i 05 ) and open( ]6 ) j(l))

follows the same line - simply replace a with 3, v with p, and u with

for every j € H the values opengg(C%
ki,

The simulation of F glinear

Adversary’s communication. At this stage the simulator receives from A the messages from
the corrupt parties to the honest parties, which include the broadcasts {flag;;}jc(1,...n) for every
corrupt F;, and also the inputs of the corrupt parties to the functionalities. Upon receiving such
inputs for Fhi gdic OF F, kl.zn:ar or F khf]:ar, for i € C, the simulator holds all inputs to the functionality,
and so can compute the output of the functionality and give it to .A. Similarly, upon receiving such
inputs for Fys calls or Fis calls in which the dealer is corrupt, the simulator holds all inputs to
the functionality, and so can compute the output of the functionality and give it to .A. Finally, for
Fuss calls or Fiss calls in which the dealer is honest, only the corrupt parties may raise a flag, and
since the dealer holds the rows that correspond to corrupt parties, the simulator can compute the
output of the functionality. This completes the simulation .
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B.8.3 Communication with Fy;.

The simulator computes the set V by following the protocol and using the view of the corrupt par-
ties. For any corrupt P; which is not in V, the simulator sets all of the inputs wy, ,+1,...wr, |+
to be 0, and sends them to Fyi.. For every corrupt P; which is in V, and every value s that belongs
to P, the corresponding F.ss or Fiss call did not end with “D is corrupt”, and the simulator com-
putes the sharing polynomial of [s], denoted F*(x,y). Forany j € {L;—1 +1,...,L;—1 + ¢;}, the
simulator sets w’ := F"’(0,0), and sends w’ to Fg. Finally, the simulator receives the output of
Fdte, denoted (y, ..., y™).

B.8.4 Round 3

For every value s and any i € {1,...,n}, we define O in the following way: (1) if s belongs to an
honest party, and i € C, let O5 := O, (2) if s belongs to a corrupt party in V, and i € H, let O be
the openings of honest party P; according to [s] (Observe that Of was sent by the corrupt party to
the corresponding Fss or Fiss functionality, either in the sharing phase or in the verification phase,
and so it is known to the simulator), (3) if s belongs to a corrupt party outside V, let 6;; = L for all
i,j € {0,...,n}, and (4) if s belongs to an honest party, i € H and j € C, then set 0;; = 0j;. (We
don’t care about the other cases.) In addition, for every value s that belongs to a corrupt party in
V, let fi(x) := F*(z,i), fori € {1,...,n}.

For each k € {1,...,m} the simulator simulates the computation of y* = z%z% + 2! + ... + 2"
in the following way. We split into cases.

Exiting through linear functions. If P, or Ps (or both) are not in V, then the simulator picks
a symmetric bivariate polynomial F*(x,y) of degree at most t in each variable, conditioned on

F*(0,0) = y* and

_ _ 4)16

Frai)= > [F@+) f @

j:Dof(zd)eV JjEV
for every i € C.
For every ¢ € V N H the simulator simulates the call to (.Fg“near)liin in the following way.

The simulator sends to A (1) the commitments {ij }]E{l .n} and {CO? }ieq1,...n}, (2) the vec-
= 1if Dof(z") € V, (resp., 5gk = 1if

" T

tors {6/ },;en where for every j € Hand r € {1,...,n}, &’
r € V) and 65& = 0 (resp., 5ék = 0) otherwise, (3) the vector a = (1,...,1), (4) the openings and

values {07, , opengs(CF; _zrj))}je{l .n}rec, and {5?% ) opench(Cgf 3 ?r ))}je(1,...n}yrec (5) the vector
6¢ = ' (6) empty sets L; = @ for every j € H, and (7) the values F*(j,i) for all j € {1,...,n}.
The simulator also sends to A the values (a, §¢ F’“(O i)) as the output of (Fagiinear)bi,-

For every i € V \ H the simulator simulates the leakage of (Fg“near)fin in the following way.
The simulator sends to A (1) the commitments {C*’ }ieqt,..ny and {CO§ }ieqt,...ny, (2) the vectors
{67} jen where for everyj eHandr € {1,...,n}, 6, = 1if Dof(2") € V, (resp., 53,; =1ifr eV)

and 5§, = 0 (resp., 6 ok = 0) otherwise, (3) for each j € H, the values {opencrs(Cﬁr,63?;)}%{17”.7”}

and {Opencrs(cj(‘)i » 0 )}re{l,...m}-
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Later, the simulator receives from A the inputs of the corrupt parties to the functionalities
(Fglinear)li, for i € V '\ H. Upon receiving such inputs, the simulator holds all inputs to the func-
tionality, and so can compute the output of the functionality and give it to A.

Correcting shares. If P, and P are in V then the simulator picks a random degree-2t polynomial
f¥(x) conditioned on f*(0) = »*, and

Poy = 0+ Y o+ N

j:Dof (z7)eV Jjev
for every i € C. For every P,; the parties do as follows.
¢ If P;isnotin V, the simulator sends to A the following broadcast on behalf of any honest P;.
For every P, in V, such that flagj,, = 0, and every value s that belongs to P,, P; broadcasts
3,
¢ If P; is in V, denote the (simulated) output of Fhi . by (a, 6%, y¥). For every corrupt P; not

in V, and any value s that belongs to P; such that the verification phase of .7-"{,9;2 ended with
“verification succeeded”, the simulator simulates the leakage and output of the opening
phase of F& in the following way. If P; is honest then the simulator uses (1) C; as the input
of the honest parties, (2) O7 and flag, = flag;; as the input of the dealer P;, and (3) o, as the
input of each honest P, to simulate the leakage and output. Otherwise, if P; is corrupt, then
the simulator holds the inputs of all parties to the verification phase of the functionality, and
can compute the output of the opening phase as well.

The next step of the simulation depends on whether P; is honest or corrupt.

Honest P; and 5G/\69 = 1. Thesimulator samples a degree-t polynomial g () conditioned

on g¥(j) = fj (0) forall j € C,and

gk (0) =y — f* (i) + 3 o+ Y.

].Dof(mj)GV/\zSTGj =0 jJEV:6C =0
€T z'/
J

. k k
T 7 Zj %
- § Opencrs(czo ;05 ) — § opengs(Cig » 040 )
j:Dof (z3)gVASCE. =1 JEV:6G =1
xJ z].

where for each j such that Dof(z) ¢ V (resp j ¢ V) the value 27 (resp., zk) belongs to

a corrupt party, so Ci and oZ0 (resp., C, 5 and 010) are fixed, and for every J such that
Dof(z7) € V and 6% = 0 (resp., j € V and 55 0) the value 2/ (resp., 2} *) belongs to a

. 2k
corrupt party, so f*' (z) (resp f;” ()) is fixed. For each honest P}, it holds that flag;; = 0,

and the simulator sends (Cp ', g%(4)) as the output of ]:jg "

j02 9

Later, the simulator receives from A the inputs for ]-'jg * for corrupt Pj’s, computes the output
of the functionality and gives it back to A.
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Honest P; and 6§ A 6g = 0. The simulator computes u and v like in the protocol using
the corrupt parties view. The simulator picks a random symmetric bivariate polynomial

G*(z,y) of degree at most ¢ in each variable, conditioned on G¥(z, j) = vf; : () + Ufﬁ (x) +
f;]f (x) +uv — f]p? (z),forall j € C,and

— — . — —
G5 (0,0) = f5(i) —yf — > o= > 70
j:Dof(acj)EV/\(Sfj =0 jeV:&fk =0
3
+ Z Opencrs(cz(] » 950 ) + Z opencs (Cg 5 030 )
j:Dof(xj)¢V/\6§j:1 JEV: 6G =1

where for each j such that Dof(z) ¢ V (resp J ¢ V) the value 27 (resp., 2 k) belongs to

a corrupt party, so C% " and 0zo (resp., loN] 5 and o, 0) are fixed, and for every Jj such that
Dof(z?) € V and 55 = 0 (resp., 7 € V and 5Z = 0) the value 27 (resp., z; ¥) belongs to a

_ ok
corrupt party, so f*' (z) (resp., f;” (x)) is fixed.
For every P; in V, the simulator do as follows.

- For every honest P; in V, the simulator simulates the leakage and output of

(.thnear)fgf;ﬂect in the following way. The simulator simulates the leakage by send-

k k k k
ing to A (1) the j-th rows C}i, C?i, C?i, C!, and C?i, where C! are the com-
mitments that correspond to default sharing (1), (2) the indicator vectors {¢"},ch
such that §" = (1,1,1,1,1) for all r € H (3) the Vector a = (1, 1,1,1, 1), values

k
and openings {fTZ ( .>7 jr }TEC/ {fT ( ‘)’ ]’I’ }TGCI {f”’I ( ‘)7 jr }TGCI {f’f )7 ]r }TEC and
{(1,0")},ec where o' is the opening in the default sharing of (1), (4) 6 = (1,1,1,1,1),
(5) empty sets L, for every r € H, and (6) the values G¥(r, j) for every r € {1,...,n}.
Finally, the simulator gives (a, §¢,G¥(0, j)) to A as the output of the functionality.

- For every corrupt P; in V, the simulator simulates the leakage of (.7-"g|,near)l§Orrect in the
k k
following way. The adversary receives (1) the j-th rows Cz-" , C]p-" , C?’ , Cl, and C?" ,
where C! are the commitments that correspond to default sharing (1), (2) the indi-
cator vectors {0"},cn such that 6" = (1,1,1,1,1) for all » € H, and (3) the values
Eoo ok k f.e

(f; (r),ffl (r),f?l (r), 1, ffz (r)) for every r € H.
Later, the simulator receives from A the inputs of the corrupt parties to the functionality.

Upon receiving such inputs, the simulator holds all inputs to the functionality, and so
can compute the output of the functionality and give it to A.

Corrupt P; and 6§ A (5G = 1. For each honest P; in V with flag;; = 0, the simulator sends

k k
(Cgo , opench(C’]O , ]0)) as the output of ]-'k”

for F: nZ for corrupt P;’s, computes the output of the functionality and gives it back to A.

Later, the simulator receives from A the inputs

92



Corrupt P; and 65 A 550 = 0. The simulator computes v and v like in the protocol using the
corrupt parties view. The simulator sets

G (x,y) == vF (2,y) + uF? (z,y) + F™ (2,y) + uo — F¥ (z,y).

For every P; in V, the simulator do as follows.

- For every honest P; in V, the simulator simulates the leakage and output of
(]—"g“near)fgf;rject in the following way. The simulator simulates the leakage by send-

k k k k
ing to A (1) the j-th rows C;-“ , C?i, C;?i , C! and C?i, where C! are the commit-
ments that correspond to default sharing (1), (2) the indicator vectors {¢"},cn such
that 6" = (1,1,1, 1, 1) forall r € H, (3) the vector a = (1,1,1,1, —1), values and open-

k
lngs {F% (T ])v Oy }TECI {sz (r ]) O]r }TGC/ {F"h (T‘ j)v Ojp }TECI {sz (T ])7 Ojp }rEC and
{(1,0")},ec where o' is the opening in the default sharing of (1), (4) 6 = (1,1,1,1,1),
(5) empty sets L, for every r € H, and (6) the values G¥(r, j) for every r € {1,...,n}.
Finally, the simulator gives (a, d%, G¥(0, j)) to A as the output of the functionality.

— For every j € C the simulator simulates the leakage of (]—"g“near)fc’fr’éct in the follow-
ing way. The adversary receives (1) the j-th rows C;“k, ij.f, C?f, C!, and C?f,
where C! are the commitments that correspond to default sharing (1), (2) the indi-
cator vectors {0"},ecn such that 6" = (1,1,1,1,1) for all » € H, and (3) the values
(FYE(r, ), FP (r, ), F™ (r, ), 1, FP (r, §)) for every r € H.

Later, the simulator receives from A the inputs of the corrupt parties to the functionality.

Upon receiving such inputs, the simulator holds all inputs to the functionality, and so
can compute the output of the functionality and give it to A.

This concludes the simulation.

Fix a polytime environment Z and input ¢ to the environment, and assume without loss of
generality that Z is deterministic. Let € be the error term of the commitment scheme. We show
that the view of Z (including the adversary’s view and the honest parties” outputs) in the real
world is statistically close to the view of Z in the ideal world. For this, we show that both the
real-world view and the ideal-world view are O(m - L, 1 - n%¢)-close to the hybrid-world view.

B.8.5 Real-World vs. Hybrid-World

Fix the crs. Observe that the honest parties” inputs are picked by Z in the same way in both
worlds, and so they have the same distribution. Conditioned on those inputs, for every value s
that belongs to an honest party, the distribution of (C*, 0%) is O(n%¢)-close in both worlds. We
conclude that the first-round view is O(m - L, 1 - n%¢)-close in both worlds. Finally, conditioned
on the first-round view, the rest of the view can be sampled in both worlds using the same proba-
bilistic process. We conclude that the real-world view is O(m - L,,+1-n?¢)-close to the hybrid-world
view.
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B.8.6 Ideal-World vs. Hybrid-World

Round 1. Fix the crs in both worlds. Observe that the honest parties” inputs are picked by the
environment in the same way in both worlds, and so it has the same distribution, and we fix it. Let
S be the set of all values shared by the honest parties in the first round. In the hybrid-world, for
every value s € S, denote by F*(x,y) the sharing polynomial corresponding to s, which is picked
by the honest party for which s belongs to. For each s and ¢ € C, let f7(x) := F*(x,7), and note
that, by Fact A.4, the random variables

{fi(@)}sesiec and  {fi(2)}sesiiec

have the same distribution. Conditioned on those values, it is not hard to see that the random
variables

{087 {Of}iEC}8657

are O(m - Ly, 11 - n%¢)-close in both worlds, and we fix them. This concludes the analysis of the first
round.

Conditioned on those values, the adversary’s inputs to the F,s and Fiss functionalities are
picked in the same way, and so the have the same distribution in both worlds. Fix them as well.

Round 2. We say that the first-round view is “good” if for any commitment C' that appears in the
view, and for any two openings o, and o’ that appear in the view, it holds that either openg,(C, 0) =
L or openg(C,0') = L or openg(C,0) = opengs(C,0). Observe that a first-round view is good
with probability at least 1 — ¢, and fix any such view.

In the hybrid-world, since an honest party P; always receives a valid sharing from any other
honest P;, we conclude that flag;; = 0 for all 4,j € H, just like in the ideal-world. In addition,
fori € Hand j € C, the value flag,; is computed in the same way in both worlds. We conclude
that the broadcasts {ﬂagij }ie 1,..n} of the honest parties, as well as the leakage of the Fss and Fiss
functionalities, are the same in both worlds.

One can verify that (1) the leakage and outputs of the Fgjr and F.4, calls in which the dealer is
honest are the same in both worlds, (2) the leakage of an F,, call in which the dealer is corrupt is
the same in both worlds, and (3) the leakage of F Wi FRIU and FRYY for i € C, is the same in

gdtc” ~ glinear glinear’
both worlds. We continue with the analysis of Fg&ic, ]::"if]’gar and ]—';’if;:ar fori € H.
f:&ic for i € H. We continue with the analysis of an ]-':(ﬁc call, for k € {1,...,m} and i € H.

Observe that in the ideal-world, parts (1)—(5) of the leakage sent by the simulator to the adversary,
is fixed and and equal to the leakage in the hybrid-world. Regarding part (6) of the leakage,
the sets L; for j € H, observe that since the view is good then L; contains only elements that
correspond to z7 (resp., 2F) such that 55311 =0and 0% = 1, (resp., 5£ ., = 0and 5?’; = 1). Since this
may occur only when z¢ and z¥ belong to a corrupt party, we conclude that those sets are fixed
and equal in both worlds.

In the hybrid-world, observe that whenever 53 A 5g = 1 then, even conditioned on the adver-

sary’s view, the value FPE(0,0) is uniformly distributed (by Fact A.4), and so the output of ]-":&ic
has the same distribution in both worlds.
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Otherwise, S A 6[? = 0, and in the hybrid-world, for each 2" (resp., z¥) such that §G. = 1 (resp.,
8% = 1), we let f7"(z) (vesp., f; ’ (z)) be the corresponding degree-t polynomial. Let f7i(z) :=
FP (x,0), and set

M= Y s Y N @+ )

Te{l,..-m}itsfr:l rE{l,...,n}:&i:l
T

Observe that, in the hybrid-world, the functionality additionally leaks { f:&ic (7)}jeq1,..ny and

the output is (a, 6%, f:&ic(O)). Since fPi(z) is uniformly distributed conditioned on the values

{ 7 (4)}jec which are fixed by the view, we conclude that fgéic(x) and fg]{éic(x) have the same

distribution in both worlds. This concludes the analysis of F; :(ftc fori € H.

Fhiu and FEi fori € H.  We continue with the analysis of an F&:2" call, for k € {1,...,m}

glinear glinear ) glinear
and ¢ € H. The analysis of F, s’iz’:ar is similar, and so it is omitted. Similarly to the Fgq4¢. functionality,

it is not hard to see that parts (1)—(4) of the leakage are fixed, and the same in both worlds.

In the hybrid-world, if § = 0, then the values {F%k (0,7)}jequ,...ny are also leaked to the ad-
versary, and the output is (a, §¢, F (0,7)). Since F (0, z) is uniformly distributed conditioned
on the values {F7 (0, )} jec that are known to the adversary, it is not hard to see that those values
have the same distribution in both worlds, as required.

Otherwise, if §¢ = 1, in the hybrid-world let f” (x) be the degree-t polynomial corresponding
to (C**,0%"), and let £ (z) := F (z,0). Let

fhin (@) = £ (@) - ¥ (@),

and observe that the leakage of the functionality is { f: 1o (4)}jeq1,...ny and that the output is

linear

(a,6C, fEiu (0)). Since f(z) is uniformly distributed conditioned on the values { Ja (4)}jec

glinear

which are fixed by the view, we conclude that ghi‘:ar(x) and gga’;r(x) have the same distribution.

This concludes the analysis of fg}i’:ar fori € H.

Adversary’s communication. Conditioned on the above values, the adversary’s inputs to the
functionalities are picked in the same way, and the outputs are computed exactly like in the
hybrid-world. We conclude that conditioned on any good first-round view, the second-round
view has the same distribution in both worlds.

Round 3. We say that the second-round view is “good” if for any commitment C' that appears
in the view, and for any two openings o, and o' that appear in the view, it holds that either
opengs(C,0) = L or opengs(C,0") = L or opengg(C,0) = opengs(C,0). Observe that a second-
round view is good with probability at least 1 — ¢, and fix any such view.

In the hybrid-world, conditioned on a good view by the correctness of the Fgs functional-
ity, each value s that belongs to a corrupt party in V is strongly shared, and denote the sharing
polynomial by F*(z,y). We also denote by o, ..., 0, the openings that an P; holds at this stage
according to the protocol.

We continue with the analysis of y* = z®2® + 2! + ... + 2", fork € {1,...,m}.

95



Exiting through linear functions. Assume that P, or P3 (or both) are not in V. In the hybrid-
world, let

Fray) = S F(xy)+ > F%(x,y).

j:Dof (z7)eV Jjev

By the correctness of Fgf, and since View is good, it follows that Fok(O 0) = 0 for every j € V.
Since V contains an honest party, there exists j € V such that F% (x y) is uniformly distributed

conditioned on { f ( ) }iec and F% 7(0,0) = 0. Therefore, the distribution of F*(x,y) is the same
as the distribution of the ideal-world random variable F*(z,y), and it is independent of the recon-
struction of y*' for k' +# k.

Conditioned on those values, it is not hard to see that the leakage and output of (fglinear)fin for
i € His fixed, and has the same distribution in both worlds. Similarly, the leakage of (.Fg”nea,)fin
for i € Cis fixed, and has the same distribution in both worlds. This concludes the case of exiting
through linear functions.

Correcting shares. Assume that P, and Ps are in V. In the hybrid-world, let f*(z) be the degree-
2t polynomial, obtained by interpolating

(F2(0,0F (0,0)+ Y F7(0,0) + Y NFT(0,0)bieqr,..ny-

j:Dof(z7)eV jev

Since for every x7 that belongs to an honest party the value £*’(0,0) is equal to 27, and by
definition of the simulator for every z7 that belongs to a corrupt party in V the value 27 is equal
to F7(0,0), we conclude that the value F*(0,0)F="(0,0) + 2 j:eDof(2)V F#(0,0) is equal to y*.
By Fact A.9 we conclude that the polynomial f*(z) has the same distribution as f*(x). Fix those
polynomials.

We continue by analysing the reconstruction of the i-th share of y*. We split into cases.

¢ Assume that F; is not in V, so F; is corrupt. In both worlds, every honest party P; in V
broadcasts 0}, for every value s that belongs to a party P, in V such that flag, = 0.

¢ Assume that P; is in V, and denote the output of F; :dztc by (a, 5%, y¥). Observe that the open-

ing phase of 7335 has the same distribution in both worlds, for any s that belongs to a party
not in V (recall that every party not in V is corrupt). We continue by splitting into cases.
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Honest P; and 6§ A %G = 1. In this case, in the hybrid-world, observe that s (z,y) is
uniformly distributed, conditioned on FP (x,§) = f;.) ‘ (x) forall j € C,and

k pk
F?i(0,0) = Opencrs(00670€6)

k «
=Y — Opencrs(cz‘o ;040 )Opench(CzO , 040 )
k k

X j . z" VA
- Z opencrs(C% ,0j0) — Z Ajopengs(Cig 5 0,0)
j€{17,,,7n};6g:1 je{l,...,n}:(izckzl
)
= yF = F™(0,i)F(0,1) — 3 FP0,0)— Y FU(0,4)
365 ;=1ADof (x7)eV j:éZszl/\jEV
J
"
- Z Opencrs(czo ) z()) Z opengs(Cyg ;)
j:ézzl/\Dof(j)éV j.di:lAj¢V
3
i k
§:Dof (27)EVAGY, =0 j:Dof () VS =0
i
2k ok
- Z Opencrs(czo 0o ) Z opengs(Cig , 04 )
5:65, =1ADof (4) ¢V 505G =1Nj¢V

J

where we used the fact that View is good, so (1) FPl (0,0) = opencrs(Cog , 000) (2) forevery j €
{a,B8,1,...,n} such that Dof(z7) € V and 6¢, = 1, it holds that opench(Cfoj, %) F7(0,4),
Zk Zk
and (3) for every j € V such that 6S€ = 1, it holds that opengs(C}g , 0,4 ) = F™ (O 7).
i

Observe that for each j such that Dof (z7) ¢ V (resp., ] ¢ V) the value 27 (resp., zj *) belongs

to a corrupt party, so C% " and oZO (resp., C o and o; 0) are fixed, and for every j such that
Dofz/ € Vand 5fj =0 (resp.,j € Vand (5 = 0) the value 27 (resp., z; ¥) belongs to a corrupt

party, so FY (z, y) (resp., F7 (x,y))is fixed.

Observe that the polynomial P (x) = FP (x,0) has the same distribution as the ideal-
world polynomial g¥(x). Fix those polynomials, and note that for each honest P; it holds

that flag;; = 0, and the output of ]-'_gl; in the hybrid-world is (C’fg f (7)), just like in the
ideal-world.
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Honest P; and 65 A 56G = 0. Inthe hybrid-world, a similar analysis to the one above shows
that

k k k
F?:(0,0) = opench(Cgé ) 0‘86)

k k

_ .k xl  xd J Zi F
=qyF - Z opengs(Cip , 05 ) — Z Ajopencgs(Cig , 0; )
je{l,...,n}:észl je{l,...,n}6G =1
%
J . k .
D SRR (R S ()
j:égzlADof(x-i)ev §:6G =1njeV
J
xJ xﬂ Z;'C Z;c
- Z opencs(Cio » 0j ) — Z opengs(Cyg ;)
j:(Sfj.:l/\Dof(acj)géV’“ 505 =1NjEV

J

— fRG) + FT(0,0) F77(0,1) + > FP0,0)+ Y. FU(0,i)

j:Dof (27)€VA§Y,; =0 J:JEVASE =0
&Z z'
J
5 %
- § opench(CZO ) zo) § opengs(Cyg 5 04 ),
j:&fj:1ADof(a:f)¢v jE{l,...,n}:di:l/\jﬁéV

J

where, again, we used the fact that View is good. Let v and v be defined as in the protocol,
and consider the polynomial G¥(z,y) := VFY (2, y) +uF?i (z,y) + F (2, y) +uwv — FPi (3, ).
By Fact A.8 we conclude that G¥(z,vy) is uniformly distributed, conditioned on G¥(z,j) =

of (@) + uflt (@) + £ (2 )+ v — £ () and

J

Gf(oa 0) = fk(l) - y’fﬂ - Z ij (O) Z) - Z F* (07 7’)
j:Dof(xi)eV/\éfj =0 JEV: 6G =0
2k 2k
+ Z Opencrs(c 0 5 050 ) + Z opengs(Cig ;9 )
j:égjzl/\Dof(zj)géV jzészl/\j¢V

J
where for each j such that Dof(z7) ¢ V ( resp J §é V) the value 27 (resp., zk) belongs to

a corrupt party, so C% " and 020 (resp., 5 and OzO) are fixed, and for every J such that

Dof(z7) € V and 6% = 0 (resp., j € V such that 55 = 0) the value 2/ (resp., z]) belongs to a
J

corrupt party, so '’ (z,vy) (resp., F% (x,y)) is fixed.

Observe that the polynomial G¥(z,y) and the ideal-world polynomial G¥(x,y) have the
same distribution, and that conditioned on those values, for any j € H the leakage and

output of the (]-'ghnear)fo’rrject call have the same distribution in both worlds, and that for any
J € C, the leakage of the (fghnear)folr,]ect call has the same distribution in both worlds.

Corrupt P; and 6§ A 55G = 1. In this case, it is not hard to see that for each honest P; in V
with flag;; = 0, the output of F; a 2 has the same distribution in both worlds.

98



Corrupt P, and 65 A 55G = 0. In this case, in the hybrid-world let v and v be defined as in
the protocol, and consider the polynomial G¥(x,y) := VFY (2, y) + uFPE (2, y) + F7 (2, y) +
uv — F¥i (2,y), and observe that it is fixed, and equal to the ideal-world polynomial G¥ (z, y).
It is not hard to see that for any j € H the leakage and output of the (fg|;near)l§c’,i,’,ict calls have

the same distribution in both worlds, and that for any j € C, the leakage of the (.Fg|;near)l§gfr’;7ect
calls have the same distribution in both worlds.

Adversary’s communication. Conditioned on the above values, the adversary’s inputs to the
functionalities are picked in the same way, and the outputs are computed exactly like in the
hybrid-world. This concludes the analysis of the adversary’s view.

B.8.7 Honest Parties” Output

We say that a view is “good” if for any commitment C' that appears in the view, and for any two
openings o, and o’ that appear in the view, it holds that either opengs(C,0) = L or openg(C, o) =
1 or opengs(C, 0) = openg(C,0). Observe that a view is good with probability at least 1 — ¢, and
fix any such view.

For every good view View, it holds that (1) for every value s that belongs to an honest party,
and for every i € Cand j € {0,...,n}, the adversary did not provide any opening o such that
opengs(Cy;,0) is not L and not equal to F*(j, i), where F'*(x, y) is the sharing polynomial picked
by the honest party, and (2) for every value s that belongs to a corrupt party in V, and for every
i,j € {0,...,n}, the adversary did not provide any opening o such that open(C;;, 0) is not
1 and not equal to F*(j,4), where F**(z,y) is the sharing polynomial defined at the end of the
corresponding Fes Or Fies call.

In the ideal-world, for every w; that belongs to a party outside V the adversary sets w’ := 0,
and for every w; that belongs to a party in V the adversary sets w; := F"i(0,0), where F"i(x,y)
is the sharing polynomial of the strong double ¢-sharing defined at the end of the second round.
In addition, for w; that belongs to an honest party, the value of w’ is fixed.

Fix some k € {1,...,m}, and we show that y* = 2% 4+ 2! 4+ ... + 2™ has the same value in
both worlds. We split into cases.

¢ Assume that P, or Ps (or both) are not in V. This means that P, or Pz are corrupt, so in the
ideal-world y* = 2! + ... + 2™,

In the real-world, define a and §¢ such a is the all-one vector, and for every j €
{1,...,n} it holds that 5]-G = 1 if Dof(z/) € V (resp., 661 = 1if j € V), and
j

5jG = 0 (resp., 5(% = 0) otherwise. For each i € V N H the output of (]—"g“nea,)ﬁ;f is
(a,d¢, 2 j:Dof (x7)eV FY(0,4) + > jev FO (0,4)). In addition, since the view is good, for ev-
ery corrupt P; in V such that the output of (Fg”near)ﬁ;f is of the form (a, 0%, s;), it holds
that si = > . pof(as)ev F7(0,4) + djev F%(0,i). We conclude that the parties recover
1 k
the polynomial f*(z) = 2 j:Dof(27)eV F*(0,z) + > jev F%(0,z), whose free-coefficient is
i k
2 j:Dof(wi)eV F*(0,0) + djev FY%(0,0). Finally, since View is good and for each j € V the

k
output of }'soi”f' is €% , and out = 1, it holds that FY (0,0) = 0 for every j € V. We conclude
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that in the real-world y* = ) j:Dof (z7)eV F*(0,0). It is not hard to see that this is equal to the
ideal-world value.

* Otherwise, both P, and Ps are in V. In the real-world, for every i € {1,...,n} define
@) = F(z,i)FP(x, i)+ j:Dof(ad)eV F (z, D+ jev /\ngé‘c(a;, i). Let f*(z) be the degree-
2t polynomial obtained by interpolating { f¥ (0)}ieq1,...,n}, and observe that, by Fact A.9, it
holds that f¥(0) = F*(0,0)F?(0,0) + 2 j:Dof(27)eV F#'(0,0). We continue by showing that
for every i € {1,...,n} the value g’ recovered by the corrupt parties is equal to f*(3).

- If P; is not in V, then, since View is good, it holds that the parties recover the value
gf = Fa(o’ Z)Fﬁ(o, Z) + Zj:Dof(xj)eV P (O> Z) + ZjEV )\zFZjC (07 Z) = fk(z)/ as reqUired'

— If Pisin V, let (a, 09, y¥) be the output of F7;.

gdtc- We split into cases.

Honest P,. In this case it is not hard to see that g = F(0,i)F5(0,i) +

Zj:Dof(:rj)EV F*(0,1) + Zjev A F%(0,4) = FE (D).

Corrupt P;. Since P; is in V then, for every s such that 55 = 1 it holds that the
verification phase of .7-'5;2 ended with “verification succeeded”, and so the corrupt P
holds openings to C; such that the shares of the honest parties correspond to a degree-
t polynomial h*(x). Since View is good, if 6§ A 6g = 1 then yf = he* (0)h*” (0) +

2 je{l,...n}:80, =1 B (0) + 2 e {1, )06 =1 A7 (0) + hPH(0). On the other hand, if
w: Zj
j j 1 2k k
6§ N 6§ = 0, then yf = Zje{lwn}:gszl h (0) + zje{lwn}:ézckzl X h7(0) + kP (0).
J

In addition, for every Fi, for which the parties execute the opening phase it holds
that the output is h*(0). We conclude that the parties recover ¥ = F*(0,i)F?(0,7) +

Zj:Dof(zj)EV v (0,9) + Zjev )\fF 7(0,1) = fk(l)-

We conclude that in the real-world it holds that y* = f*(0) = F%(0,0)F?(0,0) +

> j:Dof(x9)eV F®'(0,0). It is not hard to see that this is also the output in the ideal-world,
as required.

This concludes the analysis of the honest parties” outputs, and the proof of security of Fyxc. O

B.9 Computationally-Hiding commitments

In this section we provide proofs of security to our protocols, when the underlying commitment
scheme is computationally-hiding and perfectly-binding. Since most proofs are similar to the
proofs in the case of statistically-hiding commitments, we usually only provide a proof sketch.
An exception is the proof of protocol spcg, where we provide a full-proof, explaining how to
obtain selective-opening properties using complexity leveraging (see Section B.9.2). In the case
of statistically-hiding commitments, those properties are obtained in a different way, using the
strong guarantees on the hiding property of the commitments. Throughout, we denote by ¢ the
error term of the commitment scheme.
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B.9.1 Verifiable Secret Sharing

In this section we prove that protocol vss UC-emulates F,s. Assume without loss of generality
that A is the dummy adversary, that simply delivers messages from Z to the protocol machines.
Let S be the corresponding simulator, described in Section B.1. Let Z be an environment and let ¢
be an input to Z. We assume without loss of generality that Z is deterministic.

In the case that Z(() corrupts the dealer, essentially the same analysis as in Section B.1 shows
that Z cannot distinguish the real-world from the ideal-world. Hence we focus on the case where
Z does not corrupt the dealer.

In this case we consider the following two hybrid worlds, where we assume that the honest
parties know the set H.

¢ In Hybrid 1, the honest parties act like in the real-world, except that, in round 2, (1) an
honest party P; never sends a broadcast message, (2) for every ¢ € H, D does not verify that
opengs(Gij, hij) L gij for j € {0,...,n}, but D is always happy with P;, and (3) for every
i € H, D uses the values go, . . ., gin Which P; sent for the computation of o, . . ., .

¢ In Hybrid 2, the honest parties act like in Hybrid 1, except that in the first round, an honest
P; samples (gio, - - - , gin), samples (Gij, hij) < commites(0;735), where 745 is a fresh random
string, broadcasts Gio, . . . , Gin, and sends {(gij, hij)} jefo,....n} to D.

It is not hard to see that the real-world view has the same distribution as in Hy-
brid 1. In addition, Hybrid 1 is O(n%c)-close to Hybrid 2, since the random variables
((C,0),{Gi}ien, {(gio, - - - gin) }icn) are indistinguishable in both worlds, and the second-round
view can be obtained from them by the same efficient process. Finally, one can verify that Hybrid 2
has the same distribution as the ideal-world, which concludes the proof.

B.9.2 Secure Partial Computation with a Guard

In this section, we prove that protocol spcg UC-emulates Fspcg. In the following, we assume with-
out loss of generality that A is the dummy adversary, that simply delivers messages from Z to the
protocol machines. We show that for the simulator described in Section B.2, no environment can
distinguish the real-world from the ideal-world.

Under sub-exponential hardness assumption (see Section A.5.2), we may assume that for ev-
ery security parameter 1, there exists an efficient commitment scheme (commiters, openg,g) which
is perfectly-binding and computationally-hiding, and has error 27#. We assume that the com-
mitments used for the inputs of Alice and Bob have security parameter «, which is the security
parameter of the protocol. Observe that there exists a constant c such that the total bit-length of the
honest inputs, which we’ve denoted by ¢, is at most ¢(L4 + Lg)(xlog |F|)¢. In the protocol itself,
we let Bob use a commitment scheme with security parameter «’, and require that v’ = ¢+log {+k.
Lete:=2"and ¢ =27,

Fix any environment Z and an advice string z, and assume without loss of generality that Z is
deterministic. A similar analysis to the case of statistically-hiding commitments shows that when-
ever Alice or Bob are corrupt the view of the adversary in the ideal-world is e-indistinguishable
from the view of the adversary in the real-world. Therefore, we may assume that Z does not
corrupt Alice and Bob.
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In the real-world, since Alice and Bob are honest, then the verification of Alice at the
beginning of the online phase always succeeds. Therefore the adversary’s view consists of
(1) the first-round broadcast of Bob {C Ui(w)}me{m} for each i € {1,...,¢}, (2) the second-

round broadcast of Alice {(o;(z#), 0 as5i)}ieq1,....04}, and (3) the second-round broadcast of Bob

{(Ui(xfi“), ngim ) Si)}z’e{EAH,.‘.,ey

We start by proving that any degenerate environment Z’, that always gives the same inputs to
Alice and Bob, cannot distinguish real-world from ideal-world with advantage more than ¢¢’. We
then show that if a (general) environment Z distinguishes real-world from ideal-world with ad-
vantage J, then there exists a degenerate environment that distinguishes with advantage §/2¢. We
conclude that a general environment distinguishes real-world from ideal-world with advantage
at most 2 - fe' = 27",

We begin with the following claim.

Claim B.3. Let Z’ be a deterministic environment, and let 2’ be an advice string. Assume that Z'(z") never
corrupts Alice and Bob, and always gives the honest parties the same inputs at the beginning of the online
phase. Then,

REALspcg,Z’(z/),A e IDEAL}'SPCg,Z/(z’),S'
Proof. Let x4 and xp be the binary strings that Alice and Bob compute as the psm input, and note
that those strings are fixed. Let X := x4 o xp. Similarly, let 24 and Zp be the binary strings
that the simulator computes as the psm input, and note that those strings are fixed as well. Let
X =z AOCZRB.
Consider the real-world random variables

and the ideal-world random variables
((Chaictmttactons 0, ity (0. )

and observe that they are /¢’-indistinguishable. Indeed, by the perfect-security of the psm scheme,
and since fopeg(X) = fspcg(f ), it follows that sq, .. ., s have the same distribution in both worlds.
In addition, it is not hard to see that {o;(X;)}icq1,...¢p and {6,~(/1_’,~)}i€{17m7@} have the same distri-
bution. Conditioned on those values, fix any r in the real-world and 7 in the ideal-world. The
random variables {C’Z(J_(Xi), 0} x, Yief1,...cy and {CZ{@(A—%), 0;7&}1-6{17”.7@} have the same distribution,
_____ Cgﬁi(l_&)}ie{17._.,g} are (¢’-indistinguishable.

Finally, since both Alice and Bob are honest and by the perfect correctness of the psm scheme,

it follows that, in both worlds, the output of the honest parties is always gspcg(a, bA, 64, {oi}iL B,

for I = (b4,54)0(bB, 65). O

Denote by &7, ..., Xy all the length-¢ binary strings. Observe that each input (X4, X'g) to Alice
and Bob corresponds to a unique binary string &; = X4 o Xp.

Fori € {1,...,2%}, we define environment Z; with advice string z; := (z, A;) in the following
way. The environment acts in the offline phase exactly like Z(z). At the beginning of the online-
phase the environment computes the inputs (X4, Xg) to Alice and Bob that Z(z) would produce.
If (X4, Xp) correspond to X; then Z; continues the execution by acting like Z, and outputs the
same output as Z. Otherwise, the environment outputs a random bit.
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Claim B.4. Assume that | Pr[REALgpeg z(2y 4 = 1] — Pr[IDEALE,  z(;)s = 1]| =
i €{1,...,2 such that | Pr[REALgpeg z,(z).4 = 1] — PrIDEALZ, _ = (s).s = 1]| > 6/25.

Proof. Assume without loss of generality that
Pr[REALSng’Z(z)’A =1] - Pr[IDEAL}-Spcg’Z(zLS] = 0.

Fori € {1,...,2%}, let EREAL be the event that, in a real-world execution of the protocol with Z(z)
and A, Z picked inputs that correspond to &;. Similarly, let E[P*A" be the event that, in an ideal-
world execution with Z(z) and S, Z picked inputs that correspond to X;. Since the simulator
acts like an honest Bob in the offline-round, it follows that Pr[E}*AM] = Pr[E°* for every ¢ €
{1,...,2%}, and so we omit the superscript.

Fori € {1,...,2'}, let EREAL be the event that, in a real-world execution of the protocol with
Zi(z) and A, Z; picked inputs that correspond to X;. Similarly, let E/PPAL be the event that, in
an ideal-world execution with Z;(z;) and S, Z; picked inputs that correspond to X;. As before, it
holds that Pr[ERFAL] = Pr[EPPAY for every i € {1, ..., 2}, so we omit the superscript.

It follows that

0 = Pr[REALgpeq z(2),4 = 1] — Pr[IDEAL}-sngVZ(Z)VS =1]

2t

= ZPr[Ei](Pr[REALspcg,Z(z),.A =1 | Ez] - Pr[IDEAL}'ngg,Z(z),S =1 ’ EZD
z;l

= ) Pr[Ej](Pr[REALgpeg 2,(s).4 = 1 | Bi] = Pr[IDEALE,,, 2, ()5 = 1| Eil)
i;l

=D (Pr{REALgpcg 2,24 = 1] = Pr{IDEALE 2,(o).5 = 1])
i=1

where (1) in the third equality we used the fact that Pr[E;] = Pr[E;] for alli € {1,...,2‘}, and that
Pr[REALgpeg,z(z),4 = 1 | Ei] = Pr[REALgpeg z,(z),4 = 1 | Ei], and Pr[IDEALE, | z(.)s = 1 | Bi] =
PrIDEALg,,, =,(-,)s = 1 | Ei], which follow since Z; acts exactly like Z in the offline round and
the generation of the honest parties inputs, and conditioned on E; and E;, Z; continues to act like
Z in the online-round, and (2) the fourth equality follows since for every i € {1,...,2},

Pr[REALspeg z;(z),4 = 1] — Pr[IDEALE, , z(z).s = 1]
= Pr[Ej]( Pr[REALqpeq z,(z) .4 = 1 | Ei] = Pr[IDEALE, 2.5 = 1| Ei])
+ Pr[ﬁEi](PT[REALspcg,Zi(zi),A =1|-E] - PI‘[IDEAL]:Sng’Z (2),S = 1] ﬁEi]),

7

and the second term is equal to zero, since whenever E; does not occur, Z; outputs a random bit.
Finally, if for every i € {1,..., 2} itholds that Pr[REALgpeg z;(5).4 = 1] —Pr[IDEALF,  z,(.).5 =
1] < 6/2° then we obtain

2[

§=> (Pr[REALspcgzi(ziM = 1] = PrlIDEALE,, ()5 = 1]> <2t.5/2¢ =4,
i=1
in contradiction. O
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Finally, assume that | Pr[REALgpeg z(2) 4 = 1] =Pr[IDEALE,  z(:)s = 1]| = 0. By Claim B.4 there
exists i € {1,...,2"} such that | Pr[REALg,cq z,(2,),4 = 1] — Pr[IDEALE_ _ z.(.,).s = 1]| > 6/2°. By
Claim B.3 it follows that | Pr[REALgpeg z,(z,),4 = 1] — PrIDEALE, . z,(..).s = 1]| < l€’. We conclude
that | Pr[REALgpeg z(2),.4 = 1] — Pr[IDEALZ, _ z(,)s = 1]| < 2° - (€.

B.9.3 Guided Linear Function Computation

The reader can verify that the proof in Section B.3 applies to the case of computationally-hiding
commitments as well.

B.9.4 Triple Secret Sharing

In this section we prove that protocol tss UC-emulates Fiss. Assume without loss of generality that
A is the dummy adversary, that simply delivers messages from Z to the protocol machines. Let S
be the corresponding simulator, described in Section B.4. Let Z be an environment and let  be an
input to Z. We assume without loss of generality that Z is deterministic.

In the case that Z(() corrupts the dealer, essentially the same analysis as in Section B.4 shows
that Z cannot distinguish the real-world from the ideal-world. Hence we focus on the case where
Z does not corrupt the dealer.

In this case, we consider the following two hybrid worlds, where we assume that the honest
parties know the set H.

¢ In Hybrid 1, the honest parties act like in the real-world, except that (1) at the end of
the first round, every honest P; does not check the validity of the rows received from
D, but P, is always happy with D, (2) in the first round, the dealer also sends F*(z, 1)
to an honest P;, for every v € {a,b,c} and k € {0,...,2n}, and (3) for i € {1,...,n},
j € Hand v € {a,b,c}, an honest P; inputs to glinear’"” the inputs a = (a?,...,a?"),
the values {Fv’k(T7j)}ke{o,...,Qn},re{o,...,n} where each F"*(z,j) was received from D, the
openings {ojf”f}ke{0,,“72”}7746{07”.7”} and the indicator vector 6¢ = (1,...,1); In addition, for
i€{l,...,n},j€{l,....,n}and v € {a,b,c}, an honest P, inputs (F*(r, j),..., F*2"(r, j))
and 6" = (1,...,1).

¢ In Hybrid 2 the honest parties act like in the Hybrid 1, except for the following changes.

— Foreveryk € {1,...,n} (resp., k € {1,...,2n}) the dealer sets A* = B¥ = 0 (resp., C* =

0). The dealer shares A* and B* (resp., C*)via Fyss. Forv € {a,b,c}and k € {1,...,2n}
denote the corresponding sharing polynomial by FV*(x,y). The dealer then samples
three random polynomials A(z), B(z) and C(z) such that A(z) - B(z) = C(z), and
A(0) = a, B(0) = band C(0) = c.
For each k € {0, ...,2n}, the simulator picks random symmetric bivariate polynomials
Fok(z,y), F*F(x,y) and F*(z,y) of degree at most ¢ in each variable, such that (a) for
k = 0 we set FUF(x,y) = F"*(z,y) forv € {a,b,c}, (b) for k € {1,...,n} we condition
on (i) FVk(x,i) = F¥*(z,4) for every v € {a,b,c} and i € C, and (ii) F'**(0,0) = A*,
F%%(0,0) = B*, and F**(0,0) = C*, and (c) for k € {n + 1,...,2n} we condition on
() F**(z,y) = 0, (ii) F**(x,y) = 0, and (iii) F'**(z,4) = F*(x,i) for every i € C, and
Fek(0,0) = C*.
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For every v € {a,b,c} and k € {0,...,2n} the dealer sends F"*(x,i) to P; (instead of
FY*(z,4) like in Hybrid 1).

— We change Fgjinear With an honest guide, so that it would have the exact same leakage
and output as the original functionality, even if some of the guide’s values (b§07 ceey ban)
are not consistent with the guide’s openings (ofo, NN ofn) (but they are consistent with
some degree-t polynomial).

It is not hard to see that the distribution of the real-world view is the same as the distribution
of Hybrid 1. To see that Hybrid 1 is O(n?¢)-close to Hybrid 2, note that the Hybrid 1 random
variables

v v v v,k v,
({C 707 O ’O}ve{a,b,c}a {C 7k7 Oz }Ue{a,b,c},ke{l,...,2n},i€C7 {F k($7y)}vE{a,b,c},kG{l,..‘,Zn})

are O(n?¢)-indistinguishable from the Hybrid 2 random variables

v v v v,k v
({C 707 o 70}v€{a,b,c}a {C 7k7 Oz }Ue{a,b,c},ke{l,...,2n},i€C7 {F 7k(:(:7y)}vE{a,b,c},ke{l,...,271})

and that in both worlds the view can be obtained from those random variables by the same effi-
cient process. Finally, in order to see that Hybrid 2 has the same distribution as the ideal-world,
consider the random variables

v v v v,k v, .
({C 707 0] ’O}UG{a,b,c}7 {C ’kv Oz }ve{a,b,c},kE{l,...,2n},i€C7 {F k(x7Z)}ve{a,b,c},ke{l,‘..,Qn},iEC)7

note that they have the same distribution in both worlds, and that the view can be obtained from
them by the same random process. This concludes the proof.

B.9.5 Single Input Functionality

In this section we prove that protocol sif UC-emulates Fgjs. Assume without loss of generality that
A is the dummy adversary, that simply delivers messages from Z to the protocol machines. Let S
be the corresponding simulator, described in Section B.5. Let Z be an environment and let ¢ be an
input to Z. We assume without loss of generality that Z is deterministic.

In the case that Z(() corrupts the dealer, essentially the same analysis as in Section B.5 shows
that Z cannot distinguish the real-world from the ideal-world. Hence we focus on the case where
Z does not corrupt the dealer.

In this case, the inputs 21, . .., z¢ are fixed, and we consider the following two hybrid worlds,
where we assume that the honest parties know the set H.

¢ In Hybrid 1, the honest parties act like in the real-world, except that (1) at the end of the
first round, an honest P; does not check the validity of the rows received from D, but
is always happy with D, (2) in the first round, for every 4,5 € {1,...,¢} and k € H,
the dealer also sends Fi(x,k) and F%(z,k) to Py, where F'(x,y) and F¥(x,y) are the
sharing polynomials of z; and z;;, (3) in the first round, for every i € {1,...,m} and
k € H, the dealer also sends F"(x,k) to P, where F"(z,y) is the sharing polynomial
of n;, and (4) for every i € {1,...,m} and j € H, the honest guide inputs to glinear
the vector a = (o, ..., aj, aiy, ..., 1), the values {FP(k, j), FPI(k, ) }pgef1, .00 kef0,...n}
and {F"(k,j)}keqo,.,ny using the polynomials received from the dealer, the openings
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{oZ,j7 0%%}p,qe{l,...,e},ke{o,“.,n} and {Oij}ke{o,...,n} received from the F,s and Fiss functional-

ities, and the indicator vector 6¢ = (1,...,1); in addition, for every i € {1,...,m} and
j € {1,...,n}, an honest P inputs the values {F?(k,j), F*(k,j)}p qef1,...cy and F7(k, j),
and the indicator vector 6% = (1,...,1).

¢ In Hybrid 2, honest parties act like in Hybrid 1, except that (1) in the first round, for every
p,q € {1,...,¢} the dealer shares 0 instead of z, and z,, in all Fs and Fiss calls, and we
denote the sharing polynomials by F?(z,y) and FP!(z,y), (2) in the first round, for each
p,q € {1,...,£} the dealer picks random polynomials F?(z,y) and FP4(x,y) conditioned on
(@) FP(z,i) = FP(z,i) fori € Cand FP(0,0) = z,, and (b) FP4(x,i) = FP4(z,i) fori € C
and FP9(0,0) = 2,,. (3) in the first round, for each i € {1,...,m} the dealer picks a random
polynomial F (z, y) conditioned on F"i(x, k) = F"(x, k) for every k € C,and F"(0,0) = 0,
(4) in the first round, for every honest P, the dealer sends F(x,k), F/(x,k) (instead of
Fi(z,k) and F¥(z,k)), and F" (z,k) (instead of F" (z,k)) to Py, and (5) we change Finear
for an honest guide, so that it would have the exact same leakage and output, even if some of
the guide’s values (bfo, . 7bZ-Gm) are not consistent with the guide’s openings (ofo, . ,ofn)
(but they are consistent with some degree-t polynomial).

It is not hard to see that the distribution of the real-world view is the same as the distribution
of Hybrid 1. To see that Hybrid 1 is O((m + £?)n?¢)-indistinguishable from Hybrid 2, note that the
random variables {(C, O%), (C?%, O”)};cq; .. m) have the same distribution in both worlds, and
we fix them. Consider the Hybrid 1 random variables

({(CP,07),(CP, 07%), F¥(w,y), F* (2, y) }pge1,...epiec: {(C™M, OF), F™ (2, y) iequ,....m} kec)

and the Hybrid 2 random variables

({(CP,07),(C™,00), FP(z,y), F*(2,y) }p4eqn,...eriec; L(CT, OF), F™ (2, y) bie(a,....m} kec)

and note that they are O((m + ¢?)n?¢)-indistinguishable, and that in both worlds the view can
be obtained by the same efficient process. Finally, in order to see that Hybrid 2 has the same
distribution as the ideal-world, note that the random variables {(C",0%), (C, O”)}icqy . m)
have the same distribution in both worlds, and we fix them. Consider the random variables

({(ij Of)v (Cpq7 qu)a Fp(x7 Z)v qu([E, i)}p,qe{l,...l},iEC: {(Cmu Ozl)a Fm (Z’, k)}ie{l,...,m}JﬂEC)

have the same distribution, and that they have the same distribution, and that the rest of the view
can be obtained from them by the same efficient process. This concludes the proof.

B.9.6 Verify & Open

In this section, we prove that protocol vao UC-emulates F,,,, even when the commitments are
only computationally hiding. In the following, we assume without loss of generality that A is the
dummy adversary, that simply delivers messages from Z to the protocol machines. We show that
for the simulator described in Section B.6, no environment can distinguish the real-world from the
ideal-world.

Fix any environment Z and an advice string z, and assume without loss of generality that
Z is deterministic. A similar analysis to the case of statistically-hiding commitments shows that
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whenever the dealer is corrupt, the view of the adversary in the ideal-world is e-indistinguishable
from the view of the adversary in the real-world. Therefore, we may assume that Z does not
corrupt the dealer.

We say that the honest parties” inputs are “good”, if it holds that (1) verify, = 0, (2) for every
ke {1,...,n}, hy = opengs(C, 0f) is not L, (3) {hy}req1,..n} correspond to a degree ¢ polyno-
mial, and (4) for every k € H it holds that opengs(Cy, 0r) = hi. Otherwise, we say that the honest
parties” inputs are “bad”.

We say that an environment 2’ and an advice string 2’ are degenerate, if Z’(2’) do not corrupt
the dealer, and either the inputs to the honest parties are good with probability 1, or the inputs to
the honest parties are bad with probability 1.

Claim B.5. For any degenerate 2’ and 2" it holds that REALyaq z/(21), 4 RO(ne) IDEALE,, 2/(21) s

Proof. The case where Z'(z’) always provides bad inputs to the honest parties follows by a similar
analysis to the case of statistically-hiding commitments. Hence, we focus on the case that Z'(z’)
always provides good inputs to the honest parties. In this case it is not hard to see that the real-
world distribution

((CL S 07/7,)’ {0;‘}2'60 h(.%’)),

is O(ne)-close to the ideal-world distribution

((Ci’ Tt C;L)’ {0;}2’60 B(SE)),

where h(z) is a random degree-t polynomial, sampled conditioned on h(i) = openg(C!,0}) for
all i € C. Since in both worlds the rest of the adversary’s view can be obtained by the same
efficient process, we conclude that it is ne-indistinguishable. Finally, the same analysis as in the
statistically-hiding commitments case shows that with probability 1 in both worlds, the output of
the verification phase is “verification succeeds” and the output of the opening phase is f(0) where

f(x) is the polynomial defined by the good inputs of Z'(%’). O

Finally, the reader can verify that if Z distinguishes the real-world from the ideal-world with
advantage J, then there exists a degenerate environment Z’ that distinguishes the real-world from
the ideal-world with advantage ¢6/2. We conclude that Z distinguishes the real-world from the
ideal-world with advantage at most O(ne).

B.9.7 Guided Degree-2 Computation

In this section, we prove that protocol gdtc UC-emulates Fgqic, even when the commitments are
only computationally hiding. In the following, we assume without loss of generality that A is the
dummy adversary, that simply delivers messages from Z to the protocol machines. We show that
for the simulator described in Section B.7, no environment can distinguish the real-world from the
ideal-world.

Fix any environment Z and an advice string z, and assume without loss of generality that
Z is deterministic. A similar analysis to the case of statistically-hiding commitments shows that
whenever the guide is corrupt, the view of the adversary in the ideal-world is e-indistinguishable
from the view of the adversary in the real-world. Therefore, we may assume that Z does not
corrupt the guide.
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Consider the real-world random variables
<{Cv7 O?LJG{%p,’I]},iEC: f’Y(m)7 fp(m)7 f’](x)> )

where f¥(x) := F"(z,0), for v € {, p,n}. We also consider the ideal-world random variables

({cv,og}ve{w,n},iec,fw),fp(:c),fw)),

where {C”, O} },e(y,p,1},icc are generated by the simulator, and f7(z), f*(z) and f"(x) are random
degree-t polynomials conditioned on f7(0)- f*(0) = f"(0) and f"(i) = opengs(C}y, o) foralli € C
and v € {v,p,n}. Observe that those random variables are O(n?¢)-indistinguishable and that in
both worlds the view can be obtained by the same efficient process. Therefore, the view is O(n%¢)-

indistinguishable.

B.9.8 General Degree-2 Computation

In this section, we prove that protocol dtc UC-emulates Fg4i, even when the commitments are
only computationally hiding. In the following, we assume without loss of generality that A is the
dummy adversary, that simply delivers messages from Z to the protocol machines. We show that
for the simulator described in Section B.8, no environment can distinguish the real-world from the
ideal-world.

Fix any environment Z and an advice string z, and assume without loss of generality that Z is
deterministic.

In the real-world, denote by (CH, {OH},c¢) the set of all commitments generated by the honest
parties, together with all the openings that the corrupt parties receive from the honest parties.
Similarly, in the ideal-world denote by (CH, {O!},.¢) the set of all commitments generated by the
simulator on behalf of the honest parties, together with all openings that the simulator sends to
the corrupt parties on behalf of the honest parties.

Consider the following hybrid worlds, where we assume that the honest parties know the set
H.

¢ In Hybrid 1, the honest parties act like in the real-world, except that (1) in the first round,
every honest P; sends F*(x, j) to any honest P;, for any value s that belongs to P;, where
F*(z,y) is the sharing polynomial of s, (2) at the end of the first round an honest P, does
not verify the validity of rows received from an honest P}, but is always happy with P; and
sets flag;; = 0, (3) for every honest P; and every s that belongs to P;, in any call to Fgjinear
or Fgdtc that involves s an honest P; uses the values F*(z, j) received from P;, instead of
computing {opencs(Cy;, 0f;) trefo,...n}, (4) for any value s that belongs to an honest party,
and any ¢ € H, We change Fib so that (a) it only leaks (C7y, ..., Gy, ), the openings {0f; }jec,
and verify 5, and (b) the verification phase always ends with “verification succeeded”, (the
opening phase is never executed) (5) for any value s that belongs to an honest party, the
functionality Fj; always returns C° and out = 1. In addition, for an honest P; and %k ¢

k
{1,...,m}, the functionality .7-"3} that computes F3 returns C% and out = 1, (6) for each
.. k
ke {1,...,m}andi,j € H, the output phase of F./' always returns (C’% ,FP(0, 7)), were
FP!(z, j) is the polynomial that P; received from P; in the first round.
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¢ In Hybrid 2, the honest parties act like in Hybrid 1, with the following changes,

— For every honest P; and every input w; that belongs to P;, P; sets (C"7,0"7) to be a
random strong double t-sharing of 0 (instead of w;), and we denote by F"i(z,y) the
corresponding sharing polynomial. Then, P; samples a random polynomial F"i(z,y)
conditioned on F"i(z, k) = F"i(z, k) and F"i(0,0) = w;.

- For every honest P; and any k& € {1,...,m}, P; sets (C¥,0M), (CP,0F) and
(C"f el ) to be a random strong double t-sharings of 0, and we denote by F v (x,y),
FFi(z,y) and F" (z,y) the corresponding sharing polynomials. Then, P; samples
random polynomials F (z,y), F*'(z,y) and F" (z,y) conditioned on F (z,j) =
Fi (z,§), FFi(z,) = FPi (x,§) and F" (z,j) = F" (z,4) forall j € C, and F(0,0) -
Fri(0,0) = F(0,0).

— For every non-input and non-triple value s that belongs to an honest P;, P; samples
(C?,0%) like in the Hybrid 1, and we denote the sharing polynomial by F*(z,y). If
s is pF or 2F then P; samples F**(x,y) conditioned on F**(x, k) = F*(x,k). Otherwise,
if s is 0F, then P; samples samples F*(z,y) conditioned on F**(z,k) = F*(z,k) and
F5(0,0) = 0.

— For every i € H, every value s that belongs to P;, and every j € H, P; sends F3(z,§) to
P; (instead of F*(x, j) as in Hybrid 1).

— We change Fgjinear and Fggic for an honest guide, so that it would have the exact same
leakage and output, even if some of the guide’s values ( bZ-CfO, ce bZGn) are not consistent
with the guide’s openings (ogo7 ce oicfn) (but they are consistent with some degree-t
polynomial).

It is not hard to see that the distribution of the real-world view is the same as the distribution of
Hybrid 1. To see that Hybrid 1 is O(m - L, 11 - n?¢)-indistinguishable from Hybrid 2, consider the
Hybrid 1 random variables

((CH7 {O?}i€c)7 {Fs<mv y)}S)
where s ranges over all values that belong to honest parties, and the Hybrid 2 random variables

((CH7 {O?}iEC)’ {Fs(x’ y)}S)a

observe that they are O (k- Ly, 1 - n2e)-close, and that in both worlds the view can be obtained from
them by the same random process. Finally, in order to see that Hybrid 2 has the same distribution
as the ideal-world, consider the random variables

(C" {0 }iec), {F*(x, 1) biec.s)

where s ranges over all values that belong to honest parties, and observe that they have the same
distribution in both worlds, and that in both worlds the view can be obtained from them by the
same efficient process. This concludes the proof.
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