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Abstract

A sequence of recent works by Heath and Kolesnikov have explored modifying existing interactive
protocols for privacy-preserving computation (secure multiparty computation, private function evaluation
and zero-knowledge proofs) to be more communication efficient when applied to disjunctive statements,
such that the cost only depends on the size of the largest clause in the disjunction.

In this work, we focus on the specific case of zero-knowledge proofs for disjunctive statements. We
design a general framework that compiles a large class of unmodified X-protocols, each for an individual
statement, into a new X-protocol that proves a disjunction of these statements. Our framework can be
used both when each clause is proved with the same ¥-protocol and when different ¥-protocols are used
for different clauses. The resulting Y-protocol is concretely efficient and has communication complexity
proportional to the communication required by the largest clause, with additive terms that are only
logarithmic in the number of clauses.

We show that our compiler can be applied to many well-known Y-protocols, including classical pro-
tocols (e.g. Schnorr and Guillou-Quisquater) and modern MPC-in-the-head protocols such as the recent
work of Katz, Kolesnikov and Wang and the Ligero protocol of Ames et al. Finally, since all of the
protocols in our class can be made non-interactive in the random oracle model using the Fiat-Shamir
transform, our result yields the first non-interactive zero-knowledge protocol for disjunctions where the
communication only depends on the size of the largest clause.

1 Introduction

Zero-knowledge proofs and arguments [GMRS&5] are cryptographic protocols that enable a prover to con-
vince the verifier of the validity of an NP statement without revealing the corresponding witness. These
protocols, along with proof of knowledge variants, have now become critical in the construction of larger
cryptographic protocols and systems. Since classical results established feasibility of such proofs for all
NP languages [GMWS86], significant effort has gone into making zero-knowledge proofs more practically
efficient e.g. [JKO13,BCTV14, Grol6, KKW18, BBB*18, BCR"19, HK20b], resulting in concretely efficient
zero-knowledge protocols that are now being used in practice [BCGT 14, Zav20,se19].

Zero-knowledge for Disjunctive Statements. There is a long history of developing zero-knowledge
techniques for disjunctive statements [CDS94, GMY03]. Disjunctive statements comprise of several clauses
that are composed together with a logical “OR.” These statements also include conditional clauses, i.e.
clauses that would only be relevant if some condition in the statement is met. The witness for such statements
consists of a witness for one of the clauses (also called the active clause), along with the index identifying
the active clause. Disjunctive statements occur commonly in practice, making them an important target for
proof optimizations. For example, disjunctive proofs are often also used to give the prover some degree of
privacy, as a verifier cannot determine which clause is being satisfied. Use cases include membership proofs



(e.g. ring signatures [RSTO01]), the existence of bugs in a large codebase (as explored in [HK20b]), and
proving the correct execution of a processor, which is typically composed of many parallel instructions, only
one of which is executed at a time [BCG*13].

An exciting line of recent work has emerged that reduces the communication complexity for proving dis-
junctive statements to the size of the largest clause in the disjunction [Koll8 HK20b]. While succinct proof
techniques exist [Gro10, GGPR13,BCTV14, Grol6], known constructions are plagued by very slow proving
times and often require strong assumptions, sometimes including trusted setup. These recent works accept
larger proofs in order to get significantly faster proving times and more reasonable assumptions — while
still reducing the size of proofs significantly. Intuitively, the authors leverage the observation that a prover
only needs to honestly execute the parts of a disjunctive statement that pertain to their witness. Using this
observation, these protocols modify existing proof techniques, embedding communication-efficient ways to
“cheat” for the inactive clauses of the disjunctive statement. We refer to these techniques as stacking tech-
niques, borrowing the term from the work of Heath and Kolesnikov [HK20b, HK20a]. These techniques have
also been extended to reducing the communication complexity of secure computation protocols containing
conditional clauses [HK20a, HKP20a).

Although these protocols achieve impressive results, designing stacking techniques requires significant
manual effort. Each existing protocol requires the development of a novel technique that reduces the com-
munication complexity of a specific base protocol. For instance, Heath and Kolesnikov [HK20b] observe that
garbled circuit tables can be additively stacked (thus the name), allowing the prover in [JKO13] to un-stack
efficiently, leveraging the privacy-free nature of the garbling. Techniques like these are tailored to optimize
the communication complexity of a particular underlying protocol, and do not appear to generalize well to
large families of protocols. Indeed, completely new garbled circuit stacking techniques are required to reduce
the communication complexity of interactive garbling [HK20a].

In this work, we take a more general approach to reducing the communication complexity of zero-
knowledge protocols for disjunctive statements. Rather than reduce the communication complexity of
a specific zero-knowledge protocol, we investigate generic stacking techniques for an important family of
zero-knowledge protocols — three round public coin proofs of knowledge, popularly known as Y-protocols.
Specifically, we ask the question:

Can we design a generic compiler that stacks any Y -protocol without modification?

We take significant steps towards answering this question in the affirmative. While we do not demonstrate
a technique for stacking all X-protocols, we present a compiler that stacks many natural -protocols, in-
cluding many of practical importance. We focus our attention on X-protocols because of their widespread
use and because they can be made non-interactive in the random oracle model using the Fiat-Shamir trans-
form [FS87].

Benefits of a Generic Stacking Compiler. There are several significant benefits to developing generic
stacking compilers, rather than developing bespoke protocols that support stacking. First, automatically
compiling multiple X-protocols into one that supports stacking removes the significant manual effort required
to modify existing techniques. Moreover, newly developed ¥-protocols can be used to produce stacked proofs
immediately, significantly streamlining the deployment process. A second, but perhaps even more practically
consequential, benefit of generic compilers is that protocol designers are empowered to tailor their choice
of X-protocol to their application — without considering stacking. For instance, a protocol designer can
select a proof technique that naturally operates over the most efficient representation of their statement (e.g.
boolean circuit, arithmetic circuit, elliptic curve, algebraic structure), even if there is no known modification
of the proof technique to support stacking. This removes the significant overheads incurred when rephrasing
statements or reducing statements to some other NP complete language. This is particularly relevant, as
modern 3-protocols often require that relations are phrased in a very specific manner, e.g. Ligero [AHIV17]
requires arithmetic circuits over a large, finite field, while known stacking techniques [HK20b, HK20a] focus
on boolean circuits.

A common concern with applying protocol compilers is that they trade generality for efficiency (e.g. NP
reductions). However, we note that the compiler that we develop in this work is extremely concretely efficient,



overcoming this common limitation. For instance, naively applying our protocol to the classical Schnorr
identification protocol ! and flattening the resulting protocol using the Fiat-Shamir [FS87] transform yields
in a ring signature construction with signatures of length A-(2+2log(¢)) bits, where X is the security parameter
and £ is the ring size; this is actually smaller than modern ring signatures from similar assumptions [BCCT15,
ACF20] without requiring significant optimization.

1.1 Our Contributions.

In this work, we give a generic treatment for minimizing the communication complexity of X-protocols for
disjunctive statements. In particular, we identify some “special properties” of ¥-protocol that make them
amenable to “stacking”. We refer to protocols that satisfy these properties as stackable protocols. Then
we present a framework for compiling any stackable Y¥-protocols for independent statements into a new,
communication-efficient 3-protocol for the disjunction of those statements. Our framework only requires
oracle access to the prover, verifier and simulator algorithms of the underlying Y-protocols and preserves the
post-quantum security of the underlying >-protocols. We present our results in two-steps:

Self-Stacking Compiler. First, we present our basic compiler, which we call a “self-stacking” compiler.
This compiler composes several instances of the same X-protocol, corresponding to a particular language into
a disjunctive proof. The resulting protocol has communication complexity proportional to the communication
complexity of a single instance of the underlying protocol. Specifically, we prove the following theorem:

Informal Theorem 1 (Self-Stacking) Let ¥ be a stackable X-protocol for an NP language L that has
communication complexity CC(X). There exists is a X-protocol for the language (x1 € L)V ...V (¢ € L),
with communication complexity O(CC(X) + Alog(¥)), where X is the security parameter.

Cross-stacking. We then extend the self-stacking compiler to support stacking different 3-protocols for
different languages. The communication complexity of the resulting protocol is a function of the largest
clause in the disjunction and the similarity between the Y-protocols being stacked. Let fec be a function
that determines this dependence. For instance, if we compose the same Y-protocol but corresponding to
different languages, then the output of feoc will likely be the same as that of a single instance of that protocol
for the language with the largest relation function. However, if we compose Y-protocols that are very different
from each other, then the output of fec will likely be larger. We prove the following theorem:

Informal Theorem 2 (Cross-Stacking) For each i € [{], let ¥; be a stackable X-protocol for an NP
language L; There exists is a X-protocol for the language (x1 € L1) V ...V (x¢ € Ly), with communication

complezity O(fec({Xi}ic[g) + Mog(l)).

Examples of Stackable Y-protocols. We show concrete examples of Y-protocols that are stackable.
Specifically, we look at classical protocols like Schnorr [Sch91], Guillio-Quisquater [GQ90] and Blum [Blu87],
and modern MPC-in-the-head protocols like KKW [KKW18] and Ligero [AHIV17]. Previously it was not
known how to prove disjunction over these Y-protocols with sublinear communication in the number of
clauses, when applied to these >-protocols our compiler yields 3-protocol which can can made non-interactive
in the random oracle model using the Fiat-Shamir heurestic. For example: when instantiated with Ligero
our compiler yields a concretely efficient 3-protocol for disjunction over ¢ different circuits of size |C| each,
with communication O(,/|C| + log ¢).

Partially binding non-interactive vector commitments. Central to our compiler is a new variation
of commitments called partially binding non-interactive vector commitment schemes. These schemes allow
a committer to commit to a vector of values and equivocate on a subset of the elements in that vector, the
positions of which are determined during commitment and are kept hidden. We show how such commitments

lusing the DDH-based partially binding commitment scheme in the random oracle model we describe later in this work



can be constructed in the random oracle model from any non-interactive equivocal commitments with com-
mitments keys that are uniformly random bitstrings. An interactive variant of a similar notion was recently
used in [BMRS20]. Our compiler can also work with their notion to yield protocols in the plain model.

Concretely Efficient >-Protocols for Disjunctions. Our compiler can be concretely instantiated with
very small additive overhead that is logarithmic in the number of clauses. For instance, if we instantiate
our partially binding vector commitments based on Pederson commitments in the random oracle model, the
compiler adds only (2A1og(¢)) bits of overhead! We also show how to instantiate our partially binding vector
commitments from any equivocal commitment scheme, which yields slightly higher overhead but can also be
done from plausibly post-quantum secure assumptions. Random oracles can also be avoided at the cost of
necessitating interactivity using the interactive commitment scheme of [CPST16]

Future Work. In this work we focus on -protocols for ease of explication and to capture a wide class of
intresting protocols, however it should be possible to extend our techniques to zero-knowledge proofs with
more rounds using suitable generalizations.

2 Related Work

Proofs of partial knowledge. The classic work of Cramer et. al. [CDS94] shows how to compile a secret-
sharing scheme and Y-protocols for the (possibly distinct) relations Ri,..., R, into a new X-protocols
(without additional assumptions) for the t-threshold “partial knowledge” relation Ry (w,,.. »,) (%, w) =
H{Ri(x;,w;) = 1} > t. The communication of the resulting X-protocol is |7| = O(f). Groth and
Kohlweiss [GK15] constructed a zero-knowledge proof of partial knowledge for the “discrete log” relation

ie. Ri=... =Ry = Rdiog =2 ~ g% with threshold ¢ = 1 and communication |7| = O(log¥¢). Later
work by Attema and Cramer [ACF20] obtains proofs of partial knowledge for Raiog with any threshold ¢
and |7| = O(log¢) communication, by applying compressed X-protocol theory [AC20]. Work by Jivanyan
and Manikonyan [JM20] reduces the computational overhead of similar proofs from O(¢log¢) to O(¢) at the
cost of communication. Unlike these earlier/concurrent ‘O(logn) works’, we considers a much broader class
of ¥-protocols and deploy fundamentally different techniques.

Online/offline OR composition of X-protocols. Ciampi et al. [CPST16] extended the ‘proof of partial
knowledge’ work by Cramer et al. to enable specifying instances in the disjunction in the third round. This is
attained by constructing a (k,n)-equivocal commitment scheme from Y-protocols and the original Cramer.
et. al compiler [CDS94]. Careful analysis shows that despite the prover being able to adaptively choose
instances the transformation is sound. The goal of Ciampi et al. is very different and does not consider
communication saving, but our work makes use of similar (k,n)-equivocal commitments (called ‘partially
binding commitments’ here) to obtain communication savings rather than delayed instance specification.
Their instantiation of ‘(k, n)-equivocal commitments’ allows the use of our compiler without random oracles.

Free IF. Work by Kolesnikov [Kol18] showed how to construct S-universal two party SFE (Secret Function
Evaluation), from Yao’s garbled circuits [Yao86] and Oblivious Transfer (OT): this is achieved by introducing
topology-decoupling circuit garbling, which is the observation that garbled circuits for different circuits with
the same number of AND gates look indistinguishable. This is exploited by having the generator garbling
the active clause f,, then for every function f € S the evaluator evaluates the garbled circuit as if it was
a garbling of f, for the active branch f, he obtains valid labels, for all others he obtains ‘junk’; finally an
output selection protocol is run to only obtain the output of f,. The idea of viewing garbled circuits as ‘just
a bunch of bits’ lead to a line of work:

Stacked Garbling. Work by Heath and Kolesnikov [HK20b], extends the works of Jawurek et. al. [JKO13]
and Frederiksen et. al. [FNO15] to obtain efficient interactive zero-knowledge proofs over disjunctive state-
ments (Boolean circuits) This is done by having the garbler garble each branch seperately then “stacking”
the garbled circuits by XORing them together. The stacked result is sent to the verifier, who obliviously
retrieves the garbling randomness for all but one of the garbled circuits and reconstructs the remaining



garbling circuit. Subsequent work [HK20a] by the same authors, extended similar stacking techniques to
enable 2PC with communication saving for circuits with disjunctions, without the need for a separate output
selection protocol as in [Kol18].

MOTIF. Heath et al. [HKP20b] shows how to execute multiple branches in parallel with GMW without
increasing the number of OTs (Oblivious Transfers). [HKP20b] observes that (Boolean) scalar/vector (of
dimension k) multiplication can be implemented using a 1-of-2 OT over k bit strings, which enables evaluating
the circuits for each of the k branches in parallel. Asymptotically the communication complexity of evaluating
k branches of size |C| is O(kn?|C|) and relies on branches having similar topology for AND gates, however
the performance increase is very substantial® in practice. Since oblivious transfers ‘come for free’®> when

doing MPC-in-the-head, it is not immediate how this technique can be used to improve communication of
GMW-style TKOS derived proofs e.g. ZKB++ [CDGT17].

Mac’n’Cheese. Concurrent work by Baum et. al [BMRS20] introduces an abstraction dupped LOVe
(‘Interactive Protocols with Linear Oracle Verification’) and obtains ‘free nested disjunctions’ for this class
of interactive zero-knowledge proofs. They give a concretely efficient constant-round instantiation of a LOVe
for satisfiability of a arithmetic circuits over sufficiently large fields in the RO model. Since soundness relies
on the prover maintaining linear MACs (message authentication codes) established using VOLE (Vector
Oblivious Linear Evaluation) under a verifier’s secret key, it is not obvious how to make this protocol non-
interactive.

3 Technical Overview

In this section, we give a detailed overview of the techniques that we use to achieve a generic framework
to achieve communication-efficient disjunctions of ¥-protocols without requiring non-trivial* changes to the
underlying 3-protocols. Throughout this work, we consider a disjunction of ¢ clauses, one (or more) of which
are active, meaning that the prover holds a witness satisfying the relation encoded into those clauses. For the
majority of this technical overview, we focus on the simpler case where each clause uses the same Y-protocol
to prove a different statement. We will then extend our ideas to cover heterogeneous X-protocols.

We start by considering the approaches taken by recent work focusing on privacy-preserving protocols
for disjunctive statements, e.g. [HK20b, HK20a]. We observe that the “stacking” techniques used in all these
works can be broadly classified as taking a cheat and re-use approach. In particular, all of these works show
how some existing protocols can be modified to allow the parties to “cheat” on the inactive clauses — i.e.
only executing the active clause honestly — and “re-using” the single honestly-computed transcript to mimic
a fake computation of the inactive clauses. Critically, this is done while ensuring that the adversary cannot
distinguish the honest execution of the active clause from the fake executions of the inactive clauses.

Our Approach. In this work we extend the cheat and re-use approach to design a framework for com-
piling X-protocols into a communication-efficient ¥-protocol for disjunctive statements without requiring
modification of the underlying protocols. The intuition extracted from prior work leads us to a natural
high-level template to achieve this goal: Run individual instances of X-protocols (one-for each clause in the
disjunction) in parallel, such that only one of these instances (the one corresponding to the active clause) is
honestly executed, and the remaining instances re-use parts of this honest instance.

There are two primary challenges we must overcome to turn this rough outline into a concrete protocol:
(1) how can the prover cheat on the inactive clauses? and (2) what parts of an honest transcript of a
Y-protocol can be safely re-used? We now discuss these challenges, and the techniques we use to overcome
them, in more detail.

2@oing from roughly Ak to k + X communication per AND gate.

3The communication cost is that of adding the output to the receivers view.

4We assume that basic, practice-oriented optimizations have already been applied to the Y-protocols in question. For
instance, we assume that only the minimum amount of information is sent during the third round of protocol. Hereafter,
we will ignore these trivial modifications and simply say “without requiring modification.” We discuss this in the context of
MPC-in-the-head protocols in Section 6.



Challenge 1: How will the prover cheat on inactive clauses? Since the prover does not have a witness
for the inactive clauses, the prover can cheat by creating accepting transcripts for the inactive clauses using
the simulator(s) of the underlying 3-protocols. The traditional method (e.g. [CDS94] for disjunctive Schnorr
proofs) requires the prover to start the protocol by randomly selecting a challenge for each inactive clause
and simulating with respect to that challenge. In the third round, the prover completes the transcript for
each clause and demonstrates that it could only have selected the challenges for all-but-one clauses. This
approach, however, inherently requires sending many third round messages, which will make it difficult to
re-use material across clauses (discussed in more detail below). As such, we require a new approach for
cheating on inactive clauses.

Towards this, our first idea is to defer the selection of first round messages for the inactive clauses
until after the verifier sends the challenge (i.e in the third round of the compiled protocol), while requiring
that the prover select a first round message honestly for the active clause (i.e in the first round of the
compiled protocol). To do this, we introduce non-interactive, partially-binding, vector commitments.> These
commitments allow the committer to commit to a vector of values and equivocate on some of the vector
entries later. For instance, a 1-out-of-¢ binding commitment allows the committer to commit a vector of
¢ values in a way that one of the vector positions (chosen when the commitment is computed) is binding,
while allowing the committer to modify/equivocate the remaining positions at the time of opening.

For a disjunction with ¢ clauses, we can now use this primitive to ensure that the prover computes an
honest transcript for at least one of the ¥-protocol instances as follows:

¢ Round 1: The prover computes an honest first round message for the X-protocol corresponding to the
active clause. It commits to this message along with ¢ — 1 garbage values using the 1-out-of-¢ binding
commitment and sends this commitment to the verifier.

e Round 2: The verifier sends challenge messages for each of the ¢ instances.

e Round 3: The prover honestly computes a third round message for the active clause and simulates
the first and third round messages for the remaining ¢ — 1 clauses. It equivocates the commitment
with these updated first round messages, and sends an opening of this commitment along with all the
£ third round messages to the verifier.

While this is sufficient for soundness, we need an additional property from these partially binding vector
commitments to ensure zero-knowledge. In particular, in order to prevent the verifier from learning the
index of the active clause, we require these partially binding commitments to not leak information about the
binding vector position. We formalize these properties in terms of a more general t-out-of-¢ binding vector
commitment scheme, which may be of independent interest, and show several practical constructions. First,
we show how to build this primitive from any non-interactive equivocal commitment scheme in the random
oracle model. This results in concretely efficient instantiations and can also be made plausibly post-quantum
secure. Additionally, we note that the DDH based commitment scheme from [CPST16] can also be used,
facilitating constructions in the plain model.

Challenge 2: How will the prover re-use the active transcript? The above approach overcomes
the first challenge, but doesn’t achieve our goal of reducing the communication complexity of the compiled
Y-protocol. Next, we need to find a way to re-use the honest transcript of the active clause. Our key insight
is that for many natural -protocols, it is possible to simulate with respect to a specific third round message.
That is, it is often easy to generate an accepting transcript for a chosen challenge and third round message.
This allows the prover to create a transcript for the inactive clauses that shares a third round message of
the active clause. In order for this compilation approach to work, ¥-protocols must satisfy the following
properties (stated here informally):

— Simulation With Respect To A Specific Third Round Message: To re-use the active transcript, the
prover does its simulation with respect to the third round message of the active transcript. This allows

5A similar notion for interactive commitments was introduced in [CPS*16]. Note that this notion of commitments is very
different from the notion of somewhere statistically binding commitments [FLPS20].



the prover to send a single third round message that can be re-used for all the clauses. More formally,
we require that the X-protocol have a simulator that can reverse-compute an appropriate first round
message to complete the accepting transcript for any given third round message and challenge. While
not possible for all ¥-protocols, simulating in this way — by first selecting a third round message and
then reverse engineering the appropriate first round message — is actually a common simulation strat-
egy, and therefore possible with most natural X-protocol. In order to get communication complexity
that only has a logarithmic dependence on the number of clauses, we additionally require this simulator
to be deterministic.® We formalize this property in Section 6.

— Recyclable Third Round Messages: To re-use third round messages in this way, the distribution of these
third round messages must be the same. Otherwise, simulating the inactive clauses would fail and the
verifier could detect the active clause used to produce the third round message. Thus, we require that
the distribution of third round messages in the X-protocol be the same across all statements of interest.
We formalize this property in Section 6.

However, many natural Y-protocols satisfy both properties. We refer to such protocols as stackable X-
protocols. We can compile such X-protocols into a communication-efficient 3-protocol for disjunctions, where
the communication only depends on the size of one of the clauses, as follows: Rounds 1 and 2 remain the
same as in the protocol sketch above. In the third round, the prover first computes a third round message
for the active clause. It then simulates first round messages for the remaining clauses based on the active
clause’s third round message and the challenge messages. As before, it equivocates the commitment with
these updated first round messages. If the simulator computes the first round messages deterministicallly,
then the prover only needs to reveal the randomness used in the commitment in the third round, along with
the common third round message to the verifier. Given the third round message, the verifier can compute
the first round messages on its own and check if the commitment was valid and that the transcripts verify.
While this allows us to compress the third round messages, we still need to send a vector commitment of
the first round messages. In order to get communication complexity that does not depend on the size of
all first round messages, the size of this vector commitment should be independent of the size of the values
committed. Note that this is easy to achieve w.l.o.g. using a hash function.

Summary of our Stacking Compiler. Having now outlined our techniques, we present a detailed example
of our compiler for 2 clauses, as depicted in Figure 1. The right (unshaded) box represents the active clause
and the left (shaded) box represents the inactive clause. Each of the following numbered steps refer to a
correspondingly numbered arrow in the figure: (1) The prover runs the first round message algorithm of the
active clause to produce a first round message as. (2) The prover uses the 1-of-2 binding commitment scheme
to commit to the vector v = (0,a2). (3) The resulting commitment constitutes the compiled first round
message a’. (4) The challenge ¢’ is created by the verifier. (5) The prover generates the third round message
z for the active clause using the first round message aq, the challenge ¢/, and the witness w. (6) The prover
then uses the simulator for the inactive clause on the challenge ¢ and the honestly generated third round
message z to generate a valid first round message for the inactive clause ay. (7) The prover equivocates
on the contents of the commitment o', replacing 0 with the simulated first round message a;. The result
is randomness ' to open the commitment a’ to the vector v/ = (a1, az2). (8) The compiled third round
message consists of the honestly generated third round message z, and the randomness r’ of the equivocated
commitment. (9) Given the third round message z and the challenge messages, the verifier first recomputes
the two first round messages a1, as.”. The verifier then verifies the proof by ensuring that each transcript is
accepting and that the first round messages constitute a valid opening of the commitment a’.

Complexity Analysis: As noted above, the first round message in the underlying Y-protocol does not depend
on the size of the relation circuit. Therefore, the communication in the first round is O(¢\), where X is
the security parameter. In the last round, the prover sends one third round message of the underlying

6We elaborate on the importance of this additional property in the technical sections.
"Note that this can be done, because we assume that given a third round message and a challenge, our simulator determin-
istically computes a unique first round message.
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Figure 1: High level overview of our compiler applied to a ¥-protocol ¥ = (A,C, Z, ¢) over statements x;
and zo. Several details have been omitted for readability. The red circle contains a value used in the first
round, while purple circles contain values used in the third round. We include a; and as in the third round
message for clarity; in the real protocol, the verifier will be able to deterministically recompute these values
on their own.

Y-protocol that depends on the size of one of the clauses® and ¢ first round messages of the underlying
Y-protocol. Thus, communication in the third round is O(CC(X) + £- A), where CC(X) is the communication
complexity of the underlying stackable -protocol, when executed for the largest clause. We further show
that our resulting protocol is also “stackable” and can be recursively used to reduce the communication
complexity to O(CC(X) + log(¢) - A), where CC(X)

Stackable ¥-Protocols: While not all 3-protocols are able to satisfy the first two properties that we require,
we show that many natural Y-protocols like Schnorr [Sch90], and Guillio-Quisquater [GQ90] satisfy these
properties. We also show that more recent state-of-the-art protocols in MPC-in-the-head paradigm like
KKW [KKW18] and Ligero [AHIV17] have these properties. In fact, we show that any -protocol in MPC-
in-the-head paradigm [TKOSO07] that is based on an MPC protocol with a special property, will satisfy the
properties. We refer the reader to Section 6 for more details on stackable -protocols.

Stacking Different >-Protocols The compiler presented above allows stacking transcripts for a single -
protocol, with a single associated NP language, evaluated over different statements i.e. (1 € L)V...V (24 €
L). This is quite limiting, and does not allow a protocol designer to select the optimal Y-protocol for each
clause in a disjunction. As such, we explore extending our compiler to support stacking different X-protocols
with different associated NP languages, i.e. (1 € L1)V (22 € L) V...V (¢ € Ly).

We start by noting that it is possible to create a “meta-language” to cover multiple languages of interest,
and thereby generalize our compiler in a straightforward way. For instance, one could create a language
L with an associated relation function that embeds the relation functions for £y,..., Ly, making £ some
form of circuit satisfiability language. A single Y-protocol could then be used to cover all these languages.
Unfortunately, this approach — intuitively equivalent to creating zero-knowledge protocols for all NP com-
plete problems by reducing to a single problem — will often result in high concrete overheads. In rare cases,
however, it may be practically efficient approach; if the languages L1, ..., Ly are all circuit satisfiability for
circuits with the same multiplicative complexity, finding an efficient representation may be easy.

This “meta-language” approach still requires the use of a single Y-protocol. It would be preferable to
allow “cross-stacking,” or using different ¥-protocols for each clause in the disjunction.’ The key impediment

8We can assume w.l.o.g. that all clauses have the same size. This can be done by appropriately padding the smaller clauses.
9While it might be possible to define a X-protocol that uses different techniques for different parts of the relation, this would



to applying our self-stacking compiler to different X-protocols is that the distribution of third round messages
between two different >-protocols may be very different. For example, a statement with three clauses may
be composed of one Y-protocol defined over a large, finite field, another operating over a boolean circuit,
and a third that is constructed from elements of a discrete logarithm group. Thus, attempting to use the
simulator for one ¥-protocol with respect to the third round message of another might result in a domain
error; there may be no set of accepting transcripts for the Y-protocols that share a third round message.
As re-using third round messages is the way we reduce communication complexity, this dissimilarity might
appear to be insurmountable.

To accommodate these differences, we observe that the extent to which a set of ¥-protocols can be stacked
is a function of the similarity of their third round messages. In the self-stacking compiler, these distributions
were exactly the same, resulting in a “perfect stacking.” With different ¥-protocols, the prover may only
be able to re-use a part of the third round message when simulating for another ¥-protocol, leading to a
“partial stacking.” We note, however, that the distributions of common Y-protocols tend to be quite similar
— particularly when seen as an unstructured string of bits. For instance, transcript containing points on
Curve25519, elements of Zy16, and field elements in Fos4 will all appear to be random bitstrings when viewed
without structure, and will be indistinguishable (assuming correct padding). These random bitstrings can
then be partitioned and interpreted, as needed, by each simulator.

More formally, stacking different Y-protocols requires an efficient, invertible mapping from each third
round message space into some shared distribution D (e.g. random bitstrings in the example above). Intu-
itively, D represents the union of the sub-distributions of third round message for each >-protocol — enough
of each kind of element that the simulators for each X-protocol can assemble a well-formed third round
message from any element of D. Any third round message for one of the ¥-protocols can be mapped into
D by appending randomly sampled elements from the right sub-distributions to the message; inverting the
mapping involves deterministically selecting the appropriate bits and dropping the rest.

Our cross-stacking compiler works as follows: the prover begins as in the self-stacking compiler, executing
the first round message function of the active clause and computing a commitment using a partially binding
commitment scheme. After receiving the challenge, the prover honestly computes a third round message
for the active clause. Next, the prover maps this message to some element d in the shared distribution
D. Finally, the prover extracts a third round message for each inactive clause from d, and simulates a
transcript from this extracted message. The third round message then contains first round messages for
each transcript, equivocating randomness, and d. The verifier uses the invertible mapping to extract a third
round message for each clause, and verify these transcripts. The communication complexity of the compiler
protocol is determined by the size of d. In Section 8, we show that this compiler can be efficiently applied
to stack many Y-protocols with each other, including MPC-in-the-head protocols like KKW [KKW18] and
Ligero [AHIV17].

The above ideas can also be extended to obtain efficient zero-knowledge proofs for statements where the
prover wishes to prove that it has witnesses to at least k out of the £ clauses. Due to space constraints,
we are unable to discuss this in the main body of the work, but include it in the supplementary material
(Appendix G). The communication complexity of the resulting protocol depends on k times the cost of
running a single instance of the most communication-heavy X-protocol.

Paper Organization. The paper is organized as follows: we present required preliminaries Section 4 and
the interface for partially binding commitment schemes in Section 5. In Section 6 we cover the properties
of Y-protocols that our compiler requires and give examples of conforming 3-protocols. We present our
self-stacking and cross-stacking compilers in Section 7 and Section 8 respectively.

require the creation of a new, purpose built protocol — something we hope to avoid in this work. Thus, the difference between
self-stacking in this work is primarily conceptual, rather than technical.



4 Preliminaries

4.1 X-Protocols

In this section, we recall the definition of a ¥-protocol.

Definition 1 (X-Protocol) Let R be an NP relation. A X-Protocol for R is a 8 move protocol between a
prover P and a verifier V consisting of a tuple of PPT algorithms (A, Z, ¢) with the following interfaces:

—a + A(x,w;rP): On input the statement x, corresponding witness w, such that R(x,w) = 1, and
prover randommness P, output the first message a that P sends to V in the first round.

y.a {0,1}*: V samples a random challenge.

-z < Z(z,w,c;rP): On input the statement x, the witness w, the challenge ¢, and prover randomness
rP, output the message z that P sends to V in the third round.

- b+ ¢(x,a,c,2): On input the statement x, prover’s messages a,z and the challenge c, this algorithm
run by V, outputs a bit b € {0,1}.

A Y-protocol has the following properties:
- Completeness: A X-Protocol (A, Z, ) is said to be complete if for any x,w such that R(x,w) =1,
and any rP & {0, 1}, 7? & {0,1}*, it holds that,

Pr d)(a:,a,c,z):l‘ aeA(x,w;Tp);ci{O,l}A;z%Z(x,w,c;r”) =1

— Special Soundness. A X-Protocol (A, Z,¢) is said to have special soundness if there exists a
PPT extractor &, such that given any two transcripts (x,a,c,z) and (z,a,c’,z"), where ¢ # ¢ and
d(z,a,c,2) = p(x,a,c,2") =1, it holds that

Pr [R(m,w) =1 w+ 5(1’\,%@;0,2;0/’2/)] =1

— Special Honest Verifier Zero-Knowledge. A Y-Protocol (A, Z,¢) is said to be special honest
verifier zero-knowledge, if there exists a PPT simulator S, such that for any x,w such that R(x,w) =1,

and any v & {0,1}*, it holds that

{(a,2) | ¢ & {0, 1}’\; (a,z) < S(l’\,x,c)} .

{(a,2) | r? & {0, 1}’\7a — Az, w;rP);c & {071})‘;2 — Z(z,w,c;rP)}

4.2 Secure Multiparty Computation
For completeness, we recall the definitions of ¢-privacy and t-robustness from [IKOSO07].

Definition 2 (t-Privacy [IKOSO07]) Let 1 < t < n. We say that II realizes f with computational
t-privacy if there is a PPT simulator S such that for any inputs x,wi,...,w, and every set of cor-
rupt players T C [n] such that |Z| < t, the joint view Viewr(x,ws,...,wy,) of the players in T and
ST, z,{w;}icz, f(x w1, ..., wy,)) are (identically distributed, statistically close, computationally close).

Definition 3 (Statistical t-Robustness [IKOS07]) Let 1 <t < n. We say that II realizes f with sta-
tistical t-robustness if (1) it correct evaluates f in the presence of a semi-honest adversary (with an most
negligible error) and (2) if for any computationally unbounded malicious adversary corrupting a set I of at

most t players, and for any inputs (x,wy, ..., wy), if there is no (wh, ..., w)) such that f(x,wy,...,w,) =1,
then the probability that some uncorrupted player outputs 1 in an execution of Il in which the inputs of the
honest player are consistent with (z,wn,...,w,) is negligible in the security parameter.
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5 Partially Binding Vector Commitments

In this section, we introduce non-interactive partially binding vector commitments. These commitments
allow a commiter to commit to a vector of £ elements such that exactly ¢ positions are binding (i.e. cannot
be open to another value) and the remaining ¢ — ¢ positions can be equivocated. The commiter must decide
the binding positions of the vector before committing and the binding positions are hidden.

Definition 4 (t-out-of-¢ Binding Vector Commitment) A t-out-of-¢ binding non-interactive vec-
tor commitment scheme with message space M, 1is defined by a tuple of the PPT algorithms
(Setup, Gen, Com, Equiv) defined as follows:

e pp « Setup(1*) On input the security parameter \, the setup algorithm outputs public parameters pp.

o (ck,ek) < Gen(pp, B): Takes public parameters pp and a t-subset of indices B € ([f]). Returns a
commitment key ck and equivocation key ek.

e com <+ Com(pp,ck,v;r): Takes public parameter pp, commitment key ck, {-tuple v and randomness r.
Returns a partially binding commitment.

o 1/ <+ Equiv(pp,ek,v,v’,r): Takes public parameters pp, equivocation key ek, original commitment value
v and updated commitment values v' with ¥i € B : v; = v}. Returns an opening v’ of the commitment
¢ = Com(pp, ck, v;r) to the value v’

For simplicity of presentation, we assume that the Open function recomputes the commitment, given the
vector and randomness to check for correctness and hence omit it from our interface. The properties satisfied
by the above algorithms are as follows:

(Perfect) Hiding: The commitment key ck (perfectly) hides the binding positions B and commitments ¢
(perfectly) hides the committed € values in v. More formally:

vv,v' e M¢, VB,B' ¢ <[?> :

[(ck, Com(pp, ck, v; 7)) | (ck,ek) = Gen(pp, B); 7 < {0,1}"; pp < Setup(1*)]
2 [(ck’, Com(pp,ck’, v/,)) | (ck’,ek’) < Gen(pp, B');7 + {0,1}"; pp < Setup(1*)]

(Computational) Partial Binding: It is intractable to find a commitment key ck, £-tuples v,v' and ran-
domness r,7" such that v and v' differ in more that £ — t positions and have the same commitment.

More formally, for all PPT algorithms A:

pp Setup(l/\);

Pr
(Ck7 v? V/’ 7"’ lr/) F A(1n7 pp)

Dyam(v,v') > £ —t A Com(pp,ck,v;r) = Com(pp,ck,v';r’) < negl())

Where Dyom(v, V') is the Hamming distance.

Partial Equivocation: Given a commitment to v under a commitment key ck < Gen(pp, B), it is possible
to equivocate to any v' as long as Vi € B : v; =v';. More formally:

VBe ([f]), Vv,v.e M st. Vie B:v;, =v'; then:

pp  Setup(1?);7 < {0,1}"™;
Pr | Com(pp, ck, v;r) = Com(pp, ck, v'; ") (ck, ek) < Gen(pp, B); =1
r’ «+ Equiv(ek, v,Vv',7)
We additionally require the size of the commitment to only be linear in the security parameter. We note

that this is easy to achieve w.l.o.g. using a hash function.
We explore constructions of partially binding commitments from different assumptions in Appendix A.

11



6 Stackable >-Protocols

In this section, we present the properties of Y-protocols that our stacking framework requires, showing that
many Y-protocols satisfy these properties.

6.1 Properties of Stackable ¥-Protocols.

We start by formalizing the definition of a “stackable” Y-protocol. As discussed in Section 3, a Y-protocol
is stackable (meaning, it can be used by our stacking framework), if it satisfies two main properties: (1)
simulation with respect to a specific third round message, and (2) recyclable third round messages

Cheat Property: Extended Honest Verifier Zero-Knowledge. We view “simulation with respect to a
specific third round message” as a natural strengthening of the typical special honest verifier zero-knowledge
property of Y-protocols. At a high level, this property requires that it is possible to design a simulator
for the X-protocol by first sampling a random third round message from the space of possible third round
messages, and then constructing the unique appropriate first round message. We refer to such a simulator
as an eztended simulator.

Definition 5 (EHVZK X-Protocol) Let ¥ = (A, Z,¢$) be a L-protocol for the NP relation R. We say
that ¥ is “extended honest-verifier zero-knowledge (EHVZK)” if there exists a polynomial time computable
deterministic “extended simulator” S®V# such that for any (r,w) € R and ¢ € {0,1}*, there exists an

efficiently samplable distribution Dg(fi such that:
{(a,c, z) | rP & {0,130 + Az, w;rP); 2 + Z(z,w, ¢ rp)} ~ {(a, ¢,2) | a+ STV x e, 2); 2 & Dg(:g, }

The natural variants (perfect/statistical/computational) of EHVZK are defined depending on which class of
distinguishers for which ~ is defined.

At first glace, the EHVZK definition can appear contrived, however in practice this is often how simulators
for X-protocols are constructed: picking a third message z for a given challenge, then finding the first round
message a which ‘matches’ without using the random coins needed to sample z. For instance every ‘commit-
and-open’ Y-protocol is EHVZK, this notably includes every protocol derived via TKOS [IKOS07]. Despite
this, we note that there exist 3-protocols that are not EHVZK: consider a Y-protocol where z contains the
output of a one-way function evaluated on a; an extended simulator for such a protocol would need to invert
the one-way function. While clearly such protocols exist, to our knowledge, none are of practical importance.
We also note in Observation 1 that any X-protocol into one which is EHVZK.

Observation 1 Any X-protocol ¥ = (A, Z,¢) can be transformed into an EHVZK X-protocol ¥ =
(A, Z',¢") for the same relation as follows:

1. a' «+ A(z,w;rP) : Compute a' < A(x,w;rP).
2. 2« Z(x,w,c;rP): Compute z + Z(xz,w,c’;rP) and output 2’ = (a, z).
3.0+ ¢ (x,d,c,2"): Parse 2/ = (a,z). Output a ZaA o(x,a,cd,2).

1t is obvious that the protocol above is EHVZK by letting Dg(fi be the output distibution of Ss(x,c) (the
Special Honest-Verifier Zero-Knowledge simulator of ¥) and letting S™V**(2' = (a, 2)) = a.

Re-use Property: Recyclable Third Round Messages. The next property that our stacking compilers
require is that the distribution of third round messages does not significantly rely on the statement. In more
detail, given a fixed challenge, the distribution of possible third round messages for all statements in the
language are indistinguishable from each other. We formalize this property by using Dgz) to denote a single
distribution with respect to a fixed challenge c. We say that a 3-protocol has recyclable third round messages,
if for any statement x in the language the distribution of all possible third round messages corresponding to

challenge c is indistinguishable from Dgz). We now formally define this property:

12



Definition 6 (X-Protocol with Recyclable Third Messages) Let R be an NP relation and X =

(A, Z,9) be a S-protocol for R. We say that ¥ has recyclable third messages if for each ¢ € {0,1}*,

there exists an efficiently sampleable distribution DEZ), such that for all instance-witness pairs (z,w) st.

R(z,w) =1, it holds that
Dgz) ~ {z | 7P & {0,130 « Az, w;rP); 2 + Z(z,w, ¢ rp)}.

This property is fundamental to stacking, as it means that the contents of the third round message do not
‘leak information’ about the statement used to generate the message. This means that the message can be
safely re-used to generate transcripts for the non-active clauses and an adversary cannot detect which clause
is active.!® Although this property might seem strange, we will later show that many natural X-protocols
have this property.

Stackability: With our two-properties formally defined, we are now ready to present the definition of
stackable »-protocols:

Definition 7 (Stackable X-Protocol) We say that a X-protocol ¥ = (A, Z, ¢) is stackable, if it is EHVZK
(see Definition 5) and has recyclable third messages (see Definition 6).

We now note a useful property of stackable X-protocols that follow directly from Definition 7:

Remark 1 Let ¥ = (A, Z,¢) be a stackable X-protocol for the NP relation R. Then for each ¢ € {0,1}
and any instance-witness pair (x,w) with R(xz,w) = 1, an honestly computed transcript is computationally

indistinguishable from a transcript generated by sampling a random third round message from Dgz) and then
simulating the remaining transcript using the extended simulator. More formally,

{(a,z) | rP & {0,130« Az, w;rP); 2 + Z(x,w,c;rp)} ~ {(a, 2) | 2 & D) a + STV 1, ¢, z)}

Looking ahead, these observations will be critical in proving security of our compilers in Sections 7 and 8.

6.2 Classical Examples of Stackable >-Protocols

In this section, we show some examples of classical X-protocols which are stackable.

Lemma 1 Schnorr’s X-Protocol [Sch91] is stackable.

Proof 1 Recall Schnorr’s X-protocol for the relation Rg g(x,w) = < gv¥, where (g) = G is a cyclic

rP

group and w € Zg|. For rP,r® & Zyg|, the protocol proceeds as follows: (1) A(z,w;r?) : g" = a

(2) Z(x,w,c;1P) s cw+rP =z (3) p(x,a,¢,2) : g* Z 2. We now show that this protocol is stackable.
Let the extended simulator be S™™V* (1%, x, ¢, 2) := g°z—°. Given a statement x € Ly and c € Zig|, let

Dg(fi be the uniform distribution on Zg|. Observe that the prover messages (a, z) in both real and simulated
transcripts are uniformly random subject to the constraint g = xa. Hence this protocol is EHVZK. Mo-
roever, since the above distribution Dg(czz
third messages.

does not depend on x (or even c), this protocol also has recyclable

We also show that Guillou-Quisquater’s 3-protocol [GQ90] and Blum’s 3 move protocol [Blu87] for graph
hamiltonicity are stackable. The protocols and proofs for those can be found in the Appendix in Section C.

Lemma 2 Guillou-Quisquater’s X-protocol [GQIO0] is stackable.

Lemma 3 Blum’s X-protocol [Blu87] is stackable.

10We further elaborate on this in Remark 1.
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6.3 Examples of Stackable “MPC-in-the-Head” X-Protocols

We now proceed to show that many natural “MPC-in-the-head” style [IKOS07] ¥-protocols (with minor
modifications) are stackable. MPC-in-the-head (henceforth refereed to as IKOS) is a technique used for
designing three-round, public-coin, zero-knowledge proofs using MPC protocols. At a high level, the prover
emulates execution of an n-party MPC protocol II virtually, on the relation function R(z, -) using the witness
w as input of the parties, and commits to the views of each party. An honest verifier then selects a random
subset of the views to be opened and verifies that those views are consistent with each other and with an
honest execution, where the output of II is 1.

Achieving EHVZK. Since the first round messages in such protocols only consist of commitments to
the views of all virtual partials, a subset of which are opened in the third round, a natural simulation
strategy when proving zero-knowledge of such protocols is the following — (1) based on the challenge message,
determine the subset of parties whose views will need be opened later, (2) imagining these as the “corrupt”
parties, use the simulator of the MPC protocol to simulate their views, and, finally, (3) compute commitments
to these simulated views for this subset of the parties and commitments to garbage values for the remaining
virtual parties. Clearly, since the first round messages in this simulation strategy are computed after the
third round messages, these protocols naturally achieve EHVZK.

Achieving recyclable third messages. To show that these ¥-protocols have recyclable third messages,
we observe that in many MPC protocols, an adversary’s view can often be condensed and decoupled from the
structure of the functionality/circuit being evaluated. We elaborate this point with the help of an example
protocol — semi-honest BGW [BGW8S].

Recall that in the BGW protocol, parties evaluate the circuit in a gate-by-gate fashion on secret shared
inputs'! as follows: (1) for addition gates, the parties locally add their own shares for the incoming wire
values to obtain shares of the outgoing wire values. (2) For multiplication gates, the parties first locally
multiply their own shares for the incoming wire values and then secret share these multiplied share amongst
the other parties. Each party then locally reconstructs these “shares of shares” to obtain shares of the
outgoing wire values. (3) Finally, the parties reveal their shares for all the output wires in the circuit to all
other parties and reconstruct the output.

By definition, the view of an adversary in any semi-honest MPC protocol is indistinguishable from a view
simulated by the simulator with access to the corrupt party’s inputs and the protocol output. Therefore, to
understand the view of an adversary in this protocol, we recall the simulation strategy used in this protocol:

1. For each multiplication gate in the circuit, the simulator sends random values on behalf of the honest
parties to each of the corrupt parties.

2. For the output wires, based on the messages sent to the adversary in the previous step and the circuit
that the parties are evaluating, the simulator first computes the messages that the corrupt parties
are expected to send to the honest parties. It then uses these messages and the output of protocol
to simulate the messages sent by the honest parties to the adversary. Recall that this can be done
because these messages correspond to the shares of these parties for the output wire values, and in a
threshold secret sharing scheme, the shares of an adversary and the secret, uniquely define the shares
of the remaining parties.

Observe that the computation done by the simulator in the first part is independent of the actual circuit or
function being computed (it only depends on the number of multiplication gates in the circuit). We refer to
the messages computed in (1) and the inputs of the corrupt parties as the condensed view of the adversary.
Additionally, given these simulated views, the output of the protocol, and the circuit/functionality, the
simulated messages of the honest parties in (2) can be computed deterministically. Looking ahead, because
the output of relation circuits — the circuits we are interested in simulating — should always be 1 to
convince the verifier, this deterministic computation will be straight forward. Since the condensed view is

1 These shares are computed using some threshold secret sharing scheme, e.g., Shamir’s polynomial based secret shar-
ing [Sha79].
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not dependent on the function being computed, it can be used with “any” functionality in the second step
to compute the remaining view of the adversary. In other words, given two arithmetic circuits with the same
number of multiplication gates, the condensed views of the adversary in an execution of the BGW protocol
for one of the circuits can be re-interpreted as their views in an execution for the other one. We note that
circuits can always be “padded” to be the same size, so this property holds more generally.

As a result, for IKOS-style protocols based on such MPC protocols, while some strict structure must be
imposed upon third round messages (which are views of a subset of virtual parties) when verifying that they
have been generated correctly, the third round messages themselves can simply consist of these condensed
views (and not correspond to any particular functionality) and hence can be re-used. Although naively
re-interpreting a transcript in this way may lead to inconsistencies when verifying the transcript; this can be
handled by considering a slightly modified version of the compiler. As before, in the first round, the prover
will commit to the views (where they are associated with a given function f) of all parties in the first round.
However, in the third round, the prover can simply send the condensed views of the opened parties to the
verifier. The verifier can deterministically compute the remaining view of these parties w.r.t. the appropriate
relation function f and check if they are consistent amongst each other and with the commitments sent in
the first round. Since the third round messages in this protocol are not associated with any function, it is
now easy to see that they can be the distribution of these messages is independent of the instance.

Building on this intuition, we show that many natural MPC protocols produce stackable Y-protocols
for circuits of the same size when used with the IKOS compiler. Before giving a formal description of the
required MPC property, we recall the IKOS compiler in more detail, assuming that the underlying MPC
protocol has the following three-functions associated with it: ExecuteMPC emulates execution of the protocol
on a given function with virtual parties and outputs the actual views of the parties, CondenseViews takes
the views of a subset of the parties as input and outputs their condensed views, and ExpandViews takes the
condensed views of a subset of the parties and returns their actual view w.r.t. a particular function.

IKOS Compiler. Let f = R(z,-). In the first round, the prover runs ExecuteMPC on f and the witness w
to obtain views of the parties and commits to each of these views. In the second round, the verifier samples
a random subset of parties as its challenge message. Size of this subset is equal to the maximal corruption
threshold of the MPC protocol. In the third round, the prover uses CondenseViews to obtain condensed
views for this subset of parties and sends them to the verifier along with the randomness used to commit to
the original views of these parties in the first round. The verifier runs ExpandViews on f and the condensed
views received in the third round to obtain the corresponding original views. It checks if these are consistent
with each other and are valid openings to commitments sent in the first round. Depending on the corruption
threshold and the security achieved by the underlying MPC protocol, the above steps might be repeated a
number of times to reduce the soundness error. Below we restate the main theorem from [IKOS07], which
also trivially holds for our modified variant.

Theorem 1 (IKOS [IKOSO07]) Let £ be an NP language, R be its associated NP-relation and F be the
function set {R(x,-) : Vo € L}. Assuming the existence of non-interactive commitments, the above compiler
transforms any MPC' protocol for functions in F into a X-protocol for the relation R.

Next, we formalize the main property of MPC protocols that facilitates in achieving recyclable third
messages when compiled with the above IKOS compiler. We characterize this property w.r.t. a function set
F, and require the MPC protocol to be such that the condensed views can be expanded for any f € F. For
our purposes, it would suffice, even if the condensed view of the adversary is dependent on the final output
of the protocol, as long as it is independent of the functionality. This is because, in our context, the circuit
being evaluated will be a relation circuit with the statement hard-coded and should always output 1 in order
to convince the verifier.

Definition 8 (F-universally simulatable MPC) LetII be an n-party MPC protocol that is capable of se-
curely computing any function f € F (where F : X™ — O) against any semi-honest adversary A who corrupts
a set T C [n] of parties, such that T € C, where C is the set of admissible corruption sets. We say that 11 is F -
universally simulatable if there exists a 3-tuple of PPT functions (ExecuteMPC, ExpandViews, CondenseViews)
and a non-uniform PPT simulator S*™¢ : F x C x O — V*, defined as follows
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({view; }icin), 0)  ExecuteMPC(f, {2;}icin): This function takes inputs of the parties {x;};cn) € X™
and a function f € F as input and returns the views {view;};crn) of all parties and their output o € O
in protocol 11.

o {con.view; };cz < CondenseViews(f,Z, {view;};cz,0): This function takes as input the set of corrupt
parties I € C, views of the corrupt parties {view; };cz and the output of the protocol o € O and returns
their condensed views {con.view; };ez.

o {view; };c7 < ExpandViews(f,Z, {con.view; };c1,0): This function takes as input the functionality f €
F, set of corrupt parties T € C, condensed views {con.view; };ez of the corrupt parties and the output
of the protocol o € O and returns their views {view; };cz.

o {con.iew; }iex < S"MO(f,Z,{x;}icz,0): The simulator takes as input the functionality f € F, set of
corrupt parties T € C, inputs of the corrupt parties {x;}icz € X2 and the output of the protocol o € O
and returns simulated condensed views {con.view, },cz of the corrupt parties.

And these functions satisfy the following properties:

1. Condensing-Expanding Views is Deterministic: For all {xi}ic;,) € X" and Vf € F, let
({view; }icin), 0) < ExecuteMPC(f, {2 }ic[n)). For all T € C it holds that:

Pr [ExpandViews(f,Z, CondenseViews(f,Z, {view; };ez,0),0) = {view; };ez] =1

2. Indistinguishability of Simulated Views from real execution: For all {z;}c,) € X" and
Vf e F, let ({view;}icn), 0) < ExecuteMPC(f, {x;}ic[n)). For all Z € C it holds that:

CondenseViews(f,Z, {view; }icz,0) ~ S"™(f,Z,{x; }iez,0)

3. Indistinguishability of Simulated Views for all functions: For any T € C, all inputs {x;}icx €
XZ of the corrupt parties, and all outputs o € O, there exists a function-independent distribution
Diwtiez.or such that Vf € F, if H{xitienpz for which f({zi}icqmpz, {7i}icz) = 0, then it holds that:

D{mi}iEI,O ~ SF_MPC(faI; {xi}iGIa 0)

We now proceed to show that when instantiated with an F-universally simulatable MPC protocol that
has, Theorem 1 yields a stackable X-protocol.

Theorem 2 (F-universally simulatable implies F-stackable) The IKOS compiler (see Theorem 1)
yields an stackable ¥-protocol when instantiated with an F-universally simulatable MPC protocol (see Defi-
nition 8) with privacy and robustness (See Definitions 2,3) against a subset of the parties.

Proof 2 (Theorem 2) We define the distribution Dg(f,g, where ¢ € {0,1}* describes a set of players T € C
as follows:

ijg = {{con.viewi, i Yiez | {con.view; }iez <i Dis.}icr.1s {ritiez i {0, 1}1"\} .

The EHVZK simulator (derived from the standard IKOS simulator) ST™V<(1, f,c,z) takes a descrip-
tion f € F and challenge ¢ € {0,1}* describing a set of players T € C, and third round message

z = {con.view;, 7; }icz & DSZ and computes the first round message as follows:

It runs ExpandViews(f,Z, {con.view; };cz, 1) to obtain original views {view;};cz. It then commits to these
original views of the opened parties {com; = Com(view;; ;) }iez, and generates dummy commitments {com; =
Com(0;73) }icnp\z for the views of the remaining parties, using some additional randomness {r;}icinp\z- 1t
returns first round message a = {com; }ic[n]-

We now argue indistinguishability between a real transcript and the above simulated transcript. Let Hg
be the distribution over a real transcript and Hs be the above simulated transcript. We define the following
intermediate hybrids:
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e Hy: Compute dummy commitments Instead of honest ones for the unopened players in the first round.
Indistinguishability between Ho and Hy follows from the hiding property of commitments.

e Hy:  Instead of honestly computing {con.view;};cz, sample these condensed views from
S™PO(f,. T, {x;}iez,1) and use ExpandViews(f,Z, {con.view;};cz,1) to obtain original views {view; };cz.
Indistinguishability between Ho and Hs follows from indistinguishability of simulated views from real
execution (See Definition 8) of the MPC protocol.

e Hi: Instead of sampling {con.view;}ier from Diyy....1, sample these condensed wviews from
STMPC(f T {x;bier, 1). Indistinguishability between Ha and Hg follows from indistinguishability of sim-
ulated views for all functions (See Definition 8) of the MPC protocol and from the fact that condensing-
expanding views is a deterministic process.

From transitivity of computational indistinguishability, it follows that Hy ~ Hs. Hence, this X-protocol
achieves EHVZK. For recyclable third messages, we observe that since Dg(fg as defined above does not depend
of the functionality of the MPC protocol, it is also independent of the statement, which in the IKOS compiler
is hard-wired in the functionality. Therefore, Dgz) is the same as Dg(fZ and this protocol is indeed stackable.

We now use Theorem 2 to show that two popular IKOS-based X-protocols are stackable, namely
KKW [KKW18] and Ligero [AHIV17]. The intuition is very similar to that present for semi-honest BGW
above — condensed views (which correspond to the third round messages sent in these protocols) can be
used to simulate transcripts with respect to multiple functionalities. We formally state this with respect to
functions of the same “size”, but note circuits can always be padded to have the same size.

We prove the following Lemmas (and give a description of the underlying MPC protocol in KKW and
Ligero) in the Appendix in Sections D.4 and E respectively.

Lemma 4 (KKW [KKW18] is stackable) For any m € N, the underlaying MPC in KWW is F-
universally simulatable for F consisting of circuits with m multiplications.

Lemma 5 (Ligero [AHIV17] is stackable) For any m € N, the underlaying MPC in Ligero is JF-
universally simulatable for F consisting of circuits with m gates.

6.4 Well-Behaved Simulators

As outlined in Section 3, a critical step of our compilation framework is applying the simulator of the
underlying 3-protocols to the inactive clauses. Note that these inactive clauses might be clauses that the
prover did not select. For instance, when it may be possible for an adversarial party to have selected several
of the clauses. Thus, for the sake of generality, there can be no guarantee that the all the clauses in the
disjunction are actually true instances, and our compilation framework should be applicable to the case
where some of the instances are false. At first glance, this might seem like a strange concern: for most
interesting NP languages of interest, it should be hard to tell if an instance is in the language, and therefore
having false instances in the disjunction should not be a problem.

We note, however, that the behavior of a simulator is only defined with respect to statements that
are in the NP language — that is, true instances. As such, if the disjunction contains false clauses, there
is no guarantee that the simulator will produce an accepting transcript. This could cause problems with
verification — the verifier will know that one of the transcripts is not accepting, but will not know if this
is due to a simulation failure or malicious prover. As such, we must carefully consider what simulators will
produce when executed on a false instance.

As noted in [GO94], the simulators that are commonly constructed in most proofs of zero-knowledge will
usually output accepting transcripts when executed on these false instances. If the simulator were able to
consistently output non-accepting transcripts for false instances, it could be used to decide the NP language
in polynomial time. However, it is possible to define a valid simulator that produces an output that is not an
accepting transcript with non-negligable probability in two cases: (1) the input instance is trivially false (e.g.
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a connected graph is not 3-colorable), or (2) the simulator has a hardcorded set of false instances on which
it deviates from its normal behavior. Indeed, a probabilistic simulator may also output a non-accepting
transcript in each of these cases only occasionally, possibly depending on the challenge. Note that in both
cases, a verifier will also be able to detect that the input instance is false simply by running the simulator
themselves.

Looking ahead, if one of the underlying ¥-protocols has a simulator with this kind of logic, our compiled
protocol could have a non-negligible correctness error proportional to the probability (over the random
coins of the challenge) that the simulator outputs a non-accepting transcript. Producing of a non-accepting
transcript in this way to a verifier does not undermine zero-knowledge: the verifier already could check that
this clause was a false instance simply by running the simulator algorithm on the clause independently. As
such, if the simulator outputs non-accepting transcripts with some non-negligable probability, an adversary
could detect this failure case in polynomial time. However, if the verification algorithm allows some transcript
to be non-accepting, a malicious prover could trivially exploit this property to violate soundness.

We emphasize that this is a corner case: commonly constructed simulators will in most likelyhood
produce accepting transcripts on false instances unless the instance is trivially false or not in the domain of
the simulator. Nevertheless, we observe that any Y-protocol can be generically transformed into one that has
a simulator that outputs accepting transcripts for all statements. We refer to such simulators as well-behaved
simulators.

Definition 9 (Well-Behaved Simulator) We say that a X-protocol ¥ = (A, Z, @) for a NP language L
and associated relation R(x,w) has a well-behaved simulator if the simulator S defined for Special Honest
Zero-Knowledge has the following property: For any statements x (for both x € L and x & L),

Pr|é(z,a,¢,2) =1 | & {O,I}A;a<—8(x,c)] =1

We say that an EHVZK Y-protocol has a well-behaved simulator if its extended simulator S*™** has the
natural extension of this property.

We formally prove the following theorem in Section B.

Lemma 6 (Simulators are well-behaved without loss of generality) FEvery X-protocol ¥ can be con-
verted to a YX-protocol ¥ for the same relation with a well-behaved simulator. Furhermore, if ¥’ is EHVZK
then X/ is also EHVZK and if ¥ has recyclable third messages then X' has recyclable third messages.

In all subsequent sections, we assume w.l.o.g. that all 3-protocols, have a well-behaved simulator and
that is what we use in our compilers.

7 Self-Stacking: Disjunctions With The Same Protocol

We now present a self-stacking compiler for X-protocols. By self-stacking, we mean a compiler that takes
a stackable sigma protocol ¥ for a language £ and produces a Y-protocol for language with disjunctive
statements of the form (x1 € L)V (z2 € L) V...V (z¢ € £) with communication complexity proportional
to the size of a single run of the underlying sigma protocol (along with an additive factor that is linear in £
and A). The key ingredient in our compiler is the partially binding vector commitments (See Definition 4),
which will allow the prover to efficiently compute verifying transcripts for the inactive clauses.

The compiler generates an accepting transcript (aq,c, 2*) to the active clause a € [¢] using the witness,
and then simulates accepting transcripts for each non-active clause, using the extended simulator. Recall
that this extended simulator takes in a third round message z and a challenge ¢ and produces a first round
message a such that ¢(x,a,c,z) = 1. Thus, the prover can re-use the third round message z*, for each
simulated transcript, thereby reducing communication to the size of a single third round message. For a
more detailed overview, we refer the reader to Section 3.

We now present a formal description of the self-stacking compiler:
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Theorem 3 (Self-Stacking) Let ¥ = (A, Z, $) be a stackable (See Definition 7) L-protocol for the NP re-
lation R : X xW — {0, 1} and let (Setup, Gen, Com, Equiv) be a 1-out-of-¢ binding vector commitment scheme
(See Definition 4). For any pp < Setup(1*), the compiled protocol X' = (A, Z',¢') described in Figure 2 is a
stackable Y-protocol for the relation R’ : X x ([(] x W) — {0,1}, where R' ((x1, ..., 2¢), (a, w)) := R(Ta, w).

Proof 3 We now prove that the protocol X' = (A’, Z',¢') described in Figure 2 is a stackable X-protocol for
the relation R'((z1,...,x¢), (@, w)) = R(xq,w).

Completeness. Completeness follows directly from the completeness of the underlying X-protocol and the
commitment scheme. Note that because the underlying >-protocol has a well-behaved simulator, the prover
will not produce non-accepting transcripts on any clauses embedding false instances.

Special Soundness. We create an extractor &' for the protocol X' using the extractor £ for the under-
lying sigma protocol ¥. The extractor £ is given two accepting transcripts for the protocol X' that share
a first round message, i.e. a,c,z,c' 2. The extractor uses this input to recover 2¢ total transcripts (2 for
each clause), (a;,c,z%),(a;, ', 2"™) for i € [{]. By the binding and verification properties of the equivocal
vector commitment scheme, with all but negligible probability there exists an o € [€] such that a, = al,. &'
then invokes the extractor of ¥ on these transcripts to recover w < (1, 24, au, Cay 2%, ¢y, 2'*) and returns
(a, w). Because the underlying extractor € cannot fail with non-negligable probability, the &' succeeds with
overwhelming probability.

Extended Homnest-Verifier Zero-Knowledge (and Recyclable Third Messages). We denote dis-
!/ /

tribution of third round message for ¥/ as ’Dgz) . Note that Dgz) is constructed from a commitment key

ck, a randomness for the commitment scheme r, and a single third round message z from the distribution

of third round messages of the underlying protocol %, denoted Dgz). Note that by the hiding property of
the commitment scheme, the distribution of ck is independent of the binding index B. More formally, for
pp + Setup(1?),

Dgz)/ = {(ck,r, z) | (ck,ek) + Gen(pp, B ={1});r & {0, 1}’\;2 & D§2>}

Note that this distribution is independent of the statements, as Dgz) itself is independent of the statements.

We construct the extended simulator by running the underlying extended simulating ST™V** for every
clause and committing to the tuple of first round message (a1, ..., ar) using commitment key ck and random-
ness r:

SENVE! (11 )¢, (k7 2)) =
Vi € [f] compute a; < SV (x;, ¢, 2)

return a’ = Com(ck,v = (a1,...,ap);7)

Let D) denote the distribution of transcripts resulting from an honest prover possessing witness (o, w)
running X' with an honest verifier on the statement (z1,...,x,), where D(@w) s over the randomness of the
prover and the verifier. We now proceed using a hybrid arqgument. Let H(® be the same as DY) | except let
the first round message of clause o be generated by simulation, i.e. ao < SV (x4, c,2). By the EHVZK
of ©, H(® ~ D@w)  Next, let H(®X) be the same as H(®) except let the commitment key ck be generated
with the binding position as B = {1}, i.e. (ck,ek) < Gen(pp, B = {1}). Observe that H(*) 2 H(®) py
the (perfect) hiding of the partially binding commitment scheme. Lastly note that H(“) matches the output

!
distribution of SV ((xq,...,x0), ¢, D) ).
Therefore ' is a stackable Y-protocol.

We now proceed to analyze the complexity of our resulting protocol.
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Self-Stacking Compiler
Statement: r =zq,...,2,
Witness: w = (o, wq)

— First Round: Prover computes A’(z,w;r?) — a as follows:
— Parse r? = (v2||r).
— Compute aq < A(2q,wa;Th).
— Set v = (v1,...,vs), where v, = aq and Vi € [{]\ «, v; = 0.

Compute (ck, ek) < Gen(pp, B = {a}).

Compute com « Com(pp, ck, v; 7).

Send a = com to the verifier.

~ Second Round: Verifier samples ¢ < {0,1}* and sends it to the prover.

— Third Round: Prover computes Z’'(z,w, ¢;r?) — z as follows:

Parse r? = (r2||r).

Compute z* <~ Z(zq, Wa, ¢;r2).

For i € [{]/«, compute a; < 8™ (xz;, ¢, 2*).
— Set v/ = (a,...,ap)
— Compute " + Equiv(pp, ek, v, v’ r)

— Send z = (ck, z*, ') to the verifier.
— Verification: Verifier computes ¢'(z, a,c, z) — b as follows:

— Parse a = com and z = (ck, z*,77)
Set a; + SV (x;, ¢, 2%)

Set v/ = (ay,...,ap)

Compute and return:

b= (com L Com(ppmk,v’;r’)) A /\ o(zi, a4, ¢, 2%)
i€[{]

Figure 2: A compiler for stacking multiple instances of a ¥-protocol.

Complexity Analysis. Let CC(X) be the communication complexity of 3. Then, the communication
complexity of the ¥ obtained from Theorem 3 is (CC(X) + £O(N) + |com| + |r'|), where the sizes of com, and
r’ are all dependent on the choice of partially binding vector commitment scheme and are independent of
CC(X) and we assume that the size of the commitment key is approximately ¢O(\). If we use Pederson-based,
concretely efficient partially binding vector commitment, as discussed in Section 5, then the communication
complexity of ¥/ is (CC(X) 4+ ¢O(X)). We explore other choices in the Appendix in A.3. We make use of
the commitment scheme in a non-interactive way; however, an interactive commitment scheme can also be
used and executed in parallel with ¥/. In general, the computation complexity of this protocol is £ times
that of ¥. However, in many protocols, the simulator is much faster than computing an honest transcript.
We note that for such protocols, our compiler is expected to also get savings in the computation complexity.
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However, care should be take to ensure that this does not leave the protocol vulnerable to timing attacks.

Optimizations and Extensions. Since our resulting protocol ¥’ is also stackable, the communication
complexity can be reduced further to (CC(X) + 21log(£)O(N) + |com| + |r']) by making a recursive use of our
compiler as follows: let Y5 be the outcome of stacking ¥ twice, ¥4 be the outcome of stacking Y5 twice
and so on. For /£ clauses, we only need to stack ¥/, twice. It is easy to see that complexity of each ¥; is
(CC(X) + 21og(:)O(N) + |com| + |r']).

Moreover, note that in general the stackability property of any Y-protocol is preserved under parallel
execution. Therefore, if {a;};c|q are not sent in the third round, our compiler can also be used to get ¥
protocols for statements of the form

(($1 \Y .IQ) A (l‘3 V 3;‘4)) \Y ((1‘5 V $6) N (%7 V .138))

by implementing disjunctions using our compiler and conjunctions by running the two protocols in par-
allel.

7.1 Self Stacking for Instances in Multiple Languages

Many known constructions of ¥-protocols work for more than one language. For instance, most MPC-in-the-
head style 3-protocols (e.g. KKW [KKW18] , Ligero [AHIV17]) can support all languages with a polynomial
sized relation circuit, as long as the underlying MPC protocol works for any polynomial sized function.
However, because X-protocols are defined w.r.t. a particular NP language/relation, instantiating [KKW18]
for two different NP languages £1 and Lo will (by definition) result in two distinct X-protocols. Therefore,
applied naively, our compiler could only be used to stack Y-protocols from [KKW18] for the exact same
relation circuit.

We note that this seemingly artificial restriction can be relaxed and in many cases, allowing our compiler to
stack E-protocols based on a particular technique for clauses of the form (z1 € £1)V (2 € L2)V...V(xp € Ly).
By “X-protocols based on a particular technique”, we mean (for instance) protocols based on [KKW18]. This
can be done by working with a “meta-language” that covers all languages of interest and is supported by that
technique. This could for example be an NP complete language, which would allow us to use our self-stacking
compiler by first reducing each z; to an instance of the NP-complete language. However, working with any
random NP complete language will add the cost of NP-reduction to the complexity of our compiler, which
may no longer be efficient. In many cases, it is often possible to find the “most suitable” meta-language
without compromising on the efficiency. For instance, for any MPC-in-the-head style X-protocol, this meta-
language is as simple as circuit satisfiability for circuits of a given size (where this size is determined based
on the language with the largest relation circuit). This can be easily achieved with the help of padding,
without incurring any additional overhead. This observation combined with the fact that simulation is
deterministic in both KKW and Ligero, we get a protocol for general disjunctions, where the communication
is the same as the communication for a single instance for the clause with the largest relation circuit and
additive factor that depends on log(¢) and the security parameter. In Section ?? (in the supplementary
material), we calculate the exact complexity of our compiler when instantiated with the partially binding
vector commitments based on Pederson commitments for composing KKW.

8 Cross-Stacking: Disjunctions with Different Protocols

In the previous section, we presented a compiler that facilitated stacking of the same X-protocol. We now
extend these ideas to allow stacking of different 3-protocols, i.e. statements of the form (z1 € £1) V (z2 €
Lo)V ...V (z¢ € Lg). This allows picking the “best” Y-protocol for each clause and getting stacking as an
afterthought. Note that we saw a limited version of achieving this in Section 7.1, where the Y-protocols all
shared the same techniques, using the meta-language approach. However, that idea crucially relied on the
fact that there exists such a meta-language that is also supported by the -protocol technique that we want
to stack. To avoid this requirement, we now consider the more complex case where the Y-protocols rely
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(-Schnorr: Rgg,,..q, = {(z,w) | Vi € [0] 1 2; = g} C G* x Zig,
Verifier Prover
T i Z|G|
¢ a<(g91,---,90)
C (i Z|G| ¢
Z Z4cw+r
Check Vi € [(] : gF = qas

Figure 3: Generalized Schnorr

on different techniques. '? For instance, we explore how to stack Ligero-based [AHIV17] E-protocols with
KKW-based [KKW18] X-protocols despite their dissimilarity. We build intuition while exploring barriers in
an incremental manner below before finally making precise the notion of cross-stacking.

8.1 Cross Simulatability

As discussed above, the simplest intuitive example of cross-stacking is one where for each challenge c,
multiple X-protocols share the same distribution over last round messages D((;Z). This is most clear when the
Y-protocols are derived from the same techniques. In this case, the techniques from the self-stacking compiler
can be used directly. In Section 7.1 we used the “meta-language” approach for KKW-based [KKW18] %-
protocols. We now consider another example using Schnorr-based protocols that doesn’t require us to work
with a meta-language:

Example 1 (¢(-Schnorr) Consider the naturally generalized £-Schnorr protocol (included in the Supplemen-
tary Material in Figure 3) for the NP language with relation Rg.g,.....q,(7 = (T1,...,20),w) : Vi € [{] 7, ='=
9", where G is a cyclic group with generators gi,...,g¢ and w € Zg|. In this protocol, for all £ and choice

of generators G, g1, ...,ge and statement x, DEZ) is the uniform distribution over Zg|. Therefore, £-Schnorr
protocols can be stacked as though they were the same protocol using the self-stacking compiler when the

group size |G| is the same.

It is easy to see that the self-stacking compiler can be extended to different X-protocols that are essentially
the same and explicitly share third round message distributions. However, there are many protocols that
may appear to have different third round distributions that can still be directly stacked. This is possible
when structured distributions have their structure removed, leaving behind a “bunch of bits” that can be
re-interpreted in different ways. For example:

Example 2 (KKW over Different Rings) Consider two KKW-based X-protocols. ¥ is for a language
with a relation circuit defined over the ring For, while ¥g is for a language with relation circuit over Zox. If
elements of both For and Zor are encoded as k-bit strings and the multiplicative depth of the relation circuits
are the same, the the bit-wise distribution of ’Dﬁz) for X1 and ¥y is the same (see Figure 11). Therefore,
Y1 and X9 can be stacked as though they were the same protocol using the self-stacking compiler and their

12We note that this distinction between self-stacking and cross-stacking is not a firm, technical one, but rather a conceptual
difference. Taking the meta-language approach described in Section 7.1 to stacking X-protocols based on differing techniques
naturally leads to the question of how well transcripts with differing structures and distributions can be re-used. We highlight
these questions in this section under the name cross-stacking.
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extended simulators will re-use the bit-wise encodings of elements of one ring as though they were bit-wise
encodings of the other ring. This approach can be generalized to any pair of finite commutative rings Ry, R
st. the size of the rings differs by a constant multiplicative factor and the circuits are of the correct size.
Specifically, if there exist a constant k such that |R1| = k|Ra| and the relation circuits are arithmetic circuits
over Ry and Ro with multiplicative complexity m and k - m respectively.

Finally, we extend our ideas to stacking ¥-protocols with truly distinct D). As re-use of third round
messages is fundamental to our approach, the question becomes—to what extent can the prover safely re-
use the third round messages of different X-protocols? In general, there are two considerations; some Y-
protocols may have uniquely long third round messages, letting the verifier identify which X-protocol was
run honestly, and in some Y-protocols, the third round messages may “not be long enough” to facilitate
re-use. Conceptually, these two problems have the same fix: add bits to the third round messages of each
Y-protocol until their third-round message distributions are the same. The hope is that the number of bits
shared by the third round message distributions of these protocols is large, so only a few bits need to be
added.

We formalize this notion by considering a common “super distribution” D into which the third round
messages of each Y-protocol can be embedded and from which third round message for each Y-protocol
can be extracted. D represent the composite of the distributions of the third round messages of the X-
protocols — parts of the distributions that can be re-used need not be duplicated, but elements unique
to any given X-protocol are also included. We formalize the mapping between the distribution of third
round messages and the super distribution D using a (possibly randomized) embedding function Fs_,p
and a deterministic extraction function TExtp_,x. For example, Fx._,p may add randomly sampled bits or
cryptographic material to a third round message z in order to create an element d € D. TExtp_x might
simply “select” the appropriate bits from d to construct z. We note that D is independent of ¢ and therefore
needs to cover all possible values of c¢. Thus, if Dgz) varies wildly across ¢ for one of the 3-protocols, D will
need to be large. This, however, is not common in practice; for example, DEZ) is the same across all values
of ¢ for both KKW and Ligero. We now present the property that we will require for cross-stacking:

Definition 10 (Cross Simulatability) A stackable X-protocol ¥ = (A, Z, $) is ‘cross simulatable” w.r.t.
a distribution D if there exists a PPT algorithm Fs_,p : Dé” — D and a deterministic polynomial time
algorithm TExtp_,x : {0,1}* x D — D£Z> satisfying the following properties:

Indistinguishable Embedding: For all c € {0,1}*:

D=~ {d | r & {0,1}%; 2 & D) d F2_>D(Z;T’)}

Invertability: For all c € {0,1}*, 2 € DY) and r € {0,1}*:
TExtpx(c, Faop(z;r)) = 2

We note that these two properties also directly imply that for all ¢ € {0,1}*,

(&

D ~ {z 1 d & D2 e TExtpos(e, d)}

This property guarantees that third round messages in a X-protocol can be embedded into the (possibly
larger) distribution D, a generalization of Definition 6. Note that every stackable ¥-protocol is cross sim-
ulatable with its own third round message distribution. To make this property useful, we will require that
a set of Y-protocols are all cross simulatable with the same distribution D. This property can be trivially
satisfied by simply appending the distributions of the underlying stackable Y:-protocols, making D a tuple
of elements of the underlying distributions; the challenge is to find small D for which this property holds.
With this definition in hand, we now show how YX-protocols with very distinct features can be made cross
simulatable with a distribution D that is very similar in size to the distributions over third round messages of
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these protocols using the example of KKW [KKW18] and Ligero [AHIV17]. This is despite the very distinct
features of the two techniques: Ligero has negligible soundness error, players equal to the square-root of the
multiplicative complexity of the circuit, and requires a sufficiently large field. KKW, on the other hand, has
constant soundness that must be amplified, a constant number of players (independent of the circuit size),
and operates over any commutative ring.

Example 3 Consider a Ligero-based ¥-protocol 31 for a language with a relation circuit of size Cy defined
over the field Fyr . Additionally, consider a KKW-based Y-protocol 3o for a language with relation circuit
with multiplicative complezity Co defined over the ring Zox .

Recall that third round message in Ligero contain (1) commitments ¢; to the unopened players, and (2)
a /C sized set of field elements for each opened party (that are used for consistency checks). In KKW,
third round messages contain (1) a punctured PRF seed that allows the verifier to check the preprocessing
for correctness, (2) for each of the online phases that are opened, (a) a seed for each opened player, (b) a
O(Cy) set of bits to “correct” the preprocessing for one of the players, and (c) the broadcast messages of the
unopened player (also of size O(C2)). Let D be of the form

D ={(c1,...,cn,B) | Vi € [N] : ¢; < com(e;ry),r < {0,1}*, B <& {0,1}1}

for some arbitrary values € and values N and L constants that depend on Cy and Cy and the choice of
concrete parameters for the instantiated 3 -protocols.

Both third round messages contain a large number of commitments that are never opened for the unopened
parties. These can simply be re-used in D; Additionally, both protocols contain large sets of pseudorandom-
looking bits: in Ligero, these take the form of field elements and in KKW these take the form of correction bits,
broadcast messages, and a punctured PRF seed. Because these elements come from the same underlying bit-
wise distribution, they can similarly be reused. However, the number of commitments and pseudorandom bits
in each protocol may differ. As such, D contains the mazximum number of commitments and pseudorandom
bits from between the two protocols.

Mapping into D involves determining the size of the padding: if more commitments must be added, the
mapping function samples arbitrary values e and commits to them honestly. Note that these commitments will
never be opened, so the contents do not matter. If more pseudorandom bits are required, the mapping function
samples the required number of bits. Extracting a third round function involves selecting the appropriate
number of commitments and pseudorandom bits and parsing these bits as needed. Note that if the sizes of
C1 and Cy are appropriate (v/C1 ~ Cox (number of repetitions)), very little padding will be needed.

8.2 Cross-Stacking from Cross Simulatability

With the definition of cross simulatability now in hand, we present our cross-stacking compiler. The approach
is the same as the self-stacking compiler, but for a set of Y-protocols cross simulatable with respect to the
same D.

Theorem 4 (Cross-Stacking) Let D be a distribution. For each i € [{], let 3; = (A;, Zi, ¢:) be a stackable
(See Definition 7) S-protocol for the NP relation R; : X; x W; — {0,1}, that is cross simulatable w.r.t. to
a distribution D, and let (Setup, Gen, Com, Equiv) be a 1-out-of-¢ binding vector commitment scheme (See
Definition 4). For any pp < Setup(1?), the protocol X' = (A’, Z',¢') described in Figure 4 is a stackable
Y-protocol for the relation R'((z1,...,xe), (a,w)) := Rao(za,w).

We give a proof of this theorem in the Appendix in Section F.

Complexity Analysis. Complexity of this protocol can be calculated in a similar manner as in the
self-stacking compiler, except that here the distribution will depend on size of elements in D (let this be
|zp]|). Thus, the communication complexity of 3’ is (|zp|+€O(X)+ |com|+|r’|). The impact of choosing any
particular partially binding vector commitment scheme remains the same. As before, the above compiler can
be optimized further, to yield a protocol with communication complexity (|zp|+ 21log(£)O(A) + |com|+ |r']),
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Cross-Stacking Compiler
Statement: r =zq,...,2,
Witness: w = (o, wy)

— First Round: Prover computes A’(z,w;r?) — a as follows:

— Parse r? = (r2||r||rmap)-

— Compute a, < An(Ta, Wa;rR).

— Set v = (v1,...,vp), where v, = aq and Vi € [{] \ a, v; = 0.
— Compute (ck, ek) < Gen(pp, B = {a}).

— Compute com <+ Com(pp, ck, v;7) for r & {0,137

— Send a = com to Verifier.
— Second Round: Verifier samples ¢ & {0,1}* and sends it to Prover.
— Third Round: Prover computes Z'(x, wq, ¢;P) — z as follows:

— Parse r? = (r2|r||7map)-
— Compute z, + Z(Zq,Wa, ¢;E).
— d <+ Fs_ ,p(%a;Tmap)
— For i € [{]/a, compute
* z; < TExt;(c,d)
* a; < SPV (x4, ¢, %)
— Set v/ = (ay,...,a).
— Compute r’ + Equiv(pp, ek, v, v’ 1)
— Send z = (ck, d,r’) to the verifier.

— Verification: Verifier computes ¢'(z, a, ¢, z) — b as follows:

— Parse a = com and z = (ck,d,r’).

For i € [¢], compute

x z; + TExt;(c,d)

* a; < SPV(x4, ¢, %)
— Set v/ = (a1,...,ap)

— Compute and return

b= (com :7 COm(pp,Ck,V/7’r'l)) A /\ ¢(xi7ai7c7 Z’L)
i€[]

Figure 4: A compiler for stacking instances of multiple Y-protocols.
where O()) can be minimized by using efficient constructions of partially binding vector commitments, as
shown in the complexity analysis of self-stacking.
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A

Appendix

Constructions of Partially Binding Vector Commitments

In this section we explore constructions of partially binding vector commitment.

A.1 Random Oracles and Equivocal Commitments

In the random oracle model, partially binding commitments can be constructed from any equivocal com-
mitment scheme wherein commitment keys ck are uniformly random bit strings. Recall the definition of a
non-interactive equivocal commitment scheme:

Definition 11 (Non-interactive Equivocal Commitment) A non-interactive equivocal commitment
scheme EC with key space K, message space M and randomness space R, is defined by a tuple of the
PPT algorithms (Setup, Gen, TdGen, Com, Equiv) defined as follows:

pp < Setup(1?) On input the security parameter X\, the setup algorithm outputs public parameters pp.

ck < Gen(pp): On input the public parameters pp, the key generation algorithm outputs a commitment
key ck.

(ck,td) « TdGen(pp): On input the public parameter pp, the trapdoor key generation algorithm outputs
a commitment key ck along with the corresponding trapdoor td.

com < Com(pp, ck,v;7): On input the public parameter pp, the commitment key ck, trapdoor td, value
v to be committed, this algorithm outputs the commitment com.

r’ < Equiv(pp,td,v,v’,7): On input the public parameter pp, the commitment key ck, the committed
value v, the new value to be committed v' and opening randomness r, this algorithm outputs the new
opening randomness 1.

The properties satisfied by these algorithms are as follows:

1.

2.

3.

/.

5.

Random Key Generation: Let pp + Setup(1?), then Gen(pp) is defined as ck Sk

Oblivious Key Generation: Let pp < Setup(1?), then for all non-uniform PPT adversaries A:
Pr[A(ck) =1 | ck + Gen(pp)] = Pr[A(ck) =1 | (ck,td) + TdGen(pp)]

(Perfect) Hiding: Let pp <+ Setup(1?), ck < Gen(pp), then for every pair v,v' € M:
{Com(pp, ck, v;7) | r <& {0,1}*} 2 {Com(pp, ck, td, v'; ') | ' & {0,1}}

(Computational) Binding: For any PPT adversary A, there exists a negligible function negl(\) st.

negl(\) > Pr[v # v" A Com(pp, ck, v;r) = Com(pp, ck,v’; )
| (c,v,7,0",1") = A(pp, ck),
pp < Setup(1*), ck + Gen(pp)]

Equivocation: For all pp < Setup(1?), (ck,td) < TdGen(pp), r € {0,1}*, v,v' € M, r' +
Equiv(pp, td, v, v, r) equivocation succeeds: Com(ck,v;r) = Com(ck,v’;7’)
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Lemma 7 (Partially Binding Vector Commitments From Equivocal Commitments) . Let
{Pi}icq distinct permutations sampled from a family of cryptographic permutations / wide random
functions — in practice P; be instanciated with a sufficiently large (tweaked) permutation, e.g. a variant
of Keccack or Gimli. When the equivocal commitment scheme EC has a uniformly random distribution
(over bits) of the commitment keys ck. The construction shown in Figure 5 is a t-out-of-¢ binding vector
commitment.

Proof 4 For i € [{] we model P; as a separate invertible random oracle: these can be constructed from
a single (non-invertible) random oracle using domain separation (e.g. ‘append and hash’) in a 8 round
Feistel construction [DS16]. Completeness and hiding is clear from inspection (the scheme inherits the
computation/perfect hiding of the equivocal commitment scheme EC). For partial binding:

Assume there exists a PPT adversary A for which:

pp ¢ Setup(1*); 1

Pr | Dyom(v,v') > € —t A Com(pp,ck,v;r) = Com(pp,ck,v';r’ >

Han ) ( ) ( ) (ck,v,v/,r,1") « A(1*, pp) p(A)
For some polynomial p(\). i.e. with non-negligible probability A returns ck,r,r’',v,v' st. (1) ck = f(y) € F[y]
with deg(f) < € —t—1. (2) r,r" € R:. (8) v,v' € M’ Reduce to binding of the equivocal commitment
scheme EC as follows:

1. Get ck; & Gen(pp) from the computational binding game of EC.
2. Pick a random position i € [{]

3. Pick a random query x to P; on which x = Pfl(-) has not been queried previously and program

Pi(z) = ck;. If A makes no query to P; before returning f(y) then program P;(f(i)) = ck;.
4. Return (v, Vi, r;,rl) as the response in the computational binding game of EC.

To compute the probability of success: assume for contraction that there exists a £ —t + 1 subset of indices
J Cootq1 [f) with V5 € J: Pj_l(xj) = f(j) for some {z;}jes and A queries Pj_l(xj) before P;(f(j)). Let
J Sy J be al —t subset of J, observe that {f(j)};jer fully determines f(y), hence the probability that
Pj*?(xj) = f(j) for j € J\ J is V/|F| which is negligible i.e. A cannot win the game with probability 1/p(\),
=< Hence A can query Pj_l(xj) before P;(f(j)) in at most £ —t positions out of {. Therefore: (1) The
probability that we select such a position i is at most ¢—t)/¢ (2) The probability that we program the correct
query P;(f(7)) is at least 1/Q; where Q; is the number of queries to P;, (3) The probability that v; # Vv’;
is at least (Dgam(v,v') — € —t)/€ > /e. Hence the probability of winning the EC binding game is at least:

p()\f_ﬁ; which is non-negligible.
J

Remark 2 For the special case of £ = 2,t = 1 (which is of primary interest when used in recursive stacking),
the constraint introduced by f in the above construction can be expressed as cko = P'(cky) where P’ = Py oPl_1
i.e. the commitment key ck = (cky, cks) can be represented as cky from which cky can be derived with a single
evaluation of a suitable permutation P’ (e.g. Keccak). Hence this is highly efficient in practice.

A.1.1 From Pedersen Commitments (Discrete Log)

Given a family of cyclic groups G wherein discrete log (DL) is intractable EC can be instanciated with
Pedersen commitments assuming elements of G can be encoded/decoded as uniformly random bit strings.
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t-out-of-/ Binding Vector Commitment
e pp < Setup(1*): Output pp < EC.Setup(1*).
o (ck,ek) < Gen(pp, B):
— For each i ¢ B, compute (ck;,td;) < EC.TdGen(1*). For each i € B, set td; = L.
— Interpolate the degree £ — ¢ — 1 polynomial f(y) st. Vi ¢ B: f(i) = P, *(cki).
— Output ck = f and ek = {(4,td;) };¢p.
e com < Com(ck,v;7)

— Parse f(y) = ck, check deg(f) < ¢ —1t — 1 otherwise output L.
Compute Vi € [{] : ck; = P(f(%)); com; + EC.Com(v;;7;)

Output com = (comy,...,comy)

e 1/ < Equiv(pp, ek, v, v, r):
— Compute Vi € [¢{]\ B : 7} < EC.Equiv(pp, td;, v;, v}, 7;)
— LetVie B:rl ;.
— Output ' = (r1,...,7})

Figure 5: Partially binding vector commitments from equivocal commitments and random oracles.

Non-interactive Equivocal Commitment from Dlog
e pp + Setup(1*). Generate a cyclic group G of order |G| > 2*, sample g € G, output pp = (G, g).
o ck < Gen(pp): Let ck &G.
e (ck,td) < TdGen(pp): Output td « Zg|, ck + g*.
e com + Com(pp, ck, v;7): Output com « g"ck”

e 1/« Equiv(pp,td,c,v,v’,7): Output v’ < r +td - (v — v)

Figure 6: Pedersen commitments.

A.2 From Y-Protocols (Interactive)

The partially binding commitment construction of [CPST16] enables stacking in the plain model without
increasing round complexity. The scheme has computation binding/hiding. We describe the construction
here for completeness and cover its interaction with stacking; most notably the use of the EHVZK simulator
which is needed for using the scheme with recursive stacking. Given a cyclic group G start by defining the

two languages:

Lon = {(91, 92,91+ 95 ) bwezyey CGX G x G x G
Lom = {(91,92, 9, 9195 wez ey CGxGx G x G
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EDHI R(G = {(1': (gl,gg,hl,hg),w) | hl :giu/\hQ :gé"u} - (G xGxGx G) X Z|G\
Verifier Prover
T ﬁ Z‘G‘
“ a=(91,95)
Cﬁ Z‘G‘ ¢
z Zz=cw+r
Check g; = hia1 A g5 = hsas

Figure 7: Classical X-Protocol for the DH-tuple relation.

Clearly the languages are disjoint: LpgNLpr1 = 0. Under the Decisional Diffie-Hellman (DDH) assumption
on G the uniform distribution over the two languages are computationally indistinguishable {s | s & Lou} ~

{s] s & Lpui}. A well-known standard Schnorr-style ¥-protocol (recalled in Figure 7) enables proving
membership of Lpy. Membership of Lpyi can be proved using a reduction to Lpu: (g1,92,h1,h2) €
Lpn <= (91,92, hl,gflhg) € Lpui. The Y-protocol Xpy; is defined as:

o Apui(z = (g1, 92, h1, he),w;r) == Apu(x = (g1, g2, h1, g7 'ha), w;7)
o Zpmi(z = (g1, 92, b1, h2),w, ;1) = Zpu(z = (g1, g2, h1, 97 " ha), w, c;7)

The partially binding commitment scheme (covered in detail below) works by having the prover generate £ —t
witness/instance pairs of Lpy; and ¢ witness/instance pairs of Lpy, then proving that he did so correctly.
To commit, the prover treats the message vector v as a list of challenges for ¥py and:

1. Runs the simulator for ¥py using the message as the challenge for every position i where the instance
x; belongs in Lppy

2. Generates the first round message honestly for every position ¢ where the instance z; belongs to Lpy.

The prover can equivocate on any position where the instance belongs in Lpy by completing the X-protocol
transcript for any challenge/message using his witness for x; € Lpy. Since at least £ — ¢ of the statements
belong in Lpy; he cannot do so in the remaining positions: generating a second valid transcript would allow
extraction of a witness by special soundness, however the statement is not in the language.

Generation (Interactive). Generation of the commitment key ck is interactive (2 moves). To create a
commitment key ck and equivocation key ek for the partially binding vector commitment scheme with
t binding positions B, start by sampling:

e { witness/instance pairs {(x;,w;)}iep for the Lpy; language.

e ( —t witness/instance pairs {(x;, w;)}ici\ 5 for the Lpp language.

Using the classical proof of partial knowledge compiler of [CDS94] on ¥py; the committer proves that
at least ¢ of x1,...,x, are in the language Lpmy i.e. 3B C; [¢] : Vi € B : a; € Lpu1. Let Zpui sofe
be the compiled ¥-protocol. Let apui tors < ApHitore(z = (21,...,20),w = (B,{w;}icp);T) be
the first message of Ypu1 of¢ generated using the witness w = (B,{w;}iep). The prover sends
(z1,...,%¢,apH1,t0f¢) to the verifier. The verifier then sends a random challenge ¢ € {0,1}*
in response, the prover (ck generator) computes zpuitof-¢ ¢ ZDHILt-oft(T = (Z1,...,2),w =
(B,{w;}ieB),c;r). The commitment key is: ck = (x1,...,Ts, aDHI t-of-¢, 2DHI 1-of-¢). Lhe equivoca-
tion key is ek = {w; }ic\B-
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Committing with trapdoor. To commit to v = (c1,...,¢,) € ({0,1}*)¢ with equivocation key ek =

{wi}icppp: (1) Sample Vi € [(]\ B : 2 & Zg|- (2) Run the EHVZK simulator S§i* of ¥py for
all the binding positions Vi € B : a; < Sp" (s, ¢, 2;). (3) Using the valid witness {w;};cpq\p for
Vi € [¢(]\ B : z; € Lpu generate first round messages for the equivocal positions: for every i € [{] \ B:

sample randomness ¢; & {0,1}* and compute the first round message a; <+ Apg(7;, w;;t;). (4) Output

the first-round messages com = (ck, ay,...,as) as the commitment.
Committing without trapdoor. To commit to v = (c1,...,¢) € ({0,1}*)¢ with randomness r =
(z1,...,20) € ZfGl run the EHVZK simulator Sgi* of ¥ppy for all positions: Vi € [{] : a; +
S (zi, ¢i, 7). Output com = (ay,...,a;) as the commitment.
Equivocating. Given v, v/, ek = {w;}icypp and r = (z1,...,2). Compute 7’ € Z{.., as follows:
SUN |G|

Vi € B : Copy the last-round message over 2} < z;
Vi € [£] \ B : Finish the X-protocol transript using the witness 2} < Zpy(z1,w;, ¢; = vi;t;)
Output 7" = (21, ..., 2)).
Observation about round complexity: If one naively has the prover/verifier generate commitment
and equivocation keys (ck, ek) before running the compiled X-protocol (see Theorem 3), then the resulting
protocol would have 2 + 3 rounds: in particular the compiled protocol would not be a Y-protocol. However
(as done in the work by Ciampi et. al. [CPST16]) interaction can be reduced to a 3 rounds: the additional
round is introduced by the challenge to X¥pgi t-of-¢ Which ensures that the zy, ..., 2z, instances were correctly

generated, since ck is only sent in the third round in the compiled protocol, the verifier can send a challenge
for the original ¥-protocol and for Xpmi +-of.¢ simultaneously in the second round.

A.3 Comparing Overheads For Choices Of Commitment Schemes

Below we briefly outline the overhead incurred by the partially binding commitment scheme for different
instantiations and £ clauses:

e DDH + RO: Compiling Pedersen commitments using Lemma 7, we get a partially binding com-
mitment scheme with |ck| = (¢ — 1)\ and ¢ € G a single group element and opening 7 € Zg. This
translates to a overhead of A bits 3 for £ positions. Or A2log,(¢) + CC(X) = 512 - log,(¢) + CC(X) bits
of total communication when recursively stacking ¢ clauses by instantiating G with a suitable 256-bit
Elliptic curve offering 128-bits of security. This instantiation offers the best concrete performance.

e 3, DDH (with interaction): Using the construction from Ciampi et al. [CPST16], gives an inter-
active partially binding commitments from DDH without random oracles with communication:

((21ogy(|G|) + CC(Eppm1) + CC(Xpn)) = £(210g>(|G|) + 310g>(|G|) + 31ogy(|Gl)) = £8log, (|G[) = 8A

In practice A = 256, when using a suitable Elliptic curve. In which case the overhead is £ - 2048 bits.

B Well-Behaved Simulators: Proof of Lemma 6

Proof 5 Given X = (A, Z, ¢), construct the new X' = (A’ Z', ¢') with well-behaved a simulator as follows:
o A'(x,w;r) = (a,Ll) where a + A(x,w;r)

o 7'(x,w,c;r) =z where z + Z(x,w,c;T)

13Tn practice A = 256 for Elliptic curves at \/2-bits of security.
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o ¢ (x,d ¢ z2) =
1. if o’ = (L, ¢) output 1.
2. if o' = (a, L) for some a, output ¢(z,a,c,z).
8. Otherwise output 0

Intuitively: in X' the prover can either choose to attempt guessing the challenge ¢ (sending o’ = (L,¢)), or,
he can run the original protocol (sending o’ = (a, L)). The (well-behaved) simulator S’ of ¥ first runs the
stmulator 8 of X, if the simulated transcript (a,c, z) is accepting then output the transcript, otherwise S’
‘guesses’ the challenge:

S z,c) =

1. (a,2) + S(1*, z,¢)

2. if ¢(a,c,z) =1 output (a’, 2') where a’ = (a, L), 2’ = z.
3. if ¢(a,c,z) = 0 output (a/,2") where a’ = (L,c), 2/ = L

Y is a X-protocol: Formally verify the defining qualities of a X-protocol:
e Completeness: follows from completeness of . In particular in the real executions o’ = (a, L) always.

e Special Honest Verifier Zero-Knowledge: For every x € L and ¢ € {0,1}*, the output of the original
simulator (a,z) + S(1*,x,¢) must always be accepting ¢(a,c,z) = 1 by SHVZK of ¥. Hence the
distribution of S’ on statements x € L is Since the distribution in the real execution will always have

a =(a,l1)
e Special Soundness: Suppose we get two transcripts with a shared first-round message: (a',c1, 21, C2, 22)

st. ¢'(a',c1,21) =1, ¢(d,ca,22) =1 and ¢| = ¢. Consider the two distinct forms that o' can take:

1. When o' = (L, ¢) then clearly there does not exists two accepting transcripts with different chal-
lenges ¢1 and co since ¢ = ¢ = co. Hence the assumpting that o' = (L, ¢) is a contraction

=<.

2. When o' = (a, L) then z1, 2o must satisy ¢(a,c1,21) = 1 and ¢(a,co, 22) = 1. Therefore, we can
extract a witness w < E(a, c1, 21, Ca, 22) using the extractor of X.

Y is EHVZK — Y is EHVZK: Let 8™ be the extended simulator of X, for every x define
Dgf?cl = DEiZ and the new extended simulator SV of ¥/ as:
o SPVIKI(IA p ¢ 2) ==
1. a+ S*VE(1A 2. ¢, 2)
2. if ¢(z,a,c,2z) =1: output (a, L)
3. if ¢(xz,a,¢,2) =0: output (L, ¢)

!
Y. has recyclable third messages —> X' has recyclable third messages: Let fo) = fo), since

/
D&Z = DEZQZ for every x, it follows immediately.
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Blum: R, (z,w) := w € S,, is a Hamiltonian cycle in the graph = € {0,1}"*"

Verifier Prover

K times in parallel

& Sn
1,15y Tn,n i {071}>\
a=(Ci1,...,Cnn) Vi, j € [n] :

Ci,j < Commit(xﬁ(i),ﬂj); Tﬂ(i)ﬂr(]’))

c&{0,1} c
T TOoOw
RO — (777 T1,1,--- 77'n,n)
Rc Rl — (7-7 Tl,‘f‘(l)) e 77“77.,7‘(77.),01,1 ..... cn,n)

if ¢ =0 compute Vi,j € [n] :

Ci,j < Commit(xﬁ(i%.,r(j);Tﬂ(i)m(]’))
if ¢ =1 compute Vi € [n] :

Ci,-r(i) — Commit(l; Tiy.r(,))

Check: a ; (01,17 ceey C’n,n)

Figure 8: Blum’s protocol for Hamiltonian cycles. S, denotes the permutation group on [n] and o is the
group operation. {0,1}™*™ denotes the set of adjacency matrices for n vertex graphs.

C Proofs from Section 6.2

In this section, we prove the lemmas from Section 6.2.

?
=L f(w)
of a one-way group homomorphism f: (1) A(z,w;r?) := (f(r1),..., f(rx)) where (ri,...,r.) & dom(f)".
(2) CGrY) =  cwherec & {0,1}". 3) Z(z,w,c;rP) = (rw, . rwt).

2

(4) ¢(x,a,c,z) : Check: Vi € [k] : f(z) =

Guillou-Quisquater’s Y-protocol [GQ90]. Recall their for the pre-image relation Rs(z, w) :

za;.

Proof 6 (Lemma 2) Let the extended simulator be STV (1}, x, ¢, z) := (2§27, ..., 262 %). Given state-
ment x € range(f) and challenge ¢ € {0,1}%, let D(zzg be the uniform distribution over range(f)*. Observe
that the prover messages (a, z) in both real/simulated transcript are uniform subject to Vi € [k] : 2§ = a;x°.
Hence this protocol is EHVZK. Moroever, since the above distribution D:(Ezg does not depend on x (or even
¢), this protocol also has recyclable third messages.

Blum’s X-Protocol [Blu87]. Let £I#™ be the language of n vertex graphs with a Hamiltonian cycle. We
consider their protocol with a slight modifictation With a trivial modification: for any n Blum’s X-protocol
for £Ham i stackable, recall the protocol (Shown in Figure 8):

On challenge ¢ = 0: P sends the randomness for the commitment to the permuted graph. The verifier
then recomputes the commitments and checks them against the first round message. Hence for ¢ = 0
the last round message consists of a uniformly random permutation = € S,, and ({0, 1]»>‘)”2 random
bits, independent of the graph (statement).
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On challenge ¢ = 1: P sends the opening of the permuted Hamiltonian cycle (witness) to V. Hence for
¢ = 1 the last round message z is a uniformly random permutation 7 € S,, and ({0, 1}*)" random bits,
independent of the graph (statement).

To be more precise:

Proof 7 (Lemma 3) Define DY) gs follows:
D(()Z) ={(mri1,. o) | T & SpiVi,j€n]ir & {0, 1}

D§Z> = {(7’7 T1,7(1)s - - .,’I“n’,r(n),cl)l, .. .,Cn)n) ‘ T ﬁ Sn,V’L,j S [n] 1T ﬁ {O, 1}>\,Ci7j — Commit(l;ri7j)}

Construct the extended simulator STV as follows:
SV (2, =0,(m, 11, ,Tnn)) = (C11,...,Cnrn) where Vi, j € [n] : C; j < Commit(z; ;75 ;)

SEHVZK(Z‘, CcC = 1, (T, Tl,T(].)? e 7TTL,T(TL)7 01717 ey O’rl,n)) = (Cl,la ey Cmn)

Observe that the distribution for ¢ = 0 is the same as honest execution. For ¢ = 1 the distributions are
indistinguishable by hiding of the bit-commitment, see [Blu87] for details.

D 3X-Protocol of Katz, Kolesnikov and Wang

In this section we describe the MPC-in-the-head protocol by Katz, Kolesnikov and Wang (KKW) [KKW18].
Let R be a finite commutative ring and m € N, KKW [KKW18] (parameterized by R and m) is a -protocol
for the NP relation R(C,w) := C(w) = 1 of circuits C over R and satifying assignments of input wires w. The
protocol is obtain by compiling a passively secure BGW-style [BGWS88] MPC protocol in the preprocessing
model using the IKOS [IKOS07] compiler.

D.1 Notation
We denote by v ﬁs D (notice s), the process of sampling v from the distribution D using random coins
r + PRG(s) derived by applying a pseudo-random generator on the seed s. The operation is stateful i.e.

U1 & s D;vg ﬁs D samples two (possibly distinct) values from D using disjoint slices of the pseudo-random
stream. We denote by [v](i) the additive share of v held by player P;, the shares of all players sum to v:
v="> 1" [v] () The function f to be computed by the MPC protocol is implemented as an arithmetic circuit
over R and the function is interpreted as a sequence of gates f = (f1,..., f|f|) € {Input, Add, Mul, Dutput}‘f|
(in-order traversal of the circuit) where:

e Input(7): assigns to the next R-element from the witness to the wire w.,.
e Add(y, @, 3): assigns to the wire w., the sum of the values of the wires w, and wg.
e Mul(y,a,3): assigns to the wire w., the product of the values of the wires w, and wg.

e Output(a): outputs/reveals the value of the wire w,.

D.2 Underlaying MPC

It is most clearly seen how preprocessing as used in KKW fits into our framework by simply viewing the
MPC as an n + 1 player protocol, where a ‘preprocessing player’ Py acts as a dealer (shown in Figure 9)
and sends the ‘online players’ P,..., P, correlated randomness via point-to-point channels. The MPC is
passively secure against the corruption patterns C = {{0} U (n[ﬁ]l)} i.e. the ‘preprocessing player’ or any
n — 1 subset of the ‘online players’. During the online phase of KKW (shown in Figure 10) the n players
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Player 0 computes correlated Beaver triples:

e Sample a PRG seed for every player for i € [n] : s; ﬁSO {0,1}.
e Create an empty list of ‘corrected’ multiplication shares: A < 0
e Process the circuit gate-by-gate for j € [|f]] do:

— if f; = Input(y):

1. Sample a random sharing: for i € [n] : [AW](i) &R

— if f; = Add(y, @, B):
1. Locally add shares: [A,] < [Aa] + [Ag]
— if f; = Mul(y, o, B):
Compute the product of the masks: Ao g = Ao - Ag

Sample random output mask: for i € [n] : [)w}(i) ﬁsi R

Sample random shares of the product: for i € [n] : [/\a’g](i) ﬁs. R

Compute the correction Ag 5 < Aa.g — S0 ) Nas]?
Append A, g to A.

Crk W oo

e Send correlated randomness to each player: for i € [n] send (A, s;) to P;

Figure 9: KKW Preprocessing Player. R is any finite commutative ring.

hold additive shares [A,]” of masks A, = S, [A,]”) and public maskings z, = v, — A, of the value v,
assigned to the w,, i.e. the value of wy is v, = 2, + 37, [A,]7.

The n online players share a single broadcast channel (no point-to-point channels). The initial state of the
online players consists of the masked values z, for the input gates sent to the players on the broadcast
channel. The initial state of the preprocessing player P, consists only of random coins. Player 0 can be
opened by providing her random coins, any subset of the n online players can be opened by providing the
messages from player 0 to these players in addition to the messages broadcast during the online execution
by the unopened players.

When applying the IKOS [IKOS07] compiler to this n+ 1 player MPC protocol, it results in the 3-round (X-
protocol) variant of the KKW proof system described in the original paper. The communication-complexity
optimizations applied in [KKW18] are compatible with this n+ 1 player interpretation, but are omitted here
for the sake of simplicity and because they are orthogonal to our goal of ‘stacking’” KKW.

D.3 Condensed Views

Condensed view of Py: The condensed view of P, is its random coins sg from which the individual player
seeds s1,...,s, are derived. Given sy the entire view of Py can be recomputed. Total of A bits.

Condensed view of {P;};c7,0 ¢ Z : The condensed views of any subset of online players consists of a tuple
(T, A, {s;}iez), consisting of:

1. All broadcast messages not sent by players in {P; };cz:

(a) The masked input wires z, for gates Input(y).
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For every wire (with secret-shared value v.,) the players hold a public masked value z, = v, — A,. For
the input gates the masked values 2, = w, — A, are provided to n online players on the broadcast
channel before execution begins.

Player P; with i € [n]:
e Receive corrections and PRG seed (A, s;) from Py

e Process the circuit f in-order gate-by-gate for j € [| f|] do:

— if f; = Input(y):
1. Receive the masked input z, on the broadcast channel.

2. Regenerate the random sharing [)\7](1) ﬁsi R

(players obtain a sharing of the witness wy = 2y + 3¢ [)\.Y](i))
— if f; = Add(7, o, B):
1. Locally compute [)w](i) +— [)\a](i) + [Ag](i)
2. Locally compute 2z, < zo + 23
— if f; = Mul(y, @, B):
Regenerate next output mask: [/\7](%‘) ﬁs R
Regenerate next Beaver share: [/\a,[;}(i) ﬁsi R
Correct share: if ¢ = 1 update [Aa7ﬁ](i) — [)\%B]u) + An
Locally compute [57](1) — Za [)\ﬂ](i) + 23 Mol + [)\a75](i) — [/\7]@

Reconstruct s-, (broadcast [s,]”)

S gk W=

Locally compute zy < sy + 2423
— if f; = Output(e):
1. Reconstruct A\, (broadcast [/\a](i))

Figure 10: KKW Online Players. R is any finite commutative ring.
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(b) The [57}(” ) shares sent by player P,,p ¢ Z during multiplication.
2. The corrections A sent by player 0.
3. The n — 1 individual per-player PRG seeds {s;}icz,

Total of 2m + |w| elements of R and A - (n — 1) bits. Crucially, there is no need to include the shares of the
honest player for the output reconstructions:

Remark 3 We do not need to include in T the shares of P, during the reconstruction in the execution of
Output gates: any accepting transcript will reconstruct the constant o (‘circuit satisfied’), hence the share

[/\a](p) can be inferred from the masked wire z,, and the shares {[/\a](i)}iez as: [)\a}(p) =0—Za— jc7 [)\a](i).

Soundness Amplification. In KKW, communication complexity of the soundness amplification is im-
proved by opening the preprocessing player with significantly higher probability. In practice this is done by
picking parameters M, T with 7 < M then opening Py in M — 7 randomly chosen repetitions and a random
subset of ‘online players’ in the remaining 7 repetitions.

D.4 KKW is Stackable
We now prove that this MPC is F-universally simulatable.

Proof 8 (Lemma 4) Let D("*Y) be the real distribution over condensed views for a particular Z. The
simulator is given in Figure 11. Consider the two cases:

e Preprocessing: T = {0}.
The distribution S(f,{0}) over condensed views is exactly D(re*V).

e Online Execution: T # {0},|Z| =n—1.
Follows in a straighforward way from the pseudorandomness of the PRG. Consider the following three
hybrids:

1. Define the hybrid H®):

HE = {(T, &, {si}iez), A & R™ (T, A1 {si}iez) & DU**V(1)}
Let p € [n] \ T be the honest (unopened) player. Note that in D™ A, 5 = Ao Ag; —
Zie[i] [)\oéj,gj}(l) = Cu,; .8, — [/\aj,gj](p) where Cy, 5, and [)\ajﬁj](p) isp R is known to the ver-

. i $
ifier. In H®): A5 = Aoy hg, = Yiepy Pay8,]” = Caysy = Py ? where Ao 5,17 & R,
Hence by pseudorandomness of the PRG the distribution of A, g and A’aﬂ are computationally
indistinguishable and by extension D(meet) £ H (D),

2. Define the hybrid H(T):

H(T) = {(T/7 Aa I7 {S’i}iGI)7 T/ ﬁ Rm+|’w\7 (T7 Aa Ia {Si}iEI> ﬁ H(T)}

Note that in D2V : [s,]% = 2,[As]"® + 25[Aa]® + Pas]® — [MP = S((szi — AP with,
/
[)\W](p) ﬁsp R and the verifier may know Sc(xz,%' While in H(T) : [sv](p) &R By pseudorandom-

ness of the PRG the distribution of [sv](p) and [sv](p) are computationally indistinguishable and
by extension D(est) £ H(T),

Finally observe H™T) = S(f,T) & D(resd),
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KKW S(f,Z = {0}), preprocessing is opened.
Sample PRG seed: so & {0,1}*

return sg

KKW S(f,Z # {0}), online-phase is partially opened.
Rm+\w\

Sample condensed broadcast transcript: T &
Sample per-player PRG seeds: Vi € 7 : s; & {0,1}"

Sample corrections: A & g
return (7, A, {s;}icz)

Figure 11: Simulating the condensed views in KKW. R is the commutative ring over which the arithmetic
circuits are computed.

E Overview of Ligero and Proof of Lemma 5

In this section, we discuss the MPC model used in Ligero, give an overview about why their underlying MPC
is F-universally simulatable , recall the construction of their MPC protocol and finally give a formal proof
for why their protocol is F-universally simulatable .

MPC Model. The protocol in Ligero [AHIV17] makes use of a special MPC protocol that is described
in the following model between a sender, reciever and n servers (the following text is taken verbatim from
Ligero):

e Two-phase: The protocol they consider proceeds in two-phases: In phase 1, the servers receive inputs
from the sender and only perform local computation. After Phase 1, the servers obtain a public random
string r sampled via a coin flipping oracle and broadcast to all servers. The servers use this in Phase
2 for their local computation at the end of which each server sends a single output message to the
receiver R.

e No Broadcast: The servers never communicate with each other. Each server simply receives inputs
from the sender at the beginning of Phase 1, then receives a public random string in Phase 2, and
finally delivers a message to R.

Overview. Originally, ligero is presented as a 5 round public coin proof that can be flattened using Fiat-
Shamir. In order to use a protocol in the above model with our modified IKOS compiler (see Theorem 1), we
assume that the random string r is obtained by the sender using a random oracle by providing the list of all
the messages that it computes in the first phase as input. Given this slight modification, we observe that the
underlying MPC protocol in Ligero is F-universally simulatable . At a high level, the messages sent by the
sender to the servers at the end of the first phase in their protocol correspond to packed secret sharings (or
more generally Reed-Solomon encodings) of the intermediate wire values obtained upon evaluating the circuit
on a given input. The messages sent by the servers to the receiver in the second phase correspond to packed
secret sharings of vectors of 0s. Since the messages sent in the first phase are never reconstructed, our F-
universal simulator, can simply simulate these messages by sending random values to the adversarial servers
on behalf of an honest sender. These messages correspond to the condensed view of the adversary. Messages
sent by the honest servers to a corrupt receiver in the second round can be deterministically computed
using the above condensed view and the description of the function. Hence, this protocol is F-universally
simulatable .

We now describe their protocol in detail and then present a formal description of the F-universal simulator
and the functions ExpandViews and CondenseViews. But befor that, we borrow the following definitions
from [AHIV17], which will aid in the description of the protocol.
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Definition 12 (Reed-Solomon Code) For positive integers n,k, finite field F, and a vecotr n =
(M, ...,nn) € F™ of distinct field elements, the code RS, iy is the [n,k,n — k + 1] linear code over F
that consists of all n-tuples (p(m), ..., p(n.)), where p is a polynomial of degree < k over F.

Definition 13 (Interleaved code) Let L C F™ be an [n,k,d] linear code over F. We let L™ denote the
[n, mk,d] (interleaved) code over F™ whose codewords are all m x n matrices U such that every U; of U
satisfies U; € L. For U € L™ and j € [n], we denote by U[j] the j* symbol (column) of U.

Definition 14 (Encoded Message) Let L = RSy, 1., be an RS code and ( = (C1,...,¢) be a sequence
of distinct elements of F for { < k. For u € L, we define the message Dec¢(u) to be (pu(C1),---,pu(Cr)),
where p,, is the polynomial (of degree < k) corresponding to u. For U € L™ with rows u',...,u™ € L, we
let Dec¢(U) be the length-ml vector & = (11, .., T105 -+ s Tl - - - Tme) such that (x4, 4;,) = Dece(u’) for
i € [m]. Finally, when ¢ is clear from the context, we say that U encodes x if x = Dec¢(U).

Ligero MPC protocol. Let C' : F* — F be the circuit that the parties wish to compute. Let o =
(al,...,a,) be the input vector held by the the sender S. Let m, ¢ be integers such that m - ¢ > n - |C|,
where |C] is the number of gates in the circuit C.

In the first phase of the protocol, the sender S proceeds as follows (the following text is taken verbatim
from Ligero):

e It computes w € F™, where the first n + s entries of w are (ay,..., o, B, ... ,Bic|) where 3; is the

output of the i*® gate when evaluating C'(«).

e It then constructs vectors =,y and z in F™¢ where the j* entry of z,y and z contains the values Sq,
By and B, corresponding to the j*" multiplication gate in w.

e It constructs matrices P, P, and P, in F™**™¢ such that

r=FPw, y=Pw, =z=Puw.

e It then constructs matrix Pagq € F™*™ such that the j* row of Pygqw equals B, + By — B where Bq,
By and B, correspond to the ;'™ addition gate in w.

e It then samples random codewords UY,U*, UY,U* € L™ where L = RSp, 1, subject to w =
Decc(U"),z = Decc(U*),y = Decc(UY),z = Decc(U?) where ( = ({1,...,¢¢) is a sequence of dis-
tinct elements disjoint from (71, ...,7,).

o Let v/, u® u?,u?, u’,u*% be auxiliary rows sampled randomly from L where each of u®,u?,u?, w2
encodes an independently samples random ¢ messages (71,...,7¢) subject to X.cigy. = 0 and u?
encodes 0.

o It sets U € L*" as a juxtaposition of the matrices U™, U®,UY,U? € L™. It also computes r* <
HRO(U), where r* = (r,r23d = ¥ r? 1) such that r € F4™ p2dd p@ pv pz ¢ Fml pa ¢ Fm,

e It sends U[j], ' [5], u® [5], w¥[j], w*[4], u®[5], w9 []] to server j (for j € [n]), where U[j] represents the ;!
column in U. It also sends r* to each server.

In the second phase, each server j € [n] computes and broadcast the following to the receiver party R:
e Compute and send v[j] = rTU[j] + u'[j].

e — Compute constructs matrix Pagg € F™*™¢ such that the j*™ row of Pigqw equals B, + 85 — Be
where f3,, B and f3. correspond to the j*" addition gate in w.'*

14Note that P,gq can be constructed without knowledge of w.
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— Let 7244 be the unique polynomial of degree < ¢ such that r394(¢.) = ((r29)T Pyyq)ic for every
ce [E]

— Let UY[i, j] be the (i,7)" entry in UY.
— Compute and send ¢*%[j] = u24d[j] + Zie[m}rfdd(j) -U™[i, j].
e It constructs matrices P, P, and P, in Frméxmt guch that ¢ = Pyw,y = Pyw,z = P,w.. For each

a € {x,y,z}, let r¢ be the unique polynomial of degree < ¢ such that 7¢((.) = ((r%)T [Ine| — Pa))ic for
every ¢ € [{]. Tt then computes and sends the following:

- q¢"[j] =u“”[j]+Eie[m]Tf(j)-Uz[z7J]+ i (3) - Ui —m, ]
= ¢"[j] = Vi) + Bigpmr{ () - UY[i, 4] + 230, 1) (5) - U [i — m, ]
— @*lj] = v [j] + Bigpmri (4) UZ[WHEZ a1 7E(5) - U™l —m, j.
= polj] = u®[j] + Biepmr?li] - (U*[3, 5] - UY[i, j] — Ui, 5]).-

F-universal simulator for Ligero MPC Based on Ligero’s MPC model, privacy only holds when the
adversary is only allowed to corrupt the receiver R and at most ¢ servers. The view of an adversary corrupting
the reciever R and ¢ servers consists of the messages received by the corrupt servers from the sender S in
the first phase and in the second phase it consists of the messages sent by all the servers to the receiver
R. F-universal simulatability of this protocol follows from the zero-knowledge property of Ligero. The
JF-universal simulator would proceed as follows:

e Sample a random vector v € F.

e For each j € Z, sample random elements from F for U*[j], UY[j], U*[4], U™[].

°l

j],uadd['

e For each j € Z, sample random elements from F for «'[4], u*[j], u¥[4], ©*[4], v il

Since the messages computed by the simulator are independent of the functionality (or even the output
of the protocol), it is easy to see that this is an F-universal simulator.
ExpandViews : We now describe the expand views function for this protocol

e For each j € Z, compute the following:

q
= ¢"[j] = v [j] + Bigpmri (4) -

| = u"[j] ) U[i, 5]+ 227 172 (5) - U™ [i — m, ]
— q*lj] = w[j] + Siepmr? () - Ui, ] + B2, 1! (G) - UVl — m, ]
= ¢[j] = @[] + Bicpmyri (5) - UZ[i, 5] + 230,475 (5) - Ui — m, ]
— poli] = w0l + Sicpmr?d) - (Ui, 5] - U¥li, 5] = U2[i, 5))

e Use {¢**[j]}jez to extrapolate a polynomial ¢*¢ of degree < k + ¢ — 1 such that Zce[g]qadd((jc) =0,
and output {¢®*[j]},epmnz

e For each a € {z,y, 2}, use {¢*[j]} ez to extrapolate a polynomial ¢* of degree < k + ¢ — 1 such that
Yeeq®(¢e) = 0 and output {¢°[j]};cin)\z-

e Use {q°[j]}jez to extrapolate a polynomial ¢° of degree < 2k — 1 such that po(¢.) = 0 for every ¢ € [/]
and output {¢°[j]}jemnz

CondenseViews: We now describe the condense views function for this protocol. This function simply removes
{5} seppnz, {l)}jempz and {¢“[i]}jempz for each a € {z,y,z} from the views and outputs the
remaining transcript as the condensed views.
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F Security Proof of Cross-Stacking Compiler (Theorem 4)

We now prove that the protocol ¥ = (A’, 7', ¢’) described in Figure 4 is a stackable Y-protocol for the
relation R'((z1, ..., %), (@, w)) == Ri(x0,w).

Completeness. Completeness follows directly from the completeness of the underlying 3-protocols, com-
pleteness of the commitment scheme. Note that because the underlying Y-protocol has a well-behaved
simulator, the prover will not produce non-accepting transcripts on any clauses embedding false instances.

Special Soundness. We create an extractor £ for the protocol ¥/ using the extractors &; for the underlying
sigma protocols ¥;. The extractor £ is given two accepting transcripts for the protocol ¥’ that share a first
round message, i.e. a,c,z,c,z. The extractor uses this input to recover 2¢ total transcripts (2 for each
branch), (a;,c, z), (a},c,z}) for ¢ € [¢]. By the binding and verification properties of the equivocal vector
commitment scheme, with all but negligible probability there exists an « € [¢] such that a, = al,. £ then
invokes the extractor of ¥, on these transcripts to recover w < Eu(1*, 24, @a, Cas Za, Chy, 25,) and returns
(o, w). Because the underlying extractor &, cannot fail with non-negligable probability, the £ succeeds with
overwhelming probability.

Extended Honest-Verifier Zero-Knowledge (and Recyclable Third Messages). We denote distri-

bution of third round message for ¥’ as Dgz)/. Note that DEZ)/ is constructed from a commitment key ck, a
randomness for the commitment scheme 7, and a single element d € D. Note that by the hiding property of
the commitment scheme, the distribution of ck is independent of the binding index B. More formally, for
pp < Setup(1?),

Dﬁz)/ = {(ck,r,d) | (ck,ek) < Gen(pp, B ={1});r & {0, 1}>‘;d & D}

Note that this distribution is independent of the statements, as D itself is independent of the statements.

We construct the extended simulator by running the underlying extended simulating S*™V?¥ for every
clause and committing to the tuple of first round message (a1, ...,a;) using commitment key ck and ran-
domness 7:

SEVE (1, ... 0, (ck, 7, d)) =
Vi € [£] compute z; < TExt;(c,d)
Vi € [{] compute a; < SV (2, ¢, 2;)

return o’ = Com(ck,v = (ay,...,ae);7)

Let D(®®) denote the distribution of transcripts resulting from an honest prover possessing witness (o, w)
running ¥’ with an honest verifier on the statement (1, ..., z), where D(®®) is over the randomness of the
prover and the verifier. We now proceed using a hybrid argument. Let H(®) be the same as D(*™) except let
the first round message of clause « be generated by simulation, i.e. z, < TExt,(c, d); aq < S"V (24, ¢, 24).
By the EHVZK of ¥, H(® ~ D) Next, let H(®%) be the same as H(*) except let the commitment
key ck be generated with the binding position as B = {1}, i.e. (ck,ek) < Gen(pp, B = {1}). Observe that
H (k) 2 34(2) by the (perfect) hiding of the partially binding commitment scheme. Lastly note that # (@)

/
matches the output distribution of S®V'((x1,...,x,), ¢, D) ).

Therefore Y/ is a stackable Y-protocol.

G k-out-of-/ Proofs Of Partial Knowledge

In this section, we show how our cross stacking compiler from the previous section can be extended to obtain
efficient k-out-of-¢ proofs of partial knowledge. These are proofs for statements of the form x = x1,..., zy,
where the prover must prove that it has witnesses to atleast k out of these £ clauses. More formally for
languages of the form £ = {z = x1,...,2¢ | IK C [{], {w; }icx, {Ri(xi, w1) = 1}iex }-
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Clause 0 Clause 1 Clause 2 Clause 3 Clause 4

1-0f-5 binding
Commitment @
1-0f-5 binding
Commitment @ @ @
1-0f-5 binding
Commitment @

Figure 12: The structure of the commitment required for proving a 3-of-5. The grey circuits represent
example binding positions for a valid proof. The third round message consists of 3 third round messages
20, 21, 22. The verifier uses the first commitment to check the correctness of zg, the second commitment to
check the correctness of z1, and the third commitment to check the correctness of z3. Special care must be
taken to ensure that no more than a single binding position appears in any given column.

A strawman approach towards designing a stacking compiler for such statements would be to run k
independent instances of our cross stacking compiler, once for each of the k clauses for which the prover has
a witness. However, this simple idea is vulnerable to an adversarial prover who might only have a witness
for one of the clauses and uses that in each of the k instances. For proofs of partial knowledge, we need
to make sure that the prover indeed has witnesses for k distinct clauses. For this, we extend the notion
of partially binding vector commitments to accommodate partially binding commitments to matrices (or
vectors-of-vectors), that allows a committer to commit to a matrix of k£ x ¢ dimension such that only one
entry in each row is binding. Moreover, the binding position in each of the rows must be distinct as shown
in Figure 12. As a result, as shown in Figure 12, each row in these commitments is equivalent to a 1-out-of-£
binding vector commitment (See Definition 4).

We present a simple construction for this primitive using k£ x ¢ instances of a regular non-interactive
commitment and a non-interactive zero-knowledge proof.

G.1 Partially Equivocal Vector-of-Vectors Commitments

In this section, we formalize the notion of a k-out-of-¢ binding vector-of-vectors commitment.

Definition 15 (k-out-of-¢ Binding Vector-of-Vectors Commitment) A k-out-of-¢ binding non-
interactive vector-of-vectors commitment scheme with message space M, is defined by a tuple of the PPT
algorithms (Setup, Gen, Com, Open, Equiv) defined as follows:

e pp < Setup(1*) On input the security parameter \, the setup algorithm outputs public parameters pp.

o (ck,ek) « Gen(pp, B): Takes public parameters pp and a k-subset of indices B € ([ﬁ]), Returns a
commitment key ck and equivocation key ek. We denote the elements of B (in order) as b; for i € [k].

e (com,op) < Com(pp,ck,{Vi}icpy;7): Takes public parameter pp, commitment key ck, and k (-tuples
v; for i € [k] and randomness r. Returns a partially binding vector-of-vector commitment com along
with an opening op. We denote the elements of the tuple v; as v, ; for j € [(]

e b = Open(pp, ck,com, {V;};cx],0p): On input the public parameter pp, commitment key ck, the com-
mitment com, the committed values {V;};cpy) and the opening op, this algorithm outputs a bit b € {0,1}.

e op’ < Equiv(pp, ek, {Vi}ick), {V'i}ick], com,op): Takes public parameters pp, equivocation key ek,
commitment com, original opening op, original commitment value {Vvi}icp), updated commitment
values {V'i}icix) such that Vi € [k] © vip, = vi, . Returns an opening op’ of the commitment
c = Com(pp, ck, {Vi}icp; ) to the value {v'i}ic
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The properties satisfied by these algorithms are as follows:

(Perfect) Hiding: The commitment key ck (perfectly) hides the binding positions B and commitments com
(perfectly) hide the committed k x ¢ values in v:

Y4
V{Vi}iew): {Vitiew € M**: VB, B’ € ([k]> :

[(ck, com)|(com, op) — Com(pp, ck, {V;}icpw); 7); 7 < {0,1}"; (ck, ek) < Gen(pp, B); pp < Setup(1*)] £
[(ck’, com”)|(com, op) «— Com(pp, ck’, {v]}icpr);r); 7 < {0,1}"; (ck', ek’) «<— Gen(pp, B'); pp Setup(1%)]

(Computational) Partial Binding: It is intractable to find a commitment key ck, commitment com. {-
tuples {v}icpk), {V'}iew) and openings op,op’ such that, for all PPT algorithms A:

[ﬂ) , /
VB € y e k], vip, #Vip, A
(k Vo £ i pp  Setup(1*);

Open(pp, ck, com, {v; }icfk),0p) = 1 A |(ck,com, v, v', op,0p’) < A(1", pp)
Open(ppa ck, com, {Vg}ie[k]a Op/) =1

< negl(})

Partial Equivocation: Given a commitment to v under a commitment key ck < Gen(pp, B) it is possible
to equivocate to any v' as long as Vb; € B : v, = V';p,. That is, ¥V B € ([i]), V {Vitiem) {Vitiew) €
MFEXE gt b, € B : Vip, =V'ip, then:

pp Setup(l)‘);
(ck, ek) < Gen(pp, B);r + {0,1}";
(com, open) < Com(pp, ck, {Vi}icx]; )
op’ < Equiv(ek, {vi}iem, {Vi}ick), com,op)

Pr | Open(pp, ck, com, {vi};ciy,0p’) =1 =1

Construction in the Random Oracle Model. Let NICom be a non-interactive commitment scheme and
(P,V) be a non-interactive zero-knowledge proof system in the random oracle model. We now present a
construction of a k-out-of-¢ binding vector-of-vectors commitment in Figure 13.

Theorem 5 Let NICom be a non-interactive t-out-¢ binding vector commitment scheme and (P, V) be a non-
interactive zero-knowledge proof system in the random oracle model, then the scheme presented in Figure 13
is a non-interactive k-out-of-f binding vector-of-vectors commitment in the random oracle model.

Proof 9 Hiding follows from the hiding of the underlying commitment scheme. Binding and equivocation
follow from the soundness and completementness of the zero-knowledge protocol.

G.2 Stacking compiler

Theorem 6 (Stacking for Proofs of Partial Knowledge) Let D be a distribution. For each i € [{], let
¥ = (4,Cy, Zi, @) be a stackable (See Definition 7) S-protocol for the NP relation R; : X; x W; — {0,1},
that is cross simulatable w.r.t. to a distribution D, and let (Setup,Com,Open, Equiv) be a k-out-of-¢
binding vector-of-vectors commitment scheme (See Definition 15). For any pp < Setup(1*), the pro-
tocol X' = (A',C",Z',¢') described in Figure 14 is a X-protocol for the relation R'((x1,...,x¢),(K =
{kr, - kkd{wsdiex) = AjerR; (x5, w;).

Proof 10 Completeness: Completeness follows directly from the completeness of the X-protocols, k-out-
of-¢ binding vector of vectors commitment scheme and the EHVZK simulators.

Special Soundness: Special soundness follows from the the binding property and the verification property
of the commitment scheme in a similar way as in the proof of the cross stacking compiler.

Special Honest- Verifier Zero Knowledge: Special Honest Verifier Zero-Knowledge property also follows
exactly like in the proof of the cross stacking compiler.
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k-out-of-¢ Binding Vector-of-Vectors Commitment
e pp + Setup(1*): Output pp = 1.
o (ck,ek) < Gen(pp, B): Output (ck,ek) = L
o com < Com(ck, {Vi}icp;7):

— For each ¢ € [k], j € [{], sample a random value r; ; and compute com; ; = NICom(v; ;;7; ;).

— Use the non-interactive zero-knowledge proof to compute a proof 7 using statetement
{com; ;}ick),jee, v and witness B, {r;p, }icqx], for the following language:

14
L= {({comm}ie[k]}je[g],v) :dB € <[k}>’3{ri,bi}i€[k]v such that com; ; = NICom(vm;ri,j)}

— Set com = {com; ; }ic(x],jel and r = 7.

e 7'« Equiv(pp, ek, {Vi}icx]; {V'i}icx); 7): Use the non-interactive zero-knowledge proof to compute a
proof 7 using statetement {com; ;}ici,jepg, V' and witness B, {rip, }icp), for the above language £
and output r’ = 7.

e b < Open(pp,ck,com,{Vvi};cx),r): Parse com = {com;;}icpjelg and » = 7. Output b =
V({comi)j}ie[k]’je[g],v,7r).

Figure 13: A k-out-of-¢ Binding Vector-of-Vectors Commitment
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Stacking Compiler for k-out-of-¢ Proofs of Partial Knowledge
Statement: z =z1,..., 2,
Witness: w = (K= {k1,...,kp},{w; };ex)

— First Round: Prover computes A'(x,w;rP) — a as follows:

Parse rP = ({Tf}jeKHTH{TmapJ}jE[k])'

For each j € K, compute a; Aj(xj,w]-;r;’).

— For each j € [k], set vjx, = ag;.
— For each j € [k],i € [{]\ k;, set v ; = 0.
— Compute (ck, ek) < Gen(pp, B = K).

For each j € [k], set v; = (vj1,...,vj)

Compute (com,op) <= Com(pp, ck, {V;}jcr);7)-

— Send a = com to the verifier.

~ Second Round: Verifier samples ¢ + {0,1}* and sends it to the prover.

— Third Round: Prover computes Z'(z, wq, ¢; r?) — z as follows:

— Parse 1P = ({r};exlI"|{rmap,j }iem)-
— For each j € [k]:
* Compute z; < Zy, (Tk,, Wi, , G TZ],)
* Compute d;j + ngj -p(2j; Tmap,j)
« For i €[]\ k;j,
- Set z;,; + TExt;(c, d;)
- Set a;; + SV (x4, ¢,255)
x Set ajk; — >
— For each j € [k], set v} = (aj1,...,a;.)
— Compute op” < Equiv(pp, ek, {V;} e[k, {V;}je[k],com,op)

— Compute and send z = (ck, {dj}je[k],op’) to the verifier.
— Verification: Verifier computes ¢'(z,a,c, z) — b as follows:

— Parse a = com and z = (ck, {d;},c[, oP')

For each j € [k]:
« For ¢ € [{], set z;,; +— TExt;(c,d;)
« For i € [{], set aj; <SPV (x;,¢, 25,:)

— For each j € [k], set v} = (aj1,...,a;.)

Compute and return b as

b = (Open(pp, ck,com, {v’};cpup, 00")) A /\ bi(i,a4,¢,25)
JE[k],i€[4)

Figure 14: A compiler for k-out-of-¢ proofs of partial knowledge.
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