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Abstract. Fully Homomorphic Encryption (FHE) schemes enable to compute over encrypted data. Among
them, TFHE [7] has the great advantage of offering an efficient method for bootstrapping noisy ciphertezts,
i.e., reduce the noise. Indeed, homomorphic computation increases the noise in ciphertexts and might com-
promise the encrypted message. TFHE bootstrapping, in addition to reducing the noise, also evaluates (for
free) univariate functions expressed as look-up tables. It however requires to have the most significant bit
of the plaintext to be known a priori, resulting in the loss of one bit of space to store messages. Furthermore
it represents a non negligible overhead in terms of computation in many use cases.

In this paper, we propose a solution to overcome this limitation, that we call Programmable Bootstrap-
ping Without Padding (WoP-PBS). This approach relies on two building blocks. The first one is the
multiplication & la BFV [10] that we incorporate into TFHE. This is possible thanks to a thorough noise
analysis showing that correct multiplications can be computed using practical TFHE parameters. The
second building block is the generalization of TFHE bootstrapping introduced in this paper. It offers the
flexibility to select any chunk of bits in an encrypted plaintext during a bootstrap. It also enables to
evaluate many LUTSs at the same time when working with small enough precision. All these improvements
are particularly helpful in some applications such as the evaluation of Boolean circuits (where a bootstrap
is no longer required in each evaluated gate) and, more generally, in the efficient evaluation of arithmetic
circuits even with large integers. Those results improve TFHE circuit bootstrapping as well. Moreover, we
show that bootstrapping large precision integers is now possible using much smaller parameters than those
obtained by scaling TFHE ones.
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1 Introduction

Fully Homomorphic Encryption (FHE) is a family of encryption schemes allowing to perform computation over
encrypted data. FHE schemes use noisy ciphertexts for security reasons, i.e., ciphertexts containing some ran-
domness. This noise grows after every performed homomorphic operation, and, if not controlled, can compromise
the message and prevent the user from decrypting correctly. A technique called bootstrapping and introduced by
Gentry [11] allows to reduce the noise, by mean of a public key called bootstrapping key. By using bootstrapping
frequently, thus reducing the noise when needed, one can perform as many homomorphic operations as she
wants, but it remains an expensive technique, both in terms of execution time and memory usage.

Nowadays, the most practical FHE schemes are based on the hardness assumption called Learning With
Errors (LWE), introduced by Regev in 2005 [16], and on its ring variant (RLWE) [18,15]. Even if bootstrapping
is possible for all these schemes, some of them (such as BGV [3], BFV [2,10] and CKKS [5]) actually avoid
it because the technique remains a bottleneck. These schemes make use of RLWE ciphertexts exclusively and
adopt a leveled approach, which consists in choosing parameters that are large enough to tolerate all the noise
produced during the computation. These schemes take advantage of SIMD encoding [17] to pack many messages
in a single ciphertext and perform the homomorphic evaluations in parallel on all of these messages at the same
time, and they naturally perform homomorphic multiplications between RLWE ciphertexts by doing a (tensor)
product followed by a relinearization/key switching.

TFHE [6,7,8] is also an (R)LWE-based FHE scheme which differentiates from the other (R)LWE-based
cryptosystems because it supports a very efficient bootstrapping technique. TFHE was originally proposed as an
improvement of FHEW [9], a GSW [12] based scheme with a fast bootstrapping for the evaluation of homomor-
phic Boolean gates. Apart from improving FHEW bootstrapping, TFHE also introduces new techniques in order
to support more functionalities than the ones proposed by FHEW and to improve homomorphic evaluation of
complex circuits.

TFHE efficiency comes in part from the choice of a small ciphertext modulus which allows to use CPU native
types to represent a ciphertext both in the standard domain and in Fourier domain. This is what we call the
TFHE context.
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TFHE encrypts messages in the most significant bits, meaning a message m € Z is rescaled by a factor
A € 7Z before being reduced modulo ¢. The small noise e € Z is added in the least significant bit, so a noisy
plaintext looks like A-m + e mod ¢. In this paper, when we refer to bits of precision, we mean the quantity
p = logy(%). We illustrate this in Figure 1. Note that if m > 27 some of the information in m will be lost
because of the modulo.

precision = 7 bits
m
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Fig. 1. In TFHE, messages are encoded in the most significant bits (MSB), and so it is rescaled by a scaling factor A,
while the error appears in the least significant bits (LSB). The precision is log, (%), i.e 7 bits in the figure.

TFHE bootstrapping is very efficient, but also programmable, meaning that a univariate function can be
evaluated at the same time as the noise is being reduced. It is often called programmable bootstrapping and
noted PBS. The function to be evaluated is represented as a look-up table (LUT) and the bootstrapping rotates
this table (stored in an encrypted polynomial) in order to output the correct element in the table. The LUT
has to have redundancy (each coeflicient is repeated a certain amount of time consecutively) in order to remove
the input ciphertext noise during the PBS.

A multi-output version of the PBS is described in [4] allowing the evaluation of multiple functions {f;}; over
one encrypted input. Each function f; is encoded as a LUT in a polynomial P;. One can find a shared polynomial
@ such that we can decompose each P; as @ - P} and compute CTou + PBS*(ctin, BSK, Q). Then, one needs
to multiply CTou by each of P/ and sample extract the resulting ciphertexts. One would have obtained the
evaluation of each function.

One drawback of this method is that the noise inside the i-th output ciphertexts depends on P;.

A recent paper revisits the TFHE bootstrapping [13]. It gives two algorithms and a few optimizations to
compute programmable bootstrapping on large precision ciphertexts encrypting one message decomposed in
a certain base. Those algorithms could be used to homomorphically compute multivariate functions if we call
them with the right lookup tables.

The BGV/BFV/CKKS leveled approach is very convenient when the circuit that has to be homomorphically
evaluated is small in terms of multiplicative depth, but also known in advance. When multiple inputs have to
be evaluated with the same circuit at once, this approach is also very good in terms of amortized computation
time. However, when the circuit is deep and unknown, the TFHE approach is more convenient.

A recent work by Boura et al., called Chimera [1], tries to take advantage of both approaches, by building
bridges between FHE schemes (TFHE, BFV and CKKS), in order to switch between them depending on which
functionality is needed.

TFHE and its fast PBS are very powerful, but have some limitations:

A In general, to correctly bootstrap a ciphertext, its encrypted plaintext needs to have its first MSB set to
zero. The only exception is when the univariate function evaluated is negacyclic.

B One cannot bootstrap efficiently a message with a large precision (e.g. more than 6 bits). The number of
bits of the message we bootstrap is strictly related to the dimension N of the ring chosen for the PBS. This
means that the more we increase the precision, the more we have to increase the parameter N, and the
slower the computation is.

C The PBS algorithm is not multi-thread friendly. Indeed, it is a loop working on an accumulator.

D There exist no native multiplication between two LWE ciphertexts. There are two approaches to multiply
LWE ciphertexts: (i) use two programmable bootstrappings to evaluate the function x — —2 so we can build

the multiplication z -y = (I“’) = 4y) ; (44) use 1 or more TFHE circuit bootstrappmgs [7] in order to

convert one of the inputs 1nto a GGSW (if not given as input) and then performing an external product.
Since both techniques use PBS, they both suffer from limitations A and B.
E Because of limitations A and B it is not possible, in an efficient manner, to homomorphically split a message
contained in a single ciphertext into several ciphertexts containing smaller chunks of the original message.
F The PBS can evaluate only a single function per call. Using the [4] trick, we can evaluate multiple Look-Up
Tables at the same time, but the output will have an additional amount of noise which depends on the
function evaluated.
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G TFHE gate bootstrapping represents a very easy solution for evaluating homomorphic Boolean circuits.
However, this technique requires a PBS for each binary gate, which results in a costly execution. Furthermore,
when we want to apply a similar approach to the arithmetic circuit with bigger integers (more than 1 bit),
TFHE does not provide a solution.

H TFHE circuit bootstrapping requires £ PBS followed by many key switchings which is quite time consuming.

Contributions. In this paper we overcome the above-mentioned TFHE limitations. First, we generalize TFHE
PBS so it can evaluate several functions at once without additional computation or noise. This approach is
possible when the message to bootstrap is small enough. It overcomes limitation F' and enables to compute
a single generalized PBS when computing a circuit bootstrapping instead of ¢ PBS, overcoming limitation H.
Circuit bootstrapping is particularly interesting in the leveled evaluation of Look-Up Tables, as shown in [7].

Furthermore, we thoroughly study the noise growth when computing a tensor product followed by a relin-
earization (i.e. the BFV-like multiplication) and found parameters compatible with the TFHE context repre-
senting a new way of computing LWE multiplications in TFHE. This multiplication is efficient and does not
require a PBS which overcomes limitation D. We also propose a packed use of this algorithm to compute several
LWE products at once or a sum of several LWE products at once. Our noise analysis is also valid for BFV-like
schemes and can help estimate the noise growth there.

From this multiplication, we define a new PBS procedure that does not require the MSB to be set to zero,
overcoming limitation A. This new procedure is composed of few generalized PBS that can be computed in
parallel which makes it more multi-thread compatible (limitation C). Observe that, differently from Chimera,
which builds bridges to move between different schemes, we add the support for a BFV-like multiplication into
TFHE, in order to remove some of the TFHE limitations. In this way, we don’t need to switch between schemes,
and we can remain all the time in the TFHE context.

From this new PBS we are able to homomorphically decompose a plaintext from a single ciphertext into
several ciphertexts encrypting blocks of the input plaintext, overcoming limitation E, and also relax the need
for PBS at every gate in the gate bootstrapping and its generalization, overcoming limitation G.

From this new decomposition algorithm and the Tree-PBS algorithm [13], we are able to create a fast PBS
for larger input messages, overcoming limitation B. We can also in an even faster manner refresh the noise
(bootstrap, not PBS) in a ciphertext from this new decomposition algorithm.

2 Background and Notations

The parameter g is a positive integer and represents the modulo for the integers we are working with. We note
Z4 the ring Z/qZ. The parameter N is a power of 2 and represents the size of the polynomial we are working
with. We note R, the ring Z,[X]/(XN 4+ 1). A Gaussian distribution with a mean set to zero and a standard
deviation set to o is written x,. We use the symbol || for concatenation. We refer to the most (resp. least)
significant bits of an integer as MSB (resp. LSB). We alse refer to look-up tables as LUT. The (computational)

complexity of an algorithm Alg, potentially dependent on some parameters p1,--- ,p,, is denoted Cﬁ}g’"' P
Remark 1. Observe that in this paper we use different notations compared to TFHE [6,7,3]. In TFHE, the

message and ciphertext spaces are expressed by using the real torus T = R/Z. On a computer, they implemented
T by using native arithmetic modulo 232 or 264, which means that they work on Zg (with ¢ = 232 or ¢ = 264).
This is why we prefer to use Z, instead of T. It is made possible because there is an isomorphism between Z,
and %Z/Z as explained in [1, Section 1].

LWE, RLWE & GLWE Ciphertexts. A GLWE ciphertext of a message M € %R, with the scaling factor A € Z,
under the secret key S € 9%’; is defined as follows:

k
CT= (A1, , A, B=Y A;-Si+ M- A], + E) = GIWEg(M - A) € RET!
i=1

such that S = (S1,---,Sk) € 9%’; is the secret key with coefficients either sampled from a uniform binary,
uniform ternary or Gaussian distribution, {A4;}*_, are polynomials in MR, with coefficients sampled from the
uniform distribution in Z,, E is an noise (error) polynomial in 9, such that its coefficients are sampled from a
Gaussian distributions x,. The parameter k is a positive integer and represents the number of polynomials in
the GLWE secret key. To simplify notations, we sometimes define S1 as —1.

A GLWE ciphertext with N = 1 is an LWE ciphertext and in this case we consider the parameter n = k for
the size of the LWE secret key and we note both the ciphertext and the secret with a lower case e.g. ct and s.
A GLWE ciphertext with £k =1 and N > 1 is an RLWE ciphertext.
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Lev, RLev & GLev Ciphertexts. A Glev ciphertext with the base B € N* and ¢ € N* levels, of a message
M € R, under the GLWE secret key S € 9{’; is defined as the following vector of GLWE ciphertexts:

CT = ((:T17 - ,CT[) _ GLev?’é(M) c m(l;x(k—kl)

where CT;=GLWEs(M-.%;) is a GLWE ciphertext.

A GLev ciphertext with N = 1 is a Lev ciphertext and in this case we consider the parameter n = k for the
size of the LWE secret key. A GLev ciphertext with k =1 and N > 1 is a RLev ciphertext.

Decomposition Algorithms. The decomposition algorithm in the integer base 8 € N* with £ € N* levels is written
dec'®? and takes as input an integer z € Z, and output a decomposition vector of integers (x1,--- ,x¢) € Zg
such that:

(dec™ (o), (. o)) = P ‘l(ﬂ & ez,

Note that this decomposition starts from the MSB. When we apply this decomposition on a vector of integers,
we end up with a vector of decomposition vector of integers.

We can also decompose an integer polynomials X € 2R, into a decomposition vector of polynomials (X7, - , X,) €
i)‘if; such that:

<dec(%’l)(X)7 (% %» - {X : %ﬂ -% €N,

When we apply this decomposition on a vector of Polynomials, we end up with a vector of decomposition
vectors of polynomials.

Key Switching. A technique that is often used in FHE is called key switching and it allows to change parameters
and keys in the ciphertext. The key switching is a technique that makes the noise grow and it is performed
using a so-called key-switching key which is a public key composed of encryptions of secret key elements.
There are different types of key switchings: we will quickly list and describe the ones that are interesting
for the understanding of the paper. The LWE-to-GLWE key-switching key is noted KSK and it is equal to
KSK={CT,=Glev},“(ss)}, _,_ , where s = (s1,..., Sn) € Zq is the input LWE secret key and s'=(s,...,s})en? is the
output GLWE secret key.

— ‘ CTout < PrivateKS({ct;}ic(1,... p}, KSK) ‘: allows to apply a private linear function f:(z/qz)? —Z/qZ[X] over

p LWE ciphertexts {ct;=LWEs(m1)}icq1
details check [7, Algorithm 2].

— ‘CTout < PublicKS({ct; }ic(1,... p}, KSK, f) ‘: is a public version of the previous key switching, i.e. a key

»; and creates a GLWE ciphertext CTo.=GLWEg/ (f(m1,--,m,)). For more

switching with a public linear function f. For more details check [7, Algorithm 1]. The key switching used in
TFHE PBS is a public key switching, where the function f is the identity function and the output GLWE
is instantiated with £k = n’ and N =1 (i.e., as an LWE instance).

— | CToue + PackingKS({ct; }]_;, {i;};_;, KSK) |: is a (public) key switching procedure enabling to pack sev-

eral LWE ciphertexts into one GLWE. It takes as input a set of p LWE ciphertexts as well as a set of p

indexes. Given the set of indexes {i; }§:17 the function f has the following shape: f({m;}?_,)—>¢_, m; X%.

GSW, RGSW & GGSW Ciphertexts. A GGSW ciphertext with the base 8 € N* and ¢ € N* levels, of a message
M € R, under the GLWE secret key s=(s1,,5:)ent is defined as the following vector of GLev ciphertexts:

CT = (CT1,-+,CTypr) = GGSWEY (M) € b+ x0x (4 )
where CT;=GLev(®" (-5;-M) is a GLev ciphertext. Remember that we note Sy 1=-1.

A GGSW ciphertext with NV =1 is a GSW ciphertext, and a GGSW ciphertext with k =1 and N > 1is a
RGSW ciphertext.

TFHE PBS. The bootstrapping of TFHE has a double functionality: it reduces the noise in the ciphertexts and
at the same time evaluate a univariate function, we call it PBS for programmable bootstrapping. In order to be
performed, the PBS uses a so called bootstrapping key, i.e., a list of GGSW encryptions of the elements of the
secret key used to encrypt the input LWE (noisy) ciphertext of the PBS. The procedure is composed of three
major steps:
— Modulus Switching: the input LWE ciphertext in ZZH is converted into a ciphertext in Zg]'\‘}l;
— Blind Rotation: a GLWE encryption of a redundant LUT is rotated (by using a loop of CMux operations [3])
according to the LWE ciphertext produced in the previous step and the public bootstrapping key;
— Sample Extraction: the constant coefficient of the GLWE output of the previous step is extracted as a LWE
ciphertext.
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TFHE Clircuit Bootstrapping. In 2017, TFHE authors propose a technique called citcuit bootstrapping [7], to
convert an LWE ciphertext into a GGSW ciphertext, and to reduce its noise at the same time.

The circuit bootstrapping is composed by a series of £ TFHE PBS (as described in the previous paragraph),
followed by a list of (k + 1)¢ private key switching procedures. The goal is to build one by one all the GLWE
ciphertexts composing the output GGSW.

3 Building Blocks

In this section we describe two building blocks: the LWE multiplication, that uses an existing GLWE multipli-
cation together with some key switchings and sample extraction, and a generalized version of TFHE PBS. Both
techniques are necessaries in order to build our constructions in the rest of the paper.

3.1 LWE Multiplication

We first recall the multiplication algorithm for GLWE ciphertexts in Algorithm 1. It is composed of a tensor
product followed by a relinearization and is widely used in the literature [10] (we recall the GLWE [3] algorithm,
instead of the more limited RLWE version). Since this algorithm is largely used in the rest of the paper, we
thoroughly study its noise growth and provide a formal noise analysis where var(s) is the variance of a GLWE
secret key polynomial S € Ry, Var(s,,,) (resp. Var(Si,)) is the variance of even (resp. odd) coefficients in s2
and var(s”) is the variance of coefficients in s;-s; which is the product between two independent secret key
polynomials S;, S; € Ry.

Algorithm 1: CT + GLWEMult (CT, CT2, RLK)

S =(S1,...,Sk) € RE: a GLWE secret key
A =min (A, Ag) € Zq

Context:
OMEXE Y PT, = My Ay € B,
PTy = MaA> € Ry
CTy = GLWEs (PT1) = (A1,1, -, A1k, B1) € RET!
Input: CT2 = GLWEs (PT2) = (A2,1,- -+, A2,%, B2) € SR(’;“
_ 1<5<i
RLK = {CTiyj = GLev(S%'Z) (S; - Sj)} ;J;k : a relinearization key for S
li<i<
Output: CT = GLWEg (%) € |+l
1 begin
/* Tensor product */
2 for 1 <i<kdo
[AIJ‘A2J]Q
|| e[
q
4 end
5 for 1 <i<k, 1<j<ido
[A1,iA42 j+4A1 j-Az 4]
R ||
q
7 end
8 for 1 <:<kdo
[A1,i-B2+B1-Ag 4]
| Ty
q
10 end
11 B « H‘M-H
A
q
/* Relinearization */
12| CT (Al AL B + 0k, (TTa,dec™9 (1)) + 01215, (T - dec™ 0 (R )
13 end

Theorem 1 (GLWE multiplication). Let CT,=GLWEs(PT:)enk+! and CT,=GLWEs (PT2)enxi*t be two GLWE ci-

phertexts, encrypting respectively PTi=MA1eR, and PT.=M>A2eR,, under the same secret key S=(Si,...,Sk)eRE,
1<j<i

with noise sampled respectively from xo, and Xo,. Let RLK:{ﬁi,j:GLevff‘“(Si-sj)emgx(’““)} be a relineariza-

1<i<k
tion key for the GLWE secret key S, with noise sampled from X e, -

Algorithm 1 computes a new GLWE ciphertext CT encrypting the product PT,-PTy/AeR, where A=min(A1,Az)
(a scaling factor), under the secret key S, with a noise variance Vargrwemas estimated by the following formula:
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VargLwEMutt = 2% (A7 1M1 112, 03+ a3 1M211 2 0F +0F0d )+

2_ .
+A% (q - (1+kNVar(s)+kN[E2(s>)+%Var(s)+%(1+kNE(s))2)(a§+a§)+

+ﬁ+%§~((A2—l)~(Var(S)+TE2(S))+3-Var(S))+%7A12)ﬁ~((A2—1)~(Var(S/’)+'E2(S”))#»B-Var(S”))#»

24
(1)
k41 2
+hN (a2 71)-(Var(s;dd>+\/ar(séve")+2.m2(sl’“ean))+3.(Var(sédd)+v3r(séven)))+kezva§LK-% B2
N 2
+ RN ( e ﬁ) ((o=1)-(Var(8" ) +E2 (S]lean)) +Var(S4q) +Var(Shyen) +2E2 (Shhean) ) +

+%-((k—1)-Var(s”)+v3r(s(’,dd)+v3r(séven)).

Let k*=EEED gnd p+=EE0EE2) - The complexity of the algorithm is:

(k,£,n,N) _ ~(k,N) (k,€,N)
CGLWEIVlIuIt - CTensorProduct + CRelin
C'(I'I:r;sl&;jrllroduct = 2(k + 1)Crer + kT Cirrr + (k + 1) NCrurrr + k™ NCadgarrr (2)

Cé’:ﬁf'm = NLk™Cyec + k™ €Crer + k™ €(k + 1) NCrunrrr + (k"€ — 1)(k + 1) NCauarrt + (k 4+ 1)Ciprr

Proof (sketch). In the proof, we compute the decryption of the resulting ciphertext, obtaining the message plus
the noise so we can estimate its variance. The detailed computation leading us to the aforementioned noise
formula is provided in Supplementary Material C.
O
The same Algorithm 1 can be adapted in order to perform a GLWE square: the square is more efficient since
R;’ ; and Al are computed with a single multiplication instead of two. For more details, we refer to Algorithm 9
in the Supplementary Material A.1.

3.1.1 Single LWE Multiplication We now define Algorithm 2 for homomorphically multiply two LWE
ciphertexts. It requires the sample extraction procedure, which is an algorithm adding no noise to the ciphertext
and consisting in simply rearranging some of the coefficients of the GLWE input ciphertext to build the output
LWE ciphertext encrypting one of the coefficients of the input polynomial plaintext. The sample extraction is
described in [8, Section 4.2] for RLWE inputs, and can be easily extended to GLWE, but due to page constraint,
please find this algorithm in the Supplementary Material A, Algorithm 14.

Theorem 2 (LWE-to-GLWE Packing Key Switch). We start with the simplest case were we pack a
single LWE ciphertext. Let ct,=LWE.(m-A)ezr ™t be an LWE ciphertext encrypting m-Aez,, under the LWE secret
key s = (s1,...,sn) € Zy, with noise sampled respectively from x,. Let 8’ be a GLWE secret key such that
8'=(81,....Sp)eRrEH!. Let KSK={CTT;=GLev2, " (s;)ensx k+D 1 be a key switching key from s to S’ with noise sampled

Jrom xksk-
There are two different variances after a packing key switch: one for the coefficient we just filled written
Varg and another for the empty coefficients Varemp. Those variances are estimated by:

1<i<n

2 2
q 1 n B< 42
Varly) = o® + 1 <Tw - E) - (Var(s) + B%(s)) + - Var(si) 4 £ o - =0
(3)
B2+ 2
1 2
Varéml =n- L oge * BETEE

When we pack 1 < o < N LWE ciphertexts, we have Var(y) =Var{ +(a—1)-Varll) and Var(e)=a-Var{}).
The complexity of the algorithm is:

Céﬁ;ﬁﬂéﬁ’é\] ) = alnCgec + aln(k + 1)NCpu + ((abn — 1)(k + 1)N + &) Cadq

Proof (sketch). In the proof, we compute the decryption of the resulting ciphertext, obtaining the message plus
the noise so we can estimate the two variances. The detailed computation leading us to the aforementioned
noise formulas are provided in Supplementary Material D.

O

Theorem 3 (LWE Multiplication). Let ct™=LWE,(m;-A1) and ct®=LWEs(m2-A2) be two LWE ciphertexts,
encrypting respectively mi-A, and ms-A;, both encrypted under the LWE secret key s = (s1, ..., 8,), with noise
sampled respectively from xo, and Xo,. Let Ksk={CT:=GLev}“(si)} _._ ~a key switching key from s to S" where
s'=(81.....,54), with noise sampled from X o Let RLK be a relinearization key for S', defined as in Theorem 1.

Algorithm 2 computes a new LWE ciphertext ctoy, encrypting the product m,-ma-Ag, Where Agi=maz(A1,A,),
under the secret key s'. The variance of the noise in ctoy: can be estimated by replacing the variances o1 and
o in the RLWE multiplication (Formula 1, Theorem 1) with the variance estimated after a packing key switch
(Formula 3, Theorem 2).

The complexity is:

(ks fRL "k, N) _ (1,¢gg,n.k,N) (k,trr n,N) (N)
CLWEMu|t =2 CPaCkingKS + (CGLWEMUK + CSampleExtract
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Algorithm 2: ctoys + LWEMult (cty, cta, RLK, KSK)

s= (81, ,8n) € Z;’; : the LWE input secret key
s’ = (s'l, cee ,S;CN) € Z];N : the LWE output secret key
Context: S = (S;, RN S,/C) € ER); : a GLWE secret key

Vi<i<k, 8= Z;'V;OI St—1). N1 X0 € Ry
Agut = max (A1, Az) € Zg

cty = LWEg(mq - Ay) € 277

cty = LWEs(ms - Ag) € Z)H

Input: RLK : a relinearization key for S’ as defined in algorithm 1
_JCcT. = B, L P . - : ’
KSK = {CTz Glevg, (Sl)}lgign : a key switching key from s to S
Output: ctoye = LWE / (my - ma - Aoue) € Z’;N+1
1 begin
/* KS from LWE to GLWE */
2 CTy; = GLWEg/ (m1 - A1) < PackingKS({ct; }, {0}, KSK) ;
3 CT2 = GLWEg/ (m2 - Az) < PackingKS({ct2}, {0}, KSK) ;
/* GLWE multiplication: Tensor product + Relinearization */
4 CT = GLWEg/ (m1 - m2 - Aout) + GLWEMult(CTy, CT2, RLK)
/* Sample extract the constant term */
5 ctour = LWE,, (m1 - ma - Aoy ) < SampleExtract (CT,0)
6 end

3.1.2 Packed Products & Packed Sum of Products It is possible to use algorithm 2 to compute with a
single multiplication several products, or several squares, or a sum of several products, or even a sum of several
squares.

These four functionalities can be easily achieved by slightly modifying Algorithm 2. In the case of PackedMult
and PackedSumProducts, the algorithm take in input two sets of LWE ciphertexts {cth }:{Lwes(m§1>.A1)}

and {ctf)}:{LWES(m?)'Ag)}OQKQZ

0<i<a

1. PackedMult: the goal is to compute LWE encryptions of the products m{".m{*. A, where Ag=maz(A;,4,).
The two input sets are packed with a packing key switch into two GLWE ciphertexts with indexes %,=
{0,1,2,--,a—1} and £2={0,a,2a,-- ,(a—1)a} respectively. The resulting GLWE ciphertexts are multiplied with the
GLWE multiplication (Algorithm 1) and finally all the coefficients at indexes i - (a4 1) (for 0 <14 < ) are
extracted.

2. PackedSumProducts: the goal is to compute a LWE encryption of the sum of products 391 m{".m®. A,
where Ag=maz(A;,45). The two input sets are packed with a packing key switch into two GLWE ciphertexts
with indexes #,={0,1,2,--,a—1} and Zs={a—1,a—2,a—3,---,0} respectively. The resulting GLWE ciphertexts are
multiplied with the GLWE multiplication (Algorithm 1) and finally the coefficient at index a—1 is extracted.

1

Note that it is possible to compute packed squares and a packed sum of squares if the two LWE input sets are
equal. It is also possible to compute squares and a sum of squares by computing a RLWE multiplication between
an RLWE ciphertext and itself. In that case, a single set of LWE input in provided {ct;} = {LWEg(m; - A)};,; .o

1. PackedSquares: the goal is to compute LWE encryptions of the squares m? - A. The input set is packed
with a packing key switch into a GLWE ciphertext with indexes 2={2°-1,2'—1,22—1,... 2%~ —1}. The resulting
GLWE ciphertext is squared by using the GLWE square algorithm and finally all the coefficients at indexes
201 — 2 (for 0 < i < ) are extracted.

2. PackedSumSquares: the goal is to compute a LWE encryption of the sum of squares 97! m2.2a. To
achieve this goal, the input set is packed with a packing key switch into a GLWE ciphertext with redundancy,
using two indexes sets 2,={0,1,2,-,a—1} and 2,={2a—1,2a—2,2a—3,---,a}. The resulting GLWE ciphertext is
squared by using the GLWE square algorithm and finally the coefficient at index 2« — 1 is extracted.

Note that we could also compute packed products and a packed sum of products with a GLWE square
algorithm by changing £, £; and £, and also extracting different coeflicients.

Also note that for these four algorithms, there are restrictions regarding the maximum value that « can take
each time. We provide more details in the Supplementary Material A.2.

3.2 Generalized PBS

We propose a more versatile algorithm for the PBS where we are able to bootstrap a precise chunk of bits,
instead of only the MSB as described in TFHE, and to also apply several function evaluation at once. We
describe this generalization in Algorithm 3. We introduce two new parameters, » and 9, which redefine the
modulus switching step of TFHE PBS. In particular, s defines the number of MSB that are not considered in
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the PBS, while 27 defines the number of functions that can be evaluated at the same time in a single generalized
PBS.

The two parameters » and o are illustrated in Figure 2, where ”input” represents the plaintext (with noise)
that is encrypted the input ciphertext of the modulus switching, and ”output” illustrates the plaintext (with
noise)that is encrypted inside the output ciphertext (after modulus switching). The first » MSB will not impact
the following steps of the generalized PBS and ¢ bits will be set to 0 in order to encode 2 functions in the
LUT stored in Py. Observe that the case (s¢,9) = (0,0) corresponds to the original TFHE PBS.

Input; IIIIIIIDDDDD]DIIIIIIIIIIIIIIIIII
output: SN | MM ] 1]

Fig. 2. Modulus switching operation in the generalized PBS (Algorithm 3): on top of the figures we illustrate the data
(m,m,e), on the bottom the dimensions (s, 2N, ).

We also define the "plaintext modulus switching” function written PTModSwitch to recover the plaintext of
the encrypted output of a modulus switching algorithm. Let m € Z, be a message A € Zg its scaling factor,
» € Z and ¥ € N the parameters of a modulus switching. We define ¢’ = %=. The case where s > 0 is
illustrated in Figure 3. We defined (8,m’)«PTModSwitch,(m,A,,9)c{0,1}xN as follow:

r_ q ’_
If 2>0: me=m m0d2/ Else : m. m .
ifm modqg <%, B=0, else B=1 B is a random bit

m

——o

i

]
2N
9

Fig. 3. Plaintext after the modulus switching from the generalized PBS (Algorithm 3) where 3 > 0: on top of the figure
we illustrate the data(m, 3, m'), on the bottom the dimensions (2N, 19).

Note that for simplicity purpose, we provide the generalized PBS noise formula only for binary secret keys.
However, in Supplementary Material B we provide formulas as well as proofs for more key distributions (binary,
ternary and Gaussian).

Theorem 4 (Generalized PBS). Let s=(s,, ~,sn)€Zy be a binary LWE secret key. Let 8'=(sj,...,8;,)ent be a
GLWE binary secret key such that si=>"N7"sl, 1) v, X7, and 8" = (s}, s} ) be the corresponding binary
LWE secret key. Let Py be a r-redundant LUT for a function f:z—z and Aouw be the output scaling factor. Let
(% 19) be the two integer variables defining (along with N ) the window size to be modulus switched, such that
Zzgm <2N, and let (8,m")=PTModSwitch,(m,A,,9)e{0,1} xN.

Then Algorithm 3 takes as input a LWE ciphertext ctn=LWEs(m-An)€zit with noise distribution from X, ,
a bootstrapping key BSK:{ﬁichsws“i*‘(s,;)}il from's to S' and a (possibly trivial) GLWE encryption of Ps-Acy,

and returns an LWE ciphertext ctoy under the secret key s', encrypting the message (=1)°-f(m’)-Aow if and only
if the input noise has variance aﬁ<3izg —%+1—g—%—4—"8, where I is a variable depending on the probability of

correctness defined as P:erf(%), w=2N-2"" and ¢'=q¢-2"*.
The output noise after the generalized PBS is estimated by the formula:

Var(PBS) = nf(k + 1)N

B2 42 q? — B¢ kN) nkN ( kN)2
5 .

Var(BSK) + nLT— > (1 nEN
ar(BSK) + n— (+ 2 )t +16
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The complezity of Algorithm 3 is the same as the complezity of TFHE bootstrapping [5], i.e.,

(n,£,k,N) _ ~(n) (n,€,k,N)~(N) ;
Cenpis = CMOdqusSwitching + nCeyux CSampIeExtract with

Clﬁgzzl;llfsjv\v]igching =(n+ 1)(CScale&Rou(nJCi,> (e
(CCIV/I)Ué))(kYN = (k + 1)(TL + 1)CRotation + 2n(k + 1)NCAdd + CEx’t;rr;al/l"roduct
itk N) = nl(k + 1)NCae + né(k + 1)Crer + n(k + 1)€(k + 1) NCryirer+

+n(k + 1)(€(k 4+ 1) — 1) NCadarrt + n(k 4 1)Cirer

Proof (sketch). In the proof, we compute the decryption of the resulting ciphertext, obtaining the message plus
the noise so we can estimate its variance. The detailed proof of this theorem is provided in Supplementary
Material B.

O

Algorithm 3: ctor <+ GenPBS (ctin, BSK, CTy, 5, 9)

s=(81,"",8n) € ZZ : the LWE input secret key
s’ = (s'l, cee ,S;CN) S Z);N : the LWE output secret key
S = (S{,...,S,’C) Eﬁﬁg : a GLWE secret key

VI<i<k, 8 =30 sl 1y v X € Ry

Py € Ry : a r-redundant LUT for z — f(x)

Aout € Zq : the output scaling factor

f+Z — Z : a function

(B,m’) = PTModSwitchg(m, Aj,, 5, 9) € {0,1} x N

ctin = LWEs(m - Ain) = (a1, ,an,ant1 = b) € zptt

BSK = {ﬁl = GGSWS’Z (s,;)}fll : a bootstrapping key from s to S’

CT; = GLWEg/ (P; - Aoy) € REF!

(3,9) € Z x N : define along with N the chunk of the plaintext to bootstrap
Output: ctoye = LWE,/ ((71)/j - f (m') . Aout) if we respect requirements in Theorem 4

Context:

Input:

1 begin

/* modulus switching */
2 for 1 <i<n+1do

oN.px—D
S e
2N

4 end

/* blind rotate of the LUT */
5 CT + BlindRotate (CTf, {al}7 1L, BSK) :

/* sample extract the constant term */
6 ctout < SampleExtract (CT, 0)
7 end

4 Upgraded Bootstrapping

This section describes our main contributions, i.e. the WoP-PBS (PBS without a bit of padding) and the PBS
evaluating multiple look-up tables at the same time (we call this algorithm PBSmanyLUT).

4.1 WoP-PBS first version

A big constraint with TFHE PBS is the negacyclicity of the rotation of the LUT. It implies a need of a padding bit
(as mentioned in Limitation A). We propose a solution to remove that requirement, by using the aforementioned
LWE multiplication (Algorithm 1) and the generalized PBS (Algorithm 3). This new bootstrapping is called
the programmable bootstrapping without padding (WoP-PBS) and a first version is described in Algorithm 4.

Theorem 5 (PBS Without Padding (V1)). Let s=(s1,,sn)ez? be a binary LWE secret key. Let s'=
(81.....5p)emt be a GLWE secret key such that s;=>N1"s(;_1) nyj 1 X €Ry, and s'=(s}, sjy)€ZEY be the corre-
sponding binary LWE key. Let Prem, (resp. Pie®,) be a r-redundant LUT for the function f : Z — 7, (resp.
the constant function x — 1) and Aoy € Zg be the output scaling factor. Let CTy be a (possibly trivial) GLWE
encryption of Ps-Aw: and CTq be a trivial GLWE encryption of Pi-Acw. Let (32,9) € Z x N be the two integer
variables defining (along with N ) the chunk of the plaintext that is going to be bootstrapped, such that %<2N,
and let (8,m")=PTModSwitch,(m,A,,9)e{0,1}xN.
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Algorithm 4: cto,. + WoP-PBS; (ctin, BSK, RLK, KSK, Pf, Ao, 52, 9)

s=(s1, " ,8n) €EZy
s'=(s], " ,8LN) EZ’;N
S = (s“”,...,s/(’“) € mk
) i N-1 j
Vi<i<k, 80 = >izo Sl(ifl)»N+j+1XJ € Ry

Context: f:+Z — Z : a function

P; € Ry : aredundant LUT for z — 1

(B,m') = PTModSwitchy(m, A, 5,9) € {0,1} x N

CTf = GLWEg/ (Pf - Aout) € D‘i’;'H (might be a trivial encryption)

CT; € ER:;'H . a trivial encryption of Py - Agut

ctin = LWEs(m - Ain) = (a1, -+ ,an,ant1 = b) € Z;‘+1

BSK = {BSKi = GGSWg,B’e) (sl)} icn B bootstrapping key from s to S’

1<i<n
— Ny 1<i<i
RLK = {CTLJ = GLev(S?’[) (S’Z . Sj) }17771 : a relinearization key for S’

<i<k
ksk = {CT: = GLev(? (s]

Input: o ’ ’
i : a key switching key from s’ to S

) }1§i§kN
Py € R : a redundant LUT for z — f(x)

Aout € Zq : the output scaling factor

(3¢,9) € Z x N : define along with N the window size

Output: ctor = LWE,/ (f(m’) - Aow) if we respect requirements in Theorem 5

1 begin

/* Compute two PBS in parallel: */
2 cty = LWES/((—l)ﬁ - f(m') - Aow) + GenPBS (ctin, BSK, CT¢, 3 — 1,9) ;
3 Ctsign = LWEy/ ((=1)? - Aqw) + GenPBS (ctin, BSK, CT1, 3¢ — 1,9) ;

/* Compute the multiplication */
4 Ctour — LWEMult(cty, ctsign, RLK, KSK);
5 end

Let KSK:{CiTi:GLev(S?’“(s’v)}1<v< be a key switching key from s’ to S’, with noise sampled respectively from

i

1<5<i

Xo) and X . Let RLK:{ﬁi,j:GLevé?*Z)(Sg;s;)} be a relinearization key for S', defined as in Theorem 1.

1<i<k
Let Bsk={CT.=Gesw3,“(s)}"_ be a bootstrapping key from's to S'.

Then the Algorithm 4 takes in input a LWE ciphertext ct,=LWEs(m-A,)€z+! where ctw=(a1, ,an,an1=b), With
noise sampled from X, , and returns an LWE ciphertext cto.cz:¥+' under the secret key s’ encrypting the
messages f(m') Ao if and only if the input noise has variance verifying Theorem 5.

The output ciphertext noise variance verifies Var(WoP-PBS;)=Var(LWEMult) with input variances for the LWE
multiplication (Algorithm 2) defined as o;=Var(GenPBS), for ¢ € {1,2}.

The complexity of Algorithm j is:

clmfpBs k1, N1 tKks fRL 2, N2) _ oo tpBs k1,N1) +C<ZKS’ZRL=N1»]‘72’N2)
WoP-PBS; = 2L GenPBS LWEMult

Proof (Sketch). We only provide a proof of correctness of the algorithm, considering that the noise and the
complexity are directly deduced from the GenPBS and LWEMult algorithms. Both of the GenPBS are
applied with the same parameters except for the evaluated function (P; or Pp). Thus, in both ciphertexts ct¢
and ctgign the value of 8 is the same. Then, ctox=LWEs((~1)"-f(m’)- Aow) =LWEs (f (m”)- Aour).

O

Remark 2. Observe that, in Algorithm 4 we set KSK as a key switching key for s’ to S’ where s’ is the LWE
secret key composed of the coefficients in S’. In practice, the key switching can be done to a key S”, that has
nothing to do with s’. In this case, the RLK should be adapted as well to the key S”.

It shall be noticed that in Algorithm 4:

— The two GenPBS have the same input ciphertext. To make the evaluation more efficient (evaluating a
single bootstrapping instead of two), it is possible to use either the multi-value bootstrap described in [4],
which will be faster but at the cost of a higher output noise. Another option would be to take advantage
of the PBSmanyLUT, that we describe in detail in Algorithm 6 if the input message is small enough (cf.
Remark 3).

— There could be only one key switching done in LWEMult (instead of two) if one of the two inputs is
provided as a GLWE ciphertext (one GenPBS does not perform the final sample extraction).

— The LWEMult on line 4 can be replaced be a MultSquareLWE which is faster.

These improvements could impact both increase the noise but improve the complexity of the algorithm.

4.2 WoP-PBS second version

Another big constraint with TFHE PBS is that the polynomial size is directly linked to the size of the message
we want to bootstrap (as mentioned in Limitation B).
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The smallest growth of the polynomial size slows down the computation by more than a factor 2 as TFHE
PBS complexity is proportional to the FFT complexity: N log,(N) with N the polynomial size. Keeping that
in mind, we offer a different way to perform a bootstrap without padding in Algorithm 5 which can be more
efficient in a multi-threaded machine. The main idea behind this Algorithm is to write a message m as g||m’
with 8 the most significant bit and m’ the rest of the message. The function f to be computed is broken into
two functions: fo and f;. We want fy if 8 is equal to 0 and f; if 8 = 1. We use 8 as an encrypted decision bit,
so we can choose between fo(m') or f1(m’) thanks to the LWEMult algorithm.

Algorithm 5: ctox + WoP-PBS,(ctin, BSK, RLK, KSK, Pf, Ao, 52, 9)

S= (51, ,5n) €7

s':(s'l,»-»,s;CN)EZ’;N
r_ (gD (k) k
sf(s .., S )emq

VI<i<k, 8D =Nl v X € Ry
Context: 4 fo(z) = f(z) = fi(z — p) for a certain p
(B, m') = PTModSwitchy(m, A, 5,9) € {0,1} x N
P; € Ry : as defined in Algorithm 4
CTy, = GLWEg, (Pfi . Aout) IS 9‘%2+1 (might be a trivial encryption)
CTy € 9%5“ : a trivial encryption of Py - %
Pyy, Py, € Rg ¢ redundant LUTSs of the two halves of Py
ctin = LWEs(m - Ain) = (a1, ,an,ant1 = b) € Z;+1
BSK, KSK, RLK : as defined in Algorithm 4
Input: { Py € Ry : a redundant LUT for z — f(x)
Aout € Zg : the output scaling factor
(3¢,9) € Z x N : define along with N the window size
Output: ctoyy = LWE,/ (f(m’) - Aow) if we respect requirements in Theorem 6

1 begin
/* Compute in parallel 3 PBS: */

2 ctyy = LWEy ((—1)? - Aoue - fo(m')) + GenPBS(ctin, BSK, CT,, 3¢, 9) ;

3 cty, = LWEy ((—1)# - Aoy - f1(m)) + GenPBS(ctin, BSK, CTy,, 5, 9) ;

4 Ctsign = LWE/ ((—1)° - 2sut) « GenPBS(ctiy, BSK, CT1, 5, 9) ;
/* Compute two sums in parallel: */

5 ctgy = LWEy (1 — B) - Aowe) ¢ Ctsign + (0, 231L) ;

6 CtB1 = LWES/(—B . Aout) 4— ctgign — (07 %) H
/* Compute two multiplications in parallel: */
ctg.f, < LWEMult(cty,, ctg,, RLK, KSK) ;

8 ctg.r; < LWEMult(cty, , ctg, , RLK, KSK) ;
/* Add the previous results: */

9 Ctout — Ctg.fo + ctg.fy 3

10 end

Theorem 6 (PBS Without Padding (V2)). Let fo and fi be the two functions representing f such that
folx) = f(x) = fi(x — p) for a certain p € N. Then, under the same hypothesis of Theorem 5, the Algorithm 5
takes in input a LWE ciphertext ctin=LWEs(m-Apn)=(a1, ,an,ant1=b), With noise from X, , and returns in output a
LWE ciphertext ctous under the secret key s’ encrypting the messages f(m’)-Aae if and only if the input noise has
variance verifying the Theorem 3.

The output ciphertert noise variance verifies Var(WoP-PBS;)=2-Var(LWEMult) with input variances for the
LWEMult defined as o;=var(GenPBS), for i € {1,2}.

The complexity of Algorithm j is:

C&fglra)%s’czl=N1=5Ks”5RL,k2,N2> _ 3Cé:r;sgsss,k1=N1) + QCE\fVIE(SJIfRLlevk2’N2) + (N2 + 3)Cagq
Proof (Sketch). We have ctg,=LWE,, (23 (—1)°+1)). If § = 0, then ctsy=LWE, (Aou) €lse cts, =LWE,, (0). Then, cts,=
LWE,/ ((1—8) Aou). Similarly, we obtain ctg, =LWE,, ((—8) Ao). The output ciphertext ctoyut is then equal to LWE,, ((—1)# (1—-
B) Aout fo(m”)+(=1)P (= B) Aoue f1 (m’). Thus, if 5 = 0, cton=Ffo(m’') €lse cto=f1(m’), as expected.
O
It shall be noticed that in Algorithm 5:

— The three GenPBS have the same input ciphertext. As we observed for Algorithm 4, to make the evaluation
more efficient by evaluating a single bootstrapping instead of three, it is possible to use either the multi-value
bootstrap described in [1] or to take advantage of the PBSmanyLUT (Algorithm 6 and c¢f. Remark 3).

— We could remove two key switch (among four) as explained for the WoP-PBS;.

— To improve both performance and noise, in practice, we can do a lazy relinearization as described in [14],
i.e. the step of relinearization of the two LWEMult will be done after the final addition.
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— The two LWEMult followed by the final addition can be replaced by a PackedSumProducts (Algo-
rithm 11 described in detail in Supplementary Material A.2).

These improvements could increase the noise but also improve the complexity of the algorithm.

4.3 A multi-output PBS

We are able to extract any chunk of the encrypted plaintext with ¢, >z and N. When possible, one can define
a smaller chunk for the plaintext by trimming the bound in the LSB using a ¢ > 0. It means that after the
modulus switching there are ¢ LSB set to 0. More formally, after the modulus switching, a plaintext m* will be
of the form m* =m - A+e-2Y € Zyq.

Thank to the 9 LSB set to 0 in the plaintext, one can evaluate 2V functions at the cost of only one GenPBS
without increasing the noise compared to a regular TFHE PBS. The procedure is described in Algorithm 6.

Algorithm 6: cty, ..., ctys < PBSmanyLUT(ctin, BSK, P4, ..., )5 Qout, 3¢, 7)

s=(s1, "+ ,8n) €EZy
s' = (1, shn) € ZgN
s — Sl(l), . ,S,(k) c m(};
Context: V1 <i<k, 8= Z;‘V;ol S(—1). N1 X7 € Ry
i, fgo 1 Z—Z

(B,m’) = PTModSwitchy(m, A, 5,9) € {0,1} x N
CT(py,o ) = GLWEg/ (P(flv~'~f219) . Aout) (might be a trivial encryption)

ctin = LWEs(m - Ain) = (a1, , Gn, ang1 = b) € Z2H
BSK = {BSK; = GGSW 29 (s,
Input: { s G )}1§i§n
P(fl""f219) :a redundant LUT for : x +— fi(2)|]...|[fy0 ()

(3¢,9) € Z x N : define along with N the window size
Output: cty, .. .,ct,y such that ct; = LWE, ((—1)ﬂ - fi(m’) - Aou:)
begin
/* modulus switching */
2 for 1 <i<n+1do

;2N .27~V
a; <_ [\;GI —‘ ' 219}
q
2N
4 end

/* blind rotate of the LUT */
5 CT + BlindRotate (CT(fl)___ sy {aihsignia, BSK) ;

o

/* sample extract the first 29 terms (coeffs. from 0 to 29 1) */
for 1< j <2Y do

| ct; < SampleExtract; ; (CT)
end

© o g o

end

The form of the LUT polynomial is set accordingly to the ¥ parameter so that it contains up to 27 functions.
As for TFHE bootstrapping, one needs to have redundancy in the LUT to remove the input noise. Each block
of functions (i.e., the sequence of f;,i € [1,2”] coefficients) is repeated all along the polynomial. The LUT can
be build as follow:

N
-t 29 _q

N i p2? k-2? ;
PRI S:3 SEE S SIPTELD SET S
=0 k=0 i=0

4
Ain . 2%+1

By doing so, one can sample extract at the end 27 coefficients which leads to 27 output ciphertexts, one for
each evaluated functions. By neglecting the computational cost of the ¥ sample extractions, the complexity is
the same than for PBS evaluating only one function. The noise is also not impacted.

This method is particularly efficient when the polynomial size is constrained by the desired output noise. If
the polynomial size is chosen large enough, there will be bits set to zero between the modulus switching noise
and the message. This new method allows to exploit those bits to compute different functions on the same input
ciphertext.

Theorem 7 (Multi-output PBS). Lets = (s1,- -, s,) € Z; be a binary LWE secret key. Let 8'=(s.,...,s;)enk
be a GLWE secret key such that ${=5""""s(; 1) n1 ;41X €Rq, and s'=(s}, s, )€ZEN be the corresponding LWE key.
Let Piy... )R be a r-redundant LUT for the functions z— fi(2)]...||f,9 (z) and Ao € Zg be the output scaling
factor. Let (5¢,9) € Z x N be the two integer variables defining (along with N ) the window size to be modulus
switched, such that Aqif;l <2N, and let (8,m")=PTModSwitch,(m,A,,9).
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Then the Algorithm 3 takes in input a LWE ciphertext cti,=LWEq(m-An)=(a1,- ,an,ans1=b), With noise distribution
from X, a bootstrapping key BSK:{ﬁi:GGSWS‘B}J(si)}il froms to S' and a (trivial) GLWE encryption of Py-Aou,
and returns in output 2° LWE ciphertexts {ctj};c0.00, under the secret key s’ encrypting the messages (—1)°-

£i(m')-Aew if and only if the input noise has variance verifying the Theorem 3.
The complexity of the algorithm is:

C;‘Byesﬁfr;:r;jl)‘UT = C(G:rilfé}g)N> + 219C§i\:n)pleExtract
Proof. The proof is the mainly the same as the one from the GenPBS Supplementary Material B. Let p =
Aa=r1 be the number of possible values for each f;,i € [0, 27]. Let m € [0,p — 1] be a plaintext value. The
polynomial Py, ... r ) encodes the following LUT:

o fi(m), f219 (m), ..., fi(m), ..., f219 (m), fi(m+1),..., f219 (m4+1),..., fi(m+1),..., f219 (m+1),...

N/p elements N/p elements

p blocks

From the GenPBS, ¥ bits are set to 0. Then, by construction of the LUT, LUT (g, ) " Hil=fisr (m) for

i € [0,2Y — 1], so that sample extracting gives the expected result.
O

Remark 3. Observe that PBSmanyLUT and WoP-PBS algorithms can be combined in two different ways:

1. PBSmanyLUT used to improve WoP-PBS: In WoP-PBS;, the ctg;;, and each cty, resulting from
distinct GenPBS can be evaluated at once by using a single PBSmanyLUT. Similarly, in WoP-PBS,,
Ctsign and each cty, ; and cty, ; could be evaluated at once. In both cases, this variant can be applied only
if the polynomial size chosen for the WoP-PBS is large enough to allow multiple LUT evaluations (i.e, if
precision is not yet a bottleneck condition): this variant of the WoP-PBS will improve the complexity of
the algorithm, without impacting the noise growth.

2. WoP-PBS used to improve PBSmanyLUT: The PBSmanyLUT algorithm implicitly performs a GenPBS
with a special modulus switching. This GenPBS can actually be replaced by a WoP-PBS (with the same
special modulus switching) as a WoP-PBS performs the same operation as GenPBS, without the bit of
padding constraint. This technique is what we call WoPBSmanyLUT.

Remark 4. A technique to evaluate many LUTSs at the same time by performing a single TFHE bootstrapping
(plus a bunch of polynomial multiplications per LUT) has been already proposed in [1] and used in [13]. Their
technique does not impose a strong constraint on the polynomial size used for the bootstrapping, however it
results in a larger output noise, that strictly depends on the function that is evaluated. If the noise constraints
at the output of the bootstrapping are a problem, the technique of [4] will require to increase the polynomial
size.

Our new PBSmanyLUT is a better alternative to this technique in some situation as the output noise will
be independent of the function evaluated. But this comes at the cost of having sufficient space for the evaluation
of the different LUTs (2 bits on the modulus switching to evaluate 2V functions so a large enough polynomial
size N must be chosen). If we already are working with large enough polynomials, there is no computation
overhead and no increase of the noise when replacing a GenPBS by a PBSmanyLUT.

5 Applications

In this section we present some of the applications that take advantage from our new techniques. In particular,
we show that:

— Using a combination of LWEMult and GenPBS improves the gate bootstrapping technique of TFHE [g],
cause it allows to perform leveled binary operations between bootstrappings (instead of bootstrapping every
single gate).

— The improved gate bootstrapping technique can be extended in order to evaluate arithmetic circuits with
larger precision, by using a combination of LWEMult and WoP-PBS (or its variants).

— Using the PBSmanyLUT technique allows to improve the Circuit Bootstrapping of TFHE by a factor £,
without affecting the noise growth.

— The WoP-PBS technique (and its variants) can be used to bootstrap on larger precision inputs.

5.1 Fast Arithmetic

We start by describing an improvement of FHE Boolean circuit evaluation, then, we extend it to arithmetic
circuits dealing with integers encoded in more than a single bit, and finally, we describe how to use the later to
build exact computation on bigger encrypted integers.
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5.1.1 Fast Boolean Arithmetic In TFHE [(], authors improve techniques proposed in FHEW [9] to perform
fast homomorphic evaluation of Boolean circuits and called this feature gate bootstrapping. It is very easy to use,
because it performs one bootstrapping for each bivariate Boolean gate evaluated: there is no need to be careful
with the noise management anymore because each gate reset the noise systematically. This also makes the
conversion between the cleartext Boolean circuits and the encrypted circuits quite straightforward in practice.

However, performing a bootstrapping at each bivariate Boolean gate is very expensive when we want to
evaluate large circuits and seem unnecessary. One idea to make the evaluation more efficient would be to mix
the bootstrapping with some leveled operations, at the cost of loosing the ease of not caring about noise growth.
But this idea cannot be immediately applied when it comes to gate bootstrapping: in fact, the bootstrapping
also takes care of ensuring a fixed encoding in the ciphertexts, that may not be ensured if we introduce leveled
operations. Furthermore, TFHE can only evaluate linear combinations between LWE ciphertexts; non linear
operations would require the use of bootstrapping or of a non native product between LWE ciphertexts (e.g.
an external product which is not composable because it makes use of different input ciphertext types). This is
especially problematic when we want to evaluate an AND gate, for instance.

To be more clear, in gate bootstrapping, messages are encoded with what we call one ”bits of padding”:
meaning that we know that the MSB of the plaintext (without noise) is set to zero. This bit is used to perform
a linear combination while keeping the MSB of this combination so we can bootstrap it (the function is nega-
cyclic, so do not need a bit of padding) and get a correct result. Roughly speaking, the initial linear combination
evaluates the linear part of the gate and consumes the bit of padding, while the bootstrapping takes care of the
evaluation of the non-linear part of the gate, reduces the noise and brings the bit of padding back to be able to
perform a future operation.

We propose a novel approach based on the GenPBS and LWEMult which removes both the constraint
of padding bits and the difficulties with the non-linear leveled evaluations. Thus, this offers the possibility of
computing series of Boolean gates without the need of computing a bootstrap for every gate. A GenPBS
should only be computed to reduce the noise when needed. In Lemma 1, we only describe some of the most
common Boolean gates (i.e., XOR,NOT and AND), whose combination offers functional completeness. The
other gates can be obtained by combining these operations.

Lemma 1. Let b; € {0,1} such that ct;=LWEs(b;-$)ez?*', for i € {1,2}. Let (O,~-~ ,O,%) € Zg‘“ be a trivial
LWE ciphertext. Then, the following equalities between Boolean gates and homormorphic operators hold:

cty XOR cty = cty + cto
ct; AND cto = LWEMult(cty, cta, RLK, KSK)

NOTct; = ct; + (0, g)

Proof (Sketch). A bit is naturally encoded as a 0 (resp. 4) if its value is O (resp. 1). Then the Boolean gates
XOR and NOT stem from that encoding. The AND is a direct application of the LWEMult.

O

The noise increases after each computed gate since no bootstrap is performed. Then, after chaining many of

them, a noise reduction might be required. We propose two simple processes exploiting the GenPBS with the

(negacyclic) sign function.

Lemma 2. Let ctj, be a LWE ciphertezt resulting from a Boolean circuit with gates defined as in Lemma 1.
Then, each of the following operators allows to bootstrap the ciphertext during the Boolean circuit evaluation:

ctout — GenPBS(ctin, BSK, Py - XN2 Agw = %, x=0,9 =0)+ <07 %) (4)
3N
Ctout < GenPBS(ctin, BSK, Py = Z Xi, Aout = g, x=—1,9 =0) (5)
=N
1

Proof. The first method 4 uses GenPBS with the parameters Ao.=%,=0,9=0 and P;=P;xx"~/2. The output of
the GenPBS gives ctyn,=lWEs(+%). Then, depending on the sign, the term ctum,+(0,4) is equal to LWEs(0) or
Ctemp=LWEs(%).

The second approach 5 uses other parameters for the modulus switching which can be seen as shifted of
one bit, i.e., x = =1, 9 = 0 and Aoy = 2. In this case, the sign does not impact the value of the encoded bit,

since 0 = 0 and +4 = 2. Then, evaluating GenPBS with the function szzj;*
Ctow=LWE,(£0) OT LWE4(£%).

1 . .
~ X?and A..=1%, we obtain
a4

O
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5.1.2 Modular Power of 2 Arithmetic We generalize the faster Boolean circuit method (described in
Lemma 1) to any power of two modular integer circuits. This enables a more efficient exact arithmetic modulo
27 for some integer p. For ¢ € {1,2}, let ct; = LWEs(m; - 55) be a LWE ciphertext encrypting the message
m; € [0,2P] (i.e m; has a precision of p bits). As in the case of faster Boolean arithmetic, we define three
natural homomorphic operators to mimic modular 2P arithmetic: the addition (Adds») that is evaluated as
an homomorphic LWE addition, the multiplication (Mulss) that is evaluated as a LWEMult, and the unary
opposite (Oppyp) that is obtained by simply negating the LWE input.

When we deal with integers encoded in more than one bit, functions we have to apply during a PBS are no
longer negacyclic. It means that without a WoP-PBS we would have to have at least 2 bits of padding (one for a
linear combination and another one for the PBS with non-negacyclic function evaluation). This results in a big
N when we want to work with larger powers of two. With a WoP-PBS, we do not need to have bits of padding
and can simply compute leveled additions and multiplications, and only use a WoP-PBS when we have to reset
the noise to a lower level.

5.1.3 From Power of 2 Modular Arithmetic to Exact Integer Arithmetic We now present some
operators allowing to extend homomorphic computation modulo a power of two modular to bigger integer
arithmetic. To do so, we will use a few LWE ciphertexts to represent a single big integer. These required
operations offer the possibility to compute an exact integer multiplication between two LWE ciphertexts as
in 5.1.2 and keeping the LSB of the computation. However, we also need to be able to recover the MSB
of additions and multiplications for carry propgation when we deal with big integers encrypted with several
ciphertexts. The operators keeping the MSB of the computation between two messages m,,m.c[0,27[ are defined
as: Add}P:(my,ma)— | 242 | mod 27 and Mul}iPP:(my,ma)—| ®13"2 | mod 27 and their implementation is described
in Algorithm 7.

. r A
Algorithm 7: ctone 1 AddYSB 1| MuldSB | (cty ,cta,BSK,KSKy ,KSK2,RLK
2P 2P
L J

s=(s1,""",8n) EZZ;
s’ = (s}, ,sLn) € Z’;N
S = (s’“),...,s/(’“) € mk
. h i N-1 j
Context: v1<i<k, S/ — Zj:o sEi—l)-N+j+1XJ € R,
A=55 €l
0<my,mg <27
Py : a redundant LUT for z — z (identity function)
cty = LWEs(mq - A) € 27T}
cty = LWEs(m2 - A) € Zp !

BSK = {BSKi = GGSW(SY,B’Z) (sl)} e, B bootstrapping key from s to S’
1<i<n
Input: — - (B,0) (1 } R o , ,
P KSK1 {CT1 GLevS, (51) iy a key switching key from s’ to S
o — Ley(B.0) (o . b /
KSK2 {ctl Levg (Sl)}lg’iSkN : a key switching key from s’ to s

1<j<i

RLK = {ﬁ7] = GLev(S,%’e) (S; . S;)} : a relinearization key for S’

1<i<k

Output: :rctout = LWEg (H%HW : A>j: Ctout = LWEs (H_MIQ#HQP ’ A)
L -

1 begin

/* add p bits of padding */
2 ct] < WoP-PBS(ct;, BSK, RLK, KSK1, Py, A/2P,0,0);
3 cth + WoP-PBS(ctz, BSK, RLK, KSK1, P4, A/27,0,0);

/* compute the operation */

r--- - a
a tct’ «ct] +cth1 | ct’ < LWEMult(ct], ct), RLK, KSKy) | ;

R a

/* key switch x/
5 ct’”” < PublicKS(ct’, KSKo, Id) ;

/* extract the LSB */
6 ct] g « WoP-PBS(ct”, BSK, RLK, KSKy, Py, A/27, p, 0);

/* subtract the LSB to only keep the MSB */
7 ct < ct’ —ctigp ;

/* key switch */
8 ctour < PublicKS(ct, KSK2, Id) ;
9 end

In Algorithm 7, to improve efficiency, we can remove both PublicKS and include them in the relinearization
steps of the previous WoP-PBS. If parameters allow it, one might also replace Lines 6 and 7 of Algorithm 7
by a single WoP-PBS to extract the MSB directly.
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Lemma 3 (MSB operations). For i € {1,2}, let ct;=LWE,(m;-A) be two LWE ciphertexts, encrypting m; - A
with 0 < my; < 2P and A=, both encrypted under the same secret key s = (s1,...,8,) € Ly , with noise sampled
in X, Let BSK, KSK,RLK be defined as in Theorem 5.

Then, Algorithm 7 is able to compute a new LWE ciphertext ctou, encrypting the MSB of the sum, i.e,
the carry, [[™55"2|],,-A (resp. a new LWE ciphertext ctoy, encrypting the MSB of the product [L%HM.A),
under the secret key s'. The variance of the noise of ctoyr can be estimated by composing the noise formulas of

the different operations composing the algorithm.
The complezity of Algorithm 7 is:

cmtPBs k1, N1 tKs RL k2. N2) _ go(n.tpBs k1, N1.tKs {RL k2, N2) +2C(11Ks,k’21\’2,1m)
AdaliSB = bwoP-PBS PublicKS

+ 2(N2 4+ 1)Cyyq

(n.tpps k1, N1.lKs LRL-F2:N2) _ go(n.tpBS k1, N1,tKs {RL k2, N2) + oL tKs k2 N2, 1,m)
Mul}iSB = o“woP-PBS PublicKS

(6)

s ARL ko No,1,ko Ne
+ (N2 + 1)Caaq + CES RLF2N2: 1 k2 N2)

Proof (sketch). The first two WoP-PBS of the algorithm send the two messages m; and ms to a lower scaling
factor 54;. This way, when the leveled addition (resp. the LWEMult) operation is performed, the new precision
2p will be able to store the entire (both MSB and LSB) exact result. The third WoP-PBS is used to extract
only the LSB of the result, that will be subtracted from the result of the previous computation to obtain an
encryption of the MSB at scaling factor 5, i.e, ready to be used in the following computation. Observe that the

27
PublicKS are used in order to switch the secret key in order to be compatible with the following operation.
(]
Gate Bootstrap |Binary arithmetic (p = 1) Integer arithmetic (p > 1)
TFHE as in Sec. 5.1.1 generalization in Sec. 5.1.3
Oppyp Negation Addition with a constant Negation
Addyp Bootstrapped XOR Homomorphic Add Homomorphic Add
Addg/f)SB Bootstrapped AND MultLWE 3 WoPBS + 2 Homomorphic Add

+ 2 public key switch

Mulyp Bootstrapped AND MultLWE MultLWE

Mulg/{,SB z 0 z— 0 3 WoPBS + MultLWE + Homomorphic Add

4+ 2 public key switch

Noise reduction PBS at PBS WoPBS

frequenc each gate when necessar, when necessar,
Y g Y y

Table 1. Generalization of TFHE gate bootstrapping.

5.2 Faster Circuit Bootstrapping

In TFHE [7], authors present a technique called circuit bootstrapping, that allows to convert an LWE ciphertext
into an GGSW ciphertext. The circuit bootstrapping is necessary for leveled evaluations using the external
product: the latter’s inputs are both GLWE and GGSW ciphertexts, while its output is a GLWE ciphertext.
To sum up, circuit bootstrapping allows to build a new GGSW ciphertext from an LWE ciphertext so one can
use it as input to an external product for instance.

The authors of [7] observe that a GGSW ciphertext, encrypting a message p € Z (u is binary in their
application) under the secret key s=(Si,...,S%,Sx—1=—1), is composed by (k + 1)¢ GLWE ciphertexts encrypting
p-Si- gy, for 1 <i <k+1and 1< j </ Asalready mentioned in Section 2, the goal of circuit bootstrapping
is to build one by one all the GLWE ciphertexts composing the output GGSW. In order to do that, it performs
the following two steps:

— The first step performs ¢ independent TFHE PBS to transform the input LWE encryption of p into inde-
pendent LWE encryptions of p - %.

— The second step performs a list of (k + 1)¢ private key switchings from LWE to GLWE to multiply the
messages (- 57 obtained in the first step by the elements of the secret key S;, and so to obtain the different
lines of the output GGSW.

Here, we propose a faster method based on the PBSmanyLUT algorithm (Algorithm 6). In a nutshell, the
idea is to replace the ¢ PBS of the first step by only one PBSmanyLUT (that costs exactly the same as a one
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of the ¢ original PBS and do not increase the noise). Since the most costly part of the circuit boostrapping is
due to the PBS part, the overall complexity is then roughly reduced by a factor £. In [7], £ = 4, so we have an
improvement of a factor 4, without any impact on the noise.

Lemma 4. Let consider the circuit boostrapping algorithm as described in [7, Alg. 11]. The € indepedent boot-
strappings (line 2) could be replaced by:

{cti}icq1,0) + PBSmanyLUT (ctiy, BSK, P - X V27" 1,5 = 0,p = [log, (0)])
; . 9
Vi € [1,4],ct; + (O, 2%,i)

with

N
a0 ~lar_1

P(X)= 3 30 X

i=0 j=0

Proof. By calling PBSmanyLUT with p = [log, ()], we are able to compute £ PBS in parallel. The polynomial
P represents the LUT:

q q q q q q
2%17-~-7@707-~-707 2%17-~-7@707~-701~-~12%17-4-727%2701~-~10
2P elements 2P elements 2P elements

N’/=N/2P elements

In the end, for i € [1, /], ct;=LWEs(+-%;), with the sign depending on the plaintext value. By adding the trivial

29817
ciphertext (0,-2:) to the ct;, we either get ct;=1wEs(;%) or LWEg(0), as expected.

O

5.3 Large Precision Without Padding (Programmable) Bootstrapping

We first describe a way to efficiently bootstrap an LWE ciphertext with larger precision and then show how to
also compute a PBS on such ciphertexts. Those algorithms do not require the input LWE ciphertext to have a
bit of padding.

5.3.1 Larger Precision Without Padding Bootstrapping We introduce a new procedure in Algorithm 8
to homomorphically decompose a message encrypted inside a ciphertext in « ciphertexts each encrypting a small
chunk of the original message. The key of the efficiency of this algorithm is to begin by extracting the least
significant bits instead of the most significant bits. To do so, we use the previously introduced parameter s to
remove some of the most significant bits of the input message m and apply the bootstrapping algorithm on the
remaining bits as described in subsection 3.2. The bootstrapping algorithm must be a WoP-PBS (Algorithm 4
or 5) as the value of most significant bit is not guaranteed to be set to zero. This procedure allows us to obtain
an encryption of the least significant bits of the message. Next, by subtracting this result to the input ciphertext,
we remove the least significant bits of the input message. This gives a new ciphertext encrypting only the most
significant bits of the input message. From now on, this procedure is then repeated on the resulting ciphertext
until we obtain « ciphertexts, each encrypting m;4a; such that mi,An=7' m;A;.

This entails a significantly better complexity than the solution explained in the Limitation E as each boot-
strap only needs a ring dimension big enough to bootstrap correctly the number of bit of each chunk instead of
having to be big enough to bootstrap correctly the total number of bit of the input ciphertext.

Efficiency might be improved within the multiplication inside each WoP-PBS by adding a keyswitching
during the relinearization step to reduce the size of the LWE dimension. As the complexity of the WoP-PBS
depends on this LWE dimension, this will result in a faster version of Algorithm 8.

Lemma 5. Let ct,=LWEs(min-An)ezl ™t be a LWE ciphertext, encrypting mi,-Ancz,. under the LWE secret key
s = (S1,...,8,) € Ly, with noise sampled from x,. Let BSK,KSK and RLK as defined in Theorem 5. Let
2={di}icio,a—1) With dieN* s.t. 2025050 di<q be the list defining the bit size of each output chunk. Algorithm 8
computes a € N* new LWE ciphertexts {Ctout,i}ic0,a—1], Wwhere each one of them encrypts mi-A;, where A=

i—1 . . . . .
An2Zi=1% | under the secret key s’. The variances of the noise s Var(ctow,;)=Var(WoP-PBS). The complexity is:
ézc’fnf;BS'kl"Nl"IZKS’@RL’Q):QC%;,?_E%’SI?’Nl’eKS'ZRL"l’n)Jra(nﬂLl)Cader(a(a;rl))Cadd-

An immediate application of Algorithm 8 is a high precision bootstrap algorithm. By using the decomposition
and then adding each ctqut s, one can get - with the right parameters- a noise smaller than the one of the input
ciphertext.
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Algorithm 8: ctou: + Decomp(ctin, BSK, RLK, KSK, &)

s=(s1, " ,8n) €EZy
s = (sh, 0 sy) € ZEY
S = (s“”,...,s/(’“) € mk
Context: V1 <i<k, & =5 N 1sl, 1) v X €y

{Py, }ic0,a—1] : LUTs for the functions f;

i—1
Vie[l,a—1],A; = Ay -25i=1% < g
Ag = A, mindin = 3070 mi Ay
ctj, = LWEs(min . Ain) S Z;LJrl
Input: BSK, KSK, RLK : as defined in Algorithm 4
P = {d'i}ie[o,a—l] with d; € N*
Output: {ctoy,; = LWEg/ (m; - Ai)}ie[o,u—l]
begin
ct < ctj,
for i € [0, — 1] do
Ctout,i — WoP-PBS(ct, BSK, RLK, KSK, Py, A;, ;,0)
Ct = Ct — Clout,

end
end

5.3.2 Larger Precision WoP-PBS The Tree-PBS and the ChainPBS algorithms introduced in [13]
allow to compute large precision programmable bootstrappings assuming that the input ciphertexts are already
decomposed in chunks. In a nutshell, the idea behind the Tree-PBS is to encode a high-precision function in
several LUTs. The first input ciphertext is used to select a subset among all the LUTs. This subset is then
rearranged thanks to a key switching to build new encrypted LUTSs. The previous steps can be repeated on the
second input ciphertext, and so on. The Tree-PBS relies on the multi-output bootstrap from [4].

Thanks to the Algorithm 8, we are able to efficiently decompose a ciphertext. This allows to quickly switch
from one representation (one ciphertext for one message) to another (e.g., several ciphertexts for one message)
before calling the Tree-PBS or the ChainPBS algorithms.

Moreover, we can replace the calls to PBS in both of the algorithms by a WoP-PBS. This relaxes the
need to call Tree-PBS or ChainPBS with ciphertexts having a bit of padding. We call these two algorithms
respectively the Tree-WoP-PBS and the Chained-WoP-PBS. Note that these algorithms can also be used

to implement the Add}}®® and Mul}>® operators.

6 Conclusion

This paper extends TFHE by exceeding some of its limitations. In particular, we present a new technique that
allows to bootstrap messages without requiring a bit of padding, taking advantage of the GLWE multiplication
(tensor product plus relinearization) and of our generalized version of TFHE’s PBS. The latter, additionally
allows to evaluate multiple LUTs in a single PBS for free when possible.

These two techniques are particularly interesting when used to improve both the gate bootstrapping and the
circuit bootstrapping techniques of TFHE. Thank to this new programmable bootstrapping, there is no need
to compute a systematic PBS in every homomorphic Boolean gates as leveled additions and multiplications can
be evaluated between when noise allows it.

Additionally, the evaluation of Boolean circuits can be extended in order to support the evaluation of larger
powers of 2 modular arithmetic and exact integer arithmetic. The circuit bootstrapping can be drastically
improved, by replacing the evaluation of multiple PBS in the algorithm by a single PBSmanyLUT (that costs
exactly as a PBS), without affecting the noise growth.

Finally, we introduce two new efficient methods to bootstrap ciphertexts with large precision: a bootstrapping
method to bring the noise down as well as a programmable bootstrapping evaluating univariate functions.

Open problems. All the new techniques proposed improve the state of the art by adding new features to
TFHE and getting rid of some of its constraints. However, many enhancements could be added. In particular,
one of the major bottleneck concerns the computation of the negacyclic convolutions of polynomials. The most
efficient method based on the FFT inherently adds noise to ciphertext due to the use of floating points over
64 bits. When applied with larger floating point representation, the performances collapse. Thus, the study of
alternative methods compatible with the TFHE parameters might improve the practical performances.
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A More Algorithms

A.1 GLWE Square

Algorithm 9 describes the homomorphic square of a GLWE ciphertext.
The noise analysis is similar to the noise analysis in Theorem 1.

A.2 Packed Products & Packed Sum of Products

In this section we report details for the algorithms described in Section 3.1.2: Algorithm 10 details the PackedMult
operation, Algorithm 11 details the PackedSumProducts operation, Algorithm 12 details the PackedSquares
operation and Algorithm 13 PackedSumSquares. Their noise analysis can be deduced from the results of The-
orem 3.
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Algorithm 9: CT + GLWESquare(CT;,, RLK)

S =(S1,...,5k): a GLWE secret key
A =min({A;}})
PT =N mid X?

CTin = GLWEg (PT) = (A4, -+ , Ay, B)
Input: § g1k = {TTis = GLevg™? (5@ . 507)}

Context:

1<j<i . . .
: a relinearization key for S
1<i<k

Output: CT = GLWEs (%)

1 begin
/* Tensor product */
2 for 1 <i<kdo
, [4%]g
3 T; <+ =
q
4 end
5 for1<:i<k,1<j<ido
[2»Ai-A ‘]
o || e[
q

7 end

8 for 1 <i< kdo

| T

q
10 end
[52]
11 B’ « H‘ ~ Q
q
/* Relinearization */

12| CT 4 (Al AL B + Sk, (TTi,dec™ 9 (1)) + 125, (T - dec™ 0 (R )
13 end
B TFHE Generalized PBS

In this section, we provide a detailed proof of Theorem 4.

Proof. We consider the following LWE input ciphertext: (a;,---

,an,b) encrypted with the secret key s =

(81, ,Sn) so we have b= Y""_ | a; - s; + m + e with a message m and an error e € x,. We want to modulus

a;2N-2%~Y

switch this ciphertext and compute a < H
q

]-zﬂ for1<i<n+l.
2N

Let w = 2N -27% and ¢/ = ¢-27*. We note a/ =
e mau([5L, L.

2w
It means that Var(a})

q

21
12

w

= and E(a/) = 3L, and that Var(a;) = -

2
13~ 1og7 and E(@)

We decrypt:

Decrypt ((a/l/7 ceeLal b = aerl), SK) =

n?

n w - n w
=b”—2a’ Sz=?b+b—2(?aq+a1) si
=1 =1
- <b-zai ) fFo Y
=1 =1

We can now study the error:

Var(Eres) =
= Var (116-&-5— Z(Ti‘&')
q i=1
2 2
WO, 7 — 2 2,
= —" + Var(b) + n - Var(@) - (Var(s;) + E"(s3)) +n - E*(az) - Var(s;)
q
wgo'i?1 " 1 w? " 1 w? 1 " w? 1
= . _4n =) . Z4n. -
2 T 12 12¢2 12 1292 ) 2 192 4
_ wQUf1 i 1 w? n nw?
T g2 12 129’2 24 48q’2

{ﬂ,ai-‘ = 70; + @;, then we have af € U([7*, F[) and

— —w
= 7.

2q




Improved PBS with Larger Precision in TFHE 21

=0

Algorithm 10: {cti"“t)}aA « PackedMult ({ t“>} { t(Z)} L RLK, KSK)

s = (81, ,8n): the LWE input secret key
s’ = (s}, - ,s,n): the LWE output secret key
S’ = (51,...,5;) : a GLWE secret key
VI<i<k, S, =310 sti1yng 1 X7
o : such that o2 <N
Aoyt = maz (A, Az)
V0 <i<a, etV = IWE;(m{") - Ay)
V0 <i < a, ctf?) = IWEs(m!{? - Az)
RLK : a relinearization key for S’ as defined in algorithm 1

Context:

Input:

KSK : a key switching key from s to S’ as defined in algorithm ??
a—1
Output: { ct{™ = LWE_, (mg” m Aout)

1 begin
/* KS from LWE to GLWE */
2 21 =4{0,1,2,--- ,a — 1}
3 P2 =10, a,2a, -+, (= Da};
a CT1 PacklngKS({ct(l)}'L" Ol,ffl, KSK) ;
5 CT, + PackingKS({ct{?}25!, %5, KSK) ;
/* GLWE multiplication: Tensor product + Relinearization */
6 CT + GLWEMult(CTy, CT2, RLK)
/* Sample extractions */
7 for 0 <i< ado
8 ct§°"t) = LWE,, (mEl) . m?) . Aout) + SampleExtract (CT,i - (o + 1))
9 end
10 end
w — L w
E(Eres) = E ?e+b—zai~si =E - +E(b) — Z]E (@i - si)
i=1
—w n —w w n
= — CE(s;) = — - (221
w2 Ty (2 )
In order to have correctness of the modulus switching with probability P = erf (%), the following condition
must be satisfied:
w? n nw? wAin
Var(E — <
(Bres) = 1292 tor T 48¢’2 2q’
which implies that:
2 AL _¢® 1 _mg® n

412 12w2+12 24w? 48

The steps of blind rotation and sample extraction are the same as in TFHE [3]. We report the proof that
estimates the noise after blind rotation (our analysis is slightly different from the analysis done in TFHE [g]):
the sample extraction step does not add any noise. In order to do the noise analysis for blind rotation, we need
to analyze the noise of the external product.

Let the GLWE secret key be S = (S, ..., Sk) € R* (in the algorithm it is notes S’ but we use the S notation
to make the proof more readable), such that each polynomial key S; has coefficients sampled from a uniform
binary, uniform ternary or Gaussian distribution with o = 3.2. The external product @: GLWE x GGSW — GLWE
takes in input:

— A GLWE ciphertext
¢ = GLWEs (1) = (A1, ..., Ax, B = Apqq) € RO

such that the coefficients of the polynomials A, are sampled from WU([—%, 4[) and B = 22:1 Ag - So +
M, + Eq, where E; € i, is such that each coefficient is sampled from N(0, o?).
— A GGSW ciphertext
C = GGSWs(m) = Z + My - G € R{FFDOHD

where G = Id ® g is the gadget matrix, with g’ = (% mr). Each line of the GGSW ciphertext is of
the form
C(i,j) _ (A(livj) . A(f 23) B(l J)) (A(l 23) B(l J)) mgk+1)

with i € {1,...,k+ 1} and j € {1,...,¢}, such that the coefficients of the polynomials A9 are sampled
from q;v([[,57 g ) and B9 =Sk AU g JrM(”J) +E(”J) where Eém) € Zy[X]/(X™N +1) is such that

a=1

each coefficient is sampled from N(0, 03) and M( B = My L w7 (—9i) (with Spyq = —1).
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Algorithm 11: ctoy PackedSumProducts({ctgl)}f‘;ol7 {ctgz)}f‘;ol, RLK, KSK)

s = (81, ,8n): the LWE input secret key
s’ = (s}, - ,s,y): the LWE output secret key
S = (Si7 Cey S’,’c) : a GLWE secret key
Vi<i<k, S;= Z;'\:ol Szi—l)-N+j+1XJ
« :such that « < N
Aoyt = maz(Aq, Az)
V0 <i<a, et = IWE,(m{") - Ay)
V0 <i < a, ctf?) = IWEs(m!{? - Az)
RLK : a relinearization key for S’ as defined in algorithm 1
KSK : a key switching key from s to S’ as defined in algorithm ??

Output: cto, = LWE, (Z?;ol mgl) . mEZ) . Aout)

Context:

Input:

1 begin

/* KS from LWE to GLWE */
2 21 =40,1,2,- -, — 1}
3 Lo ={a—-1l,a—2,a—3,---,0};
a CT: + PackingKS({ct{V 127!, 21, KSK) ;
5 CT « PackingKS({ct{?}2°1, #5,KSK) ;

/* GLWE multiplication: Tensor product + Relinearization */
6 CT + GLWEMult(CTy, CTs, RLK)

/* Sample extraction */
7 Ctowr = LWE/ (Z?:_ol mgl) . m§2) . Aout) + SampleExtract (CT,a — 1)
8 end

a—1
Algorithm 12: {ct£°”t>} + PackedSquares ({ct;}?~' , RLK, KSK)
i=0

=0
s = (81, ,8,): the LWE input secret key
s' = (s}, - ,s,n): the LWE output secret key
Context: S = (Si, ey S,'C) : a GLWE secret key
) N-1 j
Vi<i<k, S;= 2o Szi—l)-N+j+1XJ

« : such that 29 < N
V0 <1< a, ct; = LWEg(m; - A)
Input: RLK : a relinearization key for S’ as defined in algorithm 1
KSK : a key switching key from s to S’ as defined in algorithm ??
Output: {ct{®™ = LWE_, (m? - A)}o -}

i i=0

1 begin

/* KS from LWE to GLWE */
2 @ ={20-1,2' —1,22 —1,... 2271 _1};
3 CT « PackingKS({ct;}?_', £, KSK) ;

/* GLWE Square: Tensor product + Relinearization */
a CT + GLWESquare(CT, RLK)

/* Sample extractions */
5 for 0 <i < o do
6 ct§°”t) = LWE,, (m} - A) + SampleExtract (CT,2'"" — 2)
7 end
8 end

The output of the external product is:

— A GLWE ciphertext
Cout _ GLWEs(Afl . M2) _ (AT’LM, o 7Azut’ Bout) c m((]k+1)

with error E € R, such that each coefficient is sampled from N(0,0?). We want to estimate o.

Observe that the output is computed by computing:

¢ =G ) C=u-C
N —

o (k+1)¢

where the operation G~ is the decomposition with respect to the gadget matrix.
The product consists in the following steps:

1. Start by rounding each A, (o = 1,...,k + 1) at the £logy(B) bit by A, such that the coefficients of
Aoy = Aq — A}, come from U([— 5557, 557 [)-

2. Decompose each A, = Zf'zl AL ;- e with Af, 5 € R with coefficients from %(ﬂ_%v %[D

3. Return u = (All’h o ’Allvé’ Y A;%l’ T ’A;c,éﬂ Bll = ;c-i-l,lv ) Bé = A;c-l-l,@).
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Algorithm 13: cto + PackedSumSquares ({ctz}

RLK, KSK)

LO’

<

s = (81, ,8,): the LWE input secret key
s’ = (s}, - ,sky): the LWE output secret key
Context: S = (Si, ey S,’c) : a GLWE secret key

. N-—-1
VI<i<hk, S =300 sl 1y npp1 X7
« : such that 29 < N

V0 <1< a, ct; = LWEg(m; - A)

Input: RLK : a relinearization key for S’ as defined in algorithm 1
KSK : a key switching key from s to S’ as defined in algorithm ??

Output: cto, = LWE, (ZO‘ 2 QA)
begin

/* KS from LWE to GLWE

21 ={0,1,2,--- ,a — 1}

522:{20471204722a73 -, ol

CT « PackingKS({ct; };— H{ct Yoco L2 ||Ls, KSK) ;

/* GLWE square: Tensor product + Relinearization

CT + GLWESquare(CT, RLK)

/* Sample extraction

ctour = LWE,, (Z _0 m? . 2A> < SampleExtract (CT,2a — 1)
end

*/

*/

*/

Observe that:

=G e)-C=u-C

k £
=D D A,

i=1j=1

Let’s compute the phase:

£
(5.9) )
c 1N BlC

j=1

k
:ZZAlJ E“”+ZB E(kJrlJ) ZZAlJ'

’
/ (i,5) p(i,3) ’
J'(A . B J)+ZBJ'

14
(4,5) /
—AlY 8+ 3 B

L
Nels&l + Z B; . C(k+1’j)> S(=8,1)

=1

j=1

(A(k+1,j)’ B(k+1,j))> - (=S,1)

(BOHLD) _ AR+ gy

j=1

(- Mz%—s + B ”>+ZB (Mz—+E“+1 7y

j=1

57 S +ZB MQ%J

i=1j=1

E(l J)) + Jw2

- i

By 4+ M,
1

.
Il

E(': )
: 21 I
i=1

7ZZ(A”-E(”) + My (Mi+E—~B+> A;-S;

(-
(
(

14 k
> (Zm;,j By 4 BB
i

k
B—> A;-8i—

k
+>°4A
1=1

i=1j=1

k¢ ¢
) + M2 (ZZ(A;] : %)S’b +Z(B;’ ’ ;gj)>
j=1

i=1j=1

Al S, +B’>

(Ai —A;)-S; + (B —§)>

a>\

-s)

k

v

i=1

Si) +My - M2

¢ k+1 L
=337l B+ Ma (El -B
=11i=1
E
So:
k+1
I
B3,

j=11i=1

Let’s compute the variance of E:

£ k+1

k
Var(E) = Var (Z Z(A:J . E’éln)) + Var <M2 . (El - B+ ZE . S,i)>

j=1i=1

=1

(1)

(2)
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We give more details on steps (1) and (2).
Step (1). Observe that A] ; € R with coefficients from w([-2,2[), so:

- E(A{L,]) = _%72
— Var(4} ;) = 271

Eé” ) e R, is such that each coefficient is sampled from N(0,03). Then:

£ k+1 L
Var Z (A/i’j . Eél’J))
=L -(k+1)- Var (A'/i,j . E;i’j)) ={¢-(k+1) N -Var (a;,j . egi’j))

=¢-(k+1)-N- (Var (a;ﬁj) - Var (egi’j)) + E? (a;ﬁj) - Var (egi’j)) + Var (a;yj) - E? (e;i’j)))

B2 1 1
=€-(k+1)‘N~< ‘ag+z~o§>

12
B2 42
=0-(k+1)-N- 1; oo

Step (2). Observe that My € R and we have no information about the distribution. Observe that E; € R, is
such that each coefficient is sampled from N(0,07). Observe that B, A; come from U([— a7, 5z [)- So:

N|—=

~ B(4,) = E(B) = —
— Var(A;) = Var(B) = o — 13 = ‘Tomer -

Then:
k
Var (M2 . (E1 -B+> 4 - s)) = ||Ms]|2 - Var <E1 -B+Y 4 - s>

Where:
k
= Var (E1) + Var (E) + Var (Zzi . Si>

= Var (E;) + Var (E) + kN - Var (a@; - s;)

2 _ g2t
—er LB N (Var (@;) - Var (s;) + E2 (@;) - Var (sg) + Var (@;) - E? (si))

12B32¢

2 2¢ 2 2
_,2, 93 - B , 1
,UIJrWJrkN- (W . (Var(si)+]E (si))JFZ - Var (s;)

2 2t
= Uf + % . (1 + kN - (Var(si) +]E2(si))> + kTN - Var(s;)
If My € {0,1} is a bit of the binary key as in the TFHE bootstrapping (E(M>) = % and Var(Ms) = 1 and
M, is a constant polynomial which we note ms), then we have:

k
Var (mg . <E1 — B+ 227 . Sl))
i=1

k
;- si> + Var (my) - E (E1 -B+> 4 Si>
i=1

Il
Y
<
2
s
[V
+
&
M
3
M
=
<
2
VR
S
[
wl
+
(1~
|

=1
1 G 1 ., &
= — . Var ElfBJrZALSL +Z]E ElfB+;ALSL

2

Observe that:

= 5 (L= kN E(s)

and:
k
— — 1
E? (El ~-B+ ;ZlA,- . S) =5 0= EN -E(s;))?
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Then:

k
Var <m2 . <E1 7§+Zzz‘ . S1>>
i=1
1

2

kN 1 R
=St g e (Var(s:) +E (si)) + = - Var(s)) + 7o - (1= kN -E(s:)
2 2 20
=24+ (1 + kN - (Var (si) + E (sl))) g Var(si) + 15 - (1= kN -E(s0))

Finally, if My € {0,1} is a bit of the binary key as in the TFHE bootstrapping (E = % and Var = i)7
then we have:

£ k+1 o o k o
Var(E) = Var (Z Sl Eé“”)) + Var <M2 . (El -B+> A;- s))
i=1

j=11i=1

) )
B2 42
=¢-(k+1)-N- > col 4
RS}
2 2 20
oy q° —*B ) 2, kN ) 1 2
+?+W-(1+w-(vﬂ(sl)+1@ (sz)>)+?»Var(s[)+1—6~(17kN-]E(s[))

(2)

The external product is used to compute the CMux, which is used in the programmable bootstrapping
(PBS). In the PBS we have that:

— The message mo in the RGSW is one of the bits of the LWE secret key, so it comes from a WU({0,1});
— The CMux input is computed by the formula

(ACC - X™% — ACC)m BSK; + ACC

And the noise goes down to a simple external product;
— The CMux in the PBS is repeated n times;
— The initial ogrwe in the PBS is equal to 0.

Then, the noise in the PBS can be estimated by:

B2 42

Var(PBS) =n-¢-(k+1) - N - - Var(BSK)+

- B2t nkN

e (1 1+ kN - (Var(si) + E? (si))) + g Var(si) + % (1= kN -E(s:))?

If the RLWE secret key is binary:

2

B 2
Var(PBS) = né(k + 1)N - =2 . Var(BSK)+
N ¢% — B2 (1+kN)+nkN+ n (1 kN)2‘
n. — - - — . -
24582¢ 2 32 16 2

C Multiplication noise analysis

In this section we provide the details for the noise analysis of the multiplication described in Algorithm 1. We
start by providing some basic notations and analysis for the distributions composing the different elements that
are called in the multiplication. We then provide noise analysis for the two parts of the multiplication, i.e. the
tensor product in Section C.1 and the relinearization in Section C.3.

C.0.1 Notations. We use the notation [-]q to indicate a centered modular reduction, i.e., mod ¢ with

representants chosen in [—¢q/2,q/2[C Z. When we do operations by moving and integer value x € Z between
different moduli ¢ < @ € N, the following conversions are used:

Q—q

[o], = [z]q
[z]g —[z], +¢-U where U€Z
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Algorithm 14: ct + SampleExtract (CT, )

s = (81, ,Sgn): the LWE output secret key
S =(S1,...,5k) : the GLWE input secret key
Vi<i<k, S;= Zj\:ol S(i—1)-N4j+1X’

Context: ;
ontex M = Zﬁvzgl m; - X* : a polynomial message
vV1i<i %ki A; : Z;\]:_Ol ai,jXJ
B =310 bjX’
T = GLWEs (M - A) = (Ay,--- , Ay, B
Input: C GLWEs ( )= (A1, -+, A, B)
ie{0,---,N—1}
Output: ct = LWEg (m; - A)
1 begin
2 b, < bi
3 for 1 <:<kdo
4 for 0 < j < N do
’
5 | a(i—1).n4j41 ¢ todo
6 end
7 end
8 ct = LWEg (m; - A) «+ (a}, ++ ,a}.n,b")
9 end

Then, we have the following properties for polynomials P(X) € :

q
Q—q

[P(X)], 2% [P(X)],
[P(X)]g — [P(X)], +q-U(X) where U(X)eR

When doing operations between polynomials:

n

Z[P(l)(x)] _ |:i:P(i)(X):| +Q'U+(X)

i=1 a

ﬁ [PO0] = {12[ P(“(X)] +q U (X)

i=1

Note that U and U* are integer polynomials. Their distribution depends on the distribution of the
polynomials.

C.0.2 Uniform distributions in a fixed interval. We observe what are the variance and expectations of
random variables from uniform intervals:

— Let a; be a uniform variable in [—A/2, A/2[C Z. Then:

E(a;) = —1/2

ai € W[-4/2,4/2[C ) {Var(ai) — (A2~ 1)/12

— Let a; be a uniform variable in [—¢/2, ¢/2[C Z. Then:

E(a;) = —1/2

ai € U([~a/2,4/2[C Z) {Va«ai) -

C.0.3 Secret keys probability distributions. We analyze the probability distributions of the secret keys
and their combinations that appear in the multiplication. We start by observing some basic probability distri-
butions for uniform binary, uniform ternary and Gaussian keys in Table 2.

Binary |Ternary|Gaussian
Var(s;) | 1/4 | 2/3 o’
E(s;:) 1/2 0 0
Var(s?) | 1/4 | 2/9 207
E(s?) | 1/2 | 2/3 o?
Var(s;s;)| 3/16 | 4/9 o’
E(Sz‘ Sj) 1/4 0 0

Table 2. Variances and expectations for s;, 512 and s;s; with s; and s; independently taken from the distribution % and
9 is either uniform binary, uniform ternary or Gaussian.
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Distribution of S;S;: i = j case. We consider a polynomial S(X) = Zﬁgl si- X' € R, and §'(X) = S*(X) =
ZN ! sho Xt = ECZEQ)/z N CLINE Z(N /2 sh.1 - X2l € R, We have each s; independently sampled

i=0

from the same distribution Qb of variance o7 and expectation pg.
E(sl,) =E(s; - s;) - (2 — N +2)

Var(sh,) =2 Var (s7) + 2+ (N —2) - Var (s; - s;)
Var(shy, 1) =2 N - Var(s; - s5)

Proof. Let’s start by focusing on the even terms:

! ’
Sa = 52k = S; 57
i+j=2k
i#j i#j i#j
2 2
:s SN+k+ E k—8ﬂ+k+ E SiSj — E S Sy
itj—2k 2 itj=2k<N itj—2k>N
i#£5,1<j i#j,1<j
2 2
:5k75ﬂ+k+ 2-58;-8; — 2-5;-8;
2 itj=2k<N i+j=2k>N

Observe that all the terms are independent since the couples (i, j) are exclusive in each sum. The variance

is:
i#5,1<J i#£G,i<]
Var(s!,) := Var(sh,) = Var | s _52ﬂ+k+ 2-8;-85 — Z 2-8;-58;
2 itj=2k<N itj=2k>N
i#£5,1<j i#£5,1<]j
= Var (sz) + Var <32%+k> + Var Z 2-s5;-5; | + Var Z 2-8;-5;5
i+j=2k<N i+j=2k>N
i#5,i<j i#£5,1<]j
2
:2-Var<sk)+ 4-Var(s; - sj)+ Z 4 - Var(s; - s5)
itj=2k<N i+j=2k>N
k terms LQ’Q —k terms
i#j,i<] N —2
=2 Var (si) + Z 4-Var(s; -sj) =2- Var (si) + -4 - Var (s; - s5)
itj=2k
N-2
P
:2-Var(si) +2- (N —2)-Var(s; - 55)
The expectation is:
i#£5,i<j i#£5,1<]
E(sl) := E(sp,) =E Si*52ﬂ+k+ 2-8;-8; — 2-8;-8;
2 itj=2k<N itj—2k>N
1,#] i<j i#,1<j
/és)/)/ M 2-8;-8; | —E Z 258585
itj= 2k<N itj=2k>N
i#3,1<7 i#3,1<3g
= Z 2-E(s;-s5)— Z 2-E(s;-sj)
i+j=2k<N i+j=2k>N
k terms N=2 _k terms

:2-k-E(si-5j)72-(N;2*k>'E(si'sj)

sj)~(k'—¥+k)=]E(si-sj)~(4k—N—2)

=2-E(s;-
=E(s;i-s;) - (2a— N +2)

Now, let’s focus on the odd coefficients.

E Si * 85 — E Si * S5

’ o 7 .
Sa *= Sap41 =
itj=2k+1<N itj=2k+1>N

i<j i<j
= E 2s; - Sj — E 255 - Sj
i+j=2k+1<N i+j=2k+1>N

Observe again that all the terms are independent since the couples (i, j) are exclusive in each sum. The

variance is:
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i<j i<j
Var(sh,) = Var(s;k_H) = Var ( Z 2s; - 85 — Z 2s; - s_,»)

i+j=2k+1<N i+j=2k+1>N
i<j i<j

= Var Z 2s; - 55 | + Var Z 25 - 85

itj=2k+1<N i+j=2k+1>N
i<j i<j

=4 Z Val’(Si'S]')+4- Z Var(si-sj-)

i+j=2k+1<N i+j=2k+1>N
k+1 terms N —(k+1) terms

N
=4~(k+1)~Var(s,~-sj)+4~(§—k—1)~Var(s,;~sj)
N N
:4-Var(si-5j)-(k+1+57k71)24-Var(si~s]>)~5

=2-N-Var(s;-s;)
The expectation is:

i<j i<j
E(sl,) = E(sgpqq) = E ( > 2s; - 85 — > 2s; - sj>

i+j=2k+1<N itj=2k+1>N
i<j i<j
=E Z 2Si-5j —E Z 281'-83'
itj=2k+1<N i+j=2k+1>N
i<j i<j
=2. Z E(s;-s5)—2- Z E(si-sj)
itj=2k+1<N i+j=2k+1>N
k+1 terms %7(k,+1) terms

:2(k+1)]E(SLSJ)72(gfk71)]E(SLSJ)

N
=2-E(s;-s5) <k+1—5+k+1>
=E(s;-s;)(4k+4—N)=E(s;-s;)(2a+2—N)
O

In particular, in case of uniform binary, uniform ternary and Gaussian distributions, the squared secret keys
have coefficients distributed as in Table 3.

Binary Ternary |Gaussian

E(sh) 1 (2a " N +2) 0 0

E* (hean) = mean({E(se)}a"o)| S 0 0
Var(shy,) S.N-—1 (2N =3)- 3| 2N -o*
Var(shi11) 2.N N-% 2N - ¢t

Table 3. General formula applied to polynomials with binary, ternary and Gaussian distributions. These formulas are
true for N power of 2, N # 1.

For the Binary case, we can observe that:

N—1 N/2—1 N/2—1 2

(N*+2)
S w0 = ( S B+ 5 E%s;i)) v )
a=0 i=0 i=0

This means that in average, the expectation of a coefficient of the squared binary key is /(N2 4 2)/48.
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Proof.
N/2—1 N/2-1 N-1
Z ]EQ(S;«;+1)+ Z ]EQ(SIQZ') = IEZ(S;C)
=0 =0 k=0
_N_l(k+1 N>2
=\ 2 4
7”*1((1”1)2 k+1 N N2>
= 4 2 416
_N_1<k2+1+2k kN N N2>
—\4 1 4 4 ' 16
1 N N? (k> Kk kN
N |- =4 oy
(4 4+16>+; 4 T2 4
=0
N N? 3o =, 1 Ny
= -—=+—=+: k+(f——) STk
4 4 16 1 &= 2 4) =
N N2+N3+
T4 4 16
LI IN-DNeW -1+ (1 N) (N-DN
4 6 2 4 2
_ N(N?+2)
a 48

Distribution of S;S;: i # j case. We consider two polynomials S (X) = vazgl S1i- X" € R, and S»(X) =
Zi\;?)l 5271‘ Xt e g{q.

We note as $”(X) = S;(X)-S;(X) = 25:1 Sp X = 25:1 (Zh+k:a<N Sih - Sjk — Zh+k:a21\r Sin - Sj,k)
X< € R,. We have each coefficient of the two secret keys independently sampled from the same distribution %
of variance o2 and expectation fig.

E(S)) =E(Sin-Sjk) - (2a+2—N)
Var(S)) = N - Var (Sin - Sj,k)

Proof. Let S;,S; € R be two independent keys following the same distribution (binary, ternary or Gaussian).
Then:

N N
si-sj—Zs;'-xa—Z< S Sin-Sik— > Si,h»sj,k)X‘*

ht+k=a<N h+k=a>N

Observe that all the terms in the sum are independent. The variance is:

Var(s;’)_Var< S Sin-Sik— > Si,h.s,gk)

h+k=a<N h+k=a>N

_Var< 3 si,h.sj,k>+Var< 3 sqv,,,,sj,k)

htk=a<N h+k=a>N

= Z Var (Si,n - Sjk) + Z Var (Si,n - Sjk)

h+k=a<N ht+k=a>N
Z Var (Si,h, . Sj,k)

h+k=a[N]

= N - Var (Sz‘,h . Sj,k)

The expectation is:

E(sg)_JE< S S Sik— > si,h-sj,k>

htk=a<N htk=a>N

=E > Sin-Sjk|-E S Sin-Sik
h+k=a<N h+k=a>N
= > ESun-Sik)— Y. E(Sin-Sk)

h+k=a<N h+k=a>N

a+1 terms N—(a+1) terms
=(a+1)-E(Sin-Sjx)— (N —(a+1))-E(Sin-Sjk)
:]E(Siyh-Sj,k,)-(a+17N+a+1)
:]E(Si,h‘sj',k) . (2a+2—N)
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Binary Ternary|Gaussian
E(SY) T@a+2-N)[ 0 0
E2(Sean) = mean({E2(S)}N-0)| 22 0 0
Var(S%) 2.N TN | o' N

9
Table 4. General formula applied to polynomials with binary, ternary and Gaussian distributions.

O
In particular, in case of uniform binary, uniform ternary and Gaussian distributions, the product secret keys
have coefficients distributed as in Table 4.
For the Binary case, we can observe that:

T e sy = 04D
= « 48

This means that in average, the expectation of a coefficient of the squared binary key is /(N2 4 2)/48.
Proof.

N—-1 N-1 g 2
; E*(SY) = ;::O (Z(2a +2— N))
1 N—-1
= —. (2a +2 — N)?
16 o
N-—-1

I
\

Q
I
<)

<4a2+4+8a+N274Na74N>

N-—-1 N—-1
=— [aN+ N> —aN?+4>" &® +(8—4aN) > a)
a=0 a=0

_ 1 3 a2 (N-1N@N-1)+1) _ (N-1N
=1 (4N+N AN® + 4 5 + (8 — 4N) 3 >
_ N(N?+2)

a 48

C.1 Tensor product

We perform a GLWE multiplication with dense messages having different scaling factors. The inputs are two
GLWE ciphertexts modulo ¢:

k

cT® =AM, AP, BY =37 Al .5 + By + Pr) e REH
i=1
k
cT® — (A§2)7 o 7A;(62)vB(2) _ ZAEZ) Si+ Ea4 D) € ml;+l
i=1
such that
— (S1,---,Sk) € R is the secret key polynomial which have coefficients either sampled from a uniform binary,

uniform ternary or gaussian distribution,

- {Agl)}le and {Az@) k| are polynomials in R, with coefficients sampled from U([—q/2, ¢/2]),

— FE4, Ey are error polynomials in 93, such that their coefficients are sampled from Gaussian distributions
Xo1s Xoo Tespectively,

- P =4 Ml]q and Py = |Ag - Mﬂq, with My, My € Ty[X] and Ay and Ay the scaling factors.

The first step (modulus switching, tensor product, rescale, round and modulo) is to compute:

[ a2
T = fQ depending on 57 k terms
L q
(1) (2) (1) (2)
) [Ai CAT AT A ]Q _ k(k —1)
R, ;= Y depending on S; - S 5 terms
LL q
Ty
Al = A Q depending on S; k terms
LL q

, [l [B: - BQ]Q
B = —Qa constant term 1 term
q



Improved PBS with Larger Precision in TFHE 31

where A = min(A;, As). The intermediate result of this step are the polynomials:
[T = AL - A = [a) .Af)]q +q-Ur, € ng
C AW A® |40 4@ T4 4@ 4D 4@
[Rijlg = A; - A7 + A - A = [Ai CATT AT A LJFq'URi,j € No
[Aig = AP - B? 4+ BO AP = [a(V - B® £ BD AP 4q-Us,  €%g
q
[Blg =B B = [BY B +q.Us € Ro
q

These operations are performed in large precision @ = ¢2. The terms Ur,, Ug
polynomials are rescaled by A and rounded modulo g:

Ua,,Up are in R. Then the

i,37

o] <[22
[Riz]q - _[R,:,Aj]QHq _ {[RZ]Q +R”L
[a1], = _“‘j@H _ [[AjQ m]
[(B], = [BA]QH = {% +B]
such that T;, Rin, A;, B are the rounding errors in w. Let’s compute the noise growth generated
by these operations. In order to estimate it, we have to decrypt. Let Sg = (S1:S2,.51-53, -+, Sk—1-Sk) € %;kz’l)k

and Sy = (5%,53,---,S?) such that (Sg||S7) =S ®S.

TensorDec(T',R/,A’, B') =

=B —A'" . S+R -Sp+T -Sr € Ry
:%4—?—(%+X)‘S+<%+ﬁ)‘83+<%+T>ST € Ry
(1Blg - [Alg - S+ [Rlg - Sk +[Tl, - Sr)

_ ~ +<§7K-S+K-SR+T'ST) € Ry

So now, let’s analyze the term:
) y
[Blg —[A]lg S+ [R]y -Sr + [T], - St =
— B(l)B(z) _ (A(l)B(2) + A(2>B(1)) .S+

ko oi—1 k
F3 DAL AP AP AP) s+ (AL AP st e ")
i=1j=1 i=1

k k
— B(l)B(z) _ (A(l)B(z) + A(2)B(1>) .S+ Z Z(AEI) . AE'Z)) . SiSj € Ry
i=1j—1

=BWMB® _(AMWB® L A®BMy. s (AD @A) . (s®s) € R,

Now, let’s observe the following relations:
(BD — AM sy (B® _ A® . g) =
—BWB® _ (AWB® L AP gL (AD . g)AP . ) (8)
=BWB® _(AMB® L APBMS L (AD 9 AP) . (s@8) €%ig

and
(BY — AWM .8)(B® — AP . 8) = (P, + E1 + qU1)(P2 + Ea + qUs) € Ro
= PP, + PiEx + P2Ey + E1Ex+ 9)
+q(P1U2+P2U1+E1U2+E2U1)+q2U1U2 € R

Observe that the coefficients of S? and S;S; are all < N, if the key is binary or ternary. Since N < ¢, we
assume that they do not overlap modulo ¢. If the key is Gaussian, the coefficients will be a small factor of N in
the worse case, and we still assume they do not overlap modulo q.

By putting together Equations 7, 8 and 9, we obtain the following equality:

[Blg —[Alg S+ [R]g-Sr+[T]g St = P1P2+ P1E> + P2E1 + E1Ex+
+q(P1Uz + P2Uy + E1Usz + ExUy )+ (10)
+q* U1 U2 € Rq
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Then we can observe:
TensorDec(T',R’,A’, B') =
~ (1Blg ~[Alg-S+[Rlg Sk + [T, - Sr) )

5 (E—K-s-s-ﬁ-sR-s-T-sT) €N,
(P1Py+ P1Ex + PoEr + E1E2)  q(P1Uz + P2Uy + E1Ua + E2Ux)
= + +
A A
2
U, U. — — _
+ 2324+ (B-A-S+R-Sa+T-Sr) en,
_ (A1AxM1 M2 + A1 M1 E2 + A2 M2 Eqy + Eq1E2) . q(A1 MUz + Ao MUy + E1Us + E2U1)+
N A A
2
U, U. S — _
+qA12+(BfA-S+R~SR+T~ST) € R,

Y Ay As 1 Ay As
—AM11W2+ZM1E2+Z1\/12E1+A E1Ez +q ZM1U2+ZM2U1 +

+%(E1U2+E2U1)+q%U1U2+(E—K~S+E~SR+T~ST) €N,

The value % is an integer smaller than ¢ according to our parameter choices. So 4 will not overlap modulo

TensorDec(T/, R’ A/, B/) =

V) Ay Ag 1 Ay As
—AM11W2+ZM1E2+ZM2E1+A E1Ey +q ZM1U2+ZM2U1 +

+%(E1U2+E2U1)+q%U1U2+(E—K-S+E-SR+T-ST) €n,

A A _
=AM Ms + ZlMlEz + ZzMgEl + AT E By + %(ElUQ + BaUp)+

+(§7X~S+ﬁ-SR+T-ST) R,

We extract the error:

/ ’ ’ / Aq Ag —1
Error(T',R',A",B’) = ZMlEg + Z]V[gEl + AT E1Es+

RE!
q — — — —
+Z(E1U2+E2U1)+(BfA-SJrR-SRJrT-ST) €n,

(IT) (I11)
Let’s analyze each term separately.
(I) The variance of the first term is:
Var(I) = Var <%M1E2 + %MQE1 + A_1E1E2>
= Var (%M1E2> + Var (%MQJ%) + Var(A™'E1 Es)
2

A 2 2 Az 2 2
= ZSNIM% 0] + ZENIIMa|%0f +

N o
A2U1 103

N
2z (81207 + A3l10s] 2,03 + o703

(IT) Let’s estimate the expectation and variance of Uy and Us. They come from the modulus switching adding
two terms of error Uy and Us. They represent the part overlapping the modulo g.

Remember that, according to the RLWE assumptions, the A, B are insistinguishable from uniform in
W([—q/2,q/2]) with CT = (A(X), B(X)) an RLWE ciphertext.

Observe that:

k k
B=> AS;| =|B-> AiSi| +qU=[AM+ E+qU],
=1 Q =1 q

We are looking for U. Then:

[B - Zf;l AiSz}Q _ [B - qu—l AiSiL .

We assume that qU = AM + E + qU since AM + E appears in the LSB. In practice it’s like we did not cut the
Gaussian’s tails so we overestimate from here.

[B -y, Aisi} o
q

~U
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koAs
In reality we study U as if we we were doing w m Z, it supposes in general that U is not bigger

than Q/q so we can keep the modulo Q.
So we study the variance as follows:

Var (U) zvar([B_Zf1Aq‘,Si _AM_E]Q)

q

k
= i? <Var(B) + ZVar(A,5S¢)>

i=1

1
= Z (Var(B) + kN - Var(A; ; - Si,n))

- qiz (Var(B;) + kN - (Var(As,;) - Var(Si,) + E2(Si,1.) - Var(As ;) + Var(Si.0) - E2(Aq5)) )

1 (¢%2-1 -1 5 -1 1
:q72< T +kN-( 2 -Var(Si ) + E°(Sin) - D +V3f(5i,h,)'2

1 (-1 5 kN
o < — (14 kN - Var(Sin) + kN - E*(Si,0)) + B Var(Si)

And the expectation:

[E(U)_E([B—E?_lAiSi—AM_E]Q)

q

. ( [B—Ele AiSi]Q)
N (B ZA s)
<E(B>+ZE<A S))

i=1

Q

“(E(B) + kN -E(A;i ;) - E(S;,n))

»m\»—‘ »Q\»—l

L RN sy
= 2(1 29 ih

= —— (1+ kN -E(Si,n))
2q

By now, we note the coefficients S; 5, of S;, simply by S. Then:

Var(IT) = Var (%(El Us + E» U1)>

= %22 Var (E1Us + E2Uq)

= %22 (Var(E1Uz) + Var(E2Uy))

= %22 (N - Var(eiuz) + N - Var(eau1))

- NA',‘?Q (Var(ea)Var(uz) + E? (uz)Var(e1) + Var(e)Var(ur) + B (u1)Var(es) )
_ NA'2‘12 (Var(er)Var(u) + E*(u)Var(e1) + Var(ez)Var(u) + E* (u)Var(es) )

- NA'f ((Var(ex) + Var(e2)) - Var(u) + E*(u) - (Var(e1) + Var(e2)) )

_ NAgZ (Var(u) + E*(u)) - (Var(e) + Var(e2))

2
= % <q 1; (1 + kNVar(S) + kN]E2(S)) + %Var(é‘) + i (1+ kN]E(S))2> (62 +03)

Observe that e; and u; indicate the coefficients of F; and U; respectively. The factor N comes from the fact
that they are polynomials.

(II1) In this third part, we compute the variance of the error caused by the rounding. We consider that B, A, R, T

w[=4/2,4/2])
A

are all sampled from . We also consider that:

— S is composed by k elements of the form S; = S, which distribution are given in Table 2.
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— St is composed by k elements of the form S? = S’, which distribution is studied in Section ??. In particular,
S'= ZaN:_ol Sa X = Siyen T Soga With Sguen = Zﬁvz/o%l 85, X* and Sp4q = Zﬁvz/o%l B X2

even even
D]

— Sg is composed by k(k% elements of the form S, - S; = S”, which distribution is studied in Section ?7.

Then:
Var(I11) =Var (B~ A-S+R-Sp+T - Sr)
= Var (ﬁ) + Var (X S) + Var (ﬁ SR) + Var (T ST)

2 —
= % +k-N- (Var(E) . (Var(S) + ]E2(S)) +E(@) -Var(S)) +
k(k —1)

2

N _ N _
+k- <E - Var(t) - (Vaf(sédd) + Var(S.,.,) +2 - E2(Sr,nean)) T3 B2 () - (Var(Shag) + Var(Se/ven)))

N . (Var(?) : (Var(s”) + ]E2(S”)) +E(F) - Var(s”)) +

A? -1 A% —1 5 1
= 54 FEN <W : (Var(S)—HE (s)) + o Var() | +

k(k — 1)N A2 -1 " 2/ ql 1 77
5 .(12A2 -(Var(S )+ E°(S ))+4A2<Var(5' )|+

kN A2 -1 ’ ’ ’ ’ ’

* 2 < 12A2 (Var(sodd) + Var(Seen) +2- ]E2(Smean)> + an2 (Var(Sgqq) + Va'(Seven)))

A2 1 EN 5 5

= T5a7 T i3a7 ((a? = 1) (Var(s) + E*(8)) +3- Var(s)) +
k(k - 1)N 2 7 2 1" "
S ((A —1)- (Var(S )+ E2(S )) +3-Var(S ))+
kN 2 ’ ’ 2 ’ ’ ’
+ 57 (A7 = 1) - (Var(Siag) + Var(Slen) + 2 E*(Spesn) ) + 3 - (Var(Siag) + Var(SLe)) )

The formula is correct if N # 1. In fact, observe that the study for key S” adapts for N = 1 but the key S’
does not. The square keys are not polynomials so there is just 1 term (not odd or even anymore). In case of S’
with N =1, we fix the formula as follows:

even

Var(Sgqq) =0
If N=1¢ Var(S,,.)=2- Var(sf)
E(Shean) = E(57)

The factor 2 in Var(S.,.,) is given by the N/2 that took care of odd and even coefficients.
Finally:

Var(E) = Var(Error(T', R/, A’, B))

Ay Az -1
= Var ZM1E2+ZM2E1+A E1Es ) +

(1)

+Var(%(E1U2+E2U1)> + Var (§7X.s+ﬁ.sR+T~sT)

BL3) (1)

= D (At L o3+ a3 IMa 12,08 +0F03) +

()

2
+ N (‘1 = (1+kNVar(S)+kN]E2(S))+ BN Var(S)Jr%(1+kNEI(S))2)(a%+o§) +

N

(11

+

T+ AN, ~((A2—1)~(Var(S)+]E2(S))+3-Var(S))+%~((A2—1)~(Var(S”)+E2(S”))+3-Var(s”))+

(IIT)

+ 2]Z§2 . ((A2 —1). (Var(Sédd)+Var(Séven)+2-]E2 <s’mean)) +3- (Var(Sédd)+Var(Séven))>

(I11)

C.2 Bi-Distributed Error Polynomials

In this section, we analyse the case where the message is not a dense polynomial and the error polynomial
has coefficients following two different distributions. In particular, we suppose that the message polynomial M
contains 0 < a < N filled coefficients, and their corresponding error terms following a Gaussian distribution
N(0,08,), and there are N — a empty coefficients with containing error from the distribution N(0,02,,).

We consider two message polynomials M; and Ms. The first one contains the «; message coefficients
mi1, - ,Miq, and the second polynomial contains the ap message coeflicients ma 1, -, M2 q,.

We will make the noise analysis only for the coefficients in the resulting plaintext polynomial filled with

single product of the form my ;- mgj; for 1 <¢ < aj and 1 < j < .
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As instance, in a product like:

(ao + a1 X +G3X3) . (bo + b1X) =
= aobo + (aoby + a1bo)X + a1b1 X? + azboX> + azby X*
=co+tec1 X+ 02X2 -+ 03X3 + 64)(4

we are not going to analyse the noise in the ¢; coefficient as instance.
An example is the result of a LWE to GLWE key switching, where the constant term is the only one containing

a message, and its error is larger than the error in the other coefficients.
In the error of the tensor product:

A A
Error(T',R’,A’, B') = ZlMlEg n ZZM2E1 L AR By +

(1)
+%(Ele+E2U1)+(§—K.s+ﬁ-sR+T-sT) € R,

(IT) (I1T)

the only difference happens in terms (I) and (IT). Let’s analyze them separately.

(Isn) The variance is:

Var(Igin)

Ay Az _1 >
= V. — M E — M FE AT "Eq1E
ar(A 1E2 + A Mz 1+ 12

Ay Az 1
= Var ZMlEg + Var ZMgEl + Var(A™ "E 1 E3)

A7 2 2 2 Aj 2 2 2
= Z;HMlHoo ((al = 1) 05 emp + UQ,fin) + Z;HIVI?HOQ ((0‘2 = 1) 07 emp + Ul,ﬁﬂ) +

2 2 2 2 2 2 2 2
+ (‘Tl,ﬁuffz,ﬁu + (a1 — 1)01,ﬁl|‘72,emp + (a2 — 1)”1,emp‘72,ﬁ|| +(N —a1 —az+ 1)(‘71,emp02,emp))

1
Az

(ILin) By now, we note the coefficients S; j, of S;, simply by S. Then:
Val’(IIﬁ”) =

q
= V. —(F E
ar(A( 1Uz + 2U1)>

M

= % - Var (E1U2 + EQUl)
2
= % - (Var(E1Us) + Var(E2Uy))
'S 'S
=z (a1 Var(eq finuz) + (N — a)Var(eq,emptt2)) + a5 (aaVar(ez fu1) + (N — az)Var(ez, empi1))
@ @
=35 (a1 Var(eq sinw) + (N — a1)Var(er emptt)) + Yl (azVar(ez fiiw) + (N — az)Var(ez emput))
2
= % . (Var(u) + Ez(u)) - (a1Var(eq i) + (N — a1)Var(e1,emp) + @2Var(ez i) + (N — az)Var(ez,emp))
N ¢ -1 5 EN 1 5
== < = (1+ kNVar(S) + kNE*(5)) + = Var(S) + 7 (14 kNE(S)? ) -

(1o g+ (N — a1)o1,emp + @202 6t + (N — @2)02,emp)

Observe that e; and u; indicate the coefficients of F; and U; respectively. The factor N comes from the fact
that they are polynomials.

C.3 Relinearization

The last step (relinearization) is to compute:

k 1<j<i
Relin(T', R', A", B) = (A}, -+, A}, B') + 3 (CTii,dec™ O (1)) ) + > (CTiy - dec™" (R, )
i=1 1<i<k

where:
1<5<i

RLK = {ﬁ] = GLev(®P (8, - 8;) = {RLKSJ)}K;KZ}
Sh<t)i<i<k

is the realinearization key, so that each component RLKEf’j), with ¢ € [1,k],j € [1,7],h € [1,£] is defined as:

(5.5) _ g 1) . o
RLK;?) = RLWEg (sl S; %h> = (ARLKS,J),BRLKSJ))
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with

BRLKELi’j) =>4 Aa,RLKgf’j) - Sa+E —8;-8; a7 modg

A ,RLKS’j) coefficients in U([— 4, 2[)

RLK ()
. . 2
ERLng’j) coefficients in N(0, o5 k)
To ease the notations in this section, we will note T/, R/, A’, B’ as T, R, A, B respectively.

Decomposition We start by decomposing T and R w.r.t the basis 8 and the number of level ¢ starting from
the MSB. By using the previous notation, we have:

— T =A{Ti}iep) = {T] + Ti}igq k], with T/ = Z;}V__Ol T} ,XP?, and each T} , is the closest multiple of g7 in Z,.

! / .3 B
Then, we write eachT as Zh 1 th%h,where eacthhe -5 51

The T; = ZN ‘T, Xp term represents the rounding error, so that each coefficient of T; , ~ U([— 57, 7z [)-
- R= {Ri,j}ie[k],je[i—l} = {Rg,j +H,j}ie[k],je[z‘—1]a with RQJ- = Z R’ XP, and each R, ; is the closest

i,5,p i.4,p
. q . / 0 / /
multiple of 7 in Z,. Then, we write each R} ;  as > _, Ri’j’p’h@, where each R; ;  , € [-2.2
- N—15— .
The R;; = szo R; jp - XP term represents the rounding error, so that each coefficient of Ri)jm ~

W([~ 557 a7 -

We note as T/h the polynomial ZN ! T’ »n X7 and as R j.», the polynomial Z;V;Ol R;,j’p’th.
Relinearization
CT = Relin(T, R, A, B)
1<j<i
— (A, B) +Z<CT1 i,dec™® 0 (1)) + 37 (TTiy - dec™ 9 (Riy)) cn,
=1 1<i<k
14 i—1

ZZ RLK(- . T, h+ZZZRLK(”>~ Rl € Ry

h=1 i=1j=1h=1

k 4 i—1 £
’ /
= (A, B) + Z ( RLK(Li)vBRLK(i,i)) T+ > <ARLK<i,J~>,BRLK<i,j)> “Rijn S
=1 h=1 h h i=1j=1h=1 h b

_ i—1 k ‘ i1
= (A"'EL 1 zh*l( RI_Kg,i) T R+ ARLKSJ) 'R;‘,,j,h> B+ Th=1 (BRLKE:'” 'T{,h‘*'Z; 1 RLK(1 5B, h)) € Ry

= (AT€S7B7‘€S) S %q

The computation of the phase gives:

CT-(=8,1) = Bres — Ares - S

=Btk ¢ B R S . .R/ —A.s-yk ¢ A co T il A .. .R. .S
i=12-h=1 RLK;:'Z) ih j=1 RLKEsz i,5,h i=12<h=1 RLK](::) ih j=1 RLKS,J) i,4,h

— k ¥4

= B-AS+YIo Tt (ARLK(i,i)' k(i T8 ) Tt

h
k ¢ i—1 q / i—1 ’
+ i1 ho1 Zhog (ARLKSJ) 'S+ERLK§Li‘j)+Si‘Sa" B h ) R DI S (ARLKSJ) T ntEi—1 ARLKSJ) ‘Ri,j,h) 'S

_ k ‘ , k ) i—1 ,
=B-AS+yi_1Xh=1 (ERLK(L i +S7 Bh ) Ty ptli=1 Zh=1 Z]':1( RLK“ §) TS5 %h> R ih

_ k ¢ ’ 2. _a_ g/
= BoASHY o1 Yh=1 B G) 7‘,,h+zi=1 Yh=1575r Tint
h

k ¢ i—1 Y k Y4 i—-1lg . g.._49 . gt
F =1 Xh=1 251 B G Bt ii=1 Xh=1 251 %55 gw R
h

— k £ i k 2 ’ k ¥4 i—1 L*l ’
= B-A-S+X7 13X 1 ERLK(i,i) -T,-,h+2i:1 ST T+ Zh=1 2_7‘:1 ERLK(i’j) . , i, h+21 1 E Si-Sj-R;
h h

— k ¢ ’ i—1 i k 2. (7, Ty i-lg 9. (R, .—R, -
=B-AS+Y{ Y (ERLK(i,i)'Ti,}L+Zj:1 ERLK(i,j)'R'i,j,h)+zi:1(si (T, =TH+TE1] 55055 (Ry j—R; ;)
h h

_ k ‘ / i—1 = =
= B-A-St+RSp+T-Spr+xF vt | (ERLK(M) T A B RLK“ - mh) —-R-Sp—T-Sp
h

k e i—1
’ ’ o ==
Pres+E+3 3 (ERLKgi,w TR Boutind) - Ri,j,h) -R-Sp—T: Sr
0 =1

i=1h=1

Error

The error term is then:

k i—1
= § E LT § .- R -R- —T.
Error = \E/-‘r 2. 2 (ERLK;:L") Tz,h + 2 ERLKE:'J) R17]1h> R -Sp—T-Sr
()  i=lh=1 J=1 (II1)

n

For each term, we compute their variance:
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(I) This is the error obtained from the tensor product computation
(IT) The variance of the second term is:

ko0 i—1
’ /
Var(1I) = Var (Z Z (ERLKgi’i) “Tin+ Z ERLKgi’j) ’ Ri,j,’r))
g =1 g

i=1h=1

= Var <Z§:1 PO ERLKE:”“ ~T{’,L> +Var<2§:1 Tho1 Z;;% ERLKEj'j) 'Rg,j,h>
= kzvar<ERLK§:"i) 'Ti/,h) +wvar(ERLK$’j) 'R;;‘j,h>

KON Var <€RLK(hi’i) -t;1h> +MV3' <€RLK(hi,j> 'T'/hth)

’ 2/ 2 ). /
= k¢N (Var(eRLKELi’i) )~Var(tiY}L)+Vav(eRLK§Li‘i) )E (ti,h)+E (ERLKEZ’I)) Var(ti,h)) +

k(k—1)¢N 2 2
e (VM(CRLKSJ))'Va’(ri,j,h>+Vaf(CRLK§j,;‘)”E (i 5 ) FE <GRLK$,;‘))'Va'(ré,j,h))

2 i 2 2,7 k(k—1)¢N
k(N(o‘RLK-Var(ti’,h’)+aRLK-]E (ni‘h>)+72 (

2 2
2 BL—1 1 k(k—1)¢N o BL—1 1
“N"RLK‘( 2 +Z)+ P) Rk \ T12 T4

(k+1) B242
12

2 , 2 oy
Rk Var (i )T oRLKCE (Ti,j,h))

k¢Nop -

(III) The variance of the third term is:

Var(ﬁ- SR — T . ST)
= Var(R-Spg)+Var(T-St)
=yk z;ﬁ;% Var(R;, ;83 8)+F_, Var(T;-52)
= EGE=D) var(R ;-85 )+k-Var(T;-52)
k(k—1)N (
2

Var(ﬂ"iﬁj)vVar(S”)+E2(ri1j)vVar(S”)«l»Var(ri’j)4]]‘:2(Sr/n/ean))+
BN (Var(8] 4 +Var(8L,e0) ) - (Var(5) +E2 (7)) 5 N E2 (Shgpn) Var (77)
_ k(k—1)N q2 1 1y 1 7 92 1\ g2 g/
_f((m—ﬁ)-vms )+ g Var(S H’(m—ﬁ ‘EZ (Shean) ) +
2 2
*%‘(Va’(séddHVa’(Séven))'((T(I%ze *ﬁ)Jr%)JrkN-]EQ(S"“ea").(712‘1‘322 ’le)

N 2
= N (o1 (1557 — 1l ) (Var(S" )+ (Sptgqn)) + B (k=1 Var(s")+

2
+% . (Var(Sédd)+Var(Séven)+2]];2(sr’nean)) . (712‘3321{ - le) +% (Var(SLy ) +Var(Shen))

2
= kN T %) ((k=1)- (Var(S")+E2 (Sprean)) +Var (S} gq) +Var(Slyen) +2E2 (Sfhean) ) +

+% (((k=1)-Var(8"")+Var(S} ;) +Var(SLen))

Finally:
k+1) 8242
Var(Mult) = Var (B) + kéNoZ, - ;r ). 1; +
EN q2 1 " 2/l ’ ’ 2
+ 7 <12%22 - E) ((k —1)-(Var(§") +E (Smean)) + Var(sodd) + Var(seven) +2E (Smean)) +

kN
+5 ((k = 1) - Var(8"") + Var(Si4q) + Var(Seen))

D Packing KS LWE to GLWE noise analysis

We consider the LWE secret key s = (s1,- -+, $n) € Z' and an input LWE ciphertext ct = (a1, - -+, an,b) € ZJT!
such that v=3""_, a;s;+m+e with e from x,.

We consider the GLWE secret key s=(s1,-,5:)en* and a key switching key composed of the following GLWE
ciphertexts {c(#)=(A{"? ... A7) BODyemk+l) with 1 <4 <nand 1 < j < £ such that B9 = 22:1 Af;’g) Sy +
Sigg T E9) with coefficients of (1) from -

During the algorithm we will round the {a;} to the closest multiple of % and then decompose them such

that for 1 < ¢ < n we have a; = a; + @ and for 1 < j < £ we have a} = ZE al <L with @; uniform in

=10, B3
[t el and o, wiform in [, 31
2
We have Var(@;) = fzr — 75, Var(aj ;) = B3 and E(a;) = E(a} ;) = —3.

The output is:

n £
Cres = (07' t ,O,b) — ZZG‘{L,J . C(Z’J>

i=1j=1

n ¢ no ¢ no ¢
_ <_ZZ“;J .Agi‘.j)7'., 7_22(11_4 ‘Ag‘j),b— Zza;j ~B(i’j))

i=1j=1 i=1j=1 i=1j=1
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Let’s decrypt the output:

Decrypt(Cres, S) =

no ¢ n
=6-> >4 =S54, Al | sy
i=1j=1 im=15=1
n £ £
=b->"3d Shal, AP sy
i=1j=1 =1i=1;=1
n £ L
=6-3%a “Sy 4 si— 4+ B
i=1j=1 ’
no ¢ o n n ¢ o
=b-> > a ;J.~E("J)=b—Za;~si—ZZa;j~E(“)
i=1j=1 i=1 i=15=1
n n ¢ o n n n ¢ o
:bfz(ai+a’i)-5i 7ZZa;’j~E(”) :bfzai -8 7Za’i~8i 722(1;)]- - g9
i=1 i=1j=1 i=1 i=1 i=1j=1
mn n £ )
:m+€7zdi'5i 722(1;”» -gG9
i=1 i=1j=1

Let’s now study the error term in the filled coefficient:

n n £
Varg = Var (e — Zdi -8 — Z Za;,j . E(i"j)>

i=1 i=1j=1

n n £l
= Var(e) + Var <Z a; - Si> + Var (Z Z a;’j - E(i‘j)>
i=1 i=1j=1
= 0% +n - (Var(d;)Var(s;) + E* (a;)Var(s;) + E (s;)Var(@;)) +n - £ - ogex - (Var(a; ;) +E*(a] ;)

2
— o2 RN N 4 R2(s
=0 +n- (12%22 12) (Var(s,,) +E (sl)) +

B2 42
12

n
1 Var(s;)n - £ - UiSK .

Let’s finally study the error term in the other coefficients:

B2 42

n ¢
Varemp = Var (Z D ai E(M)> =n-L-ogs- 12
i=1j=1
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