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Abstract. A functional commitment (FC) scheme allows one to commit to a vector x and later
produce a short opening proof of (f, f(x)) for any admissible function f. The security of FC schemes,
called evaluation binding, ensures that it is hard to open the commitment to the same function f
and different outputs y # y’. Unlike succinct non-interactive arguments (SNARG) which provide a
stronger soundness guarantee but typically require non-falsifiable assumptions, the evaluation binding
of FC schemes can often be based on falsifiable assumptions and is sufficient for certain applications
such as constructing homomorphic signatures (HS). Since their inception, FC schemes supporting ever
more expressive classes of functions have been proposed, with the state-of-the-art supporting low-degree
polynomial maps.

In this work we construct the first FC schemes for circuits, based on either pairing-based or lattice-
based falsifiable assumptions. Our FCs require to fix a-priori only the maximal width of the circuit to
be evaluated, and have opening proofs whose size only depends on the depth of the circuit. We obtain
our results in two steps. First, we introduce a new tool which we call chainable functional commitment
(CFC), and show that CFCs for quadratic polynomial maps generically imply an FC for bounded-width
circuits. Then, we show how to efficiently instantiate CFCs for quadratic polynomial maps over either
pairing groups or lattices.

Using a recent transformation from FC to HS, we obtain the first pairing- and lattice-based constructions
of HS for bounded-width, but unbounded-depth, circuits. Prior to this work, the only HS for general
circuits is lattice-based and requires bounding the circuit depth at setup time.

1 Introduction

Commitment schemes allow a sender to commit to a message = in such a way that the message
remains secret until the moment she decides to open the commitment and reveal it (hiding), and
they allow the receiver to get convinced that the opened message is the same x originally used at
commitment time (binding).

Today, commitments are a ubiquitous building block in cryptographic protocols, including digital
signatures, zero-knowledge proofs and multiparty computation, to name a few. As applications
become more and more sophisticated, the basic commitment functionality may fall short. One
particular limitation is that the opening mechanism is all-or-nothing: either the sender opens in full
the commitment and the receiver learns the whole message, or the receiver gets nothing. A more
flexible and useful functionality would be to open the commitment to a function of the committed
message, that is to reveal f(x) for some function f.

This advanced commitment notion has been formalized by Libert, Ramanna and Yung who
called this primitive Functional Commitments (FC) [LRY16]. The property that makes functional
commitments unique (and nontrivial to realize) is succinctness: assuming that the message is a



large vector x, then both the commitment and the openings should be short, e.g., polylogarithmic
or constant in the size of . The main security requirement of functional commitments is evaluation
binding: no polynomially bounded adversary should be able to, validly, open the commitment to
two different values y # 3/ for the same f. Additionally, FCs can also be hiding and zero-knowledge
(a commitment and possibly several openings should not reveal additional information about x).

Functional commitments are essentially a class of (commit-and-prove) succinct non-interactive
arguments with a weaker security property, that is evaluation binding instead of soundness. The
notion of evaluation binding is not necessarily a weakness but can also be a feature: it is a fal-
sifiable security notion that makes FCs potentially realizable from falsifiable assumptions in the
standard model (i.e., without random oracles), without contradicting the celebrated result of Gen-
try and Wichs about impossibility of SNARGs from falsifiable assumptions [GW11]. For this reason,
functional commitments can be an attractive alternative to SNARGs for implementing succinct ar-
guments in cryptographic protocols where evaluation binding is sufficient (notably, without carrying
the need of non-falsifiable assumptions). Examples of this case include homomorphic signatures and
verifiable databases as shown in [CFT22|, as well as the numerous applications that employ vector
commitments [CFM08, LY 10, CF13] or polynomial commitments [KZG10] (two primitives that are
a special case of the FC notion). An additional motivation for studying evaluation binding FCs is
that they can provide a different approach to construct SNARKS since any evaluation binding FC
can be compiled into a SNARK by adding a simpler SNARK proof of “I know & that opens the
commitment”.

Turning our focus to realizations of functional commitments, it is easy to construct an FC for
arbitrary computations based on non-falsifiable assumptions by generating a succinct commitment
to the input ® and a SNARK proof for the statement “f(x) = y and x opens the commitment
correctly”. However, as discussed above, non-falsifiable assumptions are not known to be required
for functional commitments and thus this solution is not satisfactory.

On the other hand, the state-of-the-art realizations of FCs from falsifiable assumptions encom-
pass a limited set of functionalities that (besides the special cases of vector and polynomial commit-
ments) include linear maps [LRY16, LM19|, semi-sparse polynomials [LP20| and constant-degree
polynomials [ACL122, CFT22| (see Section 1.2 for a discussion on related work).

1.1 Owur Contribution

In this paper, we propose the first constructions of Functional Commitments that support the eval-
uation of arbitrary arithmetic circuits® and are based on falsifiable assumptions. In our FC schemes
only the maximal width of the circuits has to be fixed at setup time. The size of the commitments
is fully succinct in the input size; the size of opening proofs grows with the multiplicative depth
dc of the evaluated circuit C, but is otherwise independent of the circuit’s size or the input length.
Notably, our FC schemes provide an exponential improvement compared to previous FCs that could
only support polynomials of degree § = O(1) with an efficiency degrading exponentially in ¢ (as
O(n?))® [ACL*22, CFT22|.

We design our FCs for circuits in two steps: (1) a generic construction of an FC for circuits
based on a novel primitive that we call Chainable Functional Commitment (CFC), and (2) two

5 Looking ahead, our lattice-based instantiation supports arithmetic circuits over rings where wires carry values of
bounded norm.

5 Note, when used for a circuit of depth d these solutions may have efficiency doubly exponential in d since in general
5~ 2%



FC scheme Functions |pp] |com| |7 AH

[LRY16] (pair.) linear maps An A A v
[LM19] (pair.) linear maps An A A v
[LPZO] (pair.) semi-sparse poly Al M A -
[ACL*22] (latt.) const. deg. poly p(A)(n?*+£) p(\)logn p(\)log?tn
[CFT22] (pair.) const. deg. poly \n?0 )\(Sf )\(5f v
This work:

Corol. 1.1 (pair.) AC of width <w  Aw® A Ad2 v
Corol. 1.3 (pair.) AC of size < S AS? A Ade v
Corol. 2.2 (latt.) AC of width <w  p(A)w® p(A)logw p(A)delog?w v

Table 1: Comparison of FC schemes from falsifiable assumptions for functions with n inputs and £ outputs. Constants
are omitted, e.g., An means O(An). For semi-sparse polynomials p > n is a sparsity-dependent parameter (cf. [LP20]).
For constant-degree polynomials d¢ is the degree of the polynomial f used in opening while § is the maximum degree
fixed at setup. AC means arithmetic circuits, d¢ the depth of the circuit C used in opening, and note that w > n, £.
AH means ‘additively homomorphic’; schemes meeting this property can be turned into multi-input homomorphic
signatures.

realizations of CFCs, one based on bilinear pairings and one based on lattices. The pairing-based
CFC relies on a new falsifiable assumption that we justify in the bilinear generic group model, while
the lattice-based CFC relies on a slight extension of the k-MISIS assumption recently introduced
in [ACL*22|. Using either one of these two CFC constructions (and considering a few tradeoffs of
our generic construction), we obtain a variety of FC schemes; we summarize in Table 1 the most
representative ones.

Our FC schemes enjoy additional properties that have useful applications. First, they are addi-
tively homomorphic, which as shown in [CFT22] makes the FC updatable and allows for building
multi-input homomorphic signatures. Notably, using our new FC for circuits we obtain new real-
izations of homomorphic signatures that advance the state of the art (see slightly below for more
details). Second, they present amortized efficient verification, which means that the verifier can
precompute a verification key vke associated to a circuit C and use this key (an unbounded number
of times) to verify openings for C in time (asymptotically) faster than evaluating C. Third, our FC
schemes can be trivially modified to have perfectly hiding commitments and they can be efficiently
compiled into FCs that have zero-knowledge openings (i.e., an opening proof for f(x) reveals no
information about the committed @ beyond what is trivially leaked by the result). Both efficient
verification and zero-knowledge openings are relevant in the construction of HS from FCs since, as
showed in [CFT22|, they imply the analogous properties of efficient verification [CFW14, GVW15]
and context hiding |BF11] in the resulting HS schemes.

Finally, both our pairing-based and lattice-based FCs for circuits can yield a SNARK for arith-
metic circuit satisfiability if one additionally makes an appropriate knowledge-type assumption. For
the pairing-based FC the very same scheme (without any change) can be proven to be a SNARK
for NP under a knowledge of exponent assumption. We find this “dual-mode” feature interesting
as it is an example of a scheme where according to the strength of the taken assumption one ob-
tains an accordingly strong level of security (i.e., non-falsifiable soundness under a non-falsifiable
assumption, and (falsifiable) evaluation binding under a falsifiable assumption).



Application to Homomorphic Signatures. Homomorphic signatures (HS) [JMSW02, BF11]
allow a signer to sign a large dataset & in such a way that anyone, holding a signature on «, can
perform a computation f on this data and derive a signature o, on the output y = f(x). This
signature vouches for the correctness of y as output of f on some legitimately signed data and is
publicly verifiable given a verification key, a description of f, and the result y. The most expressive
HS in the state of the art is the scheme of Gorbunov, Vaikuntanathan and Wichs [GVW15] that is
based on lattices and supports circuits with bounded number of inputs n and bounded (polynomial)
depth d. In their scheme, the signature size grows polynomially with the depth of the evaluated
circuit (precisely, as d* - poly())).

By applying a recently proposed transformation [CFT22|, our new FCs for circuits yield new
homomorphic signature schemes that support the same class of functions and succinctness as sup-
ported by the FC. Our new HS advance the state of the art; notably, we obtain:

— The first HS for circuits based on pairings. Previously existing HS based on pairings can capture
at most circuits in NC!' [KNYY19, CFT22] and need a bound on the circuit size. In contrast, our
HS can evaluate circuits of any polynomial depth, achieving virtually the same capability of the
lattice-based HS of [GVW15] and with better succinctness. We believe this result is interesting
as it shows for the first time that we can build HS for circuits without the need of algebraic
structures, such as lattices, that are notoriously powerful.

— The first HS that do not require an a-priori bound on the depth. The work of Gorbunov, Vaikun-
tanathan and Wichs [GVW15] left open the problem of constructing fully-homomorphic signa-
tures, i.e., HS that can evaluate any computation in the class P without having to fix any bound
at key generation time. In our new HS we do not need to fix a bound on the depth but we
rather need a bound on the width of the circuits at key generation time. Although this result
does not fully solve the open problem of realizing fully-homomorphic signatures, we believe that
our schemes make one step ahead in this direction. Our observation is that dealing with a bound
on the circuit’s depth is more difficult than dealing with a bound on the width. As evidence for
this, we show a variant of our FC scheme (see Section 5.2) for which one can fix a bound n and
support circuits of larger width O(n) with an O(1) increase in proof size. Therefore, while our
solution needs a bound on the width, this is not strict, as opposed to the depth bound in the HS
of [GVW15].

Like the scheme of [GVW15]|, our HS constructions support multi-input signing, have efficient
(offline/online) verification and are context-hiding. As a drawback, our HS allow only a limited
form of multi-hop evaluation, that is the ability of computing on already evaluated signatures. In
our case, we can compose computations sequentially (i.e., given a signature oy, for y = f(x) we
can generate one for z = ¢g(y) = g(f(x))), while [GVW15| supports arbitrary compositions (e.g.,
given signatures for {y; = fi(x)}i, one can generate one for z = g(fi(x),..., fn(x))). On the other
hand, for circuits with multiple outputs, the size of our signatures is independent of the output size,
whereas in [GVW15] signatures grow linearly with the number of outputs.

Our Novel Tool: Chainable Functional Commitments. The key novelty that allows us to
overcome the barrier in the state of the art and build the first FCs for circuit is the introduction and
realization of chainable functional commitments (CFC) — a new primitive of potentially independent
interest. In brief, a CFC is a functional commitment where one can “open” to committed outputs.
More concretely, while a (basic) FC allows proving statements of the form “ f(x) = y” for committed
x and publicly known y, a CFC allows generating a proof my that com, is a commitment to
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y = f(x1,...xy) for vectors &1, . . . &, each independently committed in comy, ..., com,,. In terms
of security, CFCs must satisfy the analogue of evaluation binding, that is one cannot open the same
input commitments (comy,...,com,,) to two distinct output commitments com, # com;J for the
same f. Keeping outputs committed is what makes CFCs “chainable”; in the sense that committed
outputs can serve as (committed) inputs for other openings. For instance, using the syntax above,
one can compute an opening 7, proving that com, is a commitment to z = g(y). This way, the
concatenation of comy, 7s,m, yields a proof that z = g(f(x1,...2m)).

The introduction and realization of CFCs are in our opinion the main conceptual and technical
contributions of this paper. From a conceptual point of view, the chaining functionality turns out
to be a fundamental feature to tackle the challenge of supporting a computation as expressive as an
arithmetic circuit. Indeed, we show that from a CFC for quadratic polynomial maps it is possible
to construct a (C)FC for arithmetic circuits. From the technical point of view, we propose new
techniques that depart from the ones of existing FCs for polynomials [ACL*22, CFT22| in that
the latter only work when the output vector is known to the verifier and there is a single input
commitment. We refer to Section 2 for an informal explanation of our techniques.

1.2 Related work

The idea of a commitment scheme where one can open to functions of the committed data was
implicitly suggested by Gorbunov, Vaikuntanathan and Wichs [GVW15], though their construction
is not succinct as the commitment size is linear in the length of the vector. Libert, Ramanna
and Yung |LRY16] were the first to formalize succinct functional commitments. They proposed a
succinct FC for linear forms and showed applications of this primitive to polynomial commitments
[KZG10] and accumulators. Recent works have extended FCs to support more expressive functions,
including linear maps [LM19], semi-sparse polynomials [LP20], and constant-degree polynomials
[ACLT22, CFT22]. Table 1 presents a comparison of these works with our results. Catalano, Fiore
and Tucker [CFT22| also proposed an FC for monotone span programs, which only achieves a weaker
notion of evaluation binding where the adversary must reveal the committed vector. Compared to
these prior works, ours addresses the main question left open in the state of the art, which is to
construct FCs from falsifiable assumptions for arbitrary computation.

A recent work close to this goal is that of Peikert, Pepin, and Sharp [PPS21] who proposed a
lattice-based vector commitment and a companion scheme where one can open to circuit evaluations
of the committed input. Their solution, however, is not a full-fledged FC as it works in a significantly
weaker model where a trusted authority is assumed to generate, using a secret key, an opening key
for each function for which the prover wants to release an opening. In contrast, our solutions only
assume a one-time trusted setup after which anyone can compute commitments and openings to
any admissible function.

2 A Technical Overview of Our Work

We construct our FCs for circuits in two main steps: (1) a generic construction of FC for circuits
from CFCs for quadratic polynomial maps (Section 5), and (2) the realization of these CFCs based
on either pairings (Section 6) or lattices (Section 7). Below we give an informal overview of these
constructions.



FC for circuits from CFCs for quadratic functions. Our transform starts from the obser-
vation that the gates of an arithmetic circuit’ can be partitioned into “levels” according to their
multiplicative depth, i.e., level h contains all the gates of multiplicative depth h and level 0 contains
the inputs. So, each output of level h, denoted by x| is computed by a quadratic polynomial
taking inputs from previous levels < h, and the evaluation of a circuit C of width < n and depth
d can be described as the sequential evaluation of quadratic polynomial maps f® : X" — X" for
h=1tod.

The basic idea of our generic FC is that, starting with a commitment comg to the inputs a(®,
we can open it to y =C (w(o)) in two steps. First, we commit to the outputs of every level. Second,
we use the CFC opening functionality to prove that these values are computed correctly from values
committed in previous levels. Slightly more in detail, at level h we create a commitment comy, to
the outputs & = f() (w(o), . ,w(h_l)) and generate a CFC opening proof 7, to show consistency
w.r.t. commitments comg,...,comy_1. Eventually, this strategy reaches the commitment comy of
the last level that includes the outputs, which can be opened to y.

As one can see, this strategy makes our opening proofs grow with the depth of the circuit.
However, if the CFC commitments and opening proofs are short (e.g., constant/logarithmic in their
input size, that is the circuit’s width), then the FC openings keep only such dependence on the
depth.

Our CFCs for Quadratic Functions. To build our CFCs we devise new commitment and
opening techniques that capture a quadratic polynomial map y = f(x1, ..., x,,) where each input is
committed in com;, and the output is committed too in com,,. Our techniques use similar ideas in the
pairings and lattice setting. For the pairing setting we adopt the implicit notation for bilinear groups
G1, Ga, Gy of prime order ¢ by which [x]s; denotes the vector of group elements (¢2',...,g%") € G?
for a fixed generator gs. For the lattice setting, we let R be a cyclotomic ring and ¢ be a large
enough rational prime such that a random element in R, := R/¢R is invertible with non-negligible
probability.

ABSTRACT FUNCTIONALITY. In our pairing-based CFC we define three commitment keys [a];,
[B]1, and [v]1 in Gf. A commitment of type a to a vector € Z is computed @ la Pedersen as
a group element X = [(x, )]}, commitments of type 8 and 7 are defined analogously. In the
lattice-based CFC the keys are random elements in Ry and commitments (of vectors & with small
entries) are similarly computed as (x, o) € R,.

In our CFCs the commitments generated by Com and used by Open are only those of type «,
whereas commitments of type 8 and ~ are used as auxiliary values in the opening proofs. In order to
create a CFC opening to a quadratic polynomial, our main tool is a technique realizing the following
functionality:

- [(a, B) — ~|-Quadratic opening: given m pairs of commitments {Xi(a) = [z, )], Xi(ﬂ) =
[(xi, B)]1}i=1..m and a commitment Yy = [{(y,7)]1 generate a succinct opening proof W}(y) that
y=f(xy,...,xn).

Before seeing how we generate this opening, we observe that 7 does not yet achieve our goal since

it assumes the availability of both type-a and type-8 commitments on the inputs, and it only allows

us to “move” to a type-y commitment of the output, preventing us from achieving chainability.
We solve both issues by designing two special cases of the functionality above:

7 In our model we assume wlog arithmetic circuits where every gate is a quadratic polynomial of unbounded fan-in.



— |oe — f]-Identity opening: given a type-a commitment X (®) = [(x, )] show that a type-f com-
mitment X commits to the same @, i.e., X(®) = [(x, 8)];

— [y — af-Identity opening: given a type-y commitment Y = [(y,~)] show that a type-ar com-
mitment Y(®) commits to the same y, i.e., V(¥ = [(y, a)].

We use the identity opening mechanisms to “close the circle” in such a way to obtain a quadratic
opening mechanism where all inputs and outputs are only type-a commitments. To summarize,
our CFC Open algorithm consists of the following steps: (i) Compute a type-3 commitment Xi(ﬁ )
to each input along with an | — []-Identity opening proof that Xi(ﬁ ) commits to the same x; in

X, (ii) Compute a type-y commitment Y ) to the result y = f(x1,...,%y) and a [(a, 3) — 7]

)

Quadratic opening proof attesting the validity of y w.r.t. the input commitment pairs (Xi(a), Xi(ﬁ ));
(iii) Finally, use the [y — aJ-identity opening to ensure that Y (® is a commitment to the same y

in the Y computed in (ii).

OUR [(a, ) — 7|-QUADRATIC OPENING METHOD. We use the fact that a quadratic polynomial
map f: A" — A" can be linearized via appropriately defined vector e and matrices F; and G; ;
such that
y:f(wl,...,:nm) :e—i—ZFi-wi—i— Z Gi,j . (:vi@acj).
i i,j>i
In this overview, we only show how to produce an opening proof for a single quadratic term, i.e.,
to show that y, ; = G - (x; ® x;) given input commitments Xi(a),X(B) X/ XJ(B)

i o

and output

Y;EZ) This is the core of our technique since the full opening for f is obtained by doing an additive
aggregation of openings for all the terms in the sum. Opening to G; ; is done in two main steps.
First, we compute a commitment to the tensor product x; ® ;. In the lattice-based CFC,
this easily follows from the ring structure of R4, and thus both prover and verifier can compute
Zij = Xi(a)-X](ﬂ) = (x;®x;, a®P). In the pairing-based CFC, the prover computes this commitment
and helps the verifier to check its correctness as follows. She computes the elements Z; ; := [(x; ®

x;, o ® B)] and Xi(2) := [(x;, a)]2, and the verifier checks e(XZ-(a), [1]2) Z e([l]l,Xi@)) to test that

Xi(z) € Gy encodes the same vector of XZ-(a) € G, and e(Z; 5, [1]2) as e(X](-B),XZ@)) to test that
Zij =[(zi®x;,a® B)]1. To let the prover compute this, we add elements [a]s and [ ® B]; to the
public parameters.

The second step is the generation of a linear map opening that the vector y, ; in the type-y
commitment Yi(;) is the result of applying G; ; to the vector committed in Z; ;. We compute this
proof as follows. Let I5; = > 3 Gijk - 525 be an encoding of the matrix G ; that should be
computable by the verifier. Then we rely on the fact that

(8 /ﬂ/
(@wi@wj,a@f) Tij=(Gij- @z, )+ Y,  Chaiwr- % .
k,(h,D)F#(R,2) "

Namely (x; @z, ® ) - I; j can be split into the sum of a non-rational term that actually encodes
the (commitment to the) result (y, ;,7), and a linear combination of rational monomials whose
coefficients can be efficiently computed given G; ;,«; and x;. So, we add to the public parameters
information that allows the prover to prove such splitting.

In the pairings setting, we do this by including in the public parameters: elements {[Zgg]g}k in

Ny Y By
e e ()

the group G that allow the verifier to compute the encoding [I7 ;]2, and the elements {]

7
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thanks to which the prover computes 71'%) => (h1)# (! 0) Chh L1 [

ifier can test equation (1) using pairings as

]1. This way, the ver-

e (Zigs \Ligl) < e (Y. Imla) e (7). [1]2) 2)

The security relies on the fact that the public parameters do not include any term [n,7vx]1 in the
group G1. We define a falsifiable assumption distilling this property and prove the evaluation binding
property of the CFC under this assumption.

In the lattice setting, we need to make an additional restriction that both the vectors @1, ...,
and the coefficients of the polynomial map f are short. This implies that the coefficients ¢y, 41 p/ 7 in
equation (1) are also short. With this restriction, we enable the proof of the split by adding to the
public parameters short preimages of each ring element %’%lﬁl' and, crucially, no short preimage

™)

for ring elements 7. This allows the prover to compute a short preimage T for the element

(i @ xj,a® B) - I; — Y, which the verifier can test.
3 Preliminaries

Notation. We denote by N the set of natural numbers > 0. We denote the security parameter
by A € N. We call a function e negligible, denoted €(\) = negl(A), if e(A\) = O(A™¢) for every
constant ¢ > 0, and call a function p(\) polynomial if p(\) = O(A€) for some constant ¢ > 0. We
say that an algorithm is probabilistic polynomial time (PPT) if its running time is bounded by some
p(A) = poly(A). For a finite set S, x <+$S denotes sampling x uniformly at random in S. For an
algorithm A, we write y <— A(z) for the output of A on input z. For a positive n € N, [n] is the set
{1,...,n}. We denote vectors x and matrices M using bold fonts. For a ring R, given two vectors
x,yeR", z:=(xQy) € R™ denotes their Kronecker product (that is a vectorization of the outer
product), i.e., Vi, j € [n] : zj1(j—1)n = Ti¥j-

3.1 Functional Commitments

In this section we give the definition of functional commitments (FC) for generic classes of functions,
by generalizing the one given in [LRY16] for linear functions. For notational simplicity and without
loss of generality, we give our definitions for functions that have n inputs and n outputs.

Definition 1 (Functional Commitments). Let X' be some domain and let F C {f : X" — X"}
be a family of functions over X, with n inputs and n outputs. A functional commitment scheme
for F is a tuple of algorithms FC = (Setup, Com, Open, Ver) that work as follows and that satisfy
correctness and succinctness defined below.

Setup(1*,1™) — ck on input the security parameter X and the functions parameters n, outputs a
commitment key ck.

Com(ck, ;) — (com,aux) on input a vector x € X™ and (possibly) randomness r, outputs a com-
mitment com and related auxiliary information aux.®

8 In our constructions, we often omit r from the inputs; in such a case we assume either that = is randomly sampled
or that the commitment algorithm is deterministic.



Open(ck,aux, f) — 7 on input an auziliary information aux and a function f € F, oulputs an
opening proof T.

Ver(ck,com, f,y,m) — b € {0,1} on input a commitment com, an opening proof =, a function f € F
and a value y € X™, accepts (b= 1) or rejects (b=0).

Correctness. FC is correct if for any n € N, all ck <$Setup(1*,17), any f : X" — X" in the
class F, and any x € X™, if (com, aux) <— Com(ck,x), then

Pr[Ver(ck,com, f, f(x), Open(ck, aux, f)) = 1] = 1.

Succinctness. Let us assume that the admissible functions can be partitioned as F = {Fy}rek
for some set IC, and let s : N x K — N be a function. A functional commitment FC for F is said
to be s(n, k)-succinct if there exists a polynomial p(\) = poly(X) such that for any k € KC, function
[ X" = X" s.t. f € Fn, honestly generated commitment key ck < Setup(1*,17), vector x € X",
commitment (com,aux) <— Com(ck,x) and opening m <— Open(ck, aux, f), it holds that |com| < p(\)
and 7] < p(A) - s(n, K).

In order to model and compare different constructions, the notion of succinctness that we in-
troduce is parametric with respect to a function s(n, x) that depends on the input-output length n
and some parameter x of the evaluated function. In some cases we will express the function s using
asymptotic notation. To give some examples, k could be an integer expressing the depth/size of a
circuit (and thus F, are all circuits of depth/size k), the degree of a polynomial, or the running
time of a Turing machine. Accordingly, K is a set that partitions the class of admissible functions,
e.g., K = [D] if the admissible functions are all circuits of depth < D, or £ = N if one wants to
capture circuits of any depth.

Generally, to make FC a nontrivial primitive, we are interested in s(n, k)-succinct FCs where
s(n, k) is sublinear or constant in the input length n; in this case we call the FC succinct. On
the other hand, we leave the possibility that s depends on the evaluated function, e.g., in our
constructions for arithmetic circuits s depends on the depth of the evaluated circuit but not on its
size and input/output length.

The security definition of FCs proposed in [LRY16] is called evaluation binding and says that a

PPT adversary cannot open a commitment to two distinct outputs for the same function.

Definition 2 (Evaluation Binding). For any PPT adversary A, the following probability is
negl(\):
Ver(ck,com, f,y,7) =1
AdvRBMN) =Pr| Ay#y A
Ver(ck,com, f,y',7') =1

. ck < Setup(1*,1™)
‘ (Com7 f7 y? 7T7 y” 7T/> e A(Ck)

For simplicity of presentation, in all our security definitions, we omit checking the domains of the
elements returned by the adversary, e.g., that f € F and y € X" etc.
In the following proposition we note that evaluation binding implies the classical binding notion.

Proposition 1. Let FC be an FC scheme satisfying evaluation binding. Then FC.Com is a compu-
tationally binding commitment scheme, namely any PPT adversary has probability negl(\) of finding
a tuple (xz,r,x’,7") such that * # &' and Com(ck,z;r) = Com(ck, z';7’).



Proof. The proof is rather simple and works as follows. Consider an adversary A that returns
(x,r,x’',r") such that # # @’ and Com(ck,x;r) = Com(ck,z’;7’) with non-negligible probability.

Then we can use it to build an adversary B that returns (com, f, y, m, ¢y, 7’) such that Ver(ck, com, f,y,7) =

Ver(ck,com, f,y’,7') =1 and y # y’. To do so, B runs A and then looks for a function f such that

= f(x) # f(2') = ¢/, and computes (com,aux) < Com(ck,x;r), (com’,aux’) + Com(ck,z’;r"),
7 < Open(ck, aux, f), @’ < Open(ck,aux’, f). By the correctness of FC, 7 and 7’ must verify for y
and y' respectively, and for the same commitment com = com’ (due to the break of binding by A).
Therefore, B’s output is a valid attack against evaluation binding.

We also recall two security notions that are strictly stronger than evaluation binding. The first is
strong evaluation binding, introduced in [LM19]. In this notion, the adversary outputs a commitment
com and a collection of openings to one or several function-output pairs {f;, y;}, and we say that it
wins if these define an inconsistent system of equations (i.e., there is no valid @« such that f;(x) =y,
for all 7). Then, we introduce the notion of knowledge extractability and prove that if an FC is
knowledge extractable, then it also satisfies strong evaluation binding.

Definition 3 (Strong Evaluation Binding). For any PPT adversary A, the following advantage
is negl(\):

EvBind veldl ck + Setup(1*,1™)
Advi " (N) = Pr | Ver(ck,com, f;,y;,m) =1 : o e
ANBreX: fi(lx)=uy, (com, {fi,y; miti2y) < Alck)

Definition 4 (FC Extractability). FC is knowledge extractable for an auziliary input distribution
Z if for any polynomial time adversary A there exists a PPT extractor £ such that the following
advantage is negl(\):

ck < Setup(1*,1™)]

Ver(ck,com, f,y,7) =1 auxy «— Z(1Y)

AdvEE(N) = Pr |1 (com # com’ - (com, f.y.m) - (A)(ck, auxz)
f(@) #y) (x;7) < E(ck,auxy)

i (com’; aux’) «— Com(ck, x; )|

Proposition 2. Let FC be a knowledge extractable FC. Then, FC satisfies strong evaluation binding.

Proof. Let A be an adversary against strong evaluation binding that on input (ck,auxyz) returns
(com, {f,',yi,m}?zl) such that Vi € [Q], Ver(ck,com, fi,y;,m) =1 A Ax € X : fi(x) = y;. We will
show that if A is a succesful adversary then FC is not knowledge extractable.

We proceed by contradiction; assume that FC is knowledge extractable. We define () adversaries
Bi(ck,auxz), ..., Bg(ck, auxz) against FC extractability as follows: B; runs A(ck, auxz) and returns
the i-th tuple (com, f;, y,, m;) from A’s output. Notice that A is a deterministic machine; nevertheless
A can take input randomness in auxz. As FC is knowledge extractable, for every B; there exists an
extractor &;(ck,auxz) that returns x;;r; such that (abusing notation) com < Com(ck, z;; ;) and
fi(zi) = y;.

We now distinguish two cases. First, suppose that x; # x; for some 4,5 € [@Q]. Then, we have
that com = Com(ck, z;; ;) = Com(ck, x;;7;), which is a contradiction as this breaks commitment
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binding. Otherwise, let « be the vector such that @ = x; for all i € [Q]. Then, by correctness of the
extractors & we have that f;(x) =y, for every i € [@], which is a contradiction with respect to .4
breaking evaluation binding.

3.2 Additional properties of FCs

Here we define three extra properties of functional commitments that can be useful in applications.

Additive-homomorphic FCs. These are functional commitments where, given two commitments
com; and coms to vectors 1 and a2 respectively, one can compute a commitment to x; + xs.

Definition 5 (Additive-homomorphic FCs [CFT22|). Let FC be a functional commitment
scheme where X is a ring. Then FC is additive homomorphic if there exist deterministic algorithms
FC.Add(ck,comy,...,com,) — com, FC.Add,ux(ck, auxy, ..., aux,) — aux and FC.Add,(ck,r1,...,r) —
r such that for any x; € X and (com;,aux;) < Com(ck,x;;r;), if com <« FC.Add(ck,comy,...,
com,,), aux < FC.Add,ux(ck,auxi,...,aux,), and r < FC.Add,(ck,r1,...,r,), then (com,aux) =
Com(ck, > 1" | @i; 7).

As shown in [CFT22|, an additive-homomorphic FC can be used to construct multi-input ho-
momorphic signatures, and it is also updatable.

Efficient Amortized Verification. A FC satisfying this property enables the verifier to pre-
compute a verification key vk associated to the function f, with which the verifier can check any
opening for f in time asymptotically faster than executing f. We introduce a general notion in
which the efficient verification algorithm must be asymptotically faster than the standard verifica-
tion algorithm.

Definition 6 (Amortized efficient verification). A functional commitment scheme FC for F
has amortized efficient verification if there exist two additional algorithms vky < VerPrep(ck, f) and
b < EffVer(vky,com,y, ) such that for any n = poly(X), function f : X" — X" s.t. f € F, any
honestly generated commitment key ck Setup(l)‘, 1™), vector & € X™, commitment (com,aux) <
Com(ck, ) and opening m < Open(ck,aux, f), it holds: (a) EffVer(VerPrep(ck, f),com,y,7) =
Ver(ck,com, f,y,m), and (b) the running time of EffVer is o(T) where T = T(\) is the running
time of Ver(ck,com, f,y, ).

Hiding and Zero Knowledge. Intuitively, an FC is hiding if the commitments produced through
Com are hiding, in the classical sense. For zero-knowledge, the goal is that the openings produced by
Open should not reveal more information about the committed vector beyond what can be deduced
from the output, i.e., that « is such that y = f(x).

We use the formal definitions introduced in [CFT22].

Definition 7 (Com-Hiding [CFT22|). A FC has perfectly (resp. statistically, computationally)
hiding commitments if there are simulator algorithms Sim = (Simsetup, SiMcom, Simequiv) such that

— (i) Simsetyp generates indistinguishable keys, along with a trapdoor, i.e., the distributions {ck :
ck < Setup(1*,1™)} and {ck : (ck, td) < Simserup(1*,1)} are identical (resp. statistically, compu-
tationally indistinguishable).
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— (ii) for any vector x € X™, keys (ck, td) < Simsetup(1*, 1), the following distributions are identical
(resp. statistically, computationally indistinguishable):

{Com(ck,x)} ~ {(com,aux) : (com,aux) < Simcom(td), aux <— Simgquiy(td, com,aux, )}

Definition 8 (Zero-knowledge openings). An FC has perfect (resp. statistical, computational)
zero-knowledge openings if there is a simulator Sim = (Simsetup, SIMCom, SiMEquiv, SiMopen) such that

— (i) Simseryp generates indistinguishable keys, along with a trapdoor, i.e., the distributions {ck :
ck < Setup(1*,1™)} and {ck : (ck, td) < Simserup(1*,1)} are identical (resp. statistically, compu-
tationally indistinguishable).

— (it) for any vector x € X", keys (ck,td) Simsetup(lA,n), functions f1,..., fo € F, and com-
mitments (com,aux) < Com(ck, &) and (com,aux) < Simcom(ck), the following two distributions
are identical (resp. statistically, computationally indistinguishable):

(com, {Simopen(td, aux, com, f;, fj(x))}7,) ~ (com, {Open(ck, aux, f;)}7,)

In the following theorem we state a simple result showing that an FC with hiding commitments
(but not necessarily zero-knowledge openings) can be converted, via the use of a NIZK scheme, into
one that also achieves zero-knowledge openings. The proof is straightforward and is omitted.

Theorem 1. Let FC be an FC scheme that satisfies com-hiding (Definition 7), and let IT be a NIZK
for the NP relation Rpc = {((ck,C, f,y);m) : Ver(ck,com, f,y,7) = 1}. Then there exists an FC
scheme FC* for the same class of functions supported by FC that has com-hiding and zero-knowledge
openings. Furthermore, if FC is additive-homomorphic, so is FC*; if FC has efficient verification
and IT supports Rrc = {(vky,C,y;7) : EffVer(vky,com,y, ) = 1}, then FC* has also efficient
verification.

4 Chainable Functional Commitments

In this work, we introduce the notion of Chainable Functional Commitments (CFC), which is an
extension of the FC primitive that allows one to “chain” multiple openings to different functions.
Whereas a FC scheme can be used to prove that y = f(x) for a committed x, a CFC scheme can
be used to prove that com, is a commitment to y = f(x1,...,xy) for independently committed
x1,...,xT,,. In particular, the fact that the output is also committed is what allows one to chain
another opening. For example, one can prove that com, commits to z = ¢g(y), and thus the con-
catenation of the two openings constitutes a proof that com, commits to z = g(f(x1,...,Tm)).
Furthermore, since Com is binding (see Proposition 1), one can reveal the output z and check that
com, commits to z, recovering the notion of functional commitments.

Definition 9 (Chainable Functional Commitments). Let X' be some domain, n = poly(\) and
let FCA{f: X" — X"} be a family of functions over X for any integer m = poly(\). A chainable
functional commitment scheme for F is a tuple of algorithms CFC = (Setup, Com, Open, Ver) that
works as follows and that satisfies correctness and succinctness.

Setup(1*,1™) — ck on input the security parameter A and the vector length n, outputs a commitment
key ck.
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Com(ck, ;) — (com,aux) on input a vector x € X™ and (possibly) randomness r, oulputs a com-
mitment com and related auziliary information aux.

Open(ck, (aux;)ic[m), auxy, f) — 7 given auziliary informations (aux;)ic(m], one for every committed
input, and a function f € F, returns an opening proof m.

Ver(ck, (com;)igjm]; comy, f,m) — b € {0,1} on input commitments (com;);c(y, to the m inputs and
comy, to the output, an opening proof @, and a function f € F, accepts (b= 1) or rejects (b=10).

Correctness. CFC is correct if for any n,m € N, all ck <—$Setup(1*,17), any f : X" — X" in
the class F, and any set of vectors {@i}icim) such that x; € X", if (com;,aux;) < Com(ck, z;) for
every i € [m] and (comy,aux,) < Com(ck, f(x1,...,Tm)),

Pr [Ver(ck, (com;)ig[m], comy, f, Open(ck, (aux;)icm], auxy, f)) = 1] =1.

Succinctness. Let F = {Fy}rek for some set K and let s : N x N x K be a function. A chainable
functional commitment CFC is s(n,m, k)-succinct if there exists a polynomial p(\) = poly(\) such
that for any n,m and k € K, function f : X™ — X", f € F., honestly generated commitment
key ck < Setup(1*, 1), wectors x; € X™ and commitments (com;, aux;) < Com(ck, ;) for i € [m],
(comy,auxy) < Com(ck, f(x1,...,%Tm)), and opening 7 < Open(ck, (aux;)ic(m], auxy, f), it holds
that |com;| < p(\) for every i € [m] and |7 < p(\) - s(n,m, k).

As in the case of FCs (Definition 1) we define succinctness in a parametric way, and we are
interested in CFC constructions supporting non-trivial functions s(n,m, ) that are sublinear or
constant in n, m. We remark that in our definition of CFC the number of inputs m is not fixed at
setup time.

Additive homomorphism and efficient verification. As for functional commitments, a CFC
can also be additively homomorphic and have amortized efficient verification. We omit the formal
definitions of these properties as they are analogous to Definition 5 and Definition 6 , respectively.

Definition 10 (Evaluation Binding). For any PPT adversary A, the following probability is
negl(\):

Ver(ck, (com;)ic(m], comy, f,m) = 1 ck Setup(lA, 1)
Pr A com,, # com, A
'’ ! / / ((Comi)ie[m]a s Com?’ Tr;) — A(ck)
Ver(ck, (com;)igjm], comy, f,7') =1 comy, T

As one can notice, the above notion of evaluation binding can only hold in the case when the
output commitments com, are generated deterministically. This is still enough for using CFCs to
construct FCs with hiding commitments to inputs and zero-knowledge openings (thanks to Theorem
1). We leave the definition of CFCs with hiding output commitments for future work.

Below we introduce the definition of a knowledge extractable CFC.

Definition 11 (CFC Extractability). CFC is knowledge extractable for an auxiliary input distri-
bution Z if for any polynomial time adversary A there exists an extractor € such that the following
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probability is negl(\):

ck Setup(l)‘, 1"

)

Ver(ck, (com;);cpm]; comy, f,m) =1 auxy Z(l)‘)

- A (Fi € [m] : com; # com! : ((com;)icimy), £, comy, m) < A(ck, auxz)
V com, # com, ((®i57)icim), (Y5 7y)) < E(ck, auxz)
V(@ xm) #Y) (com}, aux}) < Com(ck, x;; ;)
I (com’y7 aux’y) < Com(ck, y;7y).

5 FC for Circuits from CFC for Quadratic Polynomials

In this section we introduce a generic construction of a Functional Commitment scheme for arith-
metic circuits of bounded width n, from any Chainable Functional Commitment for quadratic
functions over inputs of length n.

Our construction relies on the observation that the gates of an arithmetic circuit can be parti-
tioned in levels, so that the input wires of a gate at depth h are outputs from any previous level < h.
This way, the evaluation of the arithmetic circuit can be expressed as the sequential computation
of several arithmetic circuits of multiplicative depth 1 (i.e., several quadratic polynomials), one for
every level. The basic idea of our FC construction is to commit to the outputs of each level and then
use the CFC opening functionality to certify that the committed outputs of level h are correctly
computed from values in the commitments of previous levels, including the commitment of level 0
that is the commitment to the input. This step in which we connect the values from different levels
is the one where we take advantage of the chaining feature of the CFC primitive.

Following the strategy outlined above, an opening proof for the resulting FC scheme must include
one commitment to each level of the circuit, alongside a CFC opening for the quadratic polynomial
corresponding to the level. In total, a proof is (roughly) composed by the aggregation of d CFC
proofs, where d is the circuit depth. Thus, the proof size of our FC construction is at least linear in

d.

Circuit model and notation. Let R be a commutative ring. We consider arithmetic circuits
C:R"™ — R™ where every gate is a quadratic polynomial with bounded coefficients. It is not hard
to see that such a model captures the more common model of arithmetic circuits consisting of fan-
in-2 gates that compute either addition or multiplication. More in detail, we model C as a directed
acyclic graph (DAG) where every node is either an input, an output or a gate, and input (resp.
output) nodes have in-degree (resp. out-degree) 0. We partition the nodes in the DAG defined by
C in levels as follows. Level 0 contains all the input nodes. Let the depth of a gate g be the length
of the longest path from any input to g, in the DAG defined by the circuit. Then, for h > 1, we
define level h as the subset of gates of depth h. Note that any gate in level h has at least one input
coming from a gate at level h — 1 (while other inputs may come from gates at any other previous
level 0,...,h—2). The depth of the circuit C, denoted d¢ (or simply d when clear from the context),
is the number of levels of C. Finally, we assume that the last level d¢ also contains output nodes.”
In this model, we define the width of C, denoted by n, as the maximum number of nodes in any

(

as input, and outputs acgi) = ;pl(.h) 4+0-x

") at level h < d, we can introduce a linear
(d—1)
b .

9 This can be assumed without loss of generality. If we have an output
gate at level d that takes xl(.h) and some arbitrary x;d_l)
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level h = 0 to d¢. Note that the width upper bounds the input length. For simplicity, we assume
without loss of generality circuits with maximal n inputs and n gates in every level.

When we evaluate C on an input @, we denote the input values by z(®), and the outputs of
the gates in level h by the vector ("), We note that, for every k € [n], the output of the k-th
gate in level h can be defined as {E](Ch) = f,gh)(a:(o), . ,m(h_l)) where f,gh) : R™ — R is a quadratic
polynomial. We group all these n polynomials fl(h), el f,sh) into the quadratic polynomial map
fh) . Rrh 5 R™ such that W = f() (:B(O), .. .,w(h_l)). We denote the operation that extracts
these functions {f(M} from C by (f, ..., f(9)) « Parse(C).

Quadratic functions. As we mentioned above, a gate in our circuit model computes a quadratic
polynomial. Thus all the gates at a given level form a vector of n quadratic polynomials that take
up to m vectors and output a single vector. We define this class of functions as

Faquad = {f i R"™ 5 R" : f=(fr, .o, fa) Ak € [n] fr € RIX, ., XI™]22 A m = poly(\)}.

A vector of quadratic polynomials f € Fquad, f : F”" — F", such as those that represent the
computation done at a given level of a circuit can be expressed in a compact form as follows. Let
f(x®M, ... x£(™)) = y. First, note that we can express each f in f = (fi,...,fs) as an affine
function

@D, 2y = e+ SO e+ Y (g e @ a®)

helm] (h,h")E[m]x [m],
h<h/
where each flgh) € R™ for h € [m] and g,(ch’h,) e R™ for (h, ') € [m] x [m],h < K. Note that this
representation is not unique as ™ @ ) contains repeated entries but the parties involved in the
scheme can make it unique by agreeing on placing zeros in appropriate entries of the g,gh’h ) vector.

Then, we define d matrices F® € R™"_d(d + 1)/2 matrices G") € R™*"* and a vector
e € " as follows:

T nT
el fl(h) gﬁh’h )
e = . s F(h) = . s G(h’h/) =
en fﬁh)T 1(1h,h’)T

hence, we can represent our quadratic function as

fW,. . 2™) =e+ Z F) . () 4 Z G () @ (), (3)
he[m] (h,h")€[m]x[m],
h<H/

In an arbitrary circuit, the quadratic function (") at each level may depend on values from any
previous level, ie., all of (@, 2@ ... 21 In many cases, however, the nodes at a given level
may not have incoming edges from all levels above. In what follows we provide a few definitions
useful to express such connectivity in a more precise way. This shall be useful later as the efficiency
of our construction may depend on the actual degree of connection between levels in C. We start
by defining the notion of support for quadratic polynomials aiming to express on which (groups of)
variables a polynomial depend, based on the compact representation in equation (3).
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We define the linear support of f € Fquad, denoted Si(f) C [m], as the set of indices h where

the linear part of f is nonzero with respect to any term Xi(h). Formally,
Si1(f) :=={h € [m]: FM £ 0}.

Analogously, we define the quadratic support of f, denoted Sa(f) C [m], as the indices h where f is

nonzero with respect to any term X (h) . x(h)

; ; for one or more h' € [m]. Formally,

Sy(f) == {h € [m] : 30’ G £ 0},
We will also express the quadratic support using pairs of indices,
SY(f) = {(h, 1) € [m] x [m] : h < W' A G"M) 3£ 0}

Finally, we define the support of f as the union of its linear and quadratic supports, namely S(f) =
S1(f) USa(f). By using the linear and quadratic supports, we can express polynomial functions in
Fquad as follows:

heS1(f) (h,h)ESS ()

Consider a circuit C and let (f1), ..., f(¥) < Parse(C). Then every function f*) can be ex-
pressed and computed using only the inputs in S(f™), namely ) ((w(hl))hles(f(h))) = fW(z@ . gDy
We call the number of inputs in the support of £ namely |S(f)|, the in-degree of level h. We
say that a circuit C has in-degree tc if tc = maxye(q,) \S(f(h))|. We call C a layered circuit if it has
in-degree 1. Notice that for a layered circuit it holds that (® = C(2(®)) where (" = f*)((h=1)
for all h =1 to d.

Classes of circuits. To properly define the succinctness and the functions supported by our FC
construction, we parametrize the circuits according to three parameters, the depth, the in-degree,
and the width. Let Fg;,) = {C : R" — R" : dc = d,tc = t,wc = w}, where dc € N, t¢ < d,
we < w are the depth, in-degree, and width of C, respectively. Then our FC scheme supports
any arithmetic circuit of width at most n, in the model described above. We denote this class by

fn = {f(d,t,w)}dEN,tSd,wgn-

Construction. In Figure 1 we present our FC construction for F,,. We assume, without loss of
generality, that the auxiliary input aux generated by CFC.Com contains the committed input x. In
the protocol, we retrieve @ from aux via a Parse function.

Our goal in this section is to prove the following theorem.

Theorem 2. Let CFC = (Setup, Com, Open, Ver) be a chainable functional commitment scheme for
the class of functions Fquad. Then, the scheme FC in Figure 1 is an FC for the class F,, of arithmetic
circuits C : R™ — R"™ of width < n.

Let IC be a partitioning of Fquad such that CFC is s(n,m, k)-succinct for Fquad = {Fquad,x}-
Then FC is d - (Smax(n,t) + 1)-succinct for the class Fn = {F(qtw)}deN,i<dw<n, Where smax(n,t) :=
maxyei $(n,t, k). Moreover, given an additively homomorphic and/or efficiently verifiable CFC, so
s FC.
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FC.Setup(1*,17) FC.Com(ck, x)
1: return CFC.Setup(1*,1") 1: return CFC.Com(ck,x)
FC.Open(ck, aux,C) FC.Ver(ck,com,C,y, )
1: (f<1),...,f<d))e Parse(C) 1: (f(l),...,f(d)) «+ Parse(C), comg < com
2: z9 « Parse(aux) 2: (mi,...,7q,COM1,...,COMg_1) < T
3: for h € [d] : // Recompute commitment to output
// Evaluate and commit to each level 3: comg «— CFC.Com(ck,y)
4 ™ f0 (O gD h-D) 4: for held:
5: (comy, auxy,) < CFC.Com(ck, =) /| Verify all proofs
// Compute the opening for the level 5: bn + CFC.Ver(ck, (Comh/)h’ES(f(h))’ coma, f(h)’ h)
6 : mn 4 CFC.Open(ck, (auxy ) c.s( ;) £ 6: return by A--- Abg
7: return (mi,...,mTq,cOM1,...,COM4_1)

Fig. 1: Construction of our FC for circuits from a CFC for the class Fqyad-

Proof. Correctness and additive homomorphism of FC follow immediately from the respective prop-
erties of CFC.

Succinctness. If CFC is s(n,m, x)-succinct for the class of quadratic polynomials in Fquag =
{Fquad,x }, then FCis s'(n, (d, t))-succinct for F,, = {F(qsn)} where §'(n, (d,t)) = d- (smax(n,t) +1).
Indeed, FC.Open produces d—1 commitments comy, for h € [d—1], each of them having size bounded
by a fixed polynomial p(\) = poly(\). Besides, it generates d CFC evaluation proofs 7, each of
them involving |S(f™)| < t input commitments, and thus having size < p(\) - s(n, |S(f)], ) <
P(A) - Smax(n, t). Hence, we can bound the size of an FC.Open proof by |7| < p(A)-d- (Smax(n,t) +1).
A particularly relevant case is that for layered circuits we obtain |7| < p(A) - d - (Smax(n,1) + 1).

Efficient verification. If CFC has amortized efficient verification (Definition 6), we can set
FC.VerPrep(ck, f) to obtain vkj, - CFC.VerPrep(ck, (")) for h € [d] and output vk := (vki, . .., vkg).
Then, FC.EffVer simply recomputes the commitment to the output comy and runs CFC.EffVer for
each circuit level. Let Tcrc be largest of the running times of CFC.Ver for all CFC instances in the
FC construction, and let Tcom be the running time of CFC.Com. Then, the running time of FC.Ver is
Tec < d-Tcrc + Tcom- As the running time of CFC.EffVer is o(Tcgc), the running time of FC.EffVer
is d - o(Tcrc) + Teom, which is o(Trc) whenever Tcom = o(d - Tcrc). Usually, Teom = O(Jy|) (and in
fact Teom = $2(|y|)) where |y| < n is the length of the committed vector. Hence, in practice FC has
amortized efficient verification unless d = O(|C|), a case in which the proof size also becomes very
large. We remark that for both our pairing-based and lattice-based CFC instances, the running time
of FC.EffVer is actually bounded by p(\)(|y| + |7|) where p(A) = poly(X), which is optimal since the
verifier at least needs to parse the proof and the output.

Security. In Lemma 1, we prove that if CFC is evaluation binding, then FC is evaluation binding.
In Lemma 3, we show an analogous result for knowledge extractability (and therefore also for strong
evaluation binding by Proposition 2). O

We obtain a better succinctness by using a slightly different, yet general, circuit model. To keep
the presentation of the main scheme more understandable, we present this optimization in Section
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5.2. The proof size reduction is specific to our CFC construction from pairings (see Section 6.5 for
the resulting efficiency).

5.1 Proof of security

Lemma 1. If CFC is evaluation binding (Definition 10), then our FC' construction for arbitrary
circuits is also evaluation binding.

Proof. Consider an adversary A who returns a tuple (com,C,y,w,y’,7') that breaks evaluation
binding, and parse the proofs as follows

7= (71,...,7g,COMY,...,COMy_1)

7= (my, ..., 7, coml,... coml_;)
We will show that, if both proofs m and 7’ verify for y and ¥y’ respectively, with y # 3/, then we
can construct an adversary B against the evaluation binding of the CFC. We construct B as follows.

First, B is given a commitment key ck and calls .A(ck) to obtain the output (com,C,y,m, y', 7).
Then, B obtains the commitments to the outputs com, <— Com(ck,y) and com,, <— Com(ck,y’).

If com, = com,,, then B can break the binding property of the commitment (and hence evalua-
tion binding due to Proposition 1), since com, opens to different y # '

Hence, let us assume com, # com;7 and denote comy = com(; = com. Then, look at both
proofs produced by A and set 1 < h* < d to be the smallest index such that comj« # comj}. and
com;, = comy, for all h = 0 to h* — 1. Notice that such index must exist since, at least, we have
comg = com, and comy = com, # com,s = com),.

Then, B breaks evaluation binding of CFC by outputting ((comp),es( sy, ) comps, mhe, com)., 7).

5.2 Efficiency tradeoffs

In this section we describe optimization strategies for our FC construction. Our main goals are to
reduce the proof size in many cases, and to support circuits of larger width than initially specified
at setup time.

A refined circuit model. Our first optimization strategy consists of introducing a variant of our
circuit model which leads to an important reduction of the proof size when our pairing-based CFC
from Section 5 is applied. The new circuit model differs from the previous model in that here every
quadratic monomial of every polynomial gate f,gh) at level h is assumed to take at least one of its
inputs from level A — 1. In particular, the quadratic term of functions f,gh)(a:(o), e ,:c(h_l)) is a

linear combination of all products of variables $§h71) 'xgh/), Vi, j € [n], at levels h — 1 and A’ such
that 0 < h' < h —1.

It is not hard to see that this circuit model also generalizes the standard arithmetic circuit
model with fan-in 2 additive or multiplicative gates. Note that unbounded fan-in additions can still
be done at a single gate. Multiplicative gates at level h always take one of their inputs from level
h — 1 due to how levels are defined, hence the gates in the new model also generalize these. We
denote the class of functions in the levels of the new circuit model by Fievel C Fquad, that we define
as

-/__ievel = {f € ]:quad 32®(f) g {(hlvm) S [m] X {m}}}
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Note that we can extend any parametrization Fquad = {Fquadk} t0 Flevel = {Flevel s} Dy set-
ting Flevel,x := Flevel N Fquad,x- The main advantage of this new model is that for any f € Fievel,
!SSQ (f )’ < m, instead of being < m? in the more general case in which gates are arbitrary quadratic
polynomials. When switching to this model, it is sufficient to instantiate our FC construction with
a CFC scheme that only supports quadratic functions in Fieyel and not all Fquag. We will see that
this results in a notable reduction of the proof size of our pairing-based CFC in Section 6.

Reducing proof size. Assume that we want to evaluate a circuit C of width w and depth d that is
densely interconnected (i.e. the in-degree t = O(d)) when our commitment key ck supports circuits
of width up to n > w. We present an optimization that reduces the proof size of our FC scheme.

Proposition 3. Let CFC be a s(n,m, k)-succinct CFC' for Fievel = {Fievel,n} (Tesp. for Fquad =
{Fquadw} ) and let Fr = {F(g4.w)} be the class of circuits parametrized by depth d, in-degree t, and
width w < n. Then, we can construct a s'(n, (d, t, w))-succinct FC scheme FC where s'(n, (d,t,w)) =
d - (Smax(n, [dw/n]) + 1).

In particular, for circuits of bounded size |C| = d-w < n, the proof size is the same as for layered
circuits, namely s'(n, (d,t,w)) = d - (Smax(n, 1) + 1).

Proof. The construction of the optimized FC scheme consists in reshaping the original input circuit
C into an equivalent semi-layered (i.e., t < d) circuit C’ of depth d and width bounded by n. The
FC scheme is then identical to the scheme in Figure 1. In fact, as FC needs to support circuits of
any width w < n, FC.Setup(1*,n) outputs ck <~ CFC.Setup(1*,1™).

Let 7 = |n/w]. For each level h of C with values ("), we construct level h in circuit C’ with

h)

values z(™ as described below.

— Let 20 .=z . Forh =1,...,7r—1,set 2z := 2O||zM)]||... ||z as the concatenation of variables
from previous levels. Then, define the wiring in C’ by introducing relay gates between levels, such
that (@ is copied to levels h = 1,...,7 — 1, 2 is copied to levels h = 2,...,r — 1, etc. Note
that, up to level r, C’ is the equivalent of C as a layered circuit.

— At level 7, set 2(") := z("). Note that z(" only depends on inputs at level r — 1 in C’, since all
2@ .. 201 are duplicated at level z("—1).

— For levels h =7 +1,...,2r — 1, expand again as z(» := 2™ |jz+D]|| ... ||z"). Note that values
at level h depend only on levels r — 1 and h—1, as 2"~V contains all values from levels 0 to r — 1
in C.

— Repeat the steps above, bootstrapping the circuit at levels 2r,3r, ..., d.

The functions f), ..., f@ that describe the levels of C’ are such that level h has in-degree
IS(f"M)| = [h/r]. Hence, if the CFC is s(n,m, x)-succinct for Fievel = {Flevel.n} (resp. for Fuad =
{Fquad,«}) then the proof size of the FC scheme for C' becomes

d—1

ml =" s(n, [B/r], k) + 1 < d- (smax(n, [d/r]) +1).
h=0

Note that the parameters can be tuned in a per-level basis, allowing for more succinct proofs in
practice or when the initial in-degree is low.

Supporting circuits of arbitrary width. Suppose that the parameters of the FC scheme are
set up for circuits of bounded width n, and that we want to evaluate a circuit C of width w > n.
The following result shows that this is possible at the cost of increasing the proof size.
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Proposition 4. Let CFC be a s(n, m, k)-succinct for Fievel = { Flevelx } (T€5p. for Fquad = {Fquad,x})-
Let FC be our construction in Figure 1 for the class of circuits F,, = {}—(d,t,w)} of bounded width
w < n. Then, we can construct an FC scheme FC for F = {}'(dﬂf,w)} for any w € N such that
FC.Setup(1%) = FC.Setup(1*,n) where the proof size is |w| < d - [w/n] - (Smax(n,t - [w/n]) +1).

Proof. We describe FC in two steps. First, we introduce a circuit transformat}on from~the original
C to an equivalent C' of width n and larger depth. Then, we describe the FC.Com, FC.Open and
FC.Ver algorithms. We can construct C" as follows:

— Let 7 = [w/n]. For each level ™ h = 0,...,d of C, define sub-levels z(*) with indices
(h,1),...,(h,r)inC" as the natural split of 2 in r blocks, i.e., z("s) = (xé?ll)n, xggzl)n+1, . ,wg?_l)
for s € [r].

— For each level function f(") : R — R¥ corresponding to C, let m’ = m-r and define r functions
ghs) . RmM'n R for s € [r] such that g (20D 2(t=11)) = 2() Note that these
functions can be built from a restriction of f to a subset of its outputs.

The commit algorithm F~C.Com(ck, x) partitions the input € R™ in r blocks =1, ... (" of
size n as described above, obtains (com ), aux(s)) < Com(ck, x()). It outputs com = (com(yy, ..., comy)
and alix = (aux(y), .. ., aux(, ).

The opening algorithm FC.Open(ck, aiix, C) works as follows:

— Obtain €’ from C as presented above, parse (z(®1) ... 2(07)) « Parse(aiix), and compute C'(z(®1) ... 2(07)
and all the intermediate values z(*) for h € [d] and s € [r].

— Commit to each z("*) as (com(p, g), aux(p,s)) <= CFC.Com(ck, 2(9)) for h € [d — 1] and s € [r].

— Compute the opening proofs for all functions,

Vheld],se€[r]: mp,) « CFC.Open(ck, (aux(h/ﬁ/))h,es(f(m),s/e[r],g(h’s)).

Return 7 = (W(hjs), Com(h,s))he[d],se['r’]'

The verification algorithm F~C.Ver(ck, com, f,y,7) first computes r commitments to the output
2(45) « Com(y(®)) for s € [r] and then verifies all opening proofs.

Overall, if the CFC is s(n, m, k)-succinct for Fievel = { Flevelx} (r€sp. Fquad = {Fquad,x}), and the
original circuit C € F(qy,,) (i-e., the in-degree of C is bounded by ), then the proof size of the FC
scheme for C’ becomes

~1
|7l =(d—1)r+r- Z s(n,hr,k) < dr - (Smax(n,tr) +1).
=0

>

5.3 Extractability

Theorem 3. If CFC is a knowledge extractable CFC, then our FC in Figure 1 is knowledge ex-
tractable.

Proof. Let A be an adversary against FC extractability (Definition 4) with respect to an auxiliary in-
put distribution Z. On input ck, A returns (com, f,y, 7) < A(ck) such that FC.Ver(ck, com, f,y, ) =
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1. Our goal is to construct an extractor £4 for FC and argue that it is successful with overwhelm-
ing probability. The intuition of the proof is that we can use A to create an adversary B against
CFC extractability (Definition 11) with respect to the same input distribution Z. Then, we use the
extractor &g for CFC to build £ 4. We describe B and €4 in Figure 2.

Let (com,comy,my, f(1)) be the output of B. It follows that B is a valid adversary against CFC
extractability and that Ver(ck,com,f(l),coml,m) = 1. As CFC is knowledge extractable, there
exists an extractor £z that returns @, (V) such that

Pr[com = Com(ck, ) A com; = Com(ck, M) A fD)(z) = (V] = 1 — negl(N).
Next, we show that the extractor £4 for FC succeeds with overwhelming probability, i.e., that
Pr{com # Com(ck, ) V f(x) # y]| = negl(}\).

For the first clause, we have that Pr[com # Com(ck,x)] = negl(\) as otherwise the extractor &g is
not successful (and B wins with non-negligible probability). For the second clause, we can recompute
y = f(x). If f(x) # y, then we can break evaluation binding of FC by creating an honest proof
7! < FC.Open(ck, , f) and outputting (com, f, 7, y, 7', y’). Hence, Pr[f(x) # y] = negl()\) and the
result follows by the union bound.

B(ck, auxz) Ea(ck,auxy)

1: (com, f,y,m) < A(ck,auxz) 1: (z,2) « Es(ck, auxz)
2: (fY, . £ « Parse(f) 2: returnz

3: (mi,...,maq,comy,...,comq_1) < Parse(m)

4: return (com,com1,7r17f(1))

Fig. 2: Adversary B and extractor €4 for the proof of Theorem 3.

6 Paring-based CFC for Quadratic Functions

We present our construction of a chainable functional commitment for quadratic functions based on
pairings. With our CFC, one can commit to a set of vectors a1, ...x,, of length n and then open
the commitment to a quadratic function f : F™" — F" for any m = poly(\). The opening proofs of
our scheme are quadratic in the number m of input vectors, but constant in the (possibly padded)
length n of each input vector and of the output. Security is proven in the standard model based on
a new falsifiable assumption that we justify in the generic bilinear group model. In Section 6.5 we
discuss the FCs for circuits that we obtain by applying the generic transform of Section 5 to this
pairing-based CFC.

We present our CFC with deterministic commitments and openings. We detail how to make
our commitments perfectly com-hiding in Section 6.8. We note that the FCs for circuits obtained
from the com-hiding CFC are also com-hiding, and their openings can be made zero-knowledge by
applying Theorem 1, which we can efficiently instantiate using, e.g., the Groth-Sahai [GS08| NIZK.
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6.1 Preliminaries on Bilinear Groups and Assumption

A bilinear group generator BG(1%) is an algorithm that returns bgp := (¢,Gy,Gs,Gr,e, g1, 92),
where G1, Ga, G are groups of prime order g, g1 € G; and go € Go are fixed generators, and
e : G; x Gy — Gr is an efficiently computable, non-degenerate, bilinear map. In our work we use
Type-3 groups in which it is assumed that there is no efficiently computable isomorphism between
Gy and Gy. We use the bracket notation of [EHK'13] for group elements: for s € {1,2,T} and
x € Zg, [x]s denotes g7 € G5. We use additive notation for G; and G2 and multiplicative notation
for Gp. We note that given an element [z]s € Gy, for s = 1,2, and a scalar a, one can efficiently
compute a - [x] = [ax] = ¢¢* € Gg; given group elements [a]; € G and [b]a € Ga, one can efficiently
compute [ab]r = e([a]1, [b]2).

We prove that our construction satisfies evaluation binding under a new falsifiable assumption,
called HintedKernel (HiKer), that we justify in the generic group model (see Appendix A). The
name of the assumption comes from its similarity with the KerMDH assumption of [MRV16] which
for matrices [A]z from certain (random) distributions asks the adversary to find a nonzero vector
[z]1 such that Az = 0. In our case the adversary is challenged to find a nonzero [u,v]; such that
un + v = 0, when given [1,7]2 but also other group elements, the “hints”, that depend on 7 and
other random variables.

Definition 12 (n-HiKer Assumption). Let bgp = (¢,G1,G2,Gr,e,91,92) be a bilinear group
setting, let n € N and let G1, Ga be the following two sets of Laurent monomials in Zqy[S1,Th, . . ., Sp, Tn, H]:

H-T,L”Si/ H'Si/-T-/
G1(S, T, H):={Si; Ti}iem V{5 - Tj}ijem] U{T}i,we[n] U{TTj]}i,j,i’,j’E[n}
i (6:)7(0"5)
— g HT;, H H
G2(S, T, H):={H} U {Sz}ze[n] U { Si 7 S }ie[n} N {SiTJ' }i,jE[n}

The n-HintedKernel (n-HiKer) assumption holds if for every n = poly(\) and any PPT A, the
following advantage is negligible

AdVZ{HiKeT(A) — Pr |:(Ua V) 7& (1> 1)@1/\ ‘ (Uv V) A A(bgp, [91(077'777)]1, :|

e(U, [n]2) = e(V; [1]2) Ga(o, 7, m)l2)

where the probability is over the random choices of o, 7,1 and A’s random coins.

6.2 Our CFC Construction

As defined in the previous section we express f € Fquad through a set of matrices F() ¢ Fr<n and
G ¢ F"X”Q, and a vector e € F” such that

heS1(f) (h,h")ESS (f)

For the sake of defining the succinctness of our CFC we parametrize the class Fquaq by the size
of the quadratic support of f. Formally, let L = {0,1,...,m(m + 1)/2}. Then we partition Fqyaq
as {Fquad,x frek Where each Fquadx = {f € Fquad : Sﬁg’(f) = k}. Note that the parametrization
extends naturally to the class Fieyel as described in Section 5. Due to the definition of Fieye, in that
case we have at most m partitions, i.e,. Fievel = { Flevel,x } meo-
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Setup(1*,n) Let n > 1 be an integer representing the width of each of the inputs of the functions to
be computed at opening time. Generate a bilinear group description bgp := (¢, G1, G2, G, €, g1, g2)
BG(1*), and let F := Z,.

Next, sample random a, 3, «$F", n4,n8,1y <$F, and output

[aly, [ady, Bl (Vs [@® Bl el s 8]y 4],

Na QY ngPioy Ty Ve B
ck = v T e | Jaieln] (T @B |y Jididldkeln]
i’ (@07 .5")

{ [%} 2’ [’727151] Q}ie[n} ’ { [ngk]Z}i,ke[H} {7 [%] 2}i’j’k€[n]

Com(ck,x) output com := [(x, ar)]; and aux = x.

Open(ck, (aux;)icm), f) = © Let FM € F™" for h € S (f), GMM) € T for (h, 1) € S$(f),
and e € F" be the matrices and vectors associated to f : F™"® — [F". The opening algorithm
computes the output y = f(:n(l), . ,m(m)) and proceeds as follows.

— For every h € So(f): compute X,(ZQ) = (™), aﬂg,X,(f) = [(™, B)];, which are commitments

to " under a in Gy and under B in G1, resp.

— For every h € Sa(f): compute a linear map opening proof for the identity function, to show that

Xj, and X}(f) open to the same value:

#) ._ (n) . | npBicui
T~ = Z Lis [ p»
i,i'eln] ¢ 1
i/
— For every pair of inputs (™, () such that (h,h) € 858’ (f), compute a commitment to their
tensor products as follows:

Znw =Y o 2" - [iph = (@ @2, a® 6.
i,j€[n]
— Compute a linear map opening proof to show that the vector y satisfies equation (5), with

respect to all the inputs (™ committed in X}, and the inputs (" @ £*) committed in Zh

_ () . () [k
A= S Y B 4l { v L+

heS1(f) 4,1’ k€n]
i

3 Z G o140 [m%wﬂj/}
. k,(i,5) i3, )
(R,h)ESS (f) 13,13 kE[N]
(4,5)#3".5")
Note that 7(7) is in fact a proof for the vector y — ¢; the linear shift will be addressed by the
verifier in equation (11).
— Commit to the output y under v by computing YV := [(y,~)]1. Then, compute a linear map
opening proof for the identity function, to show that Y(”f) and the commitment to the output
comy < Com(ck,y) (which is under a) open to the same value:

(@) — . naaz‘%/]
" Z Y [ ’ 1

i,i'€[n) i
ik
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2 o
— Return 7 := ({X}(L )7X}(LB)77T}(LB)}hESQ(f)7 {Zhvh’}(h,h’)esge(f)’Y(’Y)’W( )’W(V))_

Ver(ck, (com;);gjm], comy, f,m) — b € {0,1} Parse the proof 7 as above and set X}, := comj,. Output
1 if all the following checks pass and 0 otherwise:

— Verify the consistency of all the commitments:

2

Vhe So(f) s e(Xn, [12) = e ([1]1,)(,52)) (6)

(

— Verify the linear map commitment proofs that both X, A , Xp, commit to the same value in

different sets of parameters:

eS| X0 2] ) Le(n?. ) e (X1 bl )

1€[n] ‘

— Verify the consistency of the commitments to the tensor products:
?
V(h,W) € ST(f) 1 e (Znp,[l)2) =e (Xf(f)aX,(f)) ®)

— Verify the linear map commitment proof that both comy,Y(V) commit to the same value in
different sets of parameters:

e Y(V),iez[::] {77?;@042} ; Le (w(a), [1]2> e (comy, [1a]2) (9)

— Verify the linear map commitment proof to check that, intuitively, Y (*) is a commitment under ~
to the output of f, computed from the inputs committed in X} and Zj, j,. To this end, compute
the encoding of the matrices F for h € S;(f), GM) for (h,h’) € S$(f) and the vector e as
follows. Let © = [(e, B)], and

(h [Um] . (h,) [7777k:|
F s Fh,h’ = G P (10)
S L ne- ¥ 2]

i,k€[n] 1,4,k€[n]

and then verify that

[ exnen- T1 @ liw) Le(x 1) e (YO -0 l). (1)

heSi(f) (h,h")EST(f)

Theorem 4. Assume that the n-HiKer assumption holds for a bilinear group setting generated by
BG. Then the construction CFC described above is an evaluation binding CFC scheme for the class
Fquad of quadratic functions over any m = poly(\) wvectors of length < n, that has efficient verifi-
cation and is additively homomorphic. Considering the partitioning of Fquad = {Fquad, n}m(m+1)/2,
CFC is s(n,m, k)-succinct for s(n,m, k) = (kK + 3m + 3). Furthermore, when executed on the class
of functions Fieyel C Fquad introduced in Section 5.2 and partitioned as Fievel = {Fievel s f g, then
CFC is (4k + 3)-succinct.

In the following sections we prove the theorem.
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6.3 Correctness

To prove correctness, consider honestly generated input commitments X, = [(z*), )] | for h € [m]
and an honestly generated opening

™= ({X;(f), X307 Ynesan) AZnie Y wwyess (1) Y(V)’”(a)’”m)

for a quadratic function f represented by the matrices e, F" G"1) for h € Si1(f) and (h,h') €
S5 (f).

The correctness of equations (6) and (8) follows easily by construction since
e (X 1)) = ([@®, )] 111,) = (11, [@®, )] ) =e ([1]1 X7,
e(Znw,[1]y) =e < :(m(h) 2z a® B)} ) ( |: Z 93 ; azﬁ]] ) [1]2)
1

i,5€[n]

(0], [ o] ) e (7).

The correctness of equation (7) can be seen as follows. Given h € Sy(f), we have that

1€[n] 1€[n] i€[n] 1,3’ €[n] ¢ T

(nn 2] ) - [( S ZW") - | X a2
i 12
T

| X A S | = e (a7 1) e (X0, i)

1,4’ €[n] i€[n]
L i T

Similarly, for equation (9) we have that

o a
(gtel)- () (2] [
i€[n] 2 i€[n] 1€[n] T 1,3/ €[n] T

= Z yi’m + Z Yiila | =€ (W(a)7 [1]2) e (comy, [a]2) -

i,i'€[n) ¢ i€n]
L i T

Finally, the correctness of equation (11) can be proven in an analogous way. First of all, we expand
the pairing coefficients on the LHS in Gr,
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(X @) = | S | S B 2 e+ Y R ol

.y
keln] \i€n] i1 k=1 '
L i1 T

e (Zh,h/7 Fh,h’) — Z Z Gl(c]?(vz;)) . ',I;,Eh)x‘gh/) n,yf)/k

| k€[n] \i,j€n]

(wh) () <h'> T Yk By
2 Gy Sy
4,58 .3 ,k€E[n] J
(1.4)#.3") T

By using the identities above and equation (5), we have

H € (Xh7@h) : H e (Zh,h’7 Fth/) =

heS1(f) (h.h)EST (f)
heS: (f) (h,h")€SS (f)
i ke[n] 1,j,k€[n] d7
= > (k= ex)m| e (7?(7), [1]2>
ke[n] Ir

=¢(comy - O71,[n,],) € (W(’Y)’ [1]2) '

Note that from the equations above it also follows that CFC is additively homomorphic.

6.4 Succinctness

An opening proof 7 to a given function f € Fquad, includes |S§®(f)| = kK commitments to tensored
inputs Xj, v/, and the triples of elements {X,gz), X}(lﬂ) , W}(Lﬁ)}hesg(f)a which are 3|Sz2(f)| group elements.
Finally, 7 includes three additional group elements Y 7(®) 7V Hence, the proof consists of
K+ 3|S2(f)| + 3 group elements, and essentially ranges from O(1) (in fact 7 has only 3 elements if
f is a linear function) to (’)(mQ) depending on the quadratic support of f. Precisely, considering a
fixed polynomial p(\) that upper bounds the size of a group element from G; or Go, our CFC is
O(k)-succinct.

When the CFC is executed on functions from the class Fievel = {Fievelx } introduced in Section
5.2 we have that |Sa(f)| = k£ < m. In this case a CFC opening contains 4« + 3 group elements and
our CFC is also O(m)-succinct.

6.5 Resulting Instantiations of FC for circuits

We summarize the FC schemes that result from instantiating our generic construction of Section 5
with our pairing-based CFC.
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Corollary 1. Assume that the n-HiKer assumption holds for BG. Then the following statements
hold:

1. There exists an FC scheme for the class Fn = {F(aw)} of arithmetic circuits of width w < n that
is O(d - t)-succinct. In particular, the FC is O(d?)-succinct for an arbitrary arithmetic circuit of
multiplicative depth d, and is O(d)-succinct for alayered arithmetic circuit of multiplicative depth
d.

2. There exists an FC scheme for the class Fn = {F(arw)} of arithmetic circuits of width w < n
that s (’)(d2 Sw - nil)—succmct.

3. There exists an FC scheme for the class of arithmetic circuits of size < S, that is O(d)-succinct
where d is the multiplicative depth of the circuit.

4. For any wo > 2, there exists an FC scheme for the class F = {Fq.)} of circuits of arbitrary
width w > wy that is O(d - t - (w/wg)?)-succinct.

Proof. Consider the FC construction in Section 5 instantiated with our pairing-based CFC for
quadratic functions. More precisely, we consider arithmetic circuits following the model described
in Section 5.2 which allows us to use CFC only with quadratic functions in Fieye. The statements
of the corollary can be obtained by combining the following observations.

1. For arbitrary circuits, note that the in-degree t of the circuit upper bounds the number m of inputs
used in the CFC, and thus an FC proof consists of d CFC proofs, which makes a total of 4dt + 3d
group elements. O(d?)-succinctness for arbitrary arithmetic circuits follows from the fact that an
arbitrary arithmetic circuit of depth d may have in-degree up to d, while O(d)-succinctness for
layered circuits follows from the in-degree being 1 in such circuits.

2. The statement follows from the transformation that we present in Proposition 3.

3. To see this statement, let us consider the folklore transformation from arbitrary to layered arith-
metic circuits (which is a special case of the transformation in Proposition 3). If one starts from
a circuit C of width n and depth d, the circuit C’ resulting from this transformation has the same
depth, but width < n - d, which is upper bounded by the circuit size S.

4. The statement follows directly from Proposition 4, where wq is the maximum width supported
by the parameters of the given FC.

6.6 Proof of security

Consider an adversary .A who returns a tuple ((comp)sejm], comy, f, m,com,, 7) that breaks evalua-
tion binding, set X} := comy,, and parse the proofs as follows

2 B B a
= <{X;5 L X 1 sy AZnw Y gumyese g YOl )’“(7))

5 S(2) =(2) ~(8 = ~ () ~(a) ~
™= <{X}(L )aX}(Z )77T}(L )}hGSQ(f)’ {Zh,h’}(h’h/)egég’(f)aY(W)ﬂr( )77[-(7))

Recall that by definition of evaluation binding, if A’s attack is successful, both proofs must verify
for the same function f, the same input commitments X for h € [m], and for different output
commitments com,, # com,,.

The intuition of the proof is that A can cheat in three possible ways, for which we define three
events 1, By, E3 as follows:
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— E; is the event that YV = Y, As com, # com,, this implies an evaluation binding break in
the linear map commitment proof in equation (9).

— Ej is the event that F; does not happen (ie., Y0 # Y () and that X}f) # X}(ﬁ) for some
h* € Ss(f). This means that the proofs W}(lé),ﬁ'}(ﬁ) open the commitment comy« to two different
output commitments for the identity function, which breaks evaluation binding in equation (7).

— FE3 is the event that neither F7 nor Fs occur. In this case, we will show that evaluation binding
breaks in equation (11).

For any of these events, we will use A’s output to break the n-HiKer assumption if this is
embedded into ck. For this embedding, B makes a guess § € {0, 1} such that § = 0 corresponds to a
guess that event E1 occurs while § = 1 corresponds to a guess that either Fs or F3 will occur. This
§ is perfectly hidden to A.

Next we describe how to build B out of A.

Commitment key generation. Let B be an adversary against the n-HiKer assumption. B uni-
formly samples a value §<${0,1} and simulates ck as follows.

Case 5 = 0. B samples a, B <-s$[F", ng, n, «<$F and implicitly sets v := o and 7, := 7 from the input
of the assumption. It is easy to see that this implicit setting allows B to compute all the elements
in the first row of ck, namely:

[ava'Ya a® 18]1 ) [a,ﬁaanﬁ»%]g

We show how B can simulate the remaining elements in the second and third rows of ck starting
from the inputs from the n-HiKer assumption as follows:

Vil € fnlidti [ni} _ [macivy
i €nli# i a; |7 ) v
nﬁﬁiai/ [1] _ _77/351'01@‘/
; 1 e 1
ey [ o B
Vi, gk € ] (1) # (1) s 22 (o], — | 00 ]
B i f; 1
. _naai
el ailg 2 L Y 1o
vy, - |22
7 L a’L 2
Vi, k € [n] : 70777 lokly, = 77771«]
3 L a'L 2

_ [
[Uk]2 - _O;:Bj:|2

As one can notice, in this case of § = 0 we embed in the commitment key only a subset of the
elements of the assumption. This means that the reduction for adversaries causing event E; can
actually be done based on a weaker version of the assumption which includes only the subset of the
elements that we need for this case.

Vi,j ke€n]:

»
;B
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Case § = 1. B samples 1q, 73,7, <$F and v «$F" and implicitly sets o := 0,3 := 7,13 := 13 -
1,7y = 1+ -1. As for the case of § = 0, it is easy to see that this implicit setting allows B to compute
all the elements in the first row of ck, namely [a, 8,7, a ® 8], , [, Na; 18, 115

Next, we show how B can simulate the remaining elements in the second and third rows of ck
starting from the inputs from the n-HiKer assumption as follows:

Vi, €l £ 4 T[], = %O‘Z%}
Vi et
(o) 1 I O[i .
il T5/ [ QU D51
Vi g, gk € [ (i) # (7 5) o || = | B;
R aifj ]y
) -naaz‘
Vi € |n]: Do gy - ]
[ } Yi [ Z]Q 7 )
r [@} = nsBi
:8 g; 2 I OCZ' 1,
) [ 77 Yk |
v 7k G N |:ﬂ:| — AL
i (] o e | , el
L, ] _777’)%_
vz’j’kG":T%[ﬁl = |E
[ } Y TiTj |9 _aiﬁj_Q

Execution of A. Once having generated ck as described above, B runs A(ck), receives the out-
put ((comp)pefm]; comy, f,m,com,, ) and parses the proofs as before. Notice that ck is perfectly
distributed as the one generated by Setup and thus the value § is perfectly hidden to A.

The reduction proceeds differently according to the output produced by A, that we split in the
events I, Ey, E3 as defined above.

Ey occurs: If § # 0, then B aborts. Otherwise it proceeds as follows. Recall that in this case we
have that as Y = Y then 7(®, 7@ open to different com,;, com,,. Therefore, by equation (9)
we have that

() e comy ) = | VO, 3 [

i€[n]

= (7). 1]y ) € (comy, [nal)

Then, B returns (U, V') such that
U :=comy/comy, V = 7@ /(@)
If B did not abort, then § = 0. Thus, 7, =n and e (U, [n],) = e (V, [1],).

E5 occurs: If §#£ 1, then B aborts. Otherwise, let h* be some index such that Xf(fj) % X}(ff); note
that h* must exist by definition of event Fs. Similarly as before, from equation (7) we have that

e (ﬂ'}(fj)’ [1]2) e (X}(f:)7 [775]2> =e | Xp*, Z [WL =e (fr}(ﬁ)’ [1]2> e (X'}(ZE), [77,8]2> .

1€[n] &
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Then, B returns (U, V') such that
U= (X2 xye, voi= il 7l
If B did not abort, then § = 1. Thus, ng =5 -n and e (U, [n]2) = e (V, [1]2).

Es5 occurs: If § # 1, then B aborts. Otherwise, B proceeds as follows. First, note that since Ej
and Fs did not occur, then Y = V() and X}(Lm = X',(f) for every h € Sa(f). Also, by equation (6)
and by the non-degeneracy of the pairing, we have

e (X, [1]2) = e ([1],, X7 ) = e (1), X57)  which implies that X = X,

From the equality above we can use equation (8) to also conclude that Zj, j; = Zhﬁ/ for all (h,h') €
S$(f). Then, since both proofs satisfy equation (11), we have

e(x. 1) e (YO 0 nk) = T e@ne- [I e(Zuw )
RES1(f) (h,h")eSL(f)

—e <7~T(’Y)7 [1]2) e ({/(v) o1, [777]2) ‘
The reduction returns (U, V') computed as follows:
U:= Yy v.=z0/7z0,

If B did not abort, then § =1 and 7, = r,, - . Thus, e (U, [n]2) = e (V, [1]2). Since § is perfectly

hidden B aborts with probability 1/2. Hence, if A is successful with probability e, then B breaks
the assumption with probability €/2.

6.7 Efficient verification

Our chainable functional commitment scheme CFC supports amortized efficient verification. We
define the algorithms VerPrep and EffVer below, following Definition 6.

VerPrep(ck, f) Parse ck and compute the encodings ©,®y, I}, of f as done in the CFC.Ver al-
gorithm following equation (10). Also, compute the encodings in equations (7) and (9), ¥ =
Nic [Z2] and w1 = 50, [1a2] |
Output vk := ({@vdjhvFh,h’}(h,h')esf(f)’W(a)vu—/(ﬁ))'

EffVer(vky, (comp)pefm); comy, ) Parse vky, 7 and carry out all the pairing checks in the Ver algo-
rithm, i.e., verify equations (6), (7), (8), (9), (11).

Following the description of succinctness in Section 6.4, given any f € Fquad,x then EffVer needs
to parse a proof that has O(k) group elements. Then, it verifies w < k pairing checks in equations
(6) and (7), k checks in equation (8), a single check in equation (7), and a single check involving
k + w products in equation (11). Assuming that the running time of each pairing computation is
bounded by some polynomial p(A) = poly(A), the running time of EffVer is therefore O(p(\) - |k|) =
O(p(A) - |7|), which is essentially optimal.
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6.8 Commitment hiding

Our CFC construction can be made perfectly com-hiding (Definition 7) by adding randomness to

the commitment. We describe the transformation CFC = (Setup, C/Jn, 65_;1, \7(;r) below.

§<;Eu/p(1’\, 1) Output ck « Setup(1*,17+1).
C/(;r/n(c~k, x) Let r <sF. Output (com,aux) where com < Com(ck, &) 4 7 - [a;11]; and aux = (z, 7).
Open(ck, (aux;)iepm], f) Let aux; = (@ +®). Output Open(ck, (aux);em), f') where f' = (f,0).

\75r(c~k, (com;)igfm], comy, f,m) Output Ver(ck, (com;)igfm], comy, f,T).

For the above scheme, it is easy to construct a simulator Sim as follows.

Simsetup(lA, n) Sample a <s$F"*! and generate ck as in Setup(1*,n + 1), sampling additional field
elements when necessary. Output (ck, td) where td = a.

Simcom(td) Sample r <—$F and output (com,aux) where com = r - [, 411 and aux = (0, 7).

Simgquiv(td, com, aux, ) The algorithm uses the field elements in o to find a value r* € F such that

com = Com(z, ). It simply obtains the solution 7’ of the linear equation (z, o) + 17’ = i1
and outputs aux = (x, ).

7 Lattice-based CFC for Quadratic Functions

In this section, we present a lattice-based construction of a CFC for quadratic functions. Our
construction can be seen as a lattice-analogue of the pairing-based scheme presented in Section 6
obtained via a slight generalisation of the translation technique in [ACLT22|.

7.1 Lattice Preliminaries

Let R = Z[(], where ( is a fixed primitive m-th root of unity, be the ring of integers of the m-th
cyclotomic field of degree d = ¢(m), where elements are represented by their coefficient embedding
T = Z?:_ol x; - C'. If m is a prime-power (resp. power of 2), we call R a prime-power (resp. power-
of-two) cyclotomic ring. For the rest of this section we will assume that m = poly(\).

For x € R, write |z| = max?_} |z;| for the infinity norm induced on R by Z. The norm
generalises naturally to vectors u = (u1,...,uy) € R", with ||u| = max]"||u;||. For ¢ € N, write
Ry = R/qR. We always assume that ¢ is a (rational) prime. By a slight abuse of notation, we
identity R, with its balanced representation, i.e. if z = E?:_Ol z; - (' € Ry then |z;] < ¢/2 for all i.

The ring expansion factor yg of R is defined as yg = max, per %. It is known [AL21] that
if R is a prime-power cyclotomic ring then vg < 2-d, and if R is a power-of-two cyclotomic ring
then yg < d.

Lattice Trapdoors. We will make use of the following standard algorithms (e.g. [GPV08, MP12,
GM18|) associated to lattice trapdoors and their properties for sufficiently large “leftover hash lemma

parameter” |hl(R,n, q, ) = O(nlogs q):
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— (A,tdp) < TrapGen(R,17,1¢, ¢, 3): The trapdoor generation algorithm generates a matrix A €
RZXZ along with a trapdoor td. It is assumed that (7, ¢, g, 5) are implicitly specified by tda. When
¢ > 1hl(R,n,q, ), the distribution of A is within negl()) statistical distance of U(RZXE).

— u + SampD(R, 17, 1¢, ¢, 8): The domain sampling algorithm samples a vector u € R* with norm
|lu]] < B’ When 8/ > 8 and £ > Ihl(R,n,q,3), then the distribution of (A, A - u mod ¢) for a
uniformly random A <s$ RZM is within negl(\) statistical distance of U(RZXZ X Rq).

— u < SampPre(tda, v, f'): The preimage sampling algorithm inputs a vector v € Ry and outputs
a vector u € RY. If the parameters (1, £, ¢, 3) of tda satisfy 8’ > 3 and £ > |hl(R, 7, q, 3), then u
and v satisfy A -u = v mod ¢ and ||u|| < . Furthermore, u is within negl()) statistical distance
to u + SampD(R, 1", 1%, q, ') conditioned on A - u = v mod q.

Hardness Assumptions. The k-M-ISIS assumption family was recently introduced in [ACLT22]
as a natural extention of the standard short integer solution (SIS) assumption and a natural lattice-
analogue of a certain class of pairing-based assumptions. The k-M-ISIS assumption family was
accompanied by a translation technique outlined in [ACL 22| for translating pairing-based schemes
and assumptions to their lattice-analogues.

For instance, a certain k-M-ISIS assumption could be parametrised by a set G of monomials. It
states that even when given short preimages u, satisfying A - ugy =t - g(v) mod ¢ for all g € G, it
is hard to find a short non-zero preimage u* satisfying A - «* = 0 mod gq.

Applying the translation technique in [ACL 22| to the pairing-based assumption (Definition 12)
which underlies the security of the pairing-based CFC construction, we encounter an obstacle that
there is no translation for the term [n]s in the challenge relation e(U, [n]2) = e(V, [1]2).

To overcome the above obstacle, in the following, we introduce (a special case of) a generalisation
of the k-M-ISIS assumption which we call the twin-k-M-ISIS assumption. In a nutshell, instead
of a single set G of monomials, we now have two (or in general more) sets G4 and Gp of non-
overlapping monomials. The twin-k-M-ISIS assumption states that even when given short preimages
u, satisfying A - uy = t - g(v) mod ¢ for all g € G4 and short preimages w, satisfying B - u, =
t - g(v) modgq for all g € Gp, it is hard to find a short non-zero preimage (u*,w*) satisfying
A -u*+B-w* =0 mod q. We stress that the non-overlapping requirement of G4 and Gp is crucial,
for otherwise (uy, —w,) would be a trivial solution for any g € G4NGp. Other than this trivial attack
(which is ruled out), it could be verified that the (failed) attack strategies discussed in [ACL™*22]
against the k-M-ISIS assumption also fail against the twin-k-M-ISIS assumption.

Definition 13 (Twin-k-M-ISIS Assumption). Let ¢, € N, q be a rational prime, 3,5* € R,

X, - X, - X X
gA;_{ ij} U{]'Xk} U{jv]Xk},, )
X; igkemlizi i igkemlizi  \ Xi Xu v ;Z;?i;';?”]

Gp == { X, Xi} ey nd G == GaUGp. Fornl €N, g€ G, A e R, B e RP™, t € (RY)",
and v,v,v € (R*)", let Dy A tv5,0 and DyB tvws be distributions over

{ug ERV:A-u; =t g(v,9,9) mod g, |uy|| < B} and

{'wg eR:: B -w, =t g(v,0,0) mod g, |[wgy|| < B}
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respectively. Let

Dy = {D97A,t,v,@,i) i, leN,gega,Ac RZXZ’U’ﬁ’@ < (Rx)n} and

be the families of these distributions. Write pp :== (Rq,1,4,n,GA, GB,Da, D, B, B*). The k-M-ISISy,
assumption states that for any PPT adversary A we have Advlggfji‘m()\) < negl()), where

A s Rgxg mod ¢q; B <« RZM mod ¢
ts(R)"; v,0,0 s (RX)"

Ug <$DgAtwoo, V9EGA

wy «$DyBtvvs, V9EIB

(u*,’v*) — A(A,B,t, {UQA,’wgBLU?'D’{;)_

A - u+B-w"=0modg

Advk‘m'iSis()\) = Pr . .
A A0 < ||(u,wh)| <8

PP,

Next, we recall (a special case) of the knowledge k-M-ISIS assumption introduced in [ACL*22].

Definition 14 (Knowledge k-M-ISIS Assumption). Adopt the notation from Definition 13, but
let G :={X;:i€[n]} and pp = (Rg,n,¢,n,G,D,a*, B3, 5*) where a* € Rt and n > 1. The knowl-
edge k-M-ISISp, assumption for an auxiliary input distribution Z states that for any polynomial-time
adversary A there exists a PPT extractor €4 such that Advl;';ﬁiSiS()\) < negl(\), where

[ A ; q A «—sRI !
-u=t-cmo
. ! £ s (RE)T: v s (RF)"
Allul <8
k-m-isis Ug <8 Dg,A,t,va Vgeg
Advpp A™"(A) = Pr €= Z g - g(v) mod ¢ auxy + Z(1%)
A — 9eg
o <o) |

- — (A|l€4) (A, t,{ug},v,auxz) |

where the notation (A||€4) means that A and €4 are run on the same input including the random-
ness, and (c,u) and (a:g)geg are the outputs of A and E4 respectively.

7.2 Construction

In the following, we construct a lattice-based chainable functional commitment scheme. Our con-
struction is parametrised by a ring R, dimensions 7, £, modulus ¢, norm bound g, an input length
n, and the number of inputs m. Before describing the construction, we first introduce the following
shorthands and notation.

For a quadratic polynomial map f : (R™)™ — R", we express f(x1,...,x,,) similarly to previous
sections,

f(iL'l,...,ZBm)Ze-l- Z Fy - xp + Z Gh,h"($h®$h’)
heS1(f) (h,h")ESS ()

for some Gy, jy € R”X"Q, Fj, € R™" and e € R".
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Different from the pairing-based construction, our lattice-based construction is additionally
parametrised by a norm bound o € RT. We assume that messages & and each coefficient of any

quadratic polynomial map f to be opened have norm at most «, and f is such that for any @1, ...,
of norm at most «, it holds that || f(z1,...,xm)| < a.
For a vector v € (R;)", denote its component-wise inverse by vt == (v; 1), Define Z, :=

vl vT — 1= (2 ,);; where

0 i=7
Zij =94 _ L
’Uil"Uj iF# ]

We are now ready to describe the construction as follows.

Setup(1*,17)
— Sample trapdoored matrices (A, tda), (B,tdg) < TrapGen(R, 17, 1%, ¢, B).
Sample submodule generator ¢ < (R )".

Sample commitment key vectors v, v, 0 <$Ry.

Sample a short preimage u, <— SampPre(tda,t- g(v,v,v) mod q) for each g € G4, where
X; o X; X X _
X i.j,k€En] i#j X i,j k€[] i Xi - Xy ”’iifi;];iln]
— Sample a short preimage wy < SampPre(tdg, t - g(v, v, ) mod q) for each g € Gp, where

gB = {Xky Xk}k:e[n]

Output ck := (A, B, t,v,9,7, (ug)geGA’ (wQ)QGQB) .

Com(ck, x)

— Compute ¢ := (v, x) mod gq.

— Output com = ¢ and aux = .

Open(ck, (auxp)pepm) f)

— Parse auxy, as xj, for all h € [m] and let y := f(x1,...,Tm).

— Compute v = vec(Z,) @ v and v = vec((I+Zy) @ I+ Zy) - I) @ 0.

— Pack the preimages vectors given in the public parameters as columns of the following matrices:
e U, such that A -U; =¢-v] mod ¢ for i € [2].

For example, for ¢ = 1, the first few columns of the R.H.S. of the equation are of the form

t-vl=t-(0 Z.0p Z.7 ..).

Notice that each column is either 0 € R, for which 0 € R is a trivial preimage, or of the
form ¢ - Z—JZ - ), for some i, j, k € [n] with i # j, for which a preimage is given in ck.

e Usuchthat A-U=t-9"Z, mod q.

e Usuch that A-U=t-9"-Z, mod q.

e W such that B- W =t - 9" mod q.

W such that B- W = ¢ - %" mod g¢.

— Compute u := 3", s () Ut - vec(zj @ F) + Z(h,h’)e%@(f) U, - vec((z] @ z7,) @ G ).

— Compute &g := U -y and wg := W - y.
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— Compute iy, := U -}, and 1y, := W -z, for h € Sy(f).
— Output (u, U, Wo, (il,h, wh)hesz(f))-
Ver(Ck’ (Comh)he[m] , CoMmo, fa 7T)

— Define f(Cl,...,Cm,C’l,...,C’m)

= pT. Z Gh7h/'(’UT®’I}T)'C}L'Oh/+ Z Fh~’UT'Ch+eT
(h,h")ES2() heS1(f)

— Define id(C) := " - v - C and id(C) := 4" - vt - C.

For h € [m] \ Sa(f), set ¢, = 0.

Check if there exists (unique) ¢y such that B - wg = ¢ - ¢y mod q.

Check if there exists (unique) ¢, such that B - wj;, =t - ¢, mod ¢ for h € Sa(f).
— Check if A-u=1t-(f(c1,...,Cm,¢1,. .. Em) — ) mod ¢ and ||Jul| < 5*.

— Check if A - @ =t - (id(co) — &) mod ¢ and ||@o|| < B*.

Check if A -4y, =t - (id(c,) — &) mod ¢ and |lay,| < B* for h € Sa(f).

— Accept, i.e. output 1, if all checks pass. Otherwise, output 0.

Theorem 5. Let ¢ > Ih(R,n,q,5) and B* > 2-n*-m?-a-3- V3, and assume that the twin-
k-M-|S|SRq,n,£,n,gA,gB,DA,DB,B,ﬂ* assumption holds, where Dy and Dp are distributions such that

DyAtwos = {ug < SampD(R, 1", 1€,q,5)’A ~ug =1t-g(v,v,0) mod q}
forallg € Ga, A€ RY, te (RY)", v,8,9 € R} and
Dy B.tvos = {wg < SampD(R, 17, lé,q,ﬁ)‘B cwg =1t-g(v,v,v) mod q}

forallg e Gp, B € RZM, tc (’R;< )1, v,0,0 € Ry - Then, the construction CFC described above is an
evaluation binding CFC for the class Fquad of quadratic functions over any m < 1 vectors of length
< n, has efficient verification, and is (almost) additively homomorphic. For a function f € Fquad,
the proof size of CFC is x| = |Sa(f)| - log?(m - n) - poly(\), and for the class Fievel = {Flevel.n }, 0Ur
CFC is s(n,m, k)-succinct where s(n,m, k) = & -log?(m - n). Furthermore, by setting m = A1) the
CFC supports quadratic functions over any m = poly(\) vectors and is & - log®(n)-succinct.

In the following sections we prove the theorem.

7.3 Correctness

To prove correctness, we first state a claim which abstracts away most of the tedious calculations.
The claim is proven in Appendix C.

Claim. Let f(xi,...,xm) = y. For h € S(f), let ¢, = (v, xp) mod q. For h € Sa(f), let ¢, =
(0,xp) mod q. For h € [m] \ Sa(f), let ¢, = 0. Let ¢g = (v,y) mod ¢ and ¢y = (v,y) mod q. Let
vy =vec((I+Zy)® (I+Zy) —I) ® v and v; = vec(Z,) @ v. It holds that

Fe1, .o Cm, 1y Cm) —Co = Z v - vec(zy ® Th @ Gpp) + Z v] - vec(z} @ F,),
(hh)EST(S) hesi(f)

d(co) — o = 0" - Zyp -y, and
=" - Zy -y for all h € So(f).

El(ch) — éh
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Recall that

u = Z U, - vec(z), @ ) @ Gppr) + Z U, - vec(z} @ Fp),
(h,h)€SP(f) heS1(f)

are computed using (Usg, Uy, U, U) satisfying

A-Uh:t-v};modq,
A.- U=t 9" Z,modq, and
A U=t 9" Z, modq.

It follows that

A-u:t-(f(cl,...,cm,él,...,ém)—Eo) mod g,
A -y =t-(id(co) — &) mod ¢, and
A -y, =t (id(cy) — &) mod q for all h € Sa(f).

It remains to analyse the norms of the preimages. By the properties discussed in Section 7.1, each
column in the matrices Uy, Uy, U, and U has norm as most 3. By our choice of parameters, each
entry in Gy, Fp, @1,..., 2, and y has norm at most «. It follows that

Jul| <n* - SF(f)-a® By +n° - Si(f)-a?- Bk < 5%,
lally<n-a-B-yr < B*, and
lall, <n-a-B-yr <B*V heS(f)

Additive homomorphism. As is common in the lattice setting, our construction is almost addi-
tively homomorphic in the following sense: Although the commitment function & — (v, x) mod ¢
is a linear function, the bounded-norm restriction on messages could be violated since ||z| < «
and ||z'|| < « in general do not imply || + @'|| < a. As such, correctness is only guaranteed after
homomorphic evaluation if ||z + &'|| < «.

7.4 Succinctness

We measure the succinctness of our construction. A commitment consists of a single R, element.
An opening proof consists of 2Sy(f) + 3 vectors in R each of norm at most 8*. Setting ¢ =
lhI(R, 7, q, B) = log q- poly(\) for the guarantees of lattice trapdoor algorithms, 8* = 2-n*-m?.a3-
B3 =n*-m? poly()\) so that correctness holds, and ¢ = 3*-poly()\) to be large enough so that the
twin-k-M-ISIS assumption plausibly holds, a commitment can be described with logq - poly(\) =
(log n +logm) - poly(X) bits, while an opening proof for a function f € Fqyuad can be described with
(2[Sa(f)| +3) - £-log B* - poly(\) = |Sa(f)| - log?(m - n) - poly(\) bits. Note that for f € Fievel, then
1S2(£)] = |85 (f)| = k. Hence, our CFC is s(n, m, x)-succinct for the class Fievel = {Fievelx }, Where
s(n,m, k) = & -log®(m - n).
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Remark 1 (Removing the dependence on m). According to the choice of parameters above, com-
mitments and openings have a logarithmic dependence on the number of inputs m (in addition to
the input length n). More importantly, for correctness to hold, one should fix ¢ depending on the
largest m to be supported. This is a limitation, especially when plugging this CFC in the FC trans-
formation as there m is in the worst case the depth of the circuit. However, since the dependence is
only logarithmic we can actually set 5* = 2-n*-1m2-a3.3- 7732 where m = X\*(1) is superpolynomial
in the security parameter, in such a way that correctness holds for any m = poly(A). This change
makes ¢ = \@() (a choice that does not affect the plausibility of the assumption according to the

analysis of [ACL*22]) and makes the CFC scheme & - log?(n)-succinct.

7.5 Resulting Instantiations of FC for Circuits

As in the previous section, we summarize the concrete FC schemes that result from instantiating
our generic construction of Section 5 with our lattice-based CFC.

Corollary 2. Assume that all the conditions of Theorem 5 are satisfied. Then the following state-
ments hold:

1. There exists an FC scheme for the class F = {Fqw)} of arithmetic circuits of width w bounded
by < n and in-degree bounded by < tmax that is O(d - logQ(tmaX - n))-succinct.

2. Using the choice of parameters of Remark 1, there evists an FC scheme for Fn = {Fgrw)} of
width w < n that is O(d)-succinct.

3. For any wo > 2, there exists an FC scheme for the class F = {F(qsw)} of circuits of arbitrary
width w > wy that is O(d - (w/wp)?)-succinct.

Case (1) follows by observing that in the FC construction from CFCs the number of CFC inputs
is bounded by the in-degree of the admissible circuits. In case (1) we fix a concrete m = tyax in
the choice of ¢ = 8* - poly(A) while in points (2)—-(3) we consider the parameters choice of Remark
1 that let us support any in-degree ¢ = poly(\).

As opposed to our pairing-based construction, the linear dependency on the depth does not follow
from a black-box application of our FC from CFC construction. In fact, Theorem 2 gives a proof
size of (’)(d -t -10g? (tmax - n)) We can supress the t factor by noticing that, for each circuit layer
h, the same vectors (i, wy,) are included in the openings at every layer k' such that h € Sy(f")).
The result follows by including them only once in the FC opening proof.

We observe that the resulting lattice-based FC schemes yield shorter proofs (with respect to cir-
cuit depth) than their pairing-based counterparts. This feature can be seen as a natural consequence
of the additional capability to perform computations over encrypted (in this case, committed) data
that lattices provide. Indeed, in our pairing-based construction, the prover needs to provide O(d - t)
commitments X} s to the tensor product of every pair of layers in the circuit. This is avoided in
our lattice-based scheme, as the verifier can multiply commitments C}, - Cs by herself.

7.6 Proof of Security

Suppose there exists a PPT adversary A against evaluation binding of the CFC construction, we
construct a PPT algorithm B for the twin-k-M-ISIS problem as follows.

Given a twin-k-M-ISIS instance ck, B passes ck to A. The adversary A returns some input
commitments (Ch)he[m}7 a quadratic function f, two output commitments ¢y and ¢f;, and two opening
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proofs 7 and 7/, where m = (u, ug, wo, (Qn, Wh)pes(r)) and ' = (v, ug, wy, (ﬁ%,ﬁ:’h)he&(f)). By
our assumption on 4, with non-negligible probability, = (and analogously 7’) satisfies the following

A-u:t-(f(cl,...,cm,él,...,ém)—60) mod g,
A -y =t-(id(cy) — &) mod ¢, and

A-a,=t- (|d(ch) — éh) mod q for all h € Sz(f),

where B - wg =t - ¢y mod ¢ and B - wp =t - ¢, mod q.
Suppose (@, wo) # (ug, wy), then (@ — gy, wo — wy) would be a non-zero vector satisfying

A - (g —uf) + B - (g — wj) = 0 mod q and | (@o — @g, wo — wp)|| < 28*.

Our algorithm B can therefore output (g —uy, wo—wy) as a solution to the twin-k-A/-ISIS instance.
A similar conclusion holds when (@, wp) # (@), w),) for any h € So(f).

Next, suppose (wo, wo) = (g, wy) and (@, wp) = (@), w),) for all h € Sy(f). It follows that
¢o = ¢y and ¢, = ¢, for all h € Sa(f), which implies that w — u’ is a non-zero vector satisfying

A (u—u)=0modq and |u— || < 26%

Our algorithm B can therefore output (u — ', 0) as a solution to the twin-k-M-ISIS instance.

7.7 Extractability

To achieve extractability, the transformation introduced in [ACL*22| based on the knowledge
k-M-ISIS assumption can be applied. In the following, we briefly recall the transformation.

We define a new setup algorithm which additionally samples a knowledge k-M-ISIS instance
with a common v. More concretely, the new setup samples an extra trapdoored matrix A, an extra
submodule generator £, along with short preimages @; satisfying Ad; = & - v; mod ¢ for i € [n]. As
in the original setup, the trapdoor for A is discarded while all other materials are published as part
of the commitment key.

Next, we modify the opening and verification algorithms accordingly, i.e. an opening proof now
additionally consists of the short preimages @, satisfying A @, = t-c; mod g, which will be checked
by the new verification algorithm.

The extractability of the modified scheme follows from the evaluation binding property of the
base scheme and the knowledge k-M-ISIS assumption. The proof strategy is as follows. Suppose an
adversary outputs some commitments cg, c1,..., ¢, and a valid opening proof 7 for a function f.
We construct an extractor which runs the knowledge k-M-ISIS extractor to extract the messages
Z1,..., T, committed under ¢y, ..., ¢y, and then outputs @1, . . ., @, along with y == f(x1,...,Tm).

By construction, we have Com(xy) = ¢, for all i € [m] and f(z1,..., %) = y. It remains to
show that Com(y) = co. Suppose not, then Com(y) = ¢ # co. Then for 7’ <— Open(ck, (Z1)nejm); f),
by the correctness of the CFC, it should hold that Ver(ck, (cn)nefm), ¢ps f> ') = 1. This, however,
violates the evaluation binding of the base CFC scheme.

7.8 Efficient Verification

Our CFC construction also supports amortized efficient verification. We observe that in our con-
struction the Vf algorithm can be split into an offline preprocessing step and an online verification
step:
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— VerPrep(ck, f): Compute the polynomials f, id, and id, and output vk = (A,B,t,f, id, id).
— EffVer(vky, (comp)pe[m), como, 7): Perform all the checks described in Vf.

Clearly, the runtime of EffVer is (S5°(f) + S1(f)) - loggq - poly < m? - log(m - n) - poly()\), which is
logarithmic in n.

7.9 Commitment Hiding

Commitment hiding can be achieved by extending the dimension of the input vector and dedicating

some entries for commitment randomness. We outline such a transformation in the following.
First, we modify the setup so that the vectors v, v, ¥ are now sampled from RZH . The sets G4

and Gg of monomials are adjusted accordingly. To commit to & € R", sample a uniformly random

vector T +$ R’ with ||| < «, and compute ¢ := <v, (f) > mod ¢. Opening and verifying are almost

identical as in the base scheme, except that f is treated as a polynomial on (x1,71,...,Zm, Tm)
but with zero coefficients for all terms involving any entry of (ry,...,7,). It can be verified that
the modified scheme retains correctness and evaluation binding. For ¢ > Ihl(R,n,q, 5), which we
anyway need for correctness, commitment hiding is immediate from the leftover hash lemma.

To make the verification more friendly to zero-knowledge arguments, we need to make one
more minor change to the scheme: The opening algorithm additionally includes the commitments
(€0, (Ch)nes,(f)) in an opening proof. This makes the verification NIZK-friendly, since it boils down
to proving the following SIS relations in zero-knowledge: There exists (u, %o, Wo, (Wn, Wh)nes, () €
(R%)2S2(1)+3 such that

(A-u=t-(f(c1, .. Cm, &, Cm) —Co)mod g A |lul < B*
A -y =t-(id(cy) — &) mod g A laol < B*
A @y, =t-(id(cy) — é&) mod ¢ A lag| < 8% V heSf)
B -wy=t-¢ A woll < 67
B-wy =1t-¢, modq A |lwn|| < B8 ¥V heS(f).

By slightly adjusting the parameters of the k-M-ISIS assumption, the scheme remains evaluation
binding even if the NIZK argument can only guarantee that the norm of the witness is bounded
by some 5** > * (although the prover has a witness of norm bounded by £*). This allows to use
efficient NIZK (e.g. [Lyu09]) for proving SIS relations with relaxed soundness.

8 Conclusions

In this work, we present the first constructions of functional commitments for circuits based on
falsifiable assumptions. Our results leave some open questions for future work. The first one concerns
the current need of fixing a bound on the maximal width of the circuits at setup time. Constructing
an FC whose setup procedure only depends on the input size, or ideally on no bound, would be a
remarkable result that would also imply fully-homomorphic signatures. Another interesting direction
is to construct functional commitments with more succinct opening proofs, e.g., sublinear in the
circuit depth. Finally, we believe that there is room for improvement towards the design of FC
schemes that rely on simpler, or more standard, cryptographic assumptions.
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A Analysis of the HiKer assumption in the generic bilinear group model

Lemma 2. The n-HiKer assumption holds in the generic bilinear group model.

Proof. First of all, note that the assumption is equivalent to an assumption without rational terms.
Indeed, for a uniformly sampled 7/, consider the assumption above where n = 1/ Hz cln] 03T

The intuition is that since the solution (U, V') satisfies the equation e(U, [n]2) = e(V, [1]2) then it
must be of the form (U, V') = [u,nu|; for some u. However, if we look at the input of the adversary
in Gy, there is no pair of elements in the linear span of [1,7];. Note also that elements in Gy cannot
be used by a GGM extractor as bgp is a Type-III bilinear group setting. A detailed proof follows.

More formally, let A be an adversary that on input (bgp,f2) outputs two elements
UV € Gy such that e(U,[n]2) = e(V,[l]2). Then, the GGM extractor must out-
put two polynomials p,(S,T,H),p,(S,T,H) with coefficients wo, to.i, Ur i, Ui j, Ui i, i ji 5 and
V0, Vg,is Vryis Vi,js Vi it s Vi i 4 such that:

0= pu(S,T,H)H—i—pU(S,T,H) =
uogH + vy + Z [(UUJ‘Si + UTJ‘T%)H + UUJ'SZ' + Uﬁr,iTi} + Z [UW‘SZ‘TJ‘H + U,‘J‘SZ‘TJ‘]

1 7‘).]
H?T;S; HT;S; H2S,T: HS: T
+ Z [UHSZZ =+ v 731 : } + | Z [umySZZT] ’ +Ui,j,i',j'75i}jj } :
1,0’ €[n] 1,5,',3' €[n]
it (4.3)# @ 5"

Due to the equivalence mentioned above, we can effectively do a change of variable H — H A where
A= Hl e S;T; and reorganize the expression as a polynomial in H,

Vg + Z (Ua,iSi + UT,iE) + Z Ui7jSiSj

i€[n] i,j€[n]
T.S./ S.,T.,
+ |uo + Z (uo'7iSi + um-Ti) + Z UZ'J‘SZ'T]' + Z Uy 4! 7?5,41 + Z Vi, g5,i 5" 7‘SZ,T] AH
i€[n) i,j€[n] ii'€[n] ' 4,345 €[n] v
i/ (4,9) £ ,57)
ST T.S.s
+ Z u’i’j7il’jl7§-jj + Z U; 4! 25"1 A2H2.
R ] - v
i,5,',5' €[n] i,1'€[n]
(4,9)#(,5") i

For the above to equal the zero polynomial in H, all terms must cancel. We analyze the constant,
linear, and quadratic terms separately. Note that as all fractions are multiplied by A = [] ] ST,
all denominators vanish.

1,JE€[n
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— The constant term does not include cross-terms, so all monomials are linearly independent and
the expression cancels only if vg = v5; = v7; = v;; = 0.

— The linear term is formed by pairwise distinct monomials which are all independent; no allowed
choice of indices i, j, 7', j' or 7,4’ produces a monomial in the linear span of any others. In particular,
note that variables in T;5S;//S; only cancel for ¢ = i’ which is not in the sum. Also, the denominator
of SyTj /S;iT; only cancels if (i,7) = (i, j") which is also not in the sum.

— For the quadratic term, we reason analogously to conclude that all terms are independent.

It follows that all coefficients of p, (S, T, H) and p,(S,T, H) must be zero, so p, = p, = 0 and
the assumption holds.

B Knowledge Extractability of the pairing-based CFC for Quadratic Functions

In this section, we prove that the pairing-based CFC for quadratic functions of Section 6 is knowl-
edge extractable (hence strong evaluation binding by Proposition 2) under an extractability (non-
falsifiable) assumption that we define below. This result implies that CFC can be seen as a SNARK
for quadratic polynomial maps. In particular, its use with a single input can be used to prove arith-
metic circuit satisfiability, and thus it is a (commit-and-prove) SNARK for NP with constant-size
proofs.

Extractability assumption. First of all, we introduce our extractability assumption which is
a slight extension of classical knowledge-of-exponent assumptions in bilinear groups. The intuition
is that if the adversary produces two group elements in G; and G that share the same discrete
logarithm, then it must know coefficients that explain both elements as a linear combination of (a
subset of) its inputs that have the same representation in G; and Gg. Note that our assumption
can only hold in type-III bilinear groups, as for type-I and type-II groups there exists an efficient
map Go — Gq.

Definition 15 (Assumption 1). Let bgp = (¢,G1,Ge, G, €, 91, g2) be a bilinear group setting and
let Z be a PPT auziliary input generator. The assumption holds for bgp and Z if, for every n =

poly(A\) and any polynomial-time A, given §2(o) := ([0']1, o], {[%}1}2',1"6[717 {[1}2}1‘6[71])’

then there exists a polynomial-time extractor € such that
auxy < Z(12)
(U, V) < A(bgp, 2;auxz) | = negl(\)
(wo, {xi}izy) < E(bgp, £2;auxz)

€(U, [1]2) = €([1]1,V) .
AU # [xg+ (z,0)]1

where the probability is taken over the choice of o <$F"™ and the random coins of Z.

We now describe the auxiliary generators Z for which we can argue (in the generic group model)
that Assumption 1 holds. We say that a PPT input generator Z is admissible if, on input (o),
outputs a set auxz of group elements in G; and Gy such that:

— There exists no pair of elements A € Gy, B € Gy in the linear span of {2 U auxyz, except for linear
combinations of [o5]1, [0;]2 and the group generators [1]1, [1]2, such that e(A, [1]2) = e([1]1, B).

— All elements provided in auxyz can be independently generated from the input of the assumption
{2 and from the random coins of Z.
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Our CFC Auxiliary input generator. In order to show extractability of CFC, we define an
input generator Zcpc that, on input (2, outputs a set auxy which has an identical distribution
to a commitment key ck of the CFC. Zcpc proceeds as follows. First, it samples 3,y «$F" and
Nas Mgy Ny <—$F. Then, it generates all parameters as follows, implicitly setting o := o

o]y, [oly, B, Y[y, [0 ® B ma (L, ns [, 1y [15

NaY! T . | o KBy [ oy
auxXy = { 7 [0'@}1 ,77/35@ |:7Z:| 1}i,i/€[n] { ’Yﬂj ! [71:| 1}i,j,i’,j’,k€[n]
i (6,3)#(',5")

{% il > np i {%}2}1'6[71]’ {Wﬂ’k ["%]2}@%[@’ {% [U%]?}i,mke[n}

Clearly, the distribution of auxz, given a random generation of £2, is identical to ck «+- CFC.Setup(1*,1™)
and the conditions specified above on Z hold.

Extending our HiKer assumption. Our extractability proof requires a second assumption which
is an extension of the Hinted Kernel assumption introduced in 12. We define it below.

Definition 16 (Assumption 2). Let bgp = (¢, G1,Ga, Gr, e, g1, g2) be a bilinear group setting, let
n € N and let G1, Gy be the following two sets of Laurent monomials in Z¢[S1,T1,. .., Sn, Ty, H]:

HT;-S, H-S,-T;
G1(8,T,H) :={Si, Ti}icp) Y {Si - Tj}ijem Y {T}i,z’/e[n] U {TTjj}i,j,i’,j’e[n]
i/ (3.0)#(",5")
._ Y HT, H _H
Go(S, T, H) = {H} U (Sikiei U {558 8] U},

The assumption holds if for every n = poly(\) and any PPT A, the following advantage is negligible

(Uv V) # (17 1)@1/\ (U7 v, {VVZ}’LE[n]) A A(bgp’

br e(U, [n2) - e(V, [1)2) = [T; e(Wi, [*]2) | [Gi(o, 7,01, [92(0,7'»77)]2)}

where the probability is over the random choices of o, T,n and A’s random coins.

The HiKer assumption is a special case of Assumption 2 in which every W; = [0];. The assump-
tion can be justified in the GGM in an analogous way as the HiKer assumption; note that there are
no terms of the form 7;/S; or H - T;/S; in Gj.

Extractability proof. We are now ready to state and prove the extractability of our pairing-
based CFC for quadratic functions. The broad idea of the proof is that, given a valid CFC proof
w for f, we can use the extractor of Assumption 1 to obtain coefficients xq,...,x, and values
20,1, -, Z0,m such that the commitments to the inputs are of the form com; = [(x;, a)]1 + [z0,i]1
for every i € [m]. Besides, using Assumption 2, we can assert that all xp; = 0 with overwhelming
probability. This implies that the commitments com; are correctly distributed as com; = [(x;, @)1
and that we can extract the committed inputs x;. Finally, we show that com, must be a commitment
toy = f(x1,...,2,) as otherwise we break evaluation binding.

Theorem 6. Assuming Assumption 1 for the input generator Zcgc described above, and Assump-
tion 2, the pairing-based CFC scheme of Section 6 is knowledge extractable.
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Proof. Let A be a deterministic, polynomial-time adversary against CFC extractability. On in-
put (ck,auxz) for some auxiliary input auxz < Z, A outputs (com;)icm, f,comy,7) such that
Ver(ck, (com;);efm], comy, f, m) = 1. Our goal is to show that we can construct an extractor £4 that
on input (ck,auxz) returns vectors ¢y, ..., Z,,,y such that the advantage of A in the extractability
game is
Ver(ck, (com;)igjm], comy, f,m) = 1
A (Fi € [m]:com; # Com(ck,x;)
V com,, # Com(ck, y)
Vf(xy,...,xm) #Y)
()

First of all, we show how to construct £4. We define m adversaries By’ for j € [m] against
Assumption 1 in Figure 3. B(()j) takes {2,auxy as input, where auxy is generated by Zcgc(f2) as
explained before, and includes all the elements of a valid ck for the CFC scheme that are consistent
with 2. We define £4 in Figure 3.

In the rest of the proof, we show that the extractor succeeds except with negligible probability.
Consider the pair (A, £4) and their outputs, and let Win be the event in which (A,€4) win the
CFC extractability game. We will reduce (A, £4) to an adversary B against Assumption 2 to show
that Pr[Win] < negl()). The adversary B will embed the input of the assumption into a simulated
commitment key ck (we detail this procedure below), then run (A||€4)(ck) and parse its output
((com;)icim), f>comy, 7) and (21, ..., Tm,y). Depending on such output, we distinguish between the
following (nested) events:

Pr = negl(\).

— Event BadExt as the event in which com; # [(x;, &)1 + [z0]1 for some j € [m] and zg ;.

— Event BadCom as the event in which BadExt does not occur and zg ; # 0 for some j € [m].

— Event BadY as the event in which com, # Com(ck, f(x1,...,2,) and BadCom (and hence also
BadExt) does not occur.

First of all, we bound the probability of the adversary winning given a bad extraction, Pr[Win A
BadExt].
EVENT BadExt. The output of each B(()j ), which corresponds to the vectors extracted by €4, is
(comj,XJ@)) in the proof m. Also, by the pairing checks in the CFC.Ver algorithm, these satisfy
e(com;y, [1]2) = e([l]l,X](-Q)). As ck is perfectly distributed, the output of £4 satisfies that com; #

x;, a)]1+[xo]1 for some xg ;, and for every ¢, unless any of the extractors ) fails. y Assumption
i f 4, and f i, unl f the extractors £ fails. By A t
1, this occurs with negligible probability, so by the union bound we have

Pr[Win A BadExt] < » Prlcom; # [(zi, a)]1 + [z0,i]1] < m - eass1 = negl(N).

I

=1

Note that
Pr[Win] < Pr[Win A BadExt| 4+ Pr[Win|—-BadExt]

Next, we will bound Pr[Win|-BadExt| by showing a reduction to Assumption 2.

Commitment key generation. Based on the events above, B makes a secret guess b<s {0,1}.
Intuitively, b = 1 corresponds to event BadCom, and a subcase of event BadY, whereas b = 0
corresponds to a different subcase of BadY. Then, B simulates ck depending on b:
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—Ifb = 0, then B receives the input of the assumption and generates ck exactly as in the case
5 = 0 of the proof of evaluation binding for CFC. Namely, it samples a, B <-$F", 1,7, <$[F and
implicitly sets v := o and 7, := 1 from the input of the assumption. Then, it simulates the
remaining terms in ck accordingly.

—Ifb= 1, then B proceeds as in the case § = 1 of the proof of evaluation binding for CFC. Namely,
B samples 14,78,7y <$F, v <$F" and implicitly sets o := 0,8 := 7,03 := 13 - 17,1y =1 - 1.
Later, it simulates ck accordingly.

Next, B runs (A||€4)(ck) and parses the output as detailed before. The reduction proceeds
differently depending on the events above.

Event BadCom. If b =% 1, then B aborts. We analyze the probability that Win A BadCom occurs
given that BadExt does not occur. By —BadExt, there exist values xg; such that X; = com; =
[(xi, a)]1 + [z0,]1 for all i € [m]. By the occurrence of BadCom there must be an index h such that
xo,n # 0. Using the fact that the proof produced by the adversary correctly verifies, we have that
for such h the following pairing identity (from the o — § conversion) holds:

e | {xn, a)]1 + [zo.n]1, Z [%BiL =e (Tr,(f), [1]2) e (X,(f), [ng]z)

Q;
i€[n]

Let B compute X}, = [(zs,a)]; and X,(f) = [(@p, B)]1. Furthermore, B computes an honest

identity proof ﬁéﬁ ) to show that X, and X}(LB ) commit to the same value (i.e., for an o — f
conversion). Then, we can write the pairing identity as follows

e (X'h,5> e ([zon]1,S) =e (772’8), [1]2) e (X,S’B), [775]2)
e (#7111 ) e (217, msl2) - e (lwons, $) = e (nf [112) e (X47, [ns)s

where the second equality follows by the correctness of 7?}(? ), Also, for brevity, we let S = Zie[n] [nﬂ Bi } )

;
Moving terms to the right-hand side, we have:

s ~ 5
e ([zo,nl1,5) = zon Z % =e€ <7T§LB)/7T§L’B), [1]2> e (X}(LB)/X}(LB)a [77,8]2>
i€[n] ' T

Then, B outputs (U, V,{W;}c[y) such that U := (X,(f)/)?,(f))m, Vo= ﬂéﬁ)/fl’}(ﬁ), and W; =
rg - [xon)1 for every i € [n]. By the ck simulation procedure ng = rg -, therefore we have that
e(U,[n)2) - e(V,[1]2) =[], e(W;, S) breaking Assumption 2.

EVENT BadY: We will turn A into an adversary against Assumption 2. As an intermediate step, we
define a subroutine B* that, on input ck and access to (A||€4) outputs a tuple ((com;);c(m, f,comy, 7,com;, 7’)
against evaluation binding.

We build B* from A as follows. First, B* calls (A||€4)(ck), parses their output as before, and
computes y' = f(x1,...,®p). Then, B* calculates com;, «- Com(ck,y) and outputs

((comy)icfm f, comy, m, comy, ')
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where 7’ is an honestly generated proof ' <— CFC.Open(ck, (aux;)icm]» ¥; f)-

Now, we show that if BadY occurs, then B* breaks evaluation binding. First, note that since
BadCom does not occur, we know that com; = Com(ck, z;) for every i € [m]. If y = 3/, then as
A wins it must be the case that com, # Com(ck,y) = com;. Otherwise, if y # y', then we have
that com, # com; (as the commitment is binding). In both cases, we break evaluation binding by
opening to two different commitments via a honest opening proof 7’ to com;.

Finally, we define B as follows. After embedding the assumption on ck based on the choice of b,
B uses the output of (A||€4) to build B*(ck) as an adversary against evaluation binding. Then, it
proceeds exactly as in the evaluation binding proof, aborting or not depending whether the output
of B*(ck) is consistent with the guess b. Hence, if B* succeeds with probability €, then BB breaks the
HiKer assumption with probability €/2.

We conclude the proof by noting that, since Assumption 2 implies the HiKer assumption, then

Pr[Win|-BadExt] < 2 - eassp = negl(\).

B(()j)(ﬂ, auxz) Ex(ck,auxy)
1: ck < auxz 1: forje[m]:
2:  (comi)icimy, f,comy, m) < A(ck, auxz) 2: (U, V) « Béj)((z,auxZ)
3 (Xi7Xi(2))iE[m] < Parse(m) 3 (25, 20,5) — EJ (12, auxz)
4: return (Xj,XJ(Q)) 4: Yy« flzr,...,xm)
5: return (xi,...,Tm,Y)

Fig. 3: Adversaries B(()j ) and extractor & 4 for the proof of Theorem 6. Note that, for auxy < Zcgc(£2),
we have that 2 C auxz.

C Proof of Claim in correctness of lattice-based CFC

The proof of the claim relies on the following fact about Kronecker products and vectorisation.

Lemma 3. Let L,Z be matrices and v, x be vectors of compatible dimensions so that the product
vT - L-Z-x is well-defined. It holds that
v L-Z x = (vec(Z)" ®v") - vec(z" @ L).
Proof. The proof involves repeated applications of the identities vec(ABC) = (CT @ A) - vec(B)
and vec(x) = x. We observe the following:
v L-Z-x

= v -vec(L-Z - x)

= v (2" ®L) - vec(Z)

= vec(v" - (2" ® L) - vec(Z))

= (vec(Z)" ®v") - vec(z" ® L)
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We are now ready to prove the claim in the correctness proof. We prove it by directly calculating

f(Cl,...,Cm,él,...,ém)

= 9. Z th/‘ Jr(X)’U) Ch‘éh/—i-ZFh"UT'Ch—l-e
h,h'€[m] i€[m]

h,h' €[m)] i€[m)

=0 | D Guw ((+Z)®[T+2Zs)): (wp@ap)+ Y Fr-(I+Z) zh+e

h,h/€[m] i€[m]
= ¢+ o Z G (I+Zy) @(T+Z3) 1) (1, @ T1r)
h,h'€[m]
+ o Z ¥, -Z, x),
i€[m]
= Co+ Z (vec(I+Zy) @ 1+ Zp) — DT @ 0") - vec(z}, @ x}) @ Gy pr)
h,h'€[m]
+ Z (vec(Zy)' @ 07) - vec(z} @ Fy,),
1€[m]

where the last equality follows from Lemma 3,

ia(Co)
ia(Co)

T.rUT

I
Ql

Y “Zy -y, and
T.rUT y

Il
S«
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