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Abstract. Decentralized Multi-Client Functional Encryption (DMCFE) extends the basic functional
encryption to multiple clients that do not trust each other. They can independently encrypt the multiple
inputs to be given for evaluation to the function embedded in the functional decryption key. And
they keep control on these functions as they all have to contribute to the generation of the functional
decryption keys.

As any encryption scheme, all the FE schemes provide privacy of the plaintexts. But the functions
associated to the functional decryption keys might be sensitive too (e.g. a model in machine learning).
The function-hiding property has thus been introduced to additionally protect the function evaluated
during the decryption process. But it was not properly defined for previous definitions of DMCFE.

In this paper, we provide a formal definition of DMCFE with complete function-hiding security game.
We thereafter propose a concrete construction of function-hiding DMCFE for inner products, with
strong security guarantees: the adversary is allowed to adaptively query multiple challenge ciphertexts
and multiple challenge keys. Previous constructions were proven secure for a single challenge ciphertext
only, in the selective setting (i.e. provided before the setup).
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1 Introduction

Functional Encryption. Public-Key Encryption (PKE) has become so indispensable that without
this building block, secure communication over the Internet would be unfeasible nowadays. However,
this concept of PKE limits the access to encrypted data in an all-or-nothing fashion: once the
recipients have the secret key, they will be able to recover the original data; otherwise, no information
is revealed. The concept of Functional Encryption (FE), originally introduced by Boneh, Sahai and
Waters [48, 20], overcomes this limitation: a decryption key can be generated under some specific
function F', namely a functional decryption key, and enable the evaluation F'(z) from an encryption
of a plaintext x in order to provide a finer control over the leakage of information about z.

Since its introduction, FE has provided a unified framework for prior advanced encryption notions,
such as Identity-Based Encryption [49, 27, 19] or Attribute-Based Encryption [48, 36, 47, 14, 46], and
has become a very active domain of research. Abdalla et al. [3] proposed the first FE scheme (ABDP
scheme) that allows computing the inner product between a functional vector in the functional
decryption key and a data vector in the ciphertext, coined IPFE. The interests in FE then increased,
either in improving existing constructions for concrete function classes, e.g. inner products [11, 16, 21]
and quadratic functions [15, 32, 13, 41], or in pushing the studies of new advanced notions [34] as well
as the relationship to other notions in cryptography [12, 18]. While FE with a single encryptor, i.e.
single-client FE, is of great theoretical interest, there is also a motivation to investigate a multi-user
setting, which might be applicable in practical applications when the data is an aggregation of
information coming from multiple sources.

Extensions of FE in the Multi-User Setting. Goldwasser et al. [33, 35| initiated the study of
Multi-Input Functional Encryption (MIFE) and Multi-Client Functional Encryption (MCFE). In
MCFE particularly, the encrypted data is broken into a vector (z1,...,z,) and a client i among n



clients uses their encryption key ek; to encrypt x;, under some (usually time-based) tag tag. Given

a vector of ciphertexts (cty < Enc(ekq,tag, x1),...,ct, + Enc(eky,tag, x,)), a decryptor holding a
functional decryption key dkp can decrypt and obtain F'(x1,...,x,) as long as all cty,...,ct, are
generated under the same tag. No information beyond F'(x1,...,z,) is leaked, especially concerning

the individual secret component x;, and combinations of ciphertexts under different tags provide
no further information either. Furthermore, encrypting x; under different tag’ # tag might bear a
different meaning with respect to a client ¢ and thus controls the possibilities constituting ciphertext
vectors'. This necessitates the encryption keys ek; being private. The notion of MCFE can be seen
as an extension of FE where multiple clients can contribute into the ciphertext vector independently
and non-interactively, where encryption is done by private encryption keys. After their introduction,
MIFE/MCFE motivated a plethora of works on the subject, notably for the concrete function class
of inner products [30, 24, 25, 4, 2, 1, 40, 26, 5, 43].

Decentralized Multi-Client Functional Encryption The setup of MCFE requires some authority (a
trusted third party) responsible for the setup and generation of functional decryption keys. The
authority possesses a master secret key msk that can be used to handle the distribution of private
encryption keys ek; and deriving functional decryption keys dkrp. When clients do not trust each
other, this centralized setting of authority might be a disadvantage. The need for such a central
authority is completely eliminated in the so-called Decentralized Multi-Client Functional Encryption
(DMCFE) introduced by Chotard et al. [24]. In DMCFE, only during the setup phase do we need
interaction for generating parameters that will be needed by the clients later. The key generation
is done independently by different senders, each has a secret key sk;. Agreeing on a function F,
each sender generates their partial functional key dkg; using sk;, the description of F, and a
tag tag-f. Originally in [24], the tag tag-f can contain the description of F' itself. Using DMCFE,
the need of an authority for distributing functional keys is completely removed, with minimal
interaction required during setup. The seminal work of [24] constructed the first DMCFE for
computing inner products, where n clients can independently contribute to the ciphertext vector

(ct; « Enc(ekq,tag,x1),...,ct, < Enc(eky,tag,x,)) and n senders can independently contribute to
the partial functional keys dky 1 <— DKeyGen(sk1,tag-f,y1),...,dky ,, = DKeyGen(sk,, tag-f,y,) of
some vector y = (y1,...,¥yn). For the function class to compute inner products, many follow-up

works improve upon the work of [24] on both aspects of efficiency as well as security, or by giving
generic transformation to (D)MCFE from single-client FE [40, 2, 1]. All these works follow essentially
the syntax of (D)MCFE in [24].

Function Privacy in FE. Standard security notions of all primitives mentioned above ensure
that adversaries do not learn anything about the content of ciphertexts beyond what is revealed by
the functions for which they possess decryption keys. However, it is not required that functional
decryption keys hide the function they decrypt. In practice, this can pose a serious problem because
the function itself could contain confidential data. For example, the evaluated function may represent
an artificial neural network. Training such networks is often time-consuming and expensive, which
is why companies offer their use as a paid service. However, to ensure that customers continue to
pay for the use of the product, it is crucial that the concrete parameters of the network (i.e. the
computed function) remain secret. This additional security requirement for functional encryption
schemes is known as the so-called function-hiding property.

In particular, function-hiding functional encryption schemes for restricted function classes (such
as inner products) have proven to be an important technical building block for the construction

! In contrast, MIFE involves no tags and thus a large amount of information can be obtained by arbitrarily combining
ciphertexts to decrypt under some functional decryption key.



of functional encryption schemes for broader function classes: Lin [41] employed a function-hiding
FE scheme for inner products to obtain a FE scheme for quadratic functions. A different technique
was also introduced by Gay in [32] equally aiming at constructing FE for quadratic functions.
With several technical novelties, Agrawal et al. [8, 10] were able to generalize the aforementioned
constructions to obtain MIFE for quadratic functions.

1.1 Related Works

Generalizations of DMCFE In [26], Chotard et al. generalized DMCFE and defined the notion of
Dynamic Decentralized Functional Encryption (DDFE) that allows participants to join at various
stages during the lifetime of a system, while maintaining all decentralized features of DMCFE. The
setup of DDFE can be non-interactive and decentralized, while that of DMCFE is interactive. The
authors of [26] provided a concrete construction for DDFE for the function class computing inner
products, which is provably secure in an indistinguishability-based model where the challenges must
be submitted selectively and can handle only static corruption of private keys.

Besides, more multi-user FE primitives have been defined, such as ad hoc multi-input functional
encryption [7] and multi-authority attribute-based encryption [22]. Interestingly, Agrawal et al. [9]
recently proposed the very general notion of Multi-Party Functional Encryption (MPFE). The
important concept behind MPFE is to cover all existing notions of FE in the multi-user setting,
including DDFE/(D)MCFE. Moreover, as pointed out in [9], DDFE/(D)MCFE as presented in prior
works cannot provide function-hiding. With delicate abstractions, MPFE captures the possibility of
specifying public and private inputs for both ciphertext along with function keys, thus making it
feasible to express function-hiding. In [9], Agrawal et al. proposed a construction for function-hiding
DDFE, by specializing the syntax of MPFE, for the function class of inner products. Their scheme
is provably secure in an indistinguishability-based model where the single challenge ciphertext and
challenge key must be submitted selectively and can handle only static corruption of private keys.

Enhancements of FE with Function-Hiding Bishop et al. [17] presented the first FE scheme that
guaranteed a weak variant of the function-hiding property. Shortly afterwards, the construction was
lifted to fully function-hiding security by Datta et al. [28, 29]. This was further improved in terms of
efficiency and/or computational hardness assumptions by works of Tomida et al. [50], Kim et al. [37]
and Kim et al. [38]. The constructions of [17, 28, 50| all leverage the power of dual pairing vector
spaces (DPVSes) developed by Okamoto and Takashima in [44, 45, 46].

In 2017, Lin [41] used a somewhat different approach that led to much simpler constructions.
Roughly, she employs two instances of the public-key inner product FE scheme from DDH by
Abdalla et al. [3] to hide both messages and keys at the same time. Using pairings, it is possible to
decrypt both “layers” of ABDP encryption simultaneously and to produce exactly an encoding of
the output inner product. This approach immediately generalizes to MIFE schemes, but it requires
multilinear maps. Using the same blueprint but exploiting the specific algebraic properties of the
MIFE scheme more carefully, Abdalla et al. [4] were able to construct function-hiding MIFE from
standard bilinear maps. As mentioned earlier, Agrawal et al. [9] came up with the first construction
of function-hiding MCFE for inner products which is inspired by the function-hiding MIFE scheme
for inner products by Datta et al. [30]. Following the approach of Chotard et al. [26], they are then
able to lift that scheme to function-hiding inner-product DDFE.

1.2 Owur Contributions

Given the current state of the art, to the best of our knowledge, the only known (D)MCFE candidate
that supports function-hiding comes from [9]. However, their FH-DDFE yields a construction for



function-hiding DMCFE (FH-DMCFE) in an implicit manner. In this paper, we investigate the
problem of constructing directly FH-DMCFE for the function class of inner products, taking into
account previous (non function-hiding) DMCFE in [24, 40, 2, 1] as well as the more general DDFE
in [26, 9]. We aim at improving the resultant FH-DMCFE from the FH-DDFE of [9]:

1. We revisit the notion of FH-DMCFE and provide a new syntax, which is adapted from the one
employed in previous works, together with a detailed function-hiding indistinguishability-based
security model. A technical overview is given in Section 3.1 and the formal definitions are
presented in Section 4.

2. For the function class computing inner products, we present candidates for FH-DMCFE based on
pairings. Our constructions are provably secure in the ROM against multiple adaptive challenge
encryption queries and multiple adaptive challenge key-generation queries, under static corruption.
An overview highlighting our main technical ideas and the details of our achieved security level
are given in Section 3.2, while the main constructions are presented in Section 6.

3. Our main technical contribution for achieving adaptive security on challenge ciphertexts and
challenge keys is Lemma 8, which is proven and can find other applications in the DPVS setting.
This lemma allows us to swap two coordinates of a vector in a basis, which leads to a local
change in its product with some target vector in the dual basis, as long as we do not violate a
global condition that binds the mentioned vector to many others.

Table 1 compares our candidates with existing works.

Challenge

Corr Incompl.’ ‘

‘ Scheme ‘ Type ‘ ‘ . ‘

| | oo | e | |
‘ [9, Section 6.2] ‘ FH-MCFE ‘ sing, sel ‘ mult, sel ‘ stat ‘ X ‘
‘ [9, Section 6.3] ‘ FH-DDFE ‘ sing, sel ‘ mult, sel ‘ stat ‘ X ‘
‘ Section 6.2 ‘ FH-DMCFE ‘ mult, adap ‘ mult, adap ‘ stat ‘ X ‘
| Section 6.3 | FH-DMCFE | mult,adap | multadap | stat | v |

' Tolerating these incomplete queries yields a stronger security model, e.g. see [25]
for more details. ) ) o ) o
Table 1: We compare our constructions with existing works, in terms of the type of primitives

(column Type), the number of allowed challenges and whether they can be adaptively queried
(column Chall., including both ciphertexts and keys as we are in function-hiding), the corruption
model (column Corr.), and whether the adversary is allowed to omit some honest components
in challenge queries (v') or not (X) (column Incompl., see condition 1 in the technical overview).
All schemes are defined for the function class FI¥ = {Fy : Z — Zg;x — (x,y) € R(Zq)} where
n,q € N, ¢ is prime and |R(Z,)| = poly(log ¢). The shorthands (mult, sing, sel, adap, dyn, stat) denote
multiple challenges, single challenges, selective challenges, adaptive challenges, dynamic corruption,
static corruption.

2 Preliminaries

We write [n] to denote the set {1,2,...,n} for an integer n. For any ¢ > 2, we let Z, denote the ring
of integers with addition and multiplication modulo . For a prime ¢ and an integer N, we denote by



GLN(Zq) the general linear group of of degree N over Z,. We write vectors as row-vectors, unless
stated otherwise. For a vector x of dimension n, the notation x[i] indicates the i-th coordinate of x,
for i € [n]. We will follow the implicit notation in [31] and use [a] to denote ¢* in a cyclic group
G of prime order ¢ generated by g, given a € Z,. This implicit notation extends to matrices and
vectors having entries in Z,. We use the shorthand ppt for “probabilistic polynomial time”. In the
security proofs, whenever we use an ordered sequence of games (Gg, Gi,...,G;,...,Gp) indexed by
i€{0,1,...,L}, we refer to the predecessor of G; by G,_1, for j € [L].

2.1 Hardness Assumptions
We state the assumptions needed for our constructions.

Definition 1. In a cyclic group G of prime order q, the Decisional Diffie-Hellman (DDH)
problem is to distinguish the distributions

Do = {([1], [al , [o] , [ab])} Dy ={([1], [l [61, [<D)}-

for a,b, c & Zg. The DDH assumption in G assumes that no ppt adversary can solve the DDH
problem with non-negligible probability.

Definition 2. In the bilinear setting (G1, G2, Gy, g1, g2, 91, €, q), the Symmetric eXternal Diffie-
Hellman (SXDH) assumption makes the DDH assumption in both G1 and Go.

2.2 Dual Pairing Vector Spaces

Our constructions rely on the Dual Pairing Vector Spaces (DPVS) framework in prime-order
bilinear group setting (G1, G2, Gy, g1, 92, ¢t, €, ¢) and G1, G2, G are all written additively. The DPVS
technique dates back to the seminal work by Okamoto-Takashima [44, 45, 46] aiming at adaptive
security for ABE as well as IBE, together with the dual system methodology introduced by Waters [51].
In [39], the setting for dual systems is composite-order bilinear groups. Continuing on this line of
works, Chen et al. [23] used prime-order bilinear groups under the SXDH assumption. Let us fix
N € N and consider G having N copies of G1. Any x = [(21,...,7y)]; € GY is identified as the
vector (z1,...,zN) € Zflv . There is no ambiguity because Gj is a cyclic group of order g prime.
The O-vector is 0 = [[(0,...,0)],. The addition of two vectors in G¥' is defined by coordinate-wise
addition. The scalar multiplication of a vector is defined by t - x := [t - (x1,...,2zn)];, where t € Z,
and x = [(z1,...,7n)];. The additive inverse of x € G’ is defined to be —x = [(—z1,..., —2N)];-
Viewing Zév as a vector space of dimension N over Z, with the notions of bases, we can obtain
naturally a similar notion of bases for G¥. More specifically, any invertible matrix B € GL N(Zq)
identifies a basis B of G{, whose i-th row b; is [[B (i)]] 1» Where B () is the i-th row of B. The canonical
basis A of GI¥ consists of a; :== [(1,0...,0)],,a2 = [(0,1,0...,0)];,...,an = [(0,...,0,1)],.
It is straightforward that we can write B = B - A for any basis B of G]lv corresponding to an
invertible matrix B € GLy(Z,). We write x = (z1,...,zy)B to indicate the representation of
x in the basis B, ie. x = vazl x; - b;. By convention the writing x = (x1,...,2y) concerns
the canonical basis A. For the conciseness at some point when we focus on the indices in an
ordered list L of length ¢, we write x = (zppy),..., 7)) Treating GY similarly, we can
furthermore define a product of two vectors x = [(x1,...,2n)]; € G,y = [(y1,..-,yn)], € GY
by x X y = [[, e(x[i],y[i]) = [((z1, ..., 2Nn), (W1, -, yn )], Given a basis B = (bi)iern of G,
we define B* to be a basis of G} by first defining B’ := (B1)T and the i-th row b} of B* is [[B’(i)]]g.
It holds that B - (B')"T = Iy the identity matrix and b; x b} = [d; ], for every 4,j € [N], where



6;; = 1 if and only if i = j. We call the pair (B, B*) a pair of dual orthogonal bases of (G, GY). If
B is constructed by a random invertible matrix B < GL N(Zg), we call the resulting (B, B*) a pair
of random dual bases. A DPVS is a bilinear group setting (G1, G2, Gy, g1, 92, 91, €, ¢, N) with dual
orthogonal bases. In this work, we also use extensively basis changes over dual orthogonal bases of a
DPVS to argue the steps of switching key as well as ciphertext vectors to semi-functional mode in
our proofs. The details of such basis changes are recalled in Appendix A.5.

3 Technical Overview

3.1 Syntax and Security Notions for FH-DMCFE

Syntax. In [24] and its follow-up works [25, 2, 1, 40, 26] on DMCFE, the syntax of DMCFE is given
by five algorithms (Setup, Enc, DKeyGen, DKeyComb, Dec) where Setup allows n clients and n senders
initialize and agree upon their encryption keys (ek;); as well as their secret keys (sk;);, respectively?.
Each client can perform an encryption Enc(ek;, tag, x;) — ct; on their private component z; using
their private ek;, under some tag tag. Each sender can independently generate a partial functional
key DKeyGen(sk;, tag-f, F') — dkp,; using their private sk; on a common function F', under some
tag tag-f. These partial functional keys can be combined by DKeyComb((dkr,;);, tag-f) = dkp. The
decryption is run on (ct;); using the combined key dkp. All these prior works do not consider
function-hiding property for DMCFE and thus the syntax therein, for which the complete function
F' is given at the time of partial key generation, needs certain refinements to be able to capture the
privacy of functions.

Very recently, Agrawal et al. introduced MPFE in [9] so as to cover all existing notions of FE in
the multi-user setting, including DMCFE. Up to this purpose, the syntax of MPFE presented in [9]
can be specialized to describe DMCFE schemes. However, when translating MPFE into DMCFE,
for example see [9, Section 4], the induced syntax also passes the complete description of F' in the
public part (coined “ypup;” in [9] for each sender 7) of the argument to the key-generation algorithm.
Thus it falls back on the syntactical problem we mentioned above. We emphasize that later in [9,
Section 6.3], Agrawal et al. constructed a function-hiding DDFE scheme for inner products that
includes FH-DMCFE as a particular case but their security level as an FH-DMCFE is against one
selective challenge ciphertext under static corruption.

Therefore, our starting point is to devise a concrete syntax for DMCFE that can formalize the
function-hiding property. For simplicity, we do not consider the algorithm DKeyComb for combining
partial functional keys into a fully functional key. In the work of [24], this algorithm DKeyComb is
merely for efficiency enhancement. The decryption by Dec now receives all partial keys (dk;); in
order to decrypt the ciphertext components (ct;);. The syntax for Enc stays the same. Concerning
DKeyGen, it is more appropriate to formalize function-hiding if each sender ¢ does not receive the
complete description of £’ by default, but only a piece of information that, together with other
senders, can be used to determine F'. For this reason, we encode the function F' using n parameters
(y1,-..,Yn), and for the generation of the i-th partial key of the i-th sender, only y; is needed. We
implicitly use a deterministic encoding to encode F into (y1,...,y,)°. Last but not least, the tag
tag-f to be used at the time of DKeyGen contains only generic public information of F, e.g. its
purpose, and not its specific parameters. We refer to Section 4 for the formal definitions.

2 This setup procedure is centralized in MCFE and interactive in DMCFE.

3 The description of such an encoding might very well depend on the functionality that is under consideration. For
instance, in the case of inner products Fy : (Z;)n — Zq that is defined as Fy(x) := (x,y), the n parameters of Fy
is simply y.



Security. Intuitively, security requires that all ppt adversaries cannot guess a randomly chosen bit
b {0, 1} with non-negligible probability in the following game: initially, the adversary receives the
public parameters of the system. It then can adaptively query three oracles: a left-or-right encryption
oracle OEnc, a left-or-right key-generation oracle OKeyGen, and a corruption oracle OCorrupt which
provides encryption and secret keys (ek;,sk;) for any i of its choice. This is corresponding to the
original corruption model in [24] and to the best of our knowledge, other works on the subject of
DMCFE either identify sk; = ek;, e.g. [1], or sk; contains ek;, e.g. [40]. Therefore corrupting one type
of keys has impacts on the other. Finally, the adversary submits its guess ¢’ for b.
Given the security game defined as above, we cannot yet prove function-hiding security for any
DMCFE schemes, due to the fact that there are attacks that help the adversary trivially win the
game. This problem is fundamental to FE in general and to (D)MCFE in particular, as put forth
by Chotard et al. in [24]. Therefore, we must restrict what kind of queries an adversary can ask
during the security game, and this restriction is checked in the Finalize procedure of the game®.
Most importantly, all complete ciphertexts of messages (xl{, ...,x%) and complete decryption keys
for functions F that the adversary obtained via (OEnc, OKeyGen) must satisfy

FOal .. a0y = Fl(zl, ... 2l) . (1)
The ensemble of conditions to be checked during Finalize will determine if an adversary is admissible
or not, and its guess b’ is taken into account only if it is admissible. We refer to Definition 4 for the
formal definition of function-hiding security for DMCFE.

3.2 Function-Hiding DMCFE for Inner Products

After defining the function-hiding security for DMCFE in Section 4, with various levels of security
and relations among them (see Lemma 6 and Lemma 7), we turn our attention to FH-DMCFE for
the function class computing inner products. As mentioned in Section 3.1, our goal is to improve
upon the DDFE for inner products in [9, Section 6.3], when being viewed as a DMCFE. Our result is
twofold. We first give an intermediate construction in Section 6.1 that is function-hiding against one
adaptive challenge, under static corruption and the following constraint on the adversary’s queries:

1. (Complete queries contraint - Condition 1 in Definition /) If there exists a challenge ciphertext
(or key) query for any honest component, then all honest challenge ciphertext (or key) components
must be queried.

Afterwards, we can apply similar techniques introduced in [42] and [4] to the construction in
Section 6.1 and make it function hiding against multiple adaptive challenges.

Later, in Section 6.3, we give a generic transformation that makes our construction from Section 6.1
an FH-DMCFE against multiple adaptive ciphertext challenges, under static corruption but without
the preceding constraint. Similarly, we also first treat the single-challenge case then transform it
into a fully function-hiding DMCFE. Given below are the high-level ideas of our construction.
Construction based on SXDH. Our construction relies on the notion of Dual Pairing Vector
Spaces (DPVSes, see Section 2.2). In the following we highlight the main ideas of our backbone
construction in Section 6.1. Our function class of interest is for computing inner products ' = {Fy}
where Fy : (ZZ)" — Zgq is defined as Fy(x) := (x,y). The parameter vector of Fy is simply
y=(y1,...,yn) € Zy. We use DPVSes in the bilinear group setting (G1, Gz, Gy, e, 91,92, gt). We
use two hash functions H; : Tag — G; and Hs : Tag — G2 to process the encryption and key

4 For general functionality, the restriction might not be efficiently decidable, but in our concrete schemes for inner
products, it is indeed the case.



generation tags. Given tag for encryption and tag-f for key generation, we denote [w], +— Hi(tag)

and [u], < Ha(tag-f). We employ two sets of secret sharings of 0, namely (s;); in the key and (t;);
in the ciphertext, so that they will cancel when all keys of the same tag-f and all ciphertexts of the

same tag are combined. This can be done by using [w]; to randomize a secret sharing (¢;); of 0,
which is generated at setup and embedded in the encryption keys ek;, so as to obtain [t;]; = [wt}]] 1

The same technique is done for the decentralized generation of (s;); :== (uS;)i, i.e. by using p to
randomize a pre-generated secret sharing (§;);. Additionally, we need more coordinates for the
goal of multiple adaptive challenge ciphertexts and challenge keys. More specifically, the ciphertext
components ¢; and the partial key components d; are as follows:

0
0

0
0

Ci=( s

di=( y

w

Si

Turning to its security, we first notice that Lemma 6 proves that in the weakly function-hiding
setting® and static corruption, security against one challenge is equivalent to security against multiple
challenges; Furthermore, Lemma 7 proves that under static corruption, an FH-DMCFE scheme that
is weakly function-hiding (against multiple challenges) can be made function-hiding with a constant
loss in efficiency and security. We thus can focus on proving the security of our scheme in the
(weakly) function-hiding one-challenge setting, while the challenge (key and ciphertext) can be
adaptively queried, and the corruption is static.

We emphasize that our one-challenge security notion means there exists only one tag* to OEnc
having (z29); # (x});, while for other tag, # tag* it holds that (2?),; = (m%z)z We denote by (cg;);
the ciphertext components for (z¢;); under these non-challenge tag,. In the same manner, there
exists only one tag-f* to OKeyGen having (y?); # (y})i, while for other tag-f, # tag-f* it holds
that (y?)g; = (yiz)l We denote by (dg,;); the key components for (yy;); under these non-challenge

tag-f;. To summarize, starting from the game with the challenge bit b = 0, the information that an
adversary will obtain consists of:

coi=( @i | we | 00| 0| 0| tes )
dii=( Yri | Sk | 0| 0] 0] 0| pw )Bj
ci=( w 0[0]0]O ti B,
di=( ¢ s5i 0] 0]0]|0]| p e

i

The challenge (c;,d;); are queried adaptively, and the set of corrupted i is declared up front. Our
goal is to switch (2?,49); in (c;,d;)i to (2}, y}):

The key technique in our proof is using basis changes in DPVS, where for each ¢, the dual bases
(B;,B}) are used to express the ciphertexts (c;, cg;) and the keys (d;, dj ), respectively. Because
we know in advance which i is corrupted, whose keys (ek;, sk;) will be revealed to the adversary,
the basis changes are applied only to the honest ¢ whose keys are never revealed. This is indeed
possible, i.e. we can focus on the honest components and are able to switch (2?,9); in (c;,d;); to
(xll, yll)l, because the admissibility following Definition 4 dictates that in the case of inner products,
V= xll and y? = yi1 for all corrupted i. We perform the switching in multiple steps, the

we have z; =

changes are indicated by ’boxed components‘.

Pre-processing Our idea for changing (29, y?); to (x},y}); for honest i is applying basis changes on
the coordinates (1,2) of (B;, B}) to modify (c;,d;). However, this will have affects on (cg;, dy;), i.e.
the non-challenge vectors as well. The crucial point is that our simulation should always preserve the
decryption not only between the challenge key and the challenge ciphertext, but also between the
combination of challenge and non-challenge vectors. Therefore, as a pre-processing step, we isolate

5 That is, we change the requirement (1) to FO(z?,...,2%) = F'(2?,...,2%) = F'(z1,...,zL).



the values (2, yr:) as well as (w, s ;) in (cg;,dg,;) so that the subsequent changes on (B;, B})

targeting (c;, d;) will not affect theses values:

ci=( 0|0 0 0 | tei e,
dei=( 00 e By
ci=( = | w 0 0 ti B,
di=( o | s | B | O 0 | n e

This pre-processing step will rely on the SXDH assumption in (G1, G2) and is computational.

Complexity leveraging under formal changes We arrive at a game in which only the challenge vectors
(ci, d;) have non-trivial values at coordinate (1,2). We now proceed to mod (z?,4?); into (x},y});
for honest ¢. Our key observation is that: thanks to the static corruption, we know since the very
beginning for which 7 the keys are never leaked, therefore we can perform formal basis changes for
those (B;, B}) that will guarantee a perfect transition from (z,y9); to (z},y}); in (c;, d;). The fact
that 7 is honest is crucial as such formal basis changes essentially modify the basis vectors, which
can be recognized by the adversary if (ek;, sk;) are corrupted by encrypting/generating on their own
the ciphertext/key components, then performing products with the simulated challenge vectors.
Intuitively, those basis changes will shift the basis vectors by a factor that depends on y? , yl-l, and
200 — 21yt

A pzitfallZ in the above idea is that all basis changes must be performed at setup time, i.e. the
simulator cannot change the bases during the course of query-response of the game. Therefore, we
first consider the selective version of the games where (29, yY); and (z},y}); are known in advance,
then the formal basis changes (defined using those selective challenge ciphertext and key values) give
us a perfectly indistinguishable transition from (z?,4?); into (z},y}); for honest i°. Finally, we apply
a complexity leveraging on these selective games, which preserves the perfect indistinguishability
and arrive at:

cei=( 0 0 | e 0 wp 0 te; B,
dei=( 0 O | ki | YUki | Ski | Sk | He B
ci = ( w 0 z? 0 w ti B,
di=( |yi| | [si] | wi 0 Si 0 Lo )Br

i

We remark that under these formal basis changes, the secret share s; at coordinate 2 is modified
into a new secret sharing s} == s; — (z299? — xlyl)/w.

Post-processing After switching from (29, y{); to (z},y}); in (c;,d;), at coordinates (1,2), we have

to move (x¢;, k) as well as (wy, ;i) back to these positions to be correctly in the game whose
challenge bit is b = 1. We exploit the function-hiding property, which implies that for all £, k we

have
n n n n
0 1 0 1
E Ty = E re;y;  and E T Yk = § T Yk -
i1 i=1 i1 i1

This implies

and

ST omayl = > mayl

honest 7 honest 7

Z x?ykz =

honest 4

honest i

due to the constraint that x? = x} and y,? = y} for all corrupted i. As a byproduct from the
above observation, the new secret shares s, for honest i resulted from the switching also satisfies

% We recall that there is nothing to be done concerning the corrupted i due to the admissibility.
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Y honest i S5 = D homest i Si- Thus, after a preparatory swapping (feasible using DDH as c;[2] = ¢;[6]
and cg;[2] = c,[6]):

ci=( 0 0 Ty 0 we 0 te; B,
dei=( 0 | ISk | Yk | Yki | Sk @ Bk )BY
ci=( uf w 0 z? 0 w ti B,
di=( yi | si | v | 0 si | 0| po )Br

However, if we move z,; back to coordinate 1 in ¢y, then globally there is no difference because
> honest 1 LYY =D honest ¢ LeiYi but the local term is changed from ;49 to zyt, for d;[1] # d;[3].
We devefop a technical tool to deal with this situation, where we need to conduct local perturbations
without impacting the vectors’ global relation, called secret-sharing swapping. Using this tool in
conjunction with the current static corruption setting, we can handle in parallel such perturbations
for all honest i and successfully move back (¢, yr,;) as well as (wy, si;). At the end a cleaning is
needed to formally make the vectors conform to the security game for b = 1:

coi = ( 010[0|0] ty )m
dri = ( 0[0]0]0] m )o:
ci=( w 0|00 ]|0] & g
d;i=( s 0|00 |0]| p )b

and the proof is completed. Section 5 states and proves Lemma 8 for secret-sharing swappping. For
our FH-DMCFE, we refer to Section 6.1 for the construction and Theorem 9 for the proof.
Achieving security against incomplete queries. In Section 6.3, we enhance our constructions
from Section 6.1 so as to relax the complete queries constraint 1. All over again, we can focus on
first building DMCFE schemes that achieve (weakly) function-hiding property against one adaptive
challenge ciphertext and challenge key, under static corruption, then applying Lemma 6 and Lemma 7.
Our main idea naturally extends the work by Abdalla et al. [1] and uses pseudorandom functions
(PRF) together with IND-CPA secure symmetric encryption (SE) in order to transform a DMCFE
that is secure under the complete queries constraint 1 and remove this constraint. The setup now
generates 2n? keys for each pair (4,7) € [n] x [n]. Each group of n? keys are used for the ciphertext
components and key components, respectively. For instance, when generating the i-th ciphertext
component for (z¥,z}) under tag, the underlying DMCFE’s component ct; is encrypted using the
SE while the key being the XOR-ing of all PRF evaluations on tag using the keys w.r.t (7, j) for
j € [n]. The ciphertext also contains the “expected contribution” of ¢ in other j-th components,
i.e. the PRF evaluations on tag using the keys w.r.t (j,7). This increases the ciphertext size by
an O(n) factor and the total communication is now ©(n?). Intuitively, for any j, only when all
i-th ciphertext components are obtained, can the key for SE decryption be computed (as all pairs
(j,1) are now present) and allow SE decryption to ct;. Otherwise, we employs the PRF security on
the missing i-th component to switch the SE key to a uniformly random, then apply its IND-CPA
security so as to replace ¥ by x}. This can be done in the static corruption setting in which we know
in advance for which honest ¢ whose (ek;, sk;) are not revealed and is omitted in the adversary’s
challenge queries. We also need the weakly function-hiding property as during our hybrids there are
mixings of left- and right-challenge (key with ciphertext) queries. In the end, only when all i-th
ciphertext components are obtained can we perform the SE decryption to obtain the (cti)ie[n} of
the underlying DMCFE. We refer to Section 6.3 for more details.

4 Function-Hiding Decentralized Multi-Client FE

We introduce the notion of function-hiding decentralized multi-client functional encryption (FH-DMCFE).
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Definition 3 (Decentralized Multi-Client Functional Encryption). Let A € N and n =
n(A) : N = N be a function. Let F = {f: D1 x --- X D, = R} be a function family, where each
f € F is defined by n parameters in Param; x --- x Param,,”. Furthermore, let Tag denote a set of
tags used for ciphertext and function components. A decentralized multi-client functional encryption
(DMCFE) scheme & for F between n senders (S;)ie[n) and a functional decrypter FD consists of the
four algorithms (Setup, DKeyGen, Enc, Dec) defined below:

Setup(1*): This is a protocol between the senders (Si)igin) that eventually generate their own secret
keys sk; and encryption keys ek;, as well as the public parameter pp. We will assume that all the
secret and encryption keys implicitly contain pp.

DKeyGen(sk;, tag-f, y;): On input a user secret key sk;, a tag tag-f € Tag, and parameter y; € Param;,
this algorithm outputs a partial functional decryption key dkeag-s ;-

Enc(ek;, tag, z;): On input an encryption key ek;, a tag tag and a message z; € D;, this algorithm
outputs a ciphertext Ctiag;.

Dec(d, c): On input a list of functional decryption keys d := (dkiag-£,i)i—; and a list of ciphertexts
¢ := (Ctiag,i)iq, this algorithm outputs an element d € R or a symbol L.

For efficiency, prior papers (such as [24, 25, 2, 1, 40, 26]) considered an additional fifth algorithm
DKeyComb((dktag-f,i)ic[n]) that, given n partial decryption keys (dkiagf,i)ic|n) generated for the same
tag tag-f, outputs a succinct functional decryption key dkiag¢ which can be passed to Dec(dkiag.f, €).
Also, the algorithm DKeyGen (called DKeyGenShare in [24]) usually receives only two arguments, a
secret key sk; and a tag tag-f containing a description of the corresponding function. However, in the
context of function-hiding DMCFE, we consider it more appropriate if each party does not receive
the complete description of the function by default, but only the part of the description necessary
for the computation of its partial decryption key. For this reason, we decompose the description
of a function into n parameters (yi,...,y,) € Param; X - -+ x Param,, while y; contains only the
information necessary for the computation of the i-th partial decryption key dkiag.f;. On the other
hand, the tag tag-f is intended to only include the generic public purpose of the function.

Correctness. & is correct if for all A € N, (z1,...,2,) € D1 X -+- X Dy, f € F having parameters
(yi)i, € Paramy x --- x Param,, and any tag, tag-f € Tag, we have

(PP, (ski)ic[n]> (eki)icn)) < Setup(1*)
ag,? E kia 5y g
Pr |d = f(z1,...,2n) Ctrag,s < Enclek;, tag, o) =1
dktag-f,i <~ DKeyGen(sk;, tag-f, ;)

d == Dec((dkag-,i)ic[n) (Cttag,i)ic[n])

where the probability is taken over the random coins of the algorithms.

Security. We define the function-hiding security for DMCFE. In the seminal work by Chotard
et al. [24] and its follow-up study [26], the security notion does not cover the function-hiding
requirement for DMCFE or its more general sibling Dynamic Decentralized Functional Encryption
(DDFE). Until recently, the work by Agrawal et al. [9] abstracted out DMCFE into the notion
of Multi-Party Functional Encryption (MPFE). The authors of [9] also used MPFE to spell out
the function-hiding security for MCFE as well as for DDFE. The latter does capture DMCFE as a
particular case but as our current work focuses on DMCFE, we introduce the detailed function-hiding
security for DMCFE, without going through all the abstraction of MPFE nor of DDFE.

7 Implicitly, we use a deterministic encoding p : F — Param; x - - - x Param,, in order to associate each function to its
parameters.
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Definition 4 (Function-Hiding Security). For a DMCFE scheme &, a function class F and a
ppt adversary A we define the experiment Exp;?}'?jyn_fh'b(l)‘) as shown in Figure 1. The oracles
OEnc, ODKeyGen and OCorrupt can be called in any order and any number of times. The adversary
A is NOT admissible with respect to C, Qgnc, QDKGen, denoted by adm(A) = 0, if either one of the

following holds:

1. (Complete queries constraint) There exists tag € Tag so that OEnc(i,tag, ¥, z}) have been asked
for some but not alli € H := [n]\C, or there evists tag-f € Tag such that OKeyGen (i, tag-f, 39, y})
have been asked for some but not all i € H = [n]\ C.

2. There exist two distinct tuples of the form (i,tag,-,) in Qgnc or two distinct tuples of the form
(i, tag—f, . ) 1N QDKGen-

3. There exists a tuple (i,tag,x?,x%) € Ognc such that i € C and .CL‘? =+ :z:ll, or there exists
(i,tag-f, 40, y}) € QOpkgen such that i € C and y? # x}.

4. (Function-hiding) There exist tag,tag-f € Tag, two vectors (JU?)ie[n}, (azg)ie[n] €Dy x - xDy
and two functions fO, f' € F having parameters (y?,y})™, such that

. (i,tag,x?,x%) € OQgne and (i,tag—f,y?,yil) € OpKGen for alli e H,
e 2V =21l and y) =y} for alli € C, and

1

. fo(m(l),...,xg) + fl(m%,,x}L)

Otherwise, we say that A is admissible w.r.t C, Qgnc and Qpkgen and write adm(A) = 1. We call £
function-hiding secure against adaptive challenges and dynamic corruption of clients if for all ppt
adversaries A,

AdZE (Y
’Pr [Exp?}fﬁy"'fh'o(l)‘) = 1} —Pr [Exp?}'?jyn'fh'l(l)‘) = 1} ‘

1s negligible in .

Initialize(1*): ODKeyGen(i, tag-f, 3, 41 ):
C, Qenc, QKGen I Qbkcen < Qokeen U { (i, tag-f, u7, i )}
(PP, (ski)ic[n], (€ki)ic(n)) < Setup(1™) Return dk ; < DKeyGen(sk;, tag-f, y?)
Return pp
OCorrupt(i):
OEnc(i, tag, z?, x1): C+C U {i}; return (ski,ek;)
QEnc — QEnc U {(Z, ta& $?7 le)}
Return ct < Enc(ek;, tag, z7) Finalize(?'):
If adm(A) = 1, return S+ b’
Else, return 3 < {0,1}

Fig. 1: Security game Expgd]a_-'}iyn'fh'b(l’\) for Definition 4

Weaker notions. One may define weaker variants of indistinguishability by restricting the access
to the oracles and imposing stronger admissibility conditions.

o Security against Static Corruption: The experiment Expzd;pjtat'fh'b(l/\) is the same as Expe > 4

except that all queries to the oracle OCorrupt must be submitted before Initialize is called.

adap-dyn-fh-b

(1)
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o Security against Selective Challenges: The experiment Expzelfﬂ'fh'b(l’\) is the same as Expe 7 4

except that all queries to the oracle OEnc must be submitted before Initialize is called.

 One-time Security: The experiment Expécgfjdapdy"'fh'b(l’\) is the same as Expzd}'*jy"'fh'b(l)‘)

except that the adversary must declare up front to Initialize two additional “challenge” tags
tag*, tag-f* € Tag such that for all tag, tag-f € Tag:
o if (i,tag, ¥, x}) € Qgnc and tag # tag*, then 2z = z},
o if (i,tag-f,y),yl) € Opkgen and tag-f # tag-f*, then ¢ = yl.
o Weakly Function-Hiding: We can weaken the function-hiding property by changing condition 4
for adm(.A) = 0. More specifically, we replace it by the following condition /’:
4. (Weakly Function-hiding) There ezist tag,tag-f € Tag, (:x?)l-e[n] and (le)ie[n} inDy X+ XDy
and two functions fO, f* € F having parameters (y?,yil)?:l such that
o (i,tag,2?,z}) € Qgne and (i,tag-f,yP,yl) € Opkagen for alli € H,
o 20 =z} and v =y} for alli € C, and
o fO>xf, ... 2% # fl(xt, ... z}) OR
o, al) # f1(Y,...,2%) OR
P, a) £ fial, . ad).

Phrased differently, we require for an adversary A to be admissible that

for all tag € Tag, vectors (l‘?)ie[n], (w})ie[n] € D1 x --- x Dy, and functions (f°, f!) specified by
0

parameters (yzo,yil)?f:l, where z; = le and y? = yil for all i € C, and (i,tag,w?,x%) € QEnc and

(i, tag-f, y?, yll) € QpKgen for all i € H. The experiment in this weak function-hiding model is
denoted by Expgd;’*jy"'w'ch'b (11).

As usual, one can also consider experiments that implement a combination of the above restrictions.
To emphasize the difference from weakly function-hiding, we sometimes refer to (standard) function-
hiding as fully function-hiding.

Remark 5. The complete queries constraint 1 in the definition of non-admissible adversaries was
first introduced in [24]. In the successive studies [25, 26] and in other results on the subject [6, 30, 2, 1],
this condition can be removed. In Section 6.1, we first give a concrete construction satisfying the
security notion as defined by Definition 4 having the foregoing constraint. Afterwards, in Section 6.3,
we present a generic transformation to leverage the aforementioned construction so that it is secure
even when condition 1 is not enforced.

Lemma 6 uses a standard hybrid reduction to prove that in the weakly function-hiding setting,
single-challenge security is equivalent to multi-challenge security. The proof is given in Appendix B.1
for completeness.

Lemma 6. Let £ = (Setup, DKeyGen, Enc, Dec) be a DMCFE scheme for the function class F. If €
is single-challenge weakly function-hiding (against static corruption), then it is also weakly function-
hiding (against static corruption). More specifically, for any ppt adversary A, there exists a ppt
algorithm B such that

Advg(jl;[?;sltat—wfh(l)\> S max(qe, Qk) . Advéc’;:;ill—gadap—stat—wfh(l,\) ’

where q. and q denote the mazimum numbers of different tags tag and tag-f that A can query to
OEnc and ODKeyGen respectively.

adap-dyn-fh-b

(1Y)
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The works of [42] and [4] present generic transformations that turn weakly function-hiding (multi-
input) functional encryption schemes into full-fledged function-hiding schemes. A similar transfor-
mation, stated in Lemma 7, is also applicable in the case of FH-DMCFE. The proof is very similar
to [42, 4] but given in Appendix B.2 for completeness.

Lemma 7. Let FIP denote the function class containing inner products of length n and let £ be a
weakly function-hiding DMCFE scheme for .7-'55;. Then there exists a (fully) function-hiding DMCFE
scheme £ for FIP. More precisely, for any ppt adversary A, there exists a ppt algorithm B such that

xxx-yyy-fh /4 \ xxx-yyy-wfh /1 X
AVETRN(1Y) < 3. AdvERT (1Y)

where xxx € {adap, sel} and yyy € {dyn, stat}.

5 Secret-Sharing Swapping Lemma

In this section we state and prove a technical lemma that will be the basis of our results and may
be of independent interest, with various applications.

Lemma 8 (Secret-Sharing Swapping). Let A€ N and H=H(\),K = K(\),L=L(\) € N
where H, K, L : N — N are functions. Let (B;, B});cim) be two random dual bases of dimension 9 in
(G1,Go, Gy, 91,92, 9t €,q). All basis vectors are kept secret.

We consider any public values (a:i,a;g,i,mévi,y?,yil,yk,l-, R, Rk)z’e[H],ke[K],ee[L} such that Zfil xiy? =
Zfil zyy}. With random r,7¢, pi, pe.i, T, Thi> Oy Oki & Zgq such that Zfil oi =R and Zfil Oki =
Ry, for all k € [K], the following distributions are computationally indistinguishable under the
SXDH assumption:

(Cez (ze5, g e, 0, peg, 0, 0, 0, 0)B,)ec(r]

Dy = o= (] @ 7, 0, pis 0,0, 0, 0)B) ey .
( = (!, v os 7, 0, 0,0, 0, 0)m;), g ’
| (dki = Wkis Yeis This This 00, 0, 0, 0)B )i reirg
(Cez (ze5, o e, 0, peg, 0, 0, 0, 0)B,)ee(r]

. (ci = (O} [ 7. 0, piy 0,0, 0, 0)m,),
(d; = (yi, v, o4, m, 0, 0, 0, 0, 0)p )G[H]
(dki = Whis Ykis This This 05 0,0, 0, 0)By) i pr) pei]

More specifically, we have:

Pr [A(samp)— 1] — Pr [A(samp)— 1]| < 12 AdvX 2 (1%)

samp~ Do samp~D1

for any specific ppt A with fived (R, (zi, (xe, 2 ;) {195, Y5 Wis Br)fzr)iLe)-

The proof of Lemma 8 can be found in Appendix B.3. Below we give the main ideas of the
demonstration.



Game Gg: The vectors are sampled according to Dy.
Game G;: (Random 0-Secret Sharing)

coi=( wei | Ty e 0 pei |01 0]0] 0 )g
ci = ( o 0 0 pi |0]o]o0 )B,
di=( w | o m | 0 [0]0]0 )B;
dii=( Yk | Uki | Oki | Tk 0 0[0]0] 0 )g:
Game Gs: (Formal Duplication from 1 to 7 and from 2 to 8 in BY)
coi=( @i | oy | T 0 | pei | O] 0 0 0 )
ci = ( z; 0 T 0 pi 0 0 0 )
d; = ( i y? o i 0 0| |y Ti )
dii=( Yk | Yk | Okyi | Thy 0 0 Yk,i 0 )
Game Gs: (Computational Swapping between 1 and 7 in ¢; using 5-randomness in B;)
coi=( e | 2oy Te 0 pei | O 0 0 0 )
ci = ( @ 0 r 0 0 0 )
di=( w | v | o e 0 [0 ] v | w0 |7 )
dii=( Yk | Yks | Ok | Thy 0 0| Yri | Yk | O )

Game Gy: (Formal Duplication from 7 to 6 in B;)
coi=( zei | x4 T¢ 0 pei
ci = ( 0 0 r 0 pi
di = ( Yi Yi oi i 0

> o[ o
1S3
:
o
i\
o

dei =( Yri | Yei | Ok | Thyi 0

Game Gs: Ay; == y; — P (Formal Swapping)

ci = ( 0 0 r 0 pi x;

i =( yi y9 op 5 0 yi

Ay
dii = Yks | Yk | Oki | Thyi 0 @ Yki | Yki | O

coi=( xei | xpy T 0 pei 0 0 0 0
c; = ( 0 0 r 0 pi 0 T r’
a=( o ||| =] o g |

dii =( Yki | Yki | Okyi | Thy 0 0 Yk | Yk | O

coi=( e | wp; | Te 0 | pes 0 0 0 0
ci=( 0 0 r 0 pi @ 0 Z; r’
di=( wy |9 | o | m |0 |y | [
dei=( Yri | Yri | Oki | Thy 0 0 Yki | Yk 0
Game Gs: «; = —(z;Ay;)/(r'7{) (Formal Randomizing)
coi=( Teqi | Ty e 0 pei | O 0 0 0 )
c; = ( 0 0 T 0 pi 0 0 T; r)
di=( yl | W | o | om0 [ w | ]
dii=( Yk | Yk | Okyi | Thy 0 0 | Yk | Yk, 0 )

Game Gg: Undo Gs, G2, G; (Cleaning) — Vectors sampled according to D;.
coi=( xeq | Tpy | T 0 | pei | O O] O] 0 )
ci = ( 0 r 0 0 o )
di=( wy | % | oo | m 0 @ @ @ @ )B:

0 0 )

dei=( Yei | Yk | Ok | Thy 0

Fig. 2: Games for proving Lemma 8

o

o

o
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Proof (Main ideas). The sequence of games is given in Figure 2. We explain the main steps in
our proof (see Appendix B.3) as follows. We start from the game where the sample given to the

adversary A follows Dy. Our first step is to exploit the fact that r < Zg4 is a uniformly random
value and all the secret shares o; in d; sum to a known constant R, i.e. Zfi 1 0; = R. This helps
us perform a computational basis change on (B;, BY) and introduce a value 7’ & Zy in ¢;[9] and a
random secret sharing of 0 namely (7;)/, in (d;[9))1;:

c=( 0 0 pi | 0100 )B,
di=( y [ ||| m|o0o]ololo|[] e

This change goes indistinguishable under the SXDH assumption, thanks to the fact that all vectors
are kept secret. Moreover, we can only introduce a random secret sharing (7;)/; of 0 because this
computational change intuitively “extracts” a 0-secret sharing from (ai)fil into the 9-th coordinates
of d;, which is the only way to preserve the relation Efi 10; = R and keep the summation over
i € [H] of products between c-vectors and d-vectors invariant.

Next, we prepare the swapping of z; in ¢;: we duplicate (y},y?) (respectively, (yki,yki)) from
coordinates (1,2) to coordinates (7,8) in d; (respectively, in dj ;). Afterwards, we use computational
basis changes to move x; from coordinate 1 to coordinate 7 in c;. We emphasize that all the basis
changes we do so far allow simulating ¢, ; so that they are not effected. We are now in a game where
the adversary receives the vectors of the form in Game Gj of Figure 2. The goal of this isolation of x;
is to do the swapping in coordinates (7,8) and avoid having affects on coordinates (1,2), otherwise
we risk modifying coordinates (1,2) of ¢, ;,ds,; and change the global view of A. An astute reader
might wonder why we cannot use the same computational change as we have used to move x; between
coordinates (1,7) of ¢;. The main reason is that d;[1] = d;[7] = y! and d;[1] = dgi[7) = Yk,
whereas d;[1] # d;[2] and for this latter case we do not know how a computational change for such
a swap would look like if we do it in place.

Given that (z;, y?, yll) are now isolated to coordinates (7,8), we use formal changes in our subsequent
transitions to swap x; from coordinate 7 to 8 in c; for the sake of a perfect indistinguishability
in the views of A. The formal argument starts by a formal duplication of x; from coordinate 7 to
coordinate 6, which will affect all vectors in B;. The other c;; stays invariant because ¢ ;[6] = 0
thus the duplication changes nothing. Furthermore, the current formal duplication changes the dual
vectors by adding their 6-th coordinates to their 7-th one; Fortunately, all d-vectors have 0 at their
6-th slot and therefore are kept invariant. The adversary is now given the vectors of the form in
Game G4 of Figure 2. The succeeding step swaps z; in coordinates (7,8) by performing another
formal basis change to substract the copy of x; in ¢;[6] from c;[7] and add the same copy to c;[8].
Again, this affects all vectors in B; but because cg;[6] = c¢;[7] = c¢;[8] = 0, we have c;; staying
unchanged. In the dual basis, the difference between the 7-th and 8-th coordinates will move into
the 6-th coordinate, for all d-vectors. This introduces Ay; = y} — y? in the 6-th coordinate of d;
and no modifications to dy; for dj ;[7] = dy;[8] = Y. The form of the vectors is now:

coi=( xeqi | xp, Te 0 Pei 0 @ @ 0 s,
ci = ( 0 0 r 0 pi Zi @ r B,
di = ( Y Yy Oi T 0 Ay; vl v | T B
dii =( Yk | Yks | Okyi | Tk 0 @ Yk | Yk, 0 )e:

An ensuing problem is the cleaning of the 6-th coordinate of c;,d;. To clean ¢;[6], we first need a
quotient done by a formal basis change to make c;[6] = ¢;[9] = 7/, but this leads to two problems:
(1) 7" must be non-zero, because in either of the dual pair of bases there will be a factor 1/r" and (2)
the basis change depends on z; that will be needed since the beginning of the game, before giving
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the sample to A. We solve (1) since by constraining r/ & Zy from the first computational changes.

To deal with (2), we notice that we are in the middle of a formal argument thus we can guess x;
since the beginning and the loss by this guess does not amplify the difference of advantages, as it
is 0 due to the perfectly indistinguishable nature. After making c;[6] = ¢;[9] = »/, a formal basis
change can be done to make all c-vectors having 0 at their 6-th coordinate, by substracting the
9-th from the 6-th (for c;;[6] this is trivial). However, in the dual basis it leads to

di=( v | ¥ | o m | 0 yi | | [H] e
dii=( Yksi | Yki | Oky | ks | O 0 Yk,i | Yk 0 )+

where 7/ = 7; + 2;Ay; /r’. Our key observation that due to the constraint Zfi 1 xiy? = Zfi 1 xiyil,
the values (7)1, = (r; + 7; Ay;/r")IL, will stay a random secret sharing of 0. Therefore, if 7/ # 0
we can perform a formal basis change to clean d;[6] by substracting some multiple of d;[9] = 7/. This
is feasible because, all over again, we are in the middle of a formal argument: we guess from the
beginning z; Ay; /r’, sample the two 0-secret sharings 7;,7; # 0 and continue the simulation only if

7/ —7; = x;Ay;/r’. This ensures that we will continue the simulation only if all 7/ # 0, then perform

a formal basis change based on «; = —(z;Ay;)/(r'7]) to arrive at a game whose vectors for A are:
coi=0( me | x4 e 0 pei | O 0 0 0 )s;
ci = ( 0 0 r 0 i 0 0 Z; " )g,
di=( u | W | o | m | 0[] w | W )B;
dii =( Yk | Yki | Ok | Thyi 0 0 | i | Yei | O )mx

k3

Given that x; is in ¢;[8] and d;[8] = d;[2] = ¥, a computational swap would move back z; to the
2-nd coordinate of ¢; without any problem. At the end, we redo the duplication in d;, dy; as well as

the removal of 7" and the random 0-secret shares (77);, in order to make the vectors follow D;. O

6 An Adaptively Secure FH-DMCFE for Inner Products

6.1 A Function-Hiding DMCFE Secure Against One Adaptive Challenge with
Complete Queries and Static Corruption

This section presents a function-hiding DMCFE scheme £ = (Setup, DKeyGen, Enc, Dec) for the
function class P = {F},} where F}, : (ZZ)” — Zq is defined as Fy(x) = (x,y). We work in the
prime-order bilinear group setting (G1, G2, Gy, g1, 92, 1, €, q) and G1, Gy, Gy are all written additively.
We employ two full-domain hash functions H;: Tag — G; and Hs : Tag — Go.

The details of £ go as follows:

Setup(1*): Choose n pairs of dual orthogonal bases (B;, B) for i € [n], where (B;, B}) is a pair
of dual bases for (Gi*,G}?). For each i € [n], we denote j-th row of B; (resp. B}) by b;;

(resp. b; ;). Generate two random n-out-of-n secret sharings of 0, namely (3;);, (t:); & Zgq such
that Y0 5 =>", t; = 0. Then, output the secret keys sk; and the encryption keys ek; as
follows:

sk == (b}y, 3B}y + Bjs, bl
ek; == (b;1, bi10, Bia+tBis)

where B; ), (respectively Bf,) denotes the k-th row of the basis changing matrix B; (respectively
BY) for i € [n].
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DKeyGen(sk;, tag-f, y;): Parse sk; = (b;1, 8By + B/ |5, b;g). Compute Ha(tag-f) = [u], € G2 and

sample m; < Zgq. Then compute and output

= (y“ gl:u’v 07 07 07 07 07 Wy T, 07 07 07 07 O)B:‘ .

Enc(ek;, tag, z;): Parse ek; = (b;1, b;10, Bi2 +tiB;s). Compute H(tag) — [w]; € G; and sample
a random scalar p; & Zg4. Finally, compute and output

¢; = z;bi1 + pibiio + (Bip + £:Bis) - [w];
= (v, w, 0, 0, 0, 0, 0, t;w, 0, p;, 0, 0, 0, O), -

Dec(d, c): Parse d = (d;);c[n and ¢ == (c;);. Compute [out], = [[;L; ¢; x d;, then find and output
the discrete log out.

Correctness. The correctness property is demonstrated as follows:

n n
[out], = Hci x d; = H [[x,yl + Sipw + fiwu]]t
i=1 i=1

= N(x, y) +wp - 2(51 + fz)]]

i=1
= [ ¥

and we are using the fact that > " ; § =", t; = 0.

Security. Theorem 9 states that the scheme is function-hiding under static corruption and a
single adaptive challenge. As discussed in Remark 5, we prove the security while employing the
constraint that if an adversary queries for an honest component, either for some ciphertext (or for
some key), then all honest components of the same ciphertext (or key) must also be queried. In
Section 6.3, we show how to circumvent this constraint.

Theorem 9. The DMCFE scheme £ = (Setup, DKeyGen, Enc, Dec) is adaptively one-challenge
function-hiding in the ROM, under static corruption, if the SXDH assumption holds for G1 and
Go. More specifically, let g denote the number of challenge queries for identical messages, and q
denote the number of functional key queries. Then, for any ppt adversary A against £, we have the
following bound:

Adv SRRt 1) < (264 + 14q; + 32) - AdvE M (17)

Proof (Main ideas). In Figure 3, we present the sequence of games used to prove Theorem 9,

where we start from G corresponding to Expécgfljda“tat'fh'o(ﬂ), until arriving at Gg which equals

Exp};;_-a,ljdamtat'fh'l(l)‘). The changes that make the transition between games are highlighted by a

. The full proof can be found in Appendix B.4.

The general plan for the proof can be revisited in the technical overview of Section 3.2, where
we describe the purpose of the pre-processing (Go — Gg), the main complexity leveraging step
(Gs — Gy), and the post-processing (G4 — Gg). Whereas the pre-processing and the complexity

leveraging is rather straightforward, the subsequent post-processing procedure, where we essentially
undo the changes of the pre-processing, is technically much more involved. Now equipped with the
necessary tool (Lemma 8), we can describe it in more detail. We recall that in G4 (i.e. after the

switch from (29,99 to (z},y}) and before the pre-processing), we are roughly in the following state
(coordinates used for purely technical aspects are omitted):




Game Gg:

Game G;:

Game Go:

Game G3:

Game Gy:

Game Gs:

Game Gg:

Game Gr:

Game Gg:

1 si=2 ti =0, H(tag,) = [wely, Hi

(tag") = [wl;, Ha(tag-fi) = [paly, Ha(tag-f") = [,

coi=( i | we [0 0] 0|0 0] tiwe 0 | pei | 0% ),
dii=( Yri | Gipe [ O[O [0 00| e | mi| O |0 )pr
ci=( af w 0O|l0]O0|O0O]|O tiw 0 Di 0* )B;
di=( ¢ Gpu |OlO]O]O]oO w T 0 0" )e:
S Sk =9y Si =y tei =yt = 0 (Randomization)
cei=( mi | we [O]0O]0]0]0O 0 | pei | 0% g,
dei=( ks | |sks| |0 | OO | O] 0| pe | ms | O | 0" )po
co=( 22 | w |o]o]o]O]|oO 0 | p | 0* g,
di=( o ofojojolo| u | m | 0 |0 )g
(Random 0-Secret Sharings)
coi=( @i | we [0]0]0]0 tei | 0| pea | O B,
dei=( Yri | Si | 00| 0] O HE | Tk 0 0* )B:
ci=( 22 | w [0]0o]0]o0 ti| 0 | pi | 0f g,
di=( o | s [0|0]o0]|O wo | om 0 | 0" )mr

(Pre-Processing, see Figure 5 for details)

cei = ( @ @ 0 0 e e 0 pei | O
de=( [0 | [ o T | p | o | 00O
ci=( 2} [ w | 0 0 L P O P
di=( o | s | pi| O 0 | oo | w | m | 0 |0

s = s; — (ziyi — 29y))/w (Complexity Leveraging)

.;r,

x? 0 | w r t; 0 | pi | 0* g,

y? 0 Si 0 (o] y2 T 0 04 )B:
(Swapping)
di;=( 0 ‘ ‘ Yk,i ‘ Yk,i ‘ Sk,i ‘ @ ‘ Ok,i ‘ Lk ‘ Th.i ‘ 0 ‘ 0*

(Secret-Sharing Swapping (Lemma 8), see Figure 6 for details)

dlm:( Sk,i Yk,i @

(Cleaning, see Figure 7 for details)

0 T to 0 pPei 0*

4
Sk,i 0 Ok,i Mk Th,i 0 0

t; 0 Pi 04

=] o & o
o [&] o o

C; =
d=( v | s | po| m | o | o
> 8=, ti =0 (De-Randomization)
=( e Wy 0100|000 [fwe 0 pei | 0% )
=( ki | [Sope| | O[O ][O0 [0 | pe | msi| O |0 )p
=( w [0]0][0|0|0]| [t | O | p |0 )
=( olojojolo| u [ m | 0 [0 )

Fig. 3: Games for proving Theorem 9

0] )
O | sx | mxi | O | 0% e
0] )
0] )
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cei = ( )B,
dii=( O 0 Yk | Yk, | Sk | Sk | Kk )B;«
ci=( z; | w 0 z) 0 w ti B,
di=( yi | si| 9 | 0| s | 0| p e

Our aim is to move (¢, yr,;) as well as (wy, s ;) back to positions (1,2) of (¢4, d,;) to be correctly
in the game whose challenge bit is b = 1. First, we note that it is easy to move s;; to coordinate 2,
as all ciphertexts c; and cy; have equal entries in their facing coordinates (2,6): ¢;[2] = ¢;[6] = w
and cy;[2] = c¢;[6] = 0. Therefore, the entries (2, 6) of d;; can be swapped under DDH in G, which
is applied in Gs. Unfortunately, the story is not that easy for the remaining three cases x4, yi; and
we. For example, when moving z,; back to coordinate 1, we change the local inner product (c;,d;)
since in general d;[3] = ¢ # y! = d,[1]. Nevertheless, under the function-hiding property, the global
inner product over all ¢ € [n] is invariant for ¢:

n n
Z xe,z‘yzo = Z l“ézyzl
i=1 i=1
In particular, the admissibility condition of Definition 4 gives:

Z Hﬁe,iy?: Z er,z'yil : (2)

honest i honest i

due to the constraint that 20 = x! and ¢? = y! for all corrupted i. Thus, there is some hope that
the local inner products may be randomized in a way that an adversary cannot efficiently detect
local changes while preserving the global inner product. It turns out that this hope is justified,
though by a complicated proof. The centerpiece is the secret-sharing swapping (Lemma 8) from
Section 5. Before going into the details of how this lemma can be applied, we mention that similar
to (2) for xy;, there are connections that help to move back yj; and wy,. Specifically, we have (even
under standard security without the function-hiding property):

n n
Zﬂfgykz = Z%lykz ;
i=1 i=1
and in particular:
> adyri= ) wiyk - (3)
honest @ honest 4
Additionally, we also make use of the equation

S wsi= > ws) (4)

honest 7 honest @

where s, = d;[2] since G4, while noting that s, = s; for all i € C because of the admissibility of
function-hiding setting.

From G5 to Gg, we need to apply the secret sharing swapping in a specific order.

We first remark that because we are in the static corruption setting, the secret shares (s;, i ;)ien
and (t;,t7;)ien sum to fixed values, i.e.

Zsk,z‘ :,ukzgia Zsi :Mzgi and thﬂ' :ngfi, Zti :wai

i€H i€H i€H 1€H ieH 1€H i€H 1€H
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while » .4, 3; and Y4 t; are known from setup, the two common constant j,w, ju, we - Zg are
given by the RO. We remark that for applying the secret-sharing swapping lemma, we also change
the random secret sharings in the d-vectors and in the c-vectors from shiftings (u3;, pur8;); and
(wt;, wet;); of secret sharing of 0, where (5;);, (f;); are generated at setup, to random independent
secret sharings (s;, sx;); and (¢;,t,;);, respectively. This can be done using DDH and its random
self-reducibility, while noting that we can embed the sum of the honest shares, which is fixed due
to static corruption, into the exponents of group elements to correctly simulate the honest key
components. The embedding works by first generating all except one (randomly self-reduced) honest
shares, then use linearity on the exponent to define the last one. The simulation works because for
honest ¢, we never have to compute in the clear the exponents.

Now, given all the ingredients for the lemma, the swappings are done specifically as follows:

1. First, we switch wy from coordinate 6 back to coordinate 2 of ¢ ;, while d;[2] = s},d;[6] = s;, and
d ;2] = dy.;[6] = sii. We employ condition (4), use r,7¢ <~ Z, (introduced in Gg) in ¢;[7], ¢/ 4[7]
as the fixed randomness, together with the secret shares are oy, 0y ; in d;[7], dj ;[7] summing to
a fixed constant over all ¢ € ‘H, which we also introduced from previous games.

2. Secondly, we switch yy, ; from coordinate 4 back to coordinate 1 of dy,;, while ¢;[1] = z},¢;[4] = a9,
and cg[1] = cp;[4] = x4, We employ condition (3), use u, ux <~ Z, (by the RO) in d;[8], dy;[8]
as the fixed randomness (namely “r,r,” in the lemma’s statement, we are in the dual basis in
this swapping), together with the secret shares are ty; = c¢;[8],¢; = ¢;[8] summing to a fixed
constant over all ¢ € H, which we know up front thanks to static corruption.

3. Finally, we switch zy; from coordinate 3 back to coordinate 1 of ¢, while d;[1] = y},d;[3] = ),
and dj;[1] = dy[3] = yxi. We employ condition (2), use r,7, <~ Z, (introduced from previous
games) in ¢;[7],c,;[7] as the fixed randomness, together with the secret shares are o;,0; in
d;[7], dk;[7] summing to a fixed constant over all i € H, which we also introduced from previous
games.

After this three applications of Lemma 8, it remains cleaning (Game G7) and un-programming the
products (ux3;, 13i, wets, wt;) using DDH (Game Gg). The view of the adversary in Gg corresponds
to b =1 in the security experiment. O

6.2 An FH-DMCFE Secure Against Multiple Adaptive Challenges with Complete
Queries and Static Corruption

In this section, we lift the scheme from Section 6.1 to a function-hiding DMCFE secure against
multiple challenges. We denote the function class containing inner products of length n by ]-"JLP. Let
& = (Setup, DKeyGen, Enc, Dec) denote the DMCFE scheme from Section 6.1 for the function class
]:éi. From an application of Theorem 9, it follows that & is function-hiding against one challenge.
Lemma 6 implies that the same scheme is weakly function-hiding even against multiple challenges.
We emphasize that whether a scheme is weakly or fully function-hiding in the single-challenge setting,
an application of Lemma 6 always yields weakly function-hiding security in the multi-challenge case.
Therefore, we have to apply the generic transformation of Lemma 7 to £ afterwards. This yields
a new scheme & = (Setup’, DKeyGen’, Enc’, Dec’) which preserves the multi-challenge security and
additionally satisfies the fully function-hiding property. We describe the resulting scheme £’

Setup’(1%): Choose 2n pairs of dual orthogonal bases (B;, B} )icjon) where (B;, B}) is a pair of dual
bases for (G1*, G%). Sample two random 2n-out-of-2n secret sharings of 0 denoted (3;);, (£;); €
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Z(QI” and output the secret keys sk; and the encryption keys ek; for i € [n] as follows:

- * . * * * ~ . * * *
sk; == (b1, 8iB/s+ Bis, bjg, Sn+iByiio + Briiss briiog)

ek; == (b1, bii0, Bi2 +tiBigs, bnyiio, Bnti2 + thiiBntig)
DKeyGen'(sk;, tag-f,y;): Parse sk; = (b}, 8:Bjy+Bjg, big, 3nyiBy o+ By ig bryig)- Compute
Ha(tag-f) — [1], € G2 and sample m;, 7, 4; < Z,. Then compute

= (ylv 52/1/7 Oa 01 07 07 07 K, T, 07 07 07 07 O)Bz‘

dpti = (SntiBryi2 + Bagig) - [l + mntibr g
= (O? §TL+’ZN’? 07 07 07 07 07 My T+, 07 07 07 07 O)sz+i

and output (d;, dp)-
Enc’(ek;, tag, z;): Parse ek; = (b;1, biio, Bi2 + tiBis, bntiio, Bnti2 + tntiBntis). Compute
H(tag) — [w], € G; and sample two random scalars p;, p,1; <~ Z,. Finally, compute

c; = x;bi1 + pibi1o + (Bi2 + t:Bis) - [w],
= (v, w, 0, 0, 0, 0, 0, t;w, 0, p;, 0, 0, 0, 0)g,
Cnti = Pntibnito + (Bnti2 + tnsiBnyig) - [w];
=(0, w, 0, 0, 0, 0, 0, t~n+iw, 0, pn+i, 0, 0, 0, 0)B

n+1i

and output (c;, Cpq).
Dec’(d, c): Parse d := (di, dy1i)icy) and ¢ == (¢, Cppi)icfy)- Compute [out], = Hfgl ¢; x d;, then
find and output the discrete log out.

6.3 Adaptive Security against Static Corruption with Incomplete Queries

In this section, we present a generic transformation to make our DMCFE schems from Section 6.1
secure in a function-hiding setting where the adversary can omit to query some honest components,
either in the challenge ciphertext or in the challenge functional key. We first give the formal
definition of this stronger security model in Appendix A.1, adapted from Definition 4 by removing
the constraint 1 on complete queries for admissible adversaries.

The transformation. We adapt the transformation in [1, Section 4]. Their transformation turns
any DMCFE scheme (without function-hiding property), which is secure under the restriction that
all honest challenge ciphertert components are queried, into a DMCFE scheme that is secure even
when the adversary can omit some honest client in the challenge ciphertext queries. The transforma-
tion from [1, Section 4] makes use of symmetric-key encryption schemes as well as pseudorandom
functions, but it deals only with incomplete challenge ciphertexts as per [1, Definition 2.7]. Naturally,
we can extend the ideas of [1] to cover additionally the incomplete challenge functional keys in
our function-hiding setting for DMCFE. We refer to the technical overview Achieving security
against incomplete queries. in Section 3.2 for the main ideas.

We remark that our transformation incurs an increase of ciphertext’s size to ©(n) due to the fact
that there are n additional PRF evaluations in ct}, and therefore the total cost of communication
is ©(n?). In the work by Chotard et al. [26], the authors introduced the notion of All-or-Nothing
Encapsulation (AoNE) that encapsulates data in way only when all encapsulated components
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are gathered can we decapsulate and recover the orginal pieces of data. In [26], AoNE can be
constructed in the bilinear group setting and is suitable for our constructions from Section 6.1. More
importantly, in their IP-DDFE construction of [26, Section 7.2], Chotard et al. used AoNE in a
generic way in order to deal with incomplete queries, while keeping the total communication O(n) at
the cost of selective (ciphertext) challenges under static corruption. We can apply the same generic
transformation using AoNE as in [26, Section 7.2] to deal with incomplete queries, in the selective
multiple (ciphertext and key) challenges under static corruption.

We use a symmetric-key scheme SE = (Encsg, Decsg) and a pseudorandom function PRF. We recall
the syntax and security notions for pseudorandom functions in Appendix A.2 and for symmetric-key
encryption schemes in Appendix A.3. We refer to the technical overview in Section 3.2 and provide a
proof of security in Appendix B.5. Our transformation preserves the weakly function-hiding property
(implied by the fully FH) in the one adaptive challenge keys and ciphertexts, under static corruption
(revisit Section 3.2 for the intuition), that is statisfied from Section 6.1. Suppose we have a DMCFE
ic}ieme & = (Setup, DKeyGen, Enc, Dec). We transform & into &' = (Setup’, DKeyGen’, Enc’, Dec’) as
ollows:

Setup’(1*): Run Setup(1*) to obtain the keys (ski,ek;);c[n)- Then, sample 2n® PRF keys, specifically k§*
{0,1}* for i, € [n]. Finally define

sk = (ski, (K35, k35 jemmn); ki = (eks, kS, K5 Y ierm)

DKeyGen'(sk}, tag-f, y;): Parse skj = (ski, {k{, k35 }je[n))-
Compute dk; + DKeyGen(sk;, tag-f,y;). Then, compute PRF (k% tag-f) for j € [n], then, K*(tag-f) :=
@®je(nPRF (kY% tag-f), and dk; 7Encsg(de(tag—f),dk¢). Output (dk}, {PRF(kS, tag-f)} e(n))-

Enc’ (ek;,tag, z;): Parse ek] = (ekq, {ki;, k' }je[n)). Compute ct; < Enc(ek;, tag, @;). Then, compute PRF(kJ i, tag)
for j € [n], K§*(tag) = @) PRF(KS};, tag), and ct} := Encse(K;(tag), ct;). Output (ctz,{PRF( i tag) tiem))-

Dec’(d,c): Parse

dk 8
ki

1,59

d = (dkj, {PRF (K, tag-f)}jen))icm), € = (cti, {PRF(KS';, tag) Yicim) Dicin -
Then, for each j € [n], compute

K;—t(tag) Dicin PRF(k] i, tag); ct; = Decsg(K?(tag),ct;)
K§*(tag-f) = @ycn PRF(KY, tag-f); dk; = Decse (K(*(tag-f), dk}) .

Finally, compute and output Dec((dki)ic[n], (Cti)icin])-
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A Additional Definitions

A.1 Function-Hiding Security of DMCFE against Incomplete Queries

Definition 10 (Function-Hiding Security against Incomplete Queries). For a DMCFE
scheme &, a function class F and a ppt adversary A we define the experiment Exp;?}'?jyn_any'fh'b(l)‘)
that is the same as the one shown in Figure 1, except that we define a new notion of admissible
adversaries adm?" that is given below. The oracles OEnc, ODKeyGen and OCorrupt can be called
in any order and any number of times. The adversary A is NOT admissible with respect to

C, QEnc, QDKGen, denoted by adm?®™Y (A) = 0, if either one of the following holds:

1. There ezist two distinct tuples of the form (i,tag,-,-) in Qgnc or two distinct tuples of the form
(Z'v tag_fv ) ) in QDKGen-
2. There exists a tuple (i,tag,x?,x%) € Ognc such that i € C and x? £ x}, or there exists
(i,tag-f, 40, y}) € Opkgen such thati € C and y? # x}.
3. There exist tag,tag-f € Tag, two vectors (x?)ie[n},(m})ie[n] € Dy x --- x Dy and two func-
tions fO, f' € F having parameters (y?,y})", such that
. (i,tag,m?,x%) € Qgne and (i,tag—f,y?,yil) € OpKGen for alli € H,
. x? = aczl and y? = yll for alli € C, and

» oY, ah) # fl(a ).

Otherwise, we say that A is admissible w.r.t C, Qgnc and Qpkgen and write adm®™ (A) = 1. The
scheme & is function-hiding against incomplete adaptive challenges and dynamic corruption if for
all ppt adversaries A,

adap-dyn-any-fh /1 Ay .
Advg 7 (17) =

‘Pr [Expg‘j;ﬁjyn-a“y-fh-o(m - 1} —Pr [Expgf‘;ij"-a"v-fh-l(m _ 1} \

is negligible in X. Weaker notions can be derived in a similar manner as for Definition /.

A.2 Pseudorandom Functions

Let families of sets D = { D) }aen and R = { R }aen represent domains and ranges. Let £ = { K }aen
be a family of sets where PRF keys are chosen. A pseudorandom function is defined by efficient
algorithms PRF = (KeyGen, Eval), where KeyGen takes as input a security parameter 1* and outputs
a uniformly random key K € IC; Eval is a deterministic algorithm that inputs a key K € K and an
element z € D to output a range element z € R.

Security. A pseudorandom function PRF is said to be secure if for sufficiently large A € N, for all
ppt adversary A, the following advantage is negligible in A:
1
AdvERF (1) = ‘Pr [ExpriRF(l)‘) = 1} — 2‘
where ExpriRF(11) is depicted in Fig. 4, Fun(D, R) denotes the family of functions going from D to
R, and the probability is taken over the random coins of A.
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Expriyt (1) The oracle OChal is defined as follows:
8 Eval(K,z*) ifb=1
befo} OChal(z*) = { EV2 (* @) 1
K <+ KeyGen(1%) RF(z*)ifb=0

RF(-) <= Fun(D,R)
b'<—AOCha'(')(pp)
Output b’ = b

Fig. 4: PRF security game.

A.3 IND-CPA Secure Symmetric Encryption

We recall the syntax of symmetric encryption schemes and their IND-CPA security. In the transfor-
mation, if the key space is larger than the message space we can use one-time pad for simplicity;
Otherwise applying a pseudorandom generator to stretch the keys would be suitable as well.

A symmetric key encryption scheme SE = (SEnc,SDec) over K x M, for a key space K and a
message space M set up according to a security parameter \ € N, is defined as follows:

— SEnc(K,m) receives a key K € K and a message m € M, then outputs a ciphertext ct.
— SDec(K,ct) receives a key K € K and a ciphertext ct, then outputs an element in M.

Correctness. Forall K € K and m € M, Pr[SDec(K, SEnc(K,m)) = m] = 1 where the probability
is taken over K.

IND-CPA Security. Let SE = (SEnc,SDec) be a symmetric key encryption over K x M. Then
SE is IND-secure if for sufficiently large A € N and all ppt adversary A, the following quantity is
negligible in A:
. b {01 K &K 1
AdvEEPP(\) = |Pr [V =b: 0.1} — =
) b/<_AOChaI(.’ _)(1)\) 2

where OChal(mg, m1) outputs ct+ SEnc(K, m;), and the probability is taken over the random coins
of A.
A.4 Decisional Separation Diffie-Hellman (DSDH) Assumption

Definition 11. In a cyclic group G of prime order q, the Decisional Separation Diffie-Hellman
(DSDH) problem is to distinguish the distributions

Do = {(z,y,[1],[a], [b] , [ab + z])} Dy ={(z,y,[1],[al,[0] . [ab + y])}

for any x,y € Zq, and a,b & Zg. The DSDH assumption in G assumes that no ppt adversary can
solve the DSDH problem with non-negligible probability.

A.5 Dual Pairing Vector Spaces

Basis changes. In this work, we use extensively basis changes over dual orthogonal bases of
a DPVS. We again use G{' as a running example. Let (A, A*) be the dual canonical bases of
(GY,GY). Let (U = (w;);, U* = (u});) be a pair of dual bases of (G, GY), corresponding to an
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invertible matrix U € Zév XN Given an invertible matrix B € Zév *N the basis change from U w.r.t
B is defined to be B := B - U, which means:

N
(Z’l,...,a}N)B:inbi:(xl,...,.%'N)-B:(1‘1,...,$N)-B-U
=1

= (y1,...,yn)u where (y1,...,yn) = (1,...,2N) - B .

Under a basis change B = B - U, we have
(1, szn)B = ((T1,---s2n) - B)ys (W1, yN)u = ((yl,-~-,yN) : B'l)B
The computation is extended to the dual basis change B* = B’ - U*, where B’ = (B‘l)T:

(wl, e ,xN)B* = ((:L'l, e ,QTN) . B,)U* ; (yl, e 7yN)U* = ((yl, e ,yN) . BT)B*
In can be checked that (B, B*) remains a pair of dual orthogonal bases. When we consider a basis
change B = B - U, if B = (b; ;); ; affects only a subset J C [N] of indices in the representation w.r.t
basis U, we will write B as the square block containing (b; ;); ; for 4,j € J and implicitly the entries
of B outside this block is taken from Iy.

B Supporting Materials - Deferred Proofs

B.1 Proof of Lemma 6

Lemma 6. Let £ = (Setup, DKeyGen, Enc, Dec) be a DMCFE scheme for the function class F. If £
is single-challenge weakly function-hiding (against static corruption), then it is also weakly function-
hiding (against static corruption). More specifically, for any ppt adversary A, there exists a ppt
algorithm B such that

AQVERP S (1) < max(ge, i) - Adv iR ()

where q. and qi denote the mazimum numbers of different tags tag and tag-f that A can query to
OEnc and ODKeyGen respectively.

Proof. For convenience, we introduce slight modifications of the experiments Exp;d;'}jtat"”fh'b(l)‘)

and Expéf;;t:da'}Stat'th'b(lA), denoted by Exp?}'ﬁtat—wm(ﬂ) and Expéf;_-ili;da'}smt'w‘ch(lk), where

the bit b is chosen at random from {0,1} during the execution of Initialize(1*). Let A be a ppt

adversary in the experiment Expgd}'}jtat'“’fh(lk). We denote the ¢, distinct tags that can occur
in a query to OEnc by tag,...,tag, . Similarly, we denote the g tags that can occur in queries

to ODKeyGen by tag-fy, ..., tag-f, . Let ¢ == max(qe, qr). We construct a ppt adversary B playing

against ExpéChfé’ZadapStat'th(lA) that uses black-box access to A. B simulates the view of A as follows:

« Initialization: Recall that in the static security model, the set C C [n] of corrupted clients must
be declared before the setup.
Upon A calling Initialize(1*,C), B samples a random value j <= [¢], runs the initialization
procedure

Initialize(1}, C, tag* = tag,, tag-f* = tag-f;)
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of its own experiment Expécg_-all';da‘}Stat'th(l’\) and forwards the response (consisting of the public

parameters pp as well as the encryption keys {ek;};cc and secret keys {sk;}icc) to A.
Note that if j > g. (or j > qx), B submits a challenge tag tag; (resp. tag-f;) that is never part
of a query to OEnc or ODKeyGen.

» Encryption queries: Recall that tag, refers to the /-th distinct tag received during an encryption

query.

Upon A querying OEnc(i, tagy, xgji, x%ﬂ-), B behaves as follows:

1. If £ < j, B queries the oracle OEnc of Expéf?zada’*Stat'th(l’\) on input (i,tag,, =}, r}) and
forwards the response to A.

2. If £ = j, B queries OEnc(i, tag,, 3:271., x}l) and forwards the response to A.

3. If £ > j, B queries OEnc(i, tag,, :Ug’l-, 33224) and forwards the response to A.

» Key-generation queries: Recall also that tag-f,, refers to the k-th distinct tag received during a

key-generation query.

Upon A querying ODKeyGen on input (i, tagy,, ygyi, y,iz), B does the following:

1. If k < j, B queries the oracle ODKeyGen of ExpéfggligadapStat_th(lk) on input (4, tag-fy, y,i’i, y,iﬂ)
and forwards the response to A.

2. If k = j, B queries ODKeyGen(i, tag-f,, ygyi, y,il) and forwards the response to A.

3. If k > j, B queries ODKeyGen(i, tag-f,,, yg?i, ygl) and forwards the response to A.

s Finalize: Upon a calling Finalize(d'), B passes the same bit V' to its own Finalize procedure.
We note that thanks to the weakly function-hiding setting, A is an admissible adversary against
Expg‘?]a_-'y}jtat_v"fh(l’\) if and only if B is an admissible adversary against Expéfhfa’gada'}Stat'th(lA).

We define a sequence of hybrid games Ho, H1, ..., H, where we modify the definition of the oracles
OEnc and ODKeyGen in Exp?:c’j}‘jtat_vvfh(lk). Specifically, in H; a query OEnc(i,tagE,x(g’i,m%’i) is
answered by an encryption of x%vi if £ < j and by an encryption of 33271- if £ > j. Similarly, a query
(i,tag-fy, y27i, yiz) to ODKeyGen is answered by a partial decryption key for y,}:l if k <jand by a
partial decryption key for y,g’i if k > j. We denote by H; = 1 the event where the hybrid game
outputs 1. Observe that Advi'sP5™ ™M (10) = | Pr[#, = 1] — Pr[Ho = 1]].

The advantage of B against the single-challenge weakly function-hiding experiment of & is

1chal-adap-stat-wfh /4 \
Adve rs (1%)

= | Pr [Bxpicpizser st 1) — 1= o]

_ Pr [Exp}/‘c;:aligadap—stat—wfh(l,\) -1 ‘ h— 1} ’

Z (Pr [Expécgfgada“tat'wm(lk) =11]b=0,B picks j}

1
¢ |

—Pr [Exp?;f’;ada'}Stat'th(l)‘) =1]|b=1,B picks jD |

—
*
~

£

1
>~ [H; = 1] = Pr [H;1 = 1])
¢ |5
1
:6-‘Pr[7-[q:1] — Pr[Ho =1]|
. (11 L Advipsteei )
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where (%) comes from the observation that conditioned on [b = ] (resp. [b = 1]) and [B picks j],
Exp}gc;leada‘}Stat th(1)‘) = 1 is identical to H; = 1 (resp. H,— 1), where B is simulating the
challenger for A. O

B.2 From Weak to Full Function-Hiding

Lemma 7. Let FIF denote the function class containing inner products of length n and let £ be a
weakly function-hiding DMCFE scheme for Fy . Then there exists a (fully) function-hiding DMCFE
scheme £ for FIP. More precisely, for any ppt adversary A, there exists a ppt algorithm B such that

AV <3 AV

2n>

where xxx € {adap, sel} and yyy € {dyn, stat}.

Proof. Let & = (Setup, DKeyGen, Enc, Dec). Then we define the DMCFE scheme &’ = (Setup’, Enc’, DKeyGen’, Dec’)
for FIP as follows:

« Setup: Setup’(1*) runs
(pp7 {Skia eki}iG[Qn]) A Setup(lA)

and outputs (pp’ = pp, {sk; = (ski, skn1i), ek; = (eki, ekntq)})-
» Key Generation: DKeyGen'(sk}, tag-f, y;) parses sk = (sk;, sky+;) and runs

dktag-f,i < DKeyGen(sk;, tag-f, y;)
dktag-f,nti < DKeyGen(sky,4;, tag-f,0) .

Finally, it outputs dktagh = (dkiag-f,i, dKtag-f nti)-
Encryption: Enc'(ek}, tag, x;) parses ek, = (ek;, ek,+;) and runs

Ctrag,i < Enc(ek;, tag, x;)
Ctragnti < Enc(ek,1;,tag,0) .

Finally, it outputs ctta i (Cttag,is Ctrag,nti)-
Decryption: Dec((dktag “)Ze[n] (Ctiag.i)ic[n)) Parses the n decryption keys and ciphertexts

dk;ag- = (dktag-f,ia dktag-f,n—i—i)

Cttag,i = (Cttag,ia Cttag,n+i) .

Finally, it outputs d < Dec((dktag-f,i)ic[2n]> (Cttag,i)ic[2n])-

The correctness of &’ follows immediately from that of £ and the fact that ((x || 0), (y || 0)) = (x,y)

for x = (xl)le[n]v Yy = (y2>z€[n] and 0 = (0,...,0) € Z(T]L

Furthermore, we show that £ enjoys the (full-fledged) function-hiding property. Towards this, we

consider a sequence of hybrid games Gy, ..., Gs where Gg equals ExpxXX yyy-fi- 0(1)‘) and Gz equals

Expgx;:yj:ly fh-1 (1)\)

Game Gg: This is EprXX W¥-M0(10) We denote the (-th distinct tag that occurs in a query to
OEnc by tag,. Slmllarly, tag—f .. Tefers to the k-th distinct tag in a query to ODKeyGen. Queries
to OEnc and ODKeyGen are answered as follows:
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« Upon A querying OEnc(i, tagy, :134 i a:“) the challenger computes

cty; < Enc(ek;, tagy, 1:272-)
ctynti < Enc(eknq44,tag,, 0) .
Then it returns Ct/e,i = (Ctyi, Ctonyi)-
« Upon A querying ODKeyGen(i, tag-f, yg i y,i ;), the challenger computes

dky ; < DKeyGen(sk;, tag-fy,, yg’i)
dkj nti < DKeyGen(sky,1;,tag-f;,0) .

Then it returns dk;m = (dkg s, dKg i)

In other words, the ciphertexts (cty;)ic[, encrypt the vector (xY || 0), and the partial decryption

keys (dkj ;)ic[n) allow for the computation of the inner product with the vector (y2 1 0)
Game G;: We modify the definition of (’)Enc and ODKeyGen as follows:

« Upon A querying OEnc(i, tag, xe 0> xh) the challenger computes

cty; < Enc(ek;, tagy,0)
ctypnti < Enc(eky, i, tagy, x%z) .
Then it returns cty; == (cty;, Ctypti)-
« Upon A querying ODKeyGen (i, tag-f;,, ygyi, yil), the challenger computes

dky ; < DKeyGen(sk;, tag-f;, y,gﬂ-)
dkin i < DKeyGen(skn i, tag-fy, ypi) -
Then it returns dkj, ; == (dkp,, dkgpnyi)-
Thus, the ciphertexts (ctj;)ic[n encrypt the vector (0 | x;) (as opposed to (x || 0) in Go),

and the partial decryption keys (dkz’i)ie[n] allow for the computation of the inner product

with the vector (y{ || yi) (as opposed to (y9,0) in Gg). The admissibility of A states that
(x%,¥%) = (x},y+) which implies that

(x 10,3y [10) = (7 [ 0,58 | vi) = (O || x.3% || wi) -

Then it follows by the weak function-hiding property of £ that there exists a ppt adversary B
such that |Pr[G; = 1] — Pr[Gy = 1]| < Adv ngﬁyPWBW'fh(ﬂ)
Game Gy: We modify the definition of OEnc and ODKeyGen again.

« Upon A querying OEnc(i, tagy, xz 0> :):“) the challenger computes

cty; < Enc(ek;, tagy, x%l)
ctepnti < Enc(ekyyi,tag,, 0) .
Then it returns cty; == (cty;, Ctypti)-
« Upon A querying ODKeyGen (i, tag-f;,, ygyi, y,il), the challenger computes
dky ; < DKeyGen(sk;, tag-f;, y,il)
dkjen+s < DKeyGen(skn i, tag-fr, yi ;) -
Then it returns dkj, ; = (dkp,, dkgpnyi)-
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That is, the challenger provides a ciphertext of (x} || 0) and a decryption key for (y} || y1), as
opposed to (0 || x;) and (y) || y;) in G1. Notice that

(0| XzaYk I Yk> (0| XéaYk I Yk> <Xe |0 Yk | Yk> .

Then it follows by the weak function-hiding property of £ that there exists a ppt adversary B

such that |Pr[Gy = 1] — Pr[G; = 1]| < Adv ;X;lygygwfh(ﬂ)
Game G3: We modify the definition of (’)DKeyGen as follows. (The definition of OEnc is as in Gg.)

« Upon A querying ODKeyGen(i, tag-f,, yl?:,i’ y,i ;), the challenger computes

dky; < DKeyGen(ski,tag—fk,y,Li)
dkg nti < DKeyGen(sky,1;,tag-f,0) .

Then it returns dk; : i = (dkgi; dkg ngi)-
Thus, the challenger prov1des a decryption key for (y1 || 0), as opposed to (y+ || yi) in Go. We
have

(xp 10,y% | yi) = (x¢ | 0,y% || 0) .

As above, it follows by the weak function-hiding property of £ that there exists a ppt adversary

B such that |Pr[Gs = 1] — Pr[Ge = 1]| < Adv XX;?Q'yBth(l)‘) Note that Gs equals the experiment
fh-1,4 )

By ™ (1),

Therefore, by a hybrid argument, we conclude that

‘Pr [Ex SrA 0y = 1} —Pr [Expg;lﬁy'fh'l(lk) = 1} ’

<3 AQVERI(L)

2n

B.3 Proof of Lemma 8

Lemma 8 (Secret-Sharing Swapping). Let A € N and H = H(A\),K = K(\),L = L(\) € N
where H, K, L : N — N are functions. Let (B;, B})cim) be two random dual bases of dimension 9 in
(G1, G2, Gy, 91,92, gt €, q). All basis vectors are kept secret.

We consider any public values (xi,a;g,im%,i,y?,y},yk’i, R, R )ic[m) ke[K) e[z Such that ZzH—1 xiy? =
Zinl zyy}. With random r, 1y, Pis Pl,i> Tis This Oiy Ok i & Zgq such that Zfil oi =R and Z 1 Oki =
Ry, for all k € [K], the following distributions are computationally indistinguishable under the
SXDH assumption:

(CEZ = (mf,za :L'é is Tos 0, Pl 0, 0, 0, 0) )EE[L]
D (7 @7 r, 0, pi, 0, 0, 0, O)Bi)ie[]—]] )
0= ( (y37 Yi s Oiy Ty 0 0 O 0 0) )ZG[H] )
(dkz - (yk: iy Ykyir Okyir Thky, 0 0 0 O 0) ) i€[H],k€[K]
(Cﬂz (xf,za l‘ém e, 0, Pl 0, 0, 0, 0) )EE[L]
b ) e =@ [ ’ v, 0 pir 0,0, 0, 0)B,) ey
1 = ( (yZl? 7,7 Oiy T, 0 0 O 0 0) ) i€[H]
(dkz - (yk iy Ykir Okyir Thkys 0 0 O 0 0) )ZG[H] k€[K]
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More specifically, we have:

Pr [A(samp)— 1] — Pr [A(samp)— 1]‘ <12- Adv%)l(%:(l)‘)

samp~Dg samp~D

for any specific ppt A with fized (R, (x;, (xgyi,mg’i)le,y?,y,}, (Yke,s» Rk)szl)fil).

Proof (of Lemma 8). The sequence of games is given in Figure 2. The changes that make the

transition between games are highlighted by a . In the vectors, we write 0' to denote ¢
consecutive coordinates containing 0. The details of the transition are given as follows:

Game Gg: The vectors are sampled according to Dy.

Game G;: We perform a computational basis change, making use of the randomness r <- ZLg at
coordinate 3 of (¢;)/L, and of o; < Z, at coordinate 3 of (d;)L; so as to introduce a new
non-zero 1’ < Zy and secret sharing (1:)EL, of 0 with only non-zero 7;, at coordinate 9 in (c;)2,
and (d;)2 ;. We recall that it holds Zfi 1 0i = R for some fixed public value R. We proceed in
two steps:

Game Gg1: We first use the subspace-indistinguishability to introduce r’ <- Zg at coordinate 9
of ¢;, while keeping d;[9] = ¢ ;[9] = dj;[9] = 0. Given a DSDH instance ([a], , [b]; , [c],) in
G1 where § := ¢ — ab is either 0 or 1, the basis changing matrices are:

la 10

01 —al
3,9 3,9

All vectors changed under these bases are secret. We compute B; using [a], and write the
c-vectors as follows:

ci = (w4, 0, 7, 0, p;, 03, 0)g, + (0, 0, br', 0, 0, 03, er')g,

= (zi, Oaa 0, pi, 037)131'

/ 3
cei = (Teg, Tyis 70, 0, peg, 0°, 0)B, -

We cannot compute b;:g but can write the d-vectors in H* and observe that they stay
invariant in B as the 9-th coordinate is 0:

_ (1 .0 5yo (1 0 5
di = (y;, vi, o0, ™, 07)mr = (y;5 ¥ 04, ™, 0°)Bs

5 5
dii = (Yk,is Yki> Okir This 07)H: = (Ykis Ykis Okir This 07)Bs -

If § = 0 we are in Gg else we are in G, while updating r to r + br’. The difference in
advantages is | Pr[Goy = 1] — Pr[Go = 1]| < 2- AdvgPH(1%).

Game Go2: We use DSDH in G to introduce any chosen secret sharing (7;);em) of 0, i.e.
S 75 =0, such that 7; # 0 for all 4. Given a DSDH instance ([a],, [0],, [¢],) in G2 where
d := ¢ — ab is either 0 or 1, the bases (B;, B}) are changed following:

10 la
—al 01
3,9 3,9
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All vectors changed under these bases are secret. We compute B} using [a], and write the
d-vectors as follows:

d' = (yl y?, 05, T, 04 O)B* (0 0 bTZ, 0 0 CTi)H;ﬂ

7

(yzla y7,77 Ty 0 )B

dii = Wkyis Ykis Okyir Thir 0%, 0)B,
The secret shares (0;)2; are updated to (o; + br;)fL, and still satisfy:
H
S (or 4 bri) = (Zaz) b (Z) _
i=1
We cannot compute b; g but can write the c-vectors in H, for r”,ry & Zg, 1’ & Ly:
ci = (i, 0, 7", 0, pi, 03, g, = (x5, 0, " +ar’, 0, p;, 03, ')B,
Cf,i - (xé,i, xzjz’u T, 0) pf,h 03) O)H, = (xf,ia .’1}'271-, e, 07 pf,’h 037 O)BZ 9

while simulating r := " + ar’ perfectly uniformly at random in Z,. If § = 0 we are in G 1,
else we are in Gp2 = Gp. The difference in advantages is |Pr[G; = 1] — Pr[Go1 = 1]| <
2- AdvEPH (1),

After Ggo = Gp, the vectors are now:

Cf,i — (xe,ia xz,iv T, Oa pf,h 035 O)Bza C; = (xiv 07 a 0’ Pi,s 037 )Bi
di = (yi» ;> , i, 0, 07, )B;; dii = (Yis Ykis Oki> Tha» 0, 0°,0)B:
and in total |Pr[G; = 1] — Pr[Gy = 1]| < 2- AdvgoH (1) + 2+ AdvgPH (1),

Game Go: We perform a formal basis change to duplicate (y},4?) (respectively (yk.i,yk.i)) from
coordinates (1, 2) to coordinates (7, 8) of d; (respectively of dy, ;). The bases are changed following:

(1000] (10-1 0|

0100 01 0 —1
B, = - H;; B;k: H:‘
1010 001 O
0101 00 0 1
L d19278 L d1278

We write the vectors as follows, observing that the c-vectors stay invariant because their
coordinates (7,8) are 0 and the duplication is done correctly for the d-vectors:

Cri = Ty, xfza Ty, 0 Peis O O O)H —(fCéz, sza Ty, O Peis 0 0 0)
i, 0,1, 0, pi, 0, 0% r)m, = (23, 0, 7, 0, pi, 0, 0%, 7')p,

4 _ (1 .0 2 [1 .0
(y ) 27 0, Ty, 0 ) Ti)H’f‘ - (yz7 Yis Oy T, 0 ) 7 Ti)B;‘
2
= Whyi> Yk Okir Thi> 0% O)Er = (Ukyi» Ykyir Ohsis Thyir 0% [Whsis Yhiil 0) B -

We are in Gy in bases (H;, H}) and in Gy in bases (B;, B}). The change is formal and we have
PI‘[GQ = 1] = PI‘[Gl = 1]
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Game G3: We perform a computational change to swap x; from coordinate 1 to coordinate 7 of
c;. Given a DSDH instance ([a]; , [b];, [c];) in G1 where § := ¢ — ab is either 0 or 1, the bases
(B;,B}) are changed following:

100 1 a0
B,=|-ala ‘Hi; Bi=1010 -H;
001 0—al

1,5,7 1,5,7

All vectors changed under these bases are secret. We compute B; using [a]]; and write the
c-vectors as follows:

Ci = (:‘Uia 0, r, 0, pi, 0, 0, O, r/)Bq; +(_C$ia 0, 0, 0, bl‘ia 0, cx;, 0, O)Hz

/
Cri = (xf,i) xﬁ;ja Ty, 07 Peis 07 07 07 O)Bl .

We cannot, compute b}, and by ; due to the lack of [a],, but the d-vectors can be written in
H; indeed they stay invariant: for instance we consider d;, the same holds for d ;

1 0 1 0
di - (yz y Yis Oiy T, 07 07 Yis Yi TZ)H;"
1 0 1 1 1 0
= (yz y Yiy 04y T4, —QAY; + ay;, Oa Yis Yis Tl)B;‘

_ 1 0 1 0
— (yza Y, Oi, T, Oa 07 Yir Ui Ti)B’{ .

If 6 = 0 we are in Gy, else we are in Gz, while updating p; to p; + bx;. We have |Pr[Gs =
1] — Pr[Gy = 1] < 2- AdvgP"(1%).

Game G4: We perform a formal duplication to have a copy of x; in coordinate 6 from coordinate 7
of d;. The bases are changed following;:

10 11

3 (3 *
-11 01
6,7 6,7

All vectors are kept secret. We write the c-vectors to observe the duplication:

/ /
C; = (O) 07 r, 07 Pis 05 L, 07 r )H, = (07 05 r, 07 Pi, 7 Zi, 0; r )Bi
/ 4 / 4
Cei = (xﬂiv Lyir T 07 Peis 0 )Hz = (l'ﬂ,ia Lyis T Oa Peyis 0 )Bi y

where c;; stays invariant because c;;[7] = 0. In the dual bases, d;[6] = dj;[6] = 0 means the
writings of d;,dy; are the same in H* as in B}. We are in G3 in bases (H;, H}) and in G4 in
bases (B;, B}). The change is formal and we have Pr[G4 = 1] = Pr[Gz = 1].

Game G; : We perform a formal change, using formal basis changes to swap x; from coordinate 7
to coordinate 8 in c;. The bases are changed following:

11-1 100
B;=1{010 ‘H;; Bi=1]-110 -H .
00 1 101

6,7,8 6,7,8
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We write the c-vectors to observe the duplication:

2 ! 2 !
C; = (O 77";07%,%;51317077' )Hz = (0 77'707,0iaxi,a7" )Bi
2 /
= (O 7T707pi’$i77r )Bi

/ 4 / 4
Cri = (xf,ia xf,i: Te, 01 Peis 0 )H1 = (xé,b w@,iv Te, 07 Pl 0 )Bi s

where c;; stays invariant because its 6-th coordinate is 0. Moreover, in the dual basis, the
d-vectors change as follows:

di = (y117 y?7 Oi, T, 07 07 y@17 y?7 T’L)H:

= (yzl¢ y?» o, T, 0, v yila y?v Ti)H;k

dii = (Ykis Ykis Okis This 05 0, Ykis Yk, 0)m:
= (Yk,is Yki> Okir Thyis Oy Yki — Ykyis Ykyi> Yk,i> 0)B:
= (Ykyi> Ykyis Okyis Thyis 0, @, Ykir Ykis 0)Br -

We are in G4 in bases (H;, H}) and in G5 in bases (B;, B}). The change is formal and we have
Pr[Gs = 1] = Pr[Gy = 1].

The vectors, when we arrive at Gy, are of the form:

K3

/ /
Cri = (33[71', x(,i? Te, 07 Peis Oa 01 07 O)Bi;ci = (07 07 T, 07 Pis Li, 07 Zi, T )B'
1,0 1.0 . _
di = (Z/Z yYi 5 04, TG, 07 Ayla YisYis Ti)B;k ’ dk,i — (yk,i, Ykis Okyis Tkis 07 O) Yk is Yk,is O)B;k

where Ay; ==y} — ¢, (1)L, is a random secret sharing of 0, with 7; # 0 for all i, and 7/ <* Ly.
Our goal in the next three games Gg, G7, Gg is to clean coordinate 6 of ¢;,d;. The main idea is to
consider the selective version G for j € {5,6,7,8}, where the values (z;, v?, yil)l-e[H] are guessed in
advance. We then use formal argument for the transitions G} — G}, for j € {5,6,7} to obtain

Pr[Gf = 1] = Pr[G} = 1] = Pr[G} = 1] = Pr[G} = 1] . (5)

In the end, we use a complezity leveraging argument to conclude that thanks to (5), we have
Pr[Gs = 1] = Pr[Gg = 1] = Pr[G7 = 1] = Pr[Gg = 1]. For the sequence G5 — Gg, we make a guess for
the values (z;, Y, yil)ie[H], choose /' < Zy, two random secret sharings (), (), of 0, with
7;, 7} # 0 for all 4, and define the event E that the guess is correct on the values (z;, y?, yil)ie[ ) and
7/ — 1 = x;Ay;/r', where Ay; = yzl — y?. We describe the selective games below, starting from Gg,

where event FE is assumed true:

Game G : Knowing (z;,y},9))2 | in advance, we perform a formal quotient on coordinate 6 of c;
and of d;. Without loss of generality we can assume x; # 0, otherwise the vector c; is trivially
belonging to the distribution D since Gg. The bases are changed following;:

B; = [L’}G.Hi; B = [QL.H;‘ )

T; (2 r!

The vectors ¢; and d; change from H; and H} to B; and B} accordingly:
C; = (07 Oa r, 07 Piy Ti, 0; Ty, T,)Hi — (0; 0; r, 07 Pis 7 Oa Ly, r,)Bi

d’i = (yzl?y??O-’iaﬂ-iaOaAyhyil?y??Ti)Hf = (yz17 y?70-’i7ﬂ-i7077yi17y?77—i)B2‘

while the vectors cy;,dy; have the same writings in H;, H} as in B;, B} because their 6-th
coordinates are 0. In summary, in bases (H;, H}) we have the vectors as in Gf, else we are in G§.
The change is formal.
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Game G7 : We perform a formal basis change to clean the 6-th coordinate of c;. The bases are
changed following:

10 1-1

3 (A

11 01
6,9 6,9

The vectors ¢; and d; change from H; and H} to B; and B accordingly:

=(0, 0, r, 0, pi, 7', 0, z, ¥)u, = (0, 0, 7, O, p;, ¥ —7', 0, z;, ')B,

Yi s y’?? 0jy T, 0 xiAyi/T, yzlv ygv TZ)H;"

iy yis i T 0, 2Ayi/r's yls yls [+ 1Ay /r)B:

The vectors cg;,dj; have the same writings in H;, Hf as in B;, B} because their (6,9)-th
coordinates are 0. In summary, in bases (H;, H}) we have the vectors as in G§, else we are in G3.
The change is formal.

Game G§ : We perform a formal basis change to clean the 6-th coordinate of d;. After G5, the
vectors are of the form:

/ 4 . — !
Cf,i - (mf,’ia xf,ia Ty, 07 Pé,h 0 )Bi?ci - (07 07 T, 07 Pis 07 O? Zi, T)Bi
_ 1 0 / 1 0 /
di = (vi» ¥i» 00 iy 0, 2 Ayi/r"s iy yis Ti)Bj
dri = (Yki> Yki> k> Thir 05 0, Ykis Ykis 0)Br -

We recall that we are in the selective games and (z;, v}, v} )Z ; are known in advance. For each 1,
we define a; = — %A% which is well-defined as 7/ # 0, and the bases (H;, HY) are changed to

r! T
(B;, B}) using:

10@ " 1 0 "
Bi: 'Hi Bi: .H* .

01 — Oy 1
6,9 6,9
It is important that all «; is defined only once for i, not depending on ¢ nor k, and therefore
they can be used for the unique basis changing matrices. The vectors ¢; and d; change from H;
and H to B; and B} accordingly:

HRD xﬁm ¢, O Peis O4)H = (xf,ia l‘/&i) Ty, 07 Peis O4)Bi
0,0, r, 0, p;, 0, 0, 7, g, = (0, 0, r, 0, p;, 0, 0, m;, ),

Cpi =

(
= (0,
= (yis wis ois ™, 0, @Ay /1, vy, y?, ™/ )m;
=l o), oi, i, 0, mlyi/r' + outl, yls y), T)B:
(yzl7 Yi» 0is T, 0, @7 3/1'7 3/1'7 Ti)B*

= (Yk,is Yhois Okis This 05 0, Ykiy Ynir O)mz
= (Yk,is Ykyis Okir Thiis 05 0, Ukis Uni, 0)Br -

In bases (H;, H}) we have the vectors as in G, else we are in G§. The change is formal and thus
Pr(G 1] Pr[G; = 1].
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The above games demonstrate relation (5). We now employ the complexity leveraging argument. Let
us fix j € {5,6,7}. For t € {j,7+1} let Adv;(A) := |Pr[G,(A) = 1] — 1/2| denote the advantage of a
ppt adversary A in game G;. We build a ppt adversary B* playing against G; such that its advantage
Advy(B*) == |Pr[Gf(B*) = 1] — 1/2| equals 7 - Adv(A) for t € {j,j + 1}, for some constant .
The adversary B* first guesses for the values (z;,4? ,yil)ie[H], chooses 1/ < Zy and two random
secret sharings (7;)2,, (/)2 of 0, with 7;, 7/ # 0 for all 4, and define the event E that the guess
is correct on the values (z;,y?, yil)ie[H] and 7/ — 7; = 3;Ay;/r', where Ay; = y} — y?. When B*
guesses successfully and 7/ — 7; = x; Ay; /1’ (call this event E), then the simulation of A’s view in G,
is perfect. Otherwise, B* aborts the simulation and outputs a random bit &’. Since E happens with
some negligible probability v and is independent of the view of A, we have:

Adv}(B*) = [Pr[G}(B*) = 1] - §

= |Pr{E) - Pr(Gi(B) = 1| B]+ 2L 4]

= "y -Pr[Gy(B*) =1 | E] + % © v+ |Pr[Gi(A) = 1] — | = v Advy(A).

where (%) comes from the fact that conditioned on F, B simulates perfectly G; for A, therefore
Pr[G,(A) = 1| E] = Pr[G}(B*) = 1 | E], then we apply the independence between E and
G¢(A) = 1. This concludes that Pr[G; = 1] = Pr[G;j41 = 1] for any fixed j € {5,6, 7}, in particular
Pr[Gs = 1] = Pr[Gg = 1]. After Gg, the vectors are now of the form:

Cg,i = ("1’,577;7 'CEIZ,N Ty, 07 pf,ia 07 O? 07 O)BNCZ = (07 07 r, 07 Pis 07 07 Ti, TI)BZ'

d; = (yz-l7y?70i,7fi70707yi17y?,T{)B;;dk,i = (Ykis Ykis Oki» Thyis 0, 0, Yk i Yk.i, 0) Bz -
We redo the computational swap to move x; from coordinate 8 back to coordinate 2 of c;. The
calculation is similar, using basis changing matrices that affect coordinates (2,5, 8). Given a DSDH

instance ([a]; , [b];,[c];) in G1 where ¢ := ¢ — ab is either 0 or 1, the bases (B;, B}) are changed
following;:

10 0 1—-a0
Bi=|al-a ‘H;; Bi=1(010 -H
00 1 0al

2,5,8 2,5,8

All vectors are kept secret. We can compute completely B; using [a]; to simulate ¢y ;, c;:

Cﬂ,i = (‘Tf,iv xz,iy Ty, 07 Peis Oa Oa Oa O)BZ
c;=(0,0, 7, 0, p;, 0, 0, &, ), + (0, cx;, 0, 0, bx;, 0, 0, —cx;, 0);

= (O[fm], v, 0.fpi + b, 0, 0.[1 - )], ), -

We can also write d;,dj; can be written in H] and observed their transformation, for instance
di = (v}, v, o0, ™, a(y) —9), 0, wls vy ar = (yis ¥ 00 m, 0, 0, yl, ), 7)mr and
the same calculation can be done for dj;. This induces an additive loss 2 - AdvngH(l’\). We
redo the transition Gy — Gj to clean coordinates 9 of c¢;,d;, which leads to an additive loss
2- Adv(gzDH(l)‘) +2- Advg?H(l)‘). Then, we redo the transition G; — Gg to clean coordinates (7, 8)
of dj;,d;, which is formal. Finally we arrive at Gg whose vectors are sampled according to Dy,
implying | Pr[Gg] — Pr[Go]| < 12 - Adva%':(l)‘) and the proof is completed. O

%
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B.4 Proof of Theorem 9

Theorem 9. The DMCFE scheme & = (Setup, DKeyGen, Enc, Dec) is adaptively one-challenge
function-hiding in the ROM, under static corruption, if the SXDH assumption holds for Gy and
Gy. More specifically, let q. denote the number of challenge queries for identical messages, and qy,
denote the number of functional key queries. Then, for any ppt adversary A against £, we have the
following bound:

Adv;f;‘;'jdap'stat'ﬂ‘(ﬁ) < (26q. + 14gx + 32) - AdvZ ¥ (1)

Proof. The proof is done via a sequence of hybrid games. The games are depicted in Figure 3.

Game Gp: This is the experiment Ex écgaljda'}s’cat - 0(1’\) Because we are in the one-challenge
setting with static corruption, the adversary will declare since Initialize the challenge ciphertext
tag tag®, the challenge function tag tag-f* as well as the set C C [n] of corrupted clients. We
define ‘H = [n] \ C. Knowing tag*, tag-f*, we index by ¢ € [g.] the ¢-th group of ciphertext
components queried to OEnc for tag, # tag*. Similarly, we index by k € [gx] the k-th group of
key components queried to OKeyGen for tag-f; # tag-f*.
There are 2 secret sharings of 0, namely (3;); and (¢;);, that we generate from Initialize. For the
tag tag-f, w.r.t non-challenge functional key queries, we denote Ha(tag-f;,) = [ux], and define
Sk = [k - 5;. Similarly, for the only challenge functional key query to DKeyGen corresponding
to tag-f*, we denote Ha(tag-f*) — [u]), and define s; := - 5;. We remark that for all k € [g],
(8k,i)i is a secret sharing of 0, and the same holds for (s;); as well.
In the same manner, for the /-th non-challenge tag tag, we write H (tag,) — [w¢]; and tp; = wy-1;.
For the challenge tag tag*, we denote H;(tag*) — [w]; and ¢; == w - #;. In the end, the challenger
provides:

Tei, we, 0, 0, 0, 0, 0, wety, 0, pesy 0, 0, 0, 0, 0)p,
Yk 1kSi, 0, 0,0, 0, 0, pg, g4, 0, 0, 0, 0, 0, 0)p>
29, w, 0,0, 0,0, 0, wt;, 0, p;, 0,0, 0, 0, 0)g,
Y, udi, 0, 0,0, 0,0, g, 7, 0, 0,0, 0, 0, 0)s:

= (
dk:z (
= (
= (

Note that the admissibility condition in Definition 4 requires that 3: = x (resp. y =y; 1) for all

queries to OEnc (resp. ODKeyGen) where i € C. Therefore, we are already done for all ¢ € C. For

this reason, all transitions in this prove apply only to pairs of bases (B;, B}) where i € H. This

means in particular that all basis vectors considered in the proof are hidden from the adversary.
Game Gjp: The vectors are now:

Teq, we, 0, 0, 0, 0, 0, wety, 0, ppi, 0Y)m,

Yk,is MkSi, 0, 0, 0, 0, ok, pg, Tk, O, 04)13;
29, w, 0,0, 0,0, r, wiy, 0, p;, 0H)B
W, 13, 0,0, 0,0, o, p, m, O, O)

=(
dk i =
= B
= (
In this game we replace the shifted secret shares of 0 i{l d;,dg; (respectjvely ¢i, Cy;), which
are s; == - 5; and si; = py - 5; (respectively t; == p-t; and tp; = wy - t;), while Hy(tag) —

[wly ,Hi(tag) = [we], , Ha(tag-f) — [u], , Ha(tag-f) = [px], and Hy, Hy are modeled as random
oracles. We proceed as follows:
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Go.1: We program H; at the points tag, (tagy)ec|q,) by sampling w, wy & Z4 and setting H (tag) =
[w]y ,Hi(tag-f) = [w¢];. The same programmation is done for Hy. This gives a perfect
simulation and Pr[Gg 1] = Pr[Go].

Go.2: We replace the shifted shares in d;, d;; by random secret shares, while preserving their
sum. Our key observation is that: because we are in the static corruption model, all corrupted
i are known since the beginning. More specifically, the secret shares (8;)!" ; are generated at
setup and ), 4, 5; = — (Ziec §,) is fixed since the beginning. Therefore, upon receiving the
challenge tag tag-f (that is declared up front by the adversary in the current one-challenge
setting) as well as all other non-challenge tags tag-f;, thanks to the programmation of the
RO from Gg 1, all the sums:

R:uzéi; Ry, = MkZ%

1€H 1€EH

are fixed in advance. We use this observation and the random-self reducibility of DDH in
G in a sequence of hybrids Gg 1k over k € [gx + 1] U {0} for changing the non-challenge key
query dj; under tag-f, as well as changing the challenge key query d; undef tag-f.

In the hybrid G5 with 0 < k < gy, the first £ non-challenge key queries dy, ; are having a
random secret shares over ¢ € H:

4
dk,’,i = (yk‘,iv 7 07 07 Oa Oa Okyiy Mks Tk 07 0 )B:‘

where sy, ; & Zq and Y gy Ski = R = pi - Y _;cqy 5i- In the hybrid G 1.4, 41 we change the
challenge key query d;:

di = (ygv Si, 07 07 07 07 Oiy W, T, O, O4)bef
where s; < Z, and DienSi =R =13 ey 8- We have Go.1.0 = Go.1 and Go.1.4,+1 = Go.2-

We describe the transition from Ggix—1 to Goix for k € [gx + 1], using a DDH instance
([als . [b]5, [c]y) where ¢ —ab = 0 or a uniformly random value. Given a ppt adversary A
that can distinguish Gg 11 from G 1 that differ at the k-th key query (being the challenge
key if k = g + 1), we build a ppt adversary B that breaks the DDH:

— The adversary B uses [a], to simulate Ha(tag-f,) (or Ha(tag-f*) if we are in the last
transition to Go.1.q,+1). This implicitly sets py, = a.

— The adversary B samples §; < Zgq for corrupted 4, as well as other parameters to output
the corrupted keys (ek;,sk;) to A. Then, B computes and defines Sy, := — >, 5;.

— Let us denote H := |H| the number of honest ¢, For ¢ among the first H — 1 honest clients
whose keys are never leaked, B uses the random-self reducibility to compute [p5;], for
responding to the k-th key query dj; (or the challenge d; if & = qi + 1).

— First of all, for ¢ among the first |H| — 1 honest, B samples ay ;, Ok & Zgq and implicitly
defines by ; == ;b + Br.i, ck,i = ag,ic + Bria. We note that

{[[bk,i]]g = ay,i [bly + [Br.il,
[ekily, = anilels + Br,i[aly

are efficiently computable from the DDH instance. Then, B uses [c ], in the simulation
of di; (or d; in the last hybrid).
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— Next, for the last H-th honest client, B computes and defines:

lewrlly =Sk laly = > lenal, (6)

1€H\{H}

where S} is known in clear from above and other honest [cg;], can be computed as
explained. The adversary B then uses [c i), to simulation the H-th key component
of the k-th key query. We emphasize that we makes use of the static corruption in the
simulation for honest 4, since we never have to compute the (cg;)icy in the clear and can
embed the DDH instance so that on the exponents (of group elements) they sum to S.
It can be verified that if ¢ — ab = 0, then B is simulating the k-th query where B simulates
dji[2] = p3i = aby,; and we are in Go 1 —1; Else dy,;[2] = sp; := ¢ is a totally uniformly
random value such that >, cri + 1k D ;ce 5i = aSk + pr Y;ce 5 = 0 thanks to (6) and
the definition of Sy.
In the end we have |Pr[Ggp1x-1 = 1] — Pr[Go1x = 1]| < Adv(g?H(l)‘) and thus | Pr[Ggo =
1] = Pr[Go1 = 1]| < (g + 1) - AdvgoH (1%).
Go.3: We replace the shifted shares wt;, wet; in ¢;,cp; by random secret shares t;,t,; for i € H,
while preserving their sum. The random secret shares ¢;,,; are sampled uniformly at random
in Z, and satisfy:

th‘ = wzfi; Zt&i = wzzfz‘
i€H icH = =

where >, 4, t; is fixed from the beginning due to the static corruption setting, and the
challenge tag is declared up front in the current one-challenge setting. We use the same
argument as from Gg; to G, using DDH in G; and with (¢e 4+ 2) hydrids (to change ¢
ciphertext queries then the 1 challenge ciphertext). This gives us | Pr[Gg3 = 1] — Pr[Ggs =
1] < (g +1) - AdvBH(1).

After arriving at Gg 3 the vectors are now having the form:

cri = (xei, wr, 0, 0,0, 0,0, te, 0, pris 09,
dyi = (Ui [skib 0, 0, 0, 0, 0, g, mes, 0, 01);
ci = (29, w, 0, 0, 0,0, 0, t, 0, pi, 0)p,
di =, si 0,0, 0,0, 0, p, m, 0, 0)g;

X

as desired in Gj. As a result Gos = G; and the total difference in advantages is | Pr[G; =
1] = Pr[Go = 1]| < (g + 1) - Adv@>" (1*) + (ge + 1) - AdvgP™ (1),

Game Gy: We perform a computational basis change so as to introduce new random values
P < Zq and secret sharings (0;)ien, (0k,i)ien of 0, at coordinate 7.

coi = (204, we, 0, 0, 0, 0, , teiy 0, pei, 01)B,
dii = Yk, Sk, 0, 0, 0, 0, 7 Py Tk, O, 04)33
ci=(af, w, 0,0,0,0, ] t 0, pi, 0V,
di = (1!, si, 0,0, 0, 0, o], p, mi, 0, 0")my

We proceed in two steps:



* Gy.1: We use the subspace indistinguishability to introduce random values r,71,...,7q, + Z4

in the 7-th coordinate of all c-vectors, while keeping d;[7] = dj;[7] = 0:

C; = (xz,ia We, Oa 07 07 O’ 7 té,i) 0) pf,iv O4)Bi
Cf,i = ($?7 W, 07 07 07 07 7 ti7 07 Pis 04)BZ

Given a DSDH instance ([a]; , [b];, [c];) in G1 where § := ¢ — ab is either 0 or 1, the basis

changing matrices are:

1a N T 1 0
Bi = Bl= (B =
01 —al
2,7 2,7
B, = B; - H; B! = B,-H} .

We compute B; and write the c-vectors as follows:

Cri = (wﬁ,’ia We, 07 07 07 07 07 tf,i7 07 Peyi 04)Bi
+ (0, brg, 0, 0, 0, 0, crg, 0, 0, 0, 0%,

= ($£7i7 7 07 07 07 07 6T€7 t@,i? 07 Prlis 04)Bi

¢ = (), w, 0,0,0,0,0, t; 0, p, 0",
+(0, br, 0, 0, 0, 0, cr, 0, 0, 0, 0%)g,

= (:I;?7 7 Oa Oa 07 07 6T7 ti: 07 Pis 04)Bi

We implicitly update w to w + br and wy to we + bry. We cannot compute b7 ; but can write
the d-vectors in ‘H; and observe that they stay invariant in B} as their 7-th coordinate is O:

(%), i, 0,0, 0,0, 5, p, m, 0, 0")g-
(y?7 S,y O) 0) 07 07 Oiy K, T3, 05 O4)Bf

(Ykis Ski» 0, 0, 0, 0, Oky fik, Ty 0, 0F)px
= (yk’,i7 Sk,is Oa 07 0> 07 Okiy Mk Tk, 07 O4)B;‘

d;
dy;

If 6 = 0 we are in G; else we are in Gy 1. The difference in advantages is |Pr[Gy1 = 1] —Pr[G; =
1]] < 2- AdvgPH(1h).

* Gi.2: We use DSDH in G; to introduce random secret shares of 0, (0;)ie and (oy,;)icy for
k € [gg], in the 7-th coordinate of the d-vectors. Given a DSDH instance ([a]s, , [b]5 , [¢],) in
G, where § := ¢ — ab is either 0 or 1, the bases are changed w.r.t the following matrices:

10

—al
2,7

B, = B;-H; B = B, H? .

2,7
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We compute B; and write the d-vectors as follows:

dk,i = (yk‘,iv Siy 07 07 07 07 Oa HEs Tk, 07 04)B;‘
+ <07 bO'k}i, 07 07 07 07 Cak,ia 07 07 07 04)H:F

= (ykfi? 7 07 Oa 07 07 50k,ia HEs Tk, 07 04)Bf

d; = (yzoﬁ si, 0, 0, 0, 0, 0, u, m;, O, 04)B;‘
+(0, boy, 0, 0, 0, 0, coy, 0, 0, 0, 0%)g

= (y?a 7 Oa 07 07 07 5Uia My T, 07 04)B2‘

The secret shares (sy;)ien and (s;);en are updated to (si; + boy;)icy and (s; + boj)icn, by
adding a linear shift of (o, 0;)icy, and thus stay random independent secret shares of 0.
We cannot compute b; 7 but can write the c-vectors in H;, for r/,r) & Lyg:

/ 4
Tyiy Ty Oa Oa Oa 07 Te, tf,ia 07 Peis 0 )H

7

cei = (

= (213, [y +ard, 0, 0,0, 0, ¢, tr, 0, prg, 01,
C; = (

= (

¢

0 / . . 4
xia T: 07 07 Oa Oa T: t27 07 p27 0 )Hz

0

[

) 7 07 07 07 07 717 tl? 07 pl’ O4>BZ

while simulating wy = 7"2 +arpand w =1+ ar. If § = 0 we are in Gy else we are in Gya.
The difference in advantages is |Pr[G;2 = 1] — Pr[G11 =1]| < 2- Adv(gQDH(l)‘).
After Gi 9 = Gy, the vectors are now:

X

cei = (e, we, 0, 0, 0, 0, 7 tei, 0, pei, 0%)B,
di = (Yk,i> Sk, 0, 0, 0, 0, , Mk, Tk, O, 04)B;
ci = (af, w, 0,0,0,0, ] t: 0, pi, 0V,

di =, 5, 0, 0,0, 0, o], p, m, 0, 0)p:

and in total | Pr[Gy = 1] — Pr[Gy = 1]| < 2- Adv@P" (1) + 2 - AdvEPH (1),
Game G3: We perform a sequence of basis changes to alter keys and ciphertexts as follows:

4

Cei = (@7 @’ a 07 a 0, Te, tf,i’ O’ Peyis 0 )Bi
4

dk,i = (@7 @7 7 7 7 7 Ok,is Mks Tk, 07 0 )B;k
_ (.0 0 4
C; = (xia w, 07 7 07 7 r, ti? 07 Pis 0 )Bi
d; = (9, si, B9}, 0, |sil, 0, o , 0, 0
i —( y Sy Yl Yy |Si)y Y, 04, W, T, U, )Bf

We detail below the transition from game Gs to Gs, which is depicted in Figure 5.
* Gog = Go.
* Go.1: We start with a formal basis change to duplicate the coordinates (1,2) of d; and dj;
into their coordinates (3,5), for i € H and k € [gg]:

4
dk‘,i = (yk‘,ia Sk,iy a Oa ) 07 Okyis MEks Tk, 07 0 )]3;k
— (.0 0 4
di - (yzv Si, 7 07 7 07 Oiy My T, 07 0 )B;k

y!
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Game G0 = Ga: D070 80 = 300t = 301 Sk = 2o teqs = 0, H(tagy) = [we],, Hi(tag"™) = [w];, Ha(tag-f,) —
[1x]y, Ha(tag-f*) — [ul,

Te tei 0 pei | 0

cei=( Ty | we | 0]0]0]|O0 )B;
dri=( Yks | Sk | O | O | O | 0| ori | pr | T 0 0* )B>
c=( 2 w |0]Oo|lOo|O]| r t; 0 pi | 0* g,
di=( v | s [0]0[0]O0] o po|om 0 | 0* )m:

Game Gz, : (Swapping)

cei = ( @ @ zeq| | O 0 re | tea| O | pea | 0 B,
dei=( ki | Ski | ki | O | ski | O | oni | pe | mes | O | 0% s
di=( 9 Si e 0| s 0| o w i 0 0" )ps
Game Gz 3 : (Formal Duplication)
Cyi — ( 0 0 To,i 0 Wy 0 Te tz,i 0 Pe,i 04 )Bi
c=( 29 | w 0 z? 0 r t; 0 Di 0* )B,

T e 0 pei | 0

coi=( 0 | 0 | @y | O we 0 )B;
di,i = ( @ @ Yh,i Skyi Okyi | Mk | Thy 0 0* )B:
ci = ( z? w 0 z? 0 w r ti 0 pi 0* )B,
di=( o | s | v 0 Si 0 op H T 0 0* )B:

Fig.5: Transition from Gy to Gs in the proof of Theorem 9.

The ciphertexts ¢; and c;; for £ € [g.] remain unchanged. Let (H;, H}) be a pair of random
dual bases. We change the bases w.r.t the following matrices:

[1000] (10-1 0]

0100 o+ o110 -1
BZ: BZ':(le) =

1010 001 O

0101 000 1

L 41235 L 11235
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The simulator can write:

4
Ty, We, 07 07 O? 07 T¢, tf,% 07 pf,ho )Hz

Ty, Wi, Oa Oa 07 07 Te, tf,i: 07 Peis 04)B

i

4
dii = (Yk,ir Sk 0, 0, 0, 0, 0k4y pky Triy 0, 07

(
(
(
= (Yr,ir Sk, , 0, , 0, ki, Mk, Tk, O, 04)3;
(
(
(
(

29, w, 0,0,0,0, 7 t; 0, p;, 0Y)g,

(3

.’L’?, w, 07 07 07 07 r, ti? 07 Pis 04)]3‘

k3

Thus, writing ciphertexts and keys in (H;, H}) corresponds to Ga. Else we are in Ga 1. As
the basis change is formal, we have Pr[Go 1 = 1] = Pr[Gao = 1].

* Ga.2: We perform two computational swaps on the ciphertexts cy; from OEnc. We demonstrate
how to swap the coordinates (1,3). Swapping the coordinates (2,5) can be done similarly.
Given a DSDH instance ([a]; , [b];,[c];) in G1 where 6 := ¢ — ab is either 0 or 1, the bases
(B;, B}) are changed w.r.t to the following matrices:

100 10 a
1\ T
Bi=1010 Bi=(B;') =|01-a
—aal 00 1
1,3,10 1,3,10
B; = B; - H; B =B/ -H: .

As B; can be computed using [a],, the simulator can write:

4
Cri = (xﬁ,ia we, 07 07 07 Oa Te, tf,iv 07 Peyis 0 )B'

K3

+(7C'xf,i7 07 C- Ty, 07 07 07 07 05 Oa b‘W,u 04)H1
= ((]‘ - 5) C Ly, W, d- Ly, 07 0707Tfatf,i7 07pf,i +b- Ty 04)B'

The random value py; is implicitly updated to pg; + bz, ;. The challenge ciphertext c; which
remains unchanged in this hybrid can be written completely in B;. The basis vectors bf,1
and b} 5 cannot be computed due to the lack of [a],. However, the simulator can write keys
directly in H} to observe how they will change:

4
Ykis Skyir Yk,is 07 Skyiy 07 Okyis MEks Tk, 07 0 )I‘I;'<

di; = (
= (Yk.i»> Skyis Yk,i» 0, Skyis 0, 0k, Mk,ﬂk,i77 0%)B:

d; = (

=(

k

0 0 4
yia Sia yiv 07 Si7 07 04, ,U’a U 07 O )Hz‘
0

)

Yiy Siy y?v 07 Si, 07 Oiy My T, 0+Z/?—y?» 04)B;‘

If 6 = 0 we are not swapping, else we are swapping x; from the 1-st to the 3-rd coordinate
of ¢¢;. In the end, combining the two swappings gives us [Pr[Gao = 1] — Pr[Gyy = 1]| <
4- AdvPH(1M).
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* Gg.3: We continue with the challenge ciphertexts c; for i € H. We duplicate the coordinates
(1,2) into coordinates (4,6). Consider the following basis changing matrices:

[10-1 0] [1000]
01 0 —1 = o100
B; = Bi=(B") =
00 1 0 1010
000 1 0101
L -41,2,4,6 L -1,2,4,6
B, = B, H; B! = B.-H! .

Then the simulator can write:

ci = (0, 0, z4, 0, we, 0, 74, tei, 0, pry, 0w,
= (0, 0, ¢4, 0, wy, 0, 74, trs, O, pri, 0B,
dii = (Yki> Skyis Yki> 05 Sk, 0, Ok, Mk, Thi, 0, 04)H;
= (Unyi> Skis Yki> Oy Sk Oy Oki fiy Tras 0, 0%)ps
ci= (2%, w, 0,0,0,0, 7 t;, 0, p;, 0Mg,
= (l‘?, w, 0, , 0, , r, ti, 0, pi, 04)Bi
di = (49, si, 45 0, si, 0, 04, o, mi, 0, 0%
= (> si, ¥7, 0, si, 0, 03, p, ™, 0, 0%)p:

Thus, writing ciphertexts and keys in (H;, H}) corresponds to G2, else we are in Gg 3. As
the basis change is formal, we have Pr[Gy 3 = 1] = Pr[Gao = 1].

¢ Gy 4 = Gg: Finally, we perform two computational swaps on the non-challenge functional
keys dj, ;. We demonstrate how to swap coordinates (1, 4). Coordinates (2, 6) can be swapped
similarly. Given a DSDH instance ([a], , [b],, [c]5) in G2 where 6 := ¢ — ab is either 0 or 1,
we define:

10 a 1 00
T
Bi=01-a Bi=(B") =010
00 1 —aal
1,4,9 1,4,9
B; =B, -H; B = B.-H] .

The basis vector b; g can be computed using [a],. Then the simulator can write:

dk,i = (yk,i) Sk,is Yk,is Oa Sk,is 05 Okyiy Mks Thii, Oa O4)Bf
+ (_C “Ykis 0, 07 CYkis 07 07 07 Oa b- Ykis 0, 04)H:
= (1 = 0)Ykyi» Skis Uk.is OYhsi» Skyi» 05 Ok bk Thyi + b Ui, 0,01
The random value 7y, ; is implicitly updated to 7 ; + by ;. The challenge secret key d; can be

written completely in B}. We cannot compute b, ; and b; 4 due to the lack of [a],. However,
the simulator can write ¢; and cy; directly in H; since their representation is invariant under
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the above basis change:
:(0 0 Ty 0 We, 0 Te, t@i? 0 pﬁwolll-ll
= (0, 0, x4, 0, we, 0, 7¢, e, 0, pry, 0%,
= (¥, w, 0, 22, 0, w, 7, t;, 0, pZ,O)i
= (a3

If 6 = 0, then we are not swapping, else we are swapping the coordinates (1,4) of dj, ;. After
two swappings, we obtain |Pr[Gyy = 1] — Pr[Gog =1]| < 4 - Adv(g?H(lk).
In the end, we have

[Pr[Gs = 1] — Pr[Gy = 1]| < 4- AdvgP"(1Y) + 4 Adv@PH (1) .

Game G4: We flip the bit in the first coordinates. More specifically, we transform (c;,d;) into the
following form:

C;

(,wa 0, w, r, t;, 0, p,,O)i

dz‘ = (, , yi, 0, Si, 0, 05y MWy, Ty, 0, 04)]3;k y

where z; = xllyll — x?y? and s, = s; — z;/w. As we are in the one-challenge setting, both challenge
tags, specifically tag for ciphertext and tag-f for functional key, are announced by the adversary
during Initialize thus we do not have to guess w nor pu.

As in [24], we obtain adaptive security by employing the complexity leveraging technique: First,
we prove perfect security in the fully selective variant of the involved games, where the adversary
needs to announce both challenge messages and challenge functions before the setup. Then,
using a guessing argument, we obtain the same security guarantees in the adaptive games. The
guessing incurs an exponential security loss. However, as the security in the selective game is
perfect, i.e. the advantage of the adversary is exactly 0, the security loss is multiplied by a zero
term. So the overall adaptive security is preserved.

1

For the transition G3 — G4 we guess in advance (z;, a:?, y?, yil)ieq.[, program the RO of H; to

output [w]; for w & Zq, on the challenge ciphertext tag tag*, sample wh, wl! & Zy for all i € H.
We define an event E to say that the guesses are correct when w! = wy?, w 1” = wy}.

Step 1. For j € {3,4} we denote by Gj the fully selective variant of G;, where E is assumed true.
Using a formal basis change, we show that the advantage of any ppt adversary in distinguishing
between G} and Gj is exactly 0. We remark that assuming E true implies w # 0,y # 0,4} # 0.
Let (H;, H}) be a pair of random dual bases and z; = x%yl yo The basis change is done

w.r.t the following matrices:

1 /90 0/,1 "
Bl — y’L /yl/ B: — (Bzfl)—r — er /yl 7,/ 7
_zi/wi 1 1.9 0 1 )

The simulator can write:

ci= (22 w, 0, 20,0, w, 7, t;, 0, p;, 0Hg,
= (z}, w, 0, 20, 0, w, 7, t;, 0, p;, 0,
di = (v}, si, uis 0, 86, 0, 04, i, mi, 0, 0%
= (yl, s;i — ziJw, y?, 0, 54, 0, 3, p, 7, 0, 0)p=
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Furthermore, we observe that ciphertexts c,; and keys dy, ; are invariant under this basis change
because their first two coordinates are 0. Thus, writing (c;,d;) in (H;, H}) corresponds to Gj.
Else we are in Gj. Since the basis change is formal, we have Pr[G} = 1] = Pr[G} = 1].

Step 2. For j € {3,4} let Adv;(A) = |Pr[G;(A) = 1] — 1/2| denote the advantage of a ppt
adversary A in game G;. We build a ppt adversary B* playing against G; such that its advantage
Adv;(B*) = |Pr[G}(B") = 1] — 1/2| equals v - Adv;(A) for j € {3,4} and Pr[E] = 1.

B* first guesses X;,y; < Zg U{L} for all i € [n] which it sends to its fully selective game G}.
That is, each guess x; is either a pair of values (a:?, xl) queried to OEnc, or L which means no
query to OEnc. Similarly, y, is either interpreted as a query (yl ,yl) to ODKeyGen or no query
to ODKeyGen. Then, adversary B programs the RO of #; to output [w], for w & Zg, on the
challenge tag tag*, samples w/, w! < Zy for all i € H, and simulates the view of A using its own
oracles. When w] = wy?, w! = wy! (call this event E), then the simulation of A’s view in G; is
perfect. Otherwise, B* aborts the simulation and outputs a random bit b'. Since E happens with
probability v and is independent of the view of A, we have:

Adv(B*) = |Pr[G}(B*) = 1] — ;‘
= [Pr[E] - Pr[G;(B*) =1 | EHM;E_;'
= |y Pr[Gy(B) =1| E] + 1_/;_1'
Yy Pr[Gj(A):l]_;‘

=7-Adv;(A)

where (*) comes from the fact that conditioned on E, B simulates perfectly G; for A, therefore
Pr[G (A) = 1| E] = Pr[G}(B*) = 1 | E], then we apply the independence between E and
[G;(A) = 1]. Combining the above argument with Pr[G} = 1] = Pr[G} = 1] implies Pr[G4 = 1] =
PI‘[Gg = 1]
Game G5: We perform a computational swapping on the coordinates (2,6) of the non-challenge
functional keys dj ;. The challenge functional key d; and the c-vectors remain unchanged.

d (O y Ykis Yk Skys @ Okyiy Mks Tk, 0, 0)

Given a DSDH instance ([a],, [0],, [c]y) in G2 where § := ¢ — ab is either 0 or 1, we define:

10 —a 100
1\ T
Bi= (01 a Bi=B;") =010
00 1 a—al
2,6,9 2,6,9
B, = B, - H; B! =B -H; .

The basis vector b; g can be computed using [a],. Then the simulator can write:

4
dii = (0, 0, Ykir Ykir Skis Ski> Okis Hk> Tk 0, 07)Bs
4
+(07 C: Sk, 07 07 07 — C- Sk, 07 07 b'sk,ia 07 0 )Hf:
4
= (0,0 * Skyis Ykyis Ykois Skyis (1 — 0)Skois Ohyis ks Thi + b~ 8£4,0,07) By



Game Gs.0 = Gs: 3 iy 8i = Doy ti = D20y Sk = D tes = 0, H(tagy) = [we]y, Hi(tag™) = [w],, Ha(tag-f,) —

[1x]y, Ha(tag-f*) — [ul,

ci=( 0 0 T 0 we 0 Ty Lo 0 Pei 0 )B;
dii=( 0 | Ski | Ykyi | Yk | Sk Ok | Mk | Ty 0 0* )B:
ci=( w 0 z? 0 w r t; 0 Di 0* )B;
di=( v s Yy 0 si 0 o M s 0 0* e
Game Gs.; : (Hybrids of Secret-Sharing Swapping (Lemma 8) for each c¢ ;)
ci=( 0 Ty g 0 @ 0 e to.i 0 Pei 0* )B;
di,i = ( Skyi | Yk | Yk | Sk | O | Okg | pr | Tk 0 0* )B:
ci = ( x} w 0 z? 0 w r t; 0 Di 0* )B;
d; = ( yil s y? 0 Si 0 o o e 0 0* )Bj
Game Gs.2 : (Hybrids of Secret-Sharing Swapping (Lemma 8) for each dy ;)
ci=( O we | xeq | O 0 0 e teo,i 0 pei | 0% B,
di,i = ( Skyi | Yk, Sk,i 0 | ok Lk Th,i 0 0* )B;«
ci=( w 0 x? 0 w r t; 0 pi 0* g,
d;=( i s} y9 0 Si o m T 0 0* )B*
Game Gs.3 = Gg : (Hybrids of Secret-Sharing Swapping (Lemma 8) for each ¢ ;)
cei=( |Te we @ 0 0 0 Te te,i 0 pei | 0% ),
dii=( Yri | Ski | Yk 0 | sk | O | oki | HE | Tka 0 0* )B:
ci=( w 0 x? 0 w r t; 0 pi 0* g,
d=( v 55 yp 0 s 0 oi o url 0 0* )B:

Fig. 6: Transition from G to Gg in Theorem 9.

The random value 7y ; is implicitly updated to my ; + bsy ;. The challenge secret key d; can be
written completely in B}. We cannot compute b; 2 and b; ¢ due to the lack of [a],. However,
the simulator can write ¢; and ¢ ; directly in H; since their representation is invariant under
the above basis change. If § = 0, then we are in Gy, else we are Gs. Finally, we obtain
Pr[Gs = 1] — Pr[Gy = 1]| < 2- Adv@PH(1%).

Game Gg: We perform a sequence of basis changes to alter keys and ciphertexts as follows:

4
Cei = (7 7 @7 07 @7 07 Ty, t@,h 07 Priis 0 )Bi
4
dk,i = (M? Skyis Yk,is @7 Sk,is 07 Okyiy Mks Tk, 07 0 )B;‘

, W, 07 l'?, 07 w, T, ti? 07 Pis O4)B

i

/ 0 4
Yiy Sis Yis 07 Siy 07 Ojy My T4, 0, 0 )be‘

We detail below the transition from game Gs to Gg, which is depicted in Figure 6. The secret-
sharing swapping lemma (Lemma 8) is applied ubiquitously in this transition, we refer to the
overview of the proof in Section 6.1 for high-level ideas.

® @ = G5.
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* Gs.1: We apply Lemma 8 in hybrids on £ € [¢.], moving from one to the next for swapping wy
back to coordinate 2 in ¢y ; for i € H. The 9 coordinates affected, in the order w.r.t the state-
ment of Lemma 8 so that they form a subspace of dimension 9, are (2,5,7,9,10,11, 12,13, 14).
In the ¢-th hybrid, we apply the lemma while keeping the same variable names for all c-vectors
and d-vectors as in the proof of Theorem 9, except that we swap the names of ¢; and ¢y ;.
Coordinates (2,5) of d; contain the values (s}, s;). For a correct application of the lemma,
we need to check that Y, 4, 5 = >0y si- We have

1,1 0,0
TiY; — XY
ZS; Z<Si_ Zylw 1%)

1€H i€H
= (o) -5 (St ) 44 (Xt
‘ w A 1 I w . 1 I
i€H 1€H 1€H
=3
i€H

and we use the fact that ) ., Tiyl = Yien 29y? from the admissibility condition of
Definition 4.
In the end |Pr[Gs; = 1] — Pr[Gs0 = 1]| < 12¢, - Adv%)l(%';'(l)‘).

* Gs.2: We apply Lemma 8 in hybrids on k € [gi], moving from one to the next for swapping
Y, back to coordinate 1 in dy ;. The 9 coordinates affected, in the order w.r.t the statement
of Lemma 8 so that they form a subspace of dimension 9, are (1,4,8,10,9,11,12,13, 14).
We remark that the lemma is applied on the dual bases, i.e. G; and G are swapped. Hence,
we must check that 7, y;“x? =D icn y;“xll Again, this is true thanks to the admissibility
condition of Definition 4. Moreover, the family of vectors (cg;)¢; satisfy the requirement
in Lemma 8 that coordinates (1,3) in these vectors are the same (they are 0). In the end
| Pr[Gs.2 = 1] — Pr[Gs.y = 1]| < 12, - AdvE R (1%).

* Gs.3 = Gg: We apply Lemma 8 in hybrids on ¢ € [¢.], moving from one to the next for swapping
xy; back to coordinate 1 in c;z;. The 9 coordinates affected, in the order w.r.t the statement
of Lemma 8 so that they form a subspace of dimension 9, are (1,3,7,9,10,11,12,13,14).
For a correct application, we must check that ), ,, :Eg,iy? = ien xg,iyil which is satisfied
thanks to the admissibility of Definition 4.

Finally, | Pr[Gs.3 = 1] — Pr[Gs5 = 1]| < 12¢. - Advg 2l (17).

In the end, we have | Pr[Gg = 1] — Pr[Gs = 1]| < (24qe + 12¢x) -Adv%)f%':(l)‘).
Game G7: We perform a computational basis change to clean coordinates (3,4,5,6,7).
cri = (w04, we, 0,0, 0, 0, 0], tes, 0, pr, 01,
dii = (Yr,is Skyis @, 0, @, 0, @, Mk, Tk, 0, 04)13;
ci = (z}, w, 0, @, 0, @, @, ti, 0, pi, 0,
d; = (yi, i, @a 0, @» 0, @ p, i, 0, 04)p:

The subsequence of Games from Gg to G7 is depicted in Figure 7. We detail the transitions
below.

* Go.o = Ge.



Game G(j_() = G(,

Cpi = ( Zo,i
di; =( Yk
ci=( =
di=( v

To,i Wy 0 0

Yki | Ski | O 0

x; w 0 z)

Ui s @ 0

Te,i we 0] 010
Yki | Sk | O O | O
x} w 0 @ 0
i 5% 0010

Sl o o ©

Te,i we 0 0 0
Yk,i | Sk | Yk, 0 Skyi
x} w 0 x? 0
yi | osio | W] 0| s
we 0 0 0
Sk,i @ 0 @
w 0 x? 0

S; — 8;

0
0
o
0

0 Te te,i 0 Pe,i
0 | ok Lk Th,i 0
w T ti 0 pi
0 oi 7 e 0
0 T te, 0
0 | oki | HE | Ty
w T t; 0
o 1 ™
Te Lo, 0 Pt
Ok | Mk | Tk 0
T t; 0 pi
o n e 0
Te te; 0 Pei
Ok,i Kk Th,i 0
r ti 0 pi
o I i 0

Fig. 7: Transition from Gg to Gy in Theorem 9.

0" s,
0* e:
0" s,
0* e:
pei | 0
0 | o*
pi | 0
0 | o*
0" s,
0" s
0" e,
0" s
0" s,
0" )p:
0" s,
0" )p:

e Gg.1: We start with a formal basis change to alter the d-vectors as follows:

4
dk,i = (yk?,i? Sk,is @7 07 @a 07 Okyiy Mks Tk, 07 0 )B:

di = (yzlv s

79

y) -yt

707

Lo
8; — S;

) 07 Oiy K, T, 07 OZJL)B;.k
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The c-vectors remain unchanged. Let (H;, H}) be a pair of random dual bases. We change
the bases w.r.t the following matrices:

1 0 00]
0 100
1010
0 ~101

1,2,3,5

[1010]
T _ 0101
1

0010

0001

L 11235
H*
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The simulator can write:

dii = Unis Sk Yki> 05 Sk 0, Okis fks Ths 0, 0%)m:
= (Ukis Skiis @ @ 0, Ok, Mk This 0, 0%)B:
= (y}, 55, 42,0, s, 0, 04, p, m, 0, 04 )H:
=i, s

4
0, |si — s, 0, oi, p, m, 0, 0 )B:

Yis i, _yia

The c-vectors are invariant under this basis change as their coordinates (3,5) are 0. Thus,
writing ciphertexts and keys in (H;, H}) corresponds to Gg . Else we are in Gg 1. As the
basis change is formal, we have Pr[Gg1 = 1] = Pr[Gg o = 1].

* Gg.2: We clean coordinates (3,5) of d; using DSDH in Go.

(st 0L 0, [0} 0, o3 . i, 0, 0Y)p:

We demonstrate the cleaning of coordinate 1. Coordinate 5 can be done similarly. Given a
DSDH instance ([a],, [b]5, [c],) in G2 where 6 := ¢ — ab is either 0 or 1, the bases (B;, B})
are changed w.r.t to the following matrices:

la 10
B; = B/ = (B =
01 —al
3,9 3,9
B; = B, - H; B = B.-H .

As B can be computed using [a],, the simulator can write:

!/

(y117 Si5 i ?le, 07 Si—S;'a Oa Ty My T, 07 04)B;‘
+(0, 0, —e(yf —ui), 0,0,0,0,0, b(y) —y;), 0, 0")m;
(yll’ S’IH ( 5)(?/1 - y’Ll)ﬂ 07 S — S;’ O) Oiy by T + b(y? - y7,1)7 07 04)Bf

The random value 7; is implicitly updated to m; + b(y? — yll) The remaining keys dj, ; which
are not changed in this hybrid can be written completely in B}. The basis vector b; 3 cannot
be computed due to the lack of [a],. However, the simulator can write c-vectors directly in
H;, as they are invariant under this basis change because their 3-rd coordinate is 0:

cei = (Teq, we, 0, 0, 0, 0, 7¢, te;, 0, prsy 0)m,
i, wi, 0, 0, 0, 0, 74, teq, 0, pri, 01,

(

= (w4

= (2}, w, 0, 20, 0, w, 7, t;, 0, pi, 0N,
= (x7,

z, w, 0, ¥ Owrtl,0p2,04)

If 6 = 1 we are cleaning the 3-rd coordinate of d;, else we change nothing. In the end,
combining the two cleanings gives us |Pr[Gs2 = 1] — Pr[Gg; = 1]| < 4- AdvgzDH(l)‘).
* Gg.3: We employ a second subspace indistinguishability to clean coordinates (4, 6) of ¢;:

c; = (LL’Zl, w, 0, @, 0, @, r, t;, 0, pi, 04)Bz
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The remaining ciphertexts and keys are not changed. We demonstrate how to clean coordinate
4. Coordinate 6 can be done similarly. Given a DSDH instance ([a] , [0]; , [¢];) in G1 where
0 := ¢ — ab is either 0 or 1, we define:

10 N T la
;= Bl = (B;') =
—al 01
4,10 4,10
B, =B;-H,; Bf:BZﬂH;‘.

The basis vector b; 4 can be computed using [a];. Then the simulator can write:

bow, 0,22, 0, w, 7, t;, 0, pZ,O)i

(0 0, 0, — -,O, 0, 0, 0, 0O, ba:i, )Hz
:( Ty, W, 0, ( (5)%?, 0, w, r, t;, 0, pi+ba:?, 04)Bi

Ci:(l‘

The random value p; is implicitly updated to p; + bz?. The remaining ciphertexts cy,; which
are not changed in this hybrid can be written completely in B;. The basis vector b}, cannot
be computed due to the lack of [a],. However, d-vectors are invariant under this basis change
because their 3-rd coordinate is 0. So the simulator can write them directly in H.
If 6 = 0, then we do nothing, else we are cleaning the 4-th coordinate of c¢;. After two
cleanings, we obtain |Pr[Ggs = 1] — Pr[Ggo = 1]| < 4- AdvDDH(lk).

* Gg.4: We clean coordinate 7 of all vectors.

coi = (w00, wi, 0, 0,0, 0, 0], tes, 0, pri, 0%)p,
= (Y,is Ski» 0, 0, 0, 0, @7 fk, T, 0, 0%)p:
= (z}, w, 0, 0, 0,0, 0} t:, 0, pi, 0)p,
= (y}, 5}, 0,0, 0,0, 0 , 7, 0, 0)p;

The transition from Gg 3 to Gg 4 is inverse to that from G; to Go. Thus, we obtain | Pr[Gg4 =
1] = Pr[Ge3 = 1]| < 2- AdvgoH (1Y) + 2 - AdvgPH (174).

In the end, we have
[Pr[Gr = 1] — Pr[Gg = 1]| < 6 - AdvgP" (1Y) + 6 - Advgo™(1%) .

Game Gg: We redo the transition G; — Go to switch back the random independent secret shares
(8iy8k,i)i and (t;,te;) to shifted secret shares (us;, pr3;); and (wfz,wgfi), respectively. This incurs
an additive loss |Pr[Gg = 1] — Pr[Gr =1]| < (ge + 1) - AdvDDH( M+ (g +1)- AdvDDH(l’\).

The game Gg is Exp?;_-aljda'}mt - '(1). The difference in advantages is
| Pr[Gs = 1] — 1] < Z | Pr[G — Pr[G;_1 = 1]|

< (26q6 + 14g; + 32) - Adv ol (1Y)

and the proof is completed. O
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B.5 Security Theorems for Section 6.3

The following theorem states the weakly function-hiding security against incomplete adaptive one-
challenge under static corruption of the scheme &’ obtained from the transformation of Section 6.3.

Theorem 12. Let £ = (Setup, DKeyGen, Enc, Dec) be a DMCFE scheme that is weakly function-
hiding against complete adaptive one-challenge under static corruption following Definition 4.
Let SE = (Encsg, Decsg) be an IND-CPA secure symmetric-key encryption. Let PRF be a secure
pseudorandom function. Then, the DMCFE scheme &' obtained from the above transformation
using (€, SE, PRF) is weakly function-hiding against incomplete adaptive one-challenge under static
corruption following Definition 10.

We state a corollary of Theorem 12 by a direct application of Lemma 6 to achieve multi-challenge
security for & (in the static corruption model), then of Lemma 7 to achieve fully function-hiding
property.

Corollary 13. Let £ = (Setup, DKeyGen, Enc, Dec) be a DMCFE scheme that is weakly function-
hiding against complete adaptive one-challenge under static corruption following Definition 4.
Let SE = (Encsg, Decsg) be an IND-CPA secure symmetric-key encryption. Let PRF be a secure
pseudorandom function. Then, there exists a DMCFE scheme constructed from (&€, SE, PRF) that
1s function-hiding against incomplete adaptive multi-challenge under static corruption following
Definition 10.

Proof (Of Theorem 12 - Sketch). Suppose that there exists a ppt adversary A breaking the security

game Expéf;_-"ilzda‘}Stat'w'any'fh'b(1’\) of &. Then, there exists ppt adversaries B, B’, B” that break

Expéf?;t:dapswt"’vfh'b(l)‘) of £, IND-CPA security of SE, and security of PRF, respectively, and their
advantages is lower bounded by that of A, up to a factor polynomial in .

The main idea follows the approach of [1, Theorem 4.1], i.e we guess if the challenge ciphertext and
the challenge functional key (in the one-challenge setting) by A are complete or not. In the former
case, we reduce to the security of Exp};;_-at:da'}Stat_th'b(l)‘) of £. In the latter case, we apply the
IND-CPA security of SE and security of PRF in a hybrid argument.

We define the following games:

Game G;j(A): This game is similar as ExpéfhfifdaPStat'W'any'fh'b(1’\), for b € {0, 1} being the challenge
bit, except that our simulator guesses uniformly at random and independently ¢} € {0,1,...,n}
and i;, € {0,1,...,n}. Intuitively when 4} = 0 (resp. i}, = 0), it means the challenge ciphertext (resp.
the challenge functional key) by A are complete; Otherwise, it means the honest i¥-th component
of the challenge ciphertext (resp. the honest i;-th component of the challenge functional key) is
not queried by A. Since we are in the static corruption setting, the simulator can keep track of the
queries for honest components since the beginning.

If either 4} or 7}, is not a correct guess, a random result is output. We can verify that

* 1 1chakad w-any-fh-b
Pr[G;(A) =1] = m PY[Engf}j ap-stat-w-any (1)\) =1] .
In the case if = i; = 0, we can rely on the security against complete challenges of £. In other
words, there exists a ppt adversary B such that

[Pr(Go(A) =1 [ ig = i, = 0] = Pr[Gy(A) =1 | ig = it = 0]|

< Pr[Expéf;:EadapStat'th‘o(1A) _ 1] o Pr[Expéif;Il-gadap-stat-wfh-l(1)\) _ 1]

o 1chal-adap-stat-wfh /1 \
=Advgzp (1) .
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It remains to deal with the cases of incomplete queries.
Game HS'(A) for p € {0,...,n}: This game is used to argue the difference: for a fixed j € [n]

IPr[GH(A) =1 | i* = jAif = 0] — Pr[Gi(A) = 1| i = j Al =0]| forj € [n] .

If the guess i} = j € [n] is correct, then the j-th honest component of the challenge ciphertext is
not queried The game HCt(A) is the same as G, except that all challenge ciphertext components
(1,29, 2}, tag) of i < p is answered by the 0-part of the query, while those of i > p is answered by
the 1-part of the query. It holds that Hy = Gg.

For p € {0,...,n}, we claim that

[PriHEz (A) = 1] 4g = j Adg = 0] = Pr(HF(A) = 1] if = j Adj = 0]
< AdvEER (1) +2- AdviiT (1Y) |

This comes from the observation that conditioned on the event i} = j A 7}, = 0 is correct, then the
j-th component is not queried to the left-or-right challenge oracle. Moreover, the PRF evaluation
PRF(k;t],tag) only appears in the query (p, -, -, tag) of the challenge ciphertext query. More details
follow hereafter.

To go from HE,(A) to HEf(A), firstly, we use the PRF security to switch PRF(kT;, tag) to a
uniformly random, which is possible because j € H and the PRF key is not revealed (conditioned
on it = j Ai; = 0 is correct). Next, this uniformly random @-term makes Kf*(tag) uniformly
random, and we can apply the IND-CPA security of SE to switch (p,-,-,tag) to the encryption
of the 1-part of the query. Finally, we come back to PRF(k . tag) for the query (p,-, -, tag) (now

p:3
encrypting the 1-part), using again the PRF security.

During (HCt) p—0» We remark that we are using the weakly function-hiding condition in adm®" as we
are sw1tch1ng the challenge ciphertext but keep the challenge functional key honestly generated for
(¥9); (as iy = 0). After arriving at HS, where the challenge ciphertext is switched to an encryption
of (x});, we now need to switch the key to (y}); as well, so as to arrive at G;. Because once A
corrupts a client, it receives both the encryption key and the secret key of that client, under the
condition that i} = j A4} = 0 is correct, the secret key sk; of j € H is not known to A either.
Therefore, we can svv1tch PRF(ksz,tag), for p' € {0,...,n}, to a uniformly random during the
computation of K dk(tag-f), then apply the IND-CPA of SE on the query (p/, -, -, tag-f), then switch

back to PRF(kgk j,tag—f). This incurs another sequence of n + 1 hybrids on p' € {0,...,n} for

changing yi into yl

In the end, for a fixed j € [n]
[Pr{Go(A) =1 | ig = j Ny = 0] = Pr[Gi(A) = 1 [ ig = j Aij, = 0]
<2n- Advisns'é?a( )+ 4n - AdvERT (1Y) .

Game Hgk(A) for p € {0,...,n}: This game is used to argue the difference: for a fixed j € [n]

[Pr(Go(A) =1 [ ig = 0 Ady = j] = Pr[Gi(A) =1 [ i = 0 A iy = j
The argument is totally symmetric to the previous one and we obtain:
[Pr[Gy(A) =11 =0A1i; =7] —Pr[Gi(A) =114 =0A15; =j]

< 2n - Adv{g 2 (1Y) + 4n - Adviit (1Y)
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The case i} = jo A}, = ji for je,ji € [n]: By generalizing our above arguments for any fixed
ip 7 0,7e # 0

[PrGo(A) =1 | ig = j Aig = gi] = Pr[GI(A) =1 | &g = j Adg = jil|
< 2n- AdvEg (1Y) + 4n - Advigi (1Y)

We remark that conditioned on ¢} = j. A i) = ji is correct, i.e. the honest j.-th challenge ciphertext
component and the honest ji-th challenge key component are not queried, we can switch on both
the ct-side (w.r.t (z?,2})) and the dk-side (w.r.t (39, y})) of the p-th component, relying on the
PRF security as well as the IND-CPA of SE.

Finally, we achieve

‘Pr[Expé(;f\;l:jdap—stat—w—any—fh—O(1)\) _ 1] o Pr[Exp(}:c,’h;l,—;dap—stat—w—any—fh—l (1)\) _ 1]

= (n+1)* - [Pr[Gj(A) = 1] — Pr[G](A) =1]]
=12 D (PrGG(A) =1 | ¢ = je Aif = ] = PrGI(A) = 1| if = je A = j])
it=01r=0

1chal-adap-stat-wfh /1 \
<Advgrp (1Y)

+ Y [Pr(GH(A) = 1] i = je Adj, = 0] = Pr[Gi(A) = 1 | i} = je A i = 0]
=1

+ 3 [Pr[GH(A) = 1| i = 0 A}, = ji] = PrGi(A) = 1| it = 0 Aj, = ji|

ir=1
n n
+ 3 D> IPrGH(A) = 1| it = je Aif, = ji] = Pr[GI(A) =1 | 3% = je Aif = j]l
ir=1ir=1
< Advhederstanih (1) § o2 . AdviE 52(1Y) + 4n? - AdvET (1Y)
+2n? - AdvEg 2 (1Y) + 4n? - Advi (17)
+2n® - AdvEg @22 (1Y) + 4n® - Advgit (1Y)

= AdvpTRppderstaewi ) 4 gn? 4 oon?) - (Adv‘sng,‘g?a(ﬂ) +2. Advgf?F(ﬂ))

and the proof is completed. a
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