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Abstract

We initiate the study of streaming functional encryption (sFE) which is designed for scenarios
in which data arrives in a streaming manner and is computed on in an iterative manner as the
stream arrives. Unlike in a standard functional encryption (FE) scheme, in an sFE scheme,
we (1) do not require the entire data set to be known at encryption time and (2) allow for
partial decryption given only a prefix of the input. More specifically, in an sFE scheme, we can
sequentially encrypt each data point x; in a stream of data x = x; ...z, as it arrives, without
needing to wait for all n values. We can then generate function keys for streaming functions
which are stateful functions that take as input a message x; and a state st; and output a value
y; and the next state st; ;. For any k < n, a user with a function key for a streaming function
f can learn the first & output values y; ...y, where (y;,stir1) = f(z;,st;) and sty = L given
only ciphertexts for the first k£ elements x; ... xy.

In this work, we introduce the notion of sFE and show how to construct it from FE. In
particular, we show how to achieve a secure sFE scheme for P/Poly from a compact, secure
FE scheme for P/Poly, where our security notion for sFE is similar to standard FE security
except that we require all function queries to be made before the challenge ciphertext query.
Furthermore, by combining our result with the FE construction of Jain, Lin, and Sahai (STOC,
2022), we show how to achieve a secure sFE scheme for P/Poly from the polynomial hardness
of well-studied assumptions.
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1 Introduction

Functional encryption (FE) [SW05, BSW11, O’N10] is a powerful extension of public key encryp-
tion that restricts users with secret keys to only learning functions of the encrypted data. In an FE
scheme, an authority can generate function keys for functions of their choice using a master secret
key. Given a function key for f and an encryption of x, one should be able to learn f(z) and nothing
else. Functional encryption has been studied extensively (e.g. [SW05, GGH'13, SW14, GGHZ16,
GKP*+13, BGGT14, GVW15, ABSV15, AJ15, BV15, Linl6, Linl7, GPSZ17, GPS16, LV16, AS17,
LT17, AJS18, AJL*19, Agr19, JLMS19].) In addition to its many direct applications, FE has also
been used to build other cryptographic applications such as reusable garbled circuits [GKP13],
adaptive garbling [HJO116], multi-party non-interactive key exchange [GPSZ17], universal sam-
plers [GPSZ17], and verifiable random functions [GHKW17, Bit17, BGJS17]. Importantly, FE
can be used to construct i{O [BV15, AJ15], a powerful tool which can be used to build many
cryptographic primitives [SW14].

Now is an exciting time for functional encryption. While early constructions of FE were re-
stricted — for example, some required a bound on the number of function keys [GVW12], or only
allowed functions keys for simple functions like inner product [ABDP15, ALS16] or quadratic func-
tions [BCFG17] — we’ve recently been able to achieve FE for P/Poly from well-studied assumptions
[JLS21, JLS22]. This has also opened the door to extensions such as FE for Turing machines [AS16]
and multi-input FE [GGGT14]. In light of these advances, it is natural to consider the feasibility
of even stronger notions of functional encryption.

The Streaming Scenario. In many modern applications, the data sets being used might not be
available all at once or might be in some ongoing process of being generated. Additionally, data sets
are often large, and it can be difficult to store or compute on the entire data set all at once. Using
functional encryption in these scenarios can incur a large expense or may not even be possible.

For example, consider a privacy-preserving machine learning algorithm that is being trained on
a massive data set provided by a third party. The third party might hope to use FE to protect
the training data by encrypting it and providing it to the training algorithm user along with a
function key for the algorithm. However, using FE in this manner requires the training set to be
fixed at encryption time. If new training data later becomes available, the user cannot continue
training the algorithm on this data without re-encrypting the entire data set. Furthermore, the
user cannot generate any partial results while training the algorithm but must instead wait until
the full decryption finishes, which takes time and space proportional to the size of the data set.

Using FE in these scenarios is additionally infeasible when the data arrives in a streaming
fashion either due to the nature of the data or because the data is too large to be stored on the
user’s computer all at once. As an example, consider a video-processing algorithm. For privacy,
the video broadcaster might consider using FE to send an encryption of the video and a function
key for the video-processing algorithm to the user. However, if the video is being recorded live or is
large in size, then we would ideally like the broadcaster to be able to stream an encryption of the
video to the user who could then begin processing the video as the stream arrives. However, this
is not possible with regular FE. The broadcaster would have to wait until the video is finished (if
it ever is!) to encrypt the video, and then send the entire encryption to the user, who could only
then begin processing the video. Furthermore, the user would have to compute on an encryption
of the entire video stream, which may be large.

As another example, consider a business that receives data from many internet users. Suppose
that an outside company wishes to run an algorithm on this data. To protect the data of the
internet users, the business could use FE to send a function key of the algorithm to the other



company along with an encryption of the internet users’ data. As the internet users are not likely
to be concurrently online, the data is unlikely to be available all at once. Ideally, the business could
collect, encrypt, and send the data as it becomes available to them, without needing to store it
long term. However, if we are using regular FE, then the business would have to store all of the
received data until a time when it has received sufficient data from a sufficient number of internet
users. Only then could the business encrypt the data and send it to the outside company. At this
point, the data set provided to the outside company is fixed, and adding new data to the set is
difficult and may require re-encrypting all of the data. As this data set may be very large, it may
also be difficult for the business or the outside company to store the data in its entirety or compute
FE functionalities on it.

The reason that FE is so expensive in these scenarios is that when using FE, the entire data set
must be known at encryption time, and decryption can only be run on a ciphertext for the entire
data set. To counter these issues, we put forward a new type of FE which is better suited for these
scenarios.

1.1 Owur Results

In this work, we introduce the notion of streaming functional encryption (sFE) and show how to
construct it from FE. Streaming FE is designed for scenarios where data arrives in a streaming
manner and is computed on in an iterative manner as the stream arrives.

First, we define a streaming function to be a stateful function that takes as input a state st; and
a value x; and outputs the next state st;y; and a value y;. A streaming FE scheme will compute
function keys for streaming functions.

Definition 1.1 (Streaming Function). A streaming function with state space S, input space X,
and output space Y is a function f : X xS = Y x S.

o We define the output of f on x = x1...2, € X™ (denoted f(x)) to be y = y1...yn, € Y
where! we have sty = L and

(Yi,stiv1) = f(wi,sti)

Definition 1.2 (Streaming Function Class). The streaming function class F[lx,ls,lx,ly] is the
set of all streaming functions f that have a description f € {0,1}7, state space S = {0, 1}, input
space X = {0,1}%, and output space Y = {0,1}%.

Now, as we receive the input data x = x1 ...x, in a streaming manner, we would like to be able
to encrypt the input and decrypt the streaming function of the encrypted input as it arrives. For
encryption, we require the ability to individually generate ciphertexts ct; for the i*? input x; given
only the master public key, x;, the index i, and an encryption state (which is generated once for z
using only the master public key). The decryption algorithm will itself be a streaming function that
takes as input the it" ciphertext ct;, the index i, the function key sk ¢, and the current decryption
state Dec.st; (which roughly speaking encrypts st;), and outputs the next output value y; where
(yi,stiv1) = f(x;,st;) and the next decryption state Dec.st;11. We now define streaming FE.

Definition 1.3 (Public-Key Streaming FE). A public-key streaming functional encryption scheme
for P/Poly is a tuple of PPT algorithms sFE = (Setup, EncSetup, Enc, KeyGen, Dec) defined as fol-
lows:

!We assume that unless specified otherwise, all streaming functions have the same starting state L (or the all
zero string) which is included in their state space.



° Setup(lA7 167 16s 16~ 1123;)'. takes as input the security parameter X\, a function size {r, a
state size Ls, an input size Lx, and an output size ly, and outputs the master public key mpk
and the master secret key msk.

e EncSetup(mpk): takes as input the master public key mpk and outputs an encryption state
Enc.st.

e Enc(mpk, Enc.st,i,x;): takes as input the master public key mpk, a state Enc.st, an index i,
and a message x; € {0, 1}39{ and outputs an encryption ct; of x;.

o KeyGen(msk, f): takes as input the master secret key msk and a function f € F[lr,ls, Ly, ly]
and outputs a function key sky.

o Dec(sky, Dec.st;, i, ct;): where for each function key sk, Dec(sky,-,-,-) is a streaming function
that takes as input a state Dec.st;, an index i, and an encryption ct; and outputs a new state
Dec.stiy1 and an output y; € {0, 1}83’.

sFE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all N €N, all bx,ls5,0x,0y < p(N\), alln € [2V], all x = 21 ... 2, where each x; € {0,1}*%, and all
f € ‘F[E.F7637£X7£y]y

(mpk, msk) < Setup(1*, 167, 16s 1¢x 1%),
Pr |Dec(sky,cty) = f(x) : ct, <+ Enc(mpk, x) >1—p(N)
sk < KeyGen(msk, f)

where we define?

e the output of Enc(mpk, z) to be ct, = (cti)ien) produced by sampling Enc.st < EncSetup(mpk)
and then computing ct; < Enc(mpk, Enc.st,i,z;) for i € [n].

o the output of Dec(sky, ct;) to be y = (yi)ic[n) where (y;, Dec.sti11) = Dec(sky, Dec.st;, i, ct;)

For non-triviality, we require that our streaming FE scheme is streaming efficient, meaning that
the runtime of our algorithms should not depend on the total length n of the message x = x1...x,
that we wish to encrypt. More formally, we require that the size and runtime of all algorithms of
sFE on security parameter A, function size r, state size /s, input size {x, and output size ¢y are
p0|y()\,f]:,£3,€;(,£y).

Our security notions are the same as in regular FE except that we allow inputs ¢ = x1... 2,
of arbitrary length n, allow function keys for streaming functions, and replace Enc(mpk,z) with
Enc(mpk, ) as defined in the above definition of streaming FE. In particular, our sFE scheme
achieves security similar to standard indistinguishability (IND) security, except that we require
all function queries to be made before the challenge message query. This makes our security
function-selective. However, our definition of security is more liberal than the usual definition of
function-selective security in that we allow the choice of each function query to depend on the
master public key and all previous function queries. For this reason, we say that our scheme
achieves semi-adaptive-function-selective-IND-security (see Definition 4.6).

We then show how to build sFE from compact FE. Here, compactness means that the runtime
of both the setup and encryption algorithms are independent of the function size.® This gives us
our main theorem.

2As with all streaming functions, we assume that Dec.st; = L by default.
3In other sections of this paper, we refer to this notion as strong-compactness since the usual notion of compactness
found in the literature only requires the encryption algorithm to be independent of the function size.



Theorem 1.4 (Main Theorem). Assuming a compact, selective-IND-secure, public-key FE scheme

for P/Poly, there exists a semi-adaptive-function-selective-IND-secure, public-key sFE scheme for
P/Poly.

Additionally, we can build our sFE scheme from well-studied assumptions, and in fact only
require polynomial security of these assumptions (unlike the subexponential security needed for
i0). Recently, [JLS22] construct sublinear, single-key FE for P/Poly from well-studied assumptions.
We formally define these asumptions in Appendix A.

Theorem 1.5 ([JLS22]). If there exists constants 6,7 > 0 such that:
e §-LPN assumption holds (Definition A.1)

e There exists a PRG in NCq with a stretch of n'*™ where n is the length of the input (Defini-
tion A.2)

e The DLIN assumption over prime order symmetric bilinear groups holds (Definition A.3)
Then, there exists a sublinear, single-key, selective-IND-secure, public-key FE scheme for P/Poly.

[GS16, LM16, AJS15, BV15] show how to bootstrap this to a compact scheme in an unbounded
collusion setting with only a polynomial loss in security.

Theorem 1.6 ([GS16, LM16, AJS15, BV15]). If there exists a sublinear, single-key, selective-
IND-secure, public-key FE scheme for P/Poly, then there exists a compact, selective-IND-secure,
public-key FE scheme for P/Poly.

By combining these results, we get the following corollary.
Corollary 1.7. If there exists constants 0,7 > 0 such that:
e 0-LPN assumption holds (Definition A.1)

e There exists a PRG in NCq with a stretch of n'*™ where n is the length of the input (Defini-
tion A.2)

e The DLIN assumption over prime order symmetric bilinear groups holds (Definition A.3)

Then, there exists a semi-adaptive-function-selective-IND-secure, public-key sFE scheme for P /Poly.

1.2 Related Work

[AS16] show how to construct FE for Turing machines. While Turing machines internally involve
an iterative operation, similar to a streaming function, in contrast to our setting, their final FE
scheme still requires the entire input to be known at encryption time and does not produce output
until the entire Turing machine computation terminates.



2 Technical Overview

Our goal is to build a semi-adaptive-function-selective-IND-secure, public-key sFE scheme for
P/Poly. However, as we can adapt a bootstrapping technique from [AS16], it will suffice for us
to build a seemingly weaker primitive: namely a single-key, single-ciphertext, function-selective-
IND-secure, secret-key sFE scheme for P/Poly. In fact, we will actually achieve simulation security
for our weaker primitive. Thus, we build our scheme in two steps:

1. First, we construct a single-key, single-ciphertext, secret-key SFE scheme One-sFE. We prove
the following:

Theorem 2.1. Assuming a strongly-compact, selective-IND-secure, secret-key FE scheme for
P/Poly, there exists a single-key, single-ciphertext, function-selective-SIM-secure, secret-key
sFE scheme for P/Poly.

2. Second, we show how to adapt the technique from [AS16] to bootstrap One-sFE into a public-
key, sFE scheme sFE. We prove the following;:

Theorem 2.2. Assuming (1) a selective-IND-secure, public-key FE scheme for P/Poly, and
(2) a single-key, single-ciphertext, function-selective-IND-secure, secret-key sFE scheme for
P/Poly, there exists a semi-adaptive-function-selective-IND-secure, public-key sF'E scheme for
P/Poly.

Together, these two theorems imply our main theorem.

Notation. For notational convenience, in this section, we may omit the security, input size, output
size, message size, function size, or state size parameters from our algorithms. Additionally, we
will often refer to schemes as being SIM-secure or IND-secure, without specifying whether they are
selectively, function-selectively, semi-adaptive-function-selectively, or adaptively secure. We leave
these details to the formal proofs.

2.1 Single-Key, Single-Ciphertext, SIM-Secure, Secret-Key Streaming FE

For our first step, we wish to build a secret-key sFE scheme One-sFE, which is only required to be
secure against an adversary who is allowed to make a single function query, followed by a single
message query. We will achieve simulation security, meaning that there exists a PPT simulator
which can simulate the real function key for f and the real ciphertext for x given only the streaming
function f and the output value y = f(x)

A Mild Form of SIM-Security for FE. As a warm-up, we first show how to build an ordinary
non-streaming FE scheme OneSimFE which achieves a mild form of SIM-security from an IND-
secure FE scheme FE and a symmetric key encryption scheme Sym. In particular, our simulation
security will only hold against an adversary who is allowed to make a single function query and a
single message query. This mild form of simulation security will be useful in building streaming
FE, and we will use this technique throughout this section.

e OneSimFE.Setup(17):

1. msk < FE.Setup(1*)
2. k + Sym.Setup(1*)



3. Output (mpk’ = mpk, msk’ = (msk, k))
e OneSimFE.Enc(mpk, z) = FE.Enc(mpk, (x,0, L, 1))
e OneSimFE.KeyGen((msk, k), f):

1. ¢+ Sym.Enc(k,0)
2. Output FE.KeyGen(msk, g¢.) where we define

gfc(x, 0k, v)
— If « =0, output f(z). //a =0 is the “normal” case.
— Else, output v @ Sym.Dec(k,¢).  // This branch is for simulation.

e OneSimFE.Dec(sky, ct) = FE.Dec(sky, ct)

In our simulation security game, there are two cases:

e Case 1: The message query z is asked before the function query f.
On receiving a message query length n, the simulator Sim outputs a simulated ciphertext
ct «+ FE.Enc(mpk, (0™, 1, %,0)). On receiving a function query f along with f(x), Sim outputs
a simulated function key sk; < FE.KeyGen(msk, g7 ) where ¢’ <— Sym.Enc(k, f(z)).

e Case 2: The function query f is asked before the message query z.
On receiving a function query f, the simulator Sim outputs a simulated function key sky <
FE.KeyGen(msk, g .) where ¢ < Sym.Enc(k,0). On receiving a message query length n and
f(z), Sim outputs a simulated ciphertext ct <— FE.Enc(mpk, (0", 1,k, f(x)).

Simulation security then follows by the IND-security of FE since gy .(z,0, L, L) = g7.(0", 1, k, f(z)) =
gf.e(x,0, L, 1) =gfe (0", 1,k,0) = f(x) and ¢ = ¢ by the security of Sym.

With this simple initial tool in our belt, we now proceed to tackle the main problem — building
streaming FE.

First Attempt at Building One-sFE. Each iteration of our streaming FE scheme needs to
combine two values: the current input x; and the current state st;. Our first observation is that
regular FE allows us to securely combine two values: a function and an input. Thus, if we were to
place z; in a FE ciphertext and place st; (and f) in a corresponding FE function key, then we could
hope to use FE to securely combine the two values and compute f(z;,st;). Now, st; = L is fixed
and known at key generation time. Thus, we can generate the first function key containing f and
st;. But how do we generate keys containing future states? Our main intuition here is to have the
function key containing st; and f not only compute f(z;,st;) and output y;, but also create the next
function key for the next state st;11. This gives us the following initial construction: The ciphertext
for x is cty = {cti}icy) where each ct; < OneSimFE.Enc(msk;, (x;, msk;+1)). The function key for
[is sky = sky, < OneSimFE.KeyGen(mski, gfst,) for gyrst, as defined below. Here, we use a
different master secret key msk; for each iteration ¢ as our simulation security technique only allows
us to program a single value into each ciphertext or key. We can generate all of the One-sFE master
secret keys {msk;} from a short PRF key, which will be the master secret key of our streaming FE
scheme. The diagram below depicts how we can combine ct, and sks to learn f(z).



Encrypted Under Function Message

------------------ 1 /—‘\
msk, r Gfst, X1, msk,
w > yl
msk, 9r,st, X3, Mmsks
\f ) > V2
msk 9fsts X3, msky
./
L ] L] L]
L L L ]
L ] L] L]

9f,st; (xz'a msk;41):
L (yi,stiv1) = f(zi,sti)

2. Output (y;, OneSimFE.KeyGen(msk; i1, g7st;, 1))

Figure 1: First attempt at building One-sFE.

The idea behind this attempt is that we want to prove security by one by one replacing
each (skg foty) ct;) with simulated values using the security of OneSimFE. Observe, that simulating
(skg; &, cti) removes msk; .1 from ct;, hopefully allowing us to then simulate the next (skg Fstign? ctit1)
(as msk;4 is hidden). Unfortunately, this initial scheme does not work and has three main issues:

1. OneSimFE only creates function keys for deterministic functions, but OneSimFE.KeyGen (and
thus each gyg,) is a randomized function.

2. As OneSimFE is not function-hiding, the value of each intermediate st; is made public, thus
compromising security. (In particular, simulating (sk ct;) requires us to know the output

value (yi, Skgf,sti+1 ))

9f,st; 0

3. The definition of gy, is recursive, and thus the size of our initial function key grq, will
depend on the total number n of recursive steps we wish to take. Therefore, our scheme is
not streaming efficient as it depends on the length of .

Solving the randomization and state privacy issues. We can easily fix the first two is-
sues. We can make g, deterministic by simply giving the randomness r; needed to compute
OneSimFE.KeyGen as input to gy, by placing this randomness in the ith ciphertext. To fix the sec-
ond issue, instead of giving out function keys with st; hardcoded into them, we give out function keys
with st; hardcoded into them where st; = st; @ p; for a random pad p;. We then simply add p; and
pi+1 into the ciphertext for x; so that we can pad and un-pad states st; and st;11 in the ith iteration.
As each st; is uniformly random when pad p; is hidden, then giving out st; should not compromise
security since p; is hidden in the ciphertext. This gives us the following intermediate scheme. The
ciphertext for z is ct, = {ct;};c[,) where each ct; < OneSimFE.Enc(msk;, (i, mskiy1, 7i41, Pi; Pit1))-



The function key for f is sky = Skgf,;tl < OneSimFE.KeyGen(mski, g; 5,) where st; = st; @ p; and
9;&, is defined as below. We can generate all of the OneSimFE master secret keys {msk;} and the
pads {p;} from a short PRF key, which will be the master secret key of our streaming FE scheme.
The diagram below depicts how we can combine ct, and sky to learn f(x).

Encrypted Under Function Message
msk, {gfﬁl ------ 41, msk,, 15, Py, pz\
/ * N
msk, Yy st, X2, MSk3, 73, D2, P3
} > Y2
msks Yfsts X3, MSKy, T4, D3, Da

/

9y &, (@i, msKit1, Tit1, Pis Pig1):
1. st; = st; @ p;

2. (yi,stiy1) = f(xi,sty)

@

Stit1 = Stip1 @ pig1

S

. Output (y;, OneSimFE.KeyGen(msk;1, =T Ti+1))

Figure 2: Solving the randomization and state privacy issues.

Again, the definition of gy, is recursive, so this scheme is not streaming efficient. Indeed,
achieving streaming efficiency, where the complexity of each encryption and decryption do not
grow with n, is the main technical barrier we need to overcome.

Achieving Streaming Efficiency, Part 1: Removing the Recursive Definition. To fix the
issue of the recursive definition, we split each g 5. into two functions. Rather than havirig 91, gen-
erate the function key for g ot WE have g 5. simply generate an encryption of f and st;, and have
a different function h generate 9 from f and st;. This gives us the following scheme. The ci-

phertext for z is ct, = {ct;, skp, }ic[n) Where each ct; <— OneSimFE.Enc(msk;, (i, msk 1,7}, 1, Di, Pit1, MsKiy1,7iy1))

and skp, < OneSimFE.KeyGen(msk], h) for h defined below. The function key for f is sky =
skgf;t1 — OneSimFE.KeyGen(mskl,gfygtl) where st; = st; @ p; and 9y, is defined below. We can
generate all of the One-sFE master secret keys {msk;, msk;} and the pads {p;} from a short PRF
key, which will be the master secret key of our streaming FE scheme. The diagram below depicts
how we can combine ct, and sk to learn f(x).



Encrypted Under Function Message

..................

msk, L Yfsty [xl,mskg,rz',pl,pz,mskz,Tz ]
""" N / R

Y > N

mSkzr f, éutz, mSkz,Tz

I r
msk, 9r st, [ X2, msks, 13", pa, p3, msks, 13 ]

\ J R

Y > V2

msks' f, Sts, msks, 13
’ r
msks Ir sty [ X3, msky, 7y, P3, Pgy MSky, 1y
L ] L [ ]
[ ] L ] [ ]
L ] L [ ]

/ / .
9t st; (i, MSK; 15 741, Py Pie1, MK 1, Tig1):

1. st; = SNtZ @D p;

N

(i, stiv1) = f(xi,sty)

3. stit1 = Stit1 @ pit1

S

. Output (y;, OneSimFE.Enc(msk}, |, (f, Sti+1, mski+1, 7i+1);7441))

h(f,sti+1, mski+1,7i41):

1. Output OneSimFE.KeyGen(msk;1, TET Tit1)

Figure 3: Removing the recursive definition.

Unfortunately, although the definitions of 95t (and h) are no longer recursive, the scheme
written here has circularly-dependent parameters. In particular, OneSimFE must generate function
keys for its own key generation and encryption algorithms as it must generate function keys for A
(which contains OneSimFE.KeyGen) and function keys for 9t (which contains OneSimFE.Enc).

Achieving Streaming Efficiency, Part 2: Fixing the Circular Dependencies. To remove
the circular dependencies among the parameters, we will make two changes:



e Rather than encrypting msk, and msk; in our ciphertexts, we will instead encrypt the ran-
domness rﬁnski and rmsk; used to generate these values. We can then generate msk;, msk; from
this randomness within g, 5 and h by using the setup algorithm. This will allow us to bound
the size of our FE messages as we can assume without loss of generality that the size of all
randomness used is A (if we need additional randomness, our algorithms can simply expand
this randomness using a PRG).

e We will use two different FE schemes: one scheme OneSimFE for 95t and the other scheme
OneSimFE’ for h. Additionally, we will require that OneSimFE’ is strongly-compact, meaning
that the setup and encryption algorithms do not depend on the function size and output size.

Now we can instantiate our parameters.

1. Since we are encrypting rmsk;, r:nski instead of msk;, msk};, we can bound the size of the inputs
to both OneSimFE and OneSimFE’.

2. Since we know the input size of OneSimFE’, by the strong-compactness of OneSimFE’, we can
determine the sizes of OneSimFE’.Setup and OneSimFE.Enc’ and thus of 9r ;-

3. Since we know the function size (i.e. the size of gf,;ti)7 input size, and output size of func-
tions of OneSimFE, this allows us to determine the parameters of OneSimFE. Thus, we can
determine the sizes of OneSimFE.Setup and OneSimFE.KeyGen and therefore of h.

4. Finally, this allows us to determine the parameters of OneSimFE’ which generates keys for h.

Now, we have the following scheme. The ciphertext for z is ct, = {ct;, skp, }ie[n] where each ct; +
OneSimFE.Enc(msk;, (z;, T;,]Ski+1,r,£+1,pi7pi+]_, Tmskis 1> Tit+1)) and sky, <= OneSimFE’.KeyGen(msk;, h)
for h defined below. The function key for f is sky = Skgf,;tl <+ OneSimFE.KeyGen(mski, 9f,s~t1) where
st; = st; @ p; and TEa defined below. We can generate all of the One-sFE master secret keys
{msk;, msk;}, the randomness {rmsk;, "msk’} needed to compute them, and the pads {p;} from a
short PRF key, which will be the master secret key of our streaming FE scheme. The diagram
below depicts how we can combine ct, and sky to learn f(x).
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Encrypted Under Function Message

OneSimFE.msk, f 9r sty [x1,r’mskz,rz',pl,pz,rmskz,rz ]
\ / * N
(Strongly-Compact) Y
OneSimFE'. msk,' h 1582, Tnsieys 12
OneSimFE.msk, 9rst, [xz,?"mskyT3'-P2JP3:7‘msk3a?‘3 ]
\ y / .
(Strongly-Compact)
OneSim.FE'.msk' h f,5t3, Tnskes T3
OneSimFE.msk; 9r.ét, [ x31r’msk4:r4fap3ap4aTmsk,,,-rf}
[ ]
[ ] L] L]
[ ]

915 (Tir Thnsk sy Ti1 Pis Pit1 Tmsky 1 Ti1)
1. st; = SFCZ @ p;
2. (yi,stiv1) = f(x;,st;)
3. stit1 = Stit1 @ pit1

4. msk}, | < OneSimFE.Setup(1*; 7/ )

? msk¢+1

5. Output (y;, OneSimFE".Enc(mski_ 1, (f,Sti+1, Tmskiy1»Ti41); Tis1))

A(f,Stis1s Pmskyrs Tit1):

1. msk;y1 + OneSimFE.Setup(l)‘;rmskiﬂ)

2. Output OneSimFE.KeyGen(msk;1, (TET Ti+1)

Figure 4: Fixing the circular dependencies.

To prove security, we will iteratively replace each ciphertext and function key with simulated
values.

1. First, we use the SIM-security of OneSimFE to replace ct; and sk, e with simulated values.
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The simulation only requires knowledge of the function g; 4 and the output values y; and
ct) = OneSimFE’.Enc(msk), (f,sta, Tmsky, 72); 7). This change removes the values of z; and
p1 from the experiment, which ensures that st; can be made uniformly random and does not

leak any information. Additionally, mskj (and 77,y ) are now only used to generate ctjy and
Skh2.

2. Next, we use the SIM-security of OneSimFE’ to replace ct, and skp, with simulated values.
The simulation only requires knowledge of the function h and the output value sk, ray
OneSimFE.KeyGen(mskg,gf7;t2; r2). Now, msky (and rmsk,) are only used to generate cty and

sky e

3. Asin step 1, we replace cte and Skgf,;tQ with simulated values. This hides x5, mskj, and r:“skg.

4. As in step 2, we replace ctf, and skp, with simulated values. This hides msks and 7rmsks-
5. We then repeat steps 3 and 4 in order for every (ct;, sk, . ) and (ctf, skp,).

Once all ciphertexts and function keys have been simulated, then we are in an ideal world, simulator
experiment. Thus, we achieve single-key, single-ciphertext, SIM-security, as long as the challenge
function f is given before the challenge message x. This is because in order to simulate each skp,
in the i*" ciphertext for z, we must know the output value skg e and thus must know f.

Final Scheme. Our final scheme is the same as the previous construction except that we instan-
tiate OneSimFE and OneSimFE’ from standard FE, using techniques similar to the one described
at the beginning of this technical overview. This requires a little care to ensure that we do not
introduce new circular dependencies.

2.2 Bootstrapping to an IND-Secure, Public-Key Streaming FE

Here, we use the same technique that was used in [AS16] to bootstrap a single-key, single-ciphertext
FE scheme for Turing machines into a public-key FE scheme for Turing machine. Our construction
is nearly the same as in [AS16], with only a few minor modifications (see Remark 6.5). Thus, we
will only provide an abbreviated overview of this technique.

Let FE be a selective-IND-secure, public-key FE scheme. Let FPFE be a function-private-
selective-IND-secure, secret-key FE scheme. (This can be built from FE using techniques from
[BS18].) Let One-sFE be our single-key, single-ciphertext, function-selective-SIM-secure, secret-key
streaming FE scheme. Let PRF and PRF2 be secure PRFs.

At a high level, the idea is to generate a new One-sFE master secret key One-sFE.msk for each
message x and function f. This ensures that each One-sFE.msk is only used for one key and one
ciphertext, allowing us to then rely on the security of One-sFE. This is implemented in two steps:

1. First, we use FE to combine a PRF key PRF.k from the ciphertext for x with randomness s
from the function key for f to securely generate a fresh One-sFE.msk for (z, f). We then use
One-sFE.msk to generate a function key One-sFE.sk for f and a ciphertext FPFE.ct encrypting
One-sFE.msk.

2. Second, our ciphertext for z creates FPFE function keys with values from x hardcoded into
them. The function privacy of FPFE will ensure that this does not leak information about x.
These function keys can then be combined with FPFE.ct to get an encryption One-sFE.ct, of
x.

12



This gives us the following scheme, which is close to our actual construction.? The ciphertext for
T =u11...zniscty = (FE.ct, {FPFE.skp, , , }icpn)) where FE.ct <— FE.Enc(FE.mpk, (FPFE.msk, PRF.K))
and FPFE.skp;, , , < FPFE.KeyGen(FPFE.msk, H; 4, ,) for H;g, 1, defined below and a random ¢;.
The function key for f is sky = FE.skg, , + FE.KeyGen(FE.msk, G ) for G defined below. The
diagram below depicts how we can combine ct, and sky to learn f(x).

To prove security, we will first use a similar simulation technique as in our One-sFE construction
to ensure that each One-sFE.msk is securely generated. This is done by programming into each
G't,s the output value (One-sFE.msk, One-sFE.Enc.st, PRF2.k) generated by Gt s(FPFE.msk, PRF.K).
Next, we will move from encrypting z() for a random b + {0,1} to always encrypting (), This
will prove security as our final hybrid will be independent of b. We will perform this change from
z® to 20 one function at a time by utilizing the security of One-sFE and FPFE to switch between
different branches of computation within H; ,, ¢ (which we add into H;,,;, using the function
privacy of FPFE). We leave further details to the formal proof.

“Our actual scheme adds additional branches of computation to Gy, and H; ., :, which are only used in the
security proof.
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Encrypted Under Function Message

FE.mpk, FE.msk {6 | | FPFE.msk,PRF.K |
Fori € [n],
FPFE. msk (OneSFE.msk, OneSFE. Enc. st, PRF2. k)
Fori € [n],

OneSFE.msk k‘ f X
\

G s(FPFE.msk, PRF.K):
1. (7Setups TKeyGen> "EncSetup> TPRF2, "Enc) <— PRF.Eval(PRF.K s)
2. One-sFE.msk < One-sFE.Setup(1*; rsetup)
3. One-sFE.Enc.st <— One-sFE.EncSetup(One-sFE.msk; 7EncSetup)
4. One-sFE.sky < One-sFE.KeyGen(One-sFE.msk, f; 7keyGen)
5. PRF2.k < PRF2.Setup(1*; 7prr2)
6. FPFE.ct < FPFE.Enc(FPFE.msk, (One-sFE.msk, One-sFE.Enc.st, PRF2.k); rgnc)

7. Output (One-sFE.sks, FPFE.ct)

H; », +;(One-sFE.msk, One-sFE.Enc.st, PRF2.k):

1. r; + PRF2.Eval(PRF2.k, ;)

2. Output One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, z;; ;)

Figure 5: Bootstrapping to an IND-secure, public-key streaming FE. This is similar, but not
identical to our final construction.
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3 Preliminaries

Throughout, we will use A to denote a security parameter.

Notation.

e We say that a function f()) is negligible in X\ if f(A) = A~“(), and we denote it by f()\) =
negl(\).

e We say that a function g(\) is polynomial in A if g(A) = p(\) for some fixed polynomial p,
and we denote it by g(A) = poly(A).

e For n € N, we use [n] to denote {1,...,n}.

e If R is a random variable, then r <~ R denotes sampling r from R. If T is a set, then i < T
denotes sampling ¢ uniformly at random from 7.

We will use PRF's and symmetric key encryption schemes with pseudorandom ciphertexts. We
formally define these notions in Appendix B.1.

3.1 Functional Encryption

Here we give some fundamental definitions for functional encryption (FE) schemes. First, we define
a class of functions parameterized by function size, input length, and output length.

Definition 3.1 (Function Class). The function class F[(r,Lx,ly] is the set of all functions f that
have a description f € {0,1}'F, take inputs in {0,1}%, and output values in {0,1}%.

3.1.1 Public-Key Functional Encryption

Definition 3.2 (Public-Key Functional Encryption). A public-key functional encryption scheme
for P/Poly is a tuple of PPT algorithms FE = (Setup, KeyGen, Enc, Dec) defined as follows:

° Setup(lA7 167 16x, 143’): takes as input the security parameter X, a function size £x, an input
size Lx, and an output size {y, and outputls the master public key mpk and the master secret
key msk.

e Enc(mpk,x): takes as input the master public key mpk and a message x € {0,1}“, and
outputs an encryption ct of x.

o KeyGen(msk, f): takes as input the master secret key msk and a function f € F{lr, Ly, ly],
and outputs a function key sky.

o Dec(sky,ct): takes as input a function key sky and a ciphertext ct, and outputs a value
y € {0,1}%.

FE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all N €N, all Ly, Ly, ly < p(N), all x € {0,1}%, and all f € F[lr,lx,{y)],

(mpk, msk) « Setup(1}, 167, 1% 1)
Pr | Dec(sky, cty) = f(z) : cty < Enc(mpk, z) >1—p(N).
sk < KeyGen(msk, f)

5We also allow Enc, KeyGen, and Dec to additionally receive parameters 1*, 17 1% 1% as input, but omit them
from our notation for convenience.
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There are many definitions of security. We define only a few here. Selective-IND-security
requires the challenge message to be sent first.

Definition 3.3 (Selective-IND-Security). A public-key functional encryption scheme FE for P /Poly

is selective-IND-secure if there exists a negligible function p such that for all A € N and every PPT
adversary A,

Pr[Expt>d NP (14 0) = 1] — Pr[ExptSe NP (14, 1) = 1]| < u(N)

where for each b € {0,1} and A € N, we define

Expt3f NP (1%, b)

1. Parameters: A takes as input 1’\, and outputs a function size 1“, an input size 1£X,
and an output size 1¢.

2. Challenge Message: A outputs a challenge message pair (xq, 1) where xg, 1 € {0, 1},
3. Public Key and Challenge Ciphertext:

(a) (mpk, msk) <— FE.Setup(1*, 147, 1¢x 1)

(b) ct < FE.Enc(mpk, )

(¢) Send (mpk,ct) to A.
4. Function Queries: The following can be repeated any polynomial number of times:

(a) A outputs a function query f € Flr, Ly, ly]
(b) sky < FE.KeyGen(msk, f)
(c) Send sky to A

5. Experiment Outcome: A outputs a bit b'. The output of the experiment is set to 1 if
b=V and f(xg) = f(x1) for all functions [ queried by the adversary.

Semi-adaptive-function-selective-IND-security allows the adversary to receive the master public

key at the start of the experiment, but requires the adversary to specify all function queries before
receiving the challenge message.

Definition 3.4 (Semi-Adaptive-Function-Selective-IND-Security). A public-key functional encryp-
tion scheme FE for P/Poly is semi-adaptive-function-selective-IND-secure if there exists a negligible
function p such that for all A € N and every PPT adversary A,

Pr[Exptilemi—Ad—Func—Sel—lND(1>\’ 0) — 1] _ Pr[Expti{emi—Ad—Func—Sel—lND(1)\’ 1) — 1] < M()\)

where for each b € {0,1} and X\ € N, we define

Exptffmi—Ad—Func—Sel—l ND ( 1)\ ’ b)

1. Parameters: A takes as input 1%, and outputs a function size 1°7, an input size 1%,
and an output size 1%V,

2. Public Key: Compute (mpk, msk) < FE.Setup(1*,1¢7, 1% 1%) and send mpk to A.

3. FPunction Queries: The following can be repeated any polynomial number of times:
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(a) A outputs a function query f € F[lr,lx,ly]
(b) sky < FE.KeyGen(msk, f)
(c) Send sky to A

4. Challenge Message: A outputs a challenge message pair (xq, x1) where xg, x1 € {0, 1}¢x .
5. Challenge Ciphertext: Compute ct < FE.Enc(mpk, z3) and send ct to A.

6. Experiment Outcome: A outputs a bit b/. The output of the experiment is set to 1 if
b=10 and f(xo) = f(z1) for all functions f queried by the adversary.

Remark 3.5. Adaptive-IND-security, which we do not formally define, is the same as semi-
adaptive-function-selective-IND security except that we allow the adversary to make additional
function queries after receiving the challenge ciphertext.

3.1.2 Secret-Key Functional Encryption

We can also define FE in the secret-key setting.

Definition 3.6 (Secret-Key Functional Encryption). Secret-key FE is the same as public-key FE
except that Setup only outputs a master secret key and Enc requires the master secret key instead
of the (non-existent) master public key. We formally define this in Appendixz B.2.

Remark 3.7. We can analogously define our public-key definitions of security in the secret-key
setting. The only difference is that we do not give the (non-existent) master public key to the
adversary and will therefore allow the adversary to submit multiple challenge message pairs. Note
that semi-adaptive-function-selective-IND security is simply called function-selective-IND security
in the secret-key setting. We formally define these security definitions in Appendix B.2.

In the secret-key setting, we can also achieve function privacy.

Definition 3.8 (Function-Private-Selective-IND-Security). A secret-key functional encryption scheme
FE for P/Poly is function-private-selective-IND-secure if there exists a negligible function p such
that for all A € N and every PPT adversary A,

PI‘[SKEXptE‘unc_PriV_SEI_IND(1>\, O) — 1] _ Pr[SKEXptE‘unc—Priv-Sel—lND(1)\’ 1) — 1] < 'u()\)

where for each b € {0,1} and A € N, we define

S KEXptE{Jnc—Priv—Sel—lN D (1/\’ b)

1. Parameters: A takes as input 1%, and outputs a function size 1°7, an input size 1%,
and an output size 1%V,

2. Challenge Messages: A outputs challenge message pairs {(wo,i, 1) }iepr) for some T
chosen by the adversary where g, x1,; € {0,1}* for all i € [T).

3. Setup and Challenge Ciphertexts:

(a) msk « FE.Setup(1*, 167 1fx 1%)
(b) Fori e [T], compute ct; < FE.Enc(msk, 2} ;) and send ct; to A.

4. Function Queries: The following can be repeated any polynomial number of times:
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(a) A outputs a function query pair (fo, f1) where fo, f1 € F[lr,lx,ly]
(b) sky < FE.KeyGen(msk, f3)
(c) Send sky to A
5. Experiment Outcome: A outputs a bit b'. The output of the experiment is set to 1 if

b=V and fo(zo:) = fi(x1,) for all function pairs (fo, f1) queried by the adversary and
all i € [T7.

3.1.3 Single-Key, Single-Ciphertext Security

Definition 3.9 (Single-Key, Single-Ciphertext Security). We can add the modifier “single-key.
single-ciphertext” to any of our security definitions. This is a weakening of the security definition
where we only require security against an adversary who is restricted to making only one function
query and submitting only one challenge message pair in the relevant security game.

3.1.4 Strong-Compactness

Additionally, we might also want our FE scheme to be strongly-compact.® Intuitively, this means
that the sizes and running times of the setup and encryption algorithms are independent of the
sizes of the circuits for which function keys are produced.

Definition 3.10 (Strong-Compactness). An FE scheme FE = (FE.Setup, FE.Enc, FE.KeyGen, FE.Dec)
for P/Poly is said to be strongly-compact if there exist PPT algorithms FE.Setup®, FE.Enc* such
that for all polynomials p, for all large enough A\, lx, we have that for all {x,ly < p(A+ Lx), the
following holds:

o FE.Setup(1*, 1¢7, 1% 1%) is identically distributed to FE.Setup*(1*, 1¢%)

e For all mpk < FE.Setup(1*,1¢7, 1% | 1%) and all = € {0,1}%*,
FE.Enc(1*, 167 1% 1% mpk, x) is identically distributed to FE.Enc*(1*, 1%, mpk, z)

We will often abuse notation and write FE.Setup to mean FE.Setup® and write FE.Enc to mean
FE.Enc*.

5We call it strong-compactness since the usual notion of compactness found in the literature only requires the
encryption algorithm to not grow with the function size.
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4 Streaming Functional Encryption

We now define our notion of streaming functional encryption which is an FE scheme for streaming
functions. First, we define a streaming function.

Definition 4.1 (Streaming Function). A streaming function with state space S, input space X,
and output space Y is a function f: X xS — Y x S.

o We define the output of f on x = x1...2, € X™ (denoted f(x)) to be y = y1...yn € Y
where” we have st; = L and

(Yi,stiv1) = f(wi,sts)

Definition 4.2 (Streaming Function Class). The streaming function class F[lx,ls,lx,ly] is the
set of all streaming functions f that have a description f € {0,1}¢7, state space S = {0, 1}, input
space X = {0,1}%%, and output space Y = {0,1}%.

Definition 4.3 (Public-Key Streaming FE). A public-key streaming functional encryption scheme
for P/Poly is a tuple of PPT algorithms sFE = (Setup, EncSetup, Enc, KeyGen, Dec) defined as fol-
lows:®

o Setup(1*, 147 1% 1%x 19): takes as input the security parameter \, a function size Lr, a
state size Ls, an input size Ly, and an output size ly, and outputs the master public key mpk
and the master secret key msk.

e EncSetup(mpk): takes as input the master public key mpk and outputs an encryption state
Enc.st.

e Enc(mpk, Enc.st,i,z;): takes as input the master public key mpk, an encryption state Enc.st,
an index i, and a message x; € {0, 1}“ and outputs an encryption ct; of x;.

o KeyGen(msk, f): takes as input the master secret key msk and a function f € F[lr,ls, Ly, ly]
and outputs a function key sky.

o Dec(sky, Dec.st;, i, ct;): where for each function key sk¢, Dec(sky, -, -, ) is a streaming function
that takes as input a state Dec.st;, an index i, and an encryption ct; and outputs a new state
Dec.st; 1 and an output y; € {0,1}>.

sFE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all N €N, all b7, ls,Lx,ly < p(\), alln € [2Y], all x = 21 ... 2, where each x; € {0,1}'*, and all
[ e Fllr,ls,lx, ly],
(mpk, msk) < Setup(1*, 147, 1% 1¢x 1%),
Pr | Dec(sky,cty) = f(z) : ct, < Enc(mpk, ) >1—p(N)
sk < KeyGen(msk, f)
where we define’

e the output of Enc(mpk, z) to be ct, = (cti)ien) produced by sampling Enc.st <— EncSetup(mpk)
and then computing ct; < Enc(mpk, Enc.st, i, z;) for i € [n].

o the output of Dec(sky, ct;) to be y = (yi)ic[n where (y;, Dec.sti11) = Dec(sky, Dec.st;, i, ct;)

"We assume that unless specified otherwise, all streaming functions have the same starting state L (or the all
zero string) which is included in their state space.

8We also allow Enc, EncSetup, KeyGen, and Dec to additionally receive parameters 1*,1°% 1% 1%% 1% as input,
but omit them from our notation for convenience.

9As with all streaming functions, we assume that Dec.st; = L by default.
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Efficiency. We require our streaming FE schemes to be streaming efficient, meaning that the
runtime of our algorithms should not depend on the total length n of the message x = x1 ...z,
that we wish to encrypt. More formally, we require that the size and runtime of all algorithms of
sFE on security parameter A, function size {r, state size {s, input size £y, and output size ¢y are
poly()\, f]:, 65, &Y, ey)

Definition 4.4 (Secret-Key Streaming FE). Secret-key streaming FE is the same as public-key
streaming FE except that Setup only outputs a master secret key and EncSetup and Enc require
the master secret key instead of the (non-ezistent) master public key. We formally define this in
Appendiz C.

Remark 4.5. We can also define a relaxed variant of streaming FE in which the encryption function
is also a streaming function that takes as input the master public key, a state Enc.st;, an index 1,
and an input z;, and outputs a new state Enc.st;y1, and an encryption ct; of z;. We define this
notion in Appendix C.

4.1 Security

All of our definitions of security for streaming FE are exactly the same as the definitions of security
for regular FE except that in the security games,

1. The adversary additionally outputs a state size parameter 1¢s.

2. We allow function queries for streaming functions in F[\, {r, (s, Ly, {y].

3. We allow the challenge message query pairs to be (z(9), (1)) where z(0) = :cgo) .. .xﬁ?) and

2z = xgl) .. .mg) for some length n € N chosen by the adversary and where each x?, mll €
{0,1}4x.
4. We replace Enc(mpk, ) with Enc(mpk, z) as defined in Definition 4.3.
As an example, we define the following:

Definition 4.6 (Semi-Adaptive-Function-Selective-IND-Security). A public-key streaming FE scheme
sFE for P/Poly is semi-adaptive-function-selective-IND-secure if there exists a negligible function
such that for all A € N and all PPT adversaries A,

Pr[sFE-Expt?fmi'Ad‘F““C’SG"'ND(1’\, 0) _ 1] o Pr[sFE-Exptffmi'Ad‘F““C’SG"'ND(1’\, 1) — 1] < M(/\)

where for each b € {0,1} and XA € N, we define

SFE—EXptiemi_Ad_Func_SEI_lND(1)‘, b)

1. Parameters: A takes as input 1, and outputs a function size 167 , a state size 145, an
input size 1%, and an output size 1%V,

2. Public Key: Compute (mpk, msk) < sFE.Setup(1*, 147, 1%, 1%x 1%) and send mpk to
A.

3. FPunction Queries: The following can be repeated any polynomial number of times:

(a) A outputs a streaming function query f € F[lr,ls,lx,ly]
(b) sky < sFE.KeyGen(msk, f)
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(c) Send sky to A

4. Challenge Message: A outputs a challenge message pair (x(o),m(l)) where (0 =
xgo) .. .x%o) and (V) = xgl) . ..xg) for some length n € N chosen by the adversary and

© 2 e q0,13.

where each x; ", x;
5. Challenge Ciphertext: Compute ct + sFE.ﬁ(mpk,m(b)) and send ct to A.

6. Experiment Outcome: A outputs a bit b'. The output of the experiment is set to 1 if
b="0 and f(z©) = f(zM) for all functions f queried by the adversary.

The rest of the security definitions in both the secret-key and public-key settings follow analo-
gously.
We also define a weak notion of simulation security in the secret-key setting.

Definition 4.7 (Single-Key, Single-Ciphertext, Function-Selective-SIM-Security). A secret-key stream-
ing FE scheme sFE for P/Poly is single-key, single-ciphertext, function-selective-SIM-secure if there
exists a PPT simulator Sim and a negligible function u such that for all A € N and all PPT adver-
saries A,

Pr[RealExptQeFunese5IM(12) — 1] — Pr{ldealExptQgren>>M (1%) = 1]| < p(N)

where for A € N, we define

Real Exptane—Func—Sel-Sl M (1)\)

1. Parameters: A takes as input 1, and outputs a function size 167 , a state size 165, an
input size 1% and an output size 1%V,

2. Setup: msk < sFE.Setup(1},1¢7, 1% 1fx 1)
3. Function Query:

(a) A outputs a streaming function query f € F[lr,ls,lx,ly)].
(b) sky < sFE.KeyGen(msk, f)
(¢) Send sky to A.

4. Message Query:

(a) A outputs a message x where x = x1 ...z, for some n € N chosen by the adversary
and where each z; € {0, 1}

(b) ct < sFE.Enc(msk, x)

(c) Send ct to A.

5. Experiment Outcome: A outputs a bit b which is the output of the experiment.

Ideal ExthOLCSei-gunc—Sel—SlM (1/\)

1. Parameters: A takes as input 1*, and outputs a function size 17, a state size 1S, an
input size 1'%, and an output size 1%, Sim receives (1%, 167, 1% 1tx 16),
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2. Function Query:

(a) A outputs a streaming function query f € F[lr,ls,lx,ly].
(b) Sim receives f and outputs a function key sky.
(c) Send sky to A.

3. Message Query:

(a) A outputs a message x where x = x1 ...z, for some n € N chosen by the adversary
and where each x; € {0,1}¢x.
(b) Sim receives (1", f(x)) and outputs a ciphertext ct.

(c) Send ct to A.

4. Experiment Outcome: A outputs a bit b which is the output of the experiment.

Remark 4.8. In the secret-key setting, single-key, single-ciphertext, function-selective-SIM security
implies single-key, single-ciphertext, function-selective-IND security
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5 Single-Key, Single-Ciphertext, SIM-secure, Secret-Key Stream-
ing FE

In this section, we construct our main building block: a single-key, single-ciphertext, function-
selective-SIM-secure, secret-key sFE scheme. We prove the following;:

Theorem 5.1. Assuming a strongly-compact, selective-IND-secure, secret-key FE scheme for P/Poly,
there exists a single-key, single-ciphertext, function-selective-SIM-secure, secret-key sFE scheme for
P/Poly.

Please refer to the technical overview (Section 2) for a high level overview of our construction. To
prove Theorem 5.1, we build an sFE scheme from the following tools, which as we show below,
can each be instantiated using a strongly-compact, selective-IND-secure, secret-key FE scheme for
P/Poly.

Tools.
e PRF = (PRF.Setup, PRF.Eval): A secure pseudorandom function family.
e PRF2 = (PRF2.Setup, PRF2.Eval): A secure pseudorandom function family.
e Sym = (Sym.Setup, Sym.Enc, Sym.Dec): A secure symmetric key encryption scheme.

e Sym’ = (Sym’.Setup, Sym’.Enc, Sym’.Dec): A secure symmetric key encryption scheme.

e OneCompFE = (OneCompFE.Setup, OneCompFE.Enc, OneCompFE.KeyGen, OneCompFE.Dec):
A strongly-compact, single-key, single-ciphertext, selective-IND-secure, secret-key FE scheme
for P/Poly.

e OneFSFE = (OneFSFE.Setup, OneFSFE.Enc, OneFSFE.KeyGen, OneFSFE.Dec): A single-key,
single-ciphertext, function-selective-IND-secure, secret-key FE scheme for P/Poly.

Instantiation of the Tools. Let SKFE be a strongly-compact, selective-IND-secure, secret-key
FE scheme for P/Poly.

e We can build PRF, PRF2, Sym, Sym’ from any one-way-function using standard cryptographic
techniques (e.g. [Gol01, Gol09]). As FE implies one-way-functions, then we can build these
from SKFE.

e SKFE already satisfies the compactness and security requirements needed for OneCompFE.

e We can first build a function-private-selective-IND-secure, secret-key FE scheme FPFE for
P/Poly by using the function-privacy transformation of [BS18] on SKFE. As observed in
[BS18], a single-key, single-ciphertext, function-private-selective-IND-secure, secret-key FE
scheme for P/Poly is also a (non-compact) single-key, single-ciphertext, function-selective-
IND-secure, secret-key FE scheme for P/Poly as we can simply exchange the roles of the
functions and messages using universal circuits. Thus, FPFE can be used to build OneFSFE.
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5.1

Parameters

On security parameter A, function size ¢z, state size £s, input size £y, and output size fy, we will
instantiate our primitives with the following parameters:

PRF: We instantiate PRF with input size A + 2 and output size A\. This means that we will
use the following setup algorithm: PRF.Setup(1*, 1112 1%).

PRF2: We instantiate PRF2 with input size A and output size £s. This means that we will
use the following setup algorithm: PRF2.Setup(1*,1%,1%s).

Sym: We instantiate Sym with message size fsym.m, for fsym.m,, defined below. This means
that we will use the following setup algorithm: Sym.Setup(1*, 165‘/"”’%).

Sym’: We instantiate Sym’ with message size Loy, for fsyq ., defined below. This means

that we will use the following setup algorithm: Sym’.Setup(1*, IZSY""-T"A)

OneCompFE: We instantiate OneCompFE with function size ¢;, , input size Em&, and output
size lsym/ o, for parameters €y, €y, lsym m, defined below. This means that we will use the
following algorithms:

— OneCompFE.Setup(1*, 1

— OneCompFE.Enc(1%, 1Z"LIA, )
¢, ,
— OneCompFE.KeyGen(1*,1%x 174, 1smimy )
£
— OneCompFE.Dec(1%, 1,174, 1K5ym’-m, )

Observe that OneCompFE.Setup and OneCompFE.Enc do not require the function size or
output size as input since OneCompFE is strongly-compact.

OneFSFE: We instantiate OneFSFE with function size ¢, , input size ¢,,,, and output size
lsym.m, for parameters (g, ,%pm,,lsymm, defined below. This means that we will use the
following algorithms:

— OneFSFE.Setup(lA, 159A, 157%, 1€Sym-mA)

— OneFSFE.Enc(1?, 1%x  10ma 1fsmmy . )

— OneFSFE.KeyGen(1*, 1%, 16m | 1lsymmy . )

— OneFSFE.Dec(1*, 1fox, 16mx 1fsmmy . )

Notation. For notational convenience, when the parameters are understood, we will often omit
the security, input size, output size, message size, function size, or state size parameters from each

of the algorithms listed above.

Remark 5.2. We assume without loss of generality that for security parameter A, all algorithms
only require randomness of length A. If the original algorithm required additional randomness,
we can replace it with a new algorithm that first expands the A bits of randomness using a PRG
of appropriate stretch and then runs the original algorithm. Note that this replacement does not
affect the security of the above schemes (as long as {r, (s, {x, ¢y are polynomial in \) and preserves
the strong-compactness of OneCompFE.
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Parameter Table. We now show how to define our parameters without circular dependencies.
Each parameter in the table below may depend on any of the parameters above it. The table is

continued on the next page.

Table 1: Parameters

Size Description ‘ Variables of that Size
A The security parameter and the size of | Tmsk;, Tmsk,» ki Th;
all randomness used. r,EnciereyGeni
Lr The size of functions in | f
Fllr,ls,lx,ly).
12" The size of inputs to functions in | z;
Fllr, ls,lx,ly).
ly The size of outputs of functions in | y;,6;,;
Fllr,ls,lx,ly).
ls The size of states of functions in | p;,st;,st;
Fllr, ls,lx,ly).

fm/A:E]:—i-fs—%-?))\—l-l

The size of input messages for
OneCompFE.

~ ]
(fa Sti, "msk; » T'KeyGen,s &;, Tki)

gSetupf\ = pOIY()‘agm’A)

The size of the setup algorithm for
OneCompFE.1Y

OneCompFE.Setup

EEnc’A = p0|y(A7 gm’)\)

The size of the encryption algorithm for
OneCompFE.

OneCompFE.Enc

Loy = poly(A, £y )

The size of ciphertexts for OneCompFE.

/
ct!

10Since OneCompFE is strongly-compact, ZSetup/A , KE,,C& and /. can be defined based only on the security parameter
A and input message length Emﬁ\’ without regard for the function length /5, and output length fsyn ,,, which will

be defined later.
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Table 2: Parameters (continued)

Size

‘ Description

‘ Variables of that Size ‘

gSym.m)\ = ey + Ectg\

The size of input messages to Sym and

the size of outputs of functions for
OneFSFE.

(0s, Ct;+1)v (i, Ct;+1)
(01' & i, Ct;+1)

Lsym.Setup, = POIY(A, fsym.m,) | The size of the setup algorithm of Sym. | Sym.Setup

lSym Decy, = POlY(A, lsym.m,) The size of the decryption algorithm of | Sym.Dec
Sym.

lsym.ct, = POIY(A, Lsym.m.,) The size of ciphertexts of Sym. C;

by =Llx + 205 +5X+ 1y +1

The size of input messages for
OneFSFE.

/ /
(xhpia Pi+1, rmskiJrl ) 7aEnci+1 ’
T"msky17 T"KeyGen, 1) Qs T'ky 5 1/%)

£g>\ = p0|y(/\7 €m>\ 5 E]‘—a ES, EX?
E;)Ja gSym.ct,\ 5 gSetupi\ ) gEncS\?
ESym.Setup)\ ) KSym.Dec/\)

The size of functions for OneFSFE.
This is set to be the maximum size of
9t .c; defined in Figure 6 for any f €
Fllr, ls,lx,ly], st; € {0,1}6‘5, and c¢;
of size lsym ct, -

gf7s~t’i,ci

Csetup, The size of the setup algorithm for OneFSFE.Setup
= poly(A, €y, gy s Lsym.m,y ) OneFSFE.
UkeyGen, The size of the keygen algorithm for OneFSFE.KeyGen

= pon(A, Em,\ s Eg)\ y gSym.mA)

OneFSFE.

Loy, The size of function keys for OneFSFE. | sk,

= p0|y(A7€m)\7€9A7£Sym~mA)

Uy my = sk The size of input messages for Sym’, | skg,
and the size of outputs of functions for
OneCompFE.

lsym’ Setup,, The size of the setup algorithm of Sym’. | Sym’.Setup

= po'Y(A7 ESym'.m,\)

sym’ Decy, = POIY(A, €sym’ m,) | The size of the decryption algorithm of | Sym’.Dec
Sym’.

Csym’ cty, = POIY(A, Lsym’ imy ) The size of ciphertexts of Sym’. c

by, = poly()\,&n&,ésetupA The size of functions for OneCompFE. | A, /

gKeyGen)\ ) eSym’.Setup)\ ) gSym’.Dec)\
gSym‘ct,\ ) gSym.ct’)\)

This is set to be the maximum size of
he, o defined in Figure 7 for any ¢; of
size Lsym.ct, and c; of size lgyny o4, -
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5.2 Construction

We now construct our streaming FE scheme One-sFE. Recall that for notational convenience, we
may omit the security, input size, output size, message size, function size, or state size parameters
from our setup and FE algorithms. For information on these parameters, please see the paramter

section above.

e One-sFE.Setup(1*, 147, 1%s 1% 1%):

1. PRF.K « PRF.Setup(1?), PRF2.K < PRF2.Setup(1*)
* Throughout, for i € [2*], we will define

rmsk, = PRF.Eval(PRF.K, (i, 0))
msk; = OneFSFE.Setup(1*; Fmsk, )
r! . = PRF.Eval(PRF.K, (i,1))

msk;

msk; = OneCompFE.Setup(1*; Trmsk:)
rr;, = PRF.Eval(PRF.K, (3, 2))
k; = Sym.Setup(1*;7y,)
ry., = PRF.Eval(PRF.K, (i,3))

K = Sym’.Setup(1*;77,.)

Observe that these can all be computed from PRF.K and i. We will also define

p; = PRF2.Eval(PRF2.K, 1)

which can be computed from PRF2.K and 7.
2. Output MSK = (PRF.K, PRF2.K)

e One-sFE.EncSetup(MSK): Output Enc.st = L.

e One-sFE.Enc(MSK, Enc.st, i, ;)

. Parse MSK = (PRF.K, PRF2.K).

/
- Compute mski, pi, Pit1; "ne, >

/ A
. TEncH_l ) 7AKeyGeni_H < {07 1}

. If i =1, output CT1 = cty.
I >1

(a) ¢; < Sym.Enc(k;, 0fsmmy)

(b) ¢, + Sym’.Enc(k/, 0" mx)
(c) Let h; = he, s as defined in Figure 7.
(d) skj,. < OneCompFE.KeyGen(msk;, h;)
(e) Output CT; = (ct;, skj,.)

e One-sFE.KeyGen(MSK, f)

1. Parse MSK = (PRF.K,PRF2.K).
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Fmskey 1+ Kiy K, msk! from PRF.K, PRF2.K.

1
2
3
4. ct; < OneFSFE.Enc(msk;, (»’Ui7pz‘>pi+1a7°;15ki+la7’|’5nci+177'mski+17TKeyGeniH,O, 0%, Oey))
5)
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Compute msky, k1, p1 from PRF.K, PRF2.K.

c1 < Sym.Enc(ky, 0fsmmy)

st; = p1 (Here, we assume st; = 0% for all streaming functions so that st; = st; @ py.)
Let g1 = 9fsti,c B8 defined in Figure 6.

skg, < OneFSFE.KeyGen(mski, g1)

Output SKy = sk, .

Noe o R

/ / .
gf,éjci,ci (l‘i, Di, Di+1, Tmski_,'_l ) TEnCi+1 ) rmsk¢+1 ) TKeyGeni_H » Oy Thy s ¢z> .
o If o; =0,

1. st; =st; ®p;

2. (yissti+1) = f(wi,st;)

3. stit1 = Stit1 @ pit1

4. mski , = OneCompFE.Setup(l/\;rﬁnskiﬂ)
)
6

Sct, = OneCompFE.Enc(msk;_ , (f, gtiﬂ,rmskiﬂ,meygeni“,O,OA);T’EnCiH)
. Output (y;, ctj, ;).
e Else
1. k; = Sym.Setup(1*;7,)
2. (0, ct;, ) = Sym.Dec(k;, ¢;).
3. Output (6; @ ¥, ctj ;).

Figure 6

e, e (f Sti, Tmsk, » TKeyGen, » O}, 7%,
o If o/ =0,
1. msk; = OneFSFE.Setup(1*; rmsk; )
2. Let g; = g &, ., as defined in Figure 6.
3. sky, = OneFSFE.KeyGen(msk;, g; TKeyGen, )
4. Output sky,.

e Else
1. k= Sym/.Setup(lA;rfﬁ,)
2. Output sky, = Sym’.Dec(k}, ¢}).

)

Figure 7
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e One-sFE.Dec(SKy, Dec.ST;,4,CT;):

1. Ifi=1
) Parse SK; = sk, and CTy = cty
) (y1,cth) = OneFSFE.Dec(sky, , ct1)
) Output (y1,Dec.STy = cth)
2. Ifi>1
(a) Parse Dec.ST; = ctj and CT; = (ct;, skj,. ).
(b) skg, = OneCompFE.Dec(skj, , ct}).
c¢) (yi,ctj ;) = OneFSFE.Dec(sky,, ct;)
(d) Output (y;, Dec.ST;y1 = ctj ;)

(a
(b
(c

5.3 Correctness and Efficiency

Efficiency. Using our discussion above on parameters, it is easy to see that the size and runtime
of all algorithms of One-sFE on security parameter A, function size £, state size £s, input size £y,
and output size ¢y are poly(\, {r, s, Ly, ly).

Correctness Intuition. FEach sky, and ct; can be combined via OneFSFE decryption to obtain
y; and ctj, ;. We obtain {ct;};c[, from the ciphertext for x, and get the first function key sk, as
the function key for f. For i > 1, we can use OneCompFE decryption to iteratively combine the ct;
generated by the previous step with the skﬁzi given in the ciphertext to get the next sky,. This lets
us continue the process for all ¢ € [n] and recover y = y; ... yn.

Correctness. More formally, let p be any polynomial and consider any A and any {5, ls,lx, ly <
p(A). Let SKy be a function key for function f € F[lr, s, x,{y], and let {CT;};cpn) be a ciphertext
for x where x = x1 ..., for some n € [2*] and where each z; € {0,1}**. When i = 1, by correctness
of OneFSFE, except with negligible probability,

One-sFE.Dec(SK¢, Enc.STy,CT;) = One-sFE.Dec(skg, , L, cty)
= OneFSFE.Dec(skg, , ctq)

/ / At
= Gfst1®p1,c1 (x17p17p27 Tmsky? TEncys Tmska s TKeyGeny 07 0 ) 0 y)
= (y1, Dec.STy = cth)

where (y1,st2) = f(x1,st1) and ct), = OneCompFE.Enc(msky, (f, st2 ®pa, Tmsky TKeyGensy» 0 0M); T’EnCQ)
When ¢ = 2, by correctness of OneCompFE and OneFSFE, except with negligible probablity,

One-sFE.Dec(SKy, Dec.STo, CT) = One-sFE.Dec(skg, , cth, (ct2, sk}, )
= OneFSFE.Dec(OneCompFE.Dec(skj,,, ct)), ct2)
= OneFSFE.Dec(hCZ’CIQ(f, St2 @ P2, "msks > "KeyGeny s 0 0)‘), cta)
= OneFSFE.Dec(OneFSFE.KeyGen(mska, g7 sty@ps,ca’ TKeyGen, )s Ct2)
= OneFSFE.Dec(skg,, ct2)

/ / A ¢
= gf,stz@pg,cg (113‘2, DP2,DP3, rmsk37 TEnc37 Tmskgy TKeyGen3> 07 0 ) 0 y)
= (y2, Dec.ST3 = ct})
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where (y2,st3) = f(x2,st2) and cty = OneCompFE.Enc(mskg7 (f,sta®ps, Tmskss TKeyGens s 0; O’\); r,’zncg).
Similarly, by induction, for ¢ > 2, except with negligible probability,

One-sFE.Dec(SKf, Dec.ST;, CTz) = (yi, Dec.STiH = Ct;-i-l)

where (y;,stit1) = f(zi,st;) and ct] | = OneCompFE.Enc(msk;_ , (f, sti+1®pi+1, Trmsk; 1 TKeyGen, ;> 0; 0M); r{;nciﬂ).
Thus, we correctly output y =y ...y, where (y;,stir1) = f(z;,st;) and st; = 0%S.
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5.4 Security

We use a hybrid argument to prove that our scheme is single-key, single-ciphertext, function-
selective-SIM-secure (see Definition 4.7). Our PPT simulator is defined in the final hybrid (Hybridg')
of the formal security proof. We need to prove that the real world security game Hybrid“l4 is in-
distinguishable from the ideal world security game Hybridé“.

5.4.1 Proof Overview

To build intuition, we provide a brief overview of each hybrid below.

. Hybrid“l4 : This is the real world experiment. The adversary first receives the security
parameter and chooses the function size, state size, input size, and output size. Then, the
adversary submits a function query and receives a function key. Next, the adversary submits
a message query and receives the corresponding ciphertext. Finally, the adversary outputs a
single bit which is the outcome of this experiment.

° Hybridé4 : We exchange the PRF randomness for true randomness. Instead of generating the
randomness for msk;, msk, k;, k., p; using the master secret key, which consists of PRF keys

PRF.K and PRF2.K, we generate these values using true randomness. The indistinguishability
of Hybrid{' and Hybrids' holds by the security of PRF and PRF2.

° Hybridg4 : We adjust the way we sample p; and st; so that each st; is now sampled uniformly
at random. For each ¢, to hide the intermediate state st;, our previous hybrid padded st;
with a one time pad p; to get st; = st; @ p;. The value st; can then be leaked (and is in fact
leaked) as long as p; remains hidden. In this hybrid, rather than computing st; = st; @ p; for
a random pad p;, we compute p; = st; @ st; for a random value st;. This lets us use st; before
knowing the value of the true state st;. It is easy to see that Hybridé‘l and Hybrid{;‘ are
identically distributed.

° Hybridf : We hardcode in values for the a; = 1 branch of g;. For each i, we hardcode into
c; the values (y;, ct, ;) that are output by g; = 9t s, on the oy = 0 branch if we run it on
the input generated by the challenge message . (i.e. ¢; < Sym.Enc(Sym.k;, (ys,ct;,;))). The
objective is to later use the security of OneFSFE to switch to the «; = 1 branch of g;, which
does not require knowledge of = in the input. We also need to ensure that this hardcoding
can be done before knowing the value of x (or y = f(x)) as we must output SK; = sk,, before
learning x. Observe that the output value of g; in the o; = 0 branch depends only on y;, f,
st;;1, and randomness. f is known at this stage and the randomness can be pre-computed.
Additionally, because of our previous hybrid, we can compute st;; before knowing z. To
deal with y;, instead of encrypting y; directly, we encrypt a random value ;. We can then
correct this value later by substituting in an appropriate v; = ; @ y; into the ciphertext when
we switch to the a; = 1 branch. The indistinguishability of Hybrids' and Hybrid;' holds
by the security of Sym.

e Hybridz' : We hardcode in values for the a; = 1 branch of h;. For each 4, we hardcode into
¢; the value sky, that would be output by h; = he,  in the a; = 0 branch if we were to run it
on the input generated by the challenge message z. (i.e. ¢ < Sym’.Enc(Sym’.k;,sky,)). The
objective is to later use the security of OneCompFE to switch to the o/, = 1 branch of h;, which
does not require knowledge of = in the input. We also need to ensure that this hardcoding
can be done without knowing the value of x so that we can later achieve simulation security.
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Observe that the output value of h; in the o, = 0 branch depends only on g; = 9fstic; and
randomness. As we showed in our previous hybrid, we can compute each g; without knowing
x and can precompute the randomness, so there is no dependence on x in this hardcoding of
¢;. The indistinguishability of Hybridf and Hybridg4 holds by the security of Sym’.

e We will now go through the following hybrids for k£ = 1 to ¢ where ¢ = ¢()\) is the runtime of
A so that ¢(\) > n for any challenge message x = 1 ...z, output by A on security parameter
A

— Hybridém(l’\): For the k" ciphertext cty, instead of generating

cty < OneFSFE.Enc(mskg, (zk, Dk, Pk+1, T:]“Iskk+17T/Enck+17rm5kk+17rKeyGenkJrl’07 0*,09)),
we generate
cty < OneFSFE.Enc(mskg, (OZX, 0s, 0%, 0%, 0%, 0%, 07, 1, Thy > Vk))
where ¥, = 0, ® yi. Observe that the only function key generated under msky, is
skg, < OneFSFE.KeyGen(msky,, gf,&k,ck”"KeyGenk)

Additionally, because we have hardcoded the correct output value into ¢ in a previous
hybrid,

/ / At
gf,&k,ck($k7pkapi+l)Tmskk+17rEnck+lvrmSkk+17TKeyGenk+17050 70 y)
— 14 14 12 A X A oA
_gf,gtk,ck(oxvosﬁ()s?o 70 >O aO 71774kk7'¢}k)

Thus we should be able to swap these ciphertexts by the security of OneFSFE as long
as msky, Tmsk,, and T'keyGen, Temain hidden. Now, except for their appearances in cty
and skg, , msky appears nowhere else in the hybrid and sk, and 7keyGen, only appear in
cty—1 and in ctj, (which is used to hardcode ¢,_;). (For k& = 1, rmsk, and rkeyGen, appear
nowhere else as there is no ctg, and ct} is not used.) However, since we are going through
these hybrids iteratively from k& = 1 to ¢, then we will do Hybridék_Ll before this hybrid
which means that ct;_; will no longer contain rmsk, and rieyGen,. Additionally, we will
also do Hybridék_L2 before this hybrid which will remove Tysk, and rkeyGen, from ct),
(as will be seen shortly). Thus, we have removed all other occurrences of mskg, msk, ,
TKeyGen, €xcept for ct; and sk, , so we can argue indistinguishability by the security of
OneFSFE.

— Hybridékz(l’\): For the (k + 1)™ ciphertext ctj_, (which is used to hardcode ),
instead of generating

Ctyy1 < OneCompFE.Enc(msky 1, (f,Sthi1, Pmskys s "KeyGeny, 15 0; 0M); TEnciir )
we will generate
ct}.1 < OneCompFE.Enc(mskj,,;, (0°,0%,0%, 0%, 1,7} )i rEne, )
Observe that the only function key generated under msk;, 41 s

sk < OneCompFE.KeyGen(mskj,_ , h

/
P41 ck+1,c;€+1)
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Additionally, because we have hardcoded the correct output value into ¢}, 41 in a previous
hybrid

ot A
hckJrl,c;Hl (f7 Sti41, Tmskg19 TKeyGenk_H ’ 07 0 )

— 4 14 A A /

- hck+1,c;€+1(0 ]:70 870 70 717rkk)

Thus we should be able to swap these ciphertexts by the security of OneCompFE as long
as mskj, 1 r;nskkﬂ, and r'EnckH remain hidden. Now, except for their appearances in
ct,4, and sk;”€+17 mskj_ | appears nowhere else in the hybrid and Tﬁnskkﬂ and TI/EanH
only appear in cti. However, since we are going through these hybrids iteratively from
k =1 to g, then we will do Hybridém before this hybrid which means that cty will

no longer contain 7/ . and rg . Thus, we have removed all other occurrences of
k+1 NCr+1

msk), LT except for ct) 41 and sk’th, so we can argue indistinguishability

/ re
mskgy17 ' Ency g

using the security of OneFSFE.

° Hybrid“74: This is the same as Hybridéq,z where ¢ = ¢(\) is the runtime of A. We write it
explicitly to make the simulator in the next hybrid easier to understand.

° Hybridg“: We formally write the previous hybrid as a simulator. This hybrid acts identically
to the previous one. Observe that as g(A) > n for all z = 21 ...z, output by A on security
parameter A, then we will use the a; = o = 1 branches of all g; and h;. Thus, to generate
our ciphertexts ct; and ct;, we only need to know y = f(z) (as ¢; depends on y;) and don’t
need to know z. Furthermore to generate our function keys sky, and sk;”, we only need the
programmed values of ¢; and ¢}, which also do not depend on x. Thus we can simulate this
hybrid with y instead of x.

5.4.2 Formal Proof

We now formally prove security via a hybrid argument. The first hybrid, Hybrid“l“7 is the real
world game. The last hybrid, Hybridé“, is the ideal world game with our simulator. We prove
that these hybrids are computationally indistinguishable. We defer the definition of our simulator
to the final hybrid.

Remark 5.3. In steps 3 (Compute Randomness) and 4 (Compute sk, and skj, ) of all of the
hybrids in this proof, we refer to the length n of the challenge message x before it is revealed to
the challenger or simulator by the adversary in step 6 (Challenge Message). This is technically
incorrect. We write it this way, however, as it greatly increases proof readability.

We can easily correct our hybrids by doing the following: Before receiving the challenge message
x, the challenger or simulator will only run step 3 (Compute Randomness) up to ¢ = 2 and step
4 (Compute sk, and Sk/m) up to ¢ = 1. This suffices for computing the function key. After the
challenger or simulator receives the challenge message x and learns the value of n, then it can finish
the remainder of these steps.

This issue is not relevant in our reductions, as our reductions will compute these steps for i € [g]
where ¢ = ¢(\) is the running time of A and thus ¢(\) > n for any x = z1 ...z, output by A on
security parameter \.
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Hybrid“f‘(lA): This is the real world experiment. Though we have reordered some steps for the
sake of the proof, this does not affect the output of the experiment.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
167, a state size 15, an input size 1%, and an output size 1.

2. Function Query: A outputs a streaming function query f € F[lr,ls,lx,ly].
3. Compute Randomness:

(a) PRF.K <« PRF.Setup(1*),PRF2.K < PRF2.Setup(1").
(b) Fori e [n+1],
i. Compute rmski,r%ski,rki,rk;,pi from PRF.K,PRF2.K.
ii. msk; <~ OneFSFE.Setup(1*; rmsk, ), msk} < OneCompFE.Setup(l’\;1“:1151(1_)7
ki < Sym.Setup(1%;7y,), k! < Sym’.Setup(l)‘;rfci)
i, 7Enc. s TKeyGen; < {0, 1}

4. Compute sk, and skj, :

(a) For i € [n],

i. ¢; < Sym.Enc(k;, 0%mmy)

ii. Ift=1
A sty =p;
B. sky, + OneFSFE.KeyGen(mskl,gfgtl’q) for g; &, ., as defined in Figure 6.

iii. If i > 1
A. ¢ < Sym.Enc(k], OZSV"‘"’"A)
B. skj, < OneCompFE.KeyGen(msk;, hes ;) for he, o as defined in Figure 7.

5. Function Key: Send SK; = sk, to the adversary.

6. Challenge Message: A outputs a challenge message © = z1...x, for some n € N and
where each z; € {0, 1},

7. Challenge Ciphertext:

(a) For i € [n],
i. ct; + OneFSFE.Enc(msk;, (xi?pi?pi‘i’l”r:‘nski+l7r{fncH_l’TmSki+17TKeyGeni+1707 0}, 09))
ii. If i =1, CTy = cty. Else, CT; = (cty, skj,.)

(b) Send CT = (CT;);¢[y to the adversary.

8. Adversary’s Output: A outputs a bit b which is the outcome of the experiment.
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Hybridf‘(lA): We exchange the randomness generated by PRF.K and PRF2.K with true random-
ness.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
167, a state size 15, an input size 1%, and an output size 1.

2. Function Query: A outputs a streaming function query f € F[lr,ls,lx,ly].
3. Compute Randomness:
(a) PRFE <—PRFSetup{d2)} PRF2 K« PRF2.Setup(12):
(b) Fori e [n+1],
L. Tmskis Tmsk; Tkis Thy» TEnc, » TKeyGen, <= 10, 1
ii. msk; <~ OneFSFE.Setup(1*; rmsk, ), msk; < OneCompFE.Setup(l’\;r:nski),
ki < Sym.Setup(1*;7y,), ki + Sym’.Setup(lA;rfgi)
iii. p; < {0,1}%s

4. Compute sk, and skj, :

(a) For i € [n],
i. ¢; < Sym.Enc(k;, 0%mmy)

ii. Ifi=1

A sty =p

B. skg, < OneFSFE.KeyGen(mski,g; g, .,) for g, &, ., as defined in Figure 6.
iii. Ifé > 1

A. C; — SymEnc(k;’ O[Sym/.mk)
B. sk;” < OneCompFE.KeyGen(msk!, hci,c;) for h%cg as defined in Figure 7.

5. Function Key: Send SK; = sk, to the adversary.

6. Challenge Message: A outputs a challenge message * = z1...x, for some n € N and
where each z; € {0,1}¢¥.

7. Challenge Ciphertext:
(a) For i € [n],
i. ct; < OneFSFE.Enc(msk;, (xi7pivpi+la7"aqski+1vrfznc,-H’rmskiﬂereyGeniHaOa 0}, 0))
ii. If i =1, CTy = cty. Else, CT; = (cty, skj,,)
(b) Send CT = (CT;);g[y to the adversary.

8. Adversary’s Output: A outputs a bit b which is the outcome of the experiment.

Lemma 5.4. If PRF and PRF2 are secure PRFs, then for all PPT adversaries A,

Pr[Hybrid{'(1*) = 1] — Pr[Hybrids'(1*) = 1]| < negl())
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Proof. Let Hybride be the same as Hybrid;' except that {rms,, Trnsk;» This Th, Yic[nr1) are sampled
uniformly at random, instead of using PRF.K. Suppose for contradiction that there exists a PPT
adversary A such that

’Pr[Hybridf‘(l’\) — 1] - Pr[Hybridf(1}) = 1]) > negl(\)

Then, either
‘Pr[Hybrid“f‘(l)‘) — 1] - Pr[Hybridf, (1Y) = 1]] > negl()\) (1)

or

‘Pr[Hybrid{fQ(lA) — 1] - Pr[Hybrid#(1}) = 1]’ > negl()\) (2)

Let ¢ = q(\) be the running time of A. Observe that ¢ = poly(\) as A is polytime and that
q(A) > n for any challenge message x = xj ...z, output by A on security parameter \.

In case (1), we build a PPT adversary B that breaks the security of PRF. B first runs A on input 1*
and receives parameters 147,14 1¢x 1% and a function query f € F [lr,ls,lx,ly]. B then sends
input length parameter 1’2 and output length parameter 1* to its PRF challenger. B is then
given oracle access to either PRF.Eval(PRF.K -) for some PRF.K < PRF.Setup(1*,1**2,1*) or to a
uniformly random function R - Rx;2 ) where Ry;2 ) is the set of all functions from {0, 132 to
{0,1}*. Then B computes {rmsk,, Tﬁnski’ Tk rfﬂ}ie[qﬂ] using its oracle on {(3,0), (i, 1), (4, 2), (4,3) }ic[g+1]
respectively and computes {msk;, msk}, k;, k;}ie[qﬂ] from these values as in Hybrid“fl. B samples
PRF2.K < PRF2.Setup(1*) and computes {p;};c[;+1) from PRF2.K as in Hybrid;'. B samples
{TEnc, "KeyGen; }ic[q+1] uniformly at random. B computes sky, and {skj, }ic[g\ {1} as in Hybrid;!,
sends SKy = sk,, to A, and receives a challenge message x. B then computes the challenge ci-
phertext CT as in Hybridf, sends it to A, and outputs whatever A outputs. Observe that if B’s
oracle was PRF.Eval(PRF.K, ), then B exactly emulates Hybrid“fl, and if B’s oracle was a uniform
random function R, then B emulates Hybridfz. Additionally, B does not need to use PRF.K to
run this experiment. Thus, by Equation 1 this means that we break the security of PRF since

‘Pr[ExptZRF(l)‘,O) = 1] — Pr[ExptgRF (1%, 1) = 1]‘
- ‘Pr[Hybridf(ﬂ) — 1] - Pr[Hybrid{,(1}) = 1]‘ > negl()\)

Similarly, in case (2), we can build a PPT adversary B2 that breaks the security of PRF2. B2
first runs A on input 1* and receives parameters 1¢7 1¢s 1¢x 1% and a function query f €
Fllr,Ls,lx,{y]. B2 then sends input length parameter 1* and output length parameter 1%s to its
PRF2 challenger. B2 is then given oracle access to either PRF2.Eval(PRF2.K -) for some PRF2.K <
PRF2.Setup(1*, 1%, 1£5) or to a uniformly random function R2 < R2) ¢; where R2) /4 is the set of
all functions from {0,1}* to {0,1}*s. Then B2 samples {Tmski> Timsk;» This This TEne, » TKeyGen, Fi€[g-+1]
uniformly at random and computes {msk;, msk;, k;, k;}icig+1) from these values as in Hybrid“f‘. For
i € [g], B2 sets p; to be the value of its oracle on input i. B2 computes sky, and {skj, };cg)\f1} as
in Hybridfl, sends SK; = skg, to A, and receives a challenge message x. B2 then computes the
challenge ciphertext CT as in Hybridf‘, sends it to A, and outputs whatever A outputs. Observe
that if B2’s oracle was PRF2.Eval(PRF2.K,-), then B2 exactly emulates Hybridf% and if B2’s
oracle was a uniform random function R2, then B2 emulates Hybridf‘. Additionally, B does not
need to use PRF2.K to run this experiment. Thus, by Equation 2 this means that we break the
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security of PRF2 since
‘Pr[ExptERm(l)‘7 0) = 1] — Pr[ExptERF2 (1%, 1) = 1]’

- ‘Pr[Hybrid{}Q(ﬂ) — 1] - Pr[Hybrid{(1}) = 1]‘ > negl())
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Hybridff‘(lA): For each i, we now determine p; by XOR-ing the true state st; with a random value
st;.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
167, a state size 15, an input size 1%, and an output size 1.

2. Function Query: A outputs a streaming function query f € F[lr,ls, Ly, ly].
3. Compute Randomness:
(a) For i€ [n+ 1],

L. T'msk; » Tllmski y Tkyy ngiv rI,Encl" TKeyGen; < {07 1}>\
ii. msk; < OneFSFE.Setup(1*; rmsk, ), msk) OneCompFE.Setup(l’\;r:nski),
ki < Sym.Setup(1*;7y,), k! < Sym/.Setup(lA;r;Ci)
iii. st; « {0, 1}%s

4. Compute sk, and skj, :

(a) For i € [n],
i. ¢; < Sym.Enc(k;, 0%mmx)

ii. Ifi=1
Alsty =
B. skg, < OneFSFE.KeyGen(mski,g; g, .,) for g;g, ., as defined in Figure 6.

iii. If e > 1
A. ¢ < Sym.Enc(k], OZSV’“'””A)
B. skj,, - OneCompFE.KeyGen(msk;, h, /) for he, . as defined in Figure 7.

5. Function Key: Send SK; = sk, to the adversary.

6. Challenge Message: A outputs a challenge message © = 1 ...z, for some n € N and
where each z; € {0,1}¢x.

7. Compute p;:
(EL) st = 0fs
(b) For i € [n],
i. p;=st; ®st;
ii. (yi,stiv1) = f(zi,st)

(€) pit1 = 5tz’+1 @ stjt1
8. Challenge Ciphertext:

(a) For i € [n],

L. ctj < OneFSFE.Enc(msk;, (i, Di; Pit1: "insk; 1> TEncy 1+ "mskig 1 TKeyGen, ;15 0, 0}, 09))
ii. If i =1, CTy = cty. Else, CT; = (cty, skj,)
(b) Send CT = (CT;);g[y to the adversary.

9. Adversary’s Output: A outputs a bit b which is the outcome of the experiment.
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Lemma 5.5. For all adversaries A,
Pr[Hybrids'(1*) = 1] — Pr[Hybrid3' (1)) = 1]| =0

Proof. The two hybrids are identically distributed. Observe that if st; is uniformly random and
p; = st; ®st;, then p; is also uniformly random. As st; is not used in these hybrids except to compute
p; (and except for st; = p; < {0,1}*s which is the same in both hybrids), then the hybrids are

identically distributed. O

39



Hybridf(lA): For each i, we hardcode into ¢; the values (y;,ctj ;) that are output by g; = 9t Ges
on the a; = 0 branch if we run it on the input generated by the challenge message . This will
allow us to later switch to the a; = 1 branch in g; = g; g, .. using the security of OneFSFE. Observe
that the values being hardcoded into ¢; can be determined before knowing x.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
lef, a state size 153, an input size IZX, and an output size 14,

2. Function Query: A outputs a streaming function query f € F[lr,ls,lx,ly].
3. Compute Randomness:
(a) Forie [n+ 1],

1. Tmsk;s T:nskivTki7r§civrllznciereyGeni « {0,1}*
ii. msk; <~ OneFSFE.Setup(1*; rmsk, ), msk} < OneCompFE.Setup(l’\;r:nski),
ki < Sym.Setup(1*;7y,), k! + Sym'.Setup(l/\;rfci)
iii. st; « {0,1}%s
4. Compute sk, and skj, :
(a) For i € [n],
i. 0; « {0,1}*
ii. ct},, < OneCompFE.Enc(msk;_y, (f, SNti-l-l;TmskZ-+177"KeyGen,,;+] ,0,0%); T’EHCM)
iii. ¢; < Sym.Enc(k;, (0;,ct;,,))
iv. If i =1
A. sky, OneFSFE.KeyGen(mskl,gf’;thq) for g; &, o, as defined in Figure 6.
v. Ifi>1
A. ¢, < Sym.Enc(k/, 0" m»)
B. skj,. < OneCompFE.KeyGen(msk;, he; ;) for he, o as defined in Figure 7.

5. Function Key: Send SK; = sk, to the adversary.

6. Challenge Message: A outputs a challenge message © = z1...x, for some n € N and
where each z; € {0, 1}x.

7. Compute p; and v;:
(a) sty = 0fs
(b) For i € [n],
i. p; = SNtZ @ st;
ii. (yi,stiv1) = f(zi,st)
iii. ¥; =0; Dy;
(¢) piy1 = Stj+1 @ stit1
8. Challenge Ciphertext:
(a) For i € [n],

. / ! A 0l
i. ct; «+ OneFSFE.Enc(msk;, (xi7pi’pi+17rmski+17rEncH_l’TmSki+17TKeyGen¢+1’07 04,0%))
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ii. If i =1, CTy = cty. Else, CT; = (ct;, skj,.)
(b) Send CT = (CT;);c[y) to the adversary.

9. Adversary’s Output: A outputs a bit b which is the outcome of the experiment.

Lemma 5.6. If Sym is a secure symmetric key encryption scheme, then for all PPT adversaries
A,
’Pr[Hybridg“(l’\) — 1] - Pr[Hybrid(1}) = 1]) < negl())

Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that

Pr[Hybrid4 (1)) = 1] — Pr[HybridZ(1%) = 1]‘ > negl()\) (3)

Let ¢ = q(\) be the running time of A. Observe that ¢ = poly(\) as A is polytime and that g(A) > n
for any challenge message x = x1...x, output by A on security parameter A. Let Hybridéj be

the same as Hybridg4 except that we compute the first j values of ¢; as in HybridA, ie.

0; {0, 1}
e A
ctj, 1 < OneCompFE.Enc(msk;_{, (f, Stit1, "msky 15 "KeyGen,, 1> 05 0 );T‘/Enci+l)

¢; < Sym.Enc(k;, (0;,ctiy;))

Observe that Hybrids' = Hybrid{)fo and that Hybrids' = Hybridg‘}q. (It does not matter that

we do not compute {1; };c|, as these values are not used in Hybrid;'.) Then, by Equation 3 there
must exist a value j* € [¢] such that

Pr[Hybrids ;. _;(1*) = 1] — Pr[Hybrids';. (1) = 1]| > negl(}) (4)

We build a PPT adversary B that breaks the security of Sym. B first runs A on input 1* and
receives parameters 17, 1% 1¢x 1% and a function query f & Fllr,ls,lx,ly]. B then sends
message length 1fsmma to its Sym challenger where {sym ,, is computed as described in the param-
eter section. Then, B samples {Tmskwrinskia7";%-»T/EncpTKeyGenm&i}ie[qH} uniformly at random and
computes {msk;, msk}, ki }icpn+1) from these values as in Hybridg“. B also samples {7y, }ic[q+1)\{;*}
uniformly at random and computes {k;}ic[q+1)\{j+} from these values as in Hybrid3“4. B computes
{0, ctiy 1 Fielq as in Hybrid;'. For i < j*, B computes ¢; as in Hybridy'. For ¢ > j* B com-
putes ¢; as in Hybrids'. For i = j*, B sends challenge messages (0%, ctiu 1), (0fsmma)) to its
Sym challenger and receives an encryption c;« of either (Hj*,ct;-* 41) or (OESY'“””A ). B then computes
{ci}iclg)s SKgr s {5Kn; Yicq)\q13 from these values as in Hybrids'. B sends SK; = sky, to A and re-
ceives a challenge message x. Then, B computes {p;};c[ns1) and CT as in Hybrid{)f‘. B sends CT
to A and outputs whatever A outputs. Observe that if BB received an encryption c;» of (6;«, ct;-* 1)
then B exactly emulates Hybridﬁj, and if B received an encryption c¢;j« of 0%symmx then B emulates

Hybridjf}]-,l. Additionally, B does not need to know 7y, or kj- to carry out the experiment. Thus,
by Equation 4, this means that B breaks the security of Sym as B can distinguish between the two
ciphertexts with non-negligible probability. O
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Hybridz'(1}): For each i, we hardcode into ¢; the value sky, that would be output by h; = he, o in
the o = 0 branch if we were to run it on the input generated by the challenge message . This will
allows us to later switch to the o = 1 branch in h,, . using the security of OneCompFE. Observe
that the values being hardcoded into ¢} can be determined before knowing zx.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
lef, a state size 155, an input size IZX, and an output size 14,

2. Function Query: A outputs a streaming function query f € F[lr,ls, Ly, ly].
3. Compute Randomness:
(a) Forie [n+ 1],

1. Tmsk;s T:nskivTki7r§civrllznciereyGeni « {0,1}*
ii. msk; <~ OneFSFE.Setup(1*; rmsk, ), msk} < OneCompFE.Setup(l’\;r:nski),
ki < Sym.Setup(1*;7y,), k! < Sym'.Setup(l)‘;rfci)
iii. st; « {0,1}%s
4. Compute sk, and skj, :
(a) For i € [n],

i 0; + {0,1}%

ii. ct;,, + OneCompFE.Enc(mski,, (f, 57Ci+1,7“mski+177’KeyGeni+1,0, 0M); T‘/Enci+1)
iii. ¢; < Sym.Enc(k;, (0, ct] ,))
iv. sky, <= OneFSFE.KeyGen(msk;, Gfsticss TKeyGen; ) for Gfstic; 8 defined in Figure 6.
v. Hi=1

7 J [,st1,c1 Jfisti,en
vi. If 1 > 1
A. ¢ < Sym.Enc(k}, sky,)
B. skj, < OneCompFE.KeyGen(msk;, he;e;) for he, o as defined in Figure 7.

5. Function Key: Send SK; = sk, to the adversary.

6. Challenge Message: A outputs a challenge message © = z1...x, for some n € N and
where each x; € {0, 1}%*.

7. Compute p; and ¥;:
(a) st = 0fs
(b) For i € [n],
i. p; = ST’EZ @ st;
ii. (yi,stiv1) = f(w4,st;)
iii. ¥, =6, Dy,
() pi+1 = Stiy1 B stit1
8. Challenge Ciphertext:

(a) For i € [n],
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i. ct; < OneFSFE.Enc(msk;, (xi,pi,piﬂ,r,’mkiﬂ,r{;nciﬂ,rmskiﬂ,rKeyGeniH,0, 0}, 0))
ii. If i =1, CTy = cty. Else, CT; = (ct, skj, )
(b) Send CT = (CT;);¢[y to the adversary.

9. Adversary’s Output: A outputs a bit b which is the outcome of the experiment.

Lemma 5.7. If Sym’ is a secure symmetric key encryption scheme, then for all PPT adversaries
A,
‘Pr[Hybridf(ﬂ) — 1] - Pr[Hybrid#(1}) = 1]) < negl(\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that

Pr[Hybrid2 (1)) = 1] — Pr[Hybrid4(1*) = 1]‘ > negl()\) (5)

Let ¢ = q(\) be the running time of A. Observe that ¢ = poly(\) as A is polytime and that g(A) > n
for any challenge message * = z7 ...z, output by A on security parameter \. Let Hybridjf}j be
the same as Hybrid;' except that we compute the values of ¢, for i € [j]\{1} as in Hybridz', i.c.:

skg, < OneFSFE.KeyGen(msk;, 9t e TKeyGen, )
¢ « Sym.Enc(k;, skg,)

Observe that Hybrid;' = Hybridy\) and that Hybridz' = Hybrid;',. Then by Equation 5, there
must exist a value j* € [¢] such that

Pr[Hybrids';. | (1*) = 1] — Pr[Hybridz'. (1) = 1]| > negl(}) (6)

We build a PPT adversary B that breaks the security of Sym’. B first runs .4 on input 1* and re-
ceives parameters 17, 1% 16 1v and a function query f € F[lx,{s, Ly, ly]. B then sends message
length 1fomma to its Sym’ challenger where lsym’.m, 1s computed as described in the parameter sec-
tion. Then, B samples {rmski,rﬁnski, TkivrénciereyGenia&i}ie[q+1] uniformly at random and computes
{msk;, msk, k;}ic(g+1] from these values as in Hybrid;'. B also samples {74, Yiclg+1)\ =) uniformly
at random and computes {k;};c(g11]\(j+} from these values as in Hybrid;'. B computes {eitiel
as in Hybridf, and computes skq, OneFSFE.KeyGen(mski,gfgti’cl,;rKeyGeni) for i € [q] as in
Hybridz'. For i < j*, B computes ¢, as in Hybridg'. For i > j*, B computes ¢, as in Hybridj'.
For i = j*, B sends challenge messages (skgj*,OKSym’-m) to its Sym’ challenger and receives an en-
cryption cj. of either sk, or 0%sm’my. B then computes {skj, }icig)\f1} as in Hybrid;'. B sends
SKy = skg, to A and receives a challenge message x. Then, B computes {p;}icp+1], {¢i}ic[n and

CT as in Hybridf, sends CT to A, and outputs whatever A outputs. Observe that if B received

an encryption cg»* of sky . then B exactly emulates Hybridﬁj*, and if B received an encryption c;-*

of 0% -mx then B emulates Hybridﬁj*_l. Additionally, B does not need to know r;j* or k. to

carry out the experiment. Thus, by Equation 6, this means that B breaks the security of Sym’ as
B can distinguish between the two ciphertexts with non-negligible probability. O
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Hybridém(l’\): We change the message encrypted in cty so that we use the ap = 1 branch of
gfaé\{:k,ck.
1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.
2. Function Query: A outputs a streaming function query f € F[lr,{ls,lx,ly].
3. Compute Randomness:
(a) Forie [n+1],
i' Tmskia r:nSki 9 rki 9 T;gia T;Enciv TKeyGeni <~ {07 1}>\
ii. msk; ¢ OneFSFE.Setup(1%; rmsk, ), msk) < OneCompFE.Setup(l’\;r:nski),
ki < Sym.Setup(1%; ry,), kj + Sym’.Setup(1*; 7}, )
iii. st; < {0,1}%s
4. Compute sk,, and skj, :
(a) For i € [n],
i. ;< {0,1}%
ii. If i < k,ct],; < OneCompFE.Enc(msk;, 1, (0¢7,0%,0*, 0%, 1,7’}6¢);7’/Enq+1)
ii. If ¢ > k,ct;Jrl — OneCompFE.Enc(msk;H, (f, s~t7;+1,7'm5ki+1,rKeyGeni+1,0, 0/\); 7'/Enc,,+1)
iv. ¢; <= Sym.Enc(k;, (0;,ct;))
v. skg, OneFSFE.KeyGen(mski,gfﬁgti’ci; TKeyGen; ) for 9fst; e @S defined in Figure 6.
vi. If i > 1
A. ¢ < Sym.Enc(k}, skg,)
B. skj, < OneCompFE.KeyGen(msk;, h,, ) for he, . as defined in Figure 7.

5. Function Key: Send SK; = sk, to the adversary.

6. Challenge Message: A outputs a challenge message © = z1...x, for some n € N and
where each z; € {0, 1}x.

7. Compute p; and ;:
(a) st; = 0fs
(b) For ¢ € [n],
i. pi =st; Dst;
ii. (yi,stiv1) = f(wi,st;)
iii. ¥; =6, Dy,
(¢) pit1 = stiy1 Bstisa
8. Challenge Ciphertext:
(a) For i € [n],
i. If i < k,ct; + OneFSFE.Enc(msk;, (0%, 0% 0% 0%, 0%, 0%, 0% 1,7y, 1))
ii. Ifi > k,ct; + OneFSFE.Enc(msk;, (mhpivpiﬂvr;qskiﬂvTiznc,iﬂvrmskwereyGenHlaO, 0}, 09))
iii. If i =1, CTy = cty. Else, CT; = (Cti,Sk;Li)
(b) Send CT = (CT;);¢[y to the adversary.

9. Adversary’s Output: A outputs a bit b which is the outcome of the experiment.
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Hybridékg(l’\): We change the message encrypted in ct), 41 so that we use the o, 41 = 1 branch
of h

/ .
Ck+1:Cp 11

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

2. Function Query: A outputs a streaming function query f € F[lr,ls, Ly, ly].
3. Compute Randomness:
(a) Forie [n+ 1],
i‘ Tmskia T:nski ) Tki ’ T%;_LJ rénci ’ TKeyGeni — {07 1}>\
ii. msk; + OneFSFE.Setup(1%; rmsk, ), msk) < OneCompFE.Setup(l’\;r:nski),
ki < Sym.Setup(1*;7y,), ki + Sym'.Setup(lA;rch_)
iii. st; < {0,1}%s

4. Compute sk,, and skj, :

(a) For i € [n],
i. 0; < {0,1}%
ii. If i < k,ct],; < OneCompFE.Enc(msk;, , (0¢7,0%,0*, 0%, L) 'r'EncHl)
iii. If i > k,ct;,,; < OneCompFE.Enc(msk;, , (f, §Ei+1>rmskHUTKeyGeanrlyOy 0M); r’EnciH)
iv. ¢; <= Sym.Enc(k;, (0;,ct}))
v. skg, OneFSFE.KeyGen(mski,gf’gthcz_; TKeyGen;) for 9ft; e @S defined in Figure 6.
vi. If 1 > 1
A. ¢ < Sym.Enc(k}, skg,)
B. skj,, < OneCompFE.KeyGen(msk;, he; ;) for he, o as defined in Figure 7.

5. Function Key: Send SK; = sk, to the adversary.

6. Challenge Message: A outputs a challenge message x = z1...x, for some n € N and
where each z; € {0,1}%*,

7. Compute p; and ;:
(a) st = 0fs
(b) For i € [n],
i. pj = ST’EZ @ st;
i (yi, stiv1) = f(@s,st)
iii. ¥, =0; By;
(C) Pi+1 = 57Ci+1 @ stijt1
8. Challenge Ciphertext:
(a) For i € [n],
i. If i < k,ct; < OneFSFE.Enc(msk;, (0%, 0% 0% 0*,0%,0%, 0% 1,7k, 1))
ii. Ifi > k,ct; < OneFSFE.Enc(msk;, (ZEi?pi’pi‘i’l’T:'nskiJrl’T;Enclqu’TmSki+l’TKeyGeni+1’O’ 0’\,043))
iii. If i = 1, CTy = cty. Else, CT; = (ct;, skj,.)
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(b) Send CT = (CT;);c[y) to the adversary.
9. Adversary’s Output: A outputs a bit b which is the outcome of the experiment.

Lemma 5.8. For all adversaries A,
Pr[Hybridz'(1*) = 1] — Pr[Hybridg),(1*) = 1]| = 0

Proof. The hybrids are identical. O

Lemma 5.9. If OneFSFE is a single-key, single-ciphertext, function-selective-IND-secure FE scheme,
then for all PPT adversaries A and for all k € N,

‘Pr[Hybridg}k,m(ﬂ) — 1] - Pr[Hybridg, (1)) = 1]‘ < negl()\)
Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that
‘Pr[Hybridg}k,m(ﬂ) — 1] - Pr[Hybridg, (1) = 1]’ > negl()\) (7)

Let ¢ = ¢(A\) be the running time of A. Observe that ¢ = poly(\) as A is polytime and
that ¢(A\) > n for any challenge message © = z7...x, output by A on security parameter
A. We build a PPT adversary B that breaks the security of OneFSFE. B first runs A on in-
put 1* and receives parameters 147, 1¢s 1¢x 1V and a function query f € Fllr, ls,lx,ly]. B
then sends function size 1%, input size 1, and output size 1°mmx to its OneFSFE chal-
lenger where £y, , £y, , sym.m, are computed as specified in our parameter section. B then sam-
ples {7 s This Thy» r’Enci,sA:ci, 0:}iclq+1) uniformly at random and computes {mskj, k;, kf};c 1) from
these values as in Hybridék_m. B also samples {TmskiarKeyGeni}ie[qul]\{k}a uniformly at ran-
dom and computes {msk; };c(s1\(x} from these values as in Hybridék_m. For i < k, B com-
putes ctj ; OneCompFE.Enc(mskéH,(Oef,Oes,O/\,O)‘,1,r;i);rénci+1). For ¢ > k, B computes
ctl,, < OneCompFE.Enc(msk;, 1, (f, s~t¢+1,rmskiH,rKeyGeniH,O,OA);T'EnCHl). Observe that this is
the same as in Hybridg}kfl,2 and does not require knowledge of msky, rmsk, , "KeyGen, - B computes
{e, gf,é“ti,ci}ie[q} from these values as in Hybridék_ljg. B then sends function query g, = 9f.5t0.cn
to its OneFSFE challenger and receives a OneFSFE function key skg, in return. B computes
{skg, Vicgnqry and {c},sky, }icgnqi} as in Hybridék_m. (This does not require knowledge of
MSK, Tmsky s TKeyGen, )- B sends SKy = sk, to A and receives a challenge message z. B then computes
{piticpi) {¥itiep as in Hybridg,_, ,. Fori <k, let mo; = (0°¢,0%,0%,0%,0%,0%, 0%, 1, 7y, v),
and for ¢ > k, let my; = (@i, pi, Pit1, T:nskiﬂvrfznciJ,l?Tmskz‘+1>rKeyGen¢+1vOv 0*,0%). Fori < k, B com-
putes ct; <— OneFSFE.Enc(msk;, mg ;). For i > k, B computes ct; - OneFSFE.Enc(msk;, m; ;). Ob-
serve that this is the same as in Hybridék_m and does not require knowledge of msky, Tmsk;,  TkeyGen, -
For i = k, B sends challenge message pair (mgx, m1 ) to its OneFSFE challenger and receives a
OneFSFE ciphertext cty, of either mgj or m; . As needed for the security game, we can observe
that

4 V4 V4 A NN A A
gk(mo,k):gfyﬁk,ck(ox7osaosvo 70 70 70 7]-7Tkk7¢k)
! / Al
=0k(M1,k) = 975, e (Ths Py Pkt 1 Tmsky 1> TEncy 10 Tmski i1 TKeyGeny 1> 0,07, 0%)

This is because ¢y, encrypts (6, ct), +1) where 0 © v = yi and where ct), 1 18 generated in the same
way as in the aj = 0 branch of gi. B sets CTy = ct; and CT; = (ct;, skj,.) for i € [n]\{1}. B sends
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CT = (CTi)ie[n to A and outputs whatever A outputs. Observe that if B received an encryption
cty, of mg 1, then B exactly emulates Hybridgfk,l, and if B received an encryption cty of my ; then B

emulates Hybridék_m. Additionally, B does not need to know the values of mskg, "msk, s TKeyGen,,
to run this experiment. Thus, by Equation 7, B breaks the security of OneFSFE as B can distinguish
between the two ciphertexts with non-negligible probability. O

Lemma 5.10. If OneCompFE is a single-key, single-ciphertext, selective-IND-secure FE scheme,
then for all PPT adversaries A and for all k € N,

’Pr[HybridékJ(l’\) — 1] - Pr[Hybridg, »(1") = 1}) < negl()\)
Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that
’Pr[Hybridém(lA) — 1] — Pr[Hybrid#, ,(1%) = 1]‘ > negl()) (8)

Let ¢ = g(\) be the running time of A. Observe that ¢ = poly(\) as A is polytime and that
q(A) > n for any challenge message * = z...x, output by A on security parameter \. We
build a PPT adversary B that breaks the single-key, single-ciphertext, selective-IND-security of
OneCompFE. B first runs A on input 1* and receives parameters 17,1/ 1¢x 1% and a function
query f € F[lr,ls,lx,ly]. Bthen sends function size 1%7x | input size lf’"&, and output size 1 sy
to its OneCompFE challenger where Ehk,ﬁm/ ,Esym .m,, are computed as specified in our parameter
section. B then samples {rmskl,rkz,rk s TKeyGen, ,st;, 0; }ie[g+1) uniformly at random and computes
{msk;, ki, kj }icjg+1) from these values as in Hybrld6 k1- B also samples {rmsk ’TEncZ}ZE[q-H]\{k-‘rl}’
uniformly at random and computes {msk;};c(q11)\ {k+1} from these values as in Hybr1d67 k1. Fori <
k, B computes ct}, ; < OneCompFE.Enc(msk;, , (0¢7, 0%, 0*, 0%, l,rgi);r’EnCiH). For i > k, B com-
putes ct;,; < OneCompFE.Enc(msk;,, (f, s~ti+1,rmski+1,rKeyGeni+1,O,O)‘);T’EnciH). Observe that
this is the same as in Hybridém and does not require knowledge of mskj, |, Tiskes1 TEncyy, - FOI @ =
k, B sends challenge message pair ((0°7,0%,0* 0%, 1, r;%), (f,stryt, Tmskyy1 1 TKeyGeny 1+ 05 0M)) to its
OneCompFE challenger and receives a OneCompFE encryption ctf,gJrl of either (0¢7, 0%, 0*, 0,1, r;%)
or (f, s~tk+1,rmskk+1,rKeyGenk+l,0 0M). B computes {eis sky, Yielqg)s {c, hcl’c }ielg)\ {1} from these values
as in Hybrid“ék 1- (This does not require knowledge of msk,H_l, sk 41 Enck+1)' B then sends
function query hyy1 = he, s to its OneCompFE challenger and receives a OneCompFE function
key sk}le+1 in return. As needed for the security game, we can observe that

(07,0%,0%,0%,1,77,)

/
Ck+1 7Ck+1

_ ot A
_'htk+1¢%+l(f7Stk+1aankk+1aTKeyGenk+1aOaO )

This is because ¢, 41 encrypts sk where sk is generated in the same way as in the o 1=0

9k+1 9k+1
branch of hgiq1. B computes {sk;:}ie[q}\{m“} as in Hybridéhl. B sends SK; = sk,, to A and
receives a challenge message z. B then computes {p; }icjn+1), {¥i}ic[n) s in Hybridéhl. For i < k,
B computes ct; +— OneCompFE.Enc(msk;, (0%, 0%, 0%,0*, 0%, 0%, 0%, 1,7y,,1;)). For i > k, B com-
putes ct; OneCompFE.Enc(mski,(:(:i,pi,piﬂ,r;]skiﬂ,r’EnCHI,rmskiﬂ,rKeyGeniH,O,O)‘,053’)). Ob-
serve that this is the same as in Hybridéhl and does not require knowledge of msk;H, T:nskkﬂ , r’EanH.
B sets CTy = cty and CT; = (ct;, sky,,) for i € [n]\{1}. B sends CT = (CT;);c[,) to A and outputs
whatever A outputs. Observe that if B received an encryption ctj, 41 of (0t 0%, 0%, 0, 1, r}ck) then B
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exactly emulates Hybridékz, and if B received an encryption ct;qul of (f,stpy1, Tmsky41: TKeyGeny, 1+ 0, 0*)
then B emulates Hybridékyl. Additionally, B does not need to know the values of mskj, i1 r:nskkﬂ TEn _—
to run this experiment. Thus, by Equation 8, B breaks the security of OneCompFE as B can dis-
tinguish between the two ciphertexts with non-negligible probability. O
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Hybrid“74(1A): For any A, this is simply Hybridéqz where ¢ = ¢(\) is the runtime of A on security
parameter A.

1. Parameters: The adversary A receives security parameter 1%, and outputs a function size
17 | a state size 1%, an input size 1¢¥, and an output size 1.

2. Function Query: A outputs a streaming function query f € F[lr,ls, Ly, ly].
3. Compute Randomness:

(a) For i€ [n+ 1],
i‘ TmSkZ'7 T:nski ) Tki ) T;ﬁw rénci i TKeyGeni — {07 1}>\
ii. msk; < OneFSFE.Setup(1*; Tmsk; ), MsK; < OneCompFE.Setup(l’\;r:nski),
ki < Sym.Setup(1*;7y,), ki + Sym/.Setup(lA;rfﬁ_)
iii. st; < {0, 1}%s
4. Compute sk, and skj, :

(a) For i € [n],
i. 6; < {0,1}%
ii. ct},; + OneCompFE.Enc(msk,, (07,0%, 0%, 0%, L1, )i Tencsyy)
ii. ¢; Sym.Enc(ki, (92, Ct’Z-Jrl))
iv. sky, OneFSFE.KeyGen(msk,-,gfvgtl_’cl,; TKeyGen, ) for Gt tc; 2 defined in Figure 6.
v. Ifi > 1
A. ¢, < Sym.Enc(k}, skg,)
B. skj, < OneCompFE.KeyGen(msk;, he, ;) for he ., as defined in Figure 7.

5. Function Key: Send SK; = sk, to the adversary.

6. Challenge Message: A outputs a challenge message © = 1 ...z, for some n € N and
where each z; € {0,1}¢x.

7. Compute p; and ¥;:
(a) st; = 0fs
(b) For i € [n],
i. pi =st; Dst;
i (yi,stiv1) = f(zi,sti)
iii. ¢ =0; Dy,
(¢) piy1 = 57Cz‘+1 @ st
8. Challenge Ciphertext:
(a) For i € [n],
i. ct; + OneFSFE.Enc(msk;, (0°¥, 0%, 0% 0* 0%, 0%, 0%, 1,74, )
ii. If i =1, CTy = cty. Else, CT; = (cty, skj,,)
(b) Send CT = (CT;);c[y) to the adversary.

9. Adversary’s Output: A outputs a bit b which is the outcome of the experiment.
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Lemma 5.11. For all adversaries A,
Pr[Hybridg', ,(1*) = 1] — Pr[Hybrid7'(1*) = 1]| = 0

where ¢ = q(\) is the runtime of A on security parameter .

Proof. These hybrids are identical. Observe that if g(\) is the runtime of A, then ¢(\) > n for any
challenge message x = x1 ...z, output by A on security parameter \. Thus, Hybridéqz always
uses the a; = o, = 1 branches for ct; and ct/ just like in Hybridz'. O
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Hybridé“(lA): We write the experiment using an explicit simulator Sim. Observe that Sim is PPT.

1. Parameters: The adversary A receives security parameter 1)‘, and outputs a function size
167 a state size 15, an input size 1¢*, and an output size 1%. The simulator Sim receives
(17, 167 18s 10x 1%9),

2. Function Query: A outputs a streaming function query f € F[{r,ls,{x,{y] which is sent
to Sim.

3. Compute Randomness: Sim computes the following:
(a) For i€ [n+1],1

i' Tmskia T:nski 9 ’rkiv T;gia réncia TKeyGeni < {07 1})\
ii. msk; <~ OneFSFE.Setup(1*; rmsk, ), msk; OneCompFE.Setup(l’\;r:nski),
ki < Sym.Setup(1*;7y,), ki + Sym'.Setup(lA;ri;i)
iii. st; « {0, 1}%s
4. Compute sk, and sk;%,: Sim computes the following:
(a) For i € [n],
i. 0; « {0,1}*
ii. ct},; < OneCompFE.Enc(msk;, , (0t , 0%, 0*, 0%, 1,r§€i);r’Enci+1)
iii. ¢; «= Sym.Enc(k;, (0;,ctj,))
iv. skg, < OneFSFE.KeyGen(mski,gfgtivcl_; rKeyGeni) for 9ft; e @S defined in Figure 6.
v. Ifi > 1
A. ¢ < Sym.Enc(k/, sky,)
B. skj, < OneCompFE.KeyGen(msk;, hese;) for he, o as defined in Figure 7.

5. Function Key: Sim sends SK; = sky, to the adversary.

6. Challenge Message: A outputs a challenge message x* = z1...x, for some n € N and
where each z; € {0,1}**. The simulator does not receive x.

7. Challenge Message Output: Sim receives 1" and y = (y1,...,yn) where y = f(x).
8. Compute ¢;: Sim computes the following:
(a) For i € [n],
L =0,y
9. Challenge Ciphertext: Sim computes the following:

(a) For i € [n],
i. ct; + OneFSFE.Enc(msk;, (0°¢ 0%, 0% 0* 0%, 0%, 0%, 1,74, 9;))
ii. If i =1, CTy = cty. Else, CT; = (cty, skj,,)

(b) Sim sends CT = (ct;);e[y to the adversary.

10. Adversary’s Output: A outputs a bit b which is the outcome of the experiment.

1See Remark 5.3
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Lemma 5.12. For all adversaries A,
Pr[Hybrids'(1*) = 1] — Pr[Hybridg' (1)) = 1]| =0

Proof. Hybrid“74 and Hybridg;4 are identically distributed. Observe that as p; is not used in the
previous hybrid, we only need to compute v; in step 8. However, the value of v; only depends
on y; and ;. Thus, the simulator can compute v; from y, without needing to know x. The only
other change we make is that we explicitly label the challenger as a simulator. Thus, this hybrid is
identically distributed to the previous one. O

Thus, our lemmas give us the following corollary:
Corollary 5.13. If

e PRF and PRF2 are secure PRFs,

e Sym and Sym’ are secure symmetric key encryption schemes,

e OneCompFE is single-key, single-ciphertext, selective-IND-secure,

e and OneFSFE is single-key, single-ciphertext, function-selective-IND-secure FE
then One-sFE is single-key, single-ciphertext, function-selective-SIM-secure.

Proof. By combining the hybrid indistinguishability lemmas above, we get that for all PPT adver-
saries A,
Pr[Hybrid;'(1*") = 1] — Pr[Hybridg' (1) = 1]| < negl())

The corollary then follows from the fact that Hybrid“l4 represents the real world security experiment
Rea|Expt?{‘e'F“”C'S‘e"S''VI and Hybridg' represents the idea world security experiment IdealExpta?g{nﬁunc‘se"s'M

for the PPT Sim defined in Hybridé“. O

Corollary 5.13 then implies Theorem 5.1 as we can instantiate the required primitives from a
strongly-compact, selective-IND-secure, secret-key FE scheme for P/Poly.
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6 Bootstrapping to an IND-Secure, Public-Key Streaming FE
Scheme

We now construct our semi-adaptive-function-selective-IND-secure, public-key sFE scheme. We
prove the following;:

Theorem 6.1. Assuming

1. a selective-IND-secure, public-key FE scheme for P/Poly

2. a single-key, single-ciphertext, function-selective-IND-secure, secret-key, sFE scheme for P /Poly
there exists a semi-adaptive-function-selective-IND-secure, public-key sF'E scheme for P/Poly.

Remark 6.2. In fact, if the secret-key sFE scheme was adaptive-IND-secure, then our bootstrap-
ping procedure would produce an adaptive-IND-secure, public-key sFE scheme. More precisely,
assuming (1) a selective-IND-secure, public-key FE scheme for P/Poly, and (2) a single-key, single-
ciphertext, adaptive-IND-secure, secret-key, sSFE scheme for P/Poly, there exists an adaptive-IND-
secure, public-key sFE scheme for P/Poly. We do not formally prove this here, but the proof is
essentially the same as that of Theorem 6.1.

Then, by applying Theorem 5.1, we get our main theorem:

Theorem 6.3. Assuming a strongly-compact, selective-IND-secure, public-key FE scheme for P/Poly,
there exists a semi-adaptive-function-selective-IND-secure, public-key sFE scheme for P/Poly.

Proof. This follows from Theorem 5.1 and Theorem 6.1 since a strongly-compact, selective-IND-
secure, public-key FE scheme for P /Poly implies a strongly-compact, selective-IND-secure, secret-key
FE scheme for P/Poly, and a single-key, single-ciphertext, function-selective- SIM -secure, secret-key,
sFE scheme for P/Poly implies a single-key, single-ciphertext, function-selective-IND-secure, secret-
key, sFE scheme for P/Poly. O

Please refer to the technical overview (Section 2) for a high level overview of our construc-
tion. Our construction and security proof is nearly the same as in [AS16], except for a few minor
modifications detailed later in Remark 6.5.

To prove Theorem 6.1, we build an sFE scheme from the following tools. As we show below,
apart from One-sFE, all of the following tools can be instantiated using a selective-IND-secure,
public-key FE scheme for P/Poly.

Tools.

e One-sFE = (One-sFE.Setup, One-sFE.Enc, One-sFE.KeyGen, One-sFE.Dec): A single-key, single-
ciphertext, function-selective-IND-secure, secret-key sFE scheme for P/Poly.

e PRF = (PRF.Setup, PRF.Eval): A secure pseudorandom function family.
e PRF2 = (PRF2.Setup, PRF2.Eval): A secure pseudorandom function family.

e Sym = (Sym.Setup, Sym.Enc, Sym.Dec): A secure symmetric key encryption scheme with pseu-
dorandom ciphertexts.

e FPFE = (FPFE.Setup, FPFE.Enc, FPFE.KeyGen, FPFE.Dec): A function-private-selective-IND-
secure, secret-key FE scheme for P/Poly

e FE = (FE.Setup, FE.Enc, FE.KeyGen, FE.Dec): A selective-IND-secure, public-key FE scheme
for P/Poly.
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Instantiation of the Tools. Let FE' be a selective-IND-secure, public-key FE scheme for P /Poly.

e We can build PRF, PRF2, Sym from any one-way-function using standard cryptographic tech-
niques (e.g. [Gol01, Gol09]). As FE" implies one-way-functions, then we can build these from
FE'.

e FE' already satisfies the security requirements needed for FE.
e FE' immediately implies a selective-IND-secure, secret-key FE scheme SKFE' for P/Poly.

We can then build our function-private-selective-IND-secure, secret-key FE scheme FPFE
for P/Poly by using the function-privacy transformation of [BS18] on SKFE'.

6.1 Parameters

On security parameter A, function size ¢z, state size £s, input size £y, and output size ¢y, we will
instantiate our primitives with the following parameters:

e One-sFE: We instantiate One-sFE with function size fr, state size fg, input size £y, and
output size ¢y. This means that we will use the following algorithms:
— One-sFE.Setup(1*, 147, 1%, 1¢x  1%), One-sFE.EncSetup(1¢7, 1%, 1tx 1% ),
One-sFE.Enc(1*, 167, 1% 1fx 1% . .), One-sFE.KeyGen(1*, 1¢7, 1% 1tx 1% . ),
One-sFE.Dec(1*, 167, 16s 1fx 1%, . )

o PRF: We instantiate PRF with input size A and output size 5A. This means that we will use
the following setup algorithm: PRF.Setup(1*,1*,1%}).

e PRF2: We instantiate PRF2 with input size A and output size A\. This means that we will use
the following setup algorithm: PRF2.Setup(1%, 1%, 1%).

e FPFE: We instantiate FPFE with

- InI)Ut Size: gFPFE.mA = €One—sFE.msk)\ + KOne—sFE.Enc.stA + EPRF2.I<:>\ + 2 where eOne—sFE.mskA
is the size of master secret keys of One-sFE, {onesFE.Enc.st, 1S the size of encryption states

of One-sFE, and fprra.i, is the size of keys of PRF2.

— Function Size: (y, where {f, is the maximum of the size of H; 4, ;, defined in Figure 8
and the size of H defined in Figure 10 for any

4,@4,2) b0
* i, t; € {0, 1}
* xi, 7 € {0,1}%
* v; of size Lone-sFE.ct, Where {onesFE.ct, i the size of ciphertexts of One-sFE

Observe that the function size depends only on \,¢r, /s, lx, ¢y and the sizes of PRF2,
and One-sFE.

— Output Size: lonesFE.ct, Where fonesFE.ct, is the size of ciphertexts of One-sFE
This means that we will use the following algorithms:

_ FPFE.Setup(l)‘, 1@-{)\7 IZFPFE.mA7 1ZOnestE.ct>\)7 FPFE.Enc(lA, 1ZH>\7 1£FPFE.m/\’ 1 fone-sFE cty, )
FPFE.KeyGen(lA, 1€H)\7 1£FPFE4m)\, 1 £One-sFE cty ) FPFE.Dec(l)‘, 1£H)\, 1£FPFEAmA’ ]_ZOne—sFEAct)\’ .

e Sym: We instantiate Sym with messages of length fsym.m, = fone-sFE.sky + {FPFE.ct, Where
Lone-sFE.sk, is the size of function keys of One-sFE and frpfg.t, is the size of ciphertexts of
FPFE. This means that we will use the following setup algorithm: Sym.Setup(1*,1%vmmy).
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e FE: We instantiate FE with

— Input Size: gFE.m)\ = EFPFE.msk/\ -+ EPRF.kA + 1+ €5ym,h where eFPFE.mSk)\ is the size of
master secret keys of FPFE, {prf i, is the size of keys of PRF, and fsym x, is the size of
keys of Sym.

— Function Size: /g, where /g, is the maximum size of G 5 . defined in Figure 9 for any
* f S .7-"[6;,65,6;(,63;]
x s€{0,1}*
* c of size lsym.ct, Where fsym ct, is the size of ciphertexts of Sym

Note that the function length depends only on A, ¢r,/¢s,fx,¢y and the sizes of PRF,
PRF2, One-sFE, FPFE, and Sym.

— Output Size: (rgout, = lOne-sFE.sky + FPFE.cty Where LonesFEsk, is the size of secret
keys of One-sFE and /rpfe ct, is the size of ciphertexts of FPFE

This means that we will use the following algorithms:

— FE.Setup(1}, 195 17Emy | 1Euty) FE Enc(1%, 161, 18 my 10Eouy . ),
FE.KeyGen(l)‘, 1fcy ’ 1£FE.m/\’ IEFE.out/\’ o), FE.Dec(l)‘, 1EG>\7 1€FE.m/\’ 1 bFE.out) )

Notation. For notational convenience, when the parameters are understood, we will often omit
the security, input size, output size, message size, function size, or state size parameters from each
of the algorithms listed above.

Remark 6.4. We assume without loss of generality that for security parameter A, all algorithms
only require randomness of length A. If the original algorithm required additional randomness,
we can replace it with a new algorithm that first expands the A bits of randomness using a PRG
of appropriate stretch and then runs the original algorithm. Note that this replacement does not
affect the security of the above schemes (as long as {r, s, .y, {y are polynomial in \).
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6.2 Construction

We now construct our streaming FE scheme sFE. Recall that for notational convenience, we may
omit the security, input size, output size, message size, function size, or state size parameters from
our algorithms. For information on these parameters, please see the parameter section above.

Remark 6.5. Our construction is nearly the same as in [AS16]. Here, we are bootstrapping a
single-key, single-ciphertext streaming FE scheme as opposed to a single-key, single-ciphertext FE
scheme for Turing machines. There are only a few minor changes from the construction of [AS16]:

e In each function Gy, ., in addition to encrypting One-sFE.msk under FPFE, we also encrypt
the starting encryption state One-sFE.Enc.st and a PRF key PRF2.k. This also slightly changes
the definition of each Hj 4, function . In [AS16], these additional values were not needed.
The proof of security can be easily modified to accommodate these values.

e For each x = x; ...z, we create n FPFE function keys, one for each z;. In [AS16], we only
needed one function key. This change requires us to rely on an unbounded-key, function-
private FE scheme, as opposed to the single-key, function-private FE scheme used in [AS16].
The proof of security is similar except that we perform changes across all FPFE function keys
at once.

e We break the encryption algorithm of [AS16] into two parts: EncSetup and Enc.
We now describe our construction.
e sFE.Setup(1*, 147, 1%s 1%x 1%):

1. (FE.mpk, FE.msk) < FE.Setup(1%)
2. Output (MPK = FE.mpk, MSK = FE.msk).

e sFE.EncSetup(MPK):

Parse MPK = FE.mpk.

PRF.K « PRF.Setup(1%).

FPFE.msk < FPFE.Setup(1*)

FE.ct < FE.Enc(FE.mpk, (FPFE.msk, PRF.K, 0, 0fm-kx ),
Output Enc.ST = (FPFE.msk, FE.ct)

A

e sFE.Enc(MPK, Enc.ST, i, x;):

Parse Enc.ST = (FPFE.msk, FE.ct).

t; < {0, 1}

Let H; = H; 4, +, as defined in Figure 8.
FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
If i =1, output CT; = (FE.ct, FPFE.skz,).
Else, output CT; = FPFE.sky,

AN el
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H; z, +;(One-sFE.msk, One-sFE.Enc.st, PRF2.k, /3):
LIfA=0
(a) r; < PRF2.Eval(PRF2.E,t;)
(b) Output One-sFE.ct; - One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, ;; ;)
2. Else, output L

Figure 8

e sFE.KeyGen(MSK, f):

Parse MSK = FE.msk.

s < {0,1}

¢ « {0, 1}£5ym-cfx

Let G = Gy as defined in Figure 9.
FE.skg < FE.KeyGen(FE.msk, )
Output SK; = FE.skg

S U =

Gf.s(FPFE.msk, PRF.K, o, Sym.k):
1. Ifa=0
(a) (7Setup: TKeyGens TEncSetup; TPRF2, TEnc) <— PRF.Eval(PRF.K, s)
(b) One-sFE.msk <— One-sFE.Setup(1*; 7setup)
(c) One-sFE.Enc.st <— One-sFE.EncSetup(One-sFE.msk; 7EncSetup)
(

)
)
d) One-sFE.sky <— One-sFE.KeyGen(One-sFE.msk, f; 7keyGen)
(e) PRF2.k + PRF2.SetUp(1)\;T‘pRF2)

(f)

f) FPFE.ct < FPFE.Enc(FPFE.msk, (One-sFE.msk, One-sFE.Enc.st, PRF2.k,0); rgnc)
(g) Output (One-sFE.sks, FPFE.ct)

2. Else
(a) Output (One-sFE.sky, FPFE.ct) <= Sym.Dec(Sym.k, c)

Figure 9

e sFE.Dec(SKy, Dec.ST;, 4, CT;):

1. Ifi=1

(a) Parse CT; = (FE.ct,FPFE.sky,) and SKy = FE.ske.
(b) (One-sFE.sk¢, FPFE.ct) = FE.Dec(FE.skg, FE.ct)
(c) Set One-sFE.Dec.st; = L.

2. Ifi>1
(a) Parse CT; = FPFE.sky;,
(b) Parse Dec.ST; = (One-sFE.sk¢, FPFE.ct, One-sFE.Dec.st;)
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3. One-sFE.ct; = FPFE.Dec(FPFE.sky,, FPFE.ct)
4. (yi,One-sFE.Dec.st;;1) = One-sFE.Dec(One-sFE.sk ¢, One-sFE.Dec.st;, i, One-sFE.ct;)
5. Output (y;, Dec.ST; 41 = (One-sFE.sks, FPFE.ct, One-sFE.Dec.st; 1))

We also define the following function which will be used in our security proof.

Hz*xl ot vi(One—sFE.msk, One-sFE.Enc.st, PRF2.k, 3):

e If3=0

1. r; + PRF2.Eval(PRF2.k,t;)
2. Output One-sFE.ct; < One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, z;; ;)

e If5=1

1. r; < PRF2.Eval(PRF2.k,1;)
2. Output One-sFE.ct; <— One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, 7; 1)

e Else, output v;

Figure 10

6.3 Correctness and Efficiency

Efficiency: Using our discussion above on parameters, it is easy to see that the size and runtime
of all algorithms of One-sFE on security parameter A, function size £, state size £s, input size £y,
and output size fy are poly(\, {r,ls, Ly, ly).

Correctness Intuition: Our ciphertext consists of (FE.ct, {FPFE.sky, }ic[,), and our function
key consists of SKy = FE.skg. We can combine FE.ct and FE.skg via FE decryption to get a function
key One-sFE.sk; for f under One-sFE.msk, and a ciphertext FPFE.ct containing One-sFE.msk. Then,
for i € [n], we can combine FPFE.ct and FPFE.sky, to get the i'" ciphertext One-sFE.ct; of the
encryption of x under One-sFE.msk. We can then combine One-sFE.sk; and {One-sFE.ct;};c[y
using One-sFE decryption to compute f(z).

Correctness: More formally, let p be any polynomial and consider any A and any ¢x,{s,lx,ly <
p(A). Let SK; be a function key for function f € F[lr,{s,lx,ly], and let CT = {CT;};c|, be a
ciphertext for  where z = z; ..., for some n € [2}] and where each z; € {0,1}%*.

First parse SKy = FE.skg, CT; = (FE.ct, FPFE.sky,), and CT; = FPFE.sky, for i € [n]\{1}.
Then, by correctness of FE, except with negligible probability,

FE.Dec(FE.skg, FE.ct) = G, .(FPFE.msk, PRF.K, 0, 0/mkx )
= (One-sFE.sk¢, FPFE.ct)

where One-sFE.sks is a One-sFE function key for f generated under One-sFE.msk, and FPFE.ct is

o8



an FPFE ciphertext encrypting (One-sFE.msk, One-sFE.Enc.st, PRF2.k,0) as defined by

(TSetup» TKeyGen TEncSetup, "PRF2, T"Enc) <— PRF.Eval(PRF.K, s)

One-sFE.msk < One-sFE.Setup(1*; TSetup)

One-sFE.Enc.st < One-sFE.EncSetup(One-sFE.msk)

One-sFE.sk¢ <— One-sFE.KeyGen(One-sFE.msk, f; 7keyGen)

PRF2.k < PRF2.Setup(1*; rprr2)

FPFE.ct < FPFE.Enc(FPFE.msk, (One-sFE.msk, One-sFE.Enc.st, PRF2.k,0); rgnc)

Then, by correctness of FPFE, except with negligible probability, for all i € [n],

FPFE.Dec(FPFE.skg,, FPFE.ct) = H; 5, +,(One-sFE.msk, One-sFE.Enc.st, PRF2.k, 0)
= One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, z;; PRF2.Eval(PRF2.k, ¢;))
= One-sFE.ct;

where One-sFE.ct; is the i** One-sFE ciphertext for z under One-sFE.msk. Thus, if One-sFE.Dec.st; =
L is the proper starting decryption state for One-sFE, and if we define One-sFE.Dec.st; for i > 1
inductively by

(4i, One-sFE.Dec.st;; 1) = One-sFE.Dec(One-sFE.sk ¢, One-sFE.Dec.st;, i, One-sFE.ct;)

then by correctness of One-sFE, except with negligible probability, y = y;1 ...y, = f(z). Thus, for
i =1 and using the values we defined above,

sFE.Dec(SKy,Dec.STy,1,CTy) = sFE.Dec(FE.skq, L, 1, (FE.ct, FPFE.skgy;, )
= (y1,Dec.STy = (One-sFE.sk¢, FPFE.ct, One-sFE.Dec.st3))

Therefore, for ¢ > 1, using the values defined above,

sFE.Dec(SKy, Dec.ST;, 4, CT;) = sFE.Dec(FE.skg, (One-sFE.sky, FPFE.ct, One-sFE.Dec.st;), i, FPFE.skpy;, )
= (yi, Dec.ST;41 = (One-sFE.sks, FPFE.ct, One-sFE.Dec.st; 1))

Therefore, decryption correctly outputs y = f(z).

6.4 Security
As the security proof is very similar to the one in [AS16], we defer it to Appendix D.
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Definition A.1 (§-LPN Assumption [BFKL94, IPS08, AAB15, BCGI18]). Let 6 € (0,1). We say
that the 6-LPN Assumption is true if the following holds: For any constant n, > 0, any function
p : N = N such that for every { € N, p(¢) is a prime of £ bits, any constant n, > 0, we set
p=pl),n=n(l) =" andr = r{) =%, and we require that the following two distributions
are computationally indistinguishable:

{(A, b=s-A+e | A<+ Zf;xn, 8+ Z;X", e+ D}X"(p)}eeN

A A 7txn eZlX”}
{Awaczyruczyr}

where e < Dy (p) is a generalized Bernoulli distribution, i.e. e is sampled randomly from Z, with
probability r = =% and set to be 0 with probability 1 — r.

Definition A.2 (Pseudorandom Generator). A stretch-m(-) pseudorandom generator is a Boolean
function PRG : {0,1}* — {0,1}* mapping n-bit inputs to m(n)-bit outputs (also known as the
stretch) that is computable by a uniform PPT machine, and for any non-uniform PPT adversary
A, there exists a negligible function u such that for alln € N,

reﬁfl}”LA(PRG(T)) =1] - ze{l:())ﬂ}m[A(z) =1]| < p(n)

Further, a PRG is said to be in NC? if PRG is implementable by a uniformly efficiently generatable
NCY circuit.

Definition A.3 (DLIN Assumption). The decision linear (DLIN) assumption over prime order
symmetric bilinear groups is stated as follows: Given an appropriate prime p, two groups G,Gr
are chosen of order p such that there exists an efficiently computable nontrivial bilinear map e :
G X G — Gr. Canonical generators g for G and gr for Gr are also computed. Then, the DLIN
assumption requires that the following computational indistinguishability holds:

(6%, 6", 97, 6" ¢*°, 7T | 2y, 2,0, b < 2} =0 {(97, 6%, 9%, 6% 6%°, 6°°) | 2, y, 2, a,b, ¢ < Ty}

B Preliminaries Continued

B.1 Standard Notions

Definition B.1 (PRF). A pseudorandom function family (PRF) with key space KC = {ICx n.m } A n,meN
is a tuple of PPT algorithms PRF = (PRF.Setup, PRF.Eval) where

° PRF.Setup(l)‘, 1",1™): takes as input the security parameter X\, an input length n, and an
output length m, and outputs a key k € Ky 5.m

e PRF.Eval(k,z) takes as input a key k € Ky nm and an input x € {0,1}", and outputs a value
y € {0,1}™.

Security requires that there exists a megligible function p such that for all A € N and every PPT
adversary A,

Pr[Expt’ 7 (1%,0) = 1] — Pr[Expt’fF (14, 1) = 1]| < p(N)

where for each b € {0,1} and XA € N, we define
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Expt™RF (14, b)
1. Parameters: A takes as input 1* and outputs an input size 1™ and an output size 1™
2. Setup:

(a) If b= 0, sample PRF.k < PRF.Setup(1*,17,1™).

(b) If b =1, sample R < Rpm where Ry m is the set of all functions from {0,1}" to
{0,1}™.

3. PRF Queries: The following can be repeated a polynomial number of times:

(a) A outputs an input x € {0,1}"
(b) If b =0, send y = PRF.Eval(PRF.k,x) to A
(c) Ifb=1, send y = R(z) to A

4. Experiment Outcome: A outputs a bit V' which is the output of the experiment.

Definition B.2 (Symmetric Key Encryption). A symmetric key encryption scheme with key space

K = {Kxn}rnen and ciphertext size m(-) is a tuple of PPT algorithms Sym = (Sym.Setup, Sym.Enc, Sym.Dec)
where

° Sym.Setup(l/\, 1™): takes as input the security parameter A and an input length n and outputs
a secret key k € KKy,

e Sym.Enc(k,x): takes as input a secret key k € Ky, and a message x € {0,1}" and outputs
an encryption ct € {0,1}Y"A) of .

e Sym.Dec(k,ct): takes as input a secret key k € Ky, and a ciphertext ct € {0, 1}y and
outputs a value y € {0,1}".

Correctness requires that for all polynomials p, there exists a negligible function n such that for all
A €N, alln < p(A), and every x € {0,1}",

Pr [Sym.Dec(k, Sym.Enc(k,z)) = z : k < Sym.Setup(1?, 1”)} >1—n\)

Security requires that there exists a negligible function p such that for all A € N and every PPT
adversary A,

‘Pr[Exptjym(ﬂ, 0) = 1] — PrlExpty™(1*,1) = 1}’ < u(N)

where for each b € {0,1} and A € N, we define

Expti‘ym (1*,b)
1. Parameters: A takes as input 1* and outputs an input size 1™.
2. Setup: k « Sym.Setup(1*,17)

3. Challenge Message Queries: The following can be repeated any polynomial number
of times:

(a) A outputs a challenge message pair (xo,x1) where xo,z1 € {0,1}".
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(b) ctp < Sym.Enc(k, xp)
(c) Sent cty, to A.

4. Experiment Outcome: A outputs a bit V' which is the output of the experiment.

We will sometimes require that our symmetric key encryption scheme has pseudorandom ci-
phertexts. Intuitively, this means that ciphertexts should be indistinguishable from random strings
of the same size.

Definition B.3 (Symmetric Key Encryption with Pseudorandom Ciphertexts). A symmetric key
encryption scheme with key space IC = {Kxn}txnen and ciphertext size m(-) has pseudorandom
ciphertexts if there exists a negligible function p such that for all A € N and every PPT adversary
A,

Pr[Expti%/m—Pseudorandom—CT(1)\, 0) _ 1] N Pr[Expti‘ym—Pseudorandom—CT(1)\, 1) _ 1] < N()\)

where for each b € {0,1} and A\ € N, we define

Expti‘ym—Pseudorandom—CT(1)\7 b)

1. Parameters: A takes as input 1* and outputs an input size 1™.
2. Setup: k « Sym.Setup(1*,17)

3. Challenge Message Queries: The following can be repeated any polynomial number
of times:
(a) A outputs a challenge message x where x € {0,1}".
(b) If b =0, ct + Sym.Enc(k, x).
(¢c) Ifb=1, ct « {0,1}\n)
(d) Send ct to A.

4. Experiment Outcome: A outputs a bit b’ which is the output of the experiment.

B.2 Secret-Key Functional Encryption
In this section, we formally define secret-key functional encryption.

Definition B.4 (Secret-Key Functional Encryption). A secret-key functional encryption scheme
for P/Poly is a tuple of PPT algorithms FE = (Setup, KeyGen, Enc, Dec) defined as follows:*?

o Setup(1*, 147, 1% 1%): takes as input the security parameter \, a function size Lx, an input
size Lx, and an output size {y, and outputs the master secret key msk.

e Enc(msk,z): takes as input the master secret key msk and a message x € {0,1}** | and outputs
an encryption ct of x.

o KeyGen(msk, f): takes as input the master secret key msk and a function f € F[lr,lx,ly],
and outputs a function key sky.

12We also allow Enc, KeyGen, and Dec to additionally receive parameters 1*, 147, 1% 1%¥ as input, but omit them
from our notation for convenience.
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o Dec(sky,ct): takes as input a function key sky and a ciphertext ct, and oulputs a value
y € {0,1}%.

FE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all N €N, all Lx, Ly, ly < p(N\), all z € {0,1}%, and all f € FllF, Ly, ly],

msk < Setup(1*, 147, 1¢x 1)
Pr | Dec(sky, ct,) = f(x) : cty < Enc(msk, z) >1— pu(A).
sk < KeyGen(msk, f)

Selective-IND-security requires the challenge messages to be sent before the function queries.

Definition B.5 (Selective-IND Security). A secret-key functional encryption scheme FE for P /Poly
is selective-IND-secure if there exists a negligible function p such that for all A € N and every PPT
adversary A,

Pr[SKExpt>¥NP (14 0) = 1] — Pr[SKExpt>g NP (17, 1) = 1]| < u(N)

where for each b € {0,1} and A € N, we define

SKExptSg NP (14, )

1. Parameters: A takes as input 1%, and outputs a function size 1°F, an input size 1°%,
and an output size 1%V,

2. Challenge Messages: A outputs challenge message pairs {(wo,i, 1) }iepr) for some T
chosen by the adversary where xq;,x1,; € {0,1}* for all i € [T).

3. Setup and Challenge Ciphertexts:

(a) msk « FE.Setup(1*, 167 1fx 1%)
(b) Fori e [T], compute ct; < FE.Enc(msk,xp ;) and send ct; to A.

4. Function Queries: The following can be repeated any polynomial number of times:

(a) A outputs a function query f € F[lr,lx,ly]
(b) sky < FE.KeyGen(msk, f)
(c) Send sky to A

5. Experiment Outcome: A outputs a bit b'. The output of the experiment is set to 1 if
b="b"and f(zo;) = f(x1:) for all functions f queried by the adversary and all i € [T).

Function-selective-IND-security requires the function queries to be sent before the challenge
message queries.

Definition B.6 (Function-Selective-IND-Security). A secret-key functional encryption scheme FE
for P/Poly is function-selective-IND-secure if there exists a negligible function p such that for all
A € N and every PPT adversary A,

Pr[SKExptine-Se-IND (12 ) = 1) — Pr[SKExpt7ine-Se-IND (12 1) = 1)| < pu())

where for each b € {0,1} and \ € N, we define
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SKEXptE{mC_SeI_IND(lA, b)

1. Parameters: A takes as input 1%, and outputs a function size 167, an input size 1t
and an output size 1%V,

2. Setup: msk <+ FE.Setup(1*, 17, 1tx 1%)
3. Function Queries: The following can be repeated any polynomial number of times:

(a) A outputs a function query f € F[lr,lx,ly]
(b) sky < FE.KeyGen(msk, f)
(c) Send sky to A

4. Challenge Messages: A outputs challenge message pairs {(xo, 1) }iepr) for some T
chosen by the adversary where g, 71,; € {0,1}* for all i € [T).

5. Challenge Ciphertexts: For i € [T], compute ct; < FE.Enc(msk,zp;) and send ct; to
A.

6. Experiment Outcome: A outputs a bit b'. The output of the experiment is set to 1 if
b="b"and f(xo;) = f(x14) for all functions f queried by the adversary and all i € [T.

C Additional Streaming FE Definitions

C.1 Secret-Key Streaming FE

In this section, we define additional notions of streaming FE. First, we define secret-key streaming
FE.

Definition C.1 (Secret-Key Streaming FE). A secret-key streaming functional encryption scheme
for P/Poly is a tuple of PPT algorithms sFE = (Setup, EncSetup, Enc, KeyGen, Dec) defined as fol-

lows:'?

1. Setup(lA, 167 165 16~ 1Zy).' takes as input the security parameter X\, a function size {r, a
state size s, an input size Ly, and an output size {y, and outputs the master secret key msk.

2. EncSetup(msk): takes as input the master secret key msk and outputs an encryption state
Enc.st

3. Enc(msk, Enc.st, i, x;): takes as input the master secret key msk, an encryption state Enc.st,
an index i, and a message x; € {0, 1}5/'“ and outputs an encryption ct; of x;.

4. KeyGen(msk, f): takes as input the master secret key msk and a function f € Fllr,ls,lx,ly]
and outputs a function key sky.

5. Dec(sky, Dec.st;, i, ct;): where for each function key sky, Dec(sky, -, -, -) is a streaming function
that takes as input a state Dec.st;, an index i, and an encryption ct; and outputs a new state
Dec.st;11 and an output y; € {0,1}%Y.

13We also allow Enc, EncSetup, KeyGen, and Dec to additionally receive parameters 1*, 147 1%s 1% 1% as input,
but omit them from our notation for convenience.
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sFE satisfies correctness if for all polynomials p, there exists a negligible function u such that for
all N €N, all £x,ls,0x,0y < p(N\), alln € [2V], all x = 21 ... 2, where each x; € {0,1}**, and all
f€Fllr, ls, Ly, by,

msk « Setup(1*, 1¢7 15, 1% 1),
Pr | Dec(sky,cty) = f(z) : ct, < Enc(msk, ), >1—pu(N)
sky < KeyGen(msk, f)

where we define'®

e the output of Enc(msk, ) to be ct, = (cti)ie) produced by sampling Enc.st < EncSetup(msk)
and then computing ct; < Enc(msk, Enc.st, i, x;) fori € [n].

e the output of Dec(sky, ct,) to be y = (yi)ic[n) where (yi, Dec.stii1) = Dec(sky, Dec.st;, i, ct;)

We require the same notion of streaming efficiency as with public-key streaming FE.

C.2 Relaxed Definition of Streaming FE

As mentioned in Remark 4.5, we can also consider a relaxed variant of streaming FE in which the
encryption function is also a streaming function that takes as input the master public key, a state
Enc.st;, an index ¢, and an input z;, and outputs a new state Enc.st;;1, and an encryption ct; of ;.

Definition C.2 (Public-Key Streaming FE, Relaxed Definition). A public-key streaming func-
tional encryption scheme (relazed definition) for P/Poly is a tuple of PPT algorithms sFE =
(Setup, Enc, KeyGen, Dec) defined as follows:'®

e Setup(1*, 147 1% 1%x 1%): takes as input the security parameter \, a function size Lr, a
state size Ls, an input size Lx, and an output size ly, and outputs the master public key mpk
and a master secret key msk.

e Enc(mpk, Enc.st;, i, z;): where for each master public key mpk, Enc(mpk,-, -, ) is a (ran-
domized) streaming function that takes as input a state Enc.st;, an index i, and a message
x; € {0, 1}£X and outputs a new state Enc.st;11 and an encryption ct; of x;.

o KeyGen(msk, f): takes as input the master secret key msk and a function f € F[lr,ls, by, ly]
and outputs a function key sky.

o Dec(sky, Dec.st;,i,ct;): where for each function key sky, Dec(sky,-,-,-) is a (deterministic)
streaming function that takes as input a state Dec.st;, an index i, and an encryption ct; and
outputs a new state Dec.st;y1 and an output y; € {0, 1}53’.

sFE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all N €N, all £x,l5,0x,0y < p(N\), alln € [2V], all x = 21 ... 2, where each x; € {0,1}'*, and all
feFlr ls, Ly, byl

(mpk, msk) < Setup(1*, 167, 16s 1fx 14),
Pr | Dec(sky,ct,) = f(x) : ct, < Enc(mpk, ), >1—u()N)
sk < KeyGen(msk, f)

where we define'®

1 As with all streaming functions, we assume that Dec.st; = L by default.

15We also allow Enc, KeyGen, and Dec to additionally receive parameters 1*,1¢%, 1% 1% 1%¥ as input, but omit
them from our notation for convenience.

16 As with all streaming functions, we assume that Enc.st; = Dec.st; = L by default.
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e the output of Enc(mpk,z) to be ct, = (ct;);efn) where (ct;, Enc.sti1) <= Enc(mpk, Enc.st;, i, 2;)
e the output of Dec(sky, ct,) to be y = (yi)ic[n) where (yi, Dec.sti1) = Dec(sky, Dec.st;, i, ct;)

We require the same notion of streaming efficiency as in the original definition of public-key
streaming FE. The definitions of security are the same as before except that we define Enc(mpk, x)
according to Definition C.2. We can also similarly define this in the secret-key setting, where
Setup only outputs a master secret key and Enc only requires the master secret key instead of the
(non-existent) master public key.

Remark C.3. Observe that a public-key streaming FE is a special case of the relaxed definition of
a public-key streaming FE. If sFE = (Setup, EncSetup, Enc, KeyGen, Dec) is a public-key streaming
FE scheme, then we can create a public-key streaming FE scheme sFE’ = (Setup, Enc’, KeyGen, Dec)
according to our relaxed definition where we define

Enc’(mpk, Enc’.st;, i, 7;):
1L Ifi=1,

(a) Enc.st <— EncSetup(mpk)
(b) cty < Enc(mpk, Enc.st, 1,x1)
(c) Output (cty, Enc’.sto = Enc.st)

2. Else

(a) Parse Enc’.st; = Enc.st

(b) ct; < Enc(mpk, Enc.st, i, x;)

(c) Output (ct;, Enc’.st;11 = Enc.st)

D Security Proof from Section 6

In this section, we prove that sFE from Section 6 is semi-adaptive-function-selective-IND-secure (see
Definition 4.6). In this proof, we will use an alternate, but equivalent definition of semi-adaptive-
function-selective-IND-security.

Definition D.1 (Semi-Adaptive-Function-Selective-IND-Security, Equivalent Definition). A public-
key streaming FE scheme sFE for P/Poly is semi-adaptive-function-selective-IND-secure if there
exists a negligible function u such that for all A € N and all PPT adversaries A,

; 1
Pr[ExptGuessi{eml—Ad—Func—Sel—lND(1>\> — 1] < § + M()‘)

where for each A € N, we define

EXptGuessi\emi-Ad—Func—SeI-l ND (1>\)

1. Parameters: A takes as input 1*, and outputs a function size 1'%, a state size 1S, an
mput size 1“, and an output size 1%,

2. Public Key: Compute (mpk, msk) < sFE.Setup(1*, 147, 1%, 1¢x 1) and send mpk to
A.

70



3. Function Queries: The following can be repeated any polynomial number of times:

(a) A outputs a function query f € F[lr,ls, Ly, ly]
(b) sky < sFE.KeyGen(msk, f)
(c) Send sky to A

4. Challenge Message: A outputs a challenge message pair (x(o),:r(l)) where (0 =

xgo) .. .:cgo) and (M = x&l) . ..x%l) for some length n € N chosen by the adversary and

O 2N € {0, 1),

where each x; ", x;

5. Challenge Bit: Sample b < {0,1}.
6. Challenge Ciphertext: Compute ct < sFE.Einc(mpk,x(b)) and send ct to A.

7. Experiment Outcome: A outputs a bit b'. The output of the experiment is set to 1 if
b="0 and f(z©) = f(zM) for all functions f queried by the adversary.

This is equivalent to the regular definition as for any adversary A,
Pr[ExptGuessSem-Ad-Func-SeHIND (1) _ 1| <

if and only if
Pr[ExptSemAd-Func-SeIND (13 ) — 1] _ prlExptSemAd-Func-SekIND (13 1) — 1]| < negl(\)

Notation. Recall that for notational convenience, we may omit the security, input size, output
size, message size, function size, or state size parameters from our algorithms. For information on
these parameters, please see the parameter section in Section 6.

D.0.1 Proof Overview
To build intuition, we provide a brief overview of each hybrid below.

° Hybrid“l4 : This is the real world experiment. The adversary first receives the security
parameter and chooses the function size, state size, input size, and output size. Then, the
adversary receives the master public key MPK. After that, the adversary can adaptively
receive function keys sky, for streaming functions f; of its choice. Next, the adversary submits
a challenge message pair (2(?), (1)) and receives a ciphertext of (%) for a random bit b € {0, 1}.
The adversary guesses b and wins if it guesses b correctly and if f;(z(?)) = f;(z()) for all f;
queried.

° Hybridf‘: We hardcode in values for the a = 1 branch of Gy, s, ., for each function key.
For each function query f;, we hardcode into ¢; the values (One—sFE.skfj7 FPFE.ct;) that are
output by Gy, s ; on the o = 0 branch if we run it on the input (FPFE.msk, PRF.K, 0, OZSY"‘-’“A)
generated by the challenge message. Note that this input is independent of the choice of
challenge messages (9, z(1)). (By hardcode, we mean that we generate
¢; <= Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))). The objective is to use the security of FE
in the next hybrid to switch to the o = 1 branch of each Gy, ., s;, which does not require
knowledge of PRF.K or FPFE.msk in the input. As PRF.K is used to generate all of the
One-sFE master secret keys, being able to remove this value will allow us to hide these One-sFE
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master secret keys in later hybrids. The indistinguishability of Hybrid“l4 and Hybrid§4 holds
by the pseudorandom ciphertext property of Sym.

Hybrid?: In the challenge ciphertext, instead of encrypting
FE.ct < FE.Enc(FE.mpk, (FPFE.msk, PRF.K, 0, 0/mkx))

we encrypt
FE.ct < FE.Enc(FE.mpk, (0°FPFEmsky O%PRF.x 1 Sym.k))

Observe that the only functions keys generated using the corresponding FE.msk are for func-
tions Gy, s, ;- However, because we have hardcoded the correct output values into each ¢; in
our previous hybrid, then for all j,

G, .s;.c; (FPFE.msk, PRF.K, 0,0k ) = Gy, o o (0FPFEmsia 0fPRFIL 1 Sym. k)

Thus, the indistinguishability of Hybrid§4 and Hyblt'idé4 holds by the selective-IND-security
of FE. Selective security is sufficient as the messages (FPFE.msk, PRF.K0, OESV””“A) and
(OZFPFE"‘SM ,OfPREI, ] Sym.k) can be computed at the beginning of the experiment, even before
learning FE.mpk.

Hybridf: For each j, to determine the values we need to hardcode into c;, we use ran-
domness 7setup,j, TKeyGen,j» TEncSetup,js TPRF2,j: TEnc,j t0 generate One-sFE.msk;, One-sFE.Enc.st;,
One-sFE.sky,, PRF2.k;, and FPFE.ct;. Instead of generating these random values using PRF. K,
we now generate these values using true randomness. Because of the change made in our
previous hybrid, the key PRF.K is not used anywhere else in our experiment, so the indistin-
guishability of Hybrids' and Hybrid;' holds by the security of PRF.

HybridA' In the ciphertext, we replace the FPFE function keys for H NOW with function

keys for new functions H NORCP (defined in Figure 11) that have additlonal branches of
LT Ty, ti,v;

computation.

— When g = 0, H* OO Will act the same as H 0 and will generate a One-sFE

1,T; T, 7,77,

o),

ciphertext for x;

— When g =1, H O will instead generate a One-sFE ciphertext for xgo)_

71 71 3ti Ui

— When 8 = 2, H RO will simply output v; (which is set to 0 in this hybrid).

71 71 3bis Ui

As H, " and H* ® 0, act the same when 8 = 0, and we only encrypt FPFE messages

where 5 = 0, then the 1ndlst1nguishability of Hybridf and Hybridg4 holds by the function
privacy of FPFE.

We will now go through a series of hybrids for £ = 1 to ¢ where ¢ = ¢()\) is the runtime of
A and an implicit bound on the number of function queries made by A. At a high level, the
goal is to one by one switch to the § = 1 branch in every FPFE ciphertext. This will allow
us to use the function privacy of FPFE to remove the dependence on b present in the g = 0
branch of each H o) 40

4Ty T i,U4
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- Hybridém: We prepare to switch to the § = 2 branch in the k*" FPFE ciphertext. For
each i, we replace the value v; in the FPFE function key of H* ., () . (or for k > 1, the
X iyUq

LT; Ty Tl

value v; 1 in H:x(b) RO 1) with a new value v; ;, which corresponds to the output
WLy &y Hli Ui k—

of H* ) (o) on the message (One-sFE.mskg, One-sFE.Enc.st;, PRF2.ky, 0) encrypted

1L,T; Ty WbisUi
in the k'* FPFE ciphertext. This value v; ) is an encryption of xl(b) under One-sFE.mskj
using randomness generated by PRF2.kj. Since the value of v; (or v; ;1) only affects
the 3 = 2 branch of H* L0, (or H* RO ), and we only encrypt FPFE

,T,; "X, 7 5l,U4 LT, T, 1, 1
ciphertexts where 8 = 0 or 8 = 1, then we can perform this change due to the function
privacy of FPFE.

— Hybridé,ﬁ: We now switch to the 8 = 2 branch of the k** FPFE ciphertext. When we
hardcode values into ¢ in our function key, instead of encrypting

FPFE.cty < FPFE.Enc(FPFE.msk, (One-sFE.msky, One-sFE.Enc.st, PRF2.k, 0))
we encrypt
FPFE.ct), < FPFE.Enc(FPFE.msk, (00nesrEmsiy (fonesreEncsty (fPRF2E 9))

Observe that the only FPFE function keys generated using FPFE.msk are for functions

H* ) o . . However, because we hardcoded the correct output values into each v; j,
LT Ty Uik

then

kaxa,) ©, (One-sFE.mskg, One-sFE.Enc.st, PRF2.ky, 0)

LT, Ty iUk
— * eOne—sFEmsk gOne-sFE.Enc.st ePRFZk
- HZ7$Eb) ,ZEEO) 7ti7vi,k’ (0 g 0 g ’ O g ’ 2)
Thus, the indistinguishability of Hybridék’1 and Hybridg}k’2 holds by the message
privacy of FPFE.

- Hybridék73: We would now like to change v;; from a One-sFE encryption of xgb) to

a One-sFE encryption of x@(o). However, in order to perform that step, we first need

to use true randomness for the encryption. Thus, in this hybrid, instead of generating
i (which is the randomness used to generate v;y: the ith ciphertext of xgb) under
One-sFE.msk;, and One-sFE.Enc.sty) using PRF2.kj, we generate r; ;, using true random-
ness. Observe that PRF2.k; was removed from our experiment in the previous hybrid
when we switched to the 8 = 2 branch in FPFE.ct;. Thus, the indistinguishability of

Hybridg}h2 and Hybridék’g holds by the security of PRF2.

- HybridékA: We now invoke the security of One-sFE to change the value of v; . For
each 4, instead of computing

v; ; < One-sFE.Enc(One-sFE.msk,, One—sFE.Enc.stk,i,mEb))
we compute
v; 1, < One-sFE.Enc(One-sFE.msky, One—sFE.Enc.stk,i,xgo))

Observe that this is equivalent to switching from an encryption of () under One-sFE.mskj,
to an encryption of () under One-sFE.msky. (If for d € {0,1}, CT@ = {CTZ(.d)}ie[n]
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is an encryption of () under One-sFE.msky, then Vik = CTEb) in the former case and

Vi = CTEO) in the latter.) To allow this change under the single-key, single-ciphertext,
function-selective-IND-security of One-sFE, we need to ensure the following:

1. We only use One-sFE.msk; and One-sFE.Enc.st for one ciphertext and one function
key. For our challenge message, every function query generates a different One-sFE
master secret key. Thus, we only use these values for one ciphertext (namely the
challenge ciphertext) and one key (corresponding to the k" function query f).

2. The One-sFE challenge function f; has the same output value on the challenge
messages z(®) and z(9). This holds since the sFE security game requires fi () =
fi(z™M) for all functions f; queried, so indeed fi,(z®)) = f1.(z(?)).

3. We ask for the challenge function key before the challenge ciphertext. This can be
easily observed in the hybrid.

4. We do not leak additional information about One-sFE.mskg, One-sFE.Enc.stg, or
the randomness used to generate the ciphertext or function key. Except for their
appearances in the k' One-sFE ciphertext and function key, the only place that
One-sFE.msk; and One-sFE.Enc.st; appeared was in FPFE.ct,. However, we removed
these values from FPFE.ct; in a previous hybrid when we switched to the § = 2
branch. Observe also that the randomness used is independent and uniform as we
have already removed PRF.K and PRF2.k; from the experiment.

Thus, the indistinguishability of Hybridék’?) and HybridékA holds by the security of
One-sFE.
Hybridékﬁz We undo the change made in Hybridék73. Instead of computing v; j, using
true randomness, we compute v; ;, using randomness r; j, generated by the k" PRF2 key
PRF2.k;. The indistinguishability of Hyb]ridé‘fk’4 and Hybridékﬁ holds by the security
of PRF2.

Hybridékﬁ: We now switch to the 3 = 1 branch in the k' ciphertext. When we
hardcode values into ¢ in our function key, instead of encrypting

FPFE.ct;, < FPFE.Enc(FPFE.msk, (OKOne-sFE.msk,\ ’ (0One-sFE Enc.sty ’ (¢PRF2.ky .2))
we encrypt
FPFE.cty + FPFE.Enc(FPFE.msk, (One-sFE.mskg, One-sFE.Enc.sty, PRF2.k, 1))

Observe that the only FPFE function keys we generated using FPFE.msk are for functions

H* o o However, we observe that the value of v; is now in fact equal to
z,m( >,x(. ),t >

H* (0)
5T, i0>7tiﬂ]i,k i

under One-sFE.msk;, using randomness generated by PRF2.k;. Therefore,

U4,k

(One-sFE.mskg, One-sFE.Enc.st;, PRF2.ky, 1) as it is an encryption of x

2

H*x(b) , (One-sFE.mskg, One-sFE.Enc.st;, PRF2.kg, 1)

[N R PR TP
— Lone-sFE.msky  ()One-sFE.Enc.sty (\{PRF2.k
- Hi,rﬁb),mﬁo),ti,vi,k (0 *0 »0 * 2)
and the indistinguishability of Hybridék’5 and Hybridékﬁ holds by the message privacy
of FPFE.
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° Hybrid“74: In the ciphertext, we replace the FPFE function keys for HZx<b),x(0),t¢vi ) (where ¢

is the runtime of A) with FPFE function keys for functions H* , , where v; is set to
. x

1,T Z L U, U4
0. Observe that ¢ is an implicit bound on the number of function uneries made by A and
thus on the number of FPFE ciphertexts that we generate. Therefore, by the time we reach
Hybridéqﬁ, we will have switched all FPFE ciphertexts to the 8 = 1 branch. But since
H *a:<b) 0) and H: © (0 act the same when 8 = 1, then the indistinguishability of

4,x; @y tiVig x5t

Hybridéqﬁ and Hybrid, holds by the function privacy of FPFE.

Our final hybrid Hybrid“;l is independent of the bit b. Thus, any adversary’s advantage in guessing
bin Hybrid“74 is zero. But our proof shows that for any PPT adversary A, A’s advantage in guessing
b in Hybrid“l4 is negligibly close to A’s advantage in guessing b in Hybrid?‘. Thus, for any PPT
adversary A, the advantage in guessing b in the real world must be negligible, so security holds.

D.0.2 Formal Proof

We now formally prove security via a hybrid argument.
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Hybrid“f‘(lA): This is the real world experiment. Though we have reordered some steps for the
sake of the proof, this does not affect the outcome of the experiment.

1.

8.

. Challenge Message: A outputs a challenge message pair (a:(o), :c(l)) where z

Parameters: The adversary A receives security parameter 1%, and outputs a function size
167, a state size 15, an input size 1%, and an output size 1.

. Setup:

a) (FE.mpk, FE.msk) < FE.Setup(1?)

b) PRF.K « PRF.Setup(1*)

(c) FPFE.msk < FPFE.Setup(1*)

(d) FE.ct « FE.Enc(FE.mpk, (FPFE.msk, PRF.K, 0, 0/mx )

(
(

. Public Key: Send MPK = FE.mpk to the adversary.

. Function Queries: For the j** function query fj € Fllr,ls,lx, y] made by the adversary:

(a) s; « {0,1}*

(b) ¢ + {0, 1} svmety

(c) Let Gj = Gy, s, ¢, as defined in Figure 9.
(d) FE.skg,; < FE.KeyGen(FE.msk,G})

(e) Send SKy, = FE.skg; to the adversary.

0) (0) (0)

e I
and z(1) = xgl)...my(ll)

x(o)jx(,l) S {0, ]_}ZX.

3 K3

for some length n € N chosen by the adversary and where each

. Challenge Bit: b« {0,1}

Challenge Ciphertext:

(a) For i € [n],
i. t; «+ {0,1}*
ii. Let H; = Hi,x@,ti as defined in Figure 8.
ili. FPFE.sky, = IZ:PFE.KeyGen(FPFE.msk, H;)
iv. If i =1, let CTy = (FE.ct, FPFE.sky, ). Else, let CT; = FPFE.skp,

(b) Send CT = {CT;};c[, to the adversary.

Experiment Outcome: The adversary outputs a bit ¥'. Output 1 if b = b’ and fj(a?(o)) =
fj(:v(l)) for all f; queried, and output 0 otherwise.
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Hybrids'(1}): For each j, we hardcode into ¢; the values

(One-sFE.sk,, FPFE.ct;) = Gy, s, c, (FPFE.msk, PRF.K. 0, 0‘sm<x )

which would be generated in the real world experiment. This will allow us to later switch to the
a =1 branch in Gy, s, ., using the security of FE. Observe that the values being hardcoded into c;

can be computed before knowing (9 or z(1).

1.

Parameters: The adversary A receives security parameter 1%, and outputs a function size
lef, a state size 155, an input size IZX, and an output size 14,

. Setup:

PRF.K < PRF.Setup(1*)

FPFE.msk < FPFE.Setup(1*)

Sym.k « Sym.Setup(1*)

(¢) FE.ct + FE.Enc(FE.mpk, (FPFE.msk, PRF.K, 0, 0%m#))

Public Key: Send MPK = FE.mpk to the adversary.

Function Queries: For the j* function query fj € Fllr,ls,lx,ly] made by the adversary:

(a) 55 {0,1}*
(b) Compute c;:
i. (T'Setup,j-/ T'KeyGen,j» "EncSetup,js "TPRF2,5> 7'Enc,j) — PRFEval(PRFK, Sj)
ii. One-sFE.msk; < One—sFE.Setup(l’\;Tsetup’j)
ili. One-sFE.Enc.st; < One—sFE.EncSetup(One—sFE.mskj;7'Encsetupj)
iv. One-sFE.sky, < One-sFE.KeyGen(One-sFE.msk;, f}; "keyGen,;)
v. PRF2.k; + PRF2.Setup(1*; rpre2,;)
vi. FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0); 7Enc ;)
vii. ¢;j <= Sym.Enc(Sym.k, (One-sFE.sk; , FPFE.ct;))
(c) Let Gj = Gy, s, ¢, as defined in Figure 9.
(d) FE.skg, < FE.KeyGen(FE.msk,G})
(e) Send SKy, = FE.skg; to the adversary.

Challenge Message: A outputs a challenge message pair (z(9), (1)) where z(0) = azgo) e :U%O)
and z(V) = xgl) . ..a:S) for some length n € N chosen by the adversary and where each

l‘(o),llﬁl(-l) € {0,1}¢x,

)

. Challenge Bit: b <+ {0,1}

Challenge Ciphertext:
(a) For i € [n],

i. t; «+ {0,1}*
ii. Let Hj=H, @), as defined in Figure 8.

by sl
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ili. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
iv. If i = 1, let CT; = (FE.ct, FPFE.skg,). Else, let CT; = FPFE.skpg;,

(b) Send CT = {CT;};c[y to the adversary.

8. Experiment Outcome: The adversary outputs a bit ¥’. Output 1 if b =¥’ and f;(z(?) =
fj(m(l)) for all f; queried, and output 0 otherwise.

Lemma D.2. If Sym has pseudorandom ciphertexts, then for all PPT adversaries A,

Pr[Hybrid!(1}) = 1] — Pr[Hybrid£(1}) = 1]) < negl())
Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that
(Pr[Hybridf(m — 1] - Pr[Hybrid#(1}) = 1]‘ > negl()) 9)

We build a PPT adversary B that breaks the pseudorandom ciphertext property of Sym. B first runs
A on input 1* and receives parameters 17, 1% 1¢x 1%, B then sends message length 1fsymmy o
its Sym challenger where where fsym ,,, is computed as described in the parameter section. B then
computes (FE.mpk, FE.msk, PRF.K, FPFE.msk, FE.ct) as in Hybrid{l4 and sends MPK = FE.mpk to
A. For each function query f; that A sends to B, B does the following: B computes s; + {0, 1}* and
(One-sFE.sky,, FPFE.ct;) as in Hybrids'. B sends (One-sFE.sky,, FPFE.ct;) as its challenge message
to its Sym challenger and receives c¢; which is either a uniform random value or an encryption of
(One-sFE.sky,, FPFE.ct;) under Sym. B then computes FE.skg, < FE.KeyGen(FE.msk, G, s, ;) and
sends SKy, = FE.skg; to A. After A is done making function queries, A outputs challenge messages
(2(©, (). B samples b + {0,1}, computes CT as in Hybrid“f‘, sends CT to A, and receives b’ from
A. Boutputs 1if b =¥ and f; (z(0)) = fj (M) for all fj queried, and outputs 0 otherwise. Observe
that if every c¢; is an independent uniform random value, then B exactly emulates Hybrids!, and
if each ¢; is an encryption of B’s 4t challenge message (One-sFE.sky,, FPFE.ct;) under Sym, then
B emulates Hybridf‘. Additionally, B does not need to know Sym.k to carry out this experiment.
Thus, by Equation 9, this means that B breaks the pseudorandom ciphertext property of Sym
as B can distinguish between receiving random values and valid ciphertexts with non-negligible
probability. O
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Hybridff‘: We change the message encrypted in FE.ct so that we use the & = 1 branch of every
Gy, s;.c;- This allows us to remove FPFE.msk and PRF.K from FE.ct.

1.

. Challenge Message: A outputs a challenge message pair (a:(o), x(l)) where z(0) = xgg) .

Parameters: The adversary A receives security parameter 1, and outputs a function size
lﬁf, a state size 165, an input size 1t and an output size 14,

. Setup:

(a) (FE.mpk, FE.msk) ¢ FE.Setup(1*)

(b) PRF.K « PRF.Setup(1*)

(c) FPFE.msk < FPFE.Setup(1*)

(d) Sym.k < Sym.Setup(1*)

(e) FE.ct + FE.Enc(FE.mpk, (0%FPFEmsks (fPRFEx 1 Sym.k))

. Public Key: Send MPK = FE.mpk to the adversary.

. Function Queries: For the j* function query fi € Flbr,ls,lx,ly] made by the adversary:

(a) s; « {0,1}}
(b) Compute c;:
i (rsetup,j» "KeyGen,j: "EncSetup, > TPRF2,j TEnc,j) <~ PRF.Eval(PRF.K s;)
ii. One-sFE.msk; < One-sFE.Setup(1*; rsetup ;)
iii. One-sFE.Enc.st; < One—sFE.EncSetup(One—sFE.mskj;rEncsetupj)
iv. One-sFE.sky, <— One-sFE.KeyGen(One-sFE.msk;, fj; rkeyGen,j)
v. PRF2.k; < PRF2.Setup(1*; 7pre2,;)
vi. FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0); 7Enc ;)
vii. ¢j <= Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))
(c) Let Gj = Gy, s,.¢; as defined in Figure 9.
(d) FE.skg,; < FE.KeyGen(FE.msk, G})
(e) Send SKy, = FE.skg; to the adversary.

o

and z() = acgl) . ..x%l) for some length n € N chosen by the adversary and where each

(L'(O)jx(.l) & {0, 1}ZX.

3 K3

. Challenge Bit: b <+ {0,1}

Challenge Ciphertext:

(a) For i € [n],
i. t; « {0,1}*
ii. Let H; = Hi (®), as defined in Figure 8.

sTi 7y

iii. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
iv. If i = 1, let CTy = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.skg,

(b) Send CT = {CT,}ic|p) to the adversary.
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8. Experiment Outcome: The adversary outputs a bit ¥. Output 1 if b =¥ and f;(z(?) =
fj(x(l)) for all f; queried, and output 0 otherwise.

Lemma D.3. If FE is selectively IND-secure, then for all PPT adversaries,
‘Pr[Hybridé“(l’\) — 1] - Pr[Hybrid(1") = 1]) < negl(\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that

Pr[Hybridf(1}) = 1] — Pr[Hybrid#(1}) = 1]‘ > negl()) (10)

We build a PPT adversary B that breaks the selective-IND-security of FE. B first runs A on input
1* and receives parameters 1¢7, 145 1% 1%, B then sends function size 1°¢x, input size 1£FE”"A,
and output size 14FE0uty to its FE challenger where £q, , UFg.m, , {FE.out, are computed as described in
the parameter section. B computes (PRF.K, FPFE.msk, Sym.k) as in Hybridf‘. B sends challenge
message pair ((FPFE.msk, PRF.K, 0, OESY’""“A), (OZFPFE‘"‘S"A ,OfPREEL 1 Sym.k)) to its FE challenger and
receives (FE.mpk, FE.ct) where FE.ct is either an encryption of (FPFE.msk, PRF.K 0, OZSV""’“A) or an
encryption of (OZFPFE‘“S‘(A ,OFPRERN T Sym.k). B then sends MPK = FE.mpk to .A. For each function
query f; that A sends to B, B does the following: B computes (s}, ¢;) as in Hybrid{‘. B then sends
function query G;j = Gy, 5, ¢; to its FE challenger and receives a function key FE.skg; in return.
This is a valid function query since for all j,

G, ,55,c; (FPFE.msk, PRF.K 0, Ofsm.h) =Gfisie (OEFPFE‘mSkA ,0PREEN Sym.k)

because c¢; encrypts (One-sFE.skfj, FPFE.ct;) which are generated in the same way as in the o = 0
branch of Gy, s ;. B then sends SKy, = FE.skg; to A. After A is done making function queries, A
outputs challenge messages (2(?), (1)), B samples b < {0,1}, computes CT as in Hybrid§4, sends
CT to A, and receives b’ from A. B outputs 1 if b = V' and f;(z(?) = f;(=(V) for all f; queried,
and outputs 0 otherwise. Observe that if FE.ct is an encryption of (FPFE.msk, PRF.K, 0, Oesm’w),
then B exactly emulates Hybridf‘, and if FE.ct is an encryption of (OZFPFE‘mSkX,OeF’RF'KA, 1,Sym.k)
then B emulates Hybrid{;‘. Additionally, B does not need to know FE.msk to carry out this
experiment. Thus, by Equation 10, this means that B breaks the selective-IND-security of FE as BB
can distinguish between the two ciphertexts with non-negligible probability. O
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Hybridjf‘: We exchange the randomness generated by PRF.K with true randomness.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
147 , a state size 155, an input size 1, and an output size 14,

2. Setup:

FPFE.msk « FPFE.Setup(1*)
Sym.k < Sym.Setup(1*)
(e) FE.ct + FE.Enc(FE.mpk, (0%FPFEmsky (fPRFEx 1 Sym.k))

3. Public Key: Send MPK = FE.mpk to the adversary.
4. Function Queries: For the j* function query fj € Flbr,ls,lx,ly] made by the adversary:

(a) 55 {0, 1}*
(b) Compute c;:

1. {*setup,j7+KeyGen,j7 EncSetup;  PRF2;j7 Enc;j - 5585
ii. One-sFE.msk; «— One-sFE.Setup(1*)
ili. One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk; )
iv. One-sFE.sky, <— One-sFE.KeyGen(One-sFE.msk;, f;)
v. PRF2.k; + PRF2.Setup(1*)
vi. FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))
vii. ¢j <= Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))
(c) Let Gj = Gy, s, .¢; as defined in Figure 9.
(d) FE.skg,; < FE.KeyGen(FE.msk, G})

(e) Send SKy, = FE.skg; to the adversary.

5. Challenge Message: A outputs a challenge message pair (a;(o), x(l)) where z(0) = xgo) . x%o)
and z(1) = xgl) (1) for some length n € N chosen by the adversary and where each
A0 € 0,170,

7

6. Challenge Bit: b« {0,1}
7. Challenge Ciphertext:

(a) For i € [n],
i. t; « {0,1}*
ii. Let H; = H’ v, as defined in Figure 8.
ili. FPFE.sky, = IZ:PFE.KeyGen(FPFE.msk, H;)
iv. If i =1, let CTy = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.skp,

(b) Send CT = {CT;};c[y to the adversary.

8. Experiment Outcome: The adversary outputs a bit . Output 1 if b = &’ and fj(a:(o)
fj(:n(l)) for all f; queried, and output 0 otherwise.

~—
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Lemma D.4. If PRF is a secure PRF, then for all PPT adversaries A,
’Pr[Hybridg;‘(ﬂ) — 1] — Pr[Hybrid{(1") = 1]) < negl(\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that

Pr[Hybridf (1)) = 1] — Pr[Hybrid{(1}) = 1]‘ > negl()) (11)

We build a PPT adversary B that breaks the security of PRF. B first runs A on input 1 and receives
parameters 167, 1¢5 1% 1V B then sends input size 1*, and output size 1°* to its PRF challenger.
B is then given oracle access to either PRF.Eval(PRF.K, -) for some PRF.K < PRF.Setup(1*, 1%, 1%})
or to a uniformly random function R < R)s5y where R)5) is the set of all functions from
{0,1}* to {0,1}°*. B computes (FE.mpk, FE.msk, FPFE.msk,Sym.k) as in Hybrids' and com-
putes FE.ct <— FE.Enc(FE.mpk, FFPFEmsky  (FPRFE 1,Sym.k). (This does not require knowledge of
PRF.K). B then sends MPK = FE.mpk to A. For each function query f; that A sends to B, B does
the following: B samples s; < {0, 1})‘ and sets (T'setup,j> "KeyGen,j> TEncSetup,j» TPRF2,j5 TEnc,j) €qual
to the output of B’s oracle on s;. B then computes One-sFE.msk; <« One-sFE.Setup(l/\;rsetup,j),
One-sFE.Enc.st; < One-sFE.EncSetup(One-sFE.msk;; rencsetup,j)

One-sFE.sky, < One-sFE.KeyGen(One-sFE.msk;, fj; TkeyGen,j), PRF2.k; < PRFQ.SetUp(].)\;'I"PRFQJ‘),
and FPFE.ct; <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0); 7Enc,;) using these
values as randomness. B computes ¢; and SKy, from these values as in Hybridg4 and sends SKy; to

A. After A is done making function queries, A outputs challenge messages (z(©), (1)), B samples
b < {0,1}, computes CT as in Hybrid{;‘, sends CT to A, and receives b’ from A. B outputs 1
if b =0 and f;(z(@) = f;(z™M) for all f; queried, and outputs 0 otherwise. Observe that if B’s
oracle was a uniform random function R, then B exactly emulates Hybridf, and if B’s oracle was
PRF.Eval(PRF.K,-), then B emulates Hybrids'. Additionally, B does not need to know PRF.K to
carry out this experiment. Thus, by Equation 11, this means that B breaks the security of PRF as
B can distinguish between a random function and the PRF. O
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H ., (One-sFE.msk, One-sFE.Enc.st, PRF2.k, 3):
e If =0
1. r; + PRF2.Eval(PRF2.k, ;)
2. Output One-sFE.ct; < One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, z;; r;)
e If =1
1. r; + PRF2.Eval(PRF2.k, ;)
2. Output One-sFE.ct; <— One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, 27; 1)

e Else, output v;

Figure 11

Hybridg“(lA): We replace each Hi@(.b) ., With a new function H* RO, that has additional

i v 1,Z; ",T; 5L, U4

branches of computation.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
1“, a state size 165, an input size 1“, and an output size 14,

2. Setup:

(a) (FE.mpk, FE.msk) < FE.Setup(1*)

(b) FPFE.msk < FPFE.Setup(1*)

(c) Sym.k < Sym.Setup(1*)

(d) FE.ct < FE.Enc(FE.mpk, (0%FPFEmsy (fPRFEL 1 Sym.k))

3. Public Key: Send MPK = FE.mpk to the adversary.

4. Function Queries: For the j* function query fi € Flbr,ls,lx,ly] made by the adversary:
(a) s; < {0,1}*
(b) Compute c;:
i. One-sFE.msk; < One-sFE.Setup(1*)
ii. One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;)
iii. One-sFE.sky, «— One-sFE.KeyGen(One-sFE.msk;;, f;)
iv. PRF2.k; < PRF2.Setup(1*)
v. FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))
vi. ¢j <= Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))
(c) Let Gj = Gy, s;.c; as defined in Figure 9.
(d) FE.skg, < FE.KeyGen(FE.msk,G})
(e) Send SKy, = FE.skg; to the adversary.

5. Challenge Message: A outputs a challenge message pair (z(?), (1)) where (0 = a:go) .. :U%O)
and z(1) = 1:51) . ..xg)

x(o),mgl) € {0,1}¢x.

)

for some length n € N chosen by the adversary and where each
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6. Challenge Bit: b+ {0,1}
7. Challenge Ciphertext:

(a) For i € [n],
1. t; < {O7 1}>\
ii. Vv = 0£One—sFE_ct>\

iii. Let H; = Hi.m@.:c,(p).ti.vi as defined in Figure 11.

iv. FPFE.sky;, = FPFE.KeyGen(FPFE.msk, H;)
v. If i =1, let CTy = (FE.ct, FPFE.sky;, ). Else, let CT; = FPFE.skg;,
(b) Send CT = {CT;};c[y to the adversary.

8. Experiment Outcome: The adversary outputs a bit &'. Output 1 if b = b’ and f;(z(?)) =
fj(:c(l)) for all f; queried, and output 0 otherwise.

Lemma D.5. If FPFE is a function-private-selective-IND-secure FE scheme, then for all PPT
adversaries A,

‘Pr[Hybridf(l’\) = 1] - Pr[Hybrid#(1}) = 1]) < negl())

Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that

Pr[Hybrid(1)) = 1] — Pr[Hybrid2(1*) = 1]‘ > negl(\) (12)

We build a PPT adversary B that breaks the function-private-selective-IND-security of FPFE. B
first runs A on input 1* and receives parameters 147, 16 1¢x 1% B then sends function size 1ZHA,
input size 1£FPFE"”A, and output size 1loresFEcty 0 its FPFE challenger where £, , CFpFE.m., » {One-sFE.ct,
are computed as described in the parameter section. B computes (FE.mpk, FE.msk, Sym.k, FE.ct)
as in Hybrid;' and sends MPK = FE.mpk to A. Let ¢ = ¢(\) be the running time of A. Observe
that ¢ = poly()\) as A is polytime and that A outputs at most ¢(\) function queries on security
parameter A. For j € [¢], B computes (s;, One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;) as in Hybridf.
(This does not require knowledge of FPFE.msk or f;). B then sends challenge message pairs
{((One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 0), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)) } (g to
its FPFE challenger and receives {FPFE.ct;};c[, Where each FPFE.ct; is an encryption of
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0). For each function query f; that A sends to B, B com-
putes One-sFE.sky, < One-sFE.KeyGen(One-sFE.msk;, f;), ¢; <= Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;)),
and FE.skg; < FE.KeyGen(FE.msk, Gy, s, c;), and sends SKy, = FE.skg; to A. (This is possible to
compute as g is at least as large as the number of function queries that A makes). After A is done
making function queries, A outputs challenge messages (z(?), z()). B samples b < {0,1}. Then, for
i € [n], B does the following: B samples t; + {0,1}* and sets v; = 0‘msFEctx | B sends a challenge

function pair (HZ RO) t"HTk ® 0, ) to its FPFE challenger and receives an FPFE function key
g b ,T; T,X; 5L,
FPFE.skg, which is either a function key for H ), ora function key for H* ., . This is a
It AR LT, Ty Tl

valid function query pair since for all j € [q],

H, o ti(One—sFE.mskj, One-sFE.Enc.st;, PRF2.k;,0)

LT 7,

= Hi*x@ (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)

IE(O) ti V;

g b

as the two function act the same when 5 = 0. If i = 1, B sets CT; = (FE.ct, FPFE.sky,). Else, B
sets CT; = FPFE.sky,. B sends CT = {CT;}c[, to A, and receives b’ from A. B outputs 1 if b = b’
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and fj(:c(o)) = f; (M) for all fj queried, and outputs 0 otherwise. Observe that if B received only
ciphertexts and function keys for the first message or function of each of its challenge pairs, then
B exactly emulates Hybridf, and if B received only ciphertexts and function keys for the second
message or function of each of its challenge pairs, then B emulates Hybrid?. Additionally, B does
not need to know FPFE.msk to carry out this experiment. Thus, by Equation 12, this means that
B breaks the function-private selective-IND security of FPFE as B can distinguish between the two
security games with non-negligible probability. O
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Remark D.6. In this hybrid and future hybrids, if the number of functions queried is smaller
than k, then before computing the challenge ciphertext, we carry out the function query step of
the hybrid for a dummy function query f; for the all zero function (but do not send SKy, to the
adversary). This ensures that r; ;, and v; ;, are always well-defined.

Hybridg', ;(1"): We replace v; with v, = H* ®)
sfvy i,x;

N 71‘

(O)Jiyvi(One—sFE.mskk, PRF2.kj,0). This will

allow us to later use the security of FPFE to change the input message in the k' ciphertext
FPFE.ct; so that it uses the 8 = 2 branch of H;.

1. Parameters: The adversary A receives security parameter 1%, and outputs a function size
17 | a state size 1%, an input size 1¢¥, and an output size 1.

2. Setup:
(a) (FE.mpk, FE.msk) < FE.Setup(1?)
(b) FPFE.msk < FPFE.Setup(1%)

(c) Sym.k + Sym.Setup(1?*)

(d) FE.ct « FE.Enc(FE.mpk, (0%FPFEmsky (fPRFEx 1 Sym.k))

3. Public Key: Send MPK = FE.mpk to the adversary.
4. Function Queries: For the j** function query fj € Flbr,ls,lx,ly] made by the adversary:
(a) 55 {0,1}*
(b) Compute c;:
i. One-sFE.msk; < One-sFE.Setup(1*)
ii. One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;)

iii. One-sFE.sky, +— One-sFE.KeyGen(One-sFE.mskj, f;)
iv. PRF2.k; < PRF2.Setup(1*)

v. If j < k, FPFE.ctj <- FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1))
vi. If j = k, FPFE.ct; <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))
vii. If j > k, FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))

viii. ¢;j <= Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))
(c) Let Gj = Gy, s;.c; as defined in Figure 9.
(d) FE.skg, < FE.KeyGen(FE.msk, G})
(e) Send SKy, = FE.skg; to the adversary.

5. Challenge Message: A outputs a challenge message pair (z(?), (1)) where (0 = xgo) .. .:L"%O)
and z(1) = 1:51) . ..93511) for some length n € N chosen by the adversary and where each

azgo),:nl(-l) € {0,1}¢x.
6. Challenge Bit: b+ {0,1}
7. Challenge Ciphertext:
(a) For i € [n],
i. t; < {0,1}*
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ii. r; = PRF2.Eval(PRF2.kg, ;)
ili. v; ) < One-sFE.Enc(One-sFE.msky, One-sFE.Enc.stk,i,xl(-b);rq;,k)
iv. Let H; = H 2 2O 4 as defined in Figure 11.

U'i.k
v. FPFE.sky, = FPFE KeyGen(FPFE msk, H;)
vi. If i =1, let CTy = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.skp,

(b) Send CT = {CT;};c[y to the adversary.

8. Experiment Outcome: The adversary outputs a bit . Output 1 if b = &’ and fj(:l:(o)
fj(:c(l)) for all f; queried, and output 0 otherwise.

~—

Lemma D.7. If FPFE is a function-private-selective-IND-secure FE scheme, then for all PPT
adversaries A,

Pr[HybridZ(1%) = 1] — Pr[HybridZ, ,(1*) = 1]( negl(\)
Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that
)Pr[Hybridgj‘(ﬂ) = 1] — Pr[Hybridg; ;(1*) = 1]) > negl()\) (13)

We build a PPT adversary B that breaks the function-private-selective-IND-security of FPFE. B
first runs A on input 1* and receives parameters 17, 14 1¢x 1V B then sends function size 1€HA,
input size 1£FPFE~’”A, and output size 1lonesFEcty ¢4 its FPFE challenger where {17, , £FpFE.m, » £One-sFE.ct),
are computed as described in the parameter section. B computes (FE.mpk, FE.msk, Sym.k, FE.ct)
as in Hybridz' and sends MPK = FE.mpk to A. Let ¢ = ¢()\) be the running time of A. Observe
that ¢ = poly(\) as A is polytime and that .4 outputs at most ¢(A) function queries on security
parameter A. For j € [q], B computes (s;, One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;) as in Hybridg“.
(This does not require knowledge of FPFE.msk or f;). B then sends challenge message pairs
{((One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;, 0), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))} jeq) to
its FPFE challenger and receives {FPFE.ct;};c[q Where each FPFE.ct; is an encryption of
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0). For each function query f; that A sends to B, B com-
putes One-sFE.sky, < One-sFE.KeyGen(One-sFE.mskj, f;),c; <- Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;)),
and FE.skg; < FE.KeyGen(FE.msk, Gy, s, c;), and sends SKy, = FE.skg; to A. (This is possible to
compute as ¢ is at least as large as the number of function queries that A4 makes). After A is
done making function queries, A outputs challenge messages (x(o),x(l)). B samples b < {0,1}.
Then, for i € [n], B does the following: B samples t; « {0,1}*, sets v; = fonesFE.cty  gets ril =

PRF2.Eval(PRF2.kq, t;), and computes v; 1 <— One-sFE.Enc(One-sFE.msk;, One-sFE.Enc.sty, 1, Eb), Ti1)-
B sends challenge function pair (H 2040 H 2®) 404 ) to its FPFE challenger and receives
Vi v,

1,T; T L

an FPFE function key FPFE.sky, which i is either a functlon key for H NOROp or a function key
T, " ti,v;

for H L® (O . This is a valid function query pair since for all j e [ ]

1L,T; T, a'm'Uzl

ka NOIOM U'(One—sFE.mskj, One-sFE.Enc.st;, PRF2.k;,0)

R R

—H ROWOP (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)

1,T; T, 71,”11

as the two function act the same when 8 = 0. If i = 1, B sets CTy = (FE.ct, FPFE.sky, ). Else, B
sets CT; = FPFE. skH B sends CT = {CT,};c[n) to A, and receives b’ from A. B outputs 1 if b = b’

and fj(:n(o ) = fj( 1) for all fj queried, and outputs 0 otherwise. Observe that if B received only
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ciphertexts and function keys for the first message or function of each of its challenge pairs, then
B exactly emulates Hybrid5A, and if B received only ciphertexts and function keys for the second
message or function of each of its challenge pairs, then B emulates Hybridél’l. Additionally, B
does not need to know FPFE.msk to carry out this experiment. Thus, by Equation 13, this means
that B breaks the function-private selective-IND security of FPFE as B can distinguish between the
two security games with non-negligible probability. O
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Hybridékz(l’\): We change the message encrypted in FPFE.cty so that we use the 8 = 2 branch
of every H* . (o . . This allows us to remove One-sFE.msk;, and PRF2.k;, from FPFE.ct.
T, "5l V4k

LT yUi,

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
lef, a state size 153, an input size 1“, and an output size 14,

2. Setup:
(a) (FE.mpk, FE.msk) < FE.Setup(1*)
(b) FPFE.msk < FPFE.Setup(1*)

(c) Sym.k + Sym.Setup(1?*)

(d) FE.ct + FE.Enc(FE.mpk, (0%FPFEmsky (fPRFEx 1 Sym.k))
3. Public Key: Send MPK = FE.mpk to the adversary.
4. Function Queries: For the j* function query fj € Fllr,ls,lx, y] made by the adversary:

(a) 5j < {07 1})\
(b) Compute c;:
i. One-sFE.msk; < One-sFE.Setup(1*)
ii. One-sFE.Enc.stj <— One-sFE.EncSetup(One-sFE.msk;)
iii. One-sFE.sky, «— One-sFE.KeyGen(One-sFE.msk;, f;)
iv. PRF2.k; < PRF2.Setup(1*)
v. If j < k, FPFE.ct; <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1))
vi. If j = k, FPFE.ctj <— FPFE.Enc(FPFE.msk, (QfOresfemsiy (fonesfetncsty (fPRR2.ky  2))
vii. If j > k, FPFE.ct; + FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 0))
viil. ¢;j <= Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))
(c) Let Gj = Gy, s;.c; as defined in Figure 9.
(d) FE.skg,; < FE.KeyGen(FE.msk, G)

(e) Send SKy, = FE.skg; to the adversary.
5. Challenge Message: A outputs a challenge message pair (33(0), :c(l)) where z(0) = xgo) .. .a:,(lo)
and z(1) = .Tgl) . x%l)

x(o)jx(,l) S {0, 1}ZX.

(3 K3

for some length n € N chosen by the adversary and where each

6. Challenge Bit: b+ {0,1}
7. Challenge Ciphertext:

(a) For i € [n],
i. t; «+ {0,1}*
ii. 7, = PRF2.Eval(PRF2.kg, t;)
iii. v; < One-sFE.Enc(One-sFE.msk;,, One-sFE.Enc.sty, i,xl(b);ri7k)
iv. Let H; = Hi*m(b) L0,

v. FPFE.sky, = FPFE.KeyCen(FPFE.msk, H;)
vi. If i =1, let CTy = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.skp,

as defined in Figure 11.
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(b) Send CT = {CT,};c|) to the adversary.

8. Experiment Outcome: The adversary outputs a bit ¥’. Output 1 if b =¥ and f;(z(?) =
fj(x(l)) for all f; queried, and output 0 otherwise.

Lemma D.8. If FPFE is a function-private-selective-IND-secure FE scheme, then for all PPT
adversaries A and for all k € N,

‘Pr[HybridéM(l’\) — 1] - Pr[Hybridg, »(1") = 1}} < negl())
Proof. Suppose for sake of contradiction that there exists a PPT adversary A and k € N such that
‘Pr[Hybridg}k,l(lk) — 1] - Pr[Hybridg, ,(1") = 1]‘ > negl()\) (14)

We build a PPT adversary B that breaks the function-private-selective-IND-security of FPFE. B
first runs A on input 1* and receives parameters 1/, 14 1¢x 1V B then sends function size 1EHA,
input size IZFPFE””A, and output size 1lonesFEcty ¢4 its FPFE challenger where {7, , CFpFE.m, » {One-sFE.ct),
are computed as described in the parameter section. B computes (FE.mpk, FE.msk, Sym.k, FE.ct) as
in Hybridgfk,1 and sends MPK = FE.mpk to A. Let ¢ = ¢(\) be the running time of A. Observe that
q = poly(A) as A is polytime and that A outputs at most ¢(\) function queries on security parameter
A. For j € [q], B does the following: B computes (s;, One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;) as in
Hybridékvl. (This does not require knowledge of FPFE.msk or f;).

o If j < k, B sets its j* challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1)).

o If j =k, B sets its j*" challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0), (OEO"e-SFE"‘S‘u , lonesFEEncsty | ()fPRF2.Ky 2))

o If j > k, B sets its j*" challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;,0), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))

B then sends all ¢ challenge message pairs to its FPFE challenger and receives {FPFE.ct;} c[, where
either each FPFE.ct; is an encryption of the first message of the 4t challenge message pair, or each
FPFE.ct; is an encryption of the second message of the 4t challenge message pair. For each function
query f; that A sends to B, B computes One-sFE.sky, <= One-sFE.KeyGen(One-sFE.msk;, f;), c;
Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;)), and FE.skg,; < FE.KeyGen(FE.msk, G, s, ), and sends
SKy;, = FE.skg; to A. (This is possible to compute as g is at least as large as the number of function
queries that 4 makes.) After A is done making function queries, A outputs challenge messages
(29, (M), B samples b < {0,1}. Then, for i € [n], B does the following: B samples t; + {0,1}*,
sets r; , = PRF2.Eval(PRF2.ky, t;), and computes

Uik One—sFE.Enc(One—sFE.mskk,One—sFE.Enc.stk,i,xgb);rivk). B sends challenge function pair
(H*x<b) N SHY 4y o ) to its FPFE challenger and receives a FPFE function key FPFE.skg;,

LT, i0>atiﬂ)i,k 5T,y by k
which is a function key for Hi,m(b),x<0),ti,vi E This is a valid function query pair since for all j € [q]

and 8 € {0, 1}, we clearly have,

i

H.*I(b) ©, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 3)

L,T; "Xy T 5lsV4 Kk

=H" , RO (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, )

(U R AR
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and additionally,

H NOIOPI. (One—sFE.mskk,One—sFE.Enc.st;wPRF2.k:k,0)

4Ty KT i5Vi,

KOne—sFEmsk ZOne—sFEEnc.s CPRF2.K
_H 2® 0 4 o (O 2,0 2,0 2 )‘72)

L,T,; "Xy T 5liV4 K
as when 8 = 2, the output is v; ;, which has been programmed to be equal to
H* o o (One-sFE.mskg, One-sFE.Enc.sty, PRF2.ky,0). If i = 1, Bsets CT; = (FE.ct, FPFE.sky;, ).

R N TR
Elsez B sets CT; = FPFE.sky;,. B sends CT = {CT;};cp to A, and receives o' from A. B outputs
1if b=V and f; () = [ (M) for all fj queried, and outputs 0 otherwise. Observe that if B
received only ciphertexts and function keys for the first message or function of each of its challenge
pairs, then B exactly emulates Hybridék’l, and if B received only ciphertexts and function keys
for the second message or function of each of its challenge pairs, then B emulates Hybridék,Q. Ad-
ditionally, B does not need to know FPFE.msk to carry out this experiment. Thus, by Equation 14,
this means that B breaks the function-private-selective-IND-security of FPFE as B can distinguish
between the two security games with non-negligible probability. O
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Hybridékﬁ(l’\): For each ¢, instead of sampling r; ;, using PRF2.kj, we sample r; ;, uniformly at

random.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
lef, a state size 153, an input size 1“, and an output size 14,

2. Setup:

(a) (FE.mpk, FE.msk) < FE.Setup(1*)
(b) FPFE.msk < FPFE.Setup(1*)
(c) Sym.k + Sym.Setup(1?)

(d) FE.ct + FE.Enc(FE.mpk, (0%FPFEmsiy (fPRFEL 1 Sym k)

3. Public Key: Send MPK = FE.mpk to the adversary.

4. Function Queries: For the j** function query fi € Flbr,ls,lx,ly] made by the adversary:

() 55« {0,1}}
(b) Compute c;:

1.
il.
iii.
iv.
V.
vi.
vii.

viii.

One-sFE.msk; < One-sFE.Setup(1*)

One-sFE.Enc.st; < One-sFE.EncSetup(One-sFE.msk;)

One-sFE.sky, «— One-sFE.KeyGen(One-sFE.msk;, f;)

If j # k, PRF2.k; < PRF2.Setup(1?)

If j < k, FPFE.ctj <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1))
If j = k, FPFE.ct; < FPFE.Enc(FPFE.msk, (00nesrEmsky (fone-sFe Encty (fPRF2Ey | 9))

If j > k, FPFE.ct; <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))
cj = Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))

(c) Let Gj = Gy, 5, .¢; as defined in Figure 9.
(d) FE.skg, < FE.KeyGen(FE.msk, G})
(e) Send SKy, = FE.skg; to the adversary.

5. Challenge Message: A outputs a challenge message pair (3:(0), x(l)) where 2(0) = xgo) .. .:):510)
and z() = wgl) . ..xg) for some length n € N chosen by the adversary and where each

xl(o),xgl)

€ {0,1}¢x.

6. Challenge Bit: b« {0,1}

7. Challenge Ciphertext:

(a) For i € [n],

1.
il.
iii.
1v.
V.

vi.

t; « {0,1}*
v; ) < One-sFE.Enc(One-sFE.msk,, One-sFE.Enc.sty, i, J,'Z(.b))
Let H; = H* ) (o as defined in Figure 11.

[ N TR T
FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
If i = 1, let CT; = (FE.ct, FPFE.sky;, ). Else, let CT; = FPFE.skyy,
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(b) Send CT = {CT,};c|) to the adversary.

8. Experiment Outcome: The adversary outputs a bit ¥’. Output 1 if b =¥’ and f;(z(?) =
fj(x(l)) for all f; queried, and output 0 otherwise.

Lemma D.9. If PRF2 is a secure PRF, then for all PPT adversaries A and for all k € N,

Pr[Hybridg ,(1*) = 1] — Pr[Hybridg, 5(1*) = 1}) < negl()\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and k € N such that

Pr[Hybridf, »(1*) = 1] — Pr[Hybridg, 5(1*) = 1]‘ > negl()\) (15)

We build a PPT adversary B that breaks the security of PRF2. B first runs A on input 1* and
receives parameters 167, 1% 1% 1. B then sends input size 1*, and output size 1* to its PRF2
challenger. B is then given oracle access to either PRF2.Eval(PRF2.kg, ) for some PRF2.kj <«
PRF2.Setup(1*,1*,1%) or to a uniformly random function R2 < R2) ) where R2) , is the set of
all functions from {0,1}* to {0,1}*. B computes (FE.mpk, FE.msk, FPFE.msk, Sym.k, FE.ct) as in
Hybridékg. B then sends MPK = FE.mpk to A. For each function query f; that A sends to B, B

does the following: B computes (s, One-sFE.msk;, One-sFE.Enc.st;, One-sFE.sky, ) as in Hybridékg.
If j # k, B also computes PRF2.k; < PRF2.Setup(1*, 12,17,

o If j <k, B computes FPFE.ct; <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)).
o If j = k, B computes FPFE.ct; + FPFE.Enc(FPFE.msk, (0‘onesremsky (fonesrebnesty (fPRE2EN 9)),
e If j > k, B computes FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)).

B computes ¢; and SKy, from these values as in Hybridéka and sends SKy; to A. After A is done
making function queries, A outputs challenge messages (x(o),x(l)). B samples b < {0,1}. Then,
for i € [n], B does the following: B samples t; < {0,1}* and sets ;4 equal to the output of its
oracle on input ¢;. B computes v;j < One-sFE.Enc(One-sFE.msky, One—sFE.Enc.stk,i,xgb); rik) and
FPFE.sky, < FPFE.KeyGen(FPFE.msk, H;w@,w(o),ti,w k) If i =1, B sets CT; = (FE.ct, FPFE.skgy, ).
Else, B sets CT; = FPFE.sky,. B sends CT = i[CTi};e[n] to A, and receives b’ from A. B outputs

Lif b =¥ and f;(z@) = fj(z™) for all f; queried, and outputs 0 otherwise. Observe that if B’s
oracle was a uniform random function R2, then B exactly emulates Hybridék’g, and if B’s oracle

was PRF2.Eval(PRF2.kg, -), then B emulates Hybridékg. Additionally, B does not need to know
PRF2.k, to carry out this experiment. Thus, by Equation 15, this means that B breaks the security
of PRF2 as B can distinguish between a random function and PRF2. O
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HybridékA(l’\): We now invoke the security of One-sFE to change v;; from an encryption of z(®
under One-sFE.msk; to an encryption of z© under One-sFE.msk;..

1. Parameters: The adversary A receives security parameter 1)‘, and outputs a function size
167 | a state size 1¢5, an input size 1%, and an output size 1.

2. Setup:
(a) (FE.mpk, FE.msk) < FE.Setup(1?)
(b) FPFE.msk < FPFE.Setup(1*)

(c) Sym.k + Sym.Setup(1?*)

(d) FE.ct + FE.Enc(FE.mpk, (0‘FPFEmsky (fPRFEL 1 Sym k)
3. Public Key: Send MPK = FE.mpk to the adversary.
4. Function Queries: For the j'* function query fj € Flbr,ls,lx,ly] made by the adversary:

(a) 5j < {0? 1})\
(b) Compute c;:
i. One-sFE.msk; < One-sFE.Setup(1*)
ii. One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;)
iii. One-sFE.sky, +— One-sFE.KeyGen(One-sFE.mskj, f;)
iv. If j # k, PRF2.k; < PRF2.Setup(1*)
v. If j < k, FPFE.ct; <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1))
vi. If j = k, FPFE.ctj < FPFE.Enc(FPFE.msk, (0foresfemsiy (fone-sfeencsty (fPRR2.Ey | 9))
vii. If j > k, FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))
viil. ¢;j <= Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))
(c) Let Gj = Gy, s;.c; as defined in Figure 9.
(d) FE.skg, < FE.KeyGen(FE.msk,G})
(e) Send SKy, = FE.skg; to the adversary.

5. Challenge Message: A outputs a challenge message pair (:U(O), x(l)) where z(0) = azgo) e :U%O)

and z(1) = xgl)...:cg)

x(o)’x(.l) < {0, 1}£X.

3 K3

for some length n € N chosen by the adversary and where each

6. Challenge Bit: b« {0,1}
7. Challenge Ciphertext:

(a) For i € [n],

i. t; « {0,1}*
ii. ;1 < One-sFE.Enc(One-sFE.msk;,, One-sFE.Enc.sty, 4, xl(-o))
iii. Let H; = H* ) (o as defined in Figure 11.

4,x; Ty ik
iv. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
v. If i =1, let CTy = (FE.ct, FPFE.sky;, ). Else, let CT; = FPFE.sky,

(b) Send CT = {CT;};c[y to the adversary.
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8. Experiment Outcome: The adversary outputs a bit ¥. Output 1 if b =¥ and f;(z(?) =
fj(x(l)) for all f; queried, and output 0 otherwise.

Lemma D.10. If One-sFE is single-key, single-ciphertext, function-selective-IND-secure, then for
all PPT adversaries A and for all k € N,

’Pr[Hybridém(l’\) — 1] - Pr[Hybridg, , (1) = 1}) < negl()\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and k € N such that

Pr[Hybridf, 5(1*) = 1] — Pr[Hybridg, ,(1*) = 1]‘ > negl(\) (16)

We build a PPT adversary B that breaks the single-key, single-ciphertext, function-selective-IND-
security of One-sFE. B first runs A on input 1* and receives parameters 17, 1¢s 1¢x 1%, B then
sends function size 147, state size 1%, input size 1%, and output size 1% to its One-sFE challenger.
B computes (FE.mpk, FE.msk, FPFE.msk, Sym.k, FE.ct) as in Hybrid“ékﬁ. B then sends MPK =
FE.mpk to A. For each function query f; that A sends to B, B does the following: B computes s; <
{0,1}*. If j # k, B computes One-sFE.msk; < One-sFE.Setup(1%), One-sFE.EncSetup(One-sFE.msk;),
One-sFE.sky, < One-sFE.KeyGen(One-sFE.mskj, f;), and PRF2.k; « PRF2.Setup(1Y). If j = k, B
sends f, to its One-sFE challenger and receives a function key One-sFE.sky, in return.

e If j <k, B computes FPFE.ct; <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)).
o If j = k, B computes FPFE.ct; < FPFE.Enc(FPFE.msk, (0fone-sfemsiy (fonesreencsty (fPRF24y 9)).
e If j > k, B computes FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)).

B computes c¢; and SKy, from these values as in Hybridékﬁ and sends SKy, to A. After A is
done making function queries, A outputs a challenge message pair (x(o),a?(l)). B samples b +
{0,1}, sends challenge message pair (z(), (%)) to its One-sFE challenger, and receives a ciphertext
One-sFE.ct = {One-sFE.ct; }c[, of either z® or £(0). Observe that if f;(2(9) = f;(z() for all f;
queried by A,'7 then this is a valid challenge message pair as for any b € {0, 1},

fe(z®) = fr(2®)

Then, for i € [n], B does the following: B samples t; < {0,1}*, sets v; ), = One-sFE.ct;, and com-
putes FPFE.sky, <~ FPFE.KeyGen(FPFE.msk, H* . ). Ifi =1, Bsets CTy = (FE.ct, FPFE.skq, ).

LTy 3t V5 K

Else, B sets CT; = FPFE.sky,. B sends CT = {CT;};c[, to A, and receives b’ from A. B outputs 1 if
b=1" and fj(:v(o)) = f; (M) for all fj queried, and outputs 0 otherwise. Observe that if One-sFE.ct
is an encryption of (), then B exactly emulates Hybridékg, and if One-sFE.ct is an encryption of
z©) then B emulates Hybridéh 4 Additionally, B does not need to know One-sFE.mskj, to carry out
this experiment. Thus, by Equation 16, this means that B breaks the single-key, single-ciphertext,
function-selective-IND-security of One-sFE, as B can distinguish between the two ciphertexts with
non-negligible probability. O

'"If A submits any function query f; where fj(m(0>) # fi (J,'(l)) then both hybrids output 0 so the distinguishing
advantage is 0. For Equation 16 to hold, it must be the case that for infinitely many A, with non-negligible probability,
fi(@@) = f;(zD) for all f; queried by A. In this proof, we restrict ourselves to the setting where f;(z(¥) = f;(z)
for all f; queried by A since a non-negligible distinguishing advantage in this restricted setting implies a non-negligible
distinguishing advantage in the general setting for infinitely many .
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Hybridékﬁ(l’\): We now reverse the change we made in Hybridékﬁ. For each i, instead of
sampling 7; ;, uniformly at random, we sample r; ;, using PRF2.ky.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
lef, a state size 153, an input size 1“, and an output size 14,

2. Setup:

(a) (FE.mpk, FE.msk) < FE.Setup(1*)
(b) FPFE.msk < FPFE.Setup(1*)
(c) Sym.k + Sym.Setup(1?)

(d) FE.ct + FE.Enc(FE.mpk, (0%FPFEmsky (fPRFEL 1 Sym k)

3. Public Key: Send MPK = FE.mpk to the adversary.
4. Function Queries: For the j* function query fj € Flbr,ls,lx,ly] made by the adversary:

(a) 5 < {0, 1}
(b) Compute c;:
i. One-sFE.msk; < One-sFE.Setup(1*)
ii. One-sFE.Enc.stj < One-sFE.EncSetup(One-sFE.msk;)
iii. One-sFE.sky, <~ One-sFE.KeyGen(One-sFE.mskj, f;)
iv. H-+#+#; PRF2.k; < PRF2.Setup(1*)
v. If j < k, FPFE.ct; <- FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1))
vi. If j = k, FPFE.ct; + FPFE.Enc(FPFE.msk, (0foresfEmsiy | (jfone-sfeEncasty ()fPRF2.kx 2))
vii. If j > k, FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))
viil. ¢;j <— Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))
(c) Let Gj = Gy, s, .¢; as defined in Figure 9.
(d) FE.skg, < FE.KeyGen(FE.msk, G})
(e) Send SKy, = FE.skg; to the adversary.

5. Challenge Message: A outputs a challenge message pair (:r(o), x(l)) where 2(0) = xgo) .. .:):510)
and z() = wgl) . ..xg) for some length n € N chosen by the adversary and where each

20 21 e {0, 1},

3 K3

6. Challenge Bit: b+ {0,1}
7. Challenge Ciphertext:

(a) For i € [n],
i. t; « {0,1}*
ii. r; ) + PRF2.Eval(PRF2.ky,t;)
(0)

ili. v; ) < One-sFE.Enc(One-sFE.mskj,, One-sFE.Enc.sty, i, z; ';7i 1)
iv. Let H; = H:a:(b> L@, a8 defined in Figure 11.
by by 5l Uik

v. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
vi. If i =1, let CTy = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.skp,
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(b) Send CT = {CT,};c|) to the adversary.

8. Experiment Outcome: The adversary outputs a bit ¥’. Output 1 if b =¥’ and f;(z(?) =
fj(x(l)) for all f; queried, and output 0 otherwise.

Lemma D.11. If PRF2 is a secure PRF, then for all PPT adversaries A and for all k € N,

Pr[Hybridg, ,(1*) = 1] — Pr[Hybridg, 5(1*) = 1}) < negl()\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and k € N such that

Pr[Hybridf, ,(1*) = 1] — Pr[Hybridg, 5(1*) = 1]‘ > negl()\) (17)

We build a PPT adversary B that breaks the security of PRF2. B first runs A on input 1* and
receives parameters 167, 1% 1% 1%, B then sends input size 1*, and output size 1* to its PRF2
challenger. B is then given oracle access to either PRF2.Eval(PRF2.kg, ) for some PRF2.kj <«
PRF2.Setup(1*,1*,1%) or to a uniformly random function R2 < R2) ) where R2) , is the set of
all functions from {0,1}* to {0,1}*. B computes (FE.mpk, FE.msk, FPFE.msk, Sym.k, FE.ct) as in
HybridékA. B then sends MPK = FE.mpk to A. For each function query f; that A sends to B, B

does the following: B computes (s, One-sFE.msk;, One-sFE.Enc.st;, One-sFE.sky, ) as in HybridékA.
If j # k, B computes PRF2.k; < PRF2.Setup(1*)

o If j <k, Bcomputes FPFE.ct; <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)).
o If j = k, B computes FPFE.ct; + FPFE.Enc(FPFE.msk, (0‘nesremsky | (fonesrebnesty (fPRR2Ey 9)),
e If j > k, B computes FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)).

B computes ¢; and SKy, from these values as in HybridékA and sends SKy; to A. After A is done

making function queries, A outputs challenge messages (z(?), (1)), B samples b <— {0,1}. Then, for
i € [n], B does the following: B samples t; < {0,1}* and sets r; ;, equal to the output of its oracle on

input ¢;. B computes v; j, <— One-sFE.Enc(One-sFE.msky, One—sFE.Enc.stk,i,xZ(»O); 7i %) and computes

FPFE.sky, < FPFE.KeyGen(FPFE.msk, H* o, ). If i =1, B sets CT; = (FE.ct, FPFE.skg, ).
Y P Y A R

Else, B sets CT; = FPFE.skg,. B sends CT = {CT;};cp to A, and receives b’ from A. B outputs

Lif b =¥ and f;(z@) = f;(z™M) for all f; queried, and outputs 0 otherwise. Observe that if B’s

oracle was a uniform random function R2, then B exactly emulates HybridékA, and if B’s oracle

was PRF2.Eval(PRF2.kg, -), then B emulates Hybridékﬁ. Additionally, B does not need to know
PRF2.k, to carry out this experiment. Thus, by Equation 17, this means that B breaks the security
of PRF2 as B can distinguish betwewen a random function and PRF2. O
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Hybridékﬁ(l’\): We change the message encrypted in FPFE.ct; so that it uses the 8 = 1 branch
of every H*

b) .(0) :
LT %y bk

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
lef, a state size 153, an input size 1“, and an output size 14,

2. Setup:
(a) (FE.mpk, FE.msk) < FE.Setup(1*)
(b) FPFE.msk < FPFE.Setup(1*)

(c) Sym.k + Sym.Setup(1?*)

(d) FE.ct « FE.Enc(FE.mpk, (0%FPFEmsky (fPRFEx 1 Sym.k))
3. Public Key: Send MPK = FE.mpk to the adversary.
4. Function Queries: For the j* function query fj € Fllr,ls,lx, y] made by the adversary:

(a) 55 < {0, 1})\
(b) Compute c;:
i. One-sFE.msk; < One-sFE.Setup(1*)
ii. One-sFE.Enc.stj <— One-sFE.EncSetup(One-sFE.msk;)
iii. One-sFE.sky, «— One-sFE.KeyGen(One-sFE.msk;, f;)
iv. PRF2.k; < PRF2.Setup(1*)
v. If j < k, FPFE.ct; «— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1))
vi. If j = k, FPFE.ct; + FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1))
vii. If j > k, FPFE.ct; « FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 0))
viil. ¢;j <= Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))
(c) Let Gj = Gy, s;.c; as defined in Figure 9.
(d) FE.skg,; < FE.KeyGen(FE.msk, G)

(e) Send SKy, = FE.skg; to the adversary.
5. Challenge Message: A outputs a challenge message pair (33(0), :c(l)) where z(0) = xgo) .. .a:,(lo)
and z(1) = .Tgl) . x%l)

x(o)jx(,l) S {0, 1}ZX.

(3 K3

for some length n € N chosen by the adversary and where each

6. Challenge Bit: b+ {0,1}
7. Challenge Ciphertext:

(a) For i € [n],
i. t; «+ {0,1}*
ii. r;), < PRF2.Eval(PRF2.ky, t;)
iii. v; 5 < One-sFE.Enc(One-sFE.msk;, One-sFE.Enc.st;, i,xz(.o); Tik)
iv. Let H; = Hi*m(b) RO

v. FPFE.sky, = FPFE.KeyCen(FPFE.msk, H;)
vi. If i =1, let CTy = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.skp,

as defined in Figure 11.
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(b) Send CT = {CT,};c|) to the adversary.

8. Experiment Outcome: The adversary outputs a bit ¥’. Output 1 if b =¥’ and f;(z(?) =
fj(x(l)) for all f; queried, and output 0 otherwise.

Lemma D.12. If FPFE is function-private-selective-IND-secure, then for all PPT adversaries A
and for all k € N,

‘Pr[Hybrid“éM)(l’\) — 1] — Pr[Hybridg, 4(1%) = 1}) < negl(\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and k € N such that

Pr[Hybridg, 5(1") = 1] — Pr[Hybridg, ¢(1%) = 1]‘ > negl()\) (18)

We build a PPT adversary B that breaks the function-private-selective-IND-security of FPFE. B
first runs A on input 1* and receives parameters 147, 14 1¢x 1%V B then sends function size 1ZHA,
input size 1ZFPFE-7"A, and output size 1lonesFEcty 0 its FPFE challenger where €7, , CFpFE.m, » {One-sFE.ct),
are computed as described in the parameter section. B computes (FE.mpk, FE.msk, Sym.k, FE.ct) as
in Hyb]f'idé/,“5 and sends MPK = FE.mpk to A. Let ¢ = g() be the running time of A. Observe that
q = poly(A) as A is polytime and that A outputs at most ¢(\) function queries on security parameter
A. For j € [q], B does the following: B computes (s;, One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;) as in
Hybridékﬁ. (This does not require knowledge of FPFE.msk or f;).

o If j < k, B sets its j challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)).

o If j =k, B sets its j challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;, 1), (Oéo"e‘sFE'mskA , OfOnesFE Encisty  ()fPRF2.ky 2))

o If j > k, B sets its j*" challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;,0), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))

B then sends all ¢ challenge message pairs to its FPFE challenger and receives {FPFE.ct;} jelq) Where
either each FPFE.ct; is an encryption of the first message of the 4t challenge message pair, or each
FPFE.ct; is an encryption of the second message of the 4t challenge message pair. For each function
query f; that A sends to B, B computes One-sFE.sky, < One-sFE.KeyGen(One-sFE.msk;, ), c;j <
Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;)), and FE.skg; < FE.KeyGen(FE.msk, G, s, ., ), and sends
SK f; = FE.skg; to A. (This is possible to compute as ¢ is at least as large as the number of function
queries that 4 makes.) After A is done making function queries, A outputs challenge messages
(2, 2(M). B samples b < {0,1}. Then, for i € [n], B does the following: B samples t; < {0,1}*,
sets 1; , = PRF2.Eval(PRF2.ky, t;), and computes v; j, < One-sFE.Enc(One-sFE.msk,, One-sFE.Enc.sty, i,xio); Tik)-
B sends a challenge function pair (HZ ©) 40 4.y H NOIRCI. ) to its FPFE challenger and re-

z,; ity

ceives an FPFE function key FPFE.skp;, "which is a functlon key for H NOOp . This is a valid
’U
function query pair since for all j € [¢] and 8 € {0, 1}, we clearly have

H v o (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 3)

0
'LIZ Ly 5tk

—H NOmOp (One—sFE.mskj,One—sFE.Enc.stj,PRF2.kj,B)

szz
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and additionally

H NOIOPI. (One—sFE.mskk,One—sFE.Enc.st;wPRF2.k:k,1)

4Ty KT i5Vi,
LOone- LOone- 14
— H (b) (O) . k(o One-sFE.msk , O One-sFE.Enc.st \ , 0 PRF2.k ) , 2)
ULT; Ty "Ly,

as when 8 = 2, the output is v; ;, which has been programmed to be equal to
H* o o (One-sFE.mskg, One-sFE.Enc.sty, PRF2.ky, 1). Ifi = 1, Bsets CT; = (FE.ct, FPFE.sky;, ).

1931 »Ly iUk

Else, B sets CT; = FPFE.skg;. B sends CT = {CT;};cp to A, and receives o' from A. B outputs

1if b=V and f; () = [ (M) for all fj queried, and outputs 0 otherwise. Observe that if B
received only ciphertexts and function keys for the first message or function of each of its challenge
pairs, then B exactly emulates Hybridékﬁ, and if B received only ciphertexts and function keys
for the second message or function of each of its challenge pairs, then B emulates Hybridgfkj. Ad-
ditionally, B does not need to know FPFE.msk to carry out this experiment. Thus, by Equation 18,
this means that B breaks the function-private-selective-IND security of FPFE as B can distinguish
between the two security games with non-negligible probability. O

Lemma D.13. If FPFE is a function-private-selective-IND-secure FE scheme, then for all PPT
adversaries A and for all k € N\{1},

‘Pr[Hybridg}k_m(ﬂ) — 1] - Pr[HybridZ, , (1) = 1]’ < negl(\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and a k € N\{1}
such that
Pr[Hybridg,_, 5(1*) = 1] - Pr[Hybridg, (1)) = 1]‘ > negl()\) (19)

We build a PPT adversary B that breaks the function-private-selective-IND-security of FPFE. B
first runs A on input 1* and receives parameters 1/, 14 1¢x 1V B then sends function size 1€HA,
input size 1ZFPFE””A, and output size 1lonesFEcty ¢ its FPFE challenger where £, , CFpFE.m, » £One-sFE.ct),
are computed as described in the parameter section. B computes (FE.mpk, FE.msk, Sym.k, FE.ct) as
in Hybridg}kfl’5 and sends MPK = FE.mpk to A. Let ¢ = ¢(\) be the running time of 4. Observe
that ¢ = poly(\) as A is polytime and that A outputs at most g(A) function queries on security pa-
rameter A. For j € [¢], B does the following: B computes (s, One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;)
as in Hybridék’S.. (This does not require knowledge of FPFE.msk or f;).

o If j < k, B sets its j*" challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;, 1), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1)).

o If j > k., B sets its j*" challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;,0), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)).

B then sends all ¢ challenge message pairs to its FPFE challenger and receives {FPFE.ct;} c(q
where for j < k, FPFE.ct; is an encryption of (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1), and for
J > k, FPFE.ct; is an encryption of (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0). For each function
query f; that A sends to B, B computes One-sFE.sky, <= One-sFE.KeyGen(One-sFE.msk;, f;), c;
Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;)), and FE.skg,; < FE.KeyGen(FE.msk, G, . ), and sends
SKy; = FE.skg; to A. (This is possible to compute as g is at least as large as the number of function
queries that A makes.) After A is done making function queries, A outputs challenge message pair
(20, (M), B samples b+ {0,1}. Then, for i € [n], B does the following: B computes t; + {0,1}*,
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rik—1 = PRF2.Eval(PRF2.k,_1,t;), v y—1 < One-sFE.Enc(One-sFE.mskj_1, One-sFE.Enc.st;_1,1, z,

rix = PRF2.Eval(PRF2.ky, t;), and v; j, — One-sFE.Enc(One-sFE.msky, One-sFE.Enc.st, i, Z(b),mc)
B sends a challenge function pair (H NOOM H OO ) to its FPFE challenger and
sUq U;

T; HliVik

receives an FPFE function key FPFE. skH \;vhlch is elther a function key for H NOC or

)
bisVi k—1

1,T; T

a function key for H RONCOPE This is a valid function query pair since for all j € [q] and
[ R AR
B e{0,1},

H o o (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, )

’Ll’z Ly 7tl7vzk 1

—H7 ) 0 4 0 (One—sFE.mskj,One—sFE.Enc.stj,PRFQ.kj,B)

as the two functions act the same when 5 =0or § = 1. If i = 1, B sets CT; = (FE.ct, FPFE.skg, ).
Else, B sets CT; = FPFE.skg,. B sends CT = {CT;}icn) to A, and receives b’ from A. B outputs
1if b =10 and fj(x(o)) fj (M) for all fj queried, and outputs 0 otherwise. Observe that
if B received only ciphertexts and function keys for the first message or function of each of its
challenge pairs, then B exactly emulates Hybridék_m, and if B received only ciphertexts and
function keys for the second message or function of each of its challenge pairs, then B emulates
Hybridék,l. Additionally, B does not need to know FPFE.msk to carry out this experiment. Thus,
by Equation 19, this means that B breaks the function-private selective-IND security of FPFE as B
can distinguish between the two security games with non-negligible probability. O
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HybrldA(l’\) We replace each H* ., with a function H ROROP which is independent

of b.
1.

8.

. Challenge Message: A outputs a challenge message pair (¥, z(1)) where (0 = xgo) co Iy

’Zylvl’vzk [ SN PN

Parameters: The adversary A receives security parameter 1, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

. Setup:

a) (FE.mpk, FE.msk) < FE.Setup(1?)

b) FPFE.msk < FPFE.Setup(1*)

(c) Sym.k + Sym.Setup(1?*)

(d) FE.ct + FE.Enc(FE.mpk, (0fFPFemsky (fPRFEL 1 Sym k)

(
(

. Public Key: Send MPK = FE.mpk to the adversary.

. Function Queries: For the j** function query fj € Fllr,ls,lx,ly] made by the adversary:

(a) s; « {0,111

(b) Compute c;:
i. One-sFE.msk; < One-sFE.Setup(1*)
ii. One-sFE.Enc.stj <— One-sFE.EncSetup(One-sFE.msk;)
iii. One-sFE.sky, <~ One-sFE.KeyGen(One-sFE.mskj, f;)
iv. PRF2.k; < PRF2.Setup(1*)
v. FPFE.ctj <~ FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1))
vi. ¢j <= Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;))

(c) Let Gj = Gy, s;.c; as defined in Figure 9.

(d) FE.skg,; < FE.KeyGen(FE.msk,G})

(e) Send SKy, = FE.skg; to the adversary.

(0)
and z(1) = xgl) (1) for some length n € N chosen by the adversary and where each

LE( ) (1) c {0 1}&\/

)

. Challenge Bit: b« {0,1}

Challenge Ciphertext:

(a) For i € [n],
i. t; « {0,1}*
i, v, = ()fOne-sFE ct

iii. Let H; = H* NOIROP as defined in Figure 11.

szz

iv. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
v. If i =1, let CTy = (FE.ct, FPFE.skg;, ). Else, let CT; = FPFE.sky,

(b) Send CT = {CT;};c[, to the adversary.

Experiment Outcome: The adversary outputs a bit ¥'. Output 1 if b = b’ and fj(a:(o)
fj(:n(l)) for all f; queried, and output 0 otherwise.

~—

102



Lemma D.14. If FPFE is a function-private-selective-IND-secure FE scheme, then for all PPT
adversaries A,

Pr[Hybridg', (1*) = 1] — Pr[Hybrid#'(1*) = 1]| < negl(})

where ¢ = q(\) is the runtime of A on security parameter .

Proof. First, observe that if ¢(\) is the runtime of A, then A outputs at most ¢(\) function queries
on security parameter \. Thus, Hybridéqﬁ always uses the 8 = 1 branch when encrypting FPFE.ct;
as in Hybrid“74. Now, suppose for sake of contradiction that there exists a PPT adversary A such
that

Pr[Hybridg, ¢(1*) = 1] — Pr[Hybrid7'(1}) = 1]| > negl(}) (20)

We build a PPT adversary B that breaks the function-private-selective-IND-security of FPFE. B
first runs A on input 1* and receives parameters 17,145 1x 1% B then sends function size IZHA,
input size 1ZFPFE””A, and output size 1lonesFEcty 0 its FPFE challenger where £, , CFPFE.m., » {One-sFE.ct,
are computed as described in the parameter section. B computes (FE.mpk, FE.msk, Sym.k, FE.ct)
as in Hybridéqﬁ and sends MPK = FE.mpk to A. For j € [g], B computes

(sj, One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;) as in Hybridéq,ﬁ. (This does not require knowledge
of FPFE.msk or f;). B then sends challenge message pairs

{((One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;, 1), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1))} jeq) to
its FPFE challenger and receives {FPFE.ct;};c[q Where each FPFE.ct; is an encryption of
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1). For each function query f; that A sends to B, B com-
putes One-sFE.sky, < One-sFE.KeyGen(One-sFE.mskj, f;),¢; «- Sym.Enc(Sym.k, (One-sFE.sky,, FPFE.ct;)),
and FE.skg; < FE.KeyGen(FE.msk,Gy, s ), and sends SKy = FE.skg, to A. (This is possi-
ble to compute as ¢ is at least as large as the number of function queries that .4 makes.) Af-
ter A is done making function queries, A outputs challenge message pair (x(o),a:(l)). B samples
b « {0,1}. Then, for i € [n], B does the following: B computes t; « {0,1}*, v; = (‘onesFEcty
riq < PRF2.Eval(PRF2.k,, ), and v; 4 < One-sFE.Enc(One-sFE.msk,, One-sFE.Enc.sty, i, 2" ;74 ,).
B sends challenge function pair (H NOIRCI H ROIRON ) to its FPFE challenger and receives

1 77«72

an FPFE function key FPFE.skp, Wthh is elther a functlon key for H ROPOF or a function
L,T, X, T, ti,Viq
key for H NOWRG) . This is a valid function query pair since for all j € [q],
,Z; T, 717"11
H7 ®) 0 4 Lq(One—sFE.mskj,One—sFE.Enc.stj, PRF2.k;,1)

= H ROWON U_(One—sFE.mskj, One-sFE.Enc.stj, PRF2.k;, 1)

as the two function act the same when g = 1. If i = 1, B sets CTy = (FE.ct, FPFE.sky, ). Else, B
sets CT; = FPFE.sky,. B sends CT = {CT;};c[, to A, and receives b’ from A. B outputs 1 if b = ¥/
and fj(:c(o)) = f; (M) for all fj queried, and outputs 0 otherwise. Observe that if B received only
ciphertexts and function keys for the first message or function of each of its challenge pairs, then 5
exactly emulates Hybridéq,ﬁ, and if B received only ciphertexts and function keys for the second
message or function of each of its challenge pairs, then B emulates Hybrid“74. Additionally, B does
not need to know FPFE.msk to carry out this experiment. Thus, by Equation 20, this means that
B breaks the function-private-selective-IND security of FPFE as B can distinguish between the two
security games with non-negligible probability. O

Lemma D.15. For all adversaries A,

Pr[Hybrid#'(1*) = 1] <

NN
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Proof. The messages sent to A in Hybrid“74 are independent of b. Thus, the probability that A
correctly guesses b in Hybrid“74 is % The lemma then follows since the probability that Hybrid“74
outputs 1 is at most the probability that A correctly guesses b. O

Thus, our lemmas give us the following corollary:
Corollary D.16. If
e PRF and PRF2 are secure PRF's,
e Sym is a secure symmetric key encryption scheme with pseudorandom ciphertexts,
e One-sFE is single-key, single-ciphertext, function-selective-IND-secure,
e FPFE is function-private-selective-IND-secure,
e and FE is selective-IND-secure,
then sFE is semi-adaptive-function-selective-IND-secure.

Proof. By combining the hybrid indistinguishability lemmas above, we get that for all PPT adver-
saries A,

. 1
Pr[ExptGuessSemi-Ad-Func-SelIND (1 4) 1]‘ = |Pr[Hybrid{'(1*) = 1]| < 3 + negl(\)

The corollary then follows immediately. O

Corollary D.16 then implies Theorem 6.1, since as shown in Section 6, we can instantiate the
required primitives from a selective-IND-secure, public-key FE scheme for P/Poly and a single-key,
single-ciphertext, function-selective-IND-secure, secret-key, sFE scheme for P/Poly.
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