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Abstract. We introduce the first candidate lattice-based Designated
Verifier (DV) ZK-SNARK protocol with quasi-optimal proof length (quasi-
linear in the security/privacy parameter), avoiding the use of the expo-
nential smudging technique. Our ZK-SNARK also achieves significant
improvements in proof length in practice, with proofs length below 6 KB
for 128-bit security/privacy level. Our main technical result is a new reg-
ularity theorem for ‘private’ re-randomization of Module LWE (MLWE)
samples using discrete Gaussian randomization vectors, also known as
a lattice-based leftover hash lemma with leakage, which applies with a
discrete Gaussian re-randomization parameter that is polynomial in the
statistical privacy parameter. To obtain this result, we obtain bounds on
the smoothing parameter of an intersection of a random g-ary SIS mod-
ule lattice, Gadget SIS module lattice, and Gaussian orthogonal module
lattice over standard power of 2 cyclotomic rings, and a bound on the
minimum of module gadget lattices. We then introduce a new candi-
date linear-only homomorphic encryption scheme called Module Half-
GSW (HGSW), which is a variant of the GSW somewhat homomorphic
encryption scheme over modules, and apply our regularity theorem to
provide smudging-free circuit-private homomorphic linear operations for
Module HGSW.
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1 Introduction

Zero-knowledge proof (ZKP) systems were introduced by the authors of [36] in
1985 to allow a prover holding some secret witness w for a statement x satisfying
some NP relation R, to prove knowledge of w to a verifier (the soundness prop-
erty), without revealing any information on w to the verifier (the zero-knowledge
property) beyond that revealed by the NP statement = known to the verifier.
ZKPs have a myriad of applications in privacy-preserving cryptographic pro-
tocols. However, for statements with large witnesses w, the main limitation of
classical ZKPs is that their proof size is proportional to the witness size. To



support such applications, including verifiable computation [51] and privacy-
preserving cryptocurrencies [9] it is desirable to have succinct ZKPs in which
the proof (or argument) size is only polylogarithmic in the witness size. The first
such Zero-Knowledge Succinct Non-interactive ARgument of Knowledge (ZK-
SNARK) system for NP languages was proposed by Kilian [40]. While the first
ZK-SNARKSs were theoretical results and resulted in long proofs in practice, sig-
nificant practical improvements followed over the last decade [6},8,114{12,/15-17,
241251|30},/37,/51L[57]. The shortest known ZK-SNARK constructions [38] achieve
proof lengths in the order of 128 bytes, but rely on quantum-insecure discrete-log
assumptions.

Prior work on quantum-safe and lattice-based ZK-SNARKs. ZK-
SNARKSs based on quantum-safe assumptions from symmetric-key cryptogra-
phy exist [6},/8,[11,|13] but currently do not achieve proof lengths below around
100KB for typical security parameters. For ZK-SNARKSs based on conjectured
quantum-safe lattice problems, there are currently two main approaches. The
first approach constructs lattice-based ZK-SNARKSs that are publicly verifiable
but currently yields very long proof sizes in the order of MBs [4]|ﬂ The second
approach, which we focus on in this paper, constructs lattice-based Designated-
Verifier (DV) ZK-SNARKSs, which require a preprocessing setup procedure by
a designated-verifier run before the relations to be proved are known. In such a
preprocessing DV (DV for short) model of ZK-SNARKS, proofs can only be ver-
ified by the DV holding a secret verification key. DV ZK-SNARKs still suffice for
important privacy-preserving applications such as verifiable computation. The
first lattice-based DV SNARK following the latter approach was introduced by
Boneh et al. |18], and this lattice-based DV SNARK approach was later improved
by [31,39,50]. The approach in these works constructs a DV SNARK using a
cryptographic compiler introduced by Bitansky et al. [17], from two building
blocks: (1) a linear-only homomorphic vector encryption scheme (i.e. a homo-
morphic encryption scheme with vector plaintexts where only linear homomor-
phic operations are computationally feasible) and (2) a Linear Probabilistically
Checkable Proof (LPCP) system. Authors of |[17] observed that if the linear-only
encryption scheme satisfies a re-randomization property (so that the randomness
in a ciphertext can be re-randomized without the secret key to produce a fresh
ciphertext), then their compiler can produce a DV ZK-SNARK, i.e. a SNARK
satisfying the zero-knowledge privacy property.

The work of [18] instantiated the candidate linear-only vector encryption
from the lattice-based Regev encryption scheme. A follow-up work on quasi-
optimal SNARGs was proposed by Boneh et al. in [19] and provided a construc-
tion for Boolean circuits from a Multi-Prover Interactive Proof (MIP) system.

4 A very recent concurrent and independent work to ours [14] constructs significantly
shorter publicly verifiable lattice-based ZK-SNARKS (LaBRADOR) than prior con-
structions. However, the LaBRADOR proof lengths reported in [14] for typical se-
curity parameters are still an order of magnitude longer than the proof lengths of
our designated verifier ZK-SNARKSs constructed in this paper for similar security
parameters.



The main advantage over the first result in [18], this SNARK construction is
the reduction of computational overhead on the prover side. Although achiev-
ing sub-optimal proof length, these lattice-based constructions do not provide
succinct re-randomizable ciphertexts, so those constructions only provide plain
SNARKs, but not ZK-SNARKs (i.e. no zero-knowledge property).

Gennaro et al. [31] introduced the first lattice-based construction of SNARKs
which also achieved the zero-knowledge property and is built from square span
programs (SSP). This paper also provided the first implementation of a lattice-
based ZK-SNARK. However, the proof size ranges between 0.5 and 0.9 GB de-
pending on security level. Nitulescu [50] presented a lattice ZK-SNARG from
quadratic arithmetic program (QAP), which is defined for arithmetic circuit
satisfaction.

The state of the art work on lattice-based DV ZK-SNARKSs by authors of [39]
(called ISW from hereon) provided a new construction of a shorter ZK-SNARK
from LPCP for rank-one constraint systems (R1CS) using new approaches. An
important new ingredient for the concrete proof succinctness of the ISW con-
struction versus earlier lattice-based constructions is the use of a large extension
field plaintext space for the underlying linear-only Regev encryption scheme
(where the large extension field size provides a low ZK-SNARK soundness error),
while keeping the field characteristic moderately small. The smaller field charac-
teristic for fresh ciphertexts gives a smaller fresh ciphertext modulus length and
leads to shorter proofsﬂ To support extension field plaintext spaces for Regev
encryption, ISW uses a structured lattice variant of Regev encryption based
on the hardness of the Module Learning With Errors (MLWE) problem over a
polynomial ring R. The main advantage of ZK-SNARK in [39] is a significant
reduction of the proof size compared to earlier work in [31].

Lattice ZK-SNARK succinctness problem: smudging-based ZK. How-
ever, even with the improvements of the ISW scheme, the resulting ZK-SNARK
proof length remains significantly higher than one would like, both from an
asymptotic theoretical view, as well as a practical concrete parameters view. In
particular, from the asymptotic theoretical view, the ZK-SNARK proof length
in ISW is quadratic in the security parameter )El, which is suboptimal, as one
could hope to have a proof length quasilinear in A (i.e. linear up to polylog fac-

® The reduction in proof length arises due to the harder underlying lattice problem
with a smaller fresh ciphertext modulus, allowing a smaller lattice dimension pa-
rameter. The fresh ciphertext modulus does not directly impact proof lengths, as
the ISW construction uses modulus switching techniques to reduce the final proof
ciphertext modulus size.

For our asymptotic security analysis in this paper, we set the statistical ZK privacy
security parameter k of ISW to be equal to the computational soundness security
parameter A so there is just a single security/privacy parameter A. For concrete
estimates, ISW set the statistical privacy parameter to a low figure of x = 40, but
this would potentially allow ZK attacks with a non-negligible advantage 27%°; ideally,
one would want x ~ 128 to match the typical soundness security parameter A. In
any case, this does not affect asymptotic estimates when & is linear in \.



tors). Also from a practical concrete parameter view, the shortest proof lengths
in ISW are more than 15KB (even for a relatively low statistical ZK security
parameter £ = 40) which is still about 20x the ciphertext length of the stan-
dard MLWE-based Kyber encryption scheme [20] for typical 128-bit soundness
security parameter (the ISW proof length would increase significantly more if
we aim for a more standard privacy parameter such as k = 128).

A main reason behind the suboptimal proof length of ISW and prior lattice-
based ZK-SNARKSs is the use of the exponential smudging technique to circum-
vent the difficulty of re-randomizing lattice-based ciphertexts of the underlying
linear only encryption scheme E for achieving circuit privacy of the underlying
encryption scheme when used inside the Bitansky et al. [17] DV ZK-SNARK
compiler. In particular, the first step of the SNARK prover algorithm in ISW
and other schemes based on the compiler in [17] consists in computing a linear
combination c of fresh ciphertexts {¢; = E(u;,€;)}; from the preprocessing step:
c=,a;¢ = ,0a;-E(pi,e;) = E(Y, aipi, y,; ase;). Here, the plaintexts 1; are
the verifier’s query challenges in the underlying linear PCP and e; is the corre-
sponding fresh randomness used to encrypt u;. The coefficients a; are computed
using the underlying linear PCP from the prover’s witness. In the underlying
SNARK with no ZK privacy, the proof consists of ¢, and the verifier knowing
the decryption key for E can decrypt ¢ to get the plaintext p := )", a;u;, which
can then be verified using the underlying linear PCP verification. However, as
the decryption key is known to the verifier, ¢ may also reveal the final cipher-
text randomness e := ). a;e; to the verifier; this may in turn leak additional
information about the prover’s witness beyond what is revealed in p and invali-
date the ZK property. To prevent this leakage and obtain the ZK property, the
exponential smudging technique used in ISW and earlier lattice-based schemes
consists in the prover masking e by adding an independent masking randomness
¢’ and sending ¢/ = ¢+ E(0,¢') = E(u,e + €’) as the proof. However, in lattice-
based schemes the addition in e+ ¢’ is over vectors of integers, so to obtain x-bit
statistical ZK privacy with this smudging rnethocﬂ7 the size (standard deviation)
of the entries of the smudging term ¢’ must exceed the size of the entries of e by
a factor exponential in k. This exponential smudging then leads to ciphertext
and hence ZK-SNARK proof lengths of at least £2(k\) = 2(\?) assuming that
k = 0()\). The above problem with ISW leads us to ask the following main open
questions:

From a theoretical point of view, can we construct candidate lattice-based ZK-
SNARKs with proof length quasilinear in the security parameter A = k¢ From a
practical point of view, can we construct candidate ZK-SNARKs with concretely
shorter proofs than those of ISW?

Our main goal in this paper is to address these questions, focusing on the
minimization of ZK-SNARK proof length, even by trading off other aspects, such
as the size of the common reference string (CRS).

7 i.e. to make the distribution of e + ¢’ within statistical distance < 27 of the distri-
bution of €’



Directions and challenges. A first direction towards answering the above open
questions was suggested by ISW [39], who asked whether the circuit privacy re-
quirement for the underlying encryption scheme F and its associated smudging
technique is really needed for the ZK property of the resulting SNARK con-
structed with the compiler in [17] from the QAP-based Linear PCP (LPCP)
used in [39]. In particular, ISW defined an ‘honest-verifier ZK with leakage’
(HVZKL) property for the underlying LPCP. This property essentially asserts
that the ZK property of the LPCP is preserved even in the presence of the leak-
age of the final randomness e revealed to the verifier when no smudging is used
in the ISW SNARK. They observed that if this HVZKL property is satisfied for
the underlying LPCP, then the ISW SNARK with no smudging achieves ZK. If
the latter is true, it would give shorter ZK-SNARK proofs. However, the HVZKL
property of the used LPCP was not studied in [39], and it is not clear why it
should be true.

A second direction towards the open questions is to devise a more efficient
method for circuit privacy of the underlying linear-only encryption scheme F,
without resorting to exponential smudging. A natural approach to follow in this
direction is to look at circuit privacy techniques developed for lattice-based fully
homomorphic encryption (FHE) schemes. The FHE circuit privacy technique de-
vised by Gentry [32] relies on exponential smudging. The later works [21/28] pro-
vide FHE circuit privacy without exponential smudging and with small asymp-
totic overheads. However, trying to adopt the latter circuit privacy techniques to
our ZK-SNARK context faces several challenges that require new ideas. The first
challenge is that the soundness security of the ZK-SNARK setting crucially re-
quires the underlying encryption scheme to be linear-only homomorphic, whereas
the circuit-privacy techniques of [21}28] work for FHE schemes, which would be
insecure as linear-only encryption. In particular, the sanitization circuit privacy
procedure of [28] crucially relies on the FHE-based bootstrapping procedure. A
second challenge is that, to build on the extension-field SNARK succinctness
techniques of ISW, we need the underlying encryption scheme to be based on
structured MLWE lattices defined over a sufficiently high degree polynomial ring
R, whereas the circuit privacy analysis techniques of [21] rely on the use of a
general Leftover Hash Lemma with Leakage (LHLL) which applies over unstruc-
tured LWE over Z, but not over polynomial rings I, with non-trivial subideals,
such as commonly used MLWE rings R, = Z4[z]/(z? + 1) for a power-of-2 d.

1.1 Owur Contributions

In this paper, we make progress on the open question of constructing lattice-
based ZK-SNARKs with quasi-optimal succinct proofs, addressing both direc-
tions mentioned above.

Negative result: attack on zero-knowledge property of the short SNARK
in [39] with no smudging. Our first contribution gives a negative result in
the first direction mentioned above. In particular, we present a simple attack
(based on natural heuristic assumptions) on the Zero-Knowledge property of



Base encryption|Quasi-opt. Size ZK property 7ZK
SNAR(G/K) scheme proof size | CRS |Proof| (Yes/No) technique
scheme (Yes/No) | (GB) |(KB)
BISW17 (18] LWE-Regev Yes - - No N/A
BISW18 [19] | RLWE Regev |  Yes - - No N/A
GMNOI18 |31] | LWE-Regev No 7* 7* Yes exp. smudging
ISW21 [39] MLWE-Regev No (10,337)| 33 Yes exp. smudging
Our work MLWE-HGSW Yes (32,410)| 6 Yes poly. rerandom.

Table 1. Comparison of lattice (ZK-)SNAR(G/K)s for R1CS size of N, = 2% for
both soundness and zero-knowledge (if applicable) security level at 128 bits. Here, we
estimated the sizes for the ISW21 protocol [39] for k = 128 bit ZK privacy level, by
extending the ‘Shorter Proofs’ parameters in [39] for x = 40 bit ZK privacy level,
while keeping their parameter choices for the initial noise (s = 64) and plaintext space
modulus (p = 2% — 1) (see Sec. for further details). The two sizes given in CRS are
those for compressed and non-compressed versions, respectively. The former version
ignores the uniformly random part of the CRS that can be generated from a small
seed. See Table [2| for more on parameter settings. *We note that [39] pointed out that
the suggested parameters in [31] provide only 15 bits of provable soundness. Therefore,
in our table, we skip the proof and CRS sizes for |31].

SNARK in [39] with no smudging when it is instantiated with the QAP-based
Linear PCP presented in [39] (which in turn is a variant of the LPCPs given
in [10,/30]). As mentioned above, the latter ZK property of the SNARK in [39]
with no smudging is inherited from the assumed Honest Verifier ZK with Leak-
age (HVZKL) property of the underlying Linear PCP. Our attack in fact shows
that the underlying LPCP introduced in [10,30] does not in general satisfy the
HVZKL property. We do so by exhibiting an R1CS relation R and a statement
x with two distinct witnesses w,w’, such that the leakage information provided
to the HVZKL distinguisher against the LPCP suffices to distinguish the two
witnesses with an O(1) distinguishing advantage (under natural heuristic as-
sumptions). Although our attack applies to a specific relation, it demonstrates
that the HVZKL property assumed in [39] does not hold in general for exist-
ing LPCPs, and therefore, that with such LPCPs, the exponential smudging
technique is in general necessary for the ZK property of the ISW ZK-SNARK
construction, which leads to non-succinct proofs of length 2(A?). To bypass this
issue, our ZK-SNARK does not rely on HVZKL of the LPCP.

Positive result: new candidate lattice-based ZK-SNARK with quasi-
optimal succinct proofs. Our main result addresses the second direction
discussed above. We construct the first candidate lattice-based ZK-SNARKs
with quasi-optimal succinct proofs, namely proof length quasi-linear in the secu-
rity parameter A. Our new ZK-SNARK avoids the use of exponential smudging
for achieving the ZK property with its inherent inefficient parameters. Follow-
ing the second direction discussed above, we address the technical challenges
of constructing a linear-only encryption scheme E with a circuit-private re-



randomization procedure that does not require exponential smudging and pre-
serves the algebraic structure of Module LWE needed in the ISW ZK-SNARK
construction. Our encryption scheme FE is derived from a suitable modification
of a Module LWE variant of the GSW homomorphic encryption scheme [35]. We
compare the main properties of our ZK-SNARK to prior lattice-based SNARK
constructions in Table [I] Our lattice-based ZK-SNARKSs not only achieve the
shortest asymptotic proof length to date in theory but also in practice, with
substantial savings of more than 5x in proof length versus ISW21 at the same
security /privacy level of 128-bit (for lower statistical privacy parameters, e.g.
k = 40 as used in the concrete parameters suggested in [39], our proof length
improvement is smaller but still significant; we refer to Sec. for details). As
noted above, our work focuses on optimization for the minimum possible proof
length, and this comes at the tradeoff of a large CRS size compared to the ISW21
protocol. The main reason for the CRS overhead in our protocol versus ISW21
is our GSW-like base encryption scheme, which typically consists of several tens
of Regev ciphertexts used in the ISW21 protocol.

To obtain our main result, we introduce new tools described in the following.

New regularity results for private re-randomization of MLWE sam-
ples. Our main technical contribution is a new regularity theorem for private
re-randomization of Module LWE (MLWE) samples over the standard polyno-
mial ring R, := Z4[z]/(2? + 1) (for d a power of 2) without smudging, which
can be applied for circuit-private homomorphic scaling of Module GSW cipher-
texts. Our regularity result applies to the following type of ‘gadget-based’ re-
randomization of a set of MLWE samples. Let G denote a ‘power of 2’ gadget
matrix [47]. Take a set of MLWE samples (A, B) with B = AS + E over the
polynomial ring R, := Z,[z]/(z? + 1), where A is a uniformly random MLWE
matrix, S is the MLWE secret matrix and E the small MLWE error matrix. The
re-randomized MLWE sample is computed as (u?,v?) := (T A, 27 -B+yT) =
(xT A, 27 - AS+x" E+y"), where x is a re-randomization vector sampled from
a discrete Gaussian distribution with small parameter r satisfying 7 G = a™
for some scaling vector a” and y is an independent discrete Gaussian with same
parameter 7. In the application to homomorphic scaling of GSW ciphertexts,
the scaling vector a” contains the homomorphic scaling factors for a corre-
sponding vector of plaintexts. Our regularity result shows that the distribution
of the re-randomized MLWE sample (u”,v7T) is statistically close to a distri-
bution that is independent of the scaling vector a’ (ensuring circuit privacy
in the Module GSW homomorphic scaling application), and moreover, the lat-
ter statistical distance can be made exponentially small (< 27") in the desired
statistical security parameter k for some polynomial choice of Gaussian param-
eter r = poly(x), avoiding the exponential blowup (r = 2%(*)) in smudging
based re-randomization results as used in [39]. We, therefore, obtain a Module
LWE analogue of the regularity theorem for private re-randomization of (un-
structured) LWE samples in [21]. The latter LWE-based regularity result over
Zq4 uses general leftover hash lemmas over fields and does not extend to MLWE
over rings R, with non-trivial subideals. Technically, our regularity proof for



MLWE requires different and more involved lattice smoothing-based techniques
(see technical overview) to deal with this issue.

Half GSW and application to ZK-SNARKSs. We present a new candidate
linear-only vector encryption scheme with succinct ciphertexts that we call Half
GSW (HGSW), whose IND-CPA security is based on the hardness of MLWE.
Our HGSW scheme is obtained via simple modifications to an MLWE variant
of the GSW somewhat homomorphic encryption scheme that involves removing
a portion (typically half) of the GSW ciphertext. Our modifications of GSW
are designed to remove the undesirable (in the context of linear-only encryption
needed in ZK-SNARK applications) multiplicative homomorphism while sup-
porting succinct circuit-private homomorphic linear scaling based on our above
MLWE re-randomization regularity result, with ciphertext length quasilinear
in the security and circuit privacy parameter A = k. Like previous candidate
linear-only lattice-based encryption schemes (e.g. [18,(19,[39]), the linear-only
property of our HGSW scheme relies on a plausible conjecture that we call
‘HGSW linear-only’. Like previous such assumptions, this conjecture enjoys a
‘win-win’ flavour; if the conjecture turns out to be false, it is likely to imply
more succinct somewhat homomorphic encryption schemes (as HGSW is more
succinct that GSW). We note that our HGSW scheme can also be viewed as a
collection of ciphertexts of the Regev encryption scheme for the message vector
pgt, where g7 = (1,2,...,2ma" 1) with m, = log, ¢ is the power of 2 gad-
get vector. Thus the HGSW construction itself is not new, and indeed such an
encryption scheme has been used in other contexts, e.g. [33]. However, to our
knowledge, our work is the first application of such an encryption scheme in the
context of linear-only encryption.

1.2 Overview of Techniques

Regularity theorem for re-randomization of MLWE samples. The core
part of our regularity theorem (given in Lemma [§]in Sec. , is a ‘leftover hash
lemma with leakage’ for MLWE re-randomization. Given a uniformly random
MLWE matrix A over R, := Z4[z]/(z% + 1) for d a power of 2, and randomiza-
tion vectors 7 and y” sampled from a discrete Gaussian of width parameter r
satisfying TG = a” for some scaling vector a € R, and a Gaussian distributed
error matrix E, it shows that the re-randomized vector 7 A + yT mod q is sta-
tistically close to a uniform vector over R, over the randomness of x,y, even
conditioned on the leakage on « given by &’ E + yT. Due to the splitting struc-
ture of the ring R, our proof uses a completely different approach to the one used
in the proof of the unstructured LHL with leakage over the field Z, in [21]. In
the latter field case, the authors apply in this core part the ‘generalized leftover
hash Lemma’ of [27] (Lemma 3.5 in [21]), which states that = A is statistically
close to uniform over Z, conditioned on arbitrary bounded leakage on xT, as
long as the distribution of &” has enough min-entropy. However, this general
min-entropy based leftover hash fails in general when the field Z, is replaced by
a ring which has non-trivial subideals, such as our power of 2 ring R,. Instead,



to derive our LHL with leakage over R,, we use a different approach based on a
rather involved and delicate combination of lattice Discrete Gaussian smoothing
arguments that exploits the discrete Gaussian distribution of 7 over a coset
c” + A7 (G) of the Gadget perp lattice A} (G) := {v : v G = 0} (where ¢
satisfies ¢ G = a). In particular, as a core technique underlying our LHL with
leakage, which may be of independent interest, we study the smoothing param-
eter of the intersection of the three underlying perp lattices associated with the
matrices A, E, G, i.e. the lattice Ay (A) N A+(E) N A} (G), where the A*(E)
orthogonal lattice is defined over R and not mod qﬂ In bounding the intersection
lattice smoothing parameter, we also give a simple lower bound on the minimum
of the well-known Gadget primal lattice A,(G), which to our knowledge, has not
explicitly appeared in the literature previously and may be of independent inter-
est for other cryptographic applications. We remark that although prior work on
lattice discrete-Gaussian smoothing-based regularity bounds has studied the dis-
tribution of 2T A (e.g. [45,54,55]) or T E (e.g. [1,2,[41]) in various settings, the
leftover hash with leakage over modules, which we address here, is to our knowl-
edge a novel result. The work in [43] analyzes the distribution of @ conditioned
on (xT A,z E) in the unstructured case, rather than the joint distribution of
(xT A, T E). The recent work of Dachman-Soled et al. [26] gives three results
on different special conditional distributions over rings than we deal with in this
paper.

Half GSW linear-only encryption scheme. Our new succinct and circuit-
private linear-only encryption scheme Half GSW is a variant of the GSW some-
what homomorphic encryption scheme [35] over modules. We recall that in the
(module version of) GSW scheme with secret key sk = s the ciphertext of a
message u (typically a bit), has the fornﬂ

Ci| [A As+é n g On, 1
C2 A As+e a quxl g ’

with uniformly random LWE matrices (A’ A) < Z/{(RZ”L‘IXl X R;an1), short er-
ror vectors (e, e), and a power-of-2 gadget vector g7 = (1,2,...,2™«~1) where
mg = logy, . The GSW scheme enjoys both additive and multiplicative homo-
morphisms. It also enjoys circuit-privacy with succinct ciphertexts [21]. How-
ever, the multiplicative homomorphism is undesirable for linear-only encryp-
tion and its applications. Our first and main observation towards our HGSW
scheme is that if we remove the top half (C1) of the GSW ciphertext, the GSW
multiplicative homomorphism algorithm no longer applies (and it seems diffi-
cult to find a different algorithm for multiplicative homomorphism), but the

8 We remark that this discussion is a slight simplification; the orthogonal lattice related
to E that we study is actually A*(E), where E is an extension of E with an
appended identity matrix, to account for the added error vector yT.

9 We show here for simplicity the case where the MLWE secret s is a single ring
element (i.e. GSW based on rank 1 MLWE); for GSW based on rank n MLWE, the
top GSW ciphertext part C1 consists of nmg rows, and in that case our HGSW
ciphertext Cz consists of only 1/(n + 1) of the GSW ciphertext, rather than 1/2.



linear homomorphism and private homomorphic scaling with succinct cipher-
texts property is preserved, allowing us to apply our re-randomization result.
Indeed, to privately perform homomorphic scaling by a scaling factor a, we
can sample a discrete Gaussian matrix X such that Xg = ag and compute

5 = XCy = [B, Bs+e€'+apug], where the distribution of (B = X A,e’ = Xe)
is independent of a by our re-randomization result. However, this latter linear
homomorphic scheme (when considered over the plaintext space R, for some p
smaller than ¢) still suffers from a circuit privacy problem: a homomorphic sum
of m such scaled ciphertexts with messages u; and scaling coefficients a; (for
i € [m]) has the form [B, Bs + e’ + (3, a;t;)g], and in general leaks informa-
tion (to an attacker with the secret key s) about ), a;u; in R, rather than only
revealing the desired value ) . a;u; mod p in the plaintext space R,,. To address
this problem, we use a modulus ¢ that is a multiple of p, and premultiply the
message by % We extend the scheme to a vector encryption scheme using
the standard randomness sharing technique [53], and reduce scaled ciphertexts
to succinct Regev ciphertexts by using just a single row vector ” to perform
homomorphic scaling.

1.3 Roadmap

In section 2, we provide the main preliminaries on lattices. Further definitions
and syntax for vector encryptions and linear PCPs are provided in the supple-
mentary material. We present an attack on the zero-knowledge property of ISW
construction [39] in Section 3. In Section 4, we give our main result of the paper
comprising the new results for a private re-randomization technique of MLWE
samples. Our construction of the module-based Half-GSW (HGSW) scheme and
its correctness and security analysis are provided in Section 5. In section 6, we
show how to apply our new HGSW to construct a lattice-based ZK-SNARK.
Finally, in section 7, we analyse and provide optimal and concrete parameters
for our HGSW and ZK-SNARK construction. All the missing proofs are given in
the Appendices.

2 Preliminaries

We denote column vectors by bold lower case and matrices by bold upper case.
For a column vector x, we denote the corresponding row vector by a”. For a
matrix M we use ||[M]|| (resp. || M| ) to denote the maximal Euclidean norm
(resp. infinity norm) over all rows of M. The integer set {1,...,n} is denoted by
[n]. The zero matrix and identity matrix of dimensions m x n and n are denoted
by 0™*"™ and I, respectively. The transposition and inversion operations of a
matrix M are written as M7 and M ™!, respectively. For a distribution D, we

10 We remark that using the rounded value of q/p in case ¢ is not divisible by p does
not fix the circuit privacy problem, as the rounding error will cause a circuit privacy
leakage.
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write © <> D to say that = is sampled from D. For an algorithm A, we use
a < A to show the output of A is assigned to a. We use U(X) to denote a
uniform distribution over X. We denote the base 2 and natural logarithm by log
and In, respectively.

2.1 Lattice Preliminaries

Lattices. A n-dimensional lattice A is a discrete additive subgroup of R™. For an
integer ¢ < n and a basis matrix B € R"*! of rank ¢, A(B) = {Bz € R"|z € Z'}
is the lattice generated by the column vectors (i.e. basis vectors) of B. If n = t,
the lattice A(B) is called full-rank. The dual lattice A* of lattice A is defined as
A* = {w € R" : Vv € A,wTv € Z}. For i € [t], the i’th successive minimum
Ai(A) is defined as A;(A) := inf{r : dim(Span(A N B(r))) > i}, where B(r)
denotes the closed zero-centered Euclidean ball of radius r.

Definition 1 (g-ary Lattices). For any positive integer n < | and q, and
matriz A € ZfZX" define the following l-dimensional lattices:

L 1T
A7 (A)={z € Z'|z" A= 0mod g},

A (A) = {v € Z!'|v = As mod q, for some s € Z"}.

The two g-ary lattices for a matrix A satisfy the following duality relation:
AF (A = %Aq(A). For the polynomial ring R := Z[z]/(z? + 1), where d
is a power of 2, and a,b € R, the ring multiplication ¢ = ab corresponds
over Z to a matrix product rot(c) = rot(a) - rot(b), where for a ring element
a, rot(a) € Z¥? denotes the negacyclic matrix whose i’th row consists of
the coefficient vector of z’a mod 2% 4 1, for i = 0,...,d — 1. Similarly, for a
matrix A € R™™, we let rot(A) € Z!4%" be the corresponding representa-
tion of A over Z, where each ring element of A is replaced by its rot ma-
trix, and we analogously use rot(A) to define the ld-dimensional g-ary lat-
tices Ay (A) = {x € Z'"z"rot(A) = 0mod ¢} and A,(A) = {v € Zv =
rot(A)s mod g, for some s € Z"?} over Z. The lattice A,(A) is related to the
lattice A,(A) = {v € Z!|v is the coeff. vector of As mod ¢, for some s € R"}
by a full rank and norm-preserving linear transformation (this is the transforma-
tion which maps the first column of a rot matrix to its first row, applied to each
coefficient vector; for the ring R this is the mapping that maps the coefficient
vector (ag,ay,...,aq4—1) to (ag, —aq—1,...,—ai)). Therefore, the minima of the
latter two lattices are the same, and hence (in a slight abuse of notation), we do
not distinguish between those two definitions of those lattices in our analysis of
their minima, and refer to both as A4(A).

Definition 2 (Module Learning With Errors (MLWE) [42]). Let A be a
fized security parameter and n = n(A\),l = I(X),q = q(N\),d = d()\), where d is
a power of two. Let R = Z[z]/(x% + 1) and R, = R/qR and x = x(\) be an
error distribution over Ry. The (decisional) module learning with errors (MLWE)
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assumption MLW Ey, 1 4.4 states that for A <= U(R™), s <> x", e < x' and
U U(Rf]) the following two distributions are indistinguishable

(A,As+e) and (A, u).

Definition 3 (Gaussian Function). For any r > 0 the Gaussian function
with parameter 7@ and for any © € R™ is defined as p.(z) = exp (—||z||?/r?).
Given a lattice A C R™, a parameter r and a vector ¢ € R"™, the discrete Gaussian
distribution with parameter r and support A + c is defined as

pr(m)

—— A
(At )’ Ve € A+ ¢,

DA+C,7‘ (-’B) ==

where p.(A+¢)= > p(x).
xreNA+c

Definition 4 (The gr_ar}d Algorithm [47]). Let B,q € Z, with 8 > 2, g©' =
(1,8,82%,...,8m71) € RY>™a where m, = [logs q|. There is a randomized,
efficiently computable function g;},(-) : Ry — R'™™a such that 7 « g}, (a)
is sampled from a discrete Gaussian distribution with parameter r, such that
x'g =a mod q (i.e. x + DA;(Q)_;'_CJ., where ¢ is fized vector satisfying c'g = a
mod q). Note that the output of gr_aid 1s always a row vector. Furthermore, let
G=g®I,c RqLX” with p := L/m,. For a vector a € Ry, the z' =g, (a)
satisfy xT G = a mod ¢, where x DA;(G)_;,_CW and c is fized vector satisfying
c’G =a mod q.

Definition 5 (Smoothing Parameter [48]). For an n-dimensional lattice
A CZ" and a positive real € > 0, the smoothing parameter n.(A) is the smallest
real v > 0, such that py.(A*\ {0}) < e.

Lemma 1 ( [44], Lemma 4.4). Forr >0, n > 1 and k > 1, we have

Pr [||z| > kry/n/(27)] < k™ - exp(n/2 - (1 — k?)).

z<=Dyn r

Lemma 2 ( [48], Lemma 4.4). Let A be any n-dimensional lattice. Then for
any € € (0,1), r > n.(A), and ¢ € R™, we have Prop,. . [l|z|| > rv/n] <
(I+e¢)/(1—¢€)-27™.

Lemma 3 ( [44], Lemma 4.3). Forn > 1, v € R, g,r,t > 0, we have that
Proep,, (v, 2)] > t-r|v]] < 2exp(—nt?).

Lemma 4 ( [34,48]). Let A be any n-dimensional lattice. Then for any e €
(0,1), r > ne(A), and ¢ € R™, we have p.(c+ A) € [(1+¢€)/(1 —€),1] - pr(A).

Lemma 5 (Banasczcyk [7]). For any rank—n lattice A C R™ and for all
i € [n], we have 1 < \;(A) - Ap—jy1(A*) < n.

1 Note that the parameter r is related to the standard deviation ¢ by r = V27 - o.
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Lemma 6 ( [52]). For any n-dimensional lattice A and real € > 0, we have

VIn@n(l +e 1))/
AP (4%) '

ne(A) <

Lemma 7 ( [41], Lemma 7). For any rank-d lattice A and € € (0,1/2), we
have Ag(A)/vVd < ne(A) < Ag(A) - /In (2d(1+ e~ 1)) /7.

3 Attack on Zero-Knowledge Property of ISW
Construction [39] with no Smudging

For definitions of HVZK and linear PCP and other related syntax, please refer
to Appendix A. We now present an attack on the zero-knowledge property of
the variant of the ZK-SNARK in [39] which uses no smudging. We first recall
the construction of linear-only vector encryption from [39].

Description of attack. Let x denote the zero-knowledge parameter as it is
used in [39]. For k = 0, we present an attack against the 5-HVZK with (D, q)
leakage property defined in Definition [14] for the linear PCP Il pcp used in the
lattice-based ZK-SNARK instantiation in [39], where D is the distribution over
matrices over R := Z[z]/(z? + 1) defined as follows (see Lemma 3.26 in [39)):

— Sample A > U(R; ™) and E < Dgxf.
— Output the matrix Z = [A, E] € R (mat0),

For the attack to break 6-HVZK with (D, ¢q) leakage property of the linear PCP
Il pcp, it suffices to exhibit an R1CS family CSn such that there exists a state-
ment = and two distinct witnesses w, w’ such that:

— CSn(z,w) =CSn(z,w') =1, but

— the statistical distance A between the distribution of (Z,b) and (Z,b’) is
greater than 20, where Z <> D, b= Z - € Ry, m < Il pcp.Prove(z, w),
andb' =Z -7 € Ry, w' < I pcp.Prove(x,w’).

We focus here on the bottom ¢ coordinates b = E7r,l~)/ = Ex’ of b,b re-
spectively. Due to the correctness of decryption, the parameters are chosen
such that [|b]le, |b'lcc < ¢/2, so the computation is over R (without any
modulus reduction). Notice that according to Definition |§|, 7 has the form
7wl = (61,082,035, AT, @T) € R§+N"+Nw_n, where (01, 02,03) is uniformly ran-
dom in Rf,, w € R;,Vw’” is the R1CS witness (excluding the statement x € Ry,

ie. wl = (27, wT)), and h € Ri,vyﬂ is the coefficient vector of the poly-
nomial H(X) := W constructed from x,w,d1,d2,03 (see Defini-
tion E[) For our attack analysis, we will make the heuristic assumption that

rT := (81,02, 03, h") behaves as a (pseudo) uniformly random vector in R;,Vg+4
independent of w (respectively, "7 := (87,85, &5, h'T) is uniform and indepen-

dent of w’ for w’).
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Then we can write b = E;r 4+ Eow, where the first term is a random ‘error’
term, while the second term is a known ‘shift’ (respectively, b= Er' + Exw').
Now, each integer coeflicient of the ‘error’ term Eqr (resp. Eq7’') is an inner-
product between a (pseudo) uniformly random 7 with coefficients uniformly
random in (—p/2,p/2) and hence of standard deviation p/v/12, and a row of E;
whose expected norm is ~ s/(N, + 4)/(27). Therefore, we heuristically expect
the distribution of the error term coordinates (conditioned on E1) to be approx-
imately a discrete Gaussian with standard deviation o, = spy/(Ng +4)/12

for both b and b. Let (eg))T denote the i’th row of E,. For b € {b, l~)/},
conditioned on E, the distribution of y® := (") — (egi))Tﬂ) should therefore
be approximately either D, 5= = (if b = b) or Dy famo, T cl()i) (if b = E/),

with centre cl(f) = (eg))T - (w" — w). The ¢’th coordinate distinguisher, there-
fore, achieves a distinguishing advantage approximately equal to the statistical

distance between the corresponding continuous Gaussian distributions namely
() (4)

() ay leg” 1) 1 = ley |

A 2¢ S 1 =cecrf N

cumulative distribution function and standard error function for a continuous

Gaussian distribution with mean 0 and unit standard deviation. Since (eéi))T
has coordinates with standard deviation s/+/2mw, the distribution of ¢, (wrt the

choice of eg)) is approximately Dz ||/ —w|- Therefore, by a continuous Gaussian
approximation, the expected value of |cl(f)| is El(f) ~ Z|lw" — w|, and hence we

expect to get

>, where @ and erf respectively denote the

(i) .
AD o erf [ S = erf M . (1)
220, 21p /Ny + 4
Example. We now give an example R1CS relation for which our attack has a

non-negligible distinguishing advantage. For a prime p and a positive integer IV,
we define the following relation:

Clr€eZp,we ]FIJ,V) =1<+= Vign)(w; = z) = 1.

Let Pu(2) == [Lien(z —wi) € F5N. Note that Py(z) is a polynomial in z of
degree N with coefficients over F,, such that P,(w,) = 0 for all j € [N]. Now
let us define A(z,w) := 1 — Py (z). It is clear that A(x,w) = 1 iff Py (x) =0
iff C(z,w) =1, so A computes C, as required. Now consider the following two
valid witnesses for the statement = € F, \ {0}: w = («,0,...,0) € F) and
w' = (z,x,...,x) € F)Y. It is easy to see that |w —w'[| = 2v/N — 1. We convert
the natural arithmetic circuit for A (consisting of N + 1 input wires, N + 1
addition gates with weighted inputs, N — 1 multiplication gates, and one out-
put wire) into an RICS relation CSy following the method outlined in Sec. 7.4
of [30]. This gives a number N, of R1CS constraints equal to the sum of the num-
ber of internal multiplication gates plus 1 for the circuit output wire (i.e. a total
of Ny = N constraints in our case), and the corresponding R1CS witness vec-
tor Wk, g has the form (wT, 0%, 0c), where ol; denotes the vector of internal
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multiplication gate outputs and oc denotes the circuit output value. Hence, in
our case, the R1CS witness vectors corresponding to w and w’ are "I’FTHCS =
((x,0,...,0),(0,0,...,0),1) and wh,cs? = ((x,2,...,2),(0,0,...,0),1) and
hence ||wrics — Wiyesll = 2V N — 1. Plugging in with Ny := N — o0
and & > p/c for some ¢ = O(1), one can see that the expected distinguishing
advantage A ~ erf (2—\7/3) = {2(1) is non-negligible.

4 New Regularity Results for Private Re-randomization
of MLWE Samples

Our main regularity result on private re-randomization MLWE samples is the
following. Looking ahead, in the next Section, we will apply this Theorem for
circuit-private linear homomorphic computation of our HGSW encryption scheme.
Namely, given a block of v ciphertexts C1, . .., C, for message vectors poq, ..., tt,,,
we will compute a ciphertext C for the linear combination message vector
=Y ,ap as C = >, xI'C; + yT. Here, each randomized vector z! en-
codes the corresponding scaling coefficient a; by sampling =7 from a discrete
Gaussian over the set of solutions to x7g = a;, i.e the Gadget lattice coset
Aé-(g) + ¢;, where ¢; is any solution to ¢/'g = a;. The vector ¢ = (cy,...,¢,)
in the below Theorem will therefore encode the scaling coefficients (aq,...,a,)
and we will apply it to show that the final ciphertext C' hides the coefficients
encoded in ¢ (note also that 27 = (z7,..., 27, y7) in the below Theorem).

Theorem 1 (Private Re-randomization of MLWE Samples). Let R, :=
Zglz) /(2% + 1) with d a power of 2, ¢ = pq with prime § = 2{; + 1 mod 44,
where £, > 2 is a power of 2 so that x@ + 1 splits into {, irreducible factors
fW(z) mod q for u € [¢,], where each f(")(z) has degree d/¢,. Let L,v € Z,
0<e<1/2,G=gRI, € RqLX” withg = (1,83,...,™ 1), ce Rg be arbitrary,

mg := [logg(q)] and v := L/mgq > 1. For A <= U(RL*"), E + ’DILQEW, and

— e E / / = A
Tr D(Aé—(G)+C)XRZ/,T’ let E = (IW) c R(L+€)><(Z (md A = (Og/Xn) S

REAxn Lot [ = s\/ 2n(Lld/) (L)) > with ¢/(L/'td) < 0.001. If

q > max (2(L + 0"dep/1 + 4s2Ld/ (27), 2r(sV/Ld + 1) ln(2€’d/e)/7r) (2)

and

r > max ((L +¢)dey/In(2Ld(1 + e 1)) /71',7”@) and 0'd27 4 < e, (3)
with ¢ := max(cy, ¢a, ¢3), where ¢; > 2 satisfies

0, — ’
L (g O s (01l e 1)1

LA —/t) <e (4)
r=0

pl(Cl) =
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and
e =282, and Ld2~t < €, (5)

and
¢3 = 48%s\/dl'](27) with 450 > 2, (6)

and

In(2Ld(1 + e 1))

r = (Vig(8 = 1) + VId((mg —1)(8 — 1) +1)Bac) J (7)

then

A((@" A wod ¢,3" E mod ¢, A, ), (U(R}), Dyrayror(): A E ) < 2Ae.

The proof of Theorem 1 consists of two parts presented in the following two
subsections. The first part (Part 1: LHL over R, with leakage), given in Lemma
shows that the re-randomized matrix 7 A mod ¢ is statistically close to uniform
over R, with respect to the short randomizing randomness &, even conditioned
on the leakage on Z given by ZE. The second part (Part 2: Gaussian LHL),
given in Corollary |1} shows that the distribution of the leakage component «” E
is statistically close to a skewed discrete Gaussian. The proof is an adaptation of
Lemma 3.6 of [21] in the unstructured lattice case (which itself is an adaptation
of the result of [1]) to the structured module case, which requires also handling
higher dimensional skewed (non-spherical) Gaussian distributions as opposed to
the spherical distributions considered in [21].

Remark 1. We note that Theorem 1 still holds if G is replaced by any other
lattice with a minimum distance greater than a constant fraction of q. The only
reason we stated this result specific to G is that later we will use this in or
HGSW and ZK-SNARK constructions.

Asymptotic Parameter Setting. We give sample asymptotic parameter set-
tings for Theorem [I]to show how it can be instantiated with parameters g, 7, L =
poly(k) for e := 277 to achieve a desired statistical distance security param-
eter k. Let j* be defined as the large integer such that 2¢'~7"/%/c; < 1. A
straightforward computation shows that the sum of the first j* terms in condi-
tion (4) is at most 27 if ¢, := 28/ TD+2gl/e where a := L/(n + v + £'), and
the sum of the remaining ¢, — j* terms is at most 27" if L > n+ (v + )¢, +
£y/log(q)(1 + (log(d) + k)/d). With this setting for ¢;, the condition on the left

a/(a=1)
hand side of 1) is satisfied if ¢ > ((2 L+0)d)\/1+ 952Ld/(2ﬂ-)2k/Ld+2)
which leads to ¢; > 2%/L4+2[(2(L+£")d)\/1 + 9s2Ld/(27)]"/*. For example, if we

choose some d = 0(k), n,¢', s = O(1), then it is sufficient to set some g = 6(1),

Ly = o(logk) = O(1), a = 0(logk) = O(1), L = o~ (n+ £' +v) = O(1) to get
c= O(Kmax(0.5,l.5/(a—1)) _ O(HO'5), r= O(ﬁz)’ and ¢ = O(HQ).

—_
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4.1 Private rerandomization of MLWE - Part 1: LHL over R, with
leakage

The LHL Lemma used in [21] (Lemma 3.5) uses a general LHL with leakage
result over Zg, which is not known to work over R,. Instead, we aim to derive a
LHL over R, with linear leakage, using smoothing arguments and lemmas

Lemma 8 (LHL with leakage over R,). Let R, := Z,[z]/(2% + 1) with d a
power of 2, ¢ = pq with prime § = 2{,+1 mod 4¢,, where {; > 2 is a power of 2 so
that x4+ 1 splits into £, irreducible factors f()(z) mod g for u € [{,], where each
W (x) has degree djl,. Let Ly € Z, 0 < e < 1/2, G =g® 1, € RL*V with
g=(1,8,....,8m 1Y), mq := [logs(q)] and v := L/my. For A <> U(RL*™),

E) c R(L+€’)><é/7 A=

Lx{! T .
E DR?; 5 and T + D(Aj(G)+c)><R”,r’ let E = (Ig/

A c R(L—i—l’)xn' [f
0£’><n

¢ > max (2(L + 0)dep\/1 + 4s2Ld) (27), 2r(sV/Ld + 1)/ In(20d/e) /71) (8)

and

7> (L +0)dey/In(2Ld(1 + 1)) /7 and £'d27 L% < e, (9)

with ¢ ;= max(cy, ¢a, c3), where ¢c; > 2 satisfies

£y—1 (tzrq)q((pr/eq)nww')d . (2(114/4[,/01 + 1)Ld

pl(cl) = ZO qLd(lf'r/éq) <e (10)
and /
¢y =282, and Ld2~¥'? < e, (11)
and
c3 = 48%s\/dl' [ (2) with 4s*dl’ > 2 (12)
then

A ((iTA mod ¢, 27 E mod ¢, A, E), (U(Ry), 27 E mod ¢, A, E)) < 2le.

Proof. Let 27 := (2T, yT) < Dt (@)ter X Drep = Dat(@)ter, Where G .=
0¢/ 5 0y
(2), we have |27 E||. < ¢/2 (i.e. no wraparound mod ¢ in 7 E mod q) except
with probability < 4e. Indeed, we have |27 E|lw < [|[2TE| s + ||Y]/oo- Now,
by Lemma we have ||z|| < rv/Ld except with probability < e 27k < 3¢
using € < I/2 and the choice of r in @D, where we have used the fact that
n:(A7 (G)) < B2 VIn(2Ld(1 + €~1))/m by Lemma |§| and Lemma H below, and
that ¢ > cp > 2. Therefore, by Lemma |3 a fixed integer coefficient of 7 E

has absolute value < /In(2/€')/ms||x| < \/In(2/€’')/msrv/ Ld except with prob-

ability < ¢’ and therefore, by a union bound over the £'d integer coordinates of

G > € RIEH*V and e = ( ¢ > € R+ 'We first observe that thanks to
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T E, setting ¢ := ¢/(¢'d), we conclude that |7 E||o, < \/In(2¢'d/¢)/msrVLd,
except with probability < 4e. Similarly using Lemma 2 and the union bound,
we have ||y]lco < v/In(2¢'d/€)/mr, except with probability < e. Overall, we have

|Z2TE|| < r(sVLd + 1)\/In(20'd/e)/m < q/2, except with probability < 5e,
where the last inequality is due to the second part of . The claimed bound of
the Lemma therefore follows if we show that

A((@"Amod ¢, 2" E,A,E),(U(R}), 2" E,AE)) < 11e.

(i.e. with no mod ¢ reduction on ZT E). To show that latter bound we use
a smoothing-based approach. Namely, it is enough to show that, except with
negligible probability < 3e over the choice of A, E, the conditional distribution
of 2T A mod ¢ conditioned on ZT E over the choice of 7 is within neg. statistical
distance < 8e to U(RY).

For fixed A, E and & and o, let Ps(9) := Prz[2” A mod ¢ = ¢ |27 E mod
q= éT]. Then, for © in the support of P, and e in the support of ZT E, there
exists 2] € AL(G) +¢” such that zf - (A, E) = (d",&") mod ¢. Then:

P Praren,, g ., [B1 - Amod g, 2" E) = (o7, &")] "
(i) — _ .
€ PI‘@TH'D [CET . E = éT]

AqL(c’;)+aT,r

The numerator p,, of has the form

P = Pr [T € (L + AL (A) N (z” + AH(E))] (14)

»T
z HDA%—(G)«FET,T'

_ pe((@8 + AL(A) N @F + A5 (B) N (e + 45(G)) "
pr(e+ AL(G))
_ pel(@F + A1 (A) N @] + AL (B)) 0 (@] + 4;(G)) "
or(@] + A1(G)
_ pe(@d + AH(A) N AL (B) 0 A1(G)) -
pr(@] + AL(@)
pr(AE(A) N A (B) N AH(G))
6(1:|:46)- pr(/lql(G)) (18)

where the second equality uses the fact that both ¢l and &I are in same coset
of A;-(G), and the last equation uses smoothing Lemma || twice, assuming that

r>1n', where 0/ = n.(Ay (A) N A(E) N A7 (Q)), (19)
and note that the orthogonality relation defining the lattice AJ-(_E) ={v €
REFC w7 . E =0} is over R, not just Ry. Let A" := AL (A) N A+(E)NAL(G).
Now, notice that due to the ¢ x ¢ identity matrix at the bottom ¢ rows of F,

the rank of lattice A’ and A*(E) over R is Ld (rather than the rank (L +¢')d of
AqL(G)). To upper bound 7', by Lemma @ it suffices to get an upper bound on
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Ara(A), namely ' < \/In(2Ld(1 + €~ 1)) /7 - Ara(A"). To upper bound Azq(A),
we use a transference bound argument which can be viewed as a generalization
of the bound on 7 (A+(E)) in Corollary 3 of [2]. The idea is to do it in two steps,
where the first step involves finding an upper bound on the Ld’th minimum of
the g-ary lattice A := AL (A) N Ay (E) N Ay (G) and then the second step is to
show that this bound also applies to the non g-ary lattice A’, as follows:

— Step 1: Use the transference bound in Lemma [5] to transform the problem

of upper bounding Ar4(A) to the problem of lower bounding the (¢'d +1)’th
minimum Apg41(A*) of the dual lattice A*:
- L+10d L+0)d
Ara(4) < (b Z* =1 (L)l ;
Avar1(A%) S Avapr(Aq(M))

where M := (A, E,G) € RéLH/)X("H/JFV). In this step, we give a lower
bound Apg11(Aq(M)) of the form g/c for some ‘small’ c.

We first observe that Apgy1(A,(M)) is lower bounded by the norm of the

shortest vector w in the lattice A,(M) excluding those lattice vectors in the
integer column span of rot(E); therefore it suffices to lower bound the latter
minimum norm which we denote by \;(A,(M \ EZ"%)). This is because, if
V1,..., Va1 are £'d+ 1 linearly independent vectors in A, (M) all of norm
at most Ag/g11, one of them must not be in the span of E since the latter has
dimension less than £'d, so that vector has norm Apgy 1 > Ay (A, (M\EZY%)).
Next, to lower bound A (A,(M \ EZ*%)), we proceed as follows. First, to
simplify the following analysis, we focus on the prime modulus ring Ry,
using the observation that, since ¢ divides ¢, we have that A, (M \ EZ?) is
a subset of Ay (Az(M \ EZ"%)), and hence Ay (A, (M \ EZ*®)) > A\ (Ag(M \
EZ"%)). Now, for any vector w in Ag(M \ EZ*?), write w = Ava + Evg +
Gvg mod q. We can divide this problem into three sub cases, whose results
we summarise below and provide the detailed analysis of subcases 1 and
2 in Lemma Lemma in the following pages. Namely, we show that
|lw|| > q/c with ¢ := max(cy, ¢2, c3) for some ‘small’ ¢, co, c3:

e Subcase 1 (v # 0 mod ¢, Lemma : Here, we use a probabilistic ap-
proach to lower bound ||w|| over the randomness of A and using a union
bound over vg,vs by extending the approach from [49,/55] for lower
bounding the minimum of Module SIS lattices. In particular, Lemma [I0]
shows that ||w|| > g/¢; for some ‘small’ ¢, except with negligible prob-
ability p1(c1) < e, for the assumed choice of parameters.

e Subcase 2 (va4 =0 mod g and |lvg| < q/cs for a ‘small’ ¢3, Lemma [12):
Here, if vg = 0, the smallness of ||vg|| and || E| implies that w = Evg
is < G/2 over the integers and hence does not wrap around mod g and
is in Ag(M \ EZ"%)) with negligible probability over the choice of E.
On the other hand, if vg # 0, the length of w is lower bounded up to
a ‘small’ additive norm || Evg|| from the minimum of the Gadget lattice
A4(G), which we show in turn (in Lemma|l1)) is lower bounded by g/32.
The above arguments are made precise in Lemma which shows that
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in this subcase, we get ||w]|| > q/cy for a ‘small’ ¢y = 232, except with
negligible probability Ld2~4" < ¢, for the assumed choice of parameters.
o Subcase 3 (v4 = 0mod ¢ and ||[vg| > §/c3): Here, we use the observa-
tion that ||w| > ||vgl| > §/cs, since the bottom ¢'d Z coordinates of w
consists of vy, thanks to the identity matrix in the bottom rows of E.

— Step 2: We observe that any Ld R-linearly independent vectors w1, ..., wrq
in A all of norm < Apg(A) are also in A’ (i.e. orthogonal to E over R
and not just R,), thanks to short norm of those vectors and the short-
ness of E compared to g, except with negligible probability < e over the
choice of E. This shows that Arg(A’) < Apg(A) except with negligible
probability < e over choice of E. Indeed, by Cauchy-Schwartz inequal-
ity, we have |[w? - E|| < |lw;] - HETH Using the Step 1 bound we have
|lw;|| < (L 4 ¢)dep and using Lemma [1] and a union bound over the ¢'d
columns of E, we have the bound HETH2 < 14 (2svV/Ld/\2m)? except

with probability < ¢d27? < € over the choice of E. According to ,

we get |[w! - E| < (L + E’)dcp\/l + (2svVLd/v/2m)? < q/2 and therefore
Aza(A') < Apg(A), except with negligible probability < e as required.

Putting together Steps 1 and Steps 2, we get the upper bound Apq(A’) <
Ara(A) < (L + ¢)dpc and hence the smoothing parameter bound 7’ < (L +
¢")dper/In(2Ld(1 + e~ 1)) /7, except with probability < 3e over the choice of
A, E. The assumed bound on r therefore implies that r > 7’ except with prob-
ability < 3e and hence from , we conclude that except with negligible prob-
ability < 3¢ over the choice of A, E, the conditional distribution of Z7 A mod ¢
conditioned on ZT E over the choice of Z7 is within neg. statistical distance 8¢
to U(Ry), as required.

To complete the proof of Lemma [§] it remains to prove Lemma [T0] for the
Subcase 1 and Lemma [[2] for the Subcase 2.

Subcase 1 of LHL with Leakage (Lemma We will use the following
Lemma lower bounding the minimum of ideal lattices (see Cor. 1 in [29]).

Lemma 9 (Adapted from Cor. 1.2 of [46]). Let R; := Zg[z]/(x% + 1) with
d a power of 2, ¢ = 2,4+ 1 mod 4¢,, where £, > 2 is a power of 2 so that zt+1
splits into U, irreducible factors f(9(x) mod q for u € [¢,], where each () (x)
has degree d/lq. Let Z C [{,] with |Z| = r. The A (IzR,) over all non-zero
vectors of the ideal lattice Iz g, := {a € R : a mod (f),q) =0 forjc Z} is
lower bounded as

M(Izr,) > gt

We now present our subcase 1 of LHL with leakage bound.

Lemma 10. Let Ry := Zg[x]/(z?+1) with d a power of 2, § = 2{,+1 mod 44,,
where £, > 2 is a power of 2 so that x@ + 1 splits into {, irreducible factors
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f(x) mod q for u € [¢,)], where each f(")(x) has degree d/l,. Let w := Av 4+
Evg + Guvg € Ré with (va,vE,vg) € Ry \ 0 X Rf]l x Ry and ¢y > 2. Then

wll2 = q/c1 (20)
except with probability p1 over the choice of A < Z/[(ngxn), where

£g—1 (z )—((1—7”/@ yn+v+e')d gt=r/t Ld
’;1 q q . (2q q/cl + 1)
pe¥ Ay . (21)
r=0

Subcase 2 of LHL with Leakage (Lemma For w € Az(M) but not in
the column span of E over Z in subcase where v4 = 0 mod ¢ and vg # 0 mod ¢,
write w = Evg+ Gug mod q. We first, prove the following lemma, which upper
bounds the minimum distance of a lattice generated by Gadget matrix G. This
result is stated as general as possible as it might be of an independent interest
in other cryptography contexts.

Lemma 11 (Minimum Distance of Gadget Matrix G). Let G =gQ®1, €
Rqéx” with g = (1,B8,...,8m 1), my > [logs(q)] and v := L/m,. Then we get

A (44(G)) = q/B (22)

Proof. 1t suffices to prove the claim with m, = [logg(q)] since the minimum dis-
tance of A3(G)) cannot decrease as mq increases. Let ¢ = ™97+ Gy, —28™1 2+
<o+ qoB°, where 0 < g; < B, for 0 < i < m, — 1. Every nonzero lattice vector
in A7(G) will have components like v - 37 mod g for 0 < i < m, — 1. The goal is
to show that
A (44(G)) = mi - 8" mod q| > q/B°.
(4q(G)) =min | max  |v- 5 modq > q/5

If \°(A4(G)) < /B3, we show a contradiction. Assume that A{°(A;(G)) is
achieved for a non-zero v*. Let i* := arg Maxo<i<mg—1 |v* - B mod d). We now
claim that i* = m, — 1, otherwise we have that [v*- 3% *1| < g/£° (due to upper

bound on A$°) and hence [v* - | = [v* - Z T mod g| > |[v* - ¥ mod g,
which is a contradiction. This yields ¢* = m, — 1 and therefore A{°(A5(G)) =
|v* - ™~ mod q|. Let us re-write [v*- 8™« mod q| = |vg - 3% mod g|, for some

integer vg and 0 < ¢ < mg — 1 such that ged(v§, ) = 1. Since ¢* =my — 1, we
get that i # 0. Let v := Bvg + (vo mod ), we also see that
[ ™! mod | = |uf; - 8 mod | > v+ 307! mod g > -
> |vg - B mod q| = |vg| - |87 mod
> |Bvo + (vo mod B)| - |g/8 mod g (23)
=1+ (vo mod )/ mod q| > |g/ mod ], (24)
where is induced from the fact that |3 - (87! mod ¢)| > g and is true

because (vgp mod 3)/8 > 1/f. It is now clear that is in a contradiction with
A (A4(G)) < q/B? and hence A (A7(G)) > g/ O
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‘We now move to state the main result of Subcase 2.

Lemma 12. Let L,d,q,¢',v > 2 be integers. Let also co := 2% for an integer
B> 2, = 4%\/d0](27) with 4sdl’ > 27, M := (E,G) € Ry
with (E,G) as defined above, so that every w € Az(M) can be written as w =
Evg + Gug with (ve,vg) € Rf; x Ry. Then

Pr  [B(ws,va), [vsl < a/es : w € Ag(M)\ B2, ]| < g/es] < Lz~

E<—>DR,S

(25)

Proof. We distinguish between two cases: vg = 0 and vg # 0. The first case
(vg = 0) is similar to Lemma 11 of [41] and follows from a probabilistic up-
per bound on ||[Evg|. Indeed, by the Cauchy-Schwartz inequality, ||[Evg| <
|E| - ||vel||. Since each row of E has norm less than 2s./d¢’ /(27) except with
probability < 9—dt’ by Lemma |lf with £ = 2, we get by a union bound over the
Ld rows of E that ||E|| < 2s/df'/(27) except with probability < Ld2~%". The

same bound holds for ||E|| since 2s+/d¢’/(27) > 1. Since c3 > ¢y - 25+/dl’ /(27)
and ¢y > 2, we therefore get for the first case:

Pr|3vp € 2% |lupl| < L: Bop mod g € Ay(E)\ EZ% | < Ld2~%. (26)
Cc3

We now proceed to the second case (vg # 0). In this case, it suffices to show that,

if |E| < 2sy/dl'/(27) and |Jvg|| < q/cs, then ||[Evg+Gug|| > ||[Eve+Gugl >
G/ce. Indeed,

|Eve + Gugl| > |Goc| — | Evell > ¢/5* — || Bvg| (27)

>q/B° — | E|l - vl (28)

_ q 532

> q/B% —2s\/dl'/(27) - —————— = /2 29

20/ = 2O e =025 (29)

where is induced from triangle inequality and Lemma in we used

Cauchy-Schwartz inequality, and is true by the assumed bounds on || E||

and ||vg]|.
(]

4.2 Private Rerandomization of MLWE - Part 2: Gaussian LHL
We now adapt the Gaussian Leftover Hash Lemma from [21] to our module case.

Lemma 13 (Gaussian LHL over modules, adapted from [21]). Let G =
gRl, € RéX” withg = (1,83,...,8°"Y) andv := L/{. For a fized E € RE*" | Let

E = <Ing> e REAOX B = |[rot(ET) | oo, x Dar(G)+er X Dger . and

€ > 0. Then, ifr > (x/?(,b’ — 1) +Vd((t=1)(B—1) + 1)Ew).\/@7

we have

A (mTE7DZe,d,T-rOt(E)) S €.
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It remains to upper bound the smoothing parameter of the lattice A in the
proof of Lemma [T3]

Lemma 14 (Smoothing parameter of orthogonal module lattice,
adapted from [21]). Let L = vm, with m, and v be defined as above.
For G and E, E, and ¢ > 0 as defined in Lemma and the lat-
tice A = {v € A7 (G) x RY : oTE = 07}, we have n(A) <

(6 — 1)+ VE(mg — (5 — 1) + D) - /P,

When E € RL*Y is chosen from a Gaussian distribution D REXE g Lemma
and a union bound over the ¢/ Ld integer coefficients of the entries of E implies
that the maximal absolute value E., is upper bounded by ks/v/27 except with
probability < € if k2—21In(k)+1 > 21In(1/€) where € := ¢/(L{'d). We observe that
the latter inequality is satisfied with k := \/2In(1/€) + InIn(1/€) if € < 0.001.
This immediately gives the following.

Corollary 1 (Gaussian LHL over modules with Gaussian E). Let 0 <
e<1/2, G=g®I, € Rgx” with g = (1,8,...,™ 1) and v := L/my,

E D}I?{;é/, and E as above, let Es := s\/2ln(uld/e);nln(u/d/e) > 1 with

e/(L'td) < 0.001. Then, if r > (m(ﬂ — 1)+ Vld((mg —1)(B—1) + 1)Em) :

In(2Ld(14+€e—1))

™

, we have

A ((wTE,E), (IDZ@’d,r-rot(EV E)) < Je.

5 New Half-GSW Candidate Linear-Only Encryption

5.1 Module Half-GSW (HGSW)

Since we only need the good private scaling property, we can modify the Full-
GSW construction such that we keep the scaling property and remove the mul-
tiplicative homomorphism property, which is not needed for the ZK-SNARK
construction. We introduce the ‘Half-GSW’ scheme, where we keep only the
bottom m, rows of the Full-GSW ciphertext, which can also be viewed as a
collection of m, Regev ciphertexts for the plaintexts 2%, ...,2™m«~!y. For our
ZK-SNARK construction, it is necessary that the only way for an adversary to
create a valid ciphertext is to take linear combinations of given valid cipher-
texts. As a result, the set of valid ciphertexts must be sparse. Therefore, as
in [39], we include a sparsification parameter 7 and encrypt the extended mes-
sage i = [pul|(Tu)'] € Rf]/ (instead of p), where T is a random matrix. The
decryption checks that the recovered message has this form to circumvent obliv-
ious sampling of a valid ciphertext.

Module Half-GSW Construction. We now define our Half-GSW encryption
scheme HGSW. It consists of three algorithms HGSW.Setup, HGSW.Encrypt,
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HGSW.Decrypt. Let g7 = (1,8%,...,8™7 1) € Ry and ¢/ = ¢+ 7, where T
is the sparsification parameter. We remark that the scheme is a stateful deter-
ministic encryption scheme, that takes the encrypted message index ¢ (in practice
a counter) as input, all the randomness is in the secret key and generated in the
Setup algorithm.

— HGSW.Setup(1*, 1): On input a security parameter 1*, samples S < D?{’Xfl,
the matrices A < U(Ry"™ ") and E < Dg;nqle and the transformation
matrix T < U(R]**). For i € [m], we denote by E; € Rma* and A; e
R;ann the ith blocks of consecutive m, rows from E and A, respectively.
The secret key is sk = (S, T, A, E).

— HGSW.Encrypt(é, sk, u): Given the message index 4, secret key sk =
(S,T,A,E) and a vector of messages pu! = (fti1,...,pie) € Rf), com-
putes the vector 7 = [l |(Tu;)"] € RY. Parse pf = (fii1, ..., fii,e'). The
algorithm then computes the ciphertext:

Ci=[Ai AiS+E;] + :i) CH; € Rpa< (),

where:
H'L' = [quxnv ﬁi7lg’ SRR ﬂi,@’g} € R;n(IX(n+€/)'
— HGSW.AdA({C'i}icjm), {@i}icim)): Let L denote the add block size parameter,
where v := L/m, is a positive integer (number of ciphertexts per block). For
i € [m], given the scaling factor a; € R, sample g}, (a;) (see Def. |4 and for
j=0,...,m/v—1, sample y; from discrete Gaussian DY,

- q _ _ '
grarlld(a’i) : Ci = [b;r b?S + eZT} + ; : [0717 Hi 1G5 - -y ,u’i,élai} € R;’;LQXUH_[ )7

where b] = g1, (a;) - A, and €] = g!,(a;) - E;. Finally one computes

m/v—1 v
= (Zgraid(%’wi) Cjui+ [On’y?o '
j=0 \i=1

Note that the output of HGSW.Add does not match the format of a ciphertext
created by HGSW.Encrypt. Instead, it is a one-row Regev-type ciphertext.

— HGSW.Decrypt(S, c*): given a ciphertext ¢* and the secret key sk =
(S,T,A, E), computes the inner product of ¢* with §" = [fST,I%j], ie.
H := (c¢*,5) and computes [(p/q)-H]. Set fu = [j1,, f15], where f1; = p € R,
and piy € Ry and return iy if 1y = p1y and L otherwise. Note that the given
decryption algorithm applies only to the output of HGSW.Add, which was
mentioned to be a one-row Regev-type ciphertext.

The main advantage of our construction of Module HGSW is that it keeps the
property of homomorphic scaling and drops the multiplicative homomorphism
property. Because of this fact, this scheme can be used in our ZK-SNARK from
LPCP construction.
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Conjecture 1 (HGSW Linear Only). For security parameter A and the parame-
ters p, d, T as defined in the construction of HGSW, if 1/|R,|” = p~77 is negligible
in A, then the construction of HGSW is strictly linear-only.

Remark 2. For a ZK-SNARK from linear-only FHE construction, we only re-
quire the properties of homomorphic scaling and homomorphic addition, as in
the inner-product homomorphism in ZK-SNARK [39]. Therefore it is sufficient if
we compute only one row (one Regev ciphertext) of the m, rows of g1, (ag), and
apply the homomorphic additions on that one. It means that the ZK-SNARK
proof will only consist of short Regev ciphertexts. The longer HGSW ciphertexts
will only be needed in the generation of the common reference string.

Lack of Multiplicative Homomorphism. As we have seen earlier, the multiplica-
tive homomorphism is undesirable for the soundness of a secure ZK-SNARK con-
struction. For our HGSW scheme, the GSW multiplicative homomorphism idea
seems to fail due to the missing half of the GSW ciphertext. For example, sup-
pose ¢’ =1 and consider two HGSW ciphertexts C; = [C1,1,C1 2] = [A1, A1 S+
Eq + puig] and Cq = [Ca1,C22] = [A2, A2S + E3 + pog]. Then to compute a
ciphertext C3 for the product u;us, we could try to compute C3 = g;id(Cg’g) :
C1 =[C31,C32] = [g;104(C22) A1, 91104 (C22) A1 S+g., 1 {(C22) E1+411Ca 5] =
[03,1, 03715 +g;r11d(02,2)E1 +,U1E2 + pipeg + ,ulAgS]. Note that C3 is not a
valid ciphertext for p1ps due to the last ‘large’ term p; A28 in Cso. It seems
that without the missing ‘top half’ of the GSW ciphertext, we cannot get rid of
such extra terms to get a multiplicative homomorphism. This is the motivation
for our linear-only conjecture for HGSW.

Modulus switching. To achieve noise reduction after applying the required num-
ber of homomorphic additions, we use the modulus switching technique intro-
duced in [22]. While the initial modulus ¢ is needed to be large enough to allow
the homomorphic operations, it can be reduced to ¢’ by directly applying mod-
ulus switching from [22] to our Regev ciphertext computed in HGSW.Add.

5.2 Correctness and Security Analysis

Theorem 2 (Additive Homomorphism (Correctness)). Let A be a secu-
rity parameter and p,q,n,mq, 3,0, 0,7 be as defined in Module HGSW Con-
struction. Suppose Dy be a Gaussian with parameter s. If p, q,n,mq, 8,0, 4,7 =
poly(X), then this Construction is additively homomorphic with respect to S =
D C Ry for all m = m(\). In particular, if n > 8 and

q> 2ps\/(r2(mmq +m/v)d+ 1) In(2((mmg +m/v)d+1)/e)/m (30)
then holds with probability € for all y € S.

Circuit Privacy Remark: the j’th non-zero component in R, of a% - H has
the form a,uj% mod ¢ = (ap; mod p)% mod ¢, where we have used the fact that p
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divides g. Here, it seems that we cannot obtain circuit privacy if p does not divide

q and we replace in the encryption scheme 2 by its rounded version (%J = % +€

for |e|] < 1/2. With this, we get ay; f%] mod ¢ = (ap; mod p)% + ap;e mod g,
and the term ap ;e depends on ap; mod g, not just au; mod p, and therefore can
leak more about a. However, Theorem |1 assumes in some places that ¢ is prime

(e.g. subcase 1 Lemma).

Theorem 3 (Computationally Circuit Privacy). Let ¢ > 0 and
p,q,m,mg, B, 0 v, L,s,r be as defined in the Module HGSW Construction. If
these parameters satisfy the conditions of Theorem , with € = negl(\) then the
HGSW construction is statistically circuit private. In particular, for every circuit
privacy adversary A, there exists an efficient simulator S such that
Pr[Game‘;'{:;S\f’vr_';'mpt’Ays(1)‘) =1]<1/2+18(m/v) -e.

Theorem 4 (CPA Security of Module HGSW). For a security parameter
Xletp =p(A),qg = q(A),n = n(\),D = D(X\) be the lattice parameters and £
be the plaintext dimension. Let @ = poly(\) denote the number of queries to

the encryption oracle. Under the hardness of MUIWE,, 4.0 assumption with
mg =n+ Q, the HGSW construction is Q-query IND-CPA secure.

The IND-CPA security of our Module HGSW follows directly from [35] and
Module-LWE assumption.

Asymptotic Parameter Settings. Based on the hardness of MLWE against
known lattice attacks (attack time T’ = 29 (ndloga/ 1052(‘1/5)), which we require to
be > 2*), we can satisfy conditions of the above Theorems with HGSW cipher-
text length quasi-linear in the security/privacy parameter A and poly-log in the
number of homomorphic plaintext additions m. For example, similarly to Sec. ]
if choose some d = 0(A), n, ¢, p,s,v,7 = O(1), then it is sufficient to set some
B =0(1), £, 0, = O(1), a = 8log(Am)) = O(1), L = a- (n+ € +v) = O(1),
r=0(\2), and ¢ = O(A3\/m). The HGSW ciphertext length before homomor-
phic addition is m,d(n-+£') log ¢ = O(log? m)-O(\), whereas after homomorphic
addition the Regev ciphertext length is d(n + ¢')log ¢ = O(logm) - O(X).

6 Application of HGSW to ZK-SNARK

This section is dedicated to an application of our HGSW scheme to ZK-SNARK.
The construction of ZK-SNARK follows directly by applying the cryptographic
compiler from [17]. Similar to the ZK-SNARK construction in [39], we provide
a construction based on linear PCPs for R1CS systems. The main difference
to [39] is the underlying linear-only encryption scheme. In our case, we use
HGSW defined in Section [5.11

We propose to use the following encoding scheme of field elements into the
CRT slots of R,. According to the Chinese Remainder Theorem it holds that
R, = Zp[z]/(x% + 1) is isomorphic (denoted by =) to [Lizje,) Zol=]/ (fi()) for
irreducible polynomials f;(x) which are factors of %41 mod p. As shown in [23],
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there is an isomorphism R, = [[,_, ) Zplz]/(fi(x)) with deg(f;) = [ for all
i € [p). Furthermore, Z,[z]/(fi(z)) = F(p’) where f = d/{,. While compiling
LPCP into a ZK-SNARK, we encode £, LPCP plaintexts p1, ..., te, € F(pf) of
the HGSW encryption scheme into the ¢ plaintext slots in Z,[x]/(fi(x)).

6.1 Our ZK-SNARK Construction

For a family of R1CS systems CS = {CSn} nven defined over a finite field F, the
ZK-SNARK construction consists of two building blocks: a linear PCP and an
additively-homomorphic vector encryption for F¥.

— Let Iipcp = (IILpcp-Query, I1 pcp.Prove, Il pcp.Verify) be a k-query linear
PCP for CS. Let m denote the query length of I pcp.

— Let HGSW = (HGSW.Setup, HGSW.Encrypt, HGSW.Decrypt) be our additively-
homomorphic half-GSW symmetric encryption over F*.

The designated—veriﬁer ZK—SNARK HSNARK = (USNARK.Setup,HSNARK.Prove,
Isnark-Verify) is defined as follows:

— IHsnark-Setup(1*,17): On input the security parameter A and the system
index N, run (st, Q) < Il pcp.Setup(1V), where Q € F"** with F = F(p/)
and f is the degree of splitting factors of (z? + 1) mod p. For i € [m)],
let g denote the i-th row of Q. Run sk +~ HGSW.Setup(1*) and compute
C; = HGSW.Encrypt(i, sk, q) for each i € [m]. Output crs = (N, {C'}icim))
and the verification key st = (st pcp, S).

— IIsnark-Prove(crs,z,w): On input common reference string crs =
(N, {C}icpm)), a statement x and a witness w, compute a proof of the un-
derlying LPCP system 7 < I pcp.Prove(1V, z, w), i.e. m = (71,...,7m)-
Then homomorphically compute the response of linear PCP as ¢* <«
HGSW.AAA({C'; }icm), {7 }iem])- The prover outputs the proof 7* = c*.

— Isnark-Verify(st,w*,x): On input st = (st pcp,sk), the statement x
and the proof w* = c¢*, the verifier computes @ = > ', miql
HGSW.Decrypt(S, c*). If a = L, the verifier outputs 0, otherwise it runs
the verification of LPCP, i.e. II pcp.Verify(st, pcp, , @) and outputs the cor-
responding output.

Security Discussion. Completeness of our ZK-SNARK follows from the cor-
rectness of the underlying HGSW and from the completeness property of the
underlying LPCP protocol. Soundness of ZK-SNARK follows from the linear-
only property of our HGSW and the soundness property of the LPCP protocol.

Theorem 5 (ZK-SNARK Security). If Ipcp is honest-verifier zero-

knowledge and the underlying encryption scheme HGSW is IND-CPA secure and
computationally circuit private, then IIsnark 1S computationally zero-knowledge.
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6.2 Parameter Setting for Our ZK-SNARK

In our work, we adopt a set of notations similar to those in [39] to make it easy
to connect the two works together. The notations are summarized in Table [3|in
the appendices. For the parameters and requirements common in both [39] and
our work, we employ a similar strategy to choose such parameters. For example,
as in [39], we assume that the number of variables, N,, is roughly equal to the
number of constraints, Ny, i.e., N, = N,. Particularly, we take N, = 220 which
is used as a common example setting in prior works, including [39]. Of course, for
certain parameters, we have different requirements and optimizations, in which
case we rely on our new results.

Plaintext dimension. First of all, for all parameter settings, the plaintext
dimension over R, is set as £ = [4p/{,]. As in [39], there are 4p PCP queries in
total to be encrypted since each linear PCP has 4 queries and we repeat p times
to amplify soundness. While the plaintext space in [39] is a field and, therefore,
does not split (i.e., £, = 1 in [39]), we can pack ¢, messages into a single R,
element. As a result, we get ¢ = [4p//,]. Note that this setting is the same as
in [39] with ¢, = 1.

Ciphertext sparsification. For all parameter settings, the sparsification pa-
rameter is set as 7 = [128/(dlogp)]. The reason behind this choice is based
on the linear-only encryption conjecture (similar to [39]) adapted to our base
encryption scheme. Observe that for 7 = [128/(dlogp)], we have p~7¢ < 27128
as in [39]. The difference in our case is that we work over a ring R, instead
of a field. However, the rationale described in [39] extends to the ring case as
follows. For any fixed vector (g, pt5) recovered in decryption, the probability
that pu, = Ty over R, is equal to the probability that pu, = T'u; over all the
fields Rz(f) that R, splits into. Since over each Rz(f), the probability is p’Td/ for
d = dim(R,(,Z))7 overall we end up with the same requirement p~7¢ < 27128,
Modulus switching. Theorem 3.19 in [39] provides a general modulus switch-
ing result for Regev-like encryption schemes. Since our final ciphertext after ho-
momorphic scaling has a similar Regev structure, we can apply the results of |39,
Theorem 3.19]. Particularly, since we have the same notations for p,n,d, s, ¢’ as
in [39], we can simplify the modulus switching requirement to

q > 12pnds, (31)
where we use the same constant C' = 6 as in [39] for Gaussian “tail-cut” bound.

Observation 1 Note that from the MLWE security perspective the product nd
mn 18 roughly fized, and therefore, an approach to reduce the proof length is
by reducing the Gaussian parameter s and/or the plaintext modulus p. This stems
from the fact that the proof length is equal to (n+¢')dlogq = (n+ ¢+ 7)dlogq’.
We will exploit this observation when choosing s and p.

PCP Knowledge Error. The knowledge error of the PCP is tightly related

to the size of the finite field F over which the PC2]P is instantiated. Particularly,

as in [39], the knowledge error ¢ is at most “FI%]L’V, assuming the number of
g
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variables N,, = N, where NN, is the number of constraints in the system. In our
construction, we have ¢ < % since |F| = p/ where f = d/¢, is the degree
of the irreducible factors of % 4+ 1 mod p. Observe that the ability to choose
a larger f allows us to reduce the size of p significantly, which in turn allows
the reduction of ¢’ due to Observation [1} For all parameter settings, we set the
number of repetitions as the smallest integer p such that e? < 27128,
Correctness for m homomorphic additions. According to the correctness
requirement of our ZK-SNARK, Theorem [2] we choose ¢ large enough to en-
sure that is satisfied. Here, we set € = 27128 and also have m ~ 2Ny as
IIsnark-Prove involves about 2.V, homomorphic additions assuming N, = Nj.
CPA/MLWE security. Due to Theorem [4] the required CPA security of the
base encryption scheme (HGSW) relies on MLWE assumption with a secret key
in Ry (i.e., total dimension of nd) and secret/error distribution of discrete Gaus-
sian with parameter s. To establish a fair comparison with [39], we calculated
the “root Hermite factor” dwe of the parameter settings in [39] and found it
to be dowe =~ 1.00427. The root Hermite factor is a common metric to measure
the hardness of solving lattice problems in practice. Therefore, we also aim for
a similar root Hermite factor when setting the lattice parameters and use the
LWE estimator [5] to compute dywe. For lattice attacks, the number of MLWE
samples does not play a major role and we assume that the attacker has access
to (at least) the optimal number of samples.

In choosing s, we need to consider algebraic attacks [3] and the number

of MLWE samples revealed to the adversary, which can in fact be quite large
for the PCP-based SNARK approach we employ. However, even for s = 1, we
observed from the LWE estimator that the estimated complexity (time to success
probability ratio) of algebraic attacks are well above 2!2® operations for the
dimension parameters we consider. To be conservative and avoid having a very
sparse secret, we set s = 2 to optimize the proof length in light of Observation [T}
Overall, in our choice of parameters, we ensure that the parameters (n, d,logq)
with s = 2 lead to a root Hermite factor of dpweg ~ 1.00427.
Zero-knowledge. The zero-knowledge property of our ZK-SNARK relies on
our new private re-randomization results, particularly Theorem [I| These new
results of our work (that only impose a poly(x) condition on the system modulus
q for k-bit zero-knowledge security) are the main reason for the improvements
in the SNARK proof size of our approach. As a consequence, we ensure that all
conditions in Theorem [I] are satisfied, which particularly means choosing a large
enough Gaussian width r for the scaling vectors and a large enough modulus gq.
In these conditions, we set € = 27" for kK = 128.

In light of all constraints and settings described above, we provide a set of
sample parameter settings in Table[2] Note that the proof output is a Regev-like
ciphertext of (n+¢')dlog ¢’ bits. In the table, ‘crs size’ refers to the setting where
the random first n columns of the ciphertexts in the CRS are ignored as they
can be generated from a small seed in practice. As a result, a crs size is equal to
mgl'dlog q - 2Ny bits. The ‘crs size full’ column refers to the uncompressed full
CRS size (including the random n columns) and therefore is equal to mg(n +
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pln|dll| fllogqllogq |l|T|p|B| L |logr| ¢ |v pr?I(;fBb)lze CEEET crb(b(l;z]g)full
5 (31]|64| 2 (32|48.00|17.86(6(1|3| 2 [288|24.78| 271 |6 | 5.30 |252.00| 1368.00
5132(64|2|32|49.66(17.91|6|1|3| 4 |325]|26.94| 1081 |13| 5.46 135.79| 756.54
5 |33|64| 2 |32|51.55|17.95|6(1|3| 9 |289(|29.12| 5472 |17| 5.61 95.85 547.72
29(33|64| 2 [32(51.54|20.49|2|1|1| 4 |312]26.26| 708 [12| 5.76 62.81 753.77
534(64|2(32|53.12{17.99|6|1|3|17|252|30.83|20480|18| 5.76 75.53 442.39
29(34(64| 2 |32(53.06(20.53|2|1|1| 8 |270|28.05| 2830 |15| 5.93 44.77 | 552.16
5 (35|64| 2 [32|54.65|18.04|6|1|3|32|242|32.53|69173|22| 5.92 65.75 | 394.50
29(35|64| 2 [32(54.56|20.57|2|1|1(15|238|29.72(10240({17| 6.11 35.80 453.53
29(36|64| 2 |32|56.04|20.61|2|1|1|27|228|31.32|32239(19| 6.28 31.52 409.79
53(73|32|2(16(56.12|21.50(4|1|2|26|444|31.04|27290(37| 6.55 26.31 410.38

Table 2. Example parameter setting of our ZK-SNARK proposal. We have k = 128,
£y =2,5=2and N, = 2%° always.

0)dlogq - 2N, bits. We note that by choosing s = 1, the proof sizes in Table
can be reduced by 6-8%.

As our main motivation in this work is reducing the proof size, we build on
the “shorter proof” parameters of [39] to estimate their proof size for k = 128.
Here, the main change is due to the (exponential) noise smudging, which requires
128 — 40 = 88 bits larger ¢ compared to the setting of x = 40. Therefore, we get
log g ~ 186 (instead of log ¢ = 98). With the increased ¢, we need to set a larger
dimension parameter for MLWE. Particularly, for the same Gaussian parameter
s = 64 and ring dimension d = 2 in [39], we observed using the MLWE estimator
that n = 3600 leads to a root Hermite factor of ~ 1.00427 as before. Since the
parameter n is doubled compared to [39], the modulus ¢’ after mod switching
also doubles and so logq’ = 36. The other parameters are kept the same as
in [39], i.e., p=2'3 — 1, p =26, £ = 104 and 7 = 5. This produces a proof of 33
KB, a compressed CRS of 10 GB, and a full CRS of 337 GB as given in Table

Compared to [39], our proposal can reduce the proof size up to 6x (with
much larger CRS). Alternatively, along with about 5x proof reduction, our full
CRS size becomes close to that of [39] while having about 3x larger compressed
CRS. The reason behind larger CRS in our case is that our ciphertexts in the
CRS are matrices (instead of vectors) that are m,, times bigger in dimension. We
need this matrix structure due to the use of GSW-like base encryption scheme.

Asymptotic Parameter Settings. Asymptotically, we can use the same pa-
rameter settings for HGSW as in the previous Section, with m = 2N,. Therefore,
based on MLWE hardness against known lattice attacks, the asymptotic proof
length is logarithmic in circuit size and quasi-linear in the security parameter \.
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A Additional Preliminaries and Definitions

A.1 Table of Notations.

In Table [3] we have summarized all important notations used in this paper.

| Notation [ Explanation [ Remarks
Ny the number of constraints
Ny the witness length (i.e., w € F¥») Ny =~ Ny
n MLWE secret key dimension over R,
k the number of PCP queries k=4
m the PCP query length m = 2N,
Q e F™*F the PCP query matrix
m:F" T the linear oracle
p num. of repetitions for knowledge amplification
P the plaintext modulus
q the ciphertext modulus before mod switching
q the ciphertext modulus after mod switching
R the polynomial ring of dimension d R=7Z[z]/(zT +1)
Ly number of ring splitting factors mod p
f degree of the irreducible factors of 2% + 1 mod p d=f-¥{,
Ly number of ring splitting factors mod ¢
L the plaintext dimension over R, 0= [4p/tp]
T sparsification parameter T= [d}fsp-\
0=0+T extended plaintext dimension over R,
X LWE error distribution
s Gaussian parameter for initial LWE error
r crypto Gaussian parameter for re-randomization
K statistical ZK security parameter
Mg number of digits of ¢ base 8 mq = [logg q]
v num. of ctxts in re-randomization privacy analysis
L num. of rows of the uniform re-randomization matrix L=v-my

Table 3. List of common parameters and their definitions.

A.2 Field Extensions.

A degree-d field-extension Fa of IF,, is a d-dimensional vector space over F,,. For
an element s € Fpa, let vs € Fg denote its representation in IFg. There is an
efficient isomorphism ¢ : s — v, i.e. for all s,t € FL, v, + vy = voqy € F. Let
M, € Fng denote the linear transformation over ]Fg corresponding to scalar
multiplication by s over IF,a.
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A.3 Linear PCP Preliminaries

Definition 6. (Linear PCP [39]) Let p be a polynomial and let CS = {CSn}n
be the family of R1CS systems over a finite field F, where each system CSy =
(nN, Ng.N, Nuw N, {ai N, bi N, €i N }ie[n, ) has size at most [CSn| < p(N).

In the following, we write n = n(N) to denote a polynomially-bounded function
where n(N) = ny for all N € N. We define Ny = Ng(N) and N, = N,(N)
similarly. A k-query input-independent linear PCP for CS with query length
m = m(N) and knowledge error e = €(N) is a tuple of algorithms I pcp =
(I pcp.Query, IT, pcp.Prove, I  pcp.Verify) with the following properties:

— (st, Q) + I\ pcp.Query(1V): The query-generation algorithm takes as input
the system index N € N and outputs a query matriz Q € F™** and a
verification state st.

— 1+ Il pcp.Prove(1V,x, w): On input the system index N € N, a statement
x € F", and a witness w € FNv | the prove algorithm outputs a proof ™ € F™.

— b« I pcp.Verify(st,x,a): On input the verification state st, the statement

x € ™, and a vector of responses a € F¥, the verification algorithm outputs
a bit b € {0,1}.

In addition, Il pcp should satisfy the following properties:
— Completeness: For all N € N,x € F*, w € FNv where CSy(z,w) = 1,
Pr[Iipcp Verify(st, @, 77 Q) = 1|(st, Q) « Iipcp.Query(1V),
7 « I pcp.Prove(1V, z, w)] = 1.

— Knowledge: There exists an efficient extractor E pcp such that for all N €
N,z € F", and * € F™, if

Pr[Iipcp Verify(st, &, (%) Q) = 1|(st, Q) « ipcp-Query(17V)] > ¢,
then
Pr[CSy (@, w) = 1w « &5y’ (1N, )] =1,

where € denotes the knowledge error of the linear PCP.

— Perfect honest-verifier zero knowledge (HVZK): There exists an ef-
ficient simulator Sy pcp = (S1,S2) such that for all N € N and all instances
(z,w) where CSn(xz,w) =1,

{(st,Q.77Q)} = {(st.Q,a)},

where (st, Q) I pcp.Query(1V), 7w < I pcp.Prove(1V, x, w),
(st,Q,stg) + S1(1Y), and a « Sa(stg, ).

Definition 7. (Succinct Non-Interactive Argument) Let CS = {CSn}nen be a
family of R1CS systems over a finite field F, where |CSn| < s(N) for some fized
polynomial s(-). A succinct non-interactive argument in the pre-processing model
for CS is a tuple IIsnarx = (Setup, Prove, Verify) with the following properties:
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— (crs, st) < Setup(1*, 1Y) : On input the security parameter X\ and the system
index N, the setup algorithm outputs a common reference string crs and
verification state st.

— 7 < Prove(crs, z, w): On input a common reference string crs, a statement
x and a witness w, the prove algorithms outputs a proof .

— b « Verify(st,x, w): On input the verification state st, a statement x and a
proof T, the verification algorithm outputs a bit b € {0,1}.

A secure IIsnark should satisfy the following properties:

— Completeness: For all security parameters A € N, system indices N € N,
and instances (x, w) where CSy(x,w) =1,

Pr[Verify(st,z,7m) = 1] =1,

where (crs,st) + Setup(1*,1V), 7 < Prove(crs, ¢, w).

— Knowledge: For all polynomial-size provers P*, there exists a polynomial-
size extractor &€, such that for all security parameters A € N, system indices
N €N, and auziliary inputs z € {0, 1}p°'y(>‘),

Pr[Verify(st,z,7) = 1 ACSn(z,w) # 1] = negl(}N),

where (crs, st) < Setup(1*, 1), (z, 7) « P*(1*,1V,crs; 2), and w + (1M 1V,
crs, st, x; z).

— Efficiency: There exist a universal polynomial p (independent of CS) such
that Setup and Prove run in time p(A + |CSn|), Verify runs in time p(\ +
|z] + log |CSn|), and the proof size is p(A + log |CSN]).

Definition 8. (Zero-Knowledge) A SNARK ITsyark = (Setup, Prove, Verify) for
an R1CS system CS = {CSn} nen is computational zero knowledge (i.e., a ZK-
SNARK) if there exists an efficient simulator Ssyark = (S1,S2) such that for
all N € N and all efficient and stateful adversaries A, we have that

PrEXptZK 17 e A S (15 1Y) = 1] < 1/2 + negl(X),

where the experiment ExptZK o A souanc (175 1Y) is defined as follows:

1. The challenger samples b < U({0,1}). If b = 0, the challenger computes
(crs,st) < Setup(1*,1V) and gives (crs,st) to A. If b = 1, the challenger
computes (cfs, st,stg) + Sy (1%, 1) and gives (cfs, st) to A.

2. The adversary A outputs a statement x and a witness w.

3. If CSn(x,w) # 1, then the experiment halts with output 0. Otherwise, the
challenger proceeds as follows:

— If b =0, the challenger replies with w < Prove(crs, z, w).

— Ifb=1, the challenger replies with 7 < Sa(stg, x).
At the end of the experiment, A outputs a bit b’ € {0,1}. The output of the
experiment is 1 if b/ = b and is 0 otherwise.
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We say a SNARK is a designated verifier if st cannot be efficiently computed
from the crs.

Definition 9 (LPCP for R1CS construction [39]). Let CS = {CSn}nen
be a family of R1CS instances over a finite field F, where CSy = (nn, Ny n,
Nu,n,{@in,bin, CinYien, v])s @in,bin,cin € FNoNTL We define N, =
Nyg(N),Ny = Ny(N),a; = a;(N),b; = b;(N),¢c; = ¢;(N). We additionally
define:

— S={aq,...,an,} CF be an arbitrary subset of F.
— For eachi€{0,...,Ny} let A;, B;,C; : F = T unique polynomials of degree
Ny —1 and for all j € [Ny]:
Ai(oy) = a;;, Bi(oy) = by, Cilaj) =c¢ji
— Let Zg : F — F be the polynomial Zg(z) := Hje[Ng](z — ).

The 4—query LPCP HLPCP = (Hchp.Query, Uchp.Prove, HLPCP.VeI’ify> fO?” CS is
defined as follows:

I pcp.Query(1M): On input N € N, sample T <= U(F\S). Leta = (Ay(7),. .., A (7)),
b = (Bi(7),...,Bn(1)), ¢ = (Ci(7),...,Cn(7)). Output the state st =
(Ao(7), Bo(1),Co(7),a,b,c, Zs(T)) and the query matriz:

T

Zs(t) 0 0 App(r)--An,(r)00--- 0

g=| O Zs(r) 0 Bup(r) B, (1) 00+ 0| pain,+8,—n)xa
0 0 Zs(r) Cpga(r) - Cn,(1)00--- 0
0 0 0 0 e 0 177N

I pcp.Prove(1V z,w): Oninput N € N and an instance (x,w) where CSn(x,w) =
1, sample 81,02, 63 <= U(F). Construct polynomials A, B,C : F — F, each of
degree Ng:

A(z) = 61Zs(2) + Ap(2) + Z w; A;(2)

€N,

B(z) := 82Z5(z) + Bo(z) + Z w; B;(2)
€Ny,

C(z) :=83Z5(z) + Co(z) + Z w; Ci(2)
€N,

Let H(z) := (A(2)B(z) — C(2)) /Zs(z) and let h = (ho, ..., hy,) € FNot?
be the coefficients of H. Parse wl = [zT|w™]. Output the proof vector ™ =
((517 62,03, W, h) € FAtNg+Nw—n,

Il pcp.Verify(st,x,a): On input st = (ag,bo,co,a,b,c,2),x € F* and a € F*,
the verifier computes a, = a1 + ag + x'a, ab = as + by + b, a} = az +
co +zTe. It accepts if alaly — ay — asz =0
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Definition 10 (F,« LPCP to F, LPCP [39]). Let II|pcp = (II] pcp-Query,
II] pcp-Prove, I pop Verify) be a k-query linear PCP for a family of R1CS sys-
tems CS = {CSn}nen over an extension field Fpa with query length m. A
(dk)-query linear PCP Il pcp = (Il pcp.Query, Il pcp.Prove, II pcp Verify) for
CS with query length dl over the base over the base field F,:

— Iipcp.Query(1V): Run (st, Q") < II]pcp-Query(1*) where Q' € IF;'ZXk. Let
Q c ]Fg“dk be the matriz formed by taking each component qg’j € Fpa in

Q' and replacing it with the transpose of the “multz’plication—by—qz’-’j 7 matrix

M, € Fd*. It holds:
253

/ / T T
By Qi Mqu Mqi,kr
/ .
Q = ) Q: : . : ;
/ / T T
m,1 " A,k My - My

— Iipcp.Prove(1V, x, w): Compute 7' + II]pcp. (1N, 2, w) € Fa. Let m €
IFZ’” be the vector formed by taking each component w; € Fpa in 7' and
replacing it with the vector v, € IE‘Z representing m;. Output the proof vector
.

— I pcp.Verify(st,x,a): Parse a € ng as [V, ... 7”‘12] for somea’ = (af,...
ap) € Fﬁd. Output II] pcp Verify(st, x, a’).

I pcp is complete, perfect HVZK and has knowledge error € if the underlying
II] ocp has the same properties. (see proof of Theorem 3.2 in [39]).

A.4 Vector Encryption Preliminaries

Definition 11 (Linear-Only Vector Encryption (adapted from [18]). Let
F be a finite field. A secret-key additively-homomorphic vector encryption scheme

over a vector space F* consists of a tuple of algorithms Henerypt = (Setup, Encrypt,
Decrypt, Add) which are defined as follows:

— (pp, sk) < Setup(1*, 1¢): On input the security parameter \ and the plaintext
dimension £, the setup algorithm outputs public parameters pp and a secret
key sk.

— C < Encrypt(sk,v): On input the secret key sk and a vector v € F¢, the
encryption algorithm outputs ciphertext C'.

— v/L < Decrypt(sk, C): On input the secret key sk and a ciphertext C, the
decryption algorithm either outputs a vector v € F* or a special symbol L.

— C" + Add(pp, {C'i}icpm]s 1¥ityem)): On input the public parameters, a col-
lection of ciphertexts {C}icpm) and scalars {y;} € F, i € [m], the addition
algorithm outputs a new ciphertext c*.

The linear-only vector encryption satisfies the property of CPA security stated
above, and the properties of additive homomorphism and circuit privacy are
defined as follows:
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IND-CPA Security. For all security parameters A € N and all efficient adversaries
A their advantage of winning the security game Game':\dl;gizpt is given by the
following probability:

Pr[GameTEE:’:ypt(lk) =1] = 1/2 + negl(\),

where Gamei;‘dl}zpa is defined as follows:
s AL Encrypt
1. sk < Setup(1*)
2. o, 11— AOEncrypt(sk,-)(l)\)
3. Select b <= U({0,1}), and compute ¢ = Encrypt(sk, up)
4. bV «— AOEncrypt(sk,‘)(c>

If ¥’ = b and ¢ has not been queried to the encryption oracle, output 1, otherwise
output 0.

Additive homomorphism: For all security parameters A € N, vectors {vi}ie[m] -
F¢, and scalars {y;}ic(m) € F where m = m()),

Pr| Z y;v; < Decrypt(sk,C*)] =1 — negl(}), (32)

i€[m)]

where (pp,sk) + Setup(1*,1¢), C; < Encrypt(sk,v;) for all i € [m] and c* «
Add(pp, {C'i}icim), {¥i}icim))- We say that the linear-only vector encryption is
additively homomorphic with respect to a set S C R if holds for all

(yla'-'7ym) €S.
Note: The additive homomorphism implies the correctness of the decryption.

Circuit Privacy [32] Let Ign. = (Setup, Encrypt, Decrypt, Add) be a secret-key
vector encryption scheme over Ff. ITgne is circuit private if for all efficient and
stateful adversaries A, there exists an efficient simulator S, such that for all
security parameters A € N

Pr[Gameffs P's(1%) = 1] = 1/2 + negl()),
where Game%ir;n:zij’s(l’\) is defined as follows:

1. The challenger lets (pp,sk) < Setup(1*, 1¢) and gives (pp, sk) to A. A replies
with a collection of vectors (vy,...,v,,) € F™.

2. The challenger constructs C; < Encrypt(sk,v;) for all i € [m] and gives
{Ci}icpm) to A. The adversary replies with a collection of F coefficients

3. The challenger computes cj <— Add(pp, {C }ie[m]> {¥i tielm)) and cf < S(1*,
pp, sk, Zie[m] y;v;). It samples b <= {0, 1} and replies to A with ¢j.

4. The adversary outputs a bit b’ € {0,1}. The output of the Game is 1 if b = ¥/
and 0 otherwise.
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Definition 12 (Linear-only property (adapted from [17]). A vector en-
cryption scheme Ignerype = (Setup, Encrypt, Decrypt, Add) over F* is strictly
linear-only if for all polynomial-size adversaries A, there is a polynomial-size
extractor € such that for all security parameters A € N, auziliary inputs
z € {0, 1}p°'y()‘), and any efficient plaintext generator M,

Pr[ExptLinearExtHEncrypt’A’Mﬁg’z(1’\) = 1] = negl(}),
where the experiment ExptLinearExtHEncryphAvM’g,Z(1>‘) is defined as follows:

— The challenger samples (pp,sk) < Setup(1*,1¢) and {vitiepm
M(1*, pp). It computes C; <+ Encrypt(sk,v;) for each i € [m] and runs
A(pp, {C'i}icim); 2) to obtain a tuple (Cy,...,C%)

— The challenger computes II <« E(pp,{Ci}ticim);2) and V' <« II -
[V1,...,vn]", where IT € F**™ and V' € F**‘. The experiment out-
puts 1 if there exists an index i € [k] such that Decrypt(sk,C}) # L and
Decrypt(sk, C’) # v’, where v}, € F* is the i-th row of V'. Otherwise, the
experiment outputs 0.

A.5 ISW Definitions and Constructions

Definition 13 (Vector Encryption [39]). Let d = d(\) be a power of two and
let R = Z[x]/(x% + 1). Fiz lattice parameters p = p(\),q = q¢(\),n = n(\) and
an error distribution x = x(\) over R,. Let { denote the plaintext parameter,
T denote the sparsification parameter and B denote the noise smudging bound.
Set V' = L+ 7. A secret-key vector encryption scheme is defined by the following
four algorithms Setup, Encrypt, Decrypt, Add:

— Setup(1*,1%): Sample matrices A <> U(R}*™), S <= X" T Ry and
E < x". Compute D = STA + pE € Rgx". Output the secret key
sk = (S,T) and the public parameters pp = (A, D).

— Encrypt(sk,v): On input the secret key sk = (S, T) and a vector v € Rf;
construct the concatenated vector u? = [vT (Twv)T] € Rf;/. Sample a +
U(RY), e < Y and compute ¢ = STa+pe+u € Rg/. Output the ciphertext
C =(a,c).

— Add(pp, {C'}icm]s {¥itiepm)): On input the public parameters pp = (A, D),
ciphertexts C; = (a;,¢;) for i € [m], and scalars y; € Ry, sample 7 <= x™,
eq < X", e < U([—B, B]%') and output the ciphertext

cC" = Z yia; + Ar + peg, Z yic; + Dr +pe. | . (33)

i€[m] i€[m]

— Decrypt(sk, C): On input the secret key sk = (S, T) and a ciphertext C =
(a,c), compute z = ¢ — STa ¢ Rf;. Compute w = z mod p and parse
u” = [v],v]] where vi € RS and vy € Ry, Output vy if vo = Tvy € R},

and L otherwise.
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Definition 14 (Honest-Verifier Zero-Knowledge with Leakage [39]). Let
R =Z[X]/f(X) be a polynomial ring where deg(f) = d. Let p be a prime such
that R, = F,a is a finite field. Let IIipcp = (Query pcp, Prove pcp, Verify pcp)
be a linear PCP for a family of R1CS systems CS = {CS}ren over R,. Let
D be a distribution on matrices over R and ¢ > p be a modulus. We say that
I\ pcp satisfies honest-verifier zero-knowledge with (D, q)-leakage if there exists
an efficient simulator S pcp = (S1,S2) such that for all k € N and all instances
(z,w) where CS,(x,w) =1,

{(s,Q,1Q7],, Z,(Z7],)} = {(s,Q, 4, Z,b)}, (34)

where  (st,Q) <  Query pcp(17),Z <+ D,m < Provepcp(1™™"Y),
(&,Q,Z,sts) — §1(1%) and (@, b) + Sa(stg, x), and we write [Qx], and [Zx],
to denote computations over the ring R, (i.e. teh elements of Ry are first lifted
to R and teh value of the matriz-vector product is then reduced modulo q). When
the statistical distance between the two distributions in 18 0, we say that

Hypcp is 6-HVZK with (D, q)-leakage.

B Proofs of Subsection 4.1

B.1 Proof of Lemma [10]

Proof. We use a union bound argument similar to that used in Lemma 3.2 of [56]
(see also [49]) to lower bound the minimum of random g¢-ary module lattices. For
B € R, we denote by S5 g the set of elements of R of Euclidean norm less than
B,i.e. Se5:={w € R:|w|2 < B}. By a union bound, we have:

IN

Z Pr [Avg =t — Evg — Gugl. (35)

AT —U(RE*™)

P
(va,vE,vG,t)
ERI\OXRY xRy x5k,
Let p(va,vg,va,t) = PrAHM(R%X")[A’UA =t— Evg — Gug]. Since the L rows
q
of A are sampled independently and uniformly random in Rj, we have

VA, VE, 'UG7t)|
qdn

A;
poa,vp,ve,t) = [] 4

i€[L]

; (36)

T

where Aj(va,vE,ve,t) = {a] € R} : a]va =1t; — el vp —glvp} fori e [L].

The d-dimensional (over Zg) ring Rj is isomorphic by the Chinese Remainder

Theorem (CRT) to the cross-product of the (d/¢;)-dimensional fields R,(ju) =

Zglx)/(fu(x)) for u € [¢,]. For z € Ry, we denote by 2(*) := 2 mod f,(z) € R((?u)
its reduction mod f,(z) (and analogously for vectors and matrices over Rjz). Let
al', el and g7, be the i’th row of A, E, and G, respectively. We then have
Hu [ |ASU) ('UA, Vg, Vg, t)‘
p('UA7 Vg, VG, t) = H S qd" ) (37)

1€[L]
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where for ¢ € [L] and u € [{,], we define Agu)(vA, vE,vq, t) as below:
U w)\ " uN\T  (u u u\T  (u u\T (u
(0 € ()" (@) o) = 69— () ol (o) o)

Now, for each u € [¢,] and fixed v4,vE, vg,t, since Rl(ju)

is a field of size
g%/t there are two possible cases for |A5u)(vA,vE,vg,t)|, depending on the

value of 'vff) € (R(-u))”:

— Case 1: v ) £ 0. In this case, there exists ¢/ € € [n] such that U,(:,%/ #0
and hence is invertible in the field R,(j ). This implies that for any possible
choice of {afue),,}eu#/ (R(u))n_l there exists a unique value for agjz), € R,(ju)

(a ("))T (W) _ t(") (e (u))TUg)—(ggu))Tv(C?). Hence, in this case,

éu))n71| _ qd/zq(nq).

T (u)

satisfying

we have |AE )(UA,vE,vg, t)=|(R
— Case 2: vgf) = 0. In this case, since (agu)) = 0 regardless of the

choice of (az(-u))T, we have [A") (v4,v5, v, )| (R "))”\ = g/t if

tl(.u) - (egu))Tvg) (gfu))T () — 0 and |A( (va,vE,va,t)| = 0 other-

wise.

For a vector v € R and any m > 1, let us denote by Z(v) C [{,] the set of

u € [£,] such that v(*) =0 € (Réu))m (i.e. the set of CRT slots that are zero for
all m coordinates of v over Rg).
We conclude from the above that for any fixed v4,vg,va,t, we have

H |A UA7UE7UG7t)|:
u€lg]
{qd(n—1>+d/2q2(m)’ if Z(va) C Z(t; — eTvg — glve)

0, otherwise.

For r € [¢,—1],let V. denote the set of (v4,vE, va,t) € Rg\Ong XR;—'XSQI:Q
such that |Z(va)| =7 and Z(va) C Z(t; — efvp — glvg) for all i € [L].
Summarising, the above discussion shows that

V2l
m< Y qLda=r7ts) (38)
refly—1]

and it remains to upper bound |V;| for r € [¢, — 1]. For each possible choice
of va € RE \ 0 with Z(v4) := Z and |Z| = r and (vg,vg) € Rg X Ry, let
T(va,vg,ve) denote the set of t € .S’QL”6 such that (va,vg,vg,t) € V.. We
denote by Iz g, the ideal lattice of elements w in Rz with Z C Z(w), i.e having
zero CRT slots in Z, ie. Iz g, == {w € R : w(® = 0mod ¢ for allu € Z}.
Notice that t € T(va,vE,veg) if and only if

t; € IZ,Rq + ¢
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where ¢; := efvp + glvg for i € [L]. For each i € [L], let N;(c;) denote
the number of ¢; in (Iz g, + ¢;) N S2,5, i.e. the number of points in the coset
containing ¢; of the lattice I'z r, that are inside the Euclidean ball S; g of radius
B. We upper bound Nj;(¢;) by a volume argument. Namely, let A denote the
minimum of Iz r,, i.e. the Euclidean norm of the shortest non-zero vector in
Iz r,. We consider the enlarged ball S5 55/ of radius 8+ A\/2, which contains

the union of N;(¢;) non-intersecting balls of radius A\/2 centered on the points
of (Izr, +¢i) N S2,p. It follows that Nj(c;) < “oztx/2)l — (25/X + 1) for all
i € [L]. By Lemmalgl, we have A > ¢"/%, and we conclude that, setting 3 := ¢/c,
we have

Ni(ei) < (23 % Je +1)? for i € [L)].
It follows that, for each r € [¢, — 1]
|Vr| < Ny;NiNgNg HNi(Ci) < q(l—r/éq)n+ll+u)d . (Q(jl—r/lq/c_i_ 1)Ld’ (39)
=
where Ny = (lg) is the number of possible Z C [¢{,] with |Z] = r, Ny <
g1 =7/t i the number of possible v4 € R\ 0 with Z(va) = Z and |Z| =7,

Ng < g4 is the number of possible v in Rg, and Ng < % is the number of
possible vg in R. Plugging into give and completes the proof. 0O

C Proofs of Subsection 4.2

Proof of Lemma [13|

Proof. The proof proceeds similarly to [21]. The support of the distribution D
of zTE is RY = Z¥? due to the submatrix I, in E and the fact that the last ¢
coordinates of T over R are independently sampled over support R’ . Now let
z € R". We have

_ _ pr(AZ)
D(2) = Dy ()« re' +(e0).(A2) = pr(A7(G) x R* + (¢,0))’

where A, := {v € A7 (G) x RY : vTE = zT}. Note that A is a coset of a Z-rank
L-dlattice A := {v € A7 (G) xR :vT . E = OT} so we can write A, = A4+w,,
where w, € RV is any solution to wl - E =27, Now let u, (resp. uL) denote

the prOJeCthIl of w, along (resp. orthogonally to) the rank v-d subspace Vg of
R(ZA+)d spanned by the rows of E. Then, writing w, = uZ + u., we have

pr(Az) = pr(A+ ui +uz) = pr(A+ uzl) pr(uz),

where in the last equality we used the orthogonality of u, to A + uZ We
show in Lemma |14} u below that r > 7.(A). Using this and the fact that ut
is in the span of A, Lemma [4| implies that p,.(A + ul) € er:’l] - pr(A).
Plugging in the expression for p,.(A,) and then into the expression for D(z)
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shows that D(z) is within statistical distance < 2¢ of Dpe (uz). We claim

that Dge (uz) = Dgar . 5(2), where S := rot(E). Indeed, note that the
projection u, of w, on the row span of rot(E) (over R) can be written as

ul = wl . (rvot(E)*)T - rot(E)*, where rot(E)* = Ly’ - rot(E) has along

z z
its rows the normalized Gram-Schmidt Orthognalization (GSO) of the rows

of rot(E), and Lg denotes the upper diagonal GSO coefficient matrix. There-

fore, ul = wl - rot(E)T L 'rot(E)* = 27 . Lglrot(E)_*, using the fact that
wl rot(E)T = 2. Tt follows that ulu, = 27 - L_glrot(E)*(rot(E)*)TLETz =
2T (LLLg) 'z =27 - (STS)" 'z with S := rot(E), as required. O

C.1 Proof of Lemma [14]

Proof. Recall that that A has a Z-rank L-d. By Lemmal7] it suffices to show that
the last minimum Az4(A) of A is upper bounded by v := /M, (1 +0'd - Eoo>.

Namely we exhibit Ld R-linearly independent vectors u; (i € [Ld]) in A whose
Euclidean norm is upper bounded by 7. Let B € Z™a%*™ad denote a column
Z-basis for A,(rot(g)). We take B = I; ® B' with B’ € Z™:*™a having its
j’th column of the form b} = Se; — e;41 for j € [my — 1] (with e; denot-
ing the jth unit vector having 1 in coordinate j and zeroes elsewhere) and
b;nq = (qo,q1, - - - 7qmq_l)T, here ¢; € {0,..., 5 — 1} is the ¢’th digit in the S-ary
representation of ¢ (i.e. ¢ = Z;n:qo_l q;B87).

Let B € Z(E+)dx(L+)d denote a column Z-basis for A,(rot(G)) (namely,
we take for B the matrix whose first Ld rows consist of (I, ® B,0%4*¥'d) and
whose last ¢d rows consist of (0°9%? I,4)). Let By € ZEL+)dxd denote
the last £'d columns of B. Note that with rot(E)T = (rot(E)", Ipy), we get
rot(E)T - By = I44. Now, for i € [Ld], we let b; denote the ith column of B, and
define u; := b;— By -rot(E)T-b; = K -b;, with K := I(L+g/)d—B2-rot(E)T. The
vectors (uq,...,urq) are linearly independent over R since the top Ld rows of K
is a full-rank Ld matrix (I1g4, Odee/d). Moreover, from rot(E)T - By = I4q and
the definition of b; we have ulrot(E) = 0 so u; € A for i € [Ld] as required. It
remains to bound the norm of the u;’s. Note that each entry y € Z of rot(E)T -b;
is an inner product between a row of rot(E)T of infinity norm < E., and a vector
b; having a 1-norm ||b;||; < max(8+1,(mq—1)(B—1)+1) = (mg—1)(6—-1)+1
(where we have used the form of B’ defined above and m, > 3), so |y| <
((mg —1)(B—1)+1) - E. Since there are ¢'d coordinates in u;, we get ||u;|| <
1621+ VEd- (g —1) (B—1)+1): Bow < y/ig(8—1)+VP((mg—1)(5—1)+1) Eue.

O

D Proofs of Section 5

D.1 Proof of Theorem 2|

Proof. Let (S, T,A,E) — HGSW.Setup(1*,1¢) and C} —
HGSW.Encrypt(k, S, ) for k € [m]. For a = (a1,...,am) € S := D, we
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have that

m/v—1
Z (Zgrand oy ‘Cju+i+[0n’y?]>

7=0 i=1

Let us now find the HGSW.Decrypt(c*, S) by calculating H*=[(p/q) (c*,S)],

where §7 = [—ST I,/]. Replacing gk (ajuri) = m]i and C; from the above
and their definitions, we get that:

i m/v—1 v
«_|P T q )\ .| =S
H” = g Z (Z Tjvti (Cju+i + ];ijm‘ +10,y; ]) ' [IZ/ ])
j=0 \i=1
p m/v—1 v q
NS (S (i i) 37

i=1

_p m—lq m—1 m/v—1
S PSRN SEL T o
T\ =P k=0
Letting x" = |:w’{7 T YD e ,yﬁ/u,l] and E =
[El,... E, I, Ig/] we now observe that thanks to , we have

||XTE||O<J < q/(2p) (i.e. no wraparound mod ¢) except with probability
< e. Indeed, by Lemma [2, we have || X|| < ry/(mmg+ ml/v)d except with
probability < % . 9= (mmgtmt’/v)d < 9—(mmg+mt’/v)d+2 < 4e using € < 1/2 and
the choice of

r > (mmg + Z’)dc\/ln(2(mmq +ml Jv)d(1+ 1)) /m and 2~ ("matml/)d <

where  we  have  used  the  fact  that  n (A (G)T) <
B2/In(2(mmg + ml' /v)d(1 + e 1))/7 by Lemma |§| and Lemma and that
¢ > ¢y > (2. Therefore, by Lemma each integer coefficient of X~ E has ab-
solute value < s\/(r2(mmg +ml /v)d + 1) In(2((mmg + ml' Jv)d +1)/e) /7 <
q/(2p) except with probability e over the choice of E; and y, for all i € [m)].

D.2 Proof of Theorem [4]

Proof. To prove the circuit privacy of our HGSW, we need to build a simulator
S. On input the security parameter A, the secret key sk = (S, T, A, E) and a
message vector p € Rf;, the simulator computes the following:

— Forj=0,...,m/v—1, sample bjT —U(R}) and e] Dyera yror(E,)> Where
E] = [ET 1)) € R,

— Compute the sum (b”,eT) := Z;n/({‘ 1(bJT7 ej) € Ry x RY.

— Compute g7 = [puT|(Tw)?] € RZ and output the simulated ciphertext
ct = (b, bTS+e +2p") € R xRZ
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We show that the output ¢j of the simulator is statistically indistinguishable from
the ciphertext ¢f computed by the challenger with the original Add algorithm.
For this, observe that the latter is computed as

m/v—1 v
Z (ngand (@jvti) 'Cju+i+[0”7yj]> (40)

=0
m/v—1 m/v—1 m/v—1 m/v—1
= Y ol (Y s+ Z el + (> i modp) |, (41)
J=0 J=0 j=0

T 1

where b; = Y7 | jTUJrZAjV_H», e =Y, acJVﬂE],,_H +y; and ], =
1 _

9and (aju—i-i) nd I" ZZ 1 w?y—&—sz(/l'z) (21:1 a/_]l/-i'l“]l/—‘rz mod p)- We

have that Zm/” ! ) modp = Y7 aif, mod p, equal to the sum message

vector computed by the simulator. Furthermore, for each j =0,...,m/v — 1

we apply Theorem [I} to conclude that in the Add algorithm, the distribu-

tion of (b ,ejT) is within statistical distance O(e) from the distribution D;

U(RY) X Dyera yroy(E,) used by the simulator to sample (b]T, e]). It follows that
the distribution of (b”,eT) := Zm_/g 1(b;‘r, ?) in the Add algorithm is within

statistical distance 18(m/v)-€ of its distribution in the simulation, and the same
bound therefore applies for the statistical distance between the distributions of
c} and cg. O

E Proof of Theorem [5l

Proof. Bitansky et al. [17] showed that the zero-knowledge property of a ZK-
SNARK construction from linear-only encryption and LPCP follows from the re-
randomization (circuit privacy) property of the underlying linear-only encryption
and from the honest-verifier zero-knowledge property of the underlying LPCP
protocol. In Section 4] we proved the rerandomization property of our module
full GSW and half GSW schemes.

Let Sy pcp = (SLPCPJ, SLPCP,Q) be a simulator of linear PCP I, pcp and Sxgsw
be the simulator for circuit privacy of the underlying HGSW scheme. We build
a simulator Ssyark = (Ssnark,1, SsnaRrk,2) of our ZK-SNARK construction from
the simulators of the underlying building blocks, LPCP and HGSW:

— SSNARKJ(lA, 1N ): Take as input a security parameter A and the system pa-
rameter N of {CSy} and run the LPCP simulator S pcp, i.e. (§t, Q, st5> —

Sipcp, for a Q € F™*F is a query matrix. Let S < HGSW.Setup(1*)
and compute C; = HGSW.Encrypt(S, q7) for each i € [m]. Output cts =
(N,C1,...,C,,) and the verification key st = (st pcp,S) and the simula-
tion state stg = (st_pcp, S). ~

— Ssnark,2(stg, x): Take as input stg = (st pcp, S) and the statement x, com-
pute a SLPCP,Q(Stf’m)-
Output the simulated proof @ = SHGSW_Encrypt(lk, S, a)
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The proof is done via a hybrid argument (similar to [39])

— Hybridy: This hybrid is equivalent to the original game of zero-knowledge of
IIsnaRk:

The challenger samples b <, {0,1}. If b = 0, the challenger computes
(crs,st) < Setup(1*,1V) and gives (crs,st) to A. If b = 1, the challenger
computes (cfs,st,stg) + Si(1*,1V) and gives (cFs,st) to A. The adversary
outputs a statement x and a witness w. The challengers checks the circuit
satisfiability, i.e. CSy (@, w) = 1. If the check succeeds, the challenger com-
putes the following:

If b = 0, the challenger replies with 7 < Prove(crs, z,w). If b = 1, the chal-
lenger replies with 7 < Sy(stg, x).

At the end of the experiment, .4 outputs a bit ¥’ € {0,1}. The final output
of the experiment is ¥’ € {0,1} indicating a win of A if ¥’ = b.

— Hybrid;: This hybrid is the same as Hybrid, except the proof 7 is constructed
using SHesW.Encrypt- Let Q € F™** be the query matrix sampled by the
challenger to construct crs = (N,Cq,...,C,,) and let st = (st pcp, S) be
the corresponding verification state. To compute 7 the challenger runs 7
M pcp.Prove(1V, @, w) and computes m < Shesw.Enerypt(1Y, ST, @), where
a <+ Y." mq; = Qm where g, is the i-th row of Q.

— Hybrid,: This hybrid is the same as Hybrid; except the challenger runs Sipcp
to simulate the proof 7 and crs. The challenger samples (st,Q,stg) <
Schp,l(lN). Then the challenger computes a <+ Sipcp 2(stgx) which re-
places @ = Q7 in Hybrid;.

We denote by Hyb,(.A) the output of Hybrid,. The difference between Hybrid, and
Hybrid, is the computation of 7 using SHgsw.Encrypt- Since our HGSW is e-circuit
private, then

| Pr[Hyby(A) = 1] — Pr[Hyb; (A) = 1]| =< 2e.

Now, the difference between Hybrid, and Hybrid, is the computation of S, a using
Sipcp- Therefore if 11 pcp is honest-verifier zero-knowledge then

Pr[Hyb, (A) = 1] = Pr[Hyb,(A) = 1]

Since the challenger behaves independently of the bit b it follows Pr[Hyb, = 1] =
1/2. O
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