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Abstract. Multi-Client Functional Encryption (MCFE) has been considered as an important primitive
for making functional encryption useful in practice. It covers the ability to compute joint function
over data from multiple parties similar to Multi-Input Functional Encryption (MIFE) but it handles
information leakage better than MIFE. Both the MCFE and MIFE primitives are aimed at applications in
multi-user settings where decryption can be correctly output for legitimate users only. In such a setting,
the problem of dealing with access control in a fine-grained manner is particularly relevant. In this
paper, we introduce a framework for MCFE with fine-grained access control and propose constructions
for both single-client and multi-client settings, with selective and adaptive security. The only known
work that combines functional encryption in multi-user setting with access control was proposed by
Abdalla et al. (Asiacrypt '20), which relies on a generic transformation from the single-client schemes
to obtain MIFE schemes that suffer a quadratic factor of n (where n denotes the number of clients)
in the ciphertext size. We present a duplicate-and-compress technique to transform the single-client
scheme and obtain a MCFE with fine-grained access control scheme with only a linear factor of n in
the ciphertext size. Our final scheme thus outperforms the Abdalla et al.’s scheme by a factor n, while
MCFE is more difficult to achieve than MIFE (one can obtain MIFE from MCFE by making all the labels
in MCFE a fixed public constant).

Keywords: Multi-client functional encryption, access control, adaptive security.

1 Introduction

1.1 Functional Encryption

Encryption enables people to securely communicate and share sensitive data in an all-or-nothing
fashion: once the recipients have the secret key then they will recover the original data, otherwise the
recipients have no information about the plaintext data. Functional Encryption (FE) [SW05, BSW11],
introduced by Boneh, Sahai and Waters, overcomes this all-or-nothing limitation of PKE by allowing
recipients to recover encrypted data in a more fine-grained manner: instead of revealing the whole
original encrypted data, recipients can get the result of evaluation of some function on the data,
according to the function associated to the decryption key, called functional decryption key. By
allowing computation of partial data, one can aim at getting, both, the utility of analysis on large
data while preserving personal information private.

FE received large interest from the cryptographic community, first as a generalization of Identity-
Based Encryption (IBE) and Attribute-Based Encryption (ABE), which are unfortunately only
access control, with all-or-nothing decryption as a result. Abdalla et al. [ABDP15] proposed the first
construction for evaluating a concrete function: the inner product between a vector in the ciphertext
and a vector in the functional decryption key. The interest in FE then increased, especially in the
multi-user setting in which the inputs come from different users, possibly in competition, and the
output characterizes a joint function on the inputs [CDG"18a]. Applications are then numerous,
and the encryptors can even be the final recipients of aggregated results. Then, this might look
similar to multi-party computation (MPC), where several players privately provide their inputs to
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allow computations on them. But the main difference is that functional encryption is expected as a
non-interactive process, and thus quite more interesting in practice.

While FE with a single encryptor might be of theoretical interest, in real-life, the number of
really useful functions may be limited. When this number of functions is small, any PKE can be
converted into FE by additionally encrypting the evaluations by the various functions under specific
keys. This approach is impossible for multiple users, even when a unique fixed function is considered.

Goldwasser et al. [GGGT14, GKL'13] introduced the notion of Multi-Input Functional En-
cryption (MIFE) and Multi-Client Functional Encryption (MCFE) where the single input « to the
encryption procedure is broken down into an input vector (z1,...,x,) where the components are
independent. An index i for each client and, in the case of MCFE, a (typically time-based) label ¢ are
used for every encryption: (¢; = Enc(1,x1,/),...,c, = Enc(n,z,,£)). Anyone owning a functional
decryption key dky, for an n-ary function f and multiple ciphertexts (for the same label ¢, in
the case of MCFE) can compute f(z1,...,x,) but nothing else about the individual x;’s. The
difference between MIFE and MCFE seems minor (MCFE is essentially MIFE with labels, that limit
combinations into vectors) but we will see that this leads to very different constructions, as clients
have to be able to implicitly coordinate together on the label, and different usability in practice.
In particular, in MCFE, the combination of ciphertexts generated for different labels does not give
a valid global ciphertext and the adversary learns nothing from it. However, in both situations,
encryption must require a private key, otherwise anybody could complete the vector initiated by a
user in many ways, and then obtain many various evaluations from a unique functional decryption
key. But then, since encryption needs a private key per user, for each component c¢;, some of theses
keys might get corrupted. And one has to deal with corruptions of encryption keys in multi-user
settings.

Another classical issue with encryption is the decryption key, even if legitimately obtained:
once delivered, it can be used forever. One may expect revocation, or access control with more
fine-grained authentication. This has been extensively studied with broadcast encryption, revocation
systems and more generally, with attribute-based encryption (ABE). Finally, as already explained,
FE is a generalization of IBE and ABE, and after having been illustrated with IBE and ABE, linear
and quadratic evaluations have been proposed. However, there are still very few works that combine
function evaluation and access control with concrete schemes. This could provide FE, with concrete
function evaluation for some target users, or revocation (of users or functions).

1.2 Related Work

Abdalla et al. [ACGU20] have been the first (and this is the unique paper) to address this problem,
for FE and MIFE. In addition, they informally argue that from an ABE for MIFE one can lift it for free
to get MCFE, thus solving both problems at the same time. Precisely, they mentioned “by resorting
for instance, to the notion of multi-client IPFE, where ciphertexts are associated with time-stamps,
and only ciphertext with matching time-stamps can be combined (e.g. [CDG' 18a]) we believe that
our proposed primitive provides a more general and versatile solution to the problem”. Their idea can
be interpreted as: labels can be used as specific attributes, and labels can be embedded in policies to
automatically obtain multi-client settings. While this appears to be natural at first glance, we do not
see how to implement it efficiently because a label value is generated during the encryption process:
if we embed a label as an attribute in the ciphertext, we must generate a key for each label value
for each user, which becomes infeasible. It thus remains a challenging open problem to construct an
efficient MCFE supporting access-control structure. In this paper, we take a completely different
approach than in [ACGU20] to answer this question. Interestingly, our schemes are more efficient
than theirs: we build MCFE for Inner-Product, with any LSSS access-structure and adaptive-security
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in the random-oracle model, that is more efficient than their MIFE. In addition, removing labels
leads to an MIFE scheme for Inner-Product, with any LSSS access-structure, adaptively-secure in
the standard model, still more efficient than their scheme.

1.3 Contributions

Single-client setting. We propose new schemes in which the selectively-secure version is almost
as efficient as the selectively-secure version in [ACGU20] and the adaptively-secure version is nearly
three times as efficient as the adaptively-secure version in [ACGU20]. More importantly, our schemes
can be extended to multi-client settings. Our constructions exploit the Dual Pairing Vector Spaces
proposed by Okamoto-Takashima [OT10, OT12b].

Multi-client setting. Our main contribution is thus this extension from single-client to multi-
client without linearly increasing the complexity in the number n of clients. The generic transforma-
tion proposed by Abdalla et al. [ACGU20, Theorem 6.3] results in a degradation of factor n in both
construction and security reduction. As previously stated, Abdalla et al.’s generic transformation
can only help to achieve a multi-input scheme and is unlikely to be generalized to a multi-client
scheme without further seriously degrading efficiency. On the other hand, because MIFE can be
defined as MCFE with a fixed public constant label, our construction yields a much more efficient
MIFE with access control than the Abdalla et al.’s scheme (in fact, n times more efficient). More
concretely, the total communication among n clients in our MCFE construction is of order O(nd),
where d is the number of attributes specified during encryption, and does not suffer a quadratic
blow-up of n? group elements.

Comparisons and discussions. We now focus on the FE schemes for Inner-Product, with
fine-grained access control, in the pairing-based setting, with comparisons with the schemes
from [ACGU20] in Table 1. There are other schemes for single-client IPFE with fine-grained
access control based on other assumptions such as LWE, e.g. [LLW21, PD21], but because they were
not generalized to the multi-input or multi-client settings, which are our main objectives, we do not
consider them.

1.4 Technical Overview

As shown in Table 1, our selectively-secure construction (in Section 4.1) suffers a slight deterioration
in efficiency and security because the ciphertexts are larger and the model is indistinguishability-
based rather than simulation-based as considered in [ACGU20, Section 3.1]. Despite slightly larger
ciphertexts, we are able to lift our selectively-secure construction to an adaptively-secure construc-
tion in Section 4.2 whose ciphertexts are smaller than the ones in [ACGU20, Section 3.2], while
achieving the same level of security. Moreover, the adaptively-secure construction is a straightforward
generalization of the selectively-secure one, as the computation stays the same in both (see Figure 3).
The adaptively-secure construction in [ACGU20, Section 3.2] uses function encodings to handle the
access control, and instantiations of function encodings are provided in [ACGU20, Appendix B],
for various predicate classes, among which the read-once monotone span programs are the most
expressive ones. On the other hand, we can also express the predicate class in our adaptively-secure
construction using LSSS-realizable access structures, which is equivalent to MSP.

Another approach to achieve single-client adaptive security. One of our main ideas to
construct a functional encryption scheme with fine-grained access control is to use a secret sharing
scheme for creating shares of a secret value ag < Zgq, which acts as a mask for the IPFE-related
ciphertext of Agrawal et al.’s type [ALS16], following a linear secret sharing scheme implementing a
monotone access structure A over a set Att of attributes. The shares will then be embedded in the
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transformation
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‘ Sect. 4.1 | LSSS | n+8d+4 | sekind | ‘
\ Sect. 4.2 | LSSS |nd+2n+7d+3| adind | \

[ACGU20, Sect. 6.2] ‘

]
|

LSSS |  8nd+5n | adind | MCFE |

Table 1: We compare our constructions with existing works, in terms of the number of group
elements in the ciphertext (column |ct|), the most expressive predicate class that can be handled
(column P), the achieved level of security (column Security), and whether we are in the single-client
or multi-client /multi-input setting (column Type). We denote by n the dimension of vectors to
compute inner-products and by d the number of attributes used in the key’s policy. The abbreviations
MSP, roMSP and LSSS stands for monotone span programs, read-once monotone span programs
and linear secret sharing schemes, respectively. The abbreviations {sel, ad,ind,sim} denote selective
security, adaptive security, indistinguishability-based, and simulation-based, respectively. All schemes
require the inner-products to be polynomially small and their security relies on SXDH.

functional secret key components (k;)jcpistAtt(a) Where List-Att(A) is the list of attributes appearing
in the access structure A. When all the components corresponding to an authorized set in A are
present, the shares can be combined to reconstruct the secret value ag, which is now embedded
in a key component Koot, and allow functional decryption. The key components are constructed
as vectors in a Dual Pairing Vector Space (DPVS). Roughly speaking, a DPVS is a (prime-order)
bilinear group setting (Gi1, G2, Gy, e) that we enhance with the notion of vector addition, scalar
multiplication, and dual orthogonal bases. We also define the product of two vectors over G; and
G, in DPVS, which uses the pairing e and results in an element in Gy whose exponent in g, is
the inner-product of the vectors of exponents from the two initial vectors. The access control is
now handled by these vectors in DPVS, where the access structure A is expressed in the key using
vectors {(k;)jcListAtt(a)> Kroot} Over G2 and a set R of attributes are embedded in the ciphertext
using vectors {(c;);jer, Croot} Over Gi. We use the techniques for adaptively-secure ABE introduced
in the original work of Okamoto and Takashima [OT10, OT12a, OT12b] to argue the security of this
KP-ABE part in our scheme. Interestingly, there is a twist stemming from the security model when
integrating ABE into FE: during the security game, an adversary can additionally query for keys
that work with the challenge ciphertext, i.e. the key’s policy is satisfied. In vein of the dual-system
methodology to achieve adaptive security, we have to be much more careful about which key to turn
semi-functional, because the keys whose policies are satisfied should be capable of decrypting the
(semi-functional) challenge ciphertext. To circumvent this obstacle, we resort to a slight variant
of the technique in [OT10, OT12a, OT12b| (see Section 3), while accepting an anathema to use
DPVSes of dimensions linear in the dimension n of vectors for inner-products. Our single-client
constructions are presented in Section 4.

The “duplicate-and-compress” technique. We give a glimpse of our main technical method
to obtain a multi-client construction from our single-client construction, while maintaining the
total ciphertext’s size of order linear in n. In the multi-client setting, each client must use different
DPVSes for the KP-ABE part. To recall, from the single-client construction, the DPVSes are already
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of dimension linear in the number of clients to achieve adaptive security and a naive duplication
would add a quadratic factor in the communication. In general, we want to avoid using n different
pairs of bases for the ciphertext components {(c; ;);jeR; Ciroot }, for each i € [n], where each basis is
of dimension n resulting from the adaptively secure single-client construction. Since we are in the
pairing-based setting and using DPVS, it is equivalently effective to concentrate on compressing
the dual bases used for key components. The intriguing point we observe is as long as each client
uses an independent DPVS, the technique we use to take care of those vectors in the single-client
case can be carried out in a parallel manner, to some extent. Therefore, in the security proof, we
can distribute and accumulate in parallel the necessary information in all key components so as
to answer the adversary’s adaptive key queries, rather than centralizing such information in few
vectors of big dimension.

This idea might seem counter-intuitive, especially when we ponder the original techniques

introduced by Okamoto and Takashima [OT10, OT12a, OT12b] trying at all cost to escape duplicating
the bases. Technically, they used a hidden part of the dual bases in DPVS, which is never used
in real life and can be enlarged conveniently, to amplify randomness in multiple vectors of the
functional key that are indexed by attributes of the policy. This quantity of amplified randomness
will be later used to turn the keys semi-functional. At first glance, it seems obligatory to duplicate
the bases for each i € [n] to express the KP-ABE related key components {(k; ;) jcList-Att(a)> Ki,root }
in order to control the decryption over all n clients’ ciphertexts, while keeping the dimension linear
in n for adaptive security. It is true that the vectors (Kk; root); must be put in n independent bases
for n clients. Surprisingly, our main insight is that the other key components (k; ;) ;cListAtt(a) that
are indexed by attributes and serve the randomness amplification can be put in the same basis for
all clients ¢ € [n]. Indeed, the argument by Okamoto and Takashima depends crucially but only
on the attributes j € List-Att(A). Moreover, the process of making k; oot semi-functional using
(kij)jeList-Att(a) afterwards employs the access structure specified in the key and the attributes in the
ciphertext but not depending on i. Hence, if we have n collections of vectors ((k; ;) jeList-Att(4)» Ki,root )i
the whole process can be applied in parallel for those n collections. We emphasize that this parallel
process is feasible thanks to an indispensable smooth control, as low as the level of the vectors’
coordinates, in DPVS. This potential of parallelization helps us spread the necessary information for
answering adaptive key queries, which accounts for the linearly large dimension, into n collections
{(ki ) jeList-Att(a)> Kiroot Fic[n)- In the end, instead of using n bases of dimension n, we can use n bases
of constant dimension for (Kk; root); along with one constant-dimension basis for all {(k; ;) jeList-Att( A) Jis
saving a factor n in the ciphertext’s size.
From single-client to multi-client. In Section 5, we explain in details how we obtain an
adaptively-secure multi-client version without tremendous modifications in the single-client adaptively
secure construction’s mechanism. The IPFE-related part of Agrawal et al.’s type [ALS16] can be
dealt with in a similar manner Chotard et al. [CDG"18a] did. We use the “duplicate-and-compress”
technique to leverage the KP-ABE part from single-client to multi-client setting. We have to duplicate
the DPVSes for all clients, but at the same time this duplication helps us save a linear factor in
the dimension, leading to ciphertext’s size being roughly the same as the one in the single-client
adaptively-secure scheme. Our MCFE scheme needs a random oracle (RO) and in Section 5.4 we
discuss equally how one can obtain an MIFE in the standard model from our scheme. Putting the
main ideas forward, the removal of the RO from MCFE to achieve MIFE is not trivial due to the
delicacies of access control for combining ciphertexts and decrypting them with functional keys,
besides the labels used when encrypting. Our solution to obtain an MCFE in ROM that leads to an
MIFE scheme without RO exploits another layer of secret sharing in the keys, with minimal changes
to the MCFE scheme from Section 5.2.



2 Preliminaries

We write [n] to denote the set {1,2,...,n} for an integer n. For any ¢ > 2, we let Z, denote the
ring of integers with addition and multiplication modulo q. We write vectors as row-vectors, unless
stated otherwise. For a vector x of dimension n, the notation x[i] indicates the i-th coordinate of x,
for i € [n]. We will follow the implicit notation in [EHK13] and use [a] to denote g% in a cyclic
group G of prime order ¢ generated by g, given a € Z,. This implicit notation extends to matrices
and vectors having entries in Z,. We use the shorthand ppt for “probabilistic polynomial time”. In
the security proofs, whenever we use an ordered sequence of games (G, Gy,...,G;,...,Gr), which
is indexed by ¢ € {0,1,..., L}, we refer to the predecessor of G; by G;_1, for j € [L].

2.1 Hardness Assumptions

We state the assumptions needed for our construction.

Definition 1. In a cyclic group G of prime order q, the Decisional Diffie-Hellman (DDH)
problem is to distinguish the distributions

Do = {([1] [a], [o1, [ab])} Dy ={([11 [a], [o1, [<])}-

for a,b, c & Zq. The DDH assumption in G assumes that no ppt adversary can solve the DDH
problem with non-negligible probability.

Definition 2. In a cyclic group G of prime order ¢, the Decisional Separation Diffie-Hellman
(DSDH) problem is to distinguish the distributions

Do = A{(z,y,[1], [al , [0 , [ab + «])} Dy = A{z,y,([1], [al, [6], [ab + y])}

for any x,y € Zq, and a,b & Zg. The DSDH assumption in G assumes that no ppt adversary can
solve the DSDH problem with non-negligible probability.

Definition 3. In the bilinear setting (G1, G2, Gy, g1, 92, ¢, €, q), the Symmetric eXternal Diffie-
Hellman (SXDH) assumption makes the DDH assumption in both G1 and Go.

2.2 Dual Pairing Vector Spaces

Our constructions rely on the Dual Pairing Vector Spaces (DPVS) framework in prime-order
bilinear group setting (G1, Gp, Gy, g1, 92, 1, €, ¢) and G1, G2, G are all written additively. The DPVS
technique dates back to the seminal work by Okamoto-Takashima [OT10, OT12a, OT12b] aiming
at adaptive security for ABE as well as IBE, together with the dual system methodology introduced
by Waters [Wat09]. In [LW10], the setting for dual systems is composite-order bilinear groups.
Continuing on this line of works, Chen et al. [CLL*13] used prime-order bilinear groups under the
SXDH assumption. We recall below the necessary definitions and techniques used in DPVS.

We use 7 as a running example for the definitions. Let us fix NV € N and consider Giv having
N copies of Gy in the following manner:

~ Any x = [(z1,...,zn)]; € G is identified as the vector (z1,...,2x) € ZY. There is no
ambiguity because Gy is a cyclic group of order ¢ prime. The 0-vector is 0 = [(0,...,0)];.
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— The addition of two vectors in G{V is defined by coordinate-wise addition. The scalar multiplication
of a vector is defined by t - x == [t- (z1,...,2n)];, where t € Z; and x = [(z1,...,2n)];. The
additive inverse of x € G¥' is defined to be —x := [(~z1,..., —2x)],, which is well-defined as
G1 is a group written additively. We note that Giv equipped with these addition and scalar
multiplications satisfies the axioms of a vector space.

— Viewing Zév as a vector space of dimension N over Z, with the notions of bases, we can obtain
naturally a similar notion of bases for G} . More specifically, any invertible matrix B € Zév *N jden-

tifies a basis B of G]lv , whose i-th row b; is [[B (i)]] 1» Where B () is the -th row of B. The canonical

basis A of GV consists of a; == [(1,0...,0)],,a2 = [(0,1,0...,0)],,...,an = [(0,...,0,1)];.

It is straightforward that we can write B = B - A for any basis B of GI¥ corresponding to an

invertible matrix B. We write x = (x1,...,2x)B to indicate the representation of x in the basis

B,ie. x= Zfil x; - b;. By convention the writing x = (x1,...,2xy) concerns the canonical basis

A.

Treating G2 similarly, we can furthermore define a product of two vectors x = [(z1,...,2n)]; €
G{vvy = H(ylv s 7yN)]]2 S Gév by:

N N
x xy = [[e&[il,yli]) = |lz %yzm = [((@1,-- . zn), (v1, - yn ),
i=1 =1 ;

Given a basis B = (b;);e[n) of G, we define B* to be a basis of G}’ by first defining B’ := (BHT
and the i-th row b} of B* is [B/(] . It holds that B (B’)" = I the identity matrix and for every
i,7 € [N]:

bix by = [(BO, B = 5.1,

where 0; ; = 1 if and only if i = j. We call the pair (B,B*) a pair of dual (orthogonal) bases of
(GY,GY). If B is constructed by a random invertible matrix B <- ZY*N | we call the resulting
(B, B*) a pair of random dual bases. A DPVS is a bilinear group setting (G1, G2, Gy, 91, 92, g+, €,¢, N)
with dual (orthogonal) bases. In this work, we also use extensively basis changes over dual orthogonal
bases of a DPVS to argue the security of our constructions. The details of such basis changes can
be found in Appendix A.1.

2.3 Access Structure and Linear Secret Sharing Schemes

We recall below the vocabularies of access structures and linear secret sharing schemes that will be
used in this work.

Definition 4 (Access Structure). Let Att = {atty, atto, ..., att,,} be a finite set of attributes. An
access structure over Att is a family A C 28\ {@). A set in A is said to be authorized; otherwise
it 4s unauthorized.

Given a set of attributes R C Att, we write A(R) = 1 if and only if there exists A C R such that A is
authorized.

Definition 5 (Secret Sharing Scheme). A secret sharing scheme for an access structure A over
the attributes Att = {atty, atty, ..., att,, } allows sharing a secret s among the m attributes att; for
1 < 5 <m, such that:

— Any authorized set in A can be used to reconstruct s from the shares of its elements.
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- Ghiven any unauthorized set and its shares, the secret s is statistically identical to a uniform
random value.

We will use linear secret sharing schemes (LSSS), which is recalled below:

Definition 6 (LSSS [Bei96]). Let K be a field and Att = {atty, atta, ..., atty} be a set of attributes.
A Linear Secret Sharing Scheme LSSS over K for an access structure A over Att is specified by
a share-generating matriz A € K%/ such that for any I C [d], there exists a vector ¢ € K¢ with
support I and ¢- A = (1,0,...,0) if and only if {att; | i € [} € A.

In order to share s using an LSSS over K, one first picks uniformly random values v2,v3, ..., vy EK
and the share for an attribute att; is the i-th coordinate s[i] of the share vector s := (s, v2,v3,...,vf)-
AT. Then, only an authorized set {att; | i € I} € A for some I C [d] can recover ¢ to reconstruct s
from the shares by:

c-sT:C‘(A‘(saU%USw--:”f)T):S )

Some canonical examples of LSSS include Shamir’s secret sharing scheme for any f-out-of-d threshold
gate [Sha79] or Benaloh and Leichter’s scheme for any monotone formula [BLI0]. An access structure
A is said to be LSSS-realizable if there exists a linear secret sharing scheme implementing A.

In this work, we consider mainly the fine-grained access control given by a monotone access
structure A over a set of attributes Att, which satisfies: if Ry € Ry C Att and Ry € A, then Ry € A.
Both access structures described by f-out-of-d threshold gates and monotone formulae are monotone.

Let y € Z4 where ¢ is prime and for the sake of simplicity, let Att C Z, be a set of attributes.
Let A be a monotone access structure over Att realizable by an LSSS over Z,. A random labeling
procedure A,(A) is a secret sharing of y using LSSS:

Ay(A) = (y,U27U3, .- 'an> : AT € Zg (1)

where A € ngf is the share-generating matrix and vg, v3, ..., v & L.

2.4 Functional Encryption with Fine-Grained Access Control

We first present the syntax of functional encryption with a fine-grained access control using policy
over attributes following the works in [ACGU20, LLW21, PD21]. We consider the key-policy setting
where policies are embedded into the functional decryption key, and attributes are embedded in
ciphertexts. The function class F := {F) : Dy — R} is a family of functions indexed by security
parameters A € N. The class of predicates P := {P : Att — {0,1}} expresses the attribute-based
control over the usage of functional decryption keys. When F), D), and R are clear from context,
we drop the subscript A and use the shorthands F,D,and R respectively. A plaintext consists of
(att,xz) € Att x D), whose corresponding ciphertext can be decrypted to F)(x) using the functional
key skp p, iff P(att) = 1. In a straightforward manner, we extend the syntax to multi-ary predicates
and thus a plaintext can contain multiple attributes. The syntax of such functional encryption
schemes is given below:

Definition 7 (Functional encryption with fine-grained access control). A functional en-
cryption scheme with fine-grained access control consists of the four algorithms (Setup, Extract, Enc, Dec):

Setup(1Y): Given as input a security parameter \, output a pair (pk, msk).

Extract(msk, P, F\): Given a predicate P, a function description F\ € F, and the master secret key
msk, output a secret key skp p, .

Enc(pk, z,R): Given as inputs the public key pk, a message x € D), and a set R of attributes, output
a ciphertext ct.

Dec(skp, p,ct): Given the functional secret key skp r,, and a ciphertext ct, output an element in
R or an tnvalid symbol L.



Initialise(1) LoR(R, z§, z7})
Initialise(1*, 2§, z}) LoR(R)
b < {0,1} cty < Enc(pk, 23, R)
(pk, msk) < Setup(1*); Q == & Return ct,
Return pk
Extract(P, F) Finalise(b')
Q:=QU{(P,F)} If 3(P, F) € Q such that
skp, r < Extract(P, msk, F) P(R) = 1 and F(z}) # F(x})
Return skp, » Then return 0
Else return (b’ = b)

Fig. 1: The security games Expr?c;cff(lA) and Exprzel;nj(:pa(lA) for Definition 8

Correctness. For sufficiently large A € N, for all (Fy, P) € FxP, (msk, pk) < Setup(1*), and skp g,
Extract(msk, P, F), for all R satisfying P(R) = 1, it holds with overwhelming probability that

Dec(skp r , Enc(pk, z,R)) = F)\(z) whenever F)(z) # L |
where the probability is taken over the random coins of the algorithms.

Security. Definition 8 considers the notion of indistinguishability-based security against chosen-
plaintext attacks (IND-CPA) in the same manner as in [ABDP15], taking into account the attribute-
based control using policies.

Definition 8 (IND-CPA security). An IPFE scheme with fine-grained access control £ =
(Setup, Extract, Enc, Dec) for the function class F is secure against chosen-plaintext attacks if for
all ppt adversaries A, and for all sufficiently large A € N, the following probability is negligible

Advigrid]}fff (1*) =

i 1
Pr[Exprg‘fjj}c’f(l/\) =1] - 2‘

In a more relazed notion, the scheme & is selectively secure against chosen-plaintext attacks if the
following probability is negligible

Advsglj'ri'jj_‘:pa(l)‘) = Pr[Experlj;?j_Cpa(lA) =1]--

2

|

For b € {0,1}, the games Expr?df'cﬁf(ﬂ) and Exprzeg"j'c')a(l’\) are depicted in Figure 1. The proba-
bility is taken over the random coins of A and the algorithms.

There are other approaches to formulate the security notion, notably in [ACGU20] the authors
considered a simulation-based notion in a selective setting. For completeness, we give the definition
for this notion in Appendix A.2.

4 See [BO13, ABN10] for discussions about this condition.
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3 The Masking Lemma

We state an important lemma that will be used throughout the proofs of our constructions. The
techniques were introduced in [OT10, OT12a, OT12b] and very recently used in [DGP21]. The
context is that we are considering an LSSS-realizable access structure A and perform a random
labeling of ag ¢~ Z, for A. The labels of this labeling are embedded in the vectors (k;); and ag
is embedded in kyoot. We are given additionally some vectors {(c;);, Croot} derived from some set
R of attributes. Our goal is to mask the value ag in Koot by introducing a non-zero value in the
coordinate of hidden basis vectors, while the facing coordinate in coot is also made non-zero to
mask 7. Consequently, this will mask Tag when performing the products in DPVS. When using
in a security proof of an IPFE scheme with fine-grained access control, the vectors {(k;);, Kroot }
constitute the functional key for the access structure A, where A is contained in the key query of the
adversary. At the same time, the vectors {(c;);, Croot } make up the ciphertext under some challenge
attributes, also defined by the adversary. Hence, after applying the lemma, the key as well as the
challenge ciphertext will become readily semi-functional for later steps in the proof.

The idea of introducing a mask in auxiliary coordinates of a vector (or a dual vector) in DPVS
is not new and was used to great success in [OT10, OT12a, OT12b] as well as their follow-up
works for proving the notoriously hard notion of adaptive security w.r.t ABE schemes. However, the
constraints that present during the masking step are largely different between our upcoming proofs
and the previous setting employed in the works of Okamoto and Takashima. More specifically, in
their adaptive proofs for ABE schemes, the simulation masks the key and turns it semi-functional
where all keys responded to the adversary cannot decrypt the challenge ciphertext, as usually
modeled in the security notion of ABE. Because the functional keys are already useless for the
decrypting purpose, we have more freedom to make them semi-functional without worrying that
the simulation might fail. In other words, the masks in the key can be made totally random and
independent of the vectors.

On the other hand, as it is showed from our security model in Definition 8, the simulation now
has to deal with both types of functional keys: those whose access structure is not satisfied, and
the others that allow decrypting the challenge ciphertext. If we are working towards the goal of
adaptive security, where both the challenge messages and challenge attributes are chosen adaptively,
the simulator must be much more careful about what key to switch to semi-functional (after the
challenge ciphertext is made semi-functional). Our lemma does not go as far as the technique
by Okamoto and Takashima to introduce a totally random mask, but we rather introduce new
masks 7xz; in all ¢; vectors and 7z in the coor vector, where x € Z, is some known constant and

Z; & Zq. At the same time, we also add the masks agy/ z; in all k; vectors as well as ayy in Koot,

where (a}); < Aq (A) is a new random labeling for a;, & Z, and y € Z, is a known constant. This
will induce a value Ta{zy masking 1agz when performing the product croot X Kroot. In the end, if
A(R) = 1, from c; and k; it is possible to resconstruct Tajry and recover Yagpz. If A(R) = 0, the fact
that our labeling is derived from an LSSS helps us argue the statistical indistinguishability between
1agz and a totally random value. Finally, in our main security proofs of the specific schemes of
(MC)FE for inner products, we will set the constants x,y appropriately when invoking the lemma
for an automatic removal of the new labeling if A(R) = 1, which then enables adaptive security.

Lemma 1. Let A be an LSSS-realizable over a set of attributes Att C Z,. We denote by List-Att(A)
the list of attributes appearing in A and by P the cardinality of List-Att(A). Let R C Att be a set of
attributes. Let (H,H*) and (F,F*) be two random dual bases of (G},G3) and (G§,GS), respectively.
The vectors (hy, £, 5, f3) are public, while all other vectors are secret. Suppose we have two random
labelings (a;)jevist-at(a) < Aag(A) and (a}); < Ay (A) for ao,aq & Z,. Then, under the SXDH
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assumption in (G1,Ga), the following two distributions are computationally indistinguishable:

T,y
VieR: cj = (Jj -(1,=7), ¥, 0, 0, 0, 0, O)p
Dy =< Vj € List-Att(A) : k; = (7Tj - (4,1), aj-z, 0, 0, 0, 0, 0)p~
Croot = (w, O)H
k;koot = ((10 2 O)H*
and
$7y
VjeR: ¢ =(oj-(1,-7), 1/),007’2]5800)
Dy = { Vj € List-Att(A) : ki = (m;-(4,1), aj -z, 0, 0, a}-y/z;, 0, O)p+
Croot = (1/), T $)H
Koot = (a() 2 a6 ’ y)H*

$
where for any x,y € Zq and zj, 05, 75,0, T, 2,7 < Lq.

We restate as well the weaker version, where we know in advance A(R) = 0, in Lemma 2 in
Appendix B.1. The main sequence of games for proving Lemma 1, with two additional games for
Lemma 2, is depicted in Figure 2. The detailed proof can be found in Appendix B.1.

4 Single-Client Functional Encryption For Inner-product with Fine-Grained
Access Control via LSSS

We present constructions of FE for the inner-product functionality with attribute-based control
expressed using linear secret sharing schemes, starting with the simpler single-client setting. The
function class of interests is F'* = {F,} and F : (Z;)n — Zq is defined as Fy(x) = (x,y). We
consider the access control provided by LSSS-realizable monotone access structures. We are in
the bilinear group setting (G1, G2, Gt, 91, 92, ¢, €, q) and Gy, Gy, Gy are written additively. In order
to facilitate the understanding and the motivation of our construction following Definition 8, we
present both selectively-secure and adaptively-secure constructions in Figure 3. We leverage the
selectively-secure scheme to obtain the adaptively-secure one by replacing certain elements in the
former by |the corresponding boxed components | for the latter.

4.1 Selective Security
The correctness is ensured by construction:
[out], = ch (cj-k})+ Z e(t;, m; (C,pfe X k,pfe)
jEA
= [vaoz], + Z (si + pui) + x[i]) y[il]y) + [-w - (s + pu, y) — vaoz],

= [aopz + w(S +pu,y) + (%, ¥)]; + [=Yaoz — w(s + pu, y)],
= [[<X’Y>]]t

We now turn our attention to the selective security property. The full proof can be found in
Appendix B.2.
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Game Go :
Cj ( 0j ( 7_.7) 1/] 0[{0]0]O0|O )F
Croot ( w 0 )H
k:oot ( apz 0 )H*
Game Gy : 7 & Zq
ci ((oj-(L,—j)| v |FEE |[0]0]0]|0 )r
K; ( m-(,1) |ai-z| 0 [0[0][0]0 )p=
Croot ( w T-T )H
kfoot ( apz 0 )H*
Game Gy : 7, 25 & Zq
c; (oj-(L,=j)| v |7z|0|FEgE |[0]0 )r
ki ( m-0G,1) |ai-z| 0]0 0 00 )e-
Croot ( w T-X )H
kl)rkoot ( apz 0 )H*
Game Gj : 7, 2; & Zq; ag & Lq, (a})jeq %Aaf) (A)
ci (oj-(L,=4)| v | 7oz |0]|7z-2]0]0 )r
K (om-(1) |a;oz| @Gy |0 0 |0[0 e
Croot ( 1/1 T )H
k;koot ( apz (16 ‘Y )H*
Game Gy : 7, 2; & Zq; ag & Zq, (a})jej <—Aa6(A)
c; (o5-(1,-9) P Tz |0 TZj - T 00 )r
k; ( m-0G,1) |aj-z 0 0 a; ~y/zi | 0|0 g~
Croot ( w T )H
k:oot ( apz | ag -y )H*

Two additional games for Lemma 2, if we know in advance A(R) = 0:
$ $
Game Gs : 7,2j < Zq, ap < Zq, (a))jeg + Aay (A)

c;, ((o;-(,=5)| ¥ |7-x|0| Tz;-2 |0|0 )F
ki ( mi-(,1) |aj-z| 0 |0|aj-y/z;|0|0 )p=
Croot ( '¢ T )H
Koot ( apz T{) "y )H*

Game Gg : 7, 2j < Zq,al < Ly, (a})je7 —Aqy (A)

c; ((oj-(L,=j)| ¢ [10]|0[0 |00 )r
K (- (G1) |aj-z| 0|0l o]0 e
Croot ( w T-Z )H
k;koot ( aoz T(’) 'Y )H*

Fig.2: Games Gy, Gy, Gz, G4 for the proof of Lemma 1. The index j runs over the list List-Att(A) for
the k-vectors and runs over the attributes in R for the c-vectors. Games Gs, Gg demonstrate a few
extra steps to be done if more conveniently we know in advance A(R) = 0, and thus we regain the
totally random masking from the works of Okamoto-Takashima (see Lemma 2 in Appendix B.1).
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Setup(1*): Choose three pairs of dual orthogonal bases (F, F*) and (H,H*) where (H, H") is a pair of bases of the
dual pairing vector spaces (G{,G3), and (F,F*) are dual bases of (G}, G3). We write

H= (h17h27h37h4)
‘H = (h1,h2,hs, hy, ..., hyy3) ‘
F = (f17f2,f3,f4,f57f67f77f8)

H" = (hi, h3, h3, h})
[H" = (b, b3, b, hi, by
F' = (f/, 6,635,610, 65, £, 7, f5)

[F = (f1, 6,5, f1, o furs fure, furr) | ‘F G Rn

* * *
. fn+57 fn+67 fn+7) ‘

and sample p, z & Zg,s,u & (Z3)™ and write s = (s1,...,5n), u = (u1,...,un). Output the public key and the
master secret key as

{ pk = (h1 + pha, ha, (f)icps), ([si + 10 w]y)iern)
msk == (z, s, u, (£)icz), (h))icrz)) -

Let A be an LSSS-realizable monotone access structure over a set of attributes Att C Z,.
First, sample ag <~ Z, and run the labeling algorithm A, (A) (see Definition 1) to obtain the labels (a;); where j

runs over the attributes in Att. In the end, it holds that ap = Zj ca Ci - a; where j runs over an authorized set

A € A and cq4 = (c¢j)jeca is the reconstruction vector from LSSS w.r.t A. We denote by List-Att(A) the list of
attributes appearing in A, with possible repetitions. Parse msk = (z, s, u, (ff)iciz, (hi)ic[s)). Compute:

Extract(msk, A,y € Zg):

ki = (m; - (4,1), aj -z, 0, 0, 0, 0, 0)g= for j € List-Att(A)

n times
——
ki = (m; - (4,1), a; - 2,0,...,0, 0, 0, 0, 0)p= for j € List-Att(A)

m} = [y[il], for i € [n]

n times

. . —
kipfe = (<57 y>7 <u7 y>7 aop - 2, O)H* kipfe = (<57y>7 <ll, y>a ao - 2707 .- -70)H*

J

Enc(pk, x,R): Parse the public key pk = (h1 + pha, hs, (fi)icr), ([si+p- ui]]l)ie[n]) and R C Att C Z, as the set
of attributes, then sample w, 1) & Zq. Compute

where m; < Z,. Output sky y = ((k*)j s(m3) 5 i’;fe).

cij=o0;-fi—j-o5-fa+¢-f5=(0;-(1,—3), ¢, 0, 0, 0, 0, 0)r for each j € R

n times

. FH .
c; = (o;-(1,—4), ¥,0,...,0,0, 0, 0, O)r for each j € R

where o & Zq. Finally, compute

b= w- s+ 1wl + [X[i], = [w- (i + pus) + ], for i € [n]

n times

—
Cipfe = (wv Koy 1#7 07"'70)H

Cipfe = w - (h1 4 pha) + ¢ - h3 = (w, ww, ¥, 0)n

where 0; < Zq for every i € [n] and output ct = ((Cj)jeR s (i) icn)s Cipfe).

Dec(ska,y,ct): Parsect = (cR = (¢j);er (ti)icrm, cipfe) and sky,y = ((k;)jeList—Att(A) » (M) e s ki*pfe) . If there
exists A C R and A € A, then compute the reconstruction vector ¢ = (¢;); of the LSSS for A and

fout], = > ¢ x (¢; - kj) + Z (e(t:, m7)) — (cipte X Kipte)

jeEA

Finally, compute the discrete logarithm and output out € Z,. Else, output L.

Fig. 3: The selectively-secure and [adaptively-secure| constructions for IPFE with fine-grained access

control via LSSS. The proofs for selective security and adaptive security can be found in Section 4.1
and Section 4.2, respectively.
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Theorem 1. Let £ = (Setup, Extract, Enc, Dec) be an inner-product functional encryption scheme
with fine-grained access control via LSSS presented in Figure 3 in a bilinear group setting (G1, G2, Gy,
91,92, G, €,q). Then, £ is secure against chosen-plaintext attacks, selectively in the challenge messages
and adaptively in the attributes, if the SXDH assumption holds for G1 and Gy. More precisely, let
K denote the number of functional key queries and P denote the maximum number of attributes in
the access structure A queried for functional keys. We have the following bound:

AdvELIEP2 (10) < (2K P - (6P + 3) + 2K +9) - AdvERH (1%)

Proof (Main ideas). We proceed by a sequence of games, starting from the selective chosen-plaintext
security game described in Figure 1. We will make use of the dual-system methodology introduced
by Waters [Wat09] to prove the security for our scheme, following the similar ideas successfully
employed in revocation systems and ABE schemes, e.g. those in [AL10, OT12a, OT12b, DGP21].
Intuitively, the simulator, which generates by itself all the secret information, should be able to
respond to the functional secret key query (A, F') by the adversary. This is required to be the case
even before the adversary declares the set of attributes for which it gets the challenge ciphertext.
Our idea is to switch gradually the ciphertexts to semi-functional, then the keys corresponding to
the policies that are not satisfied by the adversary’s attributes to semi-functional, while keeping
in mind that we cannot know those non-satisfied policies until the adversary declares the set R.
Moreover, the key for a satisfied policy should be still usable to decrypt the challenge ciphertext.

We deal with this problem of two types of keys by temporarily considering the weaker notion of
security where the challenge message is declared upfront, and the attribute set R is still adaptively
chosen. Then, given the challenge messages at hand, the simulator will try to decide which key to
be switched to semi-functional depending on the key query (A,y). As it turns out, for the declared
challenge messages (x§, x}), whenever (y,x{) # (y,x]), the functional key linked to (A,y) will be
switched to semi-functional. Intuitively, in a valid attack, the aforementioned inequality implies that
the policy in sky y is not satisfied by R and generally the associated functional key can be turned
semi-functional without affecting its useless nature (for decrypting challenge ciphertexts under R).
The remaining key queries, where the two inner-products are equal, will be kept normal. Because
we are in the selective setting and can decide which key cannot decrypt the challenge ciphertext, to
turn the keys semi-functional, we apply the extended version of Lemma 1 (i.e. going until Gg in
Figure 2) to introduce a totally random 7 4(Ax,y,) in the £-th functional key having (Ax,y,) # 0.
The need of (Ax,y,) when masking the key requires selective challenge messages (x§, x7).

The last step is to modify the master secret key (s, u) so that the challenge ciphertext is now
encrypting x([i] and is no longer depending on b. The new (s’, u’) will respect the relation dictated
in pk, which is known by the adversary. For any functional key corresponding to y, such that
(Ax,y¢) = 0, simulating the key using (s, u) is identical to doing so using (s’,u’). On the other
hand, in the case where (Ax,yy) # 0, simulating the functional key for y, using (s,u) introduces
errors when we update (s,u) to (s’,u’). These errors can be corrected using the random mask from
previous steps, under the SXDH assumption, to make the keys be in the correct form w.r.t (s’,u’).
Finally, because the challenge ciphertext no longer depends on b, the advantage becomes 0 and we
conclude. O

4.2 Adaptive Security

The main difference between the adaptive version and the selectively-secure version in Section 4.1 is
the increase in the dimension of dual bases, from constant dimensions to dimensions linear in n. The
details can be found in Figure 3. The computation for encrypting and decrypting stays essentially
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the same. In the proof of security, we will explain why using bigger DPVSes allows us to achieve the
stronger adaptive notion.

The correctness follows the correctness of the selectively-secure construction. The following
theorem proves the adaptive security as defined in Definition 8. Figure 13 in Appendix B.3 describes
the main ideas including the sequence of games employed in the proof. Full details can also be found
in Appendix B.3.

Theorem 2. Let £ = (Setup, Extract, Enc, Dec) be an IPFE scheme with fine-grained access control
via LSSS presented in Figure 3 in a bilinear group setting (G1, Ga, Gy, g1, 92, 9t,€,q). Then, & is
secure against chosen-plaintext attacks, adaptively in the attributes and the challenge messages,
if the SXDH assumption holds for G1 and Ga. More precisely, let n be the dimension of vectors
for inner-product computation, K denote the number of functional key queries, and P denote the
mazimum number of attributes in the access structure A queried for functional keys. We have the
following bound:

AV (1Y) < (20K - (P~ (6P +3) +2) +5) - AERI(1Y)

Proof (Main ideas). We first recall the main reason why we need the challenge messages (xj,x]) to
be sent in advance in the proof of Theorem 1. Using the dual-system methodology, we first change
the challenge ciphertext into semi-functional and then we want to change the functional keys into
semi-functional as well. This can be done only for the keys corresponding to (A,y) such that

(x0,y) # (X1,¥) - (2)

According to the model of security, condition (2) implies that the access structure A is not satisfied
by the attributes R in the challenge ciphertext. Hence, changing the foregoing key into semi-
functional does not affect the fact that the ciphertext, which is already semi-functional, cannot be
decrypted using this key. On the other hand, for the functional secret key associated to (A’,y’)
where (Ax,y’) = 0 and Ax = xj — x{j, it must remain normal. These keys include those whose
policy is satisfied by the attributes in the challenge ciphertext and the decryption will return
(x5, y') = (x3,y’) as expected.

To prove the adaptive version, we need a strategy to change the challenge ciphertext and the
keys into semi-functional such that the masks in the vectors exist only when condition (2) holds.
Moreover, because the functional keys might be queried before the challenge messages are declared
(we are in the adaptive setting), the keys should still allow correct decryption of normal ciphertexts,
which the adversary can compute using pk as well as the later challenge ciphertext if the policy in
the key is satisfied. Using the terminology from [OT12b], our main idea is using auxiliary hidden
vectors (fy,...,f,417) over F and (hy,..., h,43) over H, as well as their dual counterparts in F*, H*.
These hidden subspace vectors will accommodate 7Ax[i] in the (i + 3)-th coordinate of the challenge
ciphertext cipfe, and roy[i] in the (i 4+ 3)-th coordinate of functional key Kipre corresponding to y,
for each i € [n] and the random masks 7,7 < Zgq. Then, when taking the products of vectors in
DPVS, there will be a term 7ro ), () Ax[i]y[i] = 7ro(Ax,y) and it will act as a mask only when
(Ax,y) # 0. The masking is done by each index i € [n], applying Lemma 1. Similar to what we
have done in the selective proof, for each i € [n], so as to introduce 7 - y[i] in kipre we will have
to use 5 auxiliary hidden vectors in c; for (rAx[i], 0, 7z; - Ax[i],0,0) for all j € R and z; < Z,.
This explains why we need n more basis vectors over (F,F*) for 7z; - Ax[i], where i € [n], and
4 more auxiliary hidden vectors, besides the 3 vectors used in real life. The same goes for the
need of n + 3 basis vectors in (H, H*). We remark that Lemma 1 only helps us mask the ¢-th key
components kzipfe by another random labeling based on GZ,O & Zq. However, after all the masks
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(apo - ¥[il)ic[n) are in the vector ky, ¢, thanks to the fact that the product in DPVS will give us
Tayo(Ax,y), we can change (ay - ¥[il)ic) to (7o - ¥[i])icp) all at once. If the access structure
in the key is not satisfied by the challenge attributes, there does not exist any authorized set in
R. In other words, we cannot find a reconstruction vector (c;); from LSSS so as to recover aj .
Thanks to the property of LSSS and the fact that we are using random labelings, a , is statistically
indistinguishable from a totally random value. Otherwise, if A(R) = 1, the security’ model enforces
that (Ax,y) = 0 and the result does not depend on aéo anymore. In either case, changing from
(ago - ¥[i)iem) to (rp¢ - ¥[i])icpm) can be justified.

After successfully masking the keys, we use a similar argument as in the selective proof of
Theorem 1 to make the challenge ciphertext not depend on b anymore. We recall that for the
functional key queries where (Ax,y) = 0, simulating them using (s, u) stays identical when we
update (s,u) to (s’,u’) in the challenge ciphertext. Otherwise, under the SXDH assumption, we
can correct the keys where (Ax,y) # 0 to the correct form w.r.t (s’,u’) using the randomness 7} ,
introduced from previous steps. O

5 Multi-Client Functional Encryption for Inner-Product with Fine-Grained
Access Control via LSSS

In this section, we present our main contribution by extending our FE scheme in Section 4 from
the single-client setting to the multi-client setting in Section 5.2, while treating the tags separately
from the predicates. Furthermore, the security of the transformation by Abdalla et al. [ACGU20,
Theorem 6.3] necessitates a multiplicative degradation of factor n in the security reduction for
multi-input constructions. The security of our MCFE construction, on the other hand, does not
depend on the number of clients n, see Theorem 3. Finally, in Section 5.4 we discuss further our
construction and revisit the MIFE regime for comparison with [ACGU20]|.

First of all, we define and give the model of security for multi-client functional encryption
for inner-products with fine-grained access control in Section 5.1. The adaptive proof is given
in Theorem 3. The function class of interests is F'* = {Fy} and Fy : (Z;)n — Zg is defined
as Fy(x) == (x,y). We consider the access control provided by LSSS-realizable monotone access
structures. We are in the bilinear group setting (G1, Gg, Gy, g1, g2, g+, €, ¢) and G1, Gy, Gy are written
additively. The Tag space contains the tags, which are also referred to as “labels” interchangeably
in Section 1, that accompany plaintext components at the time of encryption.

5.1 Definitions

We extend the notion of functional encryption with fine-grained access control to the multi-client
setting. The syntax is given below.

Definition 9 (Multi-client functional encryption with fine-grained access control). A
multi-client functional encryption (MCFE) scheme with fine-grained access control consists of the
four algorithms (Setup, Extract, Enc, Dec):

Setup(1"): Given as input a security parameter \, output a master secret key msk and n = n(\)
encryption keys (ek;)icpn) where n: N — N is a function.

Extract(msk, P, F)\): Given a predicate P, a function description Fy € F, and the master secret key
msk, output a decryption key dkp r, .

Enc(ek;, z;, tag, R): Given as inputs an encryption key ek;, a message x; € Dy, a tag tag, and a set
R of attributes, output a ciphertext ctiag ;.

Dec(dkp r,,tag,c): Given the decryption key dkp p,, a tag tag, and a vector of ciphertexts ¢ =
(cttag,i)i of length n, output an element in Ry or an invalid symbol 1 .
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Correctness. For sufficiently large A € N, for all (msk, (ek;)ic)) < Setup(1%), (Fy,P) € F x
P and dkp g, < Extract(P, msk, F), for all tag and R satisfying P(R) = 1, for all (z;);c[,) € DY, the
following holds with overwhelming probability:

Dec (dkpyk,tag, (Enc(ek;, x;, tag, R))ie[n]> = F\(z1,...,2p) if Fx(z1,...,2,) # L

where F)\ : DY — R and the probability is taken over the coins of algorithm.

Security. We define an indistinguishability-based security notion taking into account the attribute-
based access control as well as the possibility of collusion among multiple clients. Below we define the
admissibility of an adversary A in the security game against & = (Setup, Extract, Enc, Dec). Intuitively,
we consider only admissible adversaries who do not win our security game in a trivial manner as
well as other meaningful restrictions in the multi-client setting. The admissibility additionally takes
into account the satisfiability of the key’s policy, which also complicates the way we model the
security notion. In the plain setting without attribute-based control, interested readers can refer
to [CDG'18a] or [LT19] for more details.

Definition 10 (Admissible adversaries). Let A be a ppt adversary and let £ = (Setup, Extract,
Enc, Dec) be an MCFE scheme with fine-grained access control. In the security game given in Figure /
for A considering £, let the sets (C,Q,H) be the sets of corrupted clients, functional key queries,
and honest clients, in that order. We say that A is NOT admissible w.r.t (C, Q,H) if any of the
following conditions holds:

— There exists i € C such that (i,xgo),xgl),tag, R) is queried to LoR and xgo) #* %(1)'

— There exist a tag tag and i,j € H such that i # j, there exists a query (i,:c(o),x,gl),tag, R) to

K]
LoR but there exist no query (j,m§0), ac;l),tag, R) to LoR.
— There exist a tag tag, a set R of attributes, a function F' € F, a predicate P € P, and there exist
two input vectors (acgo), ... ,:U,(QO)) and (asgl), .. ,xg)) such that

o« The attributes in R satisfy the predicate P and (P, F) € Q.

e F (xgo), e ,xslo)) #F (mgl), e ,x,@).

« For alli € H, there exist ciphertests w.r.t (tag,R) for (ajgo),xz(»l)) received from LoR.

e For alli € C, it holds that :EZ(O) = xgl).

Otherwise, we say that A is admissible w.r.t (C, Q,H).

Remark 1. Our syntax and model of MCFE with fine-grained access control require that in
order to combine the ciphertext components, they must be encrypted under the same tag and the
same set of attributes. One can aim for a more flexible notion in which each client ¢ can encrypt
their ciphertext component under a different (tag, R;). However, this creates a much more intricate
situation and we have to take into account non-trivial attacks where two different functional keys,
whose policies are satisfied by different subsets of clients, may be combined to evaluate the underlying
plaintext components of the union of the foregoing subsets. In Section 5.2, our concrete constructions
enforce the same tag and same attributes in the ciphertext components by hashing them during
encryption. In Section 5.4, we discuss how to relax the constraint and achieve the flexible notion
where each client i can use a different (tag,R;) and hash only tag. As a result, this more flexible
MCFE scheme in the RO model can be morphed into an MIFE scheme in the standard model by
fixing a public tag and publishing its hash.
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Remark 2. As in the plain MCFE with no attribute-based access control in [CDG'18a, LT19],
we will consider security with no repetitions, i.e. the adversary cannot query Enc nor LoR for
multiple ciphertexts under the same (i,tag, R). Moreover, the adversary is not allowed to query the
encryption oracle Enc for ciphertexts under the challenge tag* that was previously queried to LoR.
The intuition of this restriction is to prevent trivial attacks where, by querying for ciphertexts under
tag®, the adversary can combine them with the challenge ciphertext under the same tag* to learn
much more information about the challenge bit b and win the game. Finally, the oracle LoR might
be queried for only honest clients ¢, because the adversary can already use ek; of any corrupted client
i for encryption. In addition, for every honest clients ¢, there must be a ciphertext query to LoR
under the challenge (tag, R). That is, we do not take into account the scenario where only partial
(in terms of honest clients) challenge ciphertext is queried to LoR. We can relax this condition
and allow partial challenge ciphertexts by adding a layer of All-or-Nothing Encapsulation (AoNE).
The AoNE encapsulates the partial components from clients and guarantees that all encapsulated
components can be decapsulated if and only if all components are gathered, otherwise the original
information remain hidden. The work by Chotard et al. [CDSG™20] presents constructions for AoNE
in the prime-order (asymmetric) bilinear groups compatible with our current setting. In the MIFE
realm, the work of [ACGU20] considers the similar restriction and expects all honest slot ¢ € [n] are
queried to LoR.
We are now ready to give the definition for the indistinguishability-based security.

Definition 11 (IND-security for MCFE with fine-grained access control). An MCFE
scheme with fine-grained access control & = (Setup, Extract, Enc, Dec) for the function class F =
{F)\}xen is IND-secure if for all ppt adversaries A, and for all sufficiently large A\ € N, the following
probability is negligible

. . 1
AdVESTE P (1%) = [PrBxprf s (1Y) = 1] -

The game Expr??"j’c"a(l)‘) is depicted in Figure /. The probability is taken over the random coins
of A and the algorithms.

In a more relaxzed notion, the scheme £ is selectively secure against chosen-plaintext attacks if
the following probability is negligible

AdVESL P (1) = |PrExpr e e (1) = 1] —

5.2 Construction

This section presents a multi-client FE scheme with fine-grained access control, as defined in
Section 5.1, for the function class F'P of inner-products. The access control is expressed via LSSS-
realizable monotone access structures. We also need a full domain hash function H : Tag x 2% — G2,
where Tag denotes the set of tags and 2A% contains the subsets of attributes of Att. The details of
our construction is given in Figure 5. We note that the duplicate-and-compress technique is used
by putting the vectors {(c;;, ki ;);} in the same pair of dual bases (F,F*) for all client i € [n],
meanwhile each pair of vectors (c; ipfe, Kiipfe) is put in bases (H;, H}) for each client i € [n]. In
the proof of Theorem 3 we detail how the basis changes in Lemma 1 can be done in parallel for
(H;, HY), (F,F*) for all i € [n].
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Initialise(1) | Initialise(1*, (z”, 2");c(n) LoR(i,z{”, z!" tag*,R*) | LoR (i, tag™, R*)
b & {0,1} If (i,tég*, R*) E‘LppeElLI‘S lpreviously .
(msk, (eki)ie[n])%Setup(lA) orIa different (7,tag’, R") was queried:
Q=0g,C=0, H:=n] gnor% , .
Return pk Else: ctfag)*yieEnc(eki,a:E ) tag",R*)
Return ctt(:g)*’i
Enc(i, z;, tag, R) Corrupt(7)
If (i,tag, R) appears previously C=CuU{i}
or tag = tag™: H=H\{i}
Ignore Return ek;
Else: return Enc(ek;, z;, tag, R)
Finalise(b') Extract(P, F')
If A is NOT admissible w.r.t (C, Q,H) Q:=9QU{(P,F)}
or there exists ¢ € C among the queries to LoR: dkp, 7 < Extract(msk, P, F')
return 0 Return dkp,
Else return (b/ = b)
Fig. 4: The security game Expr?ﬁc}-—"rﬁ{pa(lA) and Exprg‘vc]'_-sﬁmd{pa(ﬂ) for Definition 11

The correctness of the scheme is verified by:

n

[out], = Z Z Cij % (¢j - Kij) | — (Cijipfe X Kijipfe) + €(t;, my)
i=1 jeA
n
= Z ([Wiaio2], — [wpi - (s,y) +w'pi - (u,y) + Yiaioz], + [(wsi +w'us + z9)yi] )
=1

= [[ X, YH]t

5.3 Adaptive Security

We now present the main ideas of the adaptive proof for the multi-client construction described in
Section 5.2, the detailed proof is presented in Appendix B.4. The sequence of games can be found
in Figures 6 and 7.

Theorem 3. Let & = (Setup, Extract, Enc, Dec) be a multi-client IPFE scheme with fine-grained ac-
cess control via LSSS, constructed in Section 5.2 in a bilinear group setting (G1, G2, Gy, 91, 92, gt» €, q).
Then, £ is secure against chosen-plaintext attacks if the SXDH assumption holds for G1 and Go.
More specifically, let K denote the number of functional key queries, P denote the maximum number
of attributes in the access structure A queried for functional keys, and @@ denote the number of
random oracle (RO) queries. We have the following bound:

AdVESTP (1Y) < (2K P (6P +3) + 2K +2Q + 5) - AV (1%)

and in the reduction there is an additive loss O(Q -tg,) in time, where tg, is the cost for one addition

m Gl.
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Setup(1*): Choose n + 1 pairs of dual orthogonal bases (H;, H}) for i € [n] and (F,F*)where (H;, H}) is a pair of
dual bases for (G{,G3) and (F,F*) is a pair of dual bases for (Gf, G3). We denote the basis changing matrices for
(F,F*),(H,H}) as (F, F'), (H;, H;) respectively (see Appendix A.1 for basis changes in DPVS):

(Hi=H; - T; H{ =H- T )ic;ny (F=F -W; F'=F W)

where H;, H] € Z3**, F,F' € Z3*® and (T = [L],,T* = [Li],), (W = [Is], , W* = [Is],) are canonical bases
of (G1,G3), (G¥,G8) respectively, for identity matrices Iy and Is. We recall that in the multi-client setting the
scheme must be a private key encryption scheme. For each i € [n], we write

H; = (hi1, hi2 hiz his) H; = (hi,,his his hiy)

F = (fi,f2,f5,f4,f5, s, f7, f5) F* = (ff,f5,f5, 65,65, £, 7, £5)
and sample p & Zy,s,u & (Z3)™ and write s = (s1,...,5n), u = (u1,...,Un). Perform an n-out-of-n secret
sharing on 1, that is, choose p; € Zq such that 1 = p1 + - - - + pn. Output the master secret key and the encryption

keys as

eki = (Si, Ui, Pi -Iy-(l)7 yoz 'Hi(2>7 hi737 f17 fQ, fd) fOI 7 € [’ﬂ]

(3

{ msk = (S7 u, f1*7 f2*7 f;a ( "L’K,lvh;27hf,3)i€[n])

where Hi(k) denotes the k-th row of H;.
Extract(msk, A,y € Z7): Let A be an LSSS-realizable monotone access structure over a set of attributes Att C Z,.

First, sample ao < Z, and run the labeling algorithm A, (A) (see Definition 1) to obtain the labels (a;); where
J runs over the attributes in Att. In the end, it holds that ag = Z]EA ¢j - a; where j runs over an authorized
set A € A and ¢ = (c¢;); is the reconstruction vector from LSSS w.r.t A. We denote by List-Att(A) the list of

*

attributes appearing in A, with possible repetitions. Parse msk = (s, u, f7, f5, 3, (hj;,hjs,hi3);cpn)) and
write y = (y1,...,Yn). For each ¢ € [n], compute m; = [y;], and

ki ; = (7ri7j . (], 1), ai;-2,0,0,0, 0, O)F* for j € LiSt—Att(A)

ki,ipfe = (<Svy>7 <11, y>7 @i, 0 " 2, O)Hf

where z, 7 ; < Zg. Output dks y = ((k”)” , (my, ki’ipfe)ie[n]).
Enc(ek;, z;, tag, R): Parse ek; := (s;, us, pi- Hi(l), i HZ.(Q)7 h; 3, f1, f2, f3) and R C Att C Z, as the set of attributes,
compute H(tag, R)— ([w], , [w'],) € Gi and sample 1; & 7,. Use piH™Y

k3

and piHi(2> to compute
pinl) - [wl, +piHl-(2) . [[w']]l =p;- (wal) -q1 +w'Hi(2) ~gl) =p; - (whi1 +wh;p) .
For each j € R, compute
cij=o0i; -fi—j-oi; fot+-f3=1(0s; (1,—34), ¥, 0, 0, 0, 0, O)r
where o;; & Z,. Finally, compute

ti=si - [w]; +wi- [[w/]]l + i, = [[w'si'i'w/'ui +xi]]1
Cijipfe = Pi - (w-hy1 + W' h;2) + ¢ - hi s = (wps, w'pi, Vs, 0)n,

and output Ctiag,s = ((cm)j ,ti,ci,;pfe).

Dec(dka,y, tag, ¢ i= (Ctrag,i)): Parse ctuag,i = ((Cij)jer, ti, Ciipe) and dka y = ((Ki,j)ie[n],jeList-Ate(a), (M, Kiipte )ic[n])-
If there exists A C R and A € A, then compute the reconstruction vector ¢ = (¢;); of the LSSS for A and

[out], = Zn: ((Z cij X (¢ - km‘)) = (Ciipfe X Kiipfe) + €(ti, mz‘))

i=1 jeA

Finally, compute the discrete logarithm and output the small value out.

Fig.5: The construction for multi-client IPFE with fine-grained access control via LSSS from
Section 5.2.
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Proof (Main ideas). Recall that in the selective single-client proof of Theorem 1, we switch the ¢-th
functional key to semi-functional if (Ax,y®) # 0. On the other hand, in the single-client adaptive
proof of Theorem 2, to get rid of the constant (Ax,y®) in the semi-functional key, we augment
the dimension of the dual bases so that the challenge ciphertext is masked by 7Ax[i], facing the
mask 'y [i] in the corresponding coordinate of the ¢-th key and 7,7} < Z,. Afterwards, when
doing the product of vectors in the dual bases, there will exist the quantity "1, 7ry Ax[i]y©[i] =
rry (Ax,y®), which is non-zero when (Ax,y®) # 0. The dual bases now must have dimension at

least n in order to accommodate all the n terms.

However, in the multi-client setting, we are already using n different dual basis pairs (H;, H}) for
n clients and the correctness of the construction in Section 5.2 makes sure that only when gathering
all n ciphertext parts can we decrypt to obtain the inner product. Therefore, it suffices to introduce
only 7, Ax[i] in the ciphertext returned from LoR. of client i and only r%y“) [i] in the corresponding
key component. Indeed, this is also the best we can do because a client 7 is not supposed to know
other inputs x;[j] of other clients j. There are some further technical tweaks to be done. First
of all, we need the factors 7;, rl(»% to be the same, for the grouping later when doing products of
vectors in DPVS. This can be done by using the same 7; = 7 for all ¢ and during the basis change

to mask the ciphertext component there will be a factor Ax[i]. Our argument to introduce r%

in fact does not depend on ¢ and therefore we can use the same r% = rg“]) for all ¢ as well. One
might wonder if the dependence of the masks still relies on (Ax,y®) because the adversary is not
supposed to query LoR for corrupted clients and we can only introduce the masks in the vector
components of honest 7. As a result, the product of vectors in the dual bases in the end will have
Y ien mrl) Ax[ily®[i]. However, the security model imposes that for all corrupted 7, the challenge
message satisfies xj[i] = x{j[i] and consequently, (Ax,y®) = 0 if and only if ), _,, Ax[i]y“[i] = 0.
This implies that the mask 77§’ >, ,, Ax[i]y©[i] persists only when (Ax,y®) # 0, which is our
goal. The masking of ciphertext and key components results from the application of Lemma 1 as
we are in the adaptive setting and not knowing what policy will the ciphertext’s attributes satisfy.

The lemma will mask all vectors kée?pfe with a:)(@ & Zg, using which we perform a random labeling,

and under the constraint that all clients ¢ use the same R, the mask agz) will either appear for all ¢
or neither. This enables us to replace it with rff), similarly to the all-at-once-changing step in the
adaptive single-client proof. We recall that currently the constraint on using the same R for all ¢
is guaranteed by hashing (tag, R) together. The more complicated and flexible case with possibly
different R; for each i is discussed in Section 5.4. The application of Lemma 1 needs some auxiliary
vectors in the dual bases (F,F*), which are not needed in the real usage of the scheme. Following
the terminology of Okamoto-Takashima [OT12b], those auxiliary vectors form a hidden part of the
bases.

The final steps are to change (s;,u;) in the challenge ciphertext to (s}, u}) so that the ciphertext
from LoR is encryption x; instead of x;. However, the situation is more complicated than the
single-client construction because the oracle Enc is using (s;, u;) as well. Therefore, in order to be
able to perform the correction step on the functional key, we have to program the full-domain hash
function such that for all queries (tag’,R’) different from the challenge (tag, R), the value H(tag’, R’)
belongs to span([(1, u)],) € G2, for yu < Z,. For the challenge (tag, R), the value H(tag, R) remains
a pair of random group elements. The main reason behind this is that our correction step requires
H(tag’, R") belongs to span([[(1, p)];) so that it will not affect the normal ciphertext returned from
Enc. This implies a linear relation between As := s’ —s and Au := u’ — u. However, if we put
H(tag,R) on the line span([(1, x)],) as well, then the intention to switch from x§ to xj in the
ciphertext from LoR will create another linear relation, which reduces significantly the degree of
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freedom to choose (As, Au) in order to make the simulation successful. In the end, the challenge
ciphertext no longer depends on b and the advantage becomes 0, concluding the proof. O

5.4 Revisiting MIFE in the Standard Model

We recall that currently our MCFE scheme from Section 5.2 enforces the same (tag, R) when
encrypting for all client ¢ € [n], by hashing them using the full-domain hash function. In practice,
this could render a significant cost for synchronisation among clients so as to agree on the tag and
the attributes at the time of encryption. In addition, by fixing one public tag, one can only obtain
an MIFE scheme on the ROM because we still need the random oracle to process R.

If we allow different (tag,R;) for each client ¢ and during encryption the input for hashing
depends only on tag, i.e. [(wrag, w{ag)]] | < H(tag), there is a mix-and-match attack among functional
keys that has to be considered. More precisely, suppose for two clients i1 # is encrypting x = (1, z2)
under different sets (R, Ry) of attributes, the ¢-th and ¢'-th key queries have access structures
A and A" where A(R;) = A’(R2) = 1 and A’'(R;) = A(Rg) = 0, for the same inner-product with
y =y = (y1,y2). Neither of these keys should decrypt x1y; + x2ys for the sake of security.
However, an adversary can use the vectors {(c1;);, (Ki,5);,C1 ipfe, K1 ipfe} tO recover piwiag(s,y) +
plw{ag<u, y). Similar computation allows the same adversary to obtain powiag(s,y) +p2w{ag<u, y)
using {(c2;)j, (K2,j)j, C2,ipfe; K2 ipfe }. Finally, observing that p; 4+ pa = 1, exploiting the linear
combination y; - [wiagst + Wiagt1 + 1] REE [weags2 + Wiagliz + 2] | bermits finding (x,y). This
demonstrates the main reason why we put R as part of the input to the hash function H in our
current scheme.

The core of the above problem is the fact that the construction from Section 5.2 does not
prohibit combining different “root” vectors ki jpfe and kg jpfe w.r.t different ¢ # ¢’ associated by
different access structure A and A’. In this section we present a solution, with minimal modifications
to the scheme, to overcome the need for hashing R. Suppose now we are in the more flexible
setting where [[(wtag,w{ag)]] | < H(tag) during encryption. During setup phase, the pair (H;, HY)
is a pair of dual bases for (G}, G3), with one more dimension compared to our less flexible con-
struction. The master secret key msk stays the same, while the encryption key ek; now contains
furthermore ¢h; 5 for some 6 & Zg4. Given an LSSS-realizable monotone access structure A, the
key extraction Extract(msk, A,y € Zy) returns dkp y = ((ki ;)i j, (ms, Kiipfe)ic[n))- The encryption
Enc(ek;, z;, tag, R;) returns ctag; := ((Ci;)j, ti, Cijipfe) for each i € [n]. There is a new element dy ;
appearing in the extra coordinate in k; jofe for every i € [n|, where (dp ;); is a random n-out-of-n
secret sharing of 0, independent among functional keys. The vectors are essentially the same as in
Figure 5, except ¢; jpfe, K ipfe for each i as follows:

ek; == (54, wi, pz"Hi(l), pi- H?, b3, 0hs, 1, £, f3)

i
. /
Ciipfe "= (wtagpia wtagpiv wia Oa G)HZ

Kiipfe == ((s,¥), (W, ¥), aio-z, 0, da;)m:

The decryption calculation stays invariant because ). ; da; = 0. In retrospection, the mix-and-
match attack we gave at the beginning of this section no longer works, because A # A’ and
dp,1 + dyr 2 = 0 only with negligible probability. More formally, the security proof for this modified
scheme can be obtained with recourse to the proof of Theorem 3. We sketch the proof and highlight
the main differences compared to the less flexible scheme in Appendix B.5.

Remark 3. Adding this new layer of masking increases the ciphertext’s size by only a factor
linear in n. Moreover, given this new construction where the set of attributes does not involve in
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Game Go : H(tag, R) — ([[WtagyR]]m [[Wéag,Rﬂl)v H(tag/, Rl) — ([[Xtag’,R/]h B ﬂXéag/,R’ﬂ1)7 a% & Zq, (a'f;')jGLiSthtt(A) —
4,0 (A)

Vie CUH ek; (Si, s, pi'Hi(l), Di 'H7;(2)7 hi,37 fl: f27 f3)

LoR(i € H,xgli], x1[i], tag,R) ¢ij ( 00 (L—=j) | ¢ [0]0]0|0]0 )¢
Enc(i € CU M, tag’ # tag,R’) ¢i; ( oi;-(1,—7) ) 0[0[0[0|0 )r
Vie CUH kK% (om0 a2z [0[0]0]0[0 e

LoR(i € H,x3[i], x}[i], tag,R)  t; [wag R - 80 + Wiagr - wi + x5 [1]]
Enc(i € CUH, x;,tag’ # tag,R') t; [Xtag' R7 - 81 + Xtagr g - i + @]

VieCUH m” Iy“i],
LOR(Z S Ha XS [7'}7 X)f [ZL tag7 R) Ci,ipfe ( DiWrag,R piwéag,R 1/)1 0 )Hi
Enc(i € CUH, z;,tag’ # tag,R’) ci}ipfe ( PiXeag/ R | PiXeag! R zep; 0 )u,
VieCUH k. O (5,59 | (,y?) | afze | 0 )ux

Game G; : H(tag, R) - ([[wtag,Rﬂlv [wéag,Rﬂ1)7 H(tag/, R/) - ([[Xtag’,R']]p [[X*iag’ﬁR’ﬂl)v ai?) & Zq, (G"Ef{;')jELiSt-Att(A) —
A, (A)

LoR(i € H,xg[i], x1[i],tag,R) ci; ( o4 (1,—7) Vi TAX[i] |0 | 7Ax[i]z; | 0|0 )r
Enc(i € CUH, tag’ #tag,R") ci; ( oi;-(1,—7) i 0 0 0 00 )r
Vie CUH kO (o omS (1) | ez 0 0 0 0]0 g~

LoR(i € H,x5[i), x7[i], tag,R)  cijpfe (  PitvragR | Piiagr i TAX[i] )u,
Enc(i € CUH, zi, tag’ # tag,R’) Cijpfe ( DiXeag/ R | PiXtag/ rr | Ui 0 u,
VieCUH ke O (Y | (wy®) |allze | 0 u:

Game G : H(tag7 R) — ([[Wtag,R]]l P [[wéag,Rﬂ 1)5 H(taglv R,) — (HXtag’,R’]]l ) [Xéag/,R’]] 1)’ a;fﬁ)) ﬁ qu (a;(,?)j EAa{(g) (A)

LOR(’L EH,xa[i],xf[z‘],tag, R) Ci,j ( Tij - (1,—j) ’l/)l 0[]0l 0 |0O0]O0 )F
Enc(i € CUHN, tag’ #tag,R') ciy; ( o}, -(1,—7) i 0/0] 0 ]0]|0)r
VieCUH kO (790G a2z [0]0][0[0]0 )
LoR(i € H,x5[i],x7[i],tag,R)  Cijpfe ( PiWragR | PitWiagr i TAX[E]  )m,
Enc(i € CU®H, x;, tag’ # tag,R’) ciipfe ( PiXtag/ R | PiXtag/ R’ 1{&{ ) 0 YH,
VieCUM KO ( (559 | (wy®) | albze | BEYOR] u:
Game Gz : H(tag,R) = [[ RF(tag, R) ]]1 = ([weagrly [[wt/agﬁ]]l), [H(tag’,R)], = [[ RF(tag’,R") ]]1 =

([[Xtag’,R’]]l ) [[X{ag’,R’]] 1)

Fig. 6: Games Gq, G1, Ga, G3 for Theorem 3. The transition from G; to Gg is given in Figure 15 in
Appendix B.4. The sets H and C contain honest and corrupted i € [n], respectively. The index j
runs in List-Att(A) for key components and in R for ciphertext components. The index ¢ runs in

{1,..., K} for the functional key queries. The function H is modeled as a random oracle. In Gg we
use a random function RF : Tag x 2% — (ZF)2.
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Game Gy : p < Zg,H(tag,R) = [RF(tag,R)], = ([wwgrl,, [wlagr],) Hltag',R) = [RF(tag))-(1, p)], =
([[Xtag’,R’]]l ) [[/LXtag/,R’]]l)

VieCUHek; (si, uy, pi~HZ-(1)7 pi‘Him, h;s, fi, f2, f3)

LoR(: € H,xg[i],x1[i], tag,R)  t; [[wcag,R -8 + w(agR “ui + X [z]]]

Enc(i € CUH, z;,tag’ # tag,R’) t; [[Xtag’,R’ - 8i + | WXeagh R - Ui + m:]]
VieCUM m” [y“ril,
LOR(Z S H7 XS [’LL X){ [Z]v tag7 R) Ci,ipfe ( DiWtag,R piwéag,R % TAX[Z] )Hi
Enc(i eCcu H, x4, tag/ 7é tag, Rl) Ci,ipfe ( DiXtag! R DiltXtag! R 1/11 0 )H7
VieCUH ke ( (v | (uy?) |afbze | vy Ol u:

Game Gs : H & Zlﬁ H(tag7 R) = ([[Wtag,R]]l ; [wéagyRﬂ 1)5 H(tag’, R/) = ([[Xtag’,R’]h ) [[NXtag’,R/]]l)v r; & Zé

Vie CUH ek; (si, i, pi'(Hi(l)+NHi(2)—Nri)7 pi-ri, hys, fi, fo, f3)

Game G : 1; <& Z;, Iy v% & Zq,H(tag,R) == ([weag,r]; [[wéag,Rﬂl)7 H(tag',R’) = (Ixeag’ R0, 5 [Xeag? r7 ], )- We also
define s’ = s + As,u’ = u+ Au, where As, Au € Z3 s.t. As+ pAu =0 and wigr - As + wiye g - Au = Ax

i€CUHek; (85, |uj, pi'(Hl-(l)-&-uHi(Q) —pury), pi-ri, hgs, f1, f2, f3)

LoR(i € M, x3li],xi[il, g R) & [wiag (8 + whagr - ) + 360
Enc(i € CUH, x;,tag’ # tag,R’) t; [[Xtag’,R’ 185+ X R UG+ xl]]
1

Vi mgl) [[y(e’ Mﬂ )
LOR(Z S H, XS [’L], XI [74}, tag, R) Ci,ipfe ( PiWtag,R piwéag,R wl TIAX[Z'] )Hi
Enc(i € CUM, x;,tag’ # tag,R’) Cijpfe ( DiXuag/ R | PiltXtag/ R? | i 0 )H,
VieCUH ke ( (8y?) | (0 ,y?) | affze | vy O] m:

Fig.7: Games Gy, Gs, Gg for Theorem 3. The sets H and C contain honest and corrupted i € [n],
respectively. The index j runs in List-Att(A) for key components and in R for ciphertext components.
The index ¢ runs in {1,..., K} for the functional key queries. In G4 we use a random function
RF' : Tag x 2M — 7.

the computation of the full-domain hashing anymore, we can obtain an MIFE in the standard model
by fixing one tag for every ciphertext. The random oracle can be removed by publishing a random
fixed value corresponding to H(tag) for encryption. In the end, we obtain an attribute-based MIFE
for inner-products with adaptive security in the standard model, where the adversary can make
the challenge query to LoR at most once for each slot i € [n]. To achieve security w.r.t multiple
queries for same slot, we can apply the technique in [CDG"18b] to enhance our construction with
repetitions.
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A Additional Definitions

A.1 Dual Pairing Vector Spaces

Basis changes. In this work, we use extensively basis changes over dual orthogonal bases of
a DPVS. We again use G}’ as a running example. Let (A, A*) be the dual canonical bases of
(GY,GY). Let (U = (w;);, U* = (u});) be a pair of dual bases of (G, GY), corresponding to an
invertible matrix U € Z(]]V XN Given an invertible matrix B € ZZIV XN the basis change from U w.r.t
B is defined to be B := B - U, which means:

N
(Z’l,...,a}N)B:inbi:(xl,...,.%'N)-B:(1‘1,...,$N)-B-U
i=1

= (y1,-.-,y~N)u where (y1,...,yn) = (z1,...,2n) B .
Under a basis change B = B - U, we have
(1,...,zn)B = ((21,..-,2N) - B)ygs Wi,---,yn)u = ((yl,---,yN) : B'l)B
The computation is extended to the dual basis change B* = B’ - U*, where B’ = (B‘l)T:
(z1,...,2n)B = ((#1,...,2n) - B) s (W1, yn)u- = ((yl,---,yN) : BT)B*
In can be checked that (B, B*) remains a pair of dual orthogonal bases. When we consider a basis
change B = B - U, if B = (b; ;); ; affects only a subset J C [N] of indices in the representation w.r.t

basis U, we will write B as the square block containing (b; j); ; for 7, j € J and implicitly the entries
of B outside this block is taken from Iy.

A.2 Selective Simulation-based Security for IPFE with Fine-Grained Access Control

Regarding this notion, an IPFE scheme with fine-grained access control is selectively simulation-based
secure if there exists a ppt simulator that can setup the public information, derive functional keys,
and encrypt a selective challenge message in a way that is indistinguishable from an execution of
the real scheme.
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Real#'g", (1%) : Simtm, (1%) -
o e A1) ot A1)
(pk, msk) < Setup(1*) (pk, msk) < Sim.Setup(1*)
R<;./4E><tract(msk,-,~)(1)\7 pk) R%Asimfxtract(msk,w)(1/\’ pk)
ct* < Enc(pk, z*,R) ct® < Sim.Enc(pk, z*, R)
b(_-AExtract(msk,-,-)(pk7 Ct*) b(_ASimAExtract(msk,-f)(pk7 Ct*)
Return b Return b

sel-sim sel-sim

Fig. 8: The security games Realg 2" (1*) and Sim¥"(1*) for Definition 12

Definition 12 (SEL-SIM security). An IPFE scheme with fine-grained access control € =
(Setup, Extract, Enc, Dec) for the function class F is selectively simulation-based secure if for
all ppt adversaries A, and for all sufficiently large A € N, there exists a ppt simulator Sim =
(Sim.Setup, Sim.Extract, Sim.Enc) such that the following probability is negligible:

AdvE'RR (1Y) :=:= [Pr[Realg2 (11) = 1] — Pr[SimF2 R (1%) = 1]

The experiments Realfgfl’]?jﬂ(lA) and Simf‘;'}?m(l/\) are described in Figure 8. The probability is taken
over the random coins of A and the algorithms.

B Proofs of the Main Body

B.1 Proof of Lemma 2

Lemma 2. Let A be an LSSS-realizable over a set of attributes Att C Z,. We denote by List-Att(A)
the list of attributes appearing in A and by P the cardinality of List-Att(A). Let R C Att such that
A(R) =0, i.e. R does not contain any authorized set. Let (H,H*) and (F,F*) be two random dual
bases of (G3,G3) and (G¥,G3), respectively. The vectors (hy,f1, s, £3) are public, while all other
vectors are secret. Suppose we have a random labeling (a;) jcList-Att(a) < Aao (A) for some ag & Zqg.
Then, under the SXDH assumption in (G1,G2), the following two distributions are computationally
indistinguishable:

x,y
V_] eR: Cj = (J] : (17_])> wa 07 07 07 07 O)F
Dy = { Vj € List-Att(A) : kj = (7 - (4,1), aj -2, 0, 0, 0, 0, O)p~
Croot = (w, O)H
k:ﬂoot = (CLO 2 O)H*
and
x,y
VjieR: Cj = (Uj . (1,—j), ¥, 0, 0, 0, 0, 0)];*
Dy == ¢ Vj € List-Att(A) : ki = (mj-(4,1), aj -2, 0, 0, 0, 0, 0)p=
Croot = (¢7 T: x)H
k::oot = (CLO 2 T{) ’ y)H*

$
where 0, 7,0, T, 2,14 < Lq and x,y are constants.
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Remark 4. The proof of Lemma 1 is a direct subsequence of the games we use to prove Lemma 2,
i.e. from Gy to G4 in Figure 2, with an additional cleaning at coordinate 3 (based on the subspace
indistinguishability) of the vectors c; at the end. It is important to note that the foregoing
subsequence of games does not make use of the hypothesis A(R) = 0, which is used only for going
from G4 to Gs and from Gs to Gg in Figure 2.

Proof (Of Lemma 2). The proof is done through a sequence of games, starting from Gy where the
adversary receives D and ending in Gg where the adversary receives Ds. The games are depicted in
Figure 2.

The changes that make the transitions between games are highlighted in [gray . The advantage
of an adversary A in a game G; is denoted by

Adv(G;) = Pr[G; =1] .

Game Go: The vectors cj, root and k7, ki, are taken from D;:

VJ eR: C] (U] (17_])7 ’(/J7 07 07 07 07 O)F
Vj € List-Att(A) : ki = (m;- (4,1), aj-2, 0, 0, 0, 0, 0)p-
Croot = (¢ O)H

k;koot - (aO 2 O)H
Game G;: We introduce a mask 7 <~ Zgq in the vectors ¢; and cyoot
vj eR: Cj = (Uj'(la_j)7 1% T T, 07 07 07 O)F
Vj € List-Att(A) : k; = (75 - (4,1), aj-2, 0, 0, 0, 0, 0)p~

Croot = (¢, T X )H
k:Koot = (CL() 2 O)H

Initially, let (T, T*), (W, W*) be pairs of random dual bases. In the reduction from a DDH
instance ([a]; , [b]; , [c],) where ¢ = ab+ 7 with 7 = 0 or 7 < Z,, the bases will be changed as

follows:
-
- re () = [
3,4 —all34
F=F W; F = F . W*
-
e[ e ) =[]
1,2 a1l
H=H T, H =H -T*

Note that we can compute all the basis vectors except hj and f; but currently they are not
needed because their coordinates are 0 in all the keys. The simulator can virtually set

Croot = (b, ¢+ 2)T
=0z, 7 -2)u
=(o;-(1,-j4), b-x, c-x, 0, 0)w for j € R
=(oj-(1,=4), b-x, 7-2, 0, 0)p for j €R
and ¢ = b-x. If 7 = 0 then above vectors are computed as in Gg, otherwise we are in Gj.

Therefore the difference in advantage is |Adv(Gy) — Adv(Gy)| < AdvngH(l)‘), where Adv&DH(IA)
denotes the advantage against the DDH problem in G set up with parameter .
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Game Gy: In this game we introduce further a mask 7z; where z; & Z4 into each vector c;:

VjieR: ¢cj=(oj-(1,=5), ¢, 7-2, 0, [72;-&, 0, O)F
Vj € List-Att(A) : kj = (m; - (4,1), aj-2, 0, 0, 0, 0, 0)p~
Croot = (¢, 7-T)H
kioot = (a0 - 2, 0)m-

Initially, let (T, T*), (V,V*), (W, W*) be pairs of random dual bases. Given a DDH instance
(Taly, [8]; , [c],) where ¢ = ab + ¢ with ¢ = 0 or ¢ <= Z,, the bases will be changed as follows:

H=T; H* — T*
10 a - 100
/ -1
F=101-a F::(F) —1o010
00 1 126 —aal 126
F—F W; F*— W

Under this basis change, we can compute all basis vectors except f;, which is not a problem
because the coordinate of f in the keys are 0 (and thus their representations do not alter under
this basis change).

For j € R, the simulator can sample «;, §3; & Zq, compute (in the exponent) b; = «a; - b+ f;
and ¢; = «a; - ¢+ Bj - a, then virtually set

ci=(bj-z-(1,-4), ¥, 7,0, ¢;-(1+j)-z, 0, 0)
= (bjz-(1,—4), ¥, 7, 0, (¢j- (1 +j)—a-bj—a-bj-j) -z, 0, O)f
:(bjx'(lv_j)a Y, T, 0, (CJ —a'bj)-(l—l-j)-.%‘, 0, O)p
= (bjz-(1,—4), ¥, 7, 0, (aj-c—aj-ab)-(1+j) -z 0, O)p
= (bjz-(1,-j5), ¥, 7, 0, 7z; -z, 0, O)F

where z; = a;(1 + j)(/7. If { = 0 then c; is computed as in Gp, else we are in the current
game. We remark that we use the random self-reducibility of DDH in this transition to avoid a
linear blow-up. Consequently, the difference in advantages of an adversary against Gg and Gj is
bounded by

|Adv(Ga) — Adv(Gy)| < Adv@PH(1Y) .

Game Gg: In this game, we start to change the vectors kj and k... We sample ag & Zg and
perform a random labeling of a to obtain (a}); < A4 (A). The vectors are masked as follows:

VjeR: cj
Vj € List-Att(A) :

oj-(1,=4), ¥, 7.2, 0, 72; -z, 0, 0)p
Uy ( Js )7 aj -z, a’j Y, Oa 07 07 O)F*
Croot = (¥, T - )

(
= (
(
(

root_ aop - <, aO y)
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Initially, let (T, T*), (W, W*) be pairs of random dual bases. Given a DDH instance ([a], , [b]5, [c]5)
where ¢ = ab+ p with p =0 or p < Zq, the bases will be changed as follows:

-
—all3y 3.4
F=F W, P W
-
Y TR
R E) 1,2
H=H- T, H* = . T

From the basis changes w.r.t F and H, we can compute all vectors in those two bases except
hy and f3, but we can express those ciphertext components in T and W. More precisely, the
simulator can virtually set:

Croot = (1/17 T- CU)
=W+ar-z, 7-2)g
= (oj-(1,—-4), ¥, 7-2, 0, 7z -z, 0, 0)w for j € R
=(0j-(1,=4), v+ar-z, 7-2, 0, 725 -2, 0, O)p for j €R .
Let (d)jcList-At(a) be a random labeling obtained from A;(A), i.e. we perform a secret sharing
of 1 using the LSSS induced by A. The simulator can virtually set:
root = (aoz, O)m+ + (b-y, c-y)r
= (agoz+b-y, p-y)n-
= (m;-(4,1), aj -2, 0, 0, 0, 0, 0)p=
+(0, 0, bd; -y, cd; -y, 0, 0, 0, O)w
(7['] ( J )7 a(’j'z—f—b'y'd;-, pd;ya 07 07 07 O)F* forjejpoﬁcy .

When p = 0 we are in the previous game, where 1) 4+ a7 - y is used instead of ¢ and the labeling
is updated to:

ap+b-y/z
For each j € List-Att(A) aj +b-y-d;/z .
Otherwise, we are in the current game having additionally
ag = p
that corresponds to the labels a; = p - d} for j € List-Att(A). The difference in advantages is
|Adv(Gs) — Adv(Gy)| < AdvDDH(l’\)

Game G4: In this game, we swap a -y from the 4-th coordinate to the 6-th coordinate, while
multiplying it with 1/z;:

VjieR: c] (o;-(,—=5), ¥, 72, 0, 72j- 2, 0, O)F
Vj € ListAtt(A) : ki = (m;- (5,1), aj -z, [0, 0, @-y/z;, 0, 0)p-
Croot = (w x)H
= (

root
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This transition is discussed separately in Lemma 3. In the end, the difference in advantages is
Adv(Gs) — Adv(Gs) < P (6P +3) - Advgi R (1%) .

Game Gj: In this game, we replace q(, in the vector koot with a totally random value r{, & Lyq:

VjeR: c;

= (0j- 1,])1/1,7'3607'233000)
Vj € List-Att(A) : k;

(g - (

(mj-(4,1), aj -2, 0, 0, aj-y/z;, 0, 0)p~
(Y, T-

(

Croot =

w? )

ap - z, TO y)

root

We first observe that the attributes in (c;);cr do not satisfy the access structure A embedded in
(kj)jes. Therefore, there are not enough a;- /z; from k; to recover Tay - zy, i.e. we cannot find
an authorized set A C R having a reconstruction vector ¢ = (¢;) such that

/ r /
E TLZj - Z —TCLOE cja; =Tay - TY -

jJEA jJEA

Moreover, because (a}); < A, (A) is a secret sharing of aj using the LSSS of A, it holds that
ag, will be perfectly indistinguishable from a random value 77, & Zg4, which is not depending on
(a;-) j whatsoever, even under the view of an unbounnded adversary. The advantage stays the
same Adv(Gs) = Adv(Gy).
Game Gg: In this game, we clean the masks in the vector components c;, k;:
VJER C] ((73 (1?_3) 1/}7 07 07 07 07 O)F
VieJ: kj=(m-(4,1), aj-2, 0, 0, [0, 0, O)p~
Croot = (¢, )H
root - (aO 2, T{) y)
The transition is done by first applying the transition from Gs to G4 in reverse order (only the
basis changes concerning (F,F*)) to clear the masks in k;, then the transitions from Gy to Gs
in reverse order to clear the masks in c¢;. Note that we are using the condition P(R) = 0 while

cleaning the a};, without paying attention to ag that is already replaced by r(, because there are
not enough a;» /zj in the k-vectors to recover a, anyway.

The difference in advantages is

6
|Adv(Gg) — Adv(Go)| < > |AdV(G;) — Adv(G;1)]
=1
<2 AdvBPH (1Y) + AdvBPH(1%) + 2P(6P + 3) - Adv R (1Y)
+2 AdVDDH(lA)—f—AdVDDH( >\)
< (2P (6P +3) +6) - Adv ¥ (1%)

and the proof is concluded. O

Lemma 3. Assuming the SXDH assumption for Gi1 and Go, the difference between advantages
|Adv(Gy) — Adv(Gs)| in the proof of Lemma 2 is negligible.



32

Proof. The idea is that we consider the swapping of a;-y to a;-y /z; by each component in the list
List-Att(A) of the attributes in A and analyse a sequence of games indexed by those attributes.
More precisely, the game Ggs ,, is indexed by m € {0, ..., P}, where P is the number of attributes
in List-Att(A), leading to G3g = G3 and G3 p = G4. The current form of other vectors is:

VjeR: cj
Vj € List-Att(A) :

o;-(1,—=j), ¥, -2, 0, 7z; -z, 0, O)p
Ty (.]7]-)7 aj -z, CL -y, 0, 0, 0, O)F*
U, T )|

2 a6 : y)H

Croot =

(
= (
(
Koot = (a0

where 7, 2; & Zg are chosen uniformly at random. The labels ag, ag, (a;) jcListAte(a) and (a )]EL,st Att(A)
satisfy (a;)j < Aqo(A) and (a});j < Agy (A).

We first observe that the famlly of labelings, when viewed as a vector space over Z,, is closed
under linear operations. In other words, a linear combination of vectors of labels gives a vector
of labels. Hence, following the idea from [DGP21], we can “factor out” the current labels in
k-vectors and manipulate the appropriate random linear factor for obtaining the desired new
labels. This requires some rewriting. For two labelings a = (ao, (@;)jeListAtt(a)) < Aa,(A) and
(ag, (@) jeListAte(a)) < Agn(A), together with uniformly random scalars p,§ & Zy we rewrite the
vectors as follows

k:oot = (doz, O)H* + af)/ ° (5 * 2, py)H
k}k = (HJ ' (]7 1)7 a’] 2 07 07 07 0’ O)F*

+ a;{ (75 (4, 1), 6-2, py, 0,0, 0, 0)p~ for j € List-Att(A)

and thus we have

!/ 12 ~ 2
ag = py - ap; ap = ag + 6 - ag
/ ", o~ "
aj = py - aj; aj=aj+0-a;
ﬂj:Hj—Fa}'-ﬁj . (3)

We can concentrate solely on the changes of the vectors k;. We can define
h} = (7; - (4,1), 6+ 2, py, 0, 0, 0, 0)p=« for j € List-Att(A)

and as a result we concentrate on the changes of the vectors h?. We note that changing multiplicatively
the vectors hj means changing multiplicatively the factor p. Thanks to the relations in (3), this
means we are Changlng multiplicatively ag and (a})jeListAtt(a) as required for introducing 1/z; in af.

J
First, we fix an ordering of the attributes in the list List-Att(A), which is of size P. Given
m € {1,..., P}, we write j = m if h}'f is the m-th vector component among h; and the notation

extends to j < m and j > m. We now give a sequence of games for the transition from Gs ,,—1 to
G3.m- This sequence of games can be found in Figure 9.
We start from Gz ,,—1.0 = G3.m—1:

Game G3,,,_1.0: The vectors are specified as follows:
Cj = (Uj ’ (17_j)7 wv TI, 07 TZ;X, 0, O)F

h* — (ﬁ] : (]71)7 5'27 07 07 py/ZJJ 07 O)F* lf] <m
! (7 - (5,1), 62, py, 0,0, 0, O)p- if j > m



Game G3.;m-1.0 : 2j < Zq
¢ (o (L=j)| ¢ |7x|0| 7zz |0
W (@01 [6-2] 00| py/z |0
hj (7o) [6-z]py|O] 0 ]O
Game G3.;m-1.1 : 25 - Zq
c; (oj-(L,=5)| v |7z |lt® | TZjw | O
hy ( #-(,1) [d-2| 0 0 |py/z |0
hy ( &-(,1) |62 )py| O | 0 |0
h (A1) |6z py| O 0 |0
Game G3.;m-1.2 : 25 & Zq
¢ (oj-(L,=4)| ¢ |7z| 72 | T2 |0
hl ( 7-(,1) |62 0] 0 |py/z |0
hi (7 -(,1) |-z 0 [fpg| O |0
hj (@) |6-2]py| 0O | 0 |0
Game G3.;m-1.3 : 2j & Zq
¢ (o5 (L=g) | ¥ |7o| T02/Em | T2
hi ( 7?].(]'71) d-z| 0 0 py/zi
hy (7 (1) |62 0 Py 0
by (7@ [0z fpy] 0 0
Game G3.;m—1.4 : 25 - Zq
¢ (oj-(L,=4)| ¢ |7z| [0 | Tz=
hi (-G (-2 0| 0 | py/z
hy (A1) |62 0 |[ayl | pylem
hi (&1 |6-2|py| O 0
Game G3.m—1.5 : %5 & Zqg
¢ (op-(L=g)| ¥ |72] 0| 72z |0
i (A1) |62 00| py/z |0
Wi (A1) |62 0 |0 py/zm | O
hj (@G0 |6-2|py 0] 0 O
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ifj<m
ifj=m
ifj>m

ifj<m
ifj=m

o O oo

ifj>m

oo o O

o O O O

Fig.9: Games for Lemma 3. The changes are made for the m-th key component h, (with an ordering
on j € List-Att(A)). See (3) for the rewriting of k7 into h}. The hybrids to go from Gzm—1.2 to

G3.m—1.3 can be found in Figure 10.
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Game G3,,,—1.1: In this game we do a formal basis change to duplicate the 5-th component into
the 6-th one of the c-vectors:

Cj = (U] ! (17_.7)7 1/17 TL, [TX, szj) 07 O)F

The basis change is done following these matrices:

_ T
e e e <[]
4,5 4,5
F=F W; F*=rF".W*
and the simulator can set
cj = (Uj : (17 _j)7 1/]7 T, O> TXZj, 07 O)W
= (U] : (17 _j)7 wv T, T, TXZj, 07 O)F
This changes the vectors f; and f5 but since they are all hidden from the adversary and
the facing coordinates in k-vectors are 0, the transition is perfectly indistinguishable and
Adv(G3.m-1.1) = Adv(G3.m—1.0)-

Game G3,,,_1.2: We do a swap between 4-th and 5-th components w.r.t the m-th attribute-wise
key components:

(w5 - (4, 1
hi =¢ (7;-(j,1
(75 - (4,1

Given a DSDH instance ([a]s , [b]5 , [c],), where ¢ = ab+ 6 for 6 = 0 or § = p, the basis change
is performed following the matrices:

d-2,0,0, py/zj, 0, 0)p« if j <m

);

), 0 0, [py, 0, 0, O)p« if j =m
), 0 -z, py,O 0, 0, O)p« if j >m
I

1 00 T 1—aa
Fe=1la10 F’:z(F‘1> —lo10

~a01],,, 001],,,
F—F W; F*— W

The ciphertext can be expressed in the bases (W, W*):
Cj = (Uj : (17_.j)7 1% T, TZ, TTZj, 07 O)W
= (0j,—j-0j —axT + axT, ¢, Tx, TT, TXZ;, 0, O)F
= (0j,—j-0j, ¥, T, TX, TTZ), 0, O)F

On the other hand, the simulator can set the keys as below: if i = m

(~} -(4,1), 0- 2, py, 0, 0, 0, 0)p=
+ (by - (4,1), 0, —cy, ¢y, O)w
= (Né < (4,1), 6-z, py, 0, 0, 0, 0)p~
(by - (4, 1), 0, —(c —ab)y, (¢ —ab)y, O)p-
= ((7; +by) - (j,1), 0~ 2, py— 0Oy, 0y, 0, 0, O)p-
The other vector components stay as in the previous game. When 6 = 0, we are in G3,,_1.1,

otherwise we are in the current game and the difference between advantages is |[Adv(G3 ,—1.2) —
AdV(Gg.m_l.l)’ S 2- AdngH(l/\)
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Game Gg3,,,—1.3: We now change the c-vector component such that for every j # m, the 5-th
coordinate, which is 7z from the duplication in Gg.,,—1.1, will be changed to Tzz;/zp:

ci — (U] ' (17_])7 wv T, Ta:z]/zm y TXZj, 0, O)F 1f] 7& m
’ (Jj ) (17_.j)7 Y, Tx, TI, TXZj, 0, O)F if j=m

We apply Lemma 4 to consider the transition from Gg,,_1.2 to G3.,_1.3. We do a sequence of
hybrids indexed by m’ € List-Att(A) \ {m}. The coordinates affected are (1,2,4,7,8) of (F,F*).
We note that during each application of the lemma for an index m/, only the vectors c,,, and
kj ., are taken into account and affected by the basis changes. For other vectors, the concerning
coordinates can be written directly in the target bases because they are all 0. We proceed by a
sequence of games depicted in Figure 10. The changes that make the transitions between games
are highlighted in [gray. The difference in advantages is

|Adv(Gs.m—1.3) — Adv(Ggm—1.2)] < P (4- Adv@PH(1Y) +2- AdvBPH (1Y) .

Game G3,,—1.4: The goal of this game is to introduce p/z,, in the 6-th coordinate of the m-th
h-vector component, and at the same time to clean the 7 in the 6-th coordinate of the c-vector
components. After G3,,_1.3, the vectors are of the form:

(oj-(1,—=7), ¢, T, T2jT/2m, Tx2j, 0, O)F if j #mM
cj =
! (O'] ' (17_J)7 17[]7 T, TZ, TTZj, 07 O)F lf] =m
( . (]7 1)5 J- Z, 07 07 py/zj7 07 O)F* lfj <m
h;k = (~J ' (.]7 1)7 d- 2, 07 Y, 07 07 O)F* lfj =m
( ' (]7 1)7 J- Z, PY, 07 07 07 O)F* lf.] >m

We now change the basis w.r.t (F,F*) using the following matrices:

F e LC;/Z ‘ ﬂ 3 P () - {péa —p/(lzmaq )

F=F W; F*=F W* .

Note that this basis change will affect only the h-vector of attribute m € List-Att(A), because by
construction the other components have coordinate 0 for fi and have the same writing before
and after the basis change. Moreover, the basis change can be applied at the Setup phase, where
a ppt simulator can first sample a value z < Zgq and use z in the basis change. Afterwards, when
all attributes are declared (in an adaptive functional key query), z would be the mask at the

attribute m corresponding to the current hybrid.
We have

. - { (oj-(1,=74), ¥, T, T2j2/2m, TxZj, 0, O)W if j #m
T -(1,=3), ¥, Tz, T, TXZ;, 0, O)W if j =m
(0j-(1,=7), ¢, Tz, 0, Txzj, 0, 0)F for all j

hj» = (7;-(4,1), 0-2, 0, py, 0, 0, O)w= if j =m

= (- (4,1), 0-2, 0, ay, py/zm, 0, O)p-

and because f5, fs, f7, ff are hidden from the adversary, this change is a formal basis change.
Therefore the transition is perfectly indistinguishable. In the end, the difference in advantage is
Adv(G3.m—1.3) = Adv(G3.m—1.4)-



Game G3.;m—1.2.m'-1.0 : Zj & Zq
c; (o (L,=5)| ¥ |71x|T2r2i/2m | TZ5T | O
¢ ( 73 L=d)| v |72 T Tzijz | 0
h;k ( - (]7 1) d-21 0 0 Py/zj 0
hi ( 7-(5,1) [6-2]0 Py 0 |0
(A G |soxey| 0 | 0 o
Game Gy, 1011 : 25 ¢ g
ci (oi-(L,=4) | o |7x|7zi/2m | TZIT | O
c; ( 95 (17‘—1') (N TX TZ;X 0
hj (7.1 |[6-2]0 0 py/zi | 0
hi ( 7-(4,1) [6-2]0 Py 0 |6
hi ( 7-(,1) |6-2]|py 0 0 0
Game Gy pn_1.2.m/—1.2 1 2 < Zg
c; (oj-(L,=4) | ¥ |Tx|Tr2/2m | T2 0
c; (o (L=4)| ¥ |Tx| 7= Tzix | g
c; ((oi-(L,=5) | ¥ |72 0 TZT 0
hi ( 7-(j,1) [6-2]0 0 py/z | 0
hj ( 7-(,1) [6-2]0 Py 0 | jo,
hj (70,1 |d-2| py 0 0 0
Game Gz, 1.2.m/-1.3 ¢ Zj &z,
c; (o (L,=5) | ¥ |7x|71225/2m | TZj | O
Cj ( gj - (17 _]) w TX TX TZ;X 1
c; (oj-(L,—=j)| ¥ |72 0 Tzjz | 0
hi ( 7-(j,1) |6-2| 0 oy/zi | 0
hj ( 7-(,1) [0-2|0 Py 0 0
hi (75 (5,1) [0 2| py 0 0 0
Game Gy pn1.2.m/—1.4 2 < Zg
¢, ((oj-(L,=j)| ¥ |7x| T22i/2m | TZjT | O
c; (o;-(L,—j)| ¢ |7z |T%2[2m | TZiT |
c; (oi-(L=4)| ¥ |72 0 Tz;x | 0
hi ( 7;-(4,1) |6-2| 0 0 oy/zi | O
hi ( 7-(,1) |[6-2]py 0 0 | o
Game G3.,,—1.2.m'-1.5 = G3.m—1.2.m/ ZJ<iZq
¢, ((o;j-(L,—=))| ¥ |7x|712i/2m | TZj2 | 1O
c; ( 95 L,=5) | ¥ |72 0 Tz;z | 0
hij ( #;-(5,1) |[6-2]0 0 py/zi | 0
hi ( #;-(3,1) |d-2| 0 oY 0 |0
hi ( 7-(,1) |6-2]|py 0 0 |0

Fig. 10: The hybrids

for the m-th key component h, (with an ordering on j € List-Att(A)). See (3) for the rewriting of

*x *
kj into hj.

Jpifm#j<m
e ifm#j>m'
)F* 1f]<m
)
)

[esllen R en B en lan}

0 )ri

0 )pifm#j>m
0 )F*ifj<m

0, )e-ifj=m

0 )F*ifj>m

0 YJpifm#j<m
—jug Jrifm#£j=m

0 Y ifm#j>m'

0 p-ifj<m

93‘ )F*ifj:m

0 )F*lfj>m

0 )pifm#j<m

s rifm#£j=m

0 J)pifm#j5>m'

0 )ep<ifj<m

02 )r-ifj=m

0 Je-ifj>m

0 )pifm#£j<m
p2 ) if m#j=m'
0 )Jpifm#j>m
0 )F*lf]<m

02 e ifj=m

0 ) ifj>m

0 )rifm#j<m
0 Jpifm#j7>m
0 )p=ifj<m

0 )= ifj=m

0 )pxifj>m
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to go from G3,,—1.9 to G3.n—1.3, by applying Lemma 4. The changes are made
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Game G3,,,_1.5: The goal of this game is to put the m-th attribute-wise h-vector component in
to the form required by Gs.,, i.e. remove the random value ay in the 5-th coordinate. After
G3.m_1.4, the vectors are of the form:

-(1,=j), ¢, 12, 0, Txzj, 0, O)F for all j

(7 (4, 1), 0-2, 0, 0, py/zj, 0, O)p~ if j <m
hj = (75 - (4,1), 6-2, 0, ay, py/zj, 0, 0)p« if j =m

(75 (§,1), 0z, py, 0, 0, 0, O)p« if 5 > m

where a ¢ Z,. Given an instance ([a], , [0], , [c],) Where ¢ = ab+ « and either o = 0 or v <> Z,
the simulator performs a basis change following the matrices:

.

- (e -
—allys 2.5

F—F.-W; F = F . W* .

We cannot compute f5 but this is not problematic because all the 5-th coordinates of the c-vector
components are 0. In addition, the vectors h} for j # m can be written directly in (F,F*) thanks
to the fact that their coordinates in f3 are 0. The simulator can then virtually set for j = m,

= (by (.7?1)7 5'27 07 cy, P?J/Zma 07 O)W*
= (by (]al)a 5'27 Oa ay, py/zm7 07 O)F*

and when o < Zgq, we are in the previous game, otherwise we are in the current game that is
identical to Adv(Gs.,). The difference in advantages is

|AdV(G3.1) — AdV(G3.m—1.4)| = |AdV(Gg.m—1.5) — AdV(G3.1m—1.4)|
< Adv DDH( )\) .

The difference in advantages from Gg,,—1 = G3.;m—1.0 t0 Gz = G3.m—1.5 18

5
|Adv(Gs.m) — Adv(Ga.m—1)] <D |AdV(Gam-1.6) — Adv(Gam-1.i-1)]
i=1
< P-(4-Adv@PH (1) +2- AdvgPH (1))
+2- AdvgDm (1Y) + AdvgPt (1Y)
< (6P +3) - AdvgX¥(1%) .
After changing all P components k;, for j € List-Att(A), we arrive at G3 x = G4 and the total
difference in advantages is:

|Adv(Gy) — Adv(G3)| < P (6P + 3) - AdvgZ 2 (1%) .
The proof is concluded. O

Lemma 4. Let (F,F*) be the dual bases of G} and G3 respectively. Suppose that the vectors (f1, fa, f3)
are public, while all others are kept secret. Let j # m and B, .,y € Zg are chosen constants. Then,
under the SXDH assumption, the following two distributions are computationally indistinguishable:

. Jc = (U' (1’*].)’ 7, 0, O)F
D= {k*:(ﬂ-(m,l), B, 0, o)F*}
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and

. J¢c = (O" (17_j)7 a, 0, O)F
2= {k* = (ﬂ-' (m7 1)a B, 0, O)F*}

where o, m < Zg are unknown and random.

Proof. The advantage of an adversary A in a game G; is denoted by
Adv(G;) == Pr[G; = 1]

where the probability is taken over the random choices of A and coins of G;.

Game Gq: In this game, the adversary receives from the distribution Dj:

C= (U' (17_])7 v, 07 O)F
k* = (ﬂ—'(ma 1>a 57 07 O)F* .

Game G;: In this game, we duplicate the first two coordinates of k* into the 4-th and 5-th
coordinates:

C = (U' (17_.7)) v, 07 O)F
k*:(ﬂ-'(mal)7 B, pnv, p)F* :

Let (W, W*) be the canonical bases of G} and G3. Given a DDH instance ([a],, [0],, [c],)
where p := ¢ — ab is either 0 or uniformly random, we use the following basis changing matrices
(F, F"):

1000 10a0
|0 100 , J)T_ 010a
F=1_00 10 F’@W 10010
0 —a01] ,,; 0001],,,;
F=F W; F*=F . W*

We cannot compute the basis vectors f4 and f5 but they are not used in c. The vector k* can be
simulated as follows:

k* = (b ’ (mv 1)a 67 c-m, C)W*
=(b-(m,1), B, c-m—ab-m, c— ab)p~
= (b ’ (m> 1)a B, p-m, IO)F*
If p = 0 we are in Gy, otherwise we are in G;. The difference in advantages is |Adv(Gy)—Adv(Gy)| <
AdvePH (17).
Game Gs:In this game, we duplicate the first two coordinates of ¢ into the 4-th and 5-th coordinates:

C:(J'(lv_j)a Y T _jT)F
k*:(ﬂ_'(m7 1)7 /87 P, p)F* .
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Let (W, W*) be the canonical bases of G} and G3. Given a DDH instance ([a],, [b],,[c],)
where 7 := ¢ — ab is either 0 or uniformly random, we use the following basis changing matrices
(F, F"):

1040 1 000
_|o10a L _1)T_ 0 100
F=10010 F'_(F “|-a 010
0001],,,; 0 —a01] ,,;
F=F W, F = F . W*

The vector ¢ can be simulated as follows:

C:(b(17_])7 e C7_j'C)VV
:(b'(L_j)a s C—ab,—j-C—j-ab)F
= (b : (1’ _j)v Y T _jT)F .

We cannot compute the basis F* but the vector k* can be written in W* and then we observe
how it is affected under this basis change:

k* = (7T ' (m71)7 /87 p-m, P)W*
= ((ﬂ- + ap) : (m7 1)7 57 p-m, P)F*
and 7 is updated to m + ap.
If p = 0 we are in Gy, otherwise we are in Go. The difference in advantages is |Adv(Ga) —Adv(Gy)| <
AdvRPH (1%).
Game G3: We randomise the last two coordinates in ¢ and k*, which were changed from the
previous games:

c=(o-(1,—j), v, Wi, a)r
k* = (m-(m,1), 8, 61, 62)p

where 01,05 < Zg4 are chosen uniformly at random.
We consider the basis changing matrices (F, F'):

F = [21 22} F = (F'l)—r — [ 4 _23]
23 24 45 —Z22 Z1 45
F=F W, F*=F - -W*
where 21, 29, 23, 24 € Z4 are chosen such that 2124 — 2923 = 1. The basis change affects the hidden

vectors (fy, f5, £, £).
The two vectors ¢ and k* can be written directly in W and W* respectively:

c=(o-(1,—=j), v 7, —JT)w
=(o-(1,=4), v, T2a+ Tjzs, —T22 — Tjz1)F
k*=(m-(m,1), B, pm, p)w~
= (m-(m,1), B, pmz1 + 22p, pmz3 + 24p)F+ -
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Let pu1, po, 01, 09 < Zgq and we consider the following system to solve for (z1, 22, 23, 24):

(24 +j23) = z4 + jzz = /T
—7(22 + j21) = p2 o mzs + z4 = 02 /p
p(mz1 + z2) = bh 2o+ jz1 = —p2/T
p(mzs + z4) = 0 mz1 + 22 =601/p

(j —m)zs = /T —02/p
mz3 + z4 = b2/p
(J—m)z1 = —pa/7 —01/p
mzy + 22 =01/p

The system has a solution if and only if j £ m, which is already our hypothesis. We note that
since pu1, g2, 01,62 are uniformly random chosen values and fixed to determine (z1, 22, 23, 24),
we can always perform normalization using pq, po, 01,62 to ensure z1z4 — 2023 = 1 for the
basis change. The basis change defined by (z1, 29, 23, 24) is totally formal and the difference in
advantages is Adv(Gs) = Adv(Gz).

Game Gy4: In this game, we change the constant « in ¢ to another constant a:

Cc= (O—' (17_j)7 a, U1, M?)F
k* = (ﬂ'(ma l)a Bv 917 02)F* .

Let (W, W*) be the canonical bases of G} and G3. Given a DSDH instance ([a], [b], , [c];)
where p := ¢ — ab is either v or the constant «, we use the following basis changing matrices
(F, F"):

T _
F = [1 ﬂ F' = (F'1> = [1 1a]
allgy 0 34

F=F W; F*=F W* .

This basis change affects the vector f; and f5, which are both kept secret from the adversary.
The vector ¢ can be simulated as follows:

Cc= (U'(l,—j), ¢, ba :UJQ)W
= (U'(lvij% P ba ,U'Q)F .

Even though we cannot compute the basis vector f3, the vector k* can be written directly in
W* to see how it will change:

k* = (7T' (mal)a Ba 917 HQ)W*
= (ﬂ-'(mal)v ﬁa 91+aﬁv 92)F*

and 6 is updated to 01 + af. If p = v we are in the previous game, otherwise we are in the
current game. The difference in advantages is |Adv(G4) — Adv(Gs)| < 2- Adv(ngH(lA).

Game Gs: In this game we clean the masks u1, ps, 01,02 by doing the reverse transition from Gg
back to Gg. The total difference in advantages is |[Adv(Gs) —Adv(Gy)| < AdvngH(l)‘)—i—Adv&DH(l)‘).
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In Gy, the adversary receives from the distribution Do and we have

5
|Adv(Gs) — Adv(Go)| < ) |AdV(G;) — Adv(G;1)|
=1
<4-AdvgP"(1Y) +2- AdvgPH (1) .

The proof of the lemma is concluded. O

B.2 Proof of Theorem 1

Proof (Of Theorem 1). The security games and their transitions are given in Figure 11. The
transition from G4 to Gs is given in Figure 12.

The changes that make the transitions between games are highlighted in [gray|. The advantage
of an adversary A in a game G; is denoted by

Adv(G;) = | Pr[G; = 1] — 1/2]
where the probability is taken over the random choices of A and coins of G;. We let K denote the
number of functional key queries (P,y) and index the functional key by ¢ € {1,..., K}.

Game Gq: This is the selective security game as given in Figure 1. The adversary first declares its
challenge messages x{; and x}. The simulator generates all private information, including the
three dual basis pairs

H= <h17h27h37h4) H* == ( T?h;7h§7h2)
F = (fi,fy, 3, £, f5, f5, f7, f) F* = (ff 5, 5, £ £5 £5, £7 1)

as well as 1, z < Zy,s,u & (Zg)". Tt sets
msk := (27 s, u, (fi*)i€[3]7 (h:)z€[3])
and sends pk = ((hy + pha), hs, (£)ic5, ([si + 1 wil))iep)) to the adversary.

Extract(A,y) : For the ¢-th functional key query w.r.t an LSSS-realizable monotone access
structure A and a vector yy € Zg that denotes the inner product function Fy, the simulator

samples agg < Z,, run the labeling algorithm g o (A) (see Definition 1) to obtain the labels
(agj)e,; where j runs over the attributes in Att, possibly with repetitions. It then returns

ij = (7‘(‘(7]' ) (]7 1)’ Qg 2, 0, 0, 0, 0, O)F* for j € jpolicy
mZi = [y[i]], fori e [n]
kzipfe = (<S7y€>7 <u7y€>7 ago - 2, O)H*
where g ; & Zyq.
LoR(R) : Upon receiving a set R of attributes, the simulator samples w, 1) & Zq, flips a coin
b < {0,1}, and computes
ti = [+ (s -+ ) + 5[l for i € [n)
Cipfe = (w, pw, 1, O)H

where for each j € R
Cj = (UJ : (1’_.])7 w7 07 07 07 07 O)F

and o; <> Z, for every i € [n].
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Game Go : as o < Z, (ae,5)jeLisate(a) < Aag o (A), pk == (h1 + pha, hs, (£)icrs), ([si + - u,)i)

c; (o-(L,=5)| v |o]o]o|o]0)r
ky ( me;-(J,1) |ae;-2[0[0]0]|0|0 )=
ti w- (s pus) + x5
my; [ye[il],
Cipfe ( w pw P 0 )H
Kinre ( (s,ye) | (Wye) | aeoz |0 )m-
Game Gy : 7 ¢ Zg, pki= (hy + piho, hs, (f)icgay, ([si + 4o wil,)i)
c; (o (L=4)| ¥ 71 10]0]0]0 )r
ki, ( me;-(,1) |aez-2| 0 |0|0|0]|0 )p=
Cipfe ( w Hw P T )H
kz,ipfe ( <s7y2> <u7 yé> ago -2 0 )H*
Game G2 L 25 (i Zq, pk = (h1 + uhg, hg7 (fi)i€[3]7 ([[SL +N . ul]]l)L)
¢, (oj-(L,=5)| ¢ |7]|0|[7& |00 )r
k;; ( me;-(4,1) |ae;-2|0]|0| 0 |00 )p=

Game Gs : 1y E 2y, Ax = %) — x5, pk = (hy + pha, hs, (fi)iem), ([si +p-wil,)i)

c; (o (L=4)| ¥ 0|00 |o]o)e
ki; ( me;-(5,1) |ae;-2] 0 |0] 0 |0]|0 )=
Cipfe  ( w pw P T Vu
K7 ipfe ( (s,5e) | (u,ye) | ar02 Té,o(AX,w) Ve

Game Gy : w',rZO & Zq, pk == (h1 + pha, hs, (£)cr, ([si+p- ui]]l)i)

t; [[wsi + [whu; | + x;[i]

my; [ye M]]z

¥

ag,0%

Cipfe  ( w w’

T )H
kZipfe ( <S,y£> <u,yg>

r0,0(A%,y0) Jm-

Game Gs : ', 17 & 7,, 8 =s+As,u’ = u+Au, where As, Au € Z} s.b. w-As+w'-Au = xp—x0 and As+p-Au =
0,pk = (h1 + phe, hs, (f)icrs), ([si 4 - wily)i)

ti wsi +w'ui +xg[d],

mj; lyelill,
cife  ( w W' ) T Ju
Ko ( (80, yo) | (0, ye) | acoz | To(A%,ye) u-

Fig. 11: Games for Theorem 1. The index 4 runs in {1,...,n}. The index j runs in List-Att(A) for key
components and in R for ciphertext components. The index ¢ runs in {1,..., K} for the functional
key queries. The hybrids for G4 to G are given in Figure 12 in Appendix B.2.
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Game Gy :
c; (oj-(L,=j)| ¥ |0]0[0]0]0 )r
kz,j ( ﬂ'gyj-(j,l) agj 2 0[0|0|0]O )F*
t; [ws: + w'us + x3[i]],
m?z [[ylm]b
Cipfe ( w w' 1[) T )H
Kiipre ( (8,50) | (Wye) | acoz | rg0(A%,ye) )u-

Game Gy : 7,0 & Zq, ' =s+ As,u’ = u+ Au, where As, Au € Zj st. w- As+w' - Au=x; — %0 and As +

w-Au=0
¢; (oi-(,=5)| v |0]0]0|0]0 )r
kZ,j( Wl,j'(j71) ae;-2[0]0100]0 )~
ti [wsi 4+ pwui +x5[d],
myg; [yeldl,
Cipfe ( w Hw '(/) T )H

Kiire ( (8hye) | (0 ye) | acoz | T80 (A%, ye) )u=

Game G4,2 = G5 :

Cj ( O'j'(l,—j) ’IZJ 0 0 0 0 0 )F
ki; ( me;-(,1) |ae;-2|0[0[0]0]0 )r-
t; [[wsé + | i + x5 i)
1
mZ,i lye M]]z
Cipfe ( w w’ ¢ T )H
Kipe ( (s, ye) | (W,ye) | acoz | 7/ 0(A%,ye) )m-

Fig. 12: Games Gy4.1, G4.9 for the transition G4 to Gs in the proof of Theorem 1. We are in the case
(Ax,yy) # 0. The changes are made for the ¢-th functional key query. The index i runs in {1,...,n}.

The index j runs in List-Att(A) for key components and in R for ciphertext components.

Eventually the adversary outputs a bit b’'. The simulator then runs and outputs Finalise(d').

We have Advy "4 = Adv(Go).

Game Gi: In this game, we change the normal ciphertexts to semi-functional ciphertexts. In

particular, the challenge ciphertext will change in the following components:

Cipfe ‘= (wa pw, wv T )H
c;=(o;-(1,—4), ¥, ¥, 0, 0, 0, O)p for j € R

for a uniformly random value T < Zyg.

Initially, let (T, T*), (W, W*) be pairs of random dual bases. In the reduction from a DDH
instance ([a], , [b];, [c];) Where ¢ = ab+ 7 with 7 = 0 or 7 <> Z,, the bases will be changed as
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follows:
-
F_[lﬂ I (F1> :{1 (1)]
01f,, —all3y
F=F W, F*=F  W*
-
- ey - [
3.4 —all3y
H=H- T, H = H - T*

Note that we can compute all the basis vectors except hj and {7 but currently they are not
needed because their coordinates are 0 in all the keys. The simulator can virtually set

and 1 = b. If 7 = 0 then above vectors are computed as in Gy, otherwise we are in Gy. Therefore
the difference in advantage is |Adv(G1) — Adv(Gyp)| < AdeIDH(l’\), where Adv&DH(lA) denotes
the advantage against the DDH problem in G; set up with parameter A.

Game Gs: In this game, we introduce another mask in the ciphertext, namely:

c; = (o;-(1,-4), ¥, 7, 0, 7z, 0, O)f for j € R

for uniformly random values z; & Zyq.
Initially, let (T, T*), (V,V*), (W, W*) be pairs of random dual bases. Given a DDH instance
(Tal , [8]; , [c],) where ¢ = ab + ¢ with ¢ = 0 or { <= Z,, the bases will be changed as follows:

H=T; H* — T*
10 a - [100
-1
F=101-a F’::(F) — 1010
00 1 126 —aal 126
F—F W; W

Under this basis change, we can compute all basis vectors except fg, which is not a problem
because the coordinate of f in the keys are 0 (and thus their representations do not alter under
this basis change).

For j € R, the simulator can sample «;, §; & Zq, compute (in the exponent) b; = «a; - b+ f;
and ¢; = «a; - ¢+ Bj - a, then virtually set

cj=(bj-(1,=j), ¥, 7, 0, ¢;- (1+), 0, O)w
=(bj-(1,=j), ¥, 7,0, ¢;-(1+j)—a-bj—a-bj-4, 0, 0)p
=(bj-(1,=4), ¥, 7, 0, (¢j —a-bj)- (1+7), 0, O)F
=(b;-(1,—j), ¥, 1, 0, (oj-c—aj-ab)-(14+7), 0, 0)p
=(bj-(1,—j), ¥, 7, 0, 7- 25, 0, O)F
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where z; = a;(1 + j)(/7. If ( = 0 then c; is computed as in Gy, else we are in the current
game. We remark that we use the random self-reducibility of DDH in this transition to avoid a
linear blow-up. Consequently, the difference in advantages of an adversary against Gg and Gy is
bounded by

|Adv(Gs) — Adv(Gy)| < Adv@PH (1Y) .

Game G3: In this game, if the ¢-th key query (A,y,) satisfies that (y, x3) # (ye, x}) we switch
this -th functional secret key to semi-functional. In the spirit of the dual system method, they
will not be useful in the decrypting the (already) semi-functional challenge ciphertexts. On
the contrary, if (ys, x4) = (y¢, x7) we respond the ¢-th key query with a normal functional key.
Indeed, the above condition helps us preserve the functionality of such keys, because the set of all
queried access structure A whose y, satisfies (ys, x(;) = (y¢, x}) will contain all identities whose
policy is satisfied by the attributes of the challenge ciphertext. When given the ¢-th key query
(A,ye) the simulator samples 77 & Z,, and the functional key will change in the following
components:

ky; = (mej-(5,1), agj- 2 0, 0,0, 0, 0)p« for j € List-Att(A)

kZipfe = (<57YZ>7 <u7y€>7 af,oza 7"2’0 . <AX7 YE> )H*

and 7 & Zg. If (Ax,yy) = 0, then this does not change the functional key. We also clean the 7
and 7z; masks in c; at the end of this game:

cj=(0;-(1,-37), ¢, 0, 0,0, 0, O) for j eR .

If (x§ —x7,y¢) # 0, then the 3-rd component of kzipfe is a random value, otherwise it stays 0 as

in Gs. The transition from Gs to Gg is discussed in Lemma 5 and the difference in advantages is
|Adv(Gs) — Adv(Gg)| < (2K - (P(6P +3) +2) +2) - Advgi ot (1%) .
Game G4: The key and ciphertext components are changed to
Cipfe ‘= (w7 wlv d}a T)H
t; = [[w-si—k W -y +XZ[1’]H1 for i € [n]
mZz’ = [yeld]],

kZipfe = (<S,YZ>, <11,YZ>, al,o% TZO : <AX7 YZ>)H* )

where W' <> Z, is chosen uniformly at random.
Given a DDH instance ([u];, [w]; , [w'];) where either w’ — pw = 0 or W’ — pw is a uniformly
random value in Zg, the simulator can simulate the ciphertext components t; and cjpfe as follows:

ti = [w-si +w - ug + %3], for i€ [n]
Cipfe = (wv wl7 wv T)H
which is possible using g‘l"l together with the master secret vectors s,u as well as the basis

changing matrices (H, H*). If w’ — uw = 0 we are in Gg, otherwise we are in the current game.
Hence, the difference in advantages is |Adv(G4) — Adv(Gs)| < AdvngH(l)‘).
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Game Gs: In this game we rewrite the master secret vectors s, u:

s'i=s+ As
u :=u+ Au
where (As, Au) satisfies:
As+ pAu =0 (4)
w-As+w - Au=x, —x¢ . (5)

*

The key and ciphertext components t; and klmce

will be changed to:

t— [ws)+ o'+ x5fil]
kZipfe = (< s’ aYE>a <u, vy€>v ae,0%, 1“2’70<AX, yf) )H*

We have to make sure that the variable change does not affect the public key output to the
adversary, i.e. it should hold that s + - u = s’ + pu’ and hence (As[i], Au[i]) must satisty
the equation (4). Moreover, since we are rewriting variables and replacing x;[i] by xj[i] in
the ciphertext, s'[7] and u'[i{] must also satisfy ws'[i] + w'u'[i] + x§[i] = ws[i] + w'uli] + x;[d],
or equivalently the equation (5). Because w,w’, i are uniformly random and independent, the
system has a solution (As[i], Auli]) and the simulation will succeed when w’ — pw # 0, which
happens with overwhelming probability.

The ciphertext components t; become:

ti = [ws; + w'ui + xp[i]]
and the key component kg e becomes

kpipre = ((s" — As,ye), (' — Au,yy), aroz, 790(A%,y0))u- -

Thanks to the systems equations (4) and (5), it holds that if (Ax,y;) = 0 then (As,y,) =
(Au,y;) = 0. Therefore, in that case the key component kg jpfe has the desired form of Gs

ké,ipfe = (<S/7YK>7 <u/7YZ>> ag 0%, 7“2/,0<AX7YK>)H* )

and 7 =1y .

It remains to consider the case when (Ax,yy) # 0. It is then obligatory we remove the additive
terms (As,y¢) and (Au,yy) from the first 2 coordinates of kyjsfe. The main reason is that
the adversary might test this ¢-th key for decrypting a normal ciphertext, whose attributes
satisfy the key’s policy. We note that concerning the challenge ciphertext, (Ax,y,) # 0 already
implies that the key’s policy is not satisfied by the challenge attributes R and thus it is not
decryptable using this ¢-th key. We describe a sequence of hybrids to go from G4 to Gy in the
case (Ax,y;) # 0 in Figure 12.

Game Gy ;: First, we change w’ back to pw in both t; and Cipfe:

£ = [[wsg+ pwd, +x;;[i]ﬂ1 for i € [n]

Cipfe = (wa Hw-, ¢7 T)H .
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This change is negligible under the adversary’s view under the DDH assumption in G1, in
the same manner as we have done to go from Gs to Gy.

At the same time, we move u(Au,yy) from the second component to the first component of
Kipre. That is, the key and ciphertext components will become:

Cipfe = (wa nw, ¢a T)H

kZ,ipfe = ( (S,,YZ> ) <uI;YE> , Ag0%, TZO (AXQ’H)H* .

We stress that the swap is done using a different DSDH instance as below, independent of the
DDH we use to switch w’ to pw above. It is important to note that we are currently in the
case (Ax,yy) # 0, which implies the policy in the ¢-th key is not satisfied by the ciphertext’s
attributes and the decryption of the challenge ciphertext does not play an important role. In
contrast, the functional key should still be able to decrypt normal ciphertexts, which can be
computed by the adversary using pk. This is why we are considering the swap in order to
“correct” the key and get rid of the noises introduced by As and Au.

Given a DSDH instance ([a], , [0],, [c],) where ¢ — ab = p for either p = (Au,y,) or p =0,
the simulator perform the following basis change using:

10 ap AT 1 00
H=|01-a H = (") =| 0 10

00 1,5, —apall,,,
H=H-T: H* = H' - T .

This basis change affects h; and hs, but it is perfectly indistinguishable because the adversary
knows only h; + pha, where p is a uniformly random value and hyp, hy are two random basis
vectors. Note that this basis change does not affect the public information hy + phs known
by the adversary. The vector h} will be changed as well but it is already hidden from the
adversary. We cannot compute h; and hy because we do not have [a],; but the ciphertext
component can be written directly in T:

Cipfe = (w7 e, % T)T
= (w7 el ¢7 T — apT + a:uT)H
= (w7 Hw, ¢7 T)H .

The key component can be virtually set:

kpipre = ((8' — As,y¢), (0 — Aw,y0), agoz, 170(A%,y0))n-
+ (—cp, ¢, 0, b)p~
= ((s' = As,yp), (0 — Au,yy), aroz, 790(A%,y0))m
+ (=up, p, 0, b)1-
= ((s' — As,y¢) — pp, (0 — Au,ys) +p,
ar0?, (oo +b/(A%, ye)) (A%, y0))u-

where (Ax,y,) # 0 in the current case and 1y, is updated to 17, = 1y + b/(Ax, y¢). If
p = (Au,yy) then we are swapping, otherwise we are not. After the swap, the key and
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ciphertext components are as follows:

Cipfe - (w7 HW, ¢7 T)H
kyipfe = ((8" — (As + pdu),yo), (W', y0), aroz, 170(A%,y0))m-

(%
= (<S/7y5>7 <U-I7YZ>7 apo0z, TZQ<AX,}’£>)H* 5

~

where (x) comes from the fact that As[i] + pAufi] = 0 for all ¢ € [n].
Totally, the difference of advantages is

|Adv(Gy.1) — Adv(Gy)| < AdvgP™ (1Y) +2 - AdvgD™(1%) .
Game G, 5: We use DDH to switch pw to a uniformly random value ', as from G3 to Gy:
t; = [[ws’i + wul + xé[i]ﬂl for i € [n]

Cipfe = (wv w/a 1/)7 T)H
kﬂ,ipfe = (<S,7YZ>’ <u/7YK>7 ag oz, TZ,O<AX7YZ>)H* .

The difference in advantages is [Adv(Gy2) — Adv(Ga1)| < Adv&DH(l’\).
In the end, we have G492 being identical to Gs.

In Gg, the challenge bit b is not involved in the computation anymore. Hence, the advantage becomes
Adv(Gs) = 0 and we obtain:

AdvEL"G P (1%) = Adv(Go)
= |Adv(Gg) — Adv(Gs)|

5
<> " |AdV(G;) — Adv(G;_1)|
=1

< 2-AdvgPH (1) + (K- (2P - (6P +3) +2) +2) - Advg 2 (1Y)
+ AdvgPH (1Y) + 2 - AdvgPH (1) + 2 - AdvgDH (1)
< (2KP - (6P +3) + 2K +9) - AdvgX (1) .

and the proof is concluded. O

Lemma 5. Assuming the SXDH assumption for Gi1 and Gy, the difference between advantages
|Adv(Gs) — Adv(Gs)| in Theorem 1 is negligible.

Proof. If (Ax,yy) = 0, then the ¢-th functional key is identical in both games. Otherwise, it is a
direct application of the masking lemma in Section 3, because the security model ensures that if
(Ax,yy) # 0, the policy in the ¢-th functional key is not satisfied by the attributes in the challenge
ciphertext. We note that games Go, Gy of Theorem 1 already introduces the masks in (c;);, Cipfe, We
only need to apply the Lemma 2 to perform the masking of (kg ;);, ke, ipfe, for each ¢-th functional
key. The effected coordinates are (3,4) of (H, H*) and all coordinates of (F,F*). In the matrices,
only the relating indices in (H, H') are used, the others are kept as in the identity matrix Iy € Z;lx‘l.
The two constants to be used in the lemma are 1 and (Ax,yy). One important remark here is the
obligation to apply the lemma key by key, not simultaneously. The reason is that for two different
functional keys queried by the adversary, the two policies in question might depend on the same
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attribute in the challenge ciphertext, and thus the KP-ABE part of the keys might reveal information
mutually. In the end, after all the functional keys are masked, there can be at most K keys being
changed, we clean the masks in (c;);, Cipfe. The difference in advantages is

|Adv(G3) — Adv(Gy)| < (K - (2P(6P +3) +2) +2) - Adva%'j(ﬂ)

and the proof is completed. O

B.3 Proof of Theorem 2

Proof (Of Theorem 2). We give the sequence of games in Figure 13. The changes that make the
transitions between games are highlighted in [gray . The advantage of an adversary A in a game G;
is denoted by
Adv(G;) = | Pr[G; = 1] — 1/2|
where the probability is taken over the random choices of A and coins of G;.
Game Gq: This is the adaptive security game as given in Figure 1. We have Adv?d]_-cfifl = Adv(Gp).
Game G;: In this game we introduce the masks in the key components ky jpfe:

(O'] ( ) ¢7 7"'707 07 07 07 O)F
(71—57] (7 )7 g - 2, 0'”707 07 07 07 O)F*
C|pfe = (w, pw, ¥, TAX[1],..., TAX[n])u
ké ,ipfe — (<S yf> <u yf> ago - 2, Té,()ye[l] PII) 7'270}"@[”] )H

The transition from Gg to G is discussed separately in Lemma 6. The difference in advantages is
|Adv(G1) — Adv(Go)| < 2nK - (P(6P + 3) +2) - Advgi 2 (1%) .

Game Gs: In this game we replace the exponent pw in the challenge ciphertext by a uniformly
random «’

b — [[w-si—i— o .ui+x;;[¢]}]1
Cipfe = (w7 w/7 wv TAX“‘]? Ty TAX[”])H

We note that if the attributes in the ciphertext satisfy some ¢-th key’s policy, it is still decryptable
using this key. The change is indistinguishable under the adversary’s view by a reduction to
DDH in Gq:

|Adv(Gs) — Adv(Gy)| < AdvgP™(1Y) .

Game G3: We are now ready to replace x;[i] in the challenge ciphertext by x{[i] making it not
depend on b any more. The idea is similar to that of the proof for selective security. For all
functional key queries, the simulator responds using the msk vectors (s, u), i.e. the component
kZ,ipfe is:

kZipfe = (<Sa YK>7 <u7 y€>7 ag,0 * 2, 7‘270}%[1}, ) TZOYZ[TL])H

Last but not least, we can require the adversary to query all functional keys conforming to the
coondition that yy[1] # 0. This does not reduce the power of the adversary because the entries
of y, that are 0 will not play any role in the final inner-product value.
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Game Gy : any <& Zg, (arj)jetieanca) < Aago(A), pk = (b1 + pha, hs, (£)ic, ([si +p-ui,)i), F €
GHIX(HD g ¢ DX (D)
Cj ( O'j'(l,—j) ¢ 0 0[]0|0]O0O O)F
kzj ( mej-(5,1) |ae; 2|0 0[{0[0|0|0 )r=
ti o (si + pw) + x5 4],
mj; [yeldl,
Cipfe  ( w fw v 0] -+ |0 )u
Kiipre ( (s,ye) | (w,ye) [ acoz [O] -+ |0 )m-

Game G : 7"2’0 & Zq, Ax = x; — X7}, pk == (h1 + pho, hs, (£)icr), ([si+p- ui}]l)i)

;g (oj-(L=5)| v |0 ololo]o]0 )
kzj ( Te,5 (]7 1) ag,j 2 0 0|[0]0]|0O|O )F*
Cipfe  ( w Hw ) TAx[1] | - | 7Ax[n] )m
Kjipre ( (s,y0) | (w,ye) | aco- 2z | Fooyell] rooyeln] Ju-

Game Gs : ' <& ZLq, pk = (h1 + phe, hs, (fi)icz, ([si+p- Ui]]1)i)
t; [[w-si+ w’ ulerZ[z]]]
mZJ,i [[yl[i”b

¥

ago %

1

Cipfe ( w w'

rAx[n] Du
kz,ipfe ( <Svy4> <u’y[>

reoye[n] -

rAx[] | -
ro0ye[l]

Game Gs : W', 17 & 724, 8" = s+As,u’ = u+Au, where As, Au € Zy st. w-As+w'-Au = xp,—x0 and As+p-Au =
0,pk = (h1 + pha, hs, (£, ([si+ w1 ui,)i)

te wsi +w'ui +xc[il],
mZz [[YZ M]]z
Cipfe ( w w/ d) TAX[l] TAX[”} )H

rgoyeln] )u-

reoye(l] | -

ago -z

kz,ipfe ( <Sl 7y[> <ll/ 7y3>

Fig. 13: Games for Theorem 2. The index 4 runs in {1,...,n}. The index j runs in List-Att(A) for key
components and in R for ciphertext components. The index ¢ runs in {1,..., K} for the functional
key queries. The transition from Gg to Gy can be found in Lemma 6 in Appendix B.3, which will
make use of the auxiliary vectors in (F,F*) and (H, H*).

When the adversary declares the challenge messages (x§,x7]), the simulator updates the master
secret vectors s, u to:

s’ =s+ As
u =u+ Au
where (As, Au) satisfies:
As+ pAu =0 (6)

w-As+w' - Au=x,—Xq .

It is straightforward to see that this change does not affect the public information pk that the
adversary possesses, because s + pu = s’ + pu’. The challenge ciphertext is now encrypting X
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under (s/,u’), i.e.
t; = [[wsé + w'ué + xfj[z]]] 1= [[wsi + w'u; + X?;[Z]]] 1
Under this modification, the functional key component kj ipfe Decomes:

kz,ipfe = (<Slv y5> - <AS7 ye) <u/’ y£> — (Au,yy), ago - 2, 7"2,03’2[1]a s 7T2,0yf[n])H* :
We have to consider two cases:

— In the case (Ax,y;) = 0, there is no further changes to do because s’ = s and u’ = u. The
(-th functional key still decrypts the challenge ciphertext to (xj,y¢) = (x§,y¢) if the policy
is satisfied by the ciphertext’s attributes.

— In the case (Ax,y;) # 0, we need to remove the noises (As,y,) and (Au,yy) so that the
functional keys have the correct form w.r.t the new master secret vectors (s’,u’) and work as
expected for normal ciphertexts that can be generated by the adversary using pk, including
the group elements [s; 4+ pul],. We note that the decryption of the challenge ciphertext is
not taken into account anymore because the security model prohibits the access structure
from being satisfied by the challenge attributes in the current case.

We use the same approach as in the proof of Theorem 1, where first we switch w’ back to uw.
This change is indistinguishable under DDH:

t; = [[w-si—i— pw -ui—i-x;[i]ﬂl
Cipfe = (wv pw , 1, TAXU]? ) TAX[”])H

Then, given a DSDH instance ([a],, [0],, [c],) where ¢ —ab = p for either p = (Au,y;) or p =0,
we perform a basis change on (H, H*) using:

10 ap AT 1 00
H=101-a H’::<H‘) = 0 10

00 15,4 —apal],,,
H=H-T: H* = H - T* .

This changes hy, hy and we do not have [a]; to compute the full basis H but all the adversary
sees from pk is h; + phy, which stays invariant. The vector hj is also affected but it is already
hidden from the adversary. The ciphertext component can be written directly in T:

Cipfe - (W,ILLOJ, w7 TAX[”? R TAX[”])T
= (w, pw, ¥, TAX[1] — apw + apw, TAX[2], -+, TAX[n|)u
= (CU,,LLO.), 1/)7 TAX[”? TAX[Q]? T TAX[”])H
and indeed cipfe can still be simulated correctly. The key component kZipfe can be written:
K7 ipfe = ((8',30) — (As,y0), (W, y0) — (Aw,y0), aso- 2, rooyell],- .., rp0yeln])m-
ye[2] yeln]
+ —puc, ¢, 0, b, b-——...,b-
( ye[1] ye[1] /7
= ((s',ye) — (4s,y0), (W, ye) — (Au,y0), aro-z, o0yell],. .., To0yeln])m-
ye[2] ye[n]
+ —Kp, p, 07 bvb'i"w :
< ye(l] ye[1l ) g

= ((s',ye) — (As,yo) — pp, (0, ye) — (Au,ye) + p, ago- 2,

<r}70 4 yeb[1]> velll,..., <r270 + yeb[1]> velne -
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The randomness 77, is updated to 7}, + b/y¢[1]. If p = (Au,y;) we are cleaning the noises
using the relation (6)7 otherwise we are not. Finally, we switch back w’ to pw in the challenge
ciphertext to arrive at Gz. The difference in advantages is |Adv(G3) —Adv(Gg)| < 2~Adv(ngH(1’\) +
2 - AdvgPH (17).

The challenge ciphertext in G3 does not depend on b anymore and as a result Adv(Gs) = 0. We have
Adv2SPR (1%) = Adv(Go)
= |Adv(Gp) — Adv(G3)|

3
<) |AdV(Gy) — Adv(G; 1)
=1

<2nK - (P(6P +3) +2) - Advgi 2 (1)
+ Adv@PH (1Y) + 2 - AdvRPH (17) + 2 - AdvgPH (1)
< (2nK - (P- (6P +3) +2) +5) - AdvgX 2} (1%) .
The proof is concluded. a

Lemma 6. Assuming the SXDH assumption for Gi1 and Go, the difference between advantages
|Adv(G1) — Adv(Go)| in Theorem 2 is negligible.

Proof. We recall the form of ciphertext and functional key components:

C]:(O-](]-v_j)7 ¢7 07”'7 07 07 07 07 O)F

kz,j = (Wf,j : (]71)7 aygj - 2, 07 ) 07 07 07 07 O)F*

Cipfe = (w7 pw, ¢7 07 R O)H
kz,ipfe = (<57YZ>7 <117YE>7 apo - %, 07 e 70)H*

We use a sequence of games indexed by ¢ € {0,..., K} corresponding to the ordered list of
K functional key queries. In Ggy, the first £ key queries are responded with the semi-functional
form of Gy and it holds that Gog = Gy while Gy x = G;. Consequently, for ¢ € [K] and without
any confusion, the game Gg¢_1 is understood as the predecessor of Ggy in the sequence of hybrids
(Go.0,Go1,---,Go.ic). The sequence of games from Ggs—1 to Go is depicted in Figure 14. The details
are given below:

Game Gg y_1o: This is the game Ggp_1.

Game Gy ¢_11: We first apply Lemma 1 for i € [n], where at each step, we introduce 7z; Ax[i]
in the coordinate (i + 3) of cipfe as well as agy¢[i] and ay,[i]/z; in the coordinate (i + 3) of
kyipfe and kg ;, respectively. The values z; & Zgq are sampled uniformly at random and indexed
by attributes j. The application of the lemma makes use of the (n +4,n+ 5,n+ 6,n + 7)-th
hidden vectors in the bases (F, F*). More precisely, we use a sequence of hybrids Gg ¢_1.9; where
i runs over {0,...,n}. In the end Ggy_1.0.0 = Go.r—1.0 and Gpr—1.0.n = Go.r—1.1- The ciphertext
and functional key components in Gg¢_1.04, where i € [n], are:

n—i coord.’s

—
ci=(oj-(1,-74), ¥, 72;Ax[1],..., 72;Ax[i], 0,...,0 ,0, 0, 0, O)p
ij = (mgj- (4, 1), ag; - 2, a;»yg[l]/zj,..., a;yg[i}/zj, 0,...,0, 0, 0, 0, 0)p=
n—i coord.’s
Cipfe = (w, pw, ¥, TAX[1],..., TAx[], 0,...,0 )u

kZipfe = (<S7y5>7 <u7y5>7 apo - <, a/OYK[l]a ceey a/OYK[Z.]a Oa s 70)H* .



93

Game Go.r—1.0 @ aro & Zqy (00,5)5€ Tnotey < Nag.o(Tpolicy), Pk = (h1 + pha, hs, (fi)icr), ([[Si+u~Uiﬂ1)i) ,F €
G(n+7)><(n+7) He G(7L+3)><(n+3)
1 ) 1

c; (oi-(L,=j)| ¥ |0 0/0/0]0]0)r
K, ( 7y (1) |ae;-2 |0 0l0/0]0|0 )p-
ti  w- (si+ pui) +x3 [,
m;z [[yém]]Q
cipre  ( w Jw P 0 0 )u
Kiipre ( (s;¥¢) | (W, ye) | aroz |0 0 )u-
The hybrids \réoi‘[i_iliojiﬁ\ indexed by ¢ € [n] to go from Go.¢—1.0 to Go.r—1.1
e - — = -
c; ( P TAx[1]z; TAx[i]z; [0] ---|0]|0]|0|0|0 )F
kz,j ( agj -z aéyjyg[l]/zj azyjyg[i]/zj 0 ---10[0[0[0]|0 )p=x
Cipfe ( w Hw w TAX[I] TAX[Z} 0 0 )H
k;@(’ipfe ( <Svyé> <u7yé> ag,0 - % (lz’oyg[l} ai{’oyf[ﬂ Of---10 )H*
Game Go.£—141 :
c;, ( o;-(1,—j) U TAX[1]z; T7AX[n]z; [0[0|0]|0 )r
ki; ( meg-(G,1) | aey- 2 | ae;yell]/z ag;yeln]/z; [0 0| 0|0 )p
Cipre  ( w Hw P TAX[1] TAX[n] )u
kz,ipfe ( <Sayz> (u,yg> Qa0 -2 all,()yf[l] az,oyl[n] )H*
Game Go 1.2 : & Zq
c;, ( o;-(1,—j) P TAx[1]z; TAX[n]z; |0 ‘ 0 ‘ 0 ‘ 0 )r
Ky (0 mey- (G, 1) | a2z | ap yell]/z ag;ye[n]/z; [0]0]0]0 )p
Cipfe  ( w Hw P TAX[1] TAX[n] Ju
ki ore ( (s,50) | (W,ye) | aeo -z | (@ +Te0)¥ell] | - | (abo + re0)¥eln] )u-

The hybrids ré(;;:l;?\ indexed by ¢ € [n] to go from Go.r—1.2 to Go.e—1.3
L - - — — — .}
c; P 0|..|0| 7Ax[i+ 1]z TAx[nlz; [ 0|0|0]0 p
kj i ( ag;z |0 ] ... |10 az)jyg[i—i- 1]/z; zzzjyg[n]/zj 0/0[0|0 )~
Cipfe  ( P TAx[1] | ... | TAx][4] TAX[t + 1] TAx[n] H
K} e ( ar0z |rpoye[l]| - rz’oyg[i] (afo +rpo)yeli +1]| . [(af o + 1y 0)yeln] )
Game Go,g71‘3 : 7’270 <i Zq
Cj ( O'j-(l,—j) ’$ 0 0 0(0]|0|O0 )F
ki, ( mej-(5,1) |ae;-2z|0 -0 ]0|0]0]|0 g
Cipte (W piw Y| TAx[1] TAX[n] )u
Kiiore (- (8,50) | (w,ye) | aco -2 | reoyell] rooyeln] )u-

Fig. 14: Games for Lemma 6. The index ¢ runs in {1,...,n}. The index j runs in List-Att(A) for key
components and in R for ciphertext components. The index ¢ runs in {1,..., K} for the functional

key queries.
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For each i € [n], in order to go from Gg¢—_1.0.-1 t0 Gor—1.0.4, Lemma 1 is applied on coordinates
(L,2,n+4,n+5,i+3,n+6,n+7) of (F,F*) together with coordinates (3,7 + 3) of (H,H*).
We remark that throughout the hybrids, the functional key is still capable of decrypting the
challenge ciphertext if the key’s policy is satisfied, thanks to the fact that the masks (a;») jisa
random labeling of (. For each i € [n], we have

|AdV(Go.r—1.0.:) — Adv(Gor—1.0.4—1)| < (P (6P + 3) +2) - AdvgZ 2 (1%)
and hence
[AdV(Go.e—1.1) — Adv(Go.—1.0)| < n - (P (6P + 3) +2) - Adv 2l (1Y) .

Game Ggy_19: After masking all the key components and ciphertext components with another
random labeling, the vectors become:

ci=(o;-(1,—7), ¥, 72;Ax[1],..., 72;4%[n], 0, 0, 0, O)F
ij = (me; - (4, 1), avj- 2, a;-yg[l]/zj,..., a;yg[n]/zj, 0, 0, 0, 0)p~
Cipfe = (W, pw, ¥, TAX[1],..., TAX[n|)u
ki iofe = ((8:¥0)s (W,¥0), aro -2, agyel],. .., agye[n])a-

. . . . $
In this game we randomise aj, in kj ipfe by a uniform mask ¢ < Zg:

kz,ipfe = ((s;y0), (u,y0), ago - z, (a6 + TZ,O) cyell], ., (a’6 + TZ,O) “ye[n))m-

This change is done for every functional key responded to the adversary. We consider two cases:

— If (Ax,y¢) # 0, the security model implies that A(R) = 0 where A is the access structure

embedded in the key and R contains the attributes in the challenge ciphertext. Hence, for all

i € [n], there is no way to find a reconstruction vector (c;); for an authorized set A C R, i.e.
there are not enough ay ; - ye[i]/2; from the {-th functional key to recover

cidly . - yoli
3 it yelil T2 Ax[i] = Tay gyli] Ax[i] .
jeA &

Furthermore, because (%)j is a random labeling of a2,0 using the LSSS of A and 7, z; & Ly,
it holds that in this case, masking ay, by r{, is perfectly indistinguishable under the adversary’s
view, even an unbounded one.

— If (Ax,y,) =0, changing a} , to af, + 1, does not affect the view of the adversary. The case
of functional keys that are not satisfied by the challenge attributes is argued as above. We
now concentrate on the keys that can decrypt correctly the challenge ciphertext. Firstly, the
vectors of the dual bases are all hidden from the adversary. Even when multiplying the key
with the ciphertext vectors, the best an (even unbounded) adversary can learn is:

log,, (K7 ofe X Cipfe)

= w(s,ye) + pw(u, yo) + Yagoz + 30, T(ay o + 1) 0)yelil Ax]i]
= w(s,ye) + pw(u, yo) + Yagoz + (ay g +1y0) (A%, yo)

= w(s,yr) + pwlu,ye) + Pagoz

logg, (3jeales ki) x ;)
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cjay ;-yeld] ,
= Sjeateiangz + Yy (e L r2 Axli))
=agoz + aon(Ax, ye)
= Yagpz
where A C R is an authorized set and (c;); is its reconstruction vector obtained from LSSS.
The result does not depend on aj , anymore.
In total, changing (aj ,ye[i])ic[n) to ((ale,o +77.0)¥¢[i])icn), for all i at once, is perfectly indistin-
guishable under the adversary’s view, even an unbounded one. Thus, we have Adv(Gg—12) =
Adv(Go.r—1.1)-
Game Gq¢_1.3: In this game we clean the masks in the vectors ¢; and ky ;. This process of cleaning
is done via basis changes on (F,F*) similar to what is done from Ggyy_1.0 to Gg¢—1.1 but in
reverse order:

=(o;-(1,—4), ¥, 10,..., 0, 0, 0, 0, 0O)p

= (m¢;- (4, 1), ag;-2, 0,...,0,0,0, 0, 0)p-
Cipfe = (w, pw, ¥, TAX[1],..., TAX[n])u
ki iofe = ((8,¥0), (W, y0), aeo -2, Fpg - yelll,- .., Ppg - yeln)m

Similar to what we do to go from Gg,_1¢9 to Ggr_1.1, we proceed by a sequence of hybrids,
indexed by i € {0,1,...,n}. We recall the reason for this sequence of n hybrids is the fact that
there are only 4 hidden vectors in the basis that we can use, so we cannot apply Lemma 1 for 2
indices ¢ € [n] at the same time over the same bases (H, H*), (F,F*).

Game Ggy_1.9;: the ciphertext and key components has the form:

i coordinates

Cj = (U](17_])7 ¢7 07"‘7 07
T2 Ax[i +1],..., 72;Ax[n], 0, 0, 0, O)F
i coordinates

kz,j = (ﬂ-g,j' (.771)7 a[,j‘za 07"'7 07
a;yg[i +1]/z5,..., a;-yg[n]/zj, 0, 0, 0, 0)p~

Cipfe = (w, pw, ¥, TAX[1],..., TAX[i], TAX[i +1],..., TAX[n])u

icoorﬂinates
kz,ipfe = (<S) YE>, <ll, YE>, ago - <, 7’270 : YZ[1]7 R ’I"270 : YE[Z],

(ag +15.0)yeli +1],..., (apo +700)ye[n])n

We note that the decryption using the ¢-th functional key still works if the attributes of the
challenge ciphertext satisfy the key’s policy because: let A C R be an authorized set and
(¢j); be its reconstruction vector from LSSS

10g, (K7 ipfe X Cipfe)

= w(s,yo) + pw(u,yo) + agez + Sk, Ty oyelk] Ax([k]

+ D hmin1 Ty + 10 0)ye[k] Ax[K]
= w(s,yo) + pw(u,ye) +bagoz + 7)o (A%, ye) + D ki1 Tay gye[k] Ax[k]
= w(s,ye) + pw(u, ye) + dagoz + 3k Tagoyelk] Ax[k]

log,, (ZjeA(Cj -kj ;) % Cj)
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n cjay ;yelk]
= ZjeA Yejaez + Y g (ZjeA % : TZJAXW)

= 1/16%02 + ZZ:H—I Taz,[)YE [k] Ax[k]
and the security model requires that (Ax,y,) = 0 in this case.
For each i € [n], in order to go from the hybrid Gg¢—1.2,-1 to Gos—1.24, we apply Lemma 1
for the coordinates (1,2,3,n+4,n+5,i+3,n+ 6,n+ 7) of (F,F*) together with coordinates
(3,44 3) of (H,H*). Finally, the difference in advantages is

|AdV(Go.r—1.3) — Adv(Go—1.2)| < m - (P (6P +3) +2) - Advgi o (17) .

We perform the above sequence of games for each ¢-th functional key and in the end we arrive at
Go.x = Gi. The difference in advantages is

|Adv(Gy) — Adv(Go)| < 2nK - (P(6P + 3) +2) - Advgia (1%)

and the proof is completed. O

B.4 Proof of Theorem 3

Proof (Of Theorem 3). The sequence of games can be found in Figure 6 and 7. The full-domain
hash function H : Tag x 2Att — G? is modeled as a random oracle and we denote by @ the number
of random oracle queries by the adversary. The changes that make the transitions between games
are highlighted in [gray . The advantage of an adversary A in a game G; is denoted by

Adv(G;) := | Pr[G; = 1] — 1/2]

where the probability is taken over the random choices of A and coins of G;.

The details of the games are given below. We start from the adaptive security game. In the
subsequent games, we give details of the basis change and explain how they can be done in parallel,
in the spirit of our duplicate-and-compress technique.

Game Gq: This is the adaptive security game. The simulator generates all dual basis pairs

H; = (hi,lvhi,%hi,?)ahi/l) H:( :( ;(,la ZQa :,37 ;4)
F = (f17f27f3)f47f57f67f77f8) F* = (fikaf57f§7f17f§7fg7f;7f§)

and sets
msk = (Sa u, fika fik, f?;k’ (h;‘k,la hz27 h::?,)ze[n])

eki = (55, wi, pi- HY, pi- HY, Wi, f1, £, £3) for i € [n]

7

where Hi(k) denotes the k-th row of H;.

Extract(A,y"“) : For the /-th functional key query w.r.t an access structure A and a vector
y¥ € Zy that specifies the inner product function Fw), for each i € [n] the simulator samples

(ﬁ)
a; ,0

(a i’;)jeL,st_Att( )%Aago y (A). It then returns

& Zq, constructs the associated LSSS and runs the labeling algorithm to obtain the labels

k= (77 (4,1), a2, 0, 0, 0, 0, O)p-~ for j € List-Att(A)

m = [[y“) 1], for i€ [n]
K hore = (8, 5), (u,y9), affy- 2, O

©)
where T, ¥ & L.
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LoR(i,tag,R) : As described in Figure 4, the (tag, R) of the first LoR query will determine the
only challenge tag from then on. Upon receiving a set R C Att C Z, of attributes, the simulator

samples ; <~ Zq, flips a coin b £ {0,1}, compute H(tag, R) — ([wiag,r]; > [{w{a&Rﬂ 1) € G? and

t; = [[wtang © 8+ wil:ag,Rui + X?; [Z]]] 1

Cijipfe = (Wtag,R» Wragr> Yir O)H,

where for each j € R
Cij = (O-@j : (1’_])7 Q;Z)’ia Oa Oa 07 07 O)F

and 0, j < Z, for j € R" and H(tag,R)— ([w],, [«'];) is modeled as a random oracle (RO).

Enc(i, z;,tag’,R’) : As dictated by the security model in Figure 4, the adversary can only query
for encryptions of messages under tag’ different from the challenge tag. The ciphertext is
returned:

Cij = (Ui,j . (1,—j), 'lﬂ;, 0, 0, 0, 0, 0)}:‘ fOI'j € R’
ti = [[Xtag',R’Si + X;ag’,R’ui + l’iﬂl

L / /
Cj ipfe ‘= (Xtag’,R’a Xtag/,R’» ¢iv O)Hi

where o; j, ) < Z, for j € R and H(tag/,R') — ([[Xtag’,R’]]17 H:Xiag/,R’:H 1) is modeled as a
random oracle (RO).
Corrupt(i) : Return ek; = (s, u;i, p; - Hgl), i - H»(Q), h; 3, fi, fo, f3).

(2
Eventually the adversary outputs a bit b/. The simlzllator then runs and outputs Finalise(b').
We have Advi5"¢ P*(1}) = Adv(G).
Game G;: We first introduce the masks in the challenge ciphertext components. The basis changes
are done in a manner similar to the proof of Lemma 1. The ciphertext components are computed

as below:

LoR(i € CUH,tag,R) : c;j = (04 - (1,—7), s, TAX]i], 0, 7Ax[i]2;,0,0)F
LoR(i € CU™H,tag,R) : ¢jipfe = (Wtag,RPi> w{angi, Vi, TAX[])H, -

The basis changes of (H;, H}) can be done in parallel, while the change for (F,F*) does not
depend on i and we will write the vectors (c; j, C;ipfe) With appropriate coordinates for each ¢
under the basis change’s effect. The difference in advantages is bounded by 2 - Adv(DhDH(l’\).
Game Gs: To reach this game we proceed key by key, indexed by ¢ € {0,..., K}, from G; g = G; to
G1.x = Go. The game Gy 4 has the first £ functional keys switched to semi-functional as described
in GQ.
In order to go from Gy 1 to Gy, we employ the following sequence of games, which is depicted
in Figure 15.
Game Gl.gfl.(]: This is Gl.gfl.
Game G;¢_1.1: We apply Lemma 1 for each i € [n] to mask the vectors

{(cij)jer, Ciipte} and {(K{}) jeList-Act(a)s Ky lore)

with another random labeling (a;(e) )j Aa{)@ (A) where agfg & Zq and the ciphertext components

are those returned from LoR. For all i € [n]|, Lemma 1 is applied in parallel using the same
random labeling for random labeling (a;@) i< A 10 (A). The affected coordinates are (3,4) of
0
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Game Gig_11 : '[-l}(ta& R[)] — (Hwtag,R]h ) [[wéag,R]]l) H(taglv R/) ([[Xtag’ R’Hl ’ [[Xtag’ R’]] ) a/(f) ﬁ ZQ7 (a;«))j —
A 0 (A), Ax = x3[i] — %02
%0
LoR(i € H,x5[i],x [] tag,R) c¢i; ( o5 (1,—5) Vs TAx[i] | 0 TAX[i]z; 010 )r
Enc(i € CUHN, xi, tag’ # tag,R) ci; ( of;-(1,—j) ; 0 0 0 00 )r
\m' CCUH, U #¢ ké%) ( n%.: . (g 1) a%)-) 2 0 0 - 9 . 00 Jp=
VieCUH ko (om0 IR, 0 0| ai%y9lil/z; | 0|0 )e-
LoR(i € H, xp[i], x7[i], tag, R)  €ijpre ( weag rps wc’ag,RPi Vi TAX[] ),
El’lC(Z eCuU H ml,tag # tag, R/) Ci,ine ( Xtag/, R’/pi Xtag’ R’ Pi 1//}; , 0 )Hl
Vi€ CUM, U <t G C sy ) | (uy ) | algze | 7§ -y Ol ms
VieCUH Ko ( 559) | (wy®) ol | GRS
VieCUH, ' > ¢ kf;fe ( (s,y“) | (u, (’“7 ) ailo)zg 0 Jr:
Game Gi¢-12: H(tag, R)_> (Hwtag,Rﬂl ) [[wtlag,R]]l)’ H(tag/’ R/)_> ([[Xtag’,R’Hl ) [[Xiag’,R/]] 1)
LoR(: € H,x4[i], x1[i], tag, R) ci,; oig - (1,—7) i TAx[i] | 0| TAX[d]z; 00 )r
Enc(i € CU®H, tag’ # tag,R’) c; ¥ oi;-(1,—79) Pl 0 0 0 0|10 )r
VYieCUH, U #1 ? ;(y (4,1) a(g 20 0 0 e 0 00 )p=
. . 7 .
Vie CUH k! 5 7r”) (,1) | a oz 0 0 aj( 'y @li]/z; | 00 g~
LoR(i € H,xg[i], x1[i], tag,R)  cCijpfe (  Wrag,RPi w;ag,Rp’i s 7 Ax(i] JH;
Enc(i € CUH,z;,tag’ # tag,R’) cijipe ( Xtag/ ,R/Pi Xéag/,R/,pi 11/)2 / 0 Y,
VieCUH, ' </ ke ( (v [ (wy®) [ alQz | 7§yl u:
Viecun K (v [y | oo | RO o
VieCUM, > ke C (85) | (wy®) | algz 0 Ju;
Game Gi.¢-1.3 = Gic: H(tag,R) = ([wrag ]y ; [whagr],)s H(tag',R) = (Ixeg &1, > [Xtag /] ,)
LoR(i € H,x5][d], Xi 1[i], tag, R) cij ( ai,j -(1,—4) wi TAX[i] | 0 | TAx[i]z; | 0|0 )F
Enc(i € CUH, tag’ # tag,R’) c; ; o, (1,—3 ; 0 0 0 010 )r
Vi ( ) (ZJ) (5) ( ) (0) )
i€eCUH k" ( - (4,1) a; - ze 0 0 0 00 )p=
LOR(Z eCuU H, tag, R) Ci,ipfe ( Wtag,RP: w‘éag,Rpi wl TAX[Z] )Hi
Enc(i € CU®H, x;,tag’ # tag,R’) czf,pfe ( Xtag/ R'Pi | Xtag/ R/Pi 1//}1 ) 0 )H;
VieCUH ke O (s,y?) | (wy®) | afhze | v -y ©i] In:

Fig. 15: The sequence of hybrids to go from Gy 41 to Gy, where ¢ € [K]. We have G1 o = G; and
Gi1.x = Gg in the proof of Theorem 3. The sets H and C contain honest and corrupted i € [n],
respectively. The index j runs in List-Att(A) for key components and in R for ciphertext components.

The index ¢ runs in {1,...
random oracle.

, K} for the functional key queries. The function H is modeled as a
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(H;,H) and all coordinates of (F,F*). The constants are z := Ax[i] and y := y“[i]. More
precisely, the challenge ciphertext and the ¢-th functional key components will be:

LoR(i € CUH,tag,R) : ¢;; =

VieCUM: k)=

LoR(i € CU®H,tag,R) : ¢jipfe =

VicCUH: k"

oij - (L, =), ¥i, TAx[i], 0, 7Ax[i]z;, 0, 0)m
iy (4:1), a5y - 2,0,0,a7 7y 1]/, 0,0)p-
wtag,Rpu wtag,RpU w%TAX[ ])Hz

< >7 <u y(£>>7 EZE)Z a0<) y(&”)HZ :

By Lemma 1, the difference in advantages is:

(
(
(
iipfe = (

|Adv(Go.r-1.1) — Adv(Go.r—1.0)| < (P (6P +3) +1) - Advgi 2 (1%) .

If the attributes of the challenge ciphertext satisfy the ¢-th key’s policy, the n ciphertext
components can still be combined and decrypted to obtain (x;,y“) using dk Ay - The reasons
why we can apply the lemma in parallel can be summarized below:
— We note that the basis changes of (F,F*) does not depend on i but only on the attributes
j. The computation over c-vectors in Lemma 1 can be done for the vectors (c;;); and
(k%) ;j at the same time for all i € [n], by setting the appropriate coordinates in (W, W*)

/LL]
and seeing how they are affected under these basis changes to produce the final vectors in

(F,F*).
— When we perform a sequence of hybrids indexed by an attribute m, e.g. to introduce the
factor 1/z;, only the vectors k(z) have non-zero coordinate at f; and c; ,,, have non-zero

coordinate at f5. Hence, the relatmg basis changes will affect only those kZ m> Ciym for all
i € [n] at once.
— Each client i has the vectors c; jpfe and kZ ?pfe lying in separate dual bases (H;, H}) so the
basis changing matrices can be written independently for each client.
We remark that it is this possibility to parallelize the basis changes and the application that
makes our duplicate-and-compress technique work.

Game Gy y_19: We now change all the masks agé) to 'r in the vectors k"

iipfer for all i € [n]:

Vie CUH : kil?pfe_(<s’y<e)>7 <u,y(’5)>, (%Z T/(e) y(‘-’)[z])

We recall that the model of security impedes the use of different sets of attributes among
clients ¢ € [n]. That is, the encryption receives the same set R for all challenge ciphertext
components, for all i € [n]. We have to consider two cases:

— If (Ax,y®) # 0, the security model implies that A(R) = 0 where A is the access structure
embedded in the key and R contains the attributes in the challenge ciphertext. Hence, for
all i € [n], there exists no authorized set A C R for which we can find the reconstruction
vector (c;); from the LSSS. That is, for all 4 € [n], there are not enough al(l) y“[i]/z; from
the components (k; ;); of /-th functional key to combine with (c; ;); and recover

c;d® - y©[i ‘
ST v AXl] = Tyl Axi]
jeA 7
Furthermore, because (a;“)) ;j is a random labeling of ag(z) using the underlying LSSS and

T, 2} & Zg, it holds that in this case, agé) is perfectly indistinguishable from a uniformly
random value under the adversary’s view.



60

— If (Ax,y®) = 0, the sum over i, j during decryption makes sure that the ¢-th key is still
capable of decrypting the challenge ciphertext from LoR if the policy is satisfied. More
specifically, let A C R be an authorized set for which we can find the reconstruction vector
(¢j); from the LSSS. Then, for all i € [n], (¢j); can be used w1th (ki j); of £-th functional
key as well as the ciphertext components (c; ;); to recover ao . The calculatlon leads to:

S (e (6 k) =Z(;cmx<cjwk%;>)

i=1 \jeA jeA
= Z <Z vicjagsz +7ej - a) Ax[ily i ])
JEA
_ Z¢l Z c;al (2)

JEA

=Zw%z
Zn: (CZ ipfe X kz Ipfe) Z <1/Jz i 0% T Ta()(é)yd }AX[ZD

=1 =1
n
_ E ©
- 1/}7' ZOZ
=1

“ anymore. This is also the only relation w.r.t a(]“) that an

and it does not depend on a
(even unbounded) adversary can deduce.
Totally, the change from age) to r((f) is perfectly indistinguishable and Adv(Gy ¢—1.1) = Adv(Gy_1.2).
Game G; y_1.3: In this game, we apply Lemma 1 for each i € [n] to the families

{(cij)j, Ciipfe} and {(ki’f)) kizipfe}

so as to clean the vectors {(c;;);}. All the family of vectors for ¢ € [n] are treated in parallel,
thanks to the same reasons when we go from Gy y_19 to Gy ¢_1.1. We remark that the basis
changes are done for (F,F*) and for each i € [n] the vectors (ci,j)j,kgg- are written with
appropriate coordinates.

There is a difference in comparison to the adaptive single-client proof. Because we are changing
all i € [n] at the same time, if (Ax,y®) = 0 and the policy is satisfied having a reconstruction
vector (¢;);, the summation

)3 Zcm x (¢ - kj)

i=1

always has the term

ch- <Z7’a yeli] Ax|i] ) ZTCJ "OiAx, y?) .
J

Hence, the masks a;@ does not affect the decryption. Otherwise, if (Ax,y®) # 0 then the
policy is not satisfied and lacking ag[) in k; ipfe does not affect the incapability of the key. We
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recall that in the adaptive single-client proof, we can only clean the mask a (l)y“)[ j]/z; one

by one and that prevents us from completing the value (Ax,y®). Followmg Lemma 1, the
difference in advantages is:

|Adv(Go.r—1.3) — Adv(Go.e—1.2)] < (P (6P +3) +1) - Advgr2H (1Y) .

The game Gy ¢_1.3 is identical to Gy .
We perform the transition from G; = Gy to Gy g, whose total difference in advantages is:

|Adv(G1.x) — Adv(Gy)| < K - (2P (6P +3) +2) - Advgr o (1) .

We then use the subspace indistinguishability to clean the coordinate (3,6) of c; ; and finally
arrive at Go. We have

|Adv(Gs) — Adv(G1)| < K(2P - (6P + 3) +2) - Advgr o (1) + 2 - Adv@PH (1) .

Game G3: We simulate any new random oracle query H(tag, R) by a random pair of elements in
G1. The distribution is identical and thus Adv(Gs) = Adv(Ga).

Game Gy: In this game, the simulator first guesses the challenged tag among the @) queries to

the random oracle, which should be fixed for all queries to LoR. If the guess is not correct,
the simulator aborts and outputs 0. Then, for any new random oracle query H(tag’,R’") where
tag’ # tag, we respond by a random vector lying in span((1, pu)) C Zg, for pu < Zg4. On the other
hand, the RO query H(tag,R) is still responded by [[(wtagR’w{ag,R):H ) where (Wrag R, Wog g) 1S 2
pair of independent random elements in Z,. If the challenged tag is not guessed correctly, among
the @ RO queries, the simulation is aborted and outputs 0.
We use the random self-reducibility of DDH, where the running time of the simulator increases
by an additive factor O(Q - tg,) with tg, being the time for one addition in G; and @ being the
number of random oracle queries. We define Event(tag) to denote the event where the challenged
tag is guessed correctly, with probability 1/@). We have

| Pr[Gs = 1 | Event(tag)] — Pr[G4 = 1 | Event(tag)]| < AdvDDH(lA) .

Notice that Pr[G4 = 1 | —Event(tag)] = 0 and the output of Gj is independent of Event(tag).
Therefore, we have

Adv(Gs) = — - Pr[G4 = 1 | Event(tag)]

Q| ~

+ Pr[—Event(tag)] Pr[G4 = 1 | —~Event(tag)] — =
1
> . (Adv(Gg) AdvRPH(1 A))
Q
and thus the difference in advantages is
Adv(G3) < AdvgP" (1Y) + @ - Adv(Gy) .
Game Gs: In this game, we change the way the encryption keys ek; are generated: for r; < Z;‘

ek; = (si, ui, pi - (Hi(l) +MHZ‘(2) —pry), p;- 1, hiz, £, f5, f3) .
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Similar to the selective proof, we use a basis change. From the beginning, the dual bases (H;, H})
are specified by H; < Z;‘X‘l as part of msk and all H; are kept hidden from the adversary:

H,=H;-T, Hj=H T

+
where H] = (Hlfl) .
Then, before answering any query, the simulator perform a basis change on (H;, H}) to obtain:

1400 —p T Y + pH? —
P)
0100 pr; — H; Hr;
K; = CH 4+ |t =
A R
0 aY

With overwhelming probability, K; will be invertible and is indeed a basis changing matrix. For
each corruption query Corrupt(i), the simulator returns:

2

ek; = (54, i, pi'K,-(l)7 szZ( ), h;3, fi, £, f3)

and the ciphertext vectors are still written in (H;, H}):

LOR(Z € H? XS [Z]a XT [7’]7 tag) R) Ci,ipfe - (Wtag,Rpia wilga&Rpia wiu TAX[Z])HZ
Enc(i € CU H, xi, tag' # tag, R/) Ci,ipfe = (Xtag’,R’pi,NXtag’,R’Ph 7/’;7 0)g; -

We briefly recall the argument that was used in the selective scenario and is still applicable here.
This basis change from (H;, H]) to (K;, K]) is indistinguishable for the corrupted i because the
distribution of ek; stays the same and even though ek; behaves inconsistently w.r.t H(tag, R), i.e.

piKz‘(l) [wragly + piKz‘(Q) ) [[Wéag]]l 7 WeagPi - hi;1 + Wéagpi “hip

the security model requires that a corrupted ¢ will not be queried to the challenge oracle LoR.
This means that the inconsistency is unknown to the adversary. Moreover, all ciphertexts from
Enc, which must be under tag’ # tag and are thus consistent with the new ek;, will behave as
usual if one tries to decrypt them later.

For an honest i, the encryption key ek; is never revealed and even if queried to Enc for a
ciphertext at index 4, it must be under the a different tag’ # tag. Consequently, even an
unbounded adversary will only obtain

1 2
PiKi( ). [xtag' R ], +PiKi( ). [1xtag R | = Xtag RPi - Dt + piXtag/ RrPi - 2

where h; 1, h; 2 are totally hidden. This means that the (even unbounded) adversary’s view stays
the same for this honest client i. Finally, we have Adv(Gs) = Adv(Gy).

Game Gg: In this game, we change the challenge ciphertext from using (s;,u;) to encrypt x;[i] to
using (s}, u}) to encrypt x§[i] for ¢ € [n]. The new vectors s’ = s+ As and u’ = u + Au satisfy

s''=s+ As

u =u+ Au
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where (As, Au) satisfies

WeagR - As + Wl g - Au= Ax .

{ As+p-Au=0
tag,R

The challenge ciphertext does not change and so do the encryption keys for corrupted ¢, due to
the constraint Ax[i] = 0. Moreover, we observe that if (Ax,y®) = 0, then As = Au = 0.
The functional key that are using (s, u) will be changed to:

ke = ((.7) = (As.y7), (0.y) = (Au.y?). ase. 7'y i -

We use a basis change to “correct” the extra terms (As,y) and (Au,y). Given a DSDH instance
([als , [6]5 . [c],) where p := ¢ — ab is either 0 or (Au,y®), the matrices (H;, H]) are defined as
below:

10 —pa T 1 00
Hi= |01 a Hg::(Hgl> —lo 10
00 1 14,4 pa—all,,,

This will change h; 1, h; 2 and h7,. However, even for a corrupted ¢, all the adversary knows
from ek; is
1 2
pi- (HY + uH® — pry), piori

where r; < Z;L. Hence, the changes remain indistinguishable from the adversary’s view. In
addition, we do not have [[a]]1 to compute each new vector h; 1, h; > but the simulation of the
encryption oracles concerns solely the combination h; 1 + ph; 2 which indeed does not involve
la],. Therefore the simulation can still be performed.
The ciphertexts component from LoR, which are queried only for honest i € H, can be written
in T to see how they will be affected:

C; ipfe

= (wrag R - PiAX[i] /€, wéag,R - piAx[i] /e, i, TAX[i])T

= (wtag,R - piAx[i]/€, wipg g - PiAX[i]/€, Yi, TAX[I] + (wtag’R_Wtaeg’R)apiAxm)H

= (wragr  iAXlilfe, g piAX[i)/e, i, (r+ ) Afy))

where the simulator can set p; := 1/n at the Setup phase for all i € CUH andi define

€= (Ax,1) =Y Ax]i] .

i€H

We note that € can be known at the time the adversary send the challenge ciphertexts and
(pi - Ax[i]/€)ien together with (p;)iec still satisfy

sz" A):M +ZP¢ =1

i€H 1eC

which is required for decryption. The change from p; to p;Ax[i]/e for all ciphertext returned
from LoR is indistinguishable under the adversary’s view because the encryption key ek; is not
revealed to the adversary. Under this basis change, the scalar 7 is updated to

/

/
=74+ a(Wtag’R ~ MgR)

ne
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and stays the same for all challenge ciphertext components c; jpfe as desired because it does not
depend on 7. On the other hand, the ciphertexts component from Enc can be written in T:

Ci,ipfe = (Xtag/,R/ *Piy HXtag',R" * Pi, w;v 0)r
= (Xtag/,R/ *Piy MXtag/,R * Di, %’w 0-— HaXtag! R'Pi T Maxtag',R'pi)Hi
= (Xtag’,R/ * Diy HXtag/,R’ * Dis @ZJ;a O)Hi ,

which retains their normal form required for the Enc oracle. We now consider the correction of
the key components:

kil = (8, y9) = (4s,y), (W,y9) — (Au,y"), afyz, i’ -y [i] - b)m:
+ (—pe, ¢, 0, b)p=
= ((s",y) = (4s,y), (u,y?) = (Au,yY), @iz, 1o yO[i] — b)m:
+ (=up, p, 0, b
= ((s,y") = (4s,y9) = pp, (W', yY) = (Au,y) +p, afyz, 0y [i)m: -

Notice that (—b) - h, can be computed using [b], and H, Z-(4). If p = 0 then we are not correcting
the key componenté. Otherwise, if p = (Au,y®), using the property As + pAu = 0, the
vectors kgi)pfe are corrected to the form they have in Gs. The difference in advantages is
|Adv(Gg) — Adv(Gs)| < 2 AdvgPH (174).

The challenge ciphertext in Gg does not depend on b anymore and thus Adv(Gg) = 0. We have
the bound: .
AdvESY P (12) < (2K P - (6P + 3) + 2K +2Q +5) - AdvgX 2 (1Y)

and the proof is concluded. O

B.5 Security Theorem for Section 5.4

Theorem 4. Let £ = (Setup, Extract, Enc, Dec) be a multi-client IPFE scheme with fine-grained ac-
cess control via LSSS, resulted from Section 5.4 in a bilinear group setting (G1, G2, Gy, 91, 92, g, €, q).
Then, & is secure against chosen-plaintext attacks if the SXDH assumption holds for G1 and Go.
More specifically, let K denote the number of functional key queries, P denote the mazximum number
of attributes in the access structure A queried for functional keys, and @Q denote the number of
random oracle (RO) queries. We have the following bound:

AGESTE (1) < (KP - (6P +3) + 3K +2Q +5) - AR (1)

and in the reduction there is an additive loss O(Q -tg,) in time, where tg, is the cost for one addition

m Gl.

Proof (Sketch). The main sequence of games is similar to that used in the proof of Theorem 3. The
main difference is depicted in Figure 16 and Figure 17. The transition from Gg to G; is similar to
what we have done in the proof of Theorem 3. The sequence of games to go from G; to Gg is given
in Figure 18. Proceeding key by key, we again rely on Lemma 1 to mask the key components by
another random labeling (a}); + Aa’.(f} (A), indexed by i € [n]. There is a difference comparing

/[/7c]
with the proof of Theorem 3: we use different a new random labeling (a;(?) i A w0 (A) for each i,
> i,0
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meanwhile in the less flexible construction’s proof, we can use the same new labeling during the
parallel application of Lemma 1 for all i.

In contrast to the less flexible scheme in Section 5.2, the step to replace a;; is more delicate.
The fact that we have to use an independent new labeling for each client ¢ comes from the current
situation where each client can have a ciphertext component encrypted under different (tag, R;).
As a result, for different ¢ # ¢, we cannot treat all (agfg,ag%) in a unified manner because if
A(R;) # A(Ry), during decryption one can be removed by the KP-ABE part but the other cannot.
We emphasize that even though in this case the functional key under A is not allowed to decrypt
the challenge ciphertext, the adversary’s view over (agfg, a;(,l:)o) is already different.

To go from Gy to Gy, we use a sequence of hybrids indexed by ¢ € [K] for the ¢-th functional
key. The transition from G s_19 to Gy p_1.1 is the parallel applications of Lemma 1. We recall the

points that allow us to apply the lemma in parallel, similarly as in the proof of Theorem 3:

()

— We note that the basis changes of (F,F*) does not depend on i but only on the attributes j.
The computation over c-vectors in Lemma 1 can be done for the vectors (c; ;); and (k%) j at
the same time for all ¢ € [n], by setting the appropriate coordinates in (W, W*) and seeing how
they are affected under these basis changes to produce the final vectors in (F,F*).

— When we perform a sequence of hybrids indexed by an attribute m, e.g. to introduce the factor
1/zj, only the vectors kﬁn have non-zero coordinate at f7 and c;,, have non-zero coordinate at

f5. Hence, the relating basis changes will affect only those k'

i.m» Cim for all @ € [n] at once.

— Each client 7 has the vectors c; jpfe and ki ?pfe lying in separate dual bases (H;, H) so the basis

changing matrices can be written independently for each client.

In the proof of Theorem 3, the transition from Gq_11 to Gis_19 is a statistical transition
because the same R is used for all ciphertext components of client i, which means for all i € [n]
either the new labels added from Lemma 1 cannot be removed using LSSS, thus indistinguishable
from a totally random value, or they regroups together to obtain the shared secret multiplied by
(Ax,y“) = 0 due to the security model. In this new, more flexible construction, because of the
potential different view w.r.t (a%), a;%) we explained above, the transition is not statistical anymore.
Given a DDH instance ([a],, [b],, [c];) where p := ¢ — ab is either 0 or a uniformly random value,
we use the basis changes for (H;, H}), in parallel for all ¢ € [n], to mask a; (Z) with a random value

’I“(()Z). The working matrices are:

_ T
[y ey - 2
45 @llyss

The affected vectors are h; 4, hi 5 but they are hidden from the adversary. For all ¢, the key components
can be written as follows:

ke = ((8,57), (w,y9), afpze, ay - y Ol di; = b y©liD)m: + (0,0,0,¢- y O[], b~y [i])7-
= ((s,¥"), (w,y), ajpze, (a5 + p) - yO[i). dy )m; -

At the same time, despite the fact that we cannot compute h; 4, the ciphertext components can be
written directly in T to observe the impact of this basis change:

Ci,ipfe - (Wtagpia w{agpia Q;Z)Z'a TAX[Z]v HAX[Z])T
= (WragDi, Wragli Vi, TAX[i], (0 + aT) Ax[i])m
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The change in the 5-th component of c; jpfe returned from LoR, which is needed to preserve their
“decryptability” in case the key’s policy is satisfied, is unrecognizable because ¢h; 5 is not revealed to
the adversary, for all honest i queried to LoR. The value 0 Ax[i] is updated to ¢} := (0 + a1) Ax][i].
Now, there is a subtle point that we need to preserve the correction of the key so that it can decrypt
the challenge ciphertext if all A(R;) = 1. In other words, the sharing (di&)ie[n] should still work
with the new values (6;); in the challenge ciphertext from LoR. Actually the 5-th coordinate in
C;,ipfe is different among different 4 from LoR, but if the correction is preserved w.r.t LoR then the
simulation still succeeds as the ciphertexts from Enc are always kept normal. Moreover, to avoid
the mix-and-match attack mentioned in Section 5.4, the sharing (dfé)ﬂ-)z’e[n} should be randomised for

each £. To resolve this, we can sample o <> Z, and then define for i € [n]:
di& = ay“[i] .

It can be verified that the new (6; - dx),i)ie[n] is still a randomized n-out-of-n sharing of 0 if
(Ax,y®) = 0. When performing the product in DPVS, we have

Ciipfe X k’ﬁpfe = (8,5 )wragpi + (w0, y")wtagpi + a%?fﬂ/’i + (a% + p)T Ax[i]ly“[i] + (0 + a7) Ax]i] - dfé),z'
and summing over ¢ € [n] will leads to the correct result for decryption, when A(R;) =1 for all 4
(which implies (Ax,y®) = 0).

If p = 0 we are in the previous hybrid Gy ¢_1.1, else we are in Gy y_1.2. A final remark is that we
use the same p for all ¢, so as to have the same random mask and later it can be factored out to
ensure decryption’s correctness. The transition from Gy 12 to Giy_1.3 = Giy is another parallel
application of Lemma 1 in order to “redo” the new labeling of a;(g for all 4. In the end, after maksing
all K functional key queries having an extra basis change that dépends on DDH in Gy, an additional
K- AdngDH(lk) in the security reduction will ensue.

After all K functional keys are turned semi-functional, we note that a similar argument as in
Theorem 3, using G3 in Figure 16 and the games in Figure 17, will work idem because we do not
need further intervention from the 5-th coordinates of (H;, HY). O
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Game GO : H(tag) — ([[wtagﬂl ) Hwt/ag]] 1)7 H(tag/) - ([[Xtag ]]1 ’ [[Xtag ]] ’ (e) & Zq: (aw(,(:; )jeList-Att(A) —
A (A), Y0 dY =0,0& 2,
7,0

VieCUMek; (si, wi, pi-HY, pi-H?, b3, 6hs, £, £, f

LoR(i € H,x5[i], X 1li], tag,R) ¢ ;

)
(oij-(L,=4)| ¥ [0]0]0]0|0 )r
Enc(i € CU M, tag’ # tag,R’) ¢i,; ( oi;-(1,—7) ) 0/0[/0|0|0 )F
VicCUH kK% (0 m%-G1) a2z [0[0]0]0[0 e
LoR(: € H,x5[d], x1 [z] tag,R) t; [wtag ©Si t Whag - Ui + X5 [z]]] L
Enc(i € CUH, x;,tag’ # tag,R’) t; [Xtag - 85 + Xtagr - wi + 23],
VieCUH m” Iy,
LoR(i € H,x4[i],x7[i], tag,R)  cijpfe (  Pirag | Diwtag | ¢ | O] 6 )m,
Enc(i € CUH, zi,tag’ # tag,R’) Cijipfe ( DiXtag’ | DiXiag’ i |0 6 Hu,
VieCUH ki ( (¥ [ (wy®) | affpze | 0] d; Dm:
Game G; H(tag) — ([[Wtagﬂ1 ) [[wt/ag]]l)v H(tag') — ([[Xtag ]]17 [[Xtag]] (Z) & Zq, (aig)jeList—Att(A) —
A (A), Xr dP =0,0¢E 7,
a; 5
LoR (i € H,x4[i],x1[é],tag,R) ci,; ( o4 (1,—7) s TAX[i] |0 | 7Ax[i]z; | 0|0 )r
Enc(i € CUH, tag’ #tag,R") ci; ( oi;-(1,—7) ;i 0 0 0 00 )r
VieCUH kKO (w1 |a%z| 0 |0 0 0]0 )p-
LoR(i € H,x3[i], xi[i],tag,R)  Cijpfe ( DPiwrag | Piwlag | i | TAX[E] | 0 )m,
Enc(i € CUH, zi,tag’ # tag,R’) Cijipfe ( DiXtag’ | DiXiag’ ;i 0 0 u,
VieCUH Kie O (5,y9) [ (wy®) [afpze | 0 | u;

Game G : H(tag) — (Hwtagﬂl’ [wéagﬂl)v H(tag/) — ([[Xtag’]]lv [X;ag’]]l)z a;(,é) <i Zq, (a 1(1;)) +—A ’(Z) (A) Z?:l dz(&e,)z =
0,07,

LoR(i € H, 1], x[i], tag, R) e;; ( 0ij-(1,—j) | i 1010 (0] )r

Enc(i € CUHN, tag’ #tag,R') ci; ( of,;-(1,—7) s 0[0| 0 )r

VieCUH KO (720G a2 [0]0][0 e
LoR(i € H,x¢[i], x1[i],tag, R)  cCijpfe ( Pitrag Piiag Wi TAx([i] 0 Hu,
Enc(i € CUH, zi,tag’ # tag,R’) Cijpfe ( DiXtag/ | DiXiagr ) 0 0 ),
VieCUH ke ( (5, | (u,y?) | afpze | mg? -y @H | 4 u:

Game G; : H(tag) = [[ RF(tag) ]] ([eorag]; [[wtag]] , [H(tag")], = [[ RF(tag’) ]]1 = ([xag']; » ”:Xéag’]] )

Fig. 16: Games Gg, G1, Ga, G3 for Theorem 4. The sets H and C contain honest and corrupted i € [n],
respectively. The index j runs in List-Att(A) for key components and in R for ciphertext components.
The index ¢ runs in {1,..., K} for the functional key queries. The function H is modeled as a
random oracle. In G we use a random function RF : Tag — (Z%)2.
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Game Gy : H & Zq: H(tag) = HRF(tag)Hl = (Hwtag]h 5 [wéag]]l)y H(tag,) = [[RF/(tag/) : (17 M)]]l = ([[Xtag’]]l 5 HNXtag’]]l)

Vie CUH ek; (si, i, p¢~Hi(1), eri@), h;3, 6h;s, fi, fa, f3)

LoR(: € H,x4[d],x1[i], tag,R)  t; [wtag ©Si t Whag - Ui + X3 [z]]]
Enc(i € CUH,xq, tag’ # tag,R') t; [[xtag/ - si + [l - wi + a:z]]‘

VieCUH m{” [y,
LoR(i € H,x{[i],x{[i],tag,R)  cijpre ( Pitiag Piliag i T Ax[i] 0 u,
Enc(i € CUH,z;,tag’ # tag,R') Cijipee ( PiXtog' | | PiliXtag! P} 0 0 u,
VieCUH ke O (559 | (wy®) |afbze | vyl | dY;

Game G5 : p1 & Zq,H(tag, R) == ([weag] [[wt/ag]] 1)7 H(tag',R) = ([xtag' ]y + [eXeag]1)s T & Zé

Vie CUH ek (si, i, pr(Hi(l)—l—uHi(Q)—uri), pi-ri, h;s, 6h,5 fi, f5, f3)

Game Gg : 1; < Zy, M,vz(-f% & 74 H(tag) = ([wragly » [wiag],)> H(tag") = ([xtag']; > [Xtag],)- We also define
s’ =s+ As,u’ = u+ Au, where As, Au € Zj s.t. As + pAu = 0 and wrag + AS + Wiy - Au = Ax

i€CUHek; (85, |‘ui, pi~(Hfl>+uHi(2)—MI‘i), pi-ri, his, his, f1, fo, f3)

3

LoR(i € H,x{[i],x{[i],tag,R)  t; [[wtag 87|+ whig - Ui+ xpd] ]]1
Enc(i € CUH, z;,tag’ # tag,R’) t; [[Xtag’ 85 WX UG+ xl]] )

Vi mgb [[y(Z> [Z]ﬂ )
LO]R(2 € Hv Xg [ZL X;{ [7‘}7 tag7 R) Ci,ipfe ( Pilrtag piw{ag wl T/Ax[i] 0 )Hi
Enc(i € CUH, z;,tag’ # tag,R’) Cijpte ( DiXtag/ Pi [t X tag’ P 0 0 n,
VieCUMN kgi)pfe ( (s5,y?) | (u',y?) al(-%zg T(()Z)y(é) (1] dff,)i )Hf

Fig. 17: Games Gy, G5, Gg for Theorem 4. The sets H and C contain honest and corrupted i € [n],
respectively. The index j runs in List-Att(A) for key components and in R for ciphertext components.
The index ¢ runs in {1,..., K} for the functional key queries. In G4 we use a random function
RF': Tag — Z;.



Game Gy 1.0 = G101

69

Game Gue 1.+ H(tag) = (ol » [whe],), H98) = (Dl > [ilg] s 069 € Zas (0195 6 A0 (8), Ax =
xp[1] — xo[d]
LoR(i € H,x4[i],x1[i],tag,R) ci; ( oij-(1,—7) i TAx[i] | 0 TAX[i]z; 0|0 )r
Enc cij ( oiy-(1,—7) v; 0 0 0 00 )r
VieCUH, € #2¢ KD (w6 a0 |0 0 0]0 )
VieCUH kKO (a0 G |6 | 0 o] d9y@E/E 0|0 e
LoR(: € H,x5[i], x1[i],tag, R) Cijipfe (  Wiaghi WragPi P; T AX(i] 0 u,
(i € CUH,wi,tag’ #tag,R') Ciipre ( Xtag/Di | Xiag'Di ; 0 0 Hu,
VieCUH, £/ <t G 5y [y [alQz | v -y@l] | 4 u:
VieCUH ki’fpfe ( (Y9 | (wy?) | afhze | aio -y O] | 4 u:
VieCUM, (>0 ke ( (8¥) | (wy®) | a2 0 d my
Game Gi.¢-1.2 : H(tag) = ([wrag; , [wiag],), H(tag") = (Ixeag']; > [Xtagr] )
oR (7 € x5l4], xlz tag, Ci,j gi - (1,—2 i TAX|[? TAX|1|Zj F
LoR(i € H, ; =) w Ax[i] | 0| 7Ax[i]z; |00
nc(z € CU tag tag,R’) ci,; o;-1,—y 5 F
E CUH, tag’ # (=) : 0o |o 0 00
VicCUH, U #1 kK (a1 e 2| 0 |0 0 00 )e-
VieCUH G a DG (a0 o] d@y@l/z | 0]0 e
LoR(i € H,xgli], x1[7], tag, R) Ciipfe (  Wraghi Wt/agpl Ui T Ax[i] 0; )Hi
El’lC(Z S C U H, T, tag, ;é tag, R/) C;, |Pfe ( Xtag/pz X{ag/plz d)z " 0 0/ )H’L
VieCUH, ' <! ke ( (s,y“) | (u,y“) ag"())ze re -yl d m
viccou K (o) | Gy | ol | SRRV | 40, o
VieCUMN, U/ > 1 ke ( (s,y) | (u,y®) izo)zz 0 4 Jm:
Game G113 = G1.0: H(tag) — [[Wtagﬂl ) [[wtag]] tag - ([[Xtag ]]1 ) [[Xtag ]]
LoR(i € H,xq][i], xi ili,tag,R)cij ( oiy-(1,=j) | ¥ | 7Ax[i] | 0| 7Ax[i]z; | 0] 0 )r
Enc(i € CUH, tag’ #tag,R') ciy ( o, -(1,—7) i 0 0 0 00 )r
VieCUH O TG [al iz | 0 |0 0 0{0 )=
LOR('L € cu H, tag, R) Ci,ipfe ( WtagPi wt{.agpi 1/12 TAX[Z] 0 )Hz
Enc(i € CUM, zi,tag’ # tag,R’) Cijipfe ( Xtag/Pi | Xiag'Pi P 0 0 ),
VieCUH 'Efi)pfe ( (s;y“) | (u,y?) %Z 7"((32) y“[i] dﬁ(,’i )H;

Fig. 18: The sequence of hybrids to go from Gy 41 to Gy, where ¢ € [K]|. We have G1 9 = G; and

Gk =

Gz in the proof of Theorem 4. The sets H and C contain honest and corrupted i € [n],

respectively. The index j runs in List-Att(A) for key components and in R for ciphertext components.

The index ¢ runs in {1,...
random oracle.

, K} for the functional key queries. The function H is modeled as a
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