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Abstract. A transaction record in a sharded blockchain can be represented
as a two-dimensional array of integers with row-index associated to an ac-
count, column-index to a shard and the entry to the transaction amount.
In a blockchain-based cryptocurrency system with coded sharding, a trans-
action record of a given epoch of time is encoded using a block code consid-
ering the entries as finite-field symbols. Each column of the resultant coded
array is then stored in a server. In the particular case of PolyShard scheme,
the block code turns out to be a maximum-distance-separable code. In this
paper, we propose a privacy-preserving multi-round protocol that allows a
remote client to retrieve from a coded blockchain system the sum of trans-
action amounts belonging to two different epochs of time, but to the same
account. At the core of the protocol lies an algorithm for a remote client to
privately compute a non-linear function referred to as integer addition of two
finite-field symbols representing integer numbers, in the presence of curious-
but-honest adversaries. Applying it to balance-checking in a cryptocurrency
system, the protocol guarantees information-theoretic privacy on account
number and shard number thereby ensuring perfect user anonymity, and
also maintains confidentiality of half of the input bits on average. The pro-
tocol turns out to be a useful primitive for balance-checking in lightweight
clients of a PolyShard-ed blockchain.

1 Introduction

Identity management of parties involved in a financial transaction is an impor-
tant problem. In blockchain-based cryptocurrencies, payment verification systems
do not require to know the identities of the involved parties. However, every miner
stores the entire history of transactions, and as a consequence the entire data is vis-
ible to all participants. Thus in spite of little use, the identity of parties involved in
a transaction is publicly revealed resulting in loss of privacy. In Bitcoin [18], an ap-
proach of using pseudonyms in place of account addresses is adopted to tackle this
problem. As long as the pseudonym cannot be linked to the real network or account
address of the involved party, privacy is preserved. However, this approach is vulner-
able to two kinds of deanonymization attacks. In the first kind of blockchain-based
deanonymization, patterns in transactions and other observable side information
are made use of by attackers. In [20], global properties of Bitcoin transaction graph,
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i.e., a graph with account addresses as nodes and transactions as edges, are studied
with the aid of empirical data of Bitcoin up to block number 215, 399. The structure
and dynamics of the graph are shown to play a key role in determining how far a
user can remain anonymous. In [16], authors identify heuristic methods for linking
multiple addresses controlled by the same user in Bitcoin, thus partly deanonymiz-
ing certain users. Similar evaluation of user privacy in Bitcoin has been carried
out in many papers [1]. The lack of privacy becomes more severe in smart con-
tract systems like Ethereum [25], wherein transactions not only contain payment
details, but also include function calls to specific applications. A cryptographic
primitive known as zero knowledge proof provides a promising solution to fix some
of the blockchain-based deanonymization risks. Essentially, a zero knowledge proof
allows a prover to convince a verifier of some claim without revealing confidential
information associated to that claim. Various strategies based on the notion of
zero-knowledge proofs [2,4-6, 12] have been proposed in literature. In the second
kind of network-based deanonymization [3], adversaries observe network traffic for
long enough duration to decipher network addresses associated to pseudonyms. In
Bitcoin, when a node generates a transaction, it broadcasts the transaction over the
P2P network by flooding. An adversarial node can observe the spreading dynamics
of a given transaction to infer source IP of the transaction. A framework proposed
in [8], named as Dandelion++ [8], is claimed to defend large-scale deanonymization
attacks by malicious adversaries with near-optimal information-theoretic guaran-
tees on privacy. The ubiquitous use of lightweight clients opens doors to a second
instance of network-based deanonymization attacks. Users who are constrained in
resources such as bandwidth or storage space use lightweight clients, primarily tai-
lored for devices such as smart phones. It is estimated that 4.2 — 9.8 million Bitcoin
wallets are lightweight clients [15]. Lightweight clients download necessary parts of
the blockchain data or verify transactions pertaining to specific accounts, making
them more vulnerable to deanonymization attacks. In [15], authors propose an ar-
chitecture named as BITE that attempts to solve privacy leakage of lightweight
clients without sacrificing on performance.

1.1 Private Information Retrieval and Function Computation

Private information retrieval (PIR) protocols permit to ensure information-theoretic
privacy on user identity under network-based deanonymization attacks. Private in-
formation retrieval was introduced in [7]. The potential use of PIR in the context
of blockchain is observed in [10,15,21,22]. In [7], Chor et al. considers the prob-
lem of accessing x; of a k-length binary string (x1, za,...,z)) replicated across n
servers without revealing to them which bit is accessed. In [23], PIR is extended to
query from coded databases, and it is shown that one extra bit is enough to achieve
privacy with coded data, if the number of servers grow exponentially in number
of messages. Explicit PIR protocols for data stored in an encoded manner by a
maximum-distance-separable (MDS) code are first presented in [24] both for the
case of colluding servers and for no collusion. Later, PIR protocols for MDS-coded
servers under various adversarial scenarios are studied [9]. As a natural extension
to PIR, there are recent works that investigate private computation of functions on
distributed data. Many of these works [17,19] consider retrieving linear combination
of message symbols from coded systems without leaking privacy.

1.2 PIR Protocols for PolyShard-ed Blockchain

The feasibility to design a truly scalable blockchain system is answered in the
affirmative in [13]. In [13], authors propose an architecture named as PolyShard
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that stores sharded blocks encoded by a generalized Reed-Solomon code and that
permits validation of coded blocks. A PIR protocol to access data in blockchains
employing coded sharding, for instance PolyShard, is proposed in our previous work
[22]. The protocol in [22] fetches a single transaction record ensuring information-
theoretic privacy on anonymity of account addresses in the presence curious-but-
honest adversaries.

1.3 Owur Contributions

In the present paper, we propose a privacy-preserving multi-round protocol that
allows addition of two integers stored in a distributed storage system. A collection
of integer numbers is organized as a two-dimensional array of finite-field symbols,
then encoded using an MDS code, and finally stored in a dynamic distributed
storage system. Our protocol permits to retrieve at a remote client the output of
an integer-addition function referred to as integer-sum, ensuring privacy of row-
index and column-index of the entries that are added. Computing integer-sum of
corresponding entries of two distinct arrays easily translates to balance-checking
on blockchain-based cryptocurrencies. In that way, the protocol provides a useful
primitive for balance-checking in lightweight clients of a PolyShard-ed blockchain,
with information-theoretic guarantees on user anonymity (in the presence curious-
but- honest adversaries) and partial confidentiality on transaction amounts.

In Sections 2, 3 and 4, we introduce an abstract system model for a Polyshard-
ed blockchain, describe the integer-addition function and the protocol, and subse-
quently establish the privacy guarantees. In Section 5, we describe how the protocol
can applied to a Polyshard-ed cryptocurrency system to carry out private balance-
checking on an account.

2 Private Integer Addition in a Distributed Storage System

2.1 The Dynamic Distributed Storage System

We consider a dynamic distributed storage network with n nodes. Time is slotted
into T epochs and in every epoch ¢ € [T], k independent data blocks enter into the
network. A data block is an element of Ff with p > 1. Thus &k data blocks jointly
constitute a (p x k) array of message symbols from F,. Let us denote such array
as the message matriz

U= (glaHQa cee 7Qk) € IFZXk
Uil U21 - Ukl
U2 U22 «+ Uk2
ulp u2p DY ukp
where its j-th column u; = [uj1 ujo - ‘ujp)T 5 =1,2,...,k is the j-th data block.

The message is encoded by an [n, k] block code C to produce n data blocks {z;}7
The matrix

— pXn
X = (2),29,...,2,) €F
T11 T21 *** Tpl
T12 X22 - Tn2

xlp ‘T2p e xnp



4 Birenjith Sasidharan, Emanuele Viterbo

is referred to as a codeword matriz® where i-th column x;, = [T Tio - :cip]T,i =
1,2,...,n is stored in the i-th node. To make things precise, both U and X must
be associated to a particular time ¢ by using a notation U(t) and X (¢) respectively.
However, we drop this association for brevity, and the time index, if at all it becomes
important to consider, will be clear from the context.

Let G = [gi;] € FF*™ and H = [hj] € Fén_k)xn respectively denote the gener-
ator matrix and a parity-check matrix of the code C. Then we have X = UG and
XHT = 0px(n—k)- When the code is a generalized Reed-Solomon code with gen-
erator matrix Ggrs and parity-check matrix Hggrs, then the dynamic distributed
storage system becomes an abstraction of a PolyShard-ed cryptocurrency system.

2.2 The Problem of Integer Addition

Consider two consecutive time instants ¢,¢t + 1 in a dynamic distributed storage
system. Let U, V be the associated message matrices in order. The (p, j)-th entry of
U,V are denoted by u;, and v;,, respectively. We assume that I, is of characteristic
2. Then ¢ = 2™ for some positive integer m, and F, = Fa(a) where « is a primitive
element of F,. Furthermore, the ordered set B = {1, a,a?,...,a™ ™!} forms a basis
of IF, over Fp. We remark here that every result in this paper will hold true with
suitable modifications for any other finite characteristic value.
Expanding over the basis B, we can write

m—1
Ujp = ujp[t]a’,
b=0
m—1
Vjip = vjplbla’,
b=0
where wj,[b] and vj,[b],b = 0,1, ..., (m—1) are the unique coefficients, all belonging

to Fy. Thus u;, (or vj,) can equivalently be represented by a binary vector of length
m, and we write

wjp = (ujpl0], wjp[l], . .. ujp[m — 1)
vip = (V5p[0], vjp[l], ... vjpIm — 1]).

In turn, these binary vectors can be viewed as integers and the canonical transfor-
mation is defined by the function int-val(-):

—

m

int-val(uj,) = Z wp[b]2°
b=0
where the summation and multiplication on the right hand side is over Z, the set
of integers. We define ff-val(-) as the inverse transformation to convert an integer
back to the finite-field element as:

ujp = fi-val(int-val(ujp)).
Next, we define a binary operation H in [, as
ujp B u,p = fl-val(int-val(u;p) + int-val(vjp)).

3 Observe that we use an unconventional notation of denoting the entry in p-th row and
j-th column by wjp, xp. We encode U as X = UG going by standard coding-theoretic
notation. At the same time, i-th column of X belongs to i-th node, making it natural
to denote it by z,. The unconventional indexing helps to satisfy both.
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In fact, uj, B ujp is the finite-field element corresponding to the sum of integers
int-val(ujp) and int-val(u;p). It may so turn out that int-val(u;p)+int-val(vj,) > 2™
and thus can no longer be represented by a binary string of m bits. However, we
assume that wu;p,,v;, are such that a condition of overflow does not arise. It is
straightforward to see that

wjp Bojp = ujp +vjp + 1 (1)

for a unique r € Iy, referred to as the carry element. The carry element r is a
function of u;p,vjp, and can be computed recursively (see [11]) as given below:

r[0] = 0
(1] = u;p[0]v;,[0]
(2] = ujp[vjp[1] + r[1](wsp[1] + vjp[1])

rlm —1] = wujplm — 2Jvjp[m — 2] +
r[m — 2)(uzp[m — 2] + vjp[m — 2]).

We refer to u;, B v, as the integer-sum of u;, and vj,. It is also clear by (1) and
(2) that integer addition is a non-linear function of 2m input bits.

2.3 Protocol and Privacy Requirements

Consider a client that accesses the distributed storage system over the network. As
mentioned in Sec. 2.2, u;p,, vjp, j € [k], p € [p] denote two symbols corresponding to
(p, j)-th entry of message matrices associated with two consecutive time instants.
The client would like to retrieve the integer-sum u;, H v;, querying the servers.
The client shall send suitably constructed set of queries {¢;(4,p,7) | 7 € I'} to i-th
server, i = 1,2,...,n. If I' is a singleton set, then there is only one query sent by
the client to every server. If [I'| > 1, we obtain a multi-round protocol. Each server
will respond to queries with answers {a;(7) | 7 € I'}. The client computes u;, Bv;,
making use of answers transmitted by every server.

We consider a scenario where d € [n],d < (n — k) servers can possibly be
adversarial. The adversarial servers can collude among themselves, and are assumed
to be curious-but-honest, i.e., they fully respect the protocol, while making all
efforts to gather information about the queried data. In such a setting, we consider
three notions of privacy.

(a) Privacy on p: The queries transmitted to colluding servers must not reveal any
information about p.

(b) Privacy on j: The queries transmitted to colluding servers must not reveal any
information about j.

(¢) Privacy on input data of the function: The answers transmitted by servers should
not reveal any more information about u;,, v;, than what is revealed by wu;,Huv;y,.

The first two notions (a) and (b) imply user anonymity, and the third (c) relates
to confidentiality of input data.

3 A Protocol for Private Retrieval of Integer-Sum

In this section, we present a protocol that permits private retrieval of integer-sum
ujp Bvj,. Before we describe the protocol, we discuss retrieval of integer-sum in an
uncoded single-server system and make certain observations.
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3.1 Retrieval of Integer-Sum in An Uncoded Single-Server System

Suppose u,v € [, are stored in a server. A remote client would like to access uHwv.
A trivial strategy is to download wu, v into the client and compute u H v. A second
strategy is for the server to compute v B v and transmit it to the client. In the
first, we require 2m bits of network download, with no privacy on input data at
the client. In the second strategy, client downloads m bits, with the best achievable
privacy on input data. In what follows, we consider a strategy that “lies between”
these two strategies.

Let v ® v denote finite-field symbol resulted by bit-wise AND of binary vectors
associated to u and v. Then for the client to compute v B v using (1), (2), it is
sufficient that client gets access to bit-wise XOR u+ v and bit-wise AND u ® v as in:

u~+v = (u[0] +v[0],u[l] + v[1],...,u[m — 1] + v[m — 1])
u©v = (u[0]v]0], u[l]v[1],. .., u[m — 1v[m — 1]).

Let b € {0,1,---,m — 1}. For every b such that u[b] + v[b] = 1, bits u[b] and v[b]
are different to each other and therefore u[bJv[b] must be 0. Thus it is redundant to
transmit u[bJv[b] given the knowledge that u[b] + v[b] = 1. On the other hand, for
every b such that u[b]+v[b] = 0, clearly u[b] = v[b] = u[b]v[b]. Therefore transmitting
u[b]v[b] to the client is equivalent to transmitting u[b]. Thus the server can transmit
u+ v and {u[b] | u[b] + v[b] = 0} so that the client gets access to u + v and u ® v.
Then the client can do remaining computations to determine u H v. This strategy
consumes 1.5m bits of download on average, partly preserves privacy on input data
at client, and requires only linear operations at the server. We shall use this key
observation while designing a protocol for the dynamic distributed storage system.

3.2 Description of The Protocol

The i-th server, i = 1,2,...,n contains {z;,y.}, the coded blocks associated to
message matrices U and V. The protocol to retrieve u;, Hv;, can involve multiple
queries sent to the same server, i.e., |I'| > 1. In each phase of the protocol, indexed
by 7 € I', queries are sent to every server, and answers are collected. The number
of phases can vary between 1 and m 4+ 1. The protocol can be described in three
steps that are executed in order:

(1) The client sends a query q, (4,p, —1) € F7 to i-th server at phase 7 = —1. The i-th
server responds with answer a;(—1) = q; (3,0, — 1) (z; —i—gi). The client computes

Zai(_l) = Ujp + Vjp-
i=1

(2) Forevery b€ {0,1,...,m—1} such that u;,[b]+v;p[b] = 0, the client sends query
4, (4,p,b) € [ to i-th server at phase 7 = b. The server responds with answer
a;(b) = Tr(g,(j, p, b)Tz,), where Tr(:) is the trace function. The computes

Zai(b) = ujplb] = wjp[b]vjp[b].

(3) After first two steps, u;, + vjp and uj, © vj, are known at the client. The client
computes u;, B v;, using (1), (2).
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Our protocol builds on top of a protocol proposed in [22] that permits private
retrieval of a single message symbol u;,, from a dynamic distributed storage system.
It turns out that the query constructed exactly as in [22] works well at phase
T = —1, i.e., to retrieve u;, + v;,. However, it does not directly apply for later
phases 7 € {0,1,...,m — 1}, i.e., to retrieve u;,[b],b > 0. We present the query
construction in a general framework that applies to every value of 7. However, we

remark that the construction of q,( j,p, 7 = —1) was known from [22], whereas that

of gi(j7p, b),b > 0 is developed in the present paper. Let us write Hgps € ]F(" k)xn

and Gggrs € ]F’;X"

where G is a (k x k) invertible sub-matrix of Ggrs and hg = [hgl T <+ hepl, 1 <
¢ < (n — k) is the f-th row of Heps. With G : [qﬁ ¢ ¢ } we obtain an

n-dimensional row-vector Qj = [é;r Q] by appending (n — k) zeros to éf

Construction of g, (j,p,7T) at phase T The phase 7 takes on values from the set I =
{-1} UZ, whereZ C {0,1,...,m—1}. For every phase 7 € I', pick 11,719, ...Trq €
F5 uniformly at random independent of all random vectors generated in previous
phases, where d is the number of curious-but-honeset servers. Compute r, ;,; =

(Zf 1 Iri) +ep. Here e, denotes the p-dimensional standard basis vector with 1 at

p-th position. Let the ordered set B' = {fo,P1,-..,Bm-1} be the dual basis to B.
We set B_1 = 1. Then define

Ryp=[ritrg  Trap1] € FZXdH
[ B + 8.0
hy + Br¢;
v, = : e Fi+ixn
ot Brg!
| e

Q. = R0, € Foxm.

The query vector ¢;(j,p, 7) for the i-th node at phase 7 is the i-th column of @,
1 < i < n. This completes the description of the protocol.

4 Correctness and Privacy Guarantees

4.1 Correctness

It follows from Theorem 3.3 of [22] and linearity of inner product that
n
Z (oo, =1 " (2 + y,) = wip + vjp, (3)

which ensures correctness of Step (1) of the protocol. We first state a useful known
fact in Prop. 1, and subsequently establish correctness of Step (2) of the protocol
in Prop. 2.
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Proposition 1. [14] Let u € Fy, = Fao(o) where o is a primitive element. Let
= {Bo,B1,---Bm_1} be the dual basis to B = {l,a,a?,....,a™ 1}, If u =
Zjnolu[ Ja?, then ulb] = Tr(Byu), 0 < b < (m—1).

Proposition 2. Forj € [k],p € [p],b € {0,1,...,m — 1}
ZTr (G2, 0)T ;) = wp[b]. (4)

Proof. Since all semi-random vectors r;,4 = 1,2,...d + 1 belongs to Ff, we can
invoke linearity of trace and expand the answer a;(b),0 < b < (m —1) as

d
<Z hh + 6b¢]z) z) + Tr (ﬁg-l-lﬂbquixi)

—
d
= 1 Tr((hei + Boji)wi) + vy Tr (Bodjis) -

The sum of all answers yields:

n d

Z ai(b) = Z {Tr (Z heizi + B Z ¢j1xl>

i=1 =1

ro, It <5b Z éf)jiiﬂi)
=1

[%1 Tr (Bpuj) + £§+1 Tr (Bpuy)

[
M=~

o~
I

1

d
Ir (Z 7 Byuj + 7”5+15b“j>
=1

= Tr (Boujp) = ujp[b]
The last line follows by Lem. 1. O

4.2 Privacy Guarantees and Confidentiality

Among the three notions of privacy introduced in Sec. 2.3, first we establish privacy

onpwhend = (n—k). Let D = {i1,42, -+ ,iq} C [n] be the set of curious-but-honest
servers. If a = [ay ag -+ an] € Fy, we denote by a an (1 x d) vector obtained by
restricting @ to D, i.e., & = [a;, @i, -+ a;,]. The same notation extends to matrices

as well, i.e., if A is matrix with n columns, then Ap restricts A to columns indexed
by D. With this notation in place, @, p is a (p x d)-matrix consisting of query
vectors sent to nodes in D at phase 7. Then we can write

QT,D = RTp : WT,D = RT¢ + EpATj
where R = [r,, 775 - Ty 4], Ep is an (p x d) rank-one matrix [e, e, -+ ¢,], ®
J . 1T
is a (d x d) matrix [ﬁl hy «-- Qd} and A,; is a (d x d) diagonal matrix
ﬂ'r(yzgjl

ﬂ'r b
ATj _ ¢12 '

ﬂrqgjd
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Since @ is a square submatrix of Hggg, it follows that @ is invertible. Considering
P as a uniform random variable sampled from the set {1,2,...,p}, we will show
that

I(Q;p,Te;P)=0, (5)

thus establishing perfect privacy on p. Since we have multiple rounds in the pro-
tocol, there is a collection of query random variables, making it distinct from the
case considered in [22]. Thus (6) in the following series of equations,

1
(@, €I5P) = HQrp, 7€) =) SH(R-® 4 EyAcj,7 € TP =p)
p=1
1
= H(R:®+BpArym €)=y “H(R:®+Epdr;,7 € 1)
p=1
B (6)

requires to be established. We show below that (R, ®+EpA,;, 7 € I') and (R, P+
E,A;;, 7 € I') have the same joint distribution for any p, and that will imply that
(6) holds. Let a = (a,,7 € I') be value taken by the random vector.

Pr((R,®+ EpA,j, T€I)=a)

14

=> Pr((R.®+ EpA,;, T€ ) =qa,P =p)

= Pr(P =p)Pr((R,®+ EpA,;, T € I') = a|P = p)
Pr((R,® + E,A;;, TeI) =qa)

Pr(R, = (a, — E,A;)d ', 7€)

1
Pr(R. = (ar — E,A ;) Y, rel), Vp=1,2,...,p
=Pr((R, ¢+ E,A.j, Tel)=a), Vp=1,2,...,p.

If set of curious-but-honest servers Dj is of size |D;| < d, then we can append Dy
so that D1 UDy = D with |D| =d. Then 0 < I(Qrp,7 € I[;P) = I(Q;p,, T €
F,P) +I(QT,D2) TE FaP | QT,Dl?T € F) lmplylng that

I(Qrp,, 7 €T P)=0.

A similar set of arguments hold true if we pick J as a uniform random variable
sampled from {1,2,...,k} leading to

I(Qrp,, 7 €15J)=0. (7)

That proves perfect privacy of the protocol on j.

The confidentiality of the input data depends on the the size |I" \ {—1}|, in
turn depending on the nature of inputs. Out of 2m input bits, it is not possible to
decode u;p[b], v;p[b] where b € {b’ | u;,[0'] + vjp[b/] = 1} is preserved. Thus on an
average, confidentiality of m input bits are preserved.
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5 An Application to Blockchain

Consider a synchronous blockchain-based cryptocurrency system with k& shards.
Suppose there are (p/2) accounts associated with each shard. It is straightforward
to see that the entire set of transactions at an epoch ¢ can be represented by message
matrix U(t) € F2*¥ as defined in Sec. 2.1. The top submatrix of U (t) of size (p/2 x
k) represents the spent amount. The bottom submatrix of same size represents the
received amount. In a PolyShard-ed system, these transaction matrices from all
shards are encoded and stored. Then (p, j)-th entry of U(t) denoted by w;,(t),j €
[k],p € [p/2] is the amount spent by account p belonging to shard j. The total
amount D(T') spent over epochs 1 to T is clearly

D(T) = ujp(1) Buyp(2) B - - Buyy(T).

Thus iterative private computation of B without leaking the value of (4,p) to ad-
versaries easily translates to private balance-checking in a PolyShard-ed blockchain
system. The protocol also helps in hiding the transaction amounts from the client,
while only revealing the balance.
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