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Abstract

Despite active research on secret-sharing schemes for arbitrary access structures for more than 35
years, we do not understand their share size — the best known upper bound for an arbitrary n-party access
structure is 2°(™) while the best known lower bound is 2(n/log(n)). Consistent with our knowledge,
the share size can be anywhere between these bounds. To better understand this question, one can study
specific families of secret-sharing schemes. For example, linear secret-sharing schemes, in which the
sharing and reconstruction are computed by linear mappings, have been studied in many papers, e.g.,
it is known that they require shares of size at least 29-°". Secret-sharing schemes in which the sharing
and/or reconstruction are computed by low-degree polynomials have been recently studied by Paskin-
Cherniavsky and Radune [ITC 2020] and by Beimel, Othman, and Peter [CRYPTO 2021]. It was shown
that secret-sharing schemes with sharing and reconstruction computed by polynomials of degree 2 are
more efficient than linear schemes (i.e., schemes in which the sharing and reconstruction are computed
by polynomials of degree one).

Prior to our work, it was not known if using polynomials of higher degree can reduce the share size.
We show that this is indeed the case, i.e., we construct secret-sharing schemes with reconstruction by
degree-d polynomials, where as the reconstruction degree d increases, the share size for arbitrary access
structures decreases. As a step in our construction, we construct conditional disclosure of secrets (CDS)
protocols. For example, we construct 2-server CDS protocols for functions f : [N] x [N] — {0, 1} with
reconstruction computed by degree-d polynomials with message size N©(loglog d/logd) " Combining our
results with a lower bound of Beimel et al. [CRYPTO 2021], we show that increasing the degree of the
reconstruction function in CDS protocols provably reduces the message size. To construct our schemes,
we define sparse matching vectors, show constructions of such vectors, and design CDS protocols and
secret-sharing schemes with degree-d reconstruction from sparse matching vectors.

*Supported by ERC grant 742754 (project NTSC) and ISF grant 391/21.
Supported by ISF grant 391/21.



1 Introduction

Secret sharing is a method by which a dealer holding a secret distributes shares to parties such that only pre-
defined authorized subsets of parties can reconstruct the secret and unauthorized subsets should not learn any
information about the secret. The collection of authorized sets is called an access structure. Originally, secret
sharing was motivated by the problem of secure information storage; nowadays secret-sharing schemes
have found numerous other applications in cryptography, distributed computing, and complexity theory
(see, e.g., [9]] for such applications). A major problem with secret-sharing schemes is that the best known
schemes for general n-party access structures have share size of 20 [31] [34] 4| [6], making the known
constructions for general access structures impractical. On the other hand, the best known lower bound
on the total share size of secret-sharing schemes realizing an arbitrary n-party access structure, proved by
Csirmaz [17, [18], is Q(l(f;n). Despite active research on secret-sharing schemes for more than 35 years,
determining the share size for arbitrary access structures is a major open problem.

To better understand this question, one can study specific families of secret-sharing schemes. Such
study can shed light on general secret-sharing schemes, e.g., provide new techniques for constructing ef-
ficient secret-sharing schemes or proved new lower bound techniques. For example, linear secret-sharing
schemes, in which the sharing and reconstruction are computed by linear mappings, have been studied in
many papers [32, 15 18, [39} [34} 4. 16]], e.g., it is known that they require shares of size at least 20-57 8] and
every n-party access structure can be realized by a secret-sharing scheme with share size 2977 [6]. Secret-
sharing schemes in which the sharing and/or reconstruction are computed by low-degree polynomials have
been recently studied by Paskin-Cherniavsky and Radune [38]] and by Beimel, Othman, and Peter [13]. It
was shown in [[13] that every n-party access structure can be realized by a secret-sharing scheme with shar-
ing and reconstruction computed by polynomials of degree 2 and share size 20-7°°", that is, secret-sharing
schemes with degree-2 sharing and reconstruction are more efficient than the best known linear schemes
(i.e., schemes in which the sharing and reconstruction are computed by polynomials of degree one). Prior to
this work, it was not known if secret-sharing schemes with constant reconstruction degree d > 2 are more
efficient than secret-sharing schemes with reconstruction degree 2.

In this paper we continue the study of polynomial secret-sharing schemes, i.e., schemes in which the
reconstruction of the secret from the shares of an authorized set is done by polynomials of constant degree.
Our main result in this paper is showing that the increasing the degree results in better share size as described
in the next theorem.

Theorem 1.1 (Informal). Every n-party access structure can be realized by a secret-sharing scheme with
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reconstruction by polynomials of degree d and share size 2( * ( logd ))n.

In particular, for an arbitrary access structure, we get a secret-sharing scheme with share size 20-6731n+0(n)

and reconstruction degree 243. As dlim loglogd _ () the share size approaches 20-5857+0(") which is the
— 00

logd
share size of the best known secret-sharing scheme [[13|]. In comparison, Beimel et al. [[13]] constructed a
degree-2 secret-sharing scheme with share size 20-70°"+°(") and Applebaum and Nir [6] constructed a linear
secret-sharing scheme with share size 20-7575n+0(n)

Beimel and Farras [[10]] proved that most access structures can be realized with secret-sharing schemes
that are much more efficient than the best known schemes for the worst access structures. Beimel et al. [[13]]
showed a similar result for schemes with reconstruction of degree 2. We generalize this result to arbitrary
reconstruction degrees.

Theorem 1.2 (Informal). Almost all n-party access structures can be realized by a secret-sharing scheme

loglog d
with reconstruction degree by polynomials of degree d and 1-bit secrets and with share size 2 ( log d )n
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Table 1: Summary of previous and our results on the share size for secret-sharing schemes.

The previous results and our results on secret-sharing schemes with polynomial reconstruction are sum-
marized in Table[Il

Protocols for conditional disclosure of secrets (CDS), a primitive introduced by Gertner, Ishai, Kushile-
vitz, and Malkin [27]], are an important tool in the recent constructions of secret-sharing schemes for arbitrary
access structures [34, 3, 4, [6]. In a k-server CDS protocol for a Boolean function f : [N]* — {0, 1}, there
are k servers that hold a secret s and have a common random string. In addition, each server holds a private
input z; € [N]. Each server sends one message to a referee such that the referee, who knows the private
inputs of the servers but nothing more, learns the secret s if f(z1,...,z;) = 1 and learns nothing other-
wise. CDS protocols have been used recently in [34} 3} 4. 16, [13]] to construct the best known secret-sharing
schemes for arbitrary access structures. Continuing this line of research, we construct k-server CDS proto-
cols that are provably more efficient as the degree of d of the reconstruction grows. We use them to construct
secret-sharing schemes for arbitrary access structures with reconstruction by polynomials of degree d; these
schemes are more efficient than the best known linear secret-sharing schemes. Specifically, we prove the
following result.

Theorem 1.3 (Informal). For every N > 0, d > 0,k > 1, and function f : [N]¥ — {0,1}, there is a k-
O((k—1)~10g10§d>

log

server CDS protocol for f, with degree-d reconstruction and communication complexity N

For example, we prove that for any function f : [N]?> — {0,1} there is a 2-server CDS protocol
over 7 with communication complexity O(N 1/ 4) and reconstruction degree 243. In comparison, the best
previously known 2-server CDS protocol with constant degree reconstruction has degree-2 reconstruction
and communication complexity O(N'/3) [13].

By a lower bound of Beimel et al. [[13]], the message size of CDS protocols with degree-d reconstruc-
tion is Q(N/ (d+1)). Thus, while the message size of our protocols does not match the lower bound, our
results show that increasing the degree of the reconstruction in 2-server CDS protocols provably reduces the
message size. The known and new results on the message size CDS protocols are described in Table
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Table 2: Summary of previous and our results on the message size of CDS protocols.

1.1 Our Techniques

Our main result is a general construction of secret-sharing schemes for arbitrary access structures in which
reconstruction is done by low degree polynomials. We construct it using the same steps as the constructions
of the most efficient known secret-sharing schemes for arbitrary access structures. We start by construct-
ing 2-server CDS protocols using matching vectors, following the footsteps of Liu, Vaikuntanathan, and
Wee [35]]. We use this 2-server CDS protocols to construct k-server CDS protocols using decomposable
matching vectors, as in Liu et al. [[37]]. We then transform this CDS protocol into a robust k-server CDS pro-
tocol using the transformation of Applebaum, Beimel, Nir, and Peter [4] (with the better analysis of Beimel,
Othoman, and Peter [13]), and finally use a transformation of [6] to construct secret-sharing schemes for
arbitrary access structures. The technical contribution of this paper is in the first two steps. We show that if
the matching vectors are sparse (i.e., the number non-zero of entries in them is small), then the degree of the
reconstruction is low. We construct such matching vectors and show how to use them to construct 2-server
and k-server CDS protocols with low-degree reconstruction, as explained below.

Matching vectors and CDS protocols. We start by recalling that a family of pairs of vectors ((u;, v,))f\; 1>
where w;,v; C Z!, is a family S-matching vectors over Z,, if (u;,v;) = 0 (mod m) for i € [N]
and (u;,v;) modm € S fori # j € [N] (where m = p; - p2 is a product of two distinct primes
p1 < p2, S C Zp, \ {0}, and (u;, v;) is the inner product modulo m, i.e., Z?:l u;[f] - v;[¢] mod m).
Matching vectors were used by Efremenko [22]] and Dvir and Gopi [20] to construct 3-server an 2-server
private information retrieval (PIR) protocols respectively. Liu et al. [35] used the ideas in [20] to construct
2-server CDS protocols. In [20, 35] matching vectors over Zg are used. We generalize the construction
and show that one can use matching vectors over Z,,,,, where p1 and po are primes such that p; divides
p2 — 1. Furthermore, we observe that one can use .S-matching vectors for a larger set than the set that
was used in previous constructions on PIR and CDS protocols, namely, one can take Sone = {a € Z,, :

a =1 (mod p;)Va =1 (mod pa)}. Previous works used the smaller set Scan = {a € Z,, : (a =



0,1 (modpi))A(a=0,1(modp;))}\{0}. E.g., over Z9; we canuse Sone = {1,4,7,8,10,13,15,16,19}
instead of Scan, = {1,7,15}. We use this observation to construct better CDS protocols with degree-d
reconstruction. The construction of .S,,.-matching vectors that are shorter than the known S¢,,-matching
vectors may lead to CDS protocols that are better than the currently best ones.

Sparse matching vectors. The most expensive part of computing the reconstruction function of the CDS
protocol over Z,,, (when considering the degree of the reconstruction) is computing aVim)  mod pa, Where
a is an element of order py in [,,, 1 <4 < IV is an index, and m is a vector sent to the referee by the second
server. Note that

h
q(vim) — Havz‘[f]'mm (mod p9), M
/=1

where v;,m € Z" , and v;[{], m[{] are the /-th coordinates of v; and m, respectively. If the server sends
ab™ mod py forevery 1 < £ < h and every b € Z,, (this only increases the communication complexity
by a factor of p;), then the referee can compute this value with a polynomial of degree h. In the best

constructions of matching vectors, the length of the vectors h is 20(y/1og(N)loglog(N)) (qgver Z). Thus, we

get a CDS protocol with communication complexity and reconstruction degree 2°(V/108(IV) loglog(N))
The starting point of the construction with lower reconstruction degree is to recall that the order of a is
p1 and to write the product in (I)) as

H qvildmld (mod po9).
te{1,...h},
v;[(]Z0 (mod p1)

This implies that the degree of reconstruction is the number of coordinates in the matching vectors that are
non-zero modulo p;. To get a 2-server CDS protocol with degree-d reconstruction, we need a family of
matching vectors in which each v; contains at most d coordinates that are non-zero modulo p;; we say that
such family is a d-sparse family.

Constructions of sparse matching vectors. Our goal is to construct a family of N matching vectors
over Z,,.p, that are d-sparse with respect to p; and their length / is as short as possible. By the lower
bound of [13] their length is at least b = Q(N'/(@+1)) for a constant d. We present 3 constructions in
logd 4.18 loglog d

) )

which h = d°(Teloed NOCET™) | The first construction is due to Efremenko [22]; the construction as
described in [22, Appendix A] is sparse. In the second construction, we show how to improve Efremenko’s
construction. For concrete parameters, our construction achieves the smallest length i compared to the other
2 constructions. The downside of our construction is that they are Sone-matching vectors (compared to Scan
in the other two constructions). S,n.-matching vectors suffice for constructing 2-server private information
retrieval (PIR) protocols [20], k- CDS protocols, and secret-sharing schemes for arbitrary access structures.
However, they cannot be used in the 3-server PIR protocols of Efremenko [22]. The third construction we
describe is a construction by Kutin [33]; in this case we need to decouple two of the parameters in the
construction to achieve sparse matching vectors. The advantage of Kutin’s construction compared to the
other two constructions is that every m that is a product of two distinct primes (e.g., m = 6) can be used
to achieve every sparsity d. In contrast, in Efremenko’s construction and in our construction, to get smaller
sparsity we need to use bigger m’s. We remark that we can also use Grolmusz construction of matching
vectors [28]] to construct sparse matching vectors (again by decoupling two parameters). This yields a




construction with similar features as Kutin’s construction; we do not describe Grolmusz construction in this
paper.

We next describe the ideas of Efremenko’s construction [22]] and our improvement. Efremenko starts
with a family of vectors (@, ..., ay) and (Vq,..., V) that are the characteristic vectors of IV subsets in
(Tyﬂl) If @; and v; are the characteristic vectors of A; and A; respectively, then (1;,V;) = |A4; N Aj]
mod m. Thus, (Q;, v;) = m — 1 and (Q;,V;) € {0,...,m — 2} for i # j. By adding a first coordinate
that is 1 in all vectors, Efremenko constructs Z,, \ {0}-matching vectors, where (m}il) > N (since there
must be at least NV distinct subsets of size m — 1). The sparsity of these vectors is m. To construct Scan-
matching vectors, Efremenko uses the tensor product, Fermat’s little theorem, and the Chinese reminder
theorem (CRT). The length of the resulting vectors is hP2~1 and their sparsity with respect to p; is mP!.
We modify this construction by starting with characteristic vectors of sets of size p? (since p; < po this is
smaller than in Efremenko’s construction). We use Fermat’s little theorem only with respect to p; and use
a polynomial of degree p; to deal with the vectors modulo po. The length of the vectors in our construction
is hP*, where h is bigger than in Efremenko’s construction; however, our construction yields vectors with
roughly the same length as Efremenko’s construction and smaller sparsity.

k-server CDS protocols with polynomial decoding. We use 2-server CDS protocols to construct a k-
server CDS protocols. Following [37], the first server in the k-server CDS protocol will simulate the first
server in the 2-server CDS protocol and the last & — 1 servers in the k-server CDS protocol will simulate
the second server in the 2-server CDS protocol. In the simulation, the last & — 1 servers need to send
a message depending on their collective inputs, but each server only sees its input. As in [37], we use
decomposable matching vectors to enable the simulation, that is, matching vectors such that every vector
u; can be computed from k — 1 vectors ug ;,, . .., Uy, , where each vector u; ;, can be computed from the
input of the ¢-th server. To construct k-server CDS protocols with polynomial decoding using this approach,
we have two challenges. First, we need to show that the constructions of sparse matching vectors are
decomposable. This is done by changing the basic construction; instead of taking characteristic vectors of
arbitrary sets of size m—1, we partition the universe into m—1 parts (i.e., subsets) and take sets of size m—1
that contain exactly one party from each part. The second challenge is to implement the simulation of the
second server’s message in the 2-server CDS protocol using a protocol in which the referee reconstructs the
message using a low-degree polynomial. Liu et al. [37] use a private simultaneous message (PSM) protocol
of [30] for this task; however, it is not clear how to reconstruct the message with low-degree polynomials in
this protocol. We design a special purpose protocol for this task exploiting the fact that in CDS protocols
the referee knows the inputs (but not the secret).

From k-server CDS protocols with polynomial decoding to secret-sharing with polynomial recon-
struction. We transform our k-server CDS protocol into a robust k-server CDS protocol using the trans-
formation of Applebaum, Beimel, Nir, and Peter [4] (using the better analysis of Beimel, Othoman, and
Peter [13]]). In a robust CDS protocol (abbreviated as RCDS protocol) for a function f, a server can send
messages for more than one input using the same randomness. The security of the protocol should hold as
long as the messages correspond to zero-inputs (i.e., inputs for which f evaluates to zero). We finally use
a transformation of [6] from RCDS protocols to secret-sharing schemes for arbitrary access structures. The
details of this transformation are similar to previous papers.

Summary of construction. The main conceptual contribution of this paper is defining sparse matching
vectors and showing that they imply CDS protocols with polynomial reconstruction. Towards this good, we



generalize the CDS protocol of [35] to work over arbitrary m = p; - p2 where p; and ps are primes such that
p1 divides po — 1. We observe that in this case, we can use a more relaxed notion of matching vectors (i.e.,
Sone-matching vectors). Constructing S,ne-matching vectors that are shorter than the known constructions
of Scan-matching vectors will lead to better CDS protocols and secret-sharing schemes. Our most important
technical contribution is constructing a new family of sparse matching vectors that for concrete parameters
are shorter than the matching vectors of Efremenko [21]], which are sparse and sparse generalizations of the
constructions of Grolmusz [28]] and Kutin [33]]. Our contribution of secret-sharing schemes with polynomial
reconstruction follows the steps of previous constructions [36, 37, 4, |6]]; however, in many steps we encoun-
tered technical difficulties and needed to change the constructions to enable polynomial reconstruction.

1.2 Previous Works

Secret-sharing schemes. Secret-sharing schemes were introduced by Shamir [40] and Blakley [16] for
the threshold case, and by Ito, Saito, and Nishizeki [31] for the general case. Ito et al. presented two secret-
sharing schemes with share size 2™ for every access structure. The best currently known secret-sharing
schemes for general n-party access structure are highly inefficient with total share size of 20-5857 [3] 4} [6, [34].
The best known lower bound for the total share size of a secret-sharing scheme is Q(%) (17, [18]]; there is
an exponential gap between the lower bound and the upper bound.

Polynomial secret sharing. Paskin-Cherniavsky and Radune [38] defined secret-sharing schemes with
polynomial sharing; in these schemes the sharing is computed constant degree polynomial (there are no
restrictions on the reconstruction functions). They showed limitations of various sub-classes of secret-
sharing schemes with polynomial sharing. Specifically, they showed that the subclass of schemes for which
the sharing is linear in the randomness (and the secret can be with arbitrary degree) is equivalent to multi-
linear schemes up to a multiplicative factor of O(n) in the share size. This implies that schemes in this
subclass cannot significantly reduce the known share size of multi-linear schemes. In addition, they showed
that the subclass of schemes over finite fields with odd characteristic such that the degree of the randomness
in the sharing function is exactly 2 or 0 in any monomial of the polynomial can efficiently realize only access
structures whose all minimal authorized sets are singletons. They also studied the randomness complexity of
schemes with polynomial sharing and showed an exponential upper bound on the randomness complexity (as
a function of the share size)[] Beimel, Othman, and Peter [13]] defined and studied secret-sharing schemes
and CDS protocols with polynomial reconstruction and secret-sharing schemes with polynomial sharing and
reconstruction. They constructed a k-server CDS protocols with degree 2 sharing and reconstruction with
message size O(N'/3) and proved a lower bound of Q(N/(@+1)) for every 2-server CDS protocol with
degree-d reconstruction. They also prove that (under plausible assumptions) secret-sharing-schemes with
polynomial sharing are more efficient than secret-sharing schemes with polynomial reconstruction.

Matching vectors. We next discuss the most relevant results on matching vectors. The study of matching
vectors families dates back to the study of set systems with restricted intersections modulo an integer m, that
is, a system of sets whose size modulo m is some number p and the sizes of the intersection of any two sets
in the system modulo m is in some set L. Such system implies a family of matching vectors by taking the
characteristic vectors of the sets in the system. Frankl and Wilson [25]] initiated the study of this question
and proved upper bounds on the size of such set systems when the moduli is a prime. Using matching vector
terminology, they proved that for any prime p if there is an S-matching vector family ((u;, v;))¥, over Z?%,

'For linear and multi-linear schemes, there is a tight linear upper bound on the randomness complexity.



then N < (| g|) They asked if the same lower bounds applies to composite numbers. Frankl [24] showed
that this is not true; his result implies that for every IV there is an Sope-matching vectors family over Zg with
N vectors of length h = O(N'/?) (where N > (g)) Grolmusz [28] showed that working over compos-
ite numbers can drastically reduce the length of the matching vectors, i.e., his result implies that there is an
Sone-matching vectors family over Z,,,, where m = p1po for two primes p; # po, with N vectors and length
h = 20p2viog Nloglog N) - Kytin [33] showed that for every pair of primes p; # ps and for infinitely many
values of N there are Sye-matching vectors families over Z,,,,, of length h = 20(VIeg Nloglog N) (notice
that he removed the dependency of py in the exponent). Efremenko [22] used matching vectors to construct
locally decodable codes and 3-server private information retrieval protocols. He also provided another con-
struction of S,pne-matching vectors with length h = 20(vlog Nloglog N) - pyyjr, Gopalan, and Yekhanin [[19]]
continued the study of matching vector codes, i.e., locally decodable codes based on matching vectors. Dvir
and Gopi [20] used matching vectors to construct 2-server private information retrieval protocols and Liu,
Vaikuntanathan, and Wee [35.[37] used them to construct CDS protocols.

2 Preliminaries

In this section, we will present the definitions needed for this paper. We will start with some notations,
continue by defining secret-sharing schemes for general access structures, in particular secret-sharing with
polynomial reconstruction. We then define conditional disclosure of secrets (CDS) protocols.

2.1 Notations

For a natural number n € N, we denote [n] £ {1,...,n}. For a € [0, 1], we denote the binary entropy of
by Ha(a), where Ha(a) = —aloga — (1 — a)log(1 — «) for a € (0, 1), and H2(0) = Ha(1) = 0.

If a random variable x is distributed according to a probability distribution D, we write x ~ D. For a
finite set R, we denote by U (R) the uniform distribution over the elements of R.

For a set A and a positive integer k, we denote by (2‘) the family of subsets of A of size k, i.e., { B C
A:|B| = k}.

For an integer variable x, and some positive integer i, we define the polynomial (f) = % This
is a degree-i polynomial which has coefficients in Q.

We use the O notation, called sof-O, as a variant of big O notation that ignores logarithmic factors, that
is, f(n) € O(g(n)) if f(n) € O(g(n)log® g(n)) for some constant k.

If two integers a and b are congruent modulo m, we denote @ = b (mod m). If a is the reduction of b
modulo m, then we denote @ < b mod m.

We next define 3 products of vectors that are used to construct matching vectors. We define the first two
over the group Z,,, and the last product over a field F as this is the way that they are used in this paper.

Definition 2.1 (Pointise and dot product). Let m,h > 0 be two positive integers and let X,y € Z" . The
point-wise product (or Hadamard product) of X,y, denoted by x oy, is a vector in an whose (-th element
is the product of the (-th elements of X,y, i.e. (x o y)[{] = x[{] - y[¢] mod m. The dot product (or inner
product) of x and'y is (x,y) = 3y X[€] - y[¢] mod m.

Definition 2.2 (Tensor product). Let F be a field, N be an integer;, and let x,y € FN. The tensor product of
X,y, denoted by x @y € FN?, is defined by (x @ y)[i, j] == x[i] - y[j], (where we identify [N?] with [N]?).



Similarly we define the (-th tensor power x*¢ € FN* by x®f = x®"1®x, ie,

X iy, dg, ..., ig) = [ ] x[i,].

We will need the following inequalities in our constructions.

Claim 2.3. Forevery a,xz > 0, if « = xlog, then

o o
<zr<2- .
loga = = loga

Proof. Since a = xlogx, log a = log x 4 log log x. Therefore,

x «xlogzx « zlogx xlogx

_ = = = X.

2  2logr ~ loga logz +loglogx — logx

O

Theorem 2.4 (Chinese reminder theorem (CRT)). Let ni,nsa, ..., ni be pairwise relatively prime natural
numbers, N = ning...ny, and by, bo,... by € Z. Then there is a unique x € Zy such that x =
b; (mod n;) forall1 < i <k.
2.2 Access Structures and Secret-Sharing Schemes
The definitions in this subsection are mainly based on [9].
Definition 2.5 (Access structures). Let P = {p,...,pn} be a finite set of n parties. A collection A C 2F

is monotone if for every set A € A and for every C C P such that A C C it must be that C € A. An
access structure is a monotone collection A C 2F \0. A set of parties is called authorized if it is in A and
unauthorized otherwise.

Definition 2.6 (Secret-sharing schemes — Syntax). Let P = {p1,...,pn} be a set of n parties. A secret-
sharing scheme with domain of secrets S, set of random strings R, and domain of shares S1,S2, -+ ,Sn
for the parties p1,pa,...,Pn, is a mapping 11 : S x R — 51 X Sy X --- x S,. We denote the shares by
shy,...,sh,. Foraset A C P, we denote I1 4(s;r) as the restriction of 11 to its A-entries (i.e., (shj)pjeA,
the shares of the parties in A). We define the size of the secret in 11 as log |S

, and the share size of party
n

p; as log|S;

, and the total share size as ), log |S;|.

, the maximum share size as max log |S f
1<j<n =

Informally, we consider a dealer that distributes a secret s € S according to II by first sampling a
random string € R with uniform distribution, computing a vector of shares I1(s;r) = (shy, sh, ..., sh,),
and privately communicating each share sh; to party p;.

Definition 2.7 (Secret-sharing schemes — Correctness and security). A secret-sharing scheme 11 with finite
domain S, where |S| > 2, realizes an access structure A if the following two requirements hold:

CORRECTNESS. The secret s can be reconstructed by any authorized set of parties, that is, for any set



A € A(where A ={pi,,...,pi,}) there exists a reconstruction function RECON 4 : Sj; X+ -+ xS , — S

such that for every s € S and everyr € R

[Al

RECON4(IT4(s;7)) = s.

SECURITY. Every unauthorized set cannot learn anything about the secret from its shares (in the information
theoretic sense). Formally, for any set B & A, for every two secrets s, s' € S, and for every possible vector
of shares (sh;)p.ep:

Pr[Mg(sir) = (shy)y,ep] = | P [M5(s'.r) = (sh;)y ).

2.3 Conditional Disclosure of Secrets

Informally, in a CDS protocol there are k servers @1, ..., @k, each holding a private input z;, the secret s,
and a common random string 7, and there is a referee holding 1, . . . , 1. Each server (); sends the message
m; = ENC(z;, ;1) to the referee, and the referee can reconstruct s if and only if f(x1,...,z,) = 1.

Definition 2.8 (Conditional disclosure of secrets (CDS) protocols). Let f : X1 x -+ X Xy — {0,1} be a
k-input function. A k-server CDS protocol P for f, with domain of secrets S, domain of common random

strings R, and finite message domains M, ..., My, consists of k encoding functions ENCy, ..., ENCy,
where ENC; : X; x S x R — M, for every i € [k|. For an input x = (x1,...,x) € X1 X -+ x Xy, secret
s € S, and randomness r € R, we let ENC(x, s;r) = (ENCy(z1,8;7), ..., ENCk(zg, s;7)). We say that a

protocol P is a CDS protocol for f if it satisfies the following properties:

CORRECTNESS. There is a deterministic reconstruction function DEC : X1 X+ - X Xp XMy X+ - XM — S
such that for every input x = (x1,...,x5) € X1 X --- X Xy, for which f(z1,...,x) = 1, every
secret s € S, and every common random string v € R, it holds that DEC(z, ENC(z, s;7)) = s.

SECURITY. For every input x = (x1,...,x) € X1 X --- X Xy, satisfying f(z1,...,zr) = 0 and every

pair of secrets s,s' € S, the encodings ENC(x, s;1) and ENC(x, s'; 1) are equally distributed, i.e.,
for every messages my, . .., my

TNEIER)[ENC(;L',S;T) =(my,...,mg)] = TNng)[ENC(x,S’;T) = (my,...,mg)l,

where the probability distributions are over the choice of v from R with uniform distribution.
The message size of a CDS protocol P is defined as the size of the largest message sent by the servers,
i.e., maxlgigk log |MZ|

In two-server CDS protocols, we sometimes refer to the servers as Alice and Bob (instead of ()1 and
()2, respectively) and to the referee as Charlie.
Definition 2.9 (The predicate INDEX’;ka). We define the k-input function INDEXX, : {0, 1}N" ™" x [N]F—1 —
{0,1} where for every D € {0,1}N""" (a (k — 1) dimensional array called the database) and every
(i9, ..., i) € [N]*7! (called the index), INDEXX, (D, iz, ..., i) = Diy.._ i
Observation 2.10 ([26]). If there is a k-server CDS protocol for INDEX?\, with message size M, then for
every f : [N]* — {0,1} there is a k-server CDS protocol with message size M.

We obtain the above CDS protocol for f in the following way: Server ()1 with input x; constructs
a database D;, _; = f(x1,i2,...,1) for every ia,...,i; € [N] and servers Qo,...,Qx_1 treat their
inputs (z2,...,z) € [N]*~! as the index, and execute the CDS protocol for INDEXX (D, o, ..., z)) =

(w1, 20, .., 2p).
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2.4 Robust Conditional Disclosure of Secrets

In the definition of CDS protocols (Definition [2.8)), if a server sends messages for different inputs with the
same randomness, then the security is not guaranteed and the referee can possibly learn information on the
secret. In [4]], the notion of robust CDS (RCDS) protocols was presented; the motivation for this definition
is constructing more efficient secret-sharing schemes for arbitrary access structures. In RCDS protocols, the
security is guaranteed even if the referee receives messages of different inputs with the same randomness.
Next, we define the notion of ¢-RCDS protocols.

Definition 2.11 (Zero Sets). Let f : X1 x Xo X -+ x X — {0, 1} be a k-input function. We say that a set
of inputs Z C X1 x Xo X +-+ X Xy is a zero set of f if f(x) = O for every x € Z. For sets Z, . .., Zx, we
denote ENC(Z, s;1) = (ENC(2, 8;7))zc2) x--x Z).-

Definition 2.12 (¢-RCDS Protocols). Let P be a k-server CDS protocol for a k-input function f : X7 %
XoX-xXp —={0,1Yand Z = Zy x Zg X -+ - X Z}, € X1 X Xg X -+ X Xy, be a zero set of f. We say that
P is robust for the set Z if for every pair of secrets s,s' € S, it holds that ENC(Z, s;r) and ENC(Z, s'; 1)
are identically distributed. For an integer t, we say that P is a t-RCDS protocol if it is robust for every zero
set Zy X Zo X +++ X Zy, such that | Z;| < t for every i € [k].

2.5 Degree-d Secret Sharing and Degree-d CDS Protocols

We next quote the definition of [[13]] of secret-sharing with polynomial reconstruction and CDS with poly-
nomial decoding.

Definition 2.13 (Degree of polynomial). The degree of a multivariate monomial is the sum of the degree of
all its variables; the degree of a polynomial is the maximal degree of its monomials.

Definition 2.14 (Degree-d mapping over F). A function f : F¢* — F™ can be computed by degree-d poly-
nomials over F if there are m polynomials Q1, ..., Qm : F* — F of degree at most d s.t. f(x1,...,x;) =

(Ql(acl,...,xg),... ,Qm(xl,...,:zg)) .

A secret-sharing scheme has polynomial reconstruction if for every authorized set, the mapping that the
set uses to reconstruct the secret from its shares can be computed by polynomials.

Definition 2.15 (Secret-sharing schemes with degree-d reconstruction). We say that the scheme 11 with
domain of secrets S has a degree-d reconstruction over a finite field F if there are integers 0,01, . . ., 0, such
that S C F' and S; = F% for every i € [N], and Reconp, the reconstruction function of the secret, can be
computed by degree-d polynomials over F for every B € A.

Notice that in Definition the polynomials in the reconstruction can depend on B.

Definition 2.16 (CDS Protocols with Degree-d Decoding). A CDS protocol P with domain of secrets S has a
degree-d decoding over a finite field F if there are integers 0,01, ..., 0, > 1 such that S C F' and M; = F%
foreveryl < { <k, and for every inputs x1, ..., xy, the function DECg, . s, : Fat-+t% — S can be com-
puted by degree-d polynomials over F, where DECy, . 4, (m1,...,mg) = DEC(21,..., T, m1,...,Mg).

11



2.6 Matching Vectors

We next define matching vectors (MV), which are vectors whose inner product lies in a small set S U {0}.
These vectors were used in [25 [28]] to construct a family of sets whose intersection lies in a small set. They
were used in [22] to construct efficient PIR protocols and in [35] to construct efficient CDS protocols.

Definition 2.17 (Matching vector family [22]]). Let m,h > 0 be integers, and S C Z,, \ {0} be a subset.
The family of vectors ((u;, vi))fvzl, where u;, v; € Zﬁz, is called S-matching vectors if:

1. (u;,v;) mod m =0 fori € [N].
2. (u;,v;) mod m € S fori# j e [N]
Let m = pyp2 for some primes p1, po. In previous works, they mainly considered the set
Scan = {a € Z,, : (amod p; € {0,1}) A (a mod p2 € {0,1})} \ {0}.
We will consider a bigger set
Sone ={a € Zy, :a=1(modp;)Va=1(modps)}.

E.g., for m = 6, Scan = {1,3,4} and Sone = {1, 3,4, 5}. Note that every Sc,,-matching vectors family is
in particular a S,p.-matching vectors family since Scan € Sone-

3 A Polynomial 2-Server CDS Protocol

In this section we present a 2-server CDS protocol with polynomial reconstruction of degree d, for the
loglog d
INDEX?V predicate, with N O(*64”) communication. This CDS protocol is a generalization of the CDS

protocol from [35]], which is based on a PIR protocol presented in [20]. In [35]], they use matching vector
families over m = 3 - 2; We generalize this protocol and use matching vector families over m = p;p2, for
primes p1, p2 such that py[pe — 1. We will first present the protocol and prove its correctness and security.
We will then define sparse matching vectors and show that if we use sparse matching vectors in the CDS
protocols, then we get a CDS protocol with degree-d decoding. In Sectiond] we will show how to construct
sparse matching vectors.

3.1 The CDS Protocol over m = p;p-

In Figure|l} we present the 2-server CDS protocol; in the protocol we use an element a € F;, whose order
is p1, i.e. p1 is the smallest positive integer s.t. a?! = 1 (mod pz). An element of order p; exists if and only
if p1|p2 — 1. This generalizes the CDS protocol of [35]], which uses matching vectors over m = 2 - 3 and
the element a = —1.

Theorem 3.1. Given an Sone-matching vector family ((u;,v;)) Z-]il over Z!', where m = p1py is a product
of two primes p1, p2 such that p1|p2 — 1, the protocol in Figure|l|is a 2-server CDS protocol for INDEX?V
with message size h - log m.

Proof. For the correctness and the security, we need to make the following analysis of Charlie’s reconstruc-
tion function in the protocol in Figure[T](i.e. (2)):

12



A polynomial 2-server CDS protocol for INDEX?\,

and h € N. An element a € [F;2 of order p; in [F;z.
Alice’s Input: D € {0,1}.

Bob’s Input: i € [N].

The secret: s € {0,1}.

Shared Randomness: ry € F)! . ry € !, r3 € Fy,.

Define C : F), — F, as C(b) = E;V:1 D;a®Vi) mod ps.
N v,
Define V : ), — F), as V(b) = > j=1 D;v;aPVi) mod po.
* Alice sends m} < ((1 —a)s —1)C(ry) — r3 € Fp, and
m?% 1o+ ((1—a)s—1)V(r1) € 2.
* Bob sends m} < (su; +r; mod py) € [F;‘1 and m% < ({u;,r2) +r3 mod p2) € F,
* Charlie outputs 1 if

(i, m%) —mjy —mi — C(mp) + (u;, V(mp)) # 0,

and O otherwise.

Public Knowledge: An S,,,.-matching vector family ((u;, v;))¥, over Z”, form = pips s.t. p1|ps — 1,

p2-

@

Figure 1: A polynomial CDS protocol using a matching vector family over Z,, where m = p;p, for primes

p1, p2 such that py[ps — 1.

(uj, m%) —my —mf — C(mp) + (u;, V(mp))
=(u,ra+((1—a)s—1)V(r1)) — (1 —a)s —1)C(r1) + r3 — (u;,ra)

— C(su; +r1) + (u;, V(su; +r1))
= (u;,r2) + (1 —a)s — 1){u;, V(r1)) — (1 —a)s = 1)C(r1) — (us, r2)

— C(su; +r1) + (u;, V(su; +r1))
(1 —a)s—1)({(u;,V(r1)) — C(r1)) + (u;, V(su; + r1)) — C(su; +1r1)

J

> (i vy) = (1 = a)s = 1+ @)Dy | (mod po).
J

We next analyze each term in the sum. Recall that for every i # j, either (u;,v;) = 1

(u,v;) =1 (mod p2) (or both). Thus, for i # j,

o If (u;,v;) =1 (mod py) then ((u;, vj) — 1) = 0 (mod py), and the term is 0.

- 173

(1 =a)s =1) D7 | (i vy} = DD | £ 37 (i, v;) = 1)Djalwem)|

3

(mod p1) or

* If (w;,v;) = 1 (mod py ), then (1 —a)s — 1 +a*"Vi) = (1 —a)s— 1 +a® (mod pz) (since the order
of a modulo ps is p1). This expression equals 0 by a case analysis: if s = 0, then (1 —a)s —1+a® =
~1+4a =0 (mod ps),andif s = 1, theterm (1 —a)s —1+a*=1—a—1+a =0 (mod ps).

13



For i = j, (u;,v;) = 0 (mod m), and, in particular (u;, v;) = 0 (mod p;), thus, the i-th term is —(1 —
a)sD;a*Vi) Therefore, expression (3) equals —(1 — a)D;a™1Vils,

Correctness. From the analysis above, if D; = 1, Charlie computes

—(1—a)a™Vilg, 4)
and outputs 1 if and only if it is not equal to 0 and otherwise 0. Since —(1 — a)a‘™1¥3) % 0 (mod ps),
Charlie outputs s.
Security. The security follows similarly to [35] using the following observations:

* The joint distribution of m};, m}4, mi is uniformly distributed, since we are using ry, rs, 3 as one-
time pads.

* If D; = 0, then from the reconstruction analysis, the sum in @ is 0, i.e.,
(u;,m%) —my —m% — C(mp) + (w;, V(mpg)) =0

thus,
my = (u;, m%) —my — C(mp) + (u;, V(mp)).

Therefore, mZB in independent of s and can be computed given m}g, mb, m124, D,1.

From the two observation, we conclude that when D; = 0 we can simulate m}4, mi, mjlg, m2B given D, 1,

i.e., the distribution of the messages is the same for the two values of the secret.

Communication complexity. Clearly the message sizes are at most (h + 1)logps since m}4 € Fp,,

m124 € [F}?Q, mlB € [F;l, mQB € Fp, and p1 < po. ]

3.2 Sparse Matching Vectors

In order to analyze the degree of the reconstruction function we will introduce a new definition regarding
matching vector families. This new definition is one of our most important contributions in this paper.

Definition 3.2 ((d, p)-sparse matching vectors). Let ((w;,v;))X., be an S-matching vector family over zh
for some m, h € N. We say that ((0;,v;))X is a d-sparse S-matching vector family if for all i € [N,

{e € [h]:vill] # 0} < d,

i.e., the number of non-zero entries in v; is at most d.
For a prime p such that p|m, we say that ((w;,v;))X., is (d, p)-sparse if for all i € [N],

{0 € [h]: vilf) £ 0 (mod p)}] < d.

We could have defined the sparsity property to be over u; as well, and our constructions in Section [
would satisfy this stronger requirement. However, for the reconstruction degree, sparsity solely for the v;’s
suffices.

Next, we use the definition above for the reconstruction degree analysis.
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Lemma 3.3. Given a (d, p1)-sparse Sone-matching vector family over m = p1pa for primes p1, p2 such that
p1|p2 — 1, the CDS protocol of Figure|l|can be implemented such that the degree of the decoding is p; - d.

Proof. Charlie’s reconstruction function as defined in (2) in Figureis linear except for computing C(m};)
and V (ml}), thus we show how to enable Charlie to compute C'(b) as a low degree polynomial by changing
the message of Bob; the analysis for V' (b) is the same.

N N N
vill
C(b) =3 Djat®¥) = 3 pafiem vl — 3™ p, 11 (ab19) M od po.
=1 j=1 )3 ¢€[h):v;[£)£0 (mod py)

The equality () is correct since the order of a is p;. Thus, instead of sending m}3, Bob sends

1 .ml
m'p = (a5 ey ek, € P )

The function C'(mb) can be computed as a polynomial of degree max;{|{¢ € [h] : v; # 0 (mod p1)}|};
since ((u;,v;)) is (d, p1)-sparse, the degree is at most d.

In addition, Charlie outputs 1 if the expression in (2)) is non-zero. We use Fermat’s little theorem to
convert any non-zero value to 1. That is when D; = 1, Charlie computes the expression in (2]), multiplies it
by the constant —(a — 1)~! and by {) and since s € {0, 1}, outputs

(=@ (=1 = a))sa )" = s (mod ps).

To conclude, the total construction degree as most p; - d. Note, that the modification of the protocol changes
the communication complexity by a factor of p;. O

Now, we present two theorems that will be proven in the next section. These theorems state the exis-
tence of sparse matching vector families; combining them with the CDS protocol in Figure I} we get CDS
protocols with various trade-offs between the decoding degree and the communication complexity.

logd
loglog d such

where m = pipo,and

Theorem 3.4. For every N,d > 0, there exists primes p1,pa where pi|p2 — 1, and p1 <

that there is a (d, p1)-sparse Sone-matching vector family ((w;,v;))X., over 70,
16 log log d

2
h S 2d1+loglong logd

Theorem 3.5. For every N,d > 0, there is a (d,2)-sparse Scan-matching vector family ((u;,v;))X., over
log log d
g )

Zh, and h < d°V N9 s

Combining the construction of the CDS protocol from Figure [I] and Theorem [3.5] or Theorem [3.4] we
get the following theorem.

Theorem 3.6. For every N,d > 0, there is a 2-server CDS protocol for INDEX?;, with degree-d recon-
log log d
struction and communication complexity d°V) N O( log d )

Proof. Let N,d > 0. Let d’ = d/2, from Theorem[3.5] we get a (d’, 2)-sparse Scay-matching vector family
loglog d
over Zl, and h < 200 NOCiezd ) Thus, from Figure |1{ we get a 2-server CDS protocol for INDEX%;
log log d
over 3, with degree-2d’ = d reconstruction and communication complexity d°) N O< log d )

Let d’ be the largest integer such that 2d’ - log d’ < d. From Theorem [3.4] we get a (d’, p1)-sparse Sone-

16 log d

. . / 1+—2
matching vector family over Zﬁl, where m = p1ps, p1 < % < 2logd,and h < 9d' t Toglog @ Nloglog @ .
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Let « = d'logd’, from Claim d < lo2gkl)oggaa’ thus d' < % = d°1), Therefore, h <

%gdo(l) loglogd

2
9d  legd N 1ogae = qO() NOTiogid) Thus, from the protocol in Figure [I| we get a 2-server

CDS protocol for INDEX?% % over F,,, with degree-p; - d’ reconstruction and communication complexity
loglogd

d°WNOisga) Also p1d’ < 2d'logd' < d, thus the CDS protocol has degree-d reconstruction. O

Corollary 3.7. For every constant d > 0, N > 0, and function f : [N] x [N] — {0, 1}, there is a 2-server
log log d
CDS protocol for f, with degree-d reconstruction and communication complexity d°V) N ( log d )

4 Constructions of d-Sparse Matching Vector Families

In this section, we present three different constructions of (d, p;)-sparse matching vector families over Z,
loglogd
where m = pips and h = d°DN O(Moed ), The main differences between the constructions would be the

constraints of choosing the primes p1, p2 as N grows.

4.1 Basic Tools

In the three constructions of matching vector families, we use a basic construction of an S-matching vectors
family for a large set S. To avoid repetition, we will present it here, and use it in the construction with
different choices of S.

Claim 4.1. Let N, t,w > 0 be integers, where 0 < w < t. There is a (w + 1)-sparse S -matching vector
family ((9;,v;))N, over Z!, for S = {t —w,...,t — 1}, and h = [NY/*] -w + 1.

Proof. Partition [h — 1] to w sets of size h = [N'/®]. Let {A}N | be N subsets of [h — 1] of size w

s.t. A; contains exactly one element from each set in the partition (there are (%) = ([N 1/ W] )w >N

such sets). For each set A;, let us, € {0,1}"~! be its characteristic vector. We define the vector family
(@, v;))N | over Zl as @; = (t —w,uy,), Vi = (1,uy,), that is, in @;, and ¥; we add a coordinate to u ;.
We next argue that (@, v;))¥, is an S-matching vector where S = {t —w,...,t — 1}.

» Foreveryi € [N], (;,v;) =t —w+ (ua,,us,) =t —w+ |4;| =0 (mod ).

* Foreveryi # j € [N], (0;, V) =t —w+ (ua,,us,) =t —w+[A; N A € S
(since 0 < |A; NAj| <w—1as A; # Aj).

The sparsity of uy, for every i € [N] is w (since u 4, is a characteristic vector of a set of size w), thus the
sparsity of u; and v; is w + 1. O

We will use the following lemma about tensor products (tensor products are defined in Definition [2.2)).
Lemma 4.2. For every uj,us, vy, vo € F,
(w1 ®uz,vi ® va) = (ug, vy) - (uz, va).

In particular, (u®’,v®*) = (u,v)".
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Proof.
(W ®@ug,vi®@ve) = > (w@u)i,j]- (vi®va)li, j]
i,J€[N]

= Z uy [i|ua[j] - vi[i]valj]

i,§€[V]
= [ S wili]-vali] | [ Y wals] - vali]
i€[N] JE[N]

= (ul,V1> . <lI2,V2>.

4.2 Efremenko’s Construction

The first matching vector family we present is the Efremenko’s [22] Appendix A]. We observe that Efre-
menko’s construction is sparse. This construction takes the basic construction from Claim and uses
Fermat little theorem and the Chinese reminder theorem to construct Sc,,-matching vectors.

Construction 4.3. Let py < pa be two primes, m = pips, and S = {1,...,m — 1}. Let ((#;,¥;))N,
where h = [N'/(m=D7 . (m — 1) + 1 be the S-matching vector family over Z of Claimwhere t=m
(i.e, w=m—1).

We define for every i € [N]:

_ ~®(p—1) _ ~®(p2—1)

uy, ; =, mod p1,up, ; = u, mod pa,
_ &®(m-1) _ o®(p2—1)

Vpii =V, mod p1, vy, =V, mod po.

Construct ((w;, v;))N, over ZI, where h = hP> using the CRT per entry, where we pad u,, ; and v, ;

with zeros to be of length h?2, i.e., we define w;[k] € Z,, for k € [hP?] as the unique element s.1.
* u;[k] = up, ;[k] (mod py),
* u;[k] = up, ;[k] (mod p2).

that is
w;ik] = (up, i[k] - pa(py' mod p1) + up,i[k] - pr(py" mod ps)) mod m.

We define v; analogously using v, ; and vy, ;.

Efremenko [22] proves that ((u;, vi))i]il is an Scyp-matching vector family (recall that Sca, = {a €
Zy, :a mod p1,a mod pe € {0,1}}\ {0}). For completeness, provide this proof.

Claim 4.4. Let py,ps be two primes and let m = pipa. The family ((w;,v;))Y, as constructed in Con-
struction[d.3|is an Scan-matching vector family.

Proof. Leti,j € [N]. By Lemmad.2] for ¢ € {1, 2},

(W5, V5) = (Wpis Vi) = (8771 977) = (03, 95)7 7" (mod ).
Since (0;, v;) = 0 (mod m) by Claim[4.1]
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o (u;,vy) = or—l=o (mod py),
¢ (uj,vi) = 07271 =0 (mod py),

thus, (u;, v;) = 0 (mod m).
Leti # j € [N]. Since (0;, v;) # 0 (mod m), then (0;, v;) # 0 (mod py) for at least one £ € {1,2}. Also
(u;,v;) mod py € {0,1}, and (u;,v;) mod py € {0,1}, thus (u;, v;) mod m € Scan. O

We now will analyze the sparsity of the matching vectors family ((u;,v;))~ ;. From Claim the
sparsity of ((@;,v;)).; is m. Thus, the family is (d, p1)-sparse where d = mP'~!, since the number of
entries k where v;[k] # 0 (mod p1), by the CRT, is the number of entries k where v,,, ;[k] # 0 (mod p1),
which is mP1 =1, The same applies to v;.

For the CDS protocol provided in Figure|1| we need that p; |ps — 1. The next result assures that for every
prime p; there is a fairly small prime ps s.t. p1|p2 — 1.

Theorem 4.5 ([41]]). There exists a constant c such that for every integer d > 2 and every a € Z relatively
prime to d, there exists a prime p < cd®'8 such that p = a (mod d).

Using Theorem [4.5] for a prime p1, we can take the least prime py such that po = 1 (mod p;) and get
that py < cp?’ls, thus p% <m< cp?'ls. Note that

h=(m—1)[NYmD] 41 <omNV =D < opf 18 N2/m,

and

h= it < (20 EN) < (21 T N2
Since d = mP?,

2
pit = (PP < d < (et
= 2p1 logp1 <logd < pjlogc+ 6.18p; log p;.

. _logd
loglogd-

every integer k£ > 0 there is a prime p such that £ < p < 2k, we take such p; < 2 -
with the upper bound on h and on pq, we get

We take p; as the smallest s.t. p; >

From Bertrand’s postulate (see, e.g., [1]) that states that for

logd
loglogd-

Combining this
h < (QCP?'lg)cp?lg N2/m

. 5.18
615\ “(Prebea)
< (g0 2losd |y ilesd
loglog d
o 5.18
< log d >O<mlglgo’éld> 0(leglo5?)

< N log d
© loglogd

o) log d 4.18 o) loglogd
— d loglog d N log d

loglogd
_ gpolylog(d) \fO(T5G")
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4.3 QOur Construction

In this section, we will prove Theorem [3.4]by showing a construction of a matching vector family generaliz-
ing the construction in Section .2] The matching vector family in this section will be for a larger set Sope;
in return, we will get a more efficient protocol and more freedom in choosing the pairs of primes py, ps.

Construction 4.6. Let p1, pa be primes, and let m = p1ps. Let 0 < w < m be a weight that will be chosen

later. We start with the basic matching vector family ((Q;, v;))Y; over Z? Sfrom Claim with t = m and

h = w[NY%] + 1. Define u,, i = ﬁ?prl, and vy, ; = f/?m*l, thus for every i, j € [N]

-1 ~ -1
®p1 V®p1 >

<up1,ivvp17j> = <ﬁi » Vg = <ﬁia‘~’j>pl_1 = ﬂ(ﬁi,\?j);?éo (mod p1) (mOd pl)'

Next, we define the set A ={a € {m—w,...,m—1}:a =0 (mod p1)}. Since m =0 (mod py), the size
of Ais Lpﬂlj We consider the polynomial R : F,, — [F,, (of degree at most LI%J ) s.t.

1. R(0) =0 (mod p2),
2. R(a) =1 (mod po) forall a € A,

ie.,

R(z)==x Z H (z:z) :

a€AbEA ba

Since a,b =0 (mod p1) and 0 < a,b < m, then a # b (mod p2), therefore the inverse of a — b exists. Note
that deg(R) = dp = [A| = [} ]. Let R(z) = ZZ}; apx® (mod ps) be the explicit representation of R (as

R(0) = 0, its free coefficient is 0). Define u,, ; = (a1ﬁ®1, S ,adRﬁ®dR) (that is, up, ; is a concatenation
of dg vectors), and v, j = (v, ... v®Ir) By Lemmafor everyi,j € [N]

g g
(Ui Vpog) = D ar(GP*, ¥5%) = " ap (Wi, v5)% = R((@;, ;) (mod po).
k=1 k=1

We pad either uy, ; and v, ; or W, ; and vy, ; such that they will have the same length. We construct

((w, vi)) X, over Z%, where h = predlp =1y using the CRT per entry, i.e., w;[k| is the unique element
in 2., s.t

* u;[k] = up, ;[k] (mod py),
* ui[k] = up, i[k] (mod py);
we define v; the same way with vy, ; and vp, ;.
Claim 4.7. Let p1,pa be primes and let m = pips. The family ((w;,v;))Y, over Z%, as constructed

in Construction W with Lpﬂlj = p1 — Ll is a (d,p1)-sparse Sone-matching vector family, such that h <
2loglogd

Ad - N"Tsd ", and \/2p; log (p1/v/2) < logd < 2p;logp1.

Proof. Let i,j € [N]. By the construction,

* (ug, vj) = (Upyi, Vi) = Vi, 95)20 (mod py) (mod p1),
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* (W, vj) = (Upy i, Vi, j) = R((Wi, V) (mod py).
Therefore,
* (Wi, Vi) = Vi, 9.)20 (mod pr) = 0 (mod p1),
e (u;,v;) = R({(1;,v;)) = R(0) = 0 (mod p2),
thus, (u;, v;) = 0 (mod m). For every i # j € [N],
o If <l~lz,\~/]> 7_é 0 (mod pl), then <l~lz,\~lj> = 1]<1~1i7‘~’j>751 =1 (mod pl). By Clalm <u2‘,Vj> =
(ﬁi,{ij’l_l =1 (mod p1), and (u;, v;) € Sone.
* Otherwise (1;,V;) = 0 (mod py), and, by Claim[.1, m —w < (@;,V;) < m—1. Thus, (@;,v;) € A
and (u;,vj) = R((Q;,V;)) = 1 (mod p2) by the definition of R, thus (u;, v;) € Sope.
Next, we analyze the p;-sparsity of the matching vectors and their length A (as a function of IV and d).
Recall that h = 2™ {1711 \We take w such that LP%J =p—1,ie,p? —p1 <w < p?—1. By

Claim the sparsity with respect to py of ((@;,v;)).; is w + 1. By the definition if u; (respectively v;)
the p1-sparsity of u; is the sparsity of u,, ; (resp. v, ;), i.e., d = (w + l)plfl. Therefore,

1 _ _ 1\t _ _ _
RIS A (1 - p1> <@ -p) T <d=(w+ 1T <@ (6)
This implies

(2p1 —2)logp1 — 2 <logd < 2p; logp;.
Let p1 logp1 = a. Using Claim[2.3] we get

logd log d log d
Pz B > e @
oga ~ log =8¢ 2loglogd —2 — 2loglogd
On the other hand, for every p; > 4,
logd > (2p1 —2)logp1 — 2 > p1logpi.
Thus,
2a 2logd
p1 < < .
loga — loglogd
We conclude that for every p; > 4
log d 2logd
BE <y < B (®)
2loglogd loglogd
Also,
~ 1
h=[NY%] w+1<2NYY. 0 <2(p} —1)NmoiD,
From the choice of w, h = ﬁpl*l, therefore
2logd/ loglogd
h< ol p— )P TINE < %pf’“Nﬁ < 24" Togiesd . N7
(where the last inequality follows from (6)). So we get,
h < 2d" iR N Togd
O
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Remark 4.8. We next consider a specific choice of parameters in Construction [4.6]and analyze the resulting
properties of the matching vector family. Take p; = 3, p2 = 7, and choose w = 8. Then the length of the
resulting matching vectors from Constructionis h = BmaX{L%J’Q}, where h = O(N'/3), i.e., the length
is O(N'/%). The sparsity is (8 + 1)> = 81. Using this matching vector family, the protocol in Figure is
a 2-server CDS protocol over [F7, with reconstruction degree p; times the sparsity of the matching vectors,
i.e. 243, and communication complexity O(N1/%),

This 2-server CDS protocol has better communication complexity than the quadratic 2-server CDS pro-
tocol from [13]] (whose communication complexity is O(N 1/ 3)).
The following lemma proves Theorem [3.4]

Lemma 4.9. For every N, d > 0, there exists primes p1, p2 where p1|ps — 1 such that the matching vectors
from Construction is a (d,p1) — sparse Sone-matching vector family over an, where m = pipo, and

16 log log d

2
h S 2d1+10g10ng log d

Proof. Let N,d > 0 be some natural numbers. Let p; be a prime such that

log d < logd

5% ___o% 9
4loglogd_pl_ 2loglogd’ ©)

such prime exists from Bertrand’s postulate [1]]. Let po be the smallest prime such that p;|ps — 1. Let
((u,v;))X | be that vector family over Z”, of Construction where m = p1ps. By Claim ((ui, vi))

. . . 1 2 21log log d’ ) )
is an Sope-matching vector family such that A < 2d T ioslos@ N 1ozd”  where d’ is the p1-sparsity of the

! U
matching vector family. By equation Soed < p1 < 2loed Therefore, by (8], (9),

> 2loglogd’ loglogd’*

/
Ldlgplgﬁjd/gd’
2loglog d 2loglogd

thus, in particular the matching vector family is d-sparse with respect to p;. Also, by ()., (9),

log d 2logd’ N 2loglog d’ < 16loglogd
Aloglogd — P = loglog d' logd =  logd
1+ 2 16 log log d
SO, h S 2d loglong log d . D

4.4 Kutin’s Construction

In this section, we will prove Theorem 3.5 by presenting a variant of the construction of matching vector
family of Kutin [33]]. Let p; < po be two primes, m = pip2, and t = pflp? for some e,eo > 0. By
Claim [4.1| there is an S-matching vector family ((@;, v;))Y., over Z?, where S = {1,...,t — 1}, and
h= [NV (¢ —1) 41 Ge,w=1t—1).

Next we define BBR polynomials, which will be used in the construction.

€1,.€2

Theorem 4.10 ([33]). Let p1 < p2 be two primes, m = p1 - pa, and t = p|'py° for two positive integers
e1, ea. There exists a polynomial Qp, +(x) over Q such that:

I Qmi(r) = Zfﬁl bi (%), where b; € Zy,.

2. Qmi(x) =0 (mod m) if and only if x = 0 (mod t).
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3. deg Qg = dg = max{p{', p5*} — 1.
4. If x # 0 (mod t) then Qpm+(x) mod m € Scan.

Note that the coefficients of () are not necessarily integers, and yet for every input z, it evaluates to an
integer when z is an integer.

Example 4.11. Letp; = 2, ps =3, 1 = 3, ea = 2. Thenm = 6, Scan = {1,3,4}, and t = 72. Then,

w0 5) () o)+ ) )

(where the polynomials (f) are defined in Section . The degree of Q¢ is 8; it can be checked that
Qm.t(72) = 0 (mod 6), for example Qp, +(2) =2 + 5(3) = 1 (mod 6).

Construction 4.12. Ler t = p{'p5?, and let Qy, + be the polynomial from Theorem We use Claim
witht and w =t — 1. In this case, u; = Vv;, since by definition its first entry ist —w = 1, and W, is a binary
vector. Let A; C VL] be the subset defined by W, i.e., A; = {{ € [h] : w;[¢] = 1}, as the sparsity of u; is
u;, v; of length ZZ L ( ), where for every ) # S C (] of size at
most dQ we have the followmg coordinate in the vectors

* w[S] = bjg) - sca,
* vi[S] = Tsca,.
The sparsity of this family is the number of non-empty subsets of A; of size at most dg, i.e., at most
dg ot
> () -
Our construction is based on Kutin’s construction [33]. Kutin uses & = ¢1* in Claim and gets

1o} loglog N .
shorter vectors of length N ( log N >; however, his vectors are dense. We get longer vectors that are

Sparser.

Lemma 4.13. Let ((Q;,V:))Yq, Qmy, and ((u;,v;))N., be as defined in Construction Then, for all
i,j € [N],

(W5, vj) = Qm (W, v;)).
Proof. Leti,j € [N],

(i, vj) => Y wS]-v,[S]

i=1 ge (M)

k3

—Z D bg - Tsca, - Tsca,

=1 SG([h)

:Zbi Z Tsca;na;

=1 ge(IM)

A; ﬂA
_ Zb <\ |>
= Qm,t |Ai VAG]) = Qe ({1, V)
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O]

Claim 4.14. For every two primes p1,p2 and an integer eq > 0, there exists an integer ea > 0 such that
for t = p'pS?, the family ((u;,v;))Y., as defined in Construction is a (d, p1)-sparse Scan-matching

2pq loglogd log log d

vector family over an, such that h < aprO) . N~ Togd , and \/t/pl <logd < /pi1t.
Proof. Leti # j € [N]. By Theorem[4.10] and Lemma[4.13]
o (u;, vi) = Qmt((1;,v;)) = 0 (mod m), since (0;, v;) = 0 (mod t).

o (u;, V) = Qm((Wi, Vi) = Qm(a) fora € {1,...,t — 1}, thus Q(a) € Scan (by the definition of
Q).

Before, analyzing the p;-sparsity of ((u;,v;))Y.,, we show how to choose an exponent ey given e; and
primes py,pa s.t. p{*, p5? = O(1/t) up to a factor of \/p1. For every e; > 0, let & be the minimal integer
s.t. p1€ < po®2,

o If pp®2 < p©11+1, then we choose es = €5 and
Lt=p19pe® >p1 7 'pa® - ;2™ = p®2 <pit = pit <pe® < Vil
2 t=pipe <Pttt = g =l >

* Otherwise, p > pS't! and we choose é; = ey — 1, thus p' ™! < pa® 1 = p&2 < p°' (since & is

the minimal s.t. p$' < pS?) and we get
Lot=pi'pe™ >pi'pf ™" = pi" <pit = p® <pf' < Vpit.
2. t=p'p2® < pips? - pa® = PP > P >\ /o

In conclusion, for every e; we can choose es such that

[t
o = < Py ps° < Vit (10)

Thus, by the definition, the degree of Qp, ¢, namely dg, is at most \/p1¢.
Then, h = (t — 1)[NV/@=D] 4+ 1 < 2(t — 1)NV/=D and

50 1<>< )

1/(-1)\ VP N/ 3
< <6t N ) t/p1> P1 NVE
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Let d be the sparsity of ((u;,v;))Y ;. We use the inequalities of Claim to get,

dq Vit Vit
t t et Vit
d = < < < t .
> () =2 ()=(Gn) " = (vm)
logd
= logd < V/pitlog(ey/t/p1) < Vpitlog(v/pit) = Vi > 8%
V/P1 loglogd "
Vit/p1 (b
t _ \Vt/p1
d> = (Vpit)
Vit/pt
2 log d
= logd > /t/p1log v/pit = Vt < 2vpilogd
loglog d
Thus,
12 1 d (?gé ll;);;) \/51’1 log log d \/§p1 log log d
08 N~ gd = gO@1) . N7 Tegd .
~ \loglogd
O

The following lemma proves Theorem

Lemma 4.15. Forevery N, d > 0, there exists integers ey, e such that the matching vectors from Construc-
log log d)

tiond.12|is a (d,2) — sparse Scan-matching vector family over ZL, and h < a0 NOiogid

Proof. Let N,d > 0. We want to prove the existence of an S.,y-matching vector family with vectors of

o(1) NOC5ES) log d
length 49 N9 logd Toglog

equation 1i holds for ¢ = 2%13°2 and we get ,261_% <Vt < 261+%. Then,

logd logd
—— ] —-2<e <1 — ] -1
& (loglogd) =01=708 (loglogd)

. We choose p1 = 2,p3 = 3, e1 = |log ( )J — 1, and we choose es such that

logd 1 logd
4loglogd — ~ 2loglogd
N logd < Vi< logd .

4v/21oglogd Vv2loglogd

Let ((u;, ;)Y be the vectors in Z”, as defined in Construction given t, m. According to Claim
2v2loglog d’
((ui,vi))fil is an Sgapn-matching vector family such that A < d°0 . N g’ , where d’ is the p;-
sparsity of the matching vectors family. Also by equation 1} ﬁigd’ <WVE< %;{gﬁléc»ggj’ therefore
!
logd < logd S d<d,

V2loglogd ~ v/2loglogd a

logd < 2v/2log d’ N 2v/2loglog d’ < 32-v2loglogd
4v/21oglogd ~— loglogd’ log d’ - logd ’

22 log log d 32:v2loglogd

Thus, ((u;, v;))Y, is (d, 2)-sparse, and has length b, < dC(ON "~ Tega” < @O . N™ Jogd O
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4.5 Comparison of the Three Constructions

We described three constructions of sparse matching vectors. These constructions have the same asymptotic

loglogd
behavior: For every d there is a d-sparse matching vector family with vectors of length O, (N O(Pioga )).

The one based on Kutin’s construction is the most interesting as the vectors can be over Zﬁl form = p1 - po
for every two primes p1, p2, €.2., we can take m = 2 - 3. In the construction we provide and Efremenko’s
construction, the value of m increases as d increases (e.g., as the length of the vectors decreases). Our
construction yields shorter matching vectors that can be used to construct CDS protocols and secret-sharing
schemes that are better than the degree-2 construction of [13]. Efremenko’s and Kutin’s constructions are
for Scan-matching vector family, whereas our construction yields only an S,pe-matching vector family.

For every two primes p1, p2, and m = pi1po, the length of Efremenko’s matching vectors is mP2 N 1/p1,
and are (mP!, py)-sparse. The length in our matching vector family is p?p L. N/t and they are (p?p Yp1)-
sparse. Thus, the sparsity and length in our matching vector family is much better since ps > p; and

2 (p1 - p2)P* = mP, and is independent of the choice of ps. Recall that as we need that p; divides

Dy
p2 — 1, we only know that ps < ¢ - pi’is.

S A Polynomial k-Server CDS Protocol

In this section, we describe a construction of k-server CDS protocol for INDEX’]“V with polynomial re-
construction. Our protocol is a generalization of the k-server CDS protocol from [37]. It relies on two
components. The first is a matching vector family with a special property of k-decomposability (see Defini-
tion[5.1). Thus, we need to prove that the constructions of sparse matching vectors are decomposable. The
second is simulation of Bob in the 2-server CDS protocol by k£ —1 servers. We need to modify the simulation
of [37] such that it can be computed by a linear function. Towards this goal, we describe a selection protocol
that will be used as a black box in the k-server CDS protocol.

Recall that the point-wise product of two vectors X,y € Zﬁl, for some m,h > 0, is a vector in Zﬁn
whose ¢-th element is x © y[¢] = x[{] - y[¢] mod m.

Definition 5.1 (k-decomposability). Let N’ = V/N. A family of vectors (ui)ﬁ\il over Z is k-decomposable
if there exist vector families (a1 ;) - (up )N, over 7", such that under the natural mapping i v
(ila e allk) € [N/]k

N/
i1=1>""

u; =y, © - 6Ug,; modm

for all i € [N, i.e. u; is the pointwise product of k vectors a1 ;,, ..., Uy, where each u;;; can be
computed from 1;.

Definition 5.2 (Decomposable Matching Vector Families). For integers N,m,h,k > 0and S C Z,, \ {0},
a collection of vectors ((uz,vz)){i | over 7" is a k-decomposable S-matching vector family if it is an
S-matching vector family, and (0;)Y_,, (v;)X.| are k-decomposable (as in Definition .

We next give an example, in order to demonstrate the notion of decomposable matching vectors.

Example 53. Let N = 4, k = 2, w = 1, and i = (i1,i2) € {1,2}2 Let e;,es,e3,e4 € Z2* be the
standard unit vectors (i.e., e, = (1,0,0,0)). Let u; = v; = (1,¢€;) for 1 < i < 4 be the basic matching
vector family from Claim We will decompose e; for every i € [4] as follows:

(ﬁl,i)1§i§2 = ((17 17 17 07 0)7 (17 07 07 17 1)) and (ﬁQ,i)ISiSQ == ((17 17 07 17 0)7 (17 07 17 07 1))
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For example,
l~l(1,1) = (L,e1) =(1,1,0,0,0) = (1,1,1,0,0) © (1,1,0,1,0)

and
ﬁ(2,1) = (1783) = (170707 170) = (170707 1, 1) © (17 1,0, 170)

5.1 The Selection Protocol

In this section, we will describe an important component of our k-server CDS protocol. In our k-CDS
protocol there will be k servers, the first server will simulate Alice in the 2-server CDS protocol described
in Section E], and the other £ — 1 servers will simulate Bob, i.e., each server Q; for 2 < j < £, holding
an index i;_1, sends a message such that the referee can reconstruct the messages of Bob with input ¢ =
(i1,...,1g—1) in the 2-server CDS protocol. This should be done such that the referee will not learn any
additional information. Furthermore, the referee should reconstruct the message of Bob using a linear
function. We will formulate these requirements as a special case of private simultaneous message (PSM)
protocols [23}29].

Definition 5.4 (PSM protocols). Let X; be a t-th input space, and let ) be the output space. A private
simultaneous messages (PSM) protocol ‘P, consists of:

* A finite domain R of common random inputs, and k finite message domains M1, ..., My, denote

M:Ml X oeee X/\/lk.
* Message encoding algorithms ENC1, ..., ENCg, where ENC; : A4 X R — M;.
* A decoding algorithm DEC : M — ).

We say that a PSM protocol computes a k-argument function f : X1 X -+ X X — Y, if it satisfies the
following two properties:

Correctness. Forallxy € Xy,...,xp € Xy, andr € R:
DEC(ENCy(x1;7),...,ENCk(ak; 7)) = f(21, ..., Tk),

that is, the referee always reconstructs the output of f.

Security. Foreverym = (my,...,my) € Myx--- XMy, x = (21,...,24), andx' = (2,...,2}) € X
such that f(x) = f(x') it holds that

TNBER)[(ENcl(xl; ), ...,ENCk(zg;7)) = m] = TNIU)fR)[(ENCI(xll; r),...,ENC(z};7)) = m],

that is, the referee cannot distinguish between two inputs with the same output, i.e., the referee only learns
the output of f. The communication complexity of a PSM protocol is defined as log | M.

Next, we define a function, simulating Bob’s messages, and we design a PSM for it. In the function,
we need the following selection function: each server holds an input z; € [F, and all servers hold a vector

s = (80,...,8p-1) € Zg. The inputs of the servers define a selection index b = H?Zl x; mod p; the
referee, which knows x1, ..., xy, should learn s; without learning any additional information on s.
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Definition 5.5 (The selection function). Let q be a positive integer, p be a prime, and lets = (s, ..., sp—1) €
Z% be a vector of length p. Let 75 x F, be the input space for each server; each server holds the common
input s, and a private input xy. The SELECTION function is defined as follows

fseLECTION(S, Z1, ..., Tk) = (Sp, T1, ..., Tk)

where b = Hle x¢ mod p.

Protocol SELECTION
Private input: The input of server Q); is ; € F,.
Common input: A vector s = (so,...,5,-1) € Zb.

Shared Randomness: r = (r.q)je[k—1),aer; Where 74 € Zg. Let 74 = s, fora € Fj.

The message of server ()1:
If 1 = 0 sends m; < s, otherwise sends my < 11 4,.

The message of server Q;, for 2 < j < k:

If z; = 0 sends m; < s otherwise sends (m; 1,...,m; 1), where
Mja = (Tja — rj—l,aw;l mod p) mod g.
Referee:
k
Denote by = x1,by = x1 - 22 mod p, ..., by = [[;_; i mod p =b. The referce computes:

e If Jj s.t. z; = 0, the referee outputs m;.

* Otherwise outputs m; + Z?:Q myp, .

Figure 2: A PSM protocol for the SELECTION function.

In Protocol SELECTION, we assume that the referee knows x1, ..., zg; this is the case when we use
it in a CDS protocol. For the purpose of analyzing Protocol SELECTION in Figure [2[as a PSM protocol
(where the referee has no input), we assume that each server (Q; also sends z; and the referee also outputs
x1,...,TE. Furthermore, in the definition of fsgrpcTioON We assume that all servers have a common input
s. We can modify Protocol SELECTION in a way that only (), will hold s.

Claim 5.6. Let p be a prime and k, q be integers. The PSM (ENC1, ..., ENCy, DEC) described in Figure [Z]
is a PSM protocol for fsgLecTtion With communication complexity (2p — 2) log p.

Proof. Letx1,...,x) € [, be the inputs for each server respectively, and denote b = Hle x; mod p.

Correctness. Since, for every j € [k], ENC; sends x;, and DEC outputs z1, ..., x. It is left to show that
the referee in Figure outputs sp. If there is j € [k| such that z; = 0, then b = 0. In this case, server Q;
sends m; = sq, and the referee outputs m;. Otherwise, denote by = x1,bp = x1 - 22 mod p,..., b, =

Hle x; mod p; in particular by, = b. We observe that for every 2 < j < k, the messages myjb,; satisfy
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My, = Tjb; — ijl,bj-acj‘l =Tjb; — Tj—1bj_1» thus the referee outputs
k k
my + E Mjb, =Ty + E (rj,bj - rj_17bj71) =Tkp, =S (mod q).
Jj=2 Jj=2

Security. Lets = (s1,...,5p),8 = (5],...,5,) € Zg,and let x,x" € [lef such that

fsELECTION(S, X) = fsELECTION(S , X').

From the definition of fsgrection, X' = x = (1,...,2%), and s, = s, where b = Hle z¢. We denote
r = (ija)je[k,u’ae[a’;, and v’ = (Té’a)je[k,1]7aepg as random strings in the execution of fsgr gcTiOoN With
inputs  and 2’ respectively. We will describe a bijection between r, and r’ such that for every ¢ € [k],
ENCy(s, 2¢;1) = ENCy(s', 24;1). Let T = (7).a) je[k),ack; » Where 1o = S, for every a € Fj. We define r’
as follows. We define 7). , = s, for every a € ;. There are two cases:

xj = 0 for some j € [k]. In this case, b = 0. Let jo be the maximal index such that ;, = 0. We define
recursively forevery a € F¥, jo <j <k —1

/ _ . . _ /
Tja = Tia T Titlazjn = Tjtlaz

and for every 1 < j < jo, we define 7’3 o = Tj.a- We show that the messages sent by the servers are the same
with (s, r) and (s’,r’). Then, for every j < jo, such that z; = 0,

ENC;j(s, 2j51) = (s0,25) = (s0, 2;) = ENC;(s', 255 1').
For j = 1, if z; # 0 then jo > 1 and
ENCy(s,21;T) = (T1,0,,71) = (1] 4, 21) = ENC1(8', 215 1').

For every j < jo such that x; # 0, consider the message of @)},

1. ENCj(S, Zj; I‘) = (mj,l, ey Myp—1, xj)
2. ENC;(s',zj5r) = (mf g, ... om), g, 25)

We need to show that m; , = m;a for every a € F*.

/ ! _ / _ i _ _ i
Mjq ="Tjq Tj—l,aa:;l =Tja rj_17a.$]__1 = Mjq-

For jo < j < k, we again need to show that m}; , = m;, for every a € F.

Y
Mja = Tja Tj—l,am]._l

/ /
=Tja = (10050 +Tja = Tja) (12)

=Tja — ijl,a-xjfl = Mk,a-
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For every j, x; # 0. Foreverya € F},1 < j <k — 1 we define recursively,

/ /
Tja = Tja + Titlazi — Tjflam -
For servers 2 < j < k, as before, we need to show that m;- o = mj, for every a € F}, which follows
exactly as in equation (12). Thus, it is left to show that 7] , = 71 ;,, and we will get that

ENCy(s,21;T) = (1,0, 71) = (1] 4, 21) = ENC1(s', 215 1').

For every j € [k], denote b; = ngl x;. We prove, by induction on 1 < j < k, that for every a € F,
r;-,bj = 75, and in particular r{ , =714,
For the base case, j = k, and rAbk = s, = Sp = Tkp,. For j < k, using an induction hypothesis that

/ — .
Tj+1,bj+1 - T]+17bj+1’ we get

/ — . . — /. — .
rj,bj - T.]»bj + r.7+17bj+1 r]+1,bj+1 - r]vbj‘

5.2 Protocols for Simulation Bob’s Messages

In this subsection, we present the polynomial k-server CDS protocol for INDEX?’V (hence for every function
f : [N]* — {0, 1}). In this protocol, the first server @ holds the database and the k — 1 servers Qs, . . ., Qg
collectively hold the index. In this protocol, the servers that hold the index will simulate Bob in the 2-server
CDS protocol described in Figure [1} using the PSM protocol SELECTION from Section Server Q1
will simulate Alice.

In the CDS protocol of Figure |1, Bob sends m}B = su; + ri. In the implementation of the protocol

as a polynomial protocol, Bob sends m’ }3 = (amlB[l] mod po, ... ,am}B[h] mod p2) where amsll] =
asuild+ril] (mod p2) (see ). Recall that we use decomposable matching vectors, so fori = (i1, ..., ik_1

we have w;[{] = [];cp,_q) ws,i, [¢] (mod m). In particular, w;[¢] = [];cp_q) s, [¢] (mod py). Thus, the
(-th coordinate of m’J is

amlB [E] = a(s Hté[k—l] Ut iy [f})+r1 [a mod p1 = a8~b+r1 w] (mOd p2), (13)

where b = Hte[kq] u;;,[¢] mod p;. Consider the vector (a“m,asﬂlw]""’“(pl_DSHlm); the referee
should learn the (b 4 1)-th coordinate of this vector without learning any other information. Therefore,
each coordinate of the vector can be sent by (Q2, .. ., (), using the selection protocol. A formal description
of a protocol for this task appears in Figure[3]

In addition, Bob sends

k—1
m% = (u;,r9) + 13 = Z w;[l] -rof] | +73= Z H ug g, [0] - rof] | +r3 (modp2).  (14)
Le[h] ¢e[h] t=1

This can be done by executing ¢ copies of Protocol SELECTION and summing the results. As we only
want to disclose the sum of the executions, we mask each with a random element such that the sum of the
masks is zero. A formal description of a protocol for this task appears in Figure @ We next describe the
functionality computed by these protocols and prove their correctness and security.
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Definition 5.7 (The function SEND;). Let ((u;, Vi))g\:;l be a decomposable matching vector family. Let
r € [F;g be the server’s common input, and let i € [N|, we denote i = (i1,...,i;—1), where for every
t €[k —1], i € [NY* D], We define the PSM functionality SEND; as

(asu,- [Q]+r1[€]

fSEND1 (Sa i, I'1) = (Z’ mod pQ)KG[h])‘

Notice that r; is an input of fsgnp,, thus a PSM protocol for this function should hide it (i.e., the referee
should not distinguish between s = 1, i, r1 and s = 0,i,r] = u; + r1).

Protocol Send m},

Common input: r; € FJ' .
Private input of Q,; for 1 <t <k —1:4, € [NY/(-=1],

e For/=1toh:

- Q2,...,Q execute protocol SELECTION, where the vector is s* = (a®0tm1[d
mod pg)be[pm and the input of the server Q41 for 1 <t <k — lisat = uy;, [¢] mod p.

¢ The referee reconstructs:
1 1 h
mpg < (sbla R vsb’L)

where b’ = [, w4, [(] mod p, for every £ € [h].

Figure 3: A protocol simulating Bob’s message m}g.

Lemma 5.8. Protocol Send m}g described in Figure|3|is a PSM protocol for the function fsgNp,-

Proof. We next prove the correctness and security of the protocol.

Correctness. Leti = (i1,...,ik—1) € [N] and r; € F. From the correctness of Protocol SELECTION
(described in Figure , for every ¢ € [h], the referee reconstructs si,_; = sV Hmll (mod po) where b* =
Hf;ll u;;, [¢] mod p;. Therefore, by ,

m}; = (@*9 mod po) ey = (a™E ) py.

Security. Let s,s', 4,7 € [N], and r1,r} € F)' such that fsenp, (s,i,11) = fsenp, (¢',7,1]). By the
definition of fsgrgcTioN,» @ = i’ = (i1, ..., ix_1). Furthermore, ¢*%!d+11ld = 5" will+r110 (mod py) for
every { € [h]. From the security of the protocol SELECTION, the messages sent in every iteration are
equally distributed, and since in every iteration the SELECTION protocol is executed independently, the
joint distribution of all the messages in all iterations is the same for s,rq and §', 1. O

Definition 5.9 (The function SENDs). Let ((u;,v;)) f\;k{l be a decomposable matching vector family. Let

ry € F! r3 € Fp, be the servers’ common input, and let i = (i1, ... ix_1), where for every t € [k — 1],

i € [NV =D, We define function SENDy as
fseND, (4,12, 13) = (i, (W;,T2) + r3 mod pa).
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Protocol Send m?%

Common input: ro € [sz’ r3 € Fp,.

Private input of Q; 1 for 1 <t <k — 1: it € [NV/(k=1)],
Shared randomness: (75)sc(, 1) Define 7§ = 13 — > cp, 1 7% mod pa.

e For/ =1toh:

- Q2,...,Qx execute protocol SELECTION, where the vector is s = (b - ro[f] + 74
mod pa2)pek,, » and the input of Q1 for 1 <t <k —1is ¥ =, [f] mod ps.

¢ The referee reconstructs:

m% < Z 7] +r%) mod py
Le[h]
where for every ¢ € [h], b Ht 1 uy;,[¢] mod p.

. . . . , 2
Figure 4: A protocol simulating Bob’s message m7;.

Lemma 5.10. Protocol Send mlz3 described in Figure d|is a PSM protocol for the function fsgnp,.

Proof. We next prove the correctness and security of the protocol and analyze its communication complexity
and reconstruction degree.

Correctness. Let i = (i1,...,ix_1),r2,73 be an input, and let (7"3)56[,1] be the randomness. By the
correctness of the protocol SELECTION (described in Flgure ' for every iteration ¢ € [h], the referee
reconstructs sb, = b’ - ro[f] + 7§ (mod po), where b = Ht 1 Ui, [¢] mod po. Therefore, from ,

iy = S (Wralf) + ) = z(num +r3)

Le(h] Le(h]

Z ul[f] . 1"2[5] +r3 = <1li,1'2> +7r3 (HlOd pg)
L€[h]

(since rél =73 — Zée[h—l} ?”g (mod p2)).

Security. Leti,i' € [N],ro, 1} € H:Z]},Z,rg, ry € Fp, such that fsgnp, (i, 12,73) = fsenp, (¢, 15,75). By
the definition of fSELECTIONg’ i =1 = (21, ... ,ik_l), and <ul-, I‘2> +7r3 = (ui, I'/2> + ’I"é. We first show that
the outputs of the selection protocols are equally distributed for ¢, rs, 73 and 7,15, 5. Let (rﬁ) te[h—1)> and
rh=rg - tefh—1] 7% be the randomness used in the execution of Protocol Send m g2 with (i,r2,73). We

define, r4 = b*(ra[€] — 74[€]) + 7%, for every £ € [h — 1] where b = Ht 1 U, [¢] = u;[¢]. We also define
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=1l — D teh—1] 7. Thus, we get for every £ € [h — 1]

Sg; = bt [0 4 r¥
= 6 hl0) + (3l r41]) +

= bt )+ = Sgg.
Also, from the correctness

s;j; = (w;,rh) + 15 — Z s = (;, 1) + 73 — Z sy = s?h.
Le[h—1] Le[h—1]
Recall, that sgz, s;fg are the outputs for the protocol SELECTION in iteration ¢, for the inputs ro, 3, and
15, 74 respectively. From the security of the protocol SELECTION, the messages sent by the servers
given the choice for (%) telh)> (rt) ¢c[n) as above are distributed the same where the distribution is over the
randomness of the SELECTION protocol. Since we have seen a bijection from (r%) teln) to (ri) te[n]> the
messages in the protocol are distributed the same for the inputs r, 73, and r5, ry, where the randomness is
over (ré) ¢c[n—1]> and the randomness of the SELECTION protocol. O

5.3 The k-Server CDS Protocol

In Figure [5|we describe the k-server CDS protocol for INDEX’fV. This is an implementation of the 2-server
CDS protocol from Figure (I} where the index ¢ is distributed between Qs, ..., and they send Bob’s
messages using protocols Send m}g and Send sz.

Theorem 5.11. Let py, p2 be primes such that p1|p2 — 1, m = p1 - p2 and ((u;, vi))i]fl_l be a decomposable
(d, p1)-sparse Sone-matching vector family over fon. The protocol in Figure|S|is a k-server CDS protocol
for INDEX’fV with message size h - 2mlog m and reconstruction by polynomial of degree d - p.

Proof. We next prove the correctness and security of the protocol and analyze its communication complexity
and reconstruction degree.

Correctness. The correctness follows immediately from Lemma|[5.8] Lemma[5.10] and from the correct-
ness of the 2-server CDS protocol in Figure[T| (proven in Theorem 3.1).

Security. From the security of the protocols Send m}, and Send mQB described in Figure (3] and Fig-
ure |4| respectively, Charlie can reconstruct m}B, sz, without learning any additional information about
s,r1,r9,73. From the security of the 2-server CDS protocol described in Figure |1| (as probed in Theo-
rem @) Charlie does not learn any information about the secret s if D; = 0, when he does not have any
information about rq, ro, 3.

Communication complexity. The message of (1 has length O(hlogm). For 2 < ¢t < k, the message of
@ is the sequence of the messages resulting from 2 executions of Protocol SELECTION. By Claim|[5.6]
each such message has length at most m logm. Therefore, the total communication complexity of each
server is at O(h - mlogm).
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The Polynomial CDS Protocol for INDEX?V

Parameters: A decomposable S,y,.-matching vector family ((u;, vi))ilikfl over Z" for m = pips s.t.
pilp2 — 1, and h € N, where for every i € [N¥~1] the decomposition of u; is u;,,...,u;,_,, and an
element a € F, of order p; in [, .

Input of Q: D € {0, 1}V ",

Inputs of Qo, ..., Qg i1,...,ik_1 € [N].

The secret: s € {0,1}.

Shared Randomness: r1 € F . ry € F!. r3 € Fp,, r{ € FED @D gl e D27 for every

¢ € [h], and the randomness of the protocols Send m} and Send m?,.

Define C' : [F;}l — Fp,,as C(b) = Z;V=1 D;a®Vi) mod po.
N v,
Define V : )}, — [FZ'}Q, asV(b) =37, Dj;v;a®Vvi) mod ps.
e Qqsendsmly «+ ((1—a)s—1)C(r1) —r3 € Fp, andm? < 1o+ ((1 —a)s — 1)V (ry) € [F;,g.
¢ Charlie and o, . . ., Q:
— Execute protocol Send m}; described in Figure 3| with inputs (s, 4, 11).
— Execute protocol Send m?% described in Figure with inputs (¢, ra,73).

* Charlie outputs 1 if

(u;,m?%) — mjy —m% — C(mp) + (u;, V(mp)) #0, (15)

and O otherwise.

Figure 5: A polynomial k-server CDS protocol using a decomposable matching vector family over Z,,,
where m = p;ps for primes p1, p2 such that py |py — 1.

Reconstruction degree: The reconstruction function of the PSM protocol SELECTION described in
Figure [2] is linear (i.e., has degree 1). Furthermore, the reconstruction function of Charlie as a function of
mY, m%, m};, m?% has degree d - p1 (by Lemma [3.3). Therefore, the degree of the reconstruction function
in the k-server CDS protocol is d - p;. O

In Section [6] we will see how to decompose the matching vector families we have seen in Section []
yielding a decomposable matching vector families as summarized in the next two theorems.

Theorem 5.12. For every N,d > 0, there exists primes p1,p2 where pi|ps — 1, and p1 < 2logd e

— loglogd
that there is a decomposable (d, py)-sparse Sone-matching vector family over an where m = pips and
2loglogd

2
h S 2d1+loglong logd

Theorem 5.13. For every N,d > 0, there is a decomposable (d,2)-sparse Scan-matching vector family

log log d )

over Z!, where h < 40 NOTisga

Combining Theorems [5.12] and [5.13] with Theorem [5.11] we get the following theorem, which can be
proved similarly as Theorem [3.6]
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Theorem 5.14. For every N,d > 0, and k > 1, there is a k-server CDS protocol for INDEXY,, with

: . o) o((muw)
degree-d reconstruction over and communication complexity d°\") N logd

Corollary 5.15. For every N,d > 0, k > 1, and function f : [N]¥ — {0,1}, there is a k-server CDS

. . L . O((k—1)-loslozd
protocol for f, with degree-d reconstruction and communication complexity of d°Y N <( ) o d ) .

Remark 5.16. Using the construction of the matching vector family over Z3; from Remark [4.8] (in the next
section we will show that it is decomposable), we get a k-server CDS protocol over F7, with reconstruc-
tion degree 243, and communication complexity O(N (k=1)/ 4). Previously, the best known k-server CDS
protocol with polynomial reconstruction had communication complexity O(N(¥~1)/3) and degree 2 [13].

6 Construction of Decomposable Matching Vector families

In this section, we show that the three construction we have seen in Section (4 are decomposable.

6.1 Decomposability of the Basic MV

In this section, we show a decomposition of the basic matching vector family in Claim§.T} In Example[5.3]
we have shown the decomposition for vectors of length 5. We first generalize Example and show that
the standard basis is decomposable.

Claim 6.1. Let N',m,a,h' > 0, and let u = (e;,,.__i, )i, ...i.c[n1] be the standard basis of ZI'. Then there
is a decompositionu', ..., u® of u.

Proof. We define the following decomposition of standard basis vectors.
For every j € [a], we define u/ = (yj,zl,...,ea)fl,.,,,gae[]\m:
yj,il,...7ia [617 R 7€O¢] == ]]Zj:ij .

Note that y;;, .. i, € {0,1}N"". Forevery i = (i1, ...,iq) and a vector e;, we have that e;[¢] = 1 if and
onlyif £ = (¢1,...,0s) = (i1,...,0a), 1.6, 51 = {1, ..., iq = Lo. Thus, for every ¢1,...,¢, € [N']:

Yijit,ia @ O Yayit,... ia [El, ce 760&] = H Yii1,ia [ﬁlﬂ s 720&]

J€la]

= H Vo=i; = V(eg,.la)=(i1,...via)
J€la]

= eih._,,ia [ﬁl, e ,fa].

O

We next show how to decompose the basic construction of matching vectors assuming the w divides k.
In Claim[6.3| we will remove this assumption.

Claim 6.2. Let N,m,w,k > Owhere 0 < w < mand k = aw for some integer .. There is a decomposable
(w + 1)-sparse S-matching vector family ((Q;,v;))Y, over Z!, for S = {m — w,...,m — 1}, where

h=[NY*] w4+ 1.
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Proof. We show that the basic matching vector from Claimis decomposable. Denote N’ = N 1/k_ For
i € [N], we denote i = (ip j)pe[u] jefa]» Where iy 5 € [N']. We define:

I
u; = (e21,1,~~-,21,a7 ety elw,lvmﬂw,a)?

i.e., u} is a concatenation of w standard basis vectors, each of length N 1w — N The vector family
(@, Vi)Y, where ii; = (w,u}),v; = (1,u}) is the vector family from Claim itisa (w + 1)-sparse
S-matching vector family. We need to prove that this matching vector family is decomposable. For every

€itics €LY 141 ins s Yauir,... i DE its decomposition from Claim
Now, for every t € [k] we define v ; = (u;; ,,...,u;,, ,) where for every i = (i1,...,4), and
be wl:
ot
PR I SNeV2 flz]#0b,
Urieb = .
Y(t—1) mod a+lyip1,ive I 5] =0

That is, ugm is a concatenation of w blocks, where the (ﬁ ’s block is a decomposition of the appropriate

standard basis vector and the other blocks are all ones vectors. Note that for every t € [k], b € [w],
u ;. € {0, VY thus u; ;. € {0, 1}". Next we prove that for i = (i1, ..., i)

!/ / /
u; = ul,it (OO uk,it' (16)

Let £ € [h], denote b = [ 7], and ' = £ mod N'/*. Then,

H w0 = H w ;0] = H wy g, 0] H wy;, pl¢]
te(k]

te[k] telk]:[L]£b telk]:[£1=b

(e

= H 1 Y (t—1) mod o101, s0p,00 [el]
telkl:[£1£b  te[k]:[L]=b

= H ijib,la---7ib,a[€/] - eib,h---,ib,a[el] - u;m-
Jj€la]

Thus, by (16) for every i € [V]
fli = l~117i1 (OO ﬁk,ik? ‘71' = \7171'1 ©: 0 {,k,ika

where for every ¢ € [k],

B {(Lu;,it) ift <k,

Vi, = (1,v},), and Wy, = )
" Tobn " (w,uait) ift =k.

which concludes the proof. O

If w does not divides k, we decompose the vectors to kw parts, and get a decomposition to k parts by
composing e parts to one parts.

Claim 6.3. Let N,m,w,k > 0 where 0 < w < m. There is a decomposable (w + 1)-sparse S-matching
vector family (1, v;))N., over Z0, for S = {m — w,...,m — 1}, where h = [N'/*] - w + 1.
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Proof. Let k' = kw, h = [NY%] -w + 1, and let ((;,v;))Y, be a k’-decomposable, (w + 1)-sparse,
S-matching vector family over Zh for S={m—w,...,m—1} from Claim where for every i € [N]

U; = Uiy © 00 Uk, Vi= Vi © 0 Vi,

For every t € [k'], we denote (t1,t2) € [k] X [w], and for every i € [N], ¢1 € [k], we define

5/ — 17 . “ e @ .
utlvitl - u(tlvl)vl(tl,l) © © u(thw)vz(tl,w)’

and we get

W =Upy @0 Uy,

u(lvl)vi(l,l) ©r 0 u(lvw)vi(l,w) ©: 0 u(kvl)vi(k,l) ©: 0 u(kvw)i(k,w)

k"

k k
Thus, we get that (ﬁ’“)l‘ilﬁ, ce (ﬁ;z)l‘ilﬁ is a k-decomposition of (11;);en]. We k-decompose (V;);c|n]
similarly, and we get that ((1;, v;));e[n) is k-decomposable. O

6.2 Decomposability of Efremenko’s and Our MVs

In this section, we will show a decomposition for our matching vector family from Construction {.6} since
our construction uses the same techniques as in Construction |4.3} using polynomials and CRT per entry, the
decomposition of our matching vector family will yield a decomposition of Efremenko’s construction.

Construction 6.4. Let N,m,w,k > 0 where 0 < w < m, and m = p1ps, for two primes p1 < p2. Let
((Q;, V)X, be the basic matching vector family over Z", from Claim 4.1| For every i = (i1, ...,ix) €
[N], let (Q14,,...,0%;,), and (Vi4,,..., Vi, ) be the decompositions for W;, and v; respectively from
Claim[6.3]

Recall, in Construction we defined uy, ; = ﬁ;@plfl, and up, ; = (@167, ... ,adRﬁZ@dR) for some
polynomial R(z) = Z?ﬁo a;xd; we defined v, i, Vp,. i similarly.
For every t € [k], we define

~®1 ~Rdp .
o _ ol W i = (ut,it""’ut,it ) ift <k,
P10t T Mg ’ P2,t,tt ~®1 ~Rd .
K (aluf?it, s R ) ift=k.

Similarly, we define vy, i, Vs t.i; -

Now, for every i € [N], t € [k], we define u,;, using the CRT per entry similarly to Construction and
as in the construction in Construction (we pad with zeros all vectors of length less than h). For every

= ] pp—1 . . .
¢ e [h] forh = pradlop ety uy g, [¢] is the unique element in Z,, s.t.

© w, [0] = up, i, [¢] (mod pr),
* u, [4] = up, i, [¢] (mod pa).
We define v ;, in the same way.

Claim 6.5. Let N, k,m,h > 0, and let (u;) Z-]il be a decomposable vector family over Zﬁn, where for every
i = (i1,...,1) € [N] the decomposition of w; is (W ;,, ..., Uy, ). Then the r-th tensor power operation

preserves decomposability, i.e.

RXr __ Xr X7
u; = (ul,i1 ©r o uk,ik)'

36



Proof. Let{ = (¢1,...,¢,) € [h], then

[T uiile HHutu HHum =TT wiles] = v (0]

te(k] k] j€[r] je[r] telk J€[r]

The next proves Theorem [5.12]

Lemma 6.6. Let ((0;,v;))Y,, be the matching vector family over Z", from Construction Foreveryi €
[N], (wiiy, ..oy, ) and (Vig,, . - ., Vi, ) from Construction[6.4|are decomposition of w;, v; respectively.

Proof. For i € [N], let up, ;,Up, i, Vp, i, Vp,,i be the vectors from Construction For every t €
[k], let up, ¢4,, Upy tin, and Vi, ¢4, Vp, 14, be the vectors from Construction Then, by Claim
(Wpy 1315 -+ > Upy ki) @0 (Upy 1415 - - - Up, 4, ) are decompositions of uy,, ;, uy, i, respectively, over Z,, ,
and Z,,, respectively. The same goes for v,,, ;, v, ;. Now we will see that (uy;,, uy, ) is a decomposition
of u;. Let £ € [h], then

¢ w [f] = upl,i[z] = Hte[k} up1,t,lt[ ] Hte u Zt[ ] (mOd pl)'
*u [E] = upz,im = Hte[k} upzﬂf,lt[ ] Hte Uy ’Lt[ ] (mOd p2)'
Therefore, by the CRT, and from the fact that u; € Z,,,, where m = p1ps, we get

u; = Up;, ©- -6 U, modm.

6.3 Decomposability of Kutin’s MVs

In this subsection, we will show that the techniques used in Construction i.12]to construct S¢an-matching
vector family from the basic matching vector from Claim {.1] preserve decomposability, and thus will yield
a decomposition of the matching vectors in Construction 4.12]

Construction 6.7. Let N, k, m > 0, such that m = p1ps for two primes p1 < ps, and let t = pit, ps? for
some integers e1, ea > 0. Let ((0;,v;))X, Zh be the basic matching vector family over merom Claim
and for every i = (i1, ...,i) € [N], let (W1, ..., Uy, ) be the decomposition of @; from Claim

Let Qu () = ZdQ b; ( ) be the BBR polynomial from Theorem For every t € [k], let Ay ;, C [h] be

the subset defined by U ;,, i.e., Ay, = {€ € [h] : Uy, [¢] = 1}. We define the vectors w ;,, vy, of length
Zle ( ) where for every () # S C (] of size at most dg we have the following coordinate in the vectors
lsca,, ift <k,
© g [S] =4 T :
b\S| . ﬂSQAt,it ift =k.

* Vi [S] = Tsca,,,-

Claim 6.8. Let ((w;,v;))Y., be the matching vector family over Z from Construction For every
i = (i1,...,ik) € [N], the vectors (i, ..., ;) and (Vi ..., Vi) from Construction [6.7) are a
decomposition of u; and v, respectively.

37



Proof. Leti = (i1,...,1;) € [IN], and let A; C [h] be the subset defined by 1;, i.e., A; = {¢ € [h] : W;[{] =
1}, and let A ;, as defined in Construction for every ¢ € [k]. We make the following observation:

ﬂ A, = ﬂ {£e[h]: a0 =1}
te (k] te (k]

={ten: ] el =1}

te(k]
={le[h] :w[]=1}=A.

Recall the definition of u;, v; from Construction[d.12] for every () # S C [h], s.t. |S| < dg:
e u S = b‘g‘ “Tsca,-
* v;[S] = Tsca,.

Thus, for every entry .S:
* [liepy wea ST = b5y - Tliep Vscars, = bis) - Vscn,ep Avs, = bis) - Tsca, = wilS].

* [licpy veaelS) = Tlicpy Tscan:, = Tscn,cp Aes, = Vsca; = vilS].

7 A Polynomial Secret Sharing Scheme for General Access Structures

CDS protocols were used in [34} 14} 13, 6] to construct secret-sharing schemes for arbitrary access structure.
Similarly to Applebaum et al. [4], we construct a secret-sharing scheme from k-server CDS protocols in
two steps, first constructing robust CDS protocols (i.e., RCDS protocols as defined in Definition 2.12), and
then constructing secret-sharing scheme for arbitrary access structures, while preserving the reconstruction
degree throughout the steps. Specifically, we use an improved analysis of this transformation given in [13]].

7.1 A Polynomial +~-RCDS Protocol

Beimel et al. [13]] show a construction of a quadratic t-RCDS protocol based on a quadratic (i.e., degree 2)
k-server CDS protocol. Their construction is actually more general and applies to any reconstruction degree
and any communication complexity of the CDS protocol, as stated in the next theorem.

Theorem 7.1 ([13]]). Assume that there is a k-server CDS protocol, with polynomial reconstruction function
of degree d and with communication complexity c¢(k,N,d) = N* =D/ for some function £(d). Let

t < min{N/2k, 2V N/ Y. Then there is a k-server t-RCDS protocol with reconstruction degree d and
message size

NOWE—D/E@) . y(h=1)-(0=1/E)F1 | 3k (1-1/E) . 502 N . 10g2k(1-1/E() ()
— O(NOUk=D/E) . ylh=1-(-1/E@)+1 , 3h-(1-1/¢(d)y.

Furthermore, the degree of encoding and decoding of this t-RCDS protocol is the degree of encoding and
decoding, respectively, of the underlying k-server CDS protocol.
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Combining Theorem [7.T| with Theorem we get

Corollary 7.2. Let t < min{N/2k, 2V N/ Y. Then there is a degree-d k-server t-RCDS protocol with
message size

O(N(k—l)O(k’iZ’id) AR KPR log? N - logZE (1))
loglogd

= O(N*D Pea™ gk g3k,

7.2 A Construction for All Access Structures

We present a theorem from [6] that constructs secret-sharing schemes from a k-server {-RCDS protocols.

Theorem 7.3 ([6]). Assume that for every function f : [N]¥ — {0, 1} there is a k-server t-RCDS protocol
with message size c(k, N, t,d), then there is a secret-sharing scheme realizing an arbitrary n-party access
structure with share size

max {c(\/ﬁ, oV 905V d),

max {c (w / 2n(1 — B)’ 2\/271(1_5)’ 2\/”(1_5)/2’ d) . 2H2(ﬁ)n—2(1—ﬁ)n}} . 20(71).

0.5<B<1

Furthermore, the degree of sharing and reconstruction of this secret-sharing scheme is the degree of encod-
ing and decoding, respectively, of the underlying RCDS protocol.

Combining Theorem|[7.1]and, Theorem[7.3| we obtain the following result.

Theorem 7.4. Assume that there is a k-server CDS protocol, with degree-d reconstruction, with commu-
nication complexity c(k, N,d) = N=D/ED  for some function £(d) > 2, then there is a secret-sharing
scheme realizing an arbitrary n-party access structure with share size

max {20‘5n(1+1/£(d)), 2n(1og(21/€<d>+2)—1)} . 9o(n)

Proof. Applying Theorem 7.1 we get a polynomial k-server t-RCDS protocol with degree-d reconstruction
and message size

e(k,N,t,d) = O(N(k—l)/é(d) pk=1)-(1=1/&(d))+1 k3k-(1—1/£(d)))_
We will need to compute

¢ (Van(1=5),2V2 09 oVn=0)12, q)
_ 0 <2./2n(1_5).v27§(d)’3>1  9V/n(1=B)/2(y/2n(1=B)~1) (1—glgy)+1 (1 = B)3x/2n(1—5)(1—§<1@)>

2n(1-8)

— 9 &d . 2"(1_5)(1_ﬁ) . 2o(n)
_ 2n(17ﬁ)(ﬁ+1) . 9o(n).
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Next, we need to find

max c( (1 — B),2V20(1=0) 9\/n(1-6)/2 d) . 9Ha(B)n—2(1—B)n
0.5<B<1 ’ ’ ’

— 2”(1_/8)(%4‘1) X 2o(n) . 2H2(ﬂ)n72(175)n

— max 2Bl DHE8) go(n)

0.5<B<1

Thus, we will maximize the function f(5) = (1 — 5)(1/£(d) — 1) + Ha(3) by checking when derivative to
zero.

PO =1 g +ios (57) =0

m(5) g

18 e

8
2

=B = 5@ 3
Since that for every £(d) > 1,0.56 < 1,
max 27((1=B)(1/&(d)—1)+H2(B))

0.5<4<1
2
((1 21/§(d)+2) ﬁ >+H2(21/5(d)+2))
21/ \ ([ 1 2 21/E(d) 1o | p1/8(d) 21/6(d) 4o
2”((21/5<d)+2) _1>+21/5<d>+2‘1°g( v )o@ o8\ @

91/E(d) 1/¢(d) 21/¢(d) 1/€(d)

_ 2n((21/£(d)+2)< 1)+ 7l (08(2Y/ €@ +2) ~1)4 e (log (217600 +2) - )
21/6(d) . 1/e(d) 5 G

n((gl/f(d)+2) (st —1) +os(2/€042) — ety el et
— on(log(2'/4®42)~1)
Thus, we obtain a secret-sharing scheme with reconstruction degree d, and the required share size. 0

Using Taylor expansion for log(2* + 2) we get the following corollary.

Corollary 7.5. Assume that there is a k- server CDS protocol, with degree-d reconstruction, with commu-
nication complexity c¢(k, N,d) = N =D/ED for some function £(d) > 2, then there is a secret-sharing
scheme realizing an arbitrary n-party access structure with share size

max {20.5n<1+1/5<d>), 2"<0~585+35<@+0(5«3w)>} . 9o(n)_

Proof. Using Taylor expansion, we get log(2” + 2) = log 3 + £ + O(x?), thus

1 1 1 1
log(2Y/¢@D £ 2) — 1 =10g3 + +0 0585++O< )
( ) 3@ e ! 3@ " ey
Thus, from Theorem 7.4 we get the required share size. O
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Combining Theorem with Corollary [7.5] we get the following corollary.

Corollary 7.6. Let d > 2. Every n-party access structure can be realized by a secret-sharing scheme with

. . on(0.58540 (leglogd
degree-d reconstruction and share size 2 ( ( log d )).

Remark 7.7. Applying Theorem[7.4]with the k-server CDS protocol from Remark with communication
complexity O(N (k=1)/ 4) and reconstruction degree 243, we get a secret-sharing scheme for an arbitrary
access structure with share size 20-67317+0(") and reconstruction degree 243.

In comparison, Beimel et al. [[13] constructed a quadratic (i.e., degree-2) secret-sharing scheme with
share size 20-7957+°(") and Applebaum and Nir [6] constructs a linear secret-sharing scheme with share
size 20-7575n+0(n) and a general (non-polynomial) secret-sharing scheme with share size 20-5857+0(n) = Ag
d increases, the share size in our secret-sharing scheme approaches 2°°%5" i.e., it approaches the share
size of the scheme of Applebaum and Nir [6], the best known secret-sharing scheme for an arbitrary access
structure.

7.3 A Construction for Almost All Access Structures

By [10], almost all access structures can be realized by secret-sharing scheme with shares of size 20(") and
by a linear secret-sharing scheme with share size 2"/2+°(")_ In [I3]], they showed that almost all access
structures can be realized by a quadratic secret-sharing scheme over Fo with share size 2*/31°(") We will
use the same technique, and construct a secret-sharing scheme with polynomial reconstruction and smaller
share size for almost all access structures.

Theorem 7.8 ([10]). Assume that there is a k-server CDS protocol, with reconstruction of degree-d and
with communication complexity ¢(k,N,d) = N =D/&D) for some function £(d) > 0. Then almost all

access structures can be realized by secret-sharing scheme with degree-d reconstruction and share size
on/&(d)+o(n)

Combining Theorem [7.8] with our polynomial k-server CDS protocol with message size c(k, N,d) =
O((k=1)- 2 284) i
N logd / from Theorem |[S.14| we get the following theorem.

Corollary 7.9. Almost all access structures can be realized by secret-sharing scheme with degree-d recon-

struction and share size 20(n1oglogd/logd)+o(n)

As d grows, we get share size 2" for every constant ¢ > 0. If we take d — O(log n) (or even d = o(1)),
then the share size is n°(1), however larger than the share size of [10], where the degree of reconstruction is
not bounded.
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