Proof-Carrying Data from Multi-folding Schemes

Zibo Zhou'!, Zongyang Zhang', and Jin Dong?

1 School of Cyber Science and Technology, Beihang University, Beijing, China
{zbzhou,zongyangzhang}@buaa.edu.cn
2 Beijing Academy of Blockchain and Edge Computing, BABEC
dongjin@baec.org.cn

Abstract. Proof-carrying data (PCD) is a powerful cryptographic primitive that allows mutually
distrustful parties to perform distributed computation defined on directed acyclic graphs in an efficiently
verifiable manner. Important efficiency parameters include prover’s cost at each step and the recursion
overhead that measures the additional cost apart from proving the computation.

In this paper, we construct a PCD scheme having the smallest prover’s cost and recursion overhead
in the literature. Specifically, the prover’s cost at each step is dominated by only one O(|C|)-sized multi-
scalar multiplication (MSM), and the recursion overhead is dominated by only one 2r-sized MSM, where
|C| is the computation size and r is the number of incoming edges at certain step. In contrast, the state-
of-the-art PCD scheme requires 4r 4+ 12 O(|C|)-sized MSMs w.r.t. the prover’s cost and six 2r-sized
MSMs, one 6r-sized MSM w.r.t. the recursion overhead. In addition, our PCD scheme supports more
expressive constraint system for computations—customizable constraint system (CCS) that supports
high-degree constraints efficiently, in contrast with rank-1 constraint system (R1CS) that supports only
quadratic constraints used in existing PCD schemes.

Underlying our PCD scheme is a multi-folding scheme that reduces the task of checking multiple
instances into the task of checking one. We generalize existing construction to support arbitrary number
of instances.
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1 Introduction

Proof-carrying data (PCD), introduced by Chiesa and Tromer [13|, is a powerful cryptographic
primitive that enables mutually distrustful parties to perform distributed computations defined on
directed acyclic graphs, while every intermediate state of the computation can be verified efficiently.
It generalizes incrementally verifiable computation (IVC) [32] which enables a possibly infinite
computation defined on path graphs such that the correctness can be verified efficiently at any point.
PCD has found numerous applications to enforcing language semantics [15], verifiable MapReduce
computations [14], verifiable photo editing [27], verifiable registries 31|, and blockchains [4,11,20].

There has been tremendous interest and progress in designing efficient PCD schemes. A classic
method for constructing PCD is via recursive composition of succinct non-interactive argument of
knowledge (SNARK) [2,1,12]. Informally, at each step ¢, the prover uses a SNARK to prove that the
i-th step of the computation is executed correctly and the SNARK verifier expressed as an arithmetic
circuit has accepted the SNARK proof from step i — 1. Important efficiency parameters include the
prover’s cost at each step and the recursion overhead, i.e., the verifier’s operations expressed as
an arithmetic circuit that the prover must prove at each step besides proving the computation.
This method yields a secure PCD construction but the concrete efficiency is limited by the use of
cycles of expensive pairing-friendly elliptic curves for pairing-based SNARKs [1] or heavy use of
cryptographic hash functions for hash-based SNARKs [12].



Biinz et al. [8], denoted as BCMS20, introduced an alternative method for constructing PCD
by formalizing a novel notion—atomic accumulation scheme from Halo [5]. Instead of expressing
the whole SNARK verifier as a circuit, BCMS20 only requires expressing the verifier of the atomic
accumulation scheme as a circuit, whose size is much smaller. However, the prover at each step has to
perform expensive fast Fourier transforms (FFTs) and the recursion overhead is still dominated by
group operations that scale logarithmically with the size of the computation. Later, Biinz et al. [7],
denoted as BCLMS21, extended the notion of atomic accumulation scheme to split accumulation
scheme. By designing a non-interactive argument of knowledge with a split accumulation scheme for
rank-1 constraint system (R1CS) [19], they constructed a PCD scheme whose recursion overhead
is dominated by constant number of group operations. But the prover at each step still has to
generate a proof, resulting in slightly high prover’s cost and recursion overhead. Kothapalli and
Setty [23] avoided generating a proof by introducing and constructing a multi-folding scheme for
customizable constraint system (CCS) [29]. Nevertheless, their multi-folding scheme is tailored to
fold two instances and thus results in an IVC scheme that is only a special case of PCD.

1.1 Owur Contributions

In this paper, we generalize the multi-folding scheme of Kothapalli and Setty [23] and then con-
struct a PCD scheme having the smallest prover’s cost and recursion overhead in the literature.
Table 1 shows the comparison between the state-of-the-art PCD scheme and ours. We elaborate our
contributions below.

A Multi-folding Scheme for Arbitrary Number of Instances. We generalize the multi-folding
scheme of Kothapalli and Setty [23] to support folding arbitrary number of instances. Our scheme
could reduce the task of checking multiple instances into the task of checking a single instance. By
using the Fiat-Shamir transformation [18] we could make it non-interactive, which is the basis of
our PCD scheme.

An Efficient PCD Scheme Supporting Customizable Constraint System. We construct an
efficient PCD scheme that supports a more expressive constraint system—customizable constraint
system (CCS). The recursion overhead of our PCD scheme is dominated by only one multi-scalar
multiplication (MSM)? of size 2r, and the prover’s cost at each step is dominated by only one
MSM of size O(n), where r is the number of incoming edges of a node at certain step and n is the
number of variables in the constraint system. The proof size is logarithmic and the verifier’s cost is
dominated by only one MSM of size n. Therefore, our PCD scheme not only has smaller prover’s cost
and recursion overhead, but also reduces the proof size exponentially and reduces the verifier’s cost
significantly. Besides, the CCS our PCD scheme supports can generalize not only R1CS without
overhead but also Plonkish which supports constraints with degree larger than two and thereby
represents certain program executions more succinctly. In particular, when ¢t = 3,¢ = 2,d = 2, the
data showed in Table 1 measures the efficiency of our PCD scheme using R1CS.

However, achieving zero-knowledge in our PCD scheme requires the multi-folding scheme to be
zero-knowledge and an additional invocation of a general zero-knowledge succinct non-interactive
argument of knowledge (zkSNARK), which we leave in future work.

3 For field elements a1, ....a, and elliptic curve group elements G1, ..., Gy, the multi-scalar multiplication denotes
the operation a1G1 + - - - + a,-G,r. The group scalar multiplication denotes the operation a1G1.



1.2 Related Work

IVC/PCD from SNARKSs. Chiesa and Tromer [13] introduced the notion of proof-carrying data
(PCD) which generalizes incrementally verifiable computation (IVC) [32]. Bitansky et al. [2] proved
that any SNARK for machine computation can be efficiently transformed into a corresponding PCD
scheme for constant-depth graphs via recursive composition. But it was not realized in practice due
to enormous computational cost. Ben-Sasson et al. [1] achieved the first implementation of PCD
using pairing-based SNARKSs instantiated via pairing-friendly cycles of elliptic curves. But these
curves must be constructed over large (780-bit) fields due to their low embedding degrees, resulting
in poor concrete efficiency. Chiesa et al. [12] obtained the first efficient realization of post-quantum
transparent PCD, but the number of constraints needed to express the verifier’s computation in a
circuit is dominated by numerous hash function invocations.

Table 1. Comparison of proof-carrying data schemes

BCLMS21 [7] This work
Constraint system R1CS CCS
6 (2r)-MSM O(dlogm +r - (logm +t+dq)) F
Recursion 1 (6r)-MSM 1 (2r)-MSM
overhead 5r G r+1H
r+3 RO 2log, m+2 RO
O(r-(N+m+n))F
4r + 12 (m)-MSM O(r- (N +tm+n+ gmdlog®d)) F
Prover’s cost 6 (2r)-MSM 1 (2r)-MSM
(each step) 1 (6r)-MSM 1 O(n)-MSM
5r G 2log, m + 2 RO
r+4 RO
, Om-+n)F O(dlogm +t+logn) F
Proof
root ste 15 G O(logn) G
O(N) F O(dlogm +t+dq +logn) F
Verifier’s cost 10 O(m)-MSM 1 O(n)-MSM
1 RO O(log m + logn) RO
Zero-knowledge yes no

Notations: R1CS denotes rank-1 constraint system with parameters (m,n, N) where N = 2(max(m,n)). CCS
denotes customizable constraint system with parameters (m,n, N, t,q,d). r denotes the number of incoming edges
of a node at certain step. G denotes group scalar multiplications when measuring overhead/cost or group elements
when measuring proof size. Similarly, F denotes field operations or field elements. H denotes the invocation of hash
functions. RO denotes the invocation of random oracles. 1 (2r)-MSM denotes one multi-scalar multiplication of
size 2r.



IVC/PCD from accumulation/folding schemes. Biinz et al. [8] developed and formalized a
novel approach from Bowe et al. [5] to construct PCD, i.e., PCD from atomic accumulation schemes.
Following this line of works, Boneh et al. [3] formalized a method to construct PCD from additive
polynomial commitment schemes with a (public/private) aggregation scheme. Meanwhile, Biinz et
al. |7] improved [8] by introducing the notion of split accumulation schemes to construct PCD.

Later, many researchers focus on IVC instead of PCD for its conceptual simplicity and practical
applications in verifiable delay functions and zkEVM. Kothapalli et al. [24] introduced the notion
of folding schemes and constructed an IVC scheme—Nova whose recursion overhead is dominated
by only two group scalar multiplications. Kothapalli and Setty [21] adapted Nova to SuperNova
that realizes non-uniform IVC with the same recursion overhead. Nova and SuperNova both express
each step of an incremental computation with R1CS, which is restricted to checking quadratic
constraints in a specific form. In practice, practitioners often use custom constraint systems such as
Plonkish that allows gates to compute custom high-degree polynomials. To overcome this limitation,
Mohnblatt [26] introduced Sangria which adapted the folding scheme of Nova to handle Plonkish, but
the number of group operations grows linearly in the gate degree. Recently, Kothapalli and Setty 23]
introduced HyperNova, an IVC scheme for CCS that simultaneously generalizes Plonkish, R1CS,
and algebraic intermediate representation (AIR) without overheads. Biinz and Chen [10] introduced
ProtoStar, a non-uniform IVC scheme for Plonkish/CCS. Eagen and Gabizon [17] continued the
work of ProtoStar and constructed an efficient folding scheme—ProtoGalaxy for multiple instances.
Kothapalli and Setty [22] introduced CycleFold—a conceptually simple approach to instantiate
folding-scheme-based IVCs over a cycle of elliptic curves.

2 Preliminaries

For t € N, let [t] denote the set {1,2,...,t}. We use F to denote a finite field, F* to denote a vector
space of dimension ¢ over I, and F[¢] to denote the family of ¢-variate multilinear polynomials over

F. For = € F?, let 2; denote the i-th element. We use y &8 to denote the assignment of a uniformly
random element in set S to y. We use y := ¢ to denote the assignment of the constant value c to y.
When A is an algorithm, we use y <— A(z) to denote the assignment of the output of A on input x to
y. We use X to denote the security parameter and will drop it from the notation when it is implicit.
We use negl(\) to denote a negligible function in \. Let PPT denote probabilistic polynomial time.
A multiset is an extension of the concept of a set where every element has a positive multiplicity.
For a tuple containing a semicolon, those variables listed before the semicolon are public (known to
both the prover and the verifier), and those listed after it are secret (known only to the prover).

Lemma 1 (Multilinear Extension [16]). For every function f : {0,1}* — F, there is a unique
(-variate multilinear polynomial f : FX — F such that f(z) = f(z) for all z € {0, 1}, We call f the
multilinear extension (MLE) of function f, and f can be expressed as

FX)= 3" fla)-éq(X,z),

ze{0,1}¢
where eq(X, ) = Hle (2:Xi + (1 — 2;)(1 — X)) and itself is the MLE of function

1 fX==x

eq(X,z): {0,1}¢ = F, and eq(X,z) = o
0 otherwise

4



Lemma 2 (Lagrange Interpolation of Multilinear Polynomials [30, Lemma 3.6]). For { €
N, any l-variate multilinear polynomial P could be expressed as P(X) = er{()’l}z eq(X,x) - P(x).

Lemma 3 (Schwartz-Zippel Lemma [28]). Let f : F* — F be a non-zero {-variate polynomial
of total degree d. Let S be any finite subset of F. Then for x & St Pr[f(z) =0] < %.

2.1 The Sum-Check Protocol

We adapt the description from Kothapalli and Setty [23]. The sum-check protocol [25] is an inter-
active protocol allowing a prover P to convince a verier V of the validity of the statement

T = Z Z g(x1, ..., 20),

9316{0,1} :CgE{O,].}

where ¢ : F¢ — F is an (-variate polynomial over some finite field F, and the degree of each variable
is at most d. While V could directly compute T using 0(28) evaluation of g, the sum-check protocol
reduces V’s work to be polynomial in ¢. In the protocol, V takes as input randomness r € F¢ and
interacts with P over a sequence of £ rounds. At the end of this interaction, V outputs a claim about
the evaluation g(r). We denote the sum-check protocol as ¢ < (P,V(r)) (¢,¢,d,T), and it satisfies
the following properties.

o Completeness. If T' = 3 ;30 9(z), then for an honest P and for all r € F¢, Pr.[c +
(P.V(r)) (9,4,d,T) Ng(r) =c] =1.

e Soundness. If T' # > (o3¢ 9(x), then for any adversary P* and for all r € F’, Pr,[c «+
(P*,V(r) (9.4,d,T) Ng(r) =] <£-dJF.

e Succinctness. The communication cost is O(¢ - d) elements in F.

2.2 Polynomial Commitment Schemes

Definition 1 (Polynomial Commitment Schemes for Multilinear Polynomials [9]). A
polynomial commitment scheme for multilinear polynomials is a tuple PCS = (Setup, Com, Open, Eval)
where

— PPpcs Setup(1*,£) takes the security parameter A with the unary form and the number of
variables £ in a multilinear polynomial as input, and outputs some public parameter pppcs;

— C « Com(pppcs, g) takes pppcs and an -variate multilinear polynomial over a finite field g € F[/]
as input, and outputs a commitment C;

— 1/0 < Open(pppcs, C, g) takes pppes, C, g as input, and outputs 1/0 to denote that C is indeed a
commitment to g or not.

— 1/0 « Eval(pppes, C, €, 7,v; g) is an interactive protocol between a prover P and a verifier V.
Both of them know pppcs, C, €, € Fl. v € F. P additionally knows g and attempts to convince V
that C' = Com(pppcs, 9) and g(r) = v. The outputs 1/0 denote that V accepts or not.

A polynomial commitment scheme PCS should satisfy completeness, binding and knowledge
soundness defined below.

e Completeness. PCS has completeness if for any (-variate multilinear polynomial g € F[¢],

Eval C,0,7r,v;9) = 1|pppes 1%, 0);
Pr va (pppcs, y €575 U5 g) PPpcs < SetuP( ’6)7 >1-— negl()\)
A g(’l“) =0 C «+ Com(pppCSyg)



e Binding. PCS has binding if for any PPT adversary A, size parameter £ > 1,

. [bo =01 #0|  pppes < Setup(1*,£0); (C, go, 1) < A(Pppcs);

< negl(\).
by Open(pppca C, 90); b1 + Open(pppCSa C, gl)

A go # g1

e Knowledge soundness. PCS has knowledge soundness if given pppes < Setup(1*,¢), Eval is a
succinct argument of knowledge for NP relation

REvaI(pppcs) = {(07 r,v;9) g EFU Ag(r) =vA Open(pppCS7 C,g) = 1}‘

PCS is additively homomorphic if for all ¢ and public parameters pppes, and for any (-variate
multilinear polynomial g1, g2 € F[€], Com(pppcs, 1) + Com(pppcs, g2) = Com(pppcs, g1 + 92)-

A polynomial commitment to an £-variate multilinear polynomial can be viewed as a commitment
to a 2¢-sized vector. In this paper, we instantiate the polynomial commitment scheme for multilinear
polynomials with Bulletproofs [6], whose proof size is dominated by O(£) group elements and verifier’s
cost is dominated by one MSM of size O(2%) in the Eval protocol.

2.3 Multi-folding Schemes

Definition 2 (Multi-folding Schemes [23]). Consider relations R1 and Ra over public parame-
ters, structure, instance, and witness tuples, a predicate compat that structures in R1 and Ro must
satisfy, and size parameters p,v € N. A multi-folding scheme for (R1, Ra,compat, u,v) is a tuple
of algorithms MFS = (G, KC, P, V) where

—fpp«— G (1/\) 1s a PPT generator algorithm. It takes the security parameter A with the unary
form as input, and outputs some public parameter fpp;

— (fpk, fvk) <= K(fpp, (s1,s2)) is a deterministic encoder algorithm. It takes fpp and structure si, sz
among the instances to be folded as input, and outputs a prover key fpk and a verifier key fvk;

— (u,w) < (P(fpk, w1, w3), V(fvk)) (a7, u3) denotes the interaction between a PPT prover P and a
PPT wverifier V. P inputs fpk, a vector of instances uy in R of size p with structure sy, a vector
of instances U3 in Ra of size v with structure so, and corresponding witnesses Wi, ws. V inputs
fvk, U7, us. At the end of the interaction, P outputs a folded instance-witness pair (u,w) in Ry
with structure s1, and V' outputs a folded instance u in Ry with structure s;.

Let R™ be the relation so that (fpp,s7 u, W) e R™ if and only if (fpp,s, Ui, WZ) € R for all
i € [n]. A multi-folding scheme MFS should sastisfy perfect completeness and knowledge soundness
defined below.

e Perfect Completeness. MFS has perfect completeness if for all PPT adversaries A,

| fop < G (1A> ;|
((s1,52), (U7, W7), (02, W3)) + A(fpp);
compat(sy, s2) = true;
(fop,s1, 01, w1) € RY; (fop, 5o, 13, w3) € RY;
(fpk, fvk) < K(fpp, (s1,52));

(u,w) « (P(fpk, wr,w3), V(fvk)) (u1, u3) |

Pr | (fpp,s1,u,w) € Ry
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e Knowledge Soundness. MFS has knowledge soundness if for any expected polynomial time
adversary A and P*, there exists an expected polynomial time extractor £ such that over all
randomness p,

» fpp G (1A) ;
07w H — >
Pr (fPP,S1,u17X1)_>€ Ry o ((Sl,SQ),(Ul,UQ),St) +— A(fpp, p); >
A (fPP, s2, U2,W2) € Ry compat(sy, s2) = true;
(Wi, ws3) < E(fpp, p)
fpp < G (1A) ;]
((s1,52), (07, U3), st) < A(fpp, p);
Pr | (fpp,si,u,w) € Ry compat(sy, sy) = true; | — negl(A).
(fpk7 ka) <~ K(fppv (Slv 52));
(u,w)  (P*(fpk,st), V(fvk)) (u7, uz) |

e Efficiency. We consider MFS non-trivial if the communication costs and V’s computation are
lower in the case where V participates in the multi-folding scheme and then checks a witness sent
by P for the folded instance than the case where V checks witnesses sent by P for each of the
original instances.

Construction 1 (Non-interactive Multi-folding Schemes [23]). A public-coin multi-folding
scheme where all the messages sent from V to P are chosen uniformly at random could be trans-
formed into a non-interactive multi-folding scheme NIMFS = (G’ K', P", V') using the Fiat-Shamir
transformation [18] where

— fpp + G’ (1>‘) takes 1 as input, and outputs some public parameter fpp’;

— (fpk/, fvk’) < K'(fpp’, (s1,52))) takes fpp’ and structures si,sa as input, and outputs a prover key
fpk’ and a verifier key fuk’;

— (u,w,m) « P'(fpk’, (a7, w7), (U3, W3)) takes fpk’, (a7, w7), (U3, W3) as input, and outputs a folded

instance-witness pair (u,w) and a proof m;

u<+ YV (ka’, ur, us, 7r) takes fvk', ui, us, m as input, and outputs a folded instance u.

2.4 (Linearized) Committed Customizable Constraint System

Setty et al. [29] introduced customizable constraint systems (CCS), a new constraint system that
generalizes arithmetic circuits. Later, Kothapalli and Setty [23] described two variants of CCS—
committed customizable constraint systems (CCCS) and linearized committed customizable con-
straint systems (LCCCS)—that are amenable to construct their multi-folding schemes. In particular,
they let R1 be the LCCCS relation Ricccs and Ro be the CCCS relation Roccs, a NP-complete
relation. We follow their work and adapt their definition of CCCS and LCCCS.

For a matrice M € F"™*™ where m,n € N and let s = logy m, s’ = log, n, interpret it as a function
{0,1}* x {0,1}* — F. Then we could define its unique multilinear extension M as a multilinear
polynomial in s+s’ variables such that for all z € {0,1}*,y € {0,1}*, M(x,y) = M(z,y). Similarly,
for a vector w € F™, interpret it as a function {0,1}* — F. Then we let w denote its unique
multilinear extension.

Definition 3 (Committed Customizable Constraint System [23]). A CCCS relation Rcoccs
consists of tuples containing public parameters, structure, instance and witness where



— public parameters consist of size bounds m,n,N,l,t,q,d € N and pppcs, where assume that
n=2-(0+1) for simplicity, pppcs <+ Setup(1*,logyn — 1);
— the structure consists of: . s
e a sequence of sparse multilinear polynomials in s + s’ variables My, ..., M; such that they
evaluate to a non-zero value in at most N = §2(max(m,n)) locations over the Boolean
hypercube {0,1}5 x {0,1}*, where assume that s = logym, s' = logyn, and fori € [t], M; is
the unique multilinear extension of matrice M; € F™*™;
e a sequence of g multisets (S1,...,Sq), where an element in each multiset is from the set [t]
and the cardinality of each multiset is at most d;
e a sequence of q constants (cy,...,cq), where each constant is from F;
— the instance is (C,x), where C is a commitment to a multilinear polynomial in s' — 1 variables
and x € F¢;
— the witness is a multilinear polynomial w in s’ — 1 variables, where w is the unique multilinear
extension of vector w € Fé+L,

Given public parameters, a Rcccs structure-instance tuple is satisfied by a Roccs witness if
C = Com(pppcs, w) and for all x € {0,1}*,

;(H( > M}@:,y)-z(y))):o,

JE€Si ye{o,1}%

where Z is the unique multilinear extension of vector (1,x,w) € F", i.e., an s'-variate multilinear
polynomial such that Z(y) = (1,x,w)(y) for all y € {0,1}%.

Definition 4 (Linearized Committed Customizable Constraint System [23]). A LCCCS
relation Rycccs consists of tuples containing public parameters, structure, instance and witness
where the public parameters and structure are the same as those in a CCCS relation. The instance
and witness are as follows:

— the instance is (C,u,x,7,v1,...,v;), where u € F,x € Fé,r € F*,v; € F for all i € [t], and C is
a commitment to a multilinear polynomial in s' — 1 variables;

— the witness is a multilinear polynomial w in s’ — 1 variables, where w is the unique multilinear
extension of vector w € e+,

Given public parameters, a Rrcccs structure-instance tuple is satisfied by a Rycccs witness if
C = Com(pppcs, W) and for all i € [t],

vi= Y Mi(ry)-Z(y),

ye{0,1}%

where Z is is the unique multilinear extension of vector (u,x,w) € F", i.e.,an s'-variate multilinear
=

polynomial such that Z(y) = (u,x,w)(y) for all y € {0,1}%".

2.5 Proof-Carrying Data

We refer to the definition of Biinz et al [7]. Define a transcript T as a directed acyclic graph where
each vertex v € V(T) is labeled by local data 2" and each edge e € E(T) is labeled by a message

loc



2(6) £1. The output o(T) of a transcript T is z(®) where e = (v,%') is the lexicographically-first
edge such that v’ is a sink. For a class of compliance predicates F, define that a vertex v € V(T) is
-compliant for ¢ € F if for all outgoing edges e = (v,v’) € E(T):

e (base case) if v has no incoming edges, gp(z(e), Zl(:c)’ L,y J_) accepts;
e (recursive case) if v has incoming edges ey, ..., e, go(z(e), Zl(:c)’ Zle) ,z(e")) accepts.

We say that T is p-compliant if all of its vertices are p-compliant.

Definition 5 (Proof-Carrying Data [7]). A proof-carrying data scheme for a class of compliance
predicates F is a tuple of algorithms PCD = (G, K, P, V) where

— pp < G (1)‘) takes the security parameter X with the unary form as input, and outputs some
public parameter pp;

— (pk,vk) < K(pp, ) takes pp and a compliance predicate p € F as input, and outputs a prover
key pk and a verifier key vk;

— II + P(pk, 2, Zlocs { Zis Hi}le) takes pk, message z of the outgoing edge, local data zoc, messages
{z:}I_, of incoming edges and their corresponding proofs {II;}i_, as input, and outputs a new
proof II to attest the correctness of z;

- 0/1«+ V(vk, z, H) takes vk, z, IT as input, and outputs 0/1 to reject or accept.

A proof-carrying data scheme PCD should sastify perfect completeness and knowledge soundness
defined below. Note that we do not require it to satisfy zero-knowledge here as our PCD scheme needs
an auziliary zkSNARK to achieve zero-knowledge which is not the main focus of this paper.

e Perfect Completeness. PCD has perfect completeness if for every adversary A,

[ pp < G (1’\> ]
(¢, 2, 21oc, {21, I }i—1 ) < A(pp);
Pr [V(vk,z,IT) =1 (Pk, vk) <= K(pp, 9); | _ 1
© € F;0(2, 2loc, 21, - -5 2r) = 15
Vi € [r],z; =L or V(vk, 2, II;) = 1;
II + P(pk,z,zk,c, {zi,Hi}le)_

¢ Knowledge Soundness. PCD has knowledge soundness (w.r.t. an auziliary input distribution
D) if for every expected polynomial time adversary P*, there exists an expected polynomial time
extractor Epx such that for every set Z,

i peF pp G (1)
Pr | A (pp,ai, ¢,0(T),a0) € Z ai « D(pp); | =
A T is p-compliant (0, T,a0) < Ep«(pp, ai

)
_ peF pp<—G(1>
— negl(\

Pr | A (pp,ai,p,0,20) € Z ai “ D(pp);
A V(vk,0,1T) =1 |(¢;0,11,a0) + P"(pp,ai);
(pk, vk) < K(pp, ¢)




3 A Multi-folding Scheme for Arbitrary Number of Instances

Recall that a multi-folding scheme for (R, R2, compat, i, v) allow a prover and a verifier to reduce
the task of checking i instances in Ry with structure s; and v instances in Ry with structure sy into
the task of checking a single instance in Rq with structure s;. In our case, we let R1 = Rrcccs,
R2 = Rcccs, and compat(sy, s2) require s; = sy. Kothapalli and Setty [23| constructed a multi-
folding scheme for (Rpcccs, Rcocs, compat, 1,1). We continue their work and construct a multi-
folding scheme for arbitrary values of p, v, which is the basis of our proof-carrying data scheme.

3.1 Overview

Suppose that there are u Rrcccs instance-witness pairs {¢ }xef,), ¥ Roccs instance-witness pairs

—~—

{wk’}k’e[yb where (bk = (017 Uy X1y Ty U1y - o o5 Ut /&H)u 1/%’ = (027 X23 (UA};) Let ¢k21 = <¢]€u7 ¢k'x17 ¢k'w1)7
Ypr.zo = (1,9p X2, Ypr.wz). The prover P and the verifier V both input g Rpcccs instances
{#k-(C1yu, X1, 72,015 - -+, V) brepu) and v Reccs instances {¢pr.(C2,%2) e P additionally inputs

the corresponding witnesses {¢x.w1 } e[y, {1 W2 }iefy)- To obtain the folded instance and witness,
we rely on the random linear combination technique.
For k € [p], according to Rycccs, for i € [t], we have

Srvi= Y Mi(¢rrs,y) - orZi(y)

yE{O,l}S/
= > @erna) (Y Milwy)-oni) By Lemma 2
{L‘G{O,l}s ye{()’l}s’

We first perform a random linear combination of these values {¢k~vi}ke[u],ie[t]a i.e., for v i) ,

p pot
sz(kq)tﬂm'w:sz(k—l)tﬂ'. Z Lii(x), (1)

k=1 i=1 k=1 i=1 z€{0,1}

where Lii (X) = (.2, X) - (eponye MilXop) - 6.51(9) )
For k' € [v], according to Rcccs, we have for all x € {0,1}%,

q —_—
o I X My vwaw) =0
i=1 JESi ye{0,1}¢

Denoting the left-hand side of the above equation as a polynomial g/ (X), we have for = € {0,1}*,
¢ () = 0. Then the polynomial

Gv(X)= > X x) qu()
ze{0,1}*

is multilinear and vanishes on all z € {0,1}*. Hence, we have Gj/(X) is a zero polynomial. For
§ _
B« F° Gp(B) = 0. Let Qu(X) = €q(B,X) - qu(X). We have for k' € [V], 37 g1y Qi (z) =
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Gy (8) = 0. Then based on Equation (1), we further perform a random linear combination that

w t " t v
Z Z’Y(k_l)tﬂqﬁk-vi = Z Z’Y(k_l)tﬂ : Z Lyi(z) + Z ’Y”Hk : Z Qr ()
k=1 i=1 k=1 i=1 ze{0,1}s k=1 ze{0,1}*
Let
w t A v
g(X) = Z Z»y(k—l)t-i-z Lpi(X) + Z A0 (X)
k=1 i=1 k=1
We have
noot '
Z g(a;) _ Z ZV(k_l)t—H(ﬁk-vi;
ze{0,1}* k=1 i=1

which is exactly a statement that a sum-check protocol could prove. Therefore, the task of checking
1 Ricccos instances and v Reces instances is reduced into the task of performing a sum-check

protocol. With 77, & Fs, P and V run ¢ < (P, V(1)) (9,s,d+ 1,2 %, St y k=Dt v;). Now,
V has to check the equation g(r}) = c. We let P first compute some intermediate values and then
V compute g(r,) using these values. Specifically, P computes and sends {0y ;, Or i kel ke[ icl tO
V), where

ori= Y. Mi(rly) - dkAi(y), Opi= Y. Mi(rl,y) - tw.5(y). (2)
ye{0,1}¢ ye{0,1}s

Then V computes

uoot
= 3 S I et o + S (8- (i [T )
=1

k=1 i=1 k=1 jES;

and compares it with c. Nevertheless, V still has to check the correctness of {0y i, Or/ i } ke[u) e[ iclr)-
Observe that equations in (2) are exactly LCCCS relations. Thus, we could first perform a random
linear combination of {oy i, Op i }re(y krefy for @ € [t] and then prove the correctness of the folded
Rircces instance. Now, the task of checking u Ricccs instances and v Reces instances is reduced
into the task of checking a single Ri,cccs instance.

3.2 Formal Description

Construction 2 (A Multi-folding Scheme for Arbitrary Number of Instances). We for-
mally present our multi-folding scheme as follows.

fpp <+ G (1)‘):
1. Sample size bounds m,n, N, ¢,t,q,d € N with n =2 (£ + 1).

2. Compute pppes < Setup(1*,logy n — 1), and output fpp = (m,n, N, £,t,q,d, pppcs)-
(fpk, fvk) < K(fpp, (s1,52)):

1. Parse sy = so as ((]\Z,,]\Z), (S1,...,59), (cl,...,cq)).

11



2. Output fpk := (fpp,s1), fvk :== (fpp,s1).
(u,w) <77(fpk w1, Ws), V(fvk) >( ui, u )

L. Parse (uf, wr) as {o}refu)> (U2,W2) as {w brep)

2. 'V samples y ﬁ F, 5 ﬁ F* and sends them to P. V then samples r/, & s,
3. P and V run the sum-check protocol

t
Z ’Y(k_l)tﬂﬁbk-vi)-

11:=1

M‘:

— <73, V(r;)> (g, s, d+1,

B
Il

V aborts once he outputs “reject” in the sum-check protocol.
4. P computes and sends {0k, O i } kel ke[ icl t0 V-

5. V computes {ey,1 = €q(Pr-Tz, ) brelu)> €2 = €q(B, 1), and aborts if

uoot
C#ZZ’YIC 1)t+i e O,kz_i_z,ywﬂrk’ e (Z H9k~')
=1

k=11i=1 k'=1 JES;

6. V samples p & F and sends it to P.

7. P and V output the folded Rycccs instance u := (C', v/, X', ., v}, ..., v}), where for all i € [t],

7ma

% v
Ch= "o o Cit Y T

k=1 k=1
w v
/ k—1 —1+F&
u :Zp Qﬁku—i_zpu * '17
k=1 k=1
w v
/. k—1 —1+K
X = ZP “ QX1+ Z PP b xa,
k=1 k=1
I v
/ k-1 —1+K
vj = ZP Ok + ZP” O i

k=1 k'=1

w v
w=Y o g+ Y T .

k=1 k'=1

Theorem 1. Construction 2 is a public-coin multi-folding scheme for (RiLcccs, Roccs, compat, f, 1)
with perfect completeness and knowledge soundness.

Proof. We now describe the proof of Theorem 1. We mainly refer to the proof of the multi-folding
scheme of Kothapalli and Setty [23].

12



Perfect Completeness. For public parameters fpp = (m,n, N, {,t,q,d, pppcs) and s = logym, s’ =
logs n, consider arbitrary adversarially chosen structures; = sy = ((]\Z, cee ]\Z), (S1,--.,8¢), (e1, ... ,cq)),
u satisfied Ricccs instance-witness pairs {ﬁbk}ke[u] and v satisfied Rcccs instance-witness pairs
{¥w }rep)- We show that V will not abort and the folded Rycocs instance (C',u', X', 75, vq,..., ;)
is satisfied by the folded Ry,cccs witness w'.
Firstly, since {¢y}rely are satisfied Ricccs instance-witness pairs, we have for k € [u],i € [{]

and ¢p.21 = (Pp-u, P.X1, Pp-w1),

Shvi= Y Mibprey) dr-Z1(y) By precondition
ye{0,1}
= Y @) (Y Milw,y) oniaw) By Lemma 2
x€{0,1}® yE{O,l}S'
= Z Ly i(x) By construction.
ze{0,1}*

Furthermore, since {}pcpy) are satisfied Rcces instance-witness pairs, we have for K e [v],

Yt 2o = (1,wk/.X2,T,Z)k/-’LU2) and x € {0, 1}5,

ZCZ [I( X My veaw)=o

J€Si yef{o,1}+

Denoting the left-hand side of the above equation as a polynomial g/ (X), we have for x € {0,1}*,
i (z) = 0. Then the polynomial Gy (X) = 3, c1013s €4(X, ®) - g () is multilinear and vanishes

on all x € {0,1}*. Hence, we have Gy/(X) is a zero polynomial. For g & Fs, Gy (8) = 0. By
construction, we have for k' € [v], Ea:e{o,l}s Quw(z) = G (B) = 0.

Therefore, for v & F, we have

Bt Iz
Zz,ykl)t+i¢k_vizzz,yk 1t+z< Z Lii(z ) Z,Yut—i-k Z Qu (z

~+

k=1 i=1 k=1 i=1 ze{0,1}* k=1 x€{0,1}s
Bt v
_ Z (ZZv(k_l)t+iLk,i(w)+ Z,Y,ut—‘rk’Qk/(l,))
ze{0,1}s k=11i=1 k=1
= > gl@).
z€{0,1}*

Thus, by the completeness of the sum-check protocol, V will not output ‘“reject” inside it. Moreover,
we have

w t v
Z Z ,y(k—l)t-l-sz’i(T,;) + Z ,.)/ut+k Qp (%ﬁ)
k=11i=1 k'=1
>

(=Dt gy | gyt le: AR (Z 11 o, )
=1

k=1 i=1 k'=1 JES;

Eﬂﬁ
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We finally have that V will not abort.
Secondly, by construction, we have that for k € [u], k" € [v],

(0-C1, Pr-thy O X1, Ty Okt - - - 5 Ot Gk W1 ) s
(wk"027 17 ¢k’-X27 T;/m 9147’,17 s 70k’,t; wk’@)

—_——

are all satisfied Rycocs instance-witness pairs. Therefore, for 2/ = (u/,x',w') and i € [t], we have
that

I v
vh = Zpk’—l COp A+ Z PR O i By construction
k=1 k=1
I N —
S (S T el) ¢ S (X T i)
k=1 velo) = vefo.1)
W v
= > Mty (A eeam + Y T e s ()
ye{0.1} k=l F=
= Z Mi(r3,y) - 2/ (y)-
ye{0,1}¢

By the additive homomorphism property of the polynomial commitment scheme, we have that
C" = Com (pppcs, ) Therefore, (C',u/,x', 7., v},...,v;) is a satisfied Rpcccs instance and w’ is
the corresponding witness.

We conclude that Construction 2 has perfect completeness.

Knowledge Soundness. Consider a malicious prover P* that succeeds with probability €. For
public parameters fpp = (m,n, N, £, t,q,d, pppces) and s = logym, s’ = logy n. Consider an adver-
sary A that adaptively picks structures s; = so = ((]\Z, e ,]\/Zt), (S1,-..,8), (1, ... ,cq)) that
satisfy compat, i Rrcccs instances {¢p.u1 == ¢p.(C1,u, X1, 72, V1, - - -, V1) Frelu), ¥ Reces instances
{¥wr.u2 = Y1 .(C2,%2) ey and some auxiliary state st. We construct an expected polynomial time
extractor £ that succeeds with probability e —negl()) in obtaining satisfied witnesses for the original
instances as follows.

({01 b pep {w - watwep) < € (fop, p):

1. Invoke A to obtain the output tuple: ((s1,s2), {@x-u1}repu {r-u2}twep,st) < A(fpp, p) .

2. Compute (fpk, fvk) <= K(fpp, (s1,52)).

3. Run the interaction (u), @) « (P*(fpk, st), V(fvk)) ({o-u1 kepu)s {¥nr u2tep)) once with
the final verifier challenge p() &

4. Abort if (fpp, sl,u(l),iD(l)) ¢ Ricocs-

5. Rerun the interaction (uV), @) « (P*(fpk,st), V(fvk)) ({%. U1 }kefu) {¥r U2 bwep) with dif-
ferent verifier’s final challenges while maintaining the same prior randomness Keep doing so
until it obtains u + v — 1 folded Rycccs instance-witness pairs {(U(k// , W o+ )}k//e[z ] such

that (fpp, s1, uk”), (k”)) € Rrcccs for all k7 € [2,...,u+ v]. Let {p(k )} denote the corre-
sponding verifier’s final challenges.

14



6. Abort if there exists a collision in the verifier’s final challenges.

7. Interpolate points {(p("’”),ﬁ(k”))}k,/e[u+y} to retrieve witnesses ({st'ﬁ}ke[p}’{¢k’-@}k’e[u])
such that for " € [u + v/,

Zp(k//)k_l N R Ti Z p(k”)ﬂ—“—k/ . oy = a*") (3)

I
k=1 k'=1

8. Output ({@g- w1}t eef), {Vr-Watiep)-

We now demonstrate that the extractor £ runs in expected polynomial time and succeeds with
probability € — negl(\).

Firstly, the extractor € runs the interaction (P*, V) once, and if it does not abort, keeps rerunning
the interaction until it obtains p + v — 1 satisfied folded Rycccs instance-witness pairs. Thus, the
expected number of times £ runs the interaction is

Pr[First call to (P*,V) fails] - 1+

-1
Pr[First call to (P*,V) succeeds] - (1 + B ptv )
T

[(P*,V) succeeds]
p+rv—1

:(1—6)-1—i—e-<1+ c

>:,u+1/.

Assuming that u,v are polynomial in the security parameter, we have that £ runs in expected
polynomial time.

Secondly, let Eq denote the event that £ successfully produces some outputs in less than T
times of running the interaction (P*,V). Given Ej, let Fy denote the event that the outputs of £
are satisfied witnesses. We have that

Pr[€ succeeds] = Pr[E}] - Pr[Es).

We now analyze Pr[E;] and Pr[Es]. By the success probability of P*, we have that £ does not
abort in step (4) with probability e. Given that £ does not abort in step (4), by Markov’s inequality,

we have that £ runs the interaction (P*,V) more than 7" times with probability “TJ“’ Given that £

runs the interaction less than 7' times, which has probability 1 — 5% we have £ tests at most T

T
values for p. Thus, the probability that £ does not abort in step (6) is 1 — %. Thus, we have

Pr[E1]=(1_“+”>.e.(1_T2).

Setting T = /|F| and assuming T > y + v, we have that Pr[E;] = € — negl()).

To analyze Pr[Es], we first show that the retrieved witnesses are valid openings to the correspond-
ing polynomial commitments in the instance, and then show that they satisfy the remaining algebraic
relations with some probability. For k" € [p + v], let u®") = (C(k”),u(k”), x(B") oyt vgk”), .. ,fut(k/l)).
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Since w*") is a satisfied Ri.cccs witness, we have that

Mt

p(k”) - Com (pppCSa @bk wl Z p Rt - Com (pppCSa @Dk/%)

k=1 E=1
m v
—Com (pppes, Y p "L gyt + D pE TR g i )
k=1 k=1
By additive homomorphism
:Com(pppcs,@(k")) By Equation (3)
=C*") Witness @) is a satisfied opening
o
Z p (K")k or-C1 + Z p (K")u—1+K' - .Co By the verifier’'s computation
k=1 k=1

Treat the above equation as a univariate polynomial equation in p*"). Since it holds for all ¥” €
[+ v], we must have that for k € [u], k" € [v],

¢r-C1 = Com (pppCSa ¢k{U\i)7 Ygr.Cy = Com (pppCSa ¢k’-@)a

which means that ({¢g.w1}gef), {¥r - W2twep) are valid openings.

Next, by the extractor’s construction we have that {o ;, Ok i }xe[u) ke[v],icy) Sent by the prover
are identical across all executions of the interaction (P*,V). By the verifier’'s computation, we have
that for ¥ € [n+ v],i € [t],

I v
k" 1Y fo— AV /

= pWI gy Y pF TR gy (4)

k=1 k=1
Since {@(k”)}k”e[wl/] are satisfied Rycccos witnesses, we have that for £ € [u+ v],i € [t],

k.// — 1"

o = N M) - EF (), (5)

ye{0,1}s’

where Z(F") = (u®),x+") w*")). By Equations (3), (4), (5) and the verifier’s computation, we
have that for k" € [u+ v],i € [t],

v
p(k k-1 SO+ Z p K=tk Opr i

wMt

k'=1

Z Mz (rhsy) - 2% (y)

ye{0,1}¢
i v

Z () - (D P % gz () + Y I By

{01 k=1 k=1
m
Z (k Z Mz( xvy k Zl + Z P (KD p—1+k Z MZ(T/may) ’ 1/%'52@)7

ye{0,1}s’ k'=1 ye{0,1}’
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where ¢r.21 = (Pg.u, Pr.X1, pp.w1) and Ypr.2o = (1, Yk .Xa, Ygr.we). Treat the above equation as a
univariate polynomial equation in p(k“). Since it holds for all ¥” € [u + v], we must have that for
ke u,k €lv],ielt],
ori= Y, Mi(rl,y)- ér21(y), Oi= Y Mi(rl,y) vw.2(y).
ye{0,1} ye{0,1}

Then since the verifier does not abort, we have that

1 t q
= I e 3 e (e T] )
=1

k=1 i=1 k=1 jES;
woot ' v q
=3O A () o+ S A (B, ) - <Z a[1 gk,’j)
k=1 i=1 k=1 i=1 jES;
12 t A v
- Z Z,y(k—l)t-i-z - Ly a(rh) + Z AR O (rh)
k=1 i=1 K'=1
= g(T:IE)7

which by the soundness of the sum-check protocol, implies that with probability 1 — O(s-d)/|F| =
1 — negl(\) over the choice of 77,

w t
Yo A = Y g(@)

k=1 1=1 1‘6{0,1}5
noot ' v
— Z (Z Z,y(kfl)bkl . Lk,z<m) + Z ,y,u,tJrk . Qk’ (IIZ))
ze{0,1}s “k=1 i=1 =1
12 t ‘ v
= szy(k—l)t—&-z, Z Lii(z) + Z AR Z Ow ().
k=1 i=1 z€{0,1}* k=1 z€{0,1}

By the Schwartz-Zippel lemma [28], this implies that with probability 1—O(u-t+v)/|F| = 1—negl()\)
over the choice of 7, we have for k € [u],i € [t],

dpvi= Y Lpi(x), (6)
z€{0,1}*
and for k' € [v/],
0= > Qul). (7)
z€{0,1}*

Expanding Equation (6), we have that

Op-v; = Z Ly (x)

ze{0,1}*

= > @lrren)- (Y Miwy)onA)

z€{0,1}* ye{0,1}5

= Y Mi(bkray) - 1A (1). By Lemma 2
yE{O,l}S/
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Since we have argued that {¢x.w1 }1e[,) are valid openings, we have that they are satisfied Rycccs
witnesses with probability 1 — negl(\).
Expanding Equation (7), we have that

> Qulx)

z€{0,1}*

= ¥ é@(ﬁ,@(iq- ( > M}(m,y)-%u%(@))

ze{0,1}* JE€Si yefo,1}¢

:zcz (X G- oeam).

JES: ye{0, 1}é

By the Schwartz-Zippel lemma, this implies that with probability 1 —O(s-d)/|F| = 1 —negl()\) over
the choice of 3, we have that for all x € {0, 1}*,

q

> H( > J‘Aij(x,y)wku?z(y)) =0.

=1 jGSZ ye{(),l}s/

Since we have argued that {wk/.@}k/e[y] are valid openings, we have that they are satisfied Rcocs
witnesses with probability 1 — negl(\). Hence, we have that Pr[FEs] = 1 — negl()).
Therefore, we have that

Pr[€ succeeds] = Pr[E1] - Pr[E;] = (e — negl(A)) - (1 — negl())) = € — negl(\).

We conclude that Construction 2 has knowledge soundness. O

A Non-interactive Multi-folding Scheme. Since our multi-folding scheme is public-coin, we
could transform it into a non-interactive multi-folding scheme NIMFS = (G’, K', P’, V') for the tuple
(RLcocs, Roccs, compat, i, v) using the Fiat-Shamir transformation, according to the Lemma 3 of
Kothapalli and Setty [23].

Efficiency. Fot the prover’s cost, the sum-check protocol requires the prover to generate some
proof, which could be completed with O(u(N + tm) + v(N + tm + gmd log? d)) field operations
according to [29]. For {0y i, Or' i fre[u) kel icly), We have that

ST Mi(r.y) - ék A (y)
yef{0,1}+’

- Z ( Z Z M;(a,b) - eq((r,, y), (a, b))) - ¢r.z1(y) By multilinear extension

ye{0,1}s" a€{0,1}% pe{0,1}+’

S (Z Ga(ra) S Mila,b)- (b)) - 6r.5i(y)

ye{0,1}s" ac{O,1}° be{0,1}*
= > ey(rl,a)- > Mi(a,b) - ¢.z1(b) By the definition of ég
a‘e{ovl}s bE{O 1}g
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According to [33], {€q(r}, a)}, c{01}* could be computed with O(m) field operations. Based on these

values, the computation of {0y i, Ok i tke[u ke ic could be accomplished with O(m+ (u+v)-N)
field operations. When instantiating the polynomial commitment scheme with Bulletproofs [6], the
computation of C’ and w’ requires one MSM of size pu + v and O((u +v)- n) field operations,
respectively. Thus, the total cost is dominated by O(N(N +tm+n)+v(N+tm+n+qgmd log? d))
field operations and one MSM of size p + v.

For the verifier’s cost, verification in the sum-check protocol requires O(dlogm) field opera-
tions [30]. The computation of {ex1 = €q(¢r-rz,7%)} e, €2 = €q(B,7}) and checking ¢ require
O(plogm + pt 4+ vdq) field operations. The computation of C’ requires one MSM of size u + v.
Thus, the total cost is dominated by O(dlogm + plogm + ut + vdq) field operations and one MSM
of size u + v.

The communication cost consists of elements sent from P to V in the sum-check protocol and
{0k, O i Y e i ev] i), Which sums up to O(dlogm) +t - (u + v) field elements.

4 PCD from Non-interactive Multi-folding Schemes

Recall that PCD enables a set of parties to carry out an indefinitely long distributed computation
where every step along the way is accompanied by a proof of correctness. We rely on our non-
interactive multi-folding scheme to construct PCD scheme where the computation and the circuit
expressing verifier at each step are together expressed as CCCS, a NP-complete constraint system.

4.1 Overview

At each step, the prover P receives r previous outputs {zi}ie[r] each with a proof II; that consists
of a satisfied Rpcccs instance-witness pair (U;, W;) and a satisfied Rccocs instance-witness pair
(uj, w;) in our case. In addition, P has some local input zjoc. With zjoc, 21, . . ., 2r, P computes z such
that (2, 2ioc, 21, - - - , 2r) accepts. Then he should provide a proof to the next party that attests not
only to the correctness of his local computation, but also to the correctness of all his inputs {2; };c|,-
To this end, P first invokes the non-interactive multi-folding scheme to fold {(U;, W;), (u;, w;) }icpy
into a single Rycccs instance-witness pair (U, W). Define a circuit R, that represents the compli-
ance predicate ¢ as well as the verifier of the non-interactive multi-folding scheme, which could be
expressed as a Rcoccs structure. Then P generates a satisfied Roccs instance-witness pair (u, w)
by computing R, on input appropriate values from his prior computations.

Let the new PCD proof IT consist of (U, W), (u,w). Now, by checking (u,w), we have that
©(2, Zloc, 21, - - - » zr) accepts and {U;, u;}iepy is corrected folded into U. Further by checking (U, W)
and the knowledge soundness of the multi-folding scheme, we have that there exists satisfied wit-
nesses {W;, w; };|y for instances {U;, u;};¢,), which attests to the correctness of {2;};c[,. Therefore,
we maintain the invariant that if (U, W) is a satisfied Rpcccs instance-witness pair and (u,w) is a
satisfied Rcoccs instance-witness pair, then the distributed computation is correct up to this step.

However, the above description elides some subtlety. Since the proof IT passed to the next party
includes U, the public IO of the circuit R, i.e., u.x should include U. The next party will fold u, U
into a new Rycccs instance as described above. But now U is part of u, they can not be folded.
To address this issue, inspired by Nova [24], we modify R, to additionally hash z,U and let the
output be the circuit’s public IO, which ensures that u.x does not contain U but still binds with
it. To achieve recursion, we further modify R, to include the verifier’s work of checking that the
inputs satisfy the hash relation, i.e., u;.x is the hash of z;,U; for i € [r].

19



Note that since the PCD proof includes the entire witnesses W, w, its size is linear in the size of
the circuit. However, as in HyperNova 23], we could use a general SNARK such as SuperSpartan 29|
to prove the knowledge of a valid PCD proof, which could reduce the proof size exponentially.

4.2 Formal Description

Construction 3 (A PCD Scheme from Non-interactive Multi-folding Schemes). We for-
mally present our PCD scheme as follows. Let (uj,w;) be a default trivially satisfied Rpcccs
instance-witness pair. Given a compliance predicate ¢, the circuit R, that realizes the recursion is
as follows.

0/1 «+ ch(h; (2, Zloc, {#i, Ui, ui }i_q, WK/, U,ﬂ')):

1. Check that the compliance predicate ¢(z, 2ioc, 21, - - - , 2r) accepts.
2. If z; =1 for all ¢ € [r], then check that h = hash(fvk’, z,u} ).
Else, check that
(a) for i € [r], u;.x = hash(fvk’, z;, U;), where u;.x is the public 10 of u;.
(b) U = NIMFS.V'(fvk’, {Ui}icpr)s {uibiep 7).
(¢) h = hash(fvk’, z, U).
3. If the above checks hold, output 1; otherwise, output 0.

Since R, can be computed in polynomial time, it can be represented as a Rcccs structure. Let
(u,w) < trace (RSD, (h, (2, Zloc, {2i, Ug, ui My, fuk/, U, 7r))>

denote the satisfied Rcccs instance-witness pair for the execution of R, on input (h, (2, Zioc, {2, Uiy ui Yoy,
fvk’, U, 7r))
We define the PCD scheme (G, K, P, V) as follows.

pp <+ G (1>‘):
1. Compute fpp’ + NIMFS.G’ (1*), and output pp := fpp'.
(pk, vk) < K(pp, 9):

1. Compute (fpk’, fvk’) < NIMFS.K'(fpp’, R,,), and output (pk, vk) := ((fpk’, fvk’), fvk’).
II + P(pka 2 Zloc) {Zi, Hi}g=1):

1. For i € [r], parse II; as ((Ui, W;), (ui,wi)), where (U;, W;) is a satisfied Rycccs instance-witness
pair and (u;, w;) is a satisfied Rcccs instance-witness pair.

2. If z; =1 for all i € [r], then set (U,W,7) = (ug,wi,L).
Else, compute (U, W, ) « NIMFS.P’(fpk’, {(Us, Wi) Yiepn {(UiaWi)}z‘e[r])
3. Compute h + hash(fvk’, z, U).
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4. (u,w) + trace (RW (h, (2, Z1ocs {#is Ui, ui 1y, fVk/, U,w))).

5. Output II := ((U,W), (u,w)).
0/1 « V(vk, 2, II):

1. Parse IT as ((U, W), (u,w)).

2. Check that u.x = hash(fvk’, z, U).

3. Check that W is a satisfied R,cccs witness to U and w is a satisfied Roccg witness to u.
4

. If the above checks hold, output 1; otherwise, output O.
Theorem 2. Construction 3 is a PCD scheme with perfect completeness and knowledge soundness.

Proof. We now describe the proof of Theorem 2.

Perfect Completeness. For public parameter pp, consider arbitrary adversarially chosen (90, 2, Zlocs { %is Hi}le)
such that the perfect completeness precondition is satisfied. We show that given II < P (pk, Z, Zlocs { Zis Hi}le),
V(vk, z, H) = 1 with probability 1.

If z; =1 for all i € [r], by the construction of P, we have that (U,W) = (uj,w,) is a trivially
satisfied Rycccs instance-witness pair, and h = hash(fvk’, z, U). By the perfect completeness pre-
condition, we have that ¢(z, zioc, 21, - - -, 2r) = 1. Therefore, P could construct a satisfied Rcoccs
instance-witness pair (u,w) that represents the correct computation of R,. Moreover, by the con-
struction of R, we have u.x = hash(fvk’, z, U). Therefore, V(vk, z,H) = 1 with probability 1.

If 3i € [r] such that z; # 1, by the perfect completeness precondition, {(U;, W;)};c|, are satisfied
Rrcccs instance-witness pairs, {(u;, w;) }ie|y are satisfied Roocs instance-witness pairs, and u;.x =
hash(fvk’, z;, U;). Then by the perfect completeness of the multi-folding scheme, we have that (U, W)
is a satisfied Rrcccs intance-witness pair. Therefore, P could construct a satisfied Rcccs instance-
witness pair (u,w) that represents the correct computation of R,. Additionally, by the construction
of R,, we have that u.x = hash(fvk’, z, U). Therefore, V(vk, Z,H) = 1 with probability 1.

In conclusion, we conclude that Construction 3 has perfect completeness.

Knowledge Soundness. We mainly refer to the proof of the PCD scheme of Biinz et al [7]. Fix
a set Z, and for pp + G (1)‘) ,ai < D(pp), consider an expected polynomial time adversary P* that
succeeds with probability e. We construct an expected polynomial time extractor Ep« that with
input (pp, ai), outputs (¢, T, a0) such that ¢ € F, (pp, ai, ¢,0(T),a0) € Z and T is p-compliant with
probability € — negl(A).

Referring to existing works [8,7], we assume that every node has a unique outgoing edge. Thus,

the extracted transcript T will be a tree. Let every node v be labeled with a local data zl(:c) , the
label z(*) of its unique outgoing edge and a proof IT(*) that proves the correctness of z(*). We first
present the construction of Ep+ that extracts the labels of all the nodes in T, and then explain its
correctness.

We construct Ep« via an iterative process that constructs a sequence of extractors &y, &1, ..., Ey,
where d is the depth of T and for i € {0,1,...,d}, & outputs a tree T; of depth i + 1. In particular,
the nodes of T4 at depth d 4+ 1 are all empty nodes. We argue later that the extractor £; is then

equal to Ep«.
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In the base case, we define &y(pp, ai) to compute (¢, 0, IT, a0) <— P*(pp, ai) and output (¢, T, ao),
where Ty is a single node labeled with (o, IT).

Next, we construct the extractor & inductively for each i € [d], given that we have already
constructed &_1. We denote St(i) as the set of nodes of T at depth i. We first construct an
adversary P _; for the non-interactive multi-folding scheme using &;_1, which implies an extractor
&pr | corresponding to P;; by the knowledge soundness of the multi-folding scheme, and then
construct & using Py, Epr .

71(pp, ai, p):

1. Compute (¢, T;—1,a0) < & _1(pp,ai). If T;_1 is not a tree of depth ¢, abort.
2. For each node v € St,_, (i), denote its label as (2(*), [T(™).

3. Parse I1®) as ((U®, W®), (u®, w®)).

4. Obtain {UEU), ugv),zj(-v)} ®) from w(®).

jel ™
5. Let S;_q:={vesSt, ,(i)|3je [r]’zj(p) £1}.

6. Output ({{Ugv), ug.v)}je[r], U(U)’W(v),w(v)} ,(gp,Ti_l,ao)).

vES; 1
By the knowledge soundness of the multi-folding scheme, there exists an extractor Eps ~that for
v € S;_1, outputs {Wj(v),wj(.v)}je[r] such that {(Ug-v),Wj(-v))}je[r] are satisfied Rrcccs instance-
(v)

J
Given P, Epr |, we construct & as follows.

witness pairs and {(u§v), w )}J e Are satisfied Roccs instance-witness pairs.

(¢, Ti,a0) < &(pp, ai):

1. Compute ({(Ug-v),W](-v)), (“§v)7Wg('v))}je[r],vesi,p (@,Ti_l,ao)) < Eps  (pp,ai, p). If Ty is not

a tree of depth i, abort.

2. Retrieve {W(v)}'UEST-_l(i) from the internal state of P, and obtain Zl(:c)’ {zj(-v)} from w(®).

JEr]

3. Append 2 to the label of v € ST, (0).

loc

4. For each node v € S;_1, let S, = {j € [r] | () #1}. Construct T; of depth ¢ + 1 from
)

z
J
T;—1 by adding, for each node v € S;_1, (zj ,H(-U)) to the label of its child j € S,, where

J
= ((047). ).

5. Output (¢, T;, a0).

We now show inductively that the extractors are correct. We define the inductive hypothesis as
that for i € {0,1,...,d}, &(pp, ai) outputs (¢, T;,a0) in expected polynomial time such that with
probability € — negl(A), 1) ¢ € F, (pp,ai,p,0(T;),a0) € Z, 2) T; is ¢-compliant up to depth ¢, and
3) for all v € St,(i + 1), V(vk, 2, T™) = 1.,

In the base case, by the premise of P*, & satisfies the inductive hypothesis.

Next, supposing that &;_; satisfies the inductive hypothesis, we show that &; also satisfies
the inductive hypothesis. By the premise of &_1, we have that with probability e — negl(\),
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¢ € F,(pp,ai,p,0(T;—1),a0) € Z, T;_; is p-compliant up to depth i — 1, and for all v € St,_, (%),

V(vk,z(v),ﬂ(“)) = 1. By the check of V, we have that (1) {(U(”),W(”)), (u(“),w(v))}vesT Q)
1—1

satisfied instance-witness pairs. Additionally by the construction of R, and the collision-resistant

property of the hash function, we have that (2) for v € St,_, (4), cp(z(”), zl(;c), z%v), el z,(«v)) accepts,

(3) for v € S;_1, UW) = NIMFS.V’(ka’,{Ugv)}je[r],{ué”)}je[r],ﬂ(“)), and (4) for v € S;_1,j €
[r], ug.v).x = hash(ka’,z](.v), U§v)). Condition (2) implies that T; is ¢-compliant up to depth 4,
and ¢ € F,(pp,ai,p,0(T;),a0) € Z with probability ¢ — negl(A). Conditions (1)(3) imply that
P, succeeds in producing satisfied folded instance-witness pairs {U(”),W(”)}v €S, for instances

{U5", w5}

folding scheme, we have that Ep+  succeeds in outputing satisfied witnesses {W(-U),w
i—1 J

are

with probability € — negl(A). Then by the knowledge soundness of the multi-

(v)
J }je[r},vesi_l

with probability € — negl(\). Additionally by Condition (4), we have that V(vk, 2 H(“)) =1 for
all v € St,(i + 1) with probability € — negl(A). Since &1 runs in expected polynomial time, Epx |
also runs in expected polynomial time, and thereby so does &;. Therefore, we have that &; satisfies
the inductive hypothesis.

In conclusion, we conclude that Construction 3 has knowledge soundness. O

je[r]meSi,l

Efficiency. The recursion overhead, i.e., verifier’s computations expressed as circuits is dominated
by the computations in R, except for checking the compliance predicate ¢, containing r+ 1 calls to
hash and one call to NIMFS.V'. The cost of NIMFS.)" is dominated by O(dlog m+r-(log m+t-+dq))
field operations, one MSM of size 27 and 2log, m + 2 calls to the random oracle RO to achieve non-
interactivity, where RO could be instantiated with an appropriate cryptographic hash function.

The prover’s work at each step is dominated by invoking NIMFS.P’, and computing the satisfied
Rcccs instance-witness pair (u, w) for the execution of R,,. The cost of NIMFS.P’ is dominated by
O(r- (N +tm+n+qgmd log? d)) field operations, one MSM of size 2r, and 21log, m+2 calls to RO to
achieve non-interactivity. The cost of computing (u,w) is dominated by computing the commitment
C' which requires one MSM of size O(n) when instantiating the polynomial commitment scheme
with Bulletproofs [6].

The proof IT consists of (U,W,u,w) whose size is linear in the size of R,. However, as in
HyperNova [23]|, we could use a general SNARK to compress the proof. Specifically, the prover
invokes (U, W, ') «— NIMFS.P’(fpk/, (U, W), (u,w)), and then uses a general SNARK to generate
a proof mys that proves the knowledge of W'. Now IT consists of (U, u, 7/, mys). When instantiating the
SNARK with SuperSpartan [29] excluding the first sum-check invocation and using the polynomial
commitment scheme based on Bulletproofs [6], the proof size is then dominated by O(dlogm +t +
logn) field elements and O(logn) group elements.

The verifier’s work is dominated by checking (U, W), (u,w), whose cost is linear in the size
of R,. However, by compressing the proof, the work is now dominated by performing U’ <«
NIMFS.V'(fvk’, U, u,7’) and verifying 7y, whose cost is dominated by O(dlogm + t + dg + logn)
field operations, O(logm + logn) calls to RO, and one MSM of size O(n).

5 Conclusion

In this paper, we first construct a multi-folding scheme for arbitrary number of instances, which
could reduce the task of checking multiple instances into the task of checking one. Based on this
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scheme, we construct a PCD scheme having the smallest prover’s cost at each step and recursion
overhead in the literature. Supposing that there are r incoming edges of a node at certain step and n
variables in the constraint system, the prover’s cost is dominated by one MSM of size O(n), and the
recursion overhead is dominated by one MSM of size 2r. Besides, our PCD scheme supports more
expressive constraint system, i.e., CCCS that allows gates to compute high-degree polynomials.

Recently, Eagen and Gabizon [17] proposed a folding scheme for multiple instances—ProtoGalaxy
with novel efficiency characteristics. How to construct PCD schemes based on ProtoGalaxy and
analyse the concrete efficiency is an interesting future study.
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