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Abstract

Adaptive security is a crucial property for garbling schemes in pushing the communication of
garbled circuits to an offline phase when the input is unknown. In this paper, we show that the
popular half-gates scheme by Zahur et al. (Eurocrypt’15), without any modification, is adaptively
secure in the non-programmable random permutation model (npRPM). Since real implementations
of selective-secure half-gates are already based on npRPM, our result shows that these implementa-
tions are already adaptively secure under the same condition where the selective security is proven.
Additionally, we expand our analysis to cover the recent three-halves construction by Rosulek and
Roy (Crypto’21); we also discuss some optimizations and separation when considering the pro-
grammable random permutation model instead.

1 Introduction

Garbled circuits (GCs) [Yao86, BHR12b] play an important role in constructing many cryptographic
protocols, including secure two-party computation (2PC) [Yao86], zero-knowledge proofs [JKO13],
identity-based encryption [DG17], etc. In a garbling scheme, a garbler creates a garbled circuit f and
a garbled input Z for circuit f and input x, respectively. An evaluator, given f and Z, can compute a
garbled version of f(z), which can be further decoded.

Two categories of security have been widely studied in the literature: simulation-based selective
security and simulation-based adaptive security.! In selective security, the adversary chooses (f, x)
and is asked to distinguish between a real-world execution consisting of honestly computed ( f,Z) and
an ideal-world execution where the values are simulated using only f(x). In adaptive security, the
adversary is given more power to adaptively choose input = based on the garbling f for f: it first
chooses f and receives J/”\in the offline phase, and then chooses x and receives 7 in the online phase.
The demand for this security notion originates from the online-offline 2PC, where we want to push the
communication of garbled circuits to the phase before the input is known. Clearly, adaptive security is
stronger than selective security and is more desirable in practice.

Both security notions have been heavily studied but with very different philosophies and outcomes.
For selective security, most prior works focus on how to reduce the computational cost and the size of
garbled circuit f. An impressive line of GC research [Yao86, BMR90, NPS99, KS08, PSSW09, KMR14,
GLNP15, ZRE15, RR21] have reduced the size of ffrom 8\ to 2\ [ZRE15] or 1.5\ [RR21] bits per AND
gate, while XOR gates are free using the free-XOR technique [KS08], where ) is the security parameter.
To minimize the computational cost, almost all implementations instantiate correlation robust hash
functions needed for free-XOR [KS08] in the random permutation model (RPM), which is commonly
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Table 1: Comparison of adaptively secure garbling schemes. “SIM” (resp., “IND”) denotes the
simulation-based (resp., indistinguishability-based) security. The offline and online costs only focus
on communication, where minor terms are omitted for simplicity. The notation C (resp., A) is the
total number of all AND and XOR gates (resp., only AND gates). Let A\, n, m,w,d be the security
parameter, input size, output size, circuit width and circuit depth, respectively. OWF denotes the one-
way function. pROM denotes the programmable random oracle (RO) model. pRPM (resp., npRPM)
denotes the programmable (resp., non-programmable) random permutation model.

instantiated by fixed-key AES and accelerated using AES-NI [BHKR13, GKWY20, GKW *20]. This leads
to garbling schemes producing more than 20 million garbled AND gates per second [WMK16]. On the
other hand, research in adaptive security has mostly studied from a more theoretical aspect. In contrast
to schemes with selective security, results in adaptive security [BHR12a, HJO" 16, JW16, JKK*17, GS18,
JO20] are mostly in the standard model but all require some compromise either in exponential security
loss or in undesirable online communication, unless Cryptomania assumptions are used. Some efforts
consider indistinguishability-based adaptive security [J[SW17, KKPW21, KKP21], a weaker notion that
does not allow composability immediately, but even with this relaxation, the best-known result is still
not desirable. We summarize all garbling schemes with adaptive security in Table 1.

In practice, most implemented garbling schemes only have selective security working in the random
permutation model, while most analyzed adaptive schemes only need a pseudorandom function (PRF)
but never got implemented. There are some works that sit in the middleland. For example, Gueron et
al. [GLNP15] proposed a concretely efficient selective-secure garbling scheme based solely on PRFs;
however, the scheme is not compatible with free-XOR. On the other hand, all existing implementations
of adaptive garbling schemes are proven in the programmable random oracle model (ROM), either fol-
lowing the work by Bellare et al. [BHR12a] where a generic selective-to-adaptive transformation was
proposed [LR14, RR16], or directly proving that the garbling scheme is secure in the programmable
ROM [LR15]. Clearly, there is a huge gap between what is being implemented and the security prop-
erties that we hope to prove.

1.1 Our Contribution

In this work, we prove that half-gates [ZRE15] and three-halves [RR21], the two state-of-the-art se-
lectively secure garbling schemes, already comply with the adaptive security requirement in the non-
programmable RPM (npRPM) [RS08, BHKR13]. As real implementations of these two schemes already
used a random permutation to instantiate circular correlation robust (CCR) hash functions [ZRE15,



GKWY20, RR21], our results are essentially proven in the same model as the selective-secure setting.
We view our result as something valuable in both theory and practice. On the theoretic side, although
the resulting construction still needs an ideal model, it is the first time that the adaptive security of
concretely efficient garbling schemes is proven in a non-programmable model; furthermore, a A-to-A
random permutation appears more plausible compared to a random oracle with unlimited entropy. On
the practical side, by not changing the garbling schemes at all, the resulting schemes incur zero ad-
ditional computation/communication overhead and no change of implementation. Below, we discuss
our result in more detail.

Adaptive security in the npRPM. Our main result is the simulation-based adaptive security of the
two schemes in the npRPM, which serves as a realistic and conservative model of block ciphers by giving
all parties the oracle access to the same random permutation and its inverse. Our proof idea significantly
differs from the pebbling games in prior works [HJO™ 16, JW16, JKK' 17, GS18, JO20] to support free-
XOR [KS08]: all garbled gates are correlated with the same global key, making it impossible to use
a gate-by-gate hybrid argument in a black-box way. Instead, we regard a garbled circuit as a whole
by considering it as part of a transcript produced in the interaction between an adaptive adversary
and a challenger in the real or ideal world. We bound the advantage of the adaptive adversary via the
statistical distance of transcripts between the two worlds, since w.l.0.g. the adversary is deterministic so
that its decision bit is a deterministic function of a transcript. As it suffices to prove the adaptive security
against a slightly more powerful adversary that has additional information, we introduce an approach
called transcript padding that pads a transcript with more values to be revealed to the adversary. This
approach helps us to compute the statistical distance so as to bound the adversary’s advantage. We
have the following theorem.

Theorem 1 (informal). In the non-programmable RPM, half-gates and three-halves are adaptively secure
against any computationally unbounded non-uniform adversary, which makes q queries to a random per-
mutation and its inverse, and chooses a circuit f : {0,1}" — {0,1}™ with s AND gates, with advantage
at most O(qs/2*) and online communication of m + n\ bits.

Adaptive security in the pRPM. We complete the picture by proving that half-gates and three-halves
are already adaptively secure in the programmable RPM (pRPM) to cover the implementations that
send the decoding information in the offline phase. We prove their adaptive security also via tran-
script padding and the statistical distance of transcripts. One difference is to construct a simulator,
who programs the random permutation so that the responses w.r.t. the garbled labels of output wires
maintain decoding correctness (i.e., these labels can be decoded to the correct circuit output). We fix
the responses in the transcripts with padding, and identify the transcripts, which fail programming, to
bound their effect on the statistical distance. As such responses are sampled at random by the simula-
tor, this effect would be negligible. The following result in the pRPM gives a trade-off between online
communication and assumption.

Theorem 2 (informal). In the programmable RPM, half-gates and three-halves are adaptively secure
against any computationally unbounded non-uniform adversary, which makes q queries to a random per-
mutation and its inverse, and chooses a circuit f : {0,1}" — {0,1}™ with s AND gates, with advantage
at most O(qs/2*) and online communication of n\ bits.

Separation between the npRPM and pRPM. Finally, we prove that the above gap of online com-
munication is inherent in the programability of the ideal permutation, which gives a separation of
adaptively secure garbling schemes in the two RPMs. Particularly, we have that

Theorem 3 (informal). For any n,m € N, there is a circuit f : {0,1}" — {0,1}™ such that any
garbling scheme with simulation-based adaptive security in the non-programmable RPM has online com-
munication of at least m bits.



Our proof builds upon the poof idea [AIKW13, HW15] in the standard model, which constructs
polynomial-sized circuits from the simulator to contradict the Yao entropy [Yao82, BSW03, HLR07]. We
modify such circuits to hardcode an approximate random permutation and its inverse, and to guarantee
that they are still polynomial-sized. The resulting circuits can be used to break the Yao entropy, leading
to a quantitatively identical lower bound of online communication complexity in the npRPM. In the
previous result, we already have that half-gates and three-halves can be implemented to match this
lower bound. In contrast, the pRPM endows the simulator an additional power, i.e., programmability, to
embed a circuit output into its internal state to maintain the decoding correctness, even if the decoding
information was fixed before the circuit output is known. As a result, the online communication in the
pRPM can bypass the lower bound.

2 Technical Overview

2.1 Previous Techniques

We claim that the existing techniques fail to prove adaptive security of half-gates [ZRE15] and three-
halves [RR21], the two state-of-the-art garbling schemes with selective security. The proof techniques
underlying these schemes reduce their selective security to circular correlation robust (CCR) hash func-
tions, where the queries to the CCR oracle are adaptive instead of being sent at once. In the adaptive
setting, the reduction algorithm cannot make such queries and use responses to construct a garbled
circuit (to be sent in the offline phase) since the queries depends on the input unknown until the online
phase, failing security proof.

Almost all previous works [HJO" 16, JW16, JKK*17, GS18, JO20] w.r.t. adaptive garbling are based
on the proof method [LP09] of Yao’s garbling scheme in the selective setting (i.e., the approach based on
pebbling games).” The pebbling-games-based approach changes all real-world garbled gates (i.e., white
pebbles) to simulated ones (i.e., black pebbles) using a carefully designed hybrid argument, where each
hybrid bridges an input-dependent garbled gate (i.e., gray pebble) and a real-world or simulated one.
To ensure that such gray pebbles are consistent with the input (being undefined until the online phase),
these works use somewhere equivocal encryption or piecewise guessing in the construction of the gray
pebbles, which incurs high overhead or non-negligible security loss.

In the pebbling-game-based works, there are two notable facts: (i) a pebbling hybrid changes only
one pebble, and (ii) the indistinguishability between a gray pebble and a white/black one follows from a
black-box reduction to the security of a cryptographic primitive. As a result, any two pebbling hybrids
should be respectively reduced to two independent instances of the cryptographic primitive in a black-
box way. In essence, this primitive acts as an encryption scheme for truth tables, meaning that all
encryptions are independent.

However, both half-gates [ZRE15] and three-halves [RR21] consider free-XOR optimization [KS08]
and introduce a global key A to the encryption keys. If we adopt pebbling games, the pebbles would be
correlated to the same key A. Thus, the pebble-by-pebble hybrid argument cannot prove the adaptive
security of these schemes. That is, a new approach is required to consider all garbled gates as a whole
in order to prove their adaptive security.

2.2 Our Methodology

We present a high-level idea about how to bound the advantage of an adaptive adversary, followed by
a toy example for the proof details in the npRPM or the pRPM, and our separation result for these two
models.

Bounding the adaptive adversary’s advantage via statistical distance. In the RPM, the adaptive
experiment of garbling schemes can be captured by the following framework: a computationally un-
bounded non-uniform adversary A interacts with either a real-world oracle Oy or an ideal-world oracle
O; and outputs its decision bit after the interaction. Specifically, each oracle Oy, gives to A the query

*The exceptions are the work by Bellare et al. [BHR12a] using circuit-wise padding in the pROM and the work by Lindell
et al. [LR15] with a gate-by-gate use of the pPROM.



interfaces for permutation and its inverse along with the two (one-time) interfaces for outputting a gar-
bled circuit J/‘\and a garbled input Z. The interaction between A and O defines a random variable Z;,
of transcripts, which records query-response pairs in order. Without loss of generality, we can assume
that a non-uniform adversary A is deterministic’ such that its decision bit is a deterministic function
of its auxiliary input and a transcript sampled according to Z;. It is well-known that the advantage of
the adaptive adversary A is upper bounded by the statistical distance SD(Zy, Z1).

To bound SD(Zy, Z1 ), the main task is to compute probability Pr [Z}, = 7] for some fixed transcript
7 for each b € {0, 1}. To compute this probability, it is crucial to address the adaptivity of transcripts
that is implicit in the definition of Z;. We consider a fixed 7 of ordered pairs ((¢1,71), .- -, (Gn, 7))
Intuitively, the probability will be zero if the next-message function of a fixed non-uniform deterministic
A can never produce queries g1, . . . , g, in order when responses 71, . . ., 7, arrives in order. Otherwise,
A certainly produces these queries upon receiving r1,...,r, in order (as A is deterministic and it
is a yes-or-no event) and Pr[Z;, = 7] quantitatively matches the probability that A is given ordered
responses 1, . . ., Ty, i.e., the probability that oracle O, can produce responses 71, . . . , 7, in order when
queries q1, . . . , ¢ arrives in order. Note that the latter probability is easy-to-compute as it is only taken
over the randomness of Op. This observation was used in the analysis [Pat09, CS14, DLMS14, HT16] of
symmetric primitives.

Formally speaking, for any A, there exists a set of transcripts 74 such that for every 7 € 74,
at least one of Pr[Zy = 7| and Pr[Z; = 7| is non-zero®. That is, for every 7 € 7%, A must produce
the ordered queries in 7 given the ordered responses in 7 (otherwise, the deterministic next-message
function of A results in Pr [Zy = 7] = Pr[Z; = 7] = 0). Using the aforementioned observation (which
is formalized in Lemma 1) for each b € {0, 1}, we can replace Pr [Z}, = 7] by the probability that the
ordered responses of Oy, match their values in 7 if Oy, is given the queries in 7 in their order. As an
abbreviation, we refer to the latter probability as the probability that “Oy, is compatible with 7.

In this paper, we use this observation and our transcript padding approach (see below for details)
to upper bound the statistical distance, where transcript padding eases the analysis of matching prob-
ability between each Oy and 7.

A toy example for our proof idea. We will elaborate our proof idea using an example where ad-
versary A chooses a circuit f that includes only one AND gate g with two input wires (a, b) and an
output wire c. Here we only consider half-gates. The idea can be generalized to arbitrary circuits and
three-halves.

According to the adaptive experiment in the random permutation model, a transcript 7 is comprised
of two pairs (f, f) and (z = (x4, ), T) along with the query-response pairs on permutation 7 and its
inverse m !, where the queries are chosen adaptively by A. One can think that A interacts with an
integrated real-world oracle Oy (resp., ideal-world oracle O;) that returns f and Z as per the two phases
in the real-world (resp., ideal-world) experiment and gives the interfaces of a random permutation and
its inverse as per the specific random permutation model (i.e., npRPM or pRPM).

In the real world, the oracle samples a global key A, and uses the half-gates scheme to garble a
single AND gate g as follows:

Go = H(Wa; kO) S H(Wa @A, kO) © ppA
G =HWy, k) SHW, @ A k) @ W,

where W; is a 0-label on wire i fori € {a, b}, ko, k1 are gate-dependent public tweaks, and p, = Isb(W},)
is a permuted bit on wire b. From the view of A, we can rewrite (G, G1), which is given in f, and the
evaluation of ¢ as follows:

Go = H(Xaa kO) @ H(Xa D A, k‘o) S, (Sb D l‘b)A
G1 = H(Xp, k1) @ H(X, @ A k) @ X, @ 2,A ,
Xe = H(Xq, ko) ® H(Xp, k1) @ saGo @ sp(G1 @ Xo)

? A non-uniform adversary is at least as powerful as a probabilistic adversary [Can00].
*This is without loss of generality since the transcripts outside 7 have zero contribution to the statistical distance.



where X; = W;@®x;A is alabel on actual bit z; and s; = p; D z; is masked bit for i € {a, b, c}. (X4, Xp)
is included in Z. When Isb(A) = 1 and p; = Isb(W;), we must have s; = Isb(X;) for i € {a,b,c}.
When the hash function H is instantiated in a way that H(X, k) = 7(X @ k) ® o(X @ k), where
7 is a random permutation and ¢ is a linear orthomorphism (see [GKWY20] for more details), these
equalities for H can be translated into three constraints on permutation 7:

(X @ ko) Dm(Xa DA D Kko) =0(A) D (s Dap)A D Gy
T(Xo@ k1) Xy PABEk) =0(A) B Xy DA B Gy
T(Xa @ ko) ©7(Xp k1) = 0(Xo © ko © Xp @ k1)

D saGo @ sp(G1 B X4) ® X

(1)

In the ideal world, the oracle invokes the simulator, which samples (Go, G1) in f and (X4, X;) in Z
uniformly at random. Here, the first two constraints in (1) can be removed for the ideal-world oracle
since A can succeed to guess A with negligible probability. In both worlds, decoding information
d = d.isincluded in f or Z, depending on the realistic implementations of half-gates, such that decoding
consistency x. = d. ® Isb(X,) needs to hold.

Given these oracle constructions, we would like to adopt the aforementioned observation to bound
the statistical distance SD(Zj, Z1), in order to bound the advantage of adaptive adversaries. However,
it is complex to directly study the probability that a sampled real- or ideal-world oracle is compatible
with a fixed transcript. For example, we need to compute the probability that permutation 7, which
is sampled at random in the real world, satisfies the constraint in (1) conditioned on the decoding
consistency and the consistency between (X, X;) and randomly sampled (W,, W3), ie, X; = W; &
x; A for i € {a,b}.

In the context of adaptive garbling, we address the probability computation w.r.t. the permutation
and its inverse by transcript padding, an approach that somehow hardcodes into transcripts the linkage
between some permutation pre-images and images. In particular, for the toy example, we explicitly (i)
include (z., X, A) in transcripts (where A is revealed at the end of the experiment so that no more
permutation queries can depend on it), (ii) ask A to make extra queries X, @ ko and X, @ k; to the
permutation as soon as it receives T (i.e., (X, P ko, 7(XoDko)) and (XD k1, m(XpD k1)) are hardcoded
in the query-response pairs), and (iii) define 7 to include the transcripts with the padding values. This
approach does not lower the advantage of A (as A can ignore the padding values) but helps to fix
some linkage between permutation pre-images and images by peeling (1), which is well-defined from a
transcript in 7. So, for example, the probability that a real-world permutation 7 satisfies (1) matches
the probability that a random permutation has such fixed linkage.

We use the observation to bound SD(Zy, Z; ) from probability Pry(7) (resp., Pri (7)) that a randomly
sampled real-world oracle Oy (resp., ideal-world oracle O, ) is compatible with a fixed transcript 7 € 7.
To prove a negligible bound of the statistical distance, it is sufficient to consider the bound computed
from the H-coefficient technique [Pat09, CS14, DLMS14], which partitions 7 into a subset 74504 Of
good transcripts and a subset T4 := T7 \7;00(1 of bad transcripts. It proves that SD(Zp, Z1) < €1+ €2
if (@) > e, Pri(7) < €1 and (ii) for every 7 € Tgood, 1 — Pro(7)/Pri(7) < €2. Below, we will show
how to compute such probabilities in the presence of transcript padding.

2.3 Proofs of Adaptive Security in npRPM and pRPM

Proving adaptive security in the npRPM. In this model, we focus on the known implementations
(e.g., Obliv-C [ZE15], ObliVM [LWNT15], and TinyGarble [SHS™ 15]) in which the decoding informa-
tion is sent in the online phase. That is, for the toy example, T includes two garbled labels (X,, X3),
decoding information d., and (x., X.) (for transcript padding). This model gives the real-world gar-
bling algorithms and the simulator oracle access to the same random permutation 7 and its inverse
7~ 1. In the ideal world, the simulator computes X, by asking 7 about the queries X, & ko and X, & k1
for (1) and defines d. := x. @ Isb(X,) to let A learn the output x. = x, - xp, even if (X, X}) are
sampled at random.

We use a hybrid argument with three hybrids: ideal world, intermediate hybrid, and real world.
The intermediate hybrid can ease probability analysis and differs from the ideal world by replacing a



random permutation and its inverse 7% with an approximate one (denoted by 7*!), which outputs

a fresh random string for a different query of the simulator but maintains the query-response consis-
tency. This hybrid is statistically close to the ideal world up to a polynomial number of queries made
by the simulator, giving the negligible advantage that an adaptive adversary A can distinguish the
intermediate hybrid from the ideal world. Then, we prove that A has a negligible advantage in distin-
guishing between the intermediate hybrid and the real world. To do this, we will bound SD(Zy, Z}),
where Z] denotes the random variable for transcripts produced in A’s interaction with oracle O] in
the intermediate hybrid, and O is identical to an ideal-world oracle O; except for replacing 7! by
71, Let Pry(7) denote the probability that an oracle O is compatible with a fixed transcript 7 € 7.
Our transcript padding and the observation along with a bound computed from the H-coefficient tech-
nique (which jointly bound SD(Zy, Z ) as sketched above) can likewise give a bound of SD(Z, Z) by
replacing Pry(7) with Pry (7).

To compute this bound, we can define a good transcript as that where® (i) the values X, @ ko,
Xp @ k1, X @ ko ® A and Xy d k1 ® A (i.e., the queries to 7 for (1)) are pairwise distinct, (ii) their
responses, which are already fixed by the transcript by peeling (1) with the padding values, are also
pairwise distinct, and (iii) the extra queries made by A on X, @ ko and X @ k1 occur only after the
same queries made by the simulator before it sends Z to A. Condition (iii) is used to simplify Pr}(7)
as the values of 7(X, @ ko) and 7(X} @ k1) will be uniformly random in the intermediate hybrid.
Meanwhile, condition (i) and (ii) ensure that no hash mask can be unmasked by XORing Gy and GG; so
that one can distinguish the two hybrids without making any additional query w.r.t. A, blowing up the
statistical distance since it is an upper bound of advantage.

For Pro(7) for a fixed good transcript 7 in the real world, the four pairwise distinct pre-images by (i)
are linked to the four pairwise distinct images by (ii), respectively, where these pre-images and images
are hardcoded in 7 as per the real-world constraint (1). Thus, this probability can be computed from (a)
the probability that a real-world oracle, given the ordered queries in 7, can produce the responses in 7
other than the four hardcoded pairs and the query-response pairs on the permutation and its inverse,
and (b) the probability that it, given the ordered queries in 7, can produce the four hardcoded pairs
and the query-response pairs on the permutation and its inverse conditioned on the event in (a). The
former is taken over the randomness of (W,, W}, A) while the latter is based on the number of 7’s
being consistent with the pairs.

We compute Pr)(7) for a fixed good transcript 7 in the intermediate hybrid likewise but benefit
from the uniform values of (X, © ko) and 7 (X}, & k1) by condition (iii). For }° o Pri(7), we
note that the pairwise distinctness in (i) or the order needed by (iii) fails with negligible probability
for the randomness of (W,, Wj, A) and the garbling X; := W; & x;A for i € {a,b}. Conditioned
on the satisfied (i) and (iii), the values of (X, @ ko) and 7(X}, @ k1) are uniform due to the pairwise
distinct pre-images of 7 and will be pairwise distinct except with negligible probability. The values of
7T( Xy ® A @ ko) and 7(Xp & A @ ky), which are computed by peeling (1), are also uniform according
to the values of (X, @ ko) and 7(X} @ k1), respectively. Therefore, conditioned on (i) and (iii), (ii)
occurs also with negligible probability, concluding negligible probability of bad transcripts. Note that
we can generalize the above analysis to an arbitrary circuit using an induction.

In the npRPM, the proof of half-gates is given in Section 4, and the proof of three-halves is given in
Appendix D.2.

Proving adaptive security in the pRPM. In this model, we focus on the implementations (e.g.,
ABY [DSZ15] and MP-SPDZ [Kel20]) which send the decoding information in the offline phase. In-
tuitively, it is natural to prove the adaptive security of half-gates [ZRE15] and three-halves [RR21] in
the pRPM, where the view of any adaptive adversary is simulated by programming the random permu-
tation (and its inverse). We confirm this intuition by proving the adaptive security of half-gates in the
pRPM, and also extend the proof idea to three-halves.

For the toy example in the pRPM, as decoding information d, is sent to an adaptive adversary before

°For the case of general circuits (instead of the toy example), we require that all the conditions further hold for the
corresponding values across any two AND gates.



the simulator knows the output bit x, = x, - 3, the simulator should program a random permutation
whose output for some query is a garbled label X, such that Isb(X.) = d. @ x. when z. is known.

The proof in the pRPM is a single-hop hybrid argument without relying on an intermediate hybrid.
As shown in the toy example, we bound the statistical distance SD(Zy, Z1) between the ideal world
and real world, from the transcript padding and the observation with the H-coefficient technique. Here,
Pro(7) and Pri(7) can be similarly computed as Pry(7) and Pr}(7) in the npRPM, respectively, for an
identically defined good transcript 7. In particular, the conditions (i), (ii) and (iii) jointly ensure that,
in the ideal world, the simulator succeeds in programming the random permutation as per the last
equality in (1) for an X, allowing for the decoding consistency. The reason is that the values of the
programmed entries, which are hardcoded in 7, are pairwise distinct and never queried by A before
programming, under these conditions. For the probability of bad transcripts, we stress that the random
permutation and its inverse are emulated by the simulator in the pRPM so that a response for a different
query approximately has an entropy of A bits. Thus, we have negligible probability of bad transcripts
by using a similar analysis in the npRPM.

We present in Appendix C the proof of half-gates and in Appendix D.1 the proof of three-halves in
the pRPM.

2.4 Separating npRPM from pRPM for Adaptive Garbling

In the npRPM the simulator in the adaptive garbling has two simulation algorithms SimF™'() and
Simln™ ), which have oracle access to a random permutation 7 and its inverse 7~ 1. The former out-
puts a (simulated) garbled circuit f and an internal state without knowing the actual input x while the
latter outputs a (simulated) garbled input Z given the internal state and a circuit output f(z). Intu-
itively, as the simulated 7 is the only message that can depend on f(z), Z should consist of “adequate”
information of f(z). Otherwise, we cannot reconstruct f(z) from the simulated (f,Z) in the ideal
world, making the real world and ideal world trivially distinguishable.

Following prior works [AIKW13, HW15], we will also evaluate the “adequacy” based on the Yao
entropy [Yao82, BSW03, HLR07] of f(z). This entropy is formalized as the minimal bit-length of an
efficiently computable compressed form of f(x), which can be further decompressed to f(x) with prob-
ability significantly more than 1/2. Based on the prior proofs [AIKW13, HW15] in the standard model,
we can prove that the bit-length of ¥ should exceed the Yao entropy of f(z) in the npRPM. The high-
level idea is that the simulator can compress f(x) into Z, which can be decompressed using the eval-
uation algorithm. Since the simulator and the evaluation algorithm are probabilistic polynomial-time
(PPT) and the adversary only makes a bounded number of queries, such compression and decompres-
sion need polynomial-sized circuits as required by the Yao entropy. In particular, they overall make a
polynomial number of queries on 7+ so that the corresponding responses can be replaced by uniform
strings hardcoded in the circuits.

More specifically, we first define an intermediate hybrid by replacing a random permutation and
its inverse %! with “coarse” approximation 7!, which outputs a fresh random string for a new query
but ensures the query-response consistency. Compared to the previous approximation 7+, this coarse
one answers not only the unique queries made by the simulator but also those made by the adversary
with uniform strings. Clearly, the advantage of any adaptive adversary to distinguish this hybrid and
the ideal world is at most twice the birthday bound, which is negligible up to the polynomial num-
ber of queries to the permutation and its inverse. As the garbling scheme is adaptively secure in the
npRPM the ideal world should be indistinguishable from the real world. As a corollary, SimF™' () and
Simin™ () give an approximate simulation that is indistinguishable from the real world.

This indistinguishability implies that the approximate simulation can yield (f,Z) that can be de-
coded to f(z) with overwhelming probability. If this Z has a bit-length lower than the Yao entropy of
f(x), we show that the approximate 51mulat10n contradicts this entropy. We can construct a compres-
sion circuit to sequentially run SimF™' () and SimIn™"' () over some hardcoded random tape to outlput
such an z. The decompression circuit uses the same random tape to recompute f output by SimF™ (),
and then runs the deterministic evaluation algorithm to compute f(x) from ( 1, Z). According to the
usage of a coarse approximate permutation (which is hardcoded in the circuits), we have that both cir-



cuits are of polynomial sizes. So, these circuits contradict the Yao entropy, leading to a lower bound of
the online complexity in the npRPM. The detailed proof is presented in Appendix E.

However, this lower bound does not hold in the pRPM, where the simulator has another PPT al-
gorithm SimP*! to emulate a random permutation and its inverse for queries (a) before f (b) after ]?
but before Z, and (c) after . It is notable that SimF, SimIn, and SimP*! maintain an internal state. In
particular, Simln is given f(x) and the internal state, and outputs a simulated = and an updated inter-
nal state to be used in SimP™! for the case (c). Although we can show that the bit-length of the output
by SimlIn should exceed the Yao entropy of f(z), a part of the information of f(x) can be transferred
into the updated internal state, so that the bit-length of the simulated T can be lower than the Yao
entropy. As a corollary, the lower bound does not apply to a real-world 7, given that the real and ideal
worlds are indistinguishable due to the adaptive security in the pRPM. This result is confirmed by our
proofs for the adaptive security of half-gates and three-halves in the pRPM, where we embed decoding
consistency, e.g., Isb(X.) = x. @ d., into the internal state.

3 Preliminaries

3.1 Notation

Throughout this paper, we use A\ € N to denote the security parameter. We use poly(-) (resp., negl(-))
for an unspecified polynomial (resp., negligible) function. For a,b € N with a < b, we denote by [a, b
the set {a,...,b} and by (b), the falling factorial b- (b —1)--- (b — a + 1). We use = < S to denote
the uniform sampling of = from a finite set S. We use := to denote assigning a value or an output of
a deterministic algorithm to a left-hand variable. Let P, denote the set of permutations on {0, 1}*. Let
Isb(z) denote the least significant bit (LSB) of € {0, 1}". Let || denote the concatenation of bit-strings.
Let © denote the symmetric difference of sets, i.e., for two sets A, B, A© B := (A\B) U (B\A).

Linear orthomorphism. A permutation ¢ : G — G over an additive Abelian group G is called a
linear orthomorphism if (i) o(x + y) = o(x) + o(y) for any z,y € G, (ii) 0o'(z) = o(x) — z is
also a permutation, and (iii) o, 0’ and their inverses are efficiently computable. There are two simple
instantiations in [GKWY20]: (i) if Gisafield, o(z) := c-z forsomec # 0,1 € G, and (ii) if G = {0, 1}",
o(x) := (zr ® zR) || v where z1, and xR are the left and right halves of z.

Circuits. Given a circuit f with fan-in two and fan-out one, we define:
« |f|: The number of AND gates.

o« W), Win(f), Wout(f), Wand(f): The sets of wires, circuit input wires, circuit output wires, and
output wires of AND gates, respectively.

« G(f), Gand(f): The sets of gates and AND gates, respectively.

« Foragate g € G(f),let (a,b) := (ing(g),in1(g)) denote the two input wires and ¢ := out(g) denote
the output wire.

In Appendix A, we present the additional notation used in the appendices.
3.2 Random Permutation Model

In the random permutation model (RPM) [RS08, BHKR13], all parties have oracle access to random
permutation 7 and its inverse 7! := inv(7). We refer to queries to 7 as forward queries and queries to
71 as backward queries. In this work, we consider non-programmable RPM (npRPM) and programmable
RPM (pRPM). Inspired by the separation [Nie02] w.r.t. the random oracle model [BR93], we formalize
the pRPM like a hybrid model, where an ideal functionality provides two 7+!
gives the simulator the power to “appropriately” choose the responses to the adversary’s queries to
71 In contrast, all parties (as well as the real-world adversary and the simulator) in the npRPM are
given oracle access to a global 77!, whose responses cannot be chosen by the simulator.

interfaces. This model



3.3 Adaptive Security of Garbling Schemes

In Definition 1, we adapt the definition of adaptively secure garbling schemes in [HJO" 16, JW16] for a
g-query computationally unbounded adversary in the npRPM and the pRPM. This definition combines
the evaluation and decoding algorithms in the literature [BHR12a, BHR12b] and does not explicitly
send the decoding table as part of a garbled circuit ]? To simplify the notation, we assume that all
algorithms and the adversary implicitly take the unary security parameter 1* as input.

Definition 1 (Adaptively secure garbling scheme). For some polynomial ¢, an £()\)-garbling scheme in
the npRPM or pRPM has three PPT algorithms, each of which is given oracle access to a random permutation
™ € Py and its inverse w1 := inv(m):

- (f,k) « Garble™ ' () (f). The bit-length of f is called offline complexity.
« T= Encode’ril(')(k, x). The bit-length of T is called online complexity.
NTRES DecEval”il(')(fA’, 7).

For some polynomials q, s, negligible function ¢, and side-information function ®, this scheme is said
(qg(N\), s(N),e(N), @)-adaptively secure in the npRPM (resp., pRPM) if it complies with correctness and
adaptive security in the npRPM (resp., pRPM). By default, ®(f) = f is omitted in the definition.

« Correctness. For every polynomial-size circuit f : {0,1} — {0, 1}, and every input x € {0, 1}%,
it holds that
T4 Pg(,\),ﬁ_l = inv(m),
Pr| (f, k)« Garble”il(')(f), : DecEvaI”il(')(f, 7)=f(x)| =1
x = Encode”il(')(k,x)

« Adaptive security in the npRPM. There exists a PPT simulator
Sim = (SimF, SimlIn)

with an internal state st such that, for every auxiliary input z € {0,1}* and every computationally
unbounded adversary A = (A1, Az, As3) totally making q(\) oracle queries and choosing a circuit
with s(\) AND gates,

[ T Py, lnv(7r),
(f.st1) « 7‘1 O(2),
Pr| (f k)« Garble O, ﬂg”il(')(stg,ﬁf) =1
(x,stg) < A" ()(stl,f),
7 := Encode™ Ok, z)
- _ R : S <eN).
T Py, = inv(m),
(f,st1) ﬂl 0(2),
~Pr|  fe SimFTUO@(f), s AT Oste, [,7) = 1
(z,sty) « ﬂg”il(')(stl, ,
2« Simin™ 'O (f(z))

« Adaptive security in the pRPM. There exists a PPT simulator

Sim = (SimF, SimlIn, SimP*1)

10



with an internal state st such that, for every auxiliary input z € {0, 1}* and every computationally
unbounded adversary A = (A1, Az, As) totally making q(\) oracle queries and choosing a circuit
with s(\) AND gates,

[ 7 Py, = inv(T),
(f)Stl) <_:?(1 1()(2),
Pr| (f, k)« Garble O, AT O(sty, f,7) = 1
(:E StQ)HﬂZ ()(Stlaf)a
| 7 := Encode” (')(k: x) i <e(N).
(f;st1) « A 0(2),
f < SimF(@(f)), : ﬂgimPi1(~)(st2,f7£) -1
(x,sty) + ﬂg'mp ( 15 )
)

T < SimIn(f(z

)

— Pr

3.4 Framework of Adaptive Security and H-coefficient Technique

We prove the adaptive security of garbling schemes in the following framework of adaptive experi-
ments. In this framework, we consider a computationally unbounded non-uniform adversary A, which
takes an auxiliary input and outputs a decision bit after making a bounded number of adaptive queries
to either a real-world or ideal-world oracle. Each oracle is stateful: for a query, a response is a determin-
istic function of the random tape, the query, and previous query-response pairs. The two oracles can
give multiple interfaces, each of which has the same syntax in the two worlds. For simplicity, whenever
we refer to a non-uniform adversary (e.g., A or A’), we assume that it has some auxiliary input fixed
in its context unless this auxiliary input is given explicitly.

Without loss of generality, we consider a deterministic computationally unbounded non-uniform
adversary A. The interaction between A and the oracle produces a transcript, which gives an ordered
list of query-response pairs from the view of A. For some fixed A, the distribution of transcripts in
either world results from the oracle’s random tape, or equivalently, the random sampling of a deter-
ministic oracle. So, the decision bit of A is a deterministic function of its (fixed) auxiliary input and a
transcript produced in the interaction, and its advantage is at most the statistical distance of transcripts
in the two worlds.

Let a1 (resp., Qidear) denote the sample space where a deterministic real-world (resp., ideal-world)
oracle is sampled at random. For any fixed A, let 7# denote the set of attainable transcripts s.t. a
transcript 7 € T if and only if there exists a deterministic® oracle w’ such that the interaction between
A and w’ produces 7. Let X : Qrea — T# (resp., Y : Qigeal — T#) denote the random variable w.r.t.
the transcripts produced in the interaction between A and a real-world (resp., ideal-world) oracle w
sampled from e, (resp., Qigear). For any fixed 7, let comp,.,;(T) € Qreal (resp., comp,yeai(7) € Qideal)
denote the set of compatible real-world (resp., ideal-world) oracles s.t. an oracle w € comp,,,(7) (resp.,
w € comp,y., (7)) if and only if there exists a deterministic non-uniform adversary A’ such that the
interaction between A’ and w produces 7.

A key observation is that the adaptive interaction in random variables X, Y can be “unfolded” to be
equivalently but easily studied from the compatibility between oracle and transcript. This compatibility,
as defined above, essentially means that an oracle will returns the responses in a fixed transcript 7 in
order if the queries match their counterparts in 7 and are sent (by adversary A’) to the oracle in the
given order. This observation is formalized in Lemma 1, and its proof for stateful oracles was sketched
in [DLMS14, Appendix D]. We also present a formal proof in Appendix B for completeness.

*Without loss of generality, we can assume that such an W' € Qeal U Qigear s0 that it is deterministic. Otherwise (i.e., no
such an w’), the statistical distance is zero.
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HG.GarbIe”il(")(f): HG.Encode”il(‘)(k:, x):

A+ {0,132 11 1: Parse k = (f,d, A, W)

2: fori € W;,(f) do 2: fori € W,,(f) do

3: W, « {O, l}A 3: X, =W;® sz

4: for g € G(f) in topology order do 4 return 7 := ({X;}icw, (), d)
5: (a,b,c) := (ing(g), in1(g), out(g))

6: if type(g) = XOR then W, := W, & W,

7: else if type(g) = AND then

8: kf=2-g—1k =2-¢

9: Pa = Isb(W,), pp := Isb(W})

10: GY :=H(Wy, k3) ® HW, & A kI) & ppA
11: G? = H(Wb,klg)@H(Wb@A, klg)EBWa
12: We = H(W, ® p A k§) & HWy, & ppA, k) @ pappA

13: for i € Wy, (f) do d; := Isb(W;)
14: return f := (f':= f, F = {(G],GY)}gega())- k = (f,d, A, W)
HG.DecEvaI"il(')(f, Z):

1: Parse f = (f, {(GF, G1)}gegu(r))> T = ({Xiticw, (1) )
2: for g € G(f) in topology order do

3: ((l,b, C) = (inO(g)ainl(g)vol'It(g))

4: if type(g) = XOR then X, := X, ® X,
5: else if type(g) = AND then

6: kK =2-g-1k]:=2-¢

7: Sq :=Isb(X,), sp := Isb(X})

8: Xe:=H(Xa, k) @ H(Xp, k]) @ .G @ 5,(GY & X,)
9: for i € Wou(f) do y; := d; & Isb(X)

10: return y

Figure 1: Half-gates garbling scheme [ZRE15].

Lemma 1 ([DLMS14]). Let the notations be defined in Section 3.4. Then, for every auxiliary input z €

{0, 1}, every computationally unbounded adversary A, and every attainable transcript T € Tz(s), it
holds that

Pr [X(w)=7]= Pr [we&comp,, ()],

L‘H‘Qreal WFQreal
w(—f{ideal [ (W) T] w<—§{idea| [w < Compldeal(T)]

For every fixed non-uniform A, the H-coefficient technique [Pat09, CS14, DLMS14] bounds the
statistical distance of transcripts in the experiment. It divides 7# into two disjoint subsets 7p.q € T#
and Tgo0d := T \ Tpad- Then, it can prove an upper bound €1 + €3 of this statistical distance if it holds
that

Prycq. ., [X(w)="]
Pr [Y(w) € Tpad] < €1, VT € Te00d : real
[ ( ) : ] 890 PrW(_Qideal [Y(w) T]

"J(*Qideal

21_527

where, for some 7 € Tgo04, €2 is defined to 0 if Py, [Y (w) = 7] = 0.

ideal

4 Adaptive Security of Half-Gates in npRPM

We prove that half-gates is adaptively secure in the npRPM. This scheme can be implemented in Figure 1,
which slightly differs from the original one of [ZRE15] in including decoding table d in garbled input
¥ rather than garbled circuit f We will see in Appendix E that this difference is required to follow the
online-complexity lower bound in the npRPM.

Theorem 4. Let H(X, k) = (X ® k) ® 0(X © k) be a tweakable hash function where X,k € {0,1}*,
T € Py is random permutation, and o : {0, 1} — {0, 1} is a linear orthomorphism. Then, half-gates

12



SimF™ O (f):

1 F= {(Gg’GS{)}gegand(f) A ({0’ 1}2)\)“'

2 {Xi}iew, () < ({0, 13)M0]

3: for g € G(f) in topology order do

4 (a,b,c) == (ino(g),in1(g), out(g))

5 if type(g) = XOR then X, := X, & X,

6: else if type(g) = AND then

7: k{=2-g-1k]:=2-¢

8 Sq 1= Isb(X,), sp := Isb(Xp)

9: U =m( X, k) ®o (X, DK, U :=7(Xp DEY) ® o(Xp @ KY)
10: X :=U @ U ®s,G) @ sp,(GY & X,)

11: return f = (f, F), Stsim 1= (f, X = {Xi}ieW(f)a U:= {Ug, Uig}QEQand(f))
Simln”il(')(f(w)):

1: Parse stym = (f, X = {Xi}ticw(s),U)

2: for i € Wou(f) do d; := f(x); ® Ish(X;)

3: return 7 := ({Xi}icw, (), ), X, U.

Figure 2: Our simulator for half-gates in the npRPM.

(Figure 1) is a A\-garbling scheme with (q, s, €)-adaptive security in the npRPM, wheree = (16qs + 38s2)/
22,

Proof. The correctness is given by the proof [ZRE15] as postponing decoding table d does not affect
correctness. We only need to consider the simulation.

Our simulator Sim = (SimF, SimIn) is presented in Figure 2 and is obviously PPT. Then, we prove
this theorem using the following three hybrids:

+ Hybrid,. This is the adaptive experiment using simulator Sim.

« Hybrid,. This is identical to the previous hybrid, except that we replace 7! (which can be equiva-
lently emulated on-the-fly as in Figure 3) by an approximation 7*! (given in Figure 4). This approxi-
mation is the same as random permutation except that, for a new query of the simulator, it returns a
fresh random string as response and records this query-response pair. This hybrid is used to simplify

probability analysis.
+ Hybrid,. This is the adaptive experiment using half-gates scheme.

Using Corollary 1 for the indistinguishability between Hybrid, and Hybrid,, and Lemma 3 for that
between Hybrid, and Hybrid,, this theorem holds. O

Lemma 2. Let ﬁg()\) denote the distribution of 7! in Figure 4 for n(\) € N* queries. For every PPT
simulator Sim = (SimF, SimlIn) making nsim(\) < n(\) queries, every auxiliary input z € {0,1}*, and
every computationally unbounded adversary A = (A1, Az, As3) making n(\) — nsim(A\) queries, it holds

13



1: Initialize a list Qy = @.

2: Sample uniform® c1, ..., ¢, (y) + {0, 1}“’\)

3: fori € [1,n(\)] do

4: if 7 is queried with input o; € {0, 1}*®) then

5 if 3(c,v;) € Q;—1 then Return ~; as response.

6: if (...,¢) ¢ Qi—1 then ; := ¢;.

7 else Sample uniform® y; « {s; € {0, 1}*M | (..., s;) ¢ Qi—1}.
8: Return +; as response and define Q; := Q;—1 U {(ay,7i) }.

9: else if 7! is queried with input §; € {0,1}*V) then

10: if (i, B;) € Q;—1 then Return ~; as response.

11: if (¢i,...) ¢ Q;—1 then ~; := ¢;.

12: else Sample uniform® y; < {s; € {0, 1}*V) | (s;,...) ¢ Qi—1}.
13: Return +; as response and define Q; := Q;—1 U {(i, 8:) }.

“A uniform random tape 7 is used.
*Typically, a uniform random tape % is used to run rejection sampling.

Figure 3: The workflow of oracle 7% (-) up to n(\) queries.

that

[ T = Py, T 7= inv(m),
(fv Stl) A ﬂl 1()(2)7
)

Pr| [ SimF™ O@(f), : As™ Ofsty, £,7) = 1
(z,5ts) « As™ O(sty, f),
| Fesimin™ O(f(2)) | n(A) - Msim(A)
- 1, B I =

uﬁneﬂfﬂka
—Pr f%SImFﬂ O@(f))
(l’ Stg) — ﬂg ( tl,f),

7« Simin™ O(f(2))

£),: AT O(sty, ,7) = 1

Proof. Let N C [1,n()\)] denote the 1ndex set of the queries made by Sim such that [N| = ngim(A).
Let true(m) denote the event that Az™ ()(Stg, f.%) = 1 in the first experiment, true(7) denote the
counterpart in the second one, and bad denote the event that V,en ((. .., ¢;) € Qi—1V(ci,...) € Qi—1).
We can study the two experiments under the same probability space, i.e., they use the same literal values
of (rx, %) and the random tapes of Sim and A.

We can see that true(m) A—bad occurs if and only if true(7) A—bad occurs, i.e., the two experiments
proceed identically unless bad occurs. Thus, it follows from the Difference Lemma that

21Qc] _ ) - nam)
26\ — 2£(N)—-1 ’

Pr [true(m)] — Pr [true(7)]| < Pr[bad] < Z
1eEN
which completes this proof. O

Corollary 1. Let Sim be defined as in Figure 2. Then, for every auxiliary input z € {0,1}* and every
computationally unbounded adversary A = (A1, Az, As) totally making q oracle queries and choosing a

circuit with s AND gates, A(z) can distinguish Hybrid, and Hybrid, with advantage at most (2qs + 4s?)/
221,
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1: Initialize a list Qy = @.
2: Sample uniform ¢y, ..., ¢,y < {0, 1},
3: fori € [1,n(\)] do

4: if 7 is queried with input a; € {0, 1}*V) from Sim then

5: if 3(a;,7;) € Q;—1 then Return +; as response.

6 Return 7; := ¢; as response and define Q; := Q;—1 U { (a4, 7:)}-
7 else if 7! is queried with input 8; € {0,1}*™) from Sim then

8: if 3(y4, Bi) € Q;—1 then Return ~; as response.

9 Return ; := ¢; as response and define Q; := Q;—1 U {(~i, 5;) }.

10: else if 7 is queried with input o; € {0,1}¢™ then

11 Same as step 5 to 8 in the workflow of oracle 71 (+) (Figure 3).
12: else if 7! is queried with input 3; € {0,1}*®) then
13: Same as step 10 to 13 in the workflow of oracle 7% (-) (Figure 3).

Figure 4: The workflow of approximate oracle 71(-) up to n()\) queries, where the differences are
highlighted in box.

Proof. This corollary follows from Lemma 2 by using £/(\) = A\, ngim(A) = 2| f|,and n(\) = g+nsim(A),
given ¢ queries of A and 2 | f| = 2s queries of Sim. O

Then, we will use the H-coefficient technique (Section 3.4) with “transcript padding” to bound the
advantage of distinguishing Hybrid; and Hybrid,.

Lemma 3. Let Sim be defined as in Figure 2. Then, for every auxiliary input z € {0, 1}* and every compu-
tationally unbounded adversary A = (A1, Az, A3) totally making q oracle queries and choosing a circuit
with s AND gates, A(z) can distinguish Hybrid, and Hybrid, with advantage at most (12qs + 30s2)/2*.

Proof. Fix z and A. We regard Hybrid; (resp., Hybrid,) as the ideal (resp., real) world in the H-
coefficient technique, where the computationally unbounded non-uniform adversary A = A(z) and
€1, €2 are computed as follows.

Transcript padding. In either world, A will interact with an integrated oracle that acts as the two-
round challenger in the adaptive experiment and provides interfaces 7**! € {71! 7*!} for for-
ward/backward permutation queries. Here, A can learn 7*(«r) = [ if and only if it sent forward
query o to 7* and received response 3, or sent backward query /3 to 7*~! and received response a.

To compute €1, 2 more easily, we ask the oracle to send more messages to A and A to make extra
queries (in addition to the supposed ¢ queries) in both two worlds. More specifically,

« Upon receiving = from A, the oracle sends (X := {X;};cay(s), d) rather than 7 := ({ X; }scw;, (1), d)
to A. In addition to the active input labels given by 7, the former also gives the active internal and
output labels. In the real world, the oracle can run HG.Dec Eval”il('), which determines other active
labels in X. In the ideal world, this X can be directly output by SimIn.

. Along with (X, d), the oracle sends 7 := {Zi}icw(s) to A, which are the wire truth values in the
evaluation of f(x). Both two oracles “echo” these values, which are self-evident to A, to explic-
itly include them in transcripts. In the experiment, the real-world oracle uses z = {;};c, (5) in
HG.Encode™ (), but the ideal-world oracle can only use f(z) = {%i fiewyu () in Simin.

« Along with (X, d), the oracle sends U := {US, U{} gegona(f) to A. In the real world, the oracle com-
putes Uj := H(Xg, kj) and U} := H(Xy, k{) for each g € Gang(f) with (a,b) := (ing(g),in1(g)).
In the ideal world, this U is output by SimlIn and is essentially the same hash outputs.
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+ (Extra queries) Upon receiving ()N( ,d, z, (7) from the oracle, A also makes a forward permutation
query X, @ k{ (resp., X, ® k{) for each g € Gana(f) with (a,b) := (ino(g),in1(g)), if it has never
learned 7 (X, ® kY) = Y (resp., 7*(X}, @ k{) = Y) for some Y in its interaction with 7**! €
{Fil %il}'

« At the end of the experiment (i.e., once all other transcripts are settled), the oracle sends A to A. In
the real world, the oracle gets this A from the output of HG.Garble™ (). In the ideal world, A is
dummy and sampled by the oracle at this time (note that Sim does not use A).

According to the two oracle constructions, real-world sample space
Qreal = {0, 1}/\71 x {0, 1}‘(Wi"(f)p‘ x P,

and ideal-world sample space

Qgear = ({0, 13291 ({0, 13) WD O x (0,13
random tape for dummy A

the sampling in 71 ()

Given the oracle constructions, a transcript in the original adaptive experiment will be padded with
more literal values. Note that transcript padding will not lower the advantage of A since A can discard
the padding values at will. With the padding, a transcript is of the form:

T = (7(17 (fv J/c\)77<27 (.%', (5(7 dvjfu [7))7«37A)7

where K, Kz, and K3 are the ordered lists of query-response pairs seen in the interleaved interaction
with permutation oracles. We do not explicitly consider query direction in these pairs. Given m**! €
{r*!, 71}, A learns 7% () = 3 if and only if there exists (a, 8) € Us_; K.

Let g¢ := |Ky| for every ¢ € {1,2,3} and g5, := Z?:l qe. It follows from the extra queries that
gs < g+ 2|f|. Without loss of generality, we assume that A only makes non-repeating queries, i.e., it

never makes forward query o to 7* or backward query /3 to 7* ! for any learned permutation entry
(a, B).

Bad transcripts. A transcript 7 € Tp,q if and only if it incurs at least one of the following events’:

« bad;. There exist distinct (g, u), (¢',u') € Ganda(f) x {0,1} such that

Xy @k =Xy ® kI, V (2)
U9 o(Xy @k =UY & o(Xy @ k%) (3)
where w := in,(g) and w’ := in,/(¢'), or
There exists g € Gand(f) such that
(ss @ x)A D GL DU ®0(Xo ® k) = 2aA B X, © G B U{ @ 0(Xp ® k) (4)

where (a,b) := (ing(g),in1(g)), or
There exist distinct g, ¢’ € Ganda(f) such that

(5@ 2)ADCL DU @ o(Xa @) = (sy Day)ADGCE © UL ©o(Xy @) V(5
2 ADX, DG DU Do(Xy B k)) =2,AD Xy @G DUY Do(Xy ®EI) VvV (6)
(s @) ADGI DU Do(X, @) =20AB Xy G| U o Xy ®k]) Vv (7)
T ABX, GV Do(Xp @ ki) = (sy Bay) ABG) dUY ®o(Xy ®k]) (8)

"Strictly speaking, such bad;’s are the disjunctive predicates of 7 € 7 to define, in set-builder notation, a set . C T of
bad transcripts. We treat them as “events” to avoid cumbersome notation. The formal events (i.e., the specific sets of oracles)
w.r.t. bad;’s are well-defined from 7.4 and the two random variables in Section 3.4.
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where (a,b) := (ino(9),in1(g)) and (¢, ) := (ino(g"), in1(g")).

In this case, A can check the consistency between the value of G @ GZ/, and that of A at the end
of experiment without further sending required queries, which are computed from A, to a random
permutation or its inverse. In the real world, the consistency certainly holds. However, the ideal-
world garbled rows and A are independently sampled, leading to the consistency only with negligible
probability. So, A has non-negligible advantage to distinguish the two worlds and the statistical
distance, as an upper bound, also blows up.

More specifically, the real world is as follows in this case. The pre-image collision (2) leads to the
syntactically same XOR of two hash masks in G, Gil,, which can be XORed to cancel all hash masks
to check the consistency with A without further queries. Moreover, the image collision (3) also
implies the pre-image collision (2) since 7 is permutation. The other equalities imply the image
collision (X, ®ADkLT) = W(le@A@kZi) for some distinct tuple (g, u), (¢',u’) € Ganda(f)*x{0,1},
w :=iny(g), and w’ := iny(g'). Given permutation 7, this collision implies the pre-image collision
(2), which can be used to see the consistency. However, the above cancelling of hash masks will not
give this consistency except with negligible probability in the ideal world.

bads. There exists ((a, 8), g) € US_; Ky X Gand([f) such that

a=X,BADEK] V (9)
a=X, ®ADk] V (10)
B=0c(A)D(sp Dap)ADG DU D o(XeDky) V (11)
B=0c(A) Dz, AD X, Gl dU] ® 0o (X Dk]) (12)

where (a,b) := (ino(g),in1(g)).

In this case, A essentially makes it to guess A before receiving this value. It allows A to distinguish
the real world, where every Gf is consistent with A, and the ideal world with a dummy A. So, the
statistical distance blows up.

bads. There exists ((c, 8), g) € U7_; Ky X Gand([f) such that

a=X,®kj V (13)
a=X, ok Vv (14)
B=Uldo(X,®k]) V (15)
B=U]®o(Xy® ki) (16)

where (a,b) := (ing(g),in1(g)).

In this case, A can make forward/backward queries w.r.t. some active labels before receiving active
input labels and computing other active ones. We use this case to explicitly ensure that these query-
response pairs are fixed by the queries to 771 (-) in the step 10 to 12 of HG.Garble™ ' () (when 7 is
produced in the real world) or the queries to 7%(-) in the step 9 of SimF™ () (when 7 is produced
in the ideal world), instead of the extra queries of A.

This case is used to simplify probability analysis.

Bounding 1 — 2. Without loss of generality, we can consider some fixed good transcript 7 such that
Pryc 0 [Y (w) = 7] # 0 (if this probability is zero, it is trivial by definition that eo = 0 for this
7). Using Lemma 1, we turn to analyze the sampled oracle’s compatibility (Section 3.4) with such a
transcript, instead of the interaction between A and the sampled oracle.

Note that there is a computationally unbounded non-uniform adversary A’ such that, for every
oracle w, it sends the queries in 7 in order in its interaction with w (e.g., A’ has auxiliary input 7 and
sends its ordered queries). Fix A’ in the following compatibility analysis so that any real-world or
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ideal-world oracle will receive the queries in 7 in order. For a response c recorded in a fixed 7, letw I ¢
denote the event that, fixing the ordered queries as per 7, oracle w produces c given the corresponding
query. Let KR denote the order-preserving list of the responses in an ordered list K of permutation
query-response pairs.

First, we compute Pr. o, [w € comp,.,(7)]. Following from half-gates, a real-world oracle w =

(A, {Wi}ie‘Win(f)> 71') € Qreal- It holds that

Pr [w < CompreaI(T)] = Pr [w - (7(1R7 .]?7 7(2R7 :ia d7 %7 fjv 7(3Ra A)] .

weﬂreal U-M*Qreal

~

To begin with, every real-world w certainly produces f’ (i.e., the first value in f) and 7 fixed in 7,
which leads to Pr«q,,, [Y (w) = 7] # 0. This non-zero probability implies that (f’, ) in 7 is honestly
and deterministically computed from the fixed queries (f, x). Otherwise, no ideal-world oracle, which
computes (f’, ) from the same deterministic procedure, can produce this transcript, contradicting the
non-zero probability. As every real-world w will follow the same deterministic procedure, it certainly
produces the two values.

Meanwhile, a real-world oracle w should have the same literal value of A as its counterpart in 7.
Conditioned on the compatibility so far, the probability

Pr [w € CompreaI(T)]

"-M_Qreal

= Pr [whk (K} FKX,dU,KY) |wk (f,7) AwF A]

W%Qreal

Pr [whk (f,2) Awt Al

W<_Qrea|

= Pr [wk (K} FKX,dUKY) |wk (f,7) Awk Al

WQreal

Pr [whk (f,2)] - Pr [whkA]

wgﬂreal weﬂreal

= Pr [wk (K} FK}X,dUKY) |wk (f,3) Awk A]-

WQreal

2A—1‘

Conditioned on the compatibility with ( /'@, A), a real-world w should also be compatible with
U2_ KR, F,U) and some active labels in X such that
{=1"%

(i) 7*! maps the fixed permutation queries to the responses in Uj_, KR.
(ii) For each i € “W,,(f), it holds that X; = W; @ x;A.
(ili) For each g € Gand(f) with (a, b) := (ing(g),in1(g)), it holds that

H(Xq, k§) = m(Xq @ kf) © 0(Xa @ k§) = Ug,

17
H(Xp, k) =m(Xp @ k) @ o(Xp @ k) = UY. a7
(iv) For each g € Gang(f) with (a, b, ¢) := (ing(g), in1(g), out(g)), it holds that
Xe=H(Xq, k) @ H(Xp, k) @ 5GL @ sp(GY & X,), (18)
G} = H(Xa, k) ® H(X, ® AKS) @ (sp @ ) A (19)

GY = H(Xp, k]) ® H(Xp © AK]) @ 2, A & X,
where the bits x4, xp, sq = Isb(X,), sp = Isb(X}) are given in 7.

Conditioned on the compatibility so far, every real-world oracle w is always compatible with the
leftover values in 7, i.e., decoding table d and other active labels in X, which are deterministically
computed from XOR combination. The reason is that, for 7 ensuring Pr. o [Y (w) = 7] # 0, these
values should be honestly determined by the conditioned values as in the real world. Otherwise, this
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probability will be zero for an ideal-world oracle, which obtains them from a consistent deterministic
computation as per the conditioned values. As every real-world oracle w honestly follows the real-
world computation, this “leftover” compatibility must hold conditioned on the previous compatibility.

It remains to compute the conditional probabilities for (i) to (iv). Consider (iii) and (iv). We note that
every good 7 with Pr,,. o, [Y(w) = 7] # 0 already implies (17) and (18). Otherwise, no ideal-world
oracle, which computes these values according to the step 9 and 10 in SimF (using the given tweakable
hash function), can produce 7, contradicting the non-zero probability.

Then, consider (19), the leftover part of (iii) and (iv). We rewrite (19) as:

g e gand(f)? (CL, b) = (inO(g)a inl(Q)) :
T X D k) Dn(Xa @ ADEK]) =0 (A) D (sp ® xp)A DG,
V.= Pg,O P;2
T(Xp@kl)ern( X Adk!) =0(A)®r,AB X, ®GY
k Pg,l Pg,S

As 7 is a good transcript, there are exactly 4 | f| pairwise distinct permutation pre-images on the left
hand (otherwise, there will be a pair of permutation pre-images leading to (2) in bad; or a permutation
pre-image leading to (9) VV (10) in bads given the extra queries). ‘V has exact 4 | f| syntactically different
variables P := { P, 0, Py1, Py 2, Py3}geg,.q(f)- They fix the same number of the entries of permutation
7 in a real-world w if and only if their literal values fixed by T are also pairwise distinct. Note that every
good transcript 7 indeed fixes exact one such assignment of these values for the following reasons:

« (17) already holds for 7, i.e., for g € Gand(f) with (a,b) := (ing(g),in1(g)).

Pyo = m(Xo @ kf) = U§ & 0(Xa & k7)),

(20)
Pyy:=m(Xy ® ki) = U{ @ o(Xp & kY).

The literal values of { Py 0, Py 1}4eg,.4(f) can be fixed by the responses in KR given the extra queries
and will be pairwise distinct according to the impossible (3) from —badj.

» For g € Gand(f) with (a,b) := (ino(g),in1(g)), {Py 2, Py3}geg..q(r) are literally assigned the fol-
lowing values fixed by 7 according to V and (20):

Pyo=m(Xo®ADEK]) =0(A) D (sp D p) A DG DU ®o(Xe D K]),

(
21
Pos=m(Xp ®ABK])=0(A)D2,AD X, B G U @ 0(Xp ®KY). @1)

Clearly, one can see that the literal values of { P, 2, Py 3}4eg,..(f) are pairwise distinct according to
the impossible (4) V (5) V (6) V (7) V (8) from —bad;.

 The goodness of 7 also ensures that there do not exist

' € {P9107P971}g€gand(f)7P/A € {P9727P973}g€gand(f)

such that P’ = P),. Otherwise, this equality and (21) ensure that there exist (g, u) € Gand(f) % {0, 1}
and ¢’ € Gand(f) such that

(X ®kI) =7(Xg ®ADE)
=0(8)® (sy Duy)A® G BUF ®o(Xu ®K) v )
w(Xw@kg): (Xb/@A@kg)
F(A)BraAd Xy G @U! @o(Xy & k)

where w := iny(g) and (a/, ") := (ing(¢’),in1(g’)). Recall that —bads and the extra queries implies
(X @KL, (X ®KL)) € Ks. As aresult, (22) leads to contradiction with the impossible (11) V (12)
from —bads.
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Putting these cases together, we can see that 7 yields a value assignment of #, and this assignment
fixes exact 4 | f| entries of real-world permutation 7.

Conditioned on —bad; A —bads of good transcript 7, 2 | f| extra queries are non-repeating and the
number of non-repeating queries is ¢+2 | f| = ¢s. So, 2| f| responses in U;_; K} for the non-repeating
extra queries are fixed by the values in  while the other gz —2 | f| = g responses are fixed by real-world
7 (conditioned on the values in P). Using (i), (ii), (iii), and (iv) together with the “leftover” compatibility,
we have in the real world that

Pr [whk (K8 F KR X,d,U,KY) |wkF (f.3) Awl A]

W Qreal
1 (2* — 41f] — (a= — 2|f]))!

T (2Rl (2M)!
1 1
YW (28
= Pr [wecomp,,(7)]= . : ! - .
W Qreal e @)Wl (28 gapy 2271

Second, in the ideal world, condition —|bad3 ensures that the responses for the 2 | f| extra queries
are fixed by the querles 1n the step 9 of SimF™ (). So, each UY is independently uniform according
to the randomness of 7% and the pairwise distinct pre-images by —bad;. From the garbled rows, the
active input labels, and these U{, the active internal and output labels (as well as decoding table d) are
fixed in topology order. So, we have

Pr [we€compyey(T)]= Pr [wh (KR, KR, KR ‘ whk (f, X,d, %, U, A)]

w<_Qideal w(—Qidm
Pr [wh (f,X,d3,U,4)
W Dideal
= Pg{ [Wl— (7(1R77<2R77(3R) ‘ w (.]/l\.agvadvjfafij)]
W43 Lideal
1

" QWi (HAF2Af[+(—1)+2A[f]”

According to the condition —bad; A —bads and the 2 | f| extra queries, there are exact ¢ + 2| f| = ¢z
non-repeating queries. Moreover, 2 | f| responses in U?:ﬂ(zR for the non-repeating extra queries are
fixed by the conditioned values but the other responses are fixed by 7*! for other g5, — 2|f| =
non-repeating queries (which are responded with the rejection sampling, see Figure 4).

Let N C [1, ¢s] denote the index set of these ¢ queries in ¢x, non-repeating queries to 7+ (-) such
that [N| = ¢. The rejection sampling in 7+ (-) gives

Pr[wh (7<1R,7<2R,7<3R) |wh (f, X,d,7,U,A)]

W ideal
- H A _1Q: 41 |Q H A _ (i —1) Z —1)

zl‘

zEN
< 1 X X 1 = 1
_2k—2|f| 22— (2|f[+1) 22 —(g=—1) (2*=2]f])g’
1 1 1

:>M_P§£dea] [w € comp,ye,(7)] < (20 W (D) ’ (2 —2|f])q - (22)4]] Toa—1r
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So, we can have e5 = 0 since, for every | f| > 0 and every ¢ > 0,

(2} = 2|f])g - 21V

Proe . [w e Compre?ﬂ(T)]

>

Pro e Qg [W € CompideaI(T)] (2)\)q+4|f|
(2% =2 f])g - (2%)qp - (22271
B (2) gy
(@ - @ (2% >1
(2%)gyaif1 2* = (@ +21fD)2p —

Bounding ¢;. First, consider bad; V bads. For each i € [2,2]f]], let coll; denote the event that there
exist distinct (g, u), (¢, w’) € “the firsti pairs of Gang(f) {0, 1}” such that X, &k, = X,y BkY,, where
w = iny(g) and w’ := iny(g'), query; denote the event that there exists ((c, 3), (g,u)) € UZ_; Ky x
“the first 7 pairs of Gang(f) x {0,1}” such that o = X, @ ki, where w := in,(g), and bFwd; denote
coll; V query,. Then, Pry g, [bFWdajf] = Proc g, [(2) V (13) V (14)]. We will prove the following
bound using an induction:

i(i—1) +2i (1 + g2)
P bFwd;| < .
L‘J(_S{ideal [ v Z] - 2)\+1

In the base case ( = 2), X, and X, are two active circuit input labels so that colly occurs with
probability at most 1/2* due to the sampling in the step 2 of SimF (note that the probability is zero
if w = w'). For query,, each of the two labels matches a fixed o @ ki, also with probability 1/2*.
Following from a union bound, the target bound holds for ¢ = 2.

Assume that the probability bound holds for ¢ € [2,2|f| — 1] and consider the ¢ + 1 case. Using
the law of total probability, we have

Pr [bFwdis1] = Pr [bFwdiyi | bFwd;] - Pr  [bFwd]

w<—Qideal "J(—Qideal W<—Qideal

+ Pr [bFwdiyi | “bFwd;] - Pr [-bFwd;]

WFQideal wgﬂidea]

< Pr [bFwd;]+ Pr [wadiH ‘ﬁwadi]

W Qigeal w—Qideal

i(i— 1)+ 2i- (q1 + qo)
< Shes + B [bFwd; 1 | —bFwd;] .

Let (¢*,u*) denote the (i + 1)-th pair of Gang(f) x {0,1} and w* := iny(¢*). To incur coll; 41
conditioned on ~bFwd; = —coll; A ~query,, we have X« @ k‘Zi = X, @ ki, where (g, u) € “the first
i pairs of Gand(f) x {0,1}” and w := in,(g). Recall that each active label X is the XOR from (i) some
active circuit input labels, and/or (ii) some active output labels of the precedent AND gates, i.e.,

Xi = (@weﬁgwn(f) Xw) @ <@wezgwand(f) Xw) = @uerog Xw € {0,114 (23)

for 7; © J; # . We use (23) to rewrite the equality to incur coll; 1 as follows:

Bicr.oz, 0o, Xi = ki & ki, € {0,1}*.

Here, the active circuit input labels in 7,, © 7,,~ are sampled at random in Sim. For the active labels in
Jw © Jw+, they are masked by the responses sent from FEl (+) to Sim. Conditioned on —bFwd;, these
responses are taken from uniform ¢y, ..., ¢, () in 7t1(.) and pairwise independent since the queries
(i.e., X @ ki, for (g, u) € “the first i pairs of Gang(f) % {0,1}” and w := in,(g)) are pairwise distinct
under this condition. The active labels in ., © ., are uniform, and the XOR on the left hand is uniform
unless 7, = I« and J, = Jyu~. That is, the equality to incur coll; 1 holds with probability at most
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1/2* for some fixed (g, ). The same argument and probability hold for the equality o = X+ @ k‘gi
to incur query, , for some fixed («, ) under —bFwd;. Using a union bound,

i+ (q1+ q2)

Pr [bFWdH_l ‘ ﬁbFWdi] S 2/\ 5

"J(*Qideal
which concludes the induction for the 7 + 1 case. We have

2[A1CI1=1) +41f]- (01 +q2)
2A+1 :

Pr  [bFwdyy ] <

UJ(*Qidea]

(24)

Consider (3), (4), (5), (6), (7), (8), (15), and (16) conditioned on bFwdy . In each of them, Ul @
0 (X ® k) is the response for query X,, @ kj to 7!(-). Conditioned on —~bFwd;, these responses
are taken from uniform ci, ..., ¢,y in 7+1(.) and pairwise independent as the queries are pairwise
distinct under this condition. Therefore, each of them occurs with probability 1/2* for some fixed
quantifier. Let bBwd := (3) V (4) V (5) V (6) V (7) V (8) V (15) V (16). Taking a union bound over all
quantifiers, we have

2/ =1 +2|f]- (01 + ¢2)

w<—PQridea| [bde ’ —\wadQW] < o . (25)
Using (24) and (25), we have
w<—PQridea| [bad; V bads] = W<_P§§ideal [bFwdy) 7 V bBwd]
- L‘J(*PS’{ideal [bFWdZ“ﬂ] + w‘*PS{idea[ [bBWd ‘ _‘bFWd2|f|] (26)
_3IAQUI - + 417 (0 + @)
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Then, consider bads. From (9) (resp., (10)), we see A = a @ X, @ kJ (resp, A = a ® X, ®
k{), occurring with probability 2~(A=1) due to the randomness of A. In (11), if s, & 3 = 0, linear
orthomorphism o ensures that

A= BaGioUl ®o(X, DK))),

which occurs with probability 2=(A~1); if s, @ x;, = 1, according to permutation ¢’ (z) := o(z) @ z

well-defined from o, it holds with the same probability that
A= o180 Gl o Uf 6 0(X, & K)).
Similar result holds for (12). Taking a union bound over all pairs, we have

41fl- (@1 + g2+ q3)

< .
g 12202 < -1 @)
We have a bound €1 from (26) and (27):
Pr [Y(w) € Tpadl = Pr [bad; V bads V bads]
W<_Qidea| W<_Qidea|
< Pr [bad; Vbads]+ Pr [bads]
w(—Qide;ﬂ w<_Qideal
< SUICII =1 +12[f]- (g +2|f])
_ 12¢s+ 3052 — 3s _
= o =£&1.
This lemma follows from the H-coefficient technique with the above €1, €5. ]
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A More Preliminaries

Define the following notation in the appendices. Let bold lowercase letters (e.g., @) denote column

vectors and bold uppercase letters (e.g., A) denote matrices. Let I, denote the n-by-n identity matrix.

Let Halfy(a) € Fan (resp., Halfi(a) € Far) denote the lower (resp., upper) half of vector a € F3,. We

can also define Isb(a) := Isb(Halfy(a)) for vector @ € F3,. Let ® denote the Kronecker product of

matrices. Let A1 denote the left inverse of matrix A. We will use Fon, F 5,and {0, 1}™ interchangeably.
A generalized definition of linear orthomorphism is described as follows:

Definition 2 (Linear orthomorphism). A permutation o : G — G over an additive Abelian group
G is called a linear orthomorphism for a function family L of some linear functions from G to G, if (i)
o(z+y) = o(x)+o(y) foranyz,y € G, (ii) o’ (z) := o(x)— L(x) is also a permutation forevery L € L,
and (iii) o, 0’ and their inverses are efficiently computable. We will simply call o a linear orthomorphism
if L contains only the identity function.

For half-gates [ZRE15], we can use the two instantiations of ¢ in Section 3.1. For three-halves [RR21],
we require a linear orthomorphism o : IF; Azl = Fg »/21 for the function family

_ . 2 2 zr |\ _ |&1zn @ &R
L= {L§17§27§37§4 'F2k/2+1 - IF2>\/2+1 }51752,53,546]5*2 v Leegse <[$R]) = [531,]4 @54%14 .

The following linear orthomorphism o is suggested by three-halves:

()=

where ¢ € Fyx /241 \ Fa2 is a fixed element and the multiplication is in Fgx/241.

Auxiliary circuit notation for the proofs in appendices. Given a circuit f with fan-in two and
fan-out one, we define:

s Mi(f)y- s Yn(f) € Wou(f): m > 1 maximal non-empty partitions of circuit output wires such
that, for every ¢ € [1,m] and every distinct w,w’ € Y;(f), wire w and w’ are from the same XOR
combination of (i) some circuit input wires, and/or (ii) some output wires of last-level AND gates. We

point out that ;" | |[Yi(f)| = [ Wou (f)] = m.
o Z(f) € Wand(f): The set of the output wires of last-level AND gates.
« X(f) = Wi(f)UZ(f).

« For each i € [1,m], let X;(f) C X(f) denote the set collecting the wires used to XOR-combine the
circuit output wires in Y;(f), and y;(f) denote the first (i.e., representative) wire in Y;(f).

For three-halves, we also define:

« For an AND gate g € Gand(f), let ina(g) denote the global wire assigned to the output wires of all
XOR gates with input wires a := ing(g) and b := iny(g). If such an XOR gate does not exists, we still
define this wire artificially.

« WU(f) = Ugeg,a(p)lina(g), in1(g),in2(g) }.

Let n;(f) > 0 denote the number of times the wire 7 is used for the input to the AND gates in f.
« Vo= iew, (p[ni(£)/2].

M = |{i € WL(f) | ni(f)is odd}|.
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B Proof of Lemma 1

Lemma 1 ([DLMS14]). Let the notations be defined in Section 3.4. Then, for every auxiliary input z €

10,1}, every computationally unbounded adversary A, and every attainable transcript 7 € Tz, it
holds that

Pr [X(w)=7]= Pr [we&comp,., ()],

wegreal o‘-H*Qreal
w<—f{idea| [ (W) T] w(—f{idem [W < CompldeaI(T)]

Proof. Let M — x be the predicate that is true if and only if the interaction between M and oracle
O produces a transcript with literal value x.

We have that, for every computationally unbounded non-uniform adversary A = A(z) and every
attainable transcript 7 € T4,

wi)(rzrea[ [X(w) - T] B wférea[ [w < {w € Qreal ‘ ﬂw — T}] )
wféreal [w € Compreal(’r)] = nggreal [w S {w € Qreal ‘ JA - AV — 7_}]
= Profwe{we Qe |(A AV 5 1) AT E Ta}]
W< breal
= 0B [w < {w € Qeat | AA : A 5 7)A (A : AY — 7')}} ;
w real

where A, A’, w, and w’ are deterministic (c.f. Section 3.4).

We claim that, for every computationally unbounded non-uniform A, every attainable 7 € 7, and
every w € Qyea, the predicate equivalence AY — 7 < (AA’ : A — 1) A (' : AY — 7) holds.
The forward implication is obvious by using A’ := A and w’ := w. For the backward implication, we
can use in an induction that 7 is an ordered list of query-response pairs {(q1,71), - .. }.

In the base case, A (resp., A’) will send query ¢; to and receive response 71 from w’ (resp., w)
according to the same fixed 7. As ¢ (resp., r1) is the first query (resp., response) of A (resp., w) so that
there is no previous list on which it can depend, A will also send ¢; and receive r; if it is given oracle
w. We assume that the interaction between A and w has produced the same list of query-response
pairs 7,1 = {(q1,71), .., (¢i—1,7i—1)}, which is a prefix of 7. It is known from the same fixed 7 that,
conditioned on the same previous list 7;_1, A (resp., A’) will send query ¢; to and receive response r;
from w’ (resp., w). As a result, if A accesses w for the i-th query conditioned on 7;_1, A will also send
@; as query and receive r;, which only depends on 7;_; in oracle w. The above induction concludes that
the two predicates are equivalent for every non-uniform A, attainable 7 € T, and w € Qyear. So, we
have

Pr [X(w)=7]= Pr [wecomp,, (7).

W Qreal W Qreal

We can also prove the ideal-world result using the same induction. O

C Adaptive Security of Half-Gates in pRPM

We prove that the original implementation of the half-gates scheme [ZRE15], which is identical to
Figure 1 but sends decoding table d as part of garbled circuit f, is adaptively secure in the pRPM and
does not suffer from the lower bound in the npRPM. We refer to Appendix A for the additional notation.

Theorem 5. Let H(X, k) = m1(X © k) ® o(X @ k) be a tweakable hash function where X,k € {0,1}*,
T € Py is random permutation, and o : {0,1}* — {0,1} is a linear orthomorphism. Then, half-gates

([ZRE15]) is a A-garbling scheme with (q, s, €)-adaptive security in the pRPM, where ¢ = (8¢s + 21s%)/
221,
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SimF(f):
1 F 4+ ({0,131, d « F‘Qw"”'(f)‘ such that
(i) For eachi € [1,m] and each wire j € Y;(f), d; = dy,(5).
(ii) For each (p1, ..., pm) € F5' such that Sy m) u=1Xi(f) = D, Sie[1mti - dy,(5) = 0.
2: return f := (f = f,F,d), stsm := (stsim, [, F, d)
SimIn(f(x)):

1 {Xibiex(p) < ({0, 13X such that, for each j € [1,m], Isb(®ex, (1) Xi) = dy, (1) D [ (@), (1)
2: for g € G(f) in topology order do

3: (a,b,¢) := (ing(g), in1(g), out(g))

4: if type(g) = XOR then X, := X, ® X,

5: else if type(g) = AND then

6: kf:=2-g—1k =2-¢

7: Sq = Isb(Xy,), sp := Ish(Xp)

8: if c € Z(f) then

9: Uiq — {O7 1})‘

10: U :=X.DU! ®s.G) & sp(G] ® Xo)
11: elseif ¢ ¢ Z(f) then

12: Ug,U{ «+ {0,1}*

13: X :=Uf @ U{ ® s,G} @ (G} ® X,)
14: (Programming) Add two pairs (X, ® kJ,U§ ® 0(X, ® kf)) and (X, ® k], U{ @ o(Xp & kY))

to the list Q kept in st if they cause no pre-image collision or image collision in @, to ensure

(X, Dk)) @o(X, @k) =UF, n(Xp@k])®o(Xp®ki)=Uj.
H(Xa, kj) H(Xy, k7)

15: return 2 := {X; }icw, (£)> Stsim = (Stsim, )~(, [7) where stg;, on the right hand has an updated list Q,
X = {Xz‘}iew(f)s U = {Ug, Uiq}gegand(f)-

Figure 5: Our simulator for half-gates in the pRPM.

Proof. The correctness has been proved in the original work [ZRE15]. We only need to consider the
simulation.

Our simulator Sim consists of (SimF, SimIn) in Figure 5 and SimP*!, which emulates the random
permutation and its inverse on-the-fly. More specifically, there is a list Q of query-response pairs
in internal state st,. Upon receiving forward query « (resp., backward query /) from A; to SimP
(resp., SimP~1), it reads Q from sty and checks whether 3(cr,) € Q (resp., 3(, ) € Q). If true,
it returns 7y as response; otherwise it samples v < {s € {0,1}* | (...,s) ¢ Q} (resp., v + {s €
{0,1}* | (s,...) ¢ Q}), adds (v, ) (resp., (7, 3)) to Q, and returns 7 as response. The programming
is the step 14 of SimlIn, where («, () is added to Q if and only if there is no pre-image collision with
(c,...) € Q or image collision with (..., ) € Q.

To see that Sim is PPT, we note that the circuit-dependent notation can be efficiently computed by
traversing the polynomial-size circuit f. Then, the crux is to show that the step 1 in both SimF and
SimlIn can be polynomial-time.

The runtime of the step 1 of SimF is dominated by the runtime of iterating through all qualified
(U1, .-y ) € FI'. To find the ?ualiﬁed vectors, one can interpret each X;(f) as a one-hot non-zero
column vector in the space F|2W( )l and derive a W (f)|-by-m matrix E from these column vectors.
One can check that all qualified vectors fall in the kernel of E. This kernel can be efficiently computed
from the Gaussian elimination on E and is a subspace spanned by m — rank(E) basis vectors. So, the
step 1 of SimF only needs to iterate through these basis vectors, and the other qualified vectors must
satisfy the constraints as they are in the subspace. As a result, the step 1 of SimF runs in polynomial
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time due to the Gaussian elimination plus a linear-time pass to assign random or constrained values to
dy,(f)’s according to the m — rank(E) basis vectors.

The step 1 of SimlIn only requires one linear-time pass to assign constrained or random values to
the active labels so it runs in polynomial time. The linear constraint on the LSBs of these active labels
has rank rank(E) and is satisfiable for the d,, s)’s assigned in SimF.

Then, we fix z and A. We will use the H-coefficient technique (Section 3.4) with transcript padding
to bound the advantage of distinguishing between the real world (i.e., the adaptive experiment that
uses the half-gates scheme) and the ideal world (i.e., the adaptive experiment that uses simulator Sim).
In this technique, we consider the computationally unbounded non-uniform adversary A = A(z) and
compute €1, £ as follows.

Transcript padding. In either world, A will interact with an integrated oracle that acts as the two-
round challenger in the adaptive experiment and provides interfaces 7**! € {7*!, SimP*!} for for-
ward/backward permutation queries. A can learn 7*(«) = f if and only if it sent forward query « to
7* and received response f3, or sent backward query 3 to 7* ! and received response a.

To compute €1, €2 more easily, we ask the oracle to send more messages to A and A to make extra
queries (in addition to the supposed ¢ queries) in both two worlds. More specifically,

« Upon receiving @ from A, the oracle sends X := {Xi}iew(y) instead of 7 := { X }icay;, () to A. In
addition to the active input labels in Z, the former also gives the active internal and output labels. In
the real world, the 01:?.Cle can run HG.Dec Eval”il('), which determines other active labels in X. In
the ideal world, this X can be directly output by Simln.

+ Along with X, the oracle sends 7 := {7i}icw(y) to A, which denote the wire truth values in the
evaluation of f(x). Both two oracles “echo” these values, which are self-evident to A, to explic-
itly include them in transcripts. In the experiment, the real-world oracle uses z = {z;};c, (s in
HG.Encode™ (), but the ideal-world oracle can only use f(7) = {;}icw,.(f) in Simin.

« Along with X, the oracle sends U := {U§, U7} gegn o(f) to A. The real-world oracle computes
U = H(X,, kY) and U := H(Xp, k7) for each g € Gana(f) with (a,b) := (ing(g),in1(g)). In
the ideal world, this U is output by Simln and contains the “hash outputs” fixed by the random tape,
which is specified by the oracle to run the programming therein.

+ (Extra queries) Upon receiving ()N( , X, ﬁ) from the oracle, A will also make a forward permutation
query X, @ k{ (resp., X ® k{) for each g € Gana(f) with (a,b) := (ino(g),in1(g)), if it has never
learned 7 (X, ® k§) = Y (resp., 7*(X}, @ k{) = Y) for some Y in its interaction with 7**! €
{n* SimP*!}.

« At the end of the experiment (i.e., once all other transcripts are settled), the oracle sends A to A. In
the real world, the oracle gets this A from the output of HG.GarbIe”ﬂ('). In the ideal world, A is
dummy and sampled by the oracle at this time (note that Sim does not use A).

According to the two oracle constructions, real-world sample space
Qear = {0, 1171 x {0, 1} WnlDX 5y
and ideal-world sample space

Qideat = ({0, 112MF1 x {0, 11737k(E) ¢ 10, 1} Win(DIHIZ(HDA-rank(E)
x ({0, IMIEWD % ({0, 132M =12

X {0,1}* x {0,132
S—— S—
random tape for dummy A

the sampling in SimP*1(-)
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Given the oracle constructions, a transcript in the original adaptive experiment will be padded with
more literal values. Note that transcript padding will not lower the advantage of A since A can discard
the padding values at will. With the padding, a transcript is of the form:

T = (7<17 (fa J/C\)a(](% ('T7 (5(7‘%’ ﬁ)),(](3,A),

where K, K>, and K3 are the ordered lists of query-response pairs seen in the interleaved interaction
with permutation oracles. We do not explicitly consider query direction in these pairs. Given 7**! ¢
{7*L, SimP£1}, A is able to learn 7*(a) = 3 if and only if there exists (a, 8) € Uj_, K.

Let q¢ := |Ky| for every £ € {1,2,3} and g5, := 2221 qe- Tt follows from the extra queries that
gs < g+ 2|f|. Without loss of generality, we assume that A only makes non-repeating queries, i.e., it
never makes forward query o to 7* or backward query 3 to 7* ! for any learned permutation entry

(@, B).

Bad transcripts. A transcript 7 € .4 if and only if it incurs at least one of the following events:

« bad;. There exist distinct (g, u), (¢',u') € Ganda(f) x {0,1} such that

Xy @k =Xy ® k%, V (2)
UY @ 0(Xy ® k) = UY & o( Xy & k) )
where w := in,(¢) and w’ := iny(¢’), or
There exists g € Gand(f) such that
(0@ T)ADGIOU D o(Xo D k) =2, A DX, © G DU ®o(Xp D K]) (4)
where (a,b) := (ing(g),in1(g)), or
There exist distinct g, ¢’ € Gand(f) such that
g g gy _ g’ g’ g
0 a
(sp D) ABGLOUf @0 (Xg DE]) = (s D) ADG) U] ®o(Xg®ki) V(5
2 AOX, DG DU DXy B k) =2,AD Xy @G @UY Do(Xy ®kI) vV (6)
(s @) ADGIBUI Do(X, @) =20 A Xy DG] U Xy ®k]) Vv (7)
T ADX, G OU] ©a(Xp @ k) = (sy Day)ADG) U @o(Xy ®K]) (3)

where (a,b) := (ing(g),in1(g)) and (a’,¥’) := (ing(¢’), in1(g")).

In this case, A can check the consistency between the value of Gf & G , and that of A at the end
of experiment without further sending required queries, which are computed from A, to a random
permutation or its inverse. In the real world, the consistency certainly holds. However, the ideal-
world garbled rows and A are independently sampled, leading to the consistency only with negligible
probability. So, A has non-negligible advantage to distinguish the two worlds and the statistical
distance, as an upper bound, also blows up.

More specifically, the real world is as follows in this/ case. The pre-image collision (2) leads to the
syntactically same XOR of two hash masks in G?, G‘Z,, which can be XORed to cancel all hash masks
to check the consistency with A without further queries. Moreover, the image collision (3) also
implies the pre-image collision (2) since 7 is permutation. The other equalities imply the image
collision 7( X, BADL],) = Tr(Xw/@A@kZ;) for some distinct tuple (g, u), (¢, u’) € Gana(f)x{0, 1},
w :=iny(g), and w’ := iny(¢'). Given permutation T, this collision implies the pre-image collision
(2), which can be used to see the consistency. However, the above cancelling of hash masks will not
give this consistency except with negligible probability in the ideal world.
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« bads. There exists ((«, 8), 9) € U_; Ky X Gand(f) such that

a:XaEBAEBkg Vv )
a=Xy Ak V (10)
B=0c(A)D (sp Dxp)AD G DU ®o(Xa D)) V (11)
B=0(A) @1, X, ® G DU & (X, ® k) (12)

where (a,b) := (ing(g),in1(g)).
In this case, A essentially makes it to guess A before receiving this value. It allows A to distinguish

the real world, where every Gf is consistent with A, and the ideal world with a dummy A. So, the
statistical distance blows up.

- bads. There exists ((«, 8), 9) € UZ_; Ky X Gand(f) such that

a=X, ki V (13)
a=Xp®k Vv (14)
B=Ui®o(X,Dk]) V (15)
B=U]®o(Xy®k]) (16)

where (a,b) := (ing(g),in1(g)).
In this case, A can make forward/backward queries w.r.t. some active labels before receiving active
input labels and computing other active ones.

This case is necessary to ensure successful programming in the ideal world as the values on the right
hand should not be queried before the programming (otherwise it fails due to pre-image or image
collision). If the programming fails in the ideal world, the two worlds can be distinguishable as the
decoding consistency in the ideal world does not always hold as in the real world.

Bounding 1 — 9. Without loss of generality, we can consider some fixed good transcript 7 such that
Pryq,., [Y(w) =7] # 0 (if this probability is zero, it is trivial by definition that e = 0 for this
7). Using Lemma 1, we turn to analyze the sampled oracle’s compatibility (Section 3.4) with such a
transcript, instead of the interaction between A and the sampled oracle.

Note that there is a computationally unbounded non-uniform adversary A’ such that, for every
oracle w, it sends the queries in 7 in order in its interaction with w (e.g., A’ has auxiliary input 7 and
sends its ordered queries). Fix A’ in the following compatibility analysis so that any real-world or
ideal-world oracle will receive the queries in 7 in order. For a response c recorded in a fixed 7, letw F ¢
denote the event that, fixing the ordered queries as per 7, oracle w produces c given the corresponding
query. Let KR denote the order-preserving list of the responses in an ordered list K of permutation
query-response pairs.

First, we compute Pr,. q_, [w € comp,.,(7)]. Following from half-gates, a real-world oracle w =
(A AWiticw, (), T) € Qrear- It holds that

Pr [wecomp,, (7)]= Pr [whk (WlR,ﬁWQR,)??%, ﬁ,‘K?)R, A)].

w<_Qrea| W<_Qrea[

~

To begin with, every real-world w certainly produces f’ (i.e., the first value in f) and 7 fixed in 7,
which leads to Pr« o, [Y (w) = 7] # 0. This non-zero probability implies that (f’, ) in 7 is honestly
and deterministically computed from the fixed queries (f, x). Otherwise, no ideal-world oracle, which
computes (f/, ) from the same deterministic procedure, can produce this transcript, contradicting the
non-zero probability. As every real-world w will follow the same deterministic procedure, it certainly
produces the two values.
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Meanwhile, a real-world oracle w should have the same literal value of A as its counterpart in 7.
Conditioned on the compatibility so far, the probability

Pr [w € CompreaI(T)]

Weﬂreal

= Pr [whk (K} FdK}X,UKY) |wk (f,7) Awk A]

W%Qreal

Pr [whk (f,2) Awt Al

uJ<_Qrea|

= Pr [whk (K} FdXLX,UKY) |wk (f,7) Awk Al

W Qreal

Pr [whk(f,2)] - Pr [whkA]

U-M*Qreal ‘-‘-M*Qreal

= Pr [wk(K}FdKLX UKD |wk (fL2)Awk A o
W Qreal 2)\ 1

Conditioned on the compatibility with (f’,Z, A), a real-world w should also be compatible with

(U_ KR F, U) and some active labels in X such that
(i) 7! maps the fixed permutation queries to the responses in Up_ KR
(ii) For each i € W, (f), it holds that X; = W; @ x;A.
(iii) For each g € Gand(f) with (a, b) := (ing(g),in1(g)), it holds that

H(X,, k) i=n( X, ® k) @ o(X, D K]) = Uf, a7
H(Xp, k“f) =7m(Xp ® ki]) ®o(Xp ® k‘(l]) = Uf.
(iv) For each g € Gand(f) with (a,b, c) := (ing(g),in1(g), out(g)), it holds that
X, =H(Xq, k]) & H(Xy, k) @ 5.G{ @ s5(GY & Xa), (18)
G = H(Xg, k) @ H(X, ® A KS) ® (sp ® 1) A (19)

GY = H(Xp, k]) ® H(X, © A K]) & 2,A & X,
where the bits x4, xp, sq = Isb(X,), sp = Isb(X}) are given in 7.

Conditioned on the compatibility so far, every real-world oracle w is always compatible with the
leftover values in 7, i.e., decoding table d and other active labels in X , which are deterministically
computed from XOR combination. The reason is that, for 7 ensuring Pr.. o, [¥ (w) = 7] # 0, these
values should be honestly determined by the conditioned values as in the real world. Otherwise, this
probability will be zero for an ideal-world oracle, which obtains them from a consistent deterministic
computation as per the conditioned values. As every real-world oracle w honestly follows the real-
world computation, this “leftover” compatibility must hold conditioned on the previous compatibility.

It remains to compute the conditional probabilities for (i) to (iv). Consider (iii) and (iv). We note
that every good 7 with Pr,. ., [Y (w) = 7| # 0 already implies (17) and (18). To see this, one can
check that condition —bads for good transcripts and the extra queries ensure that % fixes the pairs of
permutation pre-images and images for hash values

{H(Xa, k3)s H(Xb, 57) } geGana (), (a,b):=(ino(g),in1 (9)) -

These values are consistent with U fixed in T as per (17). Otherwise, Pr,,q.,, [V (w) = 7] # 0 cannot
be satisfied by 7 since —bad; A —bads for every good transcript implies successful programming in the
ideal world so that H(X,, kJ) = U§ and H(X}, k]) = U{. As a corollary, (18) holds for every good
transcript according to this consistency and the step 10 and 13 of Simln.

ideal
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Then, consider (19), the leftover part of (iii) and (iv). We rewrite (19) as:

g e gand(f)7 (CL, b) = (ino(g), inl(Q)) :
T X Bk Pm(Xa ®ADK]) =0 (A) D (sp ® xp)A DG,

V= Py Py
T Xp@kl)erm(Xp @ Adk)) =0(A)®2,AB X, D GY
Py Py3 )

As 7 is a good transcript, there are exactly 4 | f| pairwise distinct permutation pre-images on the left
hand (otherwise, there will be a pair of permutation pre-images leading to (2) in bad; or a permutation
pre-image leading to (9) VV (10) in bads given the extra queries). ‘V has exact 4 | f| syntactically different
variables P := { Py 0, Py1, Py 2, Py3}geg,.q(f)- They fix the same number of the entries of permutation
7 in a real-world w if and only if their literal values fixed by T are also pairwise distinct. Note that every
good transcript 7 indeed fixes exact one such assignment of these values for the following reasons:

« (17) already holds for 7, i.e., for g € Gand(f) with (a,b) := (ing(g),in1(g)),

Pyo:=m(Xo® ki) =Uf @ o(Xa k),

(20)
Pyy :=m(Xy & ki) =U{ @ o(Xp & kY).

The literal values of { Py 0, Py 1}4eg,.4(f) can be fixed by the responses in KR given the extra queries
and will be pairwise distinct according to the impossible (3) from —bad.

« For g € Gand(f) with (a,b) := (ino(g),in1(g)), {Py2, Py3}geg,.q(r) are literally assigned the fol-
lowing values fixed by 7 according to V and (20):

Pro=m(Xo®ADK)) =0(A) D (sp ®p)A DG DU @ 0(X, ®K]),

21
P =m(Xp ®ADK]) =0(A) D2, A DX, DG DU ®o(Xp ®EY). @)

Clearly, one can see that the literal values of { P 2, P 3}4cg,..(f) are pairwise distinct according to
the impossible (4) V (5) V (6) V (7) V (8) from —bad;.

+ The goodness of T also ensures that there do not exist

' € {P9107P971}g€gand(f)7P/A € {Pg72’Pg73}gegand(f)

such that P’ = P). Otherwise, this equality and (21) ensure that there exist (g, u) € Gana(f) x{0, 1}
and ¢’ € Gand(f) such that

T(Xw ® k) = m(Xo @A@kg)

=o(A) @ (sb/@xb/)A@Gg’@Ug’@a(xa/@kg’) v -
T( Xy ®k)) =1 Xy DA D kg )

=0(A) D2 AD Xy @G QUY ®o(Xy @ k)

where w := in,(g) and (a/, ") := (ing(¢’), in1(¢’)). Recall that —bads and the extra queries implies
(X @KL, (X ®KL)) € Ks. As aresult, (22) leads to contradiction with the impossible (11) V (12)
from —bads.

Putting these cases together, we can see that 7 yields a value assignment of #, and this assignment
fixes exact 4 | f| entries of real-world permutation 7.

Conditioned on —bad; A —bads of good transcript 7, 2 | f| extra queries are non-repeating and the
number of non-repeating queries is ¢+2 | f| = ¢x. So, 2 | f| responses in U3_; KR for the non-repeating
extra queries are fixed by the values in  while the other g5, —2 | f| = ¢ responses are fixed by real-world

34



7 (conditioned on the values in P). Using (i), (ii), (iii), and (iv) together with the “leftover” compatibility,
we have in the real world that

Pr [whk (K8 Fd, K8 X, UK |wk (f.3) Aw - A]

W Qreal
1 (@ =4l - (s - 210D
(2) W) 2Y)!
1 1

(2 WDl (22) g yapp)

1 1 1

= Pr [w € Comprea[(T)] = (2)\)‘%/'”(]0)\ ’ (2>\)q+4|f\ ’ 9A-1"

w<—Qreal

Second, in the ideal world, we can use a similar argument to show

Pr [w € Compideal(T)] = Pr [w - (7(1R>(]<2R7(]<3R) ‘ w (]?7 3(7 53 [77 A)]

W Qideal W Dideal
Pr[wh (f,X,%U,A)
"J(*Qideal
= Pr [wk (KRKRKY) |wh (F,X,7,U,A)]
W(_Qideal

1
QW (DA F[+O=1)+2A[f[”

According to the condition —bad; A —bads and the 2 | f| extra queries, there are exact ¢ + 2 |f| = ¢x
non-repeating queries. Moreover, 2 | f| responses in Ug’:ﬂ(f for the non-repeating extra queries are
fixed by the conditioned values but the other responses are fixed by SimP*! for other ¢ — 2|f| = ¢
queries.

Let Q;_1 denote the list @ (which is maintained in internal state stg,,) when it includes i — 1 €
[0, gz — 1] pairs (note that Q finally includes gx; pairs given the gs; non-repeating queries), and N' C

[1,gs] denote the index set of these ¢ queries in gy non-repeating queries to SimP*!(.) such that
IN| = q. We have

Pr [W = ((]<1R77<2R77<3R) ‘ w bk (f/: Xajfa Ua A)]

W(_Qidea]
1 1
_il;[V2A—|QH|_i1;[V2A—(z‘—1)
- 1 y 1 o 1 B 1
T 2A=20f] 0 22— (2]f]+ 1) 22— (g=—1) (2*=2]f)g’

1 1 1
(2N Wl (28 = 2(f]), - (204~ 221"

So, we can have g9 = 0 since, for every | f| > 0 and every ¢ > 0,

= Pr [w e compge,(7)] <

UJ(_Qidea]

Prw(—Qreal [w € Compreal(T)] > (2)\ -2 |f|)q ) (2>\)4|f‘

Py Qe (W € cOMpgen ()] — (2%)ga)1]
- (2% = 2[f])g - (2%)gp - (2221
- (2/\)q+4\f|
_ (@grayp - Y (22 -
(2%) g4/ £ (2> = (@ +21fD)2p —

Bounding ;. We bound the probabilities of the bad events in the ideal world. First, consider bad.
Note that each active label X; can be written as the XOR of (i) some active circuit input labels, and/or
(ii) some active output labels of the precedent AND gates, i.e., for I; © J; # O,

Xi = (@weagwnm Xw) @ (@wez—gmndm Xw) = @uereg Xw € {0,131 (23)
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For (2), we can use (23) to rewrite it as

@ie(fwefw,)e(jw@jw/) X;=ki @k, € {0, 1A

According to SimlIn, each X;, which is sampled in the step 1 or computed in the step 13, has at least
A — 1 random non-LSBs. Therefore, the equality holds with probability at most 2~(*~1) for some fixed
distinct k{, and k:g (or equivalently, (g, u) and (¢',u)). If 7, = I,y and Jw,= Jur this probability will
be zero for the distinct kJ and k:g For (3), the worst case is that U ¢ and U7, 9" are used for the same AND
gate with an output wire in Z( f ). In this case, the XOR U & Ug has at least A — 1 random non-LSBs
due to some X, sampled in the step 1 of SimIn. Such non- LSBs are independent of other (previously
fixed) active labels, including X, and X,,. So, the equality holds with probability at most 2~*~1) for
some fixed (g, u) and (¢, u').

In the same gate g, the upper A — 1 bits of U§ & U7 are uniform so that (4) holds with probablhty at
most 2~ Otherwise, the distinct g # ¢’ implies that, for every u, v’ € {0,1}, U @ Ug e {0,1}*
is uniform. As a result, each of (5), (6), (7), and (8) holds with probability 2.

Taking a union bound over the above cases, we have

21f|@IA =D+ IS _ 51 —21f]

2A—-1 - 221

Pr [bad 1] S

W(*Qideal

(28)

Then, consider bady. From (9) (resp., (10)), we have A = o ® X, @ k§ (resp, A = a ® X}, ®
kf ), occurring with probability 2—(*=1) due to the randomness of A. In (11), if sp @ xp = 0, linear
orthomorphism o ensures that

A=c'BoG)aU ®o(X,Dk)),

which occurs with probability 2-*A=1; if s, @ x;, = 1, according to permutation o’ () := o(z) ®
well-defined from o, it holds with the same probability that

A= BaGloU ©o(X, K))).
Similar result holds for (12). Taking a union bound over all pairs, we have

41f- (1 + g2 + q3)
2)\71 .

Pr [bady] <

U-M_Qidea[

(29)

Finally, consider bads. Recall that each X; has at least A — 1 random non-LSBs. Since these bits
are independent of U?Zﬂ(g, each of (13) and (14) holds with probability at most 2~ (A1 for some fixed
(a,...) and g. For each of (15) and (16), the mask sampled in the step 9 of SimlIn (resp., the direct
sampling in the step 9 or 12 of Simln) ensures that UJ € {0, 1}* (resp., U{ € {0, 1}") is uniform and
independent of X, (resp., X3) or U%:17(g. So, each equality holds with probability 2~* < 2=~ for
some fixed (..., ) and g. It follows from a union bound that

41f1- (@1 + q2)
< — =7
w<—Pf{idea| [bads] < A1 (30)
We have a bound &1 from (28), (29), and (30):
Pr  [Y(w) € Tpad) = Pr [bad; V bads V bads]
w(—Q]dea] w<_Qidea|
< P P P
- w<—§§ideal [badl] * "-M_S{ideal [bad2] * WHgideal [badB]
_ 5P =201 +81f]- (g +21f])
— 2>\71
8qs + 21s? — 2s
- 2A—1 =1
The above €1, €2 and the H-coefficient technique lead to this theorem. O
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Public parameters: (Concrete instantiations are recalled in Appendix F)
« M c F3X6 with K € ]ngs from the co-kernel basis of M, i.e., KM = 03ys.
. V= [Voo Vo1 Vio Vu} Te (F§X5)4 = ]ngs with left inverse V1 € ngs.

. . 2x4
- Basis matrices S, S € F3*".

- Control matrices R}, R} € F3**, R, = [R;, 00 Rp01 Rp10 Rp11] T € (F3*4)* = F3*4.

- A distribution Ry over (F3*?)* = F3*? such that, for every R = [Rj oo Rg o R 1o Rsq11] " + Ro,

s s BB . S.1 (10
(i) K [Rg00 Rs o1 Rs10 Rs11]" = O3y, where Rg ;; = (Ré;’ij ®Iz> [ L} ([ Z] ®Iz) for

Sr 01y
every i,j € Fo, and (ii) for every ¢, j € Fy, the marginal distribution of waj is uniform.
TH.SampleR(%):

L G = g(Pa:pv) © 9(Pa;s Pv), C2 = 9(Pa, Pb) © 9(Pa’ Py)

o0 TooL TOOR

/ 7“01T ToiL To1R / / /

2: R$ <~ Ro, T = = R$ D ClRl &) <2R2

T10 T10L T10R

T’ r11L T11R
3: fori,j € Fy do R;j := (ri; ® I) {SL] ® R,j, Rij == Ry ({1 0 Z] ®I>
. ) 15 ¢ 1] 2 SR p,ij> Llij - 7] 01 .] 2

S s s s s ;
4 R:= [Rgo Roi Rio Ri1]".7:= [roor Toor T01L T01R T10L T10R T11L T11R|
5: return (R, r)

TH.DecodeR(7r;;,1, j):

St

1: return R;; := (ij ®I2) {S
R

] © Ry,ij

Figure 6: Three-halves garbling scheme [RR21] (Part I).

D Adaptive Security of Three-Halves

We consider the three-halves scheme [RR21] under the computation optimization that makes full use of
both halves of hash outputs (see Section 6.2 therein). It uses a counter per wire rather than an identifier
per gate to compute tweaks in hash computation. We begin with the implementation in the pRPM that
sends decoding table d in the offline phase, followed by another implementation in the npRPM that
postpones d to the online phase.

Note that three-halves uses an equivalent invariant for each wire i: its active label ; = w; ® (p; ®
x;) A for its wire label w; of bit 0 with Isb(w;) = 0, wire truth value x;, permute bit p;, and global key
A with Isb(A) = 1.

For some m € Py and x = [w LT R] Te F;l /2» we slightly abuse the notation y := m(x) for the
following computation: (yi || yr) := 7(zL || zr) € {0,1} and y := [y, yr|" € Fgm. We refer to
Appendix A for the additional notation.

D.1 Adaptive Security in pRPM

Theorem 6. Let H(x, k) = 7w((0||x) ® k) ® o((0|x) ® k) be a tweakable hash function where
T € ng/mk € ngzﬂ, m € Pyryo is random permutation, and o : IE‘%A/QH — ngz“ is a linear
orthomorphism for the function family

2 2 T §1zL B SR
L= {L&’&’&“& oz = FQ}‘/2+1}§1752,§3,§46F2 - Laeas (Lﬂ%]) N [EP@'L CRIEIN

Then, three-halves (Figure 6) is a (A + 2)-garbling scheme with (q, s, €)-adaptive security in the pRPM,
where e = (48¢s + 189s2) /2 1.

Proof. The correctness has been proved in the original work [RR21]. We only need to consider the
simulation.
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TH.Garble“il(')(f): TH.Encode’ril(')(k, x):

‘ Fox/z 1: fori € W,,(f) do
LA« {le I 1] 2 mi=w (P @Ti)A
2: fori € W, (f) do 3: return 7 := {@; };caw, (1)
3:  Fo,wi |, T2

SR A SR

4: fori € W,(f) doctr; :=0

5: for g € G(f) in topology order do

6: (a,b,c) := (ing(g),in1(g),out(g))

7: if type(g) = XOR then p. := p, B pp, W, := w, B wy
8: else if type(g) = AND then

9: I' :==inz(g)
10: (Xa7Xb7XF) = (LCtra/2J7 |_Ctrb/2j7 I_CtrF/2J)
11: (Pas po, pr) := (Isb(ctry), Isb(ctry), Isb(ctrr))
12: t9 := [9(PasPv) 9(Pas5) 9(Pasps) 9(PasDv)] T €5
13: (R9,7r9) < TH.SampleR(t9)
14: Compute (9, g%, 29) € F2, ,, x F3, , x F3 as follows: for
Half), (H(wa, a | xa))
Half,, (H(w, ® 4, a|| xa))
Half,, (H(wsp, b || x»)) 6
9. Pb )
P | Halfy, (H(aw, @ A, i) S Fms,
Half . (H(wq & ws, I'[| xr))
Half .. (H(w, © w, ® A, T | xr))
) = v (Mnre (v | (R0 @ (00 #9] @ 1)) |
z g )= & |77 || (R & ([0ax2 9] @ I2)) | ws
A
15: pe = lIsb(e9), w. := 9 ®p.A
16: ctry :=ctrg + 1, ctry :=ctrp + 1, ctrp :=ctrp + 1

17: fori € Wy (f) do d; :==p;
18: return f := (f = f,F:={(9% 2%} gegum(s): d): k= (f, A,p,w)
TH.DecEvaI”il(')(f, Z):

1: fori € W,(f)doctr;:=0

2: for g € G(f) in topology order do
3: (a,b,c) := (ing(g),in1(g),out(g))
4: if type(g) = XOR then z. := x, ® x;
5: else if type(g) = AND then
6: I':=inz(g)
7: (Xas Xb, XT) := ([ctra /2], [ctry/2], |ctrr/2])
8: (Pas po, pr) := (Isb(ctry), Isb(ctry), Isb(ctrr))
9: Sq = Isb(x,), sp := Isb(xp)
101 Ha]fpa(H(wmaHXa)) 0
0t dme) = [0 ] (e ) e v (=] [ 3)])
Half,. (H(zo @ 2, T' || xr))

11: RY . := TH.DecodeR(r? . ,s4,5b)
12: x.:=md @oRI, |T

a a wb
13: ctr, :=ctry, + 1, ctrp :=ctry + 1, ctrp :=ctrp + 1

14: for i € Wy, (f) do y; := d; @ Isb(x;)

15: return y

Figure 6: Three-halves garbling scheme [RR21] (Part II).
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SimF(f):
10 F o (F3,,, x F3)V1 d « Bl such that
(i) For eachi € [1,m] and each wire j € Y;(f), d; = dy,(5).
(ii) For each (p1, ..., pm) € F5' such that Sy m] u=1Xi(f) = D, Sig[rmtti - dy,5) = 0.
2: return f := (f = f,F,d), stsm := (stsim, [, F, d)
SimIn(f(x)):

1 {@iticxcr) < (F2,,2)1¥] such that, for each j € [1,m], Isb(@iex; (1)) = dy, (1) D f(T)y,(5)-
2: fori € Wy(f)doctr; :=0

3: for g € G(f) in topology order do
4 (a'aba C) = (ino(g)ainl(g)aOUt(g))

5: if type(g) = XOR then z. := xz, ® x;

6: else if type(g) = AND then

7: I' :==inz(g)

8: (Xas Xb, XT) := ([ctra /2], [ctrp/2], |ctrr/2])

9: (Pas po, pr) := (Isb(ctry), Isb(ctry), Isb(ctrr))

10: Sq 1= Isb(x,), sp 1= Isb(xp)

11 if c € Z(f) then

12: rd , < F3, RS . :=TH.DecodeR(rY ., . Sq,5b)

13: Halfpr (’U%F) — F2x/2+1

. Half,, (wy*)] _ [Halfy (u") g g |Pa g ‘ 0

14: [Halfpb (ubXb):| L |:Hahcpr (’U%F) @ rsQSb :L'C @ Rsasb xp EB ‘/Sasb z ‘ gg
15: elseif ¢ ¢ Z(f) then

16: Half,, (uX«), Half,, (uy"), Half, . (uf") < For24a

Half,, (uX*)
17 (42,0 Ilm20) = [o 1 | | Halfp () | @ Vi, (2] | 2
SaSb SaSb 0 1 1 r asSb gg
Half, (uf")
18: Ry, = TH.DecodeR(r? Sb,sa,sb)
19: x.:=md . ORI, La
o aso |y
20: ctr, := ctry, + 1, ctrp :=ctry + 1, ctrp := ctrpr + 1
21: fori € Wy(f) do
222 forj€[0,[n;(f)/2] — 1] do
23: (Programming) Add a pair ((0 ) ® (i 7),u) ®o((0]z)® G| j))) to the list Q kept in
stsim, if it causes no pre-image collision or image collision in @, to ensure
o S i Halfl(ug)
701200 i19) @0 (©2) o (1 19) = vl = [
H(a;, il )

24: if n;(f) is odd then ,
25: J = [ni(f)/2], Halfy (u]) + Fyr/24+1 and repeat the step 23 for this j

26: return 2 := {x; };caw, (f)» Stsim := (Stsim, T, U, 7) Where st on the right hand has an updated list Q,

T = {@iiew(p) U= {w biews, (1€ ni(5)/21-1 T 7= {1, 6, } g€ (@b)=(ino (9).im1 (9))-

]F2

Figure 7: Our simulator for three-halves in the pRPM.

Our simulator Sim consists of (SimF, SimIn) in Figure 7 and SimP*!, which emulates the random
permutation and its inverse on-the-fly. More specifically, there is a list Q of query-response pairs
in internal state stg,. Upon receiving forward query « (resp., backward query ) from A; to SimP
(resp., SimP™1), it reads Q from st and checks whether 3(v,7) € Q (resp., (7, 3) € Q). If true,
it returns v as response; otherwise it samples v < {s € FSA/QH | (...,s) € Q} (resp., v + {s €

2N/2+1
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’ (s,...) ¢ Q}), adds (o, ) (resp., (77, 3)) to Q, and returns -y as response. The programming



is the step 23 of Simln, where (¢, 3) is added to Q if and only if there is no pre-image collision with
(c,...) € Q or image collision with (..., ) € Q.

To see that Sim is PPT, we note that the circuit-dependent notation can be efficiently computed by
traversing the polynomial-size circuit f. Then, the crux is to show that the step 1 in both SimF and
Simln can be polynomial-time.

The runtime of the step 1 of SimF is dominated by the runtime of iterating through all qualified
(1, -, ) € F5*. To find the ?ualiﬁed vectors, one can interpret each X;(f) as a one-hot non-zero
column vector in the space Fl (D and derive a |'W(f)|-by-m matrix E from these column vectors.
One can check that all quahﬁed vectors fall in the kernel of E. This kernel can be efficiently computed
from the Gaussian elimination on E and is a subspace spanned by m — rank(E) basis vectors. So, the
step 1 of SimF only needs to iterate through these basis vectors, and the other qualified vectors must
satisfy the constraints as they are in the subspace. As a result, the step 1 of SimF runs in polynomial
time due to the Gaussian elimination plus a linear-time pass to assign random or constrained values to
dy,(f)’s according to the m — rank(E) basis vectors.

The step 1 of SimlIn only requires one linear-time pass to assign constrained or random values to
the active labels so it runs in polynomial time. The linear constraint on the LSBs of these active labels
has rank rank(E) and is satisfiable for the d,, s)’s assigned in SimF.

Then, we fix z and A. We will use the H-coefficient technique (Section 3.4) with transcript padding
to bound the advantage of distinguishing between the real world (i.e., the adaptive experiment that uses
the three-halves scheme) and the ideal world (i.e., the adaptive experiment that uses simulator Sim). In
this technique, we consider the computationally unbounded non-uniform adversary A = A(z) and
compute €1, €2 as follows.

Transcript padding. In either world, A will interact with an integrated oracle that acts as the two-
round challenger in the adaptive experiment and provides interfaces 7**! € {7*! SimP*!} for for-
ward/backward permutation queries. A can learn 7*(a) = (5 if and only if it sent forward query « to
7* and received response [3, or sent backward query 3 to 7* ! and received response c.

To compute €1, €2 more easily, we ask the oracle to send more messages to A and A to make extra
queries (in addition to the supposed ¢ queries) in both two worlds. More specifically,

« Upon receiving = from A, the oracle sends T := {®;};cay (s instead of T := {x; };ca;, (y) to A. In
addition to the active input labels in 7, the former also gives the active internal and output labels. In
the real world, the oracle can run TH. DecEval™ ' ( ), which determines other active labels in . In
the ideal world, this  can be directly output by Simln.

« Along with Z, the oracle sends = := {z;};cq(s) to A, which denote the wire truth values in the
evaluation of f(x). Both two oracles “echo” these values, which are self-evident to A, to explic-
itly include them in transcripts. In the experiment, the real-world oracle uses z = {;};c, (5) in
TH.Encode™ (), but the ideal-world oracle can only use f(x) = {Ti }icwyu () in Simin,

» Along with z, the oracle sends u := = {u] }lEWu( £).5el0,[ni(f)/2]-1) to A. In the real world, the oracle
computes u] := H(x;, 4 || j) for each i € W (f) and j € [0, [n;(f)/2] — 1]. In the ideal world, this
u is output by Simln and gives the “hash outputs” fixed by the random tape, which is specified by
the oracle to run the programming therein.

« Along with Z, the oracle sends 7 := {1, s, } gcg..4(f),(a,b):=(ino (g),in (¢)) t0 A. In the real world, the
oracle computes 77,5, € F3 from two uniform bits (which span R’ < Ro and match Ry J ,; for every
i,j € Fa as per distribution Rg), the truth table £9 (expressed in terms of the truth Values Zg,Xp in
Z and the masked bits s, = Isb(xz,), sp = Isb(xp) in &), and the two masked bits s, and s,. More
specifically, it follows from TH.SampleR that

P = R, @ (90020) @ 90070 R s, @ (900070 @ 90070 ) B s,
= R?BgySaSb ® Sa S La - Rllvsasb b Sb b Tb R/273a5b'
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In the ideal world, this 7 is also output by Simln as per the random tape of the oracle.

« Along with x, the oracle sends T = {Ti}iefwu( £)ni(f) isodd to A. In the real world, the oracle
computes T; := Halfy (H(z; © A, i || [ni(f)/2])) € Fyxr/241,i.e., the unused upper half of the [n;(f)/
2]-th A-related hash output of the wire 7. In the ideal world, this 7" is sampled by the oracle at
random.

. (Extra queries) Upon receiving (%, %, &, 7, T') from the oracle, A will also make a forward permu-
tation query (O || ;) @ (7| j) for every i € W, (f)and j € [0, [n;(f)/2] — 1], if it has never learned
7*((0 || ;) ® (i]| j)) = y for some y in its interaction with 7**1 € {71, SimP*1},

« At the end of the experiment (i.e., once all other transcripts are settled), the oracle sends A to A. In
the real world, the oracle gets this A from the output of TH.Garble™ (). In the ideal world, A is
dummy and sampled by the oracle at this time (note that Sim does not use A).

According to the two oracle constructions, real-world sample space

-1 Win(f)IA 2
Qpear = )1 x FRHn(DIA F3 X Pyia,
~
random tape to run

TH.SampleR |f| times

and ideal-world sample space

Qigenl = (FgA/2+5)\f| % F;ank(E) % IE?gﬂ/l/m(f)lJr\Z(f)\)/\—rank(E) % (Fg/2+3)\z(f)\ % (Fg,\/2+3)|f|,\z(f)\
X (Fy+2)M X {0,1}* x Tyt
—— » S <~
for the step 25 of Simln and T’ random tape for dummy A

the sampling in SimP*1 ()

Given the oracle constructions, a transcript in the original adaptive experiment will be padded with
more literal values. Note that transcript padding will not lower the advantage of A since A can discard
the padding values at will. With the padding, a transcript is of the form:

T = (7(17 (f? f)a(](Qa (‘T7 (£7E7a7F7T))77(37A)7

where K, Ko, and K3 are the ordered lists of query-response pairs seen in the interleaved interaction
with permutation oracles. We do not explicitly consider query direction in these pairs. Given m**! €
{7*!, SimP*1}, A is able to learn 7* () = J if and only if there exists (o, 3) € Uj_, K.

Let g¢ := |Ky| for every ¢ € {1,2,3} and g5, := Z?:l qe. It follows from the extra queries that
gx. < q+ N. Without loss of generality, we can assume that A only makes non-repeating queries, i.e.,

it never makes forward query o to 7* or backward query /3 to 7* ! for any learned permutation entry
(a, B).
Bad transcripts. A transcript 7 € 7p,,q if and only if it incurs at least one of the following events:

« bad;. There exist distinct (i, ) € W, (f) x [0, [n:(f)/2] = 1], (', 5") € WL(f) x [0, [ni(f)/2] — 1]
such that

(Oflz:) @ (i ]| 5) = (Ollzs) @ (@' || /) V (32)
wl ®o((0]z:) @ (i) 5)) =ul &o((0llzs) & @ |5) Vv (33)
yl & ul ©o((0]z) & (i]5) =y &ul &c((0]zy) & ('] 1)) (34)

where yzj € ]Fg »/2+1 Will be defined from 7 according to (42) and (44).

. .,
In this case, A is able to check the consistency between the value of y! @ yf, and that of A at the
end of experiment without sending any needed queries, which are computed from A, to a random
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permutation or its inverse. In the real world, the consistency certainly holds. However, the ideal-
world garbled rows and A are independently sampled, leading to the consistency only with negligible
probability. So, A has non-negligible advantage to distinguish the two worlds and the statistical
distance, as an upper bound, also blows up.

More specifically, the real world is as follows in thls case. The pre-image collision (32) leads to the
syntactically same XOR of two hash masks in ], 7, , which can be XORed to cancel all hash masks
to check the consistency with A without further queries. Furthermore, the image collision (33)
also implies the pre-image collision (32) as 7 is permutation. The collision (34) results in the image
collision 7((0 || x; @ A) @ (i ]| 7)) = 7((0]| zy & A) @ (i'|| j/)) for some distinct (i, j) and (i, j').
Since 7 is permutation, this collision implies the pre-image collision (32), which can be used to see
the consistency. In contrast, the above cancelling of hash masks cannot give this consistency except
with negligible probability in the ideal world.

- bads. There exists (o, 8),4,7) € Us_; Ko x WU(f) x [0, [ni(f)/2] — 1] such that

a=0lzoA) e () V (35)
B=0c(0]|A) @yl ®ul ®o((0]z) @ (i]5)) (36)

where yf € ]Fg »/2+1 Will be defined from 7 according to (42) and (44).

In this case, A essentially makes it to guess A before receiving this value. It allows A to distinguish
the real world, where every qu is consistent with A, and the ideal world with a dummy A. So, the
statistical distance blows up.

- bads. There exists ((«, 8),4,7) € Us_ Ke x WU(f) x [0, [ni(f)/2] — 1] such that

| a=0fz)® @) Vv (37)
B=u®o((0lz:)® (i 7)) (38)

In this case, A can make forward/backward queries w.r.t. some active labels before receiving active
input labels and computing other active ones.

This case is necessary to ensure successful programming in the ideal world as the values on the right
hand should not be queried before the programming (otherwise it fails due to pre-image or image
collision). If the programming fails in the ideal world, the two worlds can be distinguishable as the
decoding consistency in the ideal world does not always hold as in the real world.

Bounding 1 — 2. Without loss of generality, we can consider some fixed good transcript 7 such that
Pryeq., [Y(w) =7] # 0 (if this probability is zero, it is trivial by definition that e = 0 for this
7). Using Lemma 1, we turn to analyze the sampled oracle’s compatibility (Section 3.4) with such a
transcript, instead of the interaction between A and the sampled oracle.

Note that there is a computationally unbounded non-uniform adversary A’ such that, for every
oracle w, it sends the queries in 7 in order in its interaction with w (e.g., A’ has auxiliary input 7 and
sends its ordered queries). Fix A’ in the following compatibility analysis so that any real-world or
ideal-world oracle will receive the queries in 7 in order. For a response c recorded in a fixed 7, letw I ¢
denote the event that, fixing the ordered queries as per 7, oracle w produces c given the corresponding
query. Let KR denote the order-preserving list of the responses in an ordered list K of permutation
query-response pairs.

First, we compute Pr,. o, [w € comp,,(7)]. Following from three-halves, a real-world oracle

w = (A, {(pi>wi) Yiew,(5)s L7 7R) } geGuna(£)> ) € Qreal- SO,

Pr [w € Compreal(T)] - Pr [w + ((](1R7 .]?7 7(2R7 iu EI/T? 1’17 Fu Ta (]<3R7 A)] .

"-M*Qreal ‘-’-M*Qreal

42



-~

To begin with, every real-world w certainly produces f’ (i.e., the first value in f) and 7 fixed in 7,
which leads to Prq,,, [Y (w) = 7] # 0. This non-zero probability implies that (f’, ) in 7 is honestly
and deterministically computed from the fixed queries (f, x). Otherwise, no ideal-world oracle, which
computes (f/, T) from the same deterministic procedure, can produce this transcript, contradicting the
non-zero probability. As every real-world w will follow the same deterministic procedure, it certainly
produces the two values.

Meanwhile, a real-world oracle w should have the same literal value of A as its counterpart in 7.
Then, the real-world sampling R < Ry (in AppendixF)and 9 = [r§, 7§, v{, v{,] T € (F3)" ensure
that, for every i, j € Fy and every g € Gand(f) with (a,b) := (ing(g),in1(g)),

g T _ g g _ /g = Do / o D /
Ty = [%’L Tin] = R$,z’j D sa ©Ta- Ry ©sp D ap- Ry

g . / c e / (39)
=[] r}] @5, @ Ta- Ry ;; @5, Dy - Ry 5.

In particular, (39) holds for i = s, and j = sy (i.e., the real-world compatibility between w and 7 in
(31) for this g) with probability 272, which comes from two uniform coins (rd, r%) € F2 in w and
independent of the literal values of x4, xp, Sq, and sp. Conditioned on the compatibility so far, the
probability

Pr [w € Compreal(T)]

wFQrea[
= P{I‘) [("'”_(7(1R>F7d77(21%7a>f7(]<3R) ‘w'_(f,7i)/\W|_(F7A)]
wW<—3Lreal
Pr [wh (f,Z)Awhk (7,A)]
ngrea]
= Bt [wF (KR Fd, KR, 2,4, T, %K) |wh (f,3) Aw F (7, A)]
W43 lreal
P F(f,z)|- P Fr]- P FA
WHérea] [w (f ’CL‘)] WFéreal [w ﬂ weéreal [w ]
~ 1
_ R ~ o~ R !~ ~ .
= w<—Pfr2rea[ [w F(K, Fd, 5K, u, T, Ks) ‘ wk(f,7)ANwh (r,A)] O

Conditioned on the compatibility with (f’, 7,7, A), a real-world w should be compatible with
(U3_, KR, F, 4, T) and some active labels in Z such that

(i) 7! maps the fixed permutation queries to the responses in U?zl‘KZR.
(ii) For each i € “W,,(f), it holds that x; = w; @ (p; © x;) A.
(iii) For eachi € W (f)and j € [0, [n;(f)/2] — 1], it holds that

Half; (u!)

Halfo(ug)] - @0

H(zi,i || 5) = m((0]|2:) @ (i1 7)) @ o (0] 2) ® (i]] ) = w] = [

(iv) For each g € Gand(f) with (a,b,T',¢) := (ing(g),in1(g),in2(g),out(g)) and the non-repeating
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counters (Xq || pa)> (Xb || P»)> and (xT || pr) as per some fixed topology order of f, it holds that

xr
(o o ]

Lo 11 [Halfe (H(za, allxa) 0
= [0 1 1] Half,,(H(@b, b [| x0)) | © Vi,s, <zg H {gJ) ’
Half,. (H(zr, T || xr))

(41)

W
g') = Vb | Mh? @ | v | (R? @ ([002 ] © 1)) w,

(zgot
5 s ' (
Sq Sa Half,, (
vt M 5p Sp Half,, (
‘/bOt Sp Sp Halfpb(
Sq D sy Sqa D sp| |Half,.(

Sq @ sp Sq D Sp| |Half,.(

/8-\ —
!

S

b

—

=
=

Sq D Tq R Ty D s, A
- som ||| ik (B0 ([0 ] © 1)) | @, 5,8
Sa D xq D sp D wp A

[Half,, (ex®) Half,, (e") Half,.(ef")] T € F3, 5.,

gg) @ [Halfpa(e?f“) Halfpb(eifb) Halfm,(ei@')} T

< (Zgot
[Half,, (ya*) Halfy, (y;*) Half,. (yp")] T € F3, 0

Half,, (H(xa,a || Xa)) Half,, (H(z, © A, a | xa))
= | Half,, (H(x, 0| x5)) | © | Half,, (H(xp, ® A,b]xs)) |,
Half,. (H(zr, ' || xr)) Half,. (H(zr © A,T" | xr))

where the bits z,, xp, sS4 = Isb(x,), sp = Isb(x}p) are given in 7, and in (42),

V= [Vl W17 e (O x (1

Vg € gand(f) 129 = [Ztgop zgot] T S F% X F%,
g(sa D Zq, 5p D xb)
g(sa D g, Sp D xb)
g(sa D Zq, 5p D xb)
9(Sq B xq, Sp © xp)

VQ € gand(f) 19 =

i

and for each ¢ € Gang(f), RY ¢ F§X6 is fixed by running TH.SampleR with random coins
(r{ ,r%) in w, which have been compatible (according to the condition) with 7 as per the (39) for
this g and (7, ) = (84, Sp)-

(v) Foreachi € {i € Wy(f) | ni(f) is odd}, it holds that

Halfy (H(z; & A,i ]| [n:(f)/2])) = Ti. (43)

Conditioned on the compatibility so far, every real-world oracle w is always compatible with the

leftover values in 7, i.e., decoding table d and other active labels in @, which are deterministically

computed from XOR combination. The reason is that, for 7 ensuring Pr, . o

[Y(w) = 7] # 0, these

ideal

values should be honestly determined by the conditioned values as in the real world. Otherwise, this
probability will be zero for an ideal-world oracle, which obtains them from a consistent deterministic
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computation as per the conditioned values. As every real-world oracle w honestly follows the real-
world computation, this “leftover” compatibility must hold conditioned on the previous compatibility.

It remains to compute the conditional probabilities for (i) to (v). Consider (iii), (iv), and (v). We
claim that every good 7 with Pr. o, [Y(w) = 7] # 0 already implies (40) and (41). To see this, we
use that condition —bads for good transcripts and the extra queries ensure that K3 fixes the pairs of
permutation pre-images and images for hash values

{H(z4, [ ) Yiews (), jel0,[ns (£)/21—1]-

These values are consistent with u fixed in 7 as per (40). Otherwise, Pr. .., [Y (w) = 7] # 0 cannot
be satisfied by 7 since —bad; A —bads for every good transcript implies successful programming in the
ideal world so that H(a;,i || j) = u]. As a corollary, (41) holds for every good transcript due to this
consistency and the step 14 and 17 of Simlin.

Consider (42) and (43), the leftover parts of (iii), (iv), and (v). If we define from the fixed 7 that

ideal

Halfy (y!" /) .= Halfy (u}™ ) & T} € Fyr i (44)
for each i € {i € W,(f) | ni(f) is odd}, then we can unify (42) and (43) as:

€ [0, [ni(f)/2] = 1] :

H(zi,i||j) @ H(z: © A, )

(0 z:) @ (i]| 7)) @m((0]|z; @ A) @ (i j) ®a(0]| A)
Pij o B

iE(Wu( ),
.7

since (42) and (43) iterate through both halves of all well-defined yf € F%* oy fori € Wy(f) and
J €10, [ni(f)/2] —1]. Since 7 is a good transcript, there are exactly 2N pairwise distinct permutation
pre-images on the right hand (otherwise, there will be a pair of permutation pre-images leading to (32)
in bad; or a permutation pre-image leading to (35) in bads given the extra queries). Due to this pairwise
distinctness, V has 2N syntactically different variables P := {F, 15,00 B | j,l}iGWu(f),jE[O,(ni(f)/ﬂ71]'
They can fix the same number of the entries of permutation 7 in a real-world w if and only if their literal
values fixed by T are also pairwise distinct. We note that every good transcript 7 does fix exact one such
assignment of these variables for the following reasons:

« (40) already holds for 7, i.e., for i € W,(f) and j € [0, [n;(f)/2] — 1],

Pyyjo = (0] @) @ (il §) = u] ® o (0 @) ® (i ]| 1))- (45)

The literal values of { P j 0 bicw,(f),j€[0,[n:(f)/2]—1) are immediate from the responses in KR given
the extra queries and will be pairwise distinct due to the impossible (33) from —bad;.

« Fori € Wy(f) and j € [0, [n;(f)/2] — 1], the literal value of P ;; is fixed by 7 according to V
and (45):

Pijja =m0z @A) @ (i) /) = o(0]| A) @ y] ©u] ©o((0] i) @ (i] ))- (46)

The literal values of { P 1 }iew (f).je[0,[n:(f)/2]—1) Will be pairwise distinct according to the im-
possible (34) from —bad;.

+ The goodness of 7 also ensures that there do not exist

P E{ 11,0 e WL (£).G€l0,ni (£)/2] 1]
€ { Py j,1 Hiewu ()50, fni(£)/2]-1]
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such that P’ = P),. Otherwise, this equality and (46) ensure that there exist (¢,5) € W,(f) x
[0, [n;(f)/2] — 1] and (¢, j") € WL([f) x [0, [ny#(f)/2] — 1] such that

7((0 ] @:) @ (i]| §)) = 7((0]|zs & A) & (i' || ')
=0(0]|A) &yl Dul &o((0]zy) @ (@] 5))-

We have ((0 | x;) @ (i | j), 7((0] ;) © (i] 7)) € K3 according to —bads and the extra queries. So,
(47) contradicts the impossible (36) from —bads.

Putting these cases together, we can see that 7 yields a value assignment of #, and this assignment
fixes exact 2N entries of real-world permutation 7.

Based on the condition —bad; A —bads of good transcript 7, N extra queries are non-repeating
and the number of non-repeating queries is ¢ + N = gx.. As a result, N responses in U3_ KR for the
non-repeating extra queries are fixed by the values in # while the other g, — N = ¢ responses are
fixed by real-world 7 (conditioned on the values in $). Based on (i), (ii), (iii), (iv), and (v) together with
the “leftover” compatibility, we have in the real world that

Pr[wh (K} F.d, K5, 2,4,T,%5) |wk (f,3) Aw F (7, A)]

W Qreal
B 1 (2M2 —2N — (g= — N))!
(20 W ()] (2M2)!
1 1
T (@)D (222) gy
1 1 1

= Pr [W S Compreal(T)] =

W+ Creal (20 W1~ (22M2) oy 22+

Second, in the ideal world, we can use a similar argument to show

Pr [w € CompideaI(T)] = Pr [w + (7<1R77(2R7(](3R) ‘ w = (J?v 57 %> ﬁ? Fa T7 A)}

uK_Qideal w<_Qidea]
Pr (Wt (f,% 7 a,7,T, A
w<—Qidea|
= Pr [wk (KK KY) |w (F,7,7,a,7, T, A)]
W(*Qidea]
1

oW (H+BEAS) fl+(A+2)M+(A-1)

According to the condition —bad; A —bads and the N extra queries, there are exact ¢ + N = ¢y non-
repeating queries. Here, N responses in U3_ KR for the non-repeating extra queries are fixed by the
conditioned values while the other responses are fixed by SimP*! for other g — N = ¢ queries.

Let Q;_1 denote the list Q (which is maintained in internal state stg,,) when it includes i — 1 €
[0, g5 — 1] pairs (note that Q finally includes gx, pairs given the gs; non-repeating queries), and N' C
[1,¢s] denote the index set of these ¢ queries in ¢y non-repeating queries to SimP*!(-) such that
IN| = q. We have

Pr [wh (KKK KD |wh (2.7, 4,7, T, A)]

w<—Qideal
1 1
:H 2 0. :H N2 (i
ien 2 Qi1 ien 2 (i—1)
< 1 X 1 X X 1
— 9222 _ |y 2A+2 _ (N + 1) 2A+2 _ (qz _ 1)
_ 1
T PPN,
= Pr [ € compigey(7)]
1 1 1

= @NWaDl (2242 — N, - (22421 M -~ 207 +0-D)

46



As iterating an AND gate increases three counters in either world, we have

3lfl= S )

i€Wu(f)

_ ni(f) ni(f)] 1

-2 e 2 (]
1€WU(f), ’LG(WU(f)7
n;(f) is even n;(f) is odd

=2N — M.

So, we can have €2 = 0 since, for every N > 0 and every ¢ > 0,

Prweﬂrea[ [w S Compreal(q-)] (2>\+2 _ N)q . (2)\+2)2N

>

Pl [0 € COMPygen (7)] @) o
(2)\4-2 _ N)q . (2)\+2)N . (2)\+2)N
o (2M2)g1on
o e L
(2M2)g12n (M2 —(¢+N))v —

Bounding ;. We bound the probabilities of the bad events in the ideal world. First, consider bad;.
Note that each active label x; can be written as the XOR of (i) some active circuit input labels, and/or
(ii) some active output labels of the precedent AND gates, i.e., for I; © J; # &,

Ti= (EBwengn(f) “”“) © <€Bw€$9wa“d(f ) ww)

(49)

For (32), we can use (49) to rewrite it as

(021 | (Buewrernowmas @) = (1) ® @ 117) € B2y

According to Simln, each x,,, which is sampled in the step 1 or computed in the step 19, has at least
A — 1 random non-LSBs. Therefore, the equality holds with probability at most 2~(*~1 for some fixed
distinct (7, j) and (¢, j'), and, if (i) Z; = 7y and J; = J; or (ii) the right-hand XOR does not give two
leading zero bits, this probablhty is zero for the distinct (i, j) and (', j'). For (33), the worst case is that
both halves of ! ® ’u € FZA/QH respectively serve (in the step 14 of Simln) as the lower-half masks
of two AND gates both with output wires in Z(f). In this case, each half of this XOR will have at least
14 (A/2 — 1) = A\/2 random non-LSBs using the lower-half randomness of (77,5, || ) € IF%A/QH in
each of the two AND gates. Note that such 2 - A\/2 = X bits are independent of other (previously fixed)
active labels, including «; and z;. Thus, the equality holds with probability at most 2= < 2=(=1) for
some fixed (4, j) and (¢, 7). ‘ ‘

Similarly, the worst case for (34) is that both halves of u] ® ui,, € Fg /211 are respectively the
lower-half masks of two AND gates both with output wires in Z (f). Otherwise, at least one half of
(vl oul) @ (y, ®ul, ) is uniform for:

(i) The 'u,J @ u ' masked with the uniform upper half of some (77,5, || ©.), which cannot be cancelled
by y/ or yJ defined as per (42) and (44), or

J

(i) The uniform w; or ug, sampled in the step 16 of SimlIn and independent of yf or yf,/, or

(iii) The uniform 7; = Half; (yf @ uf) (resp., Ty = Halfy (yg,/ ® ug,/)) when the upper half of the XOR
is considered, n;(f) (resp., ni(f)) is odd, and j = [n;(f)/2] — 1 (resp., 7' = [ni(f)/2] — 1).
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In this worst case, each half of u S u’ 7 " includes at least 1 + (A/2 = 1) = A/2 uniform bits for the
lower-half non-LSBs of some (rsa s |l xc) These non-LSBs are independent of y; and y], defined as
per (42) and (44), or other (previously fixed) active labels, including x; and «;. Thus, (34) holds with
probability 2~ for some fixed distinct (4, j) and (i, j').

Taking a union bound over the above cases, we have

Pr [badl] < w

50
W Dideal - 2>\+1 ( )

Then, consider bads. For (35), it is clear that (0] A) = a @ (0| =;) & (i || j), which occurs with
probability 2~(A=1) according to the randomness of A. Let A = [A L A R] € IF“QA /2- We note that
eachy! € IFQ »/241 defined from (42) and (44) includes an additive term of the form

0] &1AL P &A
L£1,E27§37§4(0 || A) = [0 ” E;Ai ® fiA§:| 3A/2+1

for some &1, &2, €3, &4 € o, while other additive terms in yg are independent of A. Linear orthomor-
phism o for every L¢, ¢, ¢, ¢, turns (36) into

o(0[| A) & Ley 265,64 (0]] A) = BB w; @ 0 ((0]| @) & (i ] )
@ “other additive terms in y;”,
A—1)

which is invertible to compute (0 || A). This implies that the equality holds with probability 2~
due to the randomness of A. Taking a union bound, we have

2N - (1 + 2+ q3)
2>\—1 :

Pr [badz] S

W(_Qideal

(51)

Finally, consider bads. Recall that each x,, has at least A — 1 random non-LSBs. Since these bits
are independent of UZ_, K}, (37) holds with probability at most 2-(A=1) for some fixed (o, ...) and
(,7). For (38), the mask sampled in the step 13 or the direct sampling in the step 13 or 16 of Simln
ensures that both halves of u] € ]F2 »/2+1 are uniform and independent of x; or UZ_,Ke. It holds with
probability 2-(A+2) < 2-(A= 1 for some fixed (..., ) and (¢, ). So, we can take a union bound to
have that

2N - (1 + q2)
< -- 77
oL, ekl = T 2
We have a bound &1 from (50), (51), and (52):
Pr [Y(w) € Tradl = Pr [bad; V bads V bads]
W(*Qidea] WHQideal
< Pr [bad;]4+ Pr |[bads]+ Pr [bads]
w<_Qidea| "J(_Qideal W<_Qidea|
S5N(N —1)+16N(¢+ N)
<
— 22+1
48q5 + 18952 — 155
- 2A+1 =
where the last inequality comes from (48), M < |[W,(f)| < ,and | f| = s.
The above €1, €2 and the H-coeflicient technique lead to this theorem. O

D.2 Adaptive Security in npRPM

We consider a slightly different three-halves 1mp1ementat1on from the original one of [RR21] in that
decoding table d is transferred from f to k in TH.Garble™ ') and then included in garbled input =
in the online phase. This implementation also follows the lower bound in Theorem 8 and satisfies the
adaptive security in the npRPM as per the following theorem.
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SimF”il(')(f):
: F=1{(9% 2%)} gegua(r) < (F3 ox/z X F3)/!

2 {@itiew, () — (Fgns) ™ol
3: fori € W,(f) do ctrl =0

4: for g € G(f) in topology order do

5 (a,b,c) :=(ing(g),in1(g), out(g))
6: if type(g) = XOR then z. := xz, ® x}
7: else if type(g) = AND then
8: I :=inz(g)
9: (Xas Xbs XT) = (|ctre /2], |ctrp/2], [ctrr/2])
10: (Pas Po, pr) := (Isb(ctry), Isb(ctry), Isb(ctrr))
11 Sq = lIsb(x,), sp := Isb(xp)
Half,, (ug*) Half,, (m((0]|2a) ® (a ([ xa)) ® o ((0 || 2a) & (a | Xa)))
12: Halfpb (wp") | := |Halfy, (w((0] o) @ (bl xs)) B (0| 26) ® (bl x5)))
Half,. (ur") Half, (m((0 | 2o © ) © (I'[| xr)) ® o((0[| 20 © @) @ (T || x1)))
Half,, (uXe)
101 Pa’™a 0
g mg) = o)y R ) e v (=0 |0))
Half,,. (uf")
14: RY ,, := TH.DecodeR(r? . ,54,5b)
T
15: x.=mfi , DRI )
16: ctr, :=ctry, + 1, ctry :=ctry + 1, ctrp :=ctrp + 1
17: return [ := (f7 F), stsim 1= (f,% = {:Ei}ierw(f),ﬂ = {ug}iG(WU(f),jG[O.,[ni(f)/Z'l71]='F =

{74, 5,1 9€6uma($).(a,b):=(ino (g),im1 (9)))
Simin™" ) (f(2)):

1: Parse stim = (f,Z = {Ti}icw(p), u,T)
2: fori € Wou(f) do d; := f(x); @ Isb(x;)

3: return 2 := ({x; }icw, (5), d), T, w, T.

Figure 8: Our simulator for three-halves in the npRPM.

Theorem 7. Let H(x, k) = w((0||x) @ k) ® o((0| =) ® k) be a tweakable hash function where
T € IF%A/Q,k € IF;/QH, T € Pyryo is random permutation, and o : FgA/ZJrl — IF;/Q+1 is a linear
orthomorphism for the function family

_ 2 2 |\ _ [&ixn © &R
L= {L§1’§2’§3’§4 ’ F2A/2+1 - F2x/2+1 }51752,53,54€F2 ’ L§17§2,§3,£4 <|:xR:|> B |:£317L ¥ 541'R:| ‘

Then, three-halves (sketched above) is a (\ + 2)-garbling scheme with (q, s, €)-adaptive security in the
npRPM, where ¢ = (69¢s + 234s2) /2212,

Proof (sketch). The correctness can be proved as [RR21] as postponing decoding table d does not affect
correctness. We only need to consider the simulation.

Our simulator Sim = (SimF, SimIn) is presented in Figure 8 and is obviously PPT. Then, we prove
this theorem using the following three hybrids:

+ Hybrid,. This is the adaptive experiment using simulator Sim.

« Hybrid,. This is identical to the previous hybrid, except that we replace 7! (which can be equiva-
lently emulated on-the-fly as in Figure 3) by an approximation 7+ (given in Figure 4). This approxi-
mation is the same as random permutation except that, for a new query of the simulator, it returns a
fresh random string as response and records this query-response pair. This hybrid is used to simplify
probability analysis.

+ Hybrid,. This is the adaptive experiment using three-halves scheme.
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According to Lemma 2, every adaptive adversary A can distinguish Hybrid, and Hybrid; with advan-
tage at most (¢ 4+ N) - N /21 up to the supposed g queries of A and the N queries of Sim.

Then, we prove the negligible statistical distance between the transcripts in Hybrid; and Hybrid,,
which upper bounds the advantage of adaptive adversary A. To simplify probability analysis, we also
use the H-coeflicient technique and the same transcript padding as in the proof of Theorem 6. We regard
Hybrid, (resp., Hybrid,) and the associated oracle as the ideal (resp., real) world in the H-coefficient
technique. The real-world sample space is the same as that in the proof of Theorem 6, but the ideal-
world sample space is defined as

Qideal = (Fg)\/2+5)|f| X (F%‘)‘Wn(fﬂ X (F;\/Z"rl)]w

—_—— "
for the sampling of T'

X {0,1}* x Tyt
random tape for dummy A

the sampling in 71 (-)

We will consider the same bad transcripts as in the proof of Theorem 6 (where bads is for probability
analysis instead of programming, as its counterpart in the proof of Theorem 4) and assume that, without
loss of generality, A only makes non-repeating queries. Let ¢y := |K}| for every ¢ € {1,2,3} and
g5 = Ypmy G

Bounding 1 — 3. We can follow a similar argument (with the difference that the consistency (40)
and (41) trivially hold for good transcripts due to the step 12 to 15 in SimF) in the proof of Theorem 6
to show that, for some fixed good transcript 7 such that Pr,. o, [Y(w) =7] # 0and gy = ¢+ N
(which comes from the condition —bad; A —bads for good transcripts),

Pr [(/J € compreaI(T)]

wW—Qeal
1 (2M2 —2N — (g= — N))! 1
CSICEGIE (22+2)! " QA
1 1 1

2NIWaDT (2242) 4oy 22O

Pr [OJ € compideal(T)]

wW4Qideal
< 1 ' 1
= (22 N), 2Wn(DPFEN2+5)[fI+O/2HDM+(-1) . (2A+2)N
1 1 1
T (2Rl (2x 2 - N), - (2203 MF2N 92+ (1)
SN ! g— By (45)
(2N WalDl (22— N), - (2M2)2N 201

PrweQreal [w € Compreal(T)]
Prweﬂideal {w € Compideal(T)]

> 1.

That is, we have e¢9 = 0.

Bounding ¢;. First, we consider bad; V bads = (32) V (33) V (34) V (37) V (38). We have a similar
induction in the proof of Theorem 4 to prove the probability of bad values of some forward queries:

N(N —1)+2N - (q1 + ¢2)

< .
LB 162V ) < S 53
We consider (33), (34), and (38) conditioned on —((32) V (37)). In each of them, uZ So((0||xi)B(i] 7))
is the response for query (0 || ;) @ (i || j) to =1(-). It follows from this condition that these queries

are pairwise distinct so that their responses are taken from uniform cy, ..., ¢, () in 7t1(+), where
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£(X\) = X+ 2, and pairwise independent given the pairwise distinct queries. So, each of them occurs
with probability 1/2**2 for some fixed quantifier. Taking a union bound over all quantifiers, we have

N(N-=1)+N-(q + )

P 4 =((32 < . 4
SR [(33) v (34) v (38) | =((32) V (37))] < Sz (54)
Using (53) and (54), we have
Pr [bad; Vbads] = Pr [(32)V(33)V (34) V (37) V (38)]
W%Qideal WHQidea[
= Pr [(32) V(37)]
W%Qidea[ 55)
+ <_PQr ((33) vV (34) v (38) | =((32) v (37))] (
w ideal
BN(N —1) +5N - (g1 + ¢2)
< .
- 2A+2
Then, consider bads. It is easy to see from the randomness of A that
2N - (q1 + q2 + q3)
< .
W(*PS{ideal [bads] < 1 (56)
We have a bound ¢ from (55) and (56):
Pr  [Y(w) € Tpad) = Pr [bad; V bads V bads]
w<_Qidea| U-M_Qideal
< Pr [bad; Vbads]+ Pr [bads]
W Qideal W Qigeal
3N(N —1)+21N(g+ N)
<
- 2A+2
63gs + 2165 — 9s
< 2A+2 = &L
where the last inequality comes from (48), M < |W,(f)| < 3|f]|, and |f| = s.

By using the H-coefficient technique with the above €1 and €2, we have that any adaptive adversary
can distinguish Hybrid, and Hybrid,, with advantage at most (63¢s + 2165 — 9s)/2**2.
Putting the three hybrids together, we arrive at this theorem. O

E Separation between npRPM and pRPM

We separate the adaptively secure garbling schemes in the two RPMs since the programmability can
make a difference in online complexity. In Theorem 8, we prove that the online-complexity lower
bound [AIKW13, HW15] of the adaptively secure garbling schemes in the standard model can be ex-
tended to the npRPM. However, it is implied by the definition of the adaptively secure garbling schemes
in the pRPM that this lower bound can be bypassed if the random permutation is allowed to be pro-
grammed by the simulator to embed messages. The proof of Theorem 8 is extended from [HW15],
which is based on Yao entropy.

Definition 3 (Yao entropy [Yao82, BSW03, HLR07]). A distribution X has Yao entropy at least p € NT,
denoted by H"2°(X) > p, if there exists a negligible function ¢ such that, for every pair of polynomial-size
circuits (C, D) where C has output bit-length at most p — 1, it holds that

1
Pr [D(C(w)) = 7] < 5 +2(N).

Theorem 8 (Lower bound of the online complexity in the npRPM). For every polynomial-size circuit
f:{0,1}5 — {0, 1} with a distribution Xy on {0, 1} such that distribution f(X;) on {0, 1} has
Yao entropy at least p, and every £(\)-garbling scheme (poly(\), poly’()\), negl(\))-adaptively secure in
the npRPM, Encode”jﬂ(')(k’7 -) outputs at least p bits for (-, k) < Garble”il(')(f).
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Proof. For the sake of contradiction, assume that there exist a polynomial-size circuit f with an input
distribution X inducing Yao entropy H Yao( f (Xf)) > p, and an adaptively secure garbling scheme in
the npRPM, such that the output of Encode™ = )(k, -) has at most p— 1 bits for (-, k) Garble™ () (f)-
We prove that there exists a pair of polynomial-size compressor and decompressor circuits that contra-
dicts the Yao entropy H"*°(f (X)) > p

We specify auxiliary input z = (f, Xy, p) and the following computationally unbounded adversary
A:

. ﬂfil(')(z) outputs f in z and defines st; := z.
. ﬂg”il(')(stl, f) samples = <— Xy and defines sty := (st1, z).

. ﬂgﬂil(')(stg, 7, ¥) outputs 1 if DecEval™ (f, Z) = f(x) and ¥ has at most p — 1 bits, or outputs 0
otherwise. Recall that running DecEval™ () requires a polynomial number of oracle queries to 7+"
as this algorithm is PPT.

The correctness and the contradiction assumption ensure that, for this (z, A),

[ T Py, = inv(),
(fa Stl) <_ﬂ1 1()('2))

Pr| (f,k)<« Garble ()( f),: ﬂg”ﬂ(')(stg, fa) =1 =1. (57)
f)

($,St2) < ﬂg (Stl f R
% := Encode™ Ok, z)

Meanwhile, the adaptive security in the npRPM guarantees that there exists a PPT simulator Sim =
(SimF, Simln) such that, for this (z, A),

[ T = Py, T mv(ﬂ'),
(f,sty1) < 3{1 O(2),
Pr| (f. k)« Garble O, s Az O(sty, £,7) =1
(z,sty) < A" ()(stl,f),
| 7 := Encode” (')(kz,x) ] < negl(\) (58)
_W%Pg() (71), 7| ="
(fst1) ﬂl O(2),
—Pr Fe slmlwr 'O(@ (1) A Osty, ,7) = 1
(z,5t2) + A" O(sty, f),
O(f ()

Using (57) and (58), we have for the specified (z,A) that

Z + SimIn™

[T Py |n v(7),
(f,st1) <—ﬂ1 HO(2)
Pr f+ SimF™ O@@(f)), : As™

(I’,Stg) F\5212 1()(St17f)a
7« Simin™ O (f(2))

)
j:l(

V(sty, f,7) = 1] > 1 — negl(N), (59)

where the probability is taken over the random choice of 7 € #(,), the random tape of Sim, and the
random tape used by Ay to sample = + Xj.

Recall that both the adversary A and the PPT simulator Sim can only make a polynomial number
of oracle queries. Let n(\) € N* denote the number of oracle queries jointly made by A and Sim in

the simulation (59). For the n()\) oracle queries, permutation 7 and its inverse 7! can be emulated
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1: Initialize a list Qy = @.

2: Sample uniform® c1, ..., ¢, (y) + {0, 1}“’\)

3: fori € [1,n(\)] do

4: if 7 is queried with input o; € {0, 1}*®) then

5 if I(;,v;) € Q;—1 then Return ~; as response

6: Return +; := ¢; as response and define Q; := Q;—1 U {(a;, v:)}-
7: else if 7! is queried with input 3; € {0,1}*(V) then

8 if (i, B;) € Q;—1 then Return ~; as response

9: Return 7; := ¢; as response and define Q; := Q;—1 U { (s, 5i) }-

“A uniform random tape 7 is used.

Figure 9: The workflow of coarse approximate oracle 74! (-) up to n(\) queries.

on-the-fly as in Figure 3 on the uniform distribution of random tape (7, ). This on-the-fly emulation
requires exact n(A) - £(\) bits of r; but possibly exponentially large 7. To remove 7%, we can consider
a coarse approximation 7%! (see Figure 9), which differs from 7% in that it always returns a fresh c; as
the response for a new query. Similar to Lemma 2, it can be proved that replacing 7*! with 7% only
incurs additional statistical distance at most n(X)2/2¢X) So, we have for negl’(\) := negl(\) +n(\)?/
2!\ and the distribution Py of 7F1(.) that

[ Al <— Pe(x), |

(f Stl) — ﬂl (Z),
Pr fe SimF* O(f)),: A"

Oy V(sty, f,7) = 1| > 1 — negl' (), (60)
O sty f)
( )

(:C7St2) <~ ﬂQﬂ )
T« Simin™ O (f(2))

+1

where the probability is taken over the random tape 7, to emulate 7+ (-), the random tape (7'simF, 7simin)
of Sim, and the random tape used by A to sample x < X;. We stress that 7 and (7simF, "'simin) are
polynomial-size as r, carries n(A) - £(\) uniform bits and the simulator is PPT.

Here, (60) implies the existence of a circuit pair violating HY2°(f(Xf)) > p. To see this, let Cy . 1.,
(resp., Dy, 1) denote the compressor (resp., decompressor) circuit, which hardcodes (¢, p, f) and a
random tape 7 = (7', T'simF, 'simin) With the following functionality:

» Given f(z) < f(Xf), the compressor Cy , 7. invokes SimFT () (f;7simr) (to maintain internal state
stsim) and computes T := Simln”il(')(f(x); Tsimin)- In the end, it outputs 7 if  has at most p — 1
bits, or a symbol L of p — 1 bits otherwise. Clearly, the output of Cy , 7, has at most p — 1 bits.

« Given 7/, the decoml)ressor Dy p,t,r recomputes f SimF%il(')(f; Tsim). In the end, it outputs
Y= DecEval™ O(f,2")if 2’ # L, or L otherwise.

. Ifan oracle query a to 7 (resp., 3 to 7~ 1) is needed, the hardcoded random tape 7 is used to emulate
the oracle response according to Figure 9.

Let correct denote the event Dy , 7.,(Cy,p, 1, (f(x))) = f(x), and fail denote the event that Z has at least
p bits. These events are taken over the distribution of (r, f(x)). We consider the events in the same
probability space where (r, f(z)) takes the same literal values, to observe that correct A —fail occurs if
and only if Az™ A )(stg, f,Z) = 1 occurs in the adaptive experiment (60), i.e.,

Pr correct A —fail] = (60) > 1 — negl’()\),

T,f($)<—f(Xf)[ | W

implying Pr,. r(2) r(x;) [correct] > Pr. y(z)e p(x;) [correct A —fail] > 1 — negl’(\). So, there exists a
random tape 7o, which gives a circuit pair (Czp, f.r, De,p, f.ro)> Such that Dy, 1,0 (Crp 1.0 (f(7))) =
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f(z) occurs with probability at least 1 — negl’()\) for f(z) < f(X¢). Otherwise,
p g f

Pr correct] = Pr correct | r| -Pr|r

< (1 —negl'(\)) - ZPr [r] =1 —negl’()\),
T
T
leading to a contradiction. Note the both Cy , f,, and Dy , ¢, are polynomial-size circuits since the

hardcoded random tape 7y is polynomial-size and the two circuits run in polynomial time given this
ro. Thus, (Ce.p. f.r0» De.p.f.r,) contradicts the Yao entropy H°(f(Xf)) > p. O

F Public Parameters of Three-Halves
The following public constants are suggested by three-halves [RR21].

71 0[00[107
00[10/10
Loooo L of1 0[10[1 0
M = eF*6,  K=|0101][01]01| € F3*¥,
010001 00[01]10[11
00[10[01
010010
1 00[01]10]
r10[0007
01/000
Voo 10[001
_ (Vou| _ |01)0T1 2x5\4 _ T8x5
V= ‘/10 - 10101 G(FQ )_FZ )
Vi1 01/001
10[100
101010
1 0/0 0[0 00 O
01/00/00[00
Vt=|11/00[11[00| € F5*®,
11(11[00/00
00(00/10[10
C[1110] o _|(10/01 24
SL_[1001_€]F2 o SE= o) €
007 00
11 4 10 4
R = 01 (SR 1 € F3*%,
10 01
70 0[107
01]00
R, 00 00[10
_ Rp,Ol _ QOO 2x4\4 _ m8x4
RP_ Rp,lO - 0000 E(FZ )_FQ .
R, 01/00
00[00
1 00[00_
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The distribution R is defined as sampling two uniform bits [r LT R] < F2 and returning

R{$,00 10 01
/
s . |10 |01 1214 _ mdx2
Ry = R{$10 =TL Drr 01 € (F3*°)" =F5°.
R{$11 10 01
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