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Abstract. In this paper, we consider tight multi-user security under

adaptive corruptions, where the adversary can adaptively corrupt some

users and obtain their secret keys. We propose generic constructions for

a bunch of primitives, and the instantiations from the matrix decisional

Diffie-Hellman (MDDH) assumptions yield the following schemes:

(1) the first digital signature (SIG) scheme achieving almost tight strong
EUF-CMA security in the multi-user setting with adaptive corrup-
tions in the standard model;

(2) the first public-key encryption (PKE) scheme achieving almost tight
IND-CCA security in the multi-user multi-challenge setting with
adaptive corruptions in the standard model;

(3) the first signcryption (SC) scheme achieving almost tight privacy and
authenticity under CCA attacks in the multi-user multi-challenge

setting with adaptive corruptions in the standard model.
As byproducts, our SIG and SC naturally derive the first strongly se-

cure message authentication code (MAC) and the first authenticated
encryption (AE) schemes achieving almost tight multi-user security un-
der adaptive corruptions in the standard model. We further optimize
constructions of SC, MAC and AE to admit better efficiency.

Furthermore, we consider key leakages besides corruptions, as a natu-
ral strengthening of tight multi-user security under adaptive corruptions.
This security considers a more natural and more complete “all-or-part-
or-nothing” setting, where secret keys of users are either fully exposed
to adversary (“all”), or completely hidden to adversary (“nothing”), or
partially leaked to adversary (“part”), and it protects the uncorrupted
users even with bounded key leakages. All our schemes additionally sup-
port bounded key leakages and enjoy full compactness. This yields the
first SIG, PKE, SC, MAC, AE schemes achieving almost tight multi-user
security under both adaptive corruptions and leakages.

1 Introduction

Cryptography aims to provide two fundamental security guarantees: privacy
and authenticity. Centered around privacy and authenticity, a variety of crypto-
graphic primitives are developed, including public-key encryption (PKE), sym-
metric encryption (SE), digital signature (SIG), message authentication code
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(MAC), signeryption (SC), authenticated encryption (AE), etc. To rigorously
define security notions for these primitives, proper security models have to be
set up according to their working environments and the adversaries’ attacking
abilities. Along the path of proving security, PKE and SE are defined with in-
distinguishability under chosen plaintext/ciphertext attacks (IND-CPA/CCA),
SIG and MAC are defined with existential unforgeability under chosen message
attacks (EUF-CMA), and SC and AE with both privacy (Priv) and authenticity
(Auth). To prove a specific primitive construction achieves the security goals,
the most important technique is security reduction. Roughly speaking, a secu-
rity reduction establishes a link from an adversary A against the security of a
primitive to another adversary B solving a well-studied computationally hard
problem, such as the decisional Diffie-Hellman (DDH) and learning with errors
(LWE) problems, with approximately the same running time. The ratio of A’s
advantage €4 to B’s advantage eg is defined as the loss factor £ := € 4/eg, which
measures the quality of the security reduction.! If £ is a small constant, we call the
reduction tight. Tight security is more desirable than non-tight one, since it en-
ables a theoretically-sound instantiation without the need to compensate a secu-
rity loss by increasing key lengths or group sizes, and allows universal key-length
recommendations for applications. Many works (e.g., [12, 18, 19, 24, 28, 21]) also
consider the tightness notion called almost tight, where ¢ depends at most lin-
early (or even better, logarithmically) on the security parameter A. For ease of
exposition, we will use the term “tight” to denote “(almost) tight” as conven-
tionally did [18, 19, 24, 28, 21], but we will detail the security loss in the security
theorems and scheme comparisons to reflect almost tightness.

Tight Multi-User Security under Adaptive Corruptions (MU€). Cryp-
tographic primitives are usually deployed in multi-user settings. But most of the
security models for the primitives only consider single user. This is acceptable,
since single-user security generally implies multi-user security via a security re-
duction called hybrid argument. But the price is a large loss factor ¢ at least
n@, where n is the number of users and @ the number of instances per user [6].
Considering billions of users and trillions of running instances over Internet, the
security loss £ can be as large as 26, Such a large loss factor does hurt and has to
be taken into account in the security parameter configuration during the deploy-
ment of primitives over Internet. To avoid a large loss factor that varies with the
number of users and/or the number of target instances, many works [23, 18, 19]
(to name a few) focus on primitive design with tight multi-user security.
Compared with a single-user setting, a multi-user environment becomes more
involved and leaves more opportunities to adversaries implementing new attacks.
An important attack is key corruption in that the adversary takes full control
of some users and of course their keys. This happens since some adversary may

! Strictly speaking, the loss factor is defined as £ := (ea/eg) - (T(B)/T(A)), where
T(A) and T(B) denote the running time of A and B, respectively. For reductions
where T(A) and T(B) are approximately the same (as in many related works and
also in this work), the loss factor can be simplified to €4 /e5.



snatch secrets from some user by system hacking or from key exposure due to
the user’s bad key management. Therefore, it is reasonable for us to consider
Multi-User security under corruptions, which we denote MU or more precisely
MUS-XX with notion XX depending on the primitive.? The existing works on
MU°€ indicates that pursuing tight MU€® security is not easy, as shown below.

Technical Difficulties in Achieving Tight MU°® Security. As pointed out
in [14, 21], there is a seemingly paradoxical technical problem needing to be
addressed for proving tight MUS-CMA security of SIG. On the one hand, the
security reduction algorithm has to know the signing keys of all users so that it
can successfully answer adversary’s adaptive corruption query without resorting
to a guessing strategy. On the other hand, the reduction algorithm should also be
able to extract an answer to the underlying computationally hard problem from
the adversary’s forged signature. However, if the reduction knows all the signing
keys, it should be able to forge a signature by itself without the adversary.
There exist similar technical problems in achieving tight MUS security for
other primitives. For example, to achieve tight MU-CPA/CCA security for PKE,
the security reduction algorithm has to know the secret keys of all users to avoid
the loss factor incurred by a guessing strategy. On the other hand, it should also
be able to extract an answer from the adversary’s guessing of challenge bit. This
seems to lead to a similar paradox since the reduction can decrypt the challenge
ciphertexts to learn the challenge bit by itself if it knows all the secret keys.

Impossibility Results on Tight MU Security. In fact, there is a line of
research which showed impossibility results on tight MU® security for a class of
PKE, SIG, MAC and AE schemes that meet certain conditions.

— PKE. Bader et al. [5] proved that there exists no tight security reduction
from MUS-CPA/CCA security of PKE to non-interactive assumptions, if the
relation between public key and secret key is “unique” or “re-randomizable”.

— SIG. The above impossibility result for PKE also applies to MUS-CMA
security of SIG, except that the relation is defined for the verification key
and signing key [5]. Alternatively, if the signing algorithm is a deterministic
one, there exists no tight security reduction from MUS-CMA security of SIG
to bounded-round assumptions [32].

— MAC. Morgan et al. [32] showed that if MAC is a deterministic one, then
there exists no tight security reduction from MU-CMA security of MAC to
bounded-round assumptions.

— AE. Jager et al. [25] proved that if AE satisfies a minimal key uniqueness,
any reasonable reduction from MU to single-user security is not tight.

These impossibility results indicate that it is not an easy job to obtain tight
MU¢€ Security. However, it does not eliminate all hopes as long as we can find
ways bypassing the conditions leading to the impossibility results.

2 For primitives like PKE, SC, AE, we also consider Multi-User Multi-Challenge secu-
rity under corruptions to capture multiple challenge ciphertexts, denoted by MUMCE.



Possibility Results on Tight MU€® Security. There are very few construc-
tions in the literature proved to have tight MU security, even in the Random
Oracle (RO) model.

— PKE. To the best of our knowledge, only one PKE scheme in [29] is proved
to be tightly multi-user multi-challenge CCA secure under adaptive corrup-
tions (MUMCE-CCA). Its security proof relies on the RO model.

— SIG. Gjgsteen and Jager [20] and Pan and Wagner [35] proposed tightly
MUS-CMA secure SIG schemes in the RO model. Bader et al. [4] constructed
a tightly MUS-CMA secure SIG scheme in the standard model. Its tree-based
component makes the signature non-compact. Recently, Han et al. [21] de-
signed a new MUS-CMA secure SIG in the standard model. Their scheme
enjoys compact signature while having non-compact public parameters (con-
sisting of over a thousand group elements).

It is more desirable to pursue strong MU°-CMA security of SIG, which even
guarantees the hardness for adversary to forge a new signature for an already
signed message, thus additionally ensuring “non-malleablility” of signatures.
Strongly MUS-CMA secure SIG has important applications in building more
complex primitives such as SC [3] and authenticated key exchange (AKE)
[14], where it can help SC to achieve ciphertext integrity (authenticity) [7]
and AKE to achieve strong notion of “matching conversations” security [8]
(see more discussions in [14]). One may want to resort to the Generalized
Boneh-Shen-Waters (GBSW) transform [38] to convert a (non-strongly) se-
cure SIG scheme to a strongly secure one, with the help of chameleon hash
functions. However, the GBSW transform was originally proposed in the
single-user setting, and was recently extended to the multi-user setting in
[30], but without the consideration of corruptions. As noted in [30], it seems
difficult to show that the GBSW transform also works under corruptions
and preserves the tightness, i.e., converting a tightly MU*-CMA secure SIG
scheme to a tightly and strongly MUS-CMA secure one. The reason is, the
resulting SIG scheme contains the trapdoor of chameleon hash in its secret
key, thus corruption of secret key means revealing of trapdoor, which is not
supported by the security of chameleon hash [30].

Up to now, only one SIG scheme in a recent work [14] is proved to have
tight strong MUS-CMA security, based on the RO model.

— SignCryption(SC). In [9], Bellare and Stepanovs defined multi-user secu-
rity for SC to cover both insider and outsider security. Their security notions
are essentially multi-user CCA security under adaptive corruptions which
considers both privacy (MUMCS-Priv) and authenticity (MUMC®-Auth). They
also designed a SC scheme with security proved in the RO model.

— MAC and AE. Note that SIG naturally implies a MAC scheme and SC
implies an AE scheme. As far as we know there is no approach to tight MUS-
CMA security other than derived from SIG. Similar statement holds for AE.

Up to now, there exists no PKE scheme achieving tight MUMC®-CCA security,
no SIG and MAC achieving tight strong MU-CMA security, and no SC and AE
achieving tight MUMC®-Priv& Auth in the standard model. The challenges are:



Can we fill the aforementioned blanks on tight MUS security in the standard
model? Can we step even forward by considering tight multi-user security under
not only adaptive corruptions but also key leakages?

1.1 Owur Contributions

We propose generic constructions for a bunch of primitives and prove their tight
multi-user security under adaptive corruptions and key leakages.

e We propose generic constructions of SIG, PKE, SC, MAC, AE and prove
their MU€ security with tight security reductions. The instantiations yield
the following concrete schemes from the matrix DDH (MDDH) assumptions
[17] (which corresponds to the standard DDH, k-Linear assumptions under
different parameters) over asymmetric pairing groups in the standard model:

— the first PKE scheme achieving almost tight MUMCS-CCA security in
the standard model;

— the first SIG scheme achieving almost tight strong MU*-CMA security in
the standard model;

— the first SC scheme achieving almost tight MUMC®-Priv& Auth security
in the standard model;

— the first MAC scheme achieving almost tight strong MUS-CMVA security
in the standard model;

— the first AE scheme achieving almost tight MUMCS-Priv& Auth security
in the standard model.

Moreover, all our schemes are fully compact, i.e., all the parameters, keys,
signatures, ciphertexts consist of only a constant number of group elements.

e We formalize stronger multi-user security notions for the primitives under
not only adaptive corruptions but also key leakages, denoted by MUc¢! In
addition to MUS, the MU security protects the uncorrupted users even if
adversary also obtains bounded leakage information on their secret keys.

Key leakage [2, 34] is closely related to corruption, especially in the multi-
user setting, and MU is a natural strengthening of MU¢. The reason is as
follows. Existing MU€ security considers an “all-or-nothing” setting, where
secret keys of users are either fully exposed to adversary (“all”) or completely
hidden to adversary (“nothing”), and it protects the uncorrupted users. In
realistic environments, there would naturally be users whose secret keys are
only partially leaked to adversary (“part”). These users sit in a situation that
is neither “all” nor “nothing”. The new MU security additionally takes into
account the security of these users. Hence the new MU' security considers
a more natural and more complete setting of “all-or-part-or-nothing”.

Thanks to the leakage resilience property of the building blocks, the
almost tight MU security of all our SIG, PKE, SC, MAC, AE schemes can
be further strengthened to support key leakage, thus achieving almost tight
MU security.



e At the heart of our constructions is new technical tool called Publicly-
Verifiable Quasi-Adaptive Hash Proof System and a set of new properties
for it. These, together with our novel tight proof strategies for handling cor-
ruptions, help us circumvent the seemingly paradoxical technical problems.

We refer to Table 1 and Table 2 for comparisons of our SIG and PKE with
known schemes, respectively. We also show the size of parameters and compare
the compactness of the schemes in Table 5 and Table 6 in Appendix A.

In summary, our work shows that almost tight MU€ security (and even to-
gether with full compactness) for SIG, PKE, SC, MAC and AE are achievable in
the standard model. Moreover, our MDDH-based schemes support bounded key
leakages as well, thus our work also provides the first schemes achieving almost
tight MU security, no matter in the standard model or RO model.

Table 1. Comparison of signature (SIG) schemes that have (almost) tight MU-CMA
security under adaptive corruptions (MU®-CMA). The column Standard Model shows
whether the security is proved in the standard model. The column Strong Security
shows whether the scheme is proved strongly existentially unforgeable. The column
Corruption? asks whether the security is proved in the presence of adaptive corrup-
tions. The column Leakage? asks whether the security is proved additionally in the
presence of key leakages, and if so, a leakage rate (defined as the ratio of leakage amount
to secret key size) is presented. The column Full Compactness shows whether the
scheme is fully compact (i.e., all the public parameters pp, verification key vk, signing
key sk and signature o consist of only a constant number of group elements or lattice
vectors), and if not, the non-compact part is presented. The column Security Loss
shows the security loss factor of the reductions, where A denotes the security parameter.
The column Assumption shows the computational assumption on which the security
is based.

SIG Scheme Sﬁz‘;‘:‘{d Ssef:I::iltgy ‘ Corruption? | Leakage? | Full Compactness Sefg:;ty ‘ Assumption
BHJKL [4, 23] v - v - X (non-compact o) o(1) MDDH
GJ [20] X - v - v o(1) DDH
DGJL [14] x v v - v o(1) DDH or ¢-Hiding
HJKLPRS [21] v x v - X (non-compact pp) o) MDDH
PW [35] x - v - % (non-compact vk) o(1) LWE
Our SIGvppH v v v v (2 —o(1) v O(log \) MDDH

Table 2. Comparison of public-key encryption (PKE) schemes that have (almost) tight
MUMC-CCA security under adaptive corruptions (MUMC®-CCA) or key leakages. The
columns have similar meanings as those in Table 1.

PKE Scheme Sﬁ‘;ﬂ?{d Corruption? Leakage? ‘ Full Compactness SEEIOI:;ty ‘ Assumption
HLLG [22] v - v (F—o(1) v O(log \) MDDH
LLP [29] X v - v o(1) CDH

Our PKEmppH v v v (3 - o(1) v O(log \) MDDH




2 Technical Overview

In this section, we provide a technical overview of our results. We show the main
ideas in our generic constructions of SIG and PKE, and give a high-level overview
of their tight MU€S security proofs in Subsect. 2.1 and Subsect. 2.2, respectively.
We describe our SC, MAC and AE constructions and how to optimize them
in Subsect. 2.3. Then in Subsect. 2.4, we explain the instantiations from the
MDDH assumptions and explain why our aforementioned constructions support
key leakage and achieve tight MU security. Finally, in Subsect. 2.5, we compare
our technique with existing techniques for tight MU€ security.

2.1 Our SIG: Technical Overview

Our starting point is a useful tool called Quasi-Adaptive Hash Proof System
(QA-HPS), which was proposed by Han et al. [22] for achieving tight leakage
resilient security of PKE. QA-HPS generalizes HPS [13] with a collection & =
{L,}, of NP-languages (£, C &X) and a family of projection functions a.). The
projection key is determined by pk := «,(sk), hence depends on language L,,.
Meanwhile, QA-HPS has two ways of computing the hash value Agx(x): the
public evaluation Pub(pk, z,w) for the instance x € £, with witness w, and the
private evaluation Priv(sk, z) for € X. Its correctness requires Pub(pk, z,w) =
Priv(sk,xz) = Ag(x) for € L,. Moreover, the subset membership problem
(SMP) asks the computational indistinguishability of x <—s £, and = s X.

Another technical tool is Quasi-Adaptive Non-Interactive Zero-Knowledge
argument (QA-NIZK) proposed by Jutla and Roy [26], where the common refer-
ence string crs depends on language £,. For tag-based QA-NIZK [27], there are
two ways of generating a proof 7 for € £, w.r.t. tag 7: Prove(crs, 7, 2, w) using
a witness w for « € £,, and the simulator Sim(crs, tdes, 7, ) using a trapdoor
tders. With Vrfyyzi (crs, 7, 2, ), one can verify whether  is a valid proof. Perfect
zero-knowledge requires that the proofs generated by Prove and Sim are iden-
tically distributed. Besides, unbounded simulation-soundness (USS) [37, 24, 1]
stipulates that a PPT adversary cannot prove a false statement ¢ £,, even if
it can obtain multiple simulated proofs for instances not necessarily in £,.

QA-HPS and HPS have found wide applications in designing PKE [13], MAC
[15], etc. However, there are rarely applications in building SIG schemes, mainly
because the designated-verifier style inherent in (QA)HPS is insufficient to sup-
port public verification of SIG. To fill the gap, we propose a new tool.

Publicly-Verifiable QA-HPS. The core technical tool underlying our SIG
construction is a Publicly- Verifiable variant of QA-HPS, or PV-QA-HPS in short,
which enables public verification of hash values with an extra verification key.
We introduce a verification key generation function v(-) to compute verification
key vk := v(sk), and a verification algorithm Vrfy,ps(vk, z, hv) to check whether
an element hv equals the hash value A (z) of x with the help of vk.

We also define two important properties for PV-QA-HPS, which play essen-
tial roles in the tight security reduction of our SIG.



e Verification soundness. It is a computational property requiring that,
given all secret /verification key pairs {(ski, vk;) }ie[n), it is hard for any PPT
adversary to come up with an index i* € [n], an instance z* € X and a hash
value hv* which is false but passes the verification w.r.t. key pair (sk;«, vk;+),
ie., hv* # Agp,. (x*) but Vrfyypg(vkix, 2*, hv™) = 1.

o (%, Z)-One-Time(OT)-extracting. It is a statistical property param-
eterized by two language collections 4y = {L,,},, and £ = {L,},. It
demands that the hash value Ag,(z*) for any z* € £, € £ retains a large
enough min-entropy, even conditioned on the verification key vk = v(sk)
and the projection key pk, = a,,(sk) w.r.t. language £,, € Z,. This min-
entropy makes sure that any (unbounded) adversary is unable to guess the
correct hash value Az (x*), except with a negligible probability.

Our SIG from PV-QA-HPS and QA-NIZK. The building blocks for our
SIG construction consists of a PV-QA-HPS scheme PVQAHPS = (., v(-), Pub,
Priv, Vrfyyps) for both language £, € . and language £,, € %, a tag-based
QANIZK = (Prove, Vrfyyzk, Sim) for £, and a collision-resistant hash function
H. The signing and verification keys of SIG are just the secret key sk and
verification key vk = v(sk) of PVQAHPS. The signature for message m is

o= (z ¢s L,, d:= Priv(sk, ), 7 := Prove(crs, 7, z,w) )*, with 7 := H(vk, m).

The verification of SIG checks Vrfyyps(vk, z,d) = 1 and Vrfyyzg(crs, 7, z, m) = 1.

In the strong MUS-CMA security model, adversary A adaptively issues user-
message pairs (i,m) to the signing oracle and obtains valid signatures o. It can
also issue corruption queries and get the corresponding signing keys. A tries to
output a fresh and valid forgery (i*,m*,o*) ¢ {(i,m,o)} for an uncorrupted
user ¢*.

Our tight strong MU®-CMA security proof goes with three steps. See also Fig.
1 for a graphical high-level overview.

Step 1. Switch language from £, to £,, for signing queries. Through sign-
ing queries, A obtains a bunch of tuples (i,m,o = (z,d, 7)), where o is a
valid signature of m under sk;.

e According to the perfect zero-knowledge of QANIZK, the computation of
m by Prove can be replaced by Sim without any witness of z € £,.

e By the hardness of (multi-fold) SMP, the samplings of all  can be
changed from x <—s £, to x < L,,.

e For x € L,, with witness w, d := Priv(sk;, z) = Pub(a,,(sk;), z, w). So

o= ( x s Ly, d:= Pub(ay,(sk;),z, w),n := Sim(crs, tders, 7, x) )

3 This means that PVQAHPS works correctly both for = € £, with pk = a,(sk) and
x € Ly, with pk = ap, (sk).

4 Here p is part of the public parameters of SIG and is chosen from the language
collection .Z by the setup algorithm of SIG, while w is a witness for x € £, and is
picked along with = <—s £, by the signing algorithm of SIG.
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Fig. 1. The high-level overview of our proof strategy for tight strong MU°-CMA security
of SIG. The black arrows illustrate language switches, and the blue arrows as well as
the blue brace show the applications of quasi-adaptive properties.

Now a, (sk;) (out of the whole sk;) suffices for generating o.

Step 2. Restrict language from X to £, in the forgery. A’s forgery (i*, m",
o* = (a*,d*,7*)) is successful if it is fresh and passes the validity check
Vrfyyps (vkix, o, d*) = 1AVrfyyzx (crs, 7%, 2%, 7*) = 1 with 7% := H (vk;», m*).
e By the verification soundness of PVQAHPS, the check of Vrfyypg(vk;«, x*,
d*) =1 can be replaced by d* = Priv(sk;~, z*).
e The USS property of QANIZK makes sure that «* € £, in the forgery,
except with a negligible probability.

Strategy for corruptions in reductions. Note that in the above two steps,
when reducing to SMP or QANIZK; the reduction algorithms can choose all
users’ signing keys themselves. As for the verification soundness of PVQAHPS,
the reduction algorithm gets all users’ signing keys from its own challenger.
Therefore, all of them are able to handle A’s adaptive corruption queries.

Step 3. A’s forgery fails due to the (%, ¥)-OT-extracting property.
Now all information about sk;« that A learns from the signing queries is
limited to the projection key a,, (sk;+) on language £,,. On the other hand,
z* in A’s forgery is restricted in £, and A wins only if d* = Priv(sk;«, z*).
By the (%, -Z)-OT-extracting property of PVQAHPS, A hardly succeeds.

How we circumvent the seemingly paradoxical technical problem. Now
we conclude how we circumvent the paradoxical technical problem for achieving
tight strong MU-CMA security of SIG: our proof goes with a constant number
of computationally indistinguishable changes to arrive at a final game where the
technical problem has turned into a statistical one.

(1) All the reduction algorithms to computational properties or problems possess
the signing keys of all users to handle adaptive corruption queries.

(2) After arriving at a statistical problem ((%, Z)-OT-extracting property), it
is hard for the adversary to forge valid signature information-theoretically.



How we circumvent the existing impossibility results. Below we explain
how we circumvent the impossibility results on tight MU security. Recall that
the impossibility results apply to a SIG scheme when the relation between the
verification key and the signing key is “unique” or “re-randomizable” [5], or the
signing algorithm is a deterministic one [32].

Firstly, the signing algorithm of our SIG is not a deterministic one since it
samples a random element x from £, with witness w.

Next, we show that the relation between the verification key vk = v(sk) and
the signing key sk of our SIG is neither “unique” nor “re-randomizable”, by the
properties we defined for PV-QA-HPS.

— The relation is not “unique” due to the statistical (%, %)-OT-extracting
property of PV-QA-HPS. Suppose, towards a contradiction, that the relation
is unique, then an (unbounded) adversary can uniquely determine sk from
v(sk), and thus break the property easily by computing hv* = Ag(z*) for
any z* € L,.

— The relation is not “re-randomizable” due to the verification soundness prop-
erty of PV-QA-HPS. Suppose, towards a contradiction, that the relation is
re-randomizable, then for any user * € [n], an adversary can resample an-
other sk. from vk;« and sk;, such that vk;« = v(sk;+) = v(skj.). Then the
adversary picks z* from X uniformly, computes hv* = Ask(ﬁ (z*) using sk.,
and outputs (i*, z*, hv™). On the one hand, since vk;~ is also the verification
key of ski., i.e., vk; = v(ski.), hv* passes the verification w.r.t. vk;«, i.e.,
Vrfyups (Vki«, 2%, hv*) = 1. On the other hand, we have skj. # sk;« with
high probability (> 1/2, by the fact that the relation between vk and sk is
not unique, as shown above), thus hv* = Ay (2*) # Ask,. (z*) with high
probability. Consequently, the adversary breaks the verification soundness
with high probability.

Of course, being neither “unique” nor “re-randomizable” nor “deterministic”
is only a necessary condition for tight MU€S security. To achieve tight MU€ secu-
rity, the cooperation of PV-QA-HPS and QA-NIZK in the design of our SIG as
well as the nice properties of PV-QA-HPS play the most important roles.

2.2 Our PKE: Technical Overview

Our PKE is built upon the recent work [22], where the concept of QA-HPS
was proposed to construct PKE with tight leakage resilient security. That tight
security heavily relies on two statistical properties of QA-HPS: key-switching
and universal. Intuitively, (£, %)-key-switching requires that conditioned on a
projection key o, (sk) w.r.t. language £, € £, the projection key a,, (sk) w.r.t.
language L,, € % can be switched to a,,(sk’) for an independent key sk’.

The PKE in [22] makes use of three QA-HPS schemes, one for masking the
message and the other two for proving the well-formedness of ciphertext. As
far as we understand, it is hard to prove the tight security of their PKE under
adaptive corruptions, since their proof strategy that increases the entropy in
secret keys gradually does not work in the presence of corruptions.
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To support corruptions in the tight security, (1) we define new properties for
QA-HPS, (2) we use another approach: QA-HPS with new properties to mask
the message and QA-NIZK to prove the well-formedness of ciphertext, and (3)
we develop a new proof strategy to achieve tight MUMCCS-CCA security.

QA-HPS with New Properties. We define two new properties for QA-HPS.

e Multi-language multi-fold SMP. This new type of SMP asks the compu-
tational indistinguishability of (.Ti,j s Lp)ie[n].jE[Q] and (xw- s Lp(1r>)i€[7z].j€[Q]7
. ¢ :
where £, € £, and ﬁpu), ey [,p(n) € % are n independent languages chosen
0 0

from %y. Jumping ahead, this new SMP enables us to switch the language
L, to different languages {ﬁpu) }iepn) for different users in our tight proof.
0

o %)-Multi-key multi-extracting. It demands the pseudorandomness of
multiple hash values {Ag, (%) }ien),je[@) of multiple instances x1,...,2q €
L,, under uniformly and independently chosen keys ski, ..., sky.

Our PKE from QA-HPS with New Properties and QA-NIZK. The
secret and public keys of PKE are just the secret key sk and projection key
pk = a,(sk) of QA-HPS for language L£,. The ciphertext for plaintext m is

c:=(x <3 L,, d:=Pub(pk,z,w)+m, 7 := Prove(crs,7,z,w)), witht := H(pk,d).

The decryption of ¢ = (z,d, ) checks whether Vrfyyzx(crs,7,2,m7) = 1 and
recovers m := d — Priv(sk, z) after a successful check.

It is interesting to note that our PKE shares a similar design with our SIG.
However, their tight proofs are quite different.

In the MUMCE-CCA security model, adversary A adaptively issues encryption
queries (i*,mg,m1) to encryption oracle and obtains challenge ciphertexts ¢* =
(x*,d*, 7*) that encrypts mg under pk;», where 8 <—s {0,1} is the challenge bit.
It can issue corruption queries and get the corresponding secret keys, and issue
decryption queries (i,¢ = (z,d, 7)) and obtain the decryption of ¢ under sk;.
Finally A outputs a guessing bit 8’ and wins if 5’ = 3.

Our tight MUMCS-CCA security proof goes with five steps. See also Fig. 2 for
a graphical high-level overview.

Step 1. Switch language from £, to {Epém }i=e[n) for encryption queries.
Through encryption queries (i*,mg, m1), A obtains multiple challenge ci-
phertexts ¢* = (x*,d*, 7*).

e According to the perfect zero-knowledge of QANIZK, the computation of
7 by Prove can be replaced by Sim without any witness of * € £,,.

e By the correctness of QAHPS, the computation of d* by Pub can be
replaced by d* := Priv(sk;-,2*) + mg, without any witness of 2* € £,.

o By the new multi—language multi-fold SMP, for each user i*, the sam-
plings of all * can be changed from z* <= £, to z* <= L P

e For each user i*, since z* € L Pl with witness w* We have d* =
Priv(sk;«, x* )+ mg = Pub(a w)(skz ), *, w*) + mg. Hence
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Step 1: i
Multi-language Step 3: 1
. p 3: Step 4: SMP '
multi-fold SMP  * € /.',pl()m Key switching x* e ﬁpé” P i
/ Ctp(l) (Skl) —— (Xp(l) (‘:]fi) \ % r E Step 5: Multi-Key
0 0 HAS pPo > Multi-Extracting
I
i
|
i
i

{ap(ski)} \ S : : / {op, (skiz) } Plaintexts are
z* e ﬁpén) z* e Ep((]") hidden by
{ Ak (=)}

Lt el,

.- Decryption Queries ___________________ . - Public Keys ---------, - Corruption Queries ---,
! Step 2: USS . [ '
D orex 2227 ze L, i . :
f k bk = ap(ski) )t {ski} E
b {ski} {ap(ski)} 1 P |

gy L i

Fig. 2. The high-level overview of our proof strategy for tight MUMC®-CCA security
of PKE. The black arrows illustrate language switches, and the blue arrows as well as
the blue brace show the applications of quasi-adaptive properties.

*

¢ = ( ¥ s ﬁp(m, d* = Pub(apm)(ski*),a:*.,w*) +mg, 7 := Sim(crs, tders, 77, ) )
Now {apm) (ki) }ivepn) (out of whole {sk- };-c[)) suffices for generating c*.
0

Step 2. Restrict language from X to £, for decryption queries. For query
(i,¢ = (z,d,m)), A obtains m := d — Priv(sk;, ) if Vrfyyzx(crs, 7, z,m) = 1.
e The USS property of QANIZK makes sure that A obtains m only if
x € L, in the decryption query, except with a negligible probability.
Hence A learns only {a,(sk;i) }ic[n) (out of {sk;};c[n)) from decryption queries.

Step 3. Switch {sk;- };-¢[, to new keys {sk. }i+epn) for encryption queries.
Note that to avoid trivial attacks, A is not allowed to corrupt those users
i* for which A issues encryption queries. Thus for such users i*, after the
first two steps, A’s information about sk;» can be summarized by «,(sk;«)
(involved in public keys and decryption oracle) and a6 (ski~) (involved in

encryption oracle).
e According to the (£, %)-key-switching property of QAHPS, ) (sk;x)
0
can be switched to Qi) (sk’.) to compute d* for encryption queries, with
0

skj. uniformly and independently chosen.
Though there are n switches, it does not lead to a loose security reduction,
since key-switching is a statistical property of QAHPS.
As a result, new independent secret keys {sk.. }i*eln) are split from the orig-
inal {sk;- };~¢[n), and are only used for answering encryption queries.

Step 4. Switch languages {Epm)}i*e[n} to £L,, for encryption queries.
0

The argument is similar to step 1. As a result, the computation of d* :=
Pub(ozpém (ski), x*,w*) + mg is changed to d* := Pub(a,, (skj.),z*, w*) +

mg, which is equivalent to d* := Ay (x*) + mg.
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Step 5. Plaintexts mg are perfectly hidden due to the .Zj-multi-key-
multi-extracting property. Note that the new keys {sk. }ire[n) are uni-
form and only used for computing d* := Agy (2*) + mg.

e By the %-multi-key-multi-extracting of QAHPS, the hash values Ay (2*)
are pseudorandom, so all the d*’s can be replaced by random elements.

Hence d* perfectly hides mg, and A has no advantage in guessing .

Strategy for corruptions in reductions. Similar to the security reductions
for SIG, the reduction algorithms in steps 1, 2, 4, 5 can handle A’s adaptive
corruption queries by choosing all users’ secret keys themselves.

In particular, in step 5, new keys {sk. }irepn) (for answering encryption
queries) have been split from {ski«};-c[n) (for answering adaptive corrup-
tions, decryption queries and generation of public keys). Thus the reduction
algorithm to the Zp-multi-key-multi-extracting property of QAHPS is able
to implicitly set {sk;*}i*e[n] as the keys chosen by its own challenger, but
choose {sk;- };+c[n itself to deal with A’s adaptive corruption queries.

How we circumvent the seemingly paradoxical technical problem. Now
we conclude how we circumvent the paradoxical technical problem for achieving
tight MUMCS-CCA security of PKE: our proof goes with a constant number of
computationally indistinguishable changes, as well as n statistical changes, to
arrive at a final game where the challenge ciphertexts are no longer generated
by the users’ real secret keys.

(1) All the reduction algorithms to computational properties or problems possess
the secret keys of all users to handle adaptive corruption queries.

(2) With n statistical changes ({-Z, %)-key-switching), new and independent
secret keys (for generating challenge ciphertexts) have been split from real
secret keys (for corruption and other queries), ready for the final game.

(3) In the final game, the reduction algorithm (for £p-multi-key-multi-extracting)
can embed its challenge instances in the new secret keys to randomize chal-
lenge ciphertexts, and sample the real secret keys itself to handle adaptive
corruption queries from the adversary.

How we circumvent the existing impossibility results. Recall that the
impossibility results apply to a PKE scheme when the relation between the
public key and the secret key is “unique” or “re-randomizable” [5]. For reasons
similar to our SIG (as shown in Subsect. 2.1), we can show that the relation
between the public key pk = «,(sk) and the secret key sk of our PKE is neither
“unique” nor “re-randomizable”, by the new properties we defined for QA-HPS.

2.3 Our SC, MAC and AE: Technical Overview

Our SC. There are a variety of constructions for building SignCryption (SC)
from SIG and PKE, encompassing “Encrypt-then-Sign”, “Sign-then-Encrypt”,
“Encrypt-and-Sign”, etc. [3, 9]. However, there is no SC available with tight
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MUMCE-Priv& Auth (multi-user multi-challenge CCA privacy and authenticity
under corruptions) in the standard model. As far as we see, this is mainly due
to the missing of tightly strongly MU secure SIG and tightly MU secure PKE.

Our SIG and PKE constructions fill the blank and immediately lead to tightly
MUMC®-Priv & Auth secure SC.

Moreover, we can optimize the SC construction by taking advantage of the
similar structures and compatible underlying building blocks of our SIG and
PKE. In our optimized construction of SC, we integrate the ciphertext of PKE
and signature of SIG in a more efficient way of reusing the instance x € £, and
the proof m of QANIZK, and the signcryption of message m is now given by

¢:=(z s L,, d:=Pub(pk,,z,w)+m, d:= Priv(;ES,:L‘), m := Prove(crs, T, 2, w)),

where 7 := H (%s,pkr,d,g), pk,. is receiver’s public (encryption) key and sk
sender’s secret (signing) key. The tight MUMCE-Priv& Auth security of our SC
can be proved similar to the tight MUS security of PKE and SIG.

Our MAC and AE. A SIG scheme is itself a MAC scheme and a SC scheme is
an AE scheme, when taking the secret key as the symmetric key. Therefore, our
SIG and SC constructions immediately lead to a strongly MUS-CMA secure MAC
and MUMCES-Priv & Auth secure AE. However, we can do more about MAC since
it does not need public verification. We provide a more efficient MAC following
our SIG construction but replacing the building block PVQAHPS by QAHPS
with new properties. Furthermore, the security of MAC can also be improved
to an even stronger notion, namely strong MU®-CMVA security, which considers
chosen verification attacks as well [15] in addition to strong MU-CMA.

2.4 Instantiations from MDDH Assumptions and Leakage Resilience

Instantiations. We instantiate PV-QA-HPS and QA-HPS with new properties
from the MDDH assumptions. The associated language collections .Z and % are
independently generated linear subspaces [27]. The instantiations stem from the
DDH-based HPS proposed by Cramer and Shoup [13], and rely on pairing groups
to accomplish public verifiability of PV-QA-HPS, inspired by [27]. We provide
tight security proofs for the properties of PV-QA-HPS and QA-HPS based on
MDDH. Below we give a high-level overview of our PV-QA-HPS instantiation.
We rely on an asymmetric pairing group (G, Go, G, €) of prime order p with e :
G1 x G2 — Gp. We use implicit representation of group elements [17], namely,
using []1, [‘]2, [-]r to denote component-wise exponentiations in respective groups
G1,Go,Gr.

e Let us start with the Cramer-Shoup HPS [13]. We describe the MDDH-
based generalized version with & > 1 the MDDH parameter (k = 1 cor-
responds to the original DDH-based version). The hashing key is sk = K €
Zékﬂ)x(%ﬂ) and the projection key is pk = [KAJ; on a linear subspace

language £, = Span([A]1) = {[c]1|3 w € ZE, st.[c]; = [Aw];} with
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p=1[A]; € ngk+1)Xk. For an instance [c|; = [Aw]; € £,, the HPS hash
value is given by [hv]; =

(private evaluation) K -[c]; = [KA]; -w (public evaluation).

e To support public verification, we resort to pairing technique, inspired by
the Kiltz-Wee QA-NIZK [27]. We use vk = [KB], as the verification key

with matrix [B], € ngH)Xk defined by the MDDH assumption. Then, the

correctness of hash value [hv]; < [Kc]; can be verified publicly via pairing:

?

e([h']1,[Bl2) = e([c |1, [KB]2) (= [(Ke) Blr).

Verification soundness. This is tightly implied by the Kernal Matrix DH
(KerMDH) assumption [33], which in turn is implied by the MDDH assump-
tion [33]. If the adversary is able to produce an incorrect hash value [hv]; #
[Kc]; but passes the public verification e([hv ]1, [B]2) = e([c]1, [K T B]2),
then [hv—Kc]; is a non-zero element such that e([(hv—Kc) '], [B]2) = [0]r,
resulting in a solution to the KerMDH problem defined by [B]s.

(%, Z)-OT-extracting. This holds information-theoretically, where £, =
Span([Ag]1) € % and £, = Span([A]1) € .Z with py = [Ag]; € G{ZFT*F
chosen independently of p = [A];. Note that Ag is (2k+1) by k, Bis (k+1)
by k, and sk = K is (k + 1) by (2k + 1) matrices. Given the projection key
pk,, = [KAo]y wrt. £,, and vk = [K "By, the hashing key sk = K reserves
entropy in its projection on the kernel of Ay and B. Then for any (non-zero)
instance [c]; € £, = Span([A]y), [c]; is outside £,, = Span([Ag];), thus
the reserved entropy of sk = K is transmitted to the hash value [Kc]; so
that the adversary can hardly guess [Kc]; correctly. This holds even if some
extra (bounded) information of sk = K is leaked to the adversary.

The instantiation of tag-based QA-NIZK is adapted from the QA-NIZK
scheme proposed by Abe et al. [1], which has tight USS based on MDDH.

According to our generic constructions, the instantiations of PV-QA-HPS,
QA-HPS and tag-based QA-NIZK result in concrete SIG, PKE, SC, MAC, AE
schemes with tight MU€ security from MDDH in the standard model.

Leakage resilience. Note that HPS is intrinsically leakage resilient [34]. The
leakage resilience can naturally extend to QA-HPS [22], and also to PV-QA-HPS.
More precisely, we define leakage-resilient-(.%p, .#)-OT-extracting property for
PV-QA-HPS (cf. Sect. 4) and adopt the leakage-resilient-(.Z, %)-key-switching
for QA-HPS defined in [22], which are met by our MDDH-based instantiations.
This shows that all our SIG, PKE, SC, MAC, AE schemes not only have tight
MUES security but also support key leakage, thus achieving tight MU security.

The tight MU' security protects our schemes from key leakages on the un-
corrupted users besides adaptive corruptions. When used in the construction of
more advanced protocols, the applications of our tightly MU' secure primitives
may also improve the security of the protocols to be leakage resilient ones. For
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instance, we can always make a drop-in replacement of the tightly MU secure
SIG with our tightly MU' secure SIG in the construction of tightly secure au-
thenticated key exchange (AKE) protocols [4, 31, 21] where the signing key of
SIG serves as the long-term secret key of AKE, and the resulting AKEs readily
augment their tight security with leakage-resilience.

Moreover, our tightly MUMCS“-CCA secure PKE scheme has essential im-
provements in terms of leakage resilience beyond corruptions, compared with
the tightly leakage-resilient CCA-secure PKE scheme in [22]. See Table 2. Con-
cretely, (1) our leakage rate is § —o(1) while theirs is {5 —o(1); (2) our multi-user
leakage model is stronger than theirs, since their model [22, Appendix A.1] does
not allow any leakage queries to any user after the very first encryption query to
any user, while our model allows leakage queries for any particular user until the
first encryption query to that user (cf. Def. 16 and Remark 3 in Subsect. 6.1).
Informally speaking, our PKE achieves the stronger multi-user leakage resilience
mainly due to the introduction of multi-language multi-fold SMP, which helps to

switch £, to different and independently chosen languages {Ep(w} for different
0
users, thus the leakages w.r.t. different users can be handled independently.

2.5 Comparison with Existing Techniques for Tight MU® Security

Most existing works on tight MU® security [4, 20, 29, 14] designed their schemes in
a “double encryption/signing” fashion (the only exception is [21]), and the secret
key of their schemes consists of only one key (say sko) out of two possible keys
(say sko, sk1). For example, in [4, 29], their PKE encrypts plaintext by running
a “sub-encryption procedure” twice (possibly in a correlated way), resulting in
a ciphertext containing two “sub-ciphertexts” of the plaintext, and there are
two decryption ways according to which possible key (sko or ski) is used. In
their tight MU€ security proofs, the reduction algorithms always possess the real
secret keys (sko) of all users, while embed the challenges in the other possible
keys (sk1). With this strategy, their reductions can handle adaptive corruptions.

In contrast, all our constructions are different from the “double encryp-
tion/signing” design. For example, it is hard to split the ciphertext of our PKE
to two “sub-ciphertexts”. So the proof strategy in [4, 20, 29, 14] does not apply.

We develop two different novel proof strategies for tight strong MU<-CMA
security of SIG and tight MUMCS-CCA security of PKE (cf. Fig. 1 and Fig. 2),
respectively. At a high level, we do not “double” the secret key by construction,
but “split” the key during our tight proofs, which can be summarized as first
“switch the languages for different oracles” then “apply quasi-adaptive prop-
erties” (such as (%, Z)-OT-extracting, (£, %p)-Key-switching, Z-Multi-key
multi-extracting).

3 Preliminaries

Notations. Let A € N denote the security parameter throughout the paper,
and all algorithms, distributions, functions and adversaries take 1* as an implicit
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input. Let () denote the empty set. If  is defined by y or the value of y is
assigned to x, we write « := y. For n € N, define [n] := {1,2,...,n}. For a set X,
denote by z <—s X the procedure of sampling = from X uniformly at random.
If D is distribution, x <—s D means that x is sampled according to D. All our
algorithms are probabilistic unless stated otherwise. We use y s A(x) to define
the random variable y obtained by executing algorithm A on input z. We use
y € A(z) to indicate that y lies in the support of A(x). If A is deterministic
we write y < A(z). We also use y < A(x;r) to make explicit the random
coins r used in the probabilistic computation. Denote by T(A) the running time
of A. “PPT” abbreviates probabilistic polynomial-time. Denote by poly some
polynomial function and negl some negligible function. By Pr;[-] we denote the
probability of a particular event occurring in game G;.

The syntax of digital signature (SIG), public-key encryption (PKE) and the
definition of collision-resistant hash functions are presented in Appendix B.

3.1 Language Distribution
We formalize a collection of NP-languages as a language distribution.

Definition 1 (Language Distribution). A language distribution £ is a
probability distribution that outputs a language parameter p as well as a trapdoor
td in polynomial time. The language parameter p publicly defines an NP-language
L, C X,. For simplicity, we assume thal the universe X, is the same for all pa-
rameters p output by all distributions £, and denoted by X. The trapdoor td
18 required to contain enough information for efficiently deciding whether an in-
stance x € X is in L,. We require that there are PPT algorithms for sampling
x s L, uniformly together with a witness w and sampling x <—s X uniformly.

A language distribution is associated with a subset membership problem
(SMP), which asks whether an element is uniformly chosen from £, or X'. SMP
can be extended to multi-fold SMP by considering multiple elements.

Definition 2 (SMP). The subset membership problem (SMP) related to a
language distribution £ is hard, if for any PPT adversary A, it holds that
Advig? (N) == | Pr[A(p,z) = 1] = Pr[A(p, ') = 1]| < negl()), where the proba-
bility is over (p,td) <—s £, x <—s L, and x' s X.

Definition 3 (Multi-fold SMP). The multi-fold SMP related to a language
distribution £ is hard, if for any PPT adversary A and any polynomial QQ =
poly(X), it holds that Adviy"f (N) := | Pr[A(p, {z;}jeq) = U-Pr[A(p, {2 }jeiq)
= 1]| < negl(X), where (p,td) <=s L, x1,...,2q s L, and 7, ...,155 s X.

3.2 Quasi-Adaptive Hash Proof System

Hash proof system (HPS) was proposed by Cramer and Shoup [13], and turned
out to be a powerful tool in a wide range of applications. Han et al. [22] general-
ized HPS in a quasi-adaptive setting, termed as Quasi-Adaptive HPS (QA-HPS),
by allowing the projection key to depend on the specific language £, for which
hash values are computed. We give the definition of QA-HPS according to [22].
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Definition 4 (QA-HPS). A quasi-adaptive hash proof system (QA-HPS) scheme
QAHPS = (Setupyps, (., Pub, Priv) for a language distribution £ consists of
four PPT algorithms:

— PPups s Setupyps: The setup algorithm outputs a public parameter ppyps,
which implicitly defines a hashing key space SKC, a hash value space HV,
and a family of hash functions Ay : X — HV indexed by hashing keys
sk € SK, where X is the universe for languages output by £ .

We require that Ay is efficiently computable and there are PPT algorithms
for sampling sk <—s SKC uniformly and sampling hv <—s HYV uniformly. We
require ppyps to be an implicit input of other algorithms.

- pk, + a,(sk): Taking as input a hashing key sk € SIC, the projection algo-
rithm indezed by language parameter p outputs a projection key pk,,.

— hv < Pub(pk ,, z,w): Taking as input a projection key pk, = a,(sk) specified
by p, an instance x € L, and a witness w for x € L,, the public evaluation
algorithm outputs a hash value hv = Ay (x) € HV .

— hv < Priv(sk, z): Taking as input a hashing key sk and an instance x € X,
the private evaluation algorithm outputs a hash value hv = Ag(x) € HV.

Correctness requires that for all (p,td) € £, ppyps € Setupyps, sk € SK, z € L,
with witness w, pk,, 1= a,(sk), it holds that Pub(pk ,, v, w) = Ay (z) = Priv(sk, ).

We can naturally define QA-HPS for two language distributions .Z and %5,
by requiring correctness to hold not only for language parameters p output by
£, but also for language parameters py output by .%.

We recall a statistical property of QA-HPS from [22], parameterized by x € N
and two language distributions %, %, called k-leakage-resilient(LR)-(£, %o)-
key-switching. Informally speaking, it stipulates that in the presence of a pro-
jection key a,(sk) w.r.t. a language parameter p output by . and given & bits
leakage information about sk, the projection key o, (sk) w.r.t. another language
parameter py output by % can be switched to a,,(sk’) for an independent sk’.

Definition 5 (x-LR-(.Z, %))-Key-Switching of QA-HPS). Letk = k() €
N, and let £ and £ be a pair of language distributions. A QA-HPS scheme
QAHPS for £ supports k-LR-(L, %y)-key-switching, if for any (possibly un-
bounded) adversary A, it holds that eggﬁfﬁ:s()\) = ’Pr[ExpBﬁﬁfXﬁs =

1] - %| < negl(\), where the experiment Expg}iﬁ;f%':s is specified in Fig. 3.

Remark 1. In the experiment Expg’éﬁ;fy::s shown in Fig. 3, A is allowed to

obtain at most k bits leakage information about sk through oracle Oy k: each
time A submits a function L and obtains L(sk) which outputs at least one bit.

Note that A is not allowed to query Opg,x anymore after receiving the chal-
lenge (po, ...) from Ocyar (guaranteed by the variable chal). This is necessary to
exclude the trivial attacks that after seeing pg, A can set L(-) to be the first few
bits of a, (+), thus trivially distinguish a,, (sk) from a,, (sk’).
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(2, Zo)-ks, o
EXPoanps A Oveax(L): Jat most  leakage bits in total

PPups s Setupyps, (p,td) s .Z, (po,tdo) s L If chal = true: Return L

sk, sk’ +s SK Return L(sk)
b s {0,1} //Challenge bit Ocum(): Jlone query
chal := false

chal := true

b s ACLea ()00 (ppoc . a,(sk)) Eb=0:  Return (o, (sk));

If ' = b: Return 1; Else: Return 0 Else b= 1: Return (po, ay, (sk))

Fig. 3. The k-LR~(.Z, %)-Key-Switching experiment Expgﬁ}ﬁ’sﬁxks for QAHPS.

3.3 Tag-based Quasi-Adaptive Non-Interactive Zero-Knowledge

Quasi-Adaptive Non-Interactive Zero-Knowledge argument (QA-NIZK) was pro-
posed by Jutla and Roy [26], where the common reference string (CRS) may
depend on the specific language £, for which proofs are generated. We present
the formal definition of QA-NIZK in its tag-based variant following [27].

Definition 6 (Tag-based QA-NIZK). A tag-based quasi-adaptive non-interactive
zero-knowledge scheme QANIZK = (Setupyzk, CRSGen, Prove, Vrfyy 2k, Sim) for
a language distribution £ with tag space T consists of five PPT algorithms:

— PPNizk s Setupyzk: The setup algorithm outputs a public parameter ppyzk
which serves as an implicit input of other algorithms.

— (crs, tders) <—s CRSGen(p): Taking as input a language parameter p, the CRS
generation algorithm outputs a common reference string (CRS) crs and a
simulation trapdoor tdes.

— 7 < Prove(crs, 7, z,w): Taking as input crs, a tag 7 € T, © € L, and a
witness w for x € L,, the proof generation algorithm outputs a proof m.

- 0/1 « Vrfyyzk(crs, 7,2, 7): Taking as input crs, a tag 7 € T, x € X and
a proof 7, the deterministic verification algorithm outputs a bit indicating
whether 7 is a valid proof.

— 7 s Sim(crs, tdes, 7, ) Taking as input crs, a simulation trapdoor tdgs, a
tag T €T and x € X, the simulation algorithm outputs a simulated proof .

Perfect completeness requires that for all (p,td) € £, ppnizk € Setupnizks
(crs,tders) € CRSGen(p), 7 € T, x € L, with witness w, ™ € Prove(crs, T, z,w),
it holds that Vrfyyzk (crs, 7, z,7) = 1.

Perfect zero-knowledge requires that for all (p,td) € £, ppnizx € Setupyizk,
(crs,tders) € CRSGen(p), 7 € T, « € L, with witness w, the outputs of Prove(crs,
T,z,w) and Sim(crs, tdes, 7,2) are identically distributed, where the probability
s over the inner coin tosses of Prove and Sim.

Below we define Unbounded Simulation-Soundness (USS) according to [24, 1].

Definition 7 (USS of Tag-based QA-NIZK). A tag-based QA-NIZK scheme
QANIZK for £ has unbounded simulation-soundness (USS), if for any PPT ad-
versary A, it holds that Adv@anizk 4(A) = Pr[Expganizk 4 = 1] < negl()),
where the experiment Expqanizk 4 s defined in Fig. .
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ExpQanizk, 4

(p,td) s L. ppnizk s Setupyzk- (crs, tders) <—s CRSGen(p) O (T, ):

Qs =0 //Record the simulation queries 7 s Sim(crs, tdes, 7, )
(7%, 2%, ) s A%C) (o td, ppyuzk, €rS) Qs = Qs U {(7,2,m)}
If (2" & L) AN (77,27, 7") & Qsin) A (Vrfyyzk(crs, 7%, 2™, ) = 1): Return 1; Return 7

Else: Return 0

Fig. 4. The Unbounded Simulation-Soundness experiment Expgayizk, 4 for QANIZK.

We note that the above USS definition for tag-based QA-NIZK is stronger
than the usual one in [27, 18] in two aspects.

— Firstly, A is given the trapdoor td of the language parameter p. Recall that
td contains enough information for efficiently deciding whether or not an
instance x is in £,. This is stronger than the usual USS, but weaker than
the USS for witness-sampleable distributions defined in [24, 1], where A es-
sentially samples (p, td) itself and provides (p, td) to the experiment.

— Secondly, A is allowed to output a forgery with a reused tag.

In [1], Abe et al. proposed a QA-NIZK scheme with tight USS for witness-
sampleable distributions based on the MDDH assumptions. As noted in [1, Sub-
sect. 3.2], their scheme can be easily extended to a tag-based QA-NIZK scheme
with tight USS, by using collision-resistant hash functions. For completeness, we
present the tag-based QA-NIZK scheme with tight USS in Appendix L.5.

4 Publicly-Verifiable QA-HPS and New Properties

In this section, we propose a new variant of QA-HPS, called Publicly- Verifiable
QA-HPS (PV-QA-HPS), which additionally enables public verification of hash
values with an extra verification key. Then we formalize a set of computational
and statistical properties for PV-QA-HPS and QA-HPS serving different appli-
cations in subsequent sections.

— For PV-QA-HPS, we define a computational verification soundness and sta-
tistical properties including leakage-resilient one-time-extracting (LR-OT-
extracting) and verification key diversity (VK-diversity). PV-QA-HPS will
be an important building block for SIG in Sect. 5 and these properties help
SIG to achieve tight multi-user security under corruptions and leakages.

— For QA-HPS, we define a computational multi-key-multi-extracting and a
statistical projection key diversity (PK-diversity). We also define a multi-
language multi-fold SMP for language distributions. QA-HPS will be an im-
portant building block for PKE in Sect. 6, and these new properties help
PKE to achieve tight multi-user security under corruptions and leakages.

Jumping ahead, we will give instantiations of PV-QA-HPS and QA-HPS
based on the matrix DDH (MDDH) assumptions in Sect. 7 and Appendix I.

Firstly, we present the syntax of PV-QA-HPS.
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Definition 8 (PV-QA-HPS). A publicly-verifiable QA-HPS (PV-QA-HPS)
scheme PVQAHPS = (Setupyps, a(.y, v, Pub, Priv, Vrfyps) for a language distri-
bution £ consists of siz PPT algorithms:

~ (Setupyps, .y, Pub, Priv) is a QA-HPS scheme for £ as per Definition 4.

— PPups s Setupyps: It outputs a public parameter ppyps, which also defines
a verification key space VIC besides (SIC,HV, A(.y) as per Definition 4.

- vk < v(sk): Taking as input a hashing key sk € SK, the verification key
generation algorithm outputs a verification key vk € VK.

- 0/1 < Vrfyyps(vk, x, hv): Taking as input a verification key vk = v(sk) €
VK, an instance x € X and a hash value hv € HV, the deterministic verifi-
cation algorithm outputs a bit indicating whether hv = Ag(x) or not.

Verification completeness requires that for all (p,td) € £, ppups € Setupyps,
sk € SK, x € X, vk :=v(sk) and hv := Ag,(x), it holds Vrfyyps(vk, z, hv) = 1.

Remark 2 (Relations between PV-QA-HPS and QA-NIZK). PV-QA-
HPS can be viewed as a special kind of Designated-Prover (DP) QA-NIZK [1],
but with different properties. The pk , of PV-QA-HPS can be viewed as the prov-
ing key of DP-QA-NIZK, sk as the simulation trapdoor and vk as the common
reference string (used for verification). With pk,, the prover can prove z € L,
with the help of a witness w via hv + Pub(pkp, x,w), where the hash value hv
can be viewed as a proof for z € £, . With vk, the verifier can check whether hv is
a valid proof for x € £, via Vrfyyps(vk, z, hv). Moreover, with sk, the simulator
can generate a proof for x without knowing a witness via hv + Priv(sk, x).

Verification completeness of PV-QA-HPS corresponds to the perfect com-
pleteness of DP-QA-NIZK. Correctness of (PV-)QA-HPS guarantees Pub(pkp7 x,
w) = Priv(sk, z) for all z € £, with witness w, thus corresponding to the perfect
zero-knowledge of DP-QA-NIZK.

On the other hand, PV-QA-HPS has its own features. Firstly, it has a projec-
tion function a,(-) (which is inherent to HPS) and a verification key generation
function v(-). Secondly, a set of properties of PV-QA-HPS and QA-HPS are built
upon functions «,(-) and/or v(-). For instance, the x-LR-(.Z, %p)-Key-Switching
(cf. Def. 5 in Subsect. 3.2) is closely associated with a,(-).

Next we define a computational wverification soundness for PV-QA-HPS in
the setting of multiple keys. Intuitively, it requires that for any (sk,vk) among
the multiple key pairs, a PPT adversary cannot find a tuple (z* € X, hv™) such
that hv* # Agk(z*) but Vrfyps(vk, 2%, hv*) = 1, even given all the key pairs.

Definition 9 (Verification Soundness of PV-QA-HPS). A PV-QA-HPS
scheme PVQAHPS for £ has wverification soundness, if for any PPT adver-
sary A and any polynomial n = poly(\), it holds that Adv‘é,@&iﬁPs,Am()\) =

Pr[Exp‘,’;\%iﬁPS’A , = 1] < negl()), where Exp‘lf\f,ydiﬁpsﬂ ., is defined in Fig. 5.
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vrfy-snd

EXPpvoarps,.A,n

PPups s Setupyps. For i € [n]: ski <—s SK, vk := v(ski)
(1" € [n],z" € X, hv™) <=s A(ppyps, (ski, vki)icin))
If (hv* # Ask,o (7)) A (Vrfypps (vkis, 2™, hv™) = 1): Return 1;  Else: Return 0

Fig. 5. Verification Soundness experiment Exp‘l';\f}gi‘:,,s’A’n for PVQAHPS.

We formalize a statistical extracting property for (PV-)QA-HPS, param-
eterized by k € N and two language distributions %, £, called k-leakage-
resilient(LR)-(%y, L) -one-time(OT)-extracting. Informally speaking, it demands
high min-entropy of Ag(x) for any x € £, with p output by .2, when sk is uni-
formly chosen from SKC, even in the presence of a projection key a,, (sk) w.r.t. po
output by % and given k bits leakage information about sk. For PV-QA-HPS,
it requires the property to hold even in the presence of the verification key v(sk).

Definition 10 (x-LR-(%,.%)-OT-Extracting of QA-HPS and PV-QA-
HPS). Let k = k(\) € N, and let £ and £ be a pair of language distribu-
tions. A (PV-)QA-HPS scheme (PV)QAHPS for £ supports k-LR-(%p, £)-OT-
extracting, if for any (unbounded) adversary A, it holds that €l (20, 2) -otext (N =

(PV)QAHPS, A,k
Pr[Expl(rl;il’f(g;ﬁg;tj’tﬁ = 1] <negl(N\), where Expl(rl;sl"%;ﬁ;;fffﬁ is defined in Fig. 6.

Ir-( %Ly, L )-otext
EXP (pv)QAHPS A i

PPHps % Setupyps. (po,tdo) s Lo, (p,td) «—s L. sk s SK
(2, ) 45 AP oDy o, p, o (5K), W(5k) )

Oveax(L): Jat most  leakage
//bits in total
Return L(sk)

If (2" € L,) A (hv* = Ag(z¥)): Return 1; Else: Return 0

Fig. 6. The s-LR-(%),.%)-OT-Extracting experiment Expl(rg,i/‘ﬁg)/;fﬁs"of:x; for QAHPS

(without gray part) and Publicly-Verifiable PVQAHPS (with gray part).

Han et al. [22] proposed a computational property for QA-HPS, called .%-
multi-extracting, which demands the pseudorandomness of A, (z;) for multiple
instances z; € L,, (j € [Q]) with py output by %, when sk is uniformly chosen
from SK. We extend this property in the multi-key setting as follows.

Definition 11 (%-Multi-Key-Multi-Extracting of QA-HPS). A4 QA-
HPS scheme QAHPS for & supports Z£y-multi-key-multi-extracting, if for any
PPT A, any polynomial n = poly(\) and any polynomial Q = poly(X), it holds

Advﬁﬁrgks—,n;ﬁﬁ@()‘) = | Pr[A(pPups, po, {7, | {Ask: () tiem) [ieiq) = 1]

—PT[-A(PPHPS,PO’ {xja {hvi,j}ie[n] }je[Q]) = 1]| < negl()\),

where ppyps s Setupyps, (po, tdo) s Ly, sk, ..., skn s SK, x1,...,x¢q s L,,
and hvy 1, ..., hvy, g <—s HV.
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We formalize two statistical properties, called projection key diversity (PK-
diversity) and wverification key diversity (VK-diversity), for QA-HPS and PV-
QA-HPS respectively. Intuitively, PK-diversity (resp. VK-diversity) expresses
statistical collision resistance of projection keys (resp. verification keys) under
different hashing keys.

Definition 12 (PK-Diversity of QA-HPS). A QA-HPS scheme QAHPS
for £ has projection key diversity (PK-diversity), if egkA'ﬁ"\F',S()\) = Prla,(sk) =

a,(sk’)] < negl(\), where (p,td) <s £, ppups <s Setupups and sk, sk’ s SK.

Definition 13 (VK-Diversity of PV-QA-HPS). A PV-QA-HPS scheme
PVQAHPS for £ has verification key diversity (VK-diversity), if e‘F’K}ngPS(A) =
Pr[v(sk) = v(sk’)] < negl()\), where ppyps <—s Setupyps and sk, sk’ +s SK.

Finally, we define a multi-language multi-fold SMP for language distributions.

Definition 14 (Multi-Language Multi-fold SMP). The multi-language
multi-fold SMP related to £ is hard, if for any PPT adversary A, any polynomial
n = poly(\) and any polynomial Q = poly()\), it holds that Advgﬁfz,‘b(/\) =
| PrIA{pD, {2} et biern)) = U-PrA{pY, {2} i1 ietm) = 11| < negl(A),
where for eachi € [n], (pV,td®)) s &£, :Cgl), ey ;Cg) s L), ;vll(l), ey x'g) —s X.

Multi-language multi-fold SMP can generally be reduced to SMP with a
security loss of n@) with n the number of languages and ) the number of folds
per language. For some language distributions, such as those for linear subspaces
based on the matrix DDH (MDDH) assumptions (cf. Appendix 1.2), the hardness
of multi-language multi-fold SMP can be tightly reduced to that of SMP.

5 SIG with Tight Strong MU®-CMA Security

In this section, we present digital signature (SIG) schemes with tight strong
MU“'-CMA security, by using Publicly-Verifiable QA-HPS (PV-QA-NIZK) for-
malized in Sect. 4 as a central building block.

In Subsect. 5.1, we define the strong MUS“-CMA security of SIG. Then in
Subsect. 5.2, we present our generic construction of SIG.

5.1 Definition of Strong MU*“'-CMA Security

In [4], Bader et al. defined existential unforgeability for digital signatures under
chosen-message attacks (CMA) in a Multi-User setting with adaptive corruptions
of secret keys (MU-CMA). Here we extend it to MU“'-CMA, which considers
existential unforgeability under not only chosen-message attacks and adaptive
corruptions but also key leakages in the multi-user setting. Moreover, strong
MU<“'-CMA requires that the adversary cannot even forge a new signature for
a message that it has ever queried. Below we present the definition of strong
MU“-CMA and the non-strong version can be easily adapted accordingly.
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Definition 15 (Strong MU“'-CMA Security for SIG). Let x = k()\) € N.
A signature scheme SIG = (Setupgg, Gen, Sign, Vrfysc) is strongly MUS“-CMA
secure under k bits leakage per user, if for any PPT adversary A and any poly-
nomial n, it holds that Advg "y, (A) = Pr[Expgiarq e, = 1] < negl()), where
the experiment Exp%,chj\cn&L is defined in Fig. 7.

Osien (i, m):

Exprema-cel Osiex (i, m):

2XPsic A n,rt o 2 Sign(sks. m)

PPsic < Setupg,g Qsion 1= O U { (i, m, o)}

For i € [n]: (vki, ski) <—s Gen(ppg) Return o

Osiex :=0 //Record the signing queries )

Qcon := 0 //Record the corruption queries Ocon(): .

(i* € [n],m*,0*) s A5 (+),0con():Oteac() (pp {vk:}iep) Qcor := Qcor U {1}
Return sk;

If (i ¢ Q INGGR Osian) A (Vrfy vk, m*, 0%) = 1):

Qo) A7) Qo) (WO = | 1t e s

Else: Return 0’ //bits per user i

Return L(sk;)

Fig. 7. The strong MU““-CMA security experiment Expg’,ca‘fl{fﬁ'n for SIG.

5.2 Generic Construction of SIG from PV-QA-HPS and QA-NIZK

We present a generic construction of strongly MU“!-CMA secure SIG. Let M
be an arbitrary message space. The underlying building blocks are as follows.

e Two language distributions . and %, both of which have hard SMPs.

e A publicly-verifiable PVQAHPS = (Setupyps, (., v, Pub, Priv, Vrfy,pq) for
both .Z and %, with hashing key space SK and verification key space VL.

o A tag-based QANIZK = (Setupyzx, CRSGen, Prove, Vrfyyzk, Sim) for .2,
whose tag space is T.

o A family of collision-resistant hash functions H = {H : VK x M — T}.

Our generic construction of SIG = (Setupg,c, Gen,Sign, Vrfygc) is shown in Fig. 8.
In Appendix E.1, we also discuss some alternative ways of setup.

(v, sk) s Gen(ppsc):
sk «s SK, vk := v(sk).

PPsic s Setupsg: 0/1 + Vrfygc(vk, m, 0):

(o, td) s 2. Return (vk, sk). Parse o = (1, d, 7).

PPHps s Setupyps. o +s Sign(sk, m): 7:=H(vk,m)eT.

PPNizK s Setupnizk- x s L, with witness w. | If Vrfyyzx(crs, 7,2, m) = 1
(crs, tders) 4—s CRSGen(p). d := Priv(sk, z). A Vrfyups(vk, z,d) = 1:
H s H. vk = v(sk). Return 1.

Return ppgg := 7:=H(vk,m)€T. Else: Return 0.

(P, PPHPs: PPNIZK €rS; H ). | o Prove(crs, 7, z, w).
Return o := (z,d, 7).

Fig. 8. Generic construction of SIG = (Setupgg, Gen, Sign, Vrfyg,c) from PVQAHPS,
tag-based QANIZK and H. The message space is M.
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Correctness of SIG follows directly from the verification completeness of
PVQAHPS and the perfect completeness of QANIZK.

Next, we show its strong MU“'-CMA security. We stress that the projection
key pk, = a,(sk) is not published as part of SIG’s verification key, and this
is crucial to the security of SIG since otherwise one can publicly generate valid
signatures for any message via the Pub algorithm of PVQAHPS by using pk,,.

Theorem 1 (Strong MU““'-CMA Security of SIG). Assume that (i) &
and £y have hard SMPs, (ii) PVQAHPS is a publicly-verifiable QA-HPS for
both £ and £y, having verification soundness, VK-diversity, and supporting -
LR-{%y, ZL)-OT-extracting, (iii) QANIZK is a tag-based QA-NIZK for £, sat-
isfying both perfect zero-knowledge and unbounded simulation-soundness, (iv)
H is collision-resistant. Then the proposed SIG scheme in Fig. 8 is strongly
MU“'-CMA secure under  bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Qs times of Ogion queries, there exist adversaries By, --- ,Bg, such that
T(B1) = -+~ T(Bs) = T(A) + (n+ Q) - poly(\), with poly(\) independent of
T(A), and

AVETTL (V) < AdvivGarips 5, (V) + AdVS] 5, (\) + AdVETR o (A) +AdVETE o (V)
-1 i Ir-{%y,L) -otext
+ Advganizk s, (A) + ‘n(nz L. epvarnps(A) + 1 - EF:\/(Q/\UHPS>,2:);()‘)'

We stress that only factors of computational reductions count when evaluat-
ing tight security reductions, while statistical losses are not taken into account
[4, 18, 19, 20, 29, 14, 21]. See Remark 4 in Appendix C for more discussions.

We refer to Subsect. 2.1 and Fig. 1 therein for an overview of the proof of
Theorem 1. The formal proof is postponed to Appendix C. Here we provide the
game sequence Gyo—Gg used in the formal proof in Table 3.

6 PKE with Tight MUMC®'-CCA Security

In this section, we present public-key encryption (PKE) schemes with tight
MUMC'-CCA security, by using QA-HPS with new properties formalized in
Sect. 4 as a central building block.

In Subsect. 6.1, we define the MUMC®“!-CCA security of PKE. Then in Sub-
sect. 6.2, we present our generic construction of PKE.

6.1 Definition of MUMC®'-CCA Security

In [29], Lee et al. defined indistinguishability for PKE schemes under chosen-
ciphertext attacks (CCA) in a Multi-User Multi-Challenge setting with adaptive
corruptions of secret keys (which was originally called MUCT in [29] and is de-
noted by MUMCE-CCA in this paper). Here we extend it to MUMC“'-CCA, which
also takes key leakages into account. Below we present the formal definition.
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Table 3. Brief Description of Games Go-Gg for the strong MU“-CMA security proof
of SIG. Here column “Ogiey” suggests how a signature o = (z,d, 7) is generated: sub-
column “z from” refers to the language from which z is chosen; sub-column “d using”
indicates the keys that are used in the computation of d; sub-column “7 via” indicates
the way (Prove or Sim) that 7 is computed. Columns “Ocor” and “Oppak” show the
output returned by Ocor and Orpsx respectively. Column “Win’s additional check for
forgery (i*,m*, 0" = (z*,d",7"))” describes the additional check that A’s forgery wins,
besides the routine check ¢* ¢ Qcor A (¢°,m™,0") ¢ Qgian A Vrfyyzx(crs, 7%, 2%, %) =
1 A Vrfyyps (vki=, 2%, d*) = 1, where 7* := H (vks=, m”").

Ogien(i,m Win’s additional check for f y
I )| Oy | IR ek ot forgery Reamark/Assumption
Ifrum‘dusing‘ﬁvia (i*,m*, 0" = (a*,d", 7))
Go L, sk; |Prove| sk; L(sk;) The strong MU“'-CMA experiment
Gy L, sk; |Prove| sk; L(sk;) d* = Priv(sk;,z*) By wverification soundness of PVQAHPS
. Abort if verification keys collide:
G L, k P k, L(sk; d* =P ki, z*
2| Feo | st Frovel SR (ki) riv(sks,2") by VK-diversity of PVQAHPS
Gs L, sk; Sim sk; L(sk;) d* = Priv(ski«,z*) By perfect zero-knowledge of QANIZK
Gy L, sk; Sim sk; L(sk;) |d* = Priv(sk-,z*), (7*,2*,7*) ¢ Qg By collision-resistance of H
Gs|| Ly, sk; Sim sk; L(sk;) d* = Priv(sk;-,z*), (7*,2%,7*) ¢ Qg By multi-fold SMP of £ and %,
d* = Priv(ski,x*), (7%, 2%, 7* Qsis By USS of QANIZK
Go| Lp | ski | Sm | sk | L(sk) (skir, ™), (7%,27,77) ¢ Qs Y
el Pr[Win] = negl in Gg: by k-LR-(%, Z)-
’ OT-extracting of PVQAHPS

Definition 16 (MUMC!-CCA Security for PKE). Let k = k(\) € N. A
PKE scheme PKE = (Setuppgg, Gen, Enc, Dec) is MUMC“'-CCA secure under
k bits leakage per user, if for any PPT adversary A and any polynomial n, it
holds that AdVEZE s, (V) = | Pr[ExpEee s ne = 1] — 1| < negl()), where the
experiment Exp,cpc,féffjt"n,N is defined in Fig. 9.

E Ok (i, mo, ma):
EXPRE unon O, mo, ma): N
ﬁup If |mo| # |mal: Return L w

PR T PrE i* s If (4,-) € Qpxe: Return L
For i € [n]: (pks,sk:) <s Gen(pppke) If i* € Qcon: Return L

chaly = true Qcon := Qcon U {i}
Qpne =10 //Record the encryption queries - F" Enc(phie, mp) Return sk;
Qcorn =10 //Record the corruption queries Q ) o P 7{(1 )}
. Exc i= QExc U (47, €
For i € [n]: chal; := false Return c* OLeax(i, L): JJat most k leakage
B +s{0,1} //Single challenge bit )

//bits per user i
If chal, = true: Return L
Return L(sk;)

B s AOme):Obe (). Ocon) Cronsc) (ppo ki) | Corelis :
If (¢,¢) € Qpne: Return L

Return Dec(sk;, ¢)

If B/ = 3: Return 1; Else: Return 0

Fig. 9. The MUMC“'-CCA security experiment Expigey ,, . for PKE.

Remark 3. In the experiment Expﬁfﬁ‘ﬂmw to avoid trivial attacks, adversary

A is not allowed to submit a same user index i to both Ogye and Ocor.
Moreover, for any user ¢ € [n], A is not allowed to submit i to Opgak anymore
after receiving a challenge ciphertext ¢* w.r.t. user ¢ (guaranteed by the variable
chal; in Expﬁ,cég‘ginﬁ), since otherwise A could trivially win by setting L(-) to
be the first few bits of Dec(+, ¢*) and submitting (i, L) to Opgak. We note this is

stronger than the multi-user leakage model defined in [22, Appendix A.1], where
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A is not allowed to submit any leakage query w.r.t any user after receiving the
very first challenge ciphertext (no matter w.r.t. which user).

6.2 Generic Construction of PKE from QA-HPS and QA-NIZK

In this subsection, we present a generic construction of MUMCS“-CCA secure
PKE. The underlying building blocks are as follows.

e Two language distributions .Z and %), both of which have hard SMPs.

e A QAHPS = (Setupyps, a(.y, Pub, Priv) for both £ and %5, whose hashing
key space is SKC, projection key space is PXC and hash value space is HV. We
require HV to be an (additive) group. We stress that QAHPS is not required
to be publicly-verifiable.

o A tag-based QANIZK = (Setupyzx, CRSGen, Prove, Vrfyyzk, Sim) for .2,
whose tag space is T.

e A family of collision-resistant hash functions H = {H : PK x HV — T }.

Our generic construction of PKE = (Setuppkg, Gen, Enc, Dec) is shown in Fig. 10.

(pk, sk) s Gen(pppke):
PPeke s Setuppi: sk < SK, pk = a,(sk). m/L « Declsh, o):
(p,td) s 2. Return (pk, sk). Parse ¢ = (,d, m).
PPHps s Setupyps. pk = a,(sk).
PPNizK <5 Setupyizk- ¢ s Enc(pk,m € HV): 7:=H(pk,d) € T.
(crs, tders) <—s CRSGen(p). x s L, with witness w. If Vrfyy iz (crs, 7z, m) = 1:
H s H. d := Pub(pk,z,w) + m € HV. m :=d — Priv(sk,z) € HV.
Return pppgg = 7:=H(pk,d) € T. Return m.
(9, PPHPs, PPNz CFS, H ). | T ¢ Prove(crs, 7, z, w). Else: Return L.
Return ¢ := (z,d, 7).

Fig. 10. Generic construction of PKE = (Setuppyg,Gen,Enc,Dec) from QAHPS, tag-
based QANIZK and H. The message space is M := HV.

Correctness of PKE follows directly from the correctness of QAHPS and the
perfect completeness of QANIZK. Next, we show its MUMCS“-CCA security.

Theorem 2 (MUMC-CCA Security of PKE). Assume that (i) £ and %
have hard SMPs, (i) QAHPS is a QA-HPS for both £ and %, having PK-
diversity, and supporting both rk-LR-(%, %p)-key-switching and Ly-multi-key-
multi-extracting, (111) QANIZK is a tag-based QA-NIZK for £, satisfying both
perfect zero-knowledge and unbounded simulation-soundness, (iv) H is collision-
resistant. Then the proposed PKE scheme in Fig. 10 is MUMC'-CCA secure
under k bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Q. times of Opne queries and Qg times of Opge queries, there exist ad-
versaries By, -+, Br, such that T(By) ~ -+~ T(Bg) ~ T(A) + (n+ Qe + Qq)
poly(A), with poly(\) independent of T(A), and

AVERES (V) < AV 5, (V) + AVETR o (A) +2- AdVTE™ o (M) + AVETE, o (V)

Lo-mk- —1 k-di Ir-(Z, %o) -k
+ Adv@anizk, s, (A) + AdVQXHn;S,gz),(:z,QC(/\) + n(n2 L. €qanps(A) +2n - 6(5A<HPS,?3>7,;(>‘)'
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We refer to Subsect. 2.2 and Fig. 2 therein for an overview of the proof of
Theorem 2. The formal proof is postponed to Appendix D. Here we provide the
game sequence Go—Gg used in the formal proof in Table 4.

Table 4. Brief Description of Games Go-Gg for the MUMC*'-CCA security proof of
PKE. Here column “Ogxe” suggests how a challenge ciphertext ¢ = (z*,d*,7") is
generated: sub-column “z* from” refers to the language from which =™ is chosen; sub-
column “d* using” indicates the keys that are used in the computation of d*; sub-
column “r* via” indicates the way (Prove or Sim) that 7 is computed. Column “Opgc’s
additional check” describes the additional check made by Opgc upon a decryption query
(i,¢ = (x,d,m)), besides the routine check (i,¢) ¢ Qpne A Vrfyyzk(crs, 7,2, m) = 1,
where 7 := H(pk;,d); Opgc outputs L if the check fails. Columns “Ocor” and “Orpax”
show the output returned by Ocor and Orrax respectively. Recall that it is not allowed
to query Ogne and Ocor for a same user index 1.

Ogne(i*,mp, mq) Opgc(i,¢)’s

. Ocon(i) | OLeax(i, L) Remark/Assumption
x* from d* using T via additional check
Go L, phix Prove sk L(sk;) The MUMCS“!-CCA security experiment
Abort if public keys collide:
G L ki P sk; L(sk; P 3
' ’ r ove i (k) by PK-diversity of QAHPS
Gy L, ki S sk L(sk) By correctness of QAHPS &

by perfect zero-knowledge of QANIZK
Gs L, sk~ Sim (r,2,7) ¢ Qs sk; L(sk;) By collision-resistance of H
By multi-fold SMP of £ &

Ga Lgm shis Sim (r,2,7) ¢ Qs ski L(sk) | vy smulti-language multi-fold SMP of %y
Gs [,p(m Sk~ Sim |(r,z,7) ¢ Qsni, zE L, ski L(sk;) By USS of QANIZK
)
skl if i <n X o
{Ge.ntnem) || £, Sim | (r,,7) ¢ Qsn,w € L, sk; L(sk;) By k-LR-(&, %y)-key-switching of QAHPS
Po sk; ifi* >n
Ge.n Lp(v\ ski. Sim | (r,z,7) ¢ Qsu,z € L, ski L(sk;)
)
. By multi-language multi-fold SMP of .4y &
Gy Loy ski. Sim | (r,2,7) ¢ Qsi,w € L, sk; L(sk;) by multi-fold SMP of %
. By Z-multi-key-multi-extracting of QAHPS
Gg Ly, = rand Sim | (r,2,7) ¢ Qsm,x € L, sk; L(sk;)

Pr[Win] = £ in Gy

In Appendix E.2, we also discuss some potential variants of our PKE.

7 More Primitives and Instantiations from MDDH

Tightly MU secure SC, MAC and AE. Our SIG and PKE immediately
lead to direct constructions of tightly MUMC“!-Priv & Auth secure SC [3, 9]. By
fully exploiting the similar and composable components of our SIG and PKE,
we can obtain a more efficient SC construction, which is shown in Appendix F.
Since SIG naturally implies MAC and SC implies AE, we can also obtain the
constructions of tightly secure MAC and AE. We also give optimized MAC and
AE constructions in Appendix G and Appendix H, where PVQAHPS is replaced
with QAHPS. Our MAC achieves tight strong MU“'-CMVA security, which also
considers chosen verification attacks [15] in addition to strong MU“'-CMA.

Instantiations from MDDH. We give instantiations of SIG and PKE from
the matrix DDH (MDDH) assumptions over asymmetric pairing groups. Our
SC, MAC and AE can be similarly instantiated.
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Firstly, we instantiate the building blocks needed in our generic constructions
(cf. Appendix I). More precisely, we give concrete instantiations of Publicly-
Verifiable QA-HPS in Appendix 1.3 (with an overview in Subsect. 2.4) and QA-
HPS in Appendix 1.4, built upon the MDDH-based QA-HPS schemes proposed in
[22], which are in turn generalizations of the well-known DDH-based HPS scheme
proposed by Cramer and Shoup in [13]. Then we instantiate tag-based QA-NIZK
with a tag-base variant of the QA-NIZK scheme proposed in [1] that has tight
USS based on MDDH, which is recalled in Appendix 1.5 for completeness.

Next we instantiate the generic SIG construction in Sect. 5 with the above
building blocks. Let = - G denote z elements in G. Under MDDH parameters
l,k € N where ¢ > 2k + 1, the MDDH-based SIG scheme SIGyppy has public
parameter ppgg : (5k? + 3k + (k) - Gy + (5k? + 4k + 1 + 20k) - G4, verification
key vk : (Ck) - Go, signing key sk : £(k + 1) - Z,, and signature o : (4k* +
4k +2 +0) - Gy + (2k? + 3k + 1) - Gy. By plugging the theorems regarding
the tight security of the MDDH-based PV-QA-HPS and QA-NIZK schemes in
Appendix I into Theorem 1, we have the following corollary showing the tight
strong MU“'-CMA security of SIGuppy based on the MDDH assumptions (as
well as the collision-resistance of hash functions).

Corollary 1 (Tight Strong MU®“'-CMA Security of SIGvppn). Let £ >
2k + 1 and k <logp — 2(X\). For any number n of users and any adversary A
who makes at most Qg times of Ogien queries, there exist adversaries By, By and
Bs, such that T(By) ~ T(Bs) ~ T(B3) ~ T(A)+ (n+ Q) - poly(\), with poly()\)
independent of T(A), and

Advgiara et () < 2-Advg; g, (A) + (4k[log Q] + £ — k +6) - AdVRIT | 5,(\)

+(2[log Qs + 3) 'Adv$:(,jgz,83()\) + n+2[1;§?51c25 + n(n271) . p%_

Since Qs = poly(A) for PPT adversaries, the security loss is in fact O(log Q) =
O(log A), which is lower than O(\). For k =1 and £ = 3, we get a fully compact
SIG scheme with ppgig : 11-:G1+16-G2, vk : 3-Gg, sk : 6-Zy and 0 : 13-G1+6-Go.
The resulting SIG scheme has tight strong MUS“-CMA security based on the
SXDH assumption (which requires the DDH assumption to hold both in G; and
Gz2), and supports k = log p — £2()) bits leakage per user. The leakage rate (i.e.,
k/ bit-length of sk) is % = % — o(1) asymptotically as p grows.

We also instantiate the generic PKE construction in Sect. 6. Under MDDH
parameters £,k € N where ¢ > 2k + 1, the MDDH-based PKE scheme PKEyppH
has public parameter pppyg : (552 + 3k +0k) -Gy + (4k* + 3k +1+20k) - G2, public
key pk : k- Gy, secret key sk : € - Z,, and ciphertext ¢ : (4k* + 3k +2+ () -Gy +
(2k% 4+ 3k +1) - Gy. By plugging the theorems regarding the tight security of the
MDDH-based QA-HPS and QA-NIZK schemes in Appendix I into Theorem 2,
we have the following corollary showing the tight MUMCS“-CCA security of
PKEmppn based on the MDDH assumptions (as well as the collision-resistance
of hash functions).

Corollary 2 (Tight MUMC“-CCA Security of PKEyppn). Let £ > 2k + 1
and k < logp — 2(X). For any number n of users and any adversary A who

29



makes at most Q. times of Opne queries and Qg times of Oppc queries, there
exist adversaries By, Bs and Bs, such that T(By) ~ T(B2) ~ T(Bs) =~ T(A) +
(n+ Q. + Qq) - poly(N\), with poly(A) independent of T(A), and

AQVERE o A x(N) < 2+ AdVS 5, (A) + (4k[log Qc] + € — k +9) - AV, 5,(A)

+(2 ﬂog Qe.l +2) -Adv1"5i?£2,33 ()\) n 2n+2!']1;f§1Qe'\Qe + n(n2—1) . 1%.

For k =1 and ¢ = 3, we get a fully compact PKE scheme with pppkg : 11 -G +
14 -G, pk:1-Gy, sk :3-Z, and c: 12- Gy + 6 - G2. The resulting PKE scheme
has tight MUMCS¥'-CCA security based on the SXDH assumption, and supports
k =logp — 2()) bits leakage per user. The leakage rate is % =1-o(1)
asymptotically as p grows.

For an overview and comparison with other schemes, we refer to Table 1 and

Table 2 in the introduction, and Table 5 and Table 6 in Appendix A.

On tightness of our MDDH-based schemes. Our MDDH-based schemes
are the first ones achieving almost tight MUS/MU“! security in the standard
model, and the security loss factor is O(log A). Note that the security loss factor
O(log \) depends only logarithmically on the security parameter A, which is
close to full tightness O(1) compared to linear security loss factor O()). As an
example, in the security level of 256 bit, we have log A = 8.

We stress that all our generic constructions are fully tightness-preserving, i.e.,
the MUS /MU securities of the resulting SIG, PKE, SC, MAC, AE schemes are
tightly reduced to the security properties of the building blocks PV-QA-HPS,
QA-HPS and tag-based QA-NIZK, with constant security loss factors. More-
over, our instantiations of PV-QA-HPS and QA-HPS have fully tight securities,
and only the tag-based QA-NIZK instantiation has security loss factor O(log \).
Therefore, our fully tightness-preserving generic constructions leave spaces for
even tighter (fully tight) MUS/MU®“! security, as long as we can find instantia-
tions of tag-based QA-NIZK with tighter security.

On efficiency of our MDDH-based schemes. Note that all our schemes
enjoy full compactness (i.e., all the parameters, keys, signatures and ciphertexts
consist of only a constant number of group elements). Though not as efficient
as those constructed in the RO model [20, 14, 29], our schemes are the first
ones achieving almost tight MU security in the standard model, getting rid of
the ideal object RO that may not result in secure implementations in practice
[10]. We believe our fully compact schemes are good starts for almost tight MUS
security in the standard model and follow-up work might improve efficiency even
further.

Moreover, all our schemes additionally support bounded key leakages and
achieve almost tight MU' security, which is not known to hold for the aforemen-
tioned RO schemes. This suggests that our schemes are the first ones achieving
almost tight MU' security, no matter in the standard model or RO model.
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Appendix

A Full Comparison Tables on the Full Compactness

Table 5. Comparison of signature (SIG) schemes that have (almost) tight MU-CMA security under adaptive corruptions (MU°-CMA).
The column Standard Model shows whether the security is proved in the standard model. The column Strong Security shows whether
the scheme is proved strongly existentially unforgeable. The column Corruption? asks whether the security is proved in the presence of
adaptive corruptions. The column Leakage? asks whether the security is proved additionally in the presence of key leakages, and if so, a
leakage rate (defined as the ratio of leakage amount to secret key size) is presented. The column Full Compactness shows whether the
scheme is fully compact (i.e., all the public parameters pp, verification key vk, signing key sk and signature o consist of only a constant
number of group elements or lattice vectors), and if not, the non-compact part is presented. The columns |pp|, |vk|, |sk| and |o| count
the size of public parameters pp, verification key vk, signing key sk and signature o, respectively, in terms of numbers of group elements,
lattice vectors, exponents and bit-strings, where \ denotes the security parameter. The column Security Loss shows the security loss
factor of the reductions. The column Assumption shows the computational assumption on which the security is based.

SIG Scheme S‘;\?[r(fiill‘d SS:CTStgy Corruption? | Leakage? | Full Compactness | |pp| |[vk| | |sk| | |o]| Seﬁ;l:;ty Assumption
BHJKL [4, 23] v - v - x (non-compact o) | O(1) |O(1) |O(1) |O(N)| O(1) MDDH
GJ [20] x - v - v 1 2 | 1| 7| o DDH
DGJL [14] x v v - v 1 4 | 1| 3 | 01) |DDHor¢Hiding
HJKLPRS [21] v X v X (non-compact pp) | 10A+5| 1 2 5 O(\) MDDH
PW [35] X - v - x (non-compact vk) | O(1) [O\)|O(\)| 6 O(1) LWE
Our SIGypon v v v v (2 —o(1) v 27 3 6 | 19 | OQlogn) MDDH




Table 6. Comparison of public-key encryption (PKE) schemes that have (almost) tight
MUMC-CCA security under adaptive corruptions (MUMC®-CCA) or key leakages. The
columns have similar meanings as those in Table 5, with pp the public parameters, pk
the public key, sk the secret key and c the ciphertext of PKE. .

Standard . Full Securit; .
PKE Scheme Model Corruption? | Leakage? Compact. |pp| ‘ |pk| | |sk| ||| Loss y ‘ Assumption
HLLG [22] v B v (& —o(1) v 6 | 4 | 18]8 ] O(og\)| MDDH
LLP [29] x v v 14| 2 4] o CDH
Our PKEmppn v v v (E=o(1)) v 2 | 1 | 3 18| O(logh) | MDDH
B Additional Preliminaries

Definition 17 (SIG). A signature (SIG) scheme SIG = (Setupgc, Gen, Sign,
Vrfyg ) with message space M consists of four PPT algorithms:

PPsig < Setupg,g: The setup algorithm outputs a public parameter ppgg,
which serves as an implicit input of other algorithms.

(vk, sk) <—s Gen(ppgg): Taking ppsig as input, the key generation algorithm
outputs a pair of verification key and signing key (vk, sk).

o <s Sign(sk,m): Taking as input a signing key sk and a message m € M,
the signing algorithm outputs a signature o.

0/1 « Vrfygc(vk,m,o): Taking as input a verification key vk, a message
m € M and a signature o, the deterministic verification algorithm outputs
a bit indicating whether o is a valid signature for m w.r.t. vk.

Correctness requires that for all ppgc € Setupgg, (vk, sk) € Gen(ppgig), m € M,
o € Sign(sk,m), it holds that Vrfygg(vk,m,o) = 1.

Definition 18 (PKE). A public-key encryption (PKE) scheme PKE = (Setuppyg,

Gen, Enc, Dec) with message space M consists of four PPT algorithms:

PPpkE < Setuppke: The setup algorithm outputs a public parameter pppke,
which serves as an implicit input of other algorithms.

(pk, sk) <s Gen(pppkg): Taking pppxe as input, the key generation algorithm
outputs a pair of public key and secret key (pk, sk).

¢ <s Enc(pk,m): Taking as input a public key pk and a message m € M,
the encryption algorithm outputs a ciphertext c.

m/ L < Dec(sk,c): Taking as input a secret key sk and a ciphertext c, the
deterministic decryption algorithm outputs either a message m € M or a
special symbol L indicating the failure of decryption.

Correctness requires that for all pppkg € Setuppke, (Dk, sk) € Gen(pppkg), m €

M,

¢ € Enc(pk,m), it holds that Dec(sk, c) = m.

Definition 19 (Collision-resistant hash functions). A family of hash func-
tions H is collision-resistant, if for any PPT adversary A, it holds that

Advy A(N) := Pr[H s H, (21, 22) s A(H) : 21 # x2AH (1) = H(x2)] < negl()).

34



C Proof of Theorem 1 (Strong MU*!-CMA Security of
SIG)

Theorem 1 (Strong MU“-CMA Security of SIG) Assume that (i) £ and
% have hard SMPs, (ii) PVQAHPS is a publicly-verifiable QA-HPS for both
L and £, having verification soundness, VK-diversity, and supporting k-LR-
(L, L)-OT-extracting, (iti) QANIZK is a tag-based QA-NIZK for £, satisfy-
ing both perfect zero-knowledge and unbounded simulation-soundness, (iv) H is
collision-resistant. Then the proposed SIG scheme in Fig. 8 is strongly MU“'-CMA
secure under k bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Qs times of Ogion queries, there exist adversaries By, --- ,Bg, such that
T(By) ~ - = T(Bs) ~ T(A) + (n+ Qs) - poly(\), with poly(X) independent of
T(A), and

- - vrfy-sn r msm msm
AdVEETEL () < AdVEGaps 5, () + AV, 5 (A) + AdVETR 0. ) +ANVETE o ()

—1 _di Ir-(Zo, L) -otext
+ Advganizk s, (A) + n(nz L. epvaRnps(A) + 1 - EF:\/(Q/\OHPS>,2:,);(/\)'

Remark 4 (On the Tightness of SIG’s Strong MU““-CMA security).
According to Theorem 1, SIG has tight strong MUS“-CMA security as long as
both the multi-fold SMPs related to .Z and % have tight reductions (e.g., to the
MDDH assumptions), PVQAHPS has a tight verification soundness and QANIZK
has a tight USS. We stress that only factors of computational reductions count
when evaluating whether the security is tight or not.

We also note that the statistical loss %21 . epvannps(X) is quadratic in the
number n of users. This statistical loss exactly reflects the collision probability
of verification keys among n users. Such a quadratic statistical loss is inherent
to the MU“'-CMA security (even to MU®) of all signature schemes, since if two
verification keys collide, an adversary can simply corrupt one user and use the
signing key to forge a signature for another user.

Proof of Theorem 1. We prove the theorem by defining a sequence of games
Go—Gg and showing adjacent games indistinguishable. A brief description of
differences between adjacent games is summarized in Table 3 in Subsect. 5.2.

Game Go: This is the Expga'g o). experiment (cf. Fig. 7).

Let (vk;, sk;) denote the verification/signing key pair of user ¢ € [n]. In this
game, when answering an Og;on query (i,m), the challenger samples s L,
with witness w, computes d := Priv(sk;, x), 7 := H(vk;, m) and 7 <—s Prove(crs, 7,
x,w). Then, the challenger returns o := (x,d, 7) to A and puts (i, m, o) to set
Ogian- For an Ocor query i, the challenger returns sk; to A and puts ¢ to set
Qcor- For an Opgax query (i, L), the challenger returns L(sk;) to A.

At the end of the game, A outputs a forgery (i*,m*,0* = (z*,d*, 7*)). Let
Win denote the event that

i* ¢ Qoor A (1°,m*,0") & Qgian A Vrfynizk(ers, 7%, 2%, %) = 1 A Vrfyyps (vk;=, 2%, d*) = 1,
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where 7* := H(vk;», m*). By definition, Adv;%',‘ic,f"'ﬁ()\) = Pro[Win].

Game Gj: It is the same as G, except that, the event Win is now defined as
i* ¢ Qoor A (1°,m*,0") ¢ Qgien A Vrfynizk(crs, 7%, 2™, 7%) = 1 A d* = Priv(sk;«, %) .

Claim. 1. | Pro[Win] — Pr1[Win] | < Advp{aies 5, ().

Proof. By InConsis denote the event that A’s forgery (i*,m*, o* = («*,d*, 7*))
satisfying Vrfyyps(vki-, 2™, d*) =1 A d* # Priv(sk;-,x*).

Clearly, G, is identical to Gy unless InConsis occurs, thus | Pro[Win]—Pry [Win] |
< Pry[InConsis]. It is straightforward to construct an adversary B; against the
verification soundness of PVQAHPS, s.t. Pr;[InConsis] < Adv;,'{,g;“ﬂpsﬁhn(x).
(Since B is given the signing keys of all users, it can simulate G; honestly for A,
output the (i*,2*,d*) contained in A’s forgery and succeed as long as InConsis
occurs.) We also provide a full description of B; in Appendix C.1. |

Game Gs: It is the same as Gi, except that, after generating n pairs of verifi-
cation/signing keys {(vk;, sk;) }ic[n], the challenger aborts immediately if there
are two verification keys that collide, i.e., 31 <14 < j < n, s.t. vk; = vk;.

Since sk; and sk; are independently and uniformly chosen from S/, by the
VK-diversity of PVQAHPS and by a union bound, it follows that ’Prl [Win] —

Pro[Win]| <37, <, Prlv(ski) = v(sk;)] < nol) e b (V).

Game Gs: It is the same as Gg, except that, when answering Ogion (i, m), the
challenger computes 7 via the Sim algorithm of QANIZK by using the simulation
trapdoor tdes:

® T <3 Sil’T‘I(CI’S7 tdcrs; T, l‘)

Note that the witness w for z € £, is no longer needed.

Since x is chosen from £, with witness w, by the perfect zero-knowledge of
QANIZK, the 7 in Gg is identically distributed as that in Gy. Consequently, the
change is just conceptual and Pro[Win] = Prs[Win].

Game Gg: It is the same as Gg, except that, when answering Ogiex(i,m), the
challenger also puts (7,z,7) to a set Qgy, and for the forgery (i*,m*,o* =
(x*,d*, 7)) output by A, the event Win is now defined as

i ¢ Qcor N (1",m",0") & Qgien A Vrfynizk(crs, 7%, 2%, 7%) =1
A d* = Priv(skg,x*) A (75,2, 7)) ¢ Qg -
Claim 2. | Pr3[Win] — Pry[Win] | < Adv§] 5, (A).

Proof. By Bad denote the event that A’s forgery (i*,m*,o* = (z*,d*,7*))
satisfying 3 (i,m,0 = (z,d, 7)) € Qsiax, S-t.

i" ¢ Qoor N (i, m", 0" = (2*,d*,7")) # (i,m,0 = (z,d, 7))
A Vrfygize(ers, 75,2, 7%) =1 A d* = Priv(sky«,2*) A (7%,2%,7%) = (1,2, 7) € Qs
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where 7* := H(vk;«,m*) and 7 := H(vk;, m). Clearly, G3 and G4 are the same
until Bad occurs, thus | Prs[Win] — Pry[Win] | < Pry[Bad].
To bound Pry[Bad], we divide Bad into the following two cases:

e Case 1: (i*,m*) = (i,m). Together with (¢*,m* o* = (a* d*,7*)) #
(i,m,0 = (z,d,m)) A (7%, 2*,7*) = (1, 2, 7), it follows that d* # d. However,
this contradicts d* = Priv(sk;«,x*) = Priv(sk;,x) = d. Therefore, this case
can never occur.

e Case 2: (i*,m*) # (i,m). Since there are no verification key collisions (due
to the game change in Gg), (i*,m*) # (i,m) implies (vk;-,m*) # (vk;, m).
Together with 7* = H(vk;«,m*) = H(vk;,m) = 7, this case suggests a
collision of H. It is straightforward to construct an adversary Bs so that
Pry[Bad] < Advj) 5,(A). (B2 can sample all signing keys itself, simulate G4
honestly for A, and successfully find a collision as long as Bad happens.)

Overall, | Pr3[Win] — Pry[Win] | < Pry[Bad] < Adv§; 5, (). |

Game Gs: It is the same as G4, except that, at the beginning of the game,
the challenger picks (po, tdy) <s £ besides (p,td) <—s £, and for all the Ogjay
queries, the challenger samples = <—s £, instead of = <s L,.

Claim 3. | Pra[Win] — Prs[Win] | < AdVZR o (A) + AV o (V).

Proof. We introduce an intermediate Game G, 5 between G4 and Gs, where the
challenger samples z <—s X" for all the Og;cy queries.

Since witness w for z is not used at all in G4, G4.5 and Gs (due to the game
change in G3), we can directly construct two adversaries B3 and By for solving the
multi-fold SMP related to £ and the multi-fold SMP related to % respectively,
s.t. | Pra[Win] — Prys[Win]| < AdvVZR (M) and | Prys[Win] — Prs[Win]| <
Adv'Z"E 5 (N). The full description of B3 and By can be found in Appendix C.2.

Z0,B4,Q s
(B3 arold 484 can sample all signing keys themselves, simulate G4/Gy 5/Gs honestly

for A depending on the challenges that Bs and B, receive, and succeed as long
as A behaves differently in these games.) |

Game Gg: It is the same as Gj, except that, the event Win is now defined as
i* ¢ Qcor A (35, m",0%) & Qsian A Vrfygze(ers, 77, 2%, 7%) =1
A d* = Priv(sky«,z*) A (772", 1) ¢ Qg A z" €L, .
Claim 4. | Prs[Win] — Prg[Win] | < Advganizk. s, (A)-
Proof. By Forge denote the event that A’s forgery (i*,m*, o* = (z*,d*,7*))

5.t i* ¢ Qoor N (15, m",0%) ¢ Ogiex N Vrfyyizk(crs, 7%, 2%, 7%) =1
A d* = Priv(ski«,z*) A (7%,2",7%) ¢ Qg A " & L,.

Gs and Gg are the same unless Forge occurs, so | Prs[Win]—Prg[Win] | < Prg[Forge].
Note that Forge implies Vrfyyzx(crs, 7%, 2%, 7*) = 1 A (7%, 2%, 7*) ¢ Qg A 2* ¢
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L,. Thus by the USS of tag-based QANIZK, we can build an adversary Bs such
that Prg[Forge] < Advganizk s, (). Bs can sample all signing keys itself, simu-
late Gg honestly for A (using its own oracle Og;y defined in Fig. 4 to generate
simulated proofs © when answering Ogiqy queries for A), output the (7%, 2*, 7*)
extracted from A’s forgery to its own challenger, and succeed as long as Forge
occurs. We also provide a full description of Bs in Appendix C.3. |

Finally, we have the following claim regarding Prg[Win].

Claim 5. Prg[Win] <n - Eg\;ﬁ)Hfs);a?):(/\)

Proof. Let i* denote the user index contained in A’s forgery. In the case that
A corrupts user i* (i.e., i* € Qcor), Win does not occur, thus the claim trivially
holds. Next we prove the claim in the case that A never corrupts user i* (i.e.,
i* ¢ Qcor). We analyze the information about sk;« that A may obtain in Gg.

e Firstly, the verification keys contain vk;« = v(sk;«).

o In Ogion(i*,m), since x < L,,, the behavior of Ogiey for user i* is com-
pletely determined by a, (sk;»).

e Since i* ¢ Qcor, A never queries Ocop (1*).

e From Oppuk(i*, L), A obtains at most x bits information about sk;«.

Overall, the information about sk;« that A learns in Gg is limited in v(sk;«),
a,p, (ski+) and at most x bits leakage information.

Then we analyze the probability Prg[Win]. For A’s forgery (i*,m*,o* =
(z*,d*, 7)), Win will not occur unless * € £, A d* = Priv(sk;,z*). Intuitively,
by the k-LR-(%,.-Z)-OT-extracting property of publicly-verifiable PVQAHPS
(cf. Def. 10), we know that * € £, A d* = Priv(sk;-,2*) holds with only a
negligible probability, even in the presence of v(sk;«), a,,(sk;+) and at most x
bits leakage about sk;~. Hence Win hardly happens in Gg.

Formally, we build an (unbounded) adversary Bg against the k-LR-(%, Z)-
OT-extracting property of publicly-verifiable PVQAHPS. Bg is given (ppyps, L0, £
ap, (sk),v(sk)), where sk <—s SK is chosen by its own challenger, and has access

to the oracle Oppax defined in Fig. 6, which is denoted by (’)I(;ZSAHPS) below to
avoid confusing with the Oppak in SIG’s experiment. Bg will simulate Gg for A.
Intuitively, Bg will first guess the user index i* for which A forges a signature
(with a security loss n), implicitly set the signing key of user i* as the sk chosen
by its own challenger and explicitly define the verification key of user i* as the
v(sk) contained in its input. For the remaining n — 1 users, B¢ samples signing
keys itself, thus can honestly answer Ogian, Ocor and Oppax queries made by A
for these users. For user i*, Bg can answer Og;gy queries using the projection key

ap, (k) contained in its own input (since = s L), answer Orgax queries via
its own O](JZXSAHPS) oracle, and abort immediately if A corrupts i*. Finally, Bg
receives a forgery (i*,m*,o* = (z*,d*,7*)) from A, and returns (z*,d*) to its
own challenger. Overall, Bg succeeds (i.e., z* € L, A d* = Priv(sk,z*)) as long

as 1" is correctly guessed and Win occurs, thus e';ﬁg,;fg';t:ﬁ (A) = L - Prg[Win].
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We also provide a full description of Bg in Appendix C.4. |

Taking all things together, Theorem 1 follows. a

C.1 Full Description of Reduction B; for Claim 1

To bound Pry[InConsis], we construct an adversary B; against the verification
soundness of PVQAHPS (cf. Def. 9). The full description of By is as follows. By
is given (ppups; (ki, vki)ic[n)), where sk; <—s SK (i € [n]) are chosen by its own
challenger and vk; := v(sk;). By simulates Gy for A as follows.

e Firstly, By invokes (p, td) <—s £, ppnizk s Setupyizk, (crs, tders) <—s CRSGen(p),
H <s H, sets ppsig := (p, PPups; PPnizk €S, H ), and sends (ppsg, {vki }ic(n))
to A.

e 31 has the signing keys {ski}ie[n] of all users, thus can honestly answer Og;qy
queries, Ocor queries and Opga queries made by A, the same way as Gj.

Concretely, for an Ogien query (i,m) made by A, B; samples x s L,
with witness w, computes d := Priv(sk;,x), 7 := H(vk;, m), and invokes
7 s Prove(crs, 7, x, w). Then, B; returns o := (x, d, 7) to A and puts (i, m, o)
to set Qsign. For an Ocor query 4, By returns sk; to A and puts ¢ to set Qcor.
For an Opgax query (¢, L), By returns L(sk;) to A.

e Finally, By receives a forgery (i*,m*,o* = (z*,d*,7*)) from A. B; outputs
(i*,x*,d*) to its own challenger.

It is clear to see that By simulates Gy perfectly for A, and By’s output (i*, z*, d*)
succeeds in the Exp‘é@gi’ﬂpsﬁghn experiment (cf. Fig. 5) so that d* # Priv(sk;, x*)
A Vrfyyps(vki«,x*,d*) = 1 as long as InConsis occurs. Thus, Pr;[InConsis] <
Adv\g\f,yéfﬂpsylghn()\) and Claim 1 follows. |

C.2 Full Description of Reductions B;s and B, for Claim 3
We introduce an intermediate game Gy 5 between G4 and Gs:

— Game Gy 5: It is the same as game Gy, except that, for all the Ogqy queries,
the challenger samples = <—s X.

Note that the witness w for x is not used at all in games G4, G4.5 and Gj
(due to the game change in G3).

Below we construct two adversaries Bs and B, for solving the multi-fold SMP
related to .Z and the multi-fold SMP related to %5 respectively, s.t. | Pry[Win] —
Pry 5[Win] | < AV (M) and | Prys[Win] — Prs[Win] | < AdVETE (V).

We first provide the full description of Bs for solving the multi-fold SMP
related to £ (cf. Def. 3). B3 is given (p, {7;}e[0.]), Where (p,td) < ., and B3
aims to decide whether x1,...,zg, s L, or z1,...,xq, +s X. Bz will simulate
G4 or Gy 5 for A, depending on the input that B3 receives.
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e Firstly, B3 invokes ppyps s Setupups, PPnizk <5 Setupnizk, (crs, tdes) s
CRSGen(p), H <s H, and sets ppsic := (p, PPups; PPNizk; Crs, H). Then for
each user i € [n], Bs samples signing key sk; <—s SK itself and computes the
corresponding verification key vk; := v(sk;). Bz sends (ppsig, {vki}ie[n)) to
A.

e For Oggy queries, when answering the j-th (j € [Qs]) Osien query (i,m),
Bs sets « as the z; in its own input, and computes d := Priv(sk;,z), 7 :=
H(vk;,m) and 7 <—s Sim(crs, tdes, 7, ), without knowing a witness of x. Bs
returns o := (z,d, 7) to A, puts (i,m, ) to Qgiex and puts (7,2, m) to Qg

In the case that x = x; is uniformly chosen from £,, B3 perfectly simulates
G4 for A; in the case that + = x; is uniformly chosen from X', B3 perfectly
simulates G4 5 for A.

e [33 uses {ski}ie[n] to answer Ocor and Oppa queries for A, the same way
as G4 and Gy 5.

e Finally, Bs receives a forgery (i*,m*,o* = (z*,d*,n*)) from A. B3 uses the
signing keys {sk;};c[,) to decide whether the event Win defined in G4 (which
is the same as that defined in G5 and Gs) occurs, i.e.,

o ¢ Qcor A (i*vm*aG*) ¢ Qgsien A VrfYNIZK(Crsv T*,:E*,Tl'*) =1
AN d* = PriV(Ski*Jf*) A (T*,x*,ﬂ'*) ¢ QSIM'

Bs returns 1 to its own challenger if and only if Win occurs.

Overall, B3 simulates G4 for A in the case x1,...,2q, <s £, and simulates G4 5
for A in the case x1,...,z¢, s X, thus Bs successfully distinguishes the two
cases as long as the probability that Win occurs in G4 differs non-negligibly from
that in Gy 5. Consequently, we have Adviy P o (A) > | Pry[Win] — Pry 5[Win] |.

Next, we provide the description of By for solving the multi-fold SMP related
to Zy (cf. Def. 3). By is given (po,{z;};e[0.]), Where (po,tdo) s Lo, and By
aims to decide whether xy,...,zq, < L,, or z1,...,2q, s X. B, simulates ex-
actly the same way as B3 does, except that, By samples (p, td) +s & itself to gen-
erate the p contained in ppgg. In particular, when answering the j-th (j € [Qs])
Osien query (i,m) made by A, By sets x as the z; in its own input. In the case
that © = x; is uniformly chosen from L, By perfectly simulates G5 for A; in the
case that © = z; is uniformly chosen from X, By perfectly simulates G4 5 for A.
Therefore, B4 successfully distinguishes x1, ..., zg, s L,, from z1,...,29, +s X
as long as the probability that Win occurs in Gj differs non-negligibly from that
in G45. Consequently, we have AdvETé’%QS (\) > ’ Pry.5[Win] — Pr5[Win] ‘

This completes the proof of Claim 3. |

C.3 Full Description of Reduction Bj5 for Claim 4

To bound Prg[Forge], we construct an adversary Bs against the USS of tag-
based QANIZK (cf. Def. 7). The full description of Bs is as follows. Bs is given
(p, td, ppnizk, crs) and has access to the oracle Ogpy defined in Fig. 4. Bs simulates
Gg for A as follows.
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o Firstly, Bs invokes ppypg ¢—s Setupyps, samples H <—s H, and sets ppgg :=
(s PPHPS» PPNizK €S, H ). By also invokes (po, tdy) s -Zp. Then for each user
i € [n], Bs samples signing key sk; <—s SK itself and computes the corre-
sponding verification key vk; := v(sk;). Bs sends (ppsig; {vki}ie[n)) to A.

e For an Ogiey query (i,m) made by A, Bs samples & s L,,, computes d :=
Priv(sk;,x) and 7 := H(vk;, m). Then By sends (7, ) to its own Og; oracle
and obtains 7, which is generated by Ogy via m <—s Sim(crs, tdgs, 7, ). Bs
returns o := (z,d, 7) to A, puts (i,m,0) to Qgiey and puts (7, z,7) to Qgy.

e 35 uses {sk‘i}ie[n] to answer Ocor and Oppax queries for A, the same as Gg.

e Finally, Bs receives a forgery (i*, m*, o* = («*,d*, 7*)) from A. B5 computes
7 := H(vk;,m"), and outputs (7*,z*, 7*) to its own challenger.

It is clear to see that Bs simulates Gg perfectly for A, and B outputs a successful

forgery (7*,az*,7*) to its own challenger so that a* ¢ L, A (7%,z%,7*) ¢

Qsiu A Vrfyyize(crs, 7%, 2%, 7*) = 1 as long as Forge occurs. Thus, Prg[Forge] <

Adv@anizk s, (M) and Claim 4 follows. |

C.4 Full Description of Reduction Bg for Claim 5

To bound Prg[Win], we construct an (unbounded) adversary B against the x-LR-
(&£, Z)-OT-extracting property of PVQAHPS (cf. Def. 10). The full description
of Bg is as follows. Bg is given (pppps, po, P> @p, (sk), v(sk)), where sk <—s SK is
chosen by its own challenger, and has access to the oracle Oy ¢ defined in Fig.
6, which is denoted by OS;XSAHPS) below to avoid confusing with the Opgak in

SIG’s experiment. Bg simulates Gg for A as follows.

o Firstly, Bs invokes ppyzk <—s Setupyzk, (crs, tdes) <—s CRSGen(p), samples
H < H, and sets ppsi := (p, PPups, PPNizk» Crs; H).

Bg samples an index i <—s [n] uniformly, sets sk; := sk implicitly and
defines vk; := v(sk) explicitly for user i, where sk is the hashing key chosen
by Bg’s own challenger and v(sk) is part of Bg’s own input. For all other
users i € [n]\ {i}, By samples signing key sk; <s SK itself and computes
vk; := v(sk;). Be sends (ppsig, {vki}icm)) to A.

e For an Ogey query (i, m) made by A, Bg computes a signature o as follows.

Bg first samples « <—s L£,, with witness w. If i # ?, Bg computes d :=
Priv(sk;, z) using sk;, the same as Gg; if i = 7, Bg computes d := Pub(a,, (sk),
x,w) using the projection key «,,(sk) contained in its own input, which is
also the same as Gg by the correctness of PVQAHPS. Then, Bg computes
7 := H(vk;,m), invokes m <—s Sim(crs, tdgs, 7, ) and sets o := (x,d, ).

Bg returns o to A, puts (i, m, o) to Qgex and puts (7,2, ) to Qgy-
e For an Oger query 7 made by A, if i £ ’z'\, Bg returns sk; to A; if 1 = /2'\, Bs
aborts immediately.
e For an Oy« query (¢, L) made by A, if i # i, Bg returns L(sk;) to A;ifi :/z'\,
Bg submits L to its own OPVAAHPS) from O(PVQAHPS)

L EAK oracle, obtains L(sk) LEAK ,
and returns L(sk) to A.
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e Finally, Bg receives a forgery (i*,m*,o* = (a*,d*,7*)) from A. If i* = 1,
B outputs (x*,d*) to its own challenger; if i* # i, Bg aborts the game.

It is clear to see that if 4 = * (which happens with probability %) and A never
corrupts i*, Bg simulates Gg perfectly for A, and Bg’s output (x*,d*) succeeds
in the Expgv(ﬁ’k’fg'%t:x; experiment so that * € £, A d* = Priv(sk,z*) as long

as Win occurs. Thus, eg_\fﬁ)ﬁfg:?:i(/\) > 1. Prg[Win] and Claim 5 follows. |

D Proof of Theorem 2 (MUMC®-CCA Security of PKE)

Theorem 2 (MUMC“'-CCA Security of PKE) Assume that (i) £ and %
have hard SMPs, (i) QAHPS is a QA-HPS for both £ and %, having PK-
diversity, and supporting both k-LR-(L, %)-key-switching and £p-multi-key-
multi-extracting, (11i) QANIZK is a tag-based QA-NIZK for £, satisfying both
perfect zero-knowledge and unbounded simulation-soundness, (iv) H is collision-
resistant. Then the proposed PKE scheme in Fig. 10 is MUMC'-CCA secure
under k bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Q. times of Opne queries and Qg times of Opge queries, there exist ad-
versaries By, -+, By, such that T(By) =~ -~ T(Bgs) = T(A)+ (n+ Qe + Qq)
poly(A), with poly(\) independent of T(A), and

Advg’ckgl_;x;ll,n,n()‘) < Advg'rl,Bl (/\) + Adv:-m;,n;fnge (/\) +2- Adv:-m?!(:rl];:;“,”pl,Qe (/\) + Advg;Tnge ()\)

Lo-mk- 1 k-di (%, %)k
+ Advganizk s, (A) + AdVQXHn;S,g:T:L,QC(A) + n(ng L. €qanps(A) +2n - féins,i’%,i(A)-

Remark 5 (On the Tightness of PKE’s MUMC®“!-CCA security). Accord-
ing to Theorem 2, PKE has tight MUMC“-CCA security as long as both the
multi-fold SMP related to £ and the multi-language multi-fold SMP related
to % have tight reductions, QAHPS has a tight Z)-multi-key-multi-extracting
property and QANIZK has a tight USS.

Moreover, similar to Remark 4, the statistical loss n(”;l) ~e'3<A'ﬂ\|;S()\) exactly
reflects the collision probability of public keys among n users, and is inherent
to the MUMCS¥!-CCA security (even to MUS-CPA) of all PKE schemes, since if
two public keys collide, an adversary can simply corrupt one user and use the
secret key to decrypt a challenge ciphertext for another user. Nevertheless, the
statistical loss does not affect the security tightness of PKE.

Proof of Theorem 2. We prove Theorem 2 by defining a sequence of games
Go—Gg and showing adjacent games indistinguishable. A brief description of
differences between adjacent games is summarized in Table 4 in Subsect. 6.2.

Game Gy: This is the Exp‘ﬁfﬁ'ﬁﬁ"mm experiment (cf. Fig. 9). Let Win denote the
event that 8’ = 8. By definition, Advcpcé'Ec’&jyn’ﬁ()\) = | Pro[Win] — 1|.

Let (pk;, sk;) denote the public/secret key pair of user i € [n]. In this game,
when answering an Ogye query (i*,mg,m1), the challenger samples z* s L,

42



with witness w*, computes d* := Pub(pk,.,z*,w*) + mg, 7" := H(pk;.,d")
and 7* <—s Prove(crs, 7, 2*, w*). Then, the challenger returns the challenge ci-
phertext ¢* := (z*,d*,7*) to A and puts (i*,c¢*) to set Qpyc. Upon an Opge
query (i,¢ = (x,d, 7)), the challenger computes 7 := H(pk,,d), returns m :=
d —Priv(sk;, z) to Aif (i,¢) ¢ Qrne AVrfynizk(crs, 7,2, m) = 1 holds, and returns
L otherwise. For an Ocqr query 4, the challenger returns sk; to A and puts ¢ to
set Qcor. For an Oppak query (4, L), the challenger returns L(sk;) to A.

Game Gq: It is the same as Gg, except that, the challenger aborts immediately
if there are collisions in {pk; }ic[n), i-e., I1 < i < j < n, s.t. pk; = pk;.

. . n(n—1 k-div
[Win] — Pry [Win] | < 201 eReiite (V).

Game Gs: It is the same as Gy, except that, when answering Oy (4%, mg, my),
the challenger computes d* and 7* without using the witness w* for z* € £,:

o d* := Priv(sk~, z*) + mg, o 1 s Sim(crs, tders, 75, ).

Since z* is chosen from £, with witness w*, by the correctness of QAHPS
and by the perfect zero-knowledge of QANIZK, we have Prq[Win] = Pry[Win].

Game Gj: It is the same as Gz, except that, when answering Opyc (4, mo, m1),
the challenger also puts (7%, z*, 7*) to a set Qgy, and when answering Opg (i, ¢ =
(z,d,m)), the challenger adds the following new rejection rule:

o If (7,2,7) € Qgny, return L directly.

Clearly, Go and Gz are the same unless that A ever queries Opgc(i,¢ =
(z,d,m)) s.t.

3 (3%, ¢* = (a*,d*, 7)) € Qpxc, s.t. (i,¢= (z,d,7)) # (i*,¢* = (z*,d*,7%))
N Vrfynzk(ers, 7z, m) =1 A (7,2, 7m) = (7%, 2%, 7*) € Qs

where 7 := H(pk;,d) and 7* := H(pk d).

Note that by (i,¢ = (z,d, 7)) # (i*,¢* = (z*,d*,7*)) and (1,z,7) =
(7%, 2*,7*), it follows that (i,d) # (i*,d*) and 7 = H(pk,,d) = H(pk,;.,d*) =
7*. Since there are no public key collisions (due to the game change in Gp),
(i,d) # (i*,d*) implies (pk;,d) # (pk;-,d*). Consequently, the above event sug-
gests a collision of H, and we have | Pry[Win] — Prs[Win]| < Adv§; 5 (A).

Game Gy: It is the same as Gz, except that, at the beginning of the game, the
challenger picks (pé),td( )) +s % independently for each user i € [n] besides
(p,td) s &£, and when answering (’)ENC( , Mo, mq), the challenger samples z*

from the i*-th language £ PG ie, ¥ s L PG instead of z* <—s L,,.

By the multi-fold SMP related to & and by the multi-language multi-fold
SMP related to %5 (cf. Def. 14), we can first change Gs to an intermediate game
G3.5 where the challenger samples z* <—s X" for all the Ogyc queries, then further
change G35 to G4. Overall, we have the following claim.
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Claim 6. | Prs[Win] — Pry[Win]| < AV o (M) +Adv 5™ o (A).

We provide a proof for Claim 6 in Appendix D.1.

Game Gs: It is the same as Gy, except that, when answering Opgc(i,c =
(z,d,m)), the challenger adds another new rejection rule:

o If v ¢ L,, return L directly.

Clearly, G4 and Gj are the same unless that A ever queries Opgc(i,¢ =
(z,d,m)) s.t.

(t,e= (z,d,m)) ¢ Qpno A Vrfyyizk(ers, Tz, m) =1 A (1,2,7) ¢ Qsiu A & L.

This event implies Vrfyyzx(crs, 7,2, m) = 1 A (1,2,7) ¢ Qsin Az ¢ L,. Thus by
the USS of QANIZK, we have the following claim.

Claim 7. | Prq[Win] — Pr5[Win] | < Adv@anizk s, (A)-

We provide a proof for Claim 7 in Appendix D.2. A subtlety is that Bs obtains
the language trapdoor td from its own challenger, thus can use td to efficiently
decide the membership of £, when answering Opge queries for A.

Game Gg ., 0 <1 < n: It is the same as Gs, except that, at the beginning of the
game, the challenger picks another sk} <—s SK besides sk; for each user i € [n].
Moreover, when answering Opyo(i*,mg, m1) for users i* < 1), the challenger
switches sk;~ to the new secret key skl. in computing d*:

o d* := Priv(skj.,z*) + mg = Pub(apu*)(sk;*),x*,w*) + mg,
0

where w* is a witness of z* € pr«). The challenger still uses {ski}ie[n] to

compute the public keys for all usei")s i € [n], to answer Oy queries for users
i* > n, and to answer Opgo, Ocor and Oppax queries for all users @ € [n].

It is clearly that Gg o is identical to Gs, thus Prs[Win] = Prg o[Win].

For each n € [n], note that the only difference between Gg 1 and Gg ., lies
in the Ogye oracle for user n: in Gg,—1, Opne computes d* := Priv(sk,, z*) +
mg = Pub(ap[()m (sky),z*, w*)+mg using sk, while in Gg ,;, Opne computes d* =

Priv(sk),z*) + mp = Pub(ap<,,)(sk;7),x*7w*) + mp using skj. Since z* € ﬁpm)
0 0
with p(()") output by %, by the x-LR-(.Z, %)-key-switching property of QAHPS

(cf. Def. 5), the challenger can safely switch sk, to sk;7 when answering Ogye

for user n, and we have the following claim.
Claim 8. For each n € [n], |Prg.,—1[Win] — Prg_,[Win]| < 2- eggﬁf%ll:()\)

We provide a proof for Claim 8 in Appendix D.3.

Game Gr: It is the same as Gg.n, except that, at the beginning of the game,
the challenger picks (pg, tdg) <s £y besides (p, td) <s £ and (p(()z), tdél)) —s 4
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for each ¢ € [n], and when answering Opyo(i*,mg, m1), the challenger always
samples z* <s L,  independently of i*, instead of z* <s me).
0

By the multi-language multi-fold SMP related to % (cf. Def. 14) and by the
multi-fold SMP related to %, we can first change Gg.,, to an intermediate game
where the challenger samples z* <—s X for all the Ogy¢ queries, then change to Gr.

. . ml-msm msm

Overall, we have | Prg_,[Win] — Prz[Win]| < Advy e 0. (N) FAVETE o (V).
The proof is similar to that of Claim 6. A subtlety is that B3 and B, sample
(p, td) s £ themselves, thus can always use td to decide the membership of £,
when answering Opge queries for A.

Game Gg: It is the same as G7, except that, for all the Ogyc queries, the chal-
lenger samples d* <—s HV uniformly, instead of computing using {sk;}ie[n}.
Note that the only place that G; differs from Gg lies in the computations of
d* in the Opyc oracle for all users i* € [n], where d* := Priv(sk}.,z*) +mg in G7
while d* <—s HV in Gg. Since {sk;}ie[n] is used only in the computations of d*
in Opye, and x* in Opye are uniformly chosen from £, by the Zy-multi-key-
multi-extracting property of QAHPS (cf. Def. 11), we have the following claim.

Claim 9. | Pr7[Win] — Prsg[Win] | < AdVgRiRs RS o, (V).

We provide a proof for Claim 9 in Appendix D.4.

Finally in Gg, d* is uniformly chosen from HYV regardless of the value of 3,
thus the challenge bit /5 is completely hidden to .A. Then Prg[Win] = %
Taking all things together, Theorem 2 follows. a

D.1 Proof of Claim 6

. . . msm ml-msm
Claim 6. | Pr3[Win] — Pry[Win] | < AdVﬁf,BZ,Qe()\> + Adv_%’o,Bs,Z,Qe (\).
Proof. We introduce an intermediate game G35 between Gs and Gy:

— Game Gg3 5: It is the same as game Gz, except that, for all the Ogy¢ queries,
the challenger samples z* s X.

Since witness w* for «* is not used at all in games Gs, G35 and G4 (due to
the game change in Gs), we can directly construct two adversaries By and Bs for
solving the multi-fold SMP related to .Z and the multi-language multi-fold SMP
related to % respectively, so that | Prg[Win] — Prs 5[Win] | < AdVZR  (A) and
| Pr3.s[Win] — Pry[Win] | < Advg;?“g:fb,@e()\). (By and Bs can sample all secret
keys themselves, simulate G3/G3 5/G4 honestly for A depending on the challenges
that By and Bs receive, and succeed as long as A distinguishes these games.)

Here we provide the full description of Bs for solving the multi-language
multi-fold SMP related to % (cf. Def. 14), and By can be similarly described.

B3 is given ({pgf), {x§i)}j€[Qc]}i€[n]), where (p((f),td(()i)) —s %, and Bs aims to
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decide whether mgi), ey xg)e s »Cp(()n (say b=10) or xgi), ey J:g)e +s X (say b=1),

for each i € [n]. B3 will simulate Gs 5 or G4 for A, depending on the value of b.

o Firstly, Bs invokes (p,td) <—s .Z, ppups <s Setupyps, PPNizk <5 Setupnizk,
(crs, tders) <—s CRSGen(p), samples H <—s H, and sets pppke = (0, PPHps:
PPNizk €S, H). Then for each user i € [n], Bs samples secret key sk; <—s SK
itself and computes the corresponding public key pk; := a,(sk;). B3 sends
(PPpKE; {PKi}icn)) to A. Bs also picks a challenge bit 3 «s {0, 1} for A.

e B33 has the secret keys sk; of all users, thus can honestly answer Opg¢ queries,
Ocor queries and Op sk queries made by A, the same way as Gz 5 and Gy.

o As for Oy queries, when answering the j-th (5 € [Q.]) Ogrxc query (i*, mg, m1),
B3 sets z* as the xy*) in its own input, and computes d* := Priv(sk;~,z*) +
mg, 7" = H(pk;.,d*) and 7* < Sim(crs, tders, 7, 2*), without knowing a
witness of z*. Bz returns ¢* := (z*,d*,7*) to A, puts (i*,c*) to Qrxc and
puts (7%, z*, 1) to Qg.

In the case b = 0, z* = xg.i*) is uniformly random over ﬁpu*), thus B3
0

perfectly simulates G4 for A; in the case b = 1, 2* = xgz) is uniformly
random over X, thus B3 perfectly simulates Gz 5 for A.
e Finally, B3 receives a bit 8’ from A and returns 1 to its own challenger if

and only if 5’ = §.

Overall, B3 simulates G4 for A in the case b = 0 and simulates G35 for A in
the case b = 1, thus Bs successfully distinguishes b = 0 from b = 1 as long
as the probability that 3 = S in G4 differs non-negligibly from that in Gs 5.

ml-msmp

Consequently, we have Adv'y, """ o (A) > | Pry.5[Win] — Pry[Win]|.
This completes the proof of Claim 6. |

D.2 Proof of Claim 7

Claim 7. | Prq[Win] — Pr5[Win] | < Adv@§anizk s, (A)-
Proof. By Forge denote the event that A ever queries Opgc(i,c = (z,d, 7)) s.t.
(t,e=(z,d,m)) ¢ Qpno A Vrfygizk(ers, T, z,m) =1 A (1,2,7) ¢ Qsiu A & L.

G4 and Gj are the same until Forge occurs, so | Pry[Win]—Pr5[Win] | < Prs[Forge].

To bound Prj[Forge], we construct an adversary Bs against the USS of tag-
based QANIZK as follows. Bs is given (p,td, ppnizk, crs) and has access to the
oracle Qg defined in Fig. 4. B5 simulates Gy for A as follows.

o Firstly, B5 invokes ppypg <—s Setupyps, samples H <—s H, and sets pppyg 1=

(s PPHPS» PPNizK €S, H ). Then for each user i € [n], Bs picks (p(()i), tdéi)) —s 2,
samples secret key sk; <—s SK itself and computes the corresponding public
key pk; := a,(sk;). Bs sends (pppkg, {Pki}icpn)) to A.
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e For an Opye query (i*,mg, m1) made by A, Bs samples z* s Epgi*), com-
putes d* := Priv(sk;-,z*) + mg and 7* := H(pk;.,d*). Then Bs sends
(7%, 2*) to its own Ogy oracle and obtains 7*, which is generated by Ogyy via
m* <=5 Sim(crs, tdes, 7%, %), Bs returns ¢* = (a*,d*, 1) to A, puts (i*, )
to Qpxe and puts (7%, 2%, 7*) to Qgy.

e For an Opge query (i,¢ = (x,d, 7)) made by A, Bs computes 7 := H(pk;, d),
checks whether (4, ¢) ¢ Qrno AVrfyyizk(crs, 7,2, m) = 1A (1,2, 7) ¢ Qgiy, and
returns L to A if the check fails. Then Bs uses td to further check whether
xeLl, Ifx¢ L, Bs returns L to A, the same as Gy, and sends (7,z,m) to
its own challenger as its forgery. If x € £,, Bs returns m := d — Priv(sk;, x)
to A, the same as Gs.

e Bs uses {ski}ic[n) to answer Ocor and Opgpax queries for A, the same as Gs.

It is clear to see that Bs simulates Gy perfectly for A, and B5 outputs a successful
forgery (7, x, ) to its own challenger so that Vrfyy x(crs, 7,2, 7) = 1 A (1,2, 7) ¢
Qsiu A« & L, as long as Forge occurs. Therefore, Prs[Forge] < Advganizk s, (M)

and Claim 7 follows. 1

D.3 Proof of Claim 8

Claim 8. For each n € [n], |Prg.,—1[Win] — Prg.,,[Win]| < 2. eggﬁf%ll:()\)
Proof. Note that the only difference between Gg.,—1 and Gg.,, lies in the Opye
oracle for user n: in Gg.,—1, Oprne computes d* := Priv(sk,, x*) + mg using sk,,
while in Gg.,, Opye computes d* := F’riv(sk‘;77 z*) + mg using sk‘%.

Let Cor,, denote the event that A corrupts user 7, i.e., A ever queries Ocor(n)
when (7,-) ¢ Qgxe and obtains sk,,. In the case that Cor, occurs, 7 is appended
to Qcor, thus A is not allowed to query Ogne(n, mo, m1) for user 1, and Gg.,—1
is identical to Gg.,,. Consequently,

| Prg.,—1[Win] — Prg.,[Win]| = | Prg.,—1[Win A =Cor,] — Prg ,[Win A =Cor,]|. (1)

To bound (1), we first analyze the information about sk, (resp. sk, and

sk;7 ) that A may obtain in Gg,—1 (resp. Gg., ) in the case that —Cor, occurs.

e Firstly, the public keys contain pk, = a,(sky).
e In Opyc(n, mo,m1), since z* s »Cp(w, the behavior of Ogyc for user 7 is
0

completely determined by o (sky) (resp. Qo (sk;}) ).

e In Opge(n, ¢), the challenger will not output m unless « € £, (due to the
new rejection rule added in Gg), thus the behavior of Opg for user 7 is
completely determined by «,(sky).

e In the case that —~Cor,, A never queries Ocor (7).

e From Orpak(n, L), A can obtain at most & bits information about sk, before
it issues the first encryption query Ogxc (7, -, ) w.r.t user 7.
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Overall, the information about sk, (resp. sk, and skj ) that A learns in Gg.,—1

(resp. Gg.py ) is limited in a,(sky,), apén)(skn) (resp. ap(()m(sk;?) ) and at most k
bits leakage information of sk,.
Then we analyze (1). Intuitively, by the k-LR~{.Z, %4)-key-switching prop-
erty of QAHPS (cf. Def. 5), ozp(n)(sk,,) is statistically close to a () (sky) , even
0 0

in the presence of a,(sk,) and at most  bits leakage about sk,,. Thus, the Ogxc

for user ) in Gg.,—1 (using sky) is statistically close to that in Gg.,, (using skj, ).

Formally, we build an (unbounded) adversary B against the xk-LR-(.Z, %)-
key-switching property of QAHPS. By is given (ppups, £, ap(;l;)), where sk «s SK
is chosen by its own challenger, and has access to the oracles Op gk and Ocyay,
defined in Fig. 3, which are denoted by OLHPS) and OLAHPS) elow to avoid

LEAK CHAL
confusing with the oracles in PKE’s experiment. Recall that B7 is not allowed to

access (’)é?AA:: PS) anymore once it queries (’)éoﬁtlps) (cf. Remark 1). B7 will sim-

ulate Gg.,—1 (or Gg., ) for A. By picks a challenge bit 5 <s {0, 1}. Intuitively,

B will implicitly set the secret key of user n as the sk chosen by its own chal-
lenger and explicitly define the public key of user 7 as the ap(;\lg) contained in
its input. For the remaining n — 1 users ¢ € [n] \ {n}, Br samples secret keys
sk;, sk and the language parameters (,oéi)7 tdéi)) s £ itself, thus can honestly
answer Opyc queries (sampling z* from [.:p(()i))7 Oprxc queries (using brute force

to decide the membership of £,), Ocor queries and Orgax queries made by A
for these users. For user 7, By can answer Opg queries using the projection key
a,(sk) contained in its own input (since Opge will output L unless x € £, &

B can decide the membership of £, using brute force), answer Oppax queries
©(QAHPS)

Leax  oracle, and aborts immediately if A corrupts n. As for the

first Ogyxe query w.r.t. user n made by A, By queries its own Oécﬁas PS) oracle,

via its own

and obtains a challenge (po, ap, (gl;)) if b= 0 or (po, ap, (;l;l) )if b=1, where

(po,tdy) s L, sk s SK and b ¢ {0,1} (the challenge bit) are chosen by

B7’s own challenger. B; will explicitly define the n-th language parameter pé")

—~/
as po and implicitly set sk;, as sk for user 1. To answer Opy¢ queries of user 7,

— —
B samples z* from L, and uses the projection key a,,(sk) (or a,,(sk ) ) con-

tained in its own challenge to compute d*. After the first Ogye query w.r.t. user
7, A is not allowed to query Opgax for user 1 (cf. Remark 3), so B does not need
(and is in fact not allowed) to query its own OSAAKH PS) oracle anymore. Finally, By
receives a bit 8’ from A and returns 1 to its own challenger as the guessing of b if
and only if 8’ = 8 and —Cor,, occurs (i.e., A never corrupts user 7). Overall, B7

simulates Gg.,—1 perfectly for A if b = 0 and —Cor,, occurs, and simulates Gg .,

perfectly for A if b=1 and —Cor, occurs. Therefore, B7 successfully distin-
guishes b = 0 from b = 1 as long as the probability that 3’ = § in Ge ,—; differs
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non-negligibly from that in Gg., in the case —~Cor,, and consequently, we have
eggﬁg%k:()\) > 1| Prg.,—1[Win A—Cor,] — Prg.,,[Win A =Cor,]|. Here the scalar

L arises due to the definition style of the advantage function eg}iﬁfog;’k:()\).

2
The full description of By is as follows.

e Given (ppyps, P ap(;l;)), By first invokes ppyizk <—s Setupyzk, (crs, tders) <—s
CRSGen(p), samples H <—s H, and sets pppxe := (0, PPHps, PPNizK; €S, H ). Br
also samples a challenge bit 3 <—s {0,1} for A. .

For user n, B; sets sk, := sk implicitly and defines pk, := «,(sk)
explicitly, where sk is the hashing key chosen by B;’s own challenger and
a,(sk) is part of B7’s own input. For all other users ¢ € [n]\ {n}, B samples
(p((f),tdél)) s %, samples secret keys sk;, ski <—s SK itself and computes
pki := a,(sk;). By sends (pppke, {Pkitiem)) to A.

e When answering an Opye query (i*,mg, mq) for user i* # n made by A, By
computes a challenge ciphertext ¢* the same way as Gg¢.,—1 and Gg .

More precisely, B7 samples z* <s Lpém, computes d* := Priv(sk}.,z*) +
mg using skj. if i* < n and computes d* := Priv(sk;, z*) + mg using sk;- if
i* > 1. Then By computes 7* := H (pk;«,d*), invokes 7* s Sim(crs, tdes, 7,
x*) and sets ¢* := (a*,d*, 7).

B7 returns ¢* to A, puts (i*,c¢*) to Qpne and puts (7%, 2%, 7%) to Qg

e When answering an Ogye query (n, mg, m) for user 7 made by A, B; com-
putes a challenge ciphertext ¢* as follows.

If this is the first Ogxe query w.r.t. user n made by A, By queries its own
©(QAHPS) ~
CHAL

oracle, and obtains a challenge (pg, pk;), where (pg,tdy) s L,

Zf)\lgo = ozpo(;E), 1’7%1 = ozpo(;?) with sk <s SK, b +s {0,1} are chosen
by Br’s own challenger, and b is the challenge bit that B; aims to guess. B7;

—
defines pé") := po explicitly and sets sk::7 := sk implicitly, where pg is the

—~/
language parameter contained in B;’s challenge and sk is the hashing key
chosen by B7’s own challenger to compute pk;.
B; computes a challenge ciphertext ¢* for user 7 as follows. B; samples
T* s Epén) = L,, with witness w*, and computes d* := Pub(pk,, z*, w*) +

mg using the projection key ];l;b contained in B;’s challenge. Then B; com-
putes 7 := H(pk,,d*), 7* s Sim(crs, tders, 7%, %) and sets ¢* := (z*,d*, 7).
B7 returns ¢* to A, puts (1, c*) to Quxe and puts (7%, 2%, 1) to Ogy.
e For an Opye query (i,¢ = (z,d, 7)) made by A, B7 decrypts as follows.

B computes 7 := H(pk,,d), checks whether (i, ¢) ¢ Quyc AVrfyyzk(crs, T,
x,m) = 1A (1,2,7) ¢ Qsiu, and returns L to A if the check fails. Then B
uses brute force to further decide whether x € £,. If « ¢ L,, B7 returns L
to A. If « € L, By uses brute force to find a witness w for « € £,, computes
m := d—Priv(sk;, z) using sk; if i # n and computes m := d—Pub(pk,, z, w)
using pk, and witness w if i = 7, and returns m to A.

By the correctness of QAHPS, B;’s simulation of Opy oracle is the same
as Gg.p—1 and Ge.y).
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e For an Oc¢or query ¢ made by A, if ¢ # 7, By returns sk; to A; if i = n, By
aborts immediately.

e For an Opgax query (4, L) made by A, if i # 7, By returns L(sk;) to A; if

O(QAHPS) " (©(QAHPS)

1 = 1, By submits L to its own O} [ Loak

and returns L(;\lg) to A.
Note that after A’s first Ogye query w.r.t. user 1, A is not allowed to query
OLgeak for user i (cf. Remark 3). This perfectly matches the B;’s situation

in which Bz is not allowed to query its own Oﬁ%ﬁ: PS)

O(QAHPS) (cf. Remark 1). Thus, By simulates Oy perfectly for A.

CHAL
e Finally, B; receives a bit 8 from A, and outputs 1 to its own challenger as

the guessing of b if and only if ' = 3 and A never corrupts n (i.e., =Cor,)).

oracle, obtains L(sk) from

oracle after B; queries

It is clearly that B; simulates oracles Opye w.r.t. users i* # 7, Opgc and
Orpax perfectly for A, and simulates oracle Ocor perfectly for A as well in the
case of —Cor,,. Next, we analyze B’s simulation of oracle Ogye W.r.t. user 7.

— If b = 0, By’s challenge is (po,zf)\lgo = ay, (;lg)) Since By implicitly sets sk,, :=
;E, by the correctness of QAHPS and by the fact that ™ € £,, with witness
w*, it follows that d* := Pub(;;)\lz:o,x*,w*) +mg = Priv(;\l;x*) +mg =
Priv(sk,,z*) + mg, the same as Gg ,—1.

— If b = 1, By’s challenge is (po,i%l = apo(;l;/) ). Since B; implicitly sets
sk:;7 = ’s‘lgl , by the correctness of QAHPS and by the fact that z* € £,, with

witness w*, it follows that d* := Pub(]fa\lghx*,w*) + mg = Priv( sk , ) +

mpg = Priv( sk;7 , &) 4+ mg, the same as Gg .

Overall, B7 simulates Gg.,—1 perfectly for A in the case b = 0 and —Cor,, and
simulates Gg.,, perfectly for A in the case b =1 and —Cor,,. Therefore, we have

Conpen S\ = |Pr[Br = b] — L| = L - |Pt[Br = 1]b = 0] - Pr[B; = 1[b = 1]]

| Pr[8’ = A —=Corylb=0] —Pr[f’ =5 A —=Corylb=1]|
- | Prg.—1[Win A =Cor,| — Prg.,[Win A =Cor,]|.

NI NI

(2)
Taking (1) and (2) together, Claim 8 follows. |

D.4 Proof of Claim 9

Claim 9. | Pr7[Win] — Prg[Win] | < AdvZRiRsEoS o, (V).

Proof. The only place that G differs from Gg lies in Opyc. For an Opye(i*, mg, m1)
query, the challenger samples z* s L, (due to the change in G7), and computes
d* := Priv(skj.,x*) + mg in Gy while samples d* < H) in Gg.

Let us fix some notations. Let i}, z7, dj, mg ; denote the i*, z*, d*, mg in
the j-th Opxe query, respectively, where j € [Q.]. The difference between G; and
Gg can be characterized by the following two distributions:
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o Gy (] s Ly, df = Priv(sk‘é;,x;‘-) +mg; € HV )je[Qc]’

o Gg: (x;‘ s Ly, dj

s HY )je[Qe]'

Since {sk;}ic[n is used only in the computations of {d;}jeiq.) in Opxe, and
{;vj }ielo.] in Ogpxe are uniformly chosen from L, , by the Zy-multi-key-multi-
extracting property of QAHPS (cf. Def. 11), the above two distributions are
computationally indistinguishable.

Formally, we build an adversary Bg against the -Zp-multi-key-multi-extracting
property of QAHPS by invoking A. Bg is given (ppups; £0; {75, {hvi ; tieln) }iel.])
where (po,tdy) s Ly, sk, ..., skj, s SK, and x1,...,xq, < L,,. Bs aims to
decide whether hv; ; = Agy(x;) for all i € [n] and j € [Q.] (say b = 0) or
hvi1, ..., hon,g <—s HV (say b= 1). Bg will simulate G; or Gg for A, depending
on the value of b.

o Firstly, Bg invokes (p, td) <—s £, ppnizx s Setupyizk, (crs, tders) <—s CRSGen(p),
samples H <—s H, and sets pppke := (0, PPupss PPNizk, €S, H). Then for each
user ¢ € [n], B samples secret key sk; +—s SK itself and computes the cor-
responding public key pk; := a,(sk;). Bs sends (pppke; {Pki}icin)) to A. Bs
also picks a challenge bit 8 <—s {0,1} for A.

e 3 has the secret keys sk; of all users, thus can honestly answer Opg. queries
(using td to decide the membership of £,), Ocor queries and Oppax queries
made by A, the same way as G7 and Gg.

e As for Opxc queries, when answering the j-th (j € [Qe]) Ogrxc query (i}, mo ;,
myj), B sets z} as the x; in its own input, and computes d} := hv;: ; +
mg,; using the hvjs ; in its input. Then Bg computes 7 := H(pki;,dj)
and 77 s Sim(crs, tdgs, 7, z;), without knowing a witness of . Bg returns
cj = (x;’f,d;f,w;‘) to A, puts (zj,c}‘) to Qpnc and puts (T}“,ﬂﬂj,w;’-‘) to Qsn.

In the case b =0, hvix ; = Agy_ (7;) = Agpr, (25) = Priv(sk;; , 27 ), thus Bg
perfectly simulates Gy for A; in the case b :]1, hv;~ ; is uniformly random
over HV, and so is dj, thus Bg perfectly simulates GIS for A.

e Finally, Bg receives a bit 8’ from A and returns 1 to its own challenger if

and only if 5’ = 3.

Overall, Bg simulates G; for A in the case b = 0 and simulates Gg for A in
the case b = 1, thus Bg successfully distinguishes b = 0 from b = 1 as long
as the probability that 8/ = B in G; differs non-negligibly from that in Gg.
Consequently, we have Advﬁﬂgl;’g:’f;@c (A) > | Pr7[Win] — Prs[Win]|.

This completes the proof of Claim 9. |

E Discussions on Potential Variants of Our Constructions

E.1 Discussions on Setup of Our SIG and PKE

In our SIG constructed in Fig. 8 and our PKE constructed in Fig. 10, the setup
algorithms Setupg,g and Setuppyg produce p and crs along with trapdoors ¢td and
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tders, via (p,td) <—s £ and (crs,tdes) <—s CRSGen(p). Note that the trapdoors
are not used at all in the other algorithms of SIG and PKE. The reason why
we make the trapdoors explicit in our constructions is just to ease the security
proofs (of Theorem 1 and Theorem 2). Note that the related works (e.g. [4, 21])
also produce trapdoors in their setup algorithms (though implicitly), so that
their security reductions can use trapdoors for simulation.

Alternatively, we can define variants of . and CRSGen, say Z and CRSGen,

that only output p and crs, i.e., p s Z and crs +s CE_S\G/en(p), respectively. We

require the indistinguishability of the p output by £ and .#, and the indistin-
guishability of the crs output by CRSGen and CRSGen. A trivial implementation

of 7 is just to invoke (p,td) <—s £ and output p, and similarly, CRSGen sim-
ply invokes (crs,tdes) <—s CRSGen(p) and outputs crs. There might exist other
non-trivial ways of implementing . and CRSGen depending on the concrete

instantiations.® Consequently, by invoking .# and CRSGen instead of .# and
CRSGen, we obtain SIG and PKE whose setup algorithms Setupg, and Setuppyg
do not produce trapdoors explicitly. During the security proofs, we can then
switch to £ and CRSGen that produce trapdoors used for simulation, assuming
the indistinguishability of those variants.

E.2 Discussions on Potential Variants of Our PKE

Here we discuss some potential variants of our PKE constructed in Fig. 10. One
potential variant might be moving the sampling of (p, td) <—s £ from Setuppkg
to Gen, and putting the language parameter p into the public key of PKE. For
this PKE variant, each user has its own p in the public key, and consequently,
the MUMC®“'-CCA security proof will start with many languages (one per user).
One might think that this would nullify the need of the new property “multi-
language multi-fold SMP” (defined in Def. 14) by using the “multi-fold SMP”
(defined in Def. 3) directly, thus simplifying the analysis.

However, as far as we understand, the “multi-fold SMP” is not sufficient to
prove the tight MUMCS“-CCA security of this PKE variant, and it seems that
the new property “multi-language multi-fold SMP” is still a natural requirement.
The reason is as follows.

— Necessity of Multiple Language Changes. Suppose there are n users,
and the language parameter for user i is p(*), i € [n]. According to our tight
security proof strategy (cf. a high-level overview in Subsect. 2.2 and Fig.
2 and a formal proof in Appendix D), we need to separate the languages

5 As an example, for our MDDH-based instantiation in Appendix I, the language
distribution #p, , in Appendix .2 samples A < D¢, and outputs (p := [A]: €
GY** td := A € ZL**), where td is the discrete logarithm of p. The variant Zp, ,
could sample p from Gka directly according to appropriate distribution, without
knowing its discrete logarithm. For instance, in the case that Dy is the uniform

distribution U, ; over Zf,Xk, %e, . can simply sample p uniformly from Gka.
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involved in encryption ({£,) }ic[n]) from the languages involved in decryp-
tion ({£,0) }ie[m)), so that the secret keys used for encryption can then be
switched to independent ones to randomize the challenge ciphertexts via the
key-switching property of QAHPS. As a result, we need to change the mul-
tiple languages ({£ o) }ieln)) involved in encryption to some newly sampled
multiple languages (say {L£, }ic[n]), in a tight way.

— Insufficiency of “Multi-fold SMP”. “Multi-fold SMP” can only deal
with a single language, hence it is hard for us to rely only on “multi-fold
SMP” to change {£,w) }ic[n] t0 {£,) }iem) tightly and generically, without
the loss of the number of languages.

— Sufficiency of “Multi-language Multi-fold SMP”. Our new property
“multi-language multi-fold SMP” is a natural choice for the multiple lan-
guage changes. By “multi-language multi-fold SMP”, we can first change the
multiple languages involved in encryption ({Ep(i>}i€[n]) to X, then change
to the newly sampled multiple languages ({£, }icin))-

— Other Possible Approach. It might be also possible to accomplish the
tight security proof by considering other PKE variants and requiring some
other properties from the language distribution, instead of the “multi-language
multi-fold SMP”. For example, another potential PKE variant would be
setting the language parameters {p(i)}ie[n] of different users as some “re-
randomized versions” of a same p. To define this PKE variant formally,
one need to formalize an additional algorithm to support “language re-
randomization” along with some new properties to support tight reduction.
As far as we see, contrary to the expected simplification of the analysis, this
approach seems to make the PKE construction and its security analysis more
complicated.

Besides, moving the sampling of (p,td) +—s £ from Setuppkg to Gen might
lead to another subtlety. Note that in QANIZK, crs might depend on p, i.e., crs is
generated by (crs, tdes) <—s CRSGen(p), so the generation of crs has to be moved
from Setuppkg to Gen along with p for the PKE variant. Consequently, each user
has its own crs in addition to p, and the multi-user security proof involves not
only many languages but also many CRSs. To prove the tight MUMC“'-CCA
security for this PKE variant, a stronger requirement like “multi-CRS version of
USS” would be needed from the building block QANIZK.

Lastly, moving the sampling of (p,td) <—s £ from Setuppkg to Gen might
lead to a less efficient signcryption (SC) construction, when combining the PKE
variant with our SIG proposed in Sect. 5. Jumping a bit ahead, we propose an
optimized SC construction in Appendix F by taking advantage of the similar
structures and compatible underlying building blocks of our SIG and PKE (see
also Subsect. 2.3 for an overview). In particular, we reuse the language parameter
p in the Setup algorithms (Setupg ¢ and Setuppge), and based on this, we further
integrate the ciphertext of PKE and signature of SIG by reusing the instance
x € L, and the proof m of QANIZK (see Fig. 13 in Appendix F.2). If using the
above PKE variant instead, it seems hard for us to reuse the language parameter
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p, since our SIG’s p is generated in Setup while the above PKE variant’s p
is moved to Gen, unless one moves the sampling of p from Setupg to Gen
for the SIG as well, which will encounter similar subtleties as described above.
Consequently, the inconsistent ways of generating p will lead to less compatible
structures in PKE and SIG and might bring more obstacles for the optimization
of SC.

F Signcryption with Tight MUMC®'-Priv& Auth Security

In this section, we present signcryption (SC) schemes with tight privacy (MUMCS¥!-
Priv) and authenticity (MUMCS*-Auth), in the multi-user multi-challenge (MUMC)
setting under CCA attacks, adaptive corruptions and key leakages.

In Appendix F.1, we define the syntax of SC and its MUMC-Priv and
MUMCS*-Auth security. Then in Appendix F.2, we present our generic con-
struction of SC from PV-QA-HPS, QA-HPS and QA-NIZK.

F.1 Signcryption and Its MUMC®!-Priv & Auth Security

Definition 20 (SC). A signcryption (SC) scheme SC = (Setupgc, Gen, SignEnc,
VrfyDec) with message space M consists of four PPT algorithms:

— Ppsc s Setupgc: The setup algorithm outputs a public parameter ppgc, which
serves as an implicit input of other algorithms.

— (pk,sk) <—s Gen(ppsc): Taking ppsc as input, the key generation algorithm
outputs a pair of public key and secret key (pk,sk).

— ¢ s SignEnc(sk, pk,.,m): Taking as input a sender’s secret key sks, a re-
cewer’s public key pk, and a message m € M, the signcryption algorithm
outputs a ciphertext c.

— m/L «+ VrfyDec(pk,,sk,,c): Taking as input a sender’s public key pkg, a
receiver’s secret key sk, and a ciphertext c, the deterministic unsigncryption
algorithm outputs either a message m € M or a special rejection symbol L.

Correctness requires that for all ppsc € Setupsc, (pkg, sks), (pk,,sky) € Gen(ppsc),
m € M, ¢ € SignEnc(sks, pk,.,m), it holds that VrfyDec(pk,,sk,,c) = m.

Remark 6. Note that our syntax of SC above is slightly simplified. More pre-
cisely, we do not explicitly take identities of users (e.g., Alice, Bob) into account,
while implicitly use the indices i € [n] of users (e.g., s, 1) to represent their iden-
tities. Jumping a bit ahead, our generic construction of SC later in Appendix F.2
can naturally handle explicit user identities, and even support associated data
as well, by simply putting them inside the collision-resistant hash function H
when computing 7. To better illustrate our core ideas and techniques, we choose
to use a slightly simplified syntax to present our SC construction later.

Bellare and Stepanovs [9] defined the syntax of SC with a multi-receiver
version, since they focused on security proof of SC schemes used in Apple iMes-
sage system. Meanwhile, they formalized privacy and authenticity for SC in
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a multi-user and multi-challenge (MUMC) setting, capturing both insider and
outsider security by allowing user corruptions. Their formalization unifies differ-
ent security notions via so-called relaxing relations, hence covering attacks like
CCA/gCCA2[3]/RCCAJ11] attacks and ciphertext/plaintext integrity [7]. Here
we define the syntax of SC in the common case of single receiver. We choose the
strongest security notion that considers CCA attacks and ciphertext integrity,
and formalize them as MUMC'-Priv and MUMCS¥-Auth, which asks ciphertext
indistinguishability and ciphertext integrity, respectively, under CCA attacks,
adaptive corruptions as well as key leakages, in the MUMC setting. Below we
present the formal definition.

Definition 21 (MUMC®“!-Priv and MUMC®“!-Auth for SC). Let k = r()\) €
N. A signeryption scheme SC is MUMCS -Priv secure (resp. MUMC“!-Auth se-
cure) under k bits leakage per user, if for any PPT_ adversary A and any poly-
nomial n, it holds that Advgrc'\:jf;:ﬁ()\) = |Pr[Exp2rC":Zfiﬁ = 1] — 3| < negl())
(resp. AdvAEE (X)) := Pr[Expdc™s . = 1] < negl())), where the ezperiments

Expgr(i:vj‘gj! . and Expguctf:‘fﬁ!ﬁ are defined in Fig. 11 and Fig. 12 respectively.

Exppriv—(&\ . Osienexc(s* € [n],7* € [n],mo,m1): Oéexle.vum-(s € [n],7 € [n],m):
SC,A,n,r -
PP CF;S;tup If |mo| # |m1|: Return L Return SignEnc(sks, pk,., m)
sc sc . ) )
For i € [n): (pk;,ski) s Gen(ppsc) Ithrl € Qr;om Return L Ocon(i):
QOsienexe := 0 J/Record the signcryption queries c*a T rue If (-,,+) € Qsievine: Return L
Qcor :=0 //Record the corruption queries ¢ s SignEnc(sks, pk,.-, anz . Qcon := Qoon U {i}
For i € [n]: chal; := false Qsienine = Qsioxene U (87,7, ¢} | Return sk;
. . Ret *
B <s{0,1} //Single challenge bit etumn ¢ Oreax(i, L):  Jat most k leakage
B s A°(ppsc, {Pk; ticn) Ovrevoee(s € [n],7 € [n], ¢): /bits per user i
If 8/ = B: Return 1; Else: Return 0 1 (3,7, ¢) € Osioxpxe: Return L If chal; = true: Return L
/ ; Return VrfyDec(pk,, sk, ) Return L(sk;)

Fig. 11. The MUMC-Priv security experiment Expgg‘ffﬁiﬁ for SC, where the ad-

real

versary A has access to oracles O = {Osianenc (', s *); Ofanene (s s )y Ovievdee () 75 +),
Ocor(+), Oreax(+, -) }. We note that besides challenge ciphertexts return by Osiexinc, A
can also obtain honestly generated ciphertexts via O\ pye-

F.2 Generic Construction of Signcryption

We present a generic construction of MUMCS“!-Priv& Auth secure signcryption
(SC). The underlying building blocks are as follows.

e Two language distributions . and %, both of which have hard SMPs.

e A QAHPS = (Setupyps, a(.), Pub, Priv) for both .# and %, whose hashing
key space is SK, projection key space is PKX and hash value space is HV.
We require HV to be an (additive) group.
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ExP?c‘.‘;iﬁl.nz Ovrevbec(s™ € [n], 7" € [n],c*):
PPsc s Setupsc m* < VrfyDec(pk,., sky+,c*)
For i € [n]: (pk;,ski) <= Gen(ppsc) If (s* ¢ Qcor) A ((s*,77,¢") & Qsionenc) A (m* # L):
Qsianene := 0 JRecord the signeryption queries Win := true
Qcor :=0 //Record the corruption queries Return m*
Win := false
L s A% (ppsc, {Pki }icin]) Ocon(i):
If Win = true: Return 1; Else: Return 0 Qoor = Qcon U {i}
Osienenc(s € [n], 7 € [n],m): Return sk;
¢ «s SignEnc(sks, pk,., m)
Qsientne := Qsienine U {(5,7,¢)} Oreax(i, L): //at most k leakage bits per user ¢
Return ¢ Return L(sk;)

Fig. 12. The MUMC®*-Auth security experiment Expgtg’hj"i‘l{N for SC, where the adver-
sary A has access to oracles O = {Osiexinc (' 5 )y Ovievdec(*s )y Ocor )y OLeak (-, )}

e A publicly-verifiable PVQAHPS = (S/P:EJ/pHps,a(.),ﬂ, Pub, Eﬁ/,\ﬁﬂ/Hps) for

both £ and %, whose hashing key space is gI_C/, verification key space is
VK and hash value space is H)V .
e A tag-based QANIZK = (Setuppzx, CRSGen, Prove, Vrfyy 7k, Sim) for &,
whose tag space is 7. - -
e A family of collision-resistant hash functions H = {H : VK x PK x HV x HV
— T}

Our generic construction of SC = (Setupgc, Gen, SignEnc, VrfyDec) from QAHPS,
PVQAHPS, QANIZK and H is shown in Fig. 13. The message space is M := HV.

(pk, sk) <—s Gen(ppsc):

sk s SK, pk := a,(sk).

sk s SK, vk := D(sk).

Return (pk := (pk, vk), sk := (sk, sk)).

m/ L < VrfyDec(pk,, sk, c):

Parse pk, = (pk,, vks).
Parse sk, = (sk,, :I:,)
Parse ¢ = (z,d,d, 7).
Pk, = a,(sk;).
7= H(vk,,pk,,d,d) € T.
If Vrfyyzk (crs, 7,2, m) = 1
A \Fﬁ/HPS(ITkS“x, dy=1:
m :=d — Priv(sk,,z) € HV.
Return m.
Else: Return L.

PPsc s Setups:
(p,td) «s L.
PPHps <8 §eE’BHPS~
PPHps < Setupyps.
PPNizK <5 Setupyizk-
(crs, tders) s CRSGen(p).
H s H.
Return ppgc :=
(P, PPHPs, PPHPS, PPNizK s CrS, H).

¢ s SignEnc(sks, pk,,m € HV):
Parse sk, = (skq:ics)

Parse pk, = (pk,..ﬁ:,y

x <—s L, with witness w.

d := Pub(pk,,z, w) +m € HV.
d:= I;;v(gcsm)

vk, 1= T(sky).

7= H('{;‘\l:',&,pkr, d,d)eT.

7 <s Prove(crs, 7, 2, w).

Return ¢ := (2, d, d, 7).

Fig. 13. Generic construction of SC = (Setupgc, Gen, SignEnc, VrfyDec) from QAHPS,
PVQAHPS, tag-based QANIZK and H. The message space is M := HV.

Intuitively, our SC in Fig. 13 can be viewed as an integration of the SIG and
PKE constructed in Subsect. 5.2 and Subsect. 6.2, but in a way different from the
straightforward Encrypt-then-Sign method. We reuse the instance z and the QA-
NIZK proof 7, in order to obtain a more efficient construction. This is possible
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thanks to the similar structures and compatible building blocks of our SIG and
PKE. As a result, compared with SIG, our SC adds only one more component d
to provide privacy; compared with PKE, our SC adds only one more component
d to provide authenticity. Actually, our SC is more efficient than using existing
generic constructions for building SC from SIG and PKE, such as “Encrypt-
then-Sign”, “Sign-then-Encrypt”, “Encrypt-and-Sign”, etc. [3, 9].

Correctness of SC follows directly from the correctness of QAHPS, the veri-
fication completeness of PVQAHPS and the perfect completeness of QANIZK.

Next, we show its MUMC“!-Priv and MUMCS¥-Auth security. As noted above,
our SC can be viewed as an integration of the SIG and PKE in Subsect. 5.2 and
Subsect. 6.2, by reusing the instance x and the QA-NIZK proof m. Moreover,
the PKE part (pk,,d) and the SIG part (vk:s,[iv) are bound together via the
collision-resistant hash function H, in order to avoid a trivial CCA attack. The
MUMCS¢!-Priv security of SC follows from a similar proof as the MUMC¢'-CCA
security of PKE shown in Subsect. 6.2 and the MUMC®-Auth security of SC
follows from a similar proof as the strong MUS“-CMA security of SIG shown
in Subsect. 5.2, with additional cares to the analysis of H’s collision-resistance.
Formally, we have two theorems below, followed by the proof sketches of them.

Theorem 3 (MUMCS-Priv Security of SC). Assume that (i) £ and %
have hard SMPs, (i) QAHPS is a QA-HPS for both £ and %, having PK-
diversity, and supporting both k-LR-(L, £y)-key-switching and £y-multi-key-
multi-extracting, (1i) PVQAHPS is a publicly-verifiable QA-HPS for both £
and %y, having VK-diversity, (iv) QANIZK is a tag-based QA-NIZK for £,
satisfying both perfect zero-knowledge and unbounded simulation-soundness, (v)
H is collision-resistant. Then the proposed SC scheme in Fig. 13 is MUMC!-Priv
secure under k bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Q. times of OgignEnc queries and Qg times of OvrpvDrc queries, there exist
adversaries By, -+ ,Br, such that T(By) =~ --- =~ T(Bg) =~ T(A) + (n + Q. +
Qq) - poly(X), with poly()\) independent of T(A), and

AVEL LS (A) < AdvSy s, (V) + AdVETR o (V) +2- AdVETE™ o (V) + AdVETE, o (V)

Lo-mk- (n—1 k-di _di Ir-(L.%0) &
+ Advganizk, s, (A) + AdVQRHr;S"E:T:L‘QC(/\) + n(n2 L. (eganps () + epenps (V) + 2n - E(SA<HPS,?3>7,:()‘)

Theorem 4 (MUMC®“'-Auth Security of SC). Assume that (i) £ and %
have hard SMPs, (i) QAHPS is a QA-HPS for both £ and %, having PK-
diversity, (iii) PVQAHPS is a publicly-verifiable QA-HPS for both £ and %,
having verification soundness, VK-diversity, and supporting k-LR-(%p, £)-OT-
extracting, (iv) QANIZK is a tag-based QA-NIZK for £, satisfying both per-
fect zero-knowledge and unbounded simulation-soundness, (v) H is collision-
resistant. Then the proposed SC scheme in Fig. 13 is MUMCS¥-Auth secure
under Kk bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Q. times of Ogienenc queries and Qg times of OvrpyDrc queries, there exist

o7



adversaries By, -+ ,Bg, such that T(By) ~ --- =~ T(Bs) ~ T(A) + (n + Q. +
Qq) - poly(N), with poly(\) independent of T(A), and

h-c&l vrfy-snd r msm; msm
Advg”ct‘Af‘fjﬂ(/\) < AdVPV)Z)AHPS,Bl‘n()‘) + Advy g, (A) + Advy B‘: o. )+ AdvgT g4 0. )
n(n—1 k-di iv Ir-( %o, &) -otex
+ Advganizk,s, (A) + L(nz L (e €qanps(A) + eyt ips(A) +1Qq - EPVQAUHPS> Btp w(V)

Remark 7 (On the Tightness of SC’s MUMC®“!-Priv&Auth Security).
According to Theorem 3 and Theorem 4, SC has both tight MUMC“!-Priv and
tight MUMC®“-Auth security, as long as the multi-fold SMPs related to .% and
% and the multi-language multi-fold SMP related to %, have tight reductions,
QAHPS has a tight Z)-multi-key-multi-extracting property, PVQAHPS has a
tight verification soundness and QANIZK has a tight USS.

Proof Sketch of Theorem 3. The proof for the MUMC“!-Priv security of SC
is essentially the same as that for the MUMCS“'-CCA security of PKE shown in
Subsect. 6.2, with additional cares to the analysis of H’s collision-resistance.

The security proof goes with a sequence of games Gg—Gg, which are essentially
the same as those defined in the proof of Theorem 2 for PKE.

Game Gy: This is the Expgrciv'jgi .. experiment (cf. Fig. 11). Let Win denote the
event that ' = 3. By definition, Advgrc'vj&ri (X)) = | Pro[Win] — 3

Let (pk; = (pki,vki),ski = (skl,sk )) denote the public/secret key pair of
user ¢ € [n]. In this game, when answering an Ogaxgne query (s*, 7%, mg, my ), the
challenger samples z* <—s £, with witness w*, computes d* := Pub(pk,.., 2", w*)+

mg, d* = FTriT/(;l;S*,x*), T = H(ﬁs*,pkr*,d*,c?*), and invokes * <—s Prove(crs,
7%, 2*, w*). Then, the challenger returns the challenge ciphertext ¢* := (x*,d*, d*,

) to A and puts (s*, 7%, ¢*) to set QsienEnc-

When answering an Ogﬁac'NENC query (s,r,m), the challenger samples x<4s L,

with witness w, computes d := Pub(pk,,z,w) + m, d : Prlv(skg,x) T =
H(;\Igs,pkr, d,d), and invokes 7 <s Prove(crs,T, x,w). Then, the challenger re-
turns the honestly generated ciphertext ¢ := (z,d, d, ) to A.

Upon an OVRFYDEC query (s,r,¢c = (x,d, J 7)), the challenger computes
T = (vké,pkr,d d), returns m := d — Prlv(skr,x) to Aif (s,7,¢) ¢ QsienEnc A
Vrfynize (crs, 7z, m) =1 /\VrfyHPs(vk‘S,x d) = 1 holds, and returns L otherwise.
For an Ocopr query i, the challenger returns sk; = (sk;, skz) to A and puts ¢ to set
Qcor. For an Oppak query (i, L), the challenger returns L(sk;) = L(sk;, ;Ez) to A.

Game Gi: It is the same as G, except that, the challenger aborts immediately
if there are collisions in {pk }ieln) or collisions in {vk Yiem), e, I <0 < j <n,
s.t. pk; fpk \/vk ka

By the PK diversity of QAHPS and by the VK-diversity of PVQAHPS, we
have that | Pro[Win] — Pry [Win] | < 21 (eR5 (V) + eggds ips (V).

Game Go: It is the same as Gy, except that, when answering Ogiaxmne(s*, 7%, mo,
my ), the challenger computes d* and 7* without using the witness for z* € £,:
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o d* := Priv(sk,«,x*) + mg, o 7 s Sim(crs, tders, 7F, ).

Since x* is chosen from £, with witness w*, by the correctness of QAHPS
and by the perfect zero-knowledge of QANIZK, we have Pr;[Win] = Pra[Win].

Game Gg: It is the same as Ga, except that, when answering Ogiaxmne(s*, 7%, mo,
m1), the challenger also puts (7*,2*,7*) to a set Qg;y, and when answering

OvrevDec(s, ¢ = (z,d, cl, 7)), the challenger adds a new rejection rule:
o If (1,2, 7) € Qgny, return L directly.

Clearly, Go and G3 are the same unless that A ever queries Oyppyprc( 8,7, ¢ =
(z,d,d,m)) s.t

3 (S*7r*70* = (;C*,d*,(z*ﬂr*)) € QsianEnc; -t
(s,r,c= (:md,cljﬂ)) #(s*,r",c" = (m*,d*,c?‘ﬂr*)) A Vrfynize(crs, 7z, m) =1
A \//FF;/HPS({)%&I7&’) =1 A (T,fE,ﬂ') = (T*7$*5W*) € QSIM7

where T := H(%S,pk,.,d,cl) and 7* ;= H(%S*,pk‘r*,d*, cl*)

Note that by (s,r, ¢ = (z,d,d, 7)) # (s*,r*,¢* = (¢*,d*,d*,7*)) and (7, z, 7)
= (7%, 2%, 7%), it follows that (s, d, d) # (s*,r*,d*,d*) and T = (;\lgs,pk; d,d)
= H(%g , Dk, d* clv*) = 7*. Since there are no collisions among {pk; }ze[n] and
no collisions among {vk }iein) (due to the game change in Gy), (s,r,d, d) #

(s*,7*,d*,d*) implies (vkg,pk d,d) # (vks ,pk,.,d*,d*). Thus the above event
suggests a collision of H, and we have | Pra[Win] — Prs[Win] | < Advy 5, ().

Game Gy: It is the same as Gz, except that, at the beginning of the game, the
challenger picks (p\, td\")) s %, independently for each user i € [n] besides
(p,td) s &£, and when answering OSICNENC(S* r*,mg, mq ), the challenger sam-
ples x* from the r*-th language £ P ie,z* s L s instead of z* s L,.

By the multi-fold SMP related to <z and by the multl language multi-fold
SMP related to Zp, | Prs[Win] — Pry[Win] | < AV o (A)+AdvE 5™ o (A).

Game Gs: It is the same as Gy, except that, when answering OygryDrc(S, 7, ¢ =
(x,d,d,)), the challenger adds another new rejection rule:

o If x ¢ L,, return L directly.

Clearly, G4 and Gy are the same unless that A ever queries OvgpyDec( s, 7, ¢ =
(,d,d, 7)) s.t

(s.7.¢= (2,d,d,7)) ¢ Quxe N Vifypps(vhs,.d) = 1
A Vrfyyzk(ers,m,x,m) =1 A (1,2,7) ¢ Qsa A @ & L.

This event implies Vrfyyzx(crs, 7,2, m) =1 A (1,2,7) ¢ Qsiw A « ¢ L,. Thus
by the USS of QANIZK, we have that | Pry[Win] — Prs[Win] | < AdngN,ZK 5, ().
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Game Gg,, 0 < 1 < n: It is the same as Gs, except that, at the beginning
of the game, the challenger picks another sk! <—s SK besides sk; for each user
i € [n]. Moreover, when answering Ogongnc (8™, 7, Mo, m1) for receivers r* <,
the challenger computes d* using sk/. instead of using sk,

e d* := Priv(skl..,x*) + mg.

The challenger still uses {sk;};c[n) to compute the public keys for all users i €
[n], to answer Ogienpne queries for receivers r* > 1), and to answer Og‘“}ac'NENC,
Ovirydic, Ocor and Oppax queries for all users i € [n].

It is clearly that Gg o is identical to Gs, thus Prs[Win] = Prg o[Win].

For each n € [n], by the k-LR~(.Z, . %)-key-switching property of QAHPS,
the challenger can safely switch sk, to sk;7 when answering OgonEnc for receiver
n. We have that |Prg.,—1[Win] — Prg ,[Win]| < 2- eggﬁ;‘g%lk:()\) following a sim-
ilar reduction as that in the proof of Claim 8 for PKE (cf. Appendix D.3). Note
that B7 can sample all hashing keys {;l;i}ie[n] of PVQAHPS and handle all parts
related to PVQAHPS by itself. In particular, to answer an Opgax query (1, L) for
user 77 made by A, B7 sends L(~,§l€n) to its own leakage oracle and returns the
answer to A.

Game G7: It is the same as Gg.,,, except that, at the beginning of the game, the
challenger picks (pg,tdy) <—s £y besides (p, td) s £ and (p((f),td((f)) —s £ for
each i € [n], and when answering Ogiexgnc(8*, 7%, mg, m1 ), the challenger always
samples z* <s L,, independently of 7*, instead of z* <s EpgT'*>'

By the multi-language multi-fold SMP related to .2, and by the multi-fold
SMP related to %, | Prg.,,[Win]—Pre [Win] | < Advg;’“ggjz’cge (MHAVETE 0. (A).

Game Gg: It is the same as Gy, except that, for all the OgonEne queries, the
challenger samples d* <—s H) uniformly, instead of computing d* with {sk;}ie[n].
Since {skg}ie[n] is used only in the computations of d* in OggnEne, and x* in
Osieninc are uniformly chosen from £, by the £-multi-key-multi-extracting
property of QAHPS, we have | Pr7[Win] — Prg[Win] | < Advgg,‘_,";ks"rgzx’fl@e()\).

Finally in Gg, d* is uniformly chosen from HV regardless of the value of 3,
thus the challenge bit § is perfectly hidden from A. Then Prg[Win] = %
Taking all things together, Theorem 3 follows. a

Proof Sketch of Theorem 4. The proof for the MUMCS“-Auth security of
SC is similar to the proof for the strong MU““'-CMA security of SIG shown in
Subsect. 5.2, with additional cares to the analysis of H’s collision-resistance.

The security proof goes with a sequence of games Gy—Gg, which are similar
to the games defined in the proof of Theorem 1 for SIG.

Game Gy: This is the Expglc’;tf;cﬁ{,{ experiment (cf. Fig. 12). Let Win denote the
event that Win = true. By definition, Advglgﬁfﬁ'ﬁ()\) = Pro[Win].
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Let (pk; = (pklv,;l;i),ski = (skz,;lgl)) denote the public/secret key pair of
user ¢ € [n|. In this game, when answering an Ogioyvexe query (s,r,m), the
challenger samples « s £, with witness w, computes d := Pub(pk,., z, w) + m,
d:= IS\ri/v(;l;S,x), T = H(%S,pkr,d,g) and 7 <—s Prove(crs, 7,2, w). Then, the
challenger returns ¢ := (z,d, c?, ) to A and puts (s,r,¢) to set QgianEnc. For an
Ocor query i, the challenger returns sk; = (sk;, :9\121) to A and puts i to set Qcor.
For an Opgak query (i, L), the challenger returns L(sk;) = L(ski,;‘\l;i) to A.

Upon an Ovygreypec query (s*,r*,¢* = (z*,d*, glv*,w*)), the challenger com-
putes 7 := (ﬁs ke, d*, d¥), sets m* := d*—Priv(sk,-, 2*) if Vrfyyz (crs, 7%,
) =1 A\%Hps(ﬁs*,x*, d*) = 1 holds, and sets m* := L otherwise. Then,
the challenger returns m* to A, and sets Win := true if and only if

s* ¢ Qcor A (S*,T*,C*) ¢ OsienEne A m* 7é 1. (3)

For simplicity and without loss of generality, we assume that the challenger
terminates the interactions with A immediately once Win is set to true.

Game Gj: It is the same as G, except that, when answering Ogiengnc(s, 7, m),
the challenger also puts (s,7,m, ¢) to a set QgienExcwirnMsa, and when answering
OvreyDrc (8%, 7%, ¢*), the challenger adds the following new rule:

o If (s*,7*,¢*) € QsianEnc, find (s*,7*,m,c*) € QsienEnewitaMse and return
*

m* := m directly (and keep Win = false).

By the correctness of SC, those (s*,7*,¢*) € Qgienine generated by Osienine
always unsigncrypt to the m contained in (s*,7*,m, ¢*) € QgexEneWiTnMsa, thus
m* = m holds both in Gy and G; for such queries. The change is just conceptual
and we have Pro[Win] = Prq[Win].

Game Gg: It is the same as Gy, except that, when answering Oygryprc(s™, 7, ¢*

= (z*,d*, J*, 7)) where (s*,r*,¢*) ¢ Qgieninc, the challenger adds the follow-
ing new rejection rule:

o If d* # Priv(sky~,2*), return m* := L directly (and keep Win = false).

Clearly, Gy and Gs are the same unless that A ever queries Oygpyprc( 8, 7%, ¢*
= (z*,d*,d*,7*)) s.t.
(s%,7%,¢") ¢ Qsianene A Vrfynze(ers, 75, 2%, 7%) =1

A \WEIHPS(/UA];S*7J‘.*7J*) =1A J* 7é ISFR/(/S\]{/:S*vx*)

This event implies %HPS(;‘I;S*,LB*, &) =1 A d* + ISK/(/S\IES,JU*) Thus by the
verification soundness of PVQAHPS, | Pry [Win]—Pr;[Win] | < Adv‘F',r\f}asArﬂpsﬁhn()\).
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Game Ggs: It is the same as Gg, except that, the cllgllenger aborts immediately
if there are collisions in {pk; };c[,) or collisions in {vk;};cpn), ie., I < i < j < n,
s.t. pk; = pk; Vv ;)E = 171%.

By the PK-diversity of QAHPS and by the VK-diversity of PVQAHPS, we
have that | Pra[Win] — Pra[Win] | < 201 (eR5v (N) + eggdx ips (V)

Game Gy: It is the same as Gz, except that, when answering Ogiengnc (s, 7, m),
the challenger computes d and 7 without using the witness w for x € £,:

o d:= Priv(sk,,x) +m, o m <= Sim(crs, tders, 7, ).

Since z is chosen from £, with witness w, by the correctness of QAHPS and
by the perfect zero-knowledge of QANIZK, we have Prg[Win] = Pry[Win].

Game Gg: It is the same as Gy, except that, when answering Ogonpnc (S, 7, M),
the challenger also puts (7, x, ) to a set Qg;y, and when answering OypryDec( S,
r* c* = (x*,d*,g*,w*)) where (s*,7*,¢*) ¢ OQsienine, the challenger adds a
second new rejection rule:

o If (7%, 2%, 7*) € Qgy, return m* := L directly (and keep Win = false).

Clearly, G4 and Gy are the same unless that A ever queries Ovypyprc (8™, r*, ¢*
= (z*,d*,d*,7*)) s.t.

3 (s,mc= (CL‘,CLCZW)) € QOsienEnc, 8-t
(S*,T*,C* = (.T*,d*,g*,ﬁ*)) # (577'76 = (I,d,&;’ﬂ')) A VrnyIZK(CrsvT*vm*vﬂ'*) =1

A Vrfyyps (Vkge, 2, d*) =1 A d* = Priv(ske,2*) A (7%,2%,7%) = (1,2,7) € Qs

where 7% := H(%s*,pkr*,d*,cj*) and 7 := H(&S,pkm d, d).

Note that by (s*,r*,¢* = (x*,d*,c?*,w*)) £ (s,r,c= (x,d,g,w)) and (7%, z*,
) = (7,2, m), it follows that (5*,r*,d*,£lv*) £ (s, d,cj) and 7% = H(%S*,pkr*,
dr, J*) = H(;lgs,pkr, d, d} = 7. Since there are no collisions among {pk; };c[,) and
no collisions among {%i}ie[n] (due to the game change in Gs), (s*,r*,d*, d*) #
(s,r,d, J) implies (@5 Dk, d¥, J*) #+ (171?:57;0]{:” d, cb Thus the above event sug-
gests a collision of H, and we have | Pry[Win] — Prs[Win]| < Adv§; 4, (A).

Game Gg: It is the same as Gy, except that, at the beginning of the game, the
challenger picks (pg, tdy) <s £ besides (p,td) «s £, and for all the OgignEnc
queries, the challenger samples x <—s L, instead of x <s L,.

By the multi-fold SMP related to .2 and by the multi-fold SMP related to
Zp, we have that | Prs[Win] — Prg[Win] | < AV o (A) +AdVETE o (N).

Game G7: It is the same as Gg, except that, when answering Oygryprc( 8, 7%, ¢*

= (a*,d*, CT*, 7)) where (s*,7*,¢*) ¢ QganEnc, the challenger adds a third new
rejection rule:
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o If 2* ¢ L,, return m* := L directly (and keep Win = false).

Clearly, Gg and G7 are the same unless that A ever queries OygryDrc( ™, r*, ¢*
= (z*,d*,d*, 7)) s.t.

(s*,7",¢") ¢ Qsianine A Vryyize(crs, 75,2, 7%) =1 A %HPS(%-§*7I*7J*) =1
A d* = Priv(ske,z*) A (7%,2%,7°) ¢ Qs A &* & L,

This event implies Vrfyy g (crs, 7%, 2%, 7%) =1 A (7%,2%,7%) ¢ Qgu A 2% ¢ L.
| <

Thus by the USS of QANIZK, we have | Prg[Win] —Pr7 Wln} Adv@anizk 5, (/\)

Game Gg: It is the same as G7, except that,when answering OygryDrc(s™, r*, ¢*

= (z*,d*,d*, 7)) where (s*,7*,¢*) ¢ Qsianinc, the challenger adds a fourth
new rejection rule:

o If s* ¢ Qcor, return m* := L directly (and keep Win = false).

Clearly, G; and Gg are the same unless that A ever queries Oygryprc( ™, 7, ¢*
= (a*,d*,d*, 7)) s.t.

(s*,77,¢") & Qsiexine N Vrfyyize(crs, 75,2, 7%) =1 A Vrfprs(vks*,x*,J*) =
A dF = Priv(ske,a*) A (75,2%,7°) & Qs A &* €L, A s* ¢ Qeon.

By the x-LR-({%,-Z)-OT-extracting property of PVQAHPS, the event that
z*el, A d* = Priv(skgs«,x*) A s* ¢ Qcor can happen with only a negligible
probability. We have that |Pr7[Win] — Prg[Win]| < nQq- egi,ﬁ,_fg %texz( ) follow-
ing a similar reduction as that in the proof of Claim 5 for SIG (cf. Appendix C.4).
Intuitively, Bg will randomly guess the user index s* € [n] to embed the hashing
key chosen by its own challenger into ;I;S* of user s*. Besides, Bg can sample all
hashing keys {sk;}ic[n) of QAHPS and handle all parts related to QAHPS itself.
In particular, to answer an Opgsx query (s*, L) for user s* made by A, Bg sends
L(sks«, ) to its own leakage oracle and returns the answer to A. At the end of re-
duction, B will randomly pick an Oygreypec query (s*,r*, ¢* = (z*, d*,gij“,w*))
among all the Q4 queries made by A, and return the extracted pair (z*, c?*) to
its own challenger. Overall, Bg succeeds as long as s* is correctly guessed and
the above event occurs exactly in the Ovgrpypre query chosen by Bg. Thus, the

(Lo, L)-otext .
security loss to ePVQAHPs_’BG’K()\) is nQq.

Finally in Gg, for any Oyrrypec query, the challenger always sets and returns
m* := 1 to A in the case of s* ¢ Qcorn A (s8*,7",¢*) ¢ Qgienine. Thus, by the

definition of Win, cf. (3), Win can never be set to true in Gg, and Prg[Win] = 0.
Taking all things together, Theorem 4 follows. a

G MAC with Tight Strong MU*-CMVA Security

In this section, we present probabilistic message authentication code (MAC)
schemes with tight strong MU“-CMVA security. We note that the strongly
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MU“'-CMA secure SIG constructed in Subsect. 5.2 directly implies a strongly
MU“_.CMVA secure MAC [15]. Here we provide a new generic construction of
MAC from QA-HPS (which is not necessarily publicly-verifiable) and QA-NIZK,
admitting more efficient instantiations from MDDH.

In Appendix G.1, we define the syntax of MAC and its strong MU“-CMVA
security. Then in Appendix G.2, we present our new generic construction of
MAC from QA-HPS and QA-NIZK.

G.1 MAC and Its Strong MU“!-CMVA Security

Definition 22 (MAC). A message authentication code (MAC) scheme MAC =
(Setuppacs Gen, Tag, Vrfyyac) with message space M consists of four PPT algo-
rithms:

— PPmac <5 Setupyac: The setup algorithm outputs a public parameter pppac;
which serves as an implicit input of other algorithms.

— sk s Gen(ppmac): Taking ppyac as input, the key generation algorithm out-
puts a symmetric key sk.

— 0 <= Tag(sk,m): Taking as input a key sk and a message m € M, the
(possibly probabilistic) tag generation algorithm outputs a tag o.

— 0/1 « Vrfypac(sk,m,o0): Taking as input a key sk, a message m € M
and a tag o, the deterministic verification algorithm outputs a bit indicating
whether o is a valid tag for m.

Correctness requires that for all ppyac € Setupyac, sk € Gen(ppyac), m € M,
o € Tag(sk,m), it holds that Vrfyyac(sk,m,o) = 1.

The standard security notion for MAC is EUF-CMA (existential unforge-
ability under chosen message attacks). In [15], Dodis et al. formalized a stronger
notion called FUF-CMVA, by additionally allowing chosen verification attacks
(CVA). The CVA attacks enable the adversary to adaptively submit any polyno-
mial number of pairs (m*, o*) as forgery and learn the results whether they pass
the verification of MAC. The adversary wins as long as there exists one fresh pair
(m*, 0*) passing the verification. As noted in [15], there exist MAC schemes that
are EUF-CMA secure but not EUF-CMVA secure, thus EUF-CMVA is strictly
stronger than EUF-CMA.

Here we extend EUF-CMVA security to the Multi-User setting, and addition-
ally allow adaptive corruptions and key leakages. We formalize such security as
MU“-CMVA. Moreover, strong MUS“'-CMVA requires that the adversary cannot
even forge a new tag for a message that it has ever queried. Below we present
the definition of strong MU*“'-CMVA and the non-strong version can be easily
adapted accordingly.

Definition 23 (Strong MU“'-CMVA Security for MAC). Let k = r()\) €
N. A MAC scheme MAC is strongly MU“'-CMVA secure under r bits leakage
per user, if for any PPT adversary A and any polynomial n, it holds that
AdviAC sl (N) = PrExpmacical. = 1] < negl(\), where the experiment

s-cmva-c&l

EXPMAC A.n i 18 defined in Fig. 1.
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EXPRiAC A Ovrey(i*,m*, 07):
PPmac < Setupyac b* < Vrfypyac (ski=,m*, ")
For i € [n]: sk; <—s Gen(ppyac) If (i* ¢ Qcor) A ((i*,m*,0%) ¢ Omac) A (b" =1):
Orag =0 //Record the tagging queries Win := true
Qcor :=10 //Record the corruption queries Return b*
Win := false
1 g A9Taa():Oviy ('v'v')VOFA\IY(')WO].I.M\("')(PPMAC) O(‘on(i)i
If Win = true: Return 1; Else: Return 0 Qcon := Quon U {i}
Oraa(i, m): Return sk;
o s Tag(ski,m)
Orue 1= Qrac U {(i,m, o)} Oveax(?, L): //at most k leakage bits per user ¢
Return o Return L(sk;)

Fig. 14. The strong MU““-CMVA security experiment Exp?\;,i\mc‘:jfi‘!n for MAC.

G.2 Generic Construction of MAC from QA-HPS and QA-NIZK

We present a generic construction of strongly MUS“'-CMVA secure MAC. Let M
be an arbitrary message space. The underlying building blocks are as follows.

e Two language distributions .Z and .2, both of which have hard SMPs.

e A QAHPS = (Setupyps, a(.y, Pub, Priv) for both £ and %5, whose hashing
key space is SK and projection key space is PI. We stress that QAHPS is
not required to be publicly-verifiable.

o A tag-based QANIZK = (Setupyzx, CRSGen, Prove, Vrfyyzk, Sim) for .2,
whose tag space is T.

e A family of collision-resistant hash functions H = {H : PK x M — T}.

Our generic construction of MAC = (Setuppyac, Gen, Tag, Vrfypac) is shown in
Fig. 15.

sk <s Gen(pppmac):

PPMAC <=5 Setupyac: sk s SK. 0/1 + Vrfyyac(sk,m,o):
(p,td) < 2. Return sk. Parse 0 = (z,d, 7).

(po, tdo) s L. pko 1= ap, (sk).

PPHps s Setupyps. 0 s Tag(sk, m): 7 1= H(pko,m) € T.
PPNizK s Setupyzk- x s L, with witness w. | [f Vrfyynzi (crs, 7, 2, 7m) = 1
(crs, tders) <—s CRSGen(p). d := Priv(sk, x). Ad = Priv(sk, z):

H s H. Pho = ap, (sk). Return 1.

Return ppyac := 7 := H(pko,m) € T. Else: Return 0.

(p, Pos PPHPS» PPN1ZK, CFS, H). | m <s Prove(crs, 7, z, w).
Return o := (z,d, 7).

Fig. 15. Generic construction of MAC = (Setupyac, Gen, Tag, Vrfyyac) from QAHPS,
tag-based QANIZK and H. The message space is M.

The MAC construction resembles the SIG construction shown in Fig. 8 in
Subsect. 5.2. From a high-level view, our MAC construction can be considered as
replacing the building block PV-QA-HPS in SIG with a (not necessarily publicly-
verifiable) QA-HPS. However, there are two main differences.
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— Firstly, the Vrfyyac algorithm of MAC checks d = Priv(sk, z) directly using
sk, while the Vrfyg¢ algorithm of SIG checks Vrfyyps(vk, z,d) = 1 publicly
using vk = v(sk).

— Secondly, unlike SIG, vk is not available any more in our MAC, so it cannot
serve as part of input for the collision-resistant hash function H. Neither
can pk := a,(sk) since pk cannot be published or leaked for the sake of
security of MAC (for similar reasons as the security of SIG, cf. the paragraph
before Theorem 1 & the proof of Claim 5). We stress that as an input of
H, vk := v(sk) plays an important role in differentiating users by the VK-
diversity (see the proof of Claim 2 in the proof of Theorem 1 for SIG).
Without the help of vk for H, the security proof of MAC will be affected.

To solve the problem of lacking vk in MAC, we exploit a new technical trick
by taking advantage of the quasi-adaptive property of QAHPS again. More
precisely, we project sk on another public language £,, with pg independent
of p, and put the corresponding projection key pko := a,,(sk) in the input
of H. In the security proof of MAC, we can safely take care of the leakage
on sk from ap,(sk) (similar to the proof of Claim 5 for SIG). Meanwhile,
different users have different pky (with overwhelming probability), then a
security proof similar to that of Theorem 1 can go soundly for MAC.

Correctness of MAC follows directly from the perfect completeness of QANIZK.
Next, we show its strong MU“-CMVA security. According to the above dis-
cussion, the underlying building block QAHPS is additionally required to have
PK-diversity for language parameters pg output by % (instead of p output by
& as in Def. 12), i.e., egﬁﬂés()\) := Prla,, (sk) = a,,(sk’)] < negl(\), where
(po,tdo) <—s Lo, PPups s Setupyps and sk, sk’ s SK.

Theorem 5 (Strong MU“-CMVA Security of MAC). Assume that (i) £
and %y have hard SMPs, (i) QAHPS is a QA-HPS for both £ and £, having
PK-diversity for £y and supporting k-LR-(%, L)-OT-extracting, (iii) QANIZK
18 a tag-based QA-NIZK for £, satisfying both perfect zero-knowledge and un-
bounded simulation-soundness, (iv) H is collision-resistant. Then the proposed
MAC scheme in Fig. 15 is strongly MU“'-CMVA secure under  bits leakage per
user.

Concretely, for any number n of users and any adversary A who makes at
most Q: times of Orae queries and @, times of Ovrey queries, there exist ad-
versaries By, -+, Bs, such that T(B1) =~ -~ T(By) ~ T(A) + (n+ Q¢ + Q.) -
poly(X), with poly(\) independent of T(A), and

Adv,s\ﬁ\"&‘:i{f;i‘,'n()\) < Advg g, (A) +AVETR o (N +AVETE o, (A) + Advganizk.s, (V)
n(n— -div Ir-(%,.Z) -otex
+ % : elejAdHPS()‘) +nQy ’GQAHSS?;),; t()‘)-

Remark 8 (On the Tightness of MAC’s Strong MU““'-CMVA security).
According to Theorem 5, MAC has tight strong MU“'-CMVA security as long
as both the multi-fold SMPs related to . and .4, have tight reductions and
QANIZK has a tight USS.
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Table 7. Brief Description of Games Go-G7 for the strong MU““-CMVA security proof
of MAC. Here column “Ota” suggests how a tag o = (z,d,7) is generated: sub-
column “x from” refers to the language from which z is chosen; sub-column “d using”
indicates the keys that are used in the computation of d; sub-column “7 via” indicates
the way (Prove or Sim) that 7 is computed. Columns “Ocor” and “Oreax” show the
output returned by Ocor and Orgak respectively. Column “Ovygey’s additional check”
describes the additional check made by Ovrey upon a verification query (i*,m*, o™ =
(z*,d", 7)), besides the routine check Vrfyyzx(crs, 7%, 2%, %) = 1Ad* = Priv(sk;=,x"),
where 7% := H(pkg ;+,m"); Ovrry sets b™ := 1 if the check passes and sets Win := true
if i* € Qcon A (1*,m*,0%) & Orac A b = 1.

Ornain Ovi (%% 0% = (x*,d* . 74))'s
(i m) Ocon (i) | Oveax(i, L) (i mA AU (e ™) Remark/Assumption
z from ‘ d using‘ T via additional check
Go L, sk; |Prove| sk; L(sk;) The strong MU-CMVA experiment
Ovrey sets b* := 1 directly if
G| £, | sk |Prove| sk | L(sk) vy Y

(i*,m*,0%) € Qqug: by correctness of MAC

Abort if projection keys w.r.t. po collide:

Gz Lo ski - |Prove|  ski Llsk:) by PK-diwersity for %y of QAHPS

G3 L, sk; Sim sk; L(sk;) By perfect zero-knowledge of QANIZK
Gy L, sk Sim sk; L(sk;) (7*,2*,7*) ¢ Qs By collision-resistance of H

Gs|| Ly, sk; Sim sk; L(sk;) (7*,2*,7*) ¢ Qg By multi-fold SMP of . and .%,

Go|| Ly, sk; Sim sk; L(sk;) (r*,2*,7*) ¢ Qs, x* €L, By USS of QANIZK

G| £, sty Sim sty L(sky) (t*,2*,7*) ¢ Qsi, z* € L, | By k-LR-(%, Z)-OT-eatracting of QAHPS

Pr[Win] = 0 in G7: since b* = 1 contradicts

i* € Qcon . ;
i ¢ Qoon A (i*,m*,0") ¢ Qmaa

The proof of Theorem 5 mainly follows the proof of Theorem 1 for the SIG
construction in Subsect. 5.2 and the proof of Theorem 4 for the SC construction
in Appendix F.2. Here we provide a proof sketch.

Proof Sketch of Theorem 5. We prove the theorem by defining a sequence of
games Go—G7 and showing adjacent games indistinguishable. A brief description
of differences between adjacent games is summarized in Table 7.

Game Gq: This is the Expf\ﬁ"&‘fjffffﬁ experiment (cf. Fig. 14). Let Win denote the
event that Win = true. By definition, Advf\ﬁ’&‘ﬁfﬁ"n()\) = Pro[Win].

Let sk; denote the key of user i € [n], and define by pky, = a,,(sk;)
its corresponding projection key w.r.t. pg, where pgy is the language parameter
contained in ppyac = (p, po, PPHps; PPNizk Crs, H).

In this game, when answering an Ot query (i,m), the challenger samples
r <s L, with witness w, computes d := Priv(sk;,z), 7 := H(pkg,;,m), and
invokes 7 <—s Prove(crs, 7, z,w). Then, the challenger returns o := (z,d,7) to A
and puts (¢,m,0) to set Qrae. For an Ocor query i, the challenger returns sk;
to A and puts i to set Qcor. For an Oppax query (i, L), the challenger returns
L(sk;) to A.

Upon an Ovygey query (i*,m* o* = (z*,d*,7*)), the challenger computes
7 i= H(pkg ;«,m*), sets b* := 1 if Vrfyyzg(crs, 7, 2%, 7%) = 1 A d* = Priv(sk;-,
x*) holds, and sets b* := 0 otherwise. Then, the challenger returns b* to A, and
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sets Win := true if and only if
i ¢ Qcor N (i*,m*,a*) ¢ Orac N D" =1 (4)

For simplicity and without loss of generality, we assume that the challenger
terminates the interactions with .4 immediately once Win is set to true.

Game Gi: It is the same as G, except that, when answering Ovgpy (¢, m*, 0*),
the challenger adds the following new rule:

o If (i*,m*,0%) € Qraq, return b* := 1 directly (and keep Win = false).

By the correctness of MAC, those (i*,m*, 0*) € Qraq generated by Orae al-
ways pass the verification, thus b* = 1 holds both in Gy and G; for such queries.
The change is just conceptual and we have Pro[Win] = Pry[Win].

Game Gy: It is the same as Gy, except that, after generating n keys {sk;}ic[n),
the challenger computes their corresponding projection keys {pk ; := v, (ski) }ic[n]
w.r.t. po, and aborts immediately if there are collisions in {pkg,}ic[n), i€,
1 <i<j<n, st pky,; = pko ;-

By the PK-diversity for %y property of QAHPS, {Prl[Win} — Pro [Win]’ <

n(n—1 k-div
( 2 ) 'epQAHPS()‘)'

Game Gs: It is the same as Gg, except that, when answering Or¢(i,m), the
challenger computes = without using the witness w for z € L,,:

o 7 s Sim(crs, tdes, T, T).
Since z is chosen from £, with witness w, by the perfect zero-knowledge of

QANIZK, the change is just conceptual, and we have Pra[Win] = Prs[Win].

Game Gy: It is the same as Gs, except that, when answering Ora¢ (¢, m), the chal-
lenger also puts (7,2, 7) to a set Qgpy, and when answering Oyypey (i, m*, 0* =
(x*,d*, 7)) where (i*,m*,0*) ¢ Orac, the challenger adds the following new
rejection rule:

o If (7%, 2%, 7*) € Qgy, return b* := 0 directly (and keep Win = false).

*

Clearly, G3 and G4 are the same unless that A ever queries Oygpy (1%, m*, 0* =
(x*,d*, 7)) s.t.

B (i7m70— = (*’I;>d7ﬂ—)) S QTAG7 s.t.
(#*,m*, 0" = (¢, d*, 7)) # (i,m,0 = (x,d, 7)) N Vrfyygx(crs, 752", 7%) =1

A d* = Priv(sky,x*) A (75,2, 7%) = (1,2, 7) € Qsi,

where 7 := H(pk ;,m*) and 7 := H(pk ;,m). There are two cases.

68



e Case 1: (i*,m*) =
(i,m,o = (x,d, 7)) A
this contradicts d* =
can never occur.

(i,m). Together with (i*,m* ,o* = (a*,d*,*)) #
(*,2*,7*) = (1,2, ), it follows that d* # d. However,
Priv(sk;«,x*) = Priv(sk;,x) = d. Therefore, this case

e Case 2: (i*,m*) # (i,m). Since there are no collisions among {pky ; }ic[n]
(due to the game change in Gy), (i*,m*) # (i,m) implies (pkg ;.,m*) #
(Pko ;,m). Together with 7% = H(pkg ;«,m*) = H(pkg;,m) = 7, this case
suggests a collision of H. '

Overall, we have | Pr3[Win] — Pry[Win]| < Adv§] 5, (A).

Game Gj: It is the same as G4, except that, for all the O, queries, the chal-
lenger samples x s L, instead of z <—s L,, where pg is the language parameter

contained in ppyac = (9, Po, PPHPs, PPNizK; CFS, H ).
By the multi-fold SMP related to .Z and by the multi-fold SMP related to

Zp, we have that | Pry[Win] — Prs[Win] | < AdVER o (A) + AdVETE o (V).

Game Gg: It is the same as Gy, except that, when answering Oyyppy (i, m*, 0* =
(x*,d*, 7)) where (i*,m*,0*) ¢ Oraq, the challenger adds a second new rejec-
tion rule:

o If z* ¢ L,, return b* := 0 directly (and keep Win = false).

*

Clearly, G5 and Gg are the same unless that A ever queries Oyppy (1, m*, 0* =
(x*,d*,7*)) s.t.
(*,m*, 0% = (x*,d", 7)) & Qrac A Vrfyyzx(crs, 75, 2%, 7%) =1

A d" = Priv(ske,2™) A (77,27, 7%) & Qsin A 37 & Ly

This event implies Vrfyy g (crs, 7%, 2%, 7%) =1 A (7%,2%,7%) ¢ Qgiu A * ¢ L,,.
Thus by the USS of QANIZK, we have | Pr5[Win] —Prg[Win] | < Advganizk, 5, (A)-

Game Gr: It is the same as Gg, except that, when answering Ovgey (1%, m*, 0* =
(x*,d*, 7)) where (i*,m*,0*) ¢ Qr,¢, the challenger adds a third new rejection
rule:

o If i* ¢ Qcop, return b* := 0 directly (and keep Win = false).

*

Clearly, Gg and Gy are the same unless that A ever queries Oyyppy (i, m*, 0* =
(x*,d*, 7)) s.t.
(*,m*, 0% = (x*,d", 7)) ¢ Qrac N Vrfyyzk(ers, 75, 2%, 7%) =1
A d* = Priv(sk;,x*) A (7%, 2", 7%) & Qsiy A " € L, AN " ¢ Qcor.
By the x-LR-(%,-Z)-OT-extracting property of QAHPS, the event that
z*e L, N d* =Priv(sk;,z*) A i* ¢ Qcor can happen with only a negligible

probability. We have that |Prg[Win] — Pr7[Win]| < nQ, - e&i‘;ﬁg’?::e’“( ) follow-
ing a similar reduction as that in the proof of Claim 5 for SIG (cf. Appendix C.4).
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Intuitively, Bs; will randomly guess the user index i* € [n] to embed the hash-
ing key chosen by its own challenger into the key sk;« of user i*. At the end
of reduction, Bs will randomly pick an Ovgey query (i*,m*,o* = (z*,d*, 7))
among all the @, queries made by .4, and return the contained (z*, d*) to its own
challenger. Overall, By succeeds as long as i* is correctly guessed and the above

event occurs exactly in the Ovygpy query chosen by Bs. Therefore, the security
1 t Ir-(ZLo,-L)-otext A i
088 t0 €Eqanps B, (A) 1S NQy.

Finally in G7, for any Ovgey query, the challenger always sets and returns
b* := 0 to A in the case of i* ¢ Qcor A (i*,m*,0%) ¢ Qrse. Thus, by the
definition of Win, cf. (4), Win can never be set to true in Gy, and Pr7[Win] = 0.
Taking all things together, Theorem 5 follows. a

H AE with Tight MUMC®“-Priv& Auth Security

In this section, we present probabilistic authenticated encryption (AE) schemes
with tight privacy (MUMCS“-Priv) and integrity/authenticity (MUMC“!-Auth),
in the multi-user multi-challenge (MUMC) setting under CCA attacks, adaptive
corruptions and key leakages.

Recall that in Subsect. 6.2 and in Appendix G.2, we proposed generic con-
structions of MUMC®-CCA secure PKE (which can be used as an symmetric
encryption (SE) scheme) and strongly MU“'-CMVA secure MAC. By the stan-
dard Encrypt-then-MAC method [7], we can immediately obtain an AE scheme
that achieves both MUMC!-Priv and MUMC“-Auth security. A ciphertext of
the resulting AE scheme consists of a PKE (SE) ciphertext ¢ = (x,d,n) and a
MAC tag o = (Z,d, 7).

Here we provide a more efficient generic construction of AE, by optimizing
the Encrypt-then-MAC method with similar ideas in our SC construction in
Appendix F.2. Intuitively, thanks to the similar structures and the same building
blocks of our PKE (SE) and MAC constructions, we can reuse the instance x
and the QA-NIZK proof 7, and the resulting ciphertext of our new AE consists
of only (x,d,d, ), thus saving one instance & and one QA-NIZK proof 7.

As a result, compared with our MAC, the new AE scheme adds only one
more component d to provide privacy; compared with our PKE (SE), the new
AE scheme adds only one more component d to provide integrity /authenticity.

The rest of this section is organized as follows. In Appendix H.1, we define
the syntax of AE and its MUMC“'-Priv and MUMCS“-Auth security. Then in
Appendix H.2, we present our new generic construction of AE.

H.1 Authenticated Encryption and Its MUMC®*'-Priv & Auth
Security

Definition 24 (AE). An authenticated encryption (AE) scheme AE = (Setupg,
Gen, Enc, Dec) with message space M consists of four PPT algorithms:
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— ppag s Setupag: The setup algorithm outputs a public parameter ppag, which
serves as an implicit input of other algorithms.

— sk s Gen(ppag): Taking ppag as input, the key generation algorithm outputs
a symmetric key sk.

— ¢ s Enc(sk,m): Taking as input a key sk and a message m € M, the (pos-
sibly probabilistic) encryption algorithm outputs a ciphertext c.

— m/L < Dec(sk,c): Taking as input a key sk and a ciphertext c, the deter-
ministic decryption algorithm outputs either a message m € M or a special
symbol L indicating the failure of decryption.

Correctness requires that for all ppag € Setupag, sk € Gen(ppag), m € M,
¢ € Enc(sk,m), it holds that Dec(sk,c) = m.

Remark 9. Note that our syntax of AE above can be extended to AE with As-
sociated Data (AEAD) [36], by allowing the Enc and Dec algorithms additionally
take an associated data as input. Jumping a bit ahead, our generic construction
of AE later in Appendix H.2 can naturally support associated data, by simply
putting it inside the collision-resistant hash function H when computing 7. We
choose to use a slightly simplified syntax to better illustrate the core ideas and
techniques in our AE construction.

The primary security goals of AE include privacy and integrity /authenticity.
In [25], Jager et al. formalized privacy and integrity/authenticity for AE in a
multi-user and multi-challenge (MUMC) setting under adaptive corruptions, via
a general definition framework. Here we choose a strong variant that consid-
ers CCA attacks and ciphertext integrity. Our formalization of privacy and in-
tegrity /authenticity, denoted by MUMCS¥'-Priv and MUMC®“!-Auth, like those
defined for SC in Appendix F.1, ask ciphertext indistinguishability and cipher-
text integrity, respectively, under CCA attacks, adaptive corruptions as well as
key leakages, in the MUMC setting. Below we present the formal definition.

Definition 25 (MUMC®“!-Priv and MUMC“-Auth for AE). Let k = k(\) €
N. An AE scheme AE is MUMC“-Priv secure (resp. MUMCS“!-Auth secure)
under k bits leakage per user, if for any PPT adversary A and any polyno-
mial n, it holds that Ade”E\:j‘?‘AK()\) = |Pr[Expg\"E"’jfj|L’H = 1] — 3| < negl())
(resp. AdVAE"C (N) == PrExpAb i . = 1] < negl())), where the experiments

Exp,'iriEVjﬁLn and Epo“Et"Xf‘Ll’n are defined in Fig. 16 and Fig. 17 respectively.

H.2 Generic Construction of AE from QA-HPS and QA-NIZK

In this subsection, we present a generic construction of MUMCS-Priv& Auth
secure AE. The underlying building blocks are as follows.

e Two language distributions .Z and .2, both of which have hard SMPs.

e A QAHPS = (Setupyps, a(.y, Pub, Priv) for both .# and %, whose hashing
key space is SKC, projection key space is PX and hash value space is H). We
require HV to be an (additive) group. We stress that QAHPS is not required
to be publicly-verifiable.
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real (Y.
Explivesl Opc(i”, mo, my): Oy m):
AE,A It |mo| # |ma|: Return L Return Enc(sk;,m)

PPae 45 Setupye .
If i* € Qcon: Return L i)
For i € [n]: sk; <—s Gen(ppag) " € Qeow: Return Ocon(i):

P

Qpxe =10 //Record the encryption queries C?alr = true If (4,) € Qenc: Return L

Qcor :=0 //Record the corruption queries ¢ Ff Enc(ski-, mﬂ*) N Qcor 1= Qcor U {1}

For i € [n): chal; i false §E:( .»: ?EN(‘ u{(@*, ")} Return sk;

B <s{0,1} //Single challenge bit eturm Ovox(i, L): J/at most x leakage

B s APl ): Ol (). O "('Y')'O('““('>'OL"""<Y'Y>(PPAE> Obic(i; 0): 7//[)&5 per user i

If B/ = B: Return 1; Else: Return 0 If (i, ¢) € Qpo: Return L If chal; = true: Return L
Return Dec(sk;, ¢) Return L(sk;)

Fig. 16. The MUMC“-Priv security experiment Expi’é‘ij‘ﬁw for AE. We note that be-
sides challenge ciphertexts return by Ogye, A can also obtain honestly generated ci-

real

phertexts via Ogge.

auth-c&|

EXPAE, 4, Opge(i*, ¢*):
PPag =5 Setup,e m* « Dec(sk;=,c*)
For i € [n]: ski < Gen(ppag) If (i* ¢ Qcor) A ((i°,¢7) & Qrne) A (m™ # L):
Qpxe :=0  JRecord the encryption queries Win := true
Qcor :=0  J/Record the corruption queries Return m*
Win := false
1 s A8 (w-)youm(---%Oc(m(»)-oum(w)(ppAE) Ocon(i):
If Win = true: Return 1; Else: Return 0 Qoon = Qcon U {i}
Ogne(i,m): Return sk;
¢ s Enc(ski, m)
Qrne := Qrve U{(i,¢)} Oreax(i, L):  /at most x leakage bits per user ¢
Return ¢ Return L(sk:)

Fig. 17. The MUMC-Auth security experiment Epo”Et’hj"g;'YN for AE.
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o A tag-based QANIZK = (Setupyzx; CRSGen, Prove, Vrfyyz«, Sim) for &,
whose tag space is 7.
e A family of collision-resistant hash functions H = {H : PK x HV — T }.

Our generic construction of AE = (Setup,g, Gen, Enc, Dec) is shown in Fig. 18.

sk «<—s Gen(ppag):

sk, sk +s SK. m/L « Dec(sk, ¢):
PPAE 5 Setupg: Return sk := (sk, sk). Parse sk = (sk?;zc),
(p,td) < 2. ¢ s Enc(sk,m € HV): Parse ¢ = (2,d,d, 7).
PPHps s Setupyps. pk == a,(sk).

PPNizK 5 Setupyizk- Parscﬁsk :.<ik' k). 7= H(pk,d) € T.

(crs, tders) s CRSGen(p). | & <% Lp with witness w. If Virfy gy (crs, 7, 7) = 1:

H s H. 1= Priv(sh, ) +m € HV. Ad = Priv(sk, z):

Return ppug := dk:fipr'v(‘f;:*w)‘ m :=d — Priv(sk,z) € HV.
(P, PPHps; PPNIZK Crs, H). | PP = %(I: 3 Return m.

T=Hpk,d) eT. Else: Return L.

m <s Prove(crs, 7, 2, w).

Return ¢ := (z,d,d, ).

Fig. 18. Generic construction of AE = (Setup,g, Gen, Enc, Dec) from QAHPS, tag-based
QANIZK and H. The message space is M := HV.

Correctness of AE follows directly from the perfect completeness of QANIZK.
Next, we show its MUMC“-Priv and MUMC®¥!-Auth security.

Theorem 6 (MUMC®“'-Priv Security of AE). Assume that (i) £ and %
have hard SMPs, (i) QAHPS is a QA-HPS for both £ and %, having PK-
diversity, and supporting both k-LR-(L, %)-key-switching and £y-multi-key-
multi-extracting, (11i) QANIZK is a tag-based QA-NIZK for £, satisfying both
perfect zero-knowledge and unbounded simulation-soundness, (iv) H is collision-
resistant. Then the proposed AE scheme in Fig. 18 is MUMCS¥ -Priv secure under
K bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Q. times of Opne queries and Qg times of Opge queries, there exist ad-
versaries By, -+ , By, such that T(By) = -~ T(Bg) ~ T(A) + (n+ Q. + Qq) -
poly(\), with poly(X) independent of T(A), and

AdVRE LS (A) < AV, 5 (A) +AdVETR o (A) +2- AdVETE™ o (V) + AVETE (A

uss Zo-mk-mex n(n—1 k-div Ir-(Z, %) -k
+ AdVQANIZK,Bs()‘) + AdVQKHPé,BG;l,QE(A) + : Pl L. 6pQAHPs()‘) +2n- EQA<HPS,%>7,:()‘)'

Theorem 7 (MUMCS“-Auth Security of AE). Assume that (i) £ and %
have hard SMPs, (i) QAHPS is a QA-HPS for both £ and %, having PK-
diversity and supporting k-LR-(%p, £)-OT-extracting, (iii) QANIZK is a tag-
based QA-NIZK for £, satisfying both perfect zero-knowledge and unbounded
simulation-soundness, (iv) H is collision-resistant. Then the proposed AE scheme
in Fig. 18 is MUMCS'-Auth secure under k bits leakage per user.

73



Concretely, for any number n of users and any adversary A who makes at
most Q. times of Opne queries and Qg times of Opge queries, there exist ad-
versaries By, -+, Bs, such that T(By) = -~ T(By) * T(A) + (n+ Qe + Qq)
poly(X), with poly(\) independent of T(A), and

AdVAET S () < AdVS, s, (V) + AVETR o (A) + AVETE o (M)

n(n— i Ir-(Zo, L)-
+ Adviinize,s, (V) + 25 edanps(\) +nQa - 5(5A<HSS,B>;;,:£eXt(/\)-

Remark 10 (On the Tightness of AE’s MUMC®“!-Priv& Auth Security).
According to Theorem 6 and Theorem 7, AE has both tight MUMC“-Priv and
tight MUMC®“!-Auth security, as long as the multi-fold SMPs related to .% and
%, and the multi-language multi-fold SMP related to % have tight reductions,
QAHPS has a tight Zh-multi-key-multi-extracting property and QANIZK has a
tight USS.

The proofs of Theorem 6 and Theorem 7 for AE almost verbatim follow the
proofs of Theorem 3 and Theorem 4 for SC shown in Appendix F.2. Hence we
omit them.

I Instantiations of PV-QA-HPS, QA-HPS and QA-NIZK

In this section, we present the instantiations of the building blocks PV-QA-HPS,
QA-HPS and QA-NIZK needed in our generic constructions from the matrix
DDH (MDDH) assumptions over asymmetric pairing groups.

More precisely, in Appendix 1.1, we recall the definitions of asymmetric pair-
ing groups and MDDH assumptions. In Appendix 1.2, we present the instantia-
tions of the language distributions . and %, whose (multi-language) multi-fold
SMPs have tight reductions to the MDDH assumptions. Then we give concrete
instantiations of Publicly-Verifiable QA-HPS in Appendix 1.3 and QA-HPS in
Appendix [.4 from the MDDH assumptions. Finally, in Appendix 1.5, we in-
stantiate tag-based QA-NIZK with a tag-base variant of the QA-NIZK scheme
proposed in [1] that has tight USS based on the MDDH assumptions.

1.1 Pairing Groups and MDDH Assumptions

Let PGGen be a PPT algorithm outputting a description of pairing group gpar =
(G1,Ga,Gr,p, e, P, Py, Pr), where G, Go and Gt are additive cyclic groups of
order p, p is a prime number of bit-length at least A\, e : G; x Gy — Gr is a
non-degenerated bilinear pairing, and Py, Py, Pr are generators of G, Gs, Gr,
respectively, with Pr := e(Py, Py). We assume that the operations in Gy, Go, Gr
and the pairing e are efficiently computable. We consider Type-III asymmetric
pairing group, where Gy # Go and there is no efficient homomorphism between
them. We require gpar to be an implicit input of other algorithms.

We use implicit representation of group elements as in [17]. For s € {1,2,T}
and a € Z,, denote by [a]s = aPs € G, as the implicit representation of a in
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Gs. Similarly, for a matrix A = (a;;) € Zy*™ we define [A], as the implicit
representation of A in G,. Span(A) := {Ar|r € Z;'} C Z; denotes the linear
span of A, and similarly Span([A];) = {[Ar|[r € Z'} C Gf. Ker(A) =
{ala” A = 0} C Z7 denotes the left kernal space of A, and similarly Ker ([A],) :=
{alaT[A], = [0],} C ZI. Note that given A, [B];, [C]; and D with matching
dimensions, one can efficiently compute [AB];, [B + C]s, [CD];, and given [A];
and [B]a, one can efficiently compute [AB]r := e([A]1, [B]2).

Let ¢,k € N be integers with ¢ > k. A probabilistic distribution Dy, is
called a matriz distribution, if it outputs matrices in Zf,Xk of full rank k in
polynomial time. Without loss of generality, we assume that the first k& rows
of A s Dy, form an invertible matrix. Let Dy, := Dg41,5. Denote by U, the
uniform distribution over all matrices in Zf;Xk. Let Uy, := Up41 k-

In the following, we recall the Matrix DDH (MDDH), Q-fold MDDH and Ker-
nal Matrix DH (KerMDH) assumptions, parameterized by a matrix distribution
Dy i, as well as the random self-reducibility of the MDDH assumptions. The
advantage functions for an adversary A against the Dy ,-MDDH, Q-fold Dy -
MDDH and Dy ;-KerMDH assumptions over group G, (which is Gy or G) are
denoted by Advg‘:ih’GMA()\), Adv%;:(fét’A()\) and Advgﬁ:’GS,A(A), respectively.

MDDH Assumptions. The D, j-Matrix DDH (D, ,-MDDH) problem over
group G; is to distinguish the two distributions ([A]s, [Aw]s) and ([A]s, [u]s),
where A <—s Dy, W <s Z’; and u <s Zf,.

Definition 26 (D, ,-MDDH Assumption). Lets € {1,2}. The D, ,-MDDH
assumption holds over group G, if for any PPT adversary A, it holds that
AV s, a(V) == | PrlA([A],, [Aw],) = 1] — Pr[A([A],, [u],) = 1] | < negl(}),
where the probability is over A <—s Dy, W s Z’; and u s Zf;.

MDDH assumption covers many well-studied assumptions, such as the DDH
and the k-Linear (k-LIN) assumptions, by specifying the matrix distribution as
ai
LIN and LIN, respectively [17], where LIN, : A = € Z](ng)Xk.
a
1.1
Several relations among MDDH assumptions parameterized by different ma-
trix distributions were established in [17, 18].

Lemma 1 (D;,-MDDH = U;-MDDH [17] = Uy ,-MDDH [18]). For
any adversary A, there exists an adversary B such that T(B) ~ T(A) and
AdVEEE 4(A) < AdVES s, 5(A).

For any adversary A, there exists an adversary B such that T(B) ~ T(A)
and Advi™ 6. A(N) < AdVEEE. (V).

Consequently, for any ¢ > k, U, ,-MDDH assumption is tightly implied by
the k-LIN assumption (i.e., LZN ;-MDDH).

For Q > 1, consider the Q-fold D, -MDDH problem over group G, which is
to distinguish two distributions ([A]s, [AW],) and ([A]s, [U]s), where A <—s Dy,
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W s Z’;XQ and U < Zf)XQ. The distinguishing advantage of an adversary A is
denoted by Advs™a" ,(\) := | Pr[A((A]., [AW],) = 1]—Pr[A([A],, [U],) = 1]},
where A s Dy, W s Z’;XQ and U s Zf)XQ. The @Q-fold Dy ;-MDDH as-
sumption over G, assumes that Adv%;j?gt,A(/\) < negl(A) for any PPT A.

Dy ,-MDDH problem is random self-reducible [17], namely Q-fold and (1-
fold) Dy ,-MDDH problems can be tightly reduced to each other. In particular,
for the uniform distribution Uy 1, the reduction is even tighter.

Lemma 2 (Random Self-Reducibility of MDDH [17]). Let Q > {—k.
For any adversary A, there exists an adversary B, such that T(B) ~ T(A) +
Q - poly(\) with poly()\) independent of T(A), and Adv%;:igtﬁ()\) < (l-k)-
Advlrgiih,GS,B()‘) +1/(p—1).

For any adversary A, there exists an adversary B, such that T(B) ~ T(A)+
Q-poly(X) with poly()\) independent of T(A), and Advyy, ™" 4 (A) < Advi!'c 5())
+1/(p—1).

We also define the Dy -Kernal Matrix DH (D, ,-KerMDH) assumption ac-
cording to [33] which is a natural search variant of the Dy ,-MDDH assumption.

Definition 27 (D, ,-KerMDH Assumption). Let s € {1,2}. The Dy -
KerMDH assumption holds over group G, if for any PPT adversary A, it holds
that AdVEI " () == Pr[[x]s_s € G5_, s A([A],) : xTA=0Ax#0] <
negl(\), where the probability is over A <—s Dy .

The following lemma shows that the D, -KerMDH assumption is tightly
implied by the D, ,-MDDH assumption, since one can use a non-zero [x|s_s

satisfying x " A = 0 to test membership in Span([A];).

Lemma 3 (D;;,-MDDH = D, ;-KerMDH [33]). For any adversary A,
there exists an adversary B such that T(B) ~ T(A) and Adv‘;;j“:?GS’A()\) <

mddh B
AdvD[{yk,Gs,B()\) + 1/(p - 1)‘
1.2 Instantiations of Language Distribution for Linear Subspaces
Let gpar = (G1, G2, Gr,p, e, P1, P2, Pr) be a description of asymmetric pairing

group. For any matrix distribution Dy, it naturally gives rise to a language
distribution #p, , for linear subspaces over group Gy:

- p,, invokes A <—s D, and outputs (p := [A]1,td := A).
The language parameter p = [A]; € G{Xk defines a linear subspace language

L, :=Span([A]1)\{[0]:} = {[c|Fw e Z’; \ {0}, s.t. [c]; = [Aw]; }©
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with universe X := G{ \ {[0]1}. The trapdoor td = A can be used to decide
whether an instance [c]; is in £, efficiently: one can first compute a basis of the
left kernel space of A, namely A+ € Zf,x(efk) satisfying (A+)T - A = 0, then

check whether (A1) T - [c]; = [0]; holds.

Instantiations of .2 and .%,. Let { > 2k + 1. Let D, be an (arbitrary)
matrix distribution and U i, the uniform distribution. We designate the language
distributions .Z and % as follows.

o & = 4p,,, which invokes A < Dy and outputs (p = [A]1,td = A).
o % :=4y,,, which invokes Ag <s Uy, and outputs (po = [Ag]1,tdo = Ag).

Clearly, the (multi-fold) SMP related to & (resp., %) corresponds to the
(multi-fold) Dy ,-MDDH (resp., Uy ,-MDDH) assumptions over G;. By the ran-
dom self-reducibility of Dy -MDDH and U, ,-MDDH (cf. Lemma 2), we have
the following lemma.

Lemma 4 (Dyy /U ,-MDDH = Multi-fold SMP related to .Z2/.%).
Let Q@ > ¢ — k. For any adversary A, there exists an adversary B such that
T(B) ~ T(A)+Q-poly(\) with poly()) independent of T(A), and Advy"Y o (A) <
(ﬁ—k).Advg‘jih,GhB()\)—l—Q/(p—1). For any adversary A, there exists an adversary
B such that T(B) = T(A) + Q - poly(X\) with poly()\) independent of T(A), and
AQVETR oY) < AV Te, 5(N) +2/(p - 1).

Next, we show that the multi-language multi-fold SMP related to %, can be
tightly reduced to the U-MDDH assumption.

Lemma 5 (Uy-MDDH = Multi-language multi-fold SMP related to
£). Let nQ > nl — k. For any adversary A, there exists an adversary B
such that T(B) ~ T(A) 4+ nQ - poly(A\) with poly()\) independent of T(A), and
AV (A) < AR, 5(0) +2/(p— 1),

Proof of Lemma 5. Firstly, we construct an adversary B’ against the nQ-
fold U ,-MDDH over Gy, so that Advi™"P(A) < Advy ™" ¢, ()). Then by
the random self-reducibility of U,,¢ ,-MDDH (i.e., Lemma 2) and U,-MDDH =
Unex--MDDH (i.e., Lemma 1), Lemma 5 follows.
Given a challenge ([B]1,[U]1), B’ wants to distinguish [U]; = [BW]; from
[U]y s G"*"D where B s Upgy, and W s 759,
Let us fix some notations used in this proof. We parse B € Z](D"Z)Xk as B =
B
B® i . kx(nQ)
with each B() ¢ Zf;Xk, parse W € Z, as W = (W) Wy - Wi,))

Bi")

5 For technical reasons (more precisely, for the x-LR-OT-extracting property of the
QA-HPS schemes constructed later), the zero vector [0]; must be excluded from £,
and X. For the sake of simplicity, we forgo making this explicit in the sequel.
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with each W ;) € Z’;XQ, and parse U € Zz(anz)x(nQ) asU = .(1

Ui") U‘(”) . U(")

(S R ) B ()
with each UE;)) € Zf)XQ. We also denote by Wy, € Zg the m-th column of

W,y and by UE;‘))\W € Zf, the m-th column of UE;)), where m € [Q)].

B’ is constructed by invoking A as follows. B sets p() := [B(®)]; € G*** for
each i € [n], and sets 2l = [Uggm]l € GY for each i € [n] and m € [Q]. Then
B’ invokes A({p¥, {xﬁf} }me[o) bien]), and returns to its own challenger whatever
A outputs.

Next, we analyze the advantage of B'.

— Since B <—s Uy 1, each B() is independently and uniformly random over
Zf,Xk. Thus, each p( = [B("]; exactly follows the language parameter dis-
tribution output by %, , = %.

— In the case that [U]; = [BW]y, for each i € [n], we have [UEZ;]I = BOW;)];
€ G, and for each m € [Q], we have 2 = [U") 1, = [BOW(iyml1 €

(@)m
G, which is independently and uniformly random over Span([B®];) =
L @, due to the randomness of W ;).

— In the case that [U]; s nge)x(nQ), for each i € [n], Ugg is uniformly

random over G'*? and for each m € [Q], =) = [Ugég‘mh is uniformly

random over G{ = X.

Therefore, B’ successfully distinguishes [U]; = [BW]; from [U]; <s nge)x(n@,
as long as A solves the multi-language multi-fold SMP related to .25. Conse-
quently, we get Advyéﬁ::lf@()\) < Adeﬁ"TEiB,(A), as desired. This completes
the proof of Lemma 5. a

1.3 Instantiation of PV-QA-HPS from MDDH

In this subsection, we present a PV-QA-HPS scheme PVQAHPSyppn based on
the MDDH assumptions over asymmetric pairing groups.

Let & = Zp,, and £ = £y, , be the language distributions specified in
Appendix 1.2. Formally, the MDDH-based PVQAHPSyppH = (Setupyps, (), v,
Pub, Priv, Vrfyyps) for £ is presented in Fig. 19. It is straightforward to check
the correctness of PVQAHPS\ppy for both £ and .4, and the verification com-
pleteness of PVQAHPS\ppH-

Through the following theorems, we prove the verification soundness, VK-
diversity, and k-LR-(%,-Z)-OT-extracting of PVQAHPSyppH, as needed for
the strong MU“-CMA security of our SIG in Subsect. 5.2 (cf. Theorem 1) and
the MUMC“!-Priv and MUMCS¥-Auth security of our SC in Appendix F.2 (cf.
Theorem 3 and Theorem 4).
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PPHps ¢—s Setupyps: [hv]y < Pub(pk, = [P]1, [c]1, w € ZF),

gpar = (G1,G2,Gr, p, ¢, P1, Py, Pr) <—s PGGen. where [c]; € £, for p = [A]:
B «s Dy, where B € Z{ V", Return [ho]; := [P]; - w € G
Return ppyps := (gpar, [B]2), which implicitly defines

(SK := Z{T HY = GIY, VK = G5, A(y), [hv]y « Priv(sk = K € SK, [c]; € X):
where A ([c]1) := K - [c]; for sk =K € SK and [c]; € X. | Return [hv]; := K - [c]; € G}*L.
pk, < ay(sk = K € 8K), where p = [A], € G{*": 0/1 = Vrfyps (vk, [c], € X, [hv])):
Return pk, := [Py :=K-[A]; € ngH)Xk- Parse vk = [KTB]y € G5*F.

If e([c "]y, [KTB]2) = e([hv "1, [B]2):

vk < v(sk = K € SK): Return 1;
Return vk := K| - [B]y € GE*F, Else: Return 0.

Fig. 19. The MDDH-based publicly-verifiable QA-HPS scheme PVQAHPSyppH-

Theorem 8 (Tight Verification Soundness of PVQAHPSyppy). If the Dy-
KerMDH assumption holds over G, then the proposed PVQAHPSyppH in Fig.
19 has verification soundness. Concretely, for any adversary A and any n, there
exists an adversary B, such that T(B) ~ T(A) + n - poly(A\) with poly(\) inde-
pendent of T(A), and Adv\ig\f/g;nleSMDDH7Am()‘) < Adv%n:j&zﬁ(x\).

Proof of Theorem 8. We construct an adversary B against the Dp-KerMDH
over Gy by simulating the experiment EXP;@%TSPS, An (defined in Fig. 5) for A.
Given a challenge [B]s where B <—s Dy, B is constructed as follows.

o Bsets ppyps = (gpar, [Bl2). For each i € [n], B samples sk; = K; s Zy" "¢

itself, and computes vk; := K, - [B]a.

e Then B invokes A(ppyps; (5ki, vki)ie[n)) and obtains (i*, [c*]y € GY, [hv*]; €
GH) from A.

e Finally, B computes [x]; := [hv* — K;-c*]; € GF™ from [hv*];, K;~ and
[c*]1, and outputs [x]; to its own challenger.

Clearly, B simulates the experiment Exp‘g\f,y(f‘A"ﬂp& A.n Derfectly for A.

Now we show that B succeeds, i.e., B’s output [x]; := [hv™ — K;-c*]; sat-
isfies x # 0 and x' B = 0, as long as A succeeds. Suppose that A4 succeeds in

Expivaanps,Ans 10 (07T # Agi ([€7]1) but Vifyyps (vki-, [e*]1, [hv™]h) = 1.

— The former [hv*]; # Agp..([c*]1) < [hv']) # Ki+[c*]1 <= [x]1 =
[hv* — K;-c*]; # [0]1, so x is non-zero.

— The latter Vrfyyps (vki-, [c*]1, [hv*]1) = 1 <= e([c*T]1, [K.B]2) = e([hv* "1,
[Bl2) <= e([x']1,[B]2) = e([pv*" —c*TK]1,[B]2) = [0]r, so x B = 0.

Thus, B successfully breaks the Di-KerMDH assumption. Consequently, we get

Adv‘F',r\%?ﬂPSMDDH An(A) < AdeDT(Ez,B()‘) and complete the proof. O

Theorem 9 (VK-Diversity of PVQAH PSwmpopn)- The proposed PVQAHPSypbpH
in Fig. 19 has VK-diversity with egydxpps, .., (\) = 1/p™.
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Proof of Theorem 9. For B s Dj chosen in ppypg s Setupyps and for
o (k+1)xe I gt (k+1)x2 _ /
sk =K s Zy and sk’ = K’ < Zj, , the event v(sk) = v(sk') —
K' - B=KT B «— (K-K)' -B=0 < Vic[(,K,-K.c
Ker(B), where K; (resp. K}) denotes the i-th column of K (resp. K’). Since
B € Z™** output by Dy, has rank k, the left kernal Ker(B) has rank 1. So
the probability that each K; — K/’ € Ker(B)is p'/p**! = 1/p*, by the uniformity
of K; —K/ over ZE+!. Taking all i € [(] into account, this shows the VK-diversity
of PVQAHPSMDDH with E\E’K;dQIXHPSMDDH (A) = l/pkz O

Before presenting the x-LR-(.%,.Z)-OT-extracting of PVQAHPSyppH, we
define the notations of min-entropy and average min-entropy, and recall a useful
lemma from [16]. Let X and Y be two random variables. The min-entropy of X
is defined as H(X) := —log(max, Pr[X = z]), and the average min-entropy
of X conditioned on Y is defined as Hoo (X |Y) := — log (Eye.y [ max, Pr[X =
z|Y = y]] ), where E denotes the mathematical expectation.

Lemma 6 ([16]). Let X,Y,Z be three (possibly correlated) random wvariables.
If Z has at most 2% possible values, then Hoo( X |Y, Z) > Hoo(X|Y) — k.

Theorem 10 (k-LR-(%,.Z)-OT-Extracting of PVQAHPSyppn). Let ¢ >
2k + 1 and k < logp — 2(X\). The proposed PVQAHPSyppn in Fig. 19 sup-
ports k-LR-(%y, £)-OT-extracting with eg{}(ﬁ)ﬁfg;gs:uﬂ()\) < 27920 for any
(unbounded) adversary A.

Proof of Theorem 10. Let (p = [A]; € G{** td) «s £ and (po = [Aoh
Gka, tdy) <s L. With overwhelming probability 1—2~?() | the matrix (A, A
€ ZEX2F is of full column rank, and in this case, Span([A];) N Span ([Aq])
{[0]1}. In the following analysis, we take it for granted.

Firstly, we prove the x-LR-{%, .%)-OT-extracting property in the case k =
0, i.e., there is no leakage at all. For sk = K < Z,(,’Hl)xg, we will show that in
the presence of ppyps = (gpar, [Bl2), po = [Aols, p = [Al1, ay,(sk) = KAo];
and v(sk) = [KTB],, the hash value A ([c*];) = [Kc*]; has entropy at least
logp for any [c*]; € £, = Span([A]1) \ {[0]1}, i.e.,

< m

H..( [Kc*] | gpar, [Bla, [Ao]1, [Al1, [KAo]i, [K Bl ) > logp.  (5)

Therefore, any (unbounded) adversary A is able to output ([c*]1,[hv*]1) such
that [c*]; € £, A [hv™]1 = Ag([c*]1) holds with probability at most 1/p.
We prove the high entropy of Ag,([c*]1) = [Kc*]; (i.e., (5)) as follows. Let

ag € Zf; (resp. bt € Z’;‘H) be an arbitrary non-zero vector in the left kernel

space of Ay (resp. B) such that (ag)"Ag = 0 (resp. (b+)"B = 0) holds. For

. . k+1)x¢
the convenience of our analysis, we sample sk = K s ZI(, X

equivalently via
sk=K:=K+pu-bt (a}) e Zg”l)”,

where K +s Z](,’CH)XZ and p +s Zj,. Consequently, we have

g (sk) = [KAo) = [KAoli,  v(sk) = [K'B], = [K'B],
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which may leak R, but the value of u is completely hidden. Besides,

Aa([e) = [Ke'ly = [Ke'ly +[[u- b - () -], |

By the facts Span([A]i) NSpan([Ag]1) = {[0]:} and [c*]; € £, = Span([A]1) \

{[0]1}, it follows that [c*]; §Z Span([AO] ), and consequently, there always exists
an ag € Z, such that [( )T - ¢*]1 # [0]; holds. As a result, conditioned on
PPups = (gpar, [Bl2), p [Ao]h p = [A]1, ap(sk) = [KAg]1 and v(sk) =
[K"B|y, the term [y - bJ- (aé-)T *]1 has entropy log p due to the randomness

of p1, and so does Asx([c*]1) = [Kc*];. This finishes the proof of (5).

Next, we prove the k-LR-(.%, -£)-OT-extracting property for any x < log p—
£2(A). In this case, the adversary can obtain at most x bits leakage informa-
tion about sk through oracle Opg,x. We note that A can query oracle Oppak
adaptively and each time submit a leakage functions L(-) which may arbitrar-
ily depend on all the information that A obtains. Nevertheless, we denote by
Leak® the overall leakage information, which is at most x bits. By Lemma 6
and (5), it follows that even additionally in the presence of Leak®', the hash
value Agi([c*]1) = [Kc*]; still has entropy at least logp — xk > 2(\) for any

[c*]1 € £, = Span([A]1) \ {[0]1}, Le,

ﬁOO( [Kc*]; | gpar, [Bl2, [Agl1, [Al1, [KAqli, [K'Bl2, Leak™ )
> Heo( [Ke*]y | gpar, [Bla, [Aols, [Alr, [KAo]1, [K Bl ) — &
>logp — k> 2()N).

Therefore, A is able to output ([c*]1, [hv"]1) such that [c*]; € £, A [hv"]; =
Ag([c*]1) with probability at most 27?(),
This completes the proof of k-LR-(.%, -£)-OT-extracting. O

1.4 Instantiation of QA-HPS from MDDH

In this subsection, we instantiate QA-HPS with (a slightly simplified variant of)
the MDDH-based QA-HPS scheme QAHPS\ppy proposed in [22, Subsect. 5.3],
which is in turn a generalization of the well-known DDH-based HPS scheme
proposed by Cramer and Shoup in [13].

Let & = Zp,, and £ = £, , be the language distributions specified in
Appendix 1.2. Formally, we present the MDDH-based scheme QAHPSyppny =
(Setupyps; (), Pub, Priv) for £ in Fig. 20. It is straightforward to check the
correctness of QAHPS\ppy for both £ and .%.

Through the following theorems, we show the PK-diversity, x-LR-(.Z, %)-
key-switching and .£5-multi-key-multi-extracting of QAHPSMppH, as needed for
the MUMCS¥-CCA security of our PKE in Subsect. 6.2 (cf. Theorem 2) and the
MUMCS¥!-Priv security of our AE in Appendix H.2 (cf. Theorem 6).

Theorem 11 (PK-Diversity of QAHPSypp). The proposed QAHPSMppH

in Fig. 20 has PK-diversity with egx(::ESMDDH()\) =1/p".
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PPHps < Setupyps: x

—= TS hvly < Pub(pk €

gpar = (G1,Ga, Gr,p, e, P1, Py, Pr) s PGGen. [7}7]1' u <Z pf’ [C]l’iv = .p)7

Return ppyps := gpar, which implicitly defines where [c], € £, for pkf (A]:
(SK =28, HY =Gy, A(y), Parse pk, = [p] € G1.

where Ag([c]1) :=k' - [c]; € Gy for sk =k € SK and [c]; € X. Return [hw]y :==[p ]i - w € Gu.

pk,  a,(sk), where p = [A]; € G
Parse sk =k € Z}.

=k [A] € G .

Return pk, := [pls.

[hv]y «— Priv(sk, [c]; € X):
Parse sk =k € ZiA
Return [hv]; ;== k' - [c]; € G;.

Fig. 20. The MDDH-based QA-HPS scheme QAHPS\ipph-

Proof of Theorem 11. For (p = [A]1,td = A) s £ where A <—s Dy, and for
sk =k s Z}, and sk’ = K’ <= Z{, the event a,(sk) = a,(sk’) <= k' -[A]; =
KT-[Al; = (k-K)T-A=0 < k—k €Ker(A). Since A € Zf,Xk output
by Dy has rank k, the left kernal Ker(A) has rank £ — k. So the probability
that k — k’ € Ker(A) is p~%/p’ = 1/p*, by the uniformity of k — k’ over ng.
This shows the PK-diversity of QAHPSyppn with egﬁﬂ‘F’,SMDDH (\) = 1/pF. O

We note that the PK-diversity of QAHPSyppn also holds for language pa-
rameters po = [Ag]y output by £ = %, , , since Ag € Zf;Xk output by Uy i, has
rank k with overwhelming probability 1 — 27,

The k-LR-(Z, %)-key-switching of QAHPSyppn is shown in [22, Theorem
3]. Here we recall the result in the following theorem.

Theorem 12 (k-LR-(Z, % )-Key-Switching of QAHPSyppy [22, Theo-
rem 3]). Let { > 2k +1 and k < logp — 2(\). The proposed QAHPSyppy in
Fig. 20 supports k-LR-(L, %p)-key-switching with EEXHSBEAZ;D)[;:?A,H()\) <2790
for any (unbounded) adversary A.

In [22, Theorem 2], the .%-Multi-Extracting of QAHPSyppn in a single-key
setting is tightly reduced to the Ui-MDDH assumption over G;. Due to the
random self-reducibility of U-MDDH, the %p-Multi-Key-Multi-Extracting of
QAHPSMppH also holds with a tight reduction to Up-MDDH, as shown in the
following theorem.

Theorem 13 (Tight %)-Multi-Key-Multi-Extracting of QAHPSyppy).

If the Up,-MDDH assumption holds over Gy, then the proposed QAHPSyppH in
Fig. 20 supports £y-multi-key-multi-extracting. Concretely, for any adversary
A, any n and any Q, there exists an adversary B, such that T(B) ~ T(A) +
n@ - poly(\) with poly(\) independent of T(A), and Advﬁ,}?é’hﬂﬂi’:ﬂ,n@()\) <

AdviIE s(\) +1/(p - 1).

Proof of Theorem 13. Firstly, we construct an adversary B’ against the Q-
Zo-mk- “mddh
fold Uy4n, ,-MDDH over Gq, so that AvaXH";SATDe;:’A’mQ()\) < Advgkfn,k’Gl’B,(/\).
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Then by the random self-reducibility of Uy, r-MDDH (i.e., Lemma 2) and Uj-
MDDH = Uy1r ,-MDDH (i.e., Lemma 1), Theorem 13 follows.

Let us fix some notations. For any matrix X consisting (k + n) rows, denote
by X the upper k rows of X, X the lower n rows of X, and X@ the i-th row of
X (which is also the the (k + )-th row of X) for any i € [n].

Given a challenge ([B]1,[U]1), B’ wants to distinguish [U]; = [BW]; from
U]y s G where B <= Upip and W s ZE*Q. For each j € [Q),
denote by [u;]; € GET™ the j-th column of [U];. B’ is constructed as follows.

e BB’ chooses V «—s Z{** uniformly, computes [Ao]; := V[B]; € G*F and sets
po = [Ag]1 as the language parameter.

e For each i € [n], B’ implicitly sets sk; = k; s Zf; with k;r “[Aol1 = [E(i)]l.

e For each j € [Q], B’ computes [c;]; := V[u;]; € Gi.

e Tor each i € [n] and each j € [Q], B’ computes [hv; ;]1 := [u;(V]; € G;.

e Finally, B submits ( po, {[c;]1, {[hvij]i}iem }jE[Q] ) to A, and outputs
whatever A outputs.
Clearly, [Ag]; is uniformly distributed over Gka , due to the randomness

of V. Thus B"’s simulation of pg = [Ag]; is perfect. Meanwhile, B’s implicit
simulation of sk; = k; is also perfect for each i € [n], since k; is uniformly

random as long as B e Z;)Xk is.

— If [U]; = [BW]y, for each j € [Q], [u;]y = [Bw;]1 with w; < Zk, and

consequently:
e [c;]1 := V[uj]; = [VBw;]; = [Agw;]1, thus is uniformly distributed
over Span([Agl1) = L,,;
e for each i € [TL], [hvi,j]l = [Uj(i)h = [B(’)w]]l = k;r . [A()Wj]l =

k' - [ejls = As, ([ej]1).
— If [U]; s Gék+n)XQ7 for each j € [Q], [u;]; s G5™, and consequently:
e [c;]li = V[T = [VEEATJM = [Aoﬁiluij]l, thus is also uniformly
distributed over Span([Ag]1) = £,, with witness E_lﬁj;
e for each i € [n], [hv; ;]1 := [u;D]; € Gy, which is uniformly distributed

over HY = G, (and in particular, is independent of [c;]1).

Lo-mk- -mddh .
Consequently, we get AdVQXHn;ksh;le;:,A,n,QO‘) < Advngn‘k,Gl,B’ (M), as desired.
This completes the proof of Theorem 13. ad

We also show the k-LR-(%, Z)-OT-extracting of QAHPSyppy, which to-
gether with the PK-diversity (for .%) are needed for the strong MU“'-CMVA
security of our MAC in Appendix G.2 (cf. Theorem 5) and the MUMC“!-Auth
security of our AE in Appendix H.2 (cf. Theorem 7).

Theorem 14 (k-LR-(%), ¥)-OT-Extracting of QAHPSyppn). Let ¢ >
2k + 1 and k < logp — 2(\). The proposed QAHPS\ppn in Fig. 20 supports

k-LR-(%y, L)-OT-extracting with eggﬁ’sﬁl):tjtﬁ()\) < 2720 for any (unbounded)
adversary A.
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The proof of Theorem 14 is similar to that of Theorem 10, by simply ignoring
the parts related to verification key. Hence we omit it.

1.5 Instantiation of Tag-Based QA-NIZK from MDDH

In this subsection, we instantiate tag-based QA-NIZK with a tag-based variant
of the MDDH-based QA-NIZK scheme proposed in [1, Subsect. 3.2]. The original
scheme in [1] is not tag-based. As noted by Abe et al. [1], their scheme can be
easily adapted to tag-based QA-NIZK by putting the tag 7 inside a collision-
resistant hash function.

Let & = Zp,, be the language distribution specified in Appendix I.2. Let 7
be an arbitrary tag space. We present the tag-based variant of the MDDH-based
QA-NIZK scheme in [1, Subsect. 3.2], QANIZKyppn = (Setupyzx, CRSGen, Prove,
Vrfynizk, Sim) for £, as follows. The scheme QANIZKyppy is built upon a
NIZK scheme I1,, = (I1o,.CRSGen, IT,,.Prove, IT,,.Vrfy) for OR-languages as sub-
procedures, and uses a family of collision-resistant hash functions H’ with range
Z,. We present QANIZKyppn with tag space 7 and it sub-procedures Il in
Fig. 21. It is straightforward to check the perfect completeness of QANIZKyppH-

PPnizk ¢ Setupyzg: 7 < Sim(crs, tders, 7, [c]1):
gpar = (G1,G2,Gr, p, e, P1, P2, Pr) <s PGGen. r s ZZ, [t]l = [thr_
Return ppyz := gpar. Tor <=3 Ilor.Prove(crsor, [t]1,T).
Ik t .= H'([c]1, [t]1, Tor, T) € Zp.
(crs, tders) «—s CRSGen(p = [A]; € G{*¥): [u), == [c' (Ko + tK1)]s + 1 [Py
Ao, A1 < Dajk, B Dy, H s H'. Return 7 := ([t]1, [u]1, 7or)-
CrSor <— IYO,'.GeI"I([A()]l7 [Al]l)
K s Zf,kx(]”l), Ko, K s ng(kﬂ). Sub-procedures:
P:= AJK e zZFX*FD, crsor s ITo.CRSGen([Ao]1, [A1]1):
[Po]i := [ATKo]1, [P1]1 := [ATK.]i. D < Dy, z +s Ze™1\ Span(D).
C:=KB, Cy := K(B, C; := K;B. Return crser := ([D]2, [2]2).
crs := (crsor, [Ao]1, [P]1, [Po]1, [P1]1, [B]2, [Cl2,
[Col2, [Ci]2, H'). Tor s Ilor.Prove(crsg, [t]1,1):
tdes 1= (Ko,Kl). Let j € {0, 1} s.t. [t]l = [A]’]ﬂk
Return (crs, tdes). v s ZE.
(z1—5]2 := [Dlav, [z;]2 := [2]2 — [21]2.
7 +s Prove(crs, 7, [c]1,w) :  /Prove c = Aw | S, Sy s ZE**.
r s Zy, [t]: := [Ao)r. [Gj]2 := S;[D]5 +rfz]s.
Tor 4—s Ilor.Prove(crso, [t]1,T). [I1;]1 := [A4]1S;.
t.= H/([C]l, [t]l,ﬂ'or,T) € Zp- [Gl_j]g = Sl_]’[D];‘
[us :=w " ([Po]i + ¢[P1]1) + ¢ [P [IT—j]1 o= [A1—11S1-; — [thv .
Return 7 := ([t]1, [u]1, 7or). Return mor := ([2o]2, ([Gil2, [ITi]1)ic{0,1})-
0/1 + Vrfyyzk (crs, 7, [c]1, 7): 0/1 + Ior Vrfy(crsor, [t]1, Tor):
t:= H/([C]l, [t]l,ﬂ'or,T) c Zp‘ [Z1]2 = [Z]Q — [ZU]Q.
If ITor Vrfy(crsor, [t]1, Tor) = 0: Return 0. If for all ¢ € {0,1}, it holds that
If e([ul1, [Bl2) = e([cT )1, [Co + tCi]2) e([Ail1, [Gil2) = e([IT]1,[D7]2)
+e([t"]1,[CJ2): Return 1; +e([t]h, [z{ ]2): Return 1;
Else: Return 0. Else: Return 0.

Fig.21. The MDDH-based tag-based QA-NIZK scheme QANIZKyppy in [1].

84



In [1], Abe et al. proved the tight USS for witness-sampleable distributions
from MDDH assumptions. Formally, we recall the following theorem from [1].

Theorem 15 (Tight USS of QANIZKyppn [1, Theorem 1, Theorem 2]).
If the Doy ,-MDDH assumption holds in Gy, Dy-MDDH assumption holds in
Go, Di-KerMDH assumption holds in G1 and H' is a collision-resistant hash
family, then the proposed QANIZKyppr in Fig. 21 has perfect zero-knowledge
and unbounded simulation-soundness.
Concretely, for any adversary A who makes at most Qs times of Ogy queries,
there exist adversaries By, -+ , B4 such that T(By) ~ --- ~ T(Bs) ~ T(A)+ Qs -
poly(A) with poly(A) independent of T(A), and

AdVaSZNIZKMDDH-,-A()\) SAdvg'rl’,Bl (A) + (4k[log Q1 +2) - Advg;l:,hk,(}l,Bz (N
+ (2 ﬂog Qs—l + 2) ’ Advgi(yj&z,l?s ()‘) + Adkan::(Eq,BAl ()\) + 2_9()\).

By Lemma 3, Di-MDDH = Dy-KerMDH. Hence, Theorem 15 indicates that
the QANIZKyppn scheme in Fig. 21 has a tight USS based on the MDDH assump-
tions, with a security loss O(log Q). Since Qs = poly(\) for PPT adversaries,
the security loss is in fact O(log Qs) = O(log A), which is lower than O()).
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