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Abstract. Zero-knowledge elementary databases (ZK-EDBs) enable a
prover to commit a database D of key-value pairs and later prove that
“x belongs to the support of D and D(x) = v” or that “z does not
belong to the support of D,” without revealing any extra knowledge (in-
cluding the size of D). Recently, Libert et al. (PKC 2019) introduced
zero-knowledge expressive elementary databases (ZK-EEDBs) that sup-
port richer queries, e.g., range queries over the keys and values.

In this paper, we introduce a new notion called function queriable
ZK-EDBs, where the ZK-EDB prover can convincingly answer the query
that “Send all records (z,v) in D satisfying f(xz,v) =1 for any Boolean
circust f,” without revealing any extra knowledge (including the size of
D).

To construct function queriable ZK-EDBs, we introduce a new vari-
ation of zero-knowledge sets (ZKS) which supports verifiable set opera-
tions, and present a construction based on groups of unknown order. By
transforming the Boolean circuit over databases into the set operation
circuit/formula over sets, we present a construction of function queriable
ZK-EDBs from standard ZK-EDBs and ZKS supporting verifiable set
operations.

1 Introduction

Zero-knowledge sets (ZKS) are a valuable primitive introduced by Micali et al.
[MRKO03], which enable a prover to commit a finite set S and later prove the
membership or non-membership of a certain element without revealing any extra
knowledge (including the size of the set). Elementary database (EDB) D is a set
with an additional property that each z in the set comes with a unique associated
value v = D(x). As pointed out in [MRKO3], the notion of ZKS can be extended
to the one called zero-knowledge elementary databases (ZK-EDBs), which allows
a prover to commit an EDB D and later prove that “z belongs to the support
of D and D(z) = v” or that “z dose not belong to the support of D” in zero-
knowledge. Numerous studies on ZK-EDBs have since been developed, including
mercurial commitments [CHL'05], updatable ZK-EDBs [Lis05] and independent



ZK-EDBs [GMO06]. However, because most constructions follow the paradigm
put forward by Chase et al. [CHL'05], relying on a Merkle tree and mercurial
commitment and making the support of richer queries difficult to achieve, only
a few studies have focused on queries supported by a ZK-EDB.

Libert et al. [LNTW19] recently introduced zero-knowledge expressive el-
ementary databases (ZK-EEDBs) supporting richer queries such as for a) all
records (z,v) € D whose key x lies within the range [a,, b;] of a super-polynomial
length, b) all records (x,v) € D whose value v lies within the range [ay,b,] of
a super-polynomial length, and c) all records (z,v) € D whose element x lies
within the range [a,,b,] of a super-polynomial length and value v lies within
the range [a,, b, of a polynomial length. Several more interesting queries such
as k-nearest neighbor and k-minimum/maximum can be implemented using the
above queries.

However, there are still numerous queries that remain unsupported by ZK-
EEDBES, for example, querying for all records (z,v) € D whose last bit of value
v equals zero, or in a more generalized form,

Querying for all records (x,v) € D satisfying f(x,v) = 1 for any Boolean
circuit f.

1.1 Owur contribution

In this paper, we study the queries supported by ZK-EDBs, and introduce a
new notion called function queriable ZK-EDBs, which enable one to commit
an elementary database D of key-value pairs (z,v) € {0,1}! x {0,1}! and then
convincingly answer the query “Send all records (z,v) € D satisfying f(x,v) =
1 for any Boolean circuit f : {0,1}? — {0,1}”, without revealing any extra
knowledge (including the size of D).

To construct a function queriable ZK-EDB, we additionally introduce a new
variation of ZKS, which allow one to commit to several sets {S;};c[m), and then
convincingly answer the extra queries that “Send all element x in Q(S1,- - ,Sm)
for any ‘circuit’ Q of unions, intersections and set-differences”, without reveal-
ing any extra knowledge. We call this variety ZKS supporting verifiable set op-
erations. Building on the standard ZKS protocols constructed by Prabhakaran
and Xue [PX09, XLL07, XLL08|, we construct a ZKS supporting verifiable set
operations based on groups of unknown order, which is secure in the random
oracle model and the generic group model.

From ZKS supporting verifiable set operations and standard ZK-EDBs, we
present a construction of function queriable ZK-EDBs. This is the first construc-
tion of ZK-EDBs enabling generalized queries. To the best of our knowledge,
prior to our approach, the richest queries achieved were only range queries over
the keys and values [LNTW19].

We additionally present a construction of standard ZK-EDBs from groups
of unknown-order in Appendix.D, which is the first construction achieving a



constant commitment and proof size®. Applying this ZK-EDB and our ZKS
supporting verifiable set operations, the resulting function queriable ZK-EDB is
secure in the random oracle model and generic group model and its proof size is
only linear to [ and the size of circuit f.

1.2 Related Work

Since the notion of ZK-EDB was first introduced by Micali et al.[MRKO03], nu-
merous approaches concentrating on the performance, security, and functionality
of ZK-EDB have been developed.

In [CHLT05], Chase et al. introduced the notion of mercurial commitments
and presented a widely used paradigm of how to use such a commitment and
a Merkel tree to construct a ZK-EDB. Mercurial commitments (and thus ZK-
EDBs) can be constructed through one-way functions [CDV06], and efficient
mercurial commitments (and thus efficient ZK-EDBs) can be constructed through
DL, Factoring, RSA or LWE assumption [CDV06, Zhu09, LNTW19)]. Catalano et
al. [CFMO08] introduced the concept of g-mercurial commitments and compressed
the non-membership proof size of ZK-EDBs. Libert et al. [LY10] and Catalano
et al. [CF13] developed g-mercurial commitments and further compressed the
membership proof size of ZK-EDBs. Li et al. [LSY121] introduced concise mer-
curial subvector commitments and achieved batch verifiable ZK-EDBs.

There are also several studies on developing the security definition of ZK-
EDBs or more generalized, database commitments. Gennaro and Micali [GMO06]
introduced the notion of independent ZK-EDBs, which prevent the adversary
from correlating its set to that of a honest prover. Chase and Visconti [CV12]
introduced the notion of secure database commitments, which satisfy simula-
tion security in the real/ideal paradigm and achieve stronger verifier security
than ZK-EDBs. Prabhakaran and Xue [PX09] introduced statistically hiding
set, providing an information theoretic hiding guarantee, rather than one based
on efficient simulation. They provided the first construction that does not rely on
Chase’s paradigm. Following [PX09], [XLL07, XLLO08] constructed ZKS achiev-
ing a constant commitment and proof size.

Another research point of ZK-EDBs is how to extend its functionality. Liskov
[Lis05] presented updatable ZK-EDBs in the random oracle model. Ghosh et
al. [GOT15] introduced zero-knowledge lists, which allow one to commit a list
and later answer order queries in a convincing manner. Libert et al. [LNTW19]
recently introduced ZK-EEDBs that support richer queries, e.g., range queries
over the keys and values.

Accumulators (e.g. [BAM93, CL02, CHKOO08, Ngu05, DHS15]) are an ex-
tremely well-studied cryptography primitive related to ZKS. Accumulators al-
low one to represent a set using an accumulation value, and later provide (non-

3 Although [PX09] shows how to use a constant-size ZKS[PX09, XLL07, XLLO8] to
implement a constant-size ZK-EDB, the resulting scheme is not a standard ZK-EDB
because the resulting scheme cannot ensure the uniqueness of the value associated
to any element.



Jmembership proofs; however, hiding and zero-knowledge properties are not nec-
essary for accumulators. Although Ghosh et al. [GOPT16] and Zhang et al.
[ZKP17] presented the constructions of zero-knowledge accumulators supporting
set operations, their schemes only consider collision-freeness security, where the
adversary cannot cheat in a proof for an honestly generated accumulation value;
however, ZKS require the prevention of the adversary from cheating in a proof
even for a maliciously generated commitment. Boneh et al. [BBF19] recently
developed a batching technique for accumulators based on groups of unknown-
order. Agrawal and Raghuraman [AR20] presented a commitment construction
for databases of key-value pairs enabling (non-)membership proof and efficient
updating. Their scheme is also based on groups of unknown-order and does not
consider hiding or zero-knowledge properties.

An authenticated data structure (ADS) (e.g., [Tam03, PTT11, NZ15]) also al-
lows a trusted database owner to “commit” its database, and an untrusted server
can answer the queries on behalf of trusted database owners to any clients know-
ing the commitment. However, as a three-party scheme in which the committer
(database owner) is always trusted, ADS is incomparable to ZK-EDB.

1.3 Organization

In section 2 we provide an overview of our techniques. Preliminaries are described
in section 3. In section 4 we introduce and construct ZKS supporting verifiable
set operations. In section 5 we introduce the notion of function queriable ZK-
EDBs and present a concrete construction. Finally, in section 6, we provide some
concluding remarks.

2 Technique Overview

Zero-Knowledge Sets Supporting Verifiable Set Operations. ZKS sup-
porting verifiable set operations allow a committer to generate a sequence of
commitments {com;};cpy to sets {Si}icr). Then for any general set operation Q,
i.e., a “circuit” of unions, intersections and set-differences, the committer can
output Soutput = Q({Si}icp)) and a public verifiable proof 7 for the correctness
of result. In this paper, we require ZKS supporting verifiable set operations that
additionally satisfy functional binding and zero-knowledge properties.

To present a construction, we first construct a ZKS that supports a single set
operation (i.e., one union, intersection or set-difference) over two committed sets,
with the exclusion that, for any query, we now require the committer to output
a commitment to Soytpy+ rather than output Soytpys directly. Such a scheme can
be naturally extended to our target approach by invoking it iteratively in the
support of general set-operation formulas and opening the last commitment to
Soutput t0 obtain the set.

However, most ZKS constructions follow Chase’s paradigm which relies on
a Merkle tree and mercurial commitments, and makes set operations difficult
to conduct. We therefore decide to build our scheme on top of the ZKS(SHS)



schemes of Prabhakaran and Xue [PX09, XLL07, XLLO08], which are based on
RSA accumulators rather than Chase’s paradigm. For a set S = {z;}ig[m], the
authors hash element z; into large a prime p; (i.e., p; = Hprime(2:)). A ZKS
commitment of S is then g"/fict=Pi where g is a random element from an RSA
group and r is a random coin used to hide Il;c[,,p;. It is easy to extend RSA
groups to generalized groups of unknown-order by using a proper X-protocol as
a (non-)membership proof.

Consider a single operation of intersections. Upon inputting two ZKS com-
mitments Cy, C; to the sets Sy, S1, the prover needs to output a commitment C;
to the set I = SpyN Sy and an associated proof 7. Note that to prove I = SyN .S,
one only needs to show that a) I C Sy, I C S7 and b) (Sp\I)N(S1\I) = 0. Gener-
ate two commitments Cj,, Cj, to the sets Jo = So\I, J1 = S1\I. In a simple case
in which all random coins used in all of these commitments equal 1, the prover
can easily conclude the proof by showing that a) (C;,Cy,,Cs,), (Cr,Cys,,Cs,)
are DDH tuples and b) the exponents of C;, and C;, are relatively prime. The
challenge comes from the generalized case in which the random coins are chosen
from a proper range, i.e., [0, B]. Luckily, we can let B be much smaller than these
representing primes, which means that a) (Cr,Cy,,Cs,) (and (Cr,Cy,,Cg,)) is
actually close to a DDH tuple and b) the great common division of the expo-
nents of Cj;, and Cj, is small. We will show that the prover can still prove the
above two statements by relying on Boneh’s PoOKE (Proof of knowledge of expo-
nent) protocol [BBF19] and a classic zero-knowledge proof for small exponents.
[CS97, FO97]. Other single set operations can also be similarly conducted.

Function Queriable Zero-knowledge Elementary Databases. Function
queriable ZK-EDBs allow one to commit a database D of key-value pairs and
later convincingly answer the query “Send all records (x,v) in D satisfying
f(z,v) =1 for any Boolean circuit f”, without revealing any extra knowledge
(including the size of D). Function queriable ZK-EDBs should satisfy functional
binding and zero-knowledge properties.

In this paper, we present the construction of function queriable ZK-EDBs
from standard ZK-EDBs and ZKS supporting verifiable set operations. The main
idea here is to convert a Boolean circuit into a set-operation formula.

Consider a Boolean circuit f consisting of wires and gates. Upon inputting
a concrete (z,v) in D, each wire in circuit f will have a deterministic value in
{0,1}. Now, let each wire associate two subsets of database D, the set of (z,v)
that makes this wire equal to 0 and the set of (z,v) that makes this wire equal
to 1. Then, for any gate in f, the sets associated with the output wire can be
represented as a set-operation formula over the sets associated with the input
wires. For example, consider an “AND” gate with two input wires a,b and an
output wire c¢. Denote by Ay (res. By, Ch) the set of (z,v) that makes wire a
(res. b,c) equal to b € {0,1}. We then have Cy = AgU By, C; = A1 N By. In this
way, we can write the set of (z,v) satisfying f(z,v) = 1 using the set-operation
formula over the sets associated with the input wire.

Therefore, we use ZKS supporting verifiable set operations to commit the
sets S;p, where S;, = {z|(z,v) € D A the i-th bit of z||v is b}. We also use a



ZK-EDB scheme to commit D. Upon input a query f, the prover converts it
into a set-operation formula Q over S;;, then outputs Soutpur = Q({Sip}) and
the corresponding proofs (for which we need a ZKS supporting set operations),
and finally opens each x € Soutpur using the ZK-EDB commitment to obtain the
associated value v.

3 Preliminaries

In this paper, we denote by A the security parameter and by [m] the set {1,2,--- ,m}.

A non-negative function f : N — R is negligible if f(A) = A=), We use the
standard abbreviation PPT to denote probabilistic polynomial time.

An elementary database D is a set of key-value pairs (z,v) € {0,1} x {0,1}!
such that if (x,v) € D and (x,v") € D, then v = v'. Here [ is a public polynomial
in \. We denote by Sup(D) the support of D, i.e., the set of = € {0, 1} for which
Ju such that (x,v) € D. We denote such unique v as D(x), and if ¢ Sup(D), we
then also write D(z) =L. For consistency, for any set S of elements = € {0,1}!,
we write S(z) = 1if x € S and write S(z) =L if x ¢ S.

3.1 Zero-Knowledge Elementary Databases and Sets

ZKS allow one to commit a set S and later prove the (non-)membership of
certain elements without revealing any extra knowledge. The notion of ZKS can
be extended to ZK-EDBs, which allow one to commit an elementary database
D. Because a ZKS can be seen as a special case of a ZK-EDB, where D(z) =1
if x € Sup(D), we skip the definition of ZKS here. Following [MRK03, GMOG6,
LNTW19], we present the following formal definition of ZK-EDBs:

Definition 1 (Zero-Knowledge Elementary Database). A zero-knowledge
elementary database consists of four algorithms (Setup, Com, Prove, Verify):

e § + Setup(1*): On input the security parameter 1, Setup outputs a random
string (or a structured reference string) 6 as the CRS.

e (com,T) <= Com(d, D): On input the CRS ¢ and an elementary database D,
Com outputs a commitment of database com and an opening information 7.

e 7w + Prove(d,com,r,x,v): On input the CRS 0, the pairing of the com-
mitment and opening information (com,T), and a key x and its associated
value v (i.e., (x,v) € D or x ¢ Sup(D),v =1), Prove outputs a proof = of
v = D(x)

e 0/1 « Verify(d,com,z,v,m): On input the CRS &, commitment com, key-
value pair (x,v) and proof w, Verify either outputs 1 (denoting accept) or 0
(denoting reject).

It satisfies the following three properties:
e Completeness: For any elementary database D and any x,

1 § < Setup(1*); (com, 7) < Com(4, D);

Pr | Verify(d, com, z,v,m) =
¥ ) 7 < Prove(d, com, 7, z, D(x))



e Soundness: For any PPT adversary A, there exists a megligible function
negl such that:

v#E U A

§ « Setup(1*);
Pr | Verify (6, com, z,v,m) = 1A etup(1”)

< e
(com,z,v, v, m,7") « A(6) | ~ negl(})

Verify (6, com, x,v',7') = 1

e Zero-Knowledge: There exists a simulator Sim such that for any PPT
adversary A, the absolute value of the difference

8 + Setup(1%),
Pr | AProve@com,m DO (5 state 4, com) = 1| (D, stateq) + A(6),
(com,T) + Com(4, D)

(6, states) < Sim(1%),
Pr | ASim(states DO (5 state 4, com) = 1 (D, state 4) < A(9),
(com, stateg) < Sim(4, states)

is negligible in \.

3.2 Groups of Unknown-Order and Assumptions

In this paper, the schemes are constructed on groups of unknown order, for
which the order is difficult to compute for the committer. Groups of unknown
order are a useful tool in the construction of polynomial commitments, integer
commitments, and accumulators, among other aspects.

The strong RSA assumption is a useful assumption for groups of unknown
orders. We introduce it in the following.

Assumption 1 (Strong RSA Assumption)[BP97, AR20]. The strong RSA as-
sumption states that an efficient adversary cannot compute lth roots for a given
random group element, where l is an odd prime chosen by the adversary. Specif-
ically, it holds for GGen if for any probabilistic polynomial time adversary A,

G « GGen(\),g & G,

< negl(\).
(u,]) € G x N+ A(G,g)

Pr|ul =g and 1 is an odd prime

Generic group model. In this paper, we use the generic group model for
groups of unknown order as defined by Damgard and Koprowski[DK02], and as
used in [BBF19]. Portions of the definition of the generic group model are taken
verbatim from [BBF19].

In the generic group model, the group is parameterized by two public integers
A and B, and the group order is sampled uniformly from [A4, B]. The group G
is defined by a random injective function o : Zg — {0, 1} for some I, where
2! > |G|. The group elements are o(0),--- ,o(|G|). A generic group algorithm A
is a probabilistic algorithm. Let £ be a list that is initialized with the encodings



given to A as input. A can query two generic group oracles. The first oracle O
samples a random r € Zg| and returns o(r), which is appended to the list of
encodings £. The second oracle Oy(i, j, +) takes two indices i,j € [p], where p
is the size of £, as well as a sign bit, and returns o(i & ), which is appended to
L. Note that herein A is not given the order of G.

As shown in [DKO02], the strong RSA assumption holds in the generic group
model.

Proof of Knowledge of Exponent (PoKE). Recently, Boneh et al. [BBF19]
introduced a way to present an argument of knowledge protocol for the following
relation.

Rpokr :={(u,w € G;z € Z)|lw=u" € Z}

Let P be the prover and V be the verifier. Their protocol is as follows:

Protocol PoKE (Proof of knowledge of exponent)

Params: G < GGen(\), g € G; Input: u,w € G; Witness: = € Z
1. Psendsz=g* € G to V.
2. V samples [ + Primes()) and sends [ to P.
3. P finds the quotient g € Z and residue r € [I] such that x = ¢l + r.
P sends Q = u?, Q' = g9, and 7 to V.
4. V accepts if r € [1], Q'u" = w, and Q’lgr =z

Fig. 1: PoKE protocol [BBF19]

Theorem 1 ([BBF19] Theorem 3.). Protocol PoKE is an argument of knowl-
edge for the relation Rpoix g in the generic group model.

In practice, there are two common methods used to instantiate groups of
unknown order.

RSA group: The multiplicative group Z; of integers modulo a product
n = pq of large primes p and ¢. Any efficient algorithm that calculates the order
can be transformed into an efficient algorithm factoring n. In addition, we need
to point out that it is difficult to generate the RSA group in a publicly verifiable
way without exposing the order. Therefore, we need a trusted party to generate
the group.

Class group: The class group of an imaginary quadratic order with discrim-
inant A where —A is a prime and A = 1 mod 4. Aa an important property,
one can choose a security class group Cl(A) by choosing the “good” discrim-
inant A randomly without a trusted party. For more details, one can refer to
Buchmann and Hamdy’s survey[BHO1] and Straka’s accessible blog post[Str19]
for more details.

At the end of this section, we provide several simple but widely used lemmas.



Lemma 1. For any positive integers a, A, and B satisfying B > A, we have:

a
B-A

Dist({z + [a]}, {z mod a|z + [4, B]}) <

where Dist indicates the distance between distributions.

Lemma 2. For any integers s1,s2 and positive integers a,A,B satisfying B > A,
ged(sy, $2) = 1, we have:

3a
B-A

Dist({z «+ [a]},{zs1 + ys2 mod a|z,y + [A, B]}) <

where Dist indicates the distance between distributions.

Lemma 3. For any multiplicative group G and group elements g, h € G, if there
exists coprime integers a,p satisfying g* = hP, then one can easily compute h’
satisfying g = h'® from a,p,g and h.

The proofs of the above three lemmas are shown in Appendix.A.

4 Zero-Knowledge Set with Verifiable Set Operations

In this section, we introduce the notion of ZKS supporting verifiable set opera-
tions, which is the key ingredient for our final goal, that is, function queriable
zero-knowledge elementary databases. We then give several weak zero-knowledge
argument of knowledge protocols* for several special statements over groups of
unknown orders and finally present the construction of ZKS supporting verifiable
set operations.

4.1 Definition

Informally, ZKS supporting verifiable set operations allow one to commit to
several sets {S;}icpm), and then convincingly answer a) the (non-)membership
queries on each set and b) the queries in the form as “Send all records (x,v)
in Q(S1, -+ ,Sm) for any set operation Q represented as a formula of unions,
intersections and set-differences,” without revealing any extra knowledge. The
formal definition of ZKS supporting verifiable set operations is as follows:

Definition 2 (ZKS Supporting Verifiable Set Operations). A ZKS sup-
porting verifiable set operations consists of six algorithms, (Setup, Com, Prove,
Verify, ProveS, VerifyS), where Setup, Com, Prove, Verify are in the same form as
a standard ZKS and

4 These zero-knowledge protocols only satisfy a type of special purpose knowledge
soundness, which are sufficient for our construction of ZKS supporting verifiable set
operations.



o 1 < ProveS(d,com, T, Q, Soutput): On input the CRS 9, the list of set commit-
ments and the associated opening information com = (comy, -+ ,comy,), T =
(11, ,Tm) where (com;, ;) € Com(d,S;), a set operation Q represented as
a “circuit” /formula of unions, intersections and set-differences and the tar-
get output set Soutput- Prove outputs a proof ™ of Soutpur = Q(S1,- -+, Sm).

e 0/1 < VerifyS(6, com, Q, Soutput, T): On input the CRS §, the list of commit-
ments com, the set operation Q, the target output Soutput, and the proof ,
Verify either outputs 1 (denoting accept) or 0 (denoting reject).

and satisfies the following properties:
e (Non-)Membership Query Completeness: For any set S and any x,

8 + Setup(1*); Com(4, S);
Pr | Verify(d, com, z, S(x),7) =1 = Setup(1%); (com, 7) = Com(3, 5) =
7 Prove(d, com, 1, xz,S(x))

e Set Operation Query Completeness: For any sets {Si}ie[m] and a set
operation Q which takes m sets as input and outputs one set, let Soytpur =
Q(S17 T Sm), and thus

8 < Setup(17);
Pr | VerifyS(d, com, Q, Soutput, ™) = 1|Vi € [m], (com;, ;) < Com(4, S;); | =1

7 < ProveS(§, com, T, Q, Soutput)

where com = (comq, -+ ,comy,) and T = (T, ,Tpm,).
e Functional Binding: For any PPT adversary A, the probability that A
wins the following game is negligible:

1. The challenger generates a CRS & by running Setup(1*) and gives & to
the adversary A.

2. The adversary A outputs a set of commitments {com;}icm) and the
following tuples:

(a) A series of (non-)membership query-proof tuples {(com’;, x, v, )} jein,]s
where com’; € {com }ic[m) (suppose that com’; = comy, ).

(b) A serieiifset operation query-proof tuples {(com;, Qj, S;, )} jena) s
where com; is a list of commitments contained in {com;};cim) (sup-

posing that comj = (comy,,,comy,,,---)).

3. The adversary A wins the game if the following hold:

i1
(a) For each j € [n1], Verify(com’, z;,v;,7m;) =1
b) For each j € [ns], Verify(com;, Q;, 5%, 7)) = 1.
( J y(com;, Q;, S}, )
c) There do not exist sets {.S; }icim) satisfying Sy. (x;) = v; for each j €
€[m] AN J
[n1] and Q;(S;) = S} for each j € [na], where Sj = (St,,, Styny - )-

10



e Zero-Knowledge: There exists a simulator Sim such that for any PPT
adversary A, the absolute value of the difference

8 < Setup(1*),
Pr | A97 (6, state, {eomi}icim)) =1 ({Si}iem), statea) < A(9), -
for i € [m], (com;, ;) < Com(4, S;)
(6, states) + Sim(1*),
Pr | A%s (6, statea, {com; }icim)) = 1 ({Si}iem)» statea) < A(0),

is negligible in A\, where Op and Og are defined as follows:

({com }icpmys states) < Sim(d, m, states)

Op: Oninput (com;, z) for somei € [m], Op outputs < Prove(d, com;, 1;, x, Si(z)).

On input (com, Q) where com = (comy, -+ ,comy, ) for somety, -+ t, €
[m], Op outputs m < ProveS(d, com, T, Q, Q(St,,- -+ ,St,)) where T =
(Tty, "+ T, ). In other cases, Op outputs L.

Og: Oninput (com;, x) for somei € [m], Og outputs <« Sim(d, com, states, z, S;(x)).

On input (com, Q) where com = (comy,,- - ,comy, ) for somety, - ,t, €
[m], Os outputs w < Sim(0, com, stateg, Q, Q(St,, -+, S, )). In other
cases, Og outputs L.

4.2 Several Zero-Knowledge Protocols over Unknown-Order
Groups

In this section, we introduce several zero-knowledge protocols over the groups of
unknown order, which will be used in our main constructions.

Zero-knowledge protocol for bounded discrete-log. The classical sigma
protocol can be used to prove the discrete-log relation when the exponent is
small (i.e., Rpoundedpr, = {(u,w,T;2)[u* = w A |z| < T}). It only satisfies a
weak soundness, which is sufficient for our goal. Following [DF02, CS97, FO97],
the construction is as follows.

Protocol ZKpoundeanr, (Zero-knowledge protocol for Ryoundednr)

Params: G <~ GGen(\); Input: u,w € G, T € N; Witness: z € Z
. P samples r < [222T] and sends z = u" € G to V.
.V sends challenge ¢ < [2*].

. P computes s = r + cx and sends s to V.
.V accepts if u® = zw® and s < 22*T.

—_

=N

Fig. 2: Protocol ZKpoundedDL [CSQ?, FOQ?]
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Lemma 4. Protocol ZKyoundedpr, s an honest-verifier statistically zero-knowledge
protocol achieving a type of weak soundness defined as follows: There exists an
extractor such that for any polynomial p and any prover P* convincing verifier
of statement (u,w, T') with probability p~*, the extractor can extract (z',t) within
an expected polynomial time such that |2/ < 222T,|t| < 2* and u™ = w.

proof sketch. The honest-verifier statistically zero-knowledge property directly
follows [DF02]. The weak knowledge soundness follows that: Suppose P* can
convince the verifier of the statement (u, w,T"), the extractor can then extract two
valid proofs with the same first message (i.e., (z,¢, s) and (z,¢, s')) by rewinding.
We then have u® = zw® and u¥ = zwc/7 and therefore, u?®* = w4¢, where
As =s—s" € [-222T,222T] and Ac = ¢ — c € [-2*,2}].

Zero-knowledge protocol for discrete-log. As we have shown, Boneh et
al. [BBF19] presented a proof of knowledge of exponent protocol. Combined
with the above protocol, we obtain a zero-knowledge protocol for the relation
Rpr = {(u,w; z)|u” = w}. The construction is as follows:

Protocol ZKpy, (Zero-knowledge protocol for Rpy,)

Params: G < GGen()\), B > |G|; Input: u,w € G; Witness: € Z
1. P samples 7 < [22*B] and sends z = u" € G to V.
2. V sends challenge ¢ + [2*].

3. P computes s = r + cx.
4. P and V run PoKE(u,zw®; s).

Fig. 3: Protocol ZKpp,

Lemma 5. In the generic group model, Protocol ZKpy is an honest-verifier
statistically zero-knowledge protocol achieving a type of special purpose knowl-
edge soundness defined as follows: There exists an extractor such that for any
polynomial p, for any prover P* convincing the verifier of statement (u,w) with
probability p~1, the extractor can extract (x',t) within an expected polynomial
time such that |t| < 2* and u™ = w.

Proof. Completeness is obvious. In addition, the special purpose knowledge
soundness follows Lemma.4 and the argument of knowledge property of PoKE
(which is used to extract s) directly.

The proof of honest-verifier statistically zero-knowledge property is as fol-
lows. The simulator is constructed in the following way: On input random
challenges ¢,l (where [ is the challenge of PoKE) and statement (u,w = u®),
the simulator Sim chooses s + [22*B] and computes z = u®/w°. Then Sim
runs PoKE(u, u®;s) with challenge [ honestly to conclude the proof. Therefore,
for any fixed u,w,c,l, the distribution of the simulation transcript Trang;,, is
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{((u,w),z = u®/w®,c, Tranpeke)|s < [22* B]}, where Tranpoke = (g°, 1, ul*/t, gls/t]
s mod [). Similarly, for any fixed u,w,c,l, the distribution of the real world
transcript Trangeq is {((u,w),z = u” = u®/we c, Tranpoke)|r + [22*B],s =
r 4+ cx}, where Tranpoke = (g°, 1, uLS/lJ ,gl*/Y s mod I). Denote by Fyw.ci(s) =
((u,w),u®/we,c, (g°,1,ul*/!l gLS/lJ s mod [)). We then have the following:

Trangim = {fu,w,c,l(s)‘s — [22)‘3]}
Trangear = {fu,w,c,l(5)|r — [22/\B], s=1r-+ cx}
As an important observation, Fy w.ci(8) = Fuw.ci(s mod l|G|). As a result, to

prove that Trang;,, éTranReal, we only need to prove that {s mod I|G| [s +
[222B]} &{s mod I|G| |r < [22*B],s = r + cz}, which follows from Lemma.l

(note that I < [2*] and 212\'91‘3 < 272, therefore, these two distributions are both
statistically indistinguishable from the uniform distribution over Z;g). a

Above zero-knowledge protocol can be easily extended for the relation Ropy, =
{(u,v,w; 21, z2)|u*v*2 = w}. We call this ZKspy,. The construction is shown in
Fig.4.

Protocol ZKspy, (Zero-knowledge protocol for Rapr,)
Params: G < GGen(\), B > |G|; Input: u,v,w € G; Witness: z1,29 € Z

1. P samples 71,79 < [22*B] and sends z = u"v"2 € G to V.

2. V sends challenge ¢ < [2*].

3. P computes s = r1 + cx1, 82 = ro + cro and sends u®! to V.
4. P and V run PoKE(u,u®t;s1) and PoKE(v, zw®/u®!; s3).

Fig.4: Protocol ZKapr,

Lemma 6. In the generic group model, Protocol ZKspy, is an honest-verifier
statistically zero-knowledge protocol achieving a type of special purpose knowl-
edge soundness defined as follows: There exists an extractor such that for any
polynomial p, for any prover P* convincing the verifier of statement (u,v,w)
with probability p~!, then the extractor could extract (z',x},t) within an ex-
pected polynomial time such that |t| < 2* and uTiv®2 = wt,

To prove this lemma, one can use the same proof strategy for Lemma.5. We
skip this herein.

Zero-knowledge protocol for nearly-coprime exponents tuple. In this
paper, we need to prove the statement that the ZKS commitments u,v to the
set X,Y satisfy X NY = (. However, owing to the existence of randomness,
the exponents of u,v are not coprime. We only have the fact that the greatest
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common division of these exponents is small. Therefore, we call such a tuple
nearly coprime exponents tuple and denote it through the following relation:

Rpm'me = {(U, Vv, Tv ai, a2)

gcd(al, CLQ) S T A }

u=g",v=g®

The zero-knowledge protocol for Ry im. is as follows.

Protocol ZK,ime (Zero-knowledge protocol for Ry ime)

Params: G <~ GGen(\), B > |G|; Input: u,v € G, T € Z; Witness:
ai,as € 7
1. P finds integers t1,to such that ta1 + t2as = ged(aq, az). P samples
7 < [2*B] and sends Q = g7 &ed(@1,02) — yrtiyrtz 4o P,
2. P and V run ZKpoundeanr (g, Q,2* BT;r ged(ay, az)) and
ZKopr (u,v, Qs iy, rta)

Fig. 5: Protocol ZKrime

Lemma 7. In the generic group model, ZKy, ime is an honest-verifier statis-
tically zero-knowledge protocol achieving a type of special purpose knowledge
soundness defined as follows: There exists an extractor such that for any poly-
nomial p, for any prover P* convincing the verifier with probability p~! over
statement (u,v,T), the extractor can extract ty,ts, c € Z such that |c| < 22*BT

and utiv®? = g€,

Proof. Completeness is obvious.

Special purpose knowledge soundness follows from the weak knowledge
soundness of ZKpoundeapr and ZKspy. From the weak knowledge soundness of
ZKpoundedDL, One can extract x,t € Z satisfying that |z| < 2*BT, |r/| < 2* and
QT/ = g®. From the special purpose knowledge soundness of ZKspy,, one can
extract ), th,r" € Z satisfying |r”| < 2* and Q" = utivt2. As a result, we have
u" iy = g™’ Setting ¢ = 1't),ty = r'th,c = 1"z, we then have ufivi? = g°
and || < 22ABT.

The simulator Sim of the honest-verifier statistically zero-knowledge
property can be constructed as follows: Sim samples 71,75 < [2*B] and sets
Q = u"v". Sim then simulates the zero-knowledge protocol in Step 2.

Because both ZKyoundeapr, and ZKspy, are honest-verifier statistically zero-
knowledge, we only need to show that the distributions of (u,v, Q) generated
by the simulator and honest prover are statistically indistinguishable. In other
words, we need to show the following: For any fixed u = g, v = g2, the distance
of the distributions {g”&°d(¢1:92)|r « [2AB]} and {u"v"2 = graitr2ez|p ry
[2* B]} are exponentially small.
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Set b = Ord(g&d(@1:92)) < B. From Lemma.l, {r mod br + [2*B]} is ex-
ponentially close to the uniform distribution over Z;. Therefore the distribution
{greed(an,az) |y  [22B]} = {(gged(@1,02))r mod bl o [9A B} is exponential close
to the distribution {(g&d(@1:@2)) | < [b]}. From Lemma.2, {r; -

ro -

Ted(arayy mod blry, o < [2)B]} is exponentially close to the uniform dis-
tribution over Z;. Therefore, the distribution {gn®*72%2|r; ry « [2*B]} =
{(ggcd(alyaz))”'gcd(zi,w+T2'gcd(zi>az> mod by ry « [2)B]} is also exponentially
close to the distribution {(g8°d(@1:92))7| « [b]}, which concludes the lemma.

Zero-knowledge protocol for DDH-type tuples. In this paper, we need to
prove that the ZKS commitments u,v,w to the set A, B,C satisfy C = AU B
and AN B = (. We have already shown how to prove AN B = (}, and herein we
show how to prove C' = AU B. Here, we call such a tuple (u,v,w) as a DDH-type
tuple and denote it through the following relation:

la1l, lazl, las| < T A
RDDHftype = (U,V, W, T;xay7a17a27a3) ng(,{I;y,HE:AIlG"L) =1 N
u= g(llfl'7 — gazy’w — gagxy

Roughly, a DDH-type tuple (u,v,w,T') satisfies that, if a prime p > T di-
vides loggu or loggv, then p also divides loggw. Building on Boneh’s (NI-)PoDDH
protocol, a zero-knowledge protocol for DDH-type tuples is as follows:

Protocol ZKppH—type (Zero-knowledge protocol for Rppr—type)

Params: G < GGen(\), B > |G|; Input: u,v,w € G, T; Witness:
a1,02,03,T,Y € Z

1. P samples 71,75 + [22* B] and sends
U/ — grlx’v/ — grQy’W/ — grlrgacy tO V

2. V sends l; « Primes(\),ly < Primes()\).

3. P finds the quotient g1, g2 € Z and residue t1 € [l1],t2 € [l2] such
that riz = qil; +t; and 7oy = qaly +to. P sends Q; = g, Q) = v/
and Qo = g%, t; and t5 to V.

4.V checks t; € [l1],t2 € [l], Qg = v/, Qv = w/, and QY gl = V.

5. P samples 7,7, 7, <+ [2*B] and sends
u’ = urlru’vll _ Vrgrvall = w2 tg V.

6. P and V run ZKpoundeanr (u, u”’, 232 B2, ry1,,),
ZKpoundeapr (v, u”, 22 BT a1ry,), ZKboundeanr (v, V", 232 B, rary),
ZKboundedDL(V/7 V”, 2>\BT7 a2rv)7 ZKboundedDL(Wa WHy 25AB3; T1T2rw)
and ZKboundedDL(W,7 W/lv 2ABT7 a3rw)~

Fig. 6: Protocol ZKpprr—type
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Lemma 8. In the generic group model, ZKppm_type 15 an honest-verifier sta-
tistically zero-knowledge protocol achieving a type of special purpose knowledge
soundness defined as follows: There exists an extractor such that for any polyno-
mial p, for any prover P* convincing the verifier with probability p~* over state-
ment (u,v,w,T), the extractor can extract x,y, a1, as,as,c1,ca,cs € Z such that
lai], |azl, |as| < 222BT |e1|, |ea| < 2*2B2, |e3| < 262B3, and u® = gt® ve2 =
g2y W = gy

Proof. Completeness is obvious.

Special purpose knowledge soundness roughly follows from the weak
knowledge soundness of ZKyoundeapr and the same knowledge extractor in PoOKE.
In fact, step 2 through step 4 are the PoDDH protocol provided by Boneh et al.
n [BBF19], which roughly consists of two PoKE protocols. Using the knowl-
edge extractor provided in [BBF19], one can extract z,y satisfying v’ = g”,
v = gy and w = g*¥. Using the extractor of ZKyoundedDr, One can extract
Gy Cyy by, from the first two ZKpoundedDL protocols satlsfymg leuls e, <
22 |l < 23>‘B2 la/,| < 2*BT and u® = u”¢ u/% = u”. Therefore, we have
utnCu = glucul Denotmg by ¢1 = auc,, a1 = al,cy, then |¢1| < Q‘D‘B2 la1] <
22ABT and u® = g®®. Using the same strategy, one can extract cy, c3, ag, as,
thus meeting our goal.

The simulator Sim of honest-verifier statistically zero-knowledge prop-
erty can be constructed as follows: Sim samples r1,75 < [222B] and sets u’ =
gV = gw = g™, In step 3, Sim finds the quotient ¢1,q2 € Z and
residue tq,t2 such that r1 = qily + t1 and ro = ¢ols + t2, and then applies
the same action as an honest prover. Then, Sim samples 7, 7y, 7, < [2*B], sets
u” = u""u v =y W = w2 e and simulates the ZKyoundednr, protocols
to conclude the simulation.

Owning to the honest-verifier statistically zero-knowledge of ZKyoundedDL,
we only need to show that for any fixed statement (u,v,w,T) and challenges
I1, 1, the distributions of (u/,v',w’, Q, Q}, Qa,t1,t2,u”, v, w") generated by the
simulator and prover are exponentially close. We denote these two distributions
by Dsim and Dp. Then, for any fixed statement (u,v,w,T’) and challenges l1, lo,
we have the following;:

Daim :{(g"l g2, g2, g\]’l/ll]7 (gTz) [r1/l1] ; g\_T‘z/lzJ .71 mod Iy,
Py mod TV WT 1y (3B, < [2°B])

Dp ={(g"*,g"¥,g" ", glre/hd (grav)lne/hl glrav/la] gz mod 1y,

roy mod lo, url”‘u’VTZT’U7WT1T2T'UJ)|T177,.2 A [22/\B],TU,TU,TM — [2)\3]}

For any fixed u,v,w, I, l, denote f (11,72, 7y, T, 7w) = (g7, g2, 8172, gl /l]]
(gr2)lm /bl glr2/t2] pp mod 1y, 7 mod g, u " V72" w1T2"w ). As a key observa-
tiOIl, f(rlyr%ruarvarw) = f(Tl mod ll‘G|7T2 mod 12|G|,Tu mod |G|a Ty mod |G|,Tm
mod |G|). We then have Dg;, = {f(r1 mod i1|G|, r2 mod I3|G|, 7, mod |G|,

mod |G|, 7, mod |G|)|ry, 72 < [222B], 1y, 70, 7w < [2*B]}. Set 2’ (resp. y') the
element in Zg| satisfying zz" = 1 mod G (resp. yy' = 1 mod G) (where 2’
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and ¢y’ exist owing to ged(zy,|G|) = 1). Then, Dp = {f(r1z mod I;|G|, r2y

mod 14 |G|, 7,2’ mod |G|, 7,5 mod |G|, 7,7y’ mod |G|)|r1, o + [222B], 7w, Ty, T
[2* B]}. From Lemma.l and the fact that ged(x,l1|G|) = 1, ged(y, l2|G|) = 1, we

have Dy, and Dp being exponentially close to the distribution { f (71, ro, 7w, v, 7w ) |71,
Zy, 161> T2 < Zig |G|y Tus Tws Tw £ Z‘G|}, which concludes the proof.

Non-interactive zero-knowledge protocols. Note that all of the above
protocols are constant-round public-coin protocols. One can use the Fiat-Shamir
heuristic to obtain the non-interactive version of these zero-knowledge protocols.
These non-interactive protocols satisfy zero-knowledge property and the same
special purpose knowledge soundness property in the random oracle model. We
use NI'ZKboundedDLy Nl-ZKDL, N|—ZK2DL, N|—ZKpm'me, and Nl‘ZKDDH—type to
represent these protocols.

4.3 Construction of Zero-Knowledge Set with Verifiable Set
Operations

In this subsection, we present a ZKS supporting verifiable set operations. Our
scheme builds on Prabhakaran and Xue’s ZKS scheme [PX09, XLL07, XLLO8].
We denote by Hprime a hash function that upon inputting a string, outputs
a large prime. The construction of Prabhakaran and Xue’s ZKS scheme (with
proper modification) is shown below.

Theorem 2. The protocol constructed in Fig.7 is a ZKS scheme in the generic
group model and random oracle model.

The proof follows from [PX09, XLL07, XLLO8]. We present a detailed proof in
Appendix.B

Remark 1. One can use the batch technique put forward in [BBF19] to batch
the (non-)membership proofs. For example, to prove that z,--- ,z; € S, the
prover hashes them into primes p, - - - p, by Hprime and then generates the proof
7 < NI-ZK p 1, (gTecta®:, C;rlicmpi/ Hiciyp;). To prove that 7, --- , 2} ¢ S, the
prover hashes them into primes p!, - - p}, by Hprime and finds a,b € Z such that
all;cyp; + brilcpmp; = 1, and then outputs m < NI-ZKapr (g7ic?i C, g; a, b).

Set Operations. In this paper, we denote a set operation Q by a “circuit” of
intersection “N”, union “U”, and set-difference “\”. As described in the technique
overview, we first demonstrate how to prove a single set operation (a “N”, “U”
or “\”) over committed sets.

Algorithm for Intersection. Here we present a non-interactive protocol to
prove that a commitment C; commits to the intersection of two sets committed
in Cg, and Cg,. Our protocol can roughly ensure the following:

— If one can generate a membership proof showing that x belongs to the set
committed in C;, the extractor can generate membership proofs showing
that = belongs to the set committed in Cg, and Cg,.
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Standard zero-knowledge set scheme

Setup(1*): On input the security parameter 1*, Setup generates the
description of an unknown-order group G < GGen(\) and a random
group element g < G. Suppose B is the upper bound of G (i.e.,

B > |G|). Sample the description of a hash function Hp,im. that on
input a string, outputs a random prime larger than By ime > 262 B3.
Output CRS ¢ = (G, g, B, Hprime)-

Commit(4,S): On input the set S = {z1,--- ,zp}, Commit hashes them
into large primes, i.e., for i € [m], p; < Hprime(z;). Then Commit
samples r [2’\B], and outputs the commitment C = g"fieimPi and
the open information 7 = (r,p1, - ,Pm, S).

Prove(d, (C, 1), z, S(x)): Parse the input 7 as (r,p1,- -+ ,pm, S).

a) If S(z) =1, which means that € S, p = Hprime(z) € {p1, - ,Pm},
Prove outputs the proof m < NI-ZKpp (g, C; 711 [m)pi/P).

b) If S(z) =L, which means that z ¢ S, p = Hprime(x) € {p1, -+ . Dm}
and ged(p, 1l;cm)pi) = 1, Prove finds a, b such that
ap + brlliepmp; = 1 and outputs 7 < NI-ZKapr (g, C, g; a,b).

Verify (6, C, z, S(x), m): If S(x) = 1, check whether 7 is a valid NI-ZKpy,
proof for statement (gP,C) € Rpr. If S(z) = 0, check whether 7 is a
valid NI-ZK3pp, proof for statement (g, C, g) € Rapy. Verify outputs 1 if
the check passes and outputs 0 otherwise.

Fig. 7: Protocol ZKS

— If one can generate a non-membership proof showing that = does not belong
to the set committed in C;, the extractor can generate a non-membership
proof showing that « does not belong to the set committed in Cg, or Cg,.

Follow the fact that, for any S; and Ss, to prove that I = S1 NSy, one only
needs to show that I is a subset of Sy and Sy and J; = S1\I, Jo = S2\I are
disjointed. We construct the zero-knowledge protocol NI-ZK shown in Fig. 8. For
any set S = {x1,- -+ , T }, we denote by Hprime(S) = {Hprime(®1), -+, Hprime (Tm) }-

Lemma 9. NI-ZKq, is a statistically zero-knowledge protocol achieving a type of
special purpose knowledge soundness defined as follows: There exists an extractor
E = (E1, E>) such that for any polynomial p, for any prover P* convincing the
verifier with probability p=! over statement (§,Cs,,Cs,,Cr), Ef* can extract w
in expected polynomial time such that the following holds:

1. On input w, g, € G and prime p € 7 satisfying p > 25*B3 and C; = g2,
Es(w, (8,,p)) can output g, and g, such that Cs, =gl and Cg, = g?.
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Protocol NI-ZKn

Input: 0= (G7 9, Ba Hpm'me)v CSN CSQ ) CI; Witness: Sla S27 I7 TS15,TSy, TT
satisfying that (Cg,,7s,) € Commit(d, S1); (Cs,, Ts,) € Commit(d, Sa);
(Cr,7r) € Commit(d, I) and S1 NSy = 1.

Prover:

1. Generate the commitments Cj, and Cj, to the sets J; = S1\I and
Jo = So\ 1.

2. Run m; + Nl—ZKDDH,type(C[, CJI,C51,2)‘B) and
7o <= NI-ZKpp i —type(Cr, Cys Cs,, 2" B) with a proper witness
contained in the opening information.
(This step shows that I C S1 and I C Ss.)

3. Run 73 < NI-ZK,ime(Cy, Cgy, 21 B) with a proper witness
contained in the opening information.
(This step shows that the sets J; = S1\I, Ja = So\I are disjointed.)

4. Output m = (Cy,, Cy,, m1, T2, T3)

Verifier: Output 1 iff. the proofs contained in 7 are valid.

Fig. 8: Protocol NI-ZKn

2. On input w and a,b,p € Z such that prime p > 2°2B? and C§ - g? = g,
Es(w, (a,b,p)) can output o',V € Z such that Cg, g =g or cs, gh'r =g.

Proof. Because S1NSy =1, J; = S1\I, we have TUJ; = S; and INJ; = (. This
means that Hprime (I) UHpm’me(']l) = Hprime(sl) and Hpm’me(I) ﬂHp'r'ime(Jl) =
(0 (otherwise, the collision-resistant property of Hpyime is broken). Therefore, it is
true that (e, .. (1)Pi) - p, e, ime (10)Pi) = pch,, i (51)Pi, Which means
that (C;,Cy,, Cs,,2*B) € RpDH—type- For the same reason, (Cr, Cy,,Cs,,2*B) €
RDDH-type is also a DDH-type tuple. Similarly, because JiN, Jo = (), we have
(Cs,,Cy,s [2°B]) € Rprime, which concludes the completeness.

The simulator of the statistically zero-knowledge property only needs
to generate C;, = g™ and C;, = g" by sampling 71,72 + [2*B], and gen-
erate mi, 72,3 using the simulator of NI-ZKppg_iype and NI-ZKy, jme. Then
the statistically zero-knowledge property follows from the fact that the distri-
butions of C;,, C;, generated by the simulator are statistically indistinguishable
from those of the honest prover and the statistically zero-knowledge property of
NI-ZKppH—type and NI-ZKprime.

The proof of the special purpose knowledge soundness is as follows.

From the special purpose knowledge soundness of NI-ZKpp g _iike, F1 can ex-
tract w; = (2,9, a1, as,as, 1, ca, c3) such that |a1|,|as], las| < 23*B2?, |c1], |ea] <
22 B2, |es| < 262B3 and C}' = gu?, C7? = g»,C3 = g»™; and wy =
(2,9, ay, ab, ay, ), ch,ch) such that |a}], |a|,|as| < 22*B2, |cy], || < 242 B2,

/ ro ! ror ! ot .
|c4| < 262B3.and C}' = g® 7C322 = g®2Y ,CCSZ = g% ¥, From the special pur-
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pose knowledge soundness of NI-ZK,, e, F1 can extract ws = (t1,t2,c) such
that ¢ < 2°*B? and C'} C*2 = g°. Here, E1 outputs w = (Cj,, Cy,, w1, wa, ws3).

For the construction of F, suppose that (g,,p) satisfies p > 26*B3 and
C; = g&. Because C}' = g®*, we have g&'? = g®*. We claim that p|a;z otherwise
from Lemma.3 one can easily find a p-root of g and break the strong RSA
assumption. Because p > a1, we know that p|x. Denote z, = z/p € Z. Then
CS = g®™ = (g®®»Y)P. As ged(p, c3) = 1, E» can easily compute g;, such that
Cs, = g} In addition, E, can compute g, from Lemma.3 such that Cg, = g? in
the same manner.

Suppose that a, b, p € Z satisfies p as a prime larger than 26* B3 and C$-g" =
g. Consider the case that ged(p,y) = 1. Because C7* = g**, we have ged(p, z) =
1, otherwise one can find a p-root of g (from Lemma.3, one can find h such
that h? = C;, and therefore we have (h® - g?)? = g) and break the strong RSA
assumption. Then, because ged(p,y) = 1, we have ged(p, aszy) = 1, and Ey can
easily find integers «, 8 such that ap+ Sazxy = 1. Therefore, from Cg‘l = g™y
we have C'gf?’g“p = g. Setting a’ = fBc3 and V' = a, then C‘gl -g¥? = g. Similarly,
in the case that ged(p,y’) = 1, E5 can compute o/, b’ € Z such that C%; g =g
Now, we only need to consider the case in which ged(p,y) # 1,gcd(p,y’) # 1.
Because p is prime, we have p|y and p|y’. Then, from C§21 = g®Y, CC;‘; = g“/ﬂ’/ and
Lemma.3, one can easily compute h; and hy satisfying C;, = h} and C;, = h}.
From Cf]ll Cfﬁz = g€, one can find a p-root of g directly and break the strong RSA
assumption, which concludes the proof.

Algorithm for Union. Similarly, herein we present a non-interactive protocol
to prove that a commitment Cyy commits to the union of two sets committed in
Cs, and Cg,. Roughly, our protocol can ensure the following:

— If one can generate a membership proof showing that x belongs to the set
committed in Cy, the extractor can generate a membership proof showing
that x belongs to the set committed in Cg, or Cg,.

— If one can generate a non-membership proof showing that = does not belong
to the set committed in C;, the extractor can generate non-membership
proofs showing that z does not belong to the set committed in Cg, and Cg,.

We construct the zero-knowledge protocol NI-ZK, in Fig. 9.

Lemma 10. NI-ZK, is a statistically zero-knowledge protocol achieving a type of
special purpose knowledge soundness defined as follows: There exists an extractor
E = (E1, E3) such that for any polynomial p, for any prover P* convincing the
verifier with probability p~* over the statement (8, Cs,, Cs,,Cr), EF™ can extract
w within an expected time such that the following hold:

1. On input w and g, € 7 and prime p satisfying p > 2°*B3 and Cy = g?,
Es(w, (8%, p)) can output g, such that Cg, =g} or Cg, = gj.

2. On input w and a,b,p € Z such that prime p > 22B3 and C{, - g? = g,
Esy(w, (a,b,p)) can output a',b',a",b" € Z such that Cg g = g and

"

a by
Csz.g P —
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Protocol NI-ZK,

IHPUt: 5 = (tha B; Hpm'me)» CS17 CSQ7 CU; WitneSS: Slv SQ; Ua 751 9 TSQ7TU
satisfying that (Cg,,7s,) € Commit(d, S1); (Cs,,Ts,) €
Commit(d, S2); (Cy, 7v) € Commit(d,U) and S; U Sy =U.

Prover

1. Generates the commitment C;,Cj,, Cj, to the sets
I=5,N8y,J1 =U\S1, Jy = U\Ss.

2. Run m < NI-ZKppa—type(Cr, Cy, Cs,, 22 B) with a proper witness
contained in the opening information.

3. Run my NI‘ZKDDHftype(Csl s CJI, CU, 2)‘B> and
73 < NI-ZKpp#—type(Csy, iy, Cuy 22 B) with a proper witness
contained in the opening information.

4. Output m = (C;,Cy,, Cy,, m1, w2, 73)

Verifier: Output 1 iff. the proofs contained in 7 are valid.

Fig. 9: Protocol NI-ZK

The proof of this lemma is similar to Lemma.9. We defer it to Appendix.C.

Algorithm for Set-Difference. We present a non-interactive protocol to prove
that a commitment Cp commits to the difference of two sets committed in Cg,
and Cg,. Roughly, our protocol can ensure the following:

— If one can generate a membership proof showing that x belongs to the set
committed in Cp, the extractor can generate a membership proof showing
that x belongs to the set committed in Cg, and a non-membership proof
showing that = doesn’t belong to the set committed in Cg,.

— If one can generate a non-membership proof showing that = does not belong
to the set committed in Cp, the extractor can generate a non-membership
proof showing that x does not belong to the set committed in Cg, and a
membership proof showing that x belongs to the set committed in Cg,.

We construct the zero-knowledge protocol NI-ZK in Fig. 10.

Lemma 11. NI-ZK, is a statistically zero-knowledge protocol achieving a type of
special purpose knowledge soundness defined as follows: There exists a extractor
E = (E1, Es) such that for any polynomial p, for any prover P* convincing the
verifier with probability p~' over statement (8,Cg,,Cs,,Cp), EF" can extract w
such that the following holds:

1. On input w, g, € G and prime p € Z such that p > 2°*B3 and Cp = g?,
Es(w, (g,,p)) can output g, and a,b such that Cs, = g}, and C§ g =g.

2. On input w and a,b,p € Z such that prime p > 252B3 and C, - g = g,
Es(w, (a,b,p)) can output a’,b" € Z or g, € G such that Cas,1 g"? =g or
Cs, = gh-
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Protocol NI-ZK\

Input: § = (G, g, B, Hprime), Csy, Cs,, Cp; Witness:
S1,82,58p,Ts,,Ts,, Tp satisfying that (Cg,,7s,) €
Commit(d, 51); (Cs,, 7s,) € Commit(d, S2); (Cp, 7p) € Commit(d, D) and
S1\S2 = D.

Prover:

1. Generate the commitments Cy,C; to the sets I = S N Sy, J = So\I.

2. Run m; + Nl—ZKDDH,type(C[, CD, CSUQ/\B) and
7o <= NI-ZKppa—type(Cr, Cr, Cs,, 2" B) with a proper witness
contained in the opening information.

3. Run 73 < NI-ZK,ime(Cp, Cs,,2* B) with a proper witness
contained in the opening information.

4. Output w = (C;, Cy, m, w2, 73)

Verifier: Output 1 iff. the proofs contained in 7 are valid.

Fig. 10: Protocol NI-ZK\

The proof of this lemma is similar to Lemma.9, and we defer it to Appendix.C.

Algorithm for Set Operations. Using above algorithms, we now construct the
ProveS and VerifierS algorithms to conclude the construction of ZKS supporting
verifiable set operations. Note that a set operation Q over the inputs can be
regard as a “circuit” consisting of wires and nodes. Each input wire is related to
an input set, each node is related to a set operation and its output wire is related
to a set that results in this set operation being applied on the sets related to its
input wires. Without loss of generality, let the output wire of the last node also
be the output wire of this “circuit”. The protocol is shown as follows:

Theorem 3. The ZKS in Fig.7 together with the algorithms in Fig.11 is a ZKS
supporting verifiable set operations in the generic group model and random oracle
model.

Proof. Completeness is oblivious.

To prove the functional binding property, we will show the existence of a
extractor F satisfying that, for any PPT adversary A generating a series of valid
query-proof tuples with a notice property, F can extract a series of sets satisfying
all queries or breaking the strong RSA assumption. Here, F is constructed as
follows.

1. First, F invokes A to obtain m commitments, Cy,---,C,,. Then, E ini-
tializes 2m + 1 sets, Sp, S1,S5%, -, Sm,S,,. Here, Sy is used to record the
keys/elements x appearing in the answer to the queries (including the keys
appearing in membership and non-membership proofs, and set operation
queries). In addition, for any i € [m], S; is the sets of keys that, believed
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Algorithm for Verifiable Set Operations

ProveS(d, com, T, Q, Soutput): On input the CRS 4, the list of
commitments and the associated opening information
com = (Cq,---,Cp), 7= (11, -+ ,Tm) where (C;, ;) € Com(d,5;), a set
operation Q and the target output set Soytpyt. ProveS runs as follows.

1. Recover the sets {S;};e[m] from the opening information. Regard Q
as a “circuit” and let I be the number of nodes. Run Q(S1,- -, Sm)
to obtain the set S7,-- -, 5] corresponding to the output wires of {
nodes in Q (note that S} = Soutput). Generate the commitments

1y, C to the sets S7,---,S].

2. For each node 7, suppose S,,, Sy, are the sets associated to its input
wires and S, is the set associated to its output wire.

(a) If the node is related to “interaction”, ProveS runs
7; < NI-ZKn (9, Cq,, Cp,, Ce,).

(b) If the node is related to “union”, ProveS runs
m; + NI-ZK (6, Cq,, Co,, Co,).

(¢) If the node is related to “set-difference”, ProveS runs
7 < NI-ZK\ (6, Cq;, Cp,, Ce,)-

3. Output 7 = (C},---,Cj,m1, - ,m,7/), where 7/ is the opening
information of Cj.

VerifyS(6, com, Q, Soutput, m): Parse m as (Cy, -+, Cp, w1, 7, 7])-
Regard Q as a “circuit” in the same way as the prover. For each node 1,
suppose C,,, Cp, are the commitments committing to the sets
associated to the input wires and C., is the commitment committing to
the set associated to the output wire. If this node is related to
“interaction” (resp. “union”, “set-difference”), check whether 7; is a
valid NI-ZKn (resp. NI-ZK, NI-ZK\ ) proof over the statement
8,Cai, Ch,, Ce,. Use 7/ to check whether C; is a commitment to the set
Soutput- Output 1 iff. all checks pass.

Fig. 11: Protocol for Verifiable Set Operations

by E, are contained in the set committed in C;; S} is the sets of keys that,
believed by F, not contained in the set committed in C;. Here, F invokes A
to obtain the query-proof tuples and the keys z appearing in the answer to
the queries and adds the keys to Sp.

. For each membership proof proving that = belongs to the set committed in
C;, E adds z to S;, and extracts and records (z, g,,, p, C;) such that g = C;,
where p = Hprime(z) (we skip the extraction because such proceedings have
appeared several times herein). For each non-membership proof proving that
x does not belong to the set committed in C;, E adds z to S}, and extracts
and records (z, a, b, p, C;) such that C¢gP® = g. For each set operation query-
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proof tuple, E uses the extractors E; of NI-ZKn, NI-ZKy and NI-ZK\ to
extract the corresponding w.

3. For each element x € Sy, E applies the following. For each set operation
query-proof tuple, if x belongs to the output set, one can then find a tuple
(z,8,,p,C;) such that g2 = C; and Hprime(z) = p. Then, from the special
purpose knowledge soundness of NI-ZKn, NI-ZKy, and NI-ZK\, one can ex-
tract one or two tuples regarding its input wires. Here, E recursively applies
the same action to these wires, and can finally find a set of tuples for the
input wires. If z does not belong to the output set, E can apply the similar
actions. As a result, for each tuple of the form (z,g’,p,C;), E adds z to S;,
and for each tuple of the form (z,a,b,p,C;), E adds z to S..

4. If a contradiction (i.e., for some key = and i € [m], v € S; Az € S.,)
does not exist, then E outputs Si,---,S;,. If there exists a contradiction,
it means that there exists (z,g,,p,C;) and (z,a,b,p, C;) such that gf = C;
and C¢gP’ = g, which breaks the strong RSA Assumption.

Now we only need to show that the sets S1,--- ,.S,, outputted by E satisfy
all queries. From step 2, we can see that these sets already satisfy the (non-
Jmembership queries. As for set operation queries, we need to show that: For

each set operation query-proof (C;,,---,Cy,, Q, Soutput, ™) and each x € So,
Q( ?1’ T fk) = Sgutpub where SZ = {x} N Si and Sgutput = {‘T} n SOUtP’U«t'
We run Q(S7,---,57) to obtain the set S, ,,--- Sy, corresponding to

the output wires of [ nodes in Q (we further require that the input sets of nodes j
belong to {S;}i<;). Suppose {Ci}icim+1,m+) are the commitments contained in
7, committing the sets associated to internal wires. Remind that E will extract
several tuples for each wire in Q in step 3. Here, we recursively prove the following
statements are true for each ¢ € [m + ]

For each extracted tuple of the form (x,g’,p,C;), x € S¥; And for each
extracted tuple of the form (z,a,b,p,C;), x ¢ S¥.

From the description of Sy, -, S, above statements are true for i € [m].
Suppose the statements are true for ¢ < [m + k — 1]. Then for node k with
inputs S;, S, if the node is related to “interactive” and (z,g,,p,Cr) (resp.
(x,a,b,p, Cy)) is extracted, then from the knowledge soundness of NI-ZK, (z, g, p, C;)
and (z,g,.,p,Cj) (resp. (z,a’,¥',C;) or (x,a',V',C;)) are extracted by E, which
means that x € S;,x € S; (resp. z ¢ S, or z ¢ ), and therefore x € Sy, = 5;NS;
(resp. ¢ Si = S; NS;). The case that node k is related to “union” or “set-
difference” can be proved similarly. Therefore above statement is also true for
i = k. Recursively, the above statements are true for each ¢ € [m + I]. Note
that S |, is the output set. Remind that if x € S7,,,,; (resp. & & S5,1pu); E
will extract (z,g’, p, Ciym) (vesp. (x,a,b,p, Crypm)), which means that » € S5,
(resp. = ¢ Sy ;). Therefore we have S, =S which concludes the proof
of functional binding.

For the zero-knowledge property, because the distribution of the ZKS com-
mitment is statistically indistinguishable from {g"|r - [2* B]}, the simulator can
sample element from {g”|r < [2*B]} as the commitments and then use the sim-
ulators of NI-ZKn~, NI-ZK, and NI—ZK\ to conclude the simulations.

T
output’
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Remark 2. One can use the randomness r; applied in the commitment C) to
replace the opening information 7/, which is also sufficient to check whether C;
is a commitment to Soyutput. Then the proof size is only linear to the size of set
operation Q, the length of elements in S.

5 Function Queriable Zero-Knowledge Elementary
Databases

In this section, we introduce the notion of function queriable zero-knowledge
elementary databases, and then show how to construct it from standard ZE-
EDBs and ZKS supporting verifiable set operation.

5.1 Definition

Informally, a function queriable zero-knowledge elementary database allows one
to commit a key-value database D = {(x,v)} and later convincingly answer the
queries in the form of “Send all records (x,v) in D satisfying f(x,v) =1 for any
Boolean circuit f”. Here we write the output database as D(f) and regard the
membership queries (supported by the standard ZK-EDB) as a type of special
functional query.

Definition 3 (Function Queriable Zero-Knowledge Elementary Database).
A function queriable zero-knowledge elementary database consists of four algo-
rithms (Setup, Com, ProveF, VerifyF),

e § < Setup(1*): On input a security parameter 1*, Setup outputs a random
string (or a structured reference string) § as the CRS.

e (com,T) + Com(d,D): On input a CRS ¢ and an elementary database D,
Com outputs a commitment of database com and opening information 7.

o 7 < Prove(d, com, T, f, Doyiput): On input the CRS ¢, the database commit-
ment and the associated opening information (com,T), a Boolean circuit f,
and the target database Doyipyt, Prove outputs a proof m for Doytpur = D(f).

e 0/1 « Verify(d,com, f, Doutput, ™): On input the CRS 0, the commitment
com, the boolean circuit f, the target output Doyipur and the proof m, Verify
accepts or rejects.

It satisfies the following three properties:
e Completeness: For any elementary database D and any x,

8§ « Setup(1*); (com, ) - Com(é, D); B

Pr | Verify (6, com, f, D(f),7) =1 7« Prove(s, com. . f. D(f))

—_

e Functional binding: For any PPT adversary A, the probability that A wins
in the following game is negligible:
1. The challenger generates a CRS & by running Setup(1*) and gives & to
adversary A.
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2. The adversary A outputs a commitment com and a series of function
query-proof tuples {(fi, Di, T:) Yie(n)-

3. The adversary A wins the game if the following hold: a) For each i €
[n], Verify(com, f;, D;,m;) =1 and b) there does not exist a database D
satisfying D(f;) = D; for each i € [n].

e Zero-Knowledge: There exists a simulator Sim such that for any PPT
adversary A, the absolute value of the difference

§ < Setup(17),
Pr | AProve@com.m DO (6 state 4, com) = 1| (D, state) + A(6),
(com, T) < Com(d, D)

(6, states) <+ Sim(1%),
Pr | ASTm(states DO (5 state 4, com) = 1 (D, state 4) < A(0),
(com, stateg) < Sim(4, states)

s negligible in \.

5.2 Construction

In this section, we present a construction of the function queriable ZK-EDB
from a standard ZK-EDB (Setupp,, Comp, Provep, Verify ) and a ZKS support-
ing verifiable set operations (Setupg, Comg, Proveg, Verifyg, ProveSg, VerifySg).
Before we present the construction, we first introduce a deterministic algorithm
that transform a Boolean circuit f into a circuit of set operations Q.

Algorithm @ < Tran(f): On input the boolean circuit f : {0,1}"™ — {0,1},
Tran(f) outputs Q, a circuit of set operations having an input of 2n sets (S9, ST,

SO Sk 1), and outputs a set S’. Here, Q is constructed as follows:

Tran first associates the i-th input wires of f with two sets (S?, S}). Supposing
that f contains [ gates (nq,---,n;), without loss of generality, we require the
input wires of n; to be either the input wires of f or the output wires of gates
(ny,--+,n;—1), and the output of gate n; is also the output of f. Then for ¢ from
1 to I, we have the following:

1. If gate n; is “AND” gate, and the sets associated with the two input wires
are (S5, ue1> Sinput1)s (S?npm, Sllnpth) then denote the sets associated with
the Output wire as (Sznputl N Sznput27 Sznputl U Sznput2)

2. If gate n; is “OR” gate, and the sets associated with the two input wires are
(Stnput1s Staput1)s (Strputzs Smpm) then denote the sets associated with the
OU'tPUt wire as (Sznpufl U Svnpqu’ Swrpufl N Svnpqu)

3. If gate n; is “NOT” gate, and the sets associated with the two input wires

are (Smput, Smput) then denote the sets associated with the output wire as
(S5

0
input? Sznput)

Supposing that (S°, S') are the sets associated with the output wire of gate ny,
Q outputs S?.
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Denote by Sup the algorithm that on input a key-value database D =
{(z1,v1), -+, (Tm,vm)}, outputs the set of keys belonging to D, i.e., Sup(D) =
{z1, -+ ,zm}. We then have the following:

Lemma 12. Tran is a deterministic algorithm satisfying that for any Boolean
circuit f and any key-value databases D,

where S? = {x € Sup(D)| the i-th bit of “x||v” is b}, and D(f) = {(z,v) €
DIf(z,v) =1}.

The correctness of Lemma. 12 can be directly checked.
The construction of the function queriable ZK-EDB is shown in Fig.12.

Function queriable ZK-EDB

Setup(l)‘): On input the security parameter 1>‘, Setup generates
dp « Setup, (1) and 65 + Setupg(1*). Output CRS 6 = (6p, Js)-

Commit(d, D): On input the database D and 6 = (dp,ds), Commit runs
(Cp,7p) + Comp(dp, D). For each b € {0,1}, 7 € [2]], denote by
Sh={re Supg?D)| the i-th bit of z||v is b}. Commit S? using the ZKS
scheme, i.e., (C;,7?) < Comg(ds,S?). Output the commitment

C = (Cp, {C?}be{ql})ie[gl]) and the open information
7= (7p, {Tf}be{o,l},ie[zl])~

Prove(d, C, 7, f, D(f)): Prover transforms Boolean circuit f into a circuit
of set operations Q using thealgorithm Tran. Run
To + ProveSgs(ds, {C?}, {7!}, Q, Sup(D(f))). For each x € Sup(D(f)),
run 7, < Provep(ép,Cp,mp,x, (D(z)) and for b € {0,1},¢ € [2]], run

772,1‘ < Proves(dg, Ct, 70, x, 8! (x)). Output

T = (7Q, {Ta, 7% Yaesup(D(£))be{0,1}ic21])-

Verify (6, C, f, D(f),n): Parse C as (Cp, {C?}be{o’l}’ie[gl]), parse the
input 7 as (7o, {ﬂ'x»Wg;,i}xeSup(D(f)),be{o,l},ie[2l]) and run @ = Tran(f).
Output 1 iff. the following checks pass:

1. VerifySg(ds, {CY, Q, Sup(D(f)), mq) = 1

2. For each x € Sup(D(f)), Verifyp(0p,Cp,x, D(z),m,) = 1.

3. For each z € Sup(D(f)) and b € {0,1},4 € [2],
Verify¢(ds, Cf,x,Sf(a:),wgJ) =1

Fig. 12: Functional queriable ZK-EDB

27



Theorem 4. The scheme shown in Fig.12 is a function queriable zero-knowledge
elementary database scheme.

Proof. The completeness follows from Lemma.12 directly.

To prove the functional binding property, we will show that, supposing
there exists a PPT adversary A that on input a random CRS ¢, outputs a
commitment C' and a series of valid query-proof tuples {f;, Dy, 7y, }icy such
that Verify(d, C, fi, D;, my,) = 1 with noticeable property. Then D = U;cy D; is
a database satisfying D(f;) = D;.

First, we claim that D is indeed a database (for each = belonging to the sup-
port of D, there is at most one value v satisfying (z,v) € D), otherwise, one can
break the soundness of the ZK-EDB scheme (Setupp, Comp, Provep, Verify ).

Second, we claim that for each i € [t], D(f;) = D;. Denote by S = {z €
Sup(D)| the i-th bit of x||v is b}. From the functional binding of ZKS with ver-
ifiable set operations, we know that there exists sets S/ satisfying the first and
third checks of the verifier in each proof, which means the following:

1. Q;(S10, 8, -+, 810 S8 = Sup(D;) where Q; = Tran(f;).
2. For each i € [2]] and z € Sup(D), x € S;b* and z ¢ S;lfb“""' where b, ; is
the i-th bit of z||D(x).

From the second property above, we have S? = S N Sup(D). Now, from the
first property, we have that Q;(SY,S1,---,59,83,) = Qi(S? N Sup(D), S N
Sup(D),- -, SPNSup(D), ShNSup(D)) = D;NSup(D) = D;. From Lemma.12,
we have D(f;) = D;, which concludes the proof.

The zero-knowledge property directly follows the zero-knowledge property
of ZK-EDB and ZKS supporting verifiable set operations.

6 Conclusion

In this paper, we introduced the notion of function queriable zero-knowledge
elementary databases and showed that it can be constructed from standard ZK-
EDBs and a new variation of ZKS that support verifiable set operations. We
presented a concrete construction of ZKS supporting verifiable set operations
based on unknown-order group. Such a scheme is secure in the random oracle
model and generic group model.

A construction of standard constant-size ZK-EDB from groups of unknown-
order is presented in Appendix.D. Instantiated this ZK-EDB scheme and our
ZKS scheme supporting verifiable set operations, the resulting function queriable
ZK-EDB scheme is secure in the Random Oracle model and Generic Group
model and its proof size is only linear to [ (length of each record in database)
and the size of circuit f.
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Appendix

A The proofs of Lemma.l, Lemma.2 and Lemma.3

Lemma. 1 For any positive integers a, A and B satisfying that B > A, we have
that:

Dist({x « [al}, {z mod alz « [4, B]}) < & a4 v
where Dist means the distance between distributions.
Proof. For any integer ¢ € a, we have that Prjx = t|lz + [a]] = 1/a and
Pr[z mod a = t|z « [A, B]] = L(BB Ajl/aJ LB BA)/(’JH €lt— 55t + 5l
Therefore we have that Dist({z < [a]}, {x mod alr < [A,B]}) = Ete[a]\ Prjz =
t|z < [a]] = Pr[zr mod a = t|x + [A, B]]| < g%5. O

Lemma. 2 For any integers s1,so and positive integers a, A, B satisfying that
B > A, ged(s1,82) =1, we have that:

3a
B—-A

Dist({z < [a]}, {zs1 + ys2 mod a|z,y < [A, B]}) <

where Dist means the distance between distributions.

Proof. For any t € Zy, denote by S; the set of pairs (z,y) € Z2 satisfying that
xs1+ysz =t mod a. Due to that ged(s1, s2) = 1, there exists integers by, by such
that bys1 + basa = 1. Therefore, for each i € Z,, (tb1 +is2 mod a)sy + (tby —isy
mod a)s; = t mod a. And for any i,j € Z,, if (tby + is2 mod a,thy — isy
mod a) = (tby + js2 mod a,tbs — js; mod a), then (i — j)sos = (i — j)s1 =0
mod a = (i—j)(b1s1+b2s2) =0 mod a = i—j =0 mod a = i = j. Therefore
we have that, for any t € Zy, {(tb1 + is2 mod a,tby — is; mod a)}iez, C St
and |S;| > a. Due to that |Z2| = a?, we have that t* < Y,z |S;| < |Z2| = a®.
Therefore, for any t € Z,, |S:| = a.

Now, for any ¢t € a, we have that Pr[zs; + yss mod a = t|z,y + [A,B]] =
D(zaes, Prlzst +yse mod a = tlz,y + [A, B]] € [a(L — 555)% a(E + 525)%
Therefore we have that Dist({z <« [a]}, {zs1 + yse mod a|z,y + [A,B]}) =
Yiela)| Prlz = tlz < [a]] — Pr[zs1 + ys; mod a = tla,y < [A, B]]| < 5% +
(5%4)?. If B—A > a, then we have that Dist({z < [a]}, {xs1+ys2 mod a|z,y
[A,B]}) < 2% + (5%5)? < 245, if B— A < a, then we have that Dlst({a: —
[a]},{zs1 + ys2 mod a|z,y + [A,B]}) <1< O

@w—'b

Lemma. 3 For any multiplicative group G and group elements g, h € G, if there
exists coprime integers a,p satisfying that g* = hP, then one can easily compute
h' satisfying that g = h'? from a,p,g and h.

Proof. Due to that ged(a,p) = 1, one could easily compute integers t1,ts such

that t1a + tgp = 1. Then we have that g* = h? = g1 = WPt = gohitplz —
h**1gPt2 = g = (h"g’2)P. Then, set h’ = h"'g’> and we have that g = h'. O
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B The proof of Theorem.2

Proof. Completeness is obvious.

Soundness follows that: Suppose there exists an adversary A breaking the
soundness property, which means that, upon inputting a random CRS 4, A can
output (C,z,v,v’, 7, 7’) such that with a noticeable probability, v # v’ (without
loss of generality, we assume that v = 1 and v’ =1) and Verify(4,C, z,v,7) =
Verify (6, C,z, 0", n') = 1.

Let p = Hprime(x). Then, from the special purpose knowledge soundness
of NI-ZKpy, one can extract (a,t) such that |[t| < 2* and (gP)* = C'. Be-
cause ged(p,t) = 1, one can find integers «, 8 such that ap + ft = 1, and then
(g?8C*)P = C. From the special purpose knowledge soundness of NI-ZKspr,
one can extract (a’,b’,t') such that |¢'| < 2* and (gp)“/Cb, = g". We therefore
have (g% (g*?C*)" )P = g’ Setting ¢ = g* (g*?C*)"’, then c® = g''. Again, be-
cause ged(p,t’) = 1, one can find ', 8’ such that o'p 4+ 't = 1, and therefore
(c? lg‘*/)p = g which breaks the strong RSA assumption and concludes the sound-
ness property. (Note that the strong RSA assumption holds in the generic group
model [DF02].)

Zero-knowledge property follows the zero-knowledge property of NI-ZKpp,
and NI-ZKsp . Upon inputting a random CRS 9§, the simulator Sim samples r <
[2* B] and outputs the commitment C = g”. To simulate the proof, Sim directly
runs the simulator of NI-ZKp;, and NI-ZK5p 1. From Lemma. 1, the distribution of
simulated commitment {g"|r < [2* B]} is statistically indistinguishable from the
uniform distribution over group (g). In addition, for any set S = {z1, - ,zm}
and (p1,--+ ,0m) = Hprime(T1)s s Hprime (Tm)), the distribution of honest
commitment {g"TictmiPi|r < [2*B]} is also statistically indistinguishable from
the uniform distribution over group (g) (note that ged(I1;c)mpi, Ord(g)) = 1,
and therefore glficmiPi is still a generator of the group (g)). As a result, the
distributions of the simulated and honest commitments are statistically indis-
tinguishable. Together with the statistical zero-knowledge property of NI-ZKp,
and NI-ZKypp, no adversary can tell the simulator apart from the honest com-
mitter and prover, which concludes the proof.

C The proof of Lemma.10 and Lemma.11

In this section, we prove the security of protocols NI-ZK and NI-ZK,.

Proof of Lemma.10:

The proof of Lemma.10 follows the same strategy of Lemma.9.

Because S1 U Sy = U, 51 NSy = I,J; = U\S1 and J; = U\Ss, we have
IUJy = S3, INJ;y = 0. This means that Hyrime (I)UHprime(J1) = Hprime(S2) and
Hyrime(I)NHprime(J1) = 0 (otherwise, the collision-resistant property of Hppime
is broken). Therefore, it is true that (I1,cm,, ,....)P:) = (Hp, ey ime (7)Pi) =
I, cH,, i (S2)Pi; Which means that (Cr,Cy,,Cs,,2°B) € RDDH—type- For the
same reason, because S; UJ; = U, 5. NJ; =0 and SoUJy =U,SoNJy = 0,
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(Cs,,Cy,,Cy,2)B) and (Cg,, Cy,,Cy, 2 B) are also DDH-type tuples, which
concludes the completeness.

The simulator of the statistically zero-knowledge property only needs to
generate C;, = g™, Cz, = g™ and C; = g’ by sampling r1,72,73 < [2*B],
and generate 7y, T, 73 using the simulator of NI-ZKppg_¢ype. Then the statis-
tically zero-knowledge property follows from the fact that the distributions of
Cyy, Cy,, Cr generated by the simulator are statistically indistinguishable from
those of the honest prover and the statistically zero-knowledge property of
NI'ZKDDHftyp&

The proof of the special purpose knowledge soundness is as follows.

From the special purpose knowledge soundness of NI-ZK ppp_jike, 1 can ex-
tract wy; = (x,9, a1, as,as,c1, ca, c3) such that |a1|,|as], las| < 23*B2?, |c1], |ea] <
22 B2, |eg] < 252B3 and C = g%, C}F = g™¥,Cq, = g™ wy = (¢, y/, af, ab, aj,
61,62,63) such that |a}], |a2| lajs| < 23’\32 AR |02\ <2 B2 |c4| < 262B3 and
CCl _ g(l z CCz — gazy CCB _ gadzy ; and w3 — ( 7y/ a17a/2/,ag’ clll,cl2/’ g)
such that |af], |a4|,|ay| < 232B2, |c]|,|c4| < 2*2B2, |¢4| < 262B3 and Cglz =

"_1 "o 11

gn® ,CC2 = ga2y 7CCU3 =g%® ¥ . Here, E; outputs w = (Cy,,Cy,, Cy, wy, wao, w3).
For the construction of Eg, suppose that the mput (g,,p) satisfies p > 262 B3

and CU gl. Because C - g“3$ v, we have gt = ga3’" v'. We claim that
plaba’y’ otherwise from Lemma 3 one can easily find a p-root of g and break the
strong RSA assumption. Because p > a1, we know that p|z’ or p|y’. In the case
of p|z’, denote z, = z’/p € Z. Then Cgll = g®® = (gn%)P. As ged(p, ) = 1,
E5 can easily compute g, such that Cg, = g}. In the case of p|y’, E5 can similarly
compute g, such that C;, = gP. Again, from C321 = g™¥ we have gi?P = gV,
We claim that plasy otherwise from Lemma.3 one can easily find a p-root of
g and break the strong RSA assumption. Because p > a;, we know that ply.
Denoting y, = y/p, we have Cg = g“”y = (g®*¥)P. As ged(p,c3) = 1, Ey can
easily compute g, such that Cg, = g.

Suppose that the input a,b,p € Z satisfies p as a prime larger than 26} B3
and C{ - g"? = g. Because C;? - = g%V we have ged(p,2’) = 1, otherwise one
can find a p-root of g (from Lemma 3, one can find h such that h? = Cy, and
therefore we have (h® - g®)? = g) and break the strong RSA assumption. Then,

(l$

from Cg, - = g™® and p > af, we have ged(p,ajz’) = 1, and Fs can easily find

integers a,ﬁ such that ap + fajz’ = 1, and then Cclﬁ

g®? = g. Setting o’ = ¢}
and b’ = a, then CS1 .g"'P = g. In the same strategy, E» can compute a”,b” such

that Cas;/ . g"'? = g, which concludes the proof. 0

Proof of Lemma.11:

The proof of Lemma.11 follows the same strategy of Lemma.9.

Because S1\S2 = D,51 NSy = I and J = S5\S7, we have T U D =
Si, IN'D = (. This means that Hprime(l) U Hprime(D) = Hprime(S1) and
Hyrime(I)N Hyprime (D) = 0 (otherwise, the collision-resistant property of Hpime
is broken). Therefore, it is true that (I1,.cm,,,...\P:) - (Hp, e, im.(D)Pi) =
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HpierrimE(Sl)pi7 which means that (C[,CD,CSI,QAB) S RDDH—type- For the
same reason, because [UJ = Sy, INJ = (), (C;,C;,Cg,,2*B) is also a DDH-type
tuple. Similarly, because D N Sy = (), we have (Cp, Cs,,2*B) € Rprime, which
concludes the completeness.

The simulator of the statistically zero-knowledge property only needs
to generate C; = g™ and C; = g™ by sampling r1,72 + [2*B], and gen-
erate 7y, w2, w3 using the simulator of NI-ZKppp_iype and NI-ZK,, .ime. Then
the statistically zero-knowledge property follows from the fact that the distri-
butions of C;, C; generated by the simulator are statistically indistinguishable
from those of the honest prover and the statistically zero-knowledge property of
NI-ZKppa—type and NI-ZK,rime.

The proof of the special purpose knowledge soundness is as follows.

From the special purpose knowledge soundness of NI-ZKpp g jike, 1 can ex-
tract w; = (¥, 9, a1,as,as,c1, c2, c3) such that |a1|,|asl, las| < 23*B2, |c1], |e2| <
27 B2 |c3] < 20AB3, and C}' = g% CR = gV, Cg = g»™; and wy =
(2',y', . ay, af, ¢, ¢y, c5) such that |ayl,ab|, |a| < 2°2B?, |}, |ch| < 2**B?,
|ch] < 262B3 and C?l = gn?’ CS/Q = gV’ Cgé; = g%V From the special pur-
pose knowledge soundness of NI-ZK,,ime, E1 can extract ws = (t1,%2,c) such
that ¢ < 2°*B? and C%Cg"2 = g°. Here, E; outputs w = (Cp, Cg,, w1, wa, w3).

For the construction of Fy suppose that the input (g,,p) satisfies p > 262 B3
and Cp = g?. Because Cj3 = g*¥, we have g?? = g®¥. We claim that p|asy
otherwise from Lemma.3 one can easily find a p-root of g and break the strong
RSA assumption. Because p > ag, we know that ply. Denote y, = y/p € Z.
Then C§ = g®*¥ = (g®*»¥)P. As ged(p, c3) = 1, Fa can easily compute g, such

that Cg, = gl. At the same time, because C%Cg“2 = g¢, we have gfl”"CtSQ2 = g°.

Because Cgi = g%='¥" we have ged(p, asa'y’) = 1 (Otherwise, plata’y’ and one
have (gfllg“éc”/y/”/p)p = g€ From Lemma.3, one can find a p-root of g directly
and break the strong RSA assumption. ). Es can efficiently find «, f € Z such
that ap + Bata’y’ = 1, and then Cg?go‘p = g. Setting o/ = B¢, b = «, then

8" =

Suppose that the input a,b,p € Z satisfies p as a prime larger than 26* B3
and C} - g = g. Because CH = g™¥, we have ged(p,y) = 1, otherwise one
can find a p-root of g (from Lemma.3, one can find h such that h? = Cp, and
therefore we have (h® - g®)? = g) and break the strong RSA assumption. There
are two cases, p { x or plz. In the first case that p { z, from C¢ = g®*¥ and
ged(p, aszy) = 1, Ey can efficiently compute «, 8 € Z such that ap + Basxy,
and then C§f3gap = g. Setting o’ = B¢, b’ = a, then C”S;gb/p = g. In the second
case that p|z, denoting z, = z/p, from C}' = g»* = (g**»)? and Lemma.3, E»
can efficiently compute g, such that C; = gP. From Cj/l = g ggllp = gu’,
We have plajz’ otherwise from Lemma.3 one can find a p-root of g directly and
break the strong RSA assumption. Because p is a prime larger than a}, we have
plz’. Denote xj, = 2’ /p. From ng = g%V = (g%%»¥)P and Lemma.3, By can
efficiently compute g;, such that Cg, = g}, which concludes the proof. O
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D Constant-Size Zero-Knowledge Elementary Databases

In this section, we present a standard ZK-EDB scheme achieving constant com-
mitment and proof size from groups of unknown orders.

Standard zero-knowledge elementary database scheme

Setup(1*): On input the security parameter 1*, Setup generates the
description of an unknown-order group G < GGen(\) and a random
group element g <— G. Suppose B is the upper bound of G (i.e.,

B > |G|). Sample the description of a hash function Hypime that on
input a string, outputs a random prime larger than B,ime > 2\ B.
Output CRS ¢ = (G, g, B, Hprime)-

Commit(d, D): On input the set D = {(z1,v1), ", (Tm,Vm)}, Commit
hashes them into large primes, i.e., for ¢ € [m], p; <= Hprime(2:).
Denote by t = Xig[mvi - Ij£ip; - (Hj#p;l mod p;) such that ¢
mod p; = v;. Sample 7,7’ < [2*B], and output the commitment
C = (c1,co) = (g"TietmPi gttr' MictmiPi) and the open information
T = (7“, 7"/72917 c s Pmy D)

Prove(d, (C, 1), x, D(z)): Parse the input 7 as (r,r',p1,- -+ ,pm, D). If
D(x) = v #.1, which means that p = Hprime(z) € {p1, - ,Pm}, Prove
outputs the proof 7 = (NI-ZKpr(g?, c1; 7 1;c(mpi/ ),

NI-ZKpr(gP,c2 - g~ % (t + r1ligmpi — v)/p)). If D(x) =1, which means
that p = Hprime() € {p1, -+ ,Pm} and ged(p, rilicmpi) = 1, Prove
finds a, b such that ap + bril;c,p; = 1 and outputs

™= (ZK2DL(gpa 1,8 a, b))

Verify(d, C, z, D(z),7): If D(x) = v #.L, check whether 7 consists of two
valid NI-ZKpj, proofs for statement (gP,c;) and (gP,co - g~ ¥). If

D(zx) =1L, check whether 7 is a valid ZKspy, proof for statement
(gP,c2,8) € Rapr,. Output 1 iff. the check pass.

Fig. 13: Protocol ZK-EDB

Theorem 5. The protocol constructed in Fig.13 is a secure ZK-EDB scheme in
the generic group model and random oracle model.

proof sketch. The proof of the above theorem is similar to that of Theorem.2.
The completeness is oblivious and the zero-knowledge property follows the
zero-knowledge property of ZKp;, and ZKspy, and the fact that the distribution
of ¢1, co is statistically indistinguishable from the uniform distribution over group

(9)-
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Because c¢; is actually a ZKS for set Sup(D), from the soundness of ZKS
scheme, no adversary can prove that z € Sup(D) and = ¢ Sup(D) simulta-
neously. Now, suppose there exists an adversary that can simultaneously prove
(x,v) € D and (x,v") € D, and v # v'. It then means that the adversary can
generate two valid proofs ZKp, for statements (gP,ca-g~ "), (&P, ca -g_”/), where
P = Hprime(z). From the soundness of ZKpy, one can extract (a,b),(a’,d)
such that b, < 2%, gl* = (cz - g)? and g’ = (cz - g~ )". We then have
(gab/_“/b)p = g bt +o'0’  Fyrthermore, because ged(p, —vbb’ + v'bb’), one can
easily find a p-root of g from above equality, which breaks the strong RSA as-
sumption and concludes the proof.

Remark 8. One can use the batch technique put forward in [BBF19] to batch
the (non-)membership proofs. We show how to batch the ZKS proof in Re-
mark.1.Because the above ZK-EDB scheme consists of a ZKS scheme and an
“encoding” scheme showing the values associated with the keys, we only need
to batch the proof for (z,v) € D. To prove that (z},v}),---,(x},v;) € D,
the prover hashes the keys into primes pi,---p} by Hprime and generates the
proof ™ + NI—ZKDL(gHiG[ﬂp;, Crilicpmpi/ Hicpp;), NI-ZKp (g, co - g %t +
rilicimpi — 0)/I;cp;)) where o is the least integer that satisfies 0 = v
mod IT;cp;) for each i € [t].

Proof size analysis of function queriable ZK-EDB. As shown in Fig.12, the
proof for query f consists of a set operation proof of the ZKS, | D( f)| membership
proofs of the ZK-EDB and 2{|D(f)| (non-)membership proofs of the ZKS. When
using the ZKS described in Section.4, the size of the set operation proof is linear
to the size of Q (therefore the size of f) and [ (Remark.2). In addition, as we
show in (Remark.1), we can batch the 2I|D(f)| (non-)membership proofs of the
ZKS into 2] proofs, the size of which is linear to [. Using the ZK-EDB constructed
above, on can batch the proofs into constant group elements. Therefore the proof
size of the function queriable ZK-EDB scheme is only linearly to the size of f
and [ (the size of the elements of D).
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