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Abstract. We propose a new lattice-based sublinear argument for R1CS
that not only achieves efficiency in concrete proof size but also demon-
strates practical performance in both proof generation and verification.
To reduce the proof size, we employ a new encoding method for large
prime fields, resulting in a compact proof for R1CS over such fields. We
also devise a new proof technique that randomizes the input message.
This results in fast proof generation performance, eliminating rejection
sampling from the proving procedure. Compared to Ligero (CCS 2017), a
hash-based post-quantum SNARK, our proof system yields a comparable
proof size and proof generation performance, and excels in verification
performance by an order of magnitude.
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1 Introduction

In recent years, publicly verifiable zk-SNARKs (Zero-Knowledge Succinct Non-
Interactive Arguments of Knowledge) have undergone extensive research and
developments. In particular, proof systems based on the discrete logarithm prob-
lem (e.g. [12,15]) have gained renown for their efficiency in cryptographic ap-
plications. When considering (plausibly) post-quantum succinct zero-knowledge
proof systems, hash-based constructions such as Aurora [9] and Ligero [3] have
emerged as practical candidates.

Meanwhile, in the realm of lattice-based cryptography, significant progress
has been made, rapidly replacing its pre-quantum counterparts in signature [18]
and encryption schemes [14]. This advancement also extends to lattice-based
proof systems, whose proof sizes scale linearly with the input size. Based on
the efficient commitment scheme called BDLOP [8], there has been a line of
research [5,19,25,26] that proves various arithmetic relations, such as product
and linear relations, with small proof sizes. This advancement in linear size proof
systems results in efficient constructions in ring and group signatures [24,27].

Unfortunately, there is still a relatively limited number of studies on practical
lattice-based SNARK constructions to date, despite several previous research ef-
forts [4,7,11,13,31]. Compared to the linear-scale proof systems, which are mainly
based on the BDLOP scheme, these sublinear-scale proof systems are commonly
built on top of the Ajtai [2] commitment scheme due to its intrinsic property
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where commitment size is almost independent of the input size, as opposed to
the BDLOP scheme where commitment size grows linearly with the input size.
However, the main challenge in proof systems with Ajtai commitments is the
restriction in its message space, which should be kept small due to security is-
sues, hindering practical construction, whereas BDLOP commitment schemes
have no limitations on message size, making it easier to construct proof sys-
tems. Additionally, these protocols often contain sequential rejection sampling
to achieve zero-knowledgeness. However, sequential rejection samplings greatly
degrade concrete proving performance since the repetition rate grows exponen-
tially with the number of sequential rejection samplings.

The recent work [31] and [11] have successfully demonstrated the practical-
ity of lattice-based SNARKS in terms of proof size, overcoming limitations in
message space. However, the zero-knowledge version of [11] was not presented
in the literature, and the protocol of [31] includes sequential rejection samplings
to achieve the zero-knowledge property, which inhibits practical proving perfor-
mance. In addition, to the best of our knowledge, these prior work on lattice-
based SNARKSs analyzed only the size of proofs, but the concrete performance
of proof generation or verification has never been demonstrated in the litera-
ture, even though lattice-based cryptography is renowned for its efficiency in
computational performance.

1.1 Owur Contributions

In this paper, we design a new lattice-based SNARK system that is not only
practical in terms of proof size but also efficient in the concrete performance of
proof generation and verification. Similar to [3,9,11,31], our primary goal is to
prove the satisfiability of R1CS (Rank-1 Constraint System) over a finite field
F, an NP-complete problem that generalizes arithmetic circuit satisfiability. As
our proof system is also built on top of the Ajtai commitment scheme, it inherits
the aforementioned issues: restrictions in message space and sequential rejection
sampling.

First of all, the base field F in R1CS generally has a large size to obtain a
negligible soundness error. We solve the issue by adopting the encoding method
of [16,17], which transforms elements of a large prime field Z, into ring ele-
ments with small coefficients. As a result, we can take Z, as a message space
while maintaining the security of the Ajtai commitment, allowing us to compose
arguments for R1CS over Z,,.

We also combine the methodology of [22] to avoid sequential rejection sam-
plings from the BDLOP-based proof systems. Briefly speaking, the conventional
construction exploits the rejection sampling method to make the transcript inde-
pendent of the input, as it regards the commitment randomness as a fixed value.
In contrast, we consider the distribution of commitment randomness in security
analysis and prove that the whole transcript of our protocol can be simulated
independent of the secret input. However, this method is not directly applicable
to Ajtai-based proof systems since the rejection sampling technique is also used
for hiding a message different from the BDLOP-based proof systems. Hence,
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we resolve this issue by randomizing messages, leveraging the property that the
arithmetic relation still holds unless the inputs are equal modulo p. This new
proof technique enables us to completely eliminate rejection sampling from our
protocol, providing efficiency in proof generation.

Regarding the concrete performance, our proof system is comparable to the
prior work Ligero [3]. For a circuit size N, Ligero [3] achieves a sublinear proof
size of O(vV/N) (which is larger than polylogarithmic complexity of Aurora [9]),
but it enjoys much faster proof generation. This work asymptotically achieves a
sublinear complexity of O(y/N log N) and has a similar concrete proof size to [3]
when the size of the base field is approximately 2'28, as presented in Table 3.
However, for a larger field size, such as 22°6, our proof system yields a smaller
proof about by a factor of two compared to Ligero. For the concrete performance
of proof generation and verification for our proof system, we summarize the
benchmark results in Fig. 10 and Table 4 for a field size about 2'28, together
with Ligero, and AuroraSNARK. While the proof generation is slightly slower
than Ligero, our proof system is still significantly faster than that of Aurora and
our verification procedure outperforms the prior work by an order of magnitude.

1.2 Technical Overview

Efficient Encoding Method. For a polynomial ring R = Z[X]/(X™ + 1), one
can prove that Z" = R/(X™ —b) where m | n and p = b"/™+1 is a prime. Then,
there exists an isomorphism between them. We refer to the process of converting
a vector in Z;" to a ring element R/(X™ —b) as encoding, denoted by Ecd, and
the reverse process as decoding, denoted by Dcd. We note that each ring element
in R/(X™ —b) has a representation in R with coefficients bounded by %52 Since
we typically set b to be much smaller than p, the encoding procedure involves
converting a vector of large prime field elements into ring elements with small
coefficients.

In our proof system, we utilize this encoding method to convert messages
from the large prime field Z, to small ring elements and vice versa for the secu-
rity of the Ajtai commitment scheme. From an information-theoretic perspective,
this encoding does not necessarily improve efficiency in terms of proof size for
linear-scale proof systems, as it essentially expands m elements of size p into n
elements of size b, which are of similar sizes. However, since our proof system
yields sublinear proof size, an increase in input dimension leads to higher com-
pression rates. As a result, this encoding method not only provides advantages
in terms of achieving security but also results in smaller proof sizes.

Message Randomization. To achieve simulatability (i.e., zero-knowledgeness),
our proof system randomizes the input message ¥ € Z;', more precisely, the en-
coded messages Ecd(Z). During proof generation, the prover frequently sends a
respounse in the form of y+e¢-Ecd(Z) to the verifier, where y is a random noise for
masking Ecd(Z), sampled by the prover, and ¢ is a random challenge sampled
by the verifier. Since this response leaks information about #, which must be



4 Intak Hwang, Jinyeong Seo, and Yongsoo Song

kept secret from the verifier, previous constructions use the rejection sampling
method [23] to make it independent of Z.

Since the verifier usually checks the satisfiability of R1CS with the decoded
value, the prover can replace the value of Ecd(Z) with £ where & = Ecd(Z)
(mod X™ — b). Using this property, we randomize Ecd(Z) by generating & from
Deca(m)+Pzn s, > @ sample from the discrete Gaussian distribution over the coset
Ecd(Z) + PZ"™ where P is the negacyclic matrix corresponding to (X" — b), and
Ecd(Z) is regarded as a coefficient vector over Z™. Then, £ = Ecd(Z) (mod X™ —
b) holds, and we can prove that y + ¢ -  is statistically close to the distribution
y+c -z’ for &' < Dpyn 5, if y is sampled from Dzn q,.

Note that the latter distribution does not contain any information about &,
making it independent of Z. Thus, by randomizing messages, we can achieve sim-
ulatability in transcripts, which results in the complete elimination of rejection
sampling from our proof system.

2 Preliminaries

2.1 Notation

For a positive integer ¢, we use ZN(—¢q/2, q/2] as a representative set of Z,, and
denote by [a], the reduction of ¢ modulo ¢. Vectors over Z or Z, are denoted
with regular lowercase letters and arrows, such as ¢/, and matrices over Z or Z,
are represented by regular uppercase letters. We regard all vectors as column
vectors, and we use the symbol || for the concatenation of two vectors.

Let n be a power of two. We denote by R = Z[X]/(X™ + 1) the ring of
integers of the 2n-th cyclotomic field and Ry = Z,[X]/(X™ + 1) the residue ring
of R modulo ¢. For polynomials in R or Ry, we use bold lowercase letters to
denote them e.g. f. We often regard them as n-dimensional vectors over Z or Z,
with components corresponding to coeflicients. Vectors over R or R, are denoted
with bold lowercase letters and arrows, such as f, and matrices over R or R, are
represented by bold uppercase letters.

For a vector ¥ = (vg,...,Um—1) € Z™, the £7 (p > 1) and £*° norms are
defined as follows:

m—1
Sl ol = g fo)

1=0

[oll,, :=

For a polynomial f or a vector of polynomials f, £l , and HfH are calculated
p

by regarding them as coefficient vectors. For a matrix A € R™*"" we denote the
I AZ]l,

matrix norm of A by ||Al|, := maxozzerm 7.2
2

2.2 Probability Distributions

We denote sampling x from the distribution D by x < D. For distributions D,
and Dy over a countable set S (e.g. Z"), the statistical distance of Dy and Dy is
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defined as £ - > o |D1(z) — D2(x)| € [0,1]. We denote the uniform distribution
over S by U(S) when S is finite.

We define the n-dimensional spherical Gaussian function p : R™ — (0, 1] as
p(%) = exp(—n - £TF). In general, for a positive definite matrix X € R"*"
we define the elliptical Gaussian function p 5 : R"™ — (0,1] as p 5(7) =
exp(—m -z X717).

Let A C R™ be a lattice and ¢ € R™. The discrete Gaussian distribution
Daipysis defined as a distribution over the coset ¢+ A, whose probability mass
function is Dy, 4 /5(%) = py5(@)/ps(c+A) for & € ¢+ A where p 5(c+A) =

vearn Pys(U) < oo. When ¥ = 0?1, for ¢ > 0 where I,, is the n-dimensional
identity matrix, then we substitute v/X by ¢ in the subscript and refer to o as
the width parameter of Dz, 4 . For a polynomial z, we denote by = < Da-m,ﬁ
if we sample its coefficient vector from D, AVE:

2.3 Useful Lemmas

Definition 1 ( [30, Def. 3.1]). For an n-dimensional lattice A and positive real
e > 0, the smoothing parameter 1. (A) is the smallest s such that py /,(A*\{0}) <
€.

Definition 2 ( [32, Def. 2.3]). Let X' be a positive-definite matriz. We say
that VE > no(A) if . (vVE - A) < 1.
Lemma 1 ( [30, Lem. 3.3]). For any n-dimensional lattice A and € > 0,

In(2n(1+41/¢))

ne(4) < .

where A, (A) is the smallest real number r > 0 such that dim(span(ANB(r))) = n
and B(r) is the n-dimensional ball with radius r centered at the origin.

Lemma 2 ( [22, Lem. 5]). For a positive-definite matriz X, VX > n.(A)
holds if HE_1H2 <n(A)~2

Lemma 3 ( [32, Lem. 2.4]). Let A C R™ be any n-dimensional lattice. For
any 0 < e <1, X >0 such that VX > n.(A), and any € € R",

. 1—e¢
pys(E+ ) € [Hl} ()

Lemma 4 ( [6, Lem. 2.4]). Let A C R™ be any n-dimensional lattice. For any
0<e<1/3, 0 >n.(A), and any ¢ € R",

Pr [Hf”oo > 50 | T+ D5+A7J] <n- g~ 11

Lemma 5 ( [30, Lem. 4.4]). Let A C R"™ be any n-dimensional lattice. For
any 0 <e <1/3, 0 > n(A), and any ¢ € R™,

Pr[||Zl, > ov/n | &+ Dapao| <274
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Lemma 6 ( [32, Fact 2.1]). Let Xy, Xy > 0 be positive-definitive matrices, let
20_1 = El_l +EQ_1 >0 and X3 =21+ 35 >0, let Z,¢1,0 € R™ be arbitrary,
and let G € R™ be such that £y '¢ = X71¢ + X5 . Then,

pysi(@ = 1) - pyss (T — ) = p s (T — ) - pys (6L — E2)
Lemma 7 ( [10, Lem. 3.1]). Let n be a power of two, and let 0 < 4,5 < 2n
such that i # j. Then, 2(X* — X7)7 is an element of R such that

Jox ) <1,

where the inverse of (X* — X7) is taken over the field Q[X]/(X™ + 1).

Lemma 8. Let k > 0 and A C Z" be a full-rank lattice. Let T; <~ Dy, 4 /5
for 0 <i <k and & € R™. If VE > v/2-0.(A) for some 0 < & < 1/2, then
the distribution of Zf:_ol T; is within statistical distance 4ke of Dy, g5 where

¢=Y1 G

Lemma 9 (Schwartz-Zippel Lemma). Let F be a finite field, and let g :
F™ — F be a non-zero m-variate polynomial of total degree at most d. Then, for
(20, -y Tm—1) < UF™),

Prlg(zo,...,2m-1) =0] < —;

2.4 Module SIS/LWE

Definition 3. Let u,{ be positive integers, and 0 < 8 < q. Then, the goal of
the Module-SIS (MSIS) problem is to find, for a given matriz A « U(RE*),
& € RETY such that [I,|A]E = 0 (mod q) and ||Z||, < B. We say that a PPT
adversary A has advantages € in solving MSISg , 4 8 if

Pr([|[£]l, < BA[IJAJE=0 (mod q) | A« URI);ZE +— A(A)] >e.

Definition 4. Let v, ¢ be positive integer, and x be a distribution over RYTE.
Then, the goal of the Module-LWE (MLWE) problem is to distinguish (A,u)
Jrom (A, [A|L]F) for A < U(RL™), & « U(RY), and ¥ + x. We say that a
PPT adversary A has advantages € in solving MIWER , 4 if
IPrb=1] A« URYY); ¥+ x; b A(A,[A|L]F)]
—Pr[b=1] (A @) « UR" x RY); b+ AA6)] | >e.

For spherical discrete Gaussian distributions, we replace them with their width
parameters in the MLWE notation for simplicity.

For both problems, the value of ¢ in the hardness estimation is not significant,
so we omit it in the parameters for both problems.
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2.5 Hint-MLWE

A variant of the MLWE problem known as the Hint-MLWE problem has been
introduced in recent literature [22,29]. This variant helps us for proving the
simulatability of lattice-based proof systems without relying on the rejection
sampling method [23].

Definition 5 (The Hint-MLWE Problem). Let v,£,n be positive integers,
X, be distributions over R*T*, and cg,...ch—1 be elements in R. The Hint-
MLWE problem, denoted by Hintl\/lLWE%’V’I;;;;;’};E,NWWA, asks an adversary A to
distinguish the following two cases:

1. (A, [AI@]F,EO,...,E;L1> for A « U(Rgx”), T X, Y, < i, and Z; =
¢, T+, for 0 <i<h.

2. (A,ﬂ',?o,...,zhl) for A Z/I(Rgx”), U L{(Rf;), T+ X, ¥; < Vi, and
5i:ci"’7"+gi for0<i<h.

For spherical discrete Gaussian distributions, we replace them with their width
parameters in the Hint-MLWE notation for simplicity.

Theorem 1 ( [22, Thm 1]). Let v,{,n be positive integers and ¢cg, ...,Ch-1
be elements in R. For 01,020,...02 -1 > 0, let 0 > 0 be a real number defined

as 1/0% = 2(1/0% + "7} B} /03 ;), where B;’s are upper bounds for |lc;||,’s.
If 0 > V2 -0.(Z") for 0 < & < 1/2, then there exists an efficient reduction
from MLWER ,, 4.0 to HintMLWER " > ~! _, that reduces the advantage

R,v,q,01,02,0,.-.,02,n
by O(e).

2.6 Proof of Knowledge and Simulatability

In this subsection, we review the definition of a secure proof-of-knowledge proto-
col. The conventional construction regards each input as a fixed value. However,
this approach is not sufficient for our protocol to achieve the zero-knowledgeness
property. Hence, we follow the definition from recent literature [22], which con-
siders the distributions of inputs together, as described below.

Definition 6. Let L, L’ be NP-languages satisfying L C L. Let R, R’ be witness
relations for L and L' respectively i.e., (t € L < Jw (t,w) € R) and (t e L' &
Jw’ (t,w') € R'). Let (P,V) be an interactive protocol where P takes a secret
nput m and a public parameter pp as input, and V only takes a public parameter
pp as input. Then (P,V) is called a secure proof-of-knowledge protocol for the
languages (L, L") if and only if it satisfies the followings:

— Two Phases: The protocol consists of the following phases.
e Generate-phase: In generate-phase, the prover first samples random-
ness r, and then generates a statement t with x and r. At the end of the
phase, it sends the statement t to the verifier V.
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e Prove-phase: In prove-phase, the prover and the verifier take (pp,t,z, )
and (pp,t) as input respectively. Then, they interact each other to prove
that t € L. At the end of the phase, the verifier outputs either 0 or 1.

We refer the sequence of messages exchanged between P and V during the
generate-phase and the prove-phase as the transcript, and denote it by
Tr(P(pp, x), V(pp))-

— Completeness: If P generates a statement t € L in the generate-phase, the
prove-phase ends with 1 except for negligible probability.

— Knowledge Soundness: If there exists an adversarial prover P* which
makes the verifier outputs 1 at the prove-phase with non-negligible probability,
then there exists an efficient algorithm &, called an extractor, which, given
black-box access to P*, outputs w' such that (t,w’) € R’ with non-negligible
probability.

— Swimulatability: There exists a PPT algorithm S, called a simulator, whose
input is pp and output is tr which is computationally indistinguishable from
the transcript from the honest prover P and verifier V, for any secret in-
put x. In other words, for all PPT algorithm A, the following advantage is
negligible:

‘Pr {b -1 zA(pp); tr<—8(pp);} ‘

b« A(pp,tr);

2+ A(pp); tr<Tr(P(pp,z),V(pp)); _
i b%A(pp,t:)p w ] —Pr [b =1

In this definition, the zero-knowledge condition is reformulated by the sim-
ulatability of transcripts without knowledge of the prover’s secret input. The
main distinction between the simulatability property and the conventional zero-
knowledge proof is whether input randomness is considered together or not.
Since the main objective of a secure proof-of-knowledge protocol is to conceal
the prover’s secret input, it suffices to satisfy this simulatability property for the
desired security requirement.

The definition utilizes two languages, L C L/, referred to as the honest and
proven languages, respectively, to address common scenarios in lattice-based
constructions. Previous studies, such as [10,28], have reduced the communication
cost by weakening the extractors’ power in the knowledge soundness property,
and our instantiations of proof-of-knowledge in this paper also employ these
methods. The difference between L and L’ is often referred to as the soundness
slack.

2.7 Lattice-based Commitment Scheme

We recall the definition of commitment scheme.

Definition 7 (Commitment Scheme). A commitment scheme consists of the
following three algorithms:

- Gen(1>‘): Given a security parameter X, it generates a commitment key ck.
— Comek(m; ) : Given a commitment key ck, a message m, and randomness p,
it outputs a commitment m*.
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— Openg (m*, m, u): Given a commitment m*, a message m, and randomness
w, it outputs either 0 or 1.

where Gen is probabilistic and Com, Open are deterministic. Let R be a distribution
for randomness. Then a commitment scheme (Gen, Com, Open) is said to be secure
if it satisfies the following properties:

— Hiding: For all PPT adversaries A, the following advantage is negligible:

Pr [b:b’

ck(—Gen(l)‘);(mg,mﬂ(—A(ck);u(—R; o 1
b=U({0,1});m ™ =Comei (mp;11);b" = A(ck,m™); 21"

— Binding: For all PPT adversaries A, the following probability is negligible:

Pr Open,, (m™,mq,po)=0peng (m”*,my,u1)=1 ck<—Gen(1)‘);
A mo#ma (m™,mo,m1,p0,u1)A(ck) |

Below, we present the Ajtai commitment scheme [2], whose binding and hid-
ing properties rely on the hardness of MSISg , 4,28 and MLWER , 4., respec-
tively, where x is a distribution for commitment randomness.

e Gen(1?): Given a security parameter A, it outputs a commitment key ck =

(A07A1) where AO <— Z/{(Rgxe)’ and JA1 — U(Rgxu)

e Com, (mh; fi): Given a commitment key ck = (A, A;), a message m € R’, and
randomness i € R*Y, it outputs m” := Ao + [A4|L, )i € RE.

W G . — % — d d —
e Open, (m",ni, i): Given a commitment m”, a message 1, and randomness [,

it outputs 1 if and only if m" = Comc(i; &) and ||mi||f]|, < 5.

We note that the above commitment scheme satisfies the additive homomor-
phism for both message and randomness i.e., for any mo,m; € R, jiy, [, €
RFTV and ¢ € R, it holds that

Comex (Mo; fiy) + ¢ - Comek (M i) = Comek (Mo + ¢ - My fhy +¢ - fiy)

2.8 Rank-one Constraint System

A rank-one constraint system (R1CS) over a finite field F is a problem of finding
a solution vector 5 € FM to the equation A5 o B3 = (C5, where the first entry
of 5 is fixed to one, and A, B,C € FM*M are matrices that contains §2(M)
non-zero entries. Below, we give another formulation of R1CS which will be
used throughout this paper. We also denote by N = (M) the total number of
non-zero entries in the three matrices A, B, C.

Definition 8 (R1CS problem). Given matrices A, B,C € FM*M eqch con-
taining $2(M) nonzero entries, and vectors @,b,é € FM | the R1CS problem asks
to find any solution vector t € FM which satisfies:

(AF+ @) o (B +b) = (CT+ @)

where o denotes the component-wise product.
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3 Revisiting Amortized Proofs of Opening Knowledge

In this section, we revisit the amortized proof of opening knowledge (POK) pro-
tocols for the Ajtai commitment scheme. The previous construction by Baum
et al. [7] achieved a sublinear proof size by leveraging the core property of the
Ajtai commitment scheme, where the dimension of commitment is almost in-
dependent of the dimension of the input. However, as we mentioned before, it
has two main bottlenecks for practical usage: restrictions in message space and
rejection sampling.

In our new construction, we address all these issues, making the amortized
POK protocol for the Ajtai scheme more practical. To handle the challenge of
a large message modulus, we devise a novel encoding method that converts a
vector of elements in Z, with a large prime p into a small cyclotomic ring element,
inspired from recent literature by Chen et al. [16,17]. Using this method, we can
commit messages with a large modulus p without introducing large commitment
modulus gq.

To eliminate rejection sampling, we also devise a new proof technique that
randomizes messages. In most applications of sublinear arguments, it proves
knowledge of solutions for arithmetic relations on Z,,. Thus, a prover can commit
to a message m’ instead of m if m’ = m (mod p). We focus on this redundancy
and leverage it for randomizing messages. This randomization in the message
helps us apply the technique from [22] to the Ajtai commitment scheme, elimi-
nating rejection sampling from the POK protocol. In the rest of this section, we
delve into the technical details of our improvements.

3.1 Encoding Methods for Large Prime Fields

We first explain how we adapt the encoding method proposed by Chen et
al. [16,17] for our own purposes. Initially, their encoding method was proposed to
instantiate high-precision arithmetic for lattice-based homomorphic encryption
without increasing the ciphertext modulus. Since we aim for a similar goal, com-
mitting large prime field elements without increasing the commitment modulus,
we modify their encoding method to support large prime field arithmetic. Below,
we present the key algebraic property that enables such an encoding /method.

Lemma 10. Letb, m, and k be positive integers such that k = n/m is an integer
and p = b"+1 is a prime. Then, R/(X™ —b) is isomorphic to Z' as a Z-module.

Proof. Using the fact that R/(X™ —b) = Z[X]/(X™ +1, X™ —b), we obtain the
following isomorphism.

-1

3

R/(X™—b) =P X -Z[X™]/(X"+1,X™ —b)

Ne

3
L
3
L

X Z, X (X — by 2 [ Zy[X™]/(X™ —b).

s
Il
<
o
Il
<
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Note that Z,[X™]/(X™—b) = Z,, via an isomorphism f(X™) — f(b). Therefore,
we have R/(X™ —b) = Z;* with respect to the following isomorphism ¢ from
R/(X™ —b) to Zy":

K—

m—1 1 r—1 Kk—1 Kk—1
. g — myj+i j j j
pra= E § Amj+iX I § amjb]; § amj-i—lb]a ) E amj-l—m—lb]
=0 j j=0 j=0 =0

=0
O

The isomorphism ¢ is defined over the polynomial representation on R of
an element @ in R/(X™ — b). It is well-defined, because for any two polynomial
representations a and @’ in R of @, we have @ = @’ (mod X™ — b) and ¢ maps
X™ — b to zero. As for the inverse map ¢!, which corresponds to encoding
of messages in Z;', we aim for its polynomial representation in R to have a
small norm. To achieve this, we present an algorithm in Alg. 1 that outputs a
polynomial representation a of ¢~!(a) with an upper bound ||a_ < %2 since
la; ;| <b/2 and |¢; ;| < 1. Below, we provide encoding and decoding algorithms
for the large prime field Z,,.

Algorithm 1 Encoding

Input: @ = (ag,...,am-1) € Zy
Output: a € R
1: for 0 <7< m do

2: if a; =p—1 (mod p) then
3: (ai)o,...,aiﬂﬁfl) — (07,0719)
4: else
5: (@i0,--.,aix—1) is the base-b representation of 0 < a; < b*
6: end if
7: end for
8 for0<i<m,0<j<kdo
9: if a; ; > b/2 then
10: Q5 < Q4 5 — b, Cij < 1
11: else
12: Cij < 0
13: end if
14: end for
15: @ = Y0700 32500 aig X+ 30 D) e XU
e Ecd(@): Given an element @ = (ao,...,am-1) € Zy', run Alg. 1 and output a

ring element a where ||| < %52,

As an abuse of notation, we often put an integer a € Z, as an input for the
encoding algorithms. In this case, Ecd(a) outputs a ring element a = Ecd(d),
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where @ = (a,0,...,0) such that [ja||; < (G2 gince there are at most x non-

2
zero coefficients.

e Dcd(a): Given a ring element a = Z:’:ol ';;01 a; ;XM € R, output @ =

Kk—1 i K—1 i
(,0(&) = (ijo ao)jbj, RN Zj:O am,ij’) € Z;n

3.2 Randomized Encoding

Now, we present a randomization procedure for messages, which helps us achieve
the simulatability of the POK protocol without using the rejection sampling
method. We focus on the fact that the decoding algorithm outputs the same
results unless inputs are congruent modulo X™ — b—i.e., it holds that Dcd(a) =
Dcd(a’) if @ = @’ (mod X™ — b). Since our objective is to construct sublinear
arguments for arithmetic circuits, the verification for the arguments remains
valid if the decoding algorithm outputs identical results. Therefore, we aim to
incorporate a randomization procedure during the message encoding process.
To be precise, a randomized encoding procedure samples a ring element m such
that m = Ecd(m) (mod X™ —b), where m € Z' is an input message. Then, it
remains to specify the distribution from which m is sampled.

To proceed, we recall that the purpose of randomized encoding is for the sim-
ulatability of the POK protocol. Hence, we first analyze the problematic part of
the transcripts of the protocol. During the protocol, a prover sends a response
of the form y + ¢ - Ecd(1m), where y is a mask for Ecd (i) that a prover samples,
and c¢ is a random challenge sampled from a verifier. Without careful treatment,
such as the rejection sampling method, the response y 4+ ¢ - Ecd(m) includes par-
tial information on 173, which inhibits simulating the transcript without witness
knowledge. Our aim is to replace Ecd(m) with m so that y + ¢ - m follows a
distribution that is independent of Ecd(r). For this purpose, we propose the
following lemma, inspired by the convolution lemma for the discrete Gaussian
distribution [32].

Lemma 11. Let h > 0 be an integer, & € R™ "™ be a positive-definitive ma-
triz, s > 0 be positive reals, and A C Z™ be an n-dimensional lattice. Given
Co,---,Ch_1 € R, let C; € R™™ be the negacyclic matriz corresponding to
c; for 0 < ¢ < h. Let &, > 0 be a positive-definitive matrices such that
G, ' =671+ Z?;015;_2 ~ClCy. If /By, > m(A) for some 0 < & < 1/2,
then for any u,u € Z", the following two distributions are within a statistical
distance of 2¢.

{(Z(),...,Zh_l) ‘ x<—Dﬁ+A7\/67 Y; <_IDZ",5,’L4 Z; :czx+y7}

/ / / / /
{(an'-'azk—l) | = “Dyisys Yi<s Do, zi=ci-x +yi}
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Proof. Since i, 4’ € 7™ and A C Z", the sample spaces of the above two distri-
butions are identical to R". Thus, it is enough to show that

| Pr[z = ] — Pr[z’ = )| < 2¢ - Pr[z = ] (1)

for all @ = (wy, ..., wy_1) € R" where Z = (z0,...,25_1),and 2’ = (2},...,2)_,).
The first term of Eq. (1) can be computed as follows:

h—1
Pr[z = w] = Z Prjz =v] - HPr[yi =w; —¢; - V|
veitA i=0
k—1
= 3 pss® - [ e (G- C7') )
vea+A =0

Where U and w; are the coefficient vectors of v and w; respectively. Let &; =
&1+ ZJ —0 ]7 CTC for 0 <14 < h. Then, we have the following by Lem. 6

p\/a(ﬁ— 5:1) : pﬁ;.c;l(g_ Cflwz) =p /Gi+1( az+1) 14 /G +‘_/2 CTC ( 2+1)

where dy = 0, bo = C Wo and, d; 11 = (6 +5’2(CTC) )(671" —|—5’_2C’—r _')
and b1+1 =ad; — b Note that both @; and b are independent of the value of .
Then, Eq. (2) can be rewritten as follows

h—1

Pr{z = ] :HP\/W( 1) D pysi (U= ).

veu+A

Similarly, the second term of Eq. (1) can be computed as follows:

Pr[z’ =] = Hp‘/ Si+52(C7 Ci)~ i ( l+1 Z pye; (U= dp).

veu’ +
Hence, if /&), > n-(A) for 0 < £ < 1/2, we obtain the followings by Lem. 3

| Pr[z = @] — Pr[Z = |
= H P Jemariarantitt) - [Py (i = a@n + A) = pye (@' — @ + 4)]

—

é 2¢ - Hp\/m( 1+1) p\/a(ﬂ' ap A):QEPT[Z:’EJ]

Therefore, the two given distributions are within a statistical distance of 2e. O

The above lemma essentially states that if a prover samples a mask y from
a discrete Gaussian distribution over an n-dimensional integer lattice Z™, and a
randomized encoding m of a message m follows a discrete Gaussian distribution
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over a coset Ecd(m)+ A of some lattice A C Z™, then y+c¢-m is statistically close
to a distribution that is independent of . Smce our goal is to have m = Ecd(n})
(mod X™ —b), we can set A = PZ"™, where P € R™*"™ is the negacyclic matrix
corresponding to X" — b, then it satisfies all the required conditions. Below, we
present our randomized encoding algorithm.

e R.Ecd(a;s): Given an element @ € Z," and a positive real s > 0, output a ring
element a < Dgcq(a)4 pzr,sp Where P € R"*" is the negacyclic matrix of X™ —b.

As an abuse of notation, we often put an m-dimensional vector @ = dp|| - - - ||d@e—1
€ Zf,m as an input for the above algorithms. In this case, R.Ecd(&) outputs a vec-
tor of ring element @ = (ao, . ..,a,_1) € R’ where a; = R.Ecd(d;;s) for 0 < i < £.

To analyze an upper bound for the randomized encoding, we utilize the fact
that Dgca(a)+pzn,sp = P - Dp-1gca(a)+zn,s- Lhen, we can apply the tail bounds
from Lem. 4 and 5 to Dp-1gcq(a)+2zn,s- Additionally, we note that P~ corre-
sponds to the negacyclic matrix of the polynomial (X™—b)~1 = bh+1 (X" my
bX™™2™ 4 ... 4 b"71). Then, it holds that IPll, < | X™—b|l, =b+1 and

[P0, < 1 =071, = it < ot

3.3 New Proof of Opening Knowledge Protocol

Incorporating the aforementioned randomized encoding method for large prime
fields, we present an improved version of the amortized POK protocol for the
Ajtai commitment scheme, which achieves the binding property with small pa-
rameter overheads and simulatability without the rejection sampling method.
We first define the witness relations for POK as follows:

Ropen := {(m",m, i) | m" = Comey (i, ) A\ (|7 |l < Bopen}
Ripen 1= {(m", M, i) | 2m" = Comqy (ih, &) A [|mi]|E]l, < 210 - Bopen}

where ck < Gen(1*). Then, (i, i) can be viewed as a witness for the statement
about m". The honest language Lgpen and the proven language L, are defined
as follows:

Open

LOpen = {m" € RY | 3(mh, ) € R* x R*™ s.t. (", 1, &) € Ropen}
Ly, = {m" € R | 3(m, i) € R x R* st (", m, i) € Rppen }

We note that Lgpe, € Lgpen
R/

Open*

We present the amortized POK protocol Ilgpe, in Fig. 1, the verification

procedure Vypen in Fig. 2, and the simulator Sgpen in Fig. 3.

since (m”,m, i) € Ropen implies (m",2m,2f) €
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Hopen (Mg, - . ., MY _1)
Prover P Verifier V
Input: ck € Rf;x('”'l'-w) ck
ho,..., M, € R’
Boy .. i, € R*TY
1: For0<j<m,
. =(7) £ () ntv
2: n HDZ",\/ki’sz’V HDWL,\/FQ
3. @ = Comck(ﬁ,(j);ﬁ(j)) A
—_
4 : For0<j <
€] (3 i
. cy ..., C (€]
5: 0 k' —1 Cy sy P
6: For0<j<m,
7. m@ = zg@ + Z CEJ) ey
1=0
; = A0 ()
8- ﬁ(]) =5l 4 Z cE]) i, m>
i=0
9: Run Vopen

Fig. 1. Amortized POK protocol for the Ajtai commitment scheme

VDpen

ot

For0<j <,

||ﬁi,<j)||2 Z((b+1)s1 + 52) - VEER

||m<j>Hoo E5((b+ 1)s1 + 52) - VR

|G|, 1 +o2) -t on

||ﬁ(j)||°o 25(01+02)_\/y

i

k-1
Comck(‘rﬁ(j),ﬁ(j)) ;ﬁ*(j) + Z CEJ') . (mod q)
i=0

Fig. 2. Verification procedure for ITgpen
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Sﬂpen(Ck)
1: m) «— URY) for 0< i<k
2: e, ed)  —UC) foro<j<r
3: "9 Dzﬂ,)\/k—,sz,fim «— D‘“f”\/mz for0<j<r

4: i« REc(0,51), fi; < Dfn, for 0<i<Fk

5. _‘/(7)7-‘(J)+Zc ﬁi; —‘(J),~(7)+Zc Cf for0<j<r
6: A .= Comck(ﬁi/(j);ﬁ.(j)) — Z cgj -mffor0<j<r

S k! =1 ok r—1 r—1 —/(j)yr—1 11
7 Output {m"}io" {7720 {(ef, el Yo ()0 (Y

Fig. 3. Simulator for Ilopen

Below, we prove that Ilgeen is a secure POK protocol for the languages
(LUpemL/

Open) .

Theorem 2. Letck + Gen(1*), C = {1,X,..., X?>" 1} andr > (A+2)/log(2n).
Let $1,82,01,02,0, Bopen be positive reals satisfying the following conditions for
some 0 < e <27

— 51 > V2 B (Z), s> (b+1)V2r-n(Z7)
— 01 > 2V2-0.(Z"), 09 >2V2r -0 (Z7), 0 = %(01_2 +7r- 02_2)_1/2
- Bﬂpen = ((b+ 1)51 +52) “VEIn + (0'1 + 02) . k/(,u + I/)’Il

If M; < R.Ecd(mis;s1) for some m; € Z™ and fi; D“+”1 for 0 < i < K,
then Igpen is a secure proof-of- knowledge protocol for (Lgpen,anen) under the
hardness assumption of MUIWER , 4 o and MSISR ;g 4n o -

Proof. We show the completeness, soundness and simulatability of Ilgpen.

Completeness. If the prover is honest, m; = Comex(m;; ;) holds for 0 < i <

k'. Consequently, line 6 of Vopen always holds, so we need to show that the

upper-bound check conditions in lines 2 to 5 are Vahd Since c(J )

mials with coefficients equal to 1, cl(- D . ; and ci - i; follow the distributions

D go) and DZ;" o, » respectively. Using Lem. 8, the distribution

S are mono-

m +(PZ")t 51 PRI,
of Z Olc(J)mz and _Olc(”p,Z are within statistical distance of O(g) from

Dzk 1L D (P2 s PRI, and DM+Z:/W01 since 51,01 > V2 -1.(Z"). Apply-
E'—1_(5)

ing the tail bounds, presented in Lem. 4, 5, to i) and Yoo & m,, we have
the following upper bounds, except for negligible probabilities:

,ﬁmHQ < ((b+ 1)sy + o) - VIn, H’ﬁ(j)Hoo <5((b+1)s1 +52) - VI
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Similarly, we obtain the following results for ﬁ(j ).

ﬁ(j)H2 < (014 02) - V'n, Hﬁ(j)H <5(01+02) - VI

Thus, the upper-bound check conditions in lines 2 to 5 hold, except for neg-
ligible probabilities.

Soundness. The soundness of the protocol is directly derived from Lem. 5 of [7].
If there exists an adversarial prover who succeeds in cheating an honest verifier
with a non-negligible probability, it implies the existence of a knowledge extrac-
tor £, which can extract a witness (r;, i) satisfying 2m; = Comg (11, ;) and
Hm1||/.tz||2 < 2nfgpen for 0 < i < K/ With a non-negligible probabihty Therefore,
a prover cannot be accepted by an honest verifier without knowing the witness
for 2] for 0 <i < k' assuming the hardness of MSISg ,1.¢,4n3open -

Simulatability. We show that Sppen in Fig. 3 efficiently simulates Ilgpen. Let
Do(m) and D; represent the distributions of the transcript generated by the
honest prover and the verifier of ITopen with input message m = (1o, ..., M 1),
respectively, and those generated by Sppen. We show that these distributions are
computationally indistinguishable using the hybrid argument.

We first define the distributions Ho(m), Hi(m), Ha(m), and Hs as follows,

where 'figj) < Df, ,,, and ﬁgj) — D%:";Z for0<i<k,0<j<r.

— Ho(i) = (Aoﬁu + A LG, 79+ oy, B9 +c(j)ﬁz)
— Hi(m) = (Amﬁi—Hﬁg*, ﬁz(‘j) +c§]) i, V(J) +C(J)Mz)

= Ha(t) i (i, @) + e iy, 50 4V

My (Tﬁi*, ()+C(J) —*{7 Dz(‘j) +C(j)ﬁl)

If Ho(m) and H3 are computationally indistinguishable, then Dy (1) and D; are
also computationally indistinguishable, as the latter distributions can be derived

from the former ones. To be precise, Zf;gl ) 4 i, and 5 ) el

fi; in Ho(1m) are within statistical distance O(¢) of M) and p,(j) in Do( ),
respectively, by Lem. 8. Similarly, Z-: ! _'(]) —|—c( 7) -m; and Zii?)l D'Ej) +c§j) Ty
in M3 are within statistical distance O(e) of m'Y) and ﬁ(j ) in D1, respectively, by
Lem. 8. Thus, it is sufficient to prove that Ho(m) and Hs are computationally
indistinguishable, which involves proving the following claims.

Claim 1: Ho(m) and H,(m) are computationally indistinguishable.
Distinguishing between the two given distributions is equivalent to solving
(r—1)
HintMLWES; 5 Since o > /2 -1.(Z") holds under the given condi-

€
(r—1)

R,v,q,01,02,
7 1c
tions for o1 and o3, HintM LWE i Vo ooy COLL be reduced from MLWEg , 4.+

by Thm. 1. Therefore, the two given distributions are computationally indistin-
guishable under the hardness assumption of MIWER ,, 4 -
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Claim 2: #H;(m) and Ha(m) are statistically identical.

. —/ . . . .
Since mi;"’s are uniform random samples from U(RY), the distribution of
= =/ —/ . .
Agmi; +m;" and m;" are identical.

Claim 3: H(m) and Hs are within negligible statistical distance.

We use Lem. 11 to prove the claim Let & be a positive definitive ma-
trices satisfying &' = s;% - (PPT)™! 4+ rs;? - I,,. Then, we need to show
V& > n.(PZ") < P~ 'V& > n.(Z"). By Lem. 2, it suffices to show that
HPTG_lpH2 < ne(Z)~2. Since ||P||, < b+ 1 and HP‘1H2 < (b—1)"1, we have
the followings:

[PT& 1P|, < (b+1)*((b—1)"%s;% +rs;”)

Then, it holds that ||PTG*1P||2 < (Z™) under the given conditions for s; and

—

59 Therefore, by Lem. 11, each distribution of the components of i) + cgj) -m;

and ﬁﬁj ) + cl(»j ) -m, is within statistical distance O(e).
By Claim 1,2, and 3, the distributions Ho() and Hs are computationally

indistinguishable, which implies Dy (m) and D; are also computationally indis-
tinguishable.

Therefore, Ilgpe, satisfies the completeness, soundness, and simulatability
under the given conditions. a

4 Sublinear Argument for R1CS

In this section, we present sublinear zero-knowledge argument for R1CS based
on our new amortized POK protocol Ilgpen. Our protocol mainly proves the
knowledge of the solution vector ¢ € Zé,\/l for the following equations:

(AF+ @) o (BT +b) = (Ct+ &) (mod p) (3)

where A, B,C € Z]]‘)/[XM and @, l;, ce Z]JDW are public to both prover and verifier.
The high-level idea is similar to the previous work [7]. We embed the constraints
of R1CS, such as A, B,C,d, 5,5, into polynomial equations over Z,. Then, the
satisfiability of R1CS is reduced to the satisfiability of these polynomial equa-
tions.

Reduction to Inner Product Relations. Before composing the polynomial
equations, we adapt optimization techniques from recent literature [19,31], which
converts satisfiability of linear relations to satisfiability of inner product rela-
tions. To prove that ¢ is a solution for Eq. (3), we show the following equation
holds for a random challenge 7 = (1,v,...,v™ 1) where v + U(Z,):

<(A£+ d@)o (Bi+b)— (CT+ a,5> —0 (mod p)
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By applying the Schwartz-Zippel lemma, this equation holds only with a prob-
ability of O(1/p), which will be set to be negligible, if # is not a solution for

—

Eq. (3). We can rewrite the above equation as follows, where V' = diag(?)
<£ ATVBI+ B TVa+ ATV - CT73*> = (&7 — <a’, VE> (mod p)

If we introduce a new indeterminate d, and set go = (C,0) — <d’, Vl;>, it is

equivalent to showing that the following two equations hold:
(f,d) = g0 (mod p)
d=ATVBi+BVa+ATVb—CT% (mod p)
Instead of the second equation, we show the following equation holds for a ran-
dom challenge @ = (1,w, ..., wM=1Y) for w < U(Z,):
(= ATVBI-BTVi- ATVE+CT5,@) =0
— (LBTVAT) - (d.0) = (CT7 - BTVa— ATVE, @)

Ifweset f = (fo,..., fu—1) := BTV A@ and g1 := <CT6— BTVi— ATV, u7>,
then proving the satisfiability of the R1CS finally reduces to proving the satisfi-
ability of the following inner product relations:

@) =0 (mod p
E7)—(Ea) =g (modp .

Reduction to Polynomial Equations. We now reduces the satisfiability of
Eq. (4) to the satisfiability of polynomial equations over Z,,. For an indeterminant
Y, we define polynomials ¢(Y) and d(Y) as follows:

M—-1 ) M-1 )
HY) =Y Y Y d(Y) =Yy dy M

i=0 =0

M-1 ) M—-1 o
fOO) =Y ST YT () =Y Y w'Y?

i=0 =0

Then, the coefficient of YM+2tm of +(Y) - d(Y), t(Y) - f(Y), and d(Y) - w(Y)
are equal to <t_; d‘>, <f; f >, and <J: 7IJ'>, respectively. Hence, proving the satis-
fiability of Eq. (4) is reduced to the proving the coefficient of YM+2fm of the

following polynomial is zero for some random challenge x < U(Z,) by applying
the Schwartz-Zippel lemma.

tY) - d(Y) —go - YV o (¢(Y) - f(Y) —d(Y) - w(Y) — g1 - YMT2Em)
(5)



20 Intak Hwang, Jinyeong Seo, and Yongsoo Song

Committing and Verifying. To prove that the coefficient of YM+2¢m in
Eq. (5) is zero, a prover initially commits £ = (to, ..., ta—1) and d = (do, . .., dpr—1)
using the Ajtai scheme. We recall that for each commitment, it can contain at

most ¢m elements of Z,. Therefore, we set M = k - fm, so that k commit—

ments are generated for each vector. For 0 < ¢ < k, commitments t and d

for ¥ and d are generated as follows, where #; = (tiems - - > L(it1)em—1), d; =
(d2€m7 LR 7d(2+1)5m71)7 and 51, 01 > 0.

t, R.Ecd(t_;;sl), i — Dg;“;l t, = Comck(_'i;ﬁ)

di < R.ECd(di;ﬁl), 5 <— Dg:zl dz = Comck(di;éi)

Then, for y < U(Zy), i := (1,...,y"™ 1) and ¢ := (y*™,..., 1), it holds the
followings.
k—1
<1 Dcd ( Ecd(y+1om) f)> = t(y)
=0

k—1
(7000 (S sty ) ) <t
i=0

Thus, a prover can prove the evaluations of ¢(Y) and d(Y) at the point y by
sending S Ecd(y(tm) £ and Y8 Ecd(yM—#m+1) . d; instead of  and
d, effectively reducmg conimunlcgtlon costs. However, directly sending them re-
veals information about ¢t and d. To resolve this, we mask it with some ran-
dom noiee eo,e; and ey so that t := ey + Zf;ol Ecd(y(+Dom) . £, and d :=
e + ZZ o Ecd( M—itm+1) - d; appears independent of ¢ and d to a verifier.
Then, we have (§,Dcd(f)) = eo(y) + t(y) and <g”,Dcd(J)> = e1(y) + d(y) where

(60, ey egg_l) = DCd(e()HClHeg)
Im—1 Im—1 Im—1

eo(Y) = Z eY', e (Y):= Z CompiYMTIT ep(Y) = Z e2m+iY
=0 =0 =0

Hence, a prover can prove evaluations of eg(Y) + ¢(Y) and e1(Y) + d(Y) at the
point y, with reduced communication cost while keeping ¢ and d secret. To recap,
our objective is to prove the coefficient of YM+2 ig zero in Eq. (5), which is
equal to the coefficient of YM+26m of the following polynomial:

h(Y) = (eg(Y) + t(Y)) - (er(Y) + d(Y)) — go - YMH2™ ey (Y)
+2 ((eo(Y) +(Y)) f(¥) = (e1(Y) +d(Y)) - w(Y) — gy - YMH2m)

since the degree of ep(Y), e1(Y) and ea(Y') are smaller than ¢m. To prove the
coefficient of YM+2tm in h(Y) = Z?%Hém " h;Y' is zero, a prover commits



Efficient Lattice-based Sublinear Arguments for R1CS without Aborts 21

its coefficients h; except for the (M + 2¢m)-th coefficient. Then, using a similar
method as for eg(Y) + ¢(Y) and e1(Y) + d(Y), a prover can efficiently prove
evaluations of ex(Y) 4+h(Y) — hasioem - Y M2 at the point y. The verifier then
checks that it has the same value as:

(eo(y) +t(y)) - (ex(y) + d(y)) — go - y™ T2
+ - ((eoly) + () - F(y) — (exly) + d(y)) - wly) — g1 - y™MT2m)

This results in proving hsyaem = 0, which is our goal.

4.1 Proof-of-Knowledge Protocol for R1CS

We present a proof-of-opening knowledge protocol for R1CS, which achieves
sublinear communication complexity of O(v/M) in the input size M. Our pro-
tocol follows the commit-and-prove framework. A prover starts by commit-
ting input messages ¢ = (to,t1,...,tp—1), along with other side information
d= (doy--.,dp—1), and h= (ho, ..., hanr12em—1) using the Ajtai commitment
scheme. Then, it shows that the committed values satisfy polynomial equations,
which we reduce from the satisfiability of R1CS. Finally, it proves its opening
knowledge of the committed values using the amortized POK protocol for the
Ajtai scheme.
The witness relations for the protocol are defined as follows:

Rirics :

({8 Vg (8o A7) A(Af+d) (Bt+b) (CT+ &)
t. T =Ded(to| - |[Ex—1) € Z}

Open
Riucs = § ({10 (&S0 (7 H2) NAT+ 2a +2b)—2(0t+25)
t

i»Ti) € Ry
) t
=Ded(to| -+ [[Ek—1) € ZM

where ck < Gen(1*). Then, ({£;}*=} {F;}%2}) is a witness for R1CS, which is
bound by the commitments. The honest language Lgics and the proven language
Li,cs are defined as follows:

mes:{{t ’3{t i= 07{7'1 _0 s.t. ({t i= 07{t i= 07{7'1 )ERMCS}

Lises = {15 | 3N (RS st (B BYS L (FiHS) € Rios

We note that what one can prove from the protocol is the knowledge of the
solution ¢ to the following equations:

(At'42@) o (Bi'+ 2b) = 2(CT'+27) (mod p)
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However, if we set ¢ = 27! -, then

(2A7 + 23@) o (2B +2b) = 4(CT" +&) (mod p)
— (AP +a@) o (B +b) = (C¥ +&) (mod p)

which is equivalent to solving the original R1CS. Hence, our protocol is sufficient
for proving knowledge of a solution to the given R1CS even if there is a gap
between the honest language and the proven language.

We present the proof-of-knowledge protocol for R1CS Ilzi¢s in Fig. 4, 5, 6,
and the verification procedure Vgicg in Fig. 7, and the simulator Sgics in Fig. 8,
9.

HR1CS(A7 B7 07 6’ 57 87 {E}f:_()l)

Prover P Verifier V
Input: ck € RZ’X("'+"+£) ck
fo, ce g{k—l S R*
7o,...,Tx_1 € RV
1: Step 1:
2: &:=Ded(foll - Ifk-1) € Z)'
3 v v U(Zp)

4: T:=(1,0,...,0MY), V= diag(?),

5: d=dp|l---||dx-1:=A VBE+B Vai+ A Vb—C' &
6: For 0<1i<k,
7

d; « REcd(d;;s1), 8; « DT

A
8: Et = c°mck(3i;§i) dy, ... dy_y
9 w w — U(Zp)

10 : = (l,w,...,wM_l)

g

Fig. 4. Proof of R1CS relation(1).
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-

ITases(A, B, C, @, b, ¢, {8 }12))

Prover P Verifier V
11: Step 2:

12: &,& « DZ

N ¢
. ez +— D
Zn, (b+22)n.ﬁ_527 .

NG L /== 9N

13: &,& « D" , 8y « DMV )
’ zn, CEDE /R o, zn, CEDE ooy

14 : ES = Comck (€0; €0), EI = Comck (€1;€1)

Sk ok ek

15: &5 = Comc(€2;&2) €), €], €,
16 : Step 3:

170 (to,....tm—1) =1 (doy...,dy—1):=d

18: (eo,---, 63[m,1) = Dcd(€0||51||52)

19: f=(fo,...,fm—1):=B VA®@
20: go:= (&) — <a, v6>, g1 = <CT177 Bva— ATV, w‘>

M—1 M—1
21: t(Y):= yem . Z tiyi’ d(y) == yitm . Z diY]\/[_i
=0 i=0
fm—1 m—1
22: eo(Y):= Z Y, el(Y)i= Z eem_ﬂyem—l—i
=0 i=0

m—

1
23: ex(Y) := Z esemiiY"
i=0

M—-1 ) M-1
24 fYV) =YY" 3 fYMT w(y) =Y 3 W'Y
i=0 1=0
25 : v z < U(Zyp)
2M+424m—1 .
26 : ST Y = (eo(Y) + (V) (er(Y) +d(Y)) — ea(Y) — goY M
1=0
27 o (o) 4 1) = (@ (3) + A ) - gay 52
28: For 0<i< 2k+2,
29: i+ REcd(Ricm, - hiittyem—1;51) if i < k + 2
30 : ki < R.Ecd(hitm+1,- -5 P(it1)em;s1) if 0 > k+2
31: i; < DZJ,Z,l, h; = Com (h;;1;) hg, .. hgpqs

Fig. 5. Proof of R1CS relation(2).
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S 7 oo k-1
HRlCS(A7 B7 07 a, b7 ) {tl }i:O )
Prover P Verifier V
32: Step 4:
33: Mgl - - [Manta == (ol - IEk—1) [ (doll - - - ldx— 1)l (Roll - - - lA2r11)
34 ol NBgpyr = Foll - ITe—) 1ol - - - No— ) (oIl - - - 1M2pt1)
35: mmgll- - Iy = Ell - IE_ Dol - llde_ DI - 1By i)
36 : Run gpea (Mg, . . . 7mzk+1)
37: Step 5
38 Yy U
k—1 )
39: t:=& + > Ecd(y"tVm) £
i=0
k—1 )
40: Fi=& + » Ecd(yl V™). 7
i=0
k—1 )
41: d:=é + Z ECd(yMiMm+1) -d;
i=0
k—1 )
42: 6:=¢& + Z Ecd(yMiMerl) -0
i=0
k41 ) 2k+1 )
43: h:=¢éy + Z Ecd(yﬂm) ~h; + Z ECd(y1£m+1) “h;
i=0 i=k+2
k1 Y 2k41 y t,d h
44 : ﬁ::e}—&-ZEcd(yl ™Y A+ Z Ecd(y““™ ) . 4, 7,8,4
i=0 i=k+2 —
45 - Run Veics

Fig. 6. Proof of R1CS relation(3).
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VRlCS

—

[\v]

ot

10 :

11:

12

13:

14 :

15:

¢ 2’ ||a||2 ; % (b + 1)Vks, +52) - VEin

el Jd] & 20E25 (@4 1) VEs +2) - VE

’JH (b+2)ﬁ (\fcl +02) - \/k(p+v)n

Tl oo HSHOO ; M . (\/EUl +02) Vk

1712,

I, <o, i, <6
Ja]. < %52

((b+1)V2k 4251 +52) - V2k+2

5(b+2)k
Il < (+ (V2k T 201 + 02) - 2k 1 2

Comey (; 7) < &y + Z Ecd(y(iJrl)lm) -t;  (mod q)
i=0
2 k—1 .
Coma(d; 8) = & + > Ecd(y™ ™) . d]  (mod q)
i=0
k1 2k+1
Comy (B if) = &5 + Z Ecd(y"™) -y + > Ecd(y**"*')-h] (mod q)
i=k+2
v:=(1,v,... ,val), V = diag(?)
M-1
o= (1,w,.. ‘,wM_l), w(Y) := ytm. Z w'Y"
i=0

M—-1

=0 fir—1) == B VAG, f¥):=Y"™. 3 fyM

go := (8, 7) — <a7 vz§>, g1 = <CT17— B'va- ATVE, w>

— £ £ 1
go=(1,....,4"" ), ¥=0""" 00

<y,Dcd(h)> <y,Dcd(t)> <y Dcd(d > — 9o ~yM+2[m

o ((70ca®) - 1) = (7 0cal@) - w(m) — g1 -5+ ) (mod 1)

Fig. 7. Verification procedure for Ilnics
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Srics(ck, A, B, C, @, l_;, )

10 :

11:

12:

13:

14 :

16 :

17 :

18 :

19 :

20 :

21 :

22 :

23 :

T W N =

Step 1:

o *

T, d; — URL) for 0 < i < k

i

% .
R — URY) for 0<i <2k +2, v,w,z,y + U(Zp)

= (1v,..., oM7), V= diag(®), @:= (1, w,...,w™ ")

T

 R.Ecd(0;51), T D;j;r;l for 0 <i <k

i

d, « R.Ecd(0;51), 8; « Dt for 0<i <k

2 YALNCS

L ¢ = ¢
€0,€1  Dyn Jfubsyr €2 < Din /akTanss,

. ptv - v
€0,€1 + DZ",\/EK,IJ027 €2 Dy, S FZrboy

(€0s-- -, esem—1) :=Dcd(&||€1[€2), F= (fo,..., far—1) =B VA@

go = (&,7) — <a, VE>, g = <C’T77— B'vi- ATV, u7>

tm—1 em—1 em—1
eo(Y) := Z eY", ei(Y) = Z eomi YT ea(Y) = Z extmiiY "
i=0 i=0 i=0
M1 _ M-1
f(Y) = Yfrn . Z fiylﬂ—z7 w(Y) = YZnL X Z wiy'?
i=0 i=0

ho = eo(y)er(y) — e2(y) — goy™ " 2 <60(y)f(y) —er(y)w(y) - glyMJ’”’")

Ry« REcd(hg,0, ..., 0;51), o < Diil "
) + R.Ecd(0;51), 7j; « DYFY for 1 <i < 2k +2
k—1 . k—1 )
=&+ Y By TV E, Fimgo+ > Bea(y TV 7
i=0 i=0
k—1 k—1
=/ o —itm =22 - —ilm <
d =& + > Ecd(y™ ") dy, 8 =80+ > Eca(y™ ) .4,
i=0 i=0
, k+1 ) , 2k+1 ) ,
n o= 62 + Z Ecd(y’LZ’ITL) . h’i + Z Ecd(yﬂerl) ) hi
1=0 i=k+2
k+1 2k+1
— - ilm = im =
=8+ Y Ecdy™™) i, + Y Eca" .4,
i=0 i=k+2

I

k—1
&y = Com(t; 7) — Z Ecd(y(HDem) -t;  (mod q)
i=0

—1
& := Comy(d; &) — Z Ecd(yM M+l E;* (mod q)

i=0
k41 2k+1

_ =, P01 =% . e

&5 = Comek (h; ) — Z Ecd(ylz'") -h; — Z Ecd(yieerl) ~h; (mod q)
i—0 i=k+2

A k—1 3 k—1 %2 2% 2k 1 - "
Output {¢; };25, {d; };2o, {&}izo, {h: }1:3 yv,wia,y, t,d h, T,6,4

7

Fig. 8. Simulator for ITrics(1)
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Srics(ck, A, B, C, @, l_;, )

24: Step 2:

=/ -/ ind ind 3/ 2/ i !
25 gl iy o= Eoll - IOl (doll - - lldy )1 (holl - - - [Bog 1)
26 foll - lBapy1 = Foll - IFr—0l@oll - - - 05— (ol - - - 1F2p1.1)

— /% s =% 2% —2/% =k =%
27 g |l = @l DI DINRG I - 1R )
28: e, e —UC) for0<j<r

20: &Y DL s, 9« DU

VAETZoy for0<j<r

. . 4k+1 . . 4kt+1
30: m'@ .— g + Z CEJ) _,,;%7 ﬁ<]) = g + Z CEJ) i for0<j<r
=0 i=0

4k+1
31: 7@ .= Comck('rﬁ/(]);ﬁ(])) - Z cgj) ~m;" (mod q) for 0 < j < r
i=0

(4 — j j — S 7(j)yr— ~(j)yr—1
32: Output {7"U )20 {(c§,....e) Ve, ' DyiZ) {5V Y2

Fig. 9. Simulator for ITrics(2)

Below, we prove that Ilgpen is a secure POK protocol for the languages
(LOPenv Lépen)'

Theorem 3. Let ck < Gen(1*) andlogp > A+log(2M +2¢m). Let 51,89,01, 02,
b, B, Brics be positive reals satisfying the following conditions for some 0 < € <
27,

51> V22 (ZM), s> (b4 1)V2r +2- 0 (Z7)

o1 > 2V2-0(Z"), 02 > 2V/2r £ 2-0:(27), 0 = J5(07 P+ (r41)-05%) 7/
— b= U5 (b4 1)V2k + 281 +59) - /(2K + 2)0n

- B= % - (V2k + 201 +03) - /2k +2)(p+v)n
- ﬁRlCS = 2[] =+ 2,6 + 2(b + 2)(k + 1)/‘6 . ’I’Lﬁgpen

Ift; < R.Ecd(f;;51) for some t = (fo,...,1h 1) € 7' satisfying (At + @) o (Bt +
b) = (Ci'+ @), 7 D‘Zﬂtzl for 0 < i < k, and IIgpen is a secure proof-of-
knowledge protocol for (Lopen, Ligpen)s then Ilnics is a secure proof-of-knowledge
protocol for (Lpics, Ljics) under the hardness assumption of MIWER , 4 » and

MS'SR,u,q,Qﬁmcs'

Proof. We show the completeness, soundness, simulatability of Ilzics.

Completeness. If the prover is honest, 1?: = Comck(fi;'f"i) holds for 0 < ¢ < &/,
and (Af+ @) o (Bi'+b) = (Ct+ &) holds for £’ = Ded(fy| . .. |[x_1). Consequently,
lines 8 to 17 of Viics always hold, so it suffices to show that the upper-bound
check conditions in lines 1 to 7 are valid. As an example, we analyze the case of
i:; the others can be shown in a similar manner. In this time, we directly apply
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the tail bounds from Lem. 4, 5 to ﬁi’s and €. Then, the following holds except
for negligible probabilities:

Since ||Ecd(a)||; < % holds for all @ € Z,, the following holds:

(b+2)k
2

R 5 b+2
< 5(b+1)51, ||62HOO ( ) “V2k+2- 89

< (b+1)s1-Vin, [éll, <

h;
2

(2k +2)in

hi

k+1 2k+1
- b+2
ZEcd #my hi+ Y Eed(ym ) - hy §(2k+2)~ﬂ'(b+1)51~\/£n
i=k+2 2
k+1 2k+1
= 2
ZEcd #my hi+ Y Eed(ym ) b §(2k+2)-m-5(b+1)51
1=k+2 0o

Therefore, the following holds except for negligible probabilities:

2

- b+ 2
HhH < Sb+2)r (V2k + 251 +55) - V2k + 2

HEH2 <b=CE2DR (4 1)aR T s, +5) - /2R F D)

2

Thus, the upper-bound check conditions in lines 1 to 7 hold, except for negligible
probabilities.

Soundness. Suppose there is a prover that is accepted by an honest prover
of Ilgics with non-negligible probabilities. By the soundness property of Ilgpen,
a prover possess opening knowledges (ZH'F;), (3;“3;), and (ﬁ;Hﬁi) for Qtj, 2&:,
and 25: , respectively, with sizes bounded by 2n8ppen. Then, a prover can derive
opening knowledges (€]€)), (€,€]), and (€||€5) for 2€;, 2€, and 2€;, respec-
tively, with sizes bounded by fBrics = 20 +25+2(b+2)(k + 1)k - nfSopen, based on
the equations in lines 8 to 10 in Vrics. Since we assume that MSISg ,, ¢ 28ucs 1S
computationally hard, these opening knowledges are bound to the corresponding
commitments. Therefore, for the responses f, J,ﬁ from the prover, their values
are represented as follows:

k—1
7 + Cd<y(i+1)ém) i
=0
k—1 ,
2&’ :éll + ZECd(yM_Mm—H) 'Ji
i=0
. k+1 2k+1 »
2h =€+ Y Ecd(y"™) B+ > Ecd(ymt) by

=0 i=k+2
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From equations in lines 16 to 17 in Vgics, it holds that:
<gj,Dcd(4H)> = <37 Dcd(2f)> : <gj ,Dcd(2¢§)> — dgq - yMH2m
+ax- <<§,Dcd(4f)> fly) — <g4,Dcd(4J)> ~w(y) — 4g1 -yM+2zm>
By the Schwartz-Zippel lemma on variable y, the coefficient of each y* for 0 <

i < 2M + 2¢m on both sides should be equal, except for negligible probabilities.
Define t}, d}, h} € Z,, as follows:

27 ) K}

£ = (th,....thy_1) = Ded(Fy|| - £, _y)

& = (dy,...,dy_y) = Ded(dy| - |dy_,)

(ips g agm—1) = Ded(lig]| - - [ )

(Wt aatms - s Wonsogm1) = Ded(By o - gy

Note that the coefficient of 3™ +2¢™ is zero in the left hand side, so the coefficient
of yM+26m should also be zero on the right-hand side, as calculated below:

M—-1 M—-1 )
> tid; —4go +x - (Z (2t} fi — 2djw") — 491)
1=0

i=0
:<1€7,J7>—4go+296~ <<F,f’>—<c?7u7>—291) =0

By the Schwartz-Zippel lemma on variable x, both <17, d7> — 4g and <t_', f> —

<c? ,u7> — 2¢g1 should be zero except for negligible probabilities. Then, we have
the followings:

<F,J> — (42,7 — <2&, 2V5>
(&,5) = (I, BTVAT) + (2BTVi+247VE - 2075,
- <ATVBF +2B VG +24TVE— 2077, w>

By the Schwartz-Zippel lemma on variable w, it holds that d = ATVB? +
2BTVad+2ATVb —2C T except for negligible probabilities. Then, we have the
followings:

<F, ATVBI + 2B Vi +24TVE - 20T77> = (42,7 — <za, 2v5>

— <(At7 +2d) o (BY +25) — 2(CF + 25),17> ~0
Finally, by the Schwartz-Zippel lemma on variable v, (A’ + 2d) o (B# + 2b) —

2(CT + 2) = 0 except for negligible probabilities. Therefore, the prover knows
witness knowledge for L, .
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Simulatability. We show that Spics in Fig. 8 and 9 efficiently simulates ac-
cepting transcripts of Ilpics. Let Do(f) and D; represent the distributions of
transcripts generated by the honest prover and the verifier of Ilzics with in-
put message ¢ = (t}, e ,Fk,l) € ZM , respectively, as well as those generated
by Srics. Similar to the sirnulatablhty proof for Ilgyen, we prove their indistin-
guishability using a hybrid argument. The only difference is that we need to
additionally account for the effect of £, J,ﬁ and T, g,ﬁ in proving simulatability.
For simplicity, we focus on proving the simulatability of the transcripts related
(tl,'rz,j) because the proof can be naturally extend to cover the cases of

—k

(dl?él?dz) and (h“nwhz)
We first define the distributions Ho (%), H1(£), Ha(f), and Hj as follows, where
€0i Dy g, - €00 < D py ﬁ(“ « D, .. and 57« DLV for

VA (h+2>“ () VAL
0<i<h 0<j<r

() Aot + [AL L7, i) 4 ) E, 7D 4?7
0 : 6077,‘ + Ecd(y(i+1)ém) . ti; EO,i + Ecd(y(i-‘rl)ém) . ,,—.'i

- M ({) - Aoi; + E/i*’ T_):EJ) + CZ(-j) 'Zi, 175]) + Cl(-j) . 7_"1‘,
1 : go’i + Ecd(y(iJrl)Zm) . tia EO i+ ECd( (i+1)€m) . 7—,'2
2 EO,@' + Ecd(y(iJrl)Zm) 'ti; Eo,i + Ecd( (z+1)ém) . 'Fi

e E:*, . ﬁz('J) +C§J? 'iliv 171(_]) +C§J) T,
€. +Ecd(yitDimy . &, + Ecd(ytim) . 7
If Ho(t) and H3 are computationally indistinguishable, then Dy (f) and D; are
also computationally indistinguishable, as the latter distributions can be derived
from the former ones, as shown in the proof of simulatability for I1gpen Thus, it
is sufficient to prove that Ho(f) and H3 are computationally indistinguishable,
which involves proving the following claims.

Claim 1: H(f) and H; (t) are computationally indistinguishable.

Distinguishing between the two given distributions is equivalent to solving

© -1 (i+1)em
. c. ,...,C. ,Ecd . .

HintMLWE® i © (lfbﬁm ). Since ¢ > /2 - 9.(Z™) holds under the given

3V,4,01,02,...,02,~—5 02
. i G c(rfl) Ecd(y(tDem
conditions for oy and oy, HintMLWE® "~ (BT can be reduced from
yV,q,01,02,...,02,

MLWER .40 by Thm. 1. Therefore, the two glven dlstrlbutlons are computa-
tionally indistinguishable under the hardness assumption of MLIWER , g0

Claim 2: H,(f) and Hy(#) are statistically identical.
Since ZIZ* s are uniform random samples from U (RY), the distribution of Aot +
le‘* and i;* are identical.

Claim 3: Hs(f) and Hsz are within negligible statistical distance.
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We use Lem. 11 to prove the claim Let & be a positive definitive matrices
satisfying =1 = s;2- (PPT) " 4+ rs;2 - I, + ((b+2) 2)72-Y;"Y;, where Y; is
the negacyclic matrix corresponding to Ecd(y““vm). Then, we need to show
V& > . (PZ") <:> P~V& > n.(Z"). By Lem. 2, it sufﬁces to show that
HPTG_lpH2 < n.(Z)72. Since ||P||, <b+1, 1H2 (b—1)"1, and [|Y;]|, <
(b+22)n

, we have the followings:
|PT&™'P|, < (b+1)*((b—1)"%s;% + (r+1)s5°)

Then, it holds that ||PT6’1PH2 < ne(Z™) under the given conditions for s;
and sy Therefore, by Lem. 11, the distributions of 'fi(j) + c(j) t; and é'(j) +
Ecd(y("t1)m) . £; are within statistical distance O(g) ofn —|—c(]) f/ and e( )

. -/
Ecd(y(+Dem) . ¢

By Claim 1,2, and 3, the distributions Ho(#) and H3 are computationally
indistinguishable, which implies Do(f) and D are also computationally indistin-
guishable.

Therefore, Ilgics satisfies the completeness, soundness, and simulatability
under the given conditions. O

Complexity Analysis. We analyze the communication complexity of the pro-
tocol ITrics and the computational complexity of the prover and the verifier. The
communication cost is primarily determined by the size of commitments, which
consist of p ring elements, and responses, which consist of y+v+/ ring elements,
sent by the prover at each step of the protocol. Therefore, we count the number
of them at each step below.

Input: k commitments

— Step 1: k commitments

— Step 2: 3 commitments

— Step 3: 2k + 2 commitments

— Step 4: r commitments and r responses for Ilgpen.

— Step 5: 3 responses

— Total: (4k + r + 5) commitments and (r 4+ 3) responses

We note that parameters such as g, n, u, v, r are determined by the security pa-
rameter A, making them almost independent of the size of the input M. Thus,
we can consider each commitment to have a size of O(1). In the case of re-
sponses, we can regard them as having a size of O(¢log k) since the upper bound
of their coefficients has a size of O(k). Therefore, the total communication com-
plexity depends on O(k + £logk). We recall that M = kfm holds, so if we set
k = O(v/Mlog M), then the total communication complexity is determined as
O(vMlog M).

For the computational complexity of the prover, it is primarily dominated
by two factors: generating commitments and performing matrix and polyno-
mial operations required for constructing arguments for R1CS. For generating
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commitments, it takes O(u(u+v+¥£)) = O({) operations in R, per each commit-
ment. Since a prover generates O(k) commitments, it amounts to a complexity of
O(M). In the case of matrix operations, each matrix and vector multiplication,
such as in line 5 in Fig. 4, takes O(NN) complexity, where N = 2(M) represents
the number of nonzero entries in the matrices A, B, C. Regarding polynomial
operations, the dominating factor is the multiplications in lines 26 to 27 in
Fig. 5, which requires O(M log M) complexity. In summary, the computational
complexity for the prover is O(N log N).

For the verifier, its complexity is dominated by matrix operations in lines 13
to 14 in Fig. 7, which result in a total complexity of O(N).

5 Experimental Results

In this section, we present a proof-of-concept implementation of our sublinear
arguments for R1CS and demonstrate its concrete performance. We implement
our protocol using the Rust programming language and convert the interactive
protocol into a non-interactive one using the Fiat-Shamir transform.! For the
functionality of the random oracle, we use the SHA-3 hash function. To mea-
sure the performance and proof size of Ligero and Aurora, we utilize the libiop
library [1], which implements hash-based SNARKs. All experiments were per-
formed with a single thread on a machine with an Intel(R) Xeon(R) Platinum
8268 CPU running at 2.90GHz and 384GB of RAM.

5.1 Parameter Setting

We summarize all parameters that appear in our protocol below.

[ Type [ Parameter [Description

q commitment modulus
ring dimension

MSIS rank

MLWE rank
51,52,01, 02 | width parameters

Binding & Hiding

R=|3

base

digit lengths

message modulus (= b" + 1)

# repetition

messages per ring element (= n/k)
ring element per commitment

## commitment

input size (= kfm)

Soundness

Proof Size

NESRNIRER ST F AR

Table 1. Parameters for R1CS argument

! The source code is available at https://github.com/SNUCP/elsa.
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Firstly, there are parameters that determine the security of the binding and
hiding properties of the Ajtai commitment scheme, namely ¢, n, i, v, 61, $2, 01, 0.
We recall that, to ensure the binding and hiding properties in our protocol,
MSISR 11,928 ad MLWER ,, 4., should be hard, as stated in Thm.3, where
Brics and o are constants described in the same theorem. We first set the width
parameters as follows s; = V2 - 25 . (Z"), 55 = (b + 1)V2r +2 - n-(Z"),
o1 = 22 -0 (Z"), 09 = 2/2r + 2 - n.(Z"), following the conditions in the
theorem. For the smoothing parameter 7.(Z"), we approximate it using the
upper bound in Lem.l by setting ¢ = 27*. Once the width parameters are
determined, the values of ¢,n,u,r determine the hardness of the MSIS and
MLWE problem. To estimate their hardness, we compute the root Hermite factor
0 and set it to be approximately 1.0045, similar to [5,19]. As a result, we use
q~ 258 ~20 n =211 =1p=11in our protocol.

The soundness of the protocol is mainly determined by the parameters r» and
p, where p = b® + 1. In Table 2, we present a list of parameters used in our
protocol for security levels approximately equivalent to 2'28, 2192 and 22°6. For
the parameters related to proof size, such as k£ and ¢, they are set to be optimal
values that result in the smallest proof size for each fixed M.

[ b [ x| Nogpl[ 7|
248[16] 128 | 9
54 32 185 |14
156 32| 234 |18

Table 2. Parameters for Soundness

5.2 Concrete Proof Size

We provide concrete proof sizes based on the parameter settings described in
the previous subsection. To calculate the upper bound of each element of com-
mitments, we use the value of ¢, and for each element of responses, we consider
the coefficient upper bounds presented in Ilgpen and Ilpics. To demonstrate the
sublinear growth of proof size, we measure the proof size for input dimensions
M = 218 220 and 222 in Table 3, alongside Ligero, for field sizes of 128, 192,
and 256 bits. We can directly observe that the proof size doubles as the input
dimension quadruples, demonstrating the sublinear complexity of our proof sys-
tem. Regarding the concrete proof size, our system and Ligero have similar proof
sizes for a 128-bit field size. However, our system exhibits smaller proof sizes for
larger field sizes of 192 and 256 bits.
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Input 128 192 256
Dimension || Ligero | Ours | Ligero | Ours | Ligero | Ours
218 6.5 6.3 14.0 9.2 23.1 11.5
220 12.9 12.8 28.2 18.4 46.8 22.9
222 25.7 25.7 56.5 38.4 94.4 47.6

Table 3. Proof size for R1CS. All units are MB(Megabytes).

5.3 Benchmark Results

We now present benchmark results for the proof generation and verification
procedures of our proof system. To optimize ring operations on R, we utilize
NTT operations, which enable asymptotically faster polynomial multiplications.
For obtaining discrete Gaussian samples, we use Karney’s algorithm [21].

We measure elapsed time for proof generation and verification for input di-
mension M = 2'8, 220 and 222 when for 128-bits field size. To provide a com-
parison with other post-quantum SNARKS, we also measured the performance
of Ligero and Aurora. We note that all proof systems have the same asymptotic
complexity in both proof generation and verification. The results are presented
in Table 4 and Fig. 10.

Input Prove Verify
Dimension || Aurora ‘ Ligero ‘ Ours | Aurora ‘ Ligero ‘ Ours
218 165 4.8 8.6 6.0 3.9 0.3
220 759 204 | 33.3 23.8 15.3 1.1
222 3298 80.2 | 131.3 | 974 61.1 4.1

Table 4. Benchmark results for our proof system, Ligero, and Aurora. All units are
seconds per operation.

In terms of proof generation performance, our proof system is slightly slower
than Ligero. This is primarily due to the time taken for generating discrete
Gaussian samples in randomized encoding, which accounts for about half of
the total time. However, if we were to use rejection sampling instead of our
randomized encoding method to achieve simulatability, it could result in much
slower performance. In such a scenario, the other half of the elapsed time would
be multiplied due to rejection sampling. We also note that our proof system is
still significantly faster than Aurora.
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Fig. 10. Benchmark results for our proof system, Ligero, and Aurora. All units are
seconds per operation. Proof Times are labeled in logarithmic scale.

For the verification procedure, our proof system outperforms others by an or-
der of magnitude, despite having identical asymptotic complexities. We attribute
this result to the efficiency of lattice-based cryptography.

6 Conclusion and Future Work

In this paper, we have introduced a novel post-quantum zero-knowledge proof
system for R1CS based on lattice-based cryptography. Prior to this work, there
have been few studies [11,31] addressing the construction of efficient lattice-based
SNARKSs. Furthermore, these studies primarily focused on addressing practical
proof size rather than discussing concrete performance in proof generation and
verification. Our proof system not only successfully achieves practical proof sizes
through an efficient encoding method for large prime fields but also significantly
improves practical proof generation and verification performance by introducing
a new proof technique based on message randomization. Compared to other
post-quantum SNARKS, our proof system yields comparable proof sizes and
proof generation performance, while excelling in verification performance, which
is an order of magnitude faster than others.

There are still several ways to improve our proof system further. In terms
of concrete performance, adopting the discrete Gaussian sampling algorithm
from [20] can lead to faster proof generation since generating samples currently
consumes a significant portion of the total elapsed time. To improve the proof
size, we can improve asymptotic scale by adopting the leveled Ajtai commit-
ment [13]. This approach achieves O(N'/¢) complexity by generalizing amortized
POK protocols. Regarding the verification procedure, the complexity is currently
dominated by processing public information. Devising a method for delegating
this computation to a prover can lead to sublinear verification complexity, which
would be another avenue for improvement.
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