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Abstract. Y-protocols are a widely utilized, relatively simple and well understood type of zero-
knowledge proofs. However, the well known Schnorr Y-protocol for proving knowledge of discrete
logarithm in a cyclic group of known prime order, and similar protocols working over this type of
groups, are hard to generalize to dealing with other groups. In particular with hidden order groups,
due to the inability of the knowledge extractor to invert elements modulo the order.

In this paper, we introduce a universal construction of X-protocols designed to prove knowledge of
preimages of group homomorphisms for any abelian finite group. In order to do this, we first establish
a general construction of a X-protocol for SR-module homomorphism given only a linear secret sharing
scheme over the ring R, where zero knowledge and special soundness can be related to the privacy and
reconstruction properties of the secret sharing scheme. Then, we introduce a new construction of 2-
out-of-n packed black-box secret sharing scheme capable of sharing k elements of an arbitrary (abelian,
finite) group where each share consists of k 4+ logn — 3 group elements. From these two elements we
obtain a generic “batch” X-protocol for proving knowledge of k preimages of elements via the same
group homomorphism, which communicates k + A — 3 elements of the group to achieve 27> knowledge
error.

For the case of class groups, we show that our X-protocol improves in several aspects on existing proofs
for knowledge of discrete logarithm and other related statements that have been used in a number of
works.

Finally, we extend our constructions from group homomorphisms to the case of ZK-ready functions,
introduced by Cramer and Damgard in Crypto 09, which in particular include the case of proofs of
knowledge of plaintext (and randomness) for some linearly homomorphic encryption schemes such as
Joye-Libert encryption. However, in the case of Joye-Libert, we show an even better alternative, using
Shamir secret sharing over Galois rings, which achieves 27* knowledge soundness by communicating k
ciphertexts to prove k statements.
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1 Introduction

J)-protocols are one of the most well known and understood types of zero-knowledge proofs. Their sim-
plicity and concrete efficiency makes them widely used in various cryptographic applications and protocols,
such as digital signatures, group signatures or anonymous credential systems, as well as secure multiparty
computation protocols.

One of the best examples of X-protocols is Schnorr’s proof of knowledge of discrete logarithm [33]. Given a
cyclic group G = (G) of (large) known prime order p, and X € G, the prover claims to a verifier that she
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knows w € Z, with X = wG. To prove it, she samples r € Z, at random and sends A = rG, the verifier
replies with a uniformly random challenge ¢ € Z,,, and the prover “opens” the linear combination z = r + cw;
the verifier accepts if zG = A + ¢X.

This X' protocol is a zero-knowledge proof of knowledge (ZKPoK) of w with knowledge error 1/p. However
this relies on the ability of inverting the difference ¢ — ¢’ of any two different challenges, which is possible
because the group order is known and prime. Namely, from conversations (A, ¢, z) and (A, ¢, 2’) the witness
can be extracted as w = (¢ — ¢/) 71 (z — 2').

This makes it hard to adapt Schnorr’s protocol to other groups and in particular hidden order groups, where
inverting ¢ — ¢’ modulo the order of the group may not be feasible or even possible. For example, consider
the task of proving knowledge of a discrete logarithm in a class group, which has an order assumed to be
hard to compute. In this scenario existing X-protocols either: i) resort to using Schnorr’s proof with binary
challenges (which by itself only yields soundness error 1/2) repeating it many times to reduce the soundness
error, which is somewhat inefficient [9]; 4) rely on hardness assumptions which in particular need the basis
G to be uniformly random, which makes them harder to use in protocols [10]; or i) are only sound proofs
and not proofs of knowledge, in addition to relying on somewhat less studied assumptions [7].

A similar problem arises when proving plaintext knowledge in the Joye-Libert encryption scheme [27], which
operates on RSA groups where the plaintext is encoded in a subgroup of Z% of order 2. MonZgya [14], a
protocol for MPC for arithmetic circuits over Zq:, resorts to extracting only part of the witness, which leads
to overheads in the protocol; and a recent threshold ECDSA protocol from [34], facing this same problem,
circumvents it constructing a more involved protocol that uses a modified Joye-Libert scheme instead.

The motivation for this work is to generalize Schnorr’s protocol, in a manner that it can be extended to a
larger family of groups, starting from the observation that Schnorr’s protocol can be interpreted in terms of
Shamir secret sharing in the following sense: with her first message, the prover is committing to randomness
r for a degree-1 Shamir sharing of the witness w; the challenge implicitely specifies a share-index; the share z
corresponding to that index is sent in the last message by the prover. The secret sharing scheme is a variant
of Shamir secret sharing where shares are evaluations of f(T) = w-T + r € Z,[T] at points of Z,, and the
secret is the evaluation at “the point at infinity”. The usual security properties of special-soundness and
honest-verifier zero-knowledge can be interpreted in terms of 2-reconstruction and 1-privacy of the scheme,
respectively.

The observation about this connection between Schnorr’s protocol and (1-private, 2-reconstruction)-secret
sharing schemes was made in the introduction of [I5] (and its journal version [I6]). More loosely, it can be
related to the MPC-in-the-head paradigm for zero knowledge introduced in [20], in the sense that the prover
is implicitely creating views of a MPC protocol (in this case a secret sharing) for virtual parties, committing
to them, and then revealing one of them on demand.

More recently, in concurrent work to this one (to appear in Asiacrypt23), [35] developed this connection
between secret sharing and X- protocols, providing a general construction of X-protocols from wverifiable
secret sharing. They subsequently use it to build commit-and-proof arguments for general, non necessarily
algebraic, statements using a MPC-in-the-head based approach.

Our work, while starting with the same observation as [35], focuses on improving the concrete complexity
of X-protocols for algebraic statements, more concretely proofs of knowledge of preimages of elements via
group homomorphisms, later extending this to ZK-ready functions, a notion introduced in [I5]. We present
a general construction of X-protocols for these types of relations from linear secret sharing schemes (LSSS),
where the properties of special honest-verifier zero knowledge and (v-)special soundness are based on the
linearity, privacy and reconstruction of the linear secret sharing scheme.

In the case of proofs of knowledge of homomorphism-preimage involving groups of known prime order, using
degree-1 Shamir secret sharing scheme (1-privacy, 2-reconstruction) leads to Schnorr’s protocol in the case
of discrete logarithm (and the generalization in [30] for other group homomorphisms); using the Franklin-



Yung [23] “packed” (also called “ramp”) version of Shamir with 1-privacy, k + 1-reconstruction and k secrets
leads to the batched Schnorr protocol from [24]. These seem to be the best options in this prime-order group
scenario.

However, in the case of hidden groups, our construction can be instantiated to yield new results of batched
ZKPoKs with improved complexity. By instantiating our construction with a new family of black-box secret
sharing (BBSS) schemes that we introduce, we obtain X-protocols that can be used over any finite abelian
group (regardless of its order or structure). In this case, we obtain improved amortized communication
complexity with respect to the X-protocols in [I5/T6].

When applied to algebraic statements on class groups (e.g. ZKPoK of discrete logarithm), our protocol
improves on previous alternatives [QT07] in either amortized complexity, in the first case, or lack of reliance
on additional assumptions in the other two (while still matching the amortized complexity of these protocols).

While this black-box secret sharing approach also yields batch ZKPoKs of plaintext knowledge of Joye-Libert
ciphertexts, in that case we show a better alternative using Shamir secret sharing over Galois rings. This
approach is essentially the one used in [2] to prove knowledge of opening of a vector commitment that was
introduced there, but we have not seen it being mentioned explicitly for the case of Joye-Libert and moreover,
we provide a more generalized construction that allows more tradeoffs between communication complexity
and soundness. We detail these contributions below.

1.1 Contributions

Y-protocols for knowledge of homomorphism preimage from monotone span programs Given
a ring R, modules My, My over R, and a R-module homomorphism F : M; — Moy, our first goal is to
describe a X—protocol for the language {(w,z) € MY x M5 : F(w;) = x; Vi € [k]} using R-linear secret
sharing schemes, see Theorem [I| This includes the case of group homomorphisms, where 2t; and M- are
two finite abelian groups: we can always see these as modules over R = Z, and in cases such as cyclic groups
of known order m, they are furthermore modules over R = Z,,.

Our construction uses the language of monotone span programs [29] because it allows us to capture simul-
taneously linear secret sharing schemes over different domains (namely 21; and 9My) as long as they are
modules over the same ring. In Section [2] we introduce a definition of k-monotone span programs over a ring
R for a monotone access structure (A, I') which yields, for every R-module 9, R-LSSS where secrets are
vectors of k elements in 91, each share may be one or more elements in 91, and such that there is respectively
privacy and reconstruction for (at least) all sets in A and I

The structure of the X-protocol mimics the idea described above for Schnorr’s protocol: namely, the prover
chooses randomness in 9y, sends the images of the randomness via F', receives a challenge specifying one or
more share-indices and replies with the corresponding shares of the witness using the randomness committed
to in the first message.

In Section [3]| we prove that the protocol has zero-knowledge as long as the set C of possible challenges is
contained in A. For special-soundness, we introduce the notion of extraction number v(C, I') of the challenge
set C with respect to I, which is the minimum v for which the union of any v challenges is in I". We show that
the X-protocol has v(C, I')-special soundness, leading to a knowledge error upper bounded by (v — 1)/|C|.
This bound cannot be improved in general.

New “packed” Black-Box Secret Sharing Schemes with small shares In the case of homomorphisms
involving groups of large prime order p (exponential in the security parameter), which are modules over Z,,
using 1-private Shamir’s scheme for £ = 1 and their packed variant for larger k is optimal: in that case,
one has a scheme with an exponential number of shares, so C is of exponential size and we obtain negligible
soundness error already for challenges of size 1.



However, the situation is more interesting in the case of groups of unknown order. In this case, we can
instantiate our protocol using the notion of black-box secret sharing [22]. A black-box secret sharing scheme
can be applied to any abelian finite group G obliviously to its order and structure: sharing and reconstruction
only use black-box access to the group operation, inversion and random sampling of elements. The notion is
equivalent to that of a monotone span program over Z. Note that Shamir secret sharing “over the integers”
is not a threshold black box secret sharing scheme since it only allows to reconstruct a multiple of the secret
instead of the secret itself.

It is known [I8] that threshold black box secret sharing schemes require shares of average size logn group
elements, where n is the number of parties. A line of work [I8/T9/20] has led to the construction of general-
threshold (¢-privacy, t + 1-reconstruction) black box secret sharing schemes essentially matching the bound.
However, in those constructions the secret is just one element of G. Furthermore the aforementioned con-
structions have one important caveat for its use in our X-protocols: in all these constructions the computation
of just one share has complexity linear in n. This means that, unlike in the prime order groups case, we
cannot set n to be exponential in the security parameter.

The situation is better in the specific case of 1-privacy and 2-reconstruction, which we denote (1, 2, n)-BBSSS.
A family of (1,2,n)-BBSSS with n = 2*, secrets in G* and shares in G?*~! appears implicit in [I5], where
they use it exactly in the same way as in our X-protocol.

In Section [4 we show that this construction can be generalized and improved. First, we show that for general
k,n > 0 (i.e. not necessarily n = 2¥) the construction above can be generalized to obtain (1,2,n)-BBSSS
with secrets in G* and every share in G"* where h, = k+ [logn] —1. Next we show that this can be improved
to hy = k+logn —2 if K =0 mod 2 and n = 4™ for some m > 0, and to h, = k+logn —3 if £k =0
mod 3 and n = 8™ for some m > 0. Moreover, in both [I5] and our construction, the shares are computed
efficiently using a matrix with entries in {—1,0, 1} making them suitable for our X-protocols.

Batched proofs of knowledge for statements on class groups for statements over class groups
In Section 5] we apply our X-protocol construction from Section [3] together with the black box secret sharing
scheme from Section [4 to obtain new protocols for proving batches of statements on class groups. We
illustrate these with the examples of ZKPoK of discrete logarithm and ZKPoK of plaintext and randomness
corresponding to ciphertexts under the CL-HSM encryption [I1], but our results can easily be extended to
other types of statements: discrete logarithm equality, correct multiplication of ciphertexts etc.

With this we obtain ZKPoK for those relations that compare positively (in an amortized way) with the
ones we know of in the literature. They are more efficient in communication and computation than the
proofs using binary challenges from [9], and have similar complexity to the proofs in [10I7] but do not require
additional assumptions (in particular they can be applied in protocols where the prover might have chosen
the basis of the discrete logarithm, unlike [10]), and they are proofs of knowledge, as opposed to just sound
proofs like [7]. We remark that [7] also contain proofs of plaintext knowledge for a CL-HSM encryption,
where the prover shows knowledge of only the plaintext and not the randomness. However, this proof (and
also the one in [I0]) only works for the version of CL-HSM where the plaintext space Z,, is such that m is
a large prime (or a product of large primes) and would not work directly for more general m, in particular,
for the case considered in [I3] where m = 2*. Since our PoK work regardless of the factorization of m, as far
as we know our proofs are the most efficient proofs of plaintext knowledge (again in an amortized sense) for
the more general version of CL-HSM.

Extension for ZK-ready functions and batched PoKs for Joye-Libert We can also extend our
construction to deal with proving knowledge of preimage of group elements via ZK-ready functions, see
Theorem [8] These capture “almost-group homomorphisms” that arise in particular as encryption functions
of schemes such as Paillier [32] or Joye-Libert[27]. Considered as maps that take as argument a plaintext
message in an additive group U and a random element in a multiplicative group S, and output a ciphertext in
a third multiplicative group X, these encryption functions are homomorphic only “up to a correction factor



in the S-argument”, meaning that f(u,s)- f(v',s') = f(u+u',s-s" - 6(u,u’)) for some § depending only on
u and u’. We extend our X-protocols to deal with this case in a similar way as is done in [I5]. In the third
message the prover needs to adjust the “S-part of the share” to account for the above phenomenon, since she
is opening a linear combination of shares. The one technical difference that we find with the homomorphism
case is that because of this correction factor, proving zero-knowledge seems to require additional properties of
“share uniformity” and “randomness-uniqueness”, see Theorem [8] but these are satisfied by all our BBSSS.

However, in the case of Joye-Libert encryption scheme we can obtain improved packed ZKPoK by using the
fact that (Z4:)? is isomorphic to the Galois ring GR(2!,d). A Shamir secret sharing scheme over that Galois
ring can then allocate up to 2¢ participants, and using this as a LSSS over Zy we obtain batched X-protocols
for proving knowledge of plaintext for k ciphertexts with 2~% soundness error, which communicate only k
elements in Zqy and Zy. Moreover, tradeoffs are possible if we use packed versions of Shamir instead.

1.2 Related work and open questions

As we mentioned earlier, a concurrent paper [35] observed that Schnorr’s protocol, as well as other X-
protocols such as “batched Schnorr” [24], Okamoto [3I] and Guillou-Quisqater [25], can be interpreted in
terms of secret sharing as described above. Nevertheless, the direction of their work from there on is then
different than ours, as they go to investigate proofs of statements containing a non-algebraic component from
verifiable secret sharing, using an MPC-in-the-head-like technique. In their work, the protocol is applied to
validate statements containing a non-algebraic component, for which they employ MPC-in-the-head. On
the other hand we use this connection between secret sharing and X-protocols to improve their concrete
complexity for some classes of algebraic statements, as we have discussed. Another difference is that the
general construction of their work uses Verifiable Secret Sharing (VSS) and the X-protocol check is done
through the share correctness verification algorithm. Our X-protocols can be seen as a special case: cast in
their framework, we implicitly define a VSS using the fact that MSPs induce linear secret sharing schemes in
both the domain 9;, and the range M5 of the homomorphism F'; the verifier checks the validity of a share
from 9y by comparing it with the share in 915, which can be computed by the verifier himself, since he has
received the randomness in the first message.

Another related concurrent work is that from [4], which defines the notion of generalized special-soundness
given by an access structure I', or more precisely, by the set of qualified sets of the structure. In their work I”
collects the sets of challenges that allow to extract a secret from the corresponding transcripts. In our case,
when our challenge sets C are all singletons, i.e. the challenges specify exactly one share-index, our access
structure coincides with their I': in their language, our scheme has I'-out-of-C special soundness for the
family I of qualified sets of the secret sharing scheme. In particular, one of the uses of this notion in [4] is to
construct efficient knowledge extractors for X-protocols with tight knowledge error (v —1)/|C| in cases where
this is not implied by usual v-special soundness because of v being exponential in the security parameter.
In fact, our Theorem [I] requires the extractor to compute efficiently the reconstruction vector corresponding
to the union of v challenge sets (which is not possible if we need to read an exponential number v of share
indices, even if the reconstruction vector has a small number of non-zeros). [4, Theorem 1] removes this
restriction and implies our protocol is also a ZKPoK with knowledge error (v — 1)/|C| as long as I" satisfies
the assumptions of their theorem.

A different comparison, and the best comparison point for our results, is the work [I5] and its journal
version [16]. They implicitely provide a (1,2, n)-black box secret sharing, and they construct X-protocols to
simultaneously prove k instances of statements, for n = 2*, at 2k — 1 group elements communication cost.
As mentioned before, we improve their construction by first, adding more flexibility to it, where our scheme
in fact enables to share k secrets among any number of participants, not necessarily n = 2¥; and second, by
improving the amortized communication complexity to k& + logn — s for kK = 0 mod s and n = 2°™ when
s = 2 or 3. This leaves a question open whether one can further improve this to larger values of s.

Another interesting question are whether one can obtain (¢, r, n)-black box secret sharing schemes that lead to
better parameters in the corresponding secret sharing schemes. Works such as [I8/T9J20] construct threshold



(t,t+1,n)-BBSSS with quasioptimal (in n) share size log n+c group elements for small constants c. However,
their constructions only consider secrets which are a single group element and furthermore, constructing a
single share requires O(n) computation. Nevertheless, an appropriate packed generalization of these schemes
could potentially make them useful for our construction if the setting where ¢t = poly(\) and n = poly(A)
for security parameter \, leading to negligible soundness error.

With respect to our applications to batched PoK in hidden order groups, we have already discussed the
improvements we obtained in the case of class groups, and more details are given in Section

As noted earlier, our construction of batched proofs of plaintext and randomness knowledge for Joye-Libert
ciphertexts follows the steps of the proof of knowledge of opening of certain homomorphic vector commitments
over rings in [2]. In that work they use that X-protocol as basis for a compressed X-protocol [3] for proving
knowledge of a committed vector satisfying a certain linear constraint. We note that compressed X-protocols
(and bulletproofs [§], on which this abstraction is based) provide an amortization which is different than ours,
where the statements consists on proving knowledge of a vector of the form w such that L(w) = z, Com(w) =
C for a linear form L and homomorphic commitment C'om, and the proofs become logarithmic in the length
of the vector. In contrast we are proving knowledge of w satisfying F(w;) = z; for a group homomorphism
(or ZK ready function F'). We do not rule out that our results can be combined with the compressed X-
protocol technique to obtain amortized proofs of knowledge of several openings of commitments constrained
to a linear form, as is the case in [2].

The problem of batching proofs of knowledge for Joye-Libert ciphertexts, as mentioned above, has arisen
in applications such as multiparty computation [I4] and threshold ECDSA [34]. These works have found
different ways of circumventing the fact that extraction with a straightforward Schnorr protocol would fail
due to the fact that the challenges differences are not invertible. In the former work, the authors resort to a
proof of knowledge where only part of the witness can be extracted, which creates overhead in the protocol,
as it requires to embed the actual data in a larger ring Zs:. In the latter, the authors also acknowledge that
they need to construct a more involved protocol due to this obstacle. Therefore we expect that our results
can lead to improvements in these and other applications.

Lastly, the Black Box Secret Sharing Scheme introduced in this paper is formulated through a matrix with
coefficients in {—1,0,1}, as detailed in section Hence, it would be worthwhile to explore its potential
applications in lattice-based cryptography, where such properties are useful, see e.g. [5].

2 Preliminaries

2.1 General notation

Throughout this work, we denote vectors with bold font (e.g. v). A bold font of a function is used to represent

the vector resulting from applying the function to each element of another vector, e.g. if v = (vy,...,v,),
then f(v) := (f(v1),..., f(vn)). VT denotes the transpose of a matrix V. |C| denotes the cardinality of a set
C and logn denotes the logarithm in base 2 of n. For m < n, [m, n] represents the set of integers {m, ..., n}

and for n > 1 we denote by [n] the set [1,n] = {1,...,n}. For any T C [n] and matrix M € R"*¢  for a ring
R and h > n, Mt denotes the submatrix of M obtained from the i—rows, ¢ € T and hr is the number of
rows of M.

2.2 X —protocols

Let W, X be two finite sets, and let R C W x X be a relation. A zero-knowledge proof of knowledge is a
protocol between a prover P and a verifier V, both of whom have a common input z and where P wants
to convince V she knows a witness w € W for x with respect to R, i.e. (w,x) € R, without revealing any
additional information about w. X-protocols are zero-knowledge proofs that follow the template in Figure
where C is a finite set, called challenge set.



Prover (w,z) Verifier (z)

Random tape : p

a = a(w,z,p)

¢ c+sC

z = z(w,z,c,p) accept /reject

Fig. 1. Y-protocol template

Definition 1. X-protocol: A X'-protocol for relation R is one that follows the template in Figure [1] and
satisfies the properties below:

— Completeness: if P and V' follow the protocol, then V always accepts;

— k-Special Soundness: There exists an p.p.t extractor that, given x and k accepting conversations
(a,c1,21)50.05 (@, s 2), where ¢; # ¢; for all i,j € [K], efficiently computes w with (w,x) € R;

— Honest-verifier zero-knowledge(HVZK): There exists a p.p.t simulator S, which on input x € X
and ¢ € C, outputs a “conversation” (a,c,z) with the same distribution as a real conversation between
the honest P and V' on input x and where V' chooses ¢ as a challenge.

Most definitions in the literature require x = 2. However, it is worth to admit larger «, since in [3] the
following result is provided.

Proposition 1 ([3]). A X-protocol with k-special soundness is a« HVZK proof of knowledge with knowledge
error at most (k —1)/|C|.

2.3 Secret sharing

Definition 2 (Access structure). Let n > 1 be an integer, 2I") be the family of all subsets of [n] and let
A, T c 2", The pair (A, T) is a access structure (for [n]) if 0 € A, [n] € T, and ANT = ().

In addition, (A, I') is monotone if the following holds: (i) if Ty € A and To C Ty then Ty € A; (i) if S € I
and S1 C Sy then Sy € I'.

For 0 < t < v < n, the threshold access structure (A, I')¢n is defined by A = {T C [n] : |T| < t}, and
I'={SCin]:|S|>r}.

All access structures considered in this work will be monotone.

Definition 3 (Secret sharing). For the purpose of this paper, a secret-sharing scheme(SSS) for a mono-
tone access structure (A, ') consists of a space of secrets Sy, a space of randomness R, spaces of shares
Si,-+,8, and a map Sh : S Xx R — 81 X -+ x S,,, such that, if Shy denotes the projection of Sh to
XicaS;:

— FEvery set S € I' is a reconstructing set: for any as € X;csS;, there erists at most one s € Sy with

Shs(s,r) = ag for some (possibly non-unique) r € R;

— FEvery set T € A is a privacy set: for any ar € X;erS;, and any s, s’ in Sy we have [{r € R : Shp(s,r) =
ar}| = {r' € R : Shp(s',7") = ar}|. In other words, conditioned to the shares for T being ar, every
element in Sy has the same probability of being the secret.



Definition 4. A (t,t,n)—secret-sharing scheme is an SSS for (A, I')¢cn.
In this work we will be considering secret sharing schemes which are linear over certain ring, as defined next.

Definition 5. Let R be a commutative ring with an identity, and M a finite module over R. A linear secret
sharing scheme (LSSS) over R is a SSS with Sy = M+, R = M, S; = MM for i € [n] where k, e, h;
are positive integers, and Sh : MF x M — x™ M is given by a sharing matrix M € RIx(kte) (where
h =" h;). Namely (o1,...,0,)" =Sh(s,r) = M(s,7)".

The same matrix M € R"*(k+¢) can define secret sharing schemes for different instances of 9. Seeing
M through the lens of Monotone Span Programs, which we detailed next, we can capture properties of
reconstruction and privacy that apply to every secret sharing scheme defined by M, regardless of the module
m.

2.4 Monotone Span Programs

Monotone Span Programs (MSP) were introduced in [28] and are closely related to LSSS. We provide a
slight generalization that endows MSPs with k linearly independent target vectors (rather than just one as
in [28]) and detail its relation to LSSS with secrets of size k.

Definition 6 (k-Monotone Span Program). Let k,n > 1 be integers, and let (A, I') be a monotone
access structure for [n]. A k-Monotone Span Program (k-MSP) M over a ring 9%t computing (A, I") is a
quadruple (R, M, W, k) with M € RP*F+e) e >0, h > n and ¥ : [h] — [n] surjective, that satisfies the two
properties (Py) and (Ps) below.

— (P1) for every T € A, there exist vectors )\(Tl), ...,/\gg) € MEte with:
i—1 k—i
G _ N . o (i) . .
e A =1(0,...,0,1,0,...,0,%,...,%), i.e. the projection of A\" to the first k components is the i-th
unit vector.

. /\E‘,f) € Ker My, i.e., Mp A0 = 04, .

i—1 kte—i
) —N— —
— (Py) for any S € T, for all i € [k], p := (0,...,0,1,0,...,0) € Im(MJ) .
Le., there exist vectors pg) e Rhs i =1,... k (called “reconstruction vectors”) that satisfy the equations

Notation: In some cases we will define a MSP from a collection M; € RP*(*+€) i < [n], hence we write
M = (R, {M;};cjn), k) meaning M is defined by stacking the blocks M; in the rows ¥~*({i}).

Monotone Span Programs and Secret Sharing. The following is a direct generalization of a result in [29], see
Section [A] of the Appendix for a proof.

Proposition 2. Let M be a k-MSP over a ring R. If M computes (A, I") then every T € A is a privacy
set, and every S € I' is a reconstructing set of every LSSS over R with sharing matriz M.

3 JX-protocols from Secret Sharing Schemes

In this section we present a general construction of X' —protocols from R-linear secret sharing schemes (k-
MSPs over R). The X-protocols apply to relations of the form R = {(w,z) € MExME : F(w;) = x; Vi € [k},
where 9t1, My are modules over R, and F' : My — My is an (efficiently-computable) MR-linear map. Recalling
our notation that F(w) := (F(w1),..., F(wy)), the relation is abbreviated as F(w) = z.



Definition 7. A challenge set C compatible with the access structure (A,I') is a non-empty subfamily
0 #£CC A (ie. afamily of E C [n] such that all E € A). The extraction number of C with respect to (A, )
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v(C, I") :=min{v > 0: U E; € I' ¥V pairwise distinct Er, ..., E, € C}.
i=1

The following theorem showcases our X' —protocol construction.

Theorem 1. Let R be a ring and My, My be finite R—modules. We assume we can compute the action of
R on My, My efficiently. Let F : My — Ma be an M—module homomorphism. Let M = (R, M, ¥, k) be a
k—MSP over R computing (A, I'), where M € Rh*(k+e),

Let C be a compatible challenge set with respect to (A, I') and v = v(C,I) its extraction number. Assume
it is possible to sample efficiently uniformly from C and My, that for every E € C, Mg can be computed
efficiently, and that for any pairwise distinct Eq,...,E, € C it is efficient to compute the reconstruction
vectors pg), where £ = U;l E;, promised by Definition |6

Then Figure | provides a X -protocol with v-special soundness and perfect honest verifier zero-knowledge for
R = {(w;z) € Mk x ME : F(w;) = x; Vi € [K]}.

Prover Verifier
r s M a=F(r)
E E+sC
T T
e e (ﬁ) 2= Bher F(zr) =" M <ZT>

Fig. 2. Y-protocol from k-MSP

Proof. Completeness: Since F'is a R-linear map, it satisfies F'(a-m) = a-F(m) and F(m+n) = F(m)+F(n)
for a € M, m,n € My, and hence, F(A-m') = A-F(m)' for any matrix A over R and vector m

over M, of matching dimensions. Therefore, for the challenge E and zp = Mg -v' we have the equality
F(zp)=F(Mg-v") = Mg -F(v)" where F(v) = (F(w),F(r)) = (z,a).

v-Special Soundness: We want to prove that there is an extractor that, given v accepted conversations
of the form (a, E;,zg,) for i € [v] with same vector @ € 95 and different challenges E;, reconstructs the
secrets wy, ..., wg. Let € = UY_, E;, we define a vector zg with coordinates indexed by & as follows: for each
c € &, cis in some E;. The extractor chooses one such E;, and defines the c-th coordinate z. of z¢ to be
the corresponding coordinate of zg; (the extractor will work even if different zg; disagree in a common c-th
coordinate). Since the conversations above are accepted, we have F(z.) = M, - (z,a)" for all ¢ € £ and
therefore F(z¢) = Mg - (z,a)". By assumption, & is a reconstruction set for the MSP, consequently, for
each j € [k], there is a reconstruction vector p. € Rl such that z; = p} - F(zg) . Set w; = p - z{, then
F(w;) = F(pk -21) = pk - F(ze)T =z, for all j € [k].

Honest-verifier zero-knowledge: We prove the existence of a simulator that, given « in the language and
a challenge E € C, produces conversations whose distribution is the same to that of an honest conversation
using a witness w for x. Here, intuitively, we will use the fact that in the real protocol the shares zg do not



give any information about w because of the privacy of the secret sharing scheme for the set E, so these can
be simulated by a sharing of an arbitrary element, for example 0y, := (0,...,0) € I¥.

Concretely the simulator:
1. Samples 7 uniformly at random in 9¢ and sets 2 = Mp(0,7)".

2. For i € [k] let A(¥) be an (arbitrary) element from the space
Api = {A® e e A0), = 1, D), = 0 for j € k], MpA? ' = 05)

which is non-empty by definition of k-MSP (Definition @(PQ)) Define X)) to be the projection of A"
to the last e coordinates.

3. Definea = F(F) + AV -y 4+ + A0 . gy
4. Output (a, F,Zg).

We show that (&, F, £g) has the same distribution as a real honest transcript with witness w. In fact, (&, E, 2g)
is exactly the real conversation that arises when the prover chooses r =7 + Zlex(i)wi as randomness at
the beginning of the protocol. Since in the simulation 7 is chosen uniformly at random, r is also uniformly
random.

Indeed, if the prover uses this randomness, the first message of the real conversation is F(r) = F(F +
Zlex(i)wi) =F(r)+ Zle A@z; = @, while the third message is Mp(w,r)" = Mg(w,7+ Zlex(i)wi)—r =
Mg(0,7)T + Mg(w, Y7, XDw;)T.

Recall that A = (0,...,1,...,0,X®), so (w,Zlex(i)wi) = Zle A, Since ME)\“)—r =0 Vi € [k], we
conclude Mg(w,r)" = Mg(0,7)" =Zg. O

Corollary 1. The protocol in Figure[dis a X-protocol with knowledge error < (v—1)/|C| (from Proposition
).

Its average communication complexity is e elements in My (first message), > p cclog|Ei|/|C| bits (second
message), Y cc hE,/|IC| elements in My (third message).

Ezample 1. Protocols from Shamir secret sharing and variants As mentioned in the introduction, if M, = Z,
and My = (g) is a group of large prime order p, and F(w) = g*, for the case k = 1 (the usual proof of
knowledge of DL of one element) we can use (1,2, n)-Shamir’s secret sharing scheme with n < p and recover
Schnorr’s protocol. Similarly we can capture known protocols for other languages like discrete log equality.
This type of protocols for group homomorphisms of large order have been for example unified under a
common framework in [30]. In the case k > 1, we obtain the generalization of Schnorr’s protocol, we can use
a k-MSP for (A, I')1 k11, (again n < p) where to share (sq,...,s;) € ZF we sample a random coefficient
r € Zp and define the shares as evaluations of s; + 590X --- + s, X*1 + rX* in nonzero points of Z, (we
can include r, the “evaluation at infinity” as an additional share), this is the same construction as in [24].
We obtain a X-protocol with k + 1-special soundness and knowledge soundness k/p. In this case, it does not
make much sense to use other privacy thresholds, on account of the fact that 1-privacy protocols already
lead to negligible soundness if we take p exponential in the security parameter.

Remark 1. — On exponential number of shares: Note only Mg, the submatrix of the rows of M correspond-
ing to the challenge F, needs to be computed. Therefore, even if n is exponential in security parameter
A, the protocol can be efficient, as long as Mg can be computed in polynomial time.

L Note A® - x; denotes the coordinate-wise action of vector A® ¢ %’*te on the element x; € My, that is, if
X(Z) = (ngv s 7X§€Zj—e)7 then X(’) c T = (Xgl) 2T 7XI(€Z—3—6 . ml)
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— Threshold access structure: In Section of the Appendix we consider the following question: if we fix
A and I to respectively be the sets of at most t elements and at least v elements, what is the choice of C
that minimizes the knowledge error bound (v — 1)/|C|? We find out that an optimal choice in that sense
is to select C to be the family of all sets of size exactly t. However, surprisingly in some cases this is not
the only choice minimizing this bound and choosing a smaller C can achieve the same knowledge error,
which makes it preferable from the point of view of communication complexity. We prove that optimal
choices are characterized by combinatorial designs.

— Optimality of knowledge error bound: In general the knowledge error bound in Figure [2] is optimal for
our protocol: we show in Section [B:2] of the Appendix that for the discrete logarithm equality relation a
malicious prover breaks soundness with probability (v — 1)/|C|.

3.1 Non-Interactive X'—protocols

The well known Fiat-Shamir heuristic allows to turn the ¥'—protocols from Theorem [I|into a non-interactive
argument in the random oracle model. Let H : {0,1}* — C be a random oracle mapping strings into elements
of the challenge space. The honest prover constructs a as in the protocol, computes E = H(x,a) with the
random oracle and zg as in the protocol and outputs the proof (a, E, zg). The verifier performs the same
check as in the protocol, and verifies that E = H(z,a), accepting iff both checks pass. This protocol requires
the same average communication as in the above corollary, only that now is sent by the prover in one go.

A more interesting question is whether we can perform a commonly used optimization available in Schnorr’s
protocol and similar ones, consisting on only sending the second and third messages (in our case (E,zg))
in the protocol from Theorem [1| The verifier then reconstructs the first message (a) from those messages
and the statement x using the verification equation from the X-protocol, and finally the verifier checks the
random oracle equation E = H(z,a).

In our case this works if, given any possible z, E, zg, there is a unique a such that F(zg) = Mg - (z,a)" and
this can be efficiently obtained by the verifier. It may be convenient to rephrase the uniqueness condition as
follows (which is a consequence of linearity of M): for any E € C, d = 0 is the only solution to 0 = Mg-(0,d) .

In summary, we have:

Prover Verifier

r«sMi,a=F(r)
E =*H(z,a)

T T
25 = Mg - C‘}) (E,2r) Finds a s.t. F(zp) = Mg - <ZT)

E =" #H(z,a)

Fig. 3. Optimized NI-Y-protocol from k-MSP

Theorem 2. In the conditions of Theorem[1], let in addition M satisfy that for any E € C,
—d =0 € M is the only solution to 0 = Mg - (0,d) " ;
— Givenz € M, y € DJ?SE, computing the unique a € M§ with Mg - (x,a) " =y is efficient.

Then assuming the Fiat-Shamir heuristic, the protocol in Figure[3is a non-interactive zero knowledge proof
of knowledge for R, with the same security properties as in Theorem[d], in the random oracle model.
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Remark 2. In Section [] below, we introduce (black box)-secret sharing schemes with 1-privacy (hence C
contains only sets of size 1) where each share is of the form o; = N;w + a, for a public matrix N;. In
this case, given the index ¢, the share ¢; and the secret w, the randomness can be determined uniquely as
a = 0; — N;w, and clearly this is an efficient computation as it requires the same operations as constructing
a share. Therefore those secret sharing schemes fulfil the additional properties in the theorem above.

4 Packed black-box secret sharing schemes

In this section we present constructions of packed black-box secret sharing schemes with 1-privacy and 2-
reconstruction, where our main goal is to optimize the secret-to-share size ratio. We introduce constructions
derived from a secret sharing scheme outlined in [I5] and make improvements to reduce its share size. The
BBSS scheme will be utilized in later applications involving class groups, Section |5} Finally, we will discuss
the outcomes when applied on Y-protocols.

4.1 Background on black-box secret sharing

First introduced by Desmedt and Frankel [22] and further studied in works such as [I8[I9)20], a black-box
secret sharing scheme (BBSSS) is a SSS that can be applied to every finite abelian group, obliviously to
its structure, i.e., sharing and reconstruction only use black-box access to the group operation and group
inverse, as well as random sampling of group elements. As argued in [I8], since every abelian group G is a
Z-module, a MSP over Z computing the access structure (A, I') yields a black-box secret sharing scheme for
that structure, so we can reduce the problem to finding MSPs over Z for the desired structure.

To the best of our knowledge, previous works have focused on sharing a single secret of a group G. [19]
provides BBSSS for threshold structures (A, ')t ¢y1,, where h; = [logn] for ¢ € [n], i.e., every share is
[logn] elements of G. This is known to be very close to optimal, as the average share size must be at least
[logn| — 1 [I8]. However, this bound does not rule out that one can share a larger secret “at roughly the
same price” (even in the threshold case).

Apart from the fact that these schemes share a single secret, a greater obstacle in using the constructions
from the line of work [I8[T9I20] as a basis for our X-protocols is that the computational complexity of
even computing one share in all those schemes is £2(n). That means that Remark [1| does not apply: setting
n = exp(A) would make the computation time be exponential in A\ too. Setting n = poly(\) means that a
soundness error of 27* requires to either use a privacy threshold and challenges of size £2(\) or (if we want
smaller privacy threshold and challenges) to use repetition to amplify soundness, both options incurring still
in considerable (although polynomial in \) communication overhead.

These two issues motivate us to search for (threshold) packed BBSS where the size of the shares does not
grow too much in comparison to the secret, and where we can compute each share in time polylog n.

4.2 General framework

For the next constructions, we use the following blueprint: each share will consist of the same number
h; = h. of group elements, and the corresponding block in the MSP will be of the form M; = (N;|In, xn.) €
Zh=x(F+he) xwhere I, wp,, represents the identity matrix of size hy X h.. Therefore, the shares of s € G* are
N;s' +r,i € [n] (for a uniformly random common r € G"+).

First we will set the ralation between a family of matrices and the existance of a black box secret sharing
scheme in the following theorem.

Theorem 3. Let {N;}cpn) be a collection of matrices with N; € Zh>*k . Let M; := (N;|In, xn,),i=1,...,n,
M be the stacking of all these matrices, and let M = (Z,{M;};c[n), k).
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If, for all i # j, N; — N; has a left pseudoinverse R;; € Zkxh (. R;;j(N; — N;) = Ipxi), then M is a
k-MSP over Z computing (A, )12, and hence a (1,2,n)-BBSSS with So = G* and S; = G for i € [n].

Proof. We argue the properties directly in terms of secret sharing. As mentioned above each share is o; =
N;sT +r where r is uniformly random in G"+. Hence, each individual share is independent from s, and we
have 1-privacy. The scheme has 2-reconstruction because for every set {4, j} C [n], there exists R;; such that
Rij(0; — aj)T = sT. Note here it is crucial R;; has coordinates in Z, so that R;; (;— aj)—r can be computed
with black box access to the group operation and inversion. a

Remark 3. The conditions imply h, > k. In the case h, = k, N; — N; has an inverse defined over Z iff
det(NV; — N;) = £1. For the more general case h, > k, if N; — N; has a (k X k)-submatrix with determinant
+1 then it has a left pseudoinverse, but the converse is not necessarily true.

4.3 Constructions of packed (1,2,n)—BBSSS

We recall and generalize a black box secret sharing scheme implicit in a X-protocol in [I5] and its journal
version [16]. The construction originally fixed n = 2¥ and obtained h, = 2k — 1. For our purposes we want
more flexibility and show that we can “decouple” both parameters. We present directly our generalization.

We define ¢ = [logn]. We identify elements of [n] with pairwise different vectors i = (ig,...,43,_1) € {0, 1}%.
Let the k columns of N; be shifts of the vector i padded with k& — 1 zeros, as follows:

1o 0
N; = | i1 10 S Z(k—M_l)Xk
0 tr—1

Lemma 1. For every i # j, Ny — N; has an integer left pseudoinverse.

Proof. Let m be the smallest index in [0,¢ — 1] where i, # jm. Then the k x k submatrix of N; — N;
containing rows m to m+ k — 1 (where we start indexing rows at 0) is a lower triangular square matrix with
its diagonal containing all 1’s or —1’s, hence with determinant +1. a

Combining Lemma, [I] with Theorem [3] we have:

Theorem 4. Let 1 < k,n be integers. There exists a k-MSP over Z for (A,I')1 2, with hy = hy =k +
[logn] —1 for all i € [n]. Consequently there is a packed black-box secret sharing scheme with secrets in G,
and every share in G". In particular for n = 2%, every share is in G**—1,

Next we show that this scheme is not always optimal, in terms of share size h, for given k and n. First, for
k=2 and k =3, n = 2%, there are optimal (1,2,n)-BBSSS with h, = k = logn, given by the N; below. E|

= (00w () e (00 (3)

2 The matrices have been found by first taking matrices N/ representing multiplication by different elements of the
fields Fyr, which leads to det(N; — N}) =1 mod 2, and then (for k¥ = 3) using brute force to fix the cases where
det(N] — NJ) # +1.

k=2
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000 100 010 001
Ni=|000|, No=]010]|, Ny={001]|, Ny=1[110

000 001 110 011
110 011 111 1 01
Ns=|o011|, Ng={111), Ny=|-101], Ns=[-100]. (2)
111 101 100 0 —10

Lemma 2. The matrices above define, respectively for k = 2 and k = 3, (1,2,n)-BBSS schemes with n = 2,
secrets in G*, and each share in G*.

The lemma can be verified directly by computing the determinant of every N; — IV;. Next, we use these as a
basis for improving on Theorem [4] We need the following generalization of the construction in that theorem,
where we replace the entries i; by square blocks A;: i.e., given a vector A = (Ao,...,Ap_1) of ' square
matrices where each A; € Z***, consider the matrix

Ao 0
. A
NA — | Ay c 75 (U +k —1)x sk’
Ap_q Ao
0 AZ/—l

Lemma 3. Let N' = {N;} be a collection of matrices in Z°** such that for each i # j, N; — N; has an
inverse in Z°*%. Then for every k' < ¢’ and A,B € N with A ;é B, the matrit Na — N has a left
pseudoinverse. Therefore, in these conditions there exists a (1,2, |N|* ) BBSSS with secrets in G¥'$ and each
share in G +F =Ds,

Proof. This is proved similarly to Lemma (I} by considering the first index 4 in [0,¢ — 1] where A; # B;
differ, and noticing that the (sk’ x sk’) square submatrix of Ny — Np containing row-blocks i to i + k' — 1
is “block-lower triangular” and hence must have determinant det(4; — B;)¥ = (£1)¥ = +1. This proves
N4 — Ng has a left pseudoinverse. The last part is a consequence of Theorem a

Lemma [2| give us, for s = 2 and 3, families A; of matrices in Z*** with |[N| = 2%. Plugging each of this
constructions into Lemma [3] we have:

Theorem 5. For s = 2 and 3, and any k',¢' > 0, there exists a (1,2,285/)-BBSSS with secrets in G* and
each share in G" where k = s- k' and h, = s- (¢’ + k' —1). This implies that for any n there exists:

— Ifk=0 mod 2, a (1,2,n) — BBSSS with h. = 2[logn/2] + k — 2; in particular, if n = 4™ for m € N,
then hy =logn + k — 2.

— Ifk=0 mod 3, a (1,2,n) — BBSSS with h, = 3[logn/3] + k — 3; in particular, if n = 8™ for m € N,
then hy, = logn + k — 3.

Remark 4. Note that the secret sharing schemes from Theorem [5] are indeed of the form of Theorem [3] i.e.
the i-th share is computed from the secret s as st +r for some matrix N; € Zn, xx and some randomness
r common to all shares. Moreover, all entries in N; are from {-1,0, 1}, since they are constructed with the
matrices in equations as blocks. Each row of every N; has at most log n entries which are non-zero. These
facts will be important in the application to X-protocols for class groups in Section
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4.4 Implications for X-protocols

Let G be any abelian group. Applying Theorem l a packed (1,2,n)-BBSSS with secret in G¥ and each
share in G"* induces a X —protocol for any relation of the form R = {(w;, ;)| F(w;) = x,i € [ 1}, where
F : Gy — Gs is a group homomorphism. The resulting X-protocol has 2—special soundness, a knowledge
error of %, and communicates h, elements in G; and Gs, and logn bits to communicate the challenge. In
particular, if we consider the packed (1,2,n)—black box secret sharing scheme in Theorem for n = 2* and
k = 0 mod 3 we get the following X' —protocol:

Theorem 6. Let R be a ring, M1,Ms be R—modules and let F : My — My be a R—module homomor-
phism. Then there exist a X—protocol for the relation R = {(w,z) € M} x M F(w;) = x4,Vi € [k]}, with
2—special soundness, error soundness 2~ and communication complexity k+ X\ — 3 elements of M1 and Mo
(and X bits for the challenge).

The proof is almost equivalent to the one provided in Theorem[I] Note that in case k& # 0 mod 3 we can include
additional “superfluous” secrets so that we get an appropriate k. In any case the resulting communication
complexity would be no more than k& + A — 1 elements of 9; and Mo (and A bits for the challenge).

5 Proofs of knowledge for statements on class groups

The results presented in Theorem [f] provide assurance that an efficient X' —protocol can be constructed to
prove knowledge of preimages of group homomorphisms. This capability extends to groups of unknown order
because of the usage of a black box secret sharing scheme and in particular class groups, with some slight
tweaks due to the fact that the space of witnesses will be an infinite Z-module in this case, as we will see in
this section.

Background We consider the framework proposed by Castagnos and Laguillaumie. Given a large integer £,
the framework defines a finite commutative group G and a cyclic subgroup G C G both of unknown order.
G is in turn a direct product G = F x G*, where F is of order £, while the order of G* is computationally
hard to determine. Moreover, F' is endowed with an algorithm to compute discrete logarithms easily. While
in earlier works [I1I] ¢ was taken to be prime, subsequent works [2IIT36] have considered other cases, such
as £ being a power of a prime or a product of primes. In particular, ¢ can be of the form 2% [I3] which is
useful for secure computation.

There are several variants of the Castagnos-Laguiallumie encryption, but all consist on essentially apply an
El-Gamal-like encryption principle where the encryption of m € Z; is of the form (¢1,c2) = (¢", pk” f™) with
f being a generator of F' and the public key pk being of the form pk = g* for a secret key sk. In perhaps
the most used form of the scheme, CL-HSM [12], g is a generator of G*. The owner of sk can obtain m since
it can first retrieve f™ = CQC;Sk (as in El Gamal) and then solve the discrete logarithm in F.

Proofs in the CL framework Proofs of knowledge for statements involving discrete logarithms are not
too easy to construct in class groups due to the fact that the order of the group is unknown. Let us consider
first the case of proving knowledge of w € Z such that g = z, for some g,z € G, which can be used for
proving knowledge of secret keys, proving correct decryption or VSS and distributed key generation [7]. To
achieve zero-knowledge the proof is defined with respect to some [—S,.S] interval in which an honest witness
is supposed to be (typically in protocols it does not help the malicious prover to have a witness in a larger
interval instead).

In these conditions, [9] defines a proof of knowledge, similar to Schnorr, where the challenge is binary and
achieves soundness error 1/2, reduced to 1/2* by repetition. In short the proof, parametrized by A, A € N is
as follows.

Repeat A times:
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— Prover sends a = g* where u < [0, AJ;
— Verifier sends b <% {0,1};
— Prover replies with z = u + wb;
— Verifier checks z € [-S,S + A] and ¢* = a - 2°.
Zero-knowledge is achieved as long as £S/A is negligible (and ¢ is polynomial).

To increase efficiency, [I0] avoids the repetition above by replacing {0,1} by a larger interval [0,C] and
increasing A. This achieves 1/C error-soundness and zero-knowledge as long as C'S/A is negligible. However,
one needs to rely on two hardness assumptions, called low order and strong root assumption, and perhaps
more crucially for applications, the latter in addition requires g to be uniformly random, which may prevent
its use in protocols where the adversary chooses g (see [7] for such a situation and more information). Finally,
based on a different assumption, called rough order assumption, [7] defines a sound argument that allows to
prove the existence of x and allow for adversarially chosen g, but this is not a proof of knowledge, achieving
only standard soundness.

We also consider the scenario in which the witness has some coordinates in Z and others in Z,, which
occurs for example in proving knowledge of plaintext and randomness (r,m) for a given CL-HSM ciphertext
(c1,¢2) = (g, pk" f™). The proof from [9] can still be used for this relation. The proof of [10] can be used
if £ is a large enough prime (or has large enough prime factors) but cannot be used (at least as a proof of
knowledge) e.g. in the case £ = 2%, because in this case the difference of two challenges may not be invertible
as soon as C' > 2. For the case ¢ prime, [7] defines a proof of plaintext knowledge, where the extractor can
extract m but not r; however, again this will not work if £ = 2.

Proofs of knowledge from our framework For simplicity, we directly use the BBSSS derived from
Theorem |5} defined by Ni,..., N, € Z"** so that each difference N; — Nj; has a left pseudoinverse. Recall
that given a finite abelian group G, the shares for w € G* are ¢; = N;w +7r for uniformly random r <s G"+.

In the case of the infinite group G = Z, we cannot sample r uniformly in Z"+ any more. Instead we achieve
statistical 1-privacy by sampling 7 uniformly from an interval [0, A"+, for some A € Z-( large enough so
that w € [, S]* is statistically hidden by each individual share N;w +r. Here it is helpful, that the N; from
Theorem [5| have coefficients in {—1,0,1}, as this prevents A from growing too much. On the other hand,
2-reconstruction holds without change.

Proof of discrete logarithm We first consider the relation Rprcg.r = {(w,z) € ZF x G* | g% = x; Vi =
1,...k} where G = (g) is the cyclic group of unknown order mentioned above. Let ¢ : Z — G be given
by ¥(w) = ¢g* and as usual let Y(w) = (Y(w1),..., ¥ (wy)). We assume the honest witness w will be in
an interval [—S, S]*. Then, consider the protocol in Figure 4| for the relation Rprca,k, parametrized by the
integer A. zVi is defined as the vector in G+ whose j-th coordinate is Hle :Cl(Ni)j’l where (N;);; is the entry
in row j, column [ of N;, and * represents coordinate-wise product.

Theorem 7. Assume Ny,...,N, € Z"*¥ are such that N; — N; has a left pseudoinverse for all i # j.
Moreover let D € Z% such that it is an upper bound for the sum of absolute values of the entries of every
row in every matriz (namely, Vi € [n],j € [h.], we have Zle |(Ni)jil < D).

Then the protocol in Figure || is a X-protocol with 2-special soundness and, as long as ¢ = SDh,/A is
negligible and h, is polynomial, it is statistical honest-verifiable zero knowledge. For the specific case of N;
as in Theorem[5, the result above holds with D = min{k,logn}.
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Prover Verifier

resfo, A e=¥r) =(g"..g")

i+ C = [n]

2i=N;-w' +7r 2i P(z:) =" 2" xa, ie.

k
Zi)4 ? (N1,>, .
9" =" (ITa ") - a; Vi € [hi]

=1

Fig. 4. Y-protocol over Class Groups

Proof. Completeness: We have that, for j € [h.], (2;); = (Zl 1 (Vi) - wi) + 7;. Therefore if 2; = g** for
l € [k] and a; = ¢g"7 for j € [h,], then clearly

k

g = ([a™"") a5 ) € [n.]

1=1
and the protocol accepts.

2-Special soundness: Suppose two conversations (a,i,2;) and (a, j,z;) accept where ¢ # j. This implies
Wi - 7) = g5 =2V,

Let R;; be the integer left pseudoinverse of N; — NV;. Then we have that w = R;;(z;—z;) is a witness. Indeed

ha h. h.
P(wy) = ¢(Z(Rz‘j)t,u(2i = 2j)u) = Z(Rij)t,u P(zi — zj)u = H(IIJNI‘_NJ)SLR“)"’“ =
u=1 u=1 u=1

ﬁﬁ (Ne= N t(Bi)es _ H”C S B NN _

=1

Statistical Zero Knowledge: Given z and a challenge i € [n], the simulator chooses z; uniformly at
random in the set [-SD,SD + A]" and then selects the unique a that makes the proof accept, namely
a=1(z;) xx N

In the real protocol, each component of z; = N;w + r is uniform in some subinterval of [—-SD,SD + A]
of length A, because N;w is some fixed vector in [-SD, SD]" by assumptions on w and D. As long as
e = SDh,/A is negligible and h, is polynomial this is statistically close to the uniform distribution in
[~SD,SD + A"+, with statistical distance given by 1 — (ﬁ)h |

Remark 5. The proof from [9], described above, can be cast as the instance of that in Figure 4} with k =1,
n = 2¢ and with N; being the matrices of dimensions 1 x £ given by vectors in {0,1}¢. Note in that case
he =logn=14¢ D =1.

Corollary 2. Let k = 0 mod 3. When using the matrices N; given by the BBSSS from Theorem [J the
protocol in Figure is a X-Protocol for Rprog.r with the following properties where D = min{k,logn}

— Knowledge error at most 1/n;
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— Statistical honest verifier zero-knowledge with assuming the witness is in [—S, S]F and A > 2%(k+logn —
3)D - S for statistical security parameter k;

— Communication complexity: k+logn — 3 elements of G and k +logn — 3 integers in [—SD,SD + A], as
well as logn bits for the challenge.

Its Fiat-Shamir non-interactive version therefore communicates k+logn—3 integers in [—-SD,SD+ A] (and
logn bits).

Proofs of plaintext and randomness knowledge (and other ‘hybrid’ statements) The same template applies to
situations where part of the witness will be in Z (because we do not know the order of the cyclic subgroup
it acts on) and part in Z,. The most clear example is that of proofs of knowledge of plaintext, which we
will use to illustrate this case. The encryption function of CL-HSM is ¢ : Z; x Z — G* x G given by
Y(m,r) = (g5, pk" - f™) for generators gs, f respectively of G¢ and F, and public key pk in G*. Let then

Rep g = {(m,7); (e,d) € (Z x Zo)* x (G* x G)* | ¢(my, i) = (cidy) Vi=1,...k}.
The XY-protocol for Ry, is then very similar to that in Figure E|, with the difference that now the space of

witnesses is Zy X Z, rather than Z. But this is easy to deal with, because our BBSSS can of course be applied
to the former space. We present the proof in Figure

Prover Verifier

m' s 70

r’ s [0, A"

v ! ’ _ r !
(ae, @a) = (9,7, KT - f™)jepn,y _ (@er0a) =W(m'1)

i <5 C = [n]

zi=N;-m' +m'(mod 0)

vi=N;i-r' +7 Zi; Vi P(zi,vi) = (V7 *ae,d"" * aq), ie.

k
vi)j _? Ni)ju .
g =" (T - (ac); Vi € he]

=1

k
v )i Zi)i ? N;); .
pk(*7 £ =t ([T ™) - (au); i € [he]
=1

Fig. 5. Y-protocol over Class Groups for Rcr

The analysis of the security properties of this protocol works exactly as in Theorem [7] For the communication
complexity, we observe that, in addition to the h, integers in [—DS, A + DS], the prover sends h, elements
of Zy but the size of these are independent of D. We also emphasize that this proof has witness extraction
regardless of whether ¢ is prime or not.

Remark 6 (Comparisons). We compare the communication cost of the non-interactive version of our proof for

the relation Rprcoa,x with the protocols we would get by adapting [I/I0I7] to this case. For this comparison,
we take a statistical security parameter )\, and we aim at having soundness error 2~*. Moreover, we select
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A > 2*h,S in our case, and similarly A > 2*(S in [9] and A > 2*CS in [I0J7]. We ignore the cost of the
challenge, since it is A bits in all cases, and much smaller than the rest of the proof.

Proof Communication (bits) Knowledge Assumptions
[9] Ak(log S+ A+ log \) Yes None
[10] k(log S+ 2X) Yes Low order, Strong Root,
uniform random h
[7] k(log S + 2X) No Rough Order
FigureH (k+X—=3)(logS + X+ log(k + ) Yes None
+log min(A, k))

For k larger enough than A (but still much smaller than 2*) the protocol from Figure saves a multiplicative
factor around A\ with respect to the proof in [9]. On the other hand, as the dominant factor is klog.S the
complexity is quite comparable to the protocols in [I0]. However, we emphasize that the advantage we get
with our proofs is that we do not require any hardness assumption for the proof, that the basis g does not
need to be uniformly random and can be a value that was chosen by the adversary in a protocol and that
ours is a proof of knowledge (as opposed to [7/I0]).

The case of Reoyp (Figure |5) is similar, but now in our case the communication includes in addition h,
elements of Zy, while the other protocols we compare with would add k elements instead. We remark again
that in that case, for £ a large prime, the proof in [I0] has a extractor for the plaintext. However, this is not
the case if ¢ has a divisor smaller than the challenge bound C, e.g. in £ = 2“E| In contrast, in our case we
can extract the witness regardless of the modulus.

Regarding computational complexity, the number of operations of our proof is comparable to the one in
[T0/7]. When counting the left side of the verification we obtain the same relation as with the last message
communication shown in the table, since there is one exponentiation per group element sent. The right
side of the verification has a computational complexity of k - logn group operations, equivalent to [TOJ7].
Indeed the number of group operations equals the maximum number of non-zero entries in the matrix N;
which is 7/9 - k - logn. The exponentiations required in [I0J7] lead to k - logn operations when counting an
exponentiation (with exponent in [0, A]) as log A operations.

Remark 7. While we have stated the results above for proofs of discrete logarithm knowledge, they can be
easily extended to other statements on the class group, e.g. discrete logarithm equality or more generally
linear relations as defined in [7] (namely statements of the form A", Vi = X} ----- Xi%).

6 Extension to ZK-ready functions

So far we have considered X' —protocols for relations of the form (w,z = F(w)) where F' is a module
homomorphism, e.g. a group homomorphism. We now extend our result to the case of ZK-ready functions,
defined in [I6]. These are maps f : U x S — X where (U, +), (5,-), (X, ) are groups and are homomorphic
“up to a correction factor in their second argument”; namely, we have f(u,s) - f(v/,s') = f(u+u',s- s -
d(u,u')) for some function ¢. This notion is relevant because it e.g. captures encryption functions from several
cryptosystems with homomorphic properties (Joye-Libert, Paillier), where U and S are the plaintext and
randomness spaces.

Definition 8. [16] Let (U,+), (S, ), (X, ) be abelian groups, B’ a commutative ring with 1 and f : U xS —
X a function. The function f is said to be ZK-ready with respect to R if:

3 We do point out that it may be worthwhile to investigate whether the techniques from Section using Galois
rings can be used to construct proofs of plaintext knowledge in that case.
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— There exist g : U — X and a group homomorphism h : S — X such that g(0) =1, f(u,s) = g(u)h(s)
and (mog)(u+u') = (mog)(u) - (mog)(w) for allu,u’ € U, s € S, where 7 : X — X/Im(h) is the
canonical projection.

— Every a € R acts as an endomorphism of X, i.e. (zy)® = 2%, 2° = 1,2 = 2 for all z,y € X.

— U and Im(m) are R—modules, Im(m o g) is a submodule, ™ o g is a R—module homomorphism and
m(z%) =7n(z)* for alla e R, z € X.

The next lemma from [I6] ensures that this functions satisfy the almost homomorphic property we referred
to before.

Lemma 4 ([16]). Let f be ZK-ready with respect to . Then there exist § : U x U — S and v :
RxU xS — S such that for all a € R, u,v’ € U and s, € S, f(u,s)f(v',s") = flu+u,ssd(u,u’)) and
flu,8)* = flau,v(a,u,s)).

From now on we will consider only the case of functions ZK-ready with respect to Z or Z,. In this scenario,
the function v(a,u, s) the second equation can be reduced to a simpler form using the lemma below.

Lemma 5. If R = Z or R = Z; and [ is ZK-ready with respect to R, then there exists an efficiently
computable £ : R x U — S such that for a € R,u e U,s € S, f(u,s)* = f(au, s* - E(a,u)) (where if R = Zy,
s* is computed by embedding a in [0,£ — 1] C Z).

Proof. For R = Z, the proof follows the same as for Theorem 1 in [16], where £(a,u) = HL‘;H (i, u)*9m(@),
The same holds when R = Z,, but then we interpret a as an integer in [0, ¢ — 1]. o

When a matrix M € SR"*™ acts over a vector 2 = (21, ..., 2,,) in either S™ or X™, we assume it acts as
a matrix of integers, even when R = Z, (we just embed Z; in [0, — 1] C Z as above). Since the notation
of these groups is multiplicative, we will write 2™ = (TT/", 2 ... T[7, 2M)T € 8™ or (X™), with M;;

being the (i,j)-th entry of M). If N € RP*" is another matrix, we have that (2M)Y = 2¥'M_ The next
lemma is a generalization of Lemma [5}

Lemma 6. If R = Z or R = Zy, and f is ZK-ready with respect to R, then given m,n > 0, there exists
efficiently computable = : R™*™ x U™ — S™ such that for all M € R u € U™, s € S™, f(u,s)M =
F(M -u,s™ x Z(M,u)) where x denotes coordinate-wise product in S™.

We extend our protocol of Theorem [I]so that it can be used to prove knowledge of preimages of elements via
a ZK-ready function. However, in this case we need additional assumptions. In the case R = Z, we need that
the induced SSS on U and S by the MSP M over Z satisfy “share-uniformity” for the shares corresponding to
E, for every challenge set . Moreover we need “randomness-uniqueness” on the one induced on X, meaning
that for a given secret  and given shares for set E, there is at most one choice of randomness that gives
those shares for that secret. When R = Z, we can no longer assume M generates a linear secret sharing
on S and X, since only U is guaranteed to be a f9i-module. However we still state the assumptions above
in algebraic terms, and we will see these can be achieved for some constructions of MSPs. We also need an
additional assumption that given y € X, it is easy to find t € S with f(0,¢) = y*. This is the case when f is
the encryption function for Joye-Libert (¢ = 2}).

Theorem 8. Let R be Z or Z¢, (U,+),(S,-),(X,) finite abelian groups. Let f : U x S — X be ZK-ready
with respect to R. Let M = (R, M, W, k) be a k—MSP over R computing (A, ), where M € R (E+e) | Let
C be a compatible challenge set with respect to (A, I') and v = v(C,I") its extraction number. Assume it is
possible to sample efficiently uniform from C, U and S, that for every E € C, Mg can be computed efficiently,
and that for any pairwise distinct Ey,...,F, € C it is efficient to compute the reconstruction vectors p(gz),
where & = J;_, E;, promised by Definition @ Assume in addition:
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— For any E € C the distributions of Mg(0,4')T and (1,8')Me when u' < U®, ' +$ S, are uniformly
random in UM= | 8" respectively.

— Forany E €C, anyy € X"=, and any x € X" there is at most one a € X¢ such that (x,a)M? =y.

— For the case R = Zy we also assume that f is such that given y € X it is easy to find t € S with
£0,t) = y".

Let = as in Lemma [0l Then Figure[f provides a X-protocol with v-special soundness for the relation R =
{(u,s;2) € (U* x S*) x X*: f(u;,s;) = x; Vi € [k]}.

Prover Verifier

a=f@'s)e X

E E+sC

Zp = Mg - (u,u’)"

vp = (5,8)ME « Z(Mg, (u,u")) 2, VE fze,ve) =" (z,a)M"

Fig. 6. Y-Protocol for preimages of ZK-ready functions

Proof. Correctness: The correctness of the protocol follows from Lemma@ since f(zp,vE) = f((u,u'), (s,8))Me =
(f(u,s), f(',8)Me = (z,a)">.

v—Special soundness: Given v accepting conversations (a, F1,2g,,Vg, ), ..., (@, E,, 25, ,vg, ) the extractor
proceeds as follows. Let £ = |J;_, E;. Since € is a reconstructing set for the MSP, there exist reconstruction
vectors pi« € R"e for j € [k], such that pjé - Mg = (0,...,0,1,0,...,0) over R, where the 1 is in the j-th
position. Let pg be the matrix with rows pé. Then pg - Mg = (Tkxk|Okxe)-

Now, consider first the case SR = Z. Then the above matrix equation holds over the integers and consequently
((maa)MS)pg = (mva‘)pg'Mg =z

Let z¢ and vg be vectors whose coordinates are indexed by the elements in £ and are defined as follows: for
every c € &£, ¢ belongs to some FE;. If ¢ belongs to more than one E;, choose one of them. Then the extractor
takes the c-th coordinates of z¢ and s¢ to be the corresponding £-th coordinates of 2, and sg, respectively.
The extractor outputs u = pg - z;f and s = vP¢ x Z(pg,v), which satisfy

fu,s) = f(pe - 22 ,v°° x Z(pe,v)) = flze,ve)P? = ((z,a)Ve)P* =z

If @ = Zy we need to modify the proof as follows. Note that now it does not hold necessarily that
((z,a)Me)Pe = x because pe - Mg = (Ixk|Orxe) holds over Z, and not over the integers, and X is not
necessarily a Zg-module. Over the integers we have in fact ps - Mg = (Igxk|Okxe) + £ - L for some matrix
L € 7hex(k+e) Redoing the operations before we now get ((z,a)Me)Pe =z * y* for some vector y that can
be efficiently computed from p%, Mg,  and a. Then if we set u,s as before, we have f(u,s) = x * y’. On
the other hand by assumption, we can efficiently construct a vector ¢ with f(0,t) = y~* (by applying the
assumption to each y;l where y; are the coordinates of y). Now we have f(u,s *t *6(u,0)) = x where 6 is
the ¢ of Lemma [4] applied coordinatewise.
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Honest-verifier zero-knowledge: As in the proof of Theorem [1| the simulator constructs the simulated
third message (Zg,Vg) as if it was running the real protocol with # = 0 and, in this case (since S is written
multiplicatively), 8 = 1. Then the simulator creates @ such that the verification for z passes, for which it
uses the fact that E is a privacy set for the MSP.

Concretely, consider first the case R = Z. Given x € X*, and E € C the simulator:

1. Samples @' € U¢, 8 € S° uniformly at random, creates Zp = Mg - (0,%')" and vz = (1,5)M" «
E(Mg, (0,4")).

2. For i € [k] let A() € RE+e with (AD); =1, (A®); =0 for j € [k] \ {i}, and MpA® " = 07 which exists

by definition of k-MSP (Definition @(P2)) Let A() = )‘Ela-l,k-s-e] be the vector of the last e coordinates
of A,

3. Define @ as follows: @ = f @',3) « Hle ac;-\m where a:f-‘m is the vector in X¢ obtained by having each
coordinate of A(*) act on z; and the products are componentwise.

4. Output (@, E, (Zg,Vg)).

First note that (2,0 g) is uniformly distributed in (U x S)"# by assumption (in the case of ¥, the assumption
says (1,8")M# is uniform if 8’ uniformly random, but note that Z (Mg, (0,4")) is independent from 3" so the
product ¥g of both vectors must also be uniform).

Now we show (x,a)M= = f(Zg,vg) as in the real protocol.
Note that (z,d) = (z, f(@,8) * [[\_, 2}") = (@, [T, «27) = (1, f @, 3))).

Now recalling that A(Y) = (0,_1,1,05_;, A(!)), we can see that (z, [T, 2 = I, 22" But since MpA®) =

0 over Z, we have ([]}_, x;\(i))ME =1 and (z,a)M= = (1, f(a',5"))M=.
The ZK-readyness of f guarantees that 1 = f(0,1) so actually 1 = f(0,1). This means (1, f(@',8")) =
f((0,4@"),(1,5")) and therefore

(xva)ME = f((07al)7 (l’l's\l))ME = f(ME ’ (Ova’/)Tv (lv/s\/)ME * E(ME7 (O’ﬁ/)))

which is exactly f(Zg,VE).
So we have (z,a)M* = f(Zg,vg) in the simulation and (z,a)"®

same I.

= f(zg,vE) in the real protocol, for the

Since (Zg,Vg) and (zg,vE) are equally distributed and, by assumption, respectively @ and a are unique
satisfying the equations, it then must be the case that (@,zg,vg) and (a,zg,vE) are equally distributed.

In the case where R = Zy, the proof above does not work directly because M A =0 over Z,; and not over

Z. So similarly to the case of soundness, we have (Hf=1 g‘m)ME =y for some vector y. This means

(mva)ME =f(Mg - (Ova/)—r7 (lvg)ME * Z(Mg, (07’;1,\/))) *yé.
So we need to correct the definition of 5. By the assumption we know it is easy to find ¢ € S"# with
f(0,t) = y'. We define vp = (1,5 )M « Z(Mg, (0,4)) xt *§( Mg - (0,4'),0). Now we get
fEp,vp) = f(Mg-0,2)" +0,(1,3)M « Z(Mp, (0,u)) xt *6(Mg - (0,u'),0)) =
f(Mg-(0,a)",(1,3)Me « 5(Mg, (0,4")) = £(0,t) =
f(ME ' (Oaa/)—ra (17/3\/)ME * E(ME7 (0,’1/1\,/))) * yE = (m7a)JWE'

Finally observe that ¥g is still uniformly random, as with respect to the case R = Z we multiply (l,fs\/)
by a vector which is independent from s’ a

Mg

22



Remark 8 (achieving additional assumptions). When the challenge space consists of sets F = {i} of size 1,
and the M; are of the form M; = (N;|I.x.) (in this case hg = e), the assumptions of Theoremare achieved.
Indeed in that case, (s,8')M: = sVi x5, 50 if 8’ is uniform (s, s’): is uniform too. This holds even if S is not
a M-module, because we are embedding Iox. € Z; ¢ into I.x. € Z°*¢. By the same token (x,a) =z xa
so there is exactly one a = (zV)~! x y satisfying (x,a): = y. In particular, this holds for the (1,2,n)—
BBSS schemes described in Theorem [3| and in particular the ones in Theorem

If in addition to the uniqueness of @ we assume that @ can be computed efficiently, as for example in the case
of the schemes mentioned in Remark [§] we can define the optimized non-interactive version of the proof as
in Figure[7] Finally, plugging the BBSS scheme from Theorem [f]into Theorem [§ we get the following general
result for ZK-ready functions with respect to R = Z.

Prover Verifier

u s U s «s5°,
a=f(u,s),E="%Ha),

zp = Mg - (um')T ,

VE = (37 sl) e * E(ME7 (’U,,’U,,)) E’ (ZE,’UE) Finds a s.t.

f(ZE,’UE) = (m,a)ME

E ="H(z,a)

Fig. 7. Optimized NI-X-protocol from ZK-ready functions

Corollary 3. Let (U,+),(S,-),(X,") finite abelian groups. Let f : U x S — X be ZK-ready with respect to
Z and let X > 0 be a security parameter. Then there exist a X—protocol for the relation R = {(u,s;z) €
(Uk x SF)y x X* ¢ f(uiys;) = x; Vi € [k]}, for k > X, with 2—special soundness, knowledge error at most
27 and communication complezity k + X\ — 3 elements of U, S and X (and X\ bits for the challenge). Its
non-interactive version communicates k + X\ — 3 elements of U, S and \ bits.

6.1 Improvement for Joye-Libert encryption

We show that Joye-Libert encryption for Zo: is a ZK-ready function with respect to both the rings Z and Z;:.
The former implies that we can apply Corollary [3] to obtain a batch protocol to show knowledge of plaintext
and randomness in k Joye-Libert ciphertexts. However, in this case we can do better by considering the
encryption function as ZK-ready with respect to Zy: and using as secret sharing scheme a version of Shamir
over an extension ring, namely a Galois ring. The idea of this construction, at least when we use standard
(non-packed) Shamir, is exactly the one in [2] where it was applied to a certain vector commitment scheme
construction over Zy instead of Joye-Libert. Moreover, it is a quite direct generalization of Section 4.2 to
the setting of fields. However, we have not seen this Y-protocol applied to Joye-Libert encryption and given
its applications, as mentioned in the introduction, we think it is important to point out. In addition, we
will also further generalize it by using the packed version of Shamir, so that we can trade communication
complexity by soundness.

Joye-Libert encryption. Let (public) k € N, and two (private) primes with p = 1 mod 2!, ¢ =3 mod 4 and set

N = pq. Let g € Z% of order ¢(N)/2. Then let U = Zgi, S = L%, X = Ziy, R = Z; and f : Zoy x Ly —> L%,
given by f(u,s) := g* - s2' where we see u embedded as an integer in [0, 2! — 1].

23



f is not an homomorphism since the argument u lives in Zy but ng # 1in Z};, and therefore there will be
cases for which the operations over Zs: “do not match” the operations over Zj‘vﬂ

Lemma 7. f is ZK-ready with respect to both R = Z and R = Zq.

Proof (Sketch). Indeed, let U = Zy, S = X = Z}. Consider g : Zy — Z% such that g(u) = ¢g" and
h:Zy — Z3 with h(s) = s2'. Then it is easy to sec f satisfies the conditions of Definition 8| for R = Z.
In the case of R = Zy:, note that z® for x € X is computed by embedding a in [0,2! — 1] C Z and then
computing £ € ZY . Clearly the action of a defines an endomorphism on Z3;. Moreover since Im h = (Z}‘\,)Ql7

T LYy — T/ (Z3)% where m(z) = x - (Z3)% . Then Z% /(Z4)? is a Zy-module with the action of a € Za:

b

on x - (Z}‘V)Ql being x® - (Z}‘V)Ql, since a + b = ¢ mod 2! implies 2 - #* = x¢ - y with y in (Z}‘V)Ql. From here

the rest of the properties can be easily verified.

Next, we compute the function = from Lemma @ For u,u’ € Zy denote (u + ')z the sum in Z of the
representatives of u and v/ in [0, 2! — 1], while u + v’ is their sum in Zy (i.e. modulo 2'). Define the function
6 ¢ Loy X Loy —> Z% by 6(u,u’) = g2%) where q(u,u) = L(UI\}#J Then we get f(u,s)f(u',s") =
flu+u',s8'8(u,u))P|For M € Z"*™ we get f(u,s)M = f(M -u,sM « Z(M,u)), where

(My)g
[T, (M, w) gt
E(M,u) = : = :

H;r;l E(Mpi,ug) g[(l‘/l#"mJ

Note that here for i = 1,...n, M; denote the rows of the matrix M and (M;u)z represent the multiplication
of the row M; and the vector u as elements with coordinates in Z (again embedding the coordinates of u in
[0,2! — 1]). On the other hand M - u denotes a matrix-vector product on Zy, where this is computed using
of actions of elements of Z (the matrix entries) on elements on Zy (the coordinates of u) and sums in Zy:.

Now we define our secret sharing scheme for secrets in (Zy:)*. In order to do this recall the definition of
Galois ring GR(2!, d):

Definition 9. A Galois ring is a ring of the form Z,[Y]/(F(Y')) where F'(Y') is a polynomial in Z, [Y] such
that its reduction modulo p is irreducible in Z,[Y]. Any two Galois rings Zu[Y]/(F(Y)), Zy[Y]/(F'(Y))
where F,F'" are of the same degree d are isomorphic, and hence we denote by GR(p',d) any of them.

Lemma 8 ([1]). Given a Galois ring GR(p!,d) the subset S = {ag+a1Y +---+aq_1Y4 1 :1a; €[0,p—1]}
is an exceptional set, meaning that for any x,x’ in S, x — a2’ is invertible, and it has p® elements.

Lemma 9. Let S be an exceptional set of W' = GR(p',d), and S’ = {a1,...,a,} C S be an exceptional
subset of sizen < |S| =p?. Let 0 < t < n.

We define the Shamir secret sharing scheme with space of secrets So = (R)¥', randomness space R = (R')?
and spaces of shares S; = R’ for all i € [n] given by Sh(s,r) = (m(a1),...,m(ay)) where m(X) = r +
o X s X 4 s XTTR' S € RY[X). Then this secret sharing scheme has t-privacy, (t + k')-
reconstruction, and it is linear over R’.

Y eg (28 —1)+1=0in Zy, but f(2' —1,1)- f(1,1) = g* # £(0,1).
® In the example of the previous footnote if u = 2' — 1, v’ = 1, we would have (u + u')z = 2', so q(u,v') = 1 and

§(u,u') = g. Indeed f(2' = 1,1) - f(1,1) = ¢° = f(0,g) = £(0,1-g).
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Proof. Reconstruction: Let S/[X]|<;+x—1 be the set of polynomials in 9R/[X] with degree at most t +
k' — 1. By [I7, Theorem 11.124], if S is an exceptional set (called “admissible” in [I7]) of PR’ then for
every subset {B1,...,Biiw} of S of size t + k', the evaluation map R [X]<;yp—1 — (W) given by
m(X) — (m(B1),...,m(Bi+x)) is an isomorphism of R’-modules.

This already implies ¢ + k’-reconstruction of the secret sharing scheme, since any ¢t + k' evaluations of m(X)
on points of S determine uniquely m(X) and hence sy, ..., s.

Privacy: As for t-privacy, again by [, Theorem 11.124] given a subset {f1,...,8:} of S of size t, the
evaluation map R'[X]<;—1 — (R')" given by r(X) — (r(B1),...,7(5:)) is an isomorphism.

Therefore, given ¢ shares aq, ..., a; where a; € R’ and any element (s1,. .., s;) in the space of secrets (%’)k',
define b; = a; — (s18 + -+ + sk/ﬁf+k/_1). Then there is a unique polynomial 7(X) = 7y + -+ + r, X'"1 of
degree at most t — 1 such that r(8;) = b; for ¢ € [t]. Consequently there is exactly one polynomial of the form
m(X)=r +- -+ X" 45 X+ -+ 5 X1 with m(B;) = a; for i in [t]. Since this is for any fixed
set of indices {f1,...,0:}, any fixed set of shares aq,...,a;, and any possible secret, there is t-privacy. O

Now we want to recast the SSS in Lemma |§| as a SSS with Sy = (Zil)k/,&- = ZZ“ R = (Zgl)t. Let
o : ZZZ — R = GR(2',d), be a module isomorphism, where ¢(ay,...,aq) = a1 + a2 + -+ + agY L
Then we define Sh(sy,...,85,71,...,7¢) = (671 (m(a1)),..., ¢ 1 (m(a,))) where m(X) = ¢(ry) + -+ +
Olro) X'+ B(s1) X! 4+ psp) XL,

The scheme is clearly linear over Z,; because ¢ is a isomorphism of modules. Therefore, it defines a dk’-MSP

(Zpl R {Mi}ie[n]v dk?/) where each M; € Zzlx(d+dt).
Note that for t = 1, calling r = r; each share is of the form N; - (s1,...,8,/)" +r for some matrix N;, so

M; = (N;|Iqxq). Note that, when ¢ = 1, the share for the i-th participant, seen as an element in GR(2, d) is
given as m(a;) = ¢(r) + ¢(s1)a; + - - + &(8¢)al, which can be seen as the product

P(s1)

(a;,a2,... ak1) -

o(s1)
o(r)

Now, when considering the secret sharing scheme over Zzg, the shares of each participant i are computed by

a matrix M; € Zilx(d+dt). To obtain such M;, one replaces in the vector (ay,a?,...,al, 1) each af by the

d

o> and replaces 1 by Igxq. The former is the matrix

d x d matrix representing multiplication by ozg over 7Z
that represents the Z,-linear map

Zgl — Z;'fl

T = ¢ (o) af)
Therefore, the matrix M; is indeed of the form N;|I;xq and the i-th share is given by ¢~ '(m(ay)) =
M;(s1,...,8:,1)".

By Remark [§] the scheme in this case satisfies the conditions of Theorem [8| So we can obtain the following
result by setting p =2, t =1, k = dk’, n = 2% above:

Corollary 4. Let k > 0. For every d > 0 with d | k, there exists a X-protocol which is a Zero Knowledge
Proof of Knowledge for the relation

Ripk = {(u,8;%) € ZE x (Z3)" x (ZX)F - 2i = g“’is?lw € [k]}

with (§ + 1)-special soundness, knowledge error dg—d, and whose non-interactive version has size d elements

of both Zoi and Zy;, and d bits.
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In particular when k = d, this proof has error soundness 1/2F and communicates k elements of both Zy and
Zy, and k bits.
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Appendix

A Proof of Proposition

Privacy: If T € A, we show that 7 € Im My gives no information about the secret by showing that for
any two secrets 8 = (s1,...,8;) and 8* = (s},...,s5) in M* the sets S(s,07) = {r € M*: Mr(s,r) =071}
and S(s*,07) = {r* € M°: Mr(s*,7*) = o} have the same number of elements.

We construct a bijection between the two sets using the vectors )\(Tl ), e ,)\g€ ) € jhte promised by property
(P1). Concretely define w = /\(Tl)(sik —s1) 4+ /\gfﬂ)(sz — sp) € MFFTe (here note each \; € :*+¢, and
each (s; —s;) € M, so )\gﬁ)(sj — 8;) is a vector in MFT¢ obtained by letting each coordinate of /\gf) act on
(s¥ —s;)). Note that since the projection of each )\gf) to its first k coordinates is the i-th unit vector, w is of
the form (s* — s,a) for some a € IM°.

The bijection is given by r € S(s,07) — r* = r + a. Indeed note that then (s*,r*) = (s,7) + w and hence
Mr(s*, )T = Mp(s,7) T+ 30, Mr(AY) T (s7 — ;) = Mr(s,r)T = o7, where we have used Mp(AY)T =0
(second item of P2). Therefore, indeed r* € S(s*,071). Moreover, the map r — r* is clearly injective and
its inverse (given by r* — r = r* — a) takes S(s*,07) into S(s,07) by symmetry, so the map is indeed a
bijection.

Reconstruction: Let S € I'. Note that the total vector of shares received by set S is 0‘—5r = Mg -v' for

some v = (8,1) € gkte, For i = 1,.. .,k the i-th coordinate of the secret s; can be recovered from Mg -v',

as follows. Since u*) € Tm(M. J) by property (P2) of the definition of k-MSP, there exists a pg) € R"s such

that Mg (pg))T = (u)T. Transposing this expression gives p(Si) - Mg = pD. Multiplying on the right both
sides by v (i.e. making both sides act on v’ € MM®), we get pg) ol = pf;) (Mg -v") = p® 0T =5,
Hence the i-th coordinate of the secret is determined uniquely by the share vector g and pg) (which only
depends on the MSP and S).

B Details about X-protocols from threshold LSSS

B.1 Threshold access structures

In this Section we study what are the optimal challenge sets for threshold structures (A, I)¢., in our
protocols from Theorem [1| and later in Theorem |8} For t > 1, the extraction number v(C,I") may depend
on the choice of C E| In the following theorem we establish that the optimal knowledge error guaranteed by
Corollary [1] is obtained by taking C as the family of all subsets of size t. However, in some cases the same
knowledge error can be also attained by strictly smaller families of challenges, which consequently yield
X -protocols with the same soundness and smaller communication than using all possible sets of size t as
challenges. The optimal challenge sets can be characterized in terms of combinatorial designs.

Theorem 9. For any challenge set C compatible with (A, )¢, the extraction number v := v(C, I') satisfies
(v—=1)/IC| < (tzl)/(?) Equality is achieved iff 1) C only contains challenges of size exactly t and 2) every
set A C [n] of size v — 1 contains exactly the same number of sets from C (which in that case is necessarily
v —1). In particular, equality is achieved for C = {E C [n] : |E| = t}.

Proof. Let A._1 the set of all A C [n] of size exactly vt — 1. For each such A, note there are at most v — 1
challenge sets E € C such that E C A, because if there were v or more, then their union would be contained

6 For t = 1, clearly v(C,I") =t for every compatible C.



in A, so it would have size at most t — 1 and therefore it would not be in I" contradicting the definition of
v. Since there are (:1) sets A in A._1, we have

Z {EGC:EgAHS(V_l)(th

A€A._1

We note that equality holds if and only if every A of size t — 1 contains exactly v — 1 sets from C. This is
equivalent to condition 2 in the second part of the statement. Indeed, if every set A of size t — 1 contains
the same amount of sets from C, this amount must be v — 1: we have already argued that A can contain at
most v — 1 such sets, but we also know, by definition of v, that there are ¥ — 1 sets in C whose union has
size less than v and hence has to be contained in some set of size vt — 1.

n—|E|
t—1—|E|
gives the choices of the remaining vt — 1 — |E| elements that we can add to E to get a set of size t — 1. Since

|E| < t, we have (tfl_lﬂm) > (,"7*,)- Therefore

) n— |E| n—t
> |E€C.E§A|Z(t_l_E|>Z(t_1_t)|C.

A€A 1 EeC

On the other hand, there are exactly ( ) sets A in A._1 containing a given F € C, since this number

Equality holds if and only if every set in |C| is of size t (condition 2 in the second part of the statement)

Putting the two sum bounds together we get

e -1 (M) () (=2 oy ()

IC| () nn—1...(n—t+1) @)
with equality holding if and only if conditions 1 and 2 in the second part of the statement of the theorem
hold.
Finally C = A, the family of all sets of size t, clearly satisfies conditions 1 and 2. O

The family of all sets of size t is not necessarily the only choice of C achieving optimal soundness in the
theorem above. We define a soundness optimal challenge set as follows.

Definition 10. A soundness-optimal challenge set C for (A, ') is a challenge set compatible with (A, I)¢n
and such that:
1. every E € C has size exactly t;

2. every set A C [n] of size vt — 1 contains exactly the same number of sets from C (which, as we have seen
needs to be v —1).

Moreover, we say that C is minimal if it has minimal C (and equivalently minimal v = 2) among all soundness-
optimal challenge set C for (A, I')qen-

We will now show that soundness-optimal challenge sets are actually equivalent to combinatorial designs.

Definition 11. A u — (n,m, A)-design consists of a family B of subsets of [n], called blocks, such that each
block contains m elements and each set of u elements from [n] is contained exactly in A blocks.

Lemma 10. Let B be a u — (n,m, \)-design. Consider B = {[n]\ B : B € B}. Then:
— Every set in B contains n — m elements.

— Each set of n —u elements in [n] contains exactly A blocks.
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Corollary 5. Let B be a (n—t+1) — (n,n—t,\)-design. Then C = B is a soundness-optimal challenge set
for (A, ') n with extraction number v = X\ + 1.

Conversely if C is a soundness-optimal challenge set with extraction number v then C is a (n—t+1) —(n,n—
t,v — 1)-design.

Proof. Since every set in C has t elements, then C is compatible with the access structure and satisfies
condition 1. By Lemma every set of t — 1 elements in [n] contains exactly A = v — 1 blocks from C. This
proves that the union of any v = A+ 1 sets in C has size at least t, and therefore v is the extraction number.
Moreover, it also establishes condition 2., so the challenge set has optimal knowledge error. The converse is
analogous. O

For the case of v = 2 (which corresponds to the classical 2-special-soundness), B would be a u — (n,m, 1)
design. This type of designs are called Steiner systems and denoted S(u, m,n) (note the change of order)
and have been studied thorougly. For example, it is known that lines in a projective plane over a field F,
yield a S(2,q+ 1,¢* + g + 1) Steiner system. This in turn is a 2 — (¢ + ¢ + 1,¢q + 1, 1)-design and gives us
soundness-optimal challenge sets for (A, )¢, with t = ¢?, v =¢* + ¢, n = ¢*> + ¢+ 1 and v = 2. Another
example is given by the supports of codewords of weight 4 in an extended Hamming code, which yield a
S(3,4,2°) Steiner system, and leads to constructions of soundness-optimal challenge sets for (A, I') ., with
n=2%forany s >3 and t=n—4, v =n — 2, and again with v = 2.

B.2 Optimality of knowledge soundness bound

We show that we cannot in general prove a better bound for knowledge soundness of our general protocol
than that of Corollary |1} that is U|T_\1’ where v is the extraction number defined in 7| and |C| is the size of
the challenge space. In particular we present an example where an adversarial prover convinces the verifier
of a wrong statement with probability exactly (v(A,I") —1)/|C| regardless of the access structure, MSP and
challenge space used (as long as we are using a MSP over the field Z, where the witness live and that I is

a “maximal” reconstructing family for that MSP, see below).

The language we use for this counter-example is discrete logarithm equality. Consider a cyclic group G of
order a prime p written additively, let G, H € G and the following injective group homomorphism

F:7, — G?
w — (wG,wH)

We will also use the notations Fj(w) := wG and Fa(w) := wH, so F(w) = (Fy(w), Fa(w)). We define the
relation
R:={(w,(X1,X3)) € Z, x G*: F(w) = (X1, X2)}.

Let (A, I') be an access structure and let M be any 1-MSP over Z, computing (A, I"). We will assume that
I' is maximal under this condition, i.e. M is not an 1-MSP over Z, for any (A, I") where I' C I"". Let C be
a challenge space compatible with (A, I') and with extraction number ». In that case, we have a X-protocol
for knowledge of preimage of F' defined from M and C as in Theorem [I} see Figure

We remark that in the final check of the protocol the MSP (more precsiely the submatrix Mg) is acting on
the group G2. This action is defined as the coordinate-wise application of the action on G, so Mg (fi) =

Mg (il j2> , 1.e. this can be seen as two checks Fj(zg) = Mg - (
1 Az

for the verifier to accept.

%

A ) for ¢ = 1,2, that must pass in order
3

By definition of v, there are v — 1 challenge sets F1,...,FE,_1 € C such that their union U is not in I
Because U is not in I" and the maximality condition assumed above, U is not a reconstructing set for the
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Prover Verifier
T8 Zp
A= (A1, As) = F(r) A= (A1, A2)
B E+sC
2 X
zp = Mg - (:j) zE F(zg) =" Mg - (A)

Fig. 8. Y-protocol for DLE from M and C

LSSS over Zj, m Therefore, there must exist two secrets w # w’ in Z, and a vector of shares zy such that zy
is compatible with both w and w’, i.e. there are r and r’ such that zy = My (w,r)" = My (w’,")". Given
that, an adversarial prover can convince the verifier, with probability exactly (v — 1)/|C|, of the fact that
X1, X} = (wG,w'H) is in the language, despite it is not. Indeed, she

— Computes and sends A = (Fy(r), Fo(r')) as its first message;
— Receives a challenge E and checks whether E € {Ey,...,E,_1};
— In that case, it replies with zz = Mpg(w,r)" which also equals Mg(w’,')T because E C U.

If E € {Ey,...,E,_1}, which happens with probability (v — 1)/|C|, the strategy above always passes the
checks because Fy(zg) = Fi(Mgp(w,r)") = Mg (X1, A1) and Fa(zg) = Fa(Mg(w',r")") = Mg (X2, As).

7 Here we are using implicity that this is a LSSS for Z,, the field of definition of the MSP, so if a set is not
reconstructing with respect to the MSP, it is also not reconstructing with respect to the LSSS over Z, induced by
it.
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